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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION, and
AMERICAN CIVIL LIBERTIES UNION

FOUNDATION, 13 Civ. 9198 (AT)
Plaintiffs,

V.

NATIONAL SECURITY AGENCY,
CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE,
DEPARTMENT OF JUSTICE, and
DEPARTMENT OF STATE,

Defendants.

DECLARATION OF PAUL P. COLBORN

I, Paul P. Colborn, declare as follows:

1. I am a Special Counsel in the Office of Legal Counsel (“OLC”) of the United
States Department of Justice (the “Department”) and a career member of the Senior Executive
Service. | joined OLC in 1986, and since 1987 | have had the responsibility, among other things,
of supervising OLC’s responses to requests it receives under the Freedom of Information Act
(“FOIA”), 5 U.S.C. § 552. | submit this declaration in support of the Department’s Motion for
Summary Judgment in this case. The statements that follow are based on my personal
knowledge, as well as on information provided to me by OLC attorneys and staff working under
my direction, and by others with knowledge of the documents at issue in this case. This
declaration incorporates by reference the index of documents withheld in full or in part by OLC

attached hereto as Exhibit A.
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OLC’S RESPONSIBILITIES

2. The principal function of OLC is to assist the Attorney General in her role as legal
adviser to the President of the United States and to departments and agencies of the Executive
Branch. OLC provides advice and prepares opinions addressing a wide range of legal questions
involving the operations of the Executive Branch. OLC does not purport to make policy
decisions, and in fact lacks authority to make such decisions. OLC’s legal advice and analysis
may inform the decisionmaking of Executive Branch officials on matters of policy, but OLC’s
legal advice is not itself dispositive as to any policy adopted.

3. Although OLC publishes some opinions and makes discretionary releases of
others, OLC legal advice is generally kept confidential. One important reason OLC legal advice
often needs to stay confidential is that it is part of a larger deliberative process—a process that
itself requires confidentiality to be effective. If government agencies and OLC had to conduct
deliberations with knowledge that their deliberations were open to public view, such discussions
would naturally be chilled or inhibited, and the efficiency of government policy making would
suffer as a result.

4. These deliberative confidentiality concerns apply with particular force to OLC
advice because of OLC’s role in the decisionmaking process: OLC is often asked to provide
advice and analysis with respect to very difficult and unsettled issues of law. Frequently, such
issues arise in connection with highly complex and sensitive activities of the Executive Branch
on matters that can be quite controversial. So that Executive Branch officials may continue to
request, receive, and rely on candid legal advice from OLC on such sensitive matters, it is
essential that OLC legal advice provided in the context of internal deliberations not be inhibited

by concerns about public disclosure.

JA244



Case 1:13-cv-09198-KMW Document 67 Filed 02/26/16 Page 3 of 15

5. The foregoing considerations regarding the need for confidential Executive
Branch deliberations are particularly compelling in the context of the provision of legal advice,
given the nature of the attorney-client relationship. There is a special relationship of trust
between a client and an attorney when the one seeks and the other provides independent legal
advice. When the advice is provided in confidence, it is protected from compelled disclosure.
As the Supreme Court has observed, “[t]he attorney-client privilege is the oldest of the privileges
for confidential communications known to the common law. Its purpose is to encourage full and
frank communication between attorneys and their clients and thereby promote broader public
interests in the observance of law and administration of justice.” Upjohn Co. v. United States,
449 U.S. 383, 389 (1981). Itis critical to protect this relationship of trust in the governmental
context, to ensure such full and frank communication between governmental attorneys and their
clients, and thereby promote such broader public interests in the government’s observance of law
and the administration of justice. The free and candid flow of information between agency
decisionmakers and their outside legal advisers depends on the decisionmakers’ confidence that
the advice they receive will remain confidential. Moreover, disclosure of legal advice may often
reveal confidential communications from agency clients made for the purposes of securing
advice.

6. When requested to provide counsel on the law, OLC attorneys stand in a special
relationship of trust with their agency clients. Just as disclosure of client confidences in the
course of seeking legal advice would seriously disrupt the relationship of trust so critical when
attorneys formulate legal advice to their clients, disclosure of the advice itself would be equally

disruptive to that trust. Thus, the need to protect the relationship of trust between OLC and the
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client seeking its legal advice provides an additional reason OLC legal advice often needs to stay
confidential.

7. The interests protected by the deliberative process and attorney-client privileges
continue to apply fully to confidential OLC legal advice in circumstances where the Executive
Branch or one of its departments or agencies elects, in the interest of transparency, to explain
publicly the Executive Branch’s understanding of the legal basis for current or contemplated
Executive Branch conduct. There is a fundamental distinction between an explanation of the
rationale and basis for a decision, which would not be privileged, and advice received prior to
making a decision, which is privileged. Thus, there is no disclosure of privileged legal advice,
and therefore no waiver of attorney-client privilege, when, as part of explaining the rationale for
its actions or policies, the Executive Branch explains its understanding of their legal basis
without reference to any confidential legal advice that Executive Branch decisionmakers may
have received before deciding to take the action or adopt the policy. Likewise, confidential
advice does not lose the protection of the deliberative process privilege simply because the
Executive Branch explains the basis or rationale for its actions or policies without referring to
that advice; rather, confidential deliberative advice loses this protection only through adoption,
i.e., if the advice is expressly adopted as part of the explanation of the rationale for the decision
or waiver, i.e., through specific voluntary disclosure of the deliberative material. 1f merely
explaining publicly the legal basis for Executive Branch conduct were understood to remove the
protection of the deliberative process and attorney-client privileges from the confidential legal
advice provided as part of the Executive Branch’s internal deliberations, it would substantially
harm the ability of Executive Branch decisionmakers to request, receive, and rely upon full and

frank legal advice from government lawyers as part of the decisionmaking process, and it would
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also harm the public by discouraging the Executive Branch from explaining its understanding of
the legal basis for its actions publicly in the future.

PLAINTIFFS’ FOIA REQUEST

8. On May 29, 2013, OLC received a request dated May 13, 2013 from Alexander
Abdo on behalf of the American Civil Liberties Union Foundation (together with the American
Civil Liberties Union, hereinafter the “ACLU”), requesting records in three categories. See EX.
B, at 1 (FOIA Request (May 13, 2013)) (hereinafter, as modified, “the ACLU Request”). Those
categories were as follows:

a. “Any records in which the Office of Legal Counsel ("OLC") construes or
interprets the authority of the Department of Justice (‘DOJ’) or any executive agencies
under Executive Order 12,333 or any regulations issued thereunder;” Id.

b. “Any records describing the minimization procedures used by the
government with regard to both intelligence collection and intelligence interception
conducted pursuant to EO 12,333 or any regulations issued thereunder; and” Id.

C. “Any records describing the standards that must be satisfied for the
‘collection,” “acquisition,” or ‘interception’ of communications, as those terms are
defined in EO 12,333 or any regulations issued thereunder.”

9. By letter dated June 25, 2013, | sent a letter to Mr. Abdo on behalf of OLC,
acknowledging receipt of the ACLU Request and proposing a narrowing agreement following an
earlier telephone conversation between Mr. Abdo and an OLC attorney. See Ex. C, at1 (OLC
Acknowledgment (June 25, 2013)).

10.  OnJuly 10, 2013, Mr. Abdo confirmed the narrowing agreement with certain

modifications agreed to by email. See Ex. D, at 1 (Narrowing email (July 10, 2013)). As
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modified and agreed to by OLC and the ACLU, the ACLU Request was narrowed to the
following:

a. “All OLC final legal advice concerning Executive Order 12333 or its
implementing regulations with respect to electronic surveillance by the United States
Government of communications of United States persons, regardless of whether the
United States person is the target of the electronic surveillance or is in the United States
at the time of the electronic surveillance. For purposes of this request, “‘electronic
surveillance’ and “United States person’ have the meaning given in Executive Order
12333.” Id.

b. “All OLC final legal advice concerning the meaning of the terms
‘collection’, “acquisition’, and “interception’ as used in Executive Order 12333 or its
implementing regulations with respect to electronic surveillance by the United States
Government of communications of United States persons. For purposes of this request,
‘electronic surveillance’ has the meaning given in Executive Order 12333.” Id.

11.  On December 30, 2013, before OLC had completed its search, ACLU filed this
lawsuit.

12.  On September 22, 2014, following a search and pursuant to the parties’ stipulated
scheduling order in this case, OLC informed Mr. Abdo that it had located ten responsive records.
See Ex. E, at 1 (OLC Response (Sept. 22, 2014)). Of the ten records, OLC enclosed three with
portions redacted and withheld seven in full. 1d. Mr. Abdo was informed that the redactions and
withholdings were made pursuant to FOIA Exemptions One, Three, and/or Five, 5 U.S.C.

§ 552(b)(1), (3), (5). Id. I understand that ACLU has designated a subset of various agencies’

responsive records as still at issue in this case, and has excluded some documents located by
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other agencies, but continues to seek release of the ten documents that OLC located and withheld
in full or in part.

13. In addition to the ten documents withheld by OLC and identified in the attached
index, two documents were withheld on behalf of OLC by the Department’s National Security
Division (“NSD”), which I understand that ACLU continues to seek as well. These documents
are identified as NSD 9 and NSD 36 in the index attached to the Declaration of John Bradford
Wiegmann, filed contemporaneously herewith.

OLC’S SEARCH

14, I have been informed that the ACLU does not challenge the adequacy of OLC’s
search for responsive documents, and for that reason | do not describe the search here.

APPLICABLE PRIVILEGES

15. The withheld records consist primarily of memoranda authored by OLC
containing OLC’s confidential, predecisional legal advice to assist Executive Branch clients in
making policy decisions. Accordingly, such records are covered by the deliberative process
and/or attorney-client privileges, and therefore are exempt under FOIA Exemption Five, unless
those privileges have been lost by waiver or adoption.

16.  The deliberative process privilege protects documents that are (a) predecisional,
in that they were generated prior to decisions or potential decisions; and (b) deliberative, in that
they contain, reflect, or reveal advice, discussions, proposals, and the “give and take” exchanges
that characterize the government’s deliberative processes.

17.  Asdiscussed below, all but one of the fully or partially withheld records are
protected by the deliberative process privilege in whole or in part. They are predecisional and

deliberative, in that they consist of legal advice to Executive Branch decisionmakers. Requiring
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disclosure of these documents would undermine the deliberative processes of the government
and chill the candid and frank communications necessary for effective governmental
decisionmaking. It is essential to OLC’s mission and the deliberative processes of the Executive
Branch that OLC’s considered legal advice not be inhibited by concerns about the compelled
public disclosure of predecisional matters, including factual information necessary to develop
accurate and relevant legal advice. Protecting the withheld documents from compelled
disclosure is central to ensuring that Executive Branch attorneys will be able to examine relevant
facts and analysis, and provide candid, complete advice, and to ensuring that Executive Branch
officials will seek legal advice from OLC and the Department of Justice on sensitive matters.

18. The attorney-client privilege protects documents that contain or reflect
confidential legal advice provided by an attorney to a client, and confidential client requests for
legal advice and other confidential communications and facts conveyed by the client to the
attorney for the purpose of receiving legal advice.

19.  Asdiscussed below, all but one of the fully or partially withheld records are
protected by the attorney-client privilege in whole or in part. These documents consist of legal
advice that was communicated in confidence from OLC to Executive Branch clients, and
disclose confidential client requests for legal advice. In addition, many of the documents also
contain factual information that was communicated in confidence by Executive Branch clients to
OLC for the purpose of obtaining confidential legal advice, and the existence of confidential
legal advice documents reflects the privileged fact that a client requested confidential legal
advice on a particular subject. Having been asked to provide legal advice, OLC attorneys stood
in a relationship of trust with their Executive Branch clients. Just as disclosure of client

confidences provided in the course of seeking legal advice would seriously disrupt the
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relationship of trust so critical when attorneys formulate legal advice for their clients, so too
would disclosure of the legal advice itself undermine that trust.

DOCUMENTS AT ISSUE

20. I am personally familiar with the withheld OLC documents that are at issue in this
case. An index listing the ten OLC documents at issue is attached to this declaration, as are
copies of the three redacted OLC documents that were released to the plaintiffs.

21.  OLC Advice Memoranda. Ten of the twelve documents—Documents 2-8, and 10
in the attached index as well as NSD 9 and NSD 36—are classified OLC legal advice
memoranda. These memoranda were written in response to confidential communications from
one or more executive branch clients soliciting legal advice from OLC attorneys. As with all
such OLC legal advice memoranda, these documents contain confidential client communications
for the purpose of seeking legal advice and predecisional legal advice from OLC attorneys
transmitted to executive branch clients as part of government deliberative processes. Documents
8 and 10 have been partially released in redacted form.

22.  OLC’s withholding of three of these documents from the ACLU in response to a
different FOIA request was upheld last year after in camera review by the United States District
Court for the District of Columbia in the consolidated case Elec. Privacy Info. Ctr. v. Dep’t of
Justice, Nos. 06- 096, 06-214 (RCL), 2014 WL 1279280 (D.D.C. Mar. 31, 2014) (“EPIC”); See
also Second Redacted Bradbury Declaration, ECF No. 35-1, No. 06-214 (Filed Oct. 19, 2007)
(describing these and other documents), attached hereto as Exhibit F (“Bradbury EPIC
Declaration”). Document 4 was identified in that case as OLC 132, Document 8 was identified
as OLC 131; and Document 10 was identified as OLC 54. See Bradbury EPIC Declaration

11 83(b), (9), (h). Each was among the ten opinions reviewed in camera and determined to be

JA251



Case 1:13-cv-09198-KMW Document 67 Filed 02/26/16 Page 10 of 15

properly withheld from disclosure to the ACLU pursuant to Exemptions One, Three, and Five.
2014 WL 1279280, at *1 (“The Court is now satisfied with the Department's decisions to
withhold these ten records under Exemptions One and Three, since they are in fact properly
classified, as well as Exemption Five as each record contains confidential, pre-decisional legal
advice protected by the deliberative-process and attorney-client communications privileges.”).

23.  While the EPIC litigation was pending, there was an interagency classification
and privilege review of four of the documents at issue in that case, including the documents
identified here as Documents 4, 8, and 10, which took approximately six months and culminated
in the partial release to ACLU and the other EPIC plaintiffs of Documents 8 and 10, in redacted
form, on March 18, 2011. Following the declassification of certain information contained in
Document 10, there was another interagency review of that document, which again took
approximately six months. In September 2014, pursuant to the interagency review, NSA
informed the Department of Justice that OLC 10 contained classified and/or protected NSA
equities and therefore that NSA was withholding that material from public disclosure pursuant to
Exemptions One and Three of the FOIA. This second review culminated in a discretionary
release of a revised version of Document 10 with fewer redactions in early September 2014—six
months after the EPIC court’s in camera review and determination that the documents were
properly withheld in full or as redacted, including the portions of Document 10 that had been
redacted and withheld pursuant to Exemptions One, Three, and Five. Shortly after the
completion of this review process, the reprocessed version of Document 10 was provided to
ACLU in OLC’s September 22, 2014 response. See supra  12.

24, In September 2015, the Government made a partial release of a classified Office

of Inspector General report regarding topics related to the subject matter of Document 10, as part

10
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of a FOIA response in litigation in this District. See N.Y. Times v. Dep’t of Justice, S.D.N.Y.
No. 14-cv-3776 (AT). This September 2015 release included previously undisclosed material.
Although it is possible that additional material disclosed in connection with the September 2015
release appears in portions of Document 10 redacted pursuant to Exemptions One, Three, and
Five, that material was not appropriate for discretionary release at the time of OLC’s
administrative response to the requester on September 22, 2014. In light of Document 10’s
length and the fact that it has recently been the subject of a comprehensive interagency review
for potential discretionary release, Document 10 has not been reviewed an additional time for
any potential additional discretionary release following the September 2015 release. Similarly,
pursuant to Executive Order 13526, 1 § 3.5(d), Document 10 was not resubmitted for
classification review at the time of OLC’s administrative response to the requester on September
22, 2014 because such a review had just been concluded with material determined at that time by
the NSA to be properly classified, and has not been resubmitted for declassification review
because such a review was conducted within the past two years.

25.  Cover Memorandum. One of the documents—Document 1 in the attached
index—is a cover memorandum transmitting one of the legal advice memoranda (Document 2).
This cover memorandum contains an unclassified partial summary of Document 2, including a
description of the solicitation of advice and a summary of the memorandum’s conclusions.

26.  Court Submission. The remaining document—Document 9 in the attached
index—is a classified 2002 submission to the Foreign Intelligence Surveillance Court (“FISC”).
The submission is addressed to Judge Colleen Kollar-Kotelly, then the presiding judge of the
FISC, and signed by a senior OLC attorney. It was provided to Judge Kollar-Kotelly to read,

although not left in her possession. This is the sole document withheld by OLC only pursuant to
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Exemptions One and Three, as it is not subject to the privileges discussed above. An
unclassified attachment to this submission was released in full. | have been informed that a full
classification review of Document 9 has been completed, and that the document may now be
released to ACLU in less-redacted form. See Document 9, Letter from John Yoo to Judge
Colleen Kollar-Kotelly (May 17, 2002), attached hereto as Exhibit G.

Withholdings Pursuant to Exemption Five

27.  The ten OLC legal advice memoranda and one cover memorandum—together,
Documents 1-7, the redacted portions of Documents 8 and 10, NSD 9, and NSD 36—are
protected by the deliberative process privilege because they are confidential, pre-decisional, and
deliberative. As legal advice, these documents are (a) pre-decisional, i.e., were prepared in
advance of Executive Branch decisionmaking; and (b) deliberative, i.e., consist of advice to
Executive Branch officials in connection with that decisionmaking. Consequently, these
documents fall squarely within the protection of the deliberative process privilege. Compelled
disclosure of these documents would undermine the deliberative processes of the Government
and chill the candid and frank communications necessary for effective governmental
decisionmaking.

28. In addition, these eleven documents withheld in full or in part contain
communications protected by the attorney-client privilege. The responsive documents (a)
contain confidential legal advice provided to OLC’s Executive Branch clients; and (b) reflect
confidential communications between OLC and Executive Branch clients made for the purpose
of seeking and providing that legal advice. These documents thus fall squarely within the

attorney-client privilege. The foregoing considerations regarding the need for confidential

12
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deliberations are particularly compelling in the context of the seeking of legal advice by
Executive Branch clients, and the provision of that legal advice by OLC.
Withholdings Pursuant to Exemptions One and Three

29. In connection with seeking advice from OLC, OLC’s Executive Branch clients
sometimes provide OLC with classified information or other information specifically protected
from disclosure under FOIA by statute. OLC does not have original classification authority, but
when it receives or makes use of classified information provided to it by its clients, OLC is
required to mark and treat that information as derivatively classified to the same extent as its
clients have identified such information as classified. Accordingly, all classified information in
OLC’s possession or incorporated into its products has been classified by another agency or
component with original classifying authority.

30. I am familiar with the documents marked classified that are at issue in this case.
As identified in the attached index, Documents 2-6 and 8-10 are marked as classified, as are
NSD 9 and NSD 36. These documents are marked as classified because they contain
information OLC received from other components or agencies that was marked as classified.
OLC has also been informed by the relevant entities that information contained in these
documents is protected from disclosure under FOIA by statute.

31.  Accordingly, OLC is also withholding these documents in part pursuant to
Exemptions One and Three. Exemption One, 5 U.S.C. § 552(b)(1), exempts documents
classified in the interest of national defense or foreign policy pursuant to an Executive Order
from disclosure under FOIA. Exemption Three, 5 U.S.C. § 552(b)(3), exempts documents
“specifically exempted from disclosure by statute” from disclosure under FOIA. The application

of these exemptions to these documents is addressed in other declarations being filed in
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connection with this motion. See Declarations of David Sherman (addressing OLC Documents
2,3,4,6,8,and 9, and NSD 36), David M. Hardy (addressing OLC Documents 5 and 6, and
NSD 9), and Antoinette B. Shiner (addressing OLC Document 5). The FBI has also asserted
Exemptions Six and Seven over portions of OLC Documents 5 and 6, as described more fully in
the Declaration of David M. Hardy.

Segregability, Adoption, and Waiver

32. I have personally reviewed each of the responsive documents that OLC withheld
in whole or in part to determine whether any withheld portion or portions could be released
without divulging information protected by one or more of the applicable FOIA exemptions.
None of the withheld documents or redacted portions of produced documents contain reasonably
segregable, nonexempt information.

33.  To my knowledge, none of the withheld documents or redacted portions of
produced documents have ever been publicly adopted or incorporated by reference by any
policymaker as a basis for a policy decision.

34.  To my knowledge, none of the withheld documents or redacted portions of
produced documents have been previously publicly disclosed. In addition, | am not aware of any
public statements by government officials that could constitute waiver of the privileges
applicable to the withheld documents or redacted portions of produced documents

Discretionary Release
35. None of the withheld documents or redacted portions of produced documents is

appropriate for discretionary release.

14
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Office of Legal Counsel (“OLC”)

Index of withheld records

ACLU etal. v. NSA et al., No. 13 Civ. 9198 (AT)

Doc. Date To From Description Exemptions
No.
Withheld in Full
1 | May 1984 | The Attorney | Theodore B. Cover memorandum (b)(5) deliberative
General Olson, Assistant | for Document 2 process privilege
Attorney (DP), attorney-
General (AAG), client privilege
OLC (AC)
2 May 1984 | The Attorney | Olson Legal advice (b)(2);
General memorandum (b)(3), 50 U.S.C.
discussing E.O. 12333 | § 3024(i)(I);
and addressing legal (b)(5) DP, AC
issues relating to
certain surveillance
activities
3 | September | Deputy John C. Yoo, Legal advice (b)(D);
2001 White House | Deputy memorandum (b)(3), 50 U.S.C.
Counsel Assistant regarding contemplated | § 3024(i)(1);
Attorney intelligence activities (b)(5) DP, AC
General discussing, among
(DAAG), OLC | other things, legal
issues pertaining to
surveillance under E.O.
12333
4 | October The Counsel | Yoo Legal advice (b)(2);
2001 to the memorandum (b)(3), 50 U.S.C.
President regarding contemplated | § 3024(i)(l);
intelligence activities (b)(5), DP, AC
discussing, among
other things, legal
issues pertaining to
surveillance under E.O.
12333
5 | April Counsel for | Yoo Legal advice (b)(2);
2002 Intelligence memorandum (b)(3), 50 U.S.C.
Policy discussing, among § 3024(i)();
other things, legal (b)(5) DP, AC;
issues pertaining to (b)(7)(E)

surveillance under E.O.
12333
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Doc. Date To From Description Exemptions
No.
6 | May 2003 | The Deputy | Yoo Legal advice (b)(2);
Attorney memorandum (b)(3), 50 U.S.C.
General regarding contemplated | § 3024(i)(I);
intelligence activities (b)(5) DP, AC;
discussing, among (b)(6);
other things, legal (b)(7)(A);
issues pertaining to (b)(7)(C);
surveillance under E.O. | (b)(7)(D);
12333 (b)(7)(E);
7 | May 2004 | The Deputy | Jack L. Legal advice (b)(5) DP, AC
Attorney Goldsmith 111, memorandum
General and | AAG, OLC discussing, among
Counsel for other things, legal
Intelligence issues pertaining to
Policy surveillance under E.O.
12333
Withheld in Part
8 | November | The Attorney | Yoo Legal advice (b)(2);

2, 2001 General memorandum (b)(3), 50 U.S.C.
discussing, among 8§ 402 note, 50
other things, legal U.S.C.
issues pertaining to 8§ 3024(i)(1);
surveillance under E.O. | (b)(5) DP, AC
12333

9 May 2002 | Judge Yoo Submission to Foreign | (b)(I);
Colleen Intelligence (b)(3), 50 U.S.C.
Kollar- Surveillance Court 8 402 note, 50
Kotelly, U.S. discussing, among US.C.§
District other things, legal 3024(1)(1)
Court for the issues pertaining to
District of surveillance under E.O.
Columbia 12333 (Attachment was
released in full)
10 | May 6, The Attorney | Goldsmith Legal advice (b)(2);

2004 General memorandum (b)(3), 50 U.S.C.
discussing, among 8§ 402 note, 50
other things, legal US.C.8
issues pertaining to 3024(i)(1);
surveillance under E.O. | (b)(5) DP, AC
12333

2
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U.S. Department of Justice

Office of Legal Counsel

Washington, D.C. 20530
September 22, 2014

Alexander Abdo, Esq.

American Civil Liberties Union Foundation
125 Broad Street—18th Floor

New York, NY 10004

Re:  ACLU et ano v. NSA et al., No. 13-9198 (S.D.N.Y.); OLC FOIA No. FY13-051
Dear Mr. Abdo:

This letter responds to your May 13, 2013 Freedom of Information Act (“FOIA”) request to
the Office of Legal Counsel (“OLC”) that is the subject of the above-captioned litigation. On July
10, 2013, you agreed to narrow your request to:

1) All OLC final legal advice concerning Executive Order 12333 or its
implementing regulations with respect to electronic surveillance by the United
States Government of communications of United States persons, regardless of
whether the United States person is the target of the electronic surveillance or is
in the United States at the time of the electronic surveillance. For purposes of
this request, “electronic surveillance” and “United States person” have the
meaning given in Executive Order 12333; and

2) All OLC final legal advice concerning the meaning of the terms “collection,”
“acquisition,” and “interception” as used in Executive Order 12333 or its
implementing regulations with respect to electronic surveillance by the United
States Government of communications of United States persons. For purposes of
this request, “electronic surveillance” has the meaning given in Executive Order
12333.

Pursuant to paragraph two of the May 9, 2014 Stipulation and Order Regarding Document
Searches, and the parties’ Joint Scheduling Letter of June 20, 2014, we have completed our search of
OLC’s files for records that are responsive to your request as narrowed, and have identified ten
responsive documents.

Of these ten records, we are enclosing three records that contain redactions made pursuant to
FOIA Exemptions One and Three, 5 U.S.C. § 552(b)(1), (3). The redacted portions are classified and
specifically exempted from disclosure by 50 U.S.C. § 402 note and 50 U.S.C. § 3024(i)(1). Two of
the three documents additionally contain redactions made pursuant to Exemption Five, 5 U.S.C.
§ 552(b)(5), because the material is protected by the deliberative process and attorney-client
privileges.

We are withholding the remaining seven records in full under Exemption Five because they

all are protected by the deliberative process and attorney-client privileges. Two of those documents
also are protected by the presidential communications privilege, and six of the seven documents are
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being withheld under Exemption One because they are classified. The classified documents may also
be exempt under Exemption Three. We have determined that none of the withheld material is
appropriate for discretionary release.

We are withholding these records in full today because they are currently classified, protected
by statute, and privileged. As you are aware, the government is engaged in an ongoing large-scale,
multi-agency review to determine whether additional information regarding its surveillance activities
can be declassified and released consistent with national security. It is possible that in the future
some of the responsive withheld records may, as part of these separate and ongoing efforts, be
reviewed for possible declassification and discretionary release. In the event this separate review
process results in the declassification of any portion of any of the responsive records withheld in full
and the determination that the declassified portions are appropriate for discretionary release during
the pendency of the litigation regarding this request, we will provide any such portions of the record
to you at that time.

For your information, Congress excluded three discrete categories of law enforcement and
national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c). This response
is limited to those records that are subject to the requirements of the FOIA. This is a standard
notification that is given to all our requesters and should not be taken as an indication that excluded
records do, or do not, exist.

Although your request is the subject of ongoing litigation, and administrative appeals are not
ordinarily acted upon in such situations, I am required by statute and regulation to inform you that
you have the right to file an administrative appeal. You must submit any administrative appeal
within 60 days of the date of this letter by mail to the Office of Information Policy, United States
Department of Justice, 1425 New York Avenue, N.W., Suite 11050, Washington, D.C. 20530; by fax
at (202) 514-1009; or through OIP’s e-portal at http://www.justice.gov/oip/oip-request.html. Both
the letter and the envelope, or the fax, should be clearly marked “Freedom of Information Act
Appeal.”

cc: Jean-David Barnea
Assistant United States Attorney
Southern District of New York

David Jones

Assistant United States Attorney
Southern District of New York

Enclosures
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) @ | ' US Department of Justice
NG e " Office of Legal Counsel
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AUTHORITY FOR WARRANTLESS NATIONAL SECURITY SEARCHES

Presidents have long asserted the constitutional authority to order searches, even without
judicial warrants, where necessary to protect the national security against foreign powers and their
agents. The courts have repeatedly upheld the exercise of this authority.

A memorandum from President Franklin D. Roosevelt to Attorney General Robert H. Jackson,
dated May 21, 1940, authorized the use of wiretaps in matters “involving the defense of the nation.”
See United States v. United States District Court for the Eastern District of Michigan, 407 U.S.
297,311 n.10 (1972) (“Keith”"). The President directed the Attorney General “to secure information
by listening devices [directed at] the conversation or other communications of persons suspected of
subversive activities against the government of the United States, including suspected spies,” while
asking the Attorney General “to limit these investigations so conducted to a minimum and to limit them
insofar as possible as to aliens.” See Electronic Surveillance Within the United States for Foreign
Intelligence Purposes: Hearings Before the Subcomm. on Intelligence and the Rights of Americans of
the Select Comm. on Intelligence, 94th Cong., 2d Sess. 24 (1976) (statement of Attorney General
Edward H. Levi) (“Levi Statement™). President Roosevelt issued the memorandum after the House of
Representatives passed a joint resolution to sanction wiretapping by the FBI for national security
purposes, but the Senate failed to act. See Americo R. Cinquegrana, The Walls and Wires Have
Ears: The Background and First Ten Years of the Foreign Intelligence Surveillance Act of 1978,

137 U. Pa. L. Rev. 793, 797-98 (1989). o

By a letter dated July 17, 1946, Attorney General Tom C. Clark reminded President Truman of
the 1940 directive, which had been followed by Attorneys General Jackson and Francis Biddle. At
Attorney General Clark’s request, the President approved the continuation of the authority, see Levi
Statement at 24, and even broadened it to reach “internal security cases.” Keith, 407 U.S. at 311 and
n.10. In the Eisenhower Administration, Attorney General Herbert Brownell, as the Supreme Court
noted in Keith, advocated the use electronic surveillance both in internal and international security

matters. 407 U.S. at 311.

In 1965, President Johnson announced a policy under which warrantless wiretaps would be
limited to national security matters. Levi Statement at 26. Attorney General Katzenbach then wrote
that he saw “no need to curtail any such activities in the national security field.” Id. Attorney General
Richardson stated in 1973 that, to approve a warrantless surveillance, he would need to be convinced
that it was necessary “(1) to protect the nation against actual or potential attack or other hostile acts of
a foreign power, (2) to obtain foreign intelligence information deemed essential to the security of the
United States, or (3) to protect national security information against foreign intelligence activities.” Id.
at 27. When Attorney General Levi testified in 1976, he gave a similar list, adding that a warrantless
surveillance could also be used “to obtain information certified as necessary for the conduct of foreign

OLC 092
JA353



Case 1:13-cv-09198-AT Document 67-9 Filed 02/26/16 Page 3 of 3

affairs matters important to the national security of the United States.” Id.

Warrantless electronic surveillance of agents of foreign powers thus continued until the passage
m 1978 of the Foreign Intelligence Surveillance Act, 18 U.S.C. §§ 1801-29. Although the Supreme
Court never ruled on the legality of warrantless searches as to agents of foreign powers, see Keith, 407
U.S. at 321-22 (requiring a warrant in domestic security cases but reserving issue where a foreign
power or its agents were involved), the courts of appeals repeatedly sustained the lawfulness of such
searches. United States v. Truong Dinh Hung, 629 F.2d 908, 914 (4th Cir. 1980); United States
v. Buck, 548 F.2d 871, 875 (9th Cir. 1977); United States v. Brown, 484 F.2d 418 (5th Cir. 1973);
United States v. Butenko, 494 F.2d 593, 606 (3d Cir. 1974); United States v. Clay, 430 F.2d 165
(5th Cir. 1970), rev’d on other grounds, 403 U.S. 698 (1971); but see Zweibon v. Mitchell, 516
F.2d 594, 651 (D.C. Cir. 1975) (dictum in plurality opinion). The Fourth Circuit held, for example,
that “because of the need of the executive branch for flexibility, its practical experience, and its
constitutional competence, the courts should not require the executive to secure a warrant each time it
conducts foreign intelligence surveillance.” 7Truong, 629 F.2d at 914. As the court elaborated,
“attempts to counter foreign threats to the national security require the utmost stealth, speed, and
secrecy,” and a “warrant requirement would add a procedural hurdle that would reduce the flexibility of
executive foreign intelligence initiatives, in some cases delay executive response to foreign intelligence
threats, and increase the chance of leaks regarding sensitive executive operations.” Id. at 913 (citations
and footnote omitted). Furthermore, “the executive possesses unparalleled expertise to make the
decisions whether to conduct foreign intelligence surveillance.” Id. (citations omitted). And “[p]erhaps
most crucially, the executive branch not only has superior expertise in the area of foreign intelligence, it
is also constitutionally designated as the pre-eminent authority in foreign affairs.” Id. at 914 (citations
omitted). In this pre-statutory context, two courts of appeals, the Fourth Circuit in Truong (id. at 915)
and the Third Circuit in Butenko (494 F.2d at 606), would have limited the authority to instances
where the primary purpose of the search was to obtain foreign intelligence.”

The passage of FISA created an effective means for issuance of judicial orders for electronic
surveillance in national security matters. Congress, however, had not given the Foreign Intelligence
Surveillance Court the power to issue orders for physical searches. After nevertheless granting orders
in three instances during the Carter Administration, the court ruled early in the Reagan Administration,
as the Justice Department then argued, that it lacked jurisdiction to approve physical searches. See S.
Rep. 103-296, at-36-37 (1994). Thus, physical searches after the ruling had to approved by the
Attorney General without a judicial warrant. Id. at 37. In 1994, after the use of warrantless physical
searches in the Aldrich Ames case, Congress concluded that “from the standpoint of protecting the
constitutional rights of Americans, from the standpoint of bringing greater legal certainty to this area,
from the standpoint of avoiding problems with future espionage prosecutions, and from the standpoint
of protecting federal officers and employees from potential civil liability,” id., FISA should be amended
to cover physical searches. Id. at 40.

OLC
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY INFORMATION
CENTER,

Plaintiff, Civil No. 06-00096 (HHK)
V.

DEPARTMENT OF JUSTICE,

Defendant.

AMERICAN CIVIL LIBERTIES UNION, et al.,
Civil No. 06-00214 (HHK)
Plaintiffs,

v,

DEPARTMENT OF JUSTICE,

Defendant.

N N N S N’ N N N N N N N N N N N N N N N N N

SECOND REDACTED DECLARATION OF STEVEN G. BRADBURY

I, Steven G. Bradbury, declare as follows:

1. (U) T am the Principal Deputy Assistant Attorney General for the Office of
Legal Counsel (“OLC” or the “Office”) of the United States Department of Justice (the
“Department”). No one currently serves as the Assistant Attorney General for OLC.
Consequently, in my capacity as Principal Deputy Assistant Attorney General for the Office,
I am the head of OLC and supervise all OLC activities, including its responses fo requests
under the Freedom of Information Act (“FOIA™), 5 U.S.C. § 552.

2. (U) Iprovide this declaration in response to the Court’s Memorandum
Opinion and Order of September 5, 2007 (“Mem. Op.”), requesting further information

concerning the Department’s determination to withhold certain documents in response to

JA355



Case 1:08-cv-00298-RTL DDocuneen6353-0 Filed @R/26/06 Page 2 of 38

FOIA requests made by the Electronic Privacy Information Center (“EPIC”), the American
Civil Liberties Union (“ACLU?”), and the National Security Archive Fund (“NSAF”). Those
FOIA requests sought information from OLC and other Department components regarding
the Terrorist Surveillance Program (“TSP”), a classified foreign intelligence collection
activity authorized by the President after the attacks of September 11, 2001.

3. (U) This declaration is based on my personal knowledge, information, and
belief, and on information disclosed to me in my capacity as Principal Deputy Assistant
Attorney General for OLC. This declaration also supplements, incorporates, and relies upon

the In Camera, Ex Parte Declaration of Steven G. Bradbury, dated September 15, 2006 (cited

herein as “Bradbury Decl.”), and also relies upon an exhibit to that Declaration, the In

Camera, Ex Parte Declaration of John D. Negroponte, the former Director of National

Intelligence, dated September 7, 2006 (cited herein as “DNI Decl.”).!

4, (U) For the convenience of the Court, Exhibit A to this declaration is an
updated version of the chart provided as Exhibit K to my original declaration, which lists
each of the records or categories of records withheld by OLC in this litigation. The updated
chart identifies, as to each record or category of record, whether summary judgment has been
granted by the Court’s earlier order or whether the record is addressed in this supplemental
submission, and if so, provides the paragraph numbers of this declaration where the record is
discussed. In addition, in connection with the Notice of Supplemental Authority that I
understand has been filed in this case advising the Court of developments in litigation in the
United States District Court for the Southern District of New York — where certain

documents processed by OLC in response to a similar FOIA request seeking information

' (U) In February 2007, J. Michael McConnell replaced Ambassador Negroponte as the Director of
National Intelligence.

2
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about the TSP have been at issue, and where I have also submitted a declaration — the chart
attached hereto as Exhibit A also identifies those documents as to which summary judgment
is still pending in the litigation before this Court but as to which OLC’s determinations to

withhold have been upheld by the Court in The New York Times Company v. U.S. Dept. of

Defense and U.S. Dept. of Justice, Civil Action No. 06-1553 (S.D.N.Y.) (Berman, J.).
(U) CLASSIFICATION OF DECLARATION
5. REDACTED
6. REDACTED
7. REDACTED
8. REDACTED
9. REDACTED

(U) PLAINTIFFS’ FOIA REQUESTS AND THE TERRORIST SURVEILLANCE
PROGRAM

10.  (U) Each of plaintiffs’ FOIA requests seeks information regarding the
Terrorist Surveillance Program (“TSP”), a highly classified signals intelligence activity
authorized by the President after the terrorist attacks on the United States of September 11,
2001. Under the TSP, the National Security Agency (“NSA”) was authorized to intercept the
contents of international communications for which there were reasonable grounds to believe
that one party was located outside the United States and that at least one party to the
communication was a member or agent of al Qaeda or an affiliated terrorist organization.
See Bradbury Decl. § 19.

11. (U) The President publicly acknowledged the existence of the TSP on
December 17, 2005. See Bradbury Decl. §20. On January 17, 2007, after my original

declaration in this case was executed, the Attorney General announced that any electronic

3
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surveillance that was occurring under the TSP would now be conducted subject to the
approval of the Foreign Intelligence Surveillance Court (“FISC”). See Ex. B hereto. On
August 5, 2007, Congress enacted the Protect America Act of 2007, Pub. L. No. 110-55,
which exempted the acquisition of certain foreign intelligence information from the
definition of “electronic surveillance” subject to the procedures of the Foreign Intelligence
Surveillance Act (“FISA”). Under these circumstances, the President has not renewed his
authorization of the TSP.

12. (U) Although the existence of the TSP is now publicly acknowledged, and
some general facts about the TSP have been officially disclosed, the President has made clear
that sensitive information about the nature, scope, operation, and effectiveness of the TSP
and other communications intelligence activities remains classified and cannot be disclosed
without causing exceptionally grave harm to U.S. national security. The declaration of the
former Director of National Intelligence, provided in this litigation, sets forth the categories
of information related to the TSP that cannot be disclosed without causing such harms, and
describes these harms in detail. See DNI Decl. 4§ 22, 26-35.

13. REDACTED

14. REDACTED

15.  REDACTED

16. REDACTED

(A)

17.  REDACTED

18. REDACTED

(B.)
19. REDACTED
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20. REDACTED
21. REDACTED
22. REDACTED
(€)
23. REDACTED
24. REDACTED
(U) FURTHER EXPLANATION OF WITHHOLDINGS

(U) A. Records or Categories of Records Relating to the
President’s Authorization of the TSP.

25.  (U) Within this category, the Court has sought further justification concerning
the proper withholding of the following documents: OLC 51, 63, 64, 114, and 115; ODAG 3
and 40; OIPR 138, 139, and 140; and FBI 4, 5, and 7, which are internal memoranda
reflecting the views of Department officials regarding the President’s reauthorization of the
TSP and related matters. These documents reflect internal deliberations regarding the
reauthorization process as well as the confidential advice of attorneys in the course of
formulating recommendations to the President regarding these matters.

OLC 51

26.  (U) OLC 51 is a one-page memorandum, dated August 9, 2004, from the
Acting Assistant Attorney General for OLC to the Deputy Attorney General entitled
“Proposed Memorandum,” which contains OLC’s advice concerning a decision to be made
by the Deputy Attorney General regarding an intelligence collection activity.

27. REDACTED
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Applicability of Exemption Five

28. (U) In any event, disclosure of OLC 51 would interfere with the attorney-
client relationship between OLC and the leadership of the Department, which relies upon
OLC for its legal advice with respect to a broad range of issues. Disclosure of
communications of this nature would substantially harm the relationships intended to be
protected by this privilege by compromising OLC’s ability to provide legal advice and to do
so in writing. Thus, OLC 51 is properly withheld under FOIA’s Exemption Five.

OLC 63, OLC 64, OLC 114, OIPR 139, and OIPR 140

29. (U) OLC 63 is a two-page memorandum (and related electronic file) dated
March 16, 2004, from the Acting Attorney General to the Counsel to the President, copied to
the President’s Chief of Staff, containing legal recommendations regarding classified foreign
intelligence activities. OLC 63 is withheld under FOIA Exemptions One, Three, and Five.

30.  (U) OLC 64 consists of four copies of a three-page memorandum dated
March 15, 2004, for the Deputy Attorney General from the Assistant Attorney General for
OLC, plus an electronic file, which outlines preliminary OLC views with respect to certain
legal issues concerning classified foreign intelligence activities. The memorandum
specifically notes that OLC's views have “not yet reached final conclusions” and that OLC is
“not yet prepared to issue a final opinion.” OLC 64 is withheld under FOIA Exemptions
One, Three, and Five.

31.  (U) OLC 114 consists of two copies of a three-page memorandum dated
March 22, 2004, to the Deputy Attorney General from the Assistant Attorney General for
OLC, which confirms oral advice provided by OLC on a particular matter concerning
classified foreign intelligence activities. OLC 114 is withheld under FOIA Exemptions One,

Three, and Five.
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32. (U) OIPR 139 is a one-page memorandum dated March 12, 2004, to the
Deputy Attorney General from the Assistant Attorney General for OLC, which provides legal
advice concerning certain decisions relating to classified foreign intelligence activities.
OIPR 139 is withheld under FOIA Exemptions One, Three, and Five.

33. (U) OIPR 140 is a one-page letter dated March 11, 2004, from the Assistant
Attorney General for OLC, to the White House Counsel seeking clarification regarding
advice that OLC had been requested to provide concerning classified foreign intelligence
activities. OIPR 140 is withheld under FOIA Exemptions One, Three, and Five.
Applicability of Exemptions One and Three.

34. REDACTED

35. REDACTED
Applicability of Exemption Five.

36. (U) Disclosure of each of these documents would interfere with privileged
attorney-client relationships. Specifically, disclosure of OLC 64, OLC 114, and OIPR 139,
which contain recommendations and legal advice from OLC to the Deputy Attorney General,
would interfere with the attorney-client relationship between OLC and Department
leadership who rely upon OLC for its legal advice with respect to a broad range of issues.
Disclosure of communications of this nature would substantially harm the relationships
intended to be protected by the attorney-client privilege by compromising OLC’s ability to
provide legal advice and to do so in writing. Thus, OLC 64, OLC 114, and OIPR 139 are
properly withheld under FOIA’s Exemption Five.

37. (U) Similarly, disclosure of OLC 63, which contains recommendations and
legal advice from the Department to the President and his advisors, would interfere with the

attorney-client relationship between the Department of Justice and White House officials,
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who rely upon the Department for its legal advice with respect to a broad range of issues.
Disclosure of communications of this nature would substantially harm the relationships
intended to be protected by the attorney-client privilege by compromising the Department’s
ability to provide candid legal advice and to do so in writing. Thus, OLC 63 is also properly
withheld under Exemption Five.

38. (U) OIPR 140 is similarly exempt from disclosure in that it is a protected
attorney-client communication between OLC and the White House seeking clarification
regarding a question put to OLC with respect to a particular request for legal advice that was
then pending in OLC. Disclosure of this sort of document would demonstrate the nature of
the advice sought from OLC, and the nature of the clarification request that OLC then made
of the White House, each of which are confidential communications that are protected by the
attorney-client privilege. OIPR 140, accordingly, is properly withheld in its entirety under
FOIA Exemption Five.

39. (U) In addition, all of these documents (and particularly OLC 64, which
notes, on its face, that OLC’s views have “not yet reached final conclusions” and that OLC is
“not yet prepared to issue a final opinion™) were part of an ongoing decisionmaking process,
whereby certain advice and recommendations were provided by OLC and the Department in
the course of decisions by the President concerning the continued authorization of particular
foreign intelligence activities. Disclosure of predecisional, deliberative documents that were
part of ongoing decionmaking would seriously undermine the process by which the
Government makes decisions by discouraging the frank exchange of ideas critical to effective
decisionmaking. Thus, OLC 63, OLC 64, OLC 114, OIPR 130, and OIPR 140 are also

properly withheld under the deliberative process privilege component of Exemption Five.
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OLC 115

40. (U) OLC 115 is a two-page memorandum for the Attorney General from a
Deputy Assistant Attorney General, OLC, dated January 9, 2002, which relates to the
Attorney General’s review of the legality of the President’s order authorizing the TSP in the
course of considering that program’s reauthorization, which was done approximately every
45 days. See Bradbury Decl. §30. OLC 115 is withheld under FOIA Exemptions One,
Three, and Five.

(U) Applicability of Exemptions One & Three.

41. REDACTED

(U) Applicability of Exemption Five.

42, (U) In addition, as discussed in my earlier declaration, OLC 115 reflects
internal deliberations regarding the process by which the TSP was authorized. See Bradbury
Decl. § 40. This document contains a recommendation from OLC to the Attorney General
concerning his review of the legality of the TSP in the course of its periodic reauthorization.
To disclose such deliberative recommendations from OLC to the Attorney General would
compromise the process by which the Attorney General receives advice from OLC attorneys,
see id. 9 5, and would disclose the factors and recommendations presented to the Attorney
General for his consideration when making certain decisions concerning the TSP. Both the
deliberative process privilege and the attorney-client privilege are intended to protect against
compromising the confidentiality of these types of communications, and, accordingly, OLC
115 is also properly withheld under Exemption Five.

ODAG 3
43.  (U) ODAG 3 is a duplicate of OLC 115 and is withheld for the reasons

explained in paragraphs 40-42, supra.
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ODAG 40

44, (U) ODAG 40 is a one-page undated document (plus an electronic file) which
contains the personal notes of a former Department attorney concerning matters relating to
classified foreign intelligence activities. This document is withheld under FOIA Exemptions
One, Three, and Five.

(U) Applicability of Exemptions One & Three.

45,  REDACTED

(U) Applicability of Exemption Five.

46. (U) As described in my prior declaration, ODAG 40 reflects internal
deliberations regarding the process of reauthorizing the TSP, as well as the confidential
advice of attorneys in the course of formulating recommendations to the President regarding
classified communications intelligence activities. See Bradbury Decl. § 39. The substance of
the communications contained in these notes is protected under a variety of privileges. For
example, the notes reflect communications between OLC and a senior adviser to the
President related to presidential decisionmaking concerning intelligence collection activities,
and thus, are protected by the presidential communications privilege. The notes also reflect
the substance of communications related to advice from OLC to the NSA that is protected by
the attorney-client privilege, as well as internal Executive Branch deliberations within the
Department, and involving other agencies, that are protected by the deliberative process
privilege. Disclosure of communications of this nature would substantially harm the
relationships and confidentiality concerns intended to be protected by these privileges, and,
thus, ODAG 40 is properly withheld under FOIA’s Exemption Five.

47.  REDACTED
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OIPR 138
48. (U) Inreviewing OIPR 138 for purposes of preparing this declaration, I have
observed that the document is subject to an express reservation of control by the White
House. As with OLC 56, 57, and 58, which OLC previously determined did not constitute
agency records as that term is defined in FOIA, see Bradbury Decl. § 77, OLC has no
authority to distribute this record or to dispose of it. OIPR 138, accordingly, is not an
“agency record,” as that term is defined in FOIA, and should not have been processed by
OLC in response to the three FOIA requests at issue in this litigation. Because plaintiffs do
not challenge OLC’s determinations with respect to records that are not Department of
Justice records, this record is not further discussed herein.
FBI 4
49. (U) FBI 4 is a duplicate of OLC 63 and is withheld for the reasons explained
in paragraphs 29, 34-35, 37, 39, supra.
FBI 5
50. (U) FBI 5 is a duplicate of OLC 64 and is withheld for the reasons explained
in paragraphs 30, 34-36, 39, supra.
FBI7
51. (U) FBI 7 is a one-page memorandum, dated October 20, 2001, from the
Attorney General to the Director of the FBI, advising the Director that certain intelligence
collection activities are legal and have been appropriately authorized. The memorandum is
classified TOP SECRET and is withheld under FOIA Exemptions One and Three.

52. REDACTED
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REMAINING DOCUMENTS IN CATEGORY A

53. (U) The Court has upheld OLC’s withholding of the remaining records
contained within this category, identified and described in my previous declaration at
paragraphs 32-38: OLC 34, 67, 74, 78, 93, and 101; ODAG 10, 17, 18, 19, 48, and 65; and
OIPR 141. See Mem. Op. at 14.

B. REDACTED

54. (U) The documents withheld by OLC in Category B related to certain
arrangements and activities necessary to the operation of the foreign intelligence activities
authorized by the President. Further information about this category of documents cannot be
provided without disclosing classified information.

55. REDACTED

56.  (U) The Court has upheld OLC’s withholding of all the records contained
within this category, identified and described in my previous declaration at paragraphs 42-47:
OLC 35, 36, 37, 75 and 207, and ODAG 12.

C. (U) Records or Categories of Records Relating to Targets of the TSP.

57. (U) Within this category, the Court has sought further justification regarding
the proper withholding of the following documents: OLC 76, 107, 139, 144, 145, and 200,
ODAG 15, 16, 23 and 24, and OIPR 9.

OLC 76 and ODAG 24

58. (U) As described in my earlier declaration, see Bradbury Decl. § 48, OLC has
been part of an extensive interagency process designed to identify organizations affiliated
with al Qaeda for purposes of the surveillance authorized under the TSP and to develop the

criteria to be applied when identifying potential targets. OLC thus withheld records or
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categories of records relating to the criteria used for targeting and the appropriateness of
targeting certain groups or individuals under the TSP.

59. (U) These interagency discussions were intended to ensure that the TSP
operated in a manner consistent with the President’s authorizations and were part of the
Department’s review of the President’s authorizations for form and legality. In addition,
much of this interagency discussion occurred in the course of the Department’s extended
effort to devise an application for the FISC that would, if granted, allow activities authorized
by the President under the TSP to be placed under FISC authorization. This extended effort
required consultation among a variety of intelligence agencies and components to ensure that
the application made to the FISC sought authorization for a surveillance effort that was
appropriately targeted to ensure that useful information could be obtained through
intelligence collection efforts and in compliance with applicable legal requirements.

60. (U) OLC 76 and ODAG 24 are categories of records that reflect this
interagency discussion. The documents are identified in a log attached hereto as Exhibit C.
As that log demonstrates, the documents withheld by OLC in this category of records fall
into three overlapping categories: interagency communications, much of it preliminary,
concerning consideration of international terrorist groups potentially affiliated with al Qaeda;
OLC drafts and notes concerning the same, often identifying questions requiring interagency
resolution; and intelligence information and analysis concerning terrorist groups considered
relevant to such consideration. All of these documents are properly withheld under FOIA
Exemptions One, Three, and Five.

Applicability of Exemptions One and Three.
61.  (U) Asdescribed in my prior declaration, the United States cannot confirm or

deny the identities of any target of foreign surveillance without fundamentally compromising
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the intelligence sources and methods as well as intelligence information that might be
collected from that source. See Bradbury Decl. § 50; DNI Decl. 4 35. To disclose any of the
discussion contained in these documents, preliminary or otherwise, concerning consideration
of international terrorist groups potentially affiliated with al Qaeda, and whose members or
agents, accordingly, might be targeted for collection under the TSP, would identify the
priorities of United States intelligence collection activities, and put persons affiliated with
these groups on notice that their communications may be compromised, inevitably resulting
in the loss of intelligence information. See Bradbury Decl. §9 51-52; DNI Decl. § 35.

62. REDACTED
Applicability of Exemption Five

63. (U) As described in my earlier declaration, all of the documents identified in
this section were created or collected as part of an ongoing interagency deliberative process
concerning consideration of groups potentially affiliated with al Qaeda. Moreover, although
factual information is ordinarily not subject to deliberative process protection, in this case the
selection of the specific facts considered by the Department and other agencies involved in
this process would reveal the nature of the process and the specific information
recommended to be considered when identifying groups potentially affiliated with al Qaeda.
Disclosure of these records or categories of records would compromise the interagency
deliberative process and deter the full exchange of ideas and information intended to assist in
that process, to the detriment of informed government decisionmaking. Such documents are
protected by the deliberative process privilege, and thus are properly withheld under FOIA’s
Exemption Five.

64. (U) Furthermore, many of the documents withheld in this category constitute

attorney-client communications between OLC and other Department attorneys, and the other
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agencies, particularly in the Intelligence Community, to which we provide legal advice. To
disclose these communications would hamper that relationship and make it difficult for the
Department to request and for the client agencies to provide factual information and opinions
critical to producing well-informed legal opinions from the Department that can support
effective decisionmaking at the agency level. Documents reflecting these attorney-client
communications, accordingly, are properly withheld under FOIA’s Exemption Five.

65. (U) In addition, deliberations concerning the nature and scope of an
application for a FISC order relating to interception of the content of one-end foreign
communications were ongoing at the time the plaintiffs’ FOIA requests were processed in the
spring of 2006. Because these deliberations occurred in the context of preparing for a court
filing, and involved views submitted at the request of the OLC attorneys that were preparing
the filing, all of these documents are protected by the attorney work product doctrine, and,
thus, are properly withheld in their entirety.

OLC 107

66. (U) OLC 107 consists of four copies of a two-page document that addresses
generally standards for considering whether international terrorist groups would be
considered to be potentially affiliated with al Qaeda. This document is identified on its face
as “preliminary” and thus constitutes a draft. It is my understanding that plaintiffs do not
contest OLC’s determination to withhold drafts, and thus OLC 107 is not discussed further

herein.?

2 (U) All of the draft documents withheld by OLC are withheld under Exemption Five, but most are also

properly withheld under other exemptions, including under Exemptions One and Three. Because plaintiffs
concede that these draft documents are properly withheld under Exemption Five, other equally applicable
and overlapping exemptions are not further discussed.
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OLC 139
67. (U) OLC 139 consists of three copies of a six-page document, all with
handwritten comments and marginalia, entitled “Factors.” This document is a draft of a
portion of a proposed submission to the FISC concerning the factors to be considered in
decisions regarding targeting, and is withheld under FOIA Exemptions One, Three, and Five.
It is my understanding that plaintiffs do not contest OLC’s determination to withhold drafts,
and thus OLC 139 is not discussed further herein.
OLC 144
68. (U) OLC 144 consists of five copies of a two-page draft memorandum setting
forth preliminary views on standards for considering whether international terrorist groups
might be considered to be potentially affiliated with al Qaeda, with handwritten comments
and marginalia. It is my understanding that plaintiffs do not contest OLC’s determination to
withhold drafts, and thus OLC 144 is not discussed further herein.

OLC 145 and ODAG 15

69. (U) OLC 145 and ODAG 15 are copies of two different classified intelligence
reports provided to the Department by an intelligence agency in connection with, and for the
purpose of, the preparation of legal advice. These reports also contain classified information
that may have been collected through the use of classified intelligence sources and methods.
As explained in my prior declaration, the Department has conferred with the intelligence
agencies that provided or compiled this information and has been advised that the disclosure
of such sensitive intelligence information would both endanger the sources and methods
through which it was obtained and also compromise the capabilities of the United States
Intelligence Community to continue to secure such intelligence information in the future.

See also DNI Decl. § 26. They advise that such a result would have an exceptionally grave
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effect on U.S. national security. This material, accordingly, is properly and currently
classified, and is exempt from disclosure under FOIA Exemptions One and Three.?
OLC 200

70. (U) OLC 200 is a typewritten note, with attachments, totaling 11 pages, plus
a related electronic file, from one of my staff attorneys to me which discusses a legal
question relating to foreign intelligence activities. This document is withheld under FOIA
Exemptions One, Three and Five.

Applicability of Exemptions One & Three.

71. (U) The legal analysis contained in this document was derived from, and
summarizes, a classified NSA operational directive that was provided to OLC in the course
of performing its function of providing advice to other Executive Branch agencies. Because
the NSA directive remains classified, this derivative document cannot be disclosed without
compromising the national security information contained in that document. Accordingly, it
is properly withheld under Exemptions One and Three.

Applicability of Exemption Five.

72. (U) Disclosure of such intra-OLC communications conveying information
from staff level attorneys to their supervisors would fundamentally undermine the manner in
which this office conducts business. I rely upon my staff to provide me with concise legal
explanations and analysis on topics of interest, and it is not unusual that they are asked to do
so in writing. To require the disclosure of such informal communications when they are
reduced to writing would seriously impinge on my ability — and the ability of my staff — to

fulfill our duties to the Department.

? (U) Although certain portions of these intelligence reports are marked as unclassified, those sections do
not address the TSP, and thus the unclassified portions of these reports are not responsive to the plaintiffs’
FOIA requests and are not required to be disclosed.
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ODAG 16
73. (U) ODAG 16 is a duplicate of OLC 145 and is withheld for the reasons
explained in paragraph 69, supra.
ODAG 23
74. (U) ODAG 23 is a six-page memorandum, dated August 18, 2005, from an
intelligence agency official to OLC attorneys discussing classified intelligence concerning
consideration of international terrorist groups potentially affiliated with al-Qaeda. This
document is part of the interagency discussion described above at paragraphs 58-60, and is
withheld under FOIA Exemptions One, Three, and Five for all of the reasons stated therein.
OIPR 9
75. (U) OIPR 9 is a copy of an undated three-page memorandum from an
intelligence agency official to another intelligence agency official concerning consideration
of particular international terrorist groups potentially affiliated with al Qaeda. This
document is part of the interagency discussion described above at paragraphs 58-60, and is
withheld under FOIA Exemptions One, Three, and Five for all of the reasons stated therein.

REMAINING DOCUMENTS IN CATEGORY C

76. (U) Several of the documents contained within this category also fell within
Category A, and their withholding was upheld by the Court in connection with its decisions
regarding that category. Specifically, the Court has upheld OLC’s withholding of the
following records, identified and described in my previous declaration at paragraphs 32-33

and 49: OLC 78 and ODAG 10, 17, 18, and 19. See Mem. Op. at 14.
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D. (U) Records or Categories of Records Relating to
Matters Before the Foreign Intelligence Surveillance Court.

77. (U) The Court has upheld OLC’s withholding of all the records contained
within this category, see Mem. Op. at 15, which consisted of documents associated with the
drafting of appﬁcations or other pleadings filed with the FISC, and correspondence with that
Court.

78. (U) The documents as to which OLC has been granted summary judgment
contained within this category were identified and described in my previous declaration at
paragraphs 54-59: OLC1,2,3,4,5,6,10, 11, 15, 18, 19, 22, 23, 55, 66, 68, 69, 72, 73, 92,
100, 104, 109, 110, 111, 112, 122, 124, 130, 136, and 137; ODAG 7, 26, 28, 30, 33 and 58;
and OIPR 25,27, 71, and 94. See Mem. Op. at 15.

E. (U) Records or Categories of Records Relating to Legal Opinions of OLC.

79. (U) Within this category, the Court has sought further justification regarding
the proper withholding of the following documents: OLC 16, 54, 59, 62, 85, 113, 129, 131,
132, 133, 146, and 201; ODAG 1, 2, 5, 6, 38, 42, and 52; OIPR 28, 29, 37, and 60; and FBI
42 and 51.

80. (U) Before discussing these particular documents, it is important to address
the unique function of OLC and the unique expectations associated with legal memoranda
generated by OLC. The principal function of OLC is to assist the Attorney General in his
role as legal adviser to the President and to other departments and agencies in the Executive
Branch. In connection with this function, OLC prepares memoranda addressing a wide range
of legal questions involving operations of the Executive Branch, and participates in assisting
in the preparation of legal documents and providing more informal legal advice as necessary

and requested. A significant portion of OLC’s work can be divided into two categories.
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First, OLC renders opinions that resolve disputes within the Executive Branch on legal
questions. Second, OLC performs a purely advisory role as legal counsel to the Attorney
General, providing confidential legal advice both directly to the Attorney General, and
through him or on his behalf, to the White House and other components of the Executive
Branch.

81. (U) Although OLC’s legal advice and analysis may inform decisionmaking
on policy matters, the legal advice is not itself dispositive as to any policy adopted by the
Executive Branch. OLC does not purport, and in fact lacks authority, to make any policy
decisions. OLC’s role is to advise, not to mandate that its advice be implemented into
agency policy. Although on some occasions, specific OLC memoranda have been drafted
with the expectation that they will be made public, and although some OLC documents are
ultimately selected for publication, generally OLC memoranda are prepared with the
expectation that they will be held in confidence, and that is of course the case with classified
OLC opinions and related documents.

OLC 16, 54, 59, 62, 85, 129, 131, 132, and 146

82. (U) These nine documents are OLC memoranda prepared in response to
particular requests for OLC advice either from within the Department or from elsewhere
within the Executive Branch in the context of decisions being made regarding the legal
parameters of foreign intelligence activities in the months and years following the terrorist
attacks of September 11, 2001. Each of these memoranda was prepared in OLC’s advisory
capacity and with the expectation that the legal advice provided by OLC was to be held in
confidence. Although, as described above, OLC advice often informs Administration

decisionmaking, none of these advisory memoranda announced or established Administration

20

JA374



Case 1:068-cv-00298-RTL DDocumeen635:Q Filed QR/26/068 Page 21 of 38

policy, but rather provided advice, analysis, and/or recommendations in response to requests
for OLC views.
83. (U) The nine final memoranda withheld by OLC are:

a. (U) OLC 16, which consists of four copies, one with handwritten
marginalia, of a 12-page memorandum, dated February 25, 2003, for the Attorney General
from a Deputy Assistant Attorney General for OLC, prepared in response to a request from
the Attorney General for legal advice concerning the potential use of certain information
collected in the course of classified foreign intelligence activities. OLC 16 is withheld under
FOIA Exemptions One, Three, and Five.

b. (U) OLC 54, which consists of six copies, some with handwritten
comments and marginalia, of a 108-page memorandum, dated May 6, 2004, from the
Assistant Attorney General for OLC to the Attorney General, as well as four electronic files,
one with highlighting, prepared in response to a request from the Attorney General that OLC
perform a legal review of classified foreign intelligence activities. OLC 54 is withheld under
FOIA Exemptions One, Three, and Five.

C. (U) OLC 589, which consists of four copies of an 18-page
memorandum for the file, dated November 17, 2004, from the Acting Assistant Attorney
General in OLC, plus an electronic file, prepared in response to a request for OLC views
regarding the applicability of certain statutory requirements. OLC 59 is withheld under
FOIA Exemptions One, Three, and Five.

d. (U) OLC 62, which consists of two copies, one with highlighting and
marginalia by an OLC attorney, of a February 8, 2002, memorandum from a Deputy

Assistant Attorney General in OLC to the General Counsel of another federal agency,
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prepared in response to a request for OLC views regarding the legality of certain hypothetical
activities. OLC 62 is withheld under FOIA Exemptions One, Three, and Five.

e. (U) OLC 85, which is a nine-page memorandum, with highlighting,
dated July 16, 2004, from the Assistant Attorney General in OLC to the Attorney General,
evaluating the implications of a recent Supreme Court decision for certain foreign
intelligence activities. OLC 85 is withheld under FOIA Exemptions One, Three, and Five.

f. (U) OLC 129, which consists of two copies, one with handwritten
comments and marginalia, of a nine-page memorandum, dated October 11, 2002, from a
Deputy Assistant Attorney General in OLC to the Attorney General, prepared in response to
a request for OLC’s views concerning the legality of certain communications intelligence
activities. OLC 129 is withheld under FOIA Exemptions One, Three, and Five.

g. (U) OLC 131, which consists of two copies, both with underscoring
and marginalia, of a 24-page memorandum, dated November 2, 2001, from a Deputy
Assistant Attorney General in OLC to the Attorney General, prepared in response to a
request from the Attorney General for OLC’s opinion concerning the legality of certain
communications intelligence activities. OLC 131 is withheld under FOIA Exemptions One,
Three, and Five.

h. (U) OLC 132 which consists of two copies, one with handwritten
comments and marginalia, of a 36-page memorandum, dated October 4, 2001, from a Deputy
Assistant Attorney General in OLC to the Counsel to the President, created in response to a
request from the White House for OLC’s views regarding what legal standards might govern
the use of certain intelligence methods to monitor communications by potential terrorists.

OLC 132 is withheld under FOIA Exemptions One, Three, and Five.
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1. (U) OLC 146, which is a 37-page memorandum, dated October 23,
2001, from a Deputy Assistant Attorney General in OLC, and a Special Counsel, OLC, to the
Counsel to the President, prepared in response to a request from the White House for OLC’s
views concerning the legality of potential responses to terrorist activity. OLC 146 is
withheld under FOIA Exemption Five.
Applicability of Exemptions One and Three.

84. REDACTED
Applicability of Exemption Five.

85. (U) The nine documents identified above were all prepared by OLC in its role
of assisting the Attorney General in the discharge of his responsibilities as legal adviser to
the President and heads of the Executive Branch departments and agencies. In preparing
these documents, OLC was performing a purely advisory role, providing legal advice and
assistance. Thus, the nine final memoranda withheld by OLC in this category were created
in response to specific requests for OLC advice on particular topics. OLC’s preparation and
provision of advice to the White House and other Executive Branch agencies is part of the
process of attorney-client communications that would be seriously disrupted if such
documents are publicly disclosed. As described in my prior declaration, the White House
and other Executive Branch agencies rely upon OLC to provide candid and useful advice on
a range of issues, including difficult and complex legal questions critical to national security.
See Bradbury Decl. § 63-64. To disclose such communications between OLC attorneys and
our clients would fundamentally disrupt the attorney-client relationship and would deter
federal agencies and officials in the White House from seeking timely and appropriate legal

advice. Id.
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86. (U) Compelled disclosure of these advisory and pre-decisional documents
would cause substantial harm to the deliberative process of the Department of Justice and the
Executive Branch and disrupt the attorney-client relationship between the Department and
the President and other officers of the Executive Branch. Attorneys in OLC are often asked
to provide advice and analysis with respect to very difficult and unsettled issues of law.
Frequently, such issues arise in connection with highly complex and sensitive operations of
the Executive Branch. It is essential to the mission of the Executive Branch that OLC legal
advice, and the development of that advice, not be inhibited by concerns about public
disclosure. Protecting the confidentiality of documents that contain such advice is essential
in order to ensure both that creative and even controversial legal arguments and theories may
be explored candidly, effectively, and in writing, and to ensure that Executive Branch
officials will continue to request legal advice from OLC on such sensitive matters.

87. (U) Particularly in light of the Nation’s ongoing fight against global
terrorism, and the public interest in the effective performance of these activities, the need of
the President and the heads of Executive Branch departments and agencies for candid,
thoroughly considered legal advice when considering potential executive actions is especially
compelling. Thus, all nine of the documents identified in paragraph 83, supra, constitute
documents subject to the deliberative process and attorney-client communication privileges,
and moreover, those provided to inform a decision to be made by the President are also
subject to the presidential communications privilege. As such, all of these documents are
properly withheld as exempt in their entirety under FOIA Exemption Five.

88. (U) I have specifically reviewed each of the documents identified in
paragraph 83 and have determined that all portions of these documents contain either

classified information or deliberative and privileged legal advice and analysis of OLC.
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89. (U) In assessing the determination stated in paragraph 88, it is useful to recall
that, with respect to the TSP in particular, the Department of Justice publicly released an
extensive legal analysis of the TSP shortly after its existence was acknowledged by the
President in December 2005. The Department’s January 19, 2006, “White Paper,” which is

available at www.usdoj.gov, and was released to the plaintiffs in this litigation, provides the

official view of the Department with respect to the legality of the TSP from which classified
and privileged information has already been removed for public disclosure.
OLC 113
90. (U) OLC 113 consists of three copies of a one-page memorandum, dated
September 15, 2004, from the Deputy Attorney General to the Director of the Federal Bureau
of Investigation, entitled “National Security Agency Collection Activity.” This document is
withheld under FOIA Exemptions One and Three.
91. REDACTED
OLC 133
92. OLC 133 is a duplicate of ODAG 51, as to which I understand the Court has
already granted summary judgment, and which was responsive only for certain handwritten
notes that appeared on the copy of the document maintained in ODAG. See Mem. Op. at
16; Bradbury Decl. § 66 n. 8. Accordingly, this document is not further discussed herein.
ODAG 1
93. (U) ODAG 1 is a duplicate of OLC 54, as well as of OIPR 28, and is withheld

for the reasons explained in paragraphs 82-89, supra.
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ODAG 2
94. (U) ODAG 2 consists of three additional copies, two with underscoring and
marginalia by a Department attorney, of the memorandum described as OLC 131, as well as
OIPR 37 and FBI 51, and is withheld for the reasons explained in paragraphs 82-89, supra.
ODAG 5
95. (U) ODAG 5 is a duplicate of OLC 132 and is withheld for the reasons
explained in paragraphs 82-89, supra.
ODAG 6
96. (U) ODAG 6 is a duplicate of OLC 129 and is withheld for the reasons
explained in paragraphs 82-89, supra.
ODAG 38
97. (U) ODAG 38 is a duplicate of OLC 16 and is withheld for the reasons
explained in paragraphs 82-89, supra.
ODAG 42
98. (U) ODAG 42 is a 19-page memorandum, dated May 30, 2003, from a
Deputy Assistant Attorney General in OLC to the General Counsel of another Executive
Branch agency. This document is withheld under FOIA Exemptions One, Three, and Five.
(U) Applicability of Exemptions One & Three.
99. REDACTED
100. REDACTED
(U) Applicability of Exemption Five.
101. (U) OLC’s preparation and provision of advice to other Executive Branch
agencies is part of the process of attorney-client communications that would be seriously

disrupted if such documents, whether in draft or final form, are publicly disclosed. As
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described in my prior declaration, Executive Branch agencies rely upon OLC to provide
candid and useful advice on a range of issues, including difficult and complex legal questions
critical to national security. See Bradbury Decl. 4 63-64. To disclose such communications
between OLC attorneys and our federal agency clients would fundamentally disrupt the
attorney-client relationship and would deter federal agencies from seeking timely and
appropriate legal advice. See id. Thus, for this reason as well, ODAG 42, which is a
memorandum prepared at the request of another Executive Branch agency, is properly
withheld under FOIA’s Exemption Five.
ODAG 52
102. (U) ODAG 52 is a duplicate of OLC 62 and is withheld for the reasons
explained in paragraphs 82-89, supra.
OIPR 28
103. (U) OIPR 28 is a duplicate of OLC 54, as well as of ODAG 1, and is withheld
for the reasons explained in paragraphs 82-89, supra.
OIPR 29
104. (U) OIPR 29 is a duplicate of OLC 59 and is withheld for the reasons
explained in paragraphs 82-89, supra.
OIPR 37
105. (U) OIPR 37 is a duplicate of OLC 131, as well as of ODAG 2 and FBI 51,
and is withheld for the reasons explained in paragraphs 82-89, supra.
FBI 42
106. (U) FBI 42 is a duplicate of OLC 113 and is withheld for the reasons

explained in paragraphs 90-91, supra.
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FBI 51
107.  (U) FBI 51 is a duplicate of OLC 131, as well as of ODAG 2 and OIPR 37,
and is withheld for the reasons explained in paragraphs 82-89, supra.

REMAINING DOCUMENTS IN CATEGORY E

108.  (U) The Court has upheld OLC’s withholding of the remaining documents in
this category, identified and described in my previous declaration at paragraphs 66-70: OLC
8,9,26,27,28,29,32,40,41, 42, 43, 53, 60, 61, 71, 77, 79, 83, 86, 87, 88, 89, 94, 102, 103,
106, 108, 118, 119, 120, 121, 123, 140, 141, 142, 143, 203, 204, 205, 206, and 208; ODAG
8,21,22,43,44, 45, 49, 50, 51, and 53; and OIPR 1, 2, 32, 33, 34, 35, 75 and 129, and FBI
19 and 58. See Mem. Op. at 16.

F. (U) Briefing Materials and Talking Points.

109. (U) Within this category, the Court has requested further justification with
respect to the withholding of the following documents: OLC 7, 46, 65, 80, 81, 82, 84, 116,
125, 126, 134, and 202; ODAG 34, 41 and 54; and OIPR 13 and 137.

110. (U) With four exceptions, all of the briefing materials and talking points
withheld by OLC in this category were prepared for internal use only in the course of
briefings by Department staff for higher level officials or for use in meetings or discussions
with official from elsewhere in the Government. With the exception of OLC 84, OLC 116,
OLC 201, and OIPR 60, discussed further below, none of these materials was prepared for
public briefing or discussion, and, again with the same four exceptions, none was adopted as
official positions in subsequent public discussion of the TSP. Accordingly, as explained in
my previous declaration, these briefing materials and talking points are by their very nature
deliberative, as they reflect an attempt by the drafters succinctly to summarize particular

issues and provide key background information in an effort to anticipate questions or issues
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that may be raised at a briefing or other situation in which such documents are used. These
materials provide concise summaries of information necessary for informed discussion of
particular issues and attempt to anticipate and respond to questions that might be raised in
any particular setting. Thus, these materials reflect the exchange of ideas and suggestions
that accompanies all decisionmaking, and in many cases they also reflect assessments by
attorneys and other staff about issues on which they have been asked to make
recommendations or provide advice.
OLC7

111.  (U) OLC 7 consists of two copies of a one-page document. In reviewing
OLC 7 in the course of preparing this declaration, I have determined that it contains
information that originated with the NSA and thus should have been referred to NSA along
with OLC’s other referrals. The document has now been referred to NSA, and I understand
that NSA will address the proper withholding of OLC 7 in its separate supplemental
submission made in response to the Court’s Order of September 5, 2007.

OLC 46

112.  (U) OLC 46 consists of two copies of an undated one-page document entitled
“Talkers,” and a related electronic file, containing talking points that were created within the
Department to assist senior administration officials in addressing various points about the
TSP in internal discussions. This document is properly withheld under FOIA’s Exemptions
One, Three, and Five.
(U) Applicability of Exemptions One & Three.

113. REDACTED
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(U) Applicability of Exemption Five.

114.  (U) OLC 46 appears to have been created to provide high level Department
officials with a concise summary of information that might be required for an internal
meeting or a presentation. As described in my earlier declaration, briefing materials and
talking points are by their very nature deliberative, as they reflect “an attempt by the drafters
to succinctly summarize particular issues and provide key background information in an
effort to anticipate questions or issues that may be raised at a briefing or other situation in
which such documents are used” and reflect only “draft answers [that] may or may not be
used or may be modified by the speakers in any particular setting.” Bradbury Decl. § 73.
For the reasons given in my prior declaration, OLC 46 is properly considered deliberative
and pre-decisional, and thus exempt from disclosure under FOIA’s Exemption Five.

OLC 65

115. (U) OLC 65 is a five-page document (plus an electronic file), dated March
30, 2004, entitled “Briefing for AG.” This outline for a briefing to be provided to the
Attorney General by the Deputy Attorney General prepared by Department staff includes a
summary of preliminary OLC conclusions concerning the TSP and other intelligence
activities; a discussion of issues for decision concerning these intelligence activities; a
description of advice provided by OLC to other Executive Branch agencies and components
concerning these activities; and an identification of legal issues requiring further discussion.
OLC 65 is withheld pursuant to FOIA Exemptions One, Three, and Five.

Applicability of Exemption One & Three.

116. (U) OLC 65 contains classified information relating to the operation of the

TSP and other intelligence activities that would be compromised by disclosure. For the

reasons identified in my earlier declaration, see Bradbury Decl. 4 21-23, and in the
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declaration of the former Director of National Intelligence, see DNI Decl. 4§ 22, 27-35, such
information cannot be publicly disclosed without causing exceptionally grave harm to the
national security of the United States.

117. REDACTED
Applicability of Exemption Five.

118. (U) OLC 65 is an internal briefing outline, which summarizes information
compiled by Department staff for purposes of ensuring that higher level officials have the
information necessary adequately to understand issues being presented to them for decision,
which is protected by the deliberative process privilege. Disclosure of internal
communications such as OLC 65 would identify the factors considered by Department
decisionmakers in the course of their deliberations about intelligence activities and would
impermissibly interfere with the provision of candid and concise summaries of critical
information and recommendations to higher level Department officials by Department staff.
OLC 65, accordingly, is properly exempt from disclosure under the deliberative process
component of FOIA’s Exemption Five.

OLC 80

119. (U) OLC 80 consists of six copies of an undated two-page document entitled
“Technical Operation of [REDACTED],” some with handwritten notes and marginalia.
These documents are withheld under FOIA Exemptions One, Three and Five.

(U) Applicability of Exemptions One & Three

120. (U) OLC 80 contains a detailed description of the operation of the TSP and

other classified foreign intelligence activities and thus falls squarely within the category of

“information that would reveal or tend to reveal operational details concerning the technical

* (U) A classified codename is redacted.
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methods by which NSA intercepts communications under the T'SP,” which the former DNI
identified as information that must be protected from disclosure. DNI Decl. §27. As the
former DNI explained, “[d]etailed knowledge of the methods and practice of the U.S.
Intelligence Community agencies must be protected from disclosure because such knowledge
would be of material assistance to those who would seek to penetrate, detect, prevent, or
damage the intelligence efforts of the United States, including efforts by this country to
counter international terrorism.” Id. Information falling within this category, accordingly,
including OLC 80, is properly protected as both classified and subject to the DNI’s authority
to protect intelligence sources and methods. OLC 80, thus, is properly withheld under FOIA
Exemptions One and Three.

121. REDACTED

122. REDACTED

(U) Applicability of Exemption Five.

123.  (U) As described in my prior declaration, OLC 80 is a briefing paper that was
created within the Department to assist senior Administration officials in addressing various
points about the TSP. See Bradbury Decl. § 73. This document was used for purposes of
internal deliberations only; it was not prepared for purposes of providing information to the
public. Briefing materials are by their very nature deliberative, as they reflect an attempt by
the drafters succinctly to summarize particular issues and provide key background
information in an effort to anticipate questions or issues that may be raised at a briefing or
other situation in which such documents are used. See id. § 80. OLC 80 reflects assessments
by OLC attorneys about the relative importance of information considered necessary for
purposes of briefing senior Administration officials, and the details of the information that

need to be conveyed in any particular circumstance. To disclose such assessments would
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harm the Department’s deliberative process, and thus OLC 80 is properly withheld under
FOIA’s Exemption Five.

OLC 81 and OLC 82

124. (U) OLC 81 consists of 11 copies, some drafts and some with handwritten
marginalia and notes, of four pages of briefing notes, dated December 18, 2005, which
describe the TSP and other foreign intelligence activities and summarize various OLC legal
opinions related to foreign intelligence collection activities. OLC 81 is withheld pursuant to
FOIA Exemptions One, Three, and Five.

125.  (U) OLC 82 consists of 20 copies, some drafts and some with handwritten
edits and marginalia, plus eight related electronic files of a briefing outline, dated January 6,
2006, summarizing various topics related to foreign intelligence activities. OLC 82 is
withheld pursuant to FOIA Exemptions One, Three, and Five.

Applicability of Exemption One & Three.

126. (U) OLC 81 and OLC 82 contain classified information relating to the scope
and operation of the TSP and other intelligence activities that would be compromised by
disclosure of these ciocuments. For the reasons identified in my earlier declaration, see
Bradbury Decl. 99 21-23, and in the declaration of the former Director of National
Intelligence, see DNI Decl. § 22, 27-35, such information cannot be publicly disclosed
without causing exceptionally grave harm to the national security of the United States.
Applicability of Exemption Five.

127.  (U) OLC 81 and OLC 82 are internal briefing outlines, created by my staff at
my request and for my use, intended to be used to prepare me to brief others within the
Government on issues concerning the TSP and other foreign intelligence activities.

Specifically, OLC 81 was created so that I could brief Department officials regarding foreign
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intelligence activities and OLC views following the publication of the article in The New
York Times which divulged without authorization classified information concerning the TSP.
OLC 82 was created as an outline for my use in the course of briefing members of the FISC.
These documents contain recommendations from my staff as to topics for discussion, and are
both deliberative and predecisional in the sense that, as I spoke in these meetings, I made the
ultimate decision regarding which points would be made in any particular context.
Disclosure of these documents would impermissibly interfere with my ability to ask my staff
to create candid and concise summaries of critical information and recommendations for my
use in discussions with higher level Department officials or other officials within the
Government and, thus, would interfere with my ability to fulfill my official duties. OLC 81
and OLC 82, accordingly, are properly exempt from disclosure under the deliberative process
component of FOIA’s Exemption Five.
OLC 84

128. (U) OLC 84 is a nonfinal draft of a set of talking points, which was released
to the public in final form on January 19, 2007, in a document entitled “Legal Authorities for
the Recently Disclosed NSA Activities.” The final version of this document is available on

the Department’s Internet site, www.usdoj.gov, and was provided to plaintiffs in response to

their FOIA requests. It is my understanding that plaintiffs do not contest OLC’s
determination to withhold drafts, and thus this document is not further discussed herein.

OLC 116, OLC 201 & OIPR 60

129. (U) OLC 116, OLC 201, and OIPR 60 consist of nonfinal drafts of the
Department’s January 19, 2007, White Paper, which was released by the Department to the

public in its final form, see www.usdoj.gov, and provided to plaintiffs in response to their
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FOIA requests. It is my understanding that plaintiffs do not contest OLC’s determination to
withhold drafts, and thus these documents are not further discussed herein.

OLC 125, OLC 126, and OIPR 13

130. (U) OLC 125 is an undated two-page document entitled “Presentation:
Where DOJ is on [REDACTED].”® This document is withheld under FOIA Exemptions
One, Three, and Five.

131.  (U) OLC 126 consists of two copies of a five-page document, dated March
14, 2004, which consists of bullet points related to OLC 125. This document is also withheld
under FOIA Exemptions One, Three, and Five.

132.  (U) OIPR 13 is a duplicate of OLC 126, and is withheld for the same reasons
that apply to that record.

(U) Applicability of Exemptions One & Three.

133. REDACTED

(U) Applicability of Exemption Five.

134.  (U) OLC 125 and OLC 126 contain preliminary legal analysis of OLC. The
disclosure of such preliminary analysis would have the effect of discouraging thoughtful
analysis of difficult legal questions as well as discouraging the creation of documents that set
forth such preliminary analysis in order to assist in the process of developing final views.
Disclosure of OLC’s preliminary analysis, accordingly, would cause harm to the deliberative
process by which OLC attorneys review legal issues and reach conclusions about them.
Accordingly, OLC 125 and OLC 126 are exempt from disclosure under FOIA under the

deliberative process privilege incorporated into Exemption Five.

5 (U) A classified codename is redacted.

35

JA389



Case 1:068-cv-00298-RTL Dbocomaen633:Q Filed A2/26/06 Page 36 of 838

135.  (U) In addition, OLC 125 and OLC 126 were prepared for purposes of
providing legal assistance and advice to other Executive Branch officials concerning DOJ’s
views about foreign intelligence activities. Disclosure of such advice would interfere with
the attorney-client relationship between DOJ and other Executive Branch agencies and would
discourage requests for timely and fully informed legal advice. Accordingly, OLC 125 and
OLC 126 are protected by the attorney-client privilege, and are properly exempt under
FOIA’s Exemption Five for this reason as well.

OLC 134

136.  (U) OLC 134 consists of three copies of a six-page set of attorney notes in
bullet point form describing options to be considered in pending litigation before the FISC.
Applicability of Exemptions One and Three.

137.  (U) OLC 134 is a set of attorney notes in bullet point form that should have
been included in the category of documents described in my original declaration as category
D. See Bradbury Decl. 49 54-59. It is my understanding that the court has entered summary
judgment as to all of the documents in that category, see Mem. Op. at 15. OLC 134 is
properly withheld for the same reasons. See Bradbury Decl. 4 54-59.

138. REDACTED
Applicability of Exemption Five

139.  (U) OLC 134 is both deliberative and predecisional in that it consists of a list
of options to be considered in pending litigation before the FISC. Thus, the document is
protected by the deliberative process privilege and is properly withheld under Exemption
Five of FOIA. In addition, OLC 134 is protected by the attorney work product doctrine in

that it constitutes notes of an attorney concerning options that might be available in the
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context of pending litigation and, thus, OLC 134 is properly withheld in its entirety under
Exemption Five for this reason as well.
OLC 202
140. (U) OLC 202 is a set of draft talking points on legal matters which were not
located in final form in OLC’s classified files. It is my understanding that plaintiffs do not
contest OLC’s determination to withhold drafts and, thus, this document is not further
discussed herein.
ODAG 34
141.  (U) ODAG 34 is a duplicate of OLC 80 and is withheld for the reasons
explained in paragraphs 123-27, supra.
ODAG 41
142.  (U) ODAG 41 is a duplicate of OLC 125 and is withheld for the reasons
explained in paragraphs 130, 133-35, supra.
ODAG 54
143.  (U) ODAG 54 is a duplicate of OLC 46 and is withheld for the reasons
explained in paragraphs 112-14, supra.
OIPR 13
144. (U) OIPR 13 is a duplicate of OLC 126 and is withheld for the reasons
explained in paragraphs 131-35, supra.
OIPR 137
145. (U) OIPR 137 is a duplicate of OLC 65 and is withheld for the reasons

explained in paragraphs 115-18, supra.
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146. (U) Finally, the Court has requested clarification concerning the entries
identified as OLC 95 and OLC 153-199 on the exhibit (Exhibit K) provided in support of my
previous declaration, which were marked “intentionally left blank.” These identifiers were
either not assigned to any document, were assigned to documents that were determined to be
duplicative and thus removed from the index, or were assigned to documents that were
determined during administrative review to be nonresponsive to plaintiffs’ requests.
Accordingly, no responsive documents bear the designations OLC 95 or OLC 153-199.

I declare under penalty of perjury that the foregoing is true and correct.

STEVEN G. BRADBURY A\
Principal Deputy Assistant Attorney General

Office of Legal Counsel

Dated: MW i?} 9“0@“7
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AUTHORITY FOR WARRANTLESS NATIONAL SECURITY SEARCHES

Presidents have long asserted the constitutional authority to order searches, even without
judicial warrants, where necessary to protect the national security against foreign powers and their
agents. The courts have repeatedly upheld the exercise of this authonity.

A memorandum from President Franklin D. Roosevelt to Attorney General Robert H. Jackson,
dated May 21, 1940, authorized the use of wiretaps in matters “involving the defense of the nation.”
See United States v. United States District Court for the Eastern District of Michigan, 407 U.S.
297,311 n.10 (1972) (“Keith”). The President directed the Attorney General “to secure information
by listening devices [directed at] the conversation or other communications of persons suspected of
subversive activities against the government of the United States, including suspected spies,” while
asking the Attorney General “to limit these investigations so conducted to a minimum and to limit them
insofar as possible as to aliens.” See Electronic Surveillance Within the United States for Foreign
Intelligence Purposes: Hearings Before the Subcomm. on Intelligence and the Rights of Americans of
the Select Comm. on Intelligence, 94th Cong., 2d Sess. 24 (1976) (statement of Attorney General
Edward H. Levi) (“Levi Statement™). President Roosevelt issued the memorandum after the House of
Representatives passed a joint resolution to sanction wiretapping by the FBI for national security
purposes, but the Senate failed to act. See Americo R. Cinquegrana, The Walls and Wires Have
Ears: The Background and First Ten Years of the Foreign Intelligence Surveillance Act of 1978,

137 U. Pa. L. Rev. 793, 797-98 (1989).

By a letter dated July 17, 1946, Attorney General Tom C. Clark reminded President Truman of
the 1940 directive, which had been followed by Attorneys General Jackson and Francis Biddle. At
Attorney General Clark’s request, the President approved the continuation of the authority, see Levi
Statement at 24, and even broadened it to reach “internal security cases.” Keith, 407 U.S. at 311 and
n.10. In the Eisenhower Administration, Attorney General Herbert Brownell, as the Supreme Court
noted in Keith, advocated the use electronic surveillance both in internal and international security
matters. 407 U.S. at 311.

In 1965, President Johnson announced a policy under which warrantless wiretaps would be
limited to national security matters. Levi Statement at 26. Attorney General Katzenbach then wrote
that he saw “no need to curtail any such activities in the national security field.” /d. Attorney General
Richardson stated in 1973 that, to approve a warrantless surveillance, he would need to be convinced
that it was necessary “(1) to protect the nation against actual or potential attack or other hostile acts of
a foreign power, (2) to obtain foreign intelligence information deemed essential to the security of the
United States, or (3) to protect national security information against foreign intelligence activities.” Id.
at 27. When Attorney General Levi testified in 1976, he gave a similar list, adding that a warrantless
surveillance could also be used “to obtain information certified as necessary for the conduct of foreign
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affairs matters important to the national security of the United States.” /d.

Warrantless electronic surveillance of agents of foreign powers thus continued until the passage
in 1978 of the Foreign Intelligence Surveillance Act, 18 U.S.C. §§ 1801-29. Although the Supreme
Court never ruled on the legality of warrantless searches as to agents of foreign powers, see Keith, 407
U.S. at 321-22 (requiring a warrant in domestic security cases but reserving issue where a foreign
power or its agents were involved), the courts of appeals repeatedly sustained the lawfulness of such
searches. United States v. Truong Dinh Hung, 629 F.2d 908, 914 (4th Cir. 1980); United States
v. Buck, 548 F.2d 871, 875 (9th Cir. 1977); United States v. Brown, 484 F.2d 418 (5th Cir. 1973);
United States v. Butenko, 494 F.2d 593, 606 (3d Cir. 1974); United States v. Clay, 430 F.2d 165
(5th Cir. 1970), rev’d on other grounds, 403 U.S. 698 (1971); but see Zweibon v. Mitchell, 516
F.2d 594, 651 (D.C. Cir. 1975) (dictum in plurality opinion). The Fourth Circuit held, for example,
that “because of the need of the executive branch for flexibility, its practical experience, and its
constitutional competence, the courts should not require the executive to secure a warrant each time it
conducts foreign intelligence surveillance.” Truong, 629 F.2d at 914. As the court elaborated,
“attempts to counter foreign threats to the national security require the utmost stealth, speed, and
secrecy,” and a “warrant requirement would add a procedural hurdle that would reduce the flexibility of
executive foreign intelligence initiatives, in some cases delay executive response to foreign intelligence
threats, and increase the chance of leaks regarding sensitive executive operations.” /d. at 913 (citations
and footnote omitted). Furthermore, “the executive possesses unparalleled expertise to make the
decisions whether to conduct foreign intelligence surveillance.” Id. (citations omitted). And “[p]erhaps
most crucially, the executive branch not only has superior expertise in the area of foreign intelligence, it
1s also constitutionally designated as the pre-eminent authority in foreign affairs.” Id. at 914 (citations
omitted). In this pre-statutory context, two courts of appeals, the Fourth Circuit in Truong (id. at 915)
and the Third Circuit in Butenko (494 F.2d at 606), would have limited the authority to instances
where the primary purpose of the search was to obtain foreign intelligence.”

The passage of FISA created an effective means for issuance of judicial orders for electronic
surveillance in national security matters. Congress, however, had not given the Foreign Intelligence
Surveillance Court the power to issue orders for physical searches. After nevertheless granting orders
in three instances during the Carter Administration, the court ruled early in the Reagan Administration,
as the Justice Department then argued, that it lacked jurisdiction to approve physical searches. See S.
Rep. 103-296, at 36-37 (1994). Thus, physical searches after the ruling had to approved by the
Attorney General without a judicial warrant. Id. at 37. In 1994, after the use of warrantless physical
searches in the Aldrich Ames case, Congress concluded that “from the standpoint of protecting the
constitutional rights of Americans, from the standpoint of bringing greater legal certainty to this area,
from the standpoint of avoiding problems with future espionage prosecutions, and from the standpoint
of protecting federal officers and employees from potential civil liability,” id., FISA should be amended
to cover physical searches. /d. at 40.
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clectronic surveillance, as defined under FISA, must be conducted in
accordance with FISA.16 (U)

Ex'é,‘cuti'vc Order 12333 prohibits the collection of foreign intelligence
information by “authorized [agencies] of the Intelhgence Community . . . for
the purpose of acquiring information concernmg the domestic act1v1t1es of
United States persons.” Id. at 2.3(b). (

However, in authorizing the Stellar Wind.:prgr,—

p1 evmusly, the legal rationale advanced for this ’exemptmn was that the
Authorization for Use of Military Foree and the President’s
Commander-in-Chief powers gave the President the authorlty to collect such
information, notwithstanding the FISA statute. £ :

I1. Presidential Authorizations (U)

The Stellar Wind program was first authorized by the President on
October 4, 2001, and periodically reauthorized by the President through a
series of documc—:nts issued to the Secretary of Defense éntitled “Presldentlal
Authorization for Specified Electronic Surveillance Activities During a
Limited Period to Detect and Prevent Acts of Terrorism Within the United
States” (Presidential Authorization or Authorization). A total of 43
Presidential Authorizations, not including modifications and related
presidential memoranda, were issued over the duration of the program from
October 2001 through February 2007.17 Each Authorization directed the

16 Prior to September 11, 2001, Executive Order 12333 and FISA were generally
viewed as the principal governing authorities for conducting electronic surveillance. For
example,in 2000 the NSA reported to Congress that

(U) The applicable legal standards for the collection, retéention, or
dissémination of information concerning U.S: persons reflect a careful
‘balancing between the needs-of the government for such intelligence and the
protection of the rights of U.S. persons, consistent with the reasonableness
standard of the Fourth Amendment, as determined by factual
circumstances,

{U) In the Foreign Intelligence Surveillance Act (FISA) and Executive Order
(E.0.) 12333, Congress and the Executive have codified this balancing.
(Citations omitted.)

NSA Report to Congress, Legal Standards for the Intelligence Community in Conducting
Electronic Surveillance (2000). (U)

17 The Presidential Autharizations were issued on the following dates: - October 4,
2001; November 2, 2001; November 30, 2001; January 9, 2002; March 14, 2002; April 18,
2002; May 22, 2002; June 24, 2002; July 30, 2002; September 10, 2002; October 15,
2002; November 18, 2002; January 8, 2003; Fcbruary 7, 2003; March 17, 2003; April 22,
(Cont’d)
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Secretary of Defense to “use the capabilities of the Department of Defense,
ineluding but not limited to the signals intelligence capabilities of the
National Securlty Agency, to collect foreign intelligence by electronic
surveillance,” provided the surveillance met certaini criteria. The specific
criteria are. described in detail in Chapters Three and Four of this report.

A. Types of Collection Authorized (S7/NF—

The scope of collection permitted under the Presidential
Authorizations varied over time, but generally involved intercepting the
content of certain telephone calls and e-mails, and the collection of bulk
te:lep_honc and e-mail meta data. The term “meta data” has been described

s “information about information.” As used in the Stellar Wind program,
for telephone calls, meta data generally refers to “dialing-type information”
(the originating and terminating telephone numbers, and the date, time, and
duration of the call), but not the content of the call. For e-mails, meta data
generally refers to the “to,” “from,” “c ¢,” “bee,” and “sent” lines of an e-mail,

but not the “subject” line or content. (IS./-,LSLLW#SLL,LQC#NIZ).

The information collected through the Stellar Wind program fell into
thrée categories, often referred to as “baskets”:

o Basket 1 (content of telephone and e-mail communications);

s Basket 2 (telephony meta data); and

2003; June 11, 2003; July 14, 2003; September 10, 2003; October 15, 2003; December 9,
2003; January 14, 2004; March 11, 2004; May 5, 2004; June 23, 2004; August 9, 2004;
Septembcr 17, 2004; November 17, 2004; January 11, 2005; March 1, 2005; April 19,
2005; June 14, 2005; July 26, 2005; September 10, 2005; October 26, 2005; December 13,
2005, J'muary 27, 2006; March 21, 2006 May 16, 2006 July 6, 2006; September 6, 2006;
October 24, 2006; and Deceniber 8, 2006. The last Prcmdcn’ual Authouzatmn expir ccl
February 1, 2007. I'here were also two modifications of a Presidential Autherization and
one Presidential memorandum to the Secretary of Defense issued in connection with the
Stellar Wind program. (IS//STLW//SHFOCNEL
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«value. As the period for each Presidential Authorization drew toa close, the
Director of Central Intelligence (DCI), and as of Juné 3, 2005, the Director of
National Intelligence (DNI) prepared a threat assessment memorandum for
the President describing potential terrorist threats to the United States and
outlining intelligence gathered through the Stellar Wind prograin and other
means-during the previous Authorizationi period. The DCI (and later the
DNI) and the Secretary of Defense reviewed these memoranda and signed a
recommendatlon that the program be reauthorized.

Each recommendation was then reviewed by the OLC to assess
whether, based on the threat assessment and information gathered from
.other sources, there was “a sufficient factual basis demonstrating a threat of
terrorist attacks in the United States for it to continue to be reasonable
under the standards of the Fourth Amendment for the President to.
[coritinue] to authorize the warrantless searches involved” in the program.
‘The OLC then advised the Attorney General whether the constitutional
staridard of reasonableness had been met and whether the Presidential
Authorization could be certified “as to form and legality.”

D. Approval “as to form and legality” (U)

As noted above, the Presidential Authorizations were “[a]pproved as to.
form and legality” by the Attorney General or other senior Department
official, typically after the review and coneurrence of the OLC. The lone
exception to this practice was the March 11, 2004, Authorization which we

discuss in Chapter Four. FS/A-SH-MF—

However, there was no legal requirement that the Autherizations be.
certified by the Attorney General or other Department official. Former
semor Depal tment official Patrlck Philbin told us he thought one purpose

e np >f les :

epartment certitications
served as OfflClal confirmation that Lhe Department had determined that the
activities carried out under the program were lawful.

Former Attorney General Gonzales told us that certification of the
program as to form and legality was not required as a matter of law, but he
believed that it “added value” to the Authorization for three reasons. First,
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Bybee said that Yoo began working in OLC in July 2001 and that all
of the Deputies were in place before Bybee began serving as head of the OLC
that November. (U_)

Bybee told us he was never read into the Stellar Wind program and
could shed no further light on how Yoo came to draft the OLC opinion's on
the program. However, he §aid that Yoo had respon31b111ty for supervising
the drafting of opinions related to riational security issues by the time the
attacks of September 11 occurred.30 Bybee described Yoo as “drticulate and
brilliant,” and also said he had a “golden resume” and was “very well
corinected” with offlclals in the White House. He said that from these
connections, in addition to Yoo’s scholar ship in the area of executive
authority during wartime, it was not sur‘prisin‘g that Yoo “became the White
House’s guy” on national security matters. (U)

b. Yoo’s Legal Analysis of a Warrantless Domestic
Electronic Surveillance Program +ES/fSH-LNE)-

Before the start of the Stellar Wind program under the October 4,
2001, Presidential Authorization, Yoo drafted a memorandum evaluating the
legahty of a “hypothehcal” electronic surveillance program within the United
States to monitor communications of potential terrorists. His
memorandum, dated September 17, 2001, was addressed to Timothy
Flamgan, Depuity White House Counsel and was entitled “Constitutional
Standards ory Random Electromc Survelllance for Countet-Terrorism
Purposes.” ‘

30 As noted above, Yoo, Ashcroft, Card, and Addington declined or did not respond
to.our request for interviews, and we do not know how Yoo came to deal directly with the
White Honse on legal issues surrounding the Stellar Wind program. In his book “War by
‘Other Means,” Yoo wrote that “[a]s a deputy to the assistant attorney general in charge of
the office, I was a Bush Administration appointee who shared its general constitutional
philosophy. ..., T'had been hired specifically to supervise OLC’s work on [foreign affairs
and national security].” John Yoo, War by Other Means, (Atlantic Monthly Press, 2006),

10-20. {FSSH-HH-
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Yoo’s September 17 and October 4 memoranda were not addressed
specifically to the Stellar Winid program, but rather to a “hypothetical”
randomized or broadly scoped domestic warrantless surveillance pr ogram..
As. dlscussed below, the first Office of Legal Counsel opinion explicitly
addressing the legality of the Stellar Wind program was not drafted until
after the program had been formally authorized by President Bush on

October 4, 2001, (TS//S3H7OEAND—

Gon?ales told the OIG that he did not belieye these first two
memoranda fully addressed the White House's under standing . of the Stellar
Wind program. Rather, as described above, these memoranda addressed the
legality of a “hypothetmal” domestic surveillance program rather than the
Stellar Wind program as authorized by the President and carried out by the
NSA:85 However, Gonzales also told us that he believed these first two
memoranda descrlbed as lawful activities that were broader than those
carried out under Stellar Wind, and that therefore. these opinions “covered”

{he Stellar Wind prograrm. ‘(TS7‘7‘ST17‘-NF)*

2.  Presidential Authorization of Octeober 4, 2001
On October 4, 2001, President Bush issued the first of 43 Presidential
Authorizations for the Stellar Wind program. The October 4 Authorization.
directed the Secretary of Defense to “use the capabilities of the Department
of Defense, including but not limited to the signals. intelligence capabilities:

of the Nahonal Security Agency, to collect foreign intelligence by electroric
surveillance,” provided the surveillance was 111Le11ded to:

(&) acquire a communication (including but not limited to a wire
communication carried inte or out of the United States b
cable fmrwhwh there is probable cause to believe that

ombe). la party to such commumcatlonxs a group
engaged mn mternatlonal terrorism, or activities in
preparation therefor, or an agent of such a group; or

(b) acquire, with respect to a communication,
header/router/addressing-type information, including
telecommunications dialing-type data, but not the contents
of the communication, when (i) at least one party to such
communication is outside the United States or (ii) no party to
such communication is known to be a citizen of the United

States. ES/HSTENHSHAOCNE

35 Gonzales noted that Deputy White House Counsel Timothy Flanigan, the
recipient of the first Yoo memorandum, was not read into Stellar Wind. (U//EQUQ)
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- Authorization on the spot. According to Baker, Levin also told Baker that
when he learned there was 1o memoraidurm from the Office of Legal
‘Counsel concemmg the program, Levin told Yoo to draft one.

Levin‘ s account to us of the insn uction that Yoo draft a memmandum
Levm told us that hc said to Ashcroft that 1t “Wasn’t fan‘” that Athroft was
the only Justice official read into the program, and that for Asheroft’s
protection Levin advised Ashcroft to have another Department official read
into the program for the purpose of providing advice on the lcg'111ty of the
program. Levin said he learned that Ashcroft was able to gét permission
from the White House to have one 6ther person read into the program to
advise Asheroft; although Levin was not certain how Yoo came to be selected
as that person.®? As discussed below, Gonzales told us that it was the
President’s decision to read Johin Yoo into the prograri.

C.  Presidential Authorization is Revised and the Office of
Legal Counsel Issnes Legal Memoranda in Support of the
Program (November 2001 through January 2002)

i.  Presidential Authorization of November 2, 2001

On November 2, 2001, with the first Presidential Authorization set to
expire, President Bush signed a second Presidential Authorization. The
second Authorization relied upon the same authorities ini-support of the
President’s actions, chiefly the Article I Commander-in-Chief powers and
the AUMPF, The second Autherization cited the same findings in a threat
assessment as to the magnitude of the potential threats and the likelihood
of their occurrence in the future. However, the scope of authorized content
collectiont and meta data acquisition was redefined by adding the italicized
language below in paragraphs 4(a} and (b):

(a) acquire a communication (including but not limited to a wire
communication carried into or out of the United States by
cable) for which, basecl on the factual and practzcal
considerations of &
to believe tha

3 By October 4, 2001, Yoo had already drafted two legal analyses on a hypothetical
warrantless surveillance program and therefore already had done some work related to the
program prior ta October 4 when Ashcroft was read in. (FSAFSHARE-
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2. Yoo Drafts Office of Legal Counsel Memorandum
Addressmg Legahty of Stellar Wind

The Stellar Wind program was. first authorized by President Bush and
certified as to form and legality by Attorney General Ashcroft on October 4,
2001, without the support of any formal legal opinion from the Office of
Legal Counsel expressly addressing Stellar Wind. {FS/A/ASH/NE)-

The first OLC opinion directly supporting the legality of the Stellar
Wind program was dated November 2, 2001, and was drafted by Yoo. His
opinion also analyzed the legality of the flrst Presidential Authorization and
a draft version of the second Authorization.40 {FS/-SHANE)

In his. November 2 memorandu m

) ] e Of _ee of Legal Counsel’s demsmn to reassess the Stellar Wmd
program in 2003. We therefore describe Yoo’s legal analysis in his

November 2 memorandum. {FS/7SHANF-

Yoo acknowledged at the outset of his November 2 memorandum that
“[blecause of the highly sensitive nature of this subject and the time

pressures involved, this memorandum has not undergone the usual editing
and review *orocess foro 1n10ns that issue from our: Offlce [OLC).” The

40 The second Authorization was issued on November 2, 2001. In developing his
legal memorandum, Yoo analyzed a draft of the second Authorization dated October 31,
2001, The OIG was not provided the October 31 draft Presidential Authorization, but based
on Yoo's description in his November 2 memorandum, it appears that the draft that Yoo
analyzed tracked the language of the final November 2, 2001, Authorization signed by the

President. {FS/1SH/NF-
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Yoo did acknowledge in his memorandum that the first Presidential
Authorization was “in tension with FISA.” Yoo stated that FISA “purports to
be the exclusive statutory means for conducting electronic surveillance for
foreign intelligence,” but Yoo then opined that “[sjuch a reading of FISA
would be an uncoernstitutional infringement on the President’s Article II
authorities,”¥ Citing advice of the OLC and the position of the Department
as presented to Congress during passage of the USA PATRIOT Act several
weelks earlier, Yoo characterized FISA as merely providing a “safe harbor for
electronic: surveﬂlance 7 adding that it “cannot restrict the President’s ability
to. enga e in Warrantless searches that protect the national security,”

1 As.discussed in Chapter Four, Goldsmith criticized this statement as conclusory
and urisupported by any separation of powers analysis. (U//FEUO)
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Regarding whether the activities conducted under the Stellar Wind
program could be conducted under FISA, Yoo wrote that it was problem
that FISA required an application to the FISA Court to describe the k) (b)(s)
or “facilities” to be used by the target of the surveillarice. Yoo also stated
 that it was u:nhkel_ , that a FISA Court would grant a 'warrant to. cove_

DLreE | |as contemplated in the Presidential
y 0. Notmg that the Authorization could be viewed as a violation
of FISA’S civil and criminal sanctions in'50 U.S.C. §§ 1809-10, Yoo opined
that in this regard FISA represented an unconstitutional infringement on
the President’s Article II powers. Accordmg to Yoo, the ultimate test of
whether the government may erigage in warraritless electronic surveillance
activities is whether such conduct is consistent with the Fourth
Amendment, not whether it meets the standards of FISA.

Citing cases applying the doctrine of constitutional avoidance, Yoo
reasoned that reading FISA to restrict the President’s inherent authority to
conduct foreign intelligence surveillance would raise grave constitutional
questions.#? Yoo wrote that “unless Congress made a clear statement in
FISA that it soughit to restrict presiderntial authority to conduct warrantless
gearches in the national security area — which it has not then the statute
must be construed to avoid such a reading.”*3 ' :

42 Yoo’s memorandum cited the doctrine of constitutional aveidance, which: holds
that “where an otherwise acceptable construction of a statute would raise:serious
constitutional problems the Court will construe the statute to avoid such problems unless
siich constriiction is plainly contrary to the intent of Congress.” Edward J, DeBartolo Corp..
v. Florida Gulf Coast Building & Construction Trades Council, 485 U.S. 568, 575 (1988). Yoo
cited cases supporting the application of this doctrine in & manrier that preserves the
President’s “inherent constitutional power, so as to avoid potential constitutional
problems 7 See, e.g, Public Citizen v, Department of Justice, 491 U.S. 440, 466 (1989).

43 On March 2, 2009, the Justice Department released nine opinions written by the
OLC from 2001 thirough 2003 regarding “the allocation of authorities between the Bresident
and Congress in matters of war and national security” containing certain propositions that
1o longer reflect the views of the OLC and “should not be treated as authoritative for any
purpose.” Steven G. Bradbury, Principal Deputy Assistant Attorney General, Office of Legal
Counsel, Department of Justice, Memorandum for the Files, “Re: Status of Certain OLC
Opinions Issued in the Aftermath of the Terrorist Attacks of September 11, 2001,”
January 15, 2009, 1, 11. Among these opinions was a February 2002 classified
memorandum written by Yoo which asserted that Congress had not included a clear
statement in FISA that it sought fo restrict presidential authority to conduct warrantless
surveillance activities in the national security area and that the FISA statute therefore does
not apply to the president’s exercise of his Comnmander-in-Chief authority. In a
January 15, 2009, memorandum (inclided among those released in March), Bradbury
stated that this proposition “is problematic and guestionable, given FISA’s express
references to the President’s authority” and is “not supported by convincing reasoning.”
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Yoo’s analys1s of this poirit would later raise serious concetns for
other officials in the Office of Legal Counsel and the Office of the Deputy
Attorney General (ODAG) in late 2003 and early 2004.44 Among other
conicerns, Yoo did not address the 15-day warrant requirement exception in
FISA following a congr essional declaration of war, See 50 U.S.C. 8 1811,
Yoo's successors in the Office of Legal Counsel criticized this emission in
Yoo’s memorandum because they believed that by inicluding this provision
in FISA, Congress arguably had demonstrated an intention to “occupy the
.flleld”vonzthe matter of electronic surveillance during wartime.45

Yoo’s memorandum next analyzed Fourth Amendment issues raised
by the Presidential Authorizations. Yoo dismissed Fourth Amendment
concerns regarding the NSA surveillance program to the extent that the
Authorizations applied to ton-U.S. persons outside the United States.
Regarding those aspects of the program that involved intérception of the
international comimunications of U.S. persons in the United States, Yoo
asserted that Fourth Amendment jurisprudence allowed for searches of
persons crossing the border and that interceptions of commutiications in or
out of the United States fell within the “border crossing exception.” Yoo
further opined that electronic surveillance in “direct support of military
operatmns” did not trigger constitutional rights-againstillegal searches and
seizures, in part because the Fourth Amendment 18 prxmarlly aimed at
curbing law enforcement abuses. :

Finally, Yoo wrote that the electronic surveillance described in the
Presidential Authorizations was “reasonable” under the Fourth Amendment
and therefore did not require a warrant, In support of this position, Yoo
cited Supreme Court opinions upholding warrantless searches in a variety
of contexts, such as drug testing of employees and sobriety checkpoints to
detect drunk drivers, and in other circumstances “when special needs,
beyond the normal need for law enforcement, make the warrant and
probable cause requirement impracticable,” Veronia School Dist. 47J v.
Acton, 515 U.S. 464, 652 (1995) (as quoted in November 2, 2001,
Memorandum at 20). Yoo wrote that in these situations the government’s
interest was found to have outweighed the individual’s privacy interest, and
that in this regard “no governmental interest is more compelling than the
security of the Nation.” Haig v. Agee, 435 U.S. 280, 307 (1981). According

# One of these officials was Patrick Philbin, who following Yoo'’s departure was
“dual-hatted” as both an Asseciate Deputy Attorney General and a Deputy Assistant
Attorney General in the Office of Legal Counsel. (U)

45 We discuss the OLC’s reassessmient and criticism of Yoo’s analysis in Chapter
Four. (U)
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to. Yoo, the surveillance authorized by the Presidential Authorizations

advanced this governmental security interest. {FS/fSTLW//ST//OC/NE)

Yoo also omitted from his November 2 memorandum — as well as from
his earlier September 17 and October 4, 2001, memoranda — any discussion
of Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952), a leading
case on the distribution of government powers between the Executive and
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Legislative branches.4? As discussed itr Chapter Four, Justice Jackson's
analysis of President Truman's Article II Commarnder-in-Chief authority
during warlime inthe Youngstown case was-an 11nportant factor in the
Office. ot Legal Counsel’s reevaluation in 2004 oi Yoo 's opinion on the
legality of the Stellar Wind program. SHR:

3.  Additional Presidential Authorizations (U)

On November 30, 2001, the President signed a third Authotization
authorizing the Stellar Wind prograin. The third Authorization was virtually:
identjeal to the second Authonzatmn of November 2, 2001, in finding that
the threat of terrorist-attacks in the United States cantmued to exist, the
legal authorities cited ior conﬁnumg the electronlc sutveillance, and the
scope of collection. PE

collection to provide:

(a) acquire a communicatien (including but not limited to a wire
communication carried into or out of the United States by
cable) for which, based on the factual and practical
considerations of everyday life on which reasonable and
prudent persons act, there are reasohable grounds to believe
such communication originated or terminated outside the
United States and a party to such communication is a group

W7 In Youngstown, the Supreme Court held that President Truman’s Executive
Order directing the Secretary of Commerce to seize and operate steel plants during a labor
disptite to prodice steel needed for American troops during the Korean War was an
uiicoristitutional exercise of the President’s Article Il Commander-in-Chief authority. Ina
coricurring opinion, Justice Jackson listed three categories of Presidential actions against
which to judge the Presidential powers. First, “[wlhen the President acts pursuant to an
express or implied authorization of Congress, his authority is at its maximum[.]" Id. at
635. Second, Justice Jackson described a category of conicurrent authority between the
Presidént and Congress as a “zone of twilight” in which the distribution of power is
uneertain-and dependant on “the imperatives of events and contemporary impenderables
rather than on abstract theories of law.” Td. at 637 (footnete omitted). Third, “.[w]hen the
President takes measures incompatible with the express or implied will of Congress, his.
poweris.at its lowest ebb, for then he can rely only tupon his own constitutional powers
minus any constitutional powers of Congress over the matter,” Id. Justice Jackson
concluded that President Truman’s actions fell within this third catégory, and thus “under
citeumnstances which leave Presidential power most viilnerable to attack and in the least
favorable of possible canstitutional postures.” ld. at 640. (U)
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In addition, Goldsmith and Philbin discovered that Yoo’s assertion
that the President had broad authority to conduct electronic surveillance
without a warrarit pursuant to his Commander-in-Chief powers under
Article II of the Constitution, particularly during wartime, never addressed

‘the FISA provision that expressly addressed electronic surveillance following
a formal declaration of war. See 50 U.S.C. § 1811, Goldsmith also criticized
Yoo’s legal memoranda for failing to support Yoo's aggressive Article If
Commander-in-Chief theory with a fully developed separation of powers
analysis, and instead offering only sweeping conclusions, As an example
Goldsmith cited Yoo’s assertion that reading FISA to be the “exclusive
statutory means for. c‘onducting electronic surveillance for foreign
intelligence” amounts to an “unconstitutional infringement on the
President’s Article II authorities.”226 Moreover, noted Goldsmith, Yoo
omitted from his separation-of-powers discussion any analysis of how the
Youngstown Steel Seizure Case, a seminal Supreme Court decision on the
distribution of gevernmental powers between the Executive and Legislative
Branches during wartime, would affect the legality of the President’s actions

with respect to Stellar Wind.227 fpsﬁs%w/_fggﬁggm)

In reliance on Yoo’s advice, the Attorney General certified the prograin
“as to form and legality” some 20 times before Yoo’s analysis was
determined to be flawed by his successors in OLC and by attorneys in the
Office of the Deputy Attorney General. We agree with many of the criticisms
offered by Department officials regarding the practice of allowing a single
Department attorney to develop the legal justification for the program

stirveillance for foreign intelligence purposes,

227 The Department’s Office of Professional Responsibility (OPR) intends to review
whether Yoo’s legal analysis concerning the Stellar Wind program viclated any standards of
professional conduct. OPR has similarly reviewed whether the legal analysis by Yoo and
others concerning the detainee interrogation program viclated standards of professional

conduct. {FESAH/SHMF)-
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SUPPLEMENTAL DECLARATION OF DAVID J. SHERMAN
I, DAVID J. SHERMAN, hereby declare and state:

1. Please refer to the UNCLASSIFIED Declaration of David J. Shermah, dated 26
February 2016, for a summary of my background, my role as a TOP SECRET original
classification authority (“OCA”), the National Security Agency’s (“NSA” or “Agency”) origin and
mission, and the importance of SIGINT to the national security.

2. The declaration supplements my CLASSIFIED and UNCLASSIFIED declarations
of 26 February 2016. The purpose of this declaration is to provide additional information regarding -
certain withholdings taken by the NSA that have been challenged by Plaintiffs, the American Civil
Liberties Union and the American Civil Liberties Union Foundation (collectively, “Plaintiffs” or
“ACLU”).

Legal Memoranda Withheld in Full Under Exemptions 1 and 3

3. ACLU has challenged NSA’s withholding in full of certain legal memoranda,
arguing that it appears that the Agency claimed Exemptions 1 and 3 over only portions of the

memoranda while improperly claiming Exemption 5 over the entirety of the memoranda. The
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NSA documents falling within this category include NSA Documents 7, 9, 11, 12, 13, 14, 15, 16,
17,18, 19, 20, 21.

4. As previously explained in my 26 February 2016 UNCLASSIFIED declaration at
paragraphs 38-52 and 54 and my CLASSIFIED declaration at paragraphs 7-11, th;: legal analyses
in all of the memoranda and opinions that Plaintiffs are challenging in this category are inextricably
intertwined with factual descriptions of NSA functions and activities that are both classified and
protected from public disclosure by statute. The mere subject matter of these memoranda and
opinions pertains to classified NSA operations and activities that have not been publicly
acknowledged. The release of even the basic factual or legal background in these memoranda
could reasonably be expected to cause harm to the national security or an interest protected by
statute, as the formulation of the legal analysis itself could enable Plaintiffs and the public to
discern classified or protected facts about the program or activity being discussed. Indeed, even
the title and subject matter of these documents would tend to reveal classified and protected
information about NSA functions and activities. As a result, | have determined that no portion of
these documents could reasonably be segregated and released. Further, even if the working law
doctrine were applicable here, which is not the case, the fact that the challenged redactions are
currently and properly classified matters in accordance with E.O. 13526 and protected from release
by statute means that the information continues to be properly withheld. See N.Y. Times Co. v.
U.S. Dep’t of Justice, 806 F.3d 682, 687 (2d Cir. 2015).

5. By contrast, NSA assessed and determined that certain of the factual discussion in
the memorandum identified as NSA 28 is UNCLASSIFIED and not inextricably intertwined with
the legal analyses contained therein. Moreover, the subject matter of NSA 28 — the sharing of raw
signals intelligence through database access with personnel from other U.S. government agencies
— has been publicly acknowledged by NSA and is considered to be UNCLASSIFIED.

Consequently, unlike NSA documents 7, 9, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, and 21, NSA
2
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determined that portions of NSA 28 were reasonai)ly segregable and releasable in part. In a similar
vein, OLC 3, 4, 6, 8, and NSD 36 also relate to subjects that have been publicly acknowledged by
NSA. The Department of Justice’s Office of Legal Counsel has explained its justification for
withholding these documents in their entirety based on FOIA Exemption 5. In addition to OLC’s
withholdings, 1 have also determined that certain information in these documents may be
independently withheld pursuant to FOIA Exemptions 1 and 3 because the information is currently
and properly classified in accordance with E.O. 13526 and protected from release by statute. It is
my assessment, however, that these documents also contain some reasonably segregable
UNCLASSIFIED information that could not be withheld based on Exemptions 1 and 3.!

6. As discussed in paragraphs 40, 46, and 47 of my 26 February 2016
UNCLASSIFIED declaration, the information contained in the challenged documents is currently
and properly classified at levels ranging from SECRET to TOP SECRET because the release of
this information could reasonably be expected to cause serious to exceptionally grave damage to
the national security. The NSA withholdings in the documents challenged in this category describe
both classified and protected information regarding NSA information assurance and network
defense activities, SIGINT collection activities and access points, uses of particular SIGINT
collection, and NSA'’s relationships with partners and providers. The damage to national security
that reasonably could result from disclosure of this information is described in detail in paragraphs
39 and 48 of my 26 February 2016 UNCLASSIFIED declaration and paragraph 9 of my
CLASSIFIED declaration. Therefore, this information meets the criteria for classification set forth

in Sections 1.4(c), 1.4(d), and 1.4(g) of Executive Order 13526.

! As 1 stated in my prior UNCLASSIFIED declaration to this Court, should the Court
determine that the information in these documents was not properly withheld in full under

Exemption 5, NSA will segregate and release all non-exempt information in these documents.
3
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7. Additionally, this same information is protected from released under FOIA
Exemption -3, as described in paragraphs 41-44 and 49-52 of my 26 February 2016
UNCLASSIFIED declaration. This information is protected from release by Section 6 of the
National Security Agency Act of 1959 (50 U.S.C. § 3605) because it involves a “function of the
[NSA], or...information with respect to the activities thereof.” The information is further
protected based on Section 102A(i)(1) of the National Security Act of 1947, as amended, which
states that the Director of National Intelligence “shall protect intelligence sources and methods
from unauthorized disclosure.” 50 U.S.C. § 2034(i)(1). Finally, this information is protected from
release under 18 U.S.C. § 798, which protects from disclosure information concerning the
communications intelligence activities of the United States, or information obtained by
communications intelligence processes. As discussed in detail above in paragraph 4, the release
of any portion of these memoranda and opinions would enable Plaintiffs and the public to discern
information about NSA programs, operations, and activities that is both classified and protected
from disclosure by these three statutes. As a result, no portion of the documents in this category
can be segregated and released without disclosing protected information.

Inspector General and Compliance Reports

8. ACLU has also challenged NSA’s withholding of certain numbers (to include the
numbers of compliance incidents) from an NSA intelligence oversight board report (NSA 79). As
previously explained in my declaration dated 26 February 2016, and as explained in greater detail
below, the disclosure of such information would reveal the overall scope of NSA’s foreign
intelligence collection efforts, to include NSA’s ability to collect specific foreign intelligence
information. The disclosure of this information would also reveal gaps in NSA’s collection
capabilities. Such information concerns core NSA functions and activities — the collection,
analysis, and dissemination of foreign intelligence information derived from signals intelligence

obtained pursuant to E.O. 12333 and, by law, is exempt from disclosure. Further, a subset of the
4

JA452




Case 1:13-cv-09198-AT Document 79 Filed 06/08/16 Page 5 of 9

withheld information is classified as its public disclosure would be reasonably likely to damage
national security.

9. Specifically, this information is protected from release under FOIA Exemption 3,
as described in paragraph 68 of my 26 February 2016 UNCLASSIFIED declaration. This
information is exempt from release under Section 6 of the National Security Agency Act of 1959
(50 U.S.C. § 3605), which protects from disclosure “the organization or any function of the
National Security Agency, [or] of any information with respect to the activities thereof ....”
Although in this case, the disclosure of the withheld information reasonably could be expected to
cause damage or serious damage to the national security, to invoke Section 6, NSA must
demonstrate only that the information it seeks to protect falls within the scope of the statute, and
is not required to demonstrate a specific harm to national security.

10. In this case, the withheld numbers all relate to NSA’s collection, analysis, and
dissemination of signals intelligence for foreign intelligence purposes and the manner in which
NSA conducts compliance and oversight over that SIGINT mission. As such, the withheld
information falls squarely within the scope of Section 6 as it relates to both a core Agency function,
its SIGINT mission, and the compliance and oversight activities conducted in support thereof.

11.  In addition to being exempt from disclosure by statute, much of the withheld
information that falls into this category is also protected as classified pursuant to FOIA Exemption
1. For example, NSA withheld each number that would reveal the number of times that a particular
compliance incident was documented during the timeframe of the intelligence. oversight board
report. It did so because the disclosure of such numbers, in compilation with information that has
been previously released, would tend to disclose the overall scope of NSA’s foreign intelligence
collection efforts. This information, if released, could be pieced together to reveal highly sensitive
information to our adversaries. For example, the number of compliance incidents could permit

our adversaries to determine the scope of NSA’s collection activities under particular programs
5
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and/or NSA’s ability and accuracy in determining the “foreignness” of the selectors targeted for
acquisition. Other withheld numbers would allow an adversary to assess which NSA capabilities
the Agency uses most frequently, and in turn to asses which of their communications may or may
not be secure. Adversaries could then takc.: countermeasures to prevent the NSA from collecting
their communications, such as changing methods of communication to one more difficult for NSA
to intercept or engaging in tradecraft to avoid NSA coljection. As a result, NSA could potentially
lose valuable sources of intelligence unless and until the Agency is able to identify a replacement
source. In compilation, the numbers that were withheld for classification purposes would disclose
the overall scope of NSA’s E.O. 12333 collection capabilities.

12.  Accordingly, I have determined that the specific numbers that NSA withheld
pursuant fo FOIA Exemption 1 pertain to intelligence activities, intelligence sources or methods,
or cryptology, or the vulnerabilities or capabilities of systems or projects relating to the national
security and therefore meet the criteria for classification set forth in sections 1.4(c) and 1.4(g) of
E.O. 13526. This information is currently and properly classified at levels ranging from
CONFIDENTIAL to SECRET because the release of this information could reasonably be
expected to cause damage or serious damage to the national security. Finally, in accordance with
Section 1.7 of E.O. 13526, no information was classified and withheld in order to conceal
violations of law or to prevent embarrassment to the Agency.

13. ACLU is also challenging the withholding in full of NSD documents 7, 37, 42, 44,
and 47. As discussed in detail in my classified declaration, these documents concern in their
entirety specific classified operations or activities of the Agency that have not been publicly
acknowledged and do not contain any segregable information. The compliance matters discussed
therein are inextricably intertwined with factual descriptions of NSA functions and activities that
are both classified and protected from public disclosure by statute. As a result, I have determined

that no portion of these documents could reasonably be segregated and released. NSA 79, in
6
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contrast, generally describes a number of different compliance-related matters reported to NSA’s
overseers pursuant to E.O. 12333. During its review, NSA determined that it could segregate and
release UNCLASSIFIED materials from NSA 79 (to include publicly acknowledged NSA
functions and activities) while protecting the material that remains classified and/ot protected from
disclosure by law, to include factual descriptions of specific NSA operations or activities that have
not been publicly acknowledged.

Documents Characterized by Plaintiffs as Containing “Working Law”

14.  NSA 28 is a legal opinion drafted by the NSA OGC at the request of its client, the
NSA’s Signals Intelligence Directorate (“SID”). My purpose herein is to provide the court with a
more fulsome factual description of NSA 28. Portions of NSA 28 were properly redacted as
attorney-client privileged information and should not be considered “working law” of the NSA.
NSA 28 sets out legal advice concerning the legal limits to access by non-NSA personnel of NSA
signals intelligence databases. The document further provides legal advice regarding the
constitutional and statutory privacy protections that constrain access to such databases depending
on whether the databases contain content or metadata. Finally, the document describes potential
changes to existing NSA dissemination procedures that OGC anticipated might be proposed and
provides OGC views and recommendations regarding such potential changes.?

15. NSA 28 is, at its core, legal advice offered by the NSA OGC to its client, NSA’s
SID, at the client’s request. It is a legal memorandum that describes the legal advisability or
permissibility of possible policies, but does not authoritatively state or determine NSA’s policy.

The document sets forth an NSA attorney’s analysis of the legal boundaries for a particular NSA

2 A similar rationale also applies to NSA Documents 11, 12, and 16. As described above,

however, the very subject matter of NSA 11, 12, and 16 is classified and properly protected by law
from public disclosure. Accordingly, nothing more can be said of these documents on the public
record. ‘
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activity, but does not constitute a final Agency decision nor should it be considered binding NSA
policy. As a matter of policy, SID could implement the sharing of raw SIGINT database access to
non-NSA personnel in any number of possible ways, to include deciding to not implement any
such access. The NSA OGC'’s advice was not binding upon SID, and that component was free to
decline to adopt any of the dissemination practices discussed in the memorandum.

16.  Moreover, the NSA OGC is not authorized to make decisions about SID policy nor
can the OGC legal opinion be considered an authoritative statement of SID policy. The NSA OGC
is the exclusive NSA component for providing legal services to all NSA elements and is led by the
General Counsel, who is the NSA’s chief legal officer. The office provides legal advice on a
number of different legal matters, but the office has no authority to issue final decisions or
authoritative statements on NSA policy, to include NSA’s implementation of raw SIGINT
database access by non-NSA personnel. The NSA OGC opinion merely amounts to advice offered
by that office for consideration by personnel within the NSA SID. In short, the memorandum
addresses the legal advisability and/or permissibility of anticipated policy changes but is neither
authoritative nor determinative of NSA’s policy in this regard. Consequently, NSA 28 should not

be considered the “working law” of NSA.3

3 ACLU’s opposition also called to NSA’s attention that there may be inconsistencies to
information redacted from a 1988 version of the Classified Annex to DoD Procedures Under E.O.
12333, ACLU Memorandum of Law at 42 (citing Exs. L and M. to Manes Decl.) (NSD 94-125),
with a document issued subsequent to the Classified Annex. NSA is reviewing ACLU’s assertions

and hopes to complete its assessment within 30 days.
8
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CONCLUSION

I declare under penalty of perjury that the foregoing is true and correct to the best of my

knowledge and belief.

Executed this 7*6 day of June, 2016, pursuant to 28 U.S.C. § 1746.

LYol 7 Danacn
Dr. David J. %ﬂ‘n/an

Associate Director for Policy and Records,
National Security Agency
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UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION, and
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Case No. 13-cv-9198 (KMW)(JF)
Plaintiffs,

V.

NATIONAL SECURITY AGENCY,
CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE,
DEPARTMENT OF JUSTICE, and
DEPARTMENT OF STATE,

)
)
)
)
)
)
)
)
)
)
)
)
)
)
Defendants. )
)

SUPPLEMENTAL DECLARATION OF DAVID J. SHERMAN
I, DAVID J. SHERMAN, hereby declare and state:

1. Please refer to my UNCLASSIFIED Declaration in this case (Dkt. No. 64), dated
'26 February 2016, for a summary of my background, my role as a TOP SECRET original
classification authority (“OCA™), the National Security Agency’s (“NSA” or “Agency”) origin and
mission, and the importance of SIGINT to the national security.’

2. This declaration” supplements my CLASSIFIED and UNCLASSIFIED!
declarations of 26 February 2016, as well as my UNCLASSIFIED Supplementaereclaration of 7
June 2016 (Dkt. No. '}9). The purpose of this declaration is to provide additional information
fegarding certain Withholdings taken by the NSA that have been challenged by Plaintiffs, the

American Civil Liberties Union and the American Civil Liberties Union Foundation (collectively,

! Referenced in Dkt. No. 74, Notice of Filing of Classified Document.
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“Plaintiffs” or “ACLU”), in response to the Court’s Memorandum Opinion and Order of 27 March
2017.

Legal Memoranda Withheld Pursuant to Exemntidn S

3. ¢« NSA withheld in full NSA Documents 7, 11, 12, and 14-21 and withheld in part
NSA Document 28 pursuant to Exemption 5 of the FOIA.2 NSA also withheld NSA Documents
7, 11,12, and 14-21 in full pursuant to Exemptions 1 and 3 of the FOIA.?> ACLU challenged thesé
withholdings. The Court denied Dq:fendants" motion for summary judgment concerning these
materials and invited Defendants to supplement their suiamissions with regard to these documents
concerning Exemption 5 applicability. The Court, however, upheld NSA’s withholdings of those
documents withheld in full pursuant to Exemptions 1 and 3 (Mem. at 36); accordingly, this
submission addresses only Exemption 5 in the context of these specified legal memoranda.
4. With respectA to NSA Documents 11 and 12, the Court noted that given the
description of the materials contained therein, “[w]ithout more, Defendants cannot satisfy their
burden that Exemption 5 applies to these two documents . . . 7 (ld. at 29). As in Defendants’
prior submissions, it is my understanding that NSD will continue to justify the applicability of the
Attorney-Client and Deliberative Process Privileges under FOIA Exemption 5 to NSA Décuments
11 and 12, providing such information in a supplemental declaration separate and apart frorﬁ the

instant submission. (See, e.g., NSA Decl., Dkt. No. 64, 7 25).4

2 Capitalized terms and abbreviations not defined herein were defined in my previous
declarations.

3 As noted in my prior UNCLASSIFIED declaration, with respect to the redacted information in
NSA Document 28, “[a]ll information withheld pursuant to Exemption 5 is independently
exempt from public release based on Exemptions 1 and/or 3 of the FOIA.” (NSA Decl., Dkt.
No. 64, 4 55; see also id. n.7).

* Defendants also asserted the Presidential Communications Privilege under FOIA Exemption 5
with respect to portions of NSA Document 12, which was upheld by the Court. (Mem. at 30).
2
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5. NSA also asserted Attornéy-Client Privilege regarding NSA Documents 7, 14, 15,
16, 17, 18, 19, 20, _21/,' and 28. With respect to these materials, in NSA’s initial submission, I
explained that these documénts “have not since been used to publically justify NSA actions or
expressly adopted as Agency policy.” (NSA Decl., Dkt. No. 64, q 53). While the Court was
“satisfied that these documents are protected by attorney-client privilege,” it nevertheless denied
Defendants’ motion for summary judgment on Exemption 5, as it could not “determine whether
these documents contain working law or have not been adopted.” (Mem. ét 30). In particﬁlar, the
Court held fhat NSA stated the rule concerning working law “too narrowly,” by not acknowledging
the possibility of informal, non-public adoption. (Id.). As a matter of further clarification, the
materials constituting NSA Documents 7, 14-21, and 28, described. in detail infra, reflect legal
advice that constitutes one consideration, of many, for decisionmakers; these memoranda do not
reflect the Agency’s final decision to engage in a particular course of action or to adopt a particular
policy, either formally or informally. At bottom, as these memoranda have “no operative effect,”
they need not be disclosed “even where the agency action agrees with the c;)nclusion of the report
or recommendation.” (Id. at 20 (citing Brennan Ctr. for Justice v. U.S. Dep 't of Justice, 697 F.3d
184, 196 (2d Cir. 2012) (citations and quotations omitted))). None of these memoranda, which
are patently advisory in nature, reflect binding statements of NSA’s legal position, definitive
statements of NSA policy, or final determinations with any operative effect. I will address each
memorandum briefly in turn, so as to provide the court With a more complete description of the
material and facilitate any further analysis of Exemption 5.

6. NSA Document 7 is a legal memorandum to a Deputy General Counsel of NSA
written by a senior NSA intelligence law attorney concerning a classified NSA SIGINT activity.

The memorandum was provided to this Deputy General Counsel in order to provide updated
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information concerning past legal advice regarding the parameters of certain classified SIGINT
activity. |

7. | NSA Document 14 is a legal memorandum written by a senior NSA intelligence
law attorney for NSA’s former Signals Intelligence Directorate (SID)° concerning classified
SIGINT activities and reflects legal advice concerning a range of options to be considered by
decisionmakers.

8. NSA Document 15 is a legal memorandum written by a senior NSA intelligence
law attorney for the Director of SID concerning classified NSA activities and is informational in
nature. 7It does not reflect a decision to engage in a particular course of action, but rather,
constitutes recommendations from the attorney to the SID.

9. NSA Document 16 is a legal memorandum written by a senior NSA intelligence
law attorney providing legal advice to the SID cgncerning classified activities undertaken pursuant
to EO 12333 and reflects non-binding, attorney guidance.

10.  NSA Document 17 is a legal memorandum written by a senior NSA intelligence
law attorney for the Director of SID concerning audits of SIGINT activities undertaken pursuant
to EO 12333. The memorandum constitutes recommenda;tions and analysis. provided by the senior
attorney in response to a request for legal advice.

11.  NSA Document 18 is a legal memorandum written by a senior NSA intelligence -
law attorney for NSA senior leadership concerning the protection of US Person information under -
EO 12333 and related regulations. The memorandum presents multiple points of consideration for
leadership in its analysis, and reflects the attorney’s legal interpretation of various aspects of the

questions presented.

5In August 2016, NSA reorganized. Functions of the SID, to include the SIGINT activities in
NSA 14, now reside with NSA’s Operations Directorate.
4
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12. NSA Document 19 is a legal memorandum written by a senior NSA intelligence
law attorney for the SID concerning the protection of US Person information during classified
SIGINT activities undertaken pursuant to EO 12333. The memorandum c\ontains legal conclusions
concerning thevse issues and reflects recommendations to decisionmakers.

13.  NSA Document 20 is a legal memorandum written by a senior NSA intelligence
law attorney for the SID concerning querying data collected pursuant to EO 12333. This
memorandum is informational in nature and reflects legal advice concerning certain queries of this
data. The memorandum contains recommendations for consideration concerning such queries.

14.  NSA Document 21 is a legal memorandum written by a seni(;r NSA intelligence
law attorney for the SID concerning NSA’s authority to conduct certain classified SIGINT
activities. “ The memorandum reflects 'legal interpretations of the regulatory environment and
provides clarifications regarding NSA authority, and also presents recommendations for future.

15.  With respect to NSA Document 28, I discussed this document in detail in my
‘ Supplemental Declaratioﬂ of 7 June 2016, noting that NSA 28 is a “legal opinion drafted by the
NSA OGC at the request of its client,” the SID. (NSA Supp. Decl., Dkt. No. 79, ] 14-16). In
particular, 1 explained that the redacted attorney-client privﬂeged information should not be
considered ‘;Working law” of the NSA, as the memorandum instead “sets out legal advice
concerning the legal limits to access by non-NSA personnel of NSA signals intelligence
databases,” as well as advice concerning privacy protections and “potential changes to existing
NSA dissemination procedures.” (/d. § 14). As this document was never binding upon SID, which
“was free to decline to adopt any of the dissemination practices discussed in the memorandum”
(id. 4 15), it too reflects considerations for decisionmakers rather than itself constituting a binding

policy determination.
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16. A‘; bottom, the Office of General Counsel (OGC), from which each of the
aforementioned documents originated, has no policy role, but rather, provides legal advice to its
clients that constitutes one consideration among many for policymakers. As n(;ted in my prior
submissions, “[the NSA OGC is the exclusive NSA component for providing legal services to all
NSA elements and is led by the General Counsel, who is the NSA’s chief legal officer.” (Supp.
NSA Decl., Dkt. No. 79, § 16). While OGC “provides legal advice on a number of different legal
matters, . . . the office has no authority to issue final decisions or authoritative statements on NSA
policy,” to include those policies referenced in NSA Documents 7, 14-21 and 28. (Id.).

Segregabilitv and Unclassified/FOUO Information in Withholdings Made Pursuant to
FOIA Exemptions 1 and 3

17.  In addition to the aforementioned legal memoranda, NSA withheld in full two
- Inspector General Reports (NSA Documents 22 and 23), as well as withheld in part a Quarterly
Report to the President’s Intelligence Oversight Board (NSA Document 79), pursuant to
Exemptions 1 and 3, ;;vhich were in turn challenged by ACLU. Plaintiffs similarly challenged the
withholding in}f‘ull of NSD Documenfs 7,37, 42, 44, and 47. With respect to these materials, the
Court stated that Defendants failed to “address in their reply whether they did conduct a line-by-
line segregability review on these . . . documénts,” instructing Defendants to “conduct such a
segregability review . . . or inform the Court that this review has already occurred.” (Mem. at 36).

18.  First and foremost, I respectfully direct the Court to Paragraph 84 of my
UNCLASSIFIED declaration which states that “[a]ll of these documents have been reviewed for
purposes ‘of complying with FOIA’s segregability provision,” adding that “[a]n intensive, line-by-
line review of each document was performed.” (NSA Decl., Dkt. No. 64, q 84). Moreover, I
explained that with respect to these materials and any information withheld under Exemptidn I,

even “information that, viewed in isolation, could be considered unclassified, is nonetheless
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t

classified in the context of this case because it can reasonably be expected to reveal (directly or by
implication) classified naﬁonal security information . ...” (/d. Y 85).

" 19. Specifically, with respect to NSD Documents 7, 37, 42, 44, and 47, which were
also discussed in detail in my CLASSIFIED declaration, I explained in my supplemental
UNCLASSIFIED declaration that “these documents concern in their entirety specific classified
operations or activities of the Agency that have not been publicly acknowledged and do not
contain any segregable information,” as the “compliance matters discussed therein are
inextricably intertwined with factual descriptions of NSA functions and activities that are both
classified and protected from public disclosure by statute.” (Supp. NSA Decl., Dkt. No. 79, § 13
(emphasis added)). Accordingly, after performing a segregability review of these NSD materials
containing NSA equities, I “determined that no portion of these documents could reasonably be
segregated ahd released.” (Id.).

20.  With respect to NSA Document 22 (as well as the aforementioned NSD
documents), which are all discussed in my CLASSIFIED declaration (see,"/e. 2., NSA Class. Decl.
99 7-10), my initial review determined that “[o]ther fhan the . .. dates and number of pages, no
information . . . [could] be released because the very fact of” the intelligence sources and methods
implicéted “is currently and properly classified.” (NSA Decl., Dkt. No. 64, q 38).

21.  Similarly, concerning NSA Document 23, my UNCLASSIFIED declaration
explaihs that NSA fully withheld this OIG Report “concerning particular intelligence acti'vities of
the NSA, including the dissemination of communications intelligence to partner agencies,” after
determining “that there is no reasénably segregable, non-exempt information in the report.” (Id.
958).

22. By contrast, during its review of NSA Document 79, NSA determined that it could -

indeed segregate certain information, and accordingly, NSA released UNCLASSIFIED materials

Ed
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including “publicly acknowledged NSA functions and activities,” while nevertheless “protecting
the material that remains classified and/or protected from disclosure by law.” (Supp. NSA Decl.,
Dkt. No. 79, § 13). -

23..  Aspartof its review in conjunction with the Court’s 27 March Opinion, NSA again
analyzed these materials for segregability, confirming that there are no reésonably segregable
portions of those documents that it withheld in full. At bottofn, even where “each and every word”
in a withheld document is neither classified, nor protected from disclosure by statute, Courts have
recognized that to provide such material “standing in a vacuum would be meaningless,” whereas
to provide “sufficient context . . . to make the non-exempt material meaningful, thevcircumstances
warranting the classification of the [document] would Be revealed.” Cf. Am: Civil Liberties Unioﬁ
v. Dep’t of Justice, No. 15 Civ. 9002 (PKC), --- F. Supp. 3d ----, 2017 WL 213812, at *4 (S.D.N.Y.
Jan. 18,2017). Itis clear that the “FOIA does not require redactions and disclosure to this extent.”
Id. (citation omitted); accord N.Y. Times Co. & Charlie Savage v. Nat’l Sec. Agency, 205 F. Supp.
3d 374, 381 (S.D.N.Y. 2016) (“This [segregability] provision [of the FOIA] does not require
disclosure of non-exempt material rendered meaningless by surrc;unding deletions.”).

24.  Relatedly, with respect to NSA Documents 22, 23, and 79, as well as NSD
Documents 7, 37, 42; 44, and 47, the Court instructed Defendants to review these documents “for
improper withholding” under Exemption ’1 of “Unclassified/For Official Use Only” or “U/FOUQO”
material. (Mem. at 37). Further to the Court’s direction, upon another review, NSD Documents
7, 37, and 44 do not contain any U/FOUO information and contain solely classified information.
NSD Documents 42 and 47, as well as NSA Documents 22 and 23, do contain a limited amount
of U and/or U/FOUQ information, as well as classified information. These documents were all
withheld in full pursuant to both Exemptio;l 1 and Exemption 3. As described in my supplemental

UNCLASSIFIED, declaration, with respect NSD Documents 42 and 47, “these documents concern
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in their entirety specific classified operations or activities of the Agency that have not been publicly
acknowledged and do not contain any segregable information.” (See NSA Suppl. Deci., Dkt. No.
79, 9 13). I have reviewed the unclassified materials in these documents and. find that all such U
or FOUO material is not oﬁly “inextricably intertwined with factual descriptions of NSA functions
and activities that are both classified and protected from public disclosure by statute,’; but also
meaningless when segregated. (See id.). Similarly, with respect to the aforementioned NSD
materials, as well as with respect to NSA Document 22, “any description of the information
withheld beyond that given below would reveal information that is currently and properly
classified . . . and is protected from release by statute as this information would reveal the
intelligence sources, methods, activities, and fun;tions of SIGINT collection and exploitation.”
(NSA Decl., Dkt. No; 64, 4 26 (emphasis /added); see also id. Y9 41-44). Finally, my
UNCLASSIFIED declaration also addressed NSA Document 23 in detail, explaining how “[a]ny
disclosure of the withheld information would reveal NSA’s capabilities and the tradecraft used to
carry out its vital communications intelligence mission.” (Id. § 61); (see also id. q 59/(“1 have
reviewed NSA’s Withholding in full of this document and determined . . . that this decision was
© correct....”)).

25. Additionally, specifically with respect to the U/FOUO material that remains
redacted in NSA Document 79, e‘very such withholding Awas made pursuant to Exemption 3 only,
in order to protect from disclosure, inter alia, NSA organization, functions, or activities. 50 U.S.C.
§ 3605. Accordingly, NSA is not improperly asserting Exemption 1 over this redacted material.

Classified Annex to DoD Procedures, NSD Document 94-125

26.. Defendants also withheld in part the 1988 Classified Annex to the DoD Procedures
under EO 12333, or NSD Bates Number NSD094-125. Plaintiffs advanced the argument that the

Government had already officially released some of the withheld material in this document,
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prompting an additional review by NSA. (See NSA Supp. Decl., Dkt. No. 79, § 16 n.3). The Court
directed Defendants to “inform the Court of the result” of this additional review. (Mem. at 38).
27. By letter dated September 26, 2016, Defendaﬁts provided a supplemental release
of NSD094-125 to Plaintiffs. That letter explained that Defendants “re-processed this document
in an attempt to maximize the disclosure of segregable, non-exempt portions of the document, and

further, to ensure consistency with prior releases of the same document.”

CONCLUSION

I declare under penalty of perjury that the foregoing is true and correct to the best of my

knowledge and bel\ief.

Executed this 14" day of June, 2017, pursuant to 28 U.S.C. § 1746.

Dr. David J. Sherman
Associate Director for Policy and Records,
National Security Agency
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION
and AMERICAN CIVIL LIBERTIES
UNION FOUNDATION,

No. 13-CV-9198 (KMW)
Plaintiffs,

V.

NATIONAL SECURITY AGENCY,
CENTRAL INTELLIGENCE AGENCY,
DEPARTMENT OF DEFENSE,
DEPARTMENT OF JUSTICE, and
DEPARTMENT OF STATE,

Defendants.

DECLARATION OF KEVIN G. TIERNAN

I, Kevin G. Tiernan, declare as follows:

1. I am the Supervisory Records Manager of the Records and Freedom of
Information Act (“FOIA™) Unit of the Office of Risk Management and Strategy in the Natjonal
Security Division (“NSD”) of the United States Department of Justice (“DOJ” or “Department”).
NSD is a component of the Department. NSD formally began operations on October 2, 2006, by
consolidating the resources of the Department’s Office of Intelligence Policy and Review
(“OIPR”)! and thé Criminal Division’s Counterterrorism Section (“CTS”) and Counterespionage
Section (“CES”)%. As the Supervisory Records Manager, I supervise NSD’s records
management and FOIA personnel. In that capacity, | oversee the processing of all FOIA

requests made to NSD and the management of the Division’s records, a large percentage of

! OIPR is now known as the Office of Intelligence (“OI™).
2CES is now known as the Counterintelligence and Export Control Section.
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NSD’s records inciude information that is properly classified under Executive Order 13526. In
addition, I am the Department’s liaison to the Interagency Security Classification Appeals Panel
(“ISCAP”) which reviews appeals of mandatory declassification review requests under
Executive Order 13526.

2. In a letter dated May 13, 2013, plaintiffs the American Civil Liberties Union and
the American Civil Liberties Union Foundations (“plaintiffs™), requested the following:

(1) Any records construing or interpreting the authority of the Nattonal
Security Division (“NSD”) under Executive Order 12,333 or any
regulations issued thereunder;

2) Any records describing the minimization procedures used by the NSD
with regard to both intelligence collection and intelligence interception
conducted pursuant to the NSD’s authority under EO 12,333 or any
regulations issued thereunder; and

(3)  Any records describing the standards that must be satisfied for the
“collection,” “acquisition,” or “interception” of communications, as
the NSD defines these terms, pursuant to the NSD’s authority under
EO 12,333 or any regulations issued thereunder.

This request was assigned NSD FOI/PA #13-175.

3. Plaintiffs served their complaint in this lawsuit on the United States Attorney for
the Southern District of New York on December 30, 2013,

4, In a letter dated May 14, 2014, NSD informed plaintiffs that Executive Order
12333 governs intelligence collection by intelligence agencies, and that because NSD is not an
intelligence agency, it does not collect intelligence. In addition, NSD stated that it has no
authority under Executive Order 12333, and, as a result, NSD possessed no responsive records.

5. In a letter dated July 29, 2014, ACLU submitted a new request for the following

information:

(1)  Formal regulations or policies relating to any agency’s authority under
EO 12,333 to undertake “Electronic Surveillance” (as that term is defined

2
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)

€)

(4)

&)

in EO 12,333) that implicates “United States Persons” (as that term is
defined in EO 12,333), including regulations or policies relating to the
acquisition, retention, dissemination, or use of information or
communications to, from, or about United States Persons under such
authority.

Records that officially authorize or modify under EQ 12,333 any
agency’s use of specific programs, techniques, or types of Electronic
Surveillance that implicate United States Persons, including official rules
or procedures for the acquisition, retention, dissemination, or use of
information or communications to, from, or about United States persons
under such authority generally or in the context of particular programs,
techniques, or types of Electronic Surveillance.

Formal legal opinions addressing any agency’s authority under EO
12,333 to undertake specific programs, techniques, or types of Electronic
Surveillance that implicates United States Persons, including formal legal
opinions relating to the acquisition, retention, dissemination, or use of
information or communications to, from, or about United States Persons
under such authority generally or in the context of particular programs,
techniques, or types of Electronic Surveillance. '

Formal training materials or reference materials (such as handbooks,
presentations, or manuals) that expound on or explain how any agency
implements its authority under EO 12,333 to undertake Electronic
Surveillance that implicates United States Persons, including the
acquisition, retention, dissemination, or use of information or
communications to, from, or about United States Persons under such
authority.

Formal reports relating to Electronic Surveillance under EO 12,333
implicating United States Persons that contain any meaningful discussion
of (1) any agency’s compliance, in undertaking such surveillance, with
EO 12,333, its implementing regulations, the Foreign Intelligence
Surveillance Act, or the Fourth Amendment; or (2) any agency’s
interception, acquisition, scanning, or collection of the communications
of United States Persons, whether “incidental” or otherwise, in
undertaking such surveillance; and that are or were:

(a)  Authored by an inspector general or the functional equivalent
thereof;

(b) Submitted to Congress, the Office of the Director of National
Intelligence, the Attorney General, or the Deputy Attorney
General;
or

(c) Maintained by the office of the Assistant Attorney General for

3
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National Security,
This request was assigned NSD FOI/PA #14-177.
. 6. On October 31, 2014, ACLU filed an amended complaint, which made the July
29, 2014 request a part of the December 30, 2013 lawsuit.

7. After a series of voluntary disclosures and discussions among the parties, the
Government moved for summary judgment, supported by various declarations describing each
agency’s search for responsive records, and explaining the basis for any withholdings of
responsive records. One such declaration (ECF NO. 65) was made on February 26, 2016, by
John Bradford Wiegmann, who serves as the Deputy Assistant Attorney General of NSD
(“Wiegmann Decl.”). As the Wiegmann Declaration explained, NSD’s search located 68
responsive records; eight of those records were released in full to plaintiffs, nine were released in
part, and the remaining 51 were withheld in full. Plaintiffs indicated that they wished to
challenge only 19 of the 68 NSD documents withheld in full, namely NSD 2, 4, 7, 9, 12, 13, 14,
17,18, 23, 30, 31, 33, 36, 37, 42, 44, 47, and 48. Plaintiffs also challenged the partial
withholding of the documents Bates numbered NSD 94-125 and NSD 202-207. These
documents were described in an index attached to the Wiegmann Declaration. NSD withheld the
documents numbered NSD 2,4, 7,9, 12, 13, 14, 17, 18, 23, 30, 31, 33, 36, 37, 42, 44, 47, and 48

in full and NSD 94-125 and NSD 202-207 in part pursuant to FOIA Exemptions 1, 3, and/or 5,
as detailed in the Wiegmann Declaration and the index. Mr. Wiegmann also provided a
supplemental declaration (ECF No. 80)(“Supplemental Wiegmann Decl.”) in June 2016 in
connection with the Government’s reply memorandum and opposition to plaintiffs’ cross-motion
for partial summary judgment, which provided further information regarding the withheld

documents.
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8. In a Memorandum Opinion and Order dated March 27, 2017, this Court stated
that it could not conclude based on the information provided to date thét NSD had conducted an
adequate search for documents responsive to plaintiffs’ request. This Court also denied the
Government’s motion for summary judgment to the extent that motion Was based on the
assertion of FOIA Exemption 5 as to NSD 12, 13, 14, 23, 33, and 49. The same ruling, however, -
upheld the Government’s assertion of FOIA Exemptions 1 and 3 as to those same documents.
The Court further invited the Government to submit additional information to also justify NSD’s
assertion of Exemption 5 as to these documents, as well as to further explain the agency’s search.
This declaration provides additional information from and on bebaif of NSD. Declarants from
other agencies will address other issues identified in the Court’s order.

NSD’s Search for Responsive Recordé

9. As discussed in the February 26, 2016 and June 8, 2016 Wiegmann Declarations,
NSD determined that the most effective way to search for responsive documents was to identify
and then direct six attorneys in NSD’s OI® and one attorney in the NSD’s Office of Law and
Policy,* who have Worked on issues concerning electronic surveillance under Executive Order
12333 described in the request, to conduct searches for responsive documents. The six attorneys
within NSD’s Office of Intelligence consisted of (1) a Counsel to the Assistant Attorney General,
(2) the Section Chief of Operations, (3) the Section Chief of Oversight, (4) a Deputy Section
Chief of Operations, (5) a second Deputy Section Chief of Operations, and (6) a Unit Chief in

the Operations Section. The seventh NSD attorney who searched his files for responsive records

3 NSD’s Ol ensures that the Intelligence Community agencies have certain legal authorities necessary to
conduct intelligence operations, particularly operations involving the Foreign Intelligence Surveillance Act (FISA);
exercises oversight over the Intelligence Community’s use of FISA authorities; and assists in FISA-related litigation,

4 NSD’s Law and Policy Office develops and implements Department of Justice policies with regard to
intelligence, counterterrorism, and other national security matters and provides legal assistance and advice on
matters of national security law.
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was the Special Counsel within the Office of Law and Policy. In addition, as explained below,
NSD staff conducted a search of historical files that predated the formation of NSD in 2006.

10.  NSD searched for responsive records primarily through the aforementioned
individuals because, individually and collectively, they possessed the seniority, institutional
experience and knowledge, and areas of responsibility that would cover all of NSD’s
involvement with EO 12333 intelligence issues, and all of NSD’s records that would be
reasonably likely to contain records responsive to plaintiffs® requests. NSD’s relevant records
are not kept in a system that can readily be searched electronically using search terms, and they
are not widely dispersed withiﬁ the agency; rather, all pertinent NSD records are maintained in
case-specific or issue-specific files maintained by NSD legal personnel, and the individuals
whom NSD Sc:leéted to search were organizationally responsible for and knowledgeable about
NSD’s activities relating to EO 12333 intelligence, and all records of any such activities. Asa
result, NSD’s search used the best available means to uncover all NSD records responsive to
plaintiffs* requests, and no additional search methods are likely to reveal responsive NSD
records or record systems that were not searched as a result of the processes that NSD employed
through these individuals.

11.  Specifically, the Counsel for Intelligence to the Assistant Attorney General was
an attorney in NSD from August 2007 (just ten months after NSD was created) to May 2016.
During that time, he was an attorney advisor in NSD’s Office of Intelligence (“OI”) from August
2007 to December 2014 and the Counsel for Intelligence from December 2014 to May 2016.
While in O, he served as an attorney advisor in the Operations Section from August 2007 to
approximately October 2008 and in the Oversight Section from October 2008 to December 2014

His duties during his time in Operations and Oversight included oversight of the National
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Security Agency (“NSA”). As part of his duties as an attorney advisor in the Oversight Section,
he led various aspects of NSD’s oversight program regarding NSA’s use of the Foreign
Intelligence Surveillance Act (“FISA™), including but not limited to its implementation of
Section 702 of FISA. While the Oversight Section did not oversee Executive Order 12333
activities, Executive Order 1‘2333 authorities and their application were relevant to ensuring that
NSA’s activities were carried out consistent with FISA. The Counsel’s job duties when he was
an attorney advisor in Ol inc_luded running the day-to-day operations of NSD’s oversight teams,
receiving briefings regarding NSA collection capabilities and authorities, conducting oversight
reviews, and investigating potential incidents of non-compliance with FISA authorities. Asa
result of those duties, the Counsel had access to (and in certain cases, helped create the
‘organizational structure of) the electronic folders that contained virtually all of NSD OI’s
oversight records pertaining to NSA.>

12. Given the nature of plaintiffs’ fequest and the manner in which the relevant files
are kept, it would not have been effective or efficient for the Counsel for Intelligence to use
search terms to try to locate potentially responsive records. Instead, he conducted a manual
search throﬁgh all relevant electronic folders to identify responsive documents. As both a
subject matter expert and the creator of many of these oversight folders, he was aware of where
materials potentially responsive to this FOIA request would be located. He supplemented this
search by also searching through his hard copy files for topics related to Executive Order 12333
collection for potentially responsive documents. Thése hard copy ﬁleé were organized in folders

that were labeled by project name or subject matter.

3 The remaining oversight records were accessible by the Deputy Chief of Operations and the Unit Chief of
Operations, both of whom conducted searches for records responsive to this FOIA request, as described below.
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‘1 3. The Sectton Chief of Operations also conducted a search for responsive records.
He first began working in OIPR in Octobef 2001, and has served as the Chief of OI's Operations
Section since April 2010, as well as the Acting Chief from September 2009 to April 2010, As
the Section Chief.of Operations, he is responsible for overseeing OI’s operational work,
including the preparation of requests for electronic surveillance and physical search pursuant to
FISA. Again, given the nature of plaintiffs’ request and the manner in which the relevant files
are kept, it would not have been effective or efficient for the Section Chief of Operation to use
search terms to try to locate responsive records. Instead, as part of his review, he searched in
those portions of his electronic and paper files which he believed would contain potentially
responsive materials. As both a subject matter expert and as the creator of his files, he knew
where materials responsive to this FOIA request would be located.

14.  In addition, OI’s Oversight Section Chief also searched for responsive records.
The Oversight Section Chief first started working in OIPR in June 2004 as an attorney advisor.
He was promoted to Assistant Counsel in March 2005 and became the Oversight Section Chief
in 2008. As Oversight Section Chief, he is responsible for overseeing the Intelligence
Community’s foreign intelligence collection. The O‘versight Section Chief reviewed his hard
copy and electronic files to identify responsive records in his inossession. His electronic records
are organized by subject matter, which allowed for ready identification of potentially responsive
records. As both a subject matter expert and as the creator of his files, he knew where materials
responsive to this FOIA request woula be located, and did not use, or need to use, search terms
to locate relevant documents.

-15. Two Deputy Section Chiefs of Operations also searched for responsive records.

The first Deputy Section Chief has been in the office since February 2005. He was an attbmey
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advisor until 2006, and then became an Associate Counsel from 2006 to 2008. From 2008 to
2010, he served as the Unit Chief for Special Operations and, since 2010, has been a Deputy
Section Chief of Operations. The Deputy Section Chief of Operations personally went through
his paper and electronic files and searched for relevant projects he had worked on as well as for
any Executive Order 12333-related documents in his possession. As both a subject matter expert
and as the creator of his files, he knew where materials responsive to this FOIA request would be
located, and did not use, or need to use, search terms to locate relevant documents.

16.  The second Deputy Section Chief also searched for responsive records. The
second Deputy Section Chief started working as an attorney advisor in OIPR in January 2004.
He was promoted to Associate Coﬁnsel in June 2006 and becamé a Deputy Seétion Chief'in
April 2008. He left the Department in September 2015. The second Deputy Section Chief
searched his electronic ﬁles’ and his paper files, and as both a subject matter expert and as the
creator of his files, he knew where materials responsive to this FOIA request would be located.

17.  The sixth OI attorney who searched for responsive records was the Unit Chief in
the Operations Section. He joined OIPR in December 2004 as an Attorney Advisor, was
promoted to Deputy Unit Chief in May 2008, and became the Unit Chief of Operations in May
2010, a position he holds to this day. He manually searched his hard copy files and his electronic
records. His hard copy records are organized into separate physical folders or binders and are
labeled by project name or subject matter. The vast majority of his electronic files are organized
into separate electronic folders labeled by project name or subject matter. He reviewed those
files manually to locate and identify Fesponsive records. He also has a small number of |
electronic folders that he uses to store miscellaneous documents, and those folders are labeled in

a manner that makes the files’ contents easily identifiable. The Unit Chief manually searched
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these miscellaneous electronic folders to identify responsive documents. Due to the manner in
which the Unit Chief labels his files, he did not rely on search terms or keywords to conduct his
searches because doing so would have resulted in an under-inclusive search. Instead, the Unit
Chief was able to look at the project names, subject matter, or file names of his paper and
electronic files to determine whether a given folder or file contained responsive records.

18.  These six Ol attorneys were among the most senior attorneys in Ol and were in
the highest positions of leadership in that office. They had supervisory responsibilities and
possessed the most comprehensive institutional knowledge about Executive Order 12333, They
oversaw all of the work OI did on matters pertaining to Executive Order 12333, and any
additional records possibly located in the files of another OI employee would likely have been
duplicated in the files of at least one of these six attorneys. In addition, after these attorneys
conducted their initial searches, the results of those searches were amalgamated, and all six of
these attorneys met for several hours. They used their collective experience and institutional
knowledge to review the potentially responsive documents and to confirm that the searches were
comprehensive and produced a complete set of responsive records.

19.  Finally, the Special Counsel within th_e Office of Law and Policy also searched his
records. The Special Counsel joined OIPR, a predecessor to NSD, in 1997 as an attorney
advisor. Prior to working in the Office of Law and Policy, the Special Counsel worked as a
Deputy Counsel in OIPR, and he is among the most knowledgeable attorneys in the Office of
Law and Policy on surveillance matters. Because of this, he continues to work on and advise
others working on critical surveillance related mﬁtters. In addition, the Special Counsel works
more on Executive Order 12333-related matters than anybne else in the Office of Law and

Policy. The Special Counsel reviewed his hard copy and electronic files, which are organized by
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subject matter to search for responsive records. As both a subject matter expert and as the
creator of his files, he knew where materials -res_pqnsive to this FOIA request would be located.

20.  There is no other reasonably achievable search method that would be likelylto
uncover additional responsive records; specifically, other employees’ individual files would not
be likely to contain responsive records that the senior, supervisory personnel assigned to search
would not have either possessed or obtained based on their own expertise about NSD activities
and who at NSD worked on what EO 12333-related tasks. Therefore, it is unlikely that any
additional responsive records would be located in the ﬁles'of other employees within NSD,

21.  The searches conducted by these senior NSD employees and their additional
discussions to ensure comprehensiveness were the primary means that NSD employed to achieve
a complete search that would yield all responsive records. .In addition to these individuals’
searches and consultations, as explained in the Supplemental Wiegmann Declaration, NSD FOIA
staff also conducted a search of OIPR’s historical policy working files for potentially responsive
records that were generated before NSD’s formation in 2006. NSD maintained these files as an
archive of historic policy and operétional documents that formerly was consulted by OIPR
attorneys until NSD was established. The goal of this supplemental search was to identify any
additional pre-NSD records (if any) on which DOJ and the IC agencies governed by EO 12333
continue to rely as authoritative, but NSD’s primary means of identifying records known to NSD
about EO 12333 activities was NSD’s search by the senior-level individual searches. NSD
electronically and manually searched the OIPR archives using the search term “12333
procedures” and evaluated each ‘hit’ for responsiveness to the request. Together, these searches
covered all the systems and types of files that were likely to contain responsive records

possessed by each attorney, and NSD FOIA is unaware of other locations or personne] that
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would be likely to yield additional responsive information. Due to the nature of the duties,
seniority, aﬁd institutional knowledge of the senior officials who carried out the search, it is
unlikely that any other NSD personnel would have responsive records that at least one of the
seven attorneys who conducted searches did not also have, beyond the historical records that

were searched separately.

Invocation of Exemption 5 for NSD 12, 13, 14, 23, 33, and 49 and NSA 11 and 12

22,  The ergma.nn Declaration stated that FOIA Exemption 5, and specifically the
attorney-client and deliberati\}e-process privileges, applied to the “vast majority” of the
documents designated NSD 12, 13, 14, 23, 33, and 49, and NSA 1 1 and 12. In its order, the
Court invited NSD to “supplement its submissions with detail about what portions of these
documents do, and do not, contain legal advice or deliberative and pre-decisional analysis.”

23, Documents NSD 12, 13, 14, 33, and 49 and NSA 11 and 12 each consist of a
number of sub-documents: privileged and deliberative memorénda from an Exécutive Branch
official to another Department of Justice official recommending that s’he take a particular course
of action; and non-privileged, non-deliberative documents reflecting the governmental action
decisions that occurred after consideration of those recommendations. Document NSD 23, in its
entirety, is a privileged and deliberative memorandum from a Department of Justice official to
another Department of Justice official recommending that s/he take a particular course of action.
NSD asserts Exemption 5 only for the portion of each of those documents that consists of
memoranda. I note, however, that all of these documents are classified in their entirety and
therefore protected in full from disclosure by FOIA Exemptions 1 and 3, as the Court has already
held.

24.  Specifically, NSD 12 is 36 pages long, of which the privileged memoranda

consist of 14 pages; NSD 13 is 111 pages long, of which the privileged memoranda consist of 46
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pages; NSD 14 is 45 pages long, of which the privileged memoranda consist of 32 pages; NSD

23 consists exclusively of a privileged memorandum and is four pages long; NSD 3_3 is 52 pages -
long, of which the privileged memoranda consist_bf 31 pages; NSD 49 is 24 pages long, of which
the privileged memoranda consist of 16 pages; NSA 11 is 45 pages long, of which the privileged
memoranda consists of 40 pages; and NSA 12 is_ 87 pages long, of which the privileged
memoranda consist of 85 pages.

CONCLUSION

I certify, pursuant to 28 U.S.C. § 1746, under penalty of perjury that the foregoing is true

and correct.

xecuted this ay of June , Washington,
E d thi Z‘H‘f/\d £ June 2017, Washi DC

oonn & o

KEVIN G. TIERNAN
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION and
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs, No. 13-cv-09198 (KMW)
V. ECF Case

NATIONAL SECURITY AGENCY,
CENTRAL INTELLIGENCE AGENCY, NOTICE OF APPEAL
DEPARTMENT OF DEFENSE,
DEPARTMENT OF JUSTICE, and
DEPARTMENT OF STATE,

Defendants.

NOTICE IS HEREBY GIVEN that the American Civil Liberties Union and the
American Civil Liberties Union Foundation, Plaintiffs in the above-named case, hereby appeal to
the United States Court of Appeals for the Second Circuit from the final judgment entered in this

action on August 22, 2017 (Docket No. 113).

Dated: October 20, 2017 Respectfully submitted,

/s/ Ashley Gorski

Ashley Gorski

Patrick Toomey

American Civil Liberties Union
Foundation

125 Broad Street, 18th Floor

New York, NY 10004

Phone: (212) 549-2500

Fax: (212) 549-2654
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agorski@aclu.org

Hannah Bloch-Wehba
David Schulz
Diana Lee (law student intern)
Sebastian Brady (law student intern)
Paulina Perlin (law student intern)
Media Freedom and Information
Access Clinic,

Abrams Institute, Yale Law School
P.O. Box 208215
New Haven, CT 06520
Phone: (212) 850-6103
hannah.bloch-wehba@yale.edu

Counsel for Plaintiffs





