Case: 17-16107, 03/30/2018, ID: 10820052, DktEntry: 32, Page 1 of 60

No. 17-16107

In the Anited States Court of Appeals
for the Ninth Civcuit

WILEY GILL; JAMES PRIGOFF; TARIQ RAZAK; KHALED IBRAHIM,;
AARON CONKLIN,

Plaintiffs-Appellants,
V.

DEPARTMENT OF JUSTICE; JEFF SESSIONS, Attorney General; PROGRAM
MANAGER - INFORMATION SHARING ENVIRONMENT; and
KSHEMENDRA PAUL, in his official capacity as Program Manager of the
Information Sharing Environment,

Defendants-Appellees.

FURTHER EXCERPTS OF RECORD
Volume 1 of 1 — Pages 1-56

On Appeal from the United States District Court
for the Northern District of California
No. 3:14-cv-03120-RS
The Honorable Richard Seeborg, District Judge

Stephen Scotch-Marmo Linda Lye
stephen.scotch- llye@aclunc.org
marmo@morganlewis.com Julia Harumi Mass
Michael James Ableson jmass@aclunc.org
michael.ableson@morganlewis.com AMERICAN CIVIL LIBERTIES UNION
MORGAN, LEWIS & BockIus LLP FOUNDATION OF NORTHERN
101 Park Avenue CALIFORNIA, INC.
New York, NY 10178 39 Drumm Street
T.212.309.6000 San Francisco, CA 94111
F. 212.309.6001 T.415.921.2493

F. 415.255.8437

Attorneys for Appellants
Wiley Gill, James Prigoff, Tariq Razak, Khaled Ibrahim, and Aaron Conklin
(Additional Counsel on Inside Cover)



Case: 17-16107, 03/30/2018, ID: 10820052, DktEntry: 32, Page 2 of 60

Mitra Ebadolahi
mebadolahi@aclusandiego.org
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION OF SAN DIEGO AND

IMPERIAL COUNTIES
P.O. Box 87131

San Diego, CA 92138
T.619.232.2121

F. 619.232.0036

Hugh Handeyside
hhandeyside@aclu.org

AMERICAN CIVIL LIBERTIES UNION

FOUNDATION

125 Broad Street, 18th Floor

New York, NY 10004

T. 212.549.2500

F.212.549.2654

Christina Sinha

christinas@advancingjustice-alc.org

ASIAN AMERICANS ADVANCING
JUsTICE — AsSIAN LAW CAuUCUS
55 Columbus Avenue

San Francisco, CA 94111
T.415.848.7711

F. 415.896.1703

Peter Bibring
pbibring@aclusocal.org

AMERICAN CIVIL LIBERTIES UNION

FOUNDATION OF SOUTHERN

CALIFORNIA

1313 West 8th Street

Los Angeles, CA 90017

T. 213.977.9500

F.213.977.5299

Jeffrey S. Raskin
jeffrey.raskin@morganlewis.com

Phillip J. Wiese
phillip.wiese@morganlewis.com

MORGAN LEWIS & Bockius LLP

One Market, Spear Street Tower

San Francisco, CA 94105

T. 415.442.1000

F.415.442.1001

Attorneys for Appellants
Wiley Gill, James Prigoff, Tariq Razak, Khaled Ibrahim, and Aaron Conklin



Case: 17-16107, 03/30/2018, ID: 10820052, DktEntry: 32, Page 3 of 60

Wiley Gill, et al. v. Dept. of Justice; Jeff Sessions, et al.
U.S. Court of Appeals Ninth Circuit No. 17-16107

Further Excerpts of Record

INDEX
Docket Description Date Page No.
No.
1 Privacy Impact Assessment for the 11/25/2008 1-26

eGuardian Threat Tracking Systems
(Exhibit 5 to Complaint filed
07/10/2014)

28

Defendants’ Reply in Support of 12/11/2014 27-34
Motion to Dismiss (excerpts)

71

Further Supplemental Joint Case 09/04/2015 35-49
Management Statement

72

Order Referring Issues to Magistrate 09/08/2015 50-51
Judge and Continuing Further Case
Management Conference; denying
request to propound jurisdictional
discovery

113

Defendants’ Notice of Motion for 08/18/2016 52-56
Summary Judgment and Memorandum
In Support (excerpts)




Camec31A-b5103] 2B/RS 2 M UMehd8200its) DRIEDITY: Pagess 6fiEd

Exhibit E

Exhibit E - Page 89 FER 1



Camec31A-b5103] 2B/RS 2 M UMehd8200is) DRIEDITY: Pagego bifEd

.};in" 4

I

Piivacy Impact Assessment
» for the
eGuardian Threat Tracking System
Responsible Officials
. Countertervorism Division
| Progrdin Mariagér

g “Phreat Montoring Uit (FMU)

5 System Developer
: I
Tagk Foroe (FTTTE)

b6

0 Reviewing Officials. b7c

Forsigh Térrorist Tracks

Chi¢f Pfiyacy and Civil Liberties Officer
Pedegsl Buredy of Tnvestigation:
. . Chief Information Officer
. Department. of Justice

Apdroving:Official

Acting Chief Privacy Officer and CIVIl Libetties Officer
‘Department of Justice

November 25, 2008
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INTROPUCTION
Qverview
The National Threat Center Section (NTCS) in the FBI's Counterterrorism
Division is the focal pomtfot all threat information, préliminary analysis, and assxgmuent
for immediate action-of 1l emerging Interbational Tertorisni dnd BDomestic Tefforism
© thireats incoming tothe FBI, WithinNTCS, the Threat Monitoring Unit-(TMU) has the.

' pritnary responsibility for, suppoerting the FBI's role in defending the Utiifed: States
againstitérrorism threats. Through coordination with FBI FieldOffices, Lepdl Aftaches,
arid other government: :agencies, TMU collects, assesses, dissgminates,. and-memorializes
all thréat information-collested or recéived by the FBL A cofpiation-utit-t T™U, the

Threat Review Unit (TRU), analyzes the threafinformation thatis collected in-orderfo
identify trends-and.prépares informatiofal products-hidt canbé shiared.

 ‘Tohelp itaceomplish its work; in 2003, TMU. developed the Guardian Piogkarn;!
Guaidian is.aninformation. techmﬂcgy system miaintained at the Secret levelthat allows
TMUocollest supibionsaetivity repoits(SARs) made to the FBE: il teview (e SARS.
inanorganized: way to determine w}nch ones warrant additiongl mv&shgatwe follow—up
‘Guardian’s primary:piis o fsnot Lo’ ‘mariage cases, butto: facilitate the: TeppIting,:
“tracking, and hans efit,of thredts 10:determiiie within a:shott time Span (30-daysor
lessy wheﬁietapam iifar iatter shoult e closed o refeired-for:an-fnvestigation. .
‘Guardizn.also-facilitates this TRUs wotk inpecforming its analytical fungtidns bécause:

. Beganse ofthe iridndate, expréssed in the Intelligente Reform'and Tefrorisit

-,

-l’mventmn Abtas we"ll 25 i othex: stahztes and“Execum'e @rdéts and m‘the ahbnal

; ébatc, Im;al axid tribal: (SLT) Taw enfoxcement parmers,thc BBI; now pmposesf@ crEateran
-unclassified version ofits GuardianProgram —called: eGuardlam-ﬂnafvail prcmde
;parﬁcipauﬁgpaﬂners With agéess 4o axeporungsystem kel QUIERL ,
“ninclassified Tntermet ictwork it will beaceéssed-through Fase: Enforcementﬁnlme
(LEQ). ‘The SARs:that arg-contributed to 6Guardian, afierinitial Approval will be
decessibletp specialfy-vettsd. tépresentatives of oftiér federdl Taw enféroemehitpartagrs.
-and SLT lew enforcement partners. ‘These SARs should] help facilitate situational
awareriess with respect to.poténfial: termnsm threats. ‘Sharifig thesé reportsghould:
‘eliminate- &emdxeﬁonabandhumaucrahc impedimierits that-otherivises delay

: Qonmmnicatzon of this nn;;ottmt information that is necessary to.enhance out-hational
, seclmty posmre.

Information Sources
I‘he threat mfoitmanon 10 be cnmribnmdto eGuax:dxanmay eom&ﬁ:om ﬂ'u:ee

TheGuardisn Progran was the subjictof a-PﬁvacyltmpactAssessmentdatedApﬁl=i?;; 2005.
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Department-of Homeland Security” andlaw enforcement investigative.services withinthe
Depactmient of Dieferise;” and(3) SARs contrfbuted by SLT law enforcement:

Unclassified informiation from the Guardian system that appears+o have a
potential nexus to terrorism will be passed down fo £Guardian, where it willbe available
for-viewing by.the parficipants-of eGudrdian, intluding those members o SLT law
enforcement and rcpresenta&v&e of other federal law enforcement agencies thathave
besn given petission to:aceess the eGuardian system.

For the infopmation comiig from other federal agencies with lavw.enforeenient
fiinietions, incliding KBl unclassified reporting passed throngh Guardian Express; TMU
YAl condigt the-tnitial scréening of: federal suspicions astivity-réports, otlier thanreports
by law- enforeement investigative:services within DoD, Suspicicus detivity reports frofn
Iaw enforeeinent investigative services within DoD) will bie atalyzed if-a oD fusion:
center-like organization for a futther detennmatmn ‘whethier themformanon watrants.
contribution to. eGuardian (ibeled:as the. Shared Data. Repos:tory (SDR)-ondDiagram laa)

-and:then on.inta Guardlan,

suspmtous Activity Reports from SLT parners will be sibmitted to the
appropriate State or Local Busion Certer for asinjilaranalysis:there. Ifthe Fusion Ceriter.

-aecepts atepoit as démonstrating 4 potiitialinexus to terrorissd, it will-be sibmitted to.

the:SDR- andthen oninto Ghardian for the FBIto analyze further todetermine if
ifivestigativé actiot at the Federdldevelis: wairraited, Adamonaﬂy,, onceﬂlerepomsm

-thié SDR; it will:be Gvailable for: wiewing: byfhcyarﬁcigants 6f eGuianjdr.

From each oft thesespurcw, fthose ZEPOKS' thamppearto haveg}aobennaltn@ma K
‘tettorism willibe added o the: Guardiin systeimfor furthy yisis: Tncidents:and theats
that are’ found: to warrant investication-will:be ass:gnedd, yardian; to a:member: obone.
¢ 4l 56 FBIHIddivisions:

whoarg, depntzzeci as fedetal-agents; ag wellias Jaw-enforcement agents:fron: othier fed'eraf

‘agéncies, includingthe: Depatteiit of Hotieland. Segiitity and: the@epattmeﬁtof
‘Defense. TheJTTES have: the-primary:responsibility formvesugaﬁ‘ng terroristlireatsy.
-events, and suspiclous activities with & potential nexis fo feftofisti.

Tﬁae@uardmﬁsygtem willbe: used {0:record; teview; sort; and prioritize these
counterterrofisn thrgaty and suspicious activity-icidents and:presentthe information to

law enforcement parthers who will decess:the eGardian SDR throtigh o Spesial fnterest

Group accessed throuph EEQ. Law- anfomement‘agencm that have contribinted.

. mformatton will'have read and write décess to et réportsin e SDR indiderto update

thef.as tiecessary. Othier law enforéeinent parinets Will have. send-cnly accessto the

Thwemclude theFedéral A Marghals Scmoc, Imxmgmuan and Customs Eni‘amemcnt,

) Customs and'Border Protection, and fhe United Stajes Coast Guard:

These include the Army Criminal Tnvestigation Commeatid (CID), thie Naval Crintinal

. Invesﬁgahveﬁemce, and the AfrForce Office of Speeial fovestizations, Other DOD companents:with

foreg protactmn Taw enforcement rrest authority: may-also partivigate in eGuardian, SuchAs the Pcnmgdn
ForceProtection dgency;
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SDR to-ensure appropriate dissemination of these couritertezorist theats and:suspicious
activity incidents,
Review Process

Throughout the irfitial, threat reporting process, regardiess of wheré thereport
originates, if'a determination ismade of “no fiexus to-terrotism,” the information willnot
be added to the eGuardian SDR, Additionslly, at the Fusion Center: Tevel, the information.
will bé deleted. Ifa clear determiniation is made of “a-fiexus fo terforisn” the
information will bie passed glong to the eGuardjan’ SDR for further disseminationand:
thien on.to Guardian or analysis, TFn6 deterininiafiott can benade reganding 4 fexus fo

tercorism,” but neither can the nexushe d;é&ounted, the information-willbe added 1o the
eGuardian SDR: forpattern and trend atialysis.

“n-Keeping with the retention pefiod: cutrently in effact forstite erimmal
intelligence, Systems: mider28-CRR: Pact 23, suspicionis:achvity reportsdn:this third
atagary (cports fof Which adefermiiiation edtinot bemiade whiether orfot-anesus &
terrorigm exists) will betetained for a-period-offive years and- will be:nsed for analytical.
putposes:and/ortodemdnstrate frents. -Guatdian considers all:reports subiitted 16:the:

should a: imbmlthngagmcy

systeinto be the popérty of thesubaditing agency; therefo
desirethat xeportHo reitioved fromittie systemptior-toithis five-year mark; thevéyort
Willberemoved. %emsemese reports al§o-canrbe availabledor frend:snd otier-
analys% '

Yser- Agcess/Security

The eGuardxahsystjam will-énsure consistency of processiand of handling
profocols by psing amniform user agreement for esctiagencyor law: enforcemententity:
‘Ahiat Condepts.to; saGuard;anvthfough»LEO By signing fhe:tiser agrecmont. the parties Will
agree to the Fusion Ceéntet or TMU pohcxw, which reflést the condifions ofus¢ and.
‘privacy-and security requit derits of eGuardian, Allusers Will bereqmm&*toassenf 0

‘thesesules g behivior each firiie they Jogon to the 1
‘berequired:to:complete robust system training: the orporate: ian:policies
andpmcedum ‘toncefning privagy-and ivil libetties: Auﬁitebntrolswﬂlbe emplvyé&@t_b?:
‘ensinethatthe use of eGuztdidn is consistent mﬂt:t&mtendedpmpose. ,

“The fbﬂowing diagram (Dxa‘gran; la) provides:gti. overyiew of ihe éGuaI‘dmzzrsys(m dmfbéd |} f7ti,g
“Privacy Fmpaet, Assessment: Dt i§-Tripit: at i imitial; Iepel bt 5 *
entity:hefore being passed:to’elSuardian: Grmation appedrs to-be diidked ‘terrorism. Tha
Datd Tnpue Zona" vepresents:; conthiblitars' of su 2 réportswifli-a:pt
nexus foverrorism, The Fusion Center Miragerait. Zake: Pepresenis ing :

‘thesa reports;are shired wilh-eGuardian: par{fcx‘;:ams. The. - Excharige Zaie iswhere: rhw
information sharing: will actiially:oceur, onice  determiriation.has been madethat tie régort has apotential
aiéxus to. terrorism.  The.FBY's vole is 10.5erve-as both-a-contributor of information: from.its Guardian.
System anda recipient of eGuatdﬂmrepumrhat waﬂanwddmona!mesbgatwmat {heBedergldevel;
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Section 1.0
The System and the Information Collected and Stored
within the Systeriy

1.1 What information is to bie collected?
¢Guardidn will.collect tetror i threat inforimation:andfor suspicious activity
information having & poteéntial nexus to terrorism, “Susplclous activity” is defined as
-observed behavior that may be indicative ofintelligence.gathiering or p:e—opemnonal
A (plannmg related tostérrorista, orifminal or otherill itinterition: THis.defnitionis
coisistent with the defiitionutilized by the Program Menager/Tnformation Sharing
Enivirorimsnt (BM/ISE): Suspiciopsiactivities mayincude surveﬁlancﬁ, ayber aftacks,
probing:of security and: photographyof! Xey: mfmstruclme«fhmhﬁw “Personally
{dentifiable mfox:matmm(l’n) 0 be collected will incude:alj-available-identifiers
tegardmg thie subjectof & report or intident, such 453 iainey date-and:placs ofbirth,, umque
identifying numbets, physicaldesciiption; aﬁdsumlar dtiributes..

1.2  Froin whiom is thedrformation-colleeted?

Suspicious. actmty reports and: threais that Have aspotential nexus o terrogism
; may’be reporfed to law gnforcement froms private cifizént-orinay cofie directly: fromilaw-
foroemeiit persannel Whio:abSeivé of Arivestigate: ‘activities:

1.3 Peivacy Inmpact: Arralysis: Giventheamouptandtypeof
data coflected, discussthe: privacy risks.identified and how:
they wereat ltigated.

wwillave been ansled initialty By TMU:6 deterriine whieth ;
: wau'antplacement oftheiﬁfpfmmon Into: thz Sys‘tem. Suspxcmus:acu i
:«SL’I’lﬁw enfor ¢ ',-audotherf e iredite

qnalysts Tay Enﬁrcementi:

'cases"’of data:mg%"t-,' 1 sl wills
forrisss sufficiently tothe evel that.a xeport: shaul&’be added

Judgmerit that the mfg
“to.eGuiardisn.

eGug;dtan uses will baadvg_sed i1, an onliseititotial ﬂmt frequentcheckmgbfﬂle

encoutaged to-ensure: that information they have. éntered 1mﬁally is supplemented
“whedeverhew facks.até uacovered, Tiothework How thatis credted for £Guardian,
confribuifors willbe ablé to-add noteshiat help clanfythe cdritributéd information.

£Guardian hias:developed-a sef of gmdelm&s for: the types of information that
. earinot be-enterad into the systém‘by ity participating entity, ticlndingthe HBI: Hor
example, no-enfrymay be made info. aGuard‘anbasedsolermthee ty, xgoeor
teligion of an didividual oz sole[y on the:gxetcise of rights guatantecd by the First
Aimendment:or the lawfil éxercise of any other rights secared by the‘Constitution.or the.

Tasys of thie United Statés, ‘These restrictions will bé prominently: dlSPIRYEdWh@ﬂ an.
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individual decesses:eGiuardian and hé or she will have ’to«afﬁ‘:manvcfy indicute agreement
to-abide by thesexules: b&forebefngpenmﬁe(}io proceed fo-view- Tépors.

T addition, e following specific-categories of informiation mllmtﬁepenmtted
1 be-entered into €Guardian: ¢lassified information; information that diviilges sensitive
methads and techmques FISA-derived information; giandjury: fuformation; federdl
taxpayerinformation; Sedled: indictmerits; sealed.conrkproeeedings; coiifidential human,
source and wittiess information; Title II subject and mtercep’tmtbnnanon, and-other
information that is subjedt-folegal restiiction. The EGuardiani: Propram Mandger will
have personnél assigned toanonitor the system to ensurethat{hiese catégories of
information are ot included in eGuardian reports.

~ All information wilb be:subject:to threshiold. screeninig by the submitting Jaw
gnforcementofficen beforebemwplaced ity thesystem-and:then-will be submitied-to:a
Fusmn Ceénlet, 16" TMU 060" the DOD fiision. ‘center-Tike m;gamzahon THereitiafter
callectively: efenred ito-asa:“responsible. gatity”Twithinthe Fusion: Centet Manxgement
Zone, (see‘D st 14) Tor & décisionreganding adding theteport to-ef - Thig
$ereening will enisure that trained Taw ertforcénenitpersontiel and/of: analysfsmalce the
dnitial décision that a;report warrantsfurtherxeview. Furtherniore; the; eGnardian
workflow: archﬁécmre i§: desxgnedm TestrictHhic ability to-‘el Submitted TRports fothie
reporter; the: reporter s supervisor,and the: approvingmpons’hlecnﬁty Incxdents .
ssubmitted:to éGiiardisn williotbe viewableo thie eGuardian vsers outside:tbisworkflow:
Aifiil-the réportds. approve& & theresponsible nitity: Tevel..

Section 2:0
The Purpose of the:System and the Information
Collected and Stored withintha Systein:

23, Whyistheinformation being collected?:

The: Nationa) “Strat Agyforcomh' fing Terrorig/recopnizes that thewaroriterror
tequirss gréates: ﬂem’bxhl; andresilierice fo confont threats fadifig bus: nationfroma
f:ransnauonal‘ rropismmoveny 'esxgned,’ estroy ouway: flife.. The collection.of;

; ¢ gjr alﬁo with ﬂi?r’

enmhasxs place&.byfhs’l’xwdentaﬁd thecgngtess ¢

opr lawsenforcement partners.. 1 rex nithestreet s
-oﬁmmﬁzﬂi&ﬁ posith hsrve sus;ncinus ‘hetiar at xtiay’] &ﬂselﬁus,‘itfy
zmpl:caﬁons eGuardian-and Guardian provide a dynéniic. tgoLto accomph‘sh this Shaidng:
tositicredse awareness-and fostet review of thréafs-and suspivions achvities. matuﬁely
#riariner so that they-cari be:tnitigated: approptiately. Itis.also- VEEY inipirtant to:note that.
eGuardian s atits very essence, simply aplatfornito standardizetie disparate SAR:
sy&tems Gitrrently utilized by-egenciés o colleet information, which-will énbancs
‘communication amonglaw enforeemest: senitities as-wéll as sitnational-awareness:
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2.2 What specific legal authoritles; arrangements -and /of

agreenients-authorize the ¢ollestion of information?

The FBT's general mveeﬁgahve authority in 28U8:C. 533 and‘zts penefat
guthority to collect recorcis in 28 U.S.C. 534 provide the statitoiy basis. for the activities
45¢yibed t6 ¢Guatdian, TheFBis-alio assigned the Ieadmlemmv&shgatmg tértorisii
andin the collection-ofterrorism threatinformation within the United Statesby 28 CER.
§ 0:85 and Annei IT to.National Security Preésidéntial Diréctive 46. In.addifion; the
Intelligence Reform-and TerforisnyPrevention Act: requirwihe,?mmnt,to ‘esteblish-ai:
itiformatich shering ervironfent forshanng tercorism riformatiohiin g fhanner thatis
conisistent-with hational security-and. apphcable legal. standatds pertainiig to:piivacy asid
civil liberties, Further, the Presidents National Strategy for Informatfon Sharing
supppits fhe: eGuardianinitintive; itidentifiey SuSPIEIoNs acﬁmty«repomng asone'oftlié
key: information exchang&e ‘between the Fedetal Governentand Stite:andlocdl partners,

23 Privaeyimpact Analysis: Giventheamonntandtype of
information colletted, Jaswellasahe purpose; discuss
‘what privacy riskswere identified snd how theywere
mitigated.

3 .’"?hemostsfgmﬁcant pnvacy nsk:ts thatmf‘ormatmn w%nch ﬁxst appears to be

: ‘sipnificant Hskis thatdis emmahunofpem ) .-mformaﬁon;
will bi. overly Broadand il mclu&eagency ofﬁcxals whohavesiomeed to-kaow: tha
information, Both:risks are miltigated in-several Ways:.

First, a standard defihition ofwhai constifutes a suspicious: acuvrty will“b&: used!
hyallpamcxpatmg agencies. Asmmﬁonedpnemusm Hhiesuspicionsac defnition:
will be the definition catrently- developed by the PMASE, ‘The PNUISE suspicious
achwtydeﬁniﬁonwﬂhbe«augmntedb:. ,gﬂﬁtﬁgﬂw‘kmdsofmfnrmauonﬁmtmdeamot
. SOiEt: it incbrgorated it
i Wser. Agreemerit: ﬁxatappears onthe..EO eGuard an:SpemaI tirterest Graup:page

whiere eGuardian:incidentsill Ge placea andi dm, als aceessthg thesysiem will hive:

to-confirin that theytiave read anduhdetstatd e Agresimienit shd:agres o be] boueiddy
the-constraints: -artie] aied fherein.

Sieond, eGuudian IS intesded to fanpHcas: analcrt, Féoxding and reporting:
systen and-notas 4 Jongsterm datarepository, . As aresult; dé mns abuut, SA‘Rs Wﬂi e
madeprompﬂysothabﬂwdmcanmowe qlﬂcklyﬂnough,_., ' ; ,
fedéral latv-ehforcerient sagericies with missions that pertain: to-homéland security’
encouraged to-enifer tetrofism-related-threats Andsuspicious:activity incideéntsinto

" eGuardian for a appraisal by the appropriate Fision Center, the FBI's TMU. ot flie DOD-
equivalent,

In general, Fusiod Centér§ are beedming fhe focal points: formfonnauonsbmng
and will fittiction 484, addmonallayer of réview to.confitr that the incident watiants
treatmient as suspicious.oppatentially connedted o tertorisn, With thepropet traininigiof

personnel who-petforim systet anagemert aiid analyfical fiinctions (as discusied
elsewhere in this assessment), thewuse of Fusion:Centers as-an fritermediary should lead to
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an effective and s&mdardxzed vetting process'that moves reports quickly thtough: he-
«eGuardian syster. Thers will be vigorots efforts to police gGuardian and eliminate
itrelevant; efroneous-or Gtherwisedinpropér séporfing. ‘Suspicious- activity, inciderits:and
threatsthat are-found-to watrant inivestigation due fo-g likelihood ofhamngapotcnhal
terronistinexis will bé assigned to e member of the: FBPs.Joint Terrorisin Task Forces
QTTES).

Withih the eGuardian. systen,-suspicious;activity repoits that appeat tohavea
potential nexus to terforism will be entered by the FBLora, iawenfercement patherinto.
the ¢Guardian.system where a-record will be ereated to summatize the nath:eofthe
‘incident for subsggueit analytical assessinent, The assessmentis  iiitérided fotakeéplace:
within no'more than 30- -days and resultin.oneof the fbuowmgdxsposiuons

1. DRAFT —thireat orreport ofsusmc;ous ao&wtywrepotted’co theagenc.y
réporfing spacé (See Diagrati Tafornforimation: ﬂuwﬁom;ﬁgenoyﬂata
Input Zone:to Eusion Cente:Management Zong) eCnardian:systemby an

authotizediuser;
2 REFRRRED - gthreat or report ofsugpxmous activity! hasheemreferred to
e SDR; of eGuardian (se¢ Diggrare Tafor inforimation: flow; o

—_— OentenManagcﬂzentZonetochérdmnExc AN Zo }aﬁduploadedto
Guafdian for ficther assessimeit by & EBIITTE dnvestigators.or

3., ‘CLOSED— atfires ot repiort SRSuspioiows ackivity has Besn seviewatand.
dRivmd A0 have NONEXYS- 40 ten:onsm

Thie éGuardian system handles Diaft téporisitwo way&dependmg omwhiere i
Thé eGuirdisn workfow the dfak existsnd how. eapencytis. configared fheir ;
‘eGuaidisn workfiow. Wherai: AgEncy creafes (enfeisy 4 siuspicious detivity seport in the
‘eGhiardisti system; T Tepbitisonly visible to-the eGurdian-acecunt holdérs fromthaf:
‘ageney. . At this point-thereporkis. ccnskderad to'heat agenuy—level contml (see’Bxagram
13, Agencyma;a InputZone) The gggqrt canniothe sedi: ¢ Fusion '
xfesponsible.for the-agency:hor cantbe seenby the FBI ot any. otherTaw enﬁ)rcement
‘agericy (LEO.cGuatdian Special Tatetest Group). ‘Thig design enhiarices: pryacy:
pm*techon byréstricting dtoess to PIt6; theageiicythat preatei thevepott, This design
fimction-also-allows-the agency eomplete conirokover. information: they enterinto
‘eGuardiad,

. Atthé AgencyDita Tpit Zofie, the Apency 1épotter o -the dfenicy sipervistt (if”
appkcable}ma to;_reta;nthemfmmaﬁon withithe eGii@rdiansystem pubspantto”
theiragercy polioy; bt fog o more thanfive years. . The agencymiakes the

determination-whether to:share the report/biy. s xmttmgm:to the{rmpons’bfe Pusion:
‘Cénter opthis TMU, if the: agencydpes ngt particpate iw aFusion-Center. The'agency
iy also.decide to close the: AepOIE: - ABthe ; agéncy: closésthe teportat. ihe ageicylevel;
-neitherthe Fusion, Certernor the FRLnorany oﬁteragency vill gvei seetlieréport, Ifthe
R ageney elects 40 subfmt the ;nmde.nt to'the apptopriatePision Qem%r‘ﬂmzeﬁm contifvues
~to remainin, draft status and-becomes viewsble only by theresponsible Fusion, Centemn&
the FBL TheDiaft reportisiiot yet viewsbleto other Tivrenforcemgntpartiers, Atdhe
“Pusiof-Ceniter Managemerit Zohe (sée:Diagtam 1), theidraft report will-bé: anaiyzedm '
an: attempt toidentify a potentialnexus to ‘tefrorisin:.

b4
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Asnoted shove, if the Draftreport is determined to lidve.no néxus to ferfoist,
the Draft report will b closediby the Fusion Centerand will ot be made available for
ewingby:any otherfayw énforcéihént:partner. Futhémors,closed. Diafiréportéthat are
determined to haye monexus to: terronsm will-be deleted from:-the eGuardian system.

Dirgfttéports inwhich athreat or repoﬁ of suspicious activity-is indeed found by
theappropnateFuswn Centet, inclulling the PBIs TMU-or DOD.- eqfiitvalent; tohavis o
pofentidl nexus-totérroriste ate passed-to-tie éGuardidn SDR:i:the cGiardian Exchangs
Zoneandloaded info Guardian.-The copyof thexeporizetained in eGuardian willhave
its:status changed from Drafto Referred. Atthisgoint thereport will beviewabledo
.other Yaw enforcement:pa:ﬁers that are meibers of the' LEO eGiigrdian Special Interest.

© ‘Group. Also, asmoted above, ifanexms to terrorism can deithisi-be substantiated tor
‘disgounted, the Referred reportis.detetmiinéd tobe inconclusive, marked:as such, #d
. “Ahen referred to Guardian for furthier assessmentby the JTTF. Agam, atfhis'poirit, he
Referred report will be viewablo to othier law gnforcement.ageneies with:¢Guardisn
ageounfs. “The réport will continue: forémaityin.the e@uardmnsystem fort gand
furtheranslyic review:. Thenformation i these t6jorts —Whereaneiusto fermrsnris.

“Jaconclusive.or: anexus:to fertorismihas been substantiated = will be: maintaingd forﬁve
“Yéars.

N Tlusxﬂusu'atmzﬂxaf the&Gnardiau workﬂows-heavxly restqctmfomahonwhﬂ“ i

‘assessment andlorin invest
deleted If, affer subseq
fcund*to beerto €0

tio. Like connluslvareportsmaylat, i .
: ,._yhcal*evaluaﬁ onoe: thepassage of timey the;epgrtis

@thea: ways thattha pnvacy nskgresent'ed'byﬂns system: xsmxt;gated mfhrﬁugh
:the Use: oftamnologx. eGua:dxau fwill have the abil'xtym'éaﬁdnct da(aqptxmizatwﬂ
“which will identify anid: ehmmateduphcate data:objects.. This: mﬂmpmve thie quahty of:
thedats. The systern will alsohe ableto provide date segmentatior Ay dist
~fales of ST laeriforcementiand foderal agénaiés 6 Fmiting:coll
bmmp‘iemenwd In;other words; differen trﬂlmmga@ngmuon_
‘yéquiirel by stite lawsioai’ bemooxgﬁmtedm ibuites! i)

noted-above; . rts_ erally v ely""
- short(5 years). m,ane;ﬁ'ort' ob_ﬁ cefhbneadmxetgirr inforfnation IQng,enoughto -
’ d!sqefmpotenﬂal terrorisunplantingaciivities but shoit, énongtito profectthe: pnvaﬁy’of

mdmdualswhosemfamatxomsmmntameﬂ. d

10 .
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Uses ot ilic System.and the Information
8.1 Describeall uses.of the information.

eGuardian is firstand foremost.a: repotting system that standardizes existing,
Tepotiing: Reponsmll beplasediiito eGuardianto-assist in assessing: terforismerélated.
Hireats'and:suspicigusiactivities. o addition, the information detived from fhezeports,
that are'placed in-eGuardian may show Tinks; relafionships, and matches: amungdata
elemients, which will providethe épportuniity for analysis.andinterpirgtation. Theuse: ot‘
-the tools in-eGuardian-will enableanalysts,/ofﬁeers detectivés, agents, and: oiherlatw
-eiiforcementinvestigators fo deévelop Jeads and: i&enﬁfy poteittial suspeots friore quickly.

Onge vetted by aresionsible entity, this- information vill-be shiared with fav eaforcement

-atall levels in.order fo more effectively 1dent1fyihreats and threat patternsandtake -
‘actionsto mitigdteisuch-threats.

82 Baes thesysiem analm' fata sist: usgns in identitying
e, CoRcerT,; of patiern®
en:ed foias data mining:).

. ’I‘he aGuarﬁxan systeniwﬂl «contain-an-aflytical funchnality tuﬁnd*poteﬁﬁal
_.Imks andpattemsbetween rrofisti suspects andsusplcious everits: Rathe
~fat gl it ‘patteris Ixow’ "'er,fhﬁpomt.ofmesystemls

s describediin sect ,...G‘gffhﬂmplﬁnentﬁg&e@b .and@tiohsaf;mwm
.Commiissioti:Art of 2007, ouldithat cap ‘beadded: andsaxplexted"fozpattanm

_bageddatamxmng, this assessment willbe npdated and:thg:activity will bereported to
- Cotigrass as requiteds by.the Act.

3.3, How will thedntorimation collested fromindividuals or
derwed from the system, including the-system: 1tse1f be

~' 5 K p AP - o - v
: Centexs from's : !aw enfomementpa:tners will besubject to: aadmonal checks for
d:the ihtépratad:data available: atﬂ;e Fusion Centers wilkbenfilized o help
-detexmme information-that is accurite orfhat is suspect.

11
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3.4 What is the retention petiod for the.data in the system?
Has'the. apphcame retention scheduled been apprmied by
the National Archivés aid Recoids Adiinistration
(NARAY?

g-Guardia has coordinated récords tetention:pelicies with the FBT's Records
Mﬁﬁagement Division, A determinationhasbeenmade: thatanformatxon conm’butedby
SLT and othief federal agency partneis remainginder the.control of thoseagencies. The
zeports that are:maintained in the:6Guardian SDR:ate dlsoiploaded fo:the FBI'S
‘Guakdiaf:systeni. The réfention-schedule for Grrardiim recordswillthersfore beapplied -
{o:this fnforimation; which will bieetaingd in that System.

As noted:earfier, information entered:into-eGuardian will bie chardeterizedin one
of thiree ways: initially, the teported: incident willremainiin “DRAFT status1 aintl gudh
Aime as the incident is.approved, #6rmaily'by the Tesponsible sntity. While in draft form,
thé incidentis only yicwableby the originiatinig ageiicy Teporter, an .the’re_portet 5.
'rsupenfisor'if ap,phcahlc. Itheagency reporter 5~supems<>i“dec1 1eg -ty share th repoit -
“oitside ﬂwoﬁginatmg ‘agency, thesupervisor submitserepottto the re§ponsibleFosion
iCeénter, At:thispoint,shefeportisonly v o'biy-the repoiter, the.reporter’s:
: su@en:isot(s), {ieresponsible Fusioi:Center: rs:and: TMU(eFusmn Genter) ™ -
-personne], Wheirthé: mcldent appears: tohaye apotentxal exusitoste ;

-notﬂ;soounted i

cidefit e ; yin OF
tracking: amianaly;tc review. Ifno .nexus tp texrdmsm is estaﬁhshecl for'a parucula:
mcx&eni; it wilbbédeleted Fron:thie. éGua:d;ansystj 3

Thatiay b enstiret i
in decordance with the shove deseribed uses.
 -Access.fo eGuardianwilfbe. available through dseclirerniterfacs fo: Law
Briforcetnént Orling:(LEO) . LEO, whichifsia sensitive utunclassified and-for:
auﬂmnzed uswnly séoutevebs Buﬂnﬁwork»qontammg only authori “ed‘ fibership,.
wﬂl provide aut’henhcahon servic;:s for eGuardian-users.. Each individual IEO.user 8
lssued and-required to.use’ logitrand-pagsword that is. unique to thatuser Passwoids
mustbe changedevery 00-days: eGuardianwill e acoessed trouphia: Sp‘émal«!ntcrest

. iCiroup (SIGY.an LEO,. Members}np iti-the-516 s by application. only and - willbe:drawn:
§on1y !‘rom agenmes that: haveau on ‘natmg agén y_ identx (ORD):and

:amGRI, oné: wﬂl b ereated for hat agency by the. eGua:dIandevelope:slpfoérmnnersf
‘rovided appropriate criteriaars inet, The use of an'ORI designation will’ Imlp to-ensure
that giilythogse Taw: enforcement personnel :who have theen cleated for-accésyactually

,‘ Informatmn thabsuggests pnssible cnmmal agtivity mhay: H&refemd o the',appmpnatc/dxvismu inthe
F,BI See sectlon'. 4% be}ow
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haveit. Furthermore, membersoftheSIG will have toagresfo & Usér Agreemeut each:
time they log in:to eGuardian that dictates hotv information in.thesystem 1§ to'be.
ingested, maintdined and dsseminsted. The User.Agtesrient will counisel that recorded
-information should: beoaccutate to the extentposs;ble, timelyard relevant-fo a.suspicious.
activity with-apotential sexus to terrorism, Users will:bs cavtioned not to enter
-inforination that describés First, Autigndrentproteciod setivities-or pérsonal information
‘based solely on ethnieity, race-orreligion. SIGnsers’ activities-while onlingwillbe
tigicked and available:for.audit'so thatthesexules can-be giforced.

Othér safegiardsto ensure conipliance with propéruse rules.include thelimited
gxposure and.nonoretenhan for,incidents fhat do miot clear Fusion:Center vefting; the

‘retenhmanddelehonmntmls enfqrced by thé eGuardzan SySi,‘em admmzskaior; aid:the
-ability’to-audit and track-user identification: if improperuse is discovered:

lnternal Sharing and Disglogure of Information within
- the systcam.

41  With-whichiinternal cempauents of the Depariment is:the
infurmat!,on Shared?
Oitier, DOY comporents, mﬂuamgbui nat Jimitedto the cdiminal: compouents of:
‘the Dispartingsit of Fustice will Be provide '
opem&onalneeétoknow&he,poten [térrorisi! e:system.con
.fhe extentﬂmtmfmmahonss"eaemdbyMU*iﬁaﬁyertamm*potennal- STining

A iecipisht-c "mgmhe_n’t_nr oifice, Whet informatigh is
shareei andifor whate.parpaée?
Thfisimation with:4 pétchtial fekin e derorisnwill fie Shael Wit bther DOT
- comporents thathave an-operational need fo:veceive the iiformation.
‘ ‘Some infofmation thatis entered: ;xﬁwéﬁuardxanmay reflectpotedtial criniial
conduct; butnot- conductthatamountsito:terrorism. Thatinformation:will be forwarded:
t0'the FBDs Cumml Invesngaﬁve Bmsxo‘zwrothermuns’ble-law enfoxcemenf agengsy
for-appropriate disposition. “Thisisnotunlikethe currentsithation i which embers.of
the-publicor law. enforeenent persoriniel repoit incidénts thatafe suspiciais or oﬁw:s*{;sa
to;ai BB Field O fice atid theField: Offige fikes aetinnito ifigate theiriforndation ~
either byforwardmgﬁ to-the.approprisite office for. dlsposxfion, nsing it asthebasis for-
additional mvesugaiwe actmty, arclosingat a8 reflestingng violation o flaw.
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43 Howisthe mformaiwn frangmittad or disclosed?

Tnfotimation will bemade availdble slectronically: through the-eGuéardian: nétwork
or through seure électronic fnedia.

44 _anac JImpact nalysis: Given theinternal shating,
i sSWHaE privacy fisks wers identified:and how they

CUSS: 2
were mnﬁga ed.

‘Sharing, persona]ly identifiable information cariies withdt ansk of iniproper
aceess and/or improperse. '-Ehe Privacy: Act govérns fhe dissetinationofiifformation
mtemally w;ﬂnmamagency’ itis appropnafe when thereds anged to know, Begause

feddzo~ !

t[_aA pmmgmmplents of sty
lated ltmeetthe

computer’hard dxsk, i ¥
mfbrmatmm -Also, § yaﬁetthe‘mmdenms Qpproved "dREFER&BEm uatdianﬂ:y

i;hg: usmn Centens v:sx Iq‘to anyonebayqndtheon inal

it the: secunty fganuewf LEO ooupled Vnth thie ahlhty td audxtsystem usersi
shobld; help mngate thissigk, \

iEx'fémal'fSﬂ%iﬁﬁgaaﬁﬂEBiS‘@I‘Q'Sﬂl’-B" ‘

5d Wﬁh which:external: (nan-ﬂ@.!) zec;pmnt(s) isthe |
: mm_mat; shia gd

Suspimm:s actmtx orthréat mfonnaﬁonhﬁmg:a ;sdtenﬁal ekusm- teitorisa T

‘be:shared with the sodl:of creptii amﬂ1_cient, fear reabtime rechanism for law-
enfotcenientiat the Stite, 16 d-tederal levelto h eport; thveat
ﬂat@ and: :suspicions. actmty andito dxscem any-otherwise: unfcnown relatmnsh:ps «among
réported: incideits,

53 Howisthe: infnrmatmn iransnuﬁed or-disclosed?
Infoﬂnaﬁon ‘magé accsssible:sither: tlirough eGuardzan, wln,__, il “be’nt a,SIG
L EO or hiard cioy _ymfonnanon gyt bé pﬁnted and:disseninated: 357
-deseribes how-information will be actessed.in-gre; ik, The potenﬁal also- extsts for
Aitéleds aecessto the. SIG User grgeinents willz vire that: infotgtionobtained

.through eGuardlan shall riot be re-dissetminated: it approval:of d mybns'ble -entify
-orthe orxgmatmg entity.
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54 Aretherd any agreements conterning the sécurity and
privacy-of the dataonde.itis shared?

By loggingoni¢ theSIG; an-eGardian user will beprovided 4 sét.of behavioral
zulés, in additionto-the. staudard login disclaimet abaut the sénsitivity of thie-dformation,
‘which will- déscribe expedtations for vse of the information (seé attachment 7). In
addition; although law enforcement personnel with-accessto-eGuardiai.ate teained
K officials and vriderstand-thegules concerning dissemination-of’ mfonnanon, additional .
Web<based training 6fusers onthe seburity aid: pﬁvacyc teqifiréients of fhie system s
well ag systent fanctionality will be provided by LEO. A eaveat identifying eGuardian
information asSensitiverbut Undlassified:and For Official Yse: Oiily will “bedniclydedin
an}rdlssemmaﬁom Teis antrmpated that: these Iabels will be replaced by auniform;
desxguatlon -85 8 héttet of fedetal pollcy‘ whei thatpolicy is-fullydimplemented, the

- éGuardian-vill be:ametided as'requited. _

55 What typeiof trammg Ts.required for ugers from agencies
itside DOJ.priorioreceiving:aceess to-thednformation?

igted:iin: s, Answer, Web-based teainig forall users will Be feqired
asiart of; the eGuardxan Systefiis

56 Are’ therasarsy;;pmv:sions\ln placefor auﬁiﬂng the
remplenti use nfihe»x mmatwn‘?

and: caveats aBout usé: of eGuardxan mfeﬂﬁaﬁcn willibe paﬂof the Aéteeménd.
Addiuonall;s the :eguxreci training for; an eGuardmn’users will:coves suhsequsniggeof

hi emtedormod:ﬁzdand, theteby, ‘will beabletotide
ridte-usé if 'arerepottéﬂ Iﬁ

ysis: | Givenfthgextamar'g;harmg whai.
._§Ksmér Tdentified and-describe How theywers

| Avbassto eQiardian yid 1BOis-controlledby the TEOnepworkediself, Uses
obtairaceess4p: LEQiby apglymg,for and teceivinga LEO- netWﬁrk’logm and.passWdrﬁ
whichis only getinted 10 authorized Tas éforcstent dgenciss; - Passwords tust ba
changed every 90 days-and anydnformation thatis tiansmitted will meet current security
standards, eGuardidn willlbe accessible throughaSpamal Interest- Gronp(SIG),
Membershlp ‘to-the eGiuardian SIG: i8 by application-only. Accoutitholders:will besvetted
by:the-applicanit’s agenoy, The agenicy fist Have.in ORI signifying thatitis a
fecogrizedlaw- enfomEmententxty ‘Finally; agénéies iust appIy for memhersh!gﬂn -hie-
SIG-and'be-approvedby TMU. Inthe eventan agency with ari operational pecessity to
shiate/receive information doésnot have at ORL, one will b8 created for that agency by

15
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the eﬁ'uardxan devélope:slprogranﬁnexs Th:s sedurity coritiol: shiotldhelp:mitigate the
! ate: the:data, lnfurthermmga_h{;n, andit.

e days:to I
actmty Wwﬂlhavmhaab 1@’(0 déiefe.user Soonints attHie indivigiiiél oF 4gency:
level. Finally, training onusing eGuardianwill beprovided and this faiting willhelp
ensuic that ysexs ﬁﬂlyuudersland 111& Yer Agréempnt-conceining, dlssexmnatlonbf
mformatrom Given the anticipatedJarge: numbemf'extemalusers therisk-ofmisuse of
thednfarmation:or unabthorized ackess. an& disseinimatiaiofithie: friformation hyevan Z:)
trainedruser alwaysiexists, Thagriskdsonifipated significantly bybotlithe: restrictiofs:on

aegess to-and:dissemination of-unvetted ffortnation, 35 deseribed dbiove, as: will ag'by
the-audit féatiies noted m Section 5.6'above,

A‘ngther -privag -isthat tho sum-of the’datg entered%mto&ﬁuardaan maybe
¢ ! erenbdn afmnabout

develppinvestignt
eGardian the

w;tracted ﬁom 1ts.nwn ﬁl& oF: tho}ezoﬁefhe: gdveﬁﬂhexﬁalsaﬁrccs Becgusg“rhe

J_IjG.

A A L E
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collection-of eGnardianhforntation may be doie in-connection with Jaw erforeethent
adtivities, no individual noticewill be given.

6.2 Doindividuzlshiavean epportunity andlor rightte deeline

to: pno\ﬂdemformat;eﬁ’

eGuardjaiisaspicions acfivitirefioits, inniany cases, will-ofigindtefrof
observations madabylaw enforgement officers and from-nformation received from.the
generalpublic. Inithose-situations, no:oppottinity oxight for declirie mfumauon is
Brovided, ‘Thereports thardresibmifted areeyetheless. vetted,ﬁy trafried Taw
enforcenent: pexsonnel and-fanneled through-a'secondreview at a: Fusion Centeror
conipirable-entity before; imﬁg :added 10 thegystem..

. Tb&ﬁn’%ﬁcjrns}cassoemt. vnth e@uaxdxam%ﬂwla%}. 5fnduceﬂ%a§mforma&un
i ; Lgcts e FBIhasg,ubﬁsheda

S Which.
: & FBTinay
ot
. i ' ‘ : ividoalnoticeds:
! ptovxded hoiveva;, Becausert é"mfo‘x‘matmn fs*system iscollested bydaw -,

enfarcementandpmonal Hotics is; mt/feasxble. ' '

Section 7.0

Individuzl- Accessatid Re*dress

74 What a‘r R éé’dﬂf’esWﬁ ’“h ‘"t’raw" "’diﬁdu}ﬂs i}xe

fhose processes will applyto cibit _:fbyﬂme agenmes; Aseerides
into: &Guardxan wilkmost: oﬁeﬂ bc:madeby state aridlqeallawenforsenientoficers, tie
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information may be refained in:state:and Iocal agency records-as well. Acdessto.and
dpportunity to seek fedress For thoserecords § Is contiolled: by state law and pracedures,

72 How are individuals notified6f the procedures:for seekmg
dccessto-oramendiment of thelr information?
28 CRR. 1641 40 16 46provide inforiationondndividiialacoess and.

 amendment of FBErécords. Aniendinentof] FBI rectrilsis. & matterofdiscretion as the
records. ate. eXempt fromthe. anacy Aetameridinent f prorwswns

7.3 Ilino opportunity :to seek: amendment is:provided, are-any
otherredress alternatives available to the individual.
‘Seé previous:tésporise.

T4

‘PrNaG"*ilm yact.Analysis: Diseussany opporiunxiaes Of
) lures by whnbh an indwxdua[ can contest: infermatim
‘i thissystem & s:.:a fesultof

As a genembma&er, aliﬁ 1h FBI: recordg are exempt froihPrivacy Act acgass:

ezt ammate mformauon -and wxlI;iﬁ
its &s@et;on, otk : :

Sectiondn: | o

‘81 Which user graup(s) swill haVe access tothesystem?

eGuiirdian access willsbe provided:fo:Stats; local, dnd tiibal T enforcenent
-officers-and agenciesthat have & law enforcement missionneed for suspicious: activity

‘reports: @therfede,rial-‘law eqforoement sitities, inghiditig Depattmentof histice

‘components; DHS.and'DoD yentities wifh Taw enforcemen Fmissions, m@lﬂdmé forc
protechon, will ba@mmded acdess.

fithave access 10.the.
_,,py ofthe-coniract

i 'e;amess forthe systém i ordér to petfo}?m systef,
‘mmnten:mca and-adimitistration. Inaddition, to thie extent coutmctors argassigned-to-any
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of the.agenciesthat-will have accessta-eGuardian; thess individuals willdlso; upon:
proper vetting and.cl¢arances; be able:to adcéss the:systein.

8.3 Doesthe system-usg “rofes™ 1o assign privileges to users
of the system?
Yes. eGuardianwill havethie following.usér roles:
1. Police Officet/nvestigator/titelligence Analyst/Support Contractor. ‘These
rolés.are gerierally reseived Forindividuals who<reate ¢Guardian invidents and-are
twponszble forinvestigatingandior oonduotangaﬁa‘iysxs ofterrorist-related:threats and
suspicious aetivity reports enteredinto-the systemn. Thisfoleniay inglude; at the
discretion-of the agency; an-agency: einardian supervisor who:will-control.all-eGridrdian
Teport dissefiuifition-fronytheiragency: All such-york: will be electromcallysuhmltted tor

@'coordinator at. aresponsibte &ntityfor review and anthorization to-be subtiitted-inito
Guardiag,

2. Coordinatoy/Aduiinistrator: - The.individual(s) assipneds to thistoles w;a:ks
-withifythe: responsible: entxty fo evaluate-thé informationdn.eGuardian, And 4
gininistrativefinctions with respectto:the Systen, Indmdualﬁ with this;fole-have:thie:

ability'to refér i ‘dehts 10 Guardian,

exewxsa admlmgftat;tve overs:ght qusers at t&ewloc;anons 1th<eachpartxclpaung:
agenoy, howevgr, ithe determination of roles‘wxll ‘bemade’ Iosally

X e abcess ana wﬂlfollowmérocessw,gulaied by E¥E
and byLEO Pro;peéﬁve use};smusm’m feni the vethngle@ﬁem@t;wpgse&qﬁythe

aﬁihauontwice ayear Adﬂa ; RSO e EGHAtaiun S Fh*:itrolled By
TMIU, whick-nust: :approve all users: “The. proeedum for system-access aredocumented
in>pelicy and:prodediis docriments; developgd byTMU “forthe: eGua:dxan syste..

it oW needs ’I‘heresponsxble mﬁnes, hcwevei:, w:ﬂ exéreise

admixﬁstra,uvé ovets;glit ofths system, which will-ifichide auditing for- appmpnat&system
accessand-use:
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86 Whatauditing measures and techinical safeguards:are-in
place.fo pravent misuse of dats?

. Eachuser willhave anindividual atcountthat requites-alogin.dnd: password:for

LEO, . These accounts-will be auditable. Bachresponsible entity, moreover, will have:the:

'res_ponsxbﬂxtytc andit theieisérs and will'be cbhgé.tedxto eport suspected: miistisé And

security compromise. Rules.of Behaviorand: trammg will-covérthe-appropiiatense: of
data and the: pénsilfiss:for-misusing the information;

8.7 Describewhatprivacy trainingds providedio users: eliher
generallyzor Spécifically relevant to the functionality of the
Pprogram or Systeni?

As indicated. ptekusiy, Wehe based trmmngwﬂlbe avmlable to the user: to assist

rééponsible eniities . nirig:fhiat will emphiasize theirvolés
andresponsibififies. A privicystaternent-vall alsodbecontainediin: ﬂleuse:agreemmt
elecjmmcally sigrisdbye “éhpartrclgamigagency.

: 1Fyes,
Accxeditaﬂqn ,lasi';:ompleted?

‘The:Gertification dnd: Aessditition: of the systemiis ekpected tobe Completed i
eaﬂy*ruly and. an Aufhorityto Operate w‘ﬂlba med@tmat tite;-

89 Prwa Im"at:tAnaT srs‘ “Given aceess and‘éecfurity

they mx}igai g
Pn‘vaoynsks ﬁ‘

: aping eGuar lian.
betind; thc: FBI firewall andundet*ﬁxe oversxg“ht of TN will' 3 1mpro*.fe this, secunty
postureof the.system:. -
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Section 9.0
Technology

91 Were 6émpeﬁng‘ techinologies evaluated to assess and
conipare their ability fo-efféctively-acticve system goa!s”

Yes. Several systems wére reviewsd and évaluated: mciudmgan tzhouse

solution.. Final. systemdesign-was based on operational imperatives and privacy-and
Secusity atiributes.

9.2 Dessribe hpw data integrity, privacy;. and.security were.
ana!yzed as ‘paﬁ af the ﬂecismms made fcr your system.

ﬁevelnpmentdf ﬁns tepi:
-systemthatwoutd setve theneeﬂs ofusers fq

.bém:enrepoﬁs ofguséicxp CHivities
‘secmtyposmreoftheclrm:ed.stafﬁ Qp

. mformaﬁonava;ﬂabﬁity to:ensure ﬂ‘mt Suspieio
*that‘h@ve a pdfgnhal nexus tb tém)'ﬁsﬁz niest
“EMUTanid 4 DOD fsion-Tike center Wil perfor
‘from faderal entities;  System: funchonahtyus-dwgneﬁ tg@émxtmnmbutors toma&tfy
themenﬁ-m ‘agnEsr mfomauonxs feceived, an ‘ﬁmquw clieck fha systéni foropdates.
wxllbemcorpomted aspa::t of the reqmreit t:axmngforallnsers

i 'an nssﬁs w;ll B \zetted.ﬂ;ro’ughLE@,

; ¢ a othier fw-enforcerent entities, Usﬁr aogess
il also be audited: by 'I‘M:U.petsonnel ‘

93 Whatdesign cholces were madeto. entignge privacy?

The eGuardisn systetn:is sebnpisos that:particip ‘agericies can egivick the.
‘tiforpation they contributein orderte:dey aedess n-groups orindividuals. This:
:cholce takes info-acoount various: state laws which have differing privacyrequitements.
forshmng information anid alse allows oontﬁbuters sifore control over their.own
information. A decision was alse:madeto-control access o reportsin; eGuardmn torsworn
faw enforcement and: analytical snpportpersonnel ditorderso'ehsure thatthose with.
ﬁ:almngmhaﬁdhn,g sensifiveldw etifbrestent and terorisin-telated ifornation ave the
-onlyoxes who:car aecess the systens: The decision wastade touse LEO-as thehiosting
organizationbecause it is-an RBI-owned, web-based, sensitivebut uhelassified: netvloﬂc

2
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o the Intematallows for ease. of use bt potenﬁa}lyfexposes pemonai],y 1dent:ﬁable
itiformatioitto outsidé.attack, TEO- provides atestricted andimore'seoure aceess fo this
mﬁormahon, Which willenhande both 7 Privacy and-seurity,

The work flow was ereated-with yitivacy instriind so-that contiibutors can easxly
wpdife thejr inforiation of mark it with & comumeitary-to et dthes viewers kidoweof
‘particularissues-peitaining to. data‘mtegnty orprivacy; Any.re-dissemination: of
mfannatxon will:be-siibject topermission-controls of the responsible of: ongmaﬁng entity.

Canclusmn

The eGliardian-thteat tracking Systéin:Supports the! FBI fnissionto prevent
~terrorist attacks on-the United'States, Ibds. des;gned to-mitigate-and vetll threats-and
suspicions. dctivities with a potentisl-hiexus to-terrorisin and assuréthey are: propeﬂy
adiiressed-and availabls fortiend analysis. Estabhsﬁmg«aﬁ elegttonic systy i that ‘mﬂ
allowSLT and faderal Taw: enforcerment paitaers o entes tertorst thiea
- suspicious agtivity féhorts with-apossiblenexus:todetiorisinand:sh

- will- facilitate‘ thertypa-of i mfonuattm shmngenv;smned inthe Nan&ﬁal Strategy for
Tiformation Sharing:

eGuargiianfhas bgenﬂamgxedm consultation:with-legal,. privacy: and*sacunty

“persony _,__"tllleFBIaandelsewhej.‘gjnﬁrd '~mu;¢ghaf' ":‘vacyprgtecﬁ fyand

QONLTC ntegratéd:iniosystem developthent and Anetiohality. This prlvacy
nnpactassessment partof; prcms_of‘ensunngthatrthe system accpuntsfarphvaey
coricetins while-creatingraelectionic

Giiicienvitonmentthat will facilitate operstional
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Responsible Dfficials:

FBIPiogtam Manager |
Threat Monitoting Unit (TMU)

—

/ | fesfess
EBUSystetn-Dieveloper: -\/——J » o -

Eqrexgn Termnsﬂ‘raekmg TaskFanca. ETTTE)

Clnef anaéy and’ vai]. Igbethgé ?Dfﬁéet
" Ru ‘In

; ‘bflﬂfmmatzmﬁﬁw
_Depamnentoﬂusuae

Date

AdngUhiet Fovacy and'CivilEibeities Officet
Departiment.of Justice
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Attachment 1

&Gardian User Agteement

Cogitdot youlogal Tofhe Tefrotisrh Task Fom{ﬂTF)animediatciy byphoneftany
vr,gent maﬁammﬁmmtenﬁ‘a‘inexusmtmnsm. ‘

eGrardian is:d-sensitis: butunaasszﬁed system:forofficialinse only.. Iﬂfarmahon
cIassx:ﬁedC@NFmE__, TAl andaboveacannotabaplaced:iufoaGuardzmun&_leran_-
; Thisdoglndg BIE';T,T@PSBCRETOR:
AMENTED, N fherFISAdiedmfomauonmemnﬁ £ 6(e)
nor any: otherdnformation thibis legaﬁymmmémaybeplawd ntoeGuardian,

The stigpicious dctivities: oontamedm eGuardmnmayﬁe«raw' anipnv&tted dau
“Suspicions activity is defined by she Progrant) iof he
Envitorimerit (EM/ISEY.is observed Reliavioy thatiny beindioative of
gathezmv orpre-operational’ plamungxglated o terrorism, ¢
m’centmm Suspmmus achivities: maymciude, hn‘t are ﬁqthmxte&to, suxveiﬁance, Cybét’
attacks; probing of sec;mty and photography ofkey infrastructures andfacilities, Poriot:
condutt any uhilateraldnvestigation with any eporfed-ncident withontthe coordination:
of xhe.ongmahng agency/augher, D fiot arrestany individialbased: solely-on-the:
mformatmn in eGuar&lan unless there is ev;dence ofa wolaxmn of State; Local or Federal
statufes:

By szgam theuser agregment,: ﬂie parties-will-agresito ’the Fusnm Center andTMU
polmy thit sets-forthfhé hission;: goals, ;ﬁmohons, TanagemeEnt; gnnmples, fietibiership,

staffing, inforation sharingpolicies and-prototols.and privacy and: securityatibutesof
the eGuardian systen;
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Merbetship in-the SIG is’by application: orily anid will be drawn only froni.agencies that

Tave an-originating agency-identifier (ORY) and'thius ate recognized Tavr enforeemént
enfities.

No-entry info- eGuardlmmayhe 'made based solely onthe-ethnicity, race orxéligion of-an
-ifidividial orsolelyonthe. exetoise of tights guarariteedbytheFirst Amendmentor the-

lawful exercise of any other fights secured: by the Constitutior-or laws-of the Uniited
States.

_r&spansi’ble for updatmgaor coxrectma the mfonnatmn in: eGuafd;am X yond dxscover
infoimiation that has beeh contributed thatf youknow is efrOTiEois, You should ndtifythie
subndtter so that the-information.can-becomected;

Fro ceedmgtcx the eGuardxan Threat” 'I‘mc!g’x;g System m&mat:es youwhave been: informed
—of, agieeito, i thisse ions; Theidentsnotmesting theioriteria of
SuSpicious’as poténtidimexusio; feﬁbnsmséﬁdtﬁat, fiiether, doiot
complywith; the: aimve-staie& toles, will be immedistely:deleted. fromeGuardian.
I’uﬁhemiore{hy clichngon the; Usér Asesmentighisck: Hoggon: agety’ iha’g“dhaes fhat
governiAtie: éGuardian: system Forfurther -informafion about the eGardian, pnlmy, p‘!eaﬁe
“Fetiiriv'to the policy link-onthis T EQ: q@uardzan meriber died page.

Infonnatwn cbta;nedﬂuougheﬁuaxdxanghgllnot“ﬁare-dxéseminateﬁmthwtthe

,,,,, -

bt ity

The EVIU, will soridiget: penudw dudlitsiof thﬁ«sy,stem 10 znsureqthat Thsulesare: foﬁoweﬁ.

Fafhite:th’ cbtnply Swith:this: Hpreement. willzesilt mﬂw fermindtion. of’ynur £Cnardiat
membarsth.
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Court determined that the Plaintiff had standing based “on words directly from the mouths of the
relevant third parties explaining why they took actions that caused [plaintiff’s] injury.” 1d. In
contrast, Plaintiffs’ bald assertions that the guidance challenged caused local police and private
security guards to undertake the actions complained of are insufficient to establish the causal

nexus required to establish standing.

. THE GUIDANCE CHALLENGED DOESNOT CONSTITUTE BINDING FINAL
AGENCY ACTION THAT ISREVEWABLE UNDER THE APA OR A BINDING
LEGISLATIVE RULE REQUIRING NOTICE-AND-COMMENT RULEMAKING

Even if Plaintiffs did have standing to bring this lawsuit against Defendants, the
challenged guidance is not subject to the APA. The procedural requirements of the APA do not
automatically apply to all actions taken by federal agencies. An agency action is only subject to
judicial review if it determines the rights and obligations of relevant actors. Bennett v. Spear,
520 U.S. 154, 178 (1997). And an agency pronouncement is only required to go through notice-
and-comment rulemaking if it is an exercise of delegated |egidative power to make rules that
have the same legal force as statutory enactments. Stoddard Lumber Co. v. Marshall, 627 F.2d
984, 987 (9th Cir. 1980). When the challenged agency action is the issuance of a purported rule,
these doctrines largely coalesce into asingle inquiry: whether the challenged agency rule
establishes a binding norm with the force of law. See Ctr. for Auto Safety v. Nat’| Highway
Traffic Safety Admin., 452 F.3d 798, 806 (D.C. Cir. 2006).*

% Contrary to their assertions otherwise, see Pls. Opp. at 1922, Plaintiffs are not left without an
adequate remedy. Asexplained, see Gov. Br. at 22-23, to the extent Plaintiffs claim that they
were improperly investigated by local police and private entities, alawsuit against those third-
parties under state or federal law is an adequate remedy that precludes APA review. And to the
extent Plaintiffs attempt to proceed under the APA as a means to redress other hypothetical,
speculative harms alleged to have resulted from the challenged guidance, see PIs. Opp. at 21
(arguing that collection and dissemination of SAR information has resulted in injury), those
harms fail to provide a basis to proceed under the APA. To proceed under the APA, Plaintiffs
must allege facts demonstrating that they have been “adversely affected or aggrieved” under 5
U.S.C. § 702, which requires a showing of, among other things, the same “injury-in-fact”
required by standing doctrine. Serra Club v. Morton, 405 U.S. 727, 733 (1972). Asexplained,
Plaintiffs cannot make this showing based on the speculative, hypothetical harm alleged in the
Complaint.

* Plaintiffs focus on the multi-prong test articulated by the D.C. Circuit, and adopted by the
Ninth Circuit, ismisplaced. Pls. Opp. at 31-33 (citing Am. Mining Congress v. Mine Safety &

7
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Defendants' guidance does not create any such binding norm. Plaintiffs concede that that
there is no requirement that any law enforcement agency participate in the NSI, and that even
those agencies that do elect to participate are never compelled to share information. Pls. Opp. at
22-23. Nonetheless, they argue that Defendants’ guidance constitutes final agency action
because that guidance prohibits law enforcement agencies that do participate in the NSI from
sharing SARs that are not reasonably indicative of preoperational planning related to terrorism.
Id. While Plaintiffs are correct that Defendants’ guidance indicates that NSI participants should
refrain from sharing SARs that do not meet the reasonably indicative standard through NSI
databases, this guidance does not alter the rights or obligations of these participants, and thus, is
not subject to the APA’ s requirements.

Unableto cite any legal requirement that law enforcement agencies comply with
Defendants guidance, Plaintiffs argue that this guidance has the “practical effect” of being
binding because Defendants expect compliance with that guidance. See PIs. Opp. at 24-25.
However, though an expectation of immediate compliance with an agency regulation or order
can be an indicator of finality, see, e.g., Ukiah Valley Med. Ctr. v. F.T.C., 911 F.2d 261, 264 (9th
Cir. 1990), the standard for whether an agency action isfinal still requires that the agency action
determine rights or obligations. Accordingly, an expectation of compliance is only significant to
the extent that it shows that the challenged agency action has the status of law. F.T.C. v.
Sandard Qil Co. of Cal., 449 U.S. 232, 23940 (1980) (explaining that immediate compliance
with an agency regulation requiring prescription drug manufacturers to print certain information

on drug labels was expected because the regulation had the “the status of law”); Oregon Natural

Health Admin., 995 F.2d 1106, 1112 (D.C. Cir. 1993)). That test is specifically designed to
determine if the interpretive-rule exemption to the APA’ s notice-and-comment requirementsis
applicable. 5U.S.C. 8§ 553(b)(3)(A); Am. Mining, 995 F.2d at 1108-12. Itislargely irrelevant
here because Defendants do not assert that the guidance interprets a pre-existing legal rule
governing the sharing of information by state and local law enforcement in connection with the
NSI. To the contrary, no such legal rule exists at all. The APA aso exempts “general statements
of policy” and “rules of agency organization, procedure, or practice” from its procedural
requirements. 5U.S.C. 8 553(b)(3)(A). Assuming for argument’ s sake that Defendants’
guidance is afinal agency action subject to APA review, these exemptions would more
appropriately be applied to analyze Defendants’ guidance than the interpretive-rule exemption.

8

Gill v. Dep't of Justice, No. 14-3120 (RS)-Defendants’ Reply in Support of Motion to Dismiss FER 30




© 00 N O 0o b~ W N PP

N NN N NN NNDND R P RBP B R P B R R
0w N O OO &~ W N P O © 0 N O o » W N B O

Case 317416-03128:RE2 008 LD diit2B 0 5l e D i Firty1 82 Faggel 340 P20

Desert Assnv. U.S Forest Serv., 465 F.3d 977, 987 (9th Cir. 2006) (“We consider whether the
[action] has the status of law or comparable legal force, and whether immediate compliance with
itsterms is expected.” (quotation marks and citation omitted)); National Ass'n of Home Builders
v. Norton, 415 F.3d 8, 15 (D.C. Cir. 2005) (“[1]f the practical effect of the agency action isnot a
certain change in the legal obligations of a party, the action is non-final for the purpose of
judicia review.”). Plaintiffsfail to point to any action by Defendants demonstrating that the
guidance satisfies that standard.

First, the language that Plaintiffs cite in the Functional Standard and Privacy Impact
Assessment, see Pls. Opp. at 24, does not demonstrate that the guidance has binding effect. The
term “will be used” as employed in the functional standard is not the equivalent of “shall be
used” and is consistent with these documents being descriptive rather than imposing an
obligation. Unlike in other cases where courts have found that agency guidance is binding based
in part on the language of that guidance, neither the Functional Standard nor the Privacy I mpact
Assessment expressly states that compliance with the standards they describe is mandatory. See
Bennett, 520 U.S. at 170 (“The [biological opinion] at issue in the present case begins by
instructing the reader that any taking of alisted speciesis prohibited unless ‘such takingisin
compliance with thisincidental take statement’ and warning that ‘[t]he measures described
below are nondiscretionary, and must be taken by [the Bureau].’”); Appalachian Power Co. v.
E.P.A., 208 F.3d 1015, 1023 (D.C. Cir. 2000) (“*[T]he entire Guidance, from beginning to end—
except the last paragraph—reads like a ukase. 1t commands, it requires, it orders, it dictates.”).
In addition, contrary to other instances where courts have found that agency guidance has a
binding legal effect based partly on the language of that guidance, there is no statute or
regulation providing that state and local law enforcement agencies are required to comply with
Defendants guidance or that any sanction will be imposed for afailure to comply. See Bennett,

520 U.S. at 170; Appalachian Power, 208 F.3d at 1017—20.°

> A comparison to 28 C.F.R. Part 23—a regulation that was issued through notice-and-comment
rulemaking—is instructive in this respect. That regulation both expressly conditions federal
funding on a grantee' s adherence to specific operating principles and imposes a monitoring
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Second, there is no support for the proposition that training provided by Defendants to
state and local law enforcement is an indicator of final agency action. See Pls. Opp. at 24-25.
While such training is undertaken to achieve uniformity in the sharing of SAR information, as
explained in Defendants’ initial brief, an agency’ s decision to encourage othersto follow its
guidance does not amount to the imposition of alegal obligation. See Gov. Br. at 25.

Third, the existence of the eGuardian User Agreement does not transform the issuance of
the Privacy Impact Assessment (let alone the Functional Standard) into afinal agency action
reviewable by this Court.® That agreement, as Plaintiffs must concede, does not require law
enforcement agencies to participate in the NSI or compel NSI participants to share incident
reports. Instead, the agreement conditions a user’ s ability to access eGuardian on the user
refraining from sharing incident reports that are not reasonably indicative of preoperational
planning related to terrorism through eGuardian. The agreement does not impose any other
sanction on an individual who failsto satisfy that condition, and NSI participants remain able to
share incident reports that are not reasonably indicative of preoperational planning related to
terrorism through channels other than eGuardian. Indeed, if the Functional Standard and Privacy
Impact Assessment were independently binding (as Plaintiffs contend), there would be little
reason to require users to enter into a voluntary agreement that they will follow Defendants

guidance when using this federally managed database.’

program to ensure compliance. 28 C.F.R. 88 23.30, 23.40. And afedera statute allows for the
imposition of significant civil penalties on any person that fails to comply with these principles.
42 U.S.C.A. 8 3789g(d). Here, in contrast, thereis no corresponding regulatory regime imposing
legal rights or obligations, and thus, the APA’ s procedural requirements are not implicated.

® Plaintiffs argue that it is not necessary for them to show that the issuance of the Privacy Impact
Assessment isafinal agency action. Pls. Opp. 23 n.14; seealsoid. at 4 n.1. However, Plaintiffs
do not point to any other agency pronouncement (other than afew pamphlets) through which the
Department of Justice (“DOJ’) supposedly issued an alegedly binding legislative rule.

Plaintiffs’ difficulty in identifying a document issuing a distinct standard for the dissemination of
SAR information is likely because the DOJ has never issued such astandard. Instead, as
explained in Defendants’ initial brief, see Gov. Br. at 10, the Privacy Impact Assessment simply
repeats the standard described by the Program Manager in the Functional Standard.

" Plaintiffs also offhandedly suggest that Defendants’ guidance is reviewable because it affects
the rights of individuals whose personal information is shared in connection with the NSI. Pls.
Opp. at 24. This suggestion, however, does not add anything to the analysis. An agency action

10
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Plaintiffs, moreover, have failed to cite to any authority that would justify subjecting this
guidance to APA review. Bennett v. Spear, 520 U.S. 154 (1997), on which Plaintiffs primarily
rely, isinapposite. 1n Bennett, the Fish and Wildlife Service issued abiological opinion
explaining that a project proposed by the Bureau of Reclamation was likely to harm an
endangered species of fish and outlining alternative actions that the Bureau of Reclamation could
take to avoid that negative impact. 1d. While there was no requirement that the Bureau of
Reclamation proceed with its planned project, the Supreme Court held that the biological opinion
constituted a final agency action because it altered the legal regime to which the Bureau of
Reclamation was subject. 1d. at 178. Specifically, federal regulations prohibited the Bureau of
Reclamation from proceeding with its project unless it complied with the conditions of the
opinion and provided a safe harbor to any person complying with the biological opinion from
otherwise applicable penalties. Id. at 170.

Defendants' guidance does not similarly ater the legal regime to which state and local
law enforcement agencies are subject. Unlike in Bennett, there are no federal regulations
providing that NSI participants will be deemed to be in compliance with any legal requirement if
they follow Defendants’ guidance. Plaintiffs suggest that Defendants have granted NSI
participants immunity from 28 C.F.R. Part 23 by authorizing them to share reports that are
reasonably indicative of terrorism. Pls. Opp. a 24. But Defendants’ guidance does not suggest
that it provides that protection and there is no federal regulation conferring immunity. In short,
the guidance is not subject to APA review because it does not affect the “legal rights of the

relevant actors’ involved in the NSI process. Bennett, 520 U.S at 178.

[11.  DEFENDANTSWERE NOT REQUIRED BY STATUTE OR REGULATION TO
APPLY 28 C.F.R. PART 23TO THE NSI

The central argument on which Plaintiffs' caserestsis that the reasonable suspicion

standard in 28 C.F.R. Part 23 appliesto the NSI and that Defendants’ failure to apply that

isonly final if it fixes obligations or rights, or alters the legal regime to which regulated parties
are subject. And Defendants’ guidance—which does not bind individual s—has not changed
anything in that regard.

11
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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

WILEY GILL, et al.,

No. 3:14-cv-03120-RS
Plaintiffs,

FURTHER SUPPLEMENTAL JOINT CASE
V.

MANAGEMENT STATEMENT
DEPARTMENT OF JUSTICE, et al,

N N N N N N N N N N

Defendants.

The Parties to the above-entitled action jointly submit this FURTHER
SUPPLEMENTAL JOINT CASE MANAGEMENT STATEMENT pursuant to the Court’s
August 25, 2015 Order (ECF No. 62), in which the Court instructed the parties to set forth a
proposed schedule for cross-summary judgment motions. This supplemental statement provides
the parties’ proposed schedules and justifications for their respective positions.

Plaintiffs propose that the Court set cross-motions for summary judgment for early 2016
to allow for motion practice related to the sufficiency of Defendants’ proffered Administrative
Record and for limited and targeted discovery related to the Court’s jurisdiction. Defendants
propose that summary judgment briefing proceed immediately. As explained below, Plaintiffs’
objections to the sufficiency of the administrative record can be addressed under Rule 56(d).

l. Plaintiffs’ Position

Plaintiffs contend that two substantial issues must be resolved before briefing on
summary judgment — whether the Administrative Record as to Defendant PM-ISE’s Functional
Standard is complete and whether Plaintiffs are entitled to seek discovery related to the Court’s
jurisdiction. Neither of these issues was resolved by the Court’s ruling (ECF No. 60) on
Plaintiffs” motion to seek discovery related to Defendant DOJ’s Standard for suspicious activity

reporting. Plaintiffs are mindful that this is a case management statement and not a brief, but
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respectfully submit that proceeding to briefing on summary judgment without prior resolution of
these two issues would severely prejudice Plaintiffs and short-circuit the meet and confer
process. At the same time, resolution of these issues prior to summary judgment would facilitate
the orderly resolution of this case.

As to the need to seek jurisdictional discovery, Plaintiffs bear the burden on jurisdictional
issues, which cannot be waived by Defendants, Defendants are in the exclusive possession of
facts bearing on issues they disputed at the motion to dismiss stage, Plaintiffs have a right to
develop a factual record sufficient to meet their burden before this Court and on appeal, and Rule
56(d) would not be an adequate mechanism for protecting their right to do so in this case.
Moreover, the parties are currently meeting and conferring over the adequacy of the
Administrative Record. To the extent that process does not resolve their dispute, the issue
should be litigated through noticed motions prior to briefing on summary judgment, so that the
Court has before it the whole Administrative Record.

A. Procedural History

The parties have disputed the propriety of discovery in this action from the outset.
Plaintiffs have raised the need for discovery and record development in the following three areas:
(1) jurisdictional issues; (2) Defendant PM-ISE’s Functional Standard; and (3) Defendant DOJ’s
Suspicious Activity Reporting (“SAR”) Standard. See ECF No. 59 at 4-5; see also ECF No. 36
at 7-10; ECF No. 40 at 7-9.

On March 12, 2015, the Court held a case management conference in which Defendants
argued that review in this case should be limited to the Administrative Record. Plaintiffs argued
that discovery was needed as to the issuance of each of the two agency actions challenged in this
case — Defendant PM-ISE’s Functional Standard and Defendant DOJ’s SAR Standard. The
Court agreed that Defendants should file an administrative record on the PM-ISE Functional
Standard and invited Plaintiffs to submit a brief setting forth Plaintiffs’ argument as to why

discovery on DOJ’s SAR Standard was appropriate. At the March 2015 case management
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conference, Plaintiffs also emphasized the need for discovery of facts bearing on the Court’s
jurisdiction. See ECF No. 40 at 7-8; see also Nw. Envtl. Def. Ctr. v. Bonneville Power Admin.,
117 F.3d 1520, 1528 (9th Cir. 1997). Defendants did not dispute that review of facts outside the
administrative record is appropriate for assessing Plaintiffs’ standing (see ECF No. 36 at 6:23-
24) and suggested that the parties might enter into stipulations. The Court recommended that
Plaintiffs pursue Defendants’ invitation to explore stipulations and delay taking discovery related
to standing until after Defendants filed the Administrative Record for the PM-ISE’s Functional
Standard and the Court ruled on Plaintiffs’ motion regarding discovery on the DOJ Standard.
The Court’s Minute Order instructed Defendants to provide an Administrative Record and also
ordered the parties to meet and confer on further case management issues. See ECF No. 41. The
parties have followed the Court’s instructions.

On June 4, 2015, Plaintiffs filed a motion regarding discovery on the DOJ Standard. See
ECF No. 50.

On June 16, 2015, Defendants filed the Administrative Record for Defendant PM-ISE’s
Functional Standard. See ECF Nos. 52-53.

Consistent with the Court’s suggestion at the March 12, 2015 case management
conference, Plaintiffs deferred seeking discovery on standing issues pending resolution of their
motion on the DOJ Standard and instead sought to meet and confer with Defendants on both
standing and the adequacy of the Administrative Record submitted by the PM-ISE. On July 28,
2015, Plaintiffs sent a detailed letter explaining why the Administrative Record was incomplete
and exploring the feasibility of entering into factual stipulations that would eliminate or narrow
the need for jurisdictional discovery.

On August 12, 2015, the parties filed a Joint Case Management Statement, updating the
Court as to the status of discovery/record development in each of the three contested areas. See
ECF No. 59. Asto DOJ’s SAR Standard, the JCMS noted that Plaintiffs’ motion was pending
before the Court. Id. at 4. As to jurisdiction, the parties noted, among other things, that they
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were exploring potential factual stipulations. 1d. at 5. As to the PM-ISE Functional Standard,
the JCMS stated: “Plaintiffs have concerns that [the administrative] record is incomplete, but the
parties are currently meeting and conferring in an attempt to resolve these concerns without
motion practice.” Id. at 5. Plaintiffs expressly identified the potential need for motion practice
over the adequacy of the Administrative Record and stated that scheduling summary judgment
was premature until threshold discovery issues were resolved. Id. at 3, 6.

On August 14, 2015, the Court issued an order denying Plaintiffs’ motion to seek
discovery regarding DOJ’s SAR Standard and inviting the parties to submit a supplemental case
management conference statement. See ECF No. 60.

On August 21, 2015, the parties submitted a supplemental case management statement in
which Plaintiffs informed the Court about a recent incident involving the FBI’s questioning of
close family members of one of the Plaintiffs in this action and cited the incident as an issue
about which discovery was appropriate and necessary because it sheds light on standing.

On August 25, 2015, Defendants responded to Plaintiffs’ July 28, 2015 meet and confer
letter. Defendants contended that the Administrative Record for the PM-ISE’s Functional
Standard is complete, invited Plaintiffs to identify any additional documents they believed
missing from the record, and stated that they were not currently willing to enter into Plaintiffs’
proposed factual stipulations regarding standing and “final agency action.”

The same day, the Court issued an order continuing the case management conference
then-set for August 27, 2015 and instructing the parties to file a further case management
conference statement proposing a summary judgment schedule. See ECF No. 62. The Order
stated that “[t]he only subject area that plaintiffs identify as potentially requiring discovery...is

the issue of standing.” 1d. at 2. The Court further stated:

Defendants’ challenge to standing at the pleading stage was rejected. It is contemplated
that the cross-motions for summary judgment referred to above will be limited to review
on the administrative record of the propriety of the challenged agency actions. Because
defendants have not proposed that any discovery go forward in advance of those motions,
it is unclear how they would advance a challenge to standing that differed from what they
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presented in the motion to dismiss. In the event defendants nevertheless elect to include &
further standing challenge as part of their motion, plaintiffs should respond based on such
evidence and arguments as they presently possess, and if they deem it necessary, also
seek relief under Rule 56(d). [Id.]

On August 31, 2015, Plaintiffs responded to Defendants’ August 25, 2015 letter, further
detailing Plaintiffs’ concerns about the incomplete nature of the PM-ISE’s Administrative
Record, identifying 55 categories of documents missing from the Record, and observing that
Defendants’ response to Plaintiffs’ proposed stipulations on jurisdictional issues underscored the
need for discovery. Plaintiffs requested that Defendants respond to their request to complete the

Administrative Record by September 10, 2015.

B. Plaintiffs’ Motion to Complete the Administrative Record Should Be
Resolved Before Briefing on Summary Judgment

Where an agency fails to produce a complete administrative record or the administrative
record is insufficient to allow the court to conduct the review required by the APA, plaintiffs can
seek to complete and/or supplement the record.* To facilitate orderly resolution of the claims in
this case, the Court should address whether the Administrative Record is complete before
briefing on summary judgment.

In reviewing agency action under the Administrative Procedure Act, “the court shall
review the whole record or those parts of it cited by a party.” 5 U.S.C. § 706 (emphasis added);
see also Natural Resources Defense Council, Inc. v. Train, 519 F.2d 287, 291 (D.C. Cir. 1975)
(reversible error to “proceed[] with ... review on the basis of a partial and truncated record”).

Plaintiffs have substantial concerns that the Record is not complete; these concerns
should be resolved through a noticed motion. Plaintiffs contend the Record is incomplete
because (1) Defendants have inappropriately narrowed its scope to materials considered in the

development of only one discrete portion of the Functional Standard, even though the Complaint

1 See, e.g., Miami Nation of Indians of Indiana v. Babbitt, 979 F. Supp. 771, 781 (N.D. Ind.
1996) (granting in part motion to complete and supplement the record).
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expressly challenges the Functional Standard as a whole;? (2) Plaintiffs have identified 55
categories of documents that the Record itself makes clear were considered by the agency but are
missing from the Record compiled by Defendants;® and (3) Defendants have admittedly withheld
“deliberative” materials but have refused to produce a privilege log, thus precluding an
evaluation by Plaintiffs or the Court as to the propriety of these withholdings.*

To allow for an orderly presentation of issues, the Court should determine whether the
Record is complete before briefing on summary judgment proceeds. To engage in judicial

review under the APA, the Court “must have access to the full record.... [Summary judgment] is

2 Defendants must “file the entire administrative record pertinent to the omissions identified in
the complaint.” Natural Resources Defense Council, Inc. v. Train, 519 F.2d 287, 292 (D.C. Cir.
1975). They “cannot define the record by compartmentalizing” portions of the Functional
Standard. Cf. Exxon Corp. v. Dep’t of Energy, 91 F.R.D. 26, 36-37 (N.D. Tex. 1981) (agency
could not narrowly define record by “attach[ing]” “labels ... to the stages of its decisional
process” and “omitting from the record all materials compiled by ‘the agency’ before rendering
the final decision”). Plaintiffs challenge the Functional Standard — not only its definition of
“suspicious activity” but also the process for collecting, maintaining, and disseminating
suspicious activity reports set forth in the Functional Standard. See, e.g., Compl. at 1 42, 51,
162, 168 & Prayer for Relief.

3 See Thompson v. U.S. Dep’t of Labor, 885 F.2d 551, 555 (9th Cir. 1989) (“The ‘whole’
administrative record, therefore, consists of all documents and materials directly or indirectly
considered by agency decision-makers and includes evidence contrary to the agency’s position.”)
(internal quotation marks, citation omitted); High Sierra Hikers Ass’n v. U.S. Dep’t of Interior,
2011 WL 2531138, *9 (N.D. Cal. June 24, 2011) (granting motion to augment record as to
internal agency documents regarding proposed environmental assessment that were considered
by the agency).

* See Tafas v. Dudas, 530 F. Supp. 2d 786, 801 (E.D. Va. 2008) (“when claiming deliberative
process privilege...the government must comply with formal procedures necessary to invoke the
privilege, including the provision of a privilege log”) (internal quotation marks, citation
omitted”); Tenneco Oil. Co. v. Dep’t of Energy, 475 F. Supp. 299, 319 (D. Del. 1979) (“DOE
must identify documents ... with sufficient specificity to enable this Court meaningfully to
evaluate whether the information sought involves the internal deliberative process by which a
decision or agency position was reached.”); Guidance to Client Agencies on Compiling the
Administrative Record, U.S. Atty. Bull., vol. 42, no. 1 at 9 (Feb. 2000) (“[i]f documents and
materials are determined to be privileged or protected, the index of record must identify the
documents and materials, reflect that they are being withheld, and state on what basis they are
being withheld”).
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premature until such time as the Court is satisfied the ‘full” record has been submitted.” Exxon
Corp. v. Dep’t of Energy, 91 F.R.D. 26, 39 (N.D. Tex. 1981) (requiring “complete ...
Administrative Record ... before DOE’s Motion for Summary Judgment is entertained”).?
Defendants rely upon McCrary v. Gutierrez, 495 F. Supp. 2d 1038, 1041 (N.D. Cal. 2007), but
plaintiffs’ challenge to the adequacy of the record in that case was heard on a noticed motion
before briefing on summary judgment, which is the process Plaintiffs propose here.®

Moreover, Plaintiffs have been diligent in raising and attempting to resolve their concerns
and could not have brought a motion to complete the Administrative Record earlier.” At the time
the Court issued its August 25, 2015 Order directing the parties to propose a summary judgment
briefing schedule, the parties were still in the process of meeting and conferring over whether the

Administrative Record is complete.®

C. Discovery Related to the Court’s Jurisdiction Should Be Conducted Before
Briefing on Summary Judgment

® See also State of Calif. v. U.S. Dep’t of Labor, 2014 WL 1665290 *3 (E.D. Cal. Apr. 24, 2014)
(“court will decide [defendants’ motion for summary adjudication] after ruling on plaintiffs’
motion to supplement the administrative record”); Autotel v. Bureau of Land Mgmt., 2013 WL
5564135 *2 (D. Nev. Oct. 7, 2013) (parties did not move for summary judgment because
plaintiffs moved to supplement the record), order vacated in part on reconsideration, 2015 WL
1471518 (D. Nev. Mar. 31, 2015).

® The case management order in McCrary expressly provided plaintiff the opportunity to seek
discovery or to complete the record before summary judgment. See Case No. 06-cv-04174-JW,
ECF No. 21 at 1 4 (“In the event that Plaintiff pursues discovery or files an objection to the
record, Plaintiff shall file his motion for summary judgment within 45 days after the completion
of discovery or supplementation of the record, whichever is later, which contemplates a ruling by,
this Court on any motions for a protective order that may be sought by Defendants.”).

" Plaintiffs’ motion to complete the record will identify known documents that were considered
but not included in the Administrative Record. After Defendants complete the record, it may
still be necessary to supplement the record. See Southwest Ctr. for Biological Diversity v. U.S.
Forest Serv., 100 F.3d 1443, 1450 (9th Cir. 1996) (setting forth conditions under which court
may supplement record with extra-record materials).

8 See ECF No. 59 at 3:15-18 (discussing parties’ meet and confer over Plaintiffs’ concerns that
Administrative Record incomplete and potential need for motion practice over issue), 4:27-5:4
(same); 6:18-19 (stating Plaintiffs’ position that “the scheduling of summary judgment or trial
dates would be premature before the threshold discovery issues are resolved”).
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Plaintiffs will suffer prejudice if they are unable to conduct discovery related to the
Court’s jurisdiction before the parties submit briefing on summary judgment. Rule 56(d) is not
an adequate mechanism for protecting their right to develop the factual record in this case.

The rule limiting review to the administrative record in APA cases does not apply to
jurisdictional questions, Nw. Entl. Def. Ctr. v. Bonneville Power Admin., 117 F.3d 1520, 1528
(9" Cir. 1997), and therefore does not bar Plaintiffs from conducting discovery on the issue of
standing. The Court’s August 25, 2015 Order suggests no such discovery would be necessary
unless Defendants “elect to include a further standing challenge as part of their motion” for
summary judgment. ECF No. 62 at 2. But Defendants cannot waive objections to subject matter
jurisdiction and it is the Plaintiffs’ burden to establish standing.

Relatedly, Plaintiffs cannot rest on the Court’s rejection at the pleading stage of
Defendants’ challenge to Plaintiffs’ standing. In their motion to dismiss, Defendants disputed
Plaintiffs” standing by arguing that Plaintiffs cannot “credibly” allege that their injuries stemmed
from Defendants’ conduct and that “merely being the subject of an SAR, in the national
database” does not constitute a cognizable injury-in-fact. See Order Denying Motion to Dismiss
(ECF No. 38 at 7). Opposing these arguments requires further fact development — regarding the
extent to which third parties reported Plaintiffs as suspicious because of Defendants’ standards
and the consequences of being the subject of a SAR in a national database. The latter subject
entails information in Defendants’ exclusive control. Even if the Court were to reject
Defendants’ standing arguments on summary judgment — such that Plaintiffs need not develop
these facts to prevail on summary judgment — an appellate court might accept those arguments.
Plaintiffs are entitled to develop a factual record sufficient to meet their burden before this Court
and on appeal.

For the same reason, Rule 56(d) is not sufficient to protect Plaintiffs’ right to develop a
factual record establishing their standing. That provision affords relief upon a showing by a

nonmovant that “it cannot present facts essential to justify its opposition.” Fed. R. Civ. P. 56(d)
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(emphasis added). If, on summary judgment, Defendants elect not to challenge standing, or to
challenge standing only on select grounds, Plaintiffs cannot invoke Rule 56(d) to justify
obtaining discovery. But such an election would not prevent Defendants from raising on appeal
challenges to standing they chose not to raise at summary judgment. See, e.g., City of Los
Angeles v. County of Kern, 581 F.3d 841, 845 (9th Cir. 2009) (arguments regarding Acrticle 111
standing “cannot be waived by any party”). Plaintiffs will therefore be severely prejudiced if
they are unable to take jurisdictional discovery before briefing proceeds on summary judgment.

In addition, because Defendants assert that “final agency action” is a question of subject
matter jurisdiction, see ECF No. 21 at 23 (motion to dismiss); 36 at 2:6-10 (JCMS), Plaintiffs are
entitled to discovery related to that issue as well.

Plaintiffs attempted to propose factual stipulations related to standing and final agency
action, but the parties’ meet and confer was not fruitful.® Plaintiffs propose to serve limited
discovery related to standing and final agency action on or before September 17, 2015.
Depositions regarding the written responses may also be necessary. To the extent Defendants
contest Plaintiffs’ right to obtain such discovery, the question should be litigated on a motion for

a protective order or motion to compel.

Plaintiffs therefore propose the following schedule:

Sept. 10, 2015 | Parties to complete meet and confer over completeness of the administrative
record

Sept. 17, 2015 | Plaintiffs to propound initial written discovery related to Court’s jurisdiction

% Plaintiffs have consistently reserved their right to seek discovery on facts outside the
administrative record that bear on the Court’s jurisdiction. See ECF Nos. 36 at 7-8, 40 at 7-8, 59
at 5; ECF No. 50, n. 4. Plaintiffs have not propounded jurisdictional discovery to date based on
the Court’s suggestion at the March 12, 2015 CMC that they defer doing so until after the ruling
on Plaintiffs” motion regarding the DOJ Standard and after exploring potential factual
stipulations, but are now prepared to do so.
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Sept. 24, 2015 | Plaintiffs to file motion to complete the Administrative Record

Oct. 29, 2015 | Hearing on Plaintiffs’ motion to complete the Administrative Record

Jan. 28,2016 | Defendants to file motion in support of summary judgment (40 pages)

March 3, 2016 | Plaintiffs to file opposition and cross-motion (45pages)

April 7, 2016 | Defendants to file opposition and reply ( 40 pages)

April 21, 2016 | Plaintiffs to file reply (35 pages)

I1. Defendants’ Position

Consistent with the Court’s Order that the parties submit a schedule for briefing summary
judgment, Defendants’ position is that this case is ready to proceed to summary judgment
without any additional motion practice. As Plaintiffs’ recitation of the procedural history in this
case shows, the Court has already entertained significant preliminary proceedings in this
Administrative Procedure Act (“APA”) case. Among other things, Defendants have filed an
administrative record regarding the issuance of the Functional Standard challenged by Plaintiffs,
and the Court has denied Plaintiffs’ motion to expand that administrative record to include a
purportedly separate “DOJ Standard”. To the extent that Plaintiffs assert that there any
additional factual issues relevant to the resolution of this action that are not addressed by the
administrative record that has been filed, those issues will most efficiently be identified and
explained through summary judgment briefing and, as noted in the Court’s recent order, under
Rule 56(d).

This Further Supplemental Joint Case Management Statement is not the appropriate
context to brief the issues raised by Plaintiffs concerning the appropriateness of discovery related
to their standing to bring these claims or the completeness of the administrative record. As the
Court has noted, Plaintiffs will have the opportunity to explain their position that the
administrative record is incomplete and that jurisdictional discovery must be permitted through
summary judgment briefing—and if necessary, the filing of a Rule 56(d) affidavit. See Dkt. 60,
8/14/15 Order Denying Motion for Leave to Conduct Discovery at 4 (“If in the course of such
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motion practice, the need for targeted discovery on particular issues, generally consistent with
APA proceedings, becomes manifest, the question of permitting discovery can be revisited.”);
Dkt. 62, 8/25/14 Order Continuing Case Management Conference and Directing Supplemental
Filing (“In the event defendants nevertheless elect to include a further standing challenge as part
of their motion, plaintiffs should respond based on such evidence and argument as they presently
possess, and if they deem it necessary, also seek relief under Rule 56(d).”). Indeed, in light of
the Court’s prior rulings, Defendants do not anticipate making any standing arguments based on
the submission of factual evidence in connection with their motion for summary judgment.
Though summary judgment is the more appropriate context to address the issues raised
by Plaintiffs, Defendants believe it necessary to respond briefly in light of the detailed arguments
they have made in this joint statement. Considerable deference is given to the agency to
determine whether the administrative record is complete. As this Court has itself stated, “[a]n
agency’s designation and certification of the administrative record is treated like other
established administrative procedures, and thus entitled to a presumption of administrative
regularity.” McCrary v. Gutierrez, 495 F. Supp. 2d 1038, 1041 (N.D. Cal. 2007) (Seeborg, J.).
Consistent with that discretion, the Program Manager acted appropriately in compiling an
administrative record including the documents he relied upon (directly and indirectly) in issuing
the definition of suspicious activity utilized in the Functional Standard. Despite the inclusion of
allegations in the Complaint relating to other aspects of the Nationwide SAR Initiative (“NSI”),
the claims asserted in the Complaint unambiguously challenge the permissibility of the standard
by which SAR information is collected and shared in connection with the NSI. Compl. 1 42—
52, 159- 64, 167-68; see also Dkt. 38, 2/20/2015, Order Denying Motion to Dismiss at 1
(“Plaintiffs contend that defendants Department of Justice (*DOJ”) and the Program Manager-
Information Sharing Environment (“PM-ISE”) have issued protocols utilizing an overly broad
standard to define the types of activities that should be deemed as having a potential nexus to

terrorism.”). And Plaintiffs specifically allege in the Complaint that this “SAR standard” is the
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definition of suspicious activity in the Functional Standard. Id. § 44 (“[Functional Standard 1.5]
sets forth the following standard for suspicious activity reporting: ‘[o]bserved behavior
reasonably indicative of pre-operational planning related to terrorism or other criminal
activity.”).

Plaintiffs are also incorrect that deliberative material should be included in the
administrative record or else identified in a privilege log. To the contrary, courts have held that
deliberative materials need not be designated as part of the administrative record because “the
actual subjective motivation of agency decisionmakers is immaterial as a matter of law—unless
there is a showing of bad faith or improper behavior.” In re Subpoena Duces Tecum Served on
Office of Comptroller of Currency, 156 F.3d 1279, 1279 (D.C. Cir. 1998). Likewise, “[s]ince
deliberative documents are not part of the administrative record, an agency that withholds these
privileged documents is not required to produce a privilege log to describe the documents that
have been withheld.” Nat’l Ass’n of Chain Drug Stores v. U.S. Dep’t of Health & Human Servs.,
631 F. Supp. 2d 23, 27 (D.D.C. 2009).

Accordingly, Plaintiffs’ objections to the adequacy of the administrative record are
without basis. The administrative record is complete. In any event, as the Court recognized,
Plaintiffs are able to raise any concerns they have with the completeness of that record through
the briefing of summary judgment under Rule 56(d). Defendants therefore propose the following

briefing schedule, with the following proposed page limits:

October 8, 2015 Defendants to file motion in support of summary judgment (40
pages)

November 19, 2015 | Plaintiffs to file opposition and cross-motion (45 pages)

January 14, 2016 Defendants to file opposition and reply (40 pages)

February 4, 2016 Plaintiffs to file reply (35 pages)
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Dated: September 4, 2015

/s/ Linda Lye

Counsel for Plaintiffs'®

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION OF NORTHERN CALIFORNIA
Linda Lye (#21584)

llye@aclunc.org

Julia Harumi Mass (#189649)

jmass@aclunc.org

39 Drumm Street

San Francisco, CA 94111
Tel:  415.621.2493
Fax: 415.896.1702

ASIAN AMERICANS ADVANCING JUSTICE -
ASIAN LAW CAUCUS

Nasrina Bargzie (#238917)
nsrinab@advancingjustice-alc.org

Yaman Salahi (#288752)
yamans@advancingjustice-alc.org

55 Columbus Avenue

San Francisco, CA 94111

Tel: 415.848.7711

Fax: 415.896.1702

MORGAN, LEWIS & BROCKIUS LLP
Stephen Scotch-Marmo (admitted pro hac vice)
stephen.scotch-marmo@morganlewis.com
Michael Abelson (admitted pro hac vice)
michael.abelson@morganlewis.com

101 Park Avenue,

New York, NY 10178

Tel: 212.309.6000

Fax: 212.309.6001

399 Park Avenue

New York, NY 10022

MORGAN, LEWIS & BROCKIUS LLP
Jeffrey Raskin (#169096)
jraskin@morganlewis.com

Nicole R. Sadler (#275333)
nsadler@morganlewis.com
Phillip Wiese (#291842)

101, Linda Lye, hereby attest, in accordance with Local Rule 5-1(i)(3), the concurrence in the
filing of this document has been obtained from the other signatory listed here.
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Dated: September 4, 2015

pwiese@morganlewis.com

One Market Street, Spear Street Tower
San Francisco, CA 94105

Tel: 415.442.1000

Fax: 415.442.1001

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION

Hina Shamsi (admitted pro hac vice)
hshamsi@aclu.org

Hugh Handeyside (admitted pro hac vice)
hhandeyside@aclu.org

125 Broad Street

New York, NY 10004

Tel: 212.549.2500

Fac: 212.549.2654

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION OF SAN DIEGO AND
IMPERIAL COUNTIES

David Loy (#229235)

Mitra Ebadolahi (#275157)
mebadolahi@aclusandiego.org

P.O. Box 87131

San Diego, CA 92138

Tel: 619.232.2121

Fax: 619.232.0036

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION OF SOUTHERN CALIFORNIA
Peter Bibring (#223981)

pbibring@aclusocal.org

1313 West 8th Street

Los Angeles, CA 90017

Tel: 213.977.9500

Fax: 213.977.5299

/s/ Paul G. Freeborne

Counsel for Defendants

JOYCE R. BRANDA

Acting Assistant Attorney General
MELINDA L. HAAG

United States Attorney
ANTHONY J. COPPOLINO
Deputy Branch Director

PAUL G. FREEBORNE
Senior Trial Counsel
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KIERAN G. GOSTIN
Trial Attorney

Civil Division, Federal Programs Branch
U.S. Department of Justice

P.O. Box 883

Washington, D.C. 20044

Telephone: (202) 353-0543

Facsimile: (202) 616-8460

E-mail: paul.freeborne@usdoj.gov

CASE MANAGEMENT ORDER
The above JOINT CASE MANAGEMENT STATEMENT & PROPOSED ORDER is approved

as the Case Management Order for this case and all parties shall comply with its provisions. In

addition, the Court makes the further orders stated below:

IT IS SO ORDERED.
Dated:

UNITED STATES DISTRICT/MAGISTRATE
JUDGE
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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA

WILEY GILL, etal.,
Case No. 14-cv-03120-RS
Plaintiffs,
V. ORDER REFERRING ISSUES TO
MAGISTRATE JUDGE AND
DEPARTMENT OF JUSTICE, et al., CONTINUING FURTHER CASE
MANAGEMENT CONFERENCE
Defendants.

Upon review of the parties’ further supplemental joint case management statement and
good cause appearing, it is ordered:

1. The parties shall complete their ongoing meet and confer negotiations regarding the

administrative record, including any further meet and confer efforts that may be required

by the magistrate judge prior to motion practice.

2. A randomly-selected magistrate judge shall be assigned to this action to hear and decide

any disputes regarding the adequacy of the administrative record that the parties are unable

to resolve, as well as any discovery disputes in the event discovery is permitted at some

future point in time.

3. Plaintiffs’ request for leave to propound “jurisdictional” discovery at this juncture is

denied.

4. The further Case Management Conference is continued to November 19, 2015. In the

event the issues regarding the administrative record have not been resolved, one week prior
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to the conference the parties shall submit a joint status update. If no further challenges to
the completeness of the administrative record are then pending, one week prior to the
conference the parties shall jointly propose a briefing schedule for cross-summary
judgment motions. The parties are advised that the page limits they have proposed will be

reduced by five pages per brief.

IT IS SO ORDERED.

Dated: September 8, 2015

RICHARD SEEBORG O
United States District Judge

Case No. 14-cv-03120-RS
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BENJAMIN C. MIZER

Principal Deputy Attorney General
ANTHONY J. COPPOLINO
Deputy Branch Director

KIERAN G. GOSTIN

Trial Attorney

D.C. Bar No. 1019779

Civil Division, Federal Programs Branch
U.S. Department of Justice

P.O. Box 883

Washington, D.C. 20044

Telephone: (202) 353-4556

Facsimile: (202) 616-8460

E-mail: kieran.g.gostin@usdoj.gov

Attorneys for Federal Defendants

UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

WILEY GILL; JAMES PRIGOFF; TARIQ No. 3:14-cv-03120 (RS)(KAW)
RAZAK; KHALID IBRAHIM; and AARON
CONKILIN, DEFENDANTS NOTICE OF MOTION
FOR SUMMARY JUDGMENT AND
Plaintiffs, MEMORANDUM IN SUPPORT
v Hearing Date: December 8, 2016

DEPARTMENT OF JUSTICE, ¢ al, Time: 1:30 PM

Defendants.

Gill v. Dep't of Justice, No. 14-3120 (RS)
Defendants’ Motion for Summary Judgment
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projects receiving Omnibus Act funding are in compliance with the regulation’s
requirements, see 28 C.F.R. §§ 23.30, 23.40, and set forth specific penalties for any project
that fails to comply with those requirements, see 42 U.S.C. § 3789¢g(d); 28 C.F.R. § 23.30.
The Functional Standard, in contrast, does not establish any monitoring mechanism to
ensure compliance or set forth any penalties for a failure to comply. There is simply no
expectation that the PM-ISE will seek to enforce the Functional Standard against NSI
participants through administrative (or judicial) proceedings, nor has it ever done so.

In sum, the Functional Standard is the result of a long-term collaborative effort
between law enforcement partners at the federal, state, local, tribal, and territorial levels of
government to standardize the process of sharing SARs across jurisdictional lines.
Consistent with the collaborative nature of that effort, the Functional Standard does not
attempt to impose mandatory rules, but instead describes guidelines intended to promote
consistent practices. The issuance of this policy guidance is not an exercise of a legislative
function by a federal agency, and therefore, is not subject to the APA’s procedural
requirements for rulemaking.

* % ok

In addition to exempting “general statements of policy” from its rulemaking
procedures, the APA only permits review of agency actions that are “final.” 5 U.S.C. § 704.
As explained by the Supreme Court, an action is only deemed final if it is both (i) the
“consummation of the agency’s decisionmaking process” and (ii) an action by which “rights
or obligations have been determined, or from which legal consequences will flow.” Bennett v.
Spear, 520 U.S. 154, 177-78 (1997). In their motion to dismiss, Defendants explained that
the issuance of the Functional Standard does not constitute a final agency action because it
does not satisfy that latter requirement. See Defs.” Motion to Dismiss, ECF No. 21, at 23—
25; Defs.; Reply in Support of Motion to Dismiss, ECF No. 28, at 7-11. Because this Court

has already rejected that argument, see Order Denying Motion to Dismiss, ECF No. 38, at 8—

17
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9, Defendants do not repeat it in detail. However, Defendants respectfully disagree with the
Court’s ruling, continue to maintain that the issuance of the Functional Standard does not
constitute a final agency action, and incorporate the arguments from their motion to dismiss

here.

B. The PM-ISE’s Process for Formulating the Functional Standard Adequately
Protected Plaintiffs’ Substantive and Procedural Interests

Plaintiffs’ request that the PM-ISE be ordered to reissue the Functional Standard in
accordance with the technical requirements of the APA’s rulemaking procedures is also
unwarranted in light of the public process that the PM-ISE has already conducted. The
APA instructs federal agencies to follow certain notice-and-comment procedures when
issuing legislative rules. As noted, because the Functional Standard does not create the
binding legal obligations that are the hallmark of legislative rules, the PM-ISE did not follow
those procedures—such as publication of the final rule in the Federal Register.
Nonetheless, the formulation of the Functional Standard was a public process that involved
extensive participation by interested parties, including an opportunity for advocacy groups to
express their concerns with the “reasonably indicative” operational concept that is
challenged in this case. Accordingly, even if the Functional Standard were a legislative rule,
any failure to comply with the APA’s rulemaking procedures is harmless and does not justify
a remand requiring the agency to engage in those technical procedures at significant cost to
taxpayers.

The APA instructs federal courts to take “due account” of the rule of “prejudicial
error” when reviewing agency action to determine whether the agency complied with the
APA’s procedural requirements. 5 U.S.C. § 706. Consistent with the principle that district
courts act as appellate courts in reviewing agency action, this provision requires district
courts to apply the same harmless error rule used by federal courts of appeals in civil and
criminal litigation. Nat’/ Ass’'n of Home Builders v. Defs. of Wildlife, 551 U.S. 644, 659 (2007).

As one court has explained, “[i]f the agency’s mistake did not affect the outcome, if it did

18
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Standard should not be vacated if the Court determines that this matter must be remanded

to the agency. Imposing that remedy would result in an increased risk to national security

for no valid reason.

CONCLUSION

For the aforementioned reasons, this Court should grant summary judgment in favor

of Defendants.

August 18, 2016

Respectfully submitted,

BENJAMIN C. MIZER
Principal Deputy Assistant Attorney General

ANTHONY J. COPPOLINO
Deputy Branch Director

/s/ Kieran G. Gostin

Kieran G. Gostin

Trial Attorney

Civil Division, Federal Programs Branch
U.S. Department of Justice

P.O. Box 883

Washington, D.C. 20044

Telephone: (202) 353-4556

Facsimile: (202) 616-8460

E-mail: kieran.g.gostin@usdoj.gov

Attorneys for Federal Defendants
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