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Pursuant to 28 U.S.C, § 1746, I declare under penalty of perjury that the foregoing is true and 

correct. 

Executed in Washington, D,C., this 31 st day of January 2020. 

Matthew C, Allen 
Acting Deputy Executive Associate Director 
Office of Homeland Security Investigations 
U.S. Immigration and Customs Enforcement 
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UNITED STATES DISTRICT COURT 
FOR THE WESTERN DISTRICT OF WASHINGTON 

AT SEATTLE 

ABDIQAFAR W AGAFE, et al. 

Plaintiffs, 

V. 

TRUMP, et al., 

Defendants 

Case No. 2: 17-cv-00094-RAJ 

Honorable Richard A. Jones 

Declaration of Matthew C. Allen 

I, Matthew C. Allen, state as follows: 

INTRODUCTION 

1. I am the Acting Deputy Executive Associate Director, Homeland Security Investigations 

(HSI), U.S. Immigration and Customs Enforcement (ICE), an agency in the Department 

of Homeland Security (OHS). Following the enactment of the Homeland Security Act of 

2002, OHS was created from some twenty-two different federal agencies. This was done 

in part to facilitate and enhance the sharing of information across agencies that held 

similar or related mandates. ICE was created in 2003 from elements of several legacy 

agencies, including the criminal investigations staffs of the former U.S. Customs Service 

(USCS) and the former Immigration and Naturalization Service (INS). Following ICE's 

creation, all Special Agents who formerly worked for the USCS and the INS became part 

of ICE. ICE is the second-largest investigative agency in the Federal Government. 

Within ICE, HSI has approximately 8,260 employees, including more than 6,100 Special 

Agents assigned to thirty (30) Special Agent-in-Charge (SAC) offices in cities throughout 
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the United States and countries around the world. Special Agents have a wide array of 

responsibilities relating to the investigation of criminal activity, including: the 

investigation of contraband and merchandise smuggling; illicit trade, travel, and finance; 

money laundering; fraud in both import and export transactions; and other criminal 

activity. HSI also has significant administrative authority over immigration and customs 

matters, which it exercises in conjunction with its criminal authorities. 

2. I joined the USCS as an Intelligence Research Specialist (intelligence analyst) in 1986 

after graduating from college and completing an agency cooperative education program. 

As an intelligence analyst, I received training on conducting research, critical thinking, 

analysis, reporting, and the structure and functions of the U.S. intelligence community. 

My primary area of work as an analyst was national security, in particular export 

enforcement. While I was an intelligence analyst, I attended one year of graduate school 

at Georgetown University, studying in their National Security Studies Program. I was 

selected to be a USCS Special Agent in 1989 and joined ICE when this agency was 

created in 2003. Following training to become a Special Agent, I continued to work in 

the national security area, conducting investigations into export enforcement violations 

for approximately one year. I have served HSI in a variety of roles, from Special Agent 

to several different leadership roles in the field and at Headquarters. I held multiple 

positions at ICE Headquarters from 2004 to 2008, including as Deputy Assistant Director 

(DAD) of the Financial, Narcotics, and Public Safety Division. In this position, I had 

oversight of HS I's Financial, Drug, Human Rights Violations and Public Safety (gang) 

programs. I also served as the DAD of the Critical Infrastructure and Fraud Division, 

where I had oversight of ICE's human smuggling and trafficking portfolio, worksite 
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enforcement, commercial fraud, intellectual property rights, and immigration document 

and benefit fraud programs within HSI. From August 2008 until June 2016, I served as 

the HSI Special Agent in Charge in Arizona. There, I had oversight of the full spectrum 

of ICE investigative activities in Arizona and led more than 500 personnel assigned to 

offices in Phoenix, Tucson, Douglas, Nogales, Sells, Casa Grande, Yuma, and Flagstaff. 

From June 2016 until June 2018, I served as the AD for HSI Investigative Programs, 

where I was responsible for programmatic oversight of HS I's strategic planning, national 

policy implementation, arid the development and execution of operational initiatives. I 

hold an undergraduate degree in Criminal Justice from the John Jay College of Criminal 

Justice in New York, New York. In 2003, I completed the Columbia Business School's 

Executive Development Program as part of the USCS Leadership Development Program. 

3. In June 2018, I was reassigned to serve as AD of HSI's Domestic Operations. As such, I 

am responsible for managing, directing, coordinating, and supporting all investigative 

activities of ICE HSI domestic field offices, including 30 SA Cs with responsibility for 

more than 200 offices. In this capacity, I am responsible for strategic planning, national 

policy implementation, and the development and execution of operational initiatives. 

The offices under my direction are responsible for leading HSl's effort to identify, 

disrupt, and dismantle terrorist and other transnational criminal organizations that 

threaten the security of the United States and immigration and customs violators who 

threaten public safety. I also oversee all major ICE HSI enforcement initiatives and the 

de-confliction of operations for and among ICE HSI field offices and other agencies. 

am therefore well positioned to discuss the broad range of HS I's work, including its 

cooperation with other agencies. 
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4. In April 20 I 9, I temporarily assumed the duties of the Deputy Executive Associate 

Director, HSI. In my current position I supervise the Assistant Directors for Domestic 

Operations, International Operations, Investigative Programs, Operational Technology 

and Cyber, National Security and Mission Support. 

5. Through the exercise of my official duties, I have been briefed on the civil action Wagafe 

v. Trump, et al., pending in the United States District Court for the Western District of 

Washington, Case No.: 2: l 7-cv-00094-RAJ. I understand the matter is proceeding in 

discovery, and that Plaintiffs have served document requests on the Defendants. The 

Defendants have responded to the document requests and asserted objections over 

privileged material as appropriate. ICE is not a Defendant in this lawsuit; however, as set 

forth in this declaration, ICE's equities would be harmed by the release of such 

information. USCIS provided ICE with documents they identified as having ICE 

equities, specifically the documents that begin with the Bates numbers (Bates): DEF-

00095009, DEF-0094536, DEF-00095077, DEF-00095760, and DEF-00096058. The 

documents at issue contain significant amounts of law enforcement sensitive material 

over which ICE has asserted the law enforcement privilege. These documents further 

contain information not belonging to ICE that could impact ICE equities, including 

current or former investigations. I understand that additional documents are still being 

reviewed as part of the discovery process. If such documents contain ICE information, 

ICE would review those documents and would assert any applicable privileges at the 

appropriate time. As further set forth in this declaration, release of these materials could 

harm ongoing investigations, including those unrelated to the actions of anyone with 

interest in this lawsuit. Indeed, as explained further below, it could harm ICE 
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investigations across the U.S. Government because of the risk that it could impede 

infonnation sharing, among other harms. 

6. This declaration is therefore submitted to assert the Law Enforcement Privilege over 

selected categories of information and over which ICE has equities in the documents at 

issue. In this case, ICE has previously asserted the Law Enforcement Privilege over law 

enforcement sensitive information owned by or originating from ICE, first by then-AD 

for Domestic Operations Tatum King on April 9, 2018, then by me on March 4, 2019. 

7. This declaration is based on my personal knowledge, my personal review and appraisal of 

the claims of Law Enforcement Privilege previously asserted, and the factual background 

of the case, as well as infonnation conveyed to me by my staff and other knowledgeable 

ICE personnel in the course of my official duties and responsibilities. I have personally 

reviewed documents containing ICE equities (specifically Bates: DEF-00095009, DEF-

0094536, DEF-00095077, DEF-00095760, and DEF-00096058) and determined that 

disclosure to Plaintiffs or their counsel of the privileged information therein poses an 

undue risk of hann to investigations, as well as the general nature of HSI law 

enforcement techniques and procedures; this, in tum, would directly impact public safety 

and national security. As set forth below in this declaration, revealing such sensitive 

infonnation, the techniques and procedures involved in acquiring such information, and 

the combination thereof could undermine the efforts of HSI to carry out its mission of 

identifying and eliminating vulnerabilities that pose a threat to our nation's borders, as 

well as ensuring economic, transportation, infrastructure security, and national security. 

This declaration will address the nature of HSI's operations and the harms to existing and 

future investigations that could follow the release of this information. 
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HSI OPERATIONS 

8. HSI, the largest investigative ann of OHS, holds broad criminal and administrative 

investigative authorities, which it employs to disrupt national security and transnational 

criminal threats to the United States. HSI is authorized to conduct, and does conduct, 

both criminal and administrative investigations into national security and public safety 

threats related to immigration and transnational crime. In many cases, the final 

disposition of an investigation depends on the evidence gathered; it can be impossible to 

know in the early stages whether the ultimate result will be criminal prosecution, 

administrative proceedings, both, or neither. If the investigation reveals criminal activity 

that may be prosecuted under United States law, HSI works with the relevant United 

States Attorney's Office, as well as any other participating Federal agency, to prosecute 

the subject or subjects of the investigation. In some investigations, HSI may present 

evidence to state, local, or tribal prosecutors for charges in their jurisdictions. Common 

charges include naturalization fraud, visa fraud, and aggravated identity theft. If 

administrative proceedings are more appropriate - either because the evidence does not 

indicate criminal wrongdoing or because evidence necessary to criminal prosecution is 

classified, or its use otherwise restricted - HSI uses administrative processes to seek 

removal of an individual from the United States. An investigation may also result in 

evidence that indicates neither criminal nor administrative proceedings are appropriate at 

that time. 

9. HSI also represents ICE on the Federal Bureau of Investigation-led (FBI) national Joint 

Terrorism Task Force (JTTF), as well as local JTTFs nationwide, and therefore plays a 

critical role in national security operations throughout the country. Often, national 
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security cases follow the approach outlined above, using a combination of criminal and 

administrative authority. However, in some cases, a national security or public safety 

threat will develop rapidly, making it necessary to act to prevent or disrupt the threatened 

harm before criminal charges can be developed. In those instances, HSI works with 

partner agencies to identify places to disrupt the dangerous behavior using its 

administrative authorities. This cooperative technique has resulted in the prevention of 

serious crimes and threats to national security. 

I 0. Since the terrorist attacks of September 11, 2001, and the creation of OHS and ICE in 

2003, many federal agencies' information sharing culture has evolved from one centered 

on the principle of "need to know" to one that fosters a principle of "need to share," 

which recognizes that protecting our nation requires the cooperation and sharing of 

information among a network of agencies that work on national security and transnational 

crime issues. HSI is no exception. In developing cases to protect public safety and 

safeguard national security, HSI routinely shares sensitive law enforcement information 

with other components of OHS, as well as with Federal, state, local, and tribal law 

enforcement agencies. The information can include specific details about investigations 

into active criminal enterprises and national security threats, including counterterrorism, 

counter-proliferation, and visa violations with national security or public safety 

implications. Although sometimes transmitted in person, a great deal of critical law 

enforcement information is shared through integrated government databases, including 

those discussed below. This relationship among law enforcement agencies is reciprocal. 

ICE, in seeking to carry out its mission, benefits significantly from other agencies' 

willingness to share information about their own investigations. Without such 
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infonnation from law enforcement partners, HSI Special Agents would be unable to 

engage in real-time decision-making related to national security, criminal law 

enforcement, and administrative investigations. 

11. In carrying out its mission, ICE depends on the use of sensitive law enforcement and 

investigative techniques, methods, and procedures not widely known to the public. The 

release to the public of the law enforcement sensitive information in the documents at 

issue could seriously compromise ICE's ability to perform its mission. 

CONSEQUENCES OF RELEASE 

12. Disclosure of law enforcement sensitive infonnation could provide those who wish to 

harm the United States with valuable information about how the U.S. Government 

detects, investigates, and thwarts criminal and terrorist activity. The redacted information 

in the documents at issue contain information about internal case hand I ing procedures 

used during investigations, including sensitive information about investigative processes. 

This type of information often reveals the methods and techniques used to uncover or 

elicit information by parties intent on harming the United States. Disclosure of 

information related to investigative processes, coordination with law enforcement 

partners, and insight into the types of sensitive information that law enforcement checks 

may contain could significantly undermine future law enforcement efforts, as further 

discussed in this declaration. As set forth in this declaration, providing bad actors with 

the information they need to evade or otherwise thwart U.S. law enforcement efforts has 

potentially grave consequences for national security and public safety. 
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Harm to Investigations 

13. Two of the documents at issue (specifically Bates: DEF-00095760 and DEF-00096058) 

contain information related to the investigative process. I have reviewed this information 

and determined that if subjects of investigations or other bad actors were to obtain this 

type of information, they could potentially identify areas of interest to federal law 

enforcement and/or the methods that the U.S. Government used to gather that 

information. Such knowledge could allow bad actors to change their behavior in order to 

evade law enforcement or thwart law enforcement activities. Similarly, the documents at 

issue reveal methods by which U.S. Government personnel indicate the progress and 

status of an investigation. Indeed, material in the documents at issue could reveal how to 

determine what public safety or national security concerns would cause the U.S. 

Government to initiate an investigation and what developments would resolve such 

concerns. 

14. Revealing the Law Enforcement Privileged material in the documents at issue has the 

potential to do significant harm. These documents (specifically Bates: DEF-00095009, 

DEF-0094536, DEF-00095077, DEF-00095760, and DEF-00096058) contain 

information from or related to various systems used by ICE and those that may contain 

ICE data: TECS, the Advance Visual Abstracted Links and Name Collection Handler 

Engine (AVALANCHE), and lnteragency Border Inspection System (IBIS). They also 

contain references to other key databases and programs into which ICE information may 

be entered. TECS, an interagency database that ICE uses in the course of conducting its 

investigations, is used by more than 40 federal law enforcement agencies, including the 

FBI and the Secret Service. In tum, TECS interfaces with many of the databases 
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belonging to these federal law enforcement agencies. Information from other federal law 

enforcement databases is communicated to ICE law enforcement officials through TECS, 

which stores that information. The capabilities, functions, and uses of TECS among law 

enforcement officials are not generally known to members of the public. They are 

routinely withheld from public disclosure to protect the integrity of the data and the 

privileged law enforcement information that TECS contain. AVALANCHE, an ICE 

system no longer in operation, provided law enforcement personnel with the capability to 

rapidly search across 15 databases consisting of approximately 50 million indexed names, 

vehicles, and addresses. It allowed searching by multiple fields including by sensitive 

personally identifiable information, such as name, social security number, Fingerprint 

Identification Numbering System, Alien File Number, and date of birth. IBIS contains 

lookouts, warrants, arrest, and convictions from more than 20 agencies, including the 

FBI. When reviewed together, the risk is that bad actors could extrapolate details about 

investigations, including the government's understanding of activities at any given time, 

to include methods of communication, techniques for evading law enforcement detection, 

and aliases being used. 

15. The following types of codes appear in TECS, AVALANCHE, and I BIS records: case 

program codes, access codes, classification codes, investigative distribution codes, 

computer function commands, and other administrative codes. Release of these codes, 

along with computer function commands, could assist third parties (e.g., a hacker) in 

improperly gaining access, or attempting to gain access, to any of these databases and to 

navigate the systems that housed ICE investigative records. Such access would reveal, 

among other things, how U.S. Government personnel determine whether someone is the 
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subject of a counterterrorism investigation; the focus of such an investigation (e.g., 

financial or otherwise); how to determine the existence of a terrorism-related record in a 

database owned by another Federal agency (primarily Terrorist Identities Data Mart 

Environment (TIDE) and Terrorist Screening Database (TSDB); and Watchlist status); 

what procedures law enforcement should take upon encountering different types of 

subjects; whether a subject should undergo close inspection; and the distribution of 

information relating to different types of cases. The documents at issue (specifically 

Bates: DEF-00095009, DEF-0094536, DEF-00095077, DEF-00095760, and DEF-

00096058) contain references to and instructions on use of the records systems described 

above, including by providing database commands and formulating queries. 

16. Access to the various database codes can also provide subjects with an insight into law 

enforcement techniques. HSI Special Agents rely on data contained in these databases in 

the course of their investigations, both criminal and administrative. Release of this 

information increases the likelihood that subjects and potential subjects of such 

investigations will develop methods to obscure or alter such information and thereby 

circumvent HSI's efforts to collect information and evidence to thwart serious violations 

that may affect public safety and national security. Interested parties can learn to evade 

scrutiny by deducing the types of information ICE is interested in when the agency 

undertakes specific types of investigations. Disclosure of such information increases the 

likelihood that subjects and potential subjects of such investigations will develop and 

employ methods to obscure or alter such information and thereby circumvent the 

agency's efforts to collect information and evidence of serious violations that may affect 

national security and public safety. 
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17. Nor is the information about the databases the only source ofconcern. Instruction 

manuals and guidances (specifically Bates: DEF-00095009, DEF-0094536, DEF-

00095077, DEF-00095760, and DEF-00096058, designed to train U.S. Government 

personnel about the processes used in investigations, may also be used by nefarious 

individuals to learn how to evade these very investigations. The documents at issue 

(specifically Bates: DEF-0094536 and DEF-00095760) indicate particular operations by 

name and by subject matter. Revealing these names to the public, or even under a 

protective order, risks the operational security of the investigations and of the individuals 

conducting them. Additionally, some of the documents in question (specifically Bates: 

DEF-00095760 and DEF-00096058) contain instructions on when and how to share 

information with other government agencies, and the permissible ways to make use of 

other agencies' information. 

Impediment to Information Sharing 

18. The release of the redacted information in the documents at issue could diminish the 

effectiveness of law enforcement sensitive sources, methods, and techniques by inhibiting 

the current willingness - and even creating a disincentive - to share information between 

and among federal agencies, such that interagency information sharing could revert to a 

level reminiscent of that that existed prior to the attacks of September 11, 200 I. That 

tragedy demonstrated that "need to know" had to give way to "need to share." This new 

model resulted in successes in both national security and criminal investigations. The 

real-time information sharing permitted by this model has allowed front-line agents and 

officers to make informed decisions at critical junctures. When agencies and departments 

work in isolation, such achievements simply are not possible. Release of the information 
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in the documents at issue could result in various agencies reevaluating their interagency 

pa11nerships and operations. Any degradation of information-sharing relationships could 

lead to poor coordination of investigative efforts, potentially harming public safety and 

national security. 

CONCLUSION 

19. Pursuant to 28 U.S.C. § 1746, I declare under penalty of pe1jury that the foregoing is true 

and correct. 

Executed in Washington, D.C. this 23rd day of April 2019. 

Matthew C. Allen 
Acting Deputy Executive Associate Director 
Office of Homeland Security Investigations 
U.S. Immigration and Customs Enforcement 
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