
UN ITED TATES DISTRICT COUR1 
SOUTHERN DISTRICT OF NEW YORK 

AMERICAN CIVIL LIB ERTIES UN ION. and 
AMERICAN CIVIL LIB ERTI£ UN ION 
FOUNDATION. No. 13-CV-9 198 (AT) 

Plaintiffs. 

\'. 

NATIONAL SECURITY AGENCY. 
CENTRAL INTELLIGENCE AGENCY. 
DEPARTMENT OF DEFENSE. 
DEPARTMENT OF JUSTICE. and 
DEPARTMENT OF STATE. 

Defendants. 

OECLARA TION OF DAVID J. SHERMAN 

I. DAVID J. liERMAN. hereby declare and state: 

I. I am the Associate Director for Policy and Record at the National ecurity 

Agency (''NSA'" or "Agency"'). an intelligence agency ~ithin the Department of Defense. I ha\e 

been employed with NSA since 1985. Prior to m) current assignment. l held various senior and 

supervisor) positions at NSA and elsewhere in the Executi ve Branch. to include serving as the 

Deputy Chief of Staff in the Agency's Signals Intelligence Directorate. its representative to the 

Department of Defense. Deputy Associate Director for foreign Affairs. and Director for 

Intelligence Programs at the National ecurity Council. As the Associate Director for Policy and 

Records. I am responsible for. among other things. the processing of all requests made pursuant 

to the Freedom of Info rmation Act ("fOIA''). 5 U.S.C. § 552, for N A records. 
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2. ln addition, I am a TOP SECRET original classification authority pursuant to 

Section 1.3 of Executive Order (EO) 13526, dated 29 December 2009 (75 Fed. Reg. 707). lt is 

my responsibility to assert FOIA exemptions when warranted over NSA information in the 

course of litigation. Through the exercise of my official duties. I have become familiar with the 

current litigation arising out of a FOIA request for information filed by the PlaintiiTs. the 

American Civil Liberties Union and the American Civil Liberties Union Foundation 

(collectively, '"Plaintiffs" or "ACLU .. ). 

3. Through the exercise of my ollicial duties. I have become familiar with this civil 

action and the underlying FOTA request. I make the followi ng statements based upon my 

personal knowledge and information made available to me in my oHicial capacity. 

4. I submit this declarat ion in support of the Defendants' Motion for Partial 

Summary Judgment. The purpose of this declaration is to explain the search undertaken by NSA 

in response to Plaintiffs' FOIA request. and to explain a11d justify, to tbe extent possible on the 

public record, the withholdings taken by NSA in responding to Plaintiffs· request for 

information under the FOIA. 5 U.S.C. § 552, and the withholdings taken by the National 

Security Division (NSD) of the U.S. Department of Justice on behalf of NSA. Additionally. l 

have submitted to the Court an in camera. ex parte classified declaration to more fully explain 

certain withholdings than could be addressed on the public record. To the extent that the Court 

requires additional information regarding particular withholdings. the Agency will submit a 

supplemental in camera, ex parte classified declaration upon request to provide further 

explanation of the harm to the national security that could reasonably be expected to occur if 

certain information were to be released. 
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ORIGIN AND MIS lON OF NSA 

5. The NSA was established by Presidential Directive m October 1952 as a 

separately-organized agency within the Depa11ment of Defense under the direction. authority. 

and control of the Secretary of Defense. N A ·s foreign intelligence mission includes the 

responsibility to collect. process. analyze, produce. and disseminate signals intelligence 

("SlGINT .. ) information for foreign intelligence and counterintelligence purposes to supp011 

national and departmental missions and for the conduct of military operations. See EO 12333. 

section 1.7(c), as amended. 

6. In perfonning its SJGINT mission. NSA exploits foreign electromagnetic signals 

to obtain intelligence information necessary to the national defense, national security. or the 

conduct of foreign affairs. NSA has developed a sophisticated worldwide SIGINT collection 

network that acquires foreign and international electronic communications. The technological 

infrastructure that supports NSA 's foreign intelligence information collection netv.ork has taken 

years to develop at a cost of billions of dollars and untold human effort. It relies on sophisticated 

collection and processing technology. 

IMPORTANCE OF lGINT TO THE NATIONAL SECURITY 

7. There are t\\0 primary reasons for gathering and analyzing intelligence 

information. The first. and most important. is to gain the information required to direct U.S. 

resources as necessary to counter threats to the nation and its al I ies. The second reason is to 

obtain the information necessary to direct the foreign policy of the nited States. Foreign 

intelligence information provided b)' the NSA is routinely distributed to a wide variety of senior 

Government ollicials, including the President; the President's National Security Advisor; the 

Director of National Intell igence: the ecretaries of Defense. State. Treasul). and Commerce: 

U.S. ambassadors serving in posts abroad: the Joint Chiefs of tafT: and the Unified and 
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Specified Commanders. In addition, SIGTNT information is disseminated to numerous agencies 

and departments. including, among others, the Central Intelligence Agency: the Federal Bureau 

of Investigation: the Drug Enforcement Administration: the Departments of the Army, Navy. 

and Air Force: and various intelligence components of the Department of Defense. Information 

provided b) NSA is relevant to a wide range of important issues. including. but not limited to. 

military order of battle, threat warnings and readiness. arms proli leration. terrorism. and foreign 

aspects of intemational narcotics trafficking. This information is often critical to the formulation 

of U.S. foreign policy and the support of U .. military operations around the world. Moreover. 

intelligence produced by NSA is often unobtainable b) other means. 

THE ADM INISTRATIVE PROCESSING OF PLAINTIFFS' FOJA REQUEST 

8. On 13 May 2013, Plaintiffs, via Mr. Abdo. submitted a request for documents 

under the FOlA to NSA. Plaintiffs specificall) requested the following records: 

I. Any records construing or interpreting the authority of the National ecurity 
Agency ( .. Agency") under Executive Order 12.333 or any regulations issued 
thereunder: 

2. Any records describing the minimization procedures used by the Agency with 
regard to both intelligence collection and intelligence interception conducted 
pursuant to the Agency's authority under EO 12.333 or any regulations issued 
thereunder: and 

3. An) records describing the standards that must be satisticd for the ··collection:· 
acquisi tion." or "interception" of communications. as the Agency defines these 
terms. pursuant to the Agency· s authority under EO 12,333 or any regulations 
issued thereunder. Agency Exhibit (AEX) 1. 

9. On 28 June 20 13. NSA·s FO IA Office contacted Mr. Abdo for clarification about 

the records Plaintiffs were seeking and the scope of the records at issue. NSA 's FOIA Office 

and Mr. Abdo agreed to narrow the scope of the request, in an agreement that ''"as formalized by 

theN A ·s FOIA Office in an email to Mr. Abdo ent on this same day, 28 June 2013. AEX 2. 

Mr. Abdo agreed to limit the request to .. formally issued guidance . . . such as DoD Directi[ves]. 
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NSA US ID, NSA Policies, vanous Issuances related to FISA, compliance training. and 

advisories" and --separate legal opinions that interpret the standards or define the terms 

collection, acquisition, or interception to the extent that opinion/interpretation is not included in 

the formal guidance:· AEX 2. On 1 July 20 13. NSA provided its initial response to Plaintiffs' 

FOlA request "''herein NS/\ reiterated the scoping agreement reached on 28 June 2013. and 

infonned Mr. Abdo. among other things. that his reque t was assigned case number 70809. that 

the Agency had begun to process this request. and that he was considered an .. all other requester .. 

for fee purposes, but there would be no fees as searches for similar records were already being 

conducted in response to other FOIA requests. AEX 3. Fur1her. the SA ·s FOIA Of1ice 

provided Mr. Abdo with two documents that were previously released under the FOIA. totaling 

81 pages: United States Signals Intelligence Directi\'e (U SlD) 18 and NSA/CSS Policy 1-23. 

AEX3. 

10. On 2 1 August 20 13. NSA's FOIA Office sent Mr. Abdo a follow-up email 

informing him that the Office of the Director of National Intell igence (ODN I) would be posting 

documents on its IContheRecord website that were related to Sec. 702 of the FISA Amendments 

Act but which may be responsive to his request for NSA ·s minimization procedures. AEX 4. In 

this emai l. the N 'A ·s FOIA Office informed Mr. Abdo that the Agenc) ,,.as continuing to 

process his FOIA request and that it would provide addi tional responses when processing of 

responsive documents was complete. AEX -t Mr. Abdo replied to this email on the same day 

and informed the Agency's FOlA Office that Plaintiffs had downloaded the documents from the 

ODNl website. AEX 4. Plaintiffs did not specify the documents that they had dov.nloaded from 

IContheRecord. AEX -t 
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11. Despite being informed that the Agency was processing his request and recei ing 

SA documents from both the NSA directly and through the ODNI \Vebsitc. Plaintiffs filed an 

appeal dated 8 ovember 2013. which was received by the NSA ·s Appeal Authority on 18 

November 2013. AEX 5. ln the appeal. PlaintifTs alleged that they had not received a 

substantive response within twenty days and that the Agency had constructively failed to meet 

its legal obligations to disclose the requested records. AEX 5. 

12. By emai l dated 18 November 2013 and v.ithout knowing that Plaintiffs had filed 

an appeaL the NSA 's FOIA Office provided Mr. Abdo with two additional documents. w·hich 

were more recent versions ofUSSID 18-U SID SP0018 and Annex J to this U SID. AEX 6. fn 

this email. the NSA ·s FOJA Office informed Mr. Abdo that the ODNI was releasing 

approximately 2000 pages of information related to Section 50 l of the U A PATRIOT Act on 

that day. "'hich could be fo und at the ODNl's website as well as the IContheRecord Tumblr site. 

AEX 6. In this emaiL the FOlA Oflice inquired as to \\hethcr the documents released b) the 

ODNI satisfied the FOIA request. AEX 6. Plaintiffs did not respond to this inquiry. The NSA's 

FOIA Office followed up on this email with a formal re ponsc that included hard copies of the 

two recently-processed documents. AEX 7. NSA 's FOIA Office also informed Plaintiffs of 

their right to appeal the withholdings in these two documents. AEX 7. 

13. By lener dated 22 November 2013. SA's FOIA/PA Appeals Program Manager 

acknowledged Plaintiffs' appeal dated 8 November 20 13. which was received by the Agency on 

18 November 2013. AEX 8. 

14. On December 30. 2013, Plaintiffs filed a civil action under the FOIA against NSA 

and several other agencies that received requests that v.ere substantially similar to Plaintiffs· 

FOIA request to NSA. 
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15. Despite filing a civil action on 30 December 2013. Plaintiffs, by letter dated 9 

January 20 14. also filed a second appeal. this time appeal ing the withholdings in the four initial 

documents provided by NSA in response to PlaintifTs' FOfA request. AEX 9. NSA 

acknowledged this appeal by letter dated 24 January 201 4 as it was not yet aware of the 

Plaintiffs' civi l action. AEX 10. 

16. NSA continued to process Plaintit'fs· FOIA request based on the stipulation 

(limiting the request to formally issued guidance) it had reached with Mr. Abdo on 21 June 

2013. and determined that all of the documents responsive to the request as stipulated were on 

the ODNrs TContheRecord website. or \\ere provided by NSA except for one additional 

document, SID Management Directive 424. N A released this document with redactions of 

information exempt from release based on Exemptions I and 3 of the FOlA to Plaintiffs by letter 

dated I May 2014. AEX 11. 

17. Following the filing of PlaintifTs· civil action, Plaintiffs and the vanous 

defendants began negotiating a stipulation that. among other things. would define the scope of 

the records to be searched. Each of the agencies reached an identical agreement on the scope. 

with some variations for the Central Intelligence Agency (CfA) and the Office of Legal Counsel 

(OLC). As a result of this agreement. Plaintiffs sought substantially diflerent information than 

that which had been originally agreed upon by the Plaintiffs and NSA on 21 June 2013. In 

essence. the agreement on the scope of the agencies· searches was a ne\\ request for records as 

Plaintiffs· FOIA request to NSA sought only three categories of records (records construing or 

interpreting the authori ty of NSA under EO 12333: records describing the minimizations 

procedures used by the agency: and records describing the standards that must be satisfied for 

collection. acquisition, or interception of communications), all of which were limited by 
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stipulation to formally issued guidance such as directives. USSIDs. policies. compliance 

training, etc. In the spirit oftransparency. NSA. although it had already completed its processing 

of Plaintiffs· FOIA request as construed by the agreement of 21 June 2013. agreed to be 

governed by this stipulation, which as stated previous]) was essentially a new FOIA request. On 

9 May 2014. the parties, including NSA, formally entered into a stipulation with Plaintiffs that 

would govern the scope of NSA ·s search for responsive records. The parties agreed that NSA 

would search for and process records in the following categories: 

I. Any formal regulations or policies relating to that Agency's authority under EO 
12.333 to undertake "Electronic Surveillance" (as that term is defined in EO 
12,333) that implicates ·'United States Persons" (as that term is defined in EO 
12.333). including regulations or policies relating to that Agency's acquisition. 
retention. dissemination or use of information or communications to. from. or 
about United States persons under such authorit) .[fn l] 

2. Any document that officially authorizes or modi lies under EO 12.333 that 
Agency's use of specific progran1s. techniques. or types of Electronic 
Surveillance that implicate United States Persons. or documents that adopt or 
modify official rules or procedures for the Agency's acquisition. retention, 
dissemination, or use of information or communications to. from. or about United 
States persons under such authority generall) or in the context of particular 
programs. techniques. or types of Electronic Sun·eillancc. 

3. Any formal legal opinions addressing that Agency's authori ty under EO 12.333 
to undertake specific programs. techniques. or types of Electronic Surveillance 
that implicates United States Persons. including formal legal opinions relating to 
that Agency's acquisition, retention. dissemination, or use or information or 
communications to. from. or about United States Persons under such authority 
generally or in the context of particular programs, techniques, or types or 
Electronic Surveillance. 

4. Any fonnal training materials or re lerencc materials (such as handbooks. 
presentations, or manuals) that expound on or explain how that Agenc) 
implements its authority under EO 12.333 to undertake Electronic Sur\'eillance 
that implicates United States Persons, including acquisition. retention. 
dissemination, or use of information or communications to. from. or about Uni ted 
States Persons under such authority. 

5. Any formal reports relating to Electronic urveillance under EO 12.333 
implicating United States Persons, one of whose sections or subsections is 
de' otcd to (I) the Agency's compliance, in undertaking such surveillance. with 
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EO 12.333. its implementing regulation , the Foreign Intelligence Surveillance 
Act. or the fourth Amendment; or (2) the Agency"s interception. acquisition. 
scanning. or collection of the communications of United States Persons, whether 
.. incidental'' or otherwise, in undertaking such surveillance; and that are or ·were: 

a. Authored by the Agency"s inspector general or the functional equivalent 
thereof: 

b. Submitted by the Agency to Congress. the OtTicc of the Director of 
National Intelligence. the Attorney General. or the Deputy Attorney 
General: or 

c. Maintained by the office of the Agency"s director or head. AEX12. 

[Footnote I: For purposes of this tipulation. surveillance that 
.. implicates·· United State Persons means surveillance that is reasonably 
belie,·ed to involve the interception. acquisition, scanning. or collections 
of information or communications to, from. or about a United States 
Person or Persons even if the target of such survei llance is not a United 
States Person.] 

18. The Agency conducted a search for doctunents responsive to this request. 

described more fu lly below. and located over 1200 pages of responsive material. of which over 

850 pages were released in whole or in part to the Plaintiffs. 

AGENCY'S SEARCH FOR RESPONSIVE DOCUMENTS 

19. Relying on the specificity of the infom1ation sought by Plaintiffs in the stipulation 

(AEX 12), NSA conducted searches in its directorates and organizations that NSA detem1ined 

were most likel) to have responsive records if such re ponsive records existed. NSA relied upon 

its FOIA Oflice. which is staffed with a cadre of intelligence professionals. including 

intelligence analysts, to direct and assist in the search for responsive records. Additionall). NSA 

assigned the following personnel to assist v. ith the earchcs within their respective organizations: 

the Signals Intelligence Directorate assigned three senior employees who are well-versed in the 

Directorate's missions, functions. and activities. particularly those undertaken pursuant to EO 

12333; the Oflice of General Counsel assigned a senior attorney with extensive experience in its 
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Intelligence Lm.v practice group drafting legal opinions concerning EO 12333: and the Office of 

the Inspector General assigned its counsel (collecti,ely ... Senior Staff). As explained in 

Paragraph 2 1 of this declaration. N A FOIA Office professionals determined, based on their 

familiarity "' ith NSA ·s organization and operations, that no other components of NSA were 

likely to possess additional responsi e materials. 

20. The Senior Staff reviewed NSA activities and programs. to include the sources 

and methods undertaken in these EO 12333 acti\ ities and programs. for records that were 

responsive to the requested five categories of information about electronic surveillance 

implicating United States Persons (USPs). The Senior Staff also searched the holdings of the 

Signals Intelligence Directorate and relevant organizations within that Directorate: the Office or 

the General Counsel: the Office of the Inspector General: the Legislative Affairs Office: and the 

Associate Directorate for Education and Training. This Senior Staff was fully aware of the 

nature of the filing systems of each organization and rel ied on their experience at NSA to 

identify the relevant repositories most likely to contain re pensive materials. Once these 

repositories were identified, the Senior taff conducted searches both electronically and 

manual I). The Senior Staff conducted its electronic searches using the term ··EO 12333'' and 

other terms unique to the Directorate/organizations being searched. 1 In the Office of the General 

Counsel. the Senior Staff searched electronic records of current and former General Counsels, 

Deputy General Counsels. and Associate General Counsels for Intelligence Law. NSA also 

searched its repository of serialized legal opinions. which are fonnal legal guidance issued by 

individuals occupying those senior legal positions. using the search tenn ··EO 12333" and the 

1 ACLU. in its requests and in the stipulation, referTed to the Executive Order as EO 12.333 
(with a comma). NSA and the U.S. Intelligence Community typically render the Executive Order 
as EO 12333 (with no comma). NSA 's search \Vas reasonably calculated to recover responsive 
material regardless of the manner in which the number was written. 
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titles of senior NSA legal officials likely to have created and received responsive documents. 

The Senior Staff also cond ucted manual searches based on the fi ling systems of each 

organization likely to have responsive documents to identify and locate records responsive to the 

stipulation. For instance. the Senior Staff searched for documents responsive to Plaintiffs' 

requests in the electronic repositories of the Signals Intell igence Directorate's policy 

organization. which contain NSA and IC policies governing the conduct of signals intelligence 

activities under EO 12333. Like\\ ise. the Senior Staff searched for responsive documents in the 

electronic repositories of the Associate Directorate for Education and Training. which contain 

formal training courses and exams. Finall}. the Senior Staff manually retrieved from the files of 

the Office of the Inspector General all quarterly reports fi led wi th the Intelligence Oversight 

Board for the time period specified in the stipulation. and using the search term ·'EO 

12333"electronically searched the Office of the Inspector General's repositories containing 

intelligence oversight reports. and then manually reviewed the results for records responsive to 

the stipulation. 

21. NSA 's decision to search only the repositories of the five abo\'e-listed 

organizations was reasonable because all originals of materials responsive to the five categories 

of records requested by the Plaintiff were most likely to reside there. The repositories of other 

organizations would hold only copies of these original documents. This is because the NSA 

organizations that were searched are those responsible for (a) conducting signals intelligence 

activities under EO 12333; (b) ensuring the compliance of these activities "' ith EO 12333 

authorities: (c). reporting to higher authorities ''hich oversee NSA signals intelligence activities 

(such as the Intelligence Oversight Board). and (d) training NSA personnel in the compliant 

conduct of signals intelligence activit ies. For example. the Office of the General Counsel and 
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the Signals Intelligence Directorate were the organizations that could be most reasonably 

presumed to have documents in Category l (formal regulations and po licies relating to A 

authorities under EO 12333) and Category 2 (documents that officially authorized or modified 

NSA policies or procedures that implicate USPs): the Office of the General Counsel was the 

organization that would have documents responsive to Category 3 (formal legal opinions): the 

Associate Directorate for Education and Training and the ignals Intelligence Directorate were 

the organizations that would have documents re ponsive to Category 4 (forma] training and 

reference materials); and the Onice of the General Counsel. the Signals Intelligence Directorate. 

the Legislative Affairs Office. and the Oftice of the Inspector General, collectively, were the 

organiz~tions that wouJd have documents responsive to Category 5 (formal reports to Congress 

or authored by the NSA IG relating to compliance in undertaking surveillance pursuant to EO 

12333). 

22. Over 1200 pages of responsive material '"ere located and referred to the NSA 

FOIA Office for processing. NSA identified and searched all NSA components that were likely 

to possess records responsive to the FOlA request. and identified and used search methods that 

were reasonably likely to identify all respon ive SA records. 

APPLICABLE EXEMPTIONS TO THE FOIA 

23. NSA withheld certain information, as set forth below, because it is properly 

exempt from disclosure under the FOIA based on Exemptions I. 3 and 5. 5 U .. C. §§ 552(b)( I). 

(3). and (5), respectively. This information remains currently and properly classified in 

accordance with EO 13526 and protected from release by statute, spcci fically Section 6 of the 

National Security Agency Act of 1959 (Pub. L. No. 86-36) (codified at 50 U.S.C. * 3605) 

( .. NSA Act''). 18 U.S.C. § 798. and ection 1 02A(i)( I) of the National Security Act of 1947. as 

amended (codified at 50 U .. C. § 3024(i)( I)). Moreover, some of the information ·withheld 
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constitutes privileged communications between government attorneys and their clients. All 

information withheld pursuant to exemption 5 is also exempt from public release based on 

Exemptions I or 3 of the FOIA. 

24. For each document released in part. NSA used "exemption codes·· to indicate 

which FOIA cxemption(s) apply to each redacted portion of the document. For instance. if 

information is exempt under FOIA Exemption 3. N A redacted it and marked the redaction \\ ith 

··(b)(3)." Additionally. several of the released documents have sections or paragraphs \vhich are 

··portion marked·· to indicate their classification. with the specific level of classification is listed 

in parentheses. The letters in parentheses - ··c :· ··s:· and ··rs·· - indicate that the infom1ation 

is currently and properly classified CONFIDENTIAL. ECRET. or TOP SECRET. respecti\'ely. 

pursuant to the provisions of EO 13526. 

25. ACLU has indicated that it is chal lenging each defendant agency"s withholdings 

as to a subset of documents that would serve as a narrow "litigation sample·· O\'er which the 

parties could litigate. Specifically. ACLU has indicated that it is challenging (I) NSA ·s 

withholdings as to NSA Documents 5. 28. and 79 (Bates Number 4165220. which is a sample 

selected by ACLU from among 47 quarterly reports and ~ annual reports submitted b) NSA to 

the President's Intelligence Oversight Board (lOB)). \\hich were released in part. and NSA ·s 

determination to withhold Documents 7. 9. and 11-23 in full. ACLU has also selected for the 

litigation sample two NSA documents that were not assigned document numbers: USSrD 

SPOO 18 (Bates number 4086222) and USSID SPOO 18 Appendix J (Bates number 4086223). 

which were both released in part to ACLU as part of the administrati ve processing of the 

request.2 Finally. ACLU has indicated that it is challenging certain withholdings claimed by the 

2 Attached to this declaration is a l'aughn Index listing those NSA documents that were selected 
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Department of Justice National Security Division (NSD), the Federal Bureau of investigation 

(FBI), and OLC on behalf of NSA. The documents in this category are NSD Documents 4, 7. 

12, 13, 14, 17, 18. 23, 30, 31. 33, 36. 37. 42. 44. 47, and 48. NSD Bates Numbers 094-125. FBI 

Bates Numbers 30-35. and OLC Documents 2. 3. 4. 6. 8. 9. and 10.3 With respect to some of 

these documents from other agencies. this Declaration addresses only certain of the exemptions 

justifying the withheld or redacted infotmation whi le the other agency's declaration addresses 

the remaining exemptions. With respect to the N A documents at issue, it is my understanding 

that NSD will justify the applicabi lity of the Attorney-Client and Deliberative Process Privi leges 

under FOIA Exemption 5 to NSA Documents 11 and 12. and that the Depa11ment of Justice 

Office of Information Policy wi ll justify the applicabi lity of the Presidential Communications 

Privilege under FOIA Exemption 5 to NSA Document 12. 

26. The justification for the withholding of some of the challenged information that 

the Agency withheld under FOIA Exemptions 1 and 3 can only be addressed in an in camera. ex 

parte classified declaration that wi II accompany this unclassified declaration. addressing NSA 

Documents 11. 12. 13, and 22, and NSD Documents 4. 7. 12, 13, 14. 17. 18. 23, 30. 33. 36. 37. 

42, 44. 47, and 48. This is so because any description of the information withheld beyond that 

given below would reveal information that is cun·ently and properly classified in accordance 

with EO 13526 and protected from release by statute as this information would reveal the 

intelligence sources, methods, activities, and functions of SIGINT co llection and exploitation. 

for the litigation sample in response to ACLU's request. AEX 13. as well as copies of the 
documents listed in that index that were released in part. AEX 14-18. 
3 Documents listed in other agencies' Vaughn lnde:--:es are referTed to by their document 
numbers or Bates numbers in the respecti e l'aughns. 
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FOIA Exemption I 

27. Section 552(b)(l) of the FOIA provides that the FOIA does not require the release 

of matters that arc specifically authorized under criteria estab lished by an Executive Order to be 

kept secret in the interest of the national defense or foreign policy. and arc in fact properly 

classified pursuant to such Executive Order. The current Executive Order that establishes such 

criteria is EO 13526. 

28. Section 1.1 of EO 13526 provides that information may be originally classified if: 

I) an original classilication authority is classifying the information: 2) the information is owned 

by, produced by or for, or is under the control of the Government: 3) the information falls within 

one or more of the categories of infom1ation listed in section 1.4 of the Executive Order: and 4) 

the original classification authority determines that the unauthorized disclosure of the 

information reasonably could be expected to result in damage to the national security. and the 

original classification authority is ab le to identify or describe the damage. 

29. Section 1.2(a) of EO 13526 pro\ ides that information shall be classified at one of 

three levels. lnfonnation shall be classified at the TOP SECRET level if its unauthorized 

disclosure reasonably could be expected to cause exceptionally grave damage to the national 

security. Information shall be classified at the SECRET level if its unauthorized disclosure 

reasonably could be expected to cause serious damage to the national security. Information sha ll 

be classified at the CONFIDENTIAL level if its unauthorized disclosure reasonably could be 

expected to cause damage to the national security. 

30. Section 1.4 of EO 13526 provides that information sha ll not be considered for 

classification unless it falls within one (or more) of eight specifically enumerated categories of 

information. The categories of classified information in the documents at issue here are those 

found in Section I A( c). which includes intelligence activities (including covert action). 
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intelligence sources and methods. or cryptolog): Section 1.-t(d), which includes foreign relations 

or foreign activities of the United States. including confidential sources; and Section 1.4(g). 

which includes vu lnerabilities or capabilities of systems. installations, infrastructures. projects. 

plans. or protection services relating to the national security. 

31. In my role as a TOP SEC RET ori ginal classification authority c·OCA"), I am 

authorized to make classification dctcm1inations at the TOP SECRET, SECRET. and 

CONFIDENTIAL levels. As set out more fully belo''· I re,·iewed the categories of information 

withheld pursuant to this FOIA request and determined that those categories are currently and 

properly classified in accordance with EO 13526. Based on that determination. I have further 

determined that the responsive material at issue was properly withheld, as all of this information 

is currently and properly classified in accordance '' ith EO 13526. Accordingly. the release of 

this intelligence information could reasonably be expected to cause damage to the national 

security. The damage to national security that rea onably could be expected to result from the 

unauthorized disclosure of this classified information is described belo'v\. Finally. in accordance 

with ection 1.7 of EO 13526, no infonnation \\as classified or withheld in order to conceal 

violations of Ia\\. or to prevent embarrassment to the Agency. 

FOIA Exemption 3 

32. Exemption 3, 5 U.S.C. § 552(b)(J). provides that FOIA does not require the 

production of records that are: 

specifically exempted from disclosure by statute (other than section 552b of this 
title). provided that such statute (A)(i) requires that the matters be withheld from 
the public in such a manner as to leave no discretion on the issue. or (ii) 
establishes particular criteria for withholding or refers to particular t) pes of 
matters to be vvithheld; and (B) if enacted after the date of enactment of the 
OPEN FOIA Act of2009. specificall) cites to this paragraph." 

4 The OPEN FOIA Act of 2009 was enacted on October 28. 2009. Pub. L. 111-83. 123 Stat. 
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33. The challenged infom1ation at issue in this litigation falls square!) ,., ithin the 

scope of three statutes. The first applicable statute is a statutory privilege unique to NSA. As set 

forth in section 6 of the NSA Act. Pub. L. No. 86-36 (50 U.S.C. § 3605). '·[n)othing in this Act 

or any other law ... shall be construed to require the disclosure of the organization or any 

function of the National Security Agency, [orJ of any information with respect to the activities 

thereof ... . ". Congress, in enacting the language in this statute. decided that disclosure of any 

information relating to NSA activities is potentially ham1ful. Federal cout1S have held that the 

protection provided by this statute is. b) its ver) terms. absolute. Section 6 states unequi,·ocally 

that. notwithstanding any other Ia'"· including the FOIA. NSA cannot be compelled to disclose 

any information with respect to its activities. To invoke this privilege, the U.S. Government 

must demonstrate only that the information it seeks to protect falls within the scope of Section 6. 

Further. while in this case the harm would be exceptionally grave or serious. the U.S. 

Government is not required to demonstrate specific harm to national security when invoking this 

statutof) privilege, but only to show that the information relates to its activities. NSA · s 

functions and activi ties are therefore protected from disclosure regardless of whether or not the 

information is classified. 

34. The second statute is ection I 02A(i)( I ) of the National Security Act of 1947, as 

amended. 50 U.S.C. § 3024(i )( I ). which provides that '' the Director of National Intelligence 

shall protect intelligence sources and methods from unauthorized disclosure:· Like the 

protection afforded to core NSA activities by section 6 of the NSA Act. the protection afforded 

to intell igence sources and methods is absolute. Whether the sources and methods at issue are 

classified is irrelevant for purposes of the protection afforded by 50 U .S.C. § 3024(i)( 1 ). 

2 142, 2L84. 5 U.S.C. § 552(b)(3)(8). alter the applicable provtsions \\Cre enacted. and 
therefore is not applicable to the analys is in this case. 
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35. Finally, the third statute is 18 U.S.C. § 798. This statute prohibits the 

unauthorized disclosure of classified infom1ation : (i) concermng the communications 

intel ligence activities of the United States. or (ii ) obtained by the process of communications 

intelligence deri,·ed from the communications of any foreign government. The term 

''communications intelligence:' as defined by Section 798. means the "procedures and methods 

used in the interception or communications and the obtaining of information from such 

communications by other than the intended recipients:· 18 U.S.C. § 798(b). 

36. As described above. these statutes protec t the frag ile nature of the United States· 

intelligence sources. methods, and acti\ ities. to include but not limited to the existence and depth 

of signals intelligence-related successes. weaknesses. and exploitation techniques. These 

statutes recognize the vulnerability of intelligence sources and methods. including to 

countermeasures. and the significance of the loss of valuable intelligence information to national 

policymakers and the Intell igence Community ("IC''). Given that Congress specifically 

prohibited the disclosure of the sources and methods used by the IC. as '"'ell as an) information 

related to NSA ·s functions and activities. I ha\ e determined that the information 'vvas properly 

withheld under FOIA Exemption 3. 

FOfA Exemption 5 

37. Exemption 5 provides that FOIA does not require the release of ''inter-agency or 

intra-agency memorandums or letters v. hich would not be avai lable by law to a party other than 

the agency in litigation with the agency." 5 U.S.C. § 552(b)(5). This exemption incorporates 

multiple privileges. including the traditional allorney-clicnt privilege into the FOIA. As a result. 

an agency does not have to produce "confidential communications between an attorney and his 

client relating to a legal matter for which the client has sought professional advice." /11/ead Dala 

Cent .. Inc .. v. U.S. Dep 'J of/he Air Force. 566 F.2d 242. 252 (D.C. Cir. 1977). 
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CATEGORIES OF INFORMATION WITHHELD 

Documents Related to Classified SA Intelligence Sources and Methods 

38. NSA \Vi thheld from disclosure information concerning particular intelligence 

sources. and related methods used to collect and process fore ign communications. including 

legal analyses. approval documentation. an NSA OIG report. and compliance incident reports. 

The documents in thjs category include A Documents II. 12, 13, and 22 and NSD 

Documents 7. 12. 13. 14, 17, 18, 23. 30. 33. 37. 42. 44. 47. and 48. Other than the documents· 

dates and number of pages, no information from these documents can be released because the 

very fact of these intelligence sources and methods is currently and properly classified. 

Additionally. the documents contain myriad details regarding the types of communication data 

NSA is able to co llect and how that data is collected. Disclosure of this information would 

reveal core NSA foreign intelligence activities. sources. and methods. including technical 

tradecraft. to the benefi t of our adversaries. NSA has also (i[cd a classified. ex par/e. in camera 

declaration more fu lly e plaining the nature of these documents and why no portion of them can 

be released.5 

39. Disclosure of any info rmation about the e sources and the methods by which 

NSA effects collection. as well as the scope of that collect ion. would demonstrate the 

capabilities and limitations of the U.S. SIGINT system. and the success (or lack of success) in 

acquiring certain types of communications. The collection of communications intel!jgence is 

central to NSA·s mission and allows NSA to provide unique and timely insight into the activities 

5 Additionall). it is my understanding that NSD wi ll file a declaration justil)ring the withholding 
the Department of Justice, Office of lnfonnation Policy.\\ ill justify the withholding in full of 
NSA Document 12 and NSD Document I 8 pursuant to the Presidential Communications 
Privilege incorporated into FOIA Exemption 5. and that N D wi ll further justify the withholding 
in full of SA Documents II and 12 pursuant to the Deliberative Process and Attorne) -Client 
Privileges also incorporated into FOIA Exemption 5. 
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of foreign adversaries for U.S. policymakers. Public disclosure of NSA's capabilities to acquire 

specific types of communications. and the technical means and methods by which such 

acquisition is effected, would alert targets to the vulnerabilities of their communications (and 

which of their communications are not vulnerable). Details regarding compliance incidents 

reported to the NSA Inspector General and to NSD, including the number of such incidents 

related to particular collection methodologies, \\'Ould similarly reveal the nature and scope of 

these intelligence sources. Release of this information would also disclose detai ls regarding 

NSA"s capabil ity to collect certain types of foreign communications, and the gaps or limits of 

that capabil ity. Once aler1ed. adversaries could develop additional countermeasures to thwart 

collection of their communications. Such a reaction may result in denial of access to targets· 

communications and therefore result in a loss of information critical to the national security and 

defense of the United States. 

40. I have reviewed this matter and determined that all information owned by. 

produced by. or under the control of the U.S. Government regarding this source and the details 

of the methods used is currently and properly classi fi ed at the TOP SECRET level in accordance 

with EO 13526. because the release of this infonnation could reasonably be expected to cause 

exceptionally grave damage to the national securi ty. Revealing the existence of these sources 

themselves would disclose information regarding the technical means by which NSA effects 

collection of the communications of valid fo reign intell igence targets. Therefore. this 

information meets the criteri a for classification set fo rth in Sections 1.4(c), 1.4(d). and 1.4(g) of 

EO 13526. See supra. ~l 30. Moreover. because the nature of the sources themselves is currently 

and properly classified, a release of any portion of the referenced documents would tend to 
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