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(U) NSA FIRST QUARTER CY2019 

INTELLIGENCE OVERSIGHT REPORT 

I Non Responsive I 
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(b) (3)-P.L. 86-361 ii,·" ! I" , 
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·1 ()I' !il:C'.ltl.J",.'!i!.' )i()J tllt~i (b} (3) -so use 3024 (i) 

(b) (3)-P.L. 86-36 

~ l 
d. File Number: NSA 2018-025-Q , • :·~. •. • • • ' . . . 

t • • • .... 

(1) fS//P:lJ~) Incident Description: Provider misprovisio11 ef (_'DRs pPOduced pursuanl·to 
Title V ofFISA, as amended by the USA FREEDOM Act (U~'A), • : : '

0

• . . . . . .. . . . .. 
(r8//81//tJI') Pursuant to lJFA. the FISC has Cl\1?J{~ri1.cd thc..-.largctcd:pr,;1Juct1on to N:-1' 

of CIJl.Zs pertaining to certain specific selection tor~·s. and issuee' Seconda;y CJrdcrs to :: • 
I Ito co1npe\ the production of those CDJ{'.~·~ 

0

()11 or about CJ'Ctober 12. 2018.:NSJ\ techn~!tl• 
analysts CxnITTjning the targeted productioa \J

0

f ('J)l(s observed 'an anon1alv.' Sni.:~i ficall v. tht~: 
ana!vsts identifictl·a larl'cr than exnecteCt 'number ofl .... .. . . ... 

· • · I Further invcstigatirn1 dctcr1nincd that th!.!se f!.!!.!ords \V~rl! 
"r_r_o..,..d'u-cc-ect'"'"b:J..,..l ______ ,.,IO""n.._ • .,,. Ut't<:>bcr 12 2018 NSA renucsted the nrovi<lcr iriYcstigate ti~: 
anomaly. ·rhc provider later confirmed th~r·· • : •· · d r s ·:i: 
in the creation ofCDJls •• .. 

• 
400 According to the provider, it produced CDl<s affected by the erfar ·'>tarting on or ubout ()ctober 3~ 

? • • •• 
401 -018. • • • • • . 

402 
403 
404 

405 
406 

407 
408 

409 

(2) (U) Timelinc: Date(s) of incident: October J. 12, 2018 
Date ofincidciit reported in 11(.J": October 12. 2018 
Date reported to IJolJ SJ 00: February 1. 2019 

. . . . 
(b} (1) 

(b) (3)-P.1. 86-36 

.. . . 
(3) tSh'f4F) Reason for l~eport: 

not authorized by the FISC's orders .• ' 
Production b)' the provider of erroneous (_'()J(s that \\"C~I.!: 

(4) (SI/NF) Cause: l 

(5) (U) Impact on National Security or International Relations: None. 

: . . . . . . 
. 
.. .. .. 
. 

410 (6) (U) Impact on Civil Liberties or Privacy. "!"he Cl~P·r oflicc assesses the in1pact tt~: 
411 civil liberties and privacy \Vas limited given the quick identification, purge processes, and lack 01:: 
412 reporting. •• .. 
413 (7) (TSJ\ISlllNF) Remedial Action: onl I NSA suspended the data !low:: 
414 from the provider until it could validate that the issue had been rcSi_,\ vcd. ·rhe provider inforn1cd:: 
415 NSA onl hhat it in1plcn1ented a soluti(lfl that corre1..1ed the error. and NSA \Vorked: • 
416 \Vi th the provider to veri fy

0 

~ solution. 0111 I NSA reinitiatcd the data flo\\' from ': 
417 the providcr.1 I • 
418 
419 
-120 
-12 ! 

. 
(8) (ll) Addition1:1l lnforn1ation: None.'· 

• . . 
.. I {b) (3)-P.L. s6-36 

Pago.: 12ul"1.t 

NSA FOIA Case 105767 Page 066 



Doc ID: 6672824 

423 (9) (U) Status: Closed/Substantiated. 

~~~~~~~~· . . .. I Non - Responsive I 

440 5. (U) Significant Inspection Findings/Intelligence Oversight Program 
441 Developments 

44~ (I J (l 1//!"()t;()) l\i.:p11rt (l!l the 1\t:\·ii.:\\' of thi.: National Sci.:urit;. _;\gene;. '('entra! Si:curit;. 
441 Scr\·ii.:e·s l)i.:li.:1ion orl·ertain t.:s,\ l·l\l'.l:!)()iv\ 1\i.:1 l)ata (S.l"-18-0008) Spi.:eial Stud;. 
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{b) (3)-P.L. 86-36 'l'()J' fiJ:t·JtL 1 ·:!iJ.',)ifll !lit?< 

• .. 
('rS1'/SIA'tJf') Following the discovery that NSA received inaccurate CDJ{s pursuant to the 

UFA, and a subst;.tloent request by two U.S. Senators for an independent revic\v of certain aspects 
of NSA's lJFA 'Pr[Jgram, including \vhcther NSA's deletion \vas sufficient to ensure that all 
inaccurate Cl)J{~ w£re deleted, the NSA OIG conducted a limited scope study of NSA ·s deletion 
of CDJ{s and Jata:derived fron1 those CDJ{s (hereafter collectively re!Crrcd to as "lJFJ\ data 
objects'') inge1led 4rior to 23 May 2018. ·rhc Ol(i generally found that NSA had hccn successful 
in deleting the! ; I UFA data objects derived from CIJJ{s that it received l'ron1 

U.S. telecon11nuni ·lions service roviders llndcr the tJFA progran1: ho\vevcr. the ()J(j identified 
that should have been deleted. but \Vere not based upon 

'13~;'.s~ni]11:ijs1[iia~efinlitasS,.,:Uummijpiltic1oiiin~r:C:cggmar'C!iim;iJg the age-off configurations t()r a single SICi!N·r repository 
,_ ___ __,t). ·rhe ()l(i n1adc one recommendation to assist the Agency in strengthening its 
:Controls in the event that a future UFA deletion is required. 

(U//1-0UO) ·rhe Compliance (Jroup, OU('., and the Capabilities l)ircctorate \viii ensure that 
:this rccon1n1endation is considered if any f uturc lJ FA deletion is required. 

l (b) (3)-P.L. 86-36 I Non - Responsive 

: (U/~) NSA reported this previously as 2018·008 Q 
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