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UNITED STATES DISTRICT COURT

NORTHERN DISTRICT OF CALIFORNIA
SAN FRANCISCO-OAKLAND DIVISION

WILEY GILL; JAMES PRIGOFF;TARIQ

RAZAK; KHALED IBRAHIM; and AARON Case No. 3:14-cv-03120 (RS)
CONKLIN, :
o FIRST SUPPLEMENTAL COMPLAINT
Plaintiffs, FOR DECLARATORY AND
INJUNCTIVE RELIEF
v.
DEPARTMENT OF JUSTICE; LORETTA E. Administrative Procedure Act Case

LYNCH,! in her official capacity as the Attorney
General of the United States; PROGRAM
MANAGER - INFORMATION SHARING
ENVIRONMENT; KSHEMENDRA PAUL, in
his official capacity as the Program Manager of
the Information Sharing Environment,

Defendants.

'In light of Ms. Lynch’s swearing in as Attorney General on April 27, 2015, she is automatically substituted as a
Defendant in this action in place of Eric Holder. See Fed. R. Civ. P. 25(d).
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INTRODUCTION

1. This complaint challenges a widespread domestic surveillance program that
targets constitutionally protected conduct and encourages racial and religious profiling.

Plaintiffs are five United States citizens — two photographers, one white man who is a devout
Muslim, and two men of Middle Eastern and South Asian descent. They engaged in innocuous,
lawful, and in some cases First Amendment protected activity. Two were photographing sites of
aesthetic interest, one was likely viewing a website about video games inside his home, one was
buying computers at Best Buy, and another was standing outside a restroom at a train station
while waiting for his mother. Due to the standards issued by Defendants that govern the
reporting of information about people supposedly involved in terrorism, Plaintiffs were reported
as having engaged in “suspicious activities,” reports about them were entered into
counterterrorism databases, and they were subjected to unwelcome and unwarranted law
enforcement scrutiny and interrogation. Defendants’ unlawful standards for maintaining a
federal law enforcement database regarding such supposedly “suspicious” activities have not
yielded any demonstrable benefit in the fight against terrorism, but they have swept up innocent
Americans in violation of federal law.

2. Through the National Suspicious Activity Reporting Initiative (“NSI”), the federal
government encourages state and local law enforcement agencies as well as private actors to
collect and report information that has a potential nexus to terrorism in the form of so-called
Suspicious Activity Reports (“SARs™). SARs are collected and maintained in various
counterterrorism databases and disseminated to law enforcement agencies across the country.
An individual who is reported in a SAR is flagged as a person with a potential nexus to terrorism
and automatically falls under law enforcement scrutiny, which may include intrusive questioning
by local or federal law enforcement agents. Even when the Federal Bureau of Investigation
concludes that the person did not have any nexus to terrorism, a SAR can haunt that individual
for decades, as SARs remain in federal databases for up to 30 years.

3. Defendants Department of Justice (“DOJ”) and Program Manager of the

Information Sharing Environment (“PM-ISE”) have issued standards governing the types of

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 2 Gill v. DOJ, CASE NO. 3:14-CV-03120 (RS)
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information that should be reported in a SAR. Both standards authorize the collection,
maintenance, and dissemination of information, in the absence of any reasonable suspicion of
criminal activity. Defendants have also identified specific categories of behavior that they claim
satisfy each agency’s standard and should be reported as suspicious. These behavioral categories
range from the constitutionally protected (photographing infrastructure) to the absurd (“acting
suspiciously™).

4. Defendants’ standards conflict with a duly promulgated regulation of Defendant
DOJ that prohibits the collection, maintenance, and dissemination of criminal intelligence
information, unless there is reasonable suspicion of criminal activity. See 28 C.F.R. § 23 (1993).
The regulation’s reasonable suspicion requirement reflects the constitutional principle that law
enforcement should not take action against someone, unless there is good reason to believe
criminal activity is afoot. Neither of Defendants’ standards for reporting suspicious activity was
promulgated in accordance with the notice and comment requirements of the Administrative
Procedure Act (“APA”), 5 U.S.C. § 551 et seq. (2012). As aresult, Defendants’ issuance and
implementation of standards for suspicious activity reporting violate federal statutory
requirements that agencies not act in an arbitrary and capricious manner and observe the
procedures required by law. Through this action for declaratory and injunctive relief, Plaintiffs
seek to set aside as unlawful Defendants’ standards for suspicious activity reporting.

PARTIES

5. Plaintiff Wiley Gill is a United States citizen and a custodian at California State
University, Chico (“Chico State”). Mr. Gill converted to Islam while he was a student at Chico
State. He resides in Chico, California. He is the subject of a SAR, attached as Appendix A to
this Complaint. The SAR was uploaded to eGuardian, a law enforcement database maintained
by the FBI. The SAR identifies Mr. Gill as a “Suspicious Male Subject in Possession of Flight
Simulator Game.” Mr. Gill was likely viewing a website about video games on his computer at
home, when two officers of the Chico Police Department entered and searched his home without

voluntary consent or a warrant based on probable cause.

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 3 Gill v. DOJ, CASE NO. 3:14-CV-03120 (RS)




AN

NN D

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

Case3:14-cv-03120-RS Document67-2 Filed09/01/15 Page5 of 16

6. Plaintiff James Prigoff is a United States citizen and an internationally renowned
photographer of public art. Mr. Prigoff resides in Sacramento, California. Private security
guards warned Mr. Prigoff not to photograph a piece of public art called the “Rainbow Swash” in
Boston, Massachusetts. As a result of that encounter, an agent of the Federal Bureau of
Investigation (“FBI”) went to Mr. Prigoff’s home in Sacramento several months later and
questioned at least one neighbor about him. Upon information and belief, Mr. Prigoff is the
subject of a SAR or SAR precursor report.

7. Plaintiff Khaled Ibrahim is a United States citizen of Egyptian descent who works
as an accountant for Nordix Computer Corporation, a computer network consulting and service
company. He formerly worked as a purchasing agent for Nordix. Mr. Ibrahim resides in San
Jose, California. Mr. Ibrahim is the subject of a SAR, attached as Appendix B to the Complaint.
The SAR describes a “[s]uspicious attempt to purchase large number of computers.” Mr.
Ibrahim attempted to make a bulk purchase of computers from a Best Buy retail store in Dublin,
California, in his capacity as a purchasing agent for Nordix. The SAR was uploaded to
eGuardian, a law enforcement database maintained by the FBI. Dublin is located in Alameda
County, California.

8. Plaintiff Tariq Razak is a United States citizen of Pakistani descent. A graduate
of the University of California at Irvine, he works in the bio-tech industry. Mr. Razak resides in
Placentia, California. Mr. Razak is the subject of a SAR, attached as Appendix C to this
Complaint. The SAR identifies Mr. Razak as a “Male of Middle Eastern decent [sic] observed
surveying entry/exit points” at the Santa Ana Train Depot and describes him as exiting the
facility with “a female wearing a white burka head dress.” Mr. Razak had never been to the
Depot before and was finding his way to the county employment resource center, which is
located inside the Depot and where he had an appointment. The woman accompanying him was
his mother.

9. Plaintiff Aaron Conklin is a graphic design student and amateur photographer.
He resides in Vallejo, California. Private security guards have twice prevented Mr. Conklin

from taking photographs of industrial architecture from public locations. One such incident
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occurred outside the Shell refinery in Martinez, California, and resulted in Mr. Conklin being
detained and having his camera and car searched by Contra Costa County Sheriff’s Deputies,
who told Mr. Conklin that he would be placed on an “NSA watchlist.” Upon information and
belief, Mr. Conklin is the subject of a SAR. Martinez is located in Contra Costa County,
California.

10.  Defendant DOJ is a federal agency within the meaning of the APA, 5 U.S.C. §
551(1). DOJ, through its components, has issued a standard governing SAR reporting, conducts
trainings on that standard, and plays a major role in implementing the NSI.

11.  The FBI is a component of DOJ with both intelligence and law enforcement

responsibilities. The FBI has issued a standard governing the reporting of SARs, and trains law

‘enforcement and private sector personnel on its SAR reporting standard. The FBI oversees and

maintains the eGuardian system, which serves as a repository for SARs and allows thousands of
law enforcement personnel and analysts across the country to access SARs in the eGuardian
system. The FBI is one of the primary entities responsible for the NSI.

12.  The Office of Justice Programs (“OJP”) was created pursuant to 42 U.S.C. § 3711
(2012) and is a component of Defendant DOJ. OJP administers grants to state and local law
enforcement entities. Upon information and belief, OJP funding supports, among other things,
entities that engage in the collection, maintenance, and dissemination of SARs, and systems that
collect, maintain, and disseminate SARs.

13.  The Bureau of Justice Assistance (“BJA”), within OJP, provides assistance to
local criminal justice programs through policy, programming, and planning. BJA served as the
executive agent of the NSI until October 2013. BJA has issued a standard governing the
reporting of SARs, and conducts trainings on its SAR reporting standard.

14.  The Program Management Office (“PMO”), also a component of DOJ, has played
a key role in implementing the NSI. On December 17, 2009, DOJ was named the executive
agent to establish and operate the PMO for the NSI. In March 2010, DOJ established the NSI

PMO within BJA to support nationwide implementation of the SAR process.

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 5 Gill v. DOJ, CASE NO. 3:14-CV-03120 (RS)
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15.  Defendant Loretta Lynch is the Attorney General of the United States and as the
head of DOJ is responsible for the regulations, guidelines, and standards adopted by DOJ. She is
sued in her official capacity.

16.  Defendant PM-ISE is a federal agency within the meaning of the APA, 5 U.S.C. §
551(1) (2012). Pursuant to the Intelligence Reform and Terrorism Prevention Act of 2004
(“IRTPA”), PM-ISE is charged with issuing uniform standards for sharing terrorism and
homeland security information across federal, state, and local governments. 6 U.S.C. § 485
(2012). PM-ISE has issued a standard governing SAR reporting and qonducts trainings on that
standard. PM-ISE’s standard for SAR reporting is set forth its “Information Sharing
Environment (ISE) - Functional Standard (F'S) - Suspicious Activity Reporting (SAR)”
(“Functional Standard”). PM-ISE issued Version 1.5 of the Functional Standard ” in May 2009.
Functional Standard 1.5 is attached as Appendix D to this Complaint. PM-ISE issued Version
1.5.5 of the Functional Standard in February 2015. Functional Standard 1.5.5 is attached as
Appendix K to this Complaint.

17.  Defendant Kshemendra Paul occupies the office of the PM-ISE, is the head of
PM-ISE, and is responsible for the regulations, guidelines, and standards adopted by PM-ISE.
He is sued in his official capacity.

JURISDICTION AND VENUE

18.  This is an action under the APA, to set aside agency actions because they are
arbitrary and capricious, an abuse of discretion, and not in accordance with law, and because
they are without observance of procedure required by law. See 5 U.S.C. § 706 (2)(A), (D)
(2012). This Court has subject matter jurisdiction pursuant to 28 U.S.C. § 1331 and § 1349
(2012).

19.  The Court has authority to grant declaratory relief pursuant to the Declaratory
Judgment Act, 28 U.S.C. § 2201 and § 2202 (2012).

20.  Venue is proper in this district pursuant to 28 U.S.C. § 1391(e) (2012) because
Defendants are agencies of the United States and officers of the United States sued in their

official capacities, a substantial part of the events or omissions giving rise to this action occurred

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 6 Gill v. DOJ, CASE NO. 3:14-CV-03120 (RS)




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

Case3:14-cv-03120-RS Document67-2 Filed09/01/15 Page8 of 16

in this district, including Alameda and Contra Costa Counties, and one or more plaintiffs reside
in this district.

INTRADISTRICT ASSIGNMENT

21.  Pursuant to Local Rule 3-2(c) and (d), assignment to the San Francisco-Oakland
Division is proper because a substantial part of the events giving rise to this action occurred in

Alameda and Contra Costa Counties.

FACTUAL ALLEGATIONS
A. The Nationwide Suspicious Activity Reporting Initiative
22.  The federal government created the NSI to facilitate the sharing of information

potentially related to terrorism across federal, state, local, and tribal law enforcement agencies.
In particular, the NSI creates the capability to share reports of information with a potential nexus
to terrorism, which have been dubbed Suspicious Activity Reports.

23.  Fusion centers are focal points of the system for sharing SARs. There are
currently 78 fusion centers nationwide. They are generally, though not always, owned and
operated by state or local government entities. Fusion centers receive federal financial support,
including from OJP.

24. Defendants PM-ISE and DOJ train state, local, and tribal law enforcement
agencies as well as private entities to collect information about activities with a potential nexus
to terrorism based on the standard each agency has adopted, and to submit the information in the
form of a SAR, either to a fusion center or the FBL.

25.  Fusion centers gather, receive, store, analyze, and share terrorism and other
threat-related information, including SARs. On information and belief, fusion centers collect,
maintain, and disseminate SARs through databases that receive financial support from OJP.

26.  Defendants train fusion center analysts in their respective standards for SAR
reporting. Fusion center analysts review submitted SARs. If a SAR meets Defendants’
standards, it is uploaded to one or more national databases, such as the FBI’s eGuardian system,
where it can be accessed by the FBI and law enforcement agencies across the country. The

federal government maintains SARs sent to the FBI’s eGuardian system for 30 years. This is

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 7 Gill v. DOJ, CASE NO. 3:14-CV-03120 (RS)
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done even when the FBI determines that the SAR has no nexus to terrorism. See Functional
Standard 1.5 at 34, 53; United States Government Accountability Office, “Information Sharing:
Additional Actions Could Help Ensure That Efforts to Share Terrorism-Related Suspicious
Activity Reports Are Effective” at 7 (March 2013) (“GAO SAR Report”).

27.  Pursuant to the process created by Defendants PM-ISE and DOJ for suspicious
activity reporting, individuals who are the subject of a SAR are automatically subjected to law
enforcement scrutiny at multiple levels of government. That scrutiny may include, but is not
limited to, follow-up interviews and other forms of investigation by law enforcement. For
example:

(a) At the initial response and investigation stage, and even before a SAR is
submitted to a fusion center or the FBI, Defendant PM-ISE instructs the federal,
state, local, or tribal law enforcement agency with jurisdiction to respond to the
reported observation by “gather[ing] additional facts through personal
observations, interviews, and other investigative activities. This may, at the
discretion of the [responding] official, require further observation or engaging the
suspect in conversation.” Functional Standard 1.5 at 32; accord Functional
Standard 1.5.5 at 53.

(b) Fusion center personnel “tak[e] steps to investigate SARs — such as
interviewing the individual engaged in suspicious activity or who witnessed
suspicious activity — before providing the SARs to the FBL.” GAO SAR Report at
16. Officials from fusion centers do investigative work as part of their vetting
process. Id. at 17.

(¢) The FBI reviews all SARs that it receives from fusion centers for follow-up.
That follow-up can take the form of an interview with the subject of the SAR, and
includes, but is not limited to, engaging in a threat assessment of or opening an
investigation into the subject.

(d) FBI agents have admitted that they are required to follow-up on SARs, even

when they know the individual does not pose a threat. For example, a

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 8 Gill v. DOJ, CASE NO. 3:14-CV-03120 (RS)
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28.

professional freelance photographer in Los Angeles, California who specializes in
industrial photography, has twice been interviewed by the FBI after
photographing industrial sites. After security guards instructed him not to
photograph certain industrial sites in the area of the Port of Long Beach in April
2008, FBI agents visited him at his home to question him about the incident. The
FBI contacted him again, after Los Angeles Sheriff’s Department personnel
interfered with his efforts to photograph another industrial site in approximately
December 2009. The FBI agent told the photographer that he knew the
photographer did not pose a threat but that because a report had been opened, he
was required to follow-up on it.

(e) As explained above, SARs that have been uploaded to a national database can
be accessed by law enforcement agencies nationwide. Once uploaded to a
national database, the subject of a SAR faces scrutiny and potential investigation
by one or more of the law enforcement agencies across the country that has access
to the database. That scrutiny is only increasing, as queries of national SAR
databases have dramatically jumped in recent years. The number of queries of
national SAR databases such as eGuardian has risen from about 2,800 queries as
of July 2010 to more than 71,000 queries as of February 2013. See GAO SAR
Report at 36.

This surveillance program has not proven effective in the fight against terrorism.

The United States Government Accountability Office (“GAO”) has faulted the program for

failing to demonstrate any results-oriented outcomes, such as arrests, convictions, or thwarted

threats, even though tens of thousands of SARs had been deemed sufficiently significant to be

uploaded to national SAR databases as of October 2012. See GAO SAR Report at 33, 36-38. In

2012, a Senate Subcommittee reviewed a year of similar intelligence reporting from state and

local authorities, and identified “dozens of problematic or useless” reports “potentially violating

civil liberties protections.” United States Senate, Permanent Subcommittee on Investigations,

Committee on Homeland Security and Governmental Affairs, “Federal Support for and

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 9 Gillv. DOJ, CASE NO. 3:14-CV-03120 (RS)
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Involvement in State and Local Fusion Centers,” October 3, 2012 at 27. Another report, co-
authored by Los Angeles Police Department Deputy Chief Michael Downing, found that SARs
have “flooded fusion centers, law enforcement, and other security entities with white noise.”
The George Washington University Homeland Security Policy Institute, “Counterterrorism
Intelligence: Fusion Center Perspectives,” June 26, 2012 at 31.

29.  While the SARs process has not proven effective in combating terrorism, it has
been extremely effective in sweeping up innocent Americans and recording their lawful activity
in federal counterterrorism databases. Over 1,800 SARs from fusion centers in California show
that the program targets First Amendment protected activity such as photography and encourages
racial and religious profiling. Examples of SARs that met Defendants’ standards for SAR
reporting and have been uploaded to the FBI’s eGuardian database include:

e “Suspicious ME [Middle Eastern] Males Buy Several Large Pallets of Water”

e A sergeant from the Elk Grove Police Department reported “on a suspicious
individual in his neighborhood”; the sergeant had “long been concerned about a
residence in his neighborhood occupied by a Middle Eastern male adult physician
who is very unfriendly”

o “Female Subject taking photos of Folsom Post Office”

o “an identified subject was reported to be taking photographs of a bridge crossing
the American River Bike trail”

e “Iwas called out to the above address regarding a male who was taking
photographs of the [name of facility blacked out] [in Commerce, California]. The
male stated, he is an artist and enjoys photographing building[s] in industrial
areas ... [and] stated he is a professor at San Diego State private college, and
takes the photos for his art class.”

e “I observed a male nonchalantly taking numerous pictures inside a purple line
train [in Los Angeles County] ... The male said he was taking pictures because

they were going to film the television show ‘24’ on the train next week.”

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 10 Gill v. DOJ, CASE NO. 3:14-CV-03120
(RS)
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e “two middle eastern looking males taking photographs of Folsom Dam. One of
the ME males appeared to be in his 50°s”

e “Suspicious photography of the Federal Courthouse in Sacramento”: an “AUSA
[Assistant United States Attorney] reported to the Court Security Officer (CSO) a
suspicious vehicle occupied by what [name blacked out] described as two Middle
Eastern males, the passenger being between 40-50 years of age.”

e “Suspicious photography of Folsom Dam by Chinese Nationals: “a Sac County
Sheriff's Deputy contacted 3 adult Asian males who were taking photos of
Folsom Dam. They were evasive when the deputy asked them for identification
and said their passports were in their vehicle.”

B. Conflicting Federal Rules for Collection of Intelligence Information

30.  Defendants have issued three separate rules governing the collection of
intelligence information, in particular, suspicious activity reports. Only one of these rules,
however, requires reasonable suspicion of criminal activity for the information to be collected,
maintained, and disseminated, and only that rule was duly promulgated under the APA.

1. 28 C.F.R. Part23

31.  OnJune 19, 1968, President Lyndon B. Johnson signed into law the Omnibus
Crime Control and Safe Streets Act of 1968 (“Omnibus Act”). The Act created the Law
Enforcement Administration Agency (“LEAA”), a forerunner to OJP and a component of DOJ,
and authorized it to oversee the distribution of federal grants to state and local law enforcement
programs.

32.  In 1978, after observing the notice and comment process set forth in the APA,
Defendant DOJ, through its component the LEAA, published a final rule establishing operating
principles for “Criminal Intelligence Systems.” See 28 C.F.R. § 23 (1993). The regulation was
promulgated pursuant to the LEAA’s statutory mandate to ensure that criminal intelligence is not
collected, maintained, or disseminated “in violation of the privacy and constitutional rights of

individuals.” 42 U.S.C. § 3789g(c) (2012).

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 11 Gill v. DOJ, CASE NO. 3:14-CV-03120
(RS)
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33.  Several commenters on the then-proposed regulation “were concerned that the
collection and maintenance of intelligence information should only be triggered by a reasonable
suspicion that an individual is involved in criminal activity.” See 43 Fed. Reg. 28,572 (June 30,
1978). The agency concurred, and the proposed operating principles were “revised to require
this criteria as a basis for collection and maintenance of intelligence information.” Id.

34.  Among other requirements, the final rule provides that a “project shall collect and
maintain criminal intelligence information concerning an individual only if there is reasonable
suspicion that the individual is involved in criminal conduct or activity and the information is
relevant to that criminal conduct or activity.” 28 CFR § 23.20(a).

35.  Inaddition, the regulation states that while “pooling of information about” various
kinds of criminal activities such as drug trafficking, smuggling, and public corruption can be

% &¢

helpful in “expos[ing] ... ongoing networks of criminal activity,” “the collection and exchange
of intelligence data necessary to support control of serious criminal activity may represent
potential threats to the privacy of individuals to whom such data relates,” and the privacy
guidelines set forth in 28 CFR Part 23 are therefore necessary. 28 CFR § 23.2.

36. In 1980, DOJ amended the rule, following the public notice and comment process
set forth in the APA, to extend the reach of 28 C.F.R. Part 23 to criminal intelligence systems
funded by both discretionary and formula grants. 45 Fed. Reg. 61,612 (Sep. 17, 1980).

37.  DOJ amended the rule again in 1993 to include a definition of “reasonable
suspicion”:

Reasonable Suspicion . . . is established when information exists which establishes

sufficient facts to give a trained law enforcement or criminal investigative agency officer,

investigator, or employee a basis to believe that there is a reasonable possibility that an
individual or organization is involved in a definable criminal activity or enterprise.

See 28 C.F.R. § 23.20.
38.  “Reasonable suspicion” is the time-tested, constitutional standard that limits law
enforcement from taking action against someone, unless there is good reason to believe criminal

activity is afoot.

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 12 Gill v. DOJ, CASE NO. 3:14-CV-03120
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39.  One commenter argued that “reasonable suspicion . . . is not necessary to the
protection of individual privacy and Constitutional rights, [and suggested] instead that
information in a funded intelligence system need only be ‘necessary and relevant to an agency’s

lawful purposes.”” 58 Fed. Reg. 178, 48451 (Sept. 16, 1993). The agency disagreed, replying:

the potential for national dissemination of information in intelligence information
systems, coupled with the lack of access by subjects to challenge the information,
justifies the reasonable suspicion standard as well as other operating principle restrictions
set forth in this regulation. Also, the quality and utility of ‘hits’ in an information system
is enhanced by the reasonable suspicion requirement. Scarce resources are not wasted by
agencies in coordinating information on subjects for whom information is vague,
incomplete and conjectural.

Id.

40.  DOJ made an attempt in 2008 to amend the regulation to weaken its privacy
protections. In particular, the proposed rule would have (1) permitted information to be stored
regarding organizations as well as individuals; (2) allowed information to be stored based on
reasonable suspicion related to “domestic and international terrorism, including material support
thereof,” and (3) eliminated the requirement that law enforcement agencies receiving information
from a Criminal Intelligence System agree to comply with 28 C.F.R. Part 23, so that recipients
would merely need to have procedures “consistent with” Section 23. See 73 Fed. Reg. 44,674
(July 31, 2008). This attempted rulemaking, however, met with criticism and DOJ withdrew its
proposed rule. The regulation has remained unchanged since its last amendment in 1993.

41.  Inshort, in initially adopting the regulation, DOJ emphasized the importance of
the reasonable suspicion requirement and since then has expanded the scope of the regulation,
reiterated the importance of the reasonable suspicion requirement, and withdrawn efforts to
weaken the regulation’s privacy protections.

2. PM-ISE Standard for Suspicious Activity Reporting

42.  Defendant PM-ISE subsequently issued a standard for SAR reporting, known as
the “Functional Standard,” that — unlike 28 CFR Part 23 — does not require reasonable suspicion
of criminal activity before a suspicious activity report is collected, maintained, or disseminated
and was not issued through the notice and comment procedure required by the APA, thus

dodging public review.

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 13 Gill v. DOJ, CASE NO. 3:14-CV-03120
(RS)
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43.  Pursuant to the exercise of its statutory authority to “exercise governmentwide
authority over the sharing of [terrorism and homeland security] information,” 6 U.S.C. §
485()(1) (2012), PM-ISE has issued “Functional Standards” governing suspicious activity
reporting.

44.  In or about May 2009, PM-ISE released Information Sharing Environment (ISE) -
Functional Standard (FS) - Suspicious Activity Reporting (SAR) Version 1.5 (“Functional
Standard 1.5”). In or about February 2015, PM-ISE released Information Sharing Environment
(ISE) — Functional Standard (FS) — Suspicious Activity Reporting (SAR) Version 1.5.5
(“Functional Standard 1.5.5”). Both Functional Standard 1.5 and Functional Standard 1.5.5
adopt a “reasonably indicative™ standard for suspicious activity reporting. See Functional
Standard 1.5 at 2 (defining suspicious activity as “[o]bserved behavior reasonably indicative of
pre-operational planning related to terrorism or other criminal activity”); Functional Standard
1.5.5 at 4 (defining suspicious activity as “[o]bserved behavior reasonably indicative of pre-
operational planning associated with terrorism or other criminal activity”). PM-ISE is
considering a further update to the Functional Standard (to be designated Version 2.0) that may
broaden the standard for suspicious activity reporting.

45.  The agency has expressly acknowledged that the Functional Standard’s
“reasonably indicative” standard requires “less than the ‘reasonable suspicion’ standard.” PM-

ISE, Privacy, Civil Rights, and Civil Liberties Analysis and Recommendations—Nationwide

Suspicious Activity Reporting Initiative at 12 (draft May 2010).

46.  The Functional Standard also identifies sixteen categories of activity that fall
under the standard and provide a guide to law enforcement in determining what amounts to a
suspicious activity. These categories include photography, observation/surveillance, and
acquisition of materials or expertise. Functional Standard 1.5 at 29-30; Functional Standard
1.5.5 at 42-51.

47.  The Functional Standard applies to, inter alia, “all departments or agencies that
possess or use terrorism or homeland security information.” Functional Standard 1.5 at 1;

Functional Standard 1.5.5 at 1. The Functional Standard applies to state, local, and tribal law
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enforcement agencies and fusion centers that participate in the NSI. Agencies participating in
the NSI follow the Functional Standard in reporting suspicious activity.

48.  The Functional Standard purports to define the scope of suspicious activity that
should be reported for agencies participating in the NSI. The purpose of the Functional Standard
is to standardize SAR reporting at the federal, state, and local levels. |

49.  PM-ISE trains participants in the NSI about, among other things, how to follow
the Functional Standard .

50.  Inpromulgating the Functional Standard, PM-ISE expressly cited its legislative
authority under, inter alia, the IRTPA over governmentwide standards for information sharing.
Functional Standard 1.5 at 1; Functional Standard 1.5.5 at 1.

51.  The Functional Standard constitutes final agency action and a legislative rule
within the meaning of the APA.

52.  PM-ISE issued the Functional Standard without observing the process set forth in
the APA for public notice and comment. Functional Standard 1.5.5 went into immediate effect
upon its publication on February 23, 2015 and remains currently in effect.

3. DOJ Standard for Suspicious Activity Reporting

53.  Defendant DOJ, through its components, has issued a standard for SAR reporting
(“DOJ’s SAR Standard”) that — unlike 28 CFR § 23 — does not require reasonable suspicion of
criminal activity before a suspicious activity report is collected, maintained, or disseminated and
was not issued through the notice and comment procedure required by the APA, thus dodging
public review.

54.  DOJ, through its component the FBI, has set forth the following standard for
suspicious activity reporting: “observed behavior that may be indicative of intelligence gathering
or pre-operational planning related to terrorism, criminal or other illicit intention.” FBI, Privacy
Impact Assessment for the eGuardian Threat Tracking System at § 1.1 (emphasis added). This
standard is set forth in the FBI’s 2008 eGuardian Privacy Impact Assessment (‘2008 eGuardian

PIA”), which is attached as Appendix E to this Complaint. “[TThe FBI uses the criteria in the
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eGuardian Privacy Impact Assessment (dated November 25, 2008) ... to determine if SARs have
a potential nexus to terrorism.” GAO SAR Report at 6 n.10.

55. DOJ’s “may be indicative” SAR Standard is even broader than PM-ISE’s
“reasonably indicative” Functional Standard. See GAO SAR Report at 15-16. But like the
Functional Standard, DOJ’s SAR Standard encourages reporting even in the absence of
reasonable suspicion of criminal activity.

56.  Just as Defendant PM-ISE has enumerated categories of behavior that fall under
its “reasonably indicative” reporting standard, DOJ through its components has also enumerated
categories of behavior that fall under its “may be indicative” reporting standard. These
categories of behavior are broader than the categories set forth in the Functional Standard and
include but are not limited to:

(a) “Possible indicators of terrorist behaviors at hotels:...” FBI and United States

Department of Homeland Security, “Roll Call Release,” July 26, 2010, attached as

Appendix F to this Complaint.

(1) “Using payphones for outgoing calls or making front desk requests in
person to avoid using the room telephone.” Id.

(2) “Interest in using Internet cafes, despite hotel Internet availability....”
1d

(3) “Requests for specific rooms, floors, or other locations in the
hotel....” Id.

(4) “Multiple visitors or deliveries to one individual or room.” Id.
(b) “No obvious signs of employment.” FBI, “Quick Reference Terrorism Card,”

attached as Appendix G to this Complaint.

(c) “Possess student visa but not English Proficient.” Id.
(d) “Persons not fitting into the surrounding environment, such as wearing

improper attire for the location.” Id.
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(e) “Persons exhibiting unusual behavior such as staring or quickly looking away
from individuals or vehicles as they enter or leave designated facilities or
parking areas.” Id.

(f) “A blank facial expression in an individual may be indicative of someone
concentrating on something not related to what they appear to be doing.” Id.

(g) “[P]eople in places where they do not belong.” Bureau of Justice Assistance,
“Communities Against Terrorism: Potential Indicators of Terrorist Activities
Related to the General Public,” attached as Appendix H to this Complaint.

57. One category of behavior identified by DOJ as “suspicious™ activity that should
be reported is a “catch-all”:

(a) “[P]eople acting suspiciously.” Id.

58.  DOIJ through its components has also issued “Potential Indicators of Terrorist
Activities Related to Electronic Stores” (attached as Appendix I to this Complaint) and
“Potential Indicators of Terrorist Activities Related to Mass Transportation” (attached as
Appendix J to this Complaint). Activities identified as suspicious in connection with mass
transportation include “[a]cting nervous or suspicious,” and “[u]nusual or prolonged interest in
... entry points and access controls.”

59.  DOIJ through its components trains participants in the NSI about DOJ’s SAR
Standard. For example, as of 2013, the PMO had provided training for 290,000 line officers (law
enforcement officers whose routine duties put them in a position to observe “suspicious”
activity), 2,000 analytical personnel, and executives from 77 fusion centers. See GAO SAR
Report at 29. DOJ components teach participants in the NSI, including frontline officers and
fusion center analysts to submit to the FBI “all potentially terrorism-related information and not
just ISE-SARs that met the [PM-ISE’s] Functional Standard.” GAO SAR Report at 16.

60. DOJs SAR Standard applies to state, local, and tribal law enforcement agencies
and fusion centers that participate in the NSI. Agencies participating in the NSI follow DOJ’s

SAR Standard in reporting suspicious activity.
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61. DOJ’s SAR Standard purports to define the scope of suspicious activity that
should be reported for agencies participating in the NSI. The purpose of DOJ’s SAR Standard is
to standardize SAR reporting at the federal, state, and local levels.

62.  Because DOJ’s SAR Standard is broader than PM-ISE’s Functional Standard and
DOJ’s behavioral categories include the catch-all “people acting suspiciously,” any activity that
falls under PM-ISE’s Functional Standard also falls under DOJ’s SAR Standard.

63.  Fusion centers that follow DOJ’s SAR Standard instead of PM-ISE’s Functional
Standard send many SARs to the FBI for review. For example, of the SARs uploaded by one
state’s fusion center to a national SAR database from June 2011 to October 2012, only 10% met
PM-ISE’s Functional Standard. See GAO SAR Report at 16.

64.  DOJ establishes an even broader standard than the already overbroad Functional
Standard, and the DOJ reinforces its broader standard through the trainings it provides to NSI
participants and through other mechanisms. For example, when fusion center personnel are
uncertain whether to share a SAR, DOJ encourages them to etr on the side of overreporting. See
GAO SAR Report at 16. In addition, the only feedback mechanism participants in the NSI
currently receive on whether they are reporting SARs appropriately is provided by the FBI
through its eGuardian system. See GAO SAR Report at 13-14. The feedback the FBI provides
reinforces the DOJ SAR Standard to NSI participants.

65.  DOJ’s 2008 eGuardian PIA, which sets forth the agency’s standard for reporting
suspicious activity, was signed by four “Responsible Officials,” two “Reviewing Officials,” and
one “Approving Official.” It reflects the consummation of the agency’s decision making
process.

66.  DOJ’s 2008 eGuardian PIA contains a set of mandatory, non-discretionary rules
and obligations. It lays out clear instructions for the use of the eGuardian system to collect and
share SARs and the standard for defining “suspicious activity.” For example, the 2008
eGuardian PIA states that the eGuardian system will “ensure consistency of process and of
handling protocols” and mandates that all users “will be required to complete robust system

training that will incorporate eGuardian policies and procedures.” 2008 eGuardian PIA at4. In

FIRST SUPP. COMPL. FOR DEC. AND INJ. RELIEF 18 Gill v. DOJ, CASE NO. 3:14-CV-03120
(RS)




B

~ N W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

Case3:14-cv-03120-RS Document67-3 Filed09/01/15 Page4 of 17

addition, the eGuardian User Agreement, attached to the 2008 eGuardian PIA, states that
“[i]ncidents not meeting the criteria of suspicious activity or with a potential nexus to terrorism-
and that, further, do not comply with the above-stated rules, will be immediately deleted from
eGuardian.” 2008 eGuardian PIA at 25.

67.  DOIJ has consistently reinforced its standard for SAR reporting, set forth in the
2008 eGuardian PIA, through training materials and other publications that identify categories of
behavior that the agency contends are suspicious and should be reported.

68.  Inpromulgating DOJ’s SAR Standard, DOJ expressly invoked its statutory
“mandate” under IRTPA and “other statutes ... to share terrorism information with other federal,
and state, local and tribal (SLT) law enforcement partners.” 2008 eGuardian PIA at 2.

69.  DOJs SAR Standard constitutes final agency action and a legislative rule within
the meaning of the APA.

70.  Defendant DOJ issued the DOJ SAR Standard without observing the process set
forth in the APA for public notice and comment. It is the DOJ Standard for SAR reporting
currently in effect.

4. PM-ISE’s Functional Standard and DOJ’s SAR Standard Conflict with 28

CFR Part 23

71.  Asareport of “[o]bserved behavior reasonably indicative of pre-operational
planning” related to or associated with “terrorism or other criminal activity” (Functional
Standard) or a report of “observed behavior that may be indicative of intelligence gathering or
pre-operational planning related to terrorism, criminal or other illicit intention” (DOJ’s SAR
Standard), a SAR contains data relevant to the identification of an individual who is suspected in
some fashion of being involved in criminal, in particular, terrorist activity.

72. A SAR constitutes “criminal intelligence” within the meaning of 28 CFR Part 23.

73. State, local, and tribal law enforcement agencies and fusion centers that
participate in the NSI and observe PM-ISE’s Functional Standard and/or DOJ’s SAR Standard
collect, review, analyze, and disseminate SARs. These entities operate arrangements,

equipment, facilities, and procedures, used for the receipt, storage, interagency exchange or
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dissemination, and analysis of SARs. Upon information and belief, these entities and the
systems they operate for receiving, storing, exchanging, disseminating, and analyzing SARs
operate through support from Defendant DOJ’s component OJP.

74.  State, local, and tribal law enforcement agencies and fusion centers that
participate in the NSI and observe PM-ISE’s Functional Standard and/or DOJ’s SAR Standard
are “projects” within the meaning of 28 CFR Part 23. The systems or databases on which SARs
are maintained and through which they are collected and disseminated are “criminal intelligence
systems” within the meaning of 28 CFR Part 23.

75.  PM-ISE’s Functional Standard and DOJ’s SAR Standard set forth operating
principles for the collection, maintenance, and dissemination of data relevant to the identification
of an individual who is suspected in some fashion of being involved in criminal, in particular,
terrorist activity. Both standards, however, encourage or purport to authorize collection,
maintenance, and dissemination of such data even in the absence 6f reasonable suspicion of
criminal activity. Both standards encourage or purport to authorize collection, maintenance, and
dissemination of much more data than that permitted under 28 CFR Part 23. Both standards
therefore conflict with 28 CFR Part 23.

76.  Through PM-ISE’s promulgation of its Functional Standard and DOJ’s
promulgation of its SAR Standard, and through each agency’s training of entities participating in
the NSI in their respective standards for reporting suspicious activity, Defendants PM-ISE, Paul,
DOJ, and Holder have undermined and thereby violated 28 CFR Part 23.

77.  Neither DOJ nor PM-ISE has offered any reasoned basis for departing from the
reasonable suspicion standard set forth in 28 CFR Part 23 for the collection, maintenance, and
dissemination of SARs.

78.  DOJ could rescind its SAR reporting standard. If DOJ rescinded its SAR
reporting standard, participants in the NSI would cease collecting, maintaining, reviewing,
analyzing and disseminating SARs based on DOJ’s SAR Standard, and it would be clear that the
governing standard for suspicious activity reporting is 28 CFR Part 23. As a result, individuals

who are currently the subject of SARs but whose conduct did not give rise to a reasonable
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suspicion of criminal activity would no longer have their information collected, maintained, and
disseminated in SAR databases. DOJ could ceaée collecting, maintaining, reviewing, analyzing,
and disseminating SARs about individuals whose conduct did not give rise to a reasonable
suspicion of criminal activity.

79.  PM-ISE could rescind the Functional Standard. If PM-ISE rescinded the
Functional Standard, participants in the NSI would cease collecting, maintaining, reviewing,
analyzing and disseminating SARs based on the Functional Standard, and it would be clear that
the governing standard for suspicious activity reporting is 28 CFR Part 23. As a result,
individuals who are currently the subject of SARs but whose conduct did not give rise to a
reasonable suspicion of criminal activity would no longer have their information collected,
maintained, and disseminated in SAR databases.

C. Plaintiff’s Allegations

1. Wiley Gill

80.  Wiley Gill is a United States citizen living in Chico, California. He works as a
custodian at Chico State, which he attended as an undergraduate. Mr. Gill converted to Islam in
2009, after learning about the religion in a course he took while a student at Chico State.

81.  Mr. Gill is the subject of a SAR that identifies him as a “Suspicious Male Subject
in Possession of Flight Simulator Game.” This SAR falls into one or more of the behavioral
categories identified in the Functional Standard, in particular, “[a]cquisition of [e]xpertise” and
potentially “[a]viation [a]ctivity.” Functional Standard 1.5 at 29-30; Functional Standard 1.5.5 at
45, 50. It also falls under one or more behavioral categories identified by Defendant DOJ, such
as the catch-all behavioral category of “acting suspiciously.”

82. Mr. Gill’s SAR was collected, maintained, and disseminated through a fusion
center SAR database, and uploaded to eGuardian and/or another national SAR database. As a
result, the FBI has scrutinized Mr. Gill, conducted extensive background checks on him, and
created a file about him.

83.  The SAR was created on or about May 23, 2012, and purports to document an

encounter between Mr. Gill and the Chico Police Department (“CPD”) on or about May 20,
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2012. The SAR states that a CPD officer was investigating a domestic violence incident and
believed the suspect may have fled into Mr. Gill’s residence. The SAR states that this was later
discovered to be unfounded. It acknowledges that the CPD officer searched Mr. Gill’s home.
The SAR asserts that Mr. Gill’s computer displayed a screen titled something to the effect of
“Games that fly under the radar,” which appeared to be a “flight simulator type of game.” The
SAR concludes by describing Mr. Gill’s “full conversion to Islam as a young WMA [white, male
adult],” “pious demeanor,” and “potential access to flight simulators via the internet” as “worthy
of note.”

84.  CPD’s search of Mr. Gill’s residence on or about May 20, 2012 did in fact occur.
But the SAR contains numerous misstatements and omits several crucial facts, including that two
CPD officers banged on Mr. Gill’s door and after when he went to open it, they came around the
corner of the house with their guns drawn and pointed at Mr. Gill. Mr. Gill was thrown off
guard. The officers eventually lowered their guns, and then asked to search Mr. Gill’s home,
based on the alleged domestic violence incident involving two individuals that they claimed to
have received. Mr. Gill informed the officers that he was home alone. Despite that, the officers
continued to ask to search his home. Mr. Gill was reluctant to grant permission, but felt that he
had no choice under the circumstances. One officer remained with Mr. Gill outside, while the
other searched his home. Mr. Gill did not feel free to leave. Mr. Gill cooperated with the
officers’ request for identification. Mr. Gill believes that he was likely viewing a website about
video games at the time of the May 20, 2012, incident.

85.  On information and belief, the officers’ contention that they were investigating a
domestic violence call was a pretext for searching Mr. Gill’s home because CPD had already
decided to investigate Mr. Gill because of his religion.

86. The SAR also describes two earlier encounters between CPD and Mr. Gill, one at
the Mosque that Mr. Gill attends and another while Mr. Gill was walking through downtown
Chico “with elders.” The SAR describes Mr. Gill in these instances as “avoid[ing] eye contact”

and “hesitant to answer questions.”
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87.  Mr. Gill recalls CPD officers visiting the Mosque he attends, paying what they
described as a courtesy visit in an attempt to build good relations with the Muslim community.
Mr. Gill listened to the presentation. When it was over, CPD officers asked Mr. Gill his name,
whether he went to school, and if he was employed. Mr. Gill answered all of their questions.

His understanding is that the officers did not question anyone else in this manner.

88. M. Gill also recalls encountering CPD officers while he was walking through
downtown Chico with two older Muslim men who are friends from the Mosque. A CPD officer
called out Mr. Gill’s name and asked Mr. Gill if he had found a job yet. Mr. Gill answered the
question, but was caught off guard by the encounter because he did not recognize the officer and
was surprised that the officer knew his name and employment status.

89.  Atno point during any of the encounters with CPD recounted in the SAR did Mr.
Gill engage in conduct that gave rise to a reasonable suspicion of criminal activity.

90.  The CPD also targeted Mr. Gill in two other encounters that are not described in
the SAR, and that do not involve any conduct by Mr. Gill that gave rise to a reasonable suspicion
of criminal activity, but instead reflect CPD’s suspicion of Mr. Gill because of his religion. One
of the incidents occurred before CPD filed the SAR about Mr. Gill on or about May 23, 2012;
the other occurred after. This religious harassment is attributable to the training of local law
enforcement on the SARs standards and process.

91.  Inapproximately September 2010, after Mr. Gill had converted to Islam, two
CPD officers visited him at his apartment and requested to speak to him about supposedly “anti-
American statements” that he had made. One of the officers referred to having a file on Mr. Gill,
refused to explain what “anti-American statements” Mr. Gill had purportedly made or the source
of the information, and stated that he wished to ensure Mr. Gill would not turn into another
Mohammed Atta, one of the individuals identified as a September 11 hijacker. Mr. Gill still does
not know how he came to the attention of the CPD.

92.  Around or after July 2012, Mr. Gill also received a telephone call from a CPD
officer. Over the phone, the CPD officer said Mr. Gill should shut down his Facebook page
because of the video games Mr. Gill played. At the time, Mr. Gill had a picture of the Shahada,
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the Muslim statement of faith, on his Facebook page. Mr. Gill told the CPD officer he would not
take down his Facebook page and Mr. Gill also told the CPD officer that he believed the CPD
wanted Mr. Gill to take down his Facebook page because of its references to Islam. The CPD
officer refused to comment on Mr. Gill’s observation, but stated that he had a report on Mr. Gill
and indicated that Mr. Gill was on some kind of watch list.

93. By describing Mr. Gill’s conversion to Islam and “pious demeanor” in the SAR as
“worthy of note,” CPD implicitly acknowledges that it found him “suspicious” because he is a
devout Muslim.

94.  Defendants’ issuance of overly broad definitions of “suspicious activity” and the
categories of behavior they have identified as “suspicious” include, among other things,
“[a]cquisition of expertise” (PM-ISE) and “[n]o obvious signs of employment” (DOJ). On
information and belief, CPD officers are trained in Defendants’ standards for SAR reporting.

95.  Defendants’ overly broad standards for reporting suspicious activity opens the
door to and encourages religious profiling. These standards opened the door to and encouraged
the religious profiling of Mr. Gill by CPD, CPD’s repeated questioning and ongoing scrutiny of
Mr. Gill, and CPD’s identification of Mr. Gill in a SAR as someone engaged in activity with a
potential nexus to terrorism.

96.  In addition, the Functional Standard instructs law enforcement agencies at the
“[i]nitial [r]esponse and [i]nvestigation stage” to respond to the observation reported in a SAR,
and “gather[] additional facts,” by, inter alia, “engaging the suspect in conversation” and “other
investigative activities.” Functional Standard 1.5 at 32; Functional Standard 1.5.5 at 53. The
CPD was implementing the protocols set forth in the Functional Standard when it harassed Mr.
Gill on or about May 2012, before, and after.

97.  Because Mr. Gill is the subject of a SAR that falls under Defendants’ standards
for suspicious activity reporting, Mr. Gill has been automatically subjected to law enforcement
scrutiny. That scrutiny has included, among other things, CPD’s telephone call to him around or

after July 2012 and the FBI’s creation of a file about and investigation of Mr. Gill.
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98.  Given the repeated harassment Mr. Gill has already suffered by CPD, he fears
further action may be taken against him by CPD and other investigative agencies as the result of
this SAR. He also fears further investigative harassment at the hands of the CPD and other
agencies caused by the existence of the SAR.

99.  Mr. Gill also has experienced frustration and stress resulting from the creation of
the SAR based on innocent conduct. He is also deeply troubled by what may result from the
collection, maintenance, and dissemination in a national database of a report describing him as
engaging in suspicious activity with a potential nexus to terrorism.

100. The SAR about Mr. Gill is maintained and will continue to be maintained in one
or more national SAR databases, where it can be accessed by law enforcement agencies across
the country.

2. James Prigoff -

101.  James Prigoff is a United States citizen who resides in Sacramento, California.
He is an internationally renowned photographer. The focus of his work is public art, such as
murals and graffiti art. He has amassed over 80,000 photographic slides and published several
books containing his photography. Mr. Prigoff is also a former business executive, having
served as a Senior Vice President of the Sara Lee Corporation and a President of a division of
Levi Strauss.

102. In or around the spring of 2004, Mr. Prigoff was in Boston, Massachusetts. While
there, he sought to photograph a famous piece of public art known as the “Rainbow Swash,”
located in the Dorchester neighborhood of Boston. The artwork is painted on a natural gas
storage tank, which is surrounded by a chain link fence. It is highly visible to commuters from
the local expressway.

103.  Mr. Prigoff drove a rental car to a public area outside the fence surrounding the
Rainbow Swash, and set up to take photographs. He chose the location in part because of
favorable lighting conditions. From this location, the sun was behind him and casting its light on
the Rainbow Swash. Before Mr. Prigoff could take any photographs, two private security guards

came out from inside the fenced area and told him that he was not allowed to photograph,
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claiming the area was private property. Mr. Prigoff pointed out to the security guards that he
was not, in fact, on private property. The guards still insisted that Mr. Prigoff could not
photograph.

104. To avoid a confrontation with the guards, Mr. Prigoff departed. He left without
giving the security guards any identifying information.

105. He drove further down the road to another public location outside the fenced
perimeter and attempted to take photographs from this second location. But the guards began to
follow him.

106. To avoid further harassment by the guards, he drove to a third location on the
other side of the Rainbow Swash. The guards did not follow him to this third location, and he
was finally able to take photographs of the Rainbow Swash unmolested. But the lighting
conditions were significantly inferior to those at the first two locations; from this third location,
he had to photograph into the sunlight.

107. At no point while he was attempting to photograph the Rainbow Swash did Mr.
Prigoff engage in conduct that gave rise to a reasonable suspicion of criminal activity.

108.  Mr. Prigoff subsequently discovered photographs online, including on the
Rainbow Swash’s Wikipedia webpage. These widely available photographs were taken from
vantage points closer than the three locations from which Mr. Prigoff attempted to and actually
took photographs.

109. Mr. Prigoff returned to his home in Sacramento, California after his trip to
Boston. A few months later, on or about August 19, 2004, he came home one day to find a
business card affixed to his door from Agent A. Ayaz of the Joint Terrorism Task Force, which,
as noted above, is a partnership between the FBI and other law enforcement agencies. On the
back was a handwritten note stating, “Mr. Prigoff, please call me. Thanks.” Mr. Prigoff later
learned from a neighbor across the street that two agents had knocked on her door and asked for
information about Mr. Prigoff.

110.  Mr. Prigoff called Mr. Ayaz, who asked if Mr. Prigoff had been to Boston.

Realizing that Mr. Ayaz was referring to his efforts to photograph a piece of public art, Mr.
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Prigoff explained what had occurred. On information and belief, security guards at the site of the
Rainbow Swash had submitted a SAR or SAR precursor report regarding Mr. Prigoff that
included his rental car information, after which authorities traced him from Boston,
Massachusetts, to his home in Sacramento, California.

111.  Mr. Prigoff is very upset that he was tracked cross-country from Boston to
Sacramento, and contacted by law enforcement agents at his home over his effort to engage in
photography from a public location. Mr. Prigoff is also very upset that law enforcement agents
questioned at least one of his neighbors about him, as such questioning casts the negative and
strong implication that Mr. Prigoff had somehow engaged in misconduct.

112.  Taking photographs of infrastructure falls under one or more of the behavioral
categories identified by Defendant PM-ISE under the Functional Standard as “suspicious,” and
also falls under one or more behavioral categories identified by Defendant DOJ, such as the
catch-all behavioral category of “acting suspiciously.” After attempting to photograph a piece of
public art painted on a natural gas storage tank in Boston, Mr. Prigoff was tracked to his home in
Sacramento and questioned about his trip to Boston, even though he never provided the security
guards with identifying information. On information and belief, Mr. Prigoff is the subject of a
SAR or SAR precursor report, which was filed by security guards at the Rainbow Swash. On
information and belief, the report about him was collected, maintained, and disseminated through
a fusion center database, and uploaded to eGuardian and/or another national SAR or similar
counterrorism database. On information and belief, the report about him was collected,
maintained, and disseminated under standards that authorized collection, maintenance and
dissemination of information even in the absence of reasonable suspicion of criminal activity;
Defendants’ standards for SAR reporting ratify that conduct.

113.  On information and belief, security guards at the Rainbow Swash were trained in
standards that encourage reporting of activity deemed connected to terrorism, even in the
absence of reasonable suspicion of criminal activity; Defendants’ standards for SAR reporting
ratify that conduct. Because of that training, they interfered with Mr. Prigoff’s lawful efforts to

take photographs of the Rainbow Swash.
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114. Because Mr. Prigoff is the subject of a report that falls under Defendants’
standards for suspicious activity reporting, Mr. Prigoff has been automatically subjected to law
enforcement scrutiny. That scrutiny has included but may not be limited to a follow-up visit by
an agent of the Joint Terrorism Task Force to his home, a telephone call with that agent, and
inquiries by that agent of at least one of his neighbors about him.

115.  Upon information and belief, the report about Mr. Prigoff is maintained and will
continue to be maintained in one or more national SAR or similar counterterrorism databases,
where it can be accessed by law enforcement agencies across the country.

116. M. Prigoff continues to be an active photographer and often takes pictures of
architectural structures and post offices, among other sites that could be described as
“infrastructure.” Because taking photographs of infrastructure falls under one or more of the
behavioral categories identified by Defendant PM-ISE under the Functional Standard as
“suspicious,” and also falls under one or more behavioral categories identified by Defendant
DOJ, such as the catch-all behavioral category of “acting suspiciously,” he is likely to be the
subject of another SAR in the future. He fears that his efforts to take photographs of such areas
will be hindered again in the future.

117. Mr. Prigoffis also deeply troubled by what may result from the collection,
maintenance, and dissemination in a national database of a report describing him as engaging in
suspicious activity with a potential nexus to terrorism.

3. Khaled Ibrahim

118. Khaled Ibrahim is a United States citizen of Egyptian descent living in San Jose,
California. He works in accounting for Nordix Computer Corporation, a computer network
consulting and service company. He formerly worked as a purchasing agent for Nordix. As part
of his job as purchasing agent, Mr. Ibrahim bought computers in bulk from retail stores, where
the stores allowed such transactions.

119. On several occasions in 2011, Mr. Ibrahim went to the Best Buy in Dublin,
California in order to attempt to purchase computers in bulk for Nordix. On one such occasion,

he was told that management did not allow such bulk purchases and, with that, Mr. Ibrahim left.
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120. At no point while he was attempting to purchase computers from Best Buy did
Mr. Ibrahim engage in conduct that gave rise to a reasonable suspicion of criminal activity.

121.  Mr. Ibrahim is the subject of a SAR, created on November 14, 2011, regarding
Mr. Ibrahim’s attempts to purchase “a large amount of computers.” The SAR about him was
collected, maintained, and disseminated through a fusion center SAR database, and uploaded to
the FBI’s eGuardian database. Upon information and belief, the personnel at the fusion center
who uploaded Mr. Ibrahim’s SAR to eGuardian were trained in Defendants’ standards for SAR
reporting.

122.  The SAR pertaining to Mr. Ibrahim falls into one or more of the behavioral
categories identified in the Functional Standard, in particular, “[a]cquisition ... of unusual
quantities of materials.” Functional Standard 1.5 at 30; Functional Standard 1.5.5 at 50. It also
falls under one or more behavioral categories identified by Defendant DOJ, such as the catch-all
behavioral category of “acting suspiciously” and DOJ’s “Potential Indicators of Terrorist
Activities Related to Electronic Stores.”

123.  Because Mr. Ibrahim is the subject of a SAR that falls under Defendants’
standards for suspicious activity reporting, Mr. Ibrahim has been automatically subjected to law
enforcement scrutiny. That scrutiny may include but is not limited to scrutiny or interviews by
any of the law enforcement agencies across the country that have access to the FBI’s eGuardian
system, to which his SAR was uploaded.

124.  Mr. Ibrahim is particularly disturbed that trained law enforcement personnel at a
fusion center uploaded the SAR about him to eGuardian, thereby flagging him as an individual
with a potential nexus to terrorism. He is also troubled by what may result from the collection,
maintenance, and dissemination in a national database of a report describing him as engaging in
suspicious activity with a potential nexus to terrorism. Mr. Ibrahim is upset that a SAR was
entered about him potentially because of his Middle Eastern descent, and believes that this

system of racial profiling diminishes the rights of Middle Eastern communities.
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125. The SAR about Mr. Ibrahim is maintained and will continue to be maintained in
one or more national SAR databases, where it can be accessed by law enforcement agencies
across the country.

4. Tariq Razak

126.  Tariq Razak is a United States citizen of Pakistani descent. He resides in
Placentia, California. A graduate of the University of California at Irvine, he works in the bio-
tech industry.

127.  Mr. Razak is the subject of a SAR pertaining to a “Male of Middle Eastern decent
[sic] observed surveying entry/exit points” at the Santa Ana Train Depot.

128.  On May 16, 2011, Santa Ana Police Officer J. Gallardo filed a SAR regarding Mr.
Razak. According to the SAR, Officer Gallardo responded to a call at the Santa Ana Train
Depot from Security Officer Karina De La Rosa. Ms. De La Rosa explained that her “suspicion
became aroused because the male appeared to be observant of his surroundings and was
constantly surveying all areas of the facility. The male’s appearance was neat and clean with a
closely cropped beard, short hair wearing blue jeans and a blue plaid shirt.” The SAR goes on to
describe how Mr. Razak, after studying entry/exit points moved to a part of the train station
where the restrooms are located and eventually departed the train station with “a female wearing
a white burka head dress” who had emerged from the restrooms. Office Gallardo concludes the
SAR by requesting that it be forwarded to the fusion center in Orange County “for review and
possible follow-up.”

129.  According to the SAR, Security Officer De La Rosa stated that “she received
‘suspicious activity as related to terrorism training’” and that “the behavior depicted by the male
was similar to examples shown in her training raising her suspicion and making the decision to
notify the police.” Mr. Razak is the subject of the SAR because of Defendants’ trainings on their
SAR reporting standards to state and local law enforcement and the private sector.

130. Mr. Razak was, indeed, at the Santa Ana Train Depot on May 16, 2011. The
woman he was with was his mother. He had an appointment at the county employment resource

center, which is located in the station building. He had not been to the station before and spent
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some time locating the office before meeting up with his mother by the restrooms and leaving.
His mother was wearing a hijab (head scarf), and not a burka.

131.  Mr. Razak did not talk to any security officers at the Santa Ana Train Depot that
day. The SAR notes the make and model of Mr. Razak’s vehicle, and his license plate number.
On information and belief, Security Officer De La Rosa followed Mr. Razak to his vehicle and
wrote down his license plate number to identify him.

132.  Atno point while he was waiting in the Train Depot did Mr. Razak engage in
conduct that gave rise to a reasonable suspicion of criminal activity.

133.  This SAR falls into one or more of the behavioral categories identified in the
Functional Standard, in particular, “Observation/Surveillance.” Functional Standard 1.5 at 30;
Functional Standard 1.5.5 at 49. It also falls under DOJ’s “Potential Indicators of Terrorist
Activities Related to Mass Transportation,” which includes, among other things, “[ujnusual or
prolonged interest in ... [e]ntry points and access controls.” It also falls under one or more
behavioral categories identified by Defendant DOJ, such as the catch-all behavioral category of
“acting suspiciously.” The SAR about Mr. Razak was collected, maintained, and disseminated
through a fusion center SAR database, and on information and belief has been uploaded to
eGuardian and/or another national SAR database.

134. Because Mr. Razak is the subject of a SAR that falls under Defendants’ standards
for suspicious activity reporting, Mr. Razak has been automatically subjected to law enforcement
scrutiny. That scrutiny may include but is not limited to scrutiny or interviews by any of the law
enforcement agencies across the country that have access to the SAR about him.

135.  Mr. Razak is deeply troubled by what may result from the collection,
maintenance, and dissemination in a national database of a report describing him as engaging in
suspicious activity with a potential nexus to terrorism.

136.  Upon information and belief, the SAR about Mr. Razak is maintained and will
continue to be maintained in one or more national SAR databases, where it can be accessed by
law enforcement agencies across the country.

5. Aaron Conklin
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137.  Aaron Conklin resides in Vallejo, California. Mr. Conklin is a student at Diablo
Valley College, studying graphic design. He is also an amateur photographer who posts his
work online. Mr. Conklin has a strong aesthetic interest in photographing industrial architecture,
including refineries.

138. Ineither 2011 or 2012, Mr. Conklin was photographing the Valero Refinery
located in Benicia, California at around 10:00 p.m. He chose to photograph at night for aesthetic
reasons, to capture the refinery illuminated against the dark night sky. Mr. Conklin set up in an
empty lot where a food truck parks during the day, near a publicly accessible sidewalk and a bus
stop. Mr. Conklin was positioned outside the refinery’s fenced perimeter.

139.  Despite Mr. Conklin’s location outside the refinery’s perimeter in a publicly
accessible location, a private security guard from the refinery came out to tell Mr. Conklin that
he could not photograph the refinery and issued stern warnings. Mr. Conklin felt threatened and
feared that the situation would escalate if he remained, so he left. Because he fears further
harassment, he has not returned to photograph the refinery, despite his desire to develop his
portfolio with photographs of industrial sites.

140. Mr. Conklin later discovered that images of the refinery, taken from a similar
location, were viewable on the internet through Google Maps, using the site’s “street view”
feature.

141. In or about November 2013, Mr. Conklin was attempting to photograph the Shell
Refinery located in Martinez, California at approximately 9:30 or 10:00 pm. He wished to
photograph the refinery at night for artistic reasons.

142.  Mr. Conklin set up in the parking lot of a strip mall containing a smog testing
center and a dance studio, across the street from the Shell Refinery’s fenced perimeter.

143.  As Mr. Conklin was preparing to photograph, a private security guard came out
from the refinery and stopped him. At least one other guard from the refinery soon joined the
first security guard. The security guards told Mr. Conklin that he was prohibited from
photographing the refinery and that photographing the refinery was illegal and somehow

connected to terrorism.
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144,  Despite Mr. Conklin’s complete cooperation with the security guards, they called
the Contra Costa County Sheriff’s department, and at least two deputies arrived on the scene.
The deputies searched through the pictures on Mr. Conklin’s camera and searched his car. They
also took pictures of Mr. Conklin, his camera equipment, and his vehicle. Mr. Conklin was
afraid and felt as though he did not have the option to object to the searches without making
matters worse for himself.

145.  The deputies concluded by telling Mr. Conklin that he would have to be placed on
an “NSA watch list.” Only then was Mr. Conklin allowed to leave. The entire encounter lasted
between forty-five minutes and an hour.

146. At no point while he was attempting to photograph the Valero or Shell refineries
did Mr. Conklin engage in conduct that gave rise to a reasonable suspicion of criminal activity.

147.  Taking photographs of infrastructure falls under one or more of the behavioral
categories identified by Defendant PM-ISE as “suspicious,” and also falls under one or more
behavioral categories identified by Defendant DOJ, such as the catch-all behavioral category of
“acting suspiciously.” A Contra Costa deputy sheriff expressly told Mr. Conklin that he had to
be put on an “NSA watchlist.” On information and belief, Mr. Conklin is the subject of a SAR,
which was collected, maintained, and disseminated through a fusion center SAR database, and
uploaded to eGuardian and/or another national SAR database.

148.  On information and belief, security guards at oil refineries are trained in
Defendants’ standards for SAR reporting. As a result, security guards at the Valero and Shell oil
refineries prevented Mr. Conklin from taking photographs of sites of aesthetic interest to him.
On information and belief, the Contra Costa deputy sheriffs are trained in Defendants’ standards
for SAR reporting. As a result, they detained and searched Mr. Conklin for doing nothing more
than attempting to photograph a site of aesthetic interest from a public location, told Mr. Conklin
that he had to be placed on a watchlist, and reported Mr. Conklin in a SAR.

149. Because Mr. Conklin is the subject of a SAR that falls under Defendants’

standards for suspicious activity reporting, Mr. Conklin has been automatically subjected to law
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enforcement scrutiny. That scrutiny may include but is not limited to scrutiny or interviews by
any of the law enforcement agencies across the country that have access to the SAR about him.

150. Mr. Conklin was very upset by the encounter with private security and Contra
Costa deputy sheriffs at the Shell refinery. He wants to continue taking photographs of
industrial architecture in the future. But because of this event and the earlier incident at the
Valero refinery, he is afraid to continue photographing industrial sites for fear of being stopped
and questioned or, worse, arrested. Mr. Conklin has been chilled and has refrained from
engaging in certain forms of photography, despite his desire to develop his photography
portfolio. His inability to develop his photography portfolio limits his ability to apply
successfully for jobs in his chosen field.

151. Mr. Conklin is also deeply troubled by what may result from the collection,
maintenance, and dissemination in a national database of a report describing him as engaging in
suspicious activity with a potential nexus to terrorism.

152.  Mr. Conklin currently worries about being on a watchlist because he fears it will
adversely impact him in the future. For example, he is concerned about his employment
prospects if employers conduct background checks and he is flagged as someone with a potential
connection to terrorism. Mr. Conklin also currently worries about being on a watchlist because
he fears it will adversely impact his family. His father has worked and is seeking employment in
the aviation industry and as a result must undergo rigorous background checks; Mr. Conklin is
afraid about jeopardizing his father’s career based on his own innocent efforts to take

photographs of aesthetically interesting sites.
FIRST CLAIM FOR RELIEF

Violation of APA by Defendants DOJ and Loretta Lynch for
Agency Action that is Arbitrary and Capricious and Not in Accordance with Law
5 U.S.C. §§ 702, 706(2)(A)

153.  Plaintiffs incorporate by reference all preceding paragraphs as if fully set forth
herein.

154. DOJ’s promulgation of DOJ’s SAR Standard constitutes final agency action.
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155. DOJ and Loretta L'ynch have issued a SAR Standard that sets forth operating
principles for the collection, maintenance, and dissemination of “criminal intelligence
information” within the meaning of 28 CFR Part 23. It applies to entities that operate
arrangements, equipment, facilities, and procedures used for the receipt, storage, interagency
exchange or dissemination and analysis of criminal intelligence information. These entities and
the systems they operate receive support from OJP and constitute “projects” and “criminal
intelligence systems” within the meaning of 28 CFR Part 23.

156. Because DOJ’s SAR standard is broader than 28 CFR Part 23 and authorizes the
collection, maintenance, and dissemination of information even in the absence of reasonable
suspicion of criminal activity, it conflicts with 28 CFR Part 23. DOJ has also undermined 28
CFR Part 23 by training participants in the NSI on DOJ’s SAR Standard.

157. Defendants DOJ and Loretta Lynch have not provided a reasoned basis for
adopting a conflicting standard.

158. Defendants’ actions described herein were and are arbitrary, capricious, an
abuse of discretion, and otherwise not in accordance with law, and should be set aside as
unlawful pursuant to 5 U.S.C. § 706 (2012).

SECOND CLAIM FOR RELIEF

Violation of APA by Defendants PM-ISE and Kshemendra Paul for
Agency Action that is Arbitrary and Capricious and Not in Accordance with Law
5 U.S.C. §§ 702, 706(2)(A)

159.  Plaintiffs incorporate by reference all preceding paragraphs as if fully set forth
herein.

160. PM-ISE’s promulgation of the Functional Standard constitutes final agency
action.

161. PM-ISE and Kshemendra Paul have issued a SAR Standard that sets forth
operating principles for the collection, maintenance, and dissemination of “criminal intelligence
information” within the meaning of 28 CFR Part 23. It applies to entities that operate
arrangements, equipment, facilities, and procedures used for the receipt, storage, interagency

exchange or dissemination and analysis of criminal intelligence information. These entities and
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the systems they operate receive support from OJP and constitute “projects” and “criminal
intelligence systems” within the meaning of 28 CFR Part 23.

162. Because the Functional Standard is broader than 28 CFR Part 23 and authorizes
the collection, maintenance, and dissemination of information even in the absence of reasonable
suspicion of criminal activity, it conflicts with 28 CFR Part 23. PM-ISE has also undermined 28
CFR Part 23 by training participants in the NSI on the Functional Standard.

163. Defendants PM-ISE and Kshemendra Paul have not provided a reasoned basis for
adopting a conflicting standard.

164. Defendants’ actions described herein were and are arbitrary, capricious, an
abuse of discretion, otherwise not in accordance with law and should be set aside as unlawful
pursuant to 5 U.S.C. § 706 (2012).

THIRD CLAIM FOR RELIEF

Violation of APA by Defendants DOJ and Loretta Lynch
for Issuance of a Legislative Rule Without Notice and Comment
5 U.S.C. §§ 553, 706(2)(A), (D)

165.  Plaintiffs incorporate by reference all preceding paragraphs as if fully set forth
herein.

166. DOJ’s SAR’s Standard is a legislative rule but was adopted without observing the
notice and comment procedure required under 5 U.S.C. § 553 (2012). Because DOJ’s SAR
Standard was adopted without observing the required notice and comment procedure,
Defendants’ actions described herein were and are also arbitrary, capricious, an abuse of
discretion, otherwise not in accordance with law, and without observance of procedure required
by law. Defendants’ actions should be set aside as unlawful pursuant to 5 U.S.C. § 706 (2012).

FOURTH CLAIM FOR RELIEF

Violation of APA by Defendants PM-ISE and Kshemendra Paul
for Issuance of a Legislative Rule Without Notice and Comment
5 U.S.C. §§ 553, 706(2)(A), (D)

167.  Plaintiffs incorporate by reference all preceding paragraphs as if fully set forth

herein.
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168. PM-ISE’s Functional Standard is a legislative rule but was adopted without
observing the notice and comment procedure required under 5 U.S.C. § 553 (2012). Because
PM-ISE’s Functional Standard was adopted without observing the required notice and comment
procedure, Defendants’ actions described herein were and are also arbitrary, capricious, an abuse
of discretion, otherwise not in accordance with law, and without observance of procedure
required by law. Defendants’ actions should be set aside as unlawful pursuant to 5 U.S.C. § 706
(2012).

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs pray that the Court:

1. Enter a declaratory judgment that DOJ’s standard for SAR reporting, and any
successor standard for SAR reporting that adopts a standard lower than “reasonable suspicion,”
is invalid and issue a permanent injunction requiring Defendants DOJ and LORETTA LYNCH
to rescind DOJ’s SAR Standard and cease and desist from training participants in the NSI in
DOJ’s SAR Standard.

2. Enter a declaratory judgment that PM-ISE’s Functional Standard, and any
successor standard for SAR reporting that adopts a standard lower than “reasonable suspicion,”
is invalid and issue a permanent injunction requiring Defendants PM-ISE and KSHEMENDRA
PAUL to rescind the Functional Standard and cease and desist from training participants in the
NSI in the Functional Standard.

3. Enter a declaratory judgment that 28 CFR Part 23 sets forth the standard for SAR
reporting.

4. Enter a permanent injunction requiring Defendants to use 28 CFR Part 23 as the
standard for SAR reporting.

5. Award Plaintiffs their costs and expenses, including reasonable attorneys’ fees
and expert witness fees; and

0. Award such further and additional relief as is just and proper.

DATED: August 25, 2015
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www.sacrtac.org ¢ (916) 808-8383 or (888) 834-8383 ¢ Fax (316) 874-5180

January 3, 2014

Mr. Yaman Salahi

Staff Attorney

Asian Americans Advancing Justice
Asian Law Caucus

55 Columbus Ave.

San Francisco, CA 84111

(415) 896-1701

Dear Mr. Salahi:

This letter is in response to the Public Records Act request received from the Asian Law Caucus
dated December 3, 2013.

After reviewing your Public Records Act request it appears the request is for additional SAR
data, from the timeframes of June 2010 to June 2012, stored in the CCIC databases and
previously submitted to the ACLU in August 2012. You have specifically requested the
following:

“This letter constitutes a request under the California Public Records Act, Cal. Gov. Code 6250,
et seq., and Article | s 3(b) of the California Constitution on behalf of Mr. Wiley Wayne Gill for all
records, including but not limited to Suspicious Activity Reports, pertaining to or referencing Mr.
Gill.”

The CCIC/RTAC has located only one (1) Suspicious Activity Report (SAR) related to Mr. Gill.
Please see the attached redacted SAR (enclosure 1). After a thorough review of our records,
there is no further information available regarding Mr. Wiley Wayne Gill.

Respectfully,
4

A
s (e

/I P SRS Rl e /»‘-‘4; A —
/ -7’-';.’1/4:"1'L-z-"/ P e ,/ e
p a %
/ ’ H

Herb Brown, Executive Director ‘
Central California intelligence Center
(916) 874-1287

Enclosures (1)

Page 1 of 1
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www.sacrtac.org ¢ (916) 808-8383 or (888) 884-8383 4 Fax (96) 874-6180
February 25, 2014

Mr. Yaman Salahi

Staff Attorney

Asian Americans Advancing Justice
Asian Law Caucus

55 Columbus Ave.

San Francisco, CA 94111

(415) 896-1701

Dear Mr. Salahi:

This letter is in response to the Public Records Act request received from the Asian Law Caucus
dated January 22, 2014.

After reviewing your Public Records Act request it appears you have specifically requested the
foliowing:

“This letter constitutes a request under the California Public Records Act, Cal. Gov. Code 6250,
et seq., and Article | s 3(b) of the California Constitution on behalf of Mr. Khaled ibrahim for all
records, including but not limited to Suspicious Activity Reports, pertaining to or referencing Mr.
Ibrahim.”

The CCIC/RTAC has located only one (1) Suspicious Activity Report (SAR) related to Mr.

Ibrahim. Please see the attached redacted SAR (enclosure 1). After a thorough review of our
records, there is no further information available regarding Mr. Khaled Ibrahim.

Respectfully,

Centrai Caltfomla Intelltgence Center
(916) 874-1287

Enclosures (1)

Page 1 of 1
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Santa Ana PD 2011-15770: Suspicious Activity Report by #3203 Page 1 of 3

—r ———— aa—— —

Santa Ana Police Department Case No.
60 Civic Center Plaza -- Santa Ana, CA 92701 2011-15770

Information Report

Case Type: . Suspicious Activity Report
Prepared by: Ofe. J. Gallardo #3203
Section: Patrol Watch 1/NE

Date prepared: - 5/16/2011 1502 hours

Reviewed by: L. W{‘ A pate/Time: B« lo~1] (330 (Rev. 0.60)
Y

Records Distribution: Review: § f 8 % Total Coples: 2: By: 4 88? Date:
[ Animal Controt COurt™®1a| O orangewood ‘O raffic [ Trackers
ﬁ Disteict Inv, Jjcae [ Evidence [ vice ] Sex Crimes
] Domestic Vielence 7] Crime Prevention [ Narcotics Juvenlle Inv, [ Graffiti
[ Career Criminal Unit [ Crime Analysls [ Gangs [ Fax/Name
[]Juvenila Hall ] Stats [ Rap £iother HA&IP% o
#310000000000024029 [T} Other [ Cther
Incident Activity Summary:
Special Attention:
Information Report; Train Station Subject
Incident Date/Time Occurred: 05/16/2011 10:20 to 05/16/2011 10:30

Reported: 05/16/2011 12:18

Location Occurred: 1000 E. Santa Ana Boulevard, Santa Ana, CA 92702-0000
Grid_: 205 Dist.: 2

Factual Synopsis: Male of Middle Eastern decent observed surveying entry/exit points,

Person: Karina De La Rosa

Involvement: Contact

Person Note: Security Officer

Gender/Race: Female / Hispanic

DOBs:

Address;

Grid: 205 Dist,: 2

Contact Info:

Description; Physical: 5'05" tall, 125 Ibs., thin build, long brown straight hair, black
o eyes,

Person: Tariq Razak

Involvement: Mentioned

Person Note:
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Santa Ana PD 2011-15770: Suspicious Activity Report by #3203 Page 2 of 3
Close Cropped Beard.

Gender/Race; Male / Arab

Address: Location association: Resides

Description: Physical: 5'11" tall, 175 lbs., medium build, short black straight hair,
brown eyes, beard,

Person: ' Unknown

Involvement: Mentioned

Person Note: Uknown information about female.

Gender/Race: Female / Arab

Vehicle: Passenger Car

Involvement: Involved / Retained by Owner

Deseription: 2007 Honda Accord, 4 Door Sedan or Hatchback, White/White

License Plate: );CA, Reg 07/2011

Registered owner:
Legal owner:

Narrative: '
On 5-16-11 at about 1220 hours, I responded to The Santa Ana Train Depot at 1000 E Santa Ana Blvd.

I contacted Security Officer Karina De La Rosa who told me the following:

At approximately 1020 hours, Karina took the elevator from the second floor to the first floor. In the
elevator with Karina was a male between male of who Kartina believed was of Middle Eastem

descent. Karina’s suspicion became aroused because the male appeared to be observant of his
surroundings and was constantly surveying all areas of the facility. The male’s appearance was neat and
clean with a closely cropped beard, short hair wearing blue jeans and a blue plaid shirt.

Upon exiting the elevator, Karina observed the male meticulously study the entry/exit points, different
Jobby areas of the train station where large groups of passengers gather. The male then went to the north
end of station where male and female restrooms are located and stood by outside the restrooms. Minutes
later, a female wearing a white burka head dress, black pants and a blue shirt exited the restroom.

The two individuals then both exited the train station out of the north doors, entered a white 2007 Honda
Accord (Ca Li Y and left the Train Station in an unknown direction.

Karina continued to say that she received ‘suspicious activity as related to terrorism training’ by a local
police agency. Karina said the behavior depicted by the male was similar to examples shown in her
training raising her suspicion and making the decision to notify pofice. Attached to this report is a
photocopy of Karina's incident report,

Request this repart be forwarded to SAPD Homeland Security Division and t6 the Orange County
Intelligence Assessment Center (OCIAC) for review and possible follow-up,
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Ofer, &, Gallardo # 3203
Terrorism Liaison Officer (T1.O)
Santa Ana Police Department

EX
.‘\1‘

http:/fir2stg/Report.aspx?RecordType =Narrative&RecordID =10004&Action =Edit&Fe... 5/16/2011
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UNCLASSIFIED
ISE-FS-200

INFORMATION SHARING ENVIRONMENT (ISE)

FUNCTIONAL STANDARD (FS)
SUSPICIOUS ACTIVITY REPORTING (SAR)

VERSION 1.5

1. Authority. Homeland Security Act of 2002, as amended; The Intelligence Reform and
Terrorism Prevention Act of 2004 (IRTPA), as amended; Presidential Memorandum dated
April 10, 2007 (Assignment of Functions Relating to the Information Sharing Environment);
Presidential Memorandum dated December 16, 2005 (Guidelines and Requirements in Support
of the Information Sharing Environment); DNI memorandum dated May 2, 2007 (Program
Manager’s Responsibilities); Executive Order 13388; and other applicable provisions of law,
regulation, or policy.

2. Purpose. This issuance serves as the updated Functional Standard for ISE-SARs, and one of a
series of Common Terrorism Information Sharing Standards (CTISS) issued by the PM-ISE.
While limited to describing the ISE-SAR process and associated information exchanges,
information from this process may support other ISE processes to include alerts, warnings, and
notifications, situational awareness reporting, and terrorist watchlisting.

3. Applicability. This ISE-FS applies to all departments or agencies that possess or use terrorism
or homeland security information, operate systems that support or interface with the ISE, or
otherwise participate (or expect to participate) in the ISE, as specified in Section 1016(i) of the
IRTPA.

4. References. ISE Implementation Plan, November 2006; ISE Enterprise Architecture
Framework (EAF), Version 2.0, September 2008; Initial Privacy and Civil Liberties Analysis for
the Information Sharing Environment, Version 1.0, September 2008; ISE-AM-300: Common
Terrorism Information Standards Program, October 31, 2007; Common Terrorism Information
Sharing Standards Program Manual, Version 1.0, October 2007; National Information Exchange
Model, Concept of Operations, Version 0.5, January 9, 2007; 28 Code of Federal Regulations
(CFR) Part 23; Executive Order 13292 (Further Amendment to Executive Order 12958, as
Amended, Classified National Security Information); Nationwide Suspicious Activity Reporting
Concept of Operations, December 2008; ISE Suspicious Activity Reporting Evaluation
Environment (EE) Segment Architecture, December 2008.

5. Definitions.

a. Artifact: Detailed mission product documentation addressing information exchanges and
data elements for ISE-SAR (data models, schemas, structures, etc.).
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. CTISS: Business process-driven, performance-based “common standards” for preparing
terrorism information for maximum distribution and access, to enable the acquisition,
access, retention, production, use, management, and sharing of terrorism information
within the ISE. CTISS, such as this ISE-SAR Functional Standard, are implemented in
ISE participant infrastructures that include ISE Shared Spaces as described in the ISE
EAF. Two categories of common standards are formally identified under CTISS:

(1) Functional Standards — set forth rules, conditions, guidelines, and characteristics of
data and mission products supporting ISE business process areas.

(2) Technical Standards — document specific technical methodologies and practices to
design and implement information sharing capability into ISE systems.

Information Exchange: The transfer of information from one organization to another
organization, in accordance with CTISS defined processes.

. ISE-Suspicious Activity Report (ISE-SAR): An ISE-SAR is a SAR (as defined below in
5i) that has been determined, pursuant to a two-part process, to have a potential terrorism
nexus (i.e., to be reasonably indicative of criminal activity associated with terrorism).
ISE-SAR business, privacy, and civil liberties rules will serve as a unified process to
support the reporting, tracking, processing, storage, and retrieval of terrorism-related
suspicious activity reports across the ISE.

. National Information Exchange Model (NIEM): A joint technical and functional
standards program initiated by the Department of Homeland Security (DHS) and the
Department of Justice (DOJ) that supports national-level interoperable information
sharing.

Personal Information: Information that may be used to identify an individual (i.e., data
elements in the identified “privacy fields” of this ISE-SAR Functional Standard).

. Privacy Field: A data element that may be used to identify an individual and, therefore,
may be subject to privacy protection.

Suspicious Activity: Observed behavior reasonably indicative of pre-operational planning
related to terrorism or other criminal activity.

Suspicious Activity Report (SAR): Official documentation of observed behavior
reasonably indicative of pre-operational planning related to terrorism or other criminal
activity.

Universal Core (UCore): An interagency information exchange specification and
implementation profile. It provides a framework for sharing the most commonly used
data concepts of “who, what when, and where”. UCore serves as a starting point for data
level integration and permits the development of richer domain specific exchanges.
UCore was developed in concert with NIEM program office, and is a collaborative effort
between Department of Defense (DOD), DOJ, DHS and the Intelligence Community.

N
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6. Guidance. This Functional Standard is hereby established as the nationwide ISE Functional
Standard for ISE-SARs. It is based on documented information exchanges and business
requirements, and describes the structure, content, and products associated with processing,
integrating, and retrieving ISE-SARs by ISE participants.

7. Responsibilities.

a. The PM-ISE, in consultation with the Information Sharing Council (ISC), will:
(1) Maintain and administer this ISE-SAR Functional Standard, to include:
(a) Updating the business process and information flows for ISE-SAR.
(b) Updating data elements and product definitions for ISE-SAR.

(2) Publish and maintain configuration management of this ISE-SAR Functional
Standard.

(3) Assist with the development of ISE-SAR implementation guidance and governance
structure, as appropriate, to address privacy, civil rights, and civil liberties, policy,
architecture, and legal issues.

(4) Work with ISE participants, through the CTISS Committee, to develop a new or
modified ISE-SAR Functional Standard, as needed.

(5) Coordinate, publish, and monitor implementation and use of this ISE-SAR Functional
Standard, and coordinate with the White House Office of Science and Technology
Policy and with the National Institute of Standards and Technology (in the
Department of Commerce) for broader publication, as appropriate.

b. Each ISC member and other affected organizations shall:
(1) Propose modifications to the PM-ISE for this Functional Standard, as appropriate.

(2) As appropriate, incorporate this ISE-SAR Functional Standard, and any subsequent
implementation guidance, into budget activities associated with relevant current
(operational) mission specific programs, systems, or initiatives (e.g. operations and
maintenance {O&M} or enhancements).

(3) As appropriate, incorporate this ISE-SAR Functional Standard, and any subsequent
implementation guidance, into budget activities associated with future or new
development efforts for relevant mission specific programs, systems, or initiatives
(e.g. development, modernization, or enhancement {DME}).

(4) Ensure incorporation of this ISE-SAR Functional Standard, as set forth in 7.b (2) or
7.b (3) above, is done in compliance with ISE Privacy Guidelines and any additional
guidance provided by the ISE Privacy Guidelines Committee.
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8. Effective Date and Expiration. This ISE-FS is effective immediately and will remain in effect
as the updated ISE-SAR Functional Standard until further updated, superseded, or cancelled.

Program Manager for the
Information Sharing Environment

Date: May 21, 2009
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PART A - ISE-SAR FUNCTIONAL STANDARD ELEMENTS

SECTION I - DOCUMENT OVERVIEW

A. List of ISE-SAR Functional Standard Technical Artifacts

The full ISE-SAR information exchange contains five types of supporting technical artifacts.
This documentation provides details of implementation processes and other relevant reference
materials. A synopsis of the ISE-SAR Functional Standard technical artifacts is contained in
Table 1 below.

Table 1 - Functional Standard Technical Artifacts’

Artifact Type Artifact Artifact Description
Development and 1. Component Mapping This spreadsheet captures the ISE-SAR information
Implementation Tools Template (CMT) exchange class and data element (source) definitions

(SAR-to-NIEM/UCore) and relates each data element to corresponding

National Information Exchange Model (NIEM)
Extensible Mark-Up Language (XML) elements and
UCore elements, as appropriate.

2. NIEM Wantlist The Wantlist is an XML file that lists the elements
selected from the NIEM data model for inclusion in the
Schema Subset. The Schema Subset is a compliant
version to both programs that has been reduced to only
those elements actually used in the ISE-SAR document
schema.

3. XML Schemas The XML Schema provides a technical representation
of the business data requirements. They are a machine
readable definition of the structure of an ISE-SAR-
based XML Message.

4. XML Sample Instance The XML Sample Instance is a sample document that
has been formatted to comply with the structures
defined in the XML Schema. It provides the developer
with an example of how the ISE-SAR schema is
intended to be used.

5. Codified Data Field Values Listings, descriptions, and sources as prescribed by
data fields in the ISE-SAR Functional Standard.

Development and implementation tools may be accessible through www.ise.gov. Additionally, updated versions of this
Functional Standard will incorporate the CTISS Universal Core which harmonizes the NIEM Universal Core with the DoD/IC
UCore.

a1
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SECTION II — SUSPICIOUS ACTIVITY REPORTING EXCHANGES

A. ISE-SAR Purpose

This ISE-SAR Functional Standard is designed to support the sharing, throughout the
Information Sharing Environment (ISE), of information about suspicious activity, incidents, or
behavior (hereafter collectively referred to as suspicious activity or activities) that have a
potential terrorism nexus. The ISE includes State and major urban area fusion centers and their
law enforcement,? homeland security,’ or other information sharing partners at the Federal, State,
local, and tribal levels to the full extent permitted by law. In addition to providing specific
indications about possible terrorism-related crimes, ISE-SARs can be used to look for patterns
and trends by analyzing information at a broader level than would typically be recognized within
a single jurisdiction, State, or territory. Standardized and consistent sharing of suspicious activity
information regarding criminal activity among State and major urban area fusion centers and
Federal agencies is vital to assessing, deterring, preventing, or prosecuting those involved in
criminal activities associated with terrorism. This ISE-SAR Functional Standard has been
designed to incorporate key elements that describe potential criminal activity associated with
terrorism and may be used by other communities to address other types of criminal activities
where appropriate.

B. ISE-SAR Scope

Suspicious activity is defined as observed behavior reasonably indicative of pre-operational
planning related to terrorism or other criminal activity. A determination that such suspicious
activity constitutes an ISE-SAR is made as part of a two-part process by trained analysts using
explicit criteria. Some examples of the criteria for identifying those SARs, with defined
relationships to criminal activity that also have a potential terrorism nexus, are listed below. Part
B (ISE-SAR Criteria Guidance) provides a more thorough explanation of ISE-SAR criteria,
highlighting the importance of context in interpreting such behaviors;

* Expressed or implied threat
¢ Theft/loss/diversion
* Site breach or physical intrusion

 Cyber attacks

* Probing of security response

All references to Federal, State, local and tribal law enforcement are intended to encompass civilian law enforcement, military
police, and other security professionals.

All references to homeland security are intended to encompass public safety, emergency management, and other officials who
routinely participate in the State or major urban area’s homeland security preparedness activities.

6
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It is important to stress that this behavior-focused approach to identifying suspicious activity
requires that factors such as race, ethnicity, national origin, or religious affiliation should not be
considered as factors that create suspicion (except if used as part of a specific suspect
description). It is also important to recognize that many terrorism activities are now being funded
via local or regional criminal organizations whose direct association with terrorism may be
tenuous. This places law enforcement and homeland security professionals in the unique, yet
demanding, position of identifying suspicious activities or materials as a byproduct or secondary
element in a criminal enforcement or investigation activity. This means that, while some ISE-
SARs may document activities or incidents to which local agencies have already responded,
there is value in sharing them more broadly to facilitate aggregate trending or analysis.

Suspicious Activity Reports are not intended to be used to track or record ongoing enforcement,
intelligence, or investigatory operations although they can provide information to these activities.
The ISE-SAR effort offers a standardized means for sharing information regarding behavior
potentially related to terrorism-related criminal activity and applying data analysis tools to the
information. Any patterns identified during ISE-SAR data analysis may be investigated in
cooperation with the reporting agency, Joint Terrorism Task Force (JTTF), or the State or major
urban area fusion center in accordance with departmental policies and procedures. Moreover, the
same constitutional standards that apply when conducting ordinary criminal investigations also
apply to local law enforcement and homeland security officers conducting SAR inquiries. This
means, for example, that constitutional protections and agency policies and procedures that apply
to a law enforcement officer’s authority to stop, stop and frisk (“Terry Stop”)*, request
identification, or detain and question an individual would apply in the same measure whether or
not the observed behavior related to terrorism or any other criminal activity.

C. Overview of Nationwide SAR Cycle

As defined in the Nationwide Suspicious Activity Reporting Initiative (NSI) Concept of
Operations (CONOPS®) and shown in Figure 1, the nationwide SAR process involves a total of
12 discrete steps that are grouped under five standardized business process activities — Planning,
Gathering and Processing, Analysis and Production, Dissemination, and Reevaluation. The top-
level ISE-SAR business process described in this section has been revised to be consistent with
the description in the NSI CONOPS. Consequently, the numbered steps in Figure 1 are the only
ones that map directly to the nine-steps of the detailed information flow for nationwide SAR
information sharing documented in Part C of this version of the ISE-SAR Functional Standard.
For further detail on the 12 NSI steps, please refer to the NST CONOPS.

“Terry Stop” refers to law enforcement circumstances related to Supreme Court of the United States ruling on “Terry v. Ohio
(No. 67)” argued on December 12, 1967 and decided on June 10, 1968. This case allows a law enforcement officer to
articulate reasonable suspicion as a result of a totality of circumstances (to include training and experience) and take action to
frisk an individual for weapons that may endanger the officer. The Opinion of the Supreme Court regarding this case may be
found at Internet site http://www.law.cornell.edu/supct/html/historics/lUSSC CR 0392 0001 ZO.html.

PM-ISE, Nationwide SAR Initiative Concept of Operations (Washington: PM-ISE, 2008), available from www.ise.gov.
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Figure 1. Overview of Nationwide SAR Process
D. ISE-SAR Top-Level Business Process

1. Planning

The activities in the planning phase of the NSI cycle, while integral to the overall NSI, are
not discussed further in this Functional Standard. See the NSI CONOPS for more details.®

2. Gathering and Processing

Local law enforcement agencies or field elements of Federal agencies gather and document
suspicious activity information in support of their responsibilities to investigate potential
criminal activity, protect citizens, apprehend and prosecute criminals, and prevent crime.
Information acquisition begins with an observation or report of unusual or suspicious
behavior that may be indicative of criminal activity associated with terrorism. Such activities
include, but are not limited to, theft, loss, or diversion, site breach or physical intrusion,
cyber attacks, possible testing of physical response, or other unusual behavior or sector
specific incidents. It is important to emphasize that context is an essential element of
interpreting the relevance of such behaviors to criminal activity associated with terrorism.
(See Part B for more details.)

Ibid., 17-18.
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Regardless of whether the initial observer is a private citizen, a representative of a private
sector partner, a government official, or a law enforcement officer, suspicious activity is
eventually reported to either a local law enforcement agency or a local, regional, or national
office of a Federal agency. When the initial investigation or fact gathering is completed, the
investigating official documents the event in accordance with agency policy, local
ordinances, and State and Federal laws and regulations.

The information is reviewed within a local or Federal agency by appropriately designated
officials for linkages to other suspicious or criminal activity in accordance with departmental
policy and procedures.” Although there is always some level of local review, the degree
varies from agency to agency. Smaller agencies may forward most SARs directly to the State
or major urban area fusion center or JTTF with minimal local processing. Major cities, on the
other hand, may have trained counterterrorism experts on staff that apply a more rigorous
analytic review of the initial reports and filter out those that can be determined not to have a
potential terrorism nexus.

After appropriate local processing, agencies make SARs available to the relevant State or
major urban area fusion center. Field components of Federal agencies forward their reports to
the appropriate regional, district, or headquarters office employing processes that vary from
agency to agency. Depending on the nature of the activity, the information could cross the
threshold of “suspicious” and move immediately into law enforcement operations channels
for follow-on action against the identified terrorist activity. In those cases where the local
agency can determine that an activity has a direct connection to criminal activity associated
with terrorism, it will provide the information directly to the responsible JTTF for use as the
basis for an assessment or investigation of a terrorism-related crime as appropriate.

3. Analysis and Production

The fusion center or Federal agency enters the SAR into its local information system and
then performs an additional analytic review to establish or discount a potential terrorism
nexus. First, an analyst or law enforcement officer reviews the newly reported information
against ISE-SAR criteria outlined in Part B of this ISE-SAR Functional Standard. Second,
the Terrorist Screening Center (TSC) should be contacted to determine if there is valuable
information in the Terrorist Screening Database. Third, he or she will review the input
against all available knowledge and information for linkages to other suspicious or criminal
activity.

Based on this review, the officer or analyst will apply his or her professional judgment to
determine whether the information has a potential nexus to terrorism. If the officer or analyst
cannot make this explicit determination, the report will not be accessible by the ISE, although

If appropriate, the agency may consult with a Joint Terrorism Task Force, Field Intelligence Group, or fusion center.
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it may be retained in local fusion center or Federal agency files in accordance with
established retention policies and business rules.®

4. Dissemination

Once the determination of a potential terrorism nexus is made, the information becomes an
ISE-SAR and is formatted in accordance with the ISE-SAR Information Exchange Package
Document (IEPD) format described in Sections III and IV. This ISE-SAR is then stored in
the fusion center, JTTF, or other Federal agency’s ISE Shared Space® where it can be .
accessed by authorized law enforcement and homeland security personnel in the State or
major urban area fusion center’s area of responsibility as well as other ISE participants,
including JTTFs. This allows the fusion center to be cognizant of all terrorist-related
suspicious activity in its area of responsibility, consistent with the information flow
description in Part C. Although the information in ISE Shared Spaces is accessible by other
ISE participants, it remains under the control of the submitting organization, i.e., the fusion
center or Federal agency that made the initial determination that the activity constituted an
ISE-SAR.

By this stage of the process, all initially reported SARs have been through multiple levels of
review by trained personnel and, to the maximum extent possible, those reports without a
potential terrorism nexus have been filtered out. Those reports posted in ISE Shared Spaces,
therefore, can be presumed by Federal, State, and local analytic personnel to be terrorism-
related and information derived from them can be used along with other sources to support
counterterrorism operations or develop counterterrorism analytic products. As in any analytic
process, however, all information is subject to further review and validation, and analysts
must coordinate with the submitting organization to ensure that the information is still valid
and obtain any available relevant supplementary material before incorporating it into an
analytic product.

Once ISE-SARs are accessible, they can be used to support a range of counterterrorism
analytic and operational activities. This step involves the actions necessary to integrate ISE-
SAR information into existing counterterrorism analytic and operational processes, including
efforts to “connect the dots,” identify information gaps, and develop formal analytic
products. Depending on privacy policy and procedures established for the NSI as a whole or
by agencies responsible for individual ISE Shared Spaces, requestors may only be able to
view reports in the Summary ISE-SAR Information format, i.e., without privacy fields. In
these cases, requestors should contact the submitting organization directly to discuss the
particular report more fully and obtain access, where appropriate, to the information in the
privacy fields.

8 . 2 . ; ; .
As was already noted in the discussion of processing by local agencies, where the fusion center or Federal agency can

determine that an activity has a direct connection to a possible terrorism-related crime, it will provide the information directly to
the responsible JTTF for use as the basis for an assessment or investigation.

PM-ISE, ISE Enterprise Architecture Framework, Version 2.0, (Washington: PM-ISE, 2008), 61-63

10
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5. Reevaluation™

Operational feedback on the status of ISE-SARs is an essential element of an effective NSI
process with important implications for privacy and civil liberties. First of all, it is important
to notify source organizations when information they provide is designated as an ISE-SAR
by a submitting organization and made available for sharing—a form of positive feedback
that lets organizations know that their initial suspicions have some validity. Moreover, the
process must support notification of all ISE participants when further evidence determines
that an ISE-SAR was designated incorrectly so that the original information does not
continue to be used as the basis for analysis or action. This type of feedback can support
organizational redress processes and procedures where appropriate.

E. Broader ISE-SAR Applicability

Consistent with the ISE Privacy Guidelines and Presidential Guideline 2, and to the full extent
permitted by law, this ISE-SAR Functional Standard is designed to support the sharing of
unclassified information or sensitive but unclassified (SBU)/controlled unclassified information
(CUI) within the ISE. There is also a provision for using a data element indicator for designating
classified national security information as part of the ISE-SAR record, as necessary. This
condition could be required under special circumstances for protecting the context of the event,
or specifics or organizational associations of affected locations. The State or major urban area
fusion center shall act as the key conduit between the State, local, and tribal (SLT) agencies and
other ISE participants. It is also important to note that the ISE Shared Spaces implementation
concept is focused exclusively on terrorism-related information. However many SAR originators
and consumers have responsibilities beyond terrorist activities. Of special note, there is no
intention to modify or otherwise affect, through this ISE-SAR Functional Standard, the currently
supported or mandated direct interactions between State, local, and tribal law enforcement and
investigatory personnel and the Joint Terrorism Task Forces (JTTFs) or Field Intelligence
Groups (FIGs).

This ISE-SAR Functional Standard will be used as the ISE-SAR information exchange standard
for all ISE participants. Although the extensibility of this ISE-SAR Functional Standard does
support customization for unique communities, jurisdictions planning to modify this ISE-SAR
Functional Standard must carefully consider the consequences of customization. The PM-ISE
requests that modification follow a formal change request process through the ISE-SAR Steering
Committee and CTISS Committee under the Information Sharing Council, for both community
coordination and consideration. Furthermore, messages that do not conform to this Functional
Standard may not be consumable by the receiving organization and may require modifications by
the nonconforming organizations.

10 ; ' . I ;
The Reevaluation Phase also encompasses the establishment of an integrated counterterrorism information needs process, a

process that does not relate directly to information exchanges through this standard. See page 23 of the NS/ CONOPS for
more details.

11
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E. Protecting Privacy

Laws that prohibit or otherwise limit the sharing of personal information vary considerably
between the Federal, State, local, and tribal levels. The Privacy Act of 1974 (5 USC §552a) as
amended, other statutes such as the E-Government Act, and many government-wide or
departmental regulations establish a framework and criteria for protecting information privacy in
the Federal Government. The ISE must facilitate the sharing of information in a lawful manner,
which by its nature must recognize, in addition to Federal statutes and regulations, different
State, local or tribal laws, regulations, or policies that affect privacy. One method for protecting
privacy while enabling the broadest possible sharing is to anonymize ISE-SAR reports by
excluding data elements that contain personal information. Accordingly, two different formats
are available for ISE-SAR information. The Detailed ISE-SAR IEPD format includes personal
information contained in the data fields set forth in Section IV of this ISE-SAR Functional
Standard (“ISE-SAR Exchange Data Model”), including “privacy fields” denoted as containing
personal information. If an ISE participant is not authorized to disseminate personal information
from an ISE Shared Space (e.g., the requester site does not have a compliant privacy policy) or
the SAR does not evidence the necessary nexus to terrorism-related crime (as required by this
ISE-SAR Functional Standard), information from the privacy fields will not be loaded into the
responsive document (search results) from the ISE Shared Space. This personal information will
not be passed to the ISE participant. The Summary ISE-SAR Information format excludes
privacy fields or data elements identified in Section IV of this ISE-SAR Functional Standard as
containing personal information. Each ISE participant can exclude additional data elements from
the Summary ISE-SAR Information format in accordance with its own legal and policy
requirements. It is believed the data contained within a Summary ISE-SAR Information format
will support sufficient trending and pattern recognition to trigger further analysis and/or
investigation where additional information can be requested from the sending organization.
Because of variances of data expected within ISE-SAR exchanges, only the minimum elements
are considered mandatory. These are enumerated in the READ ME document in the technical
artifacts folder that is part of this ISE-SAR Functional Standard.

Currently, the privacy fields identified in the ISE-SAR exchange data model (Section IV, below)
are the minimum fields that should be removed from a Detailed ISE-SAR IEPD.

SECTION III - INFORMATION EXCHANGE DEVELOPMENT

This ISE-SAR Functional Standard is a collection of artifacts that support an implementer’s
creation of ISE-SAR information exchanges, whether Detailed ISE-SAR IEPD or Summary
ISE-SAR Information. The basic ISE-SAR information exchange is documented using five
unique artifacts giving implementers tangible products that can be leveraged for local
implementation. A domain model provides a graphical depiction of those data elements required
for implementing an exchange and the cardinality between those data elements. Second, a
Component Mapping Template is a spreadsheet that associates each required data element with
its corresponding XML data element. Third, information exchanges include the schemas which
consist of a document, extension, and constraint schema. Fourth, at least one sample XML
Instance and associated style-sheet is included to help practitioners validate the model, mapping,

12
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and schemas in a more intuitive way. Fifth, a codified data field values listing provides listings,
descriptions, and sources as prescribed by the data fields.

SECTION IV - ISE-SAR EXCHANGE DATA MODEL

A. Summary of Elements

This section contains a full inventory of all ISE-SAR information exchange data classes,
elements, and definitions. Items and definitions contained in cells with a light purple background
are data classes, while items and definition contained in cells with a white background are data
elements. A wider representation of data class and element mappings to source (ISE-SAR
information exchange) and target is contained in the Component Mapping Template located in
the technical artifacts folder.

Cardinality between objects in the model is indicated on the line in the domain model (see
Section 5A). Cardinality indicates how many times an entity can occur in the model. For
example, Vehicle, Vessel, and Aircraft all have cardinality of 0..n. This means that they are
optional, but may occur multiple times if multiple suspect vehicles are identified.

Clarification of Organizations used in the exchange:

 The Source Organization is the agency or entity that originates the SAR report (examples
include a local police department, a private security firm handling security for a power
plant, and a security force at a military installation). The Source Organization will not
change throughout the life of the SAR.

 The Submitting Organization is the organization providing the ISE-SAR to the
community through their ISE Shared Space. The Submitting Organization and the Source
Organization may be the same.

« The Owning Organization is the organization that owns the target associated with the
suspicious activity.

Table 2 — ISE-SAR Information Exchange Data Classes, Elements, and Definitions

Privacy

Field Source Class/Element Source Definition

Aircraft

Aircraft Engine Quantity The number of engines on an observed aircraft.

Aircraft Fuselage Color A code identifying a color of a fuselage of an aircraft.

Aircraft Wing Color A code identifying a color of a wing of an aircraft.
A unique identifier assigned to the aircraft by the observing

X Aircraft ID organization—used for referencing. *If this identifier can be used to

identify a specific aircraft, for instance, by using the aircraft tail
number, then this element is a privacy field. [free text field]

Aircraft Make Code A code identifying a manufacturer of an aircraft.

. A code identifying a specific design or type of aircraft made by a
Aircraft Model Code ot

13
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Source Definition

A code identifying a style of an aircraft.

Aircraft Tail Number

An aircraft identification number prominently displayed at various
locations on an aircraft, such as on the tail and along the fuselage.
[free text field]

Attachment

Attachment Type Text

Describes the type of attachment (e.g., surveillance video, mug
shot, evidence). [free text field]

Binary Image

Binary encoding of the attachment.

Capture Date

The date that the attachment was created.

Description Text

Text description of the attachment. [free text field]

Format Type Text

Format of attachment (e.g., mpeg, jpg, avi). [free text field]

Attachment URI

Uniform Resource Identifier (URI) for the attachment. Used to
match the attachment link to the attachment itself. Standard
representation type that can be used for Uniform Resource
Locators (URLs) and Uniform Resource Names (URNS).

Attachment Privacy Field
Indicator

Identifies whether the binary attachment contains information that
may be used to identify an individual.

Contact Information

Person First Name

Person to contact at the organization.

Person Last Name

Person to contact at the organization.

E-Mail Address

An email address of a person or organization. [free text field]

Full Telephone Number

A full length telephone identifier representing the digits to be dialed
to reach a specific telephone instrument. [free text field]

Driver License

Expiration Date

The month, date, and year that the document expires.

Expiration Year

The year the document expires.

Issuing Authority Text

Code identifying the organization that issued the driver license
assigned to the person. Examples include Department of Motor
Vehicles, Department of Public Safety and Department of Highway
Safety and Motor Vehicles. [free text field]

Driver License Number

A driver license identifier or driver license permit identifier of the
observer or observed person of interest involved with the
suspicious activity. [free text field]

Follow-Up Action

Activity Date

Date that the follow-up activity started.

Activity Time

Time that the follow up activity started.

Assigned By Text

Organizational identifier that describes the organization performing
a follow-up activity. This is designed to keep all parties interested
in a particular ISE-SAR informed of concurrent investigations. [free
text field]

Assigned To Text

Text describing the person or sub-organization that will be
performing the designated action. [free text field]

Disposition Text

Description of disposition of suspicious activity investigation. [free
text field]

Status Text

Description of the state of follow-up activity. [free text field]

Location

14
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Source Definition

A description of a location where the suspicious activity occurred. If
the location is an address that is not broken into its component

X Location Description parts (e.g., 1234 Main Street), this field may be used to store the
compound address. [free text field]
Location Address
Building Description A complete reference that identifies a building. [free text field]
County Name A name of a county, parish, or vicinage. [free text field]
Country Name A country name or other identifier. [free text field]
Cross Street Description A description of an intersecting street. [free text field]
- A reference that identifies an actual level within a building. [free
Floor Identifier )
text field]
ICAO Airfield Code for An Internat!ongl Civil Awatlon Organization (ICAQ) airfield code for
D departure, indicates aircraft, crew, passengers, and cargo-on
eparture A : -
conveyance location information. [free text field]
ICAO Airfield Code for An airfield code for planned destination, |nd|(':ate.s alrcrafy, crew,
T passengers, and cargo on conveyance location information [free
Planned Destination )
text field]
An airfield code for actual destination. Indicates aircraft, crew,
ICAO for Actual Destination passengers, and cargo on conveyance location information. [free
text field]
ICAO Airfield for Alternate An airfield code for Alternate. In_dlcgtes alrc_raft, crew, passengers,
and cargo on conveyance location information. [free text field]
Identifies the sequentially numbered marker on a roadside that is
Mile Marker Text closest to the intended location. Also known as milepost, or mile
post. [free text field]
Municipality Name The name of the city or town. [free text field]
Postal Code The zip code or postal code. [free text field]
State Name Code identifying the state.
Street Name A name that identifies a particular street. [free text field]
X Street Number A number.that identifies a particular unit or location within a street.
[free text field]
Street Post Directional A direction that appears after a street name. [free text field]
Street Pre Directional A direction that appears before a street name. [free text field]
Street Type A type of street, e.g., Street, Boulevard, Avenue, Highway. [free
text field]
X Unit ID A particular unit within the location. [free text field]
Location Coordinates
Altitude Height above or below sea-level of a location.

Coordinate Datum

Coordinate system used for plotting location.

Latitude Degree

A value that specifies the degree of a latitude. The value comes
from a restricted range between -90 (inclusive) and +90 (inclusive).

Latitude Minute

A value that specifies a minute of a degree. The value comes from
a restricted range of 0 (inclusive) to 60 (exclusive).

Latitude Second

A value that specifies a second of a minute. The value comes from
a restricted range of 0 (inclusive) to 60 (exclusive).
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Source Definition

A value that specifies the degree of a longitude. The value comes
from a restricted range between -180 (inclusive) and +180
(exclusive).

Longitude Minute

A value that specifies a minute of a degree. The value comes from
a restricted range of 0 (inclusive) to 60 (exclusive).

Longitude Second

A value that specifies a second of a minute. The value comes from
a restricted range of 0 (inclusive) to 60 (exclusive).

Conveyance track/intent

A direction by heading and speed or enroute route and/or waypoint
of conveyance [free text field]

Observer

Observer Type Text

Indicates the relative expertise of an observer to the suspicious
activity (e.g., professional observer versus layman). Example: a
security guard at a utility plant recording the activity, or a citizen
driving by viewing suspicious activity. [free text field]

Person Employer ID

Number assigned by an employer for a person such as badge
number. [free text field]

Owning Organization

Organization Item

A name of an organization that owns the target. [free text field]

Organization Description

A text description of organization that owns the target. The
description may indicate the type of organization such as State
Bureau of Investigation, Highway Patrol, etc. [free text field]

Organization ID

A federal tax identifier assigned to an organization. Sometimes
referred to as a Federal Employer Identification Number (FEIN), or
an Employer Identification Number (EIN). [free text field]

Organization Local ID

An identifier assigned on a local level to an organization. [free text
field]

Other Identifier

Person Identification Number

(PID)

An identifying number assigned to the person, e.g., military serial
numbers. [free text field]

PID Effective Date

The month, date, and year that the PID number became active or
accurate.

PID Effective Year

The year that the PID number became active or accurate.

PID Expiration Date

The month, date, and year that the PID number expires.

PID Expiration Year

The year that the PID number expires.

PID Issuing Authority Text

The issuing authority of the identifier. This may be a State, military
organization, etc.

PID Type Code

Code identifying the type of identifier assigned to the person. [free
text field]

Passport

Passport ID

Document Unique Identifier. [free text field]

Expiration Date

The month, date, and year that the document expires.

Expiration Year

The year the document expires.

Issuing Country Code

Code identifying the issuing country. [free text field]

Person

AFIS FBI Number

A number issued by the FBI's Automated Fingerprint Identification
System (AFIS) based on submitted fingerprints. [free text field]
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Source Definition

Age

A precise measurement of the age of a person.

Age Unit Code

Code that identifies the unit of measure of an age of a person (e.g.,
years, months). [free text field]

X Date of Birth The month, date, and year that a person was born.
Year of Birth The year a person was born.
Ethnicity Code Code that identifies the person’s cultural lineage.
Maximum Age The maximum age measurement in an estimated range.
Minimum Age The minimum age measurement in an estimated range.
X State Identifier Number ass_lgned by_the State based_on biometric identifiers or
other matching algorithms. [free text field]
A 9-digit numeric identifier assigned to a living person by the U.S.
X Tax Identifier Number Social Security Administration. A social security number of the
person. [free text field]
Person Name
X First Name A first name or given name of the person. [free text field]
X Last Name A last name or family name of the person. [free text field]
X Middle Name A middle name of a person. [free text field]
Used to designate the compound name of a person that includes
all name parts. This field should only be used when the name
X Full Name o .
cannot be broken down into its component parts or if the
information is not available in its component parts. [free text field]
X Moniker Alternative, or gang name for a person. [free text field]
A component that is appended after the family name that
Name Suffix distinguishes members of a family with the same given, middle,
and last name, or otherwise qualifies the name. [free text field]
Name Type Text identifying the type of name for the person. For example,

maiden name, professional name, nick name.

Physical Descriptors

Build Description

Text describing the physique or shape of a person. [free text field]

Eye Color Code

Code identifying the color of the person’s eyes.

Eye Color Text

Text describing the color of a person’s eyes. [free text field]

Hair Color Code

Code identifying the color of the person’s hair.

Hair Color Text

Text describing the color of a person’s hair. [free text field]

Person Eyewear Text

A description of glasses or other eyewear a person wears. [free
text field]

Person Facial Hair Text

A kind of facial hair of a person. [free text field]

Person Height

A measurement of the height of a person.

Person Height Unit Code

Code that identifies the unit of measure of a height of a person.
[free text field]

Person Maximum Height

The maximum measure value on an estimated range of the height
of the person.

Person Minimum Height

The minimum measure value on an estimated range of the height
of the person.

Person Maximum Weight

The maximum measure value on an estimated range of the weight
of the person.

17



Case3:14-cv-03120-RS Document67-7 Filed09/01/15 Page5 of 66

Privacy

Field

Source Class/Element

UNCLASSIFIED
ISE-FS-200

Source Definition

Person Minimum Weight

The minimum measure value on an estimated range of the weight
of the person.

Person Sex Code

A code identifying the gender or sex of a person (e.g., Male or
Female).

Person Weight

A measurement of the weight of a person.

Person Weight Unit Code

Code that identifies the unit of measure of a weight of a person.
[free text field]

Race Code

Code that identifies the race of the person.

Skin Tone Code

Code identifying the color or tone of a person’s skin.

Clothing Description Text

A description of an article of clothing. [free text field]

Physical Feature

Feature Description

A text description of a physical feature of the person. [free text
field]

Feature Type Code

A special kind of physical feature or any distinguishing feature.
Examples include scars, marks, tattoos, or a missing ear. [free text
field]

Location Description

A description of a location. If the location is an address that is not
broken into its component parts (e.g., 1234 Main Street), this field
may be used to store the compound address. [free text field]

Registration

Registration Authority Code

Text describing the organization or entity authorizing the issuance
of a registration for the vehicle involved with the suspicious activity.
[free text field]

Registration Number

The number on a metal plate fixed to/assigned to a vehicle. The
purpose of the registration number is to uniquely identify each
vehicle within a state. [free text field]

Registration Type

Code that identifies the type of registration plate or license plate of
a vehicle. [free text field]

Registration Year

A 4-digit year as shown on the registration decal issued for the
vehicle.

ISE-SAR Submission

Additional Details Indicator

Identifies whether more ISE-SAR details are available at the
authoring/originating agency than what has been provided in the
information exchange.

Data Entry Date

Date the data was entered into the reporting system (e.g., the
Records Management System).

Dissemination Code

Generally established locally, this code describes the authorized
recipients of the data. Examples include Law Enforcement Use, Do
Not Disseminate, etc.

Fusion Center Contact First
Name

Identifies the first name of the person to contact at the fusion
center. [free text field]

Fusion Center Contact Last
Name

Identifies the last name of the person to contact at the fusion
center. [free text field]

Fusion Center Contact E-Mail
Address

Identifies the email address of the person to contact at the fusion
center. [free text field]

Fusion Center Contact
Telephone Number

The full phone number of the person at the fusion center that is
familiar with the record (e.g., law enforcement officer).
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Source Definition

Message Type Indicator

e.g., Add, Update, Purge.

Privacy Purge Date

The date by which the privacy information will be purged from the
record system; general observation data is retained.

Privacy Purge Review Date

Date of review to determine the disposition of the privacy fields in a
Detailed ISE-SAR IEPD record.

Submitting ISE-SAR Record
ID

Identifies the Fusion Center ISE-SAR Record identifier for reports
that are possibly related to the current report. [free text field]

ISE-SAR Submission Date

Date of submission for the ISE-SAR Record.

ISE-SAR Title

Plain language title (e.g., Bomb threat at the “X” Hotel). [free text
field]

ISE-SAR Version

Indicates the specific version of the ISE-SAR that the XML
Instance corresponds. [free text field]

Source Agency Case ID

The case identifier for the agency that originated the SAR. Often,
this will be a local law enforcement agency. [free text field]

Source Agency Record
Reference Name

The case identifier that is commonly used by the source agency—
may be the same as the System ID. [free text field]

Source Agency Record
Status Code

The current status of the record within the source agency system.

Privacy Information Exists
Indicator

Indicates whether privacy information is available from the source
fusion center. This indicator may be used to guide people who only
have access to the summary information exchange as to whether
or not they can follow-up with the originating fusion center to obtain
more information.

Sensitive Information
Details

Classification Label

A classification of information. Includes Confidential, Secret, Top
Secret, no markings. [free text field]

Classification Reason Text

A reason why the classification was made as such. [free text field]

Sensitivity Level

Local information security categorization level (Controlled
Unclassified Information-CUI, including Sensitive But Unclassified
or Law Enforcement Sensitive). [free text field]

Tearlined Indicator

Identifies whether a report is free of classified information.

Source Organization

Organization Name

The name used to refer to the agency originating the SAR. [free
text field]

Organization ORI

Originating Agency ldentification (ORI) used to refer to the agency.

System ID

The system that the case identifier (e.g., Records Management
System, Computer Aided Dispatch) relates to within or the
organization that originated the Suspicious Activity Report. [free
text field]

Fusion Center Submission
Date

Date of submission to the Fusion Center.

Source Agency Contact First
Name

The first name of the person at the agency that is familiar with the
record (e.g., law enforcement officer). [free text field]

Source Agency Contact Last
Name

The last name of the person at the agency that is familiar with the
record (e.g., law enforcement officer). [free text field]

Source Agency Contact
Email Address

The email address of the person at the agency that is familiar with
the record (e.g., law enforcement officer). [free text field]
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Source Definition

Source Agency Contact
Phone Number

The full phone number of the person at the agency that is familiar
with the record (e.g., law enforcement officer).

Suspicious Activity Report

Community Description

Describes the intended audience of the document. [free text field]

Community URI

The URL to resolve the ISE-SAR information exchange payload
namespace.

LEXS Version

Identifies the version of Department of Justice LEISP Exchange
Specification (LEXS) used to publish this document. ISE-FS-200
has been built using LEXS version 3.1. The schema was
developed by starting with the basic LEXS schema and extending
that definition by adding those elements not included in LEXS.
[free text field]

Message Date/Time

A timestamp identifying when this message was received.

Sequence Number

A number that uniquely identifies this message.

Source Reliability Code

Reliability of the source, in the assessment of the reporting
organization: could be one of ‘reliable’, ‘unreliable’, or ‘unknown’

Content Validity Code

Validity of the content, in the assessment of the reporting
organization: could be one of ‘confirmed’, ‘doubtful’, or ‘cannot be
judged’

Nature of Source-Code

Nature of the source: Could be one of ‘anonymous tip’,
‘confidential source’, trained interviewer’, ‘written statement —
victim, witness, other’, private sector’, or ‘other source’

Nature of Source-Text

Optional information of ‘other source’ is selected above. [free text
field]

Submitting Organization

Organization Name

Common Name of the fusion center or ISE participant that
submitted the ISE-SAR record to the ISE. [free text field]

Organization ID

Fusion center or ISE participant’s alpha-numeric identifier. [free
text field]

Organization ORI

ORI for the submitting fusion center or ISE participant. [free text
field]

System ID

Identifies the system within the fusion center or ISE participant that
is submitting the ISE-SAR. [free text field]

Suspicious Activity

Activity End Date

The end or completion date in Greenwich Mean Time (GMT) of an
incident that occurs over a duration of time.

Activity End Time

The end or completion time in GMT of day of an incident that
occurs over a duration of time.

Activity Start Date

The date in GMT when the incident occurred or the start date if the
incident occurs over a period of time.

Activity Start Time

The time of day in GMT that the incident occurred or started.

Observation Description Text

Description of the activity including rational for potential terrorism
nexus. [free text field]

Observation End Date

The end or completion date in GMT of the observation of an
activity that occurs over a duration of time.

Observation End Time

The end or completion time of day in GMT of the observation of an
activity that occurred over a period of time.
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Source Definition

The date in GMT when the observation of an activity occurred or
the start date if the observation of the activity occurred over a
period of time.

Observation Start Time

The time of day in GMT that the observation of an activity occurred
or started.

Threat Type Code

Broad category of threat to which the tip or lead pertains. Includes
Financial Incident, Suspicious Activity, and Cyber Crime.

Threat Type Detail Text

Breakdown of the Tip Type, it indicates the type of threat to which
the tip or lead pertains. The subtype is often dependent on the Tip
Type. For example, the subtypes for a nuclear/radiological tip class
might be Nuclear Explosive or a Radiological Dispersal Device.
[free text field]

Suspicious Activity Code

Indicates the type of threat to which the tip or lead pertains.
Examples include a biological or chemical threat.

Weather Condition Details

The weather at the time of the suspicious activity. The weather
may be described using codified lists or text.

Target

Critical Infrastructure
Indicator

Critical infrastructure, as defined by 42 USC Sec. 5195c, means
systems and assets, whether physical or virtual, so vital to the
United States that the incapacity or destruction of such systems
and assets would have a debilitating impact on security, national
economic security, national public health or safety, or any
combination of those matters.

Infrastructure Sector Code

The broad categorization of the infrastructure type. These include
telecommunications, electrical power systems, gas and oil storage
and transportation, banking and finance, transportation, water
supply systems, emergency services (including medical, police,
fire, and rescue), and continuity of government.

Infrastructure Tier Text

Provides additional detail that enhances the Target Sector Code.
For example, if the target sector is Utilities, this field would indicate
the type of utility that has been targeted such as power station or
power transmission. [free text field]

Structure Type Code

National Data Exchange (N-DEXx) Code that identifies the type of
Structure that was involved in the incident.

Target Type Text

Describes the target type if an appropriate sector code is not
available. [free text field]

Structure Type Text

Text for use when the Structure Type Code does not afford
necessary code. [free text field]

Target Description Text

Text describing the target (e.g., Lincoln Bridge). [free text field]

Vehicle

Code that identifies the primary color of a vehicle involved in the
Color Code - I

suspicious activity.
Description Text description of the entity. [free text field]
Make Name Code that identifies the manufacturer of the vehicle.

Code that identifies the specific design or type of vehicle made by
Model Name ; ;

a manufacturer—sometimes referred to as the series model.
Style Code Code that identifies the style of a vehicle. [free text field]
Vehicle Year A 4-digit year that is assigned to a vehicle by the manufacturer.
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Source Definition

X Vehicle Identification Number | Used to uniquely identify motor vehicles. [free text field]
An assigned number sequence required by Federal Motor Carrier
Safety Administration (FMCSA) for all interstate carriers. The
identification number (found on the power unit, and assigned by
X US DOT Number the U.S. Department of Transportation or by a State) is a key
element in the FMCSA databases for both carrier safety and
regulatory purposes. [free text field]
A text description of a vehicle. Can capture unique identifying
Vehicle Description information about a vehicle such as damage, custom paint, etc.
[free text field]
Related ISE-SAR
. Identifies the fusion center that is the source of the ISE-SAR. [free
Fusion Center ID i
text field]
Fusion Center ISE-SAR Identifies the fusion center ISE-SAR record identifier for reports
Record ID that are possibly related to the current report.
. . - Describes how this ISE-SAR is related to another ISE-SAR. [free
Relationship Description Text .
text field]
Vessel
An identification for the Official (U.S. Coast Guard Number of a
X Vessel Official Coast Guard | vessel). Number is encompassed within valid marine documents
Number Identification and permanently marked on the main beam of a documented
vessel. [free text field]
X Vessel ID A unique |dent|f|e_r assigned to t_he boat record by the agency—
used for referencing. [free text field]
Identifies the organization authorization over the issuance of a
Vessel ID Issuing Authorit vessel identifier. Examples of this organization include the State
9 y Parks Department and the Fish and Wildlife department. [free text
field]
X Vessel IMO Number An identification for an International Maritime Organization Number
Identification (IMO number) of a vessel [free text field]
Vessel MMSI Identification An identification for. the Maritime Mobile Service Identity (MMSI) or
a vessel [free text field]
Vessel Make Code that identifies the manufacturer of the boat.
Model name that identifies the specific design or type of boat made
Vessel Model . i
by a manufacturer—sometimes referred to as the series model.
Vessel Model Year A 4-digit year that is assigned to a boat by the manufacturer.
Vessel Name Complete boat name and any numerics. [free text field]
Vessel Hailing Port ;irglz]ldentlfylng attributes of the hailing port of a vessel [free text
Vessel National Flag ﬁ\e(ljé:}ta concept for a country under which a vessel sails. [free text
Vessel Overall Length The length measurement of the boat, bow to stern.
Vessel Overall Length Code that identifies the measurement unit used to determine the
Measure boat length. [free text field]
X Vessel Serial Number The identification number of a boat involved in an incident. [free

text field]

Vessel Type Code

Code that identifies the type of boat.
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Privacy

Sl Source Class/Element Source Definition

Text for use when the Boat Propulsion Code does not afford

Vessel Propulsion Text necessary code. [free text field]

B. Association Descriptions

This section defines specific data associations contained in the | SE-SAR data model structure.
Reference Figure 2 (UML-based model) for the graphical depiction and detailed elements.

Table 3 — ISE-SAR Data Model Structure Associations

Link Between Associated
Components

Link From Suspicious Activity
Report to Attachment

Target Element

lexs:Digest/lexsdigest:Associations/lexsdigest:EntityAttachmentLinkAssociation

Link From Suspicious Activity
Report to Sensitive Hierarchical Association
Information Details

Link From Suspicious Activity
Report to ISE-SAR Hierarchical Association
Submission

Link From Suspicious Activity

to Vehicle lexs:Digest/lexsdigest:Associations/lexsdigest:IncidentinvolveditemAssociation

Link From Vehicle to

. . Hierarchical Association
Registration

Link From Suspicious Activity

o Vessel lexs:Digest/lexsdigest:Associations/lexsdigest:IncidentinvolveditemAssociation

Link From Suspicious Activity

) lexs:Digest/lexsdigest:Associations/lexsdigest:IncidentinvolveditemAssociation
to Aircraft

Link From Suspicious Activity

. lexs:Digest/lexsdigest:Associations/lexsdigest:ActivityLocationAssociation
to Location

Link From Suspicious Activity

Hierarchical Association
to Target

Link From Location to Location

. Hierarchical Association
Coordinates

Link From Location to Location
Address

Link From Suspicious Activity
Report to Related ISE-SAR

Link From Person to Location | lexs:Digest/lexsdigest:Associations/lexsdigest:PersonLocationAssociation

Hierarchical Association

Hierarchical Association

Link From Person to Contact | lexs:Digest/lexsdigest:Associations/lexsdigest:EntityEmailAssociation or
Information lexs:Digest/lexsdigest:Associations/lexsdigest:EntityTelephoneNumberAssociation

Link From Person to Driver

. Hierarchical Association
License

Link From Person to Passport | Hierarchical Association

Link From Person to Other

o Hierarchical Association
Identifier
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Link Between Associated
Components

Target Element

Link From Person to Physical
Descriptors

Hierarchical Association

Link From Person to Physical
Feature

Hierarchical Association

Link From Person to Person
Name

Hierarchical Association

Link From Suspicious Activity
Report to Follow-Up Action

Hierarchical Association

Link From Target to Location

lexs:Digest/lexsdigest:Associations/lexsdigest:ltemLocationAssociation

Link From Suspicious Activity
Report to Organization

Hierarchical Association

Link From Suspicious Activity
to Person [Witness]

lexs:Digest/lexsdigest:Associations/lexsdigest:IncidentWitnessAssociation

Link From Suspicious Activity
to Person [Person Of Interest]

lexs:Digest/lexsdigest:Associations/lexsdigest:PersonOfinterestAssociation

Link From Organization to
Target

ext:SuspiciousActivityReport/nc:OrganizationltemAssociation

Link from ISE-SAR
Submission to Submitting
Organization

Hierarchical Association

Link From Submitting
Organization to Contact
Information

Hierarchical Association

(Note that the mapping indicates context and we are not reusing Contact
Information components)

C. Extended XML Elements

Additional data elements are also identified as new elements outside of NIEM, Version 2.0.
These elements are listed below:

AdditionalDetailsl ndicator : Identifies whether more | SE-SAR details are available at the
authoring/originating agency than what has been provided in the information exchange.

AssignedByText: Organizational identifier that describes the organization performing a
follow-up activity. Thisis designed to keep all partiesinterested in a particular ISE-SAR
informed of concurrent investigations.

AssignedToText: Text describing the person or sub-organization that will be performing the
designated follow-up action.

ClassificationReasonText: A reason why the classification was made as such.

ContentValidityCode: Validity of the content, in the assessment of the reporting
organization: could be one of ‘ confirmed’, ‘doubtful’, or ‘ cannot be judged’.
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Conveyancetrack/intent: A direction by heading and speed or enroute route and/or
waypoint of conveyance.

Criticall nfrastructurelndicator: Critical infrastructure, as defined by 42 USC Sec. 5195c,
means systems and assets, whether physical or virtual, so vital to the United States that the
incapacity or destruction of such systems and assets would have a debilitating impact on
security, national economic security, national public health or safety, or any combination of
those matters.

| CAOAIrfieldCodefor Departure: An International Civil Aviation Organization (ICAO)
airfield code for departure, indicates aircraft, crew, passengers, and cargo-on conveyance
location information.

| CAOAIrfieldCodefor PlannedDestination: An airfield code for planned destination,
indicates aircraft, crew, passengers, and cargo on conveyance location information.

| CAOforActualDestination: An airfield code for actual destination. Indicates aircraft, crew,
passengers, and cargo on conveyance location information.

ICAOAIrfieldfor Alternate: An airfield code for Alternate. Indicates aircraft, crew,
passengers, and cargo on conveyance location information.

Natur eof Sour ce-Code: Nature of the source: Could be one of ‘anonymoustip’, ‘ confidential
source’, trained interviewer’, ‘written statement — victim, witness, other’, private sector’, or
‘other source'.

PrivacyFieldl ndicator: Data element that may be used to identify an individual and
therefore is subject to protection from disclosure under applicable privacy rules. Removal of
privacy fields from a detailed report will result in a summary report. This privacy field
informs users of the summary information exchange that additional information may be
available from the originator of the report.

ReportPurgeDate: The date by which the privacy fields will be purged from the record
system; general observation datais retained. Purge policies vary from jurisdiction to
jurisdiction and should be indicated as part of the guidelines.

ReportPurgeReviewDate: Date of review to determine the disposition of the privacy fields
in aDetailed ISE-SAR IEPD record.

Sour ceReliabilityCode: Reliability of the source, in the assessment of the reporting
organization: could be one of ‘reliable’, ‘unreliable’, or ‘unknown’.

VesselHailingPort: The identifying attributes of the hailing port of avessal.

VesselNationalFlag: A data concept for a country under which avessdl sails.

25



Case3:14-cv-03120-RS Document67-7 Filed09/01/15 Pagel3 of 66
UNCLASSIFIED
ISE-FS-200

SECTION V —INFORMATION EXCHANGE IMPLEMENTATION ARTIFACTS
A. Domain Model

1. General Domain Model Overview

The domain model provides avisual representation of the business data requirements and
relationships (Figure 2). This Unified Modeling Language (UML)-based Model represents
the Exchange Model artifact required in the information exchange development
methodology. The model is designed to demonstrate the organization of data elements and
illustrate how these elements are grouped together into Classes. Furthermore, it describes
relationships between these Classes. A key consideration in the development of a Domain
Model isthat it must be independent of the mechanism intended to implement the model. The
domain model is actually arepresentation of how datais structured from a business context.
As the technology changes and new Functional Standards emerge, developers can create new
standards mapping documents and schema tied to a new standard without having to re-
address business process requirements.

Figure 2 — UML-based Model
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B. General Mapping Overview
The detailed component mapping template provides a mechanism to cross-reference the business

data requirements documented in the Domain Model to their corresponding XML Element in the
XML Schema. It includes a number of items to help establish equivalency including the business

definition and the corresponding XML Element Definition.

C. ISE-SAR Mapping Overview

The Mapping Spreadsheet contains seven unique items for each | SE-SAR data class and el ement.
The Mapping Spreadsheet columns are described in this section.

Table 4 — Mapping Spreadsheet Column Descriptions

SIDEEE S Description

Name & Row P
Privacy Field This field indicates that the information may be used to identify an individual.
Indicator

Source Class/
Element

Content in this column is either the data class (grouping of data elements) or the actual data
elements. Classes are highlighted and denoted with cells that contain blue background while
elements have a white background. The word “Source” is referring to the ISE-SAR information
exchange.

Source Definition

The content in this column is the class or element definition defined for this ISE-SAR
information exchange. The word “Source” is referring to the ISE-SAR information exchange
definition.

Target Element

The content in this column is the actual namespace path deemed equal to the related ISE-
SAR information exchange element.

Target Element
Definition

The content in this column provides the definition of the target or NIEM element located at the
aforementioned source path. “Target” is referring to the NIEM definition.

Target Element
Base

Indicates the data type of the terminal element. Data types of niem-xsd:String or nc:TextType
indicate free-form text fields.

Mapping Provides technical implementation information for developers and implementers of the
Comments information exchange.
D. Schemas

The I1SE-SAR Functional Standard contains the following compliant schemas;

Subset Schema
Exchange Schema

¢ Extension Schema

Wantlist
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E. Examples

The |SE-SAR Functional Standard contains two samples that illustrate exchange content as listed
below.

1. XSL Style Sheet
Thisinformation exchange artifact provides an implementer and users with a communication

tool which captures the look and feel of afamiliar form, screen, or like peripheral medium
for schema tranglation testing and user validation of business rules.

2. XML Instance

This information exchange artifact provides an actual payload of information with data
content defined by the schema(s).
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PART B - ISE-SAR CRITERIA GUIDANCE

Category

‘ Description

DEFINED CRIMINAL ACTIVITY AND POTENTIAL TERRORISM NEXUS ACTIVITY

Breach/Attempted
Intrusion

Unauthorized personnel attempting to or actually entering a
restricted area or protected site. Impersonation of authorized
personnel (e.g. police/security, janitor).

Misrepresentation

Presenting false or misusing insignia, documents, and/or
identification, to misrepresent one’s affiliation to cover possible illicit
activity.

Theft/Loss/Diversion

Stealing or diverting something associated with a
facility/infrastructure (e.g., badges, uniforms, identification,
emergency vehicles, technology or documents {classified or
unclassified}, which are proprietary to the facility).

Sabotage/Tampering/ Damaging, manipulating, or defacing part of a facility/infrastructure
Vandalism or protected site.
Cyber Attack Compromising, or attempting to compromise or disrupt an

organization’s information technology infrastructure.

Expressed or Implied
Threat

Communicating a spoken or written threat to damage or
compromise a facility/infrastructure.

Aviation Activity

Operation of an aircraft in a manner that reasonably may be
interpreted as suspicious, or posing a threat to people or property.
Such operation may or may not be a violation of Federal Aviation
Regulations.

POTENTIAL CRIMINAL OR NON-CRIMINAL ACTIVITY REQUIRING ADDITIONAL

FACT |

NFORMATION DURING INVESTIGATION™

Eliciting Information

Questioning individuals at a level beyond mere curiosity about
particular facets of a facility’s or building’s purpose, operations,
security procedures, etc., that would arouse suspicion in a
reasonable person.

Testing or Probing of
Security

Deliberate interactions with, or challenges to, installations,
personnel, or systems that reveal physical, personnel or cyber
security capabilities.

Recruiting Building of operations teams and contacts, personnel data, banking
data or travel data
Photography Taking pictures or video of facilities, buildings, or infrastructure in a

manner that would arouse suspicion in a reasonable person.
Examples include taking pictures or video of infrequently used
access points, personnel performing security functions (patrols,
badge/vehicle checking), security-related equipment (perimeter
fencing, security cameras), etc.

11

Note: These activities are generally First Amendment-protected activities and should not be reported in a SAR or ISE-SAR
absent articulable facts and circumstances that support the source agency’s suspicion that the behavior observed is not
innocent, but rather reasonably indicative of criminal activity associated with terrorism, including evidence of pre-operational
planning related to terrorism. Race, ethnicity, national origin, or religious affiliation should not be considered as factors that
create suspicion (although these factors may used as specific suspect descriptions).
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Category Description

Observation/Surveillance | Demonstrating unusual interest in facilities, buildings, or
infrastructure beyond mere casual or professional (e.g. engineers)
interest such that a reasonable person would consider the activity
suspicious. Examples include observation through binoculars,
taking notes, attempting to measure distances, etc.

Materials Acquisition and/or storage of unusual quantities of materials such as

Acquisition/Storage cell phones, pagers, fuel, chemicals, toxic materials, and timers,
such that a reasonable person would suspect possible criminal
activity.

Acquisition of Expertise Attempts to obtain or conduct training in security concepts; military
weapons or tactics; or other unusual capabilities that would arouse
suspicion in a reasonable person.

Weapons Discovery Discovery of unusual amounts of weapons or explosives that would
arouse suspicion in a reasonable person.

Sector-Specific Incident Actions associated with a characteristic of unique concern to
specific sectors (such as the public health sector), with regard to
their personnel, facilities, systems or functions.
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PART C - ISE-SAR INFORMATION FLOW DESCRIPTION
Step Activity Process Notes

1 Observation

The information flow begins when a person
observes behavior or activities that would appear
suspicious to a reasonable person. Such activities
could include, but are not limited to, expressed or
implied threats, probing of security responses, site
breach or physical intrusion, cyber attacks,
indications of unusual public health sector activity,
unauthorized attempts to obtain precursor
chemical/agents or toxic materials, or other usual
behavior or sector-specific incidents.*?

The observer may be a
private citizen, a government
official, or a law enforcement
officer.

12

Suspicious activity reporting (SAR) is official documentation of observed behavior that may be reasonably indicative of
intelligence gathering and/or pre-operational planning related to terrorism or other criminal activity. ISE-SARs are a subset of
all SARs that have been determined by an appropriate authority to have a potential nexus to terrorism nexus (i.e., to be
reasonably indicative of criminal activity associated with terrorism).
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observation.*® This official gathers additional facts
through personal observations, interviews, and
other investigative activities. This may, at the
discretion of the official, require further observation
or engaging the subject in conversation. Additional
information acquired from such limited investigative
activity could then be used to determine whether to
dismiss the activity as innocent or escalate to the
next step of the process. In the context of priority
information requirements, as provided by State and
major urban area fusion centers, the officer/agent
may use a number of information systems to
continue the investigation. These systems provide
the officer/agent with a more complete picture of
the activity being investigated. Some examples of
such systems and the information they may provide
include:

Department of Motor Vehicles provides drivers
license and vehicle registration information;

National Crime Information Center provides wants
and warrants information, criminal history
information and access to the Terrorist Screening
Center and the terrorist watch list, Violent
Gang/Terrorism Organization File (VGTOF), and
Regional Information Sharing System (RISS);

Other Federal, State, local, and tribal systems can
provide criminal checks within the immediate and
surrounding jurisdictions.

When the initial investigation is complete, the
official documents the event. The report becomes
the initial record for the law enforcement or Federal
agency’s records management system (RMS).

UNCLASSIFIED
ISE-FS-200
Step Activity Process Notes
2 Initial Response and An official of a Federal, State, local, or tribal agency | The event may be
Investigation with jurisdiction responds to the reported documented using a variety

of reporting mechanisms and
processes, including but not
limited to, reports of
investigation, event histories,
field interviews (FI), citations,
incident reports, and arrest
reports.

The record may be hard
and/or soft copy and does
not yet constitute an ISE-
SAR.

13

If a suspicious activity has a direct connection to terrorist activity the flow moves along an operational path. Depending upon
urgency, the information could move immediately into law enforcement operations and lead to action against the identified
terrorist activity. In this case, the suspicious activity would travel from the initial law enforcement contact directly to the law
enforcement agency with enforcement responsibility.
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Step

Activity

Process

Notes

Local/Regional
Processing

The agency processes and stores the information
in the RMS following agency policies and
procedures. The flow will vary depending on
whether the reporting organization is a State or
local agency or a field element of a Federal
agency.

State, local, and tribal: Based on specific criteria or
the nature of the activity observed, the State, local,
and tribal law enforcement components forward the
information to the State or major urban area fusion
center for further analysis.

Federal: Federal field components collecting
suspicious activity would forward their reports to
the appropriate resident, district, or division office.
This information would be reported to field
intelligence groups or headquarters elements
through processes that vary from agency to
agency.

In addition to providing the information to its
headquarters, the Federal field component would
provide an information copy to the State or major
urban area fusion center in its geographic region.
This information contributes to the assessment of
all suspicious activity in the State or major urban
area fusion center’s area of responsibility.

The State or major urban
area fusion center should
have access to all suspicious
activity reporting in its
geographic region whether
collected by State, local, or
tribal entities, or Federal field
components.

Creation of an ISE-
SAR

The determination of an ISE-SAR is a two-part
process. First, at the State or major urban area
fusion center or Federal agency, an analyst or law
enforcement officer reviews the newly reported
information against ISE-SAR behavior criteria.
Second, based on available knowledge and
information, the analyst or law enforcement officer
determines whether the information meeting the
criteria has a potential nexus to terrorism.

Once this determination is made, the information
becomes an “ISE-SAR” and is formatted in
accordance with ISE-FS-200 (ISE-SAR Functional
Standard). The ISE-SAR would then be shared with
appropriate law enforcement and homeland
security personnel in the State or major urban area
fusion center’s area of responsibility.

Some of this information may
be used to develop criminal
intelligence information or
intelligence products which
identifies trends and other
terrorism related information
and is derived from Federal
agencies such as NCTC,
DHS, and the FBI.

For State, local, and tribal
law enforcement, the ISE-
SAR information may or may
not meet the reasonable
suspicion standard for
criminal intelligence
information. If it does, the
information may also be
submitted to a criminal
intelligence information
database and handled in
accordance with 28 CFR Part
23.
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Step

Activity

Process

Notes

ISE-SAR Sharing and
Dissemination

In a State or major urban area fusion center, the
ISE-SAR is shared with the appropriate FBI field
components and the DHS representative and
placed in the State or major urban area fusion
center’s ISE Shared Space or otherwise made
available to members of the ISE.

The FBI field component enters the ISE-SAR
information into the FBI system and sends the
information to FBI Headquarters.

The DHS representative enters the ISE-SAR
information into the DHS system and sends the
information to DHS, Office of Intelligence Analysis.

Federal Headquarters
(HQ) Processing

At the Federal headquarters level, ISE-SAR
information is combined with information from other
State or major urban area fusion centers and
Federal field components and incorporated into an
agency-specific national threat assessment that is
shared with ISE members.

The ISE-SAR information may be provided to
NCTC in the form of an agency-specific strategic
threat assessment (e.qg., strategic intelligence
product).

NCTC Analysis

When product(s) containing the ISE-SAR
information are made available to NCTC, they are
processed, collated, and analyzed with terrorism
information from across the five communities—
intelligence, defense, law enforcement, homeland
security, and foreign affairs—and open sources.

NCTC has the primary responsibility within the
Federal government for analysis of terrorism
information. NCTC produces federally coordinated
analytic products that are shared through NCTC
Online, the NCTC secure web site.

The Interagency Threat Assessment and
Coordinating Group (ITACG), housed at NCTC,
facilitates the production of coordinated terrorism-
related products that are focused on issues and
needs of State, local, and tribal entities and when
appropriate private sector entities. ITACG is the
mechanism that facilitates the sharing of
counterterrorism information with State, local, and
tribal entities.
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Step

Activity

Process

Notes

NCTC Alerts,
Warnings,
Notifications

NCTC productsl", informed by the ITACG as
appropriate, are shared with all appropriate Federal
departments and agencies and with State, local,
and tribal entities through the State or major urban
area fusion centers. The sharing with State, local,
and tribal entities and private sector occurs through
the Federal departments or agencies that have
been assigned the responsibility and have
connectivity with the State or major urban area
fusion centers. Some State or major urban area
fusion centers, with secure connectivity and an
NCTC Online account, can access NCTC products
directly. State or major urban area fusion centers
will use NCTC and ITACG informed products to
help develop geographic-specific risk assessments
(GSRA) to facilitate regional counterterrorism
efforts. The GSRA are shared with State, local, and
tribal entities and the private sector as appropriate.
The recipient of the GSRA may use the GSRA to
develop information gathering priorities or
requirements.

NCTC products form the
foundation of informational
needs and guide collection of
additional information.

NCTC products should be
responsive to informational
needs of State, local, and
tribal entities.

Focused Collection

The information has come full circle and the
process begins again, informed by an NCTC or
other Federal organization’s product and the
identified information needs of State, local and
tribal entities and Federal field components.

14

NCTC product include: Alerts, warnings, and notifications—identifying time sensitive or strategic threats; Situational awareness
reports; and Strategic and foundational assessments of terrorist risks and threats to the United States and related intelligence
information.
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Figure 3 — SAR Information Flow Diagram
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INTRODUCTION

Overview
'The National Threat Center Section (NTCS) in the FBI's Connterterrorism

Diviston is the focal point forall: thredt information, preliminary analysis, and assignment
for imriediate action-of 41l emerging International Teriotism and Domestic Tetzonsim

‘ ihreatsmcommgto the FBL Within NTCS, the‘l‘hreatMOmtonngUmt(I'ler)hasthe

pnmary responsibility: for  supporting ihe FBI'stole in. defendmgfhe Utiifed:States
againstiérorism threats. 'I'hrough coordination with FBI Field ©ffices, Lepdli Attaches,
anid othey government:agencies, TMU collects, assesses, dissgminates; and-raemorializes
all thréat information-collegted of received by the FBL: A.companion-unitto TMU, the
Threat Review Unit (FRU), analyzes the threat information that4s collected in orderfo
identify trends-and.prepares informational products-iliat canbé shared.

- “To'hslp it accomplish its work; in 2003; TMU developed-t the Guardian Pioghams!
Guardjan.is.aninformation: tec}mcﬁagy system miaintained at the Secret level{hat allows
TRU6:colléct suspibionsactivity repotts(SARS) mids to the FBI: gindl seview e SARy
in. anorgamze&«way to detemne whch ones warrant additiongk mv&hgatxve follow-up

‘Guardian’s primgry: pmjposeis nbttomarage cases, butto: facilitate the: reppitiiifs,:
“tadking, and manageinént.of thiedts to:determiiie vithin a:short timespdn (33 days: or
Lessy whether apmm(.ﬁ_ siiatter shoulibie. clossd or refeired foran investigation. .

Guardian, also- facdm:tesf:hﬁ’l‘RU’s watkih: perfonnmg its: analytxcal functionsbécause:

e xepurw are available for pattern and trend analysis,

. Begauge ofthe ridndate, expréssed in'the Intelligence Reformand Tefrorisht

| -‘vaentwn Abt as. well 85 m oﬂm statutes audExvecutwe @rders and m‘the Nahbnal

; étate, 10(}}31 arid bl (SL’JZ) law enforcement gartners?ﬂw BBI; now proposesm createa:;
-unclassified version-of its GuardianProgram —clled-eGuardian - that will provide

) pgrﬁaipatmg partners With aécess 0 a reporting: systern tobehosted:on: B pecirebut
“iclassified Tntemet network it will be aceessed throngh Law’ Enforcement Oline,

(LEQ). ‘The SARs:fhat are-contributed to éGuardian, afierinitial dpproval, willbe
decessibleto spec:aliywetted repmentanv&: of other*fe&eral Taw enforoénieitparfogts

and SLT law enforcement partners. ‘These:SAR should help facilitate sifuational

Awarerisss with respect to-poténtial: ferronsm threats. ‘Shatirig thiesd Teports:§ ghould

‘eliiminate tlmmsdmﬁbnal -andbureavicratio impedimients that-otheiivises dela}f
-communication of this mportant information that is necessary 0. erthance o hational
. seculity posture.

Information Sources
Fhe thieat: mfbtmatmn to.be cnnlﬁbnted to: eGua::dmnmay mmafmm thtee

spurdes: (1) vnclassifieddinformation fonithe FBLs Guaxdia sjstetni(2) repofs fom
oftier federal.agencies with Jaw-enforeerent fanctions, maludmgcompanents ofthe

TheGuardian Progran: washe subjectof a Privacy Impact Assessmentdated April: 13, 2005.
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Department: uf}“iomeland Security” andlaw enforcement investigative.setvices within the
Deparinient oiBefense, “and(3) SARs. contebuted: by SLT law enforcament.

Unclassified informiation from the Guardian system that-appearsito have a
potentiaf nexug to terrorism will be passed down o £Guardian, where it willbé available
for-viewing by the parficipants-of eGtdrdian, intlading those; members- of SLT law
enforcement and rcprcsentatwes of other federal law énforcement agencies thathave
besn given permission to:aceess the eGuardian system.

For the-information cominig from other federal.agencies with lavw.enforeémient
fanctions, inclnding KB undlassified-zeporting passedﬂmgh Guardian Express; TMU
WAL condugt the-daitial screening of federal suspicions activity-reports, ottier thar reports
by law enforcement ; investigative:services within DoD. Suspicicus dctivity reports-frofn.
Iaw enfarcementmvesﬁgahve services within Dol will b adalyzed in-a Dol fusion:
center~hke organization for 4 fofther détermingtion whethier. the. mformahon warrdnts.

contribution to-eGuardian. (labeledias the. Shared Data: R@posﬁory (SDR) oniagram l;a)
‘and:theni on inth Gusididn,

Suspxctous Activity Reports fromi SLT pariners will be submiftedto the
appropriate State or Tocal Busion Certerfor asinjilaranalysis:there. Ifthe Fusion Ceriter.
ACeEPts atepoit as demonmtmg & potéiitialnexus te terrorist, Will-be sibmijtted to:
Ahe:SDR-and then oninto Guardian for the'FBIto analyze: further to'determing if
mwsugauve action atthe Fede:al fevelis: warranted Adamonally, orice: ﬂiexeyottlsm
- thé SDR; it willibe &vaildble forviewing: bythcg:arﬁciﬁants 6f eGuadidn.

Prom each of theswourc&;, thoss; ZEpOKS’ thatappeﬂr 1o; have afpotennamexw 4G
‘tettorism wilkbe added o theGuindisn: s:{stem for firther dndlysis: Incidentsand ﬂar@nts
that are found to warrant investisation-willbe assipned vial nardian;to a:meniberiofone.
rof the FBDs. Joint: Te:imﬁsm Task Foroeg OTTES). Naummd@, 41156 BRIl diisions:
‘mairitain at{éast ong ITEE. "The ITTRs:are comprised of ST lavrentbroetieritoffioers
who it depuhzed as fedetal-agents; agwell:as law enforcement agenis front. .ofher federal_
‘agréncies, includingthe Yepattment of Hotielaid Seciitity and: the BEpartmnt of
‘Defense. ThedTTES have: the*pnmary xes_pons’bxl@formvesﬁgaﬁng terroxist: ’d)reatSs
-evenfs, and sispicious activities-with-a pofentidl nexis fotefiofisdi.

‘E&ese(-}uardxmsystem will-bevised:forerord, teview, soit; and prioritize these
counterterrafism thrgaty ant suspicious activitydricidents and:present the informationto
Jlavw enforcetiient partiers who will decess e eGnardmn SDR:thiroush a Specialdrterest
Group.accessed: Arough LEO. Law enforcement:agencies that have contributed.

: mformaﬁon will:have read’and write dccess:to thei# réportsin- s SDR dnoider o update
‘thefn.as riecessary, Ofttier Taw enforeitient partnets Will have réad-dnly access fo the

2

'I.’heeeanclude theFederal Atr Marghals ‘Semcc, “Immxgmtmn ‘and Customs i’:‘nformmnt,
 Custows and Border Protection, and the United Stajes Coast Guard.

. These include the Army Criminal’ Tavestigation Cormatt (CID), the Nayal Crinting]
. Inveaugat;ve Bervice, and the AjrForce Offics of Specis] Investizations, Qther DOD-companents:with

foree protestion’ Taw enforcentent drrest authontymays]so pamcigamm #Gudrdian; suchas thé Pemaoo:l
ForceProtection:Agency:
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SDR to-ensure appropriate dissémination of igse countesteirorisiy threats and suspicious
activity ifcidents,
Review Process

Throughout the irfitial. threat reporiing progess, regardiess of wheré thexreport
originates, if a determination ismade of “no néxus fo-terrorism,” the information wiltnot
be added to the éGuardian SDR, Additionally, at atthe Fusion Center: 1evel, the information.
will be.deleted, Iraclear determifiation is made o “a -nexus fo terforisn;” the
inforfation will e passed glons ta the. ¢Giardjan’ SDR for further disseminationand
then on.to Gudrdian for analysis, Tno detertiniation.can bexnade regarding 4 fexus fo”

terrorism,” but neither can the nexushe daéébunted, {he information-wiil be added 1o the
eGuardian SDR forpattern- and:trend:atialysis,

n-keeping with theveterition period cuttently in efféct forstite arimxnal
infelligence systems nider 28 CRR: Part 13, suspiciolis acivity ériortsdnithis third
category (eeports for which a-deferminiation catinotbe niade whether ornotaneins o
terrorism exists) will'bergtained for a-period-of five years and will beused’ for analyucal
putposes:and/orto: demonstxate'trenifs, ‘Guardian considers L :egor’ts submitted to:the
Systeii1o be the ‘pioperty of the: subnditting agencyy theref‘ote should a: subnnttmg agenicy
desire thata reportbe eitioved fromthe system prlor-toithis five-year miark;, Mordport

~yillbgietoved. aG)thesrtms'a"ﬁme repﬁrts Al§o canbe availabledor trend:snd other
analys% '

'USEY'KQCEE'SISEGUI‘JW

The' eGuardxansysthm will-énsire consistency: of pratessiandof haridling
profocols byasing aonifonmn user -agreemnent for eacliagency-or law: enfrcement-entity.
Ahit conheptsito; nGuard;anvthfaugh LEQ: By signing fhetiser agrecment. fhcparﬁx@s Will
agree o the Fusion Céntet or TMU pohc:w, which: mﬂest the condifions ofuse and.
privacy-end security requiferiienits efeGuardian, Aliseté will be requiredito'dssent th
‘thegeulées of behuvior each firfie they lowon tothe sysfern. Additicnlly;. ﬂl users will
‘berequiredito: ccmplete robust sysfemy:ttaining that will incorporate:eGrardian:policies

and progedies eongerning: pmagymd vl libérties. Anditdontiols willbe-employedo:
‘éhsirethitthe use af eGuard:amsconsxstent mtiutsantendeapurpose.

Zﬁe,{bﬂowfng -diagrem {Dxdgmm Ia) providesson overview of the eGuaMlau :SyStent. descﬂbéd [} f?zgs:
“Privacy Impact Assessmént: -Deta 35 inpap at-an dpmitial; Iepel bt revigiied.ar 2 Eision: Gentakior giilar:
‘entity before, bebzgpass‘ed i e&‘uardxan if the:nformation. appedrs ¢ tobedinked to'terroxisui;. ﬂw"'dgenq:
Data Thput. Zone” rqpre.{enxs Taw enfdrgemnt conthibiitors of Sispiciotts ahzivib’ véports will-apotential,
nexus. foverrorism, ‘The Fusion Center Ménagenarit. Zike-Peprestnis die vélting that must-oocur before:
‘igsa reports e, shayed with-eGuardian par;fci;mals. m«:«e&c&rd‘imi Exc]zange Zane iswhere this.
information sltmmg will actxm?ly voceur, once a determbiation-has beenmadethat the régiort has apatential
digxus to. terrovish,  The FBI's role is 10.5erve-as botle-av-contelbutor of, information from. its Guardidn.
system and a recipient qf eGaaMiamepumfrImt wamuwddmom!mveshgatwn af t?tez?edeml Jeveli
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Section 1.0

The Systemand the Information Colleated and Stored
within the Systerir

1.1 What information is to big collected?
¢Cnardian will.eolledt terfotiSin threat information-andfor suspicious activity
{nformation having 2 poténtial nexus to terrorism. “Suspicious activity” is defined es
-observed behaviorthat may be indjeative of: mtelhgence gathermg or pré-operationdl
, ;yianning related tostécrotisny, crifviina) or other ilficit intetition: This. defindtion s,
conisistent with the defimition ilized by fheProgran Matiager/Information. Shacing
Brivirofmgnt (PM/ISE). Suspicioys activities may include suiveillancs; eyber attacks,
probing.of security and photography of] Key: mﬁmstruclmefﬁcxhtm. “Personally
ideiitifable information. (PIDto b collested will include:alj:available-identifigrs
tegardmg thie subj ectiof afeportor incident, such #5° riaime; date‘and:flacs ofbitth,, umqu&
‘Identifying numbets, physicaldesciiption, aﬂdsumlar dtiributes..

1.2 Erdin whon s the-rfoimation: calleﬁted‘?

Suspicious. acmmy reports and: threa& that Have apotential nexus-to temorism
-may bereporiedto law enforcemment From ‘private cifizen$-oriaay cofe dirently:-fromaaw
éniforcemeiit pers&nnel W tbservé ot inivestigate‘activities:

1.3 Pelvagy iinpact: Analys:s* Givénvthe-amouritand type-of
data collectet, discuss the. privaey risks identified and how.
they werg mitigafted
FBI suspicions.aetivity reports thatare enterednto: eGuazd:anafthe federal Tevel

“wilkHave been andlized fhitia ity By TV deteriiiine: ufﬁ' faats exxs?fzto
“Watfantpladementof: ‘hedrformation intothe: sys‘tem. Suspxcxous/acu by feg

-SLT law enforsenientand other foderdl agencicy will beréduired to pass, througta
':;anaﬂcentérﬂrsunﬁafanalyheaimnsﬁcuctmqrto%emgpassedmcGﬁaﬂdmn. Il
casesof dataiingest, fratned: analgstsarlaw enforcementpersonnel willimakethe:

Jidement that the Informition risss sufficiently to'the level liat:a xeport should béadded:
“fo.eGiardian.

eGuardtan usets Wlﬂ b& adwsed m an onlie; ‘tutonal that frequent Checbngﬂfﬁle

encourageﬁ to. ensur¢ that mformatmn they Have entered mﬁaﬂy ig supplegnanted
“wWhedeverhew facts.até uachVered. Trithework fow thetis credted for eGuuardian,
contributors willibe ablé to-add notes that help clarify the edrtributéd inforiatioir.

£Guardian has:developeda sef of gmdelmw for: the types of information that
- eniinot be-entered:into the systemby aityparticipatinigentity, iclodingths FBI: Fog
example, no-entrymay be made info eGﬁardxau hiaged solely onthe effiniicity, race.or
religion of an fudividual 6r solély on the.exeteise of rights, gﬁa:anteed By the: Pirst
Amendmentor the lawful-éxercise of any other rights secured by the: Constitutionor the.

laws of the United Statés, These réstrictions willbe promingntly: dxsplayed Wwhen-ar.
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fndiidual dccesses.eGuariiati and ki or Shie will lisve to-«ffitimatively indicate agreement
to-abide by thesexules-before beingpermitted 1o procged fo view reports:

Tn addition, The following specific-categories of information Will iopbe pet jitted
10 be-entered into ¢Guardian: classified information; information that divilges sersttive
methods and tcchmquas PISA-derived information; grand jury. information; federdl
taxpayerinformation; Sedled: ndictiments; sealed. conrkpraceedings; cofifidential humai,
souree and wittiess informations Title I subject and intercept information;: and-other-
information that is subjecktolegalréstiiction. The eGuardian Program Mangger: will
have:personnel assigned toanonitor: the system to: ensurethat these catégoties of
information atedot included i.cGuardian reports.

- Allinformation will be:subijectdo threshiold screening by the submitting Taw
énfotcementofficerbeforebeing placed it thesystem and then will be submitied-to-a
Fusion:Cénter, 16 TMU 6t-to-theDOD fusion center-1iks organization fHereinaftet
collectively: referred to-as:a“responsible grfity*withinthe Pusion: Cente Management
Zdne (see! Diagran 18) ora decision: regirding adding thetepork 10 eGuardisn. This
Setesning willerisure-that tiainsd T mforcemenspersonﬁel ‘anid/or anialyststhakethe
Anitial decision that areport warmants-furtheraeyiew. Furtherntore; the eGuardian
workflow architécture i deszgnﬁdm ‘restrictitic ability to-viet submitted Tports fo:the.
reportér, the repoxter s supervisor, and the: appmvingmpans’hieenﬁty Incxdents
subrtted: o éGuiardisn will ot be viewableto the eGuntdian tsers butsiderbisworkiiow:
uifitilthe; TEDOTLAS. appmve& & therespornisible Sty Tevel..

Section 2:0
The Purpose of the:System and the Information
Collected-and Stored within'the System:

24, Why is'the itformation being collested?

The: Nafionsl Strategy for Conibiitts Terronigmrscopnizes thab thewar oritercor
tequires gréatie: ﬂexibxhty -and:resilierice fo contronF treats facing ur: nationfroma
fransnational texronsm-movemen e,sggned to/destroy our:way of life. The coflection.of
anformativnine 4 Consistent with Hilgnatiotnt m&&#ﬁnd Ao withithe
emphasts placedby: thel’temdentaﬁd ﬁw(}ongr,es.s ‘of:sHaring terrorism: mformattor; it
our law: enforcemenhparhlers i also recognizes thats epuh@,ebfﬁce: onithesireetis
-often {h fhe! Best position s serva mspxcims ‘bek tafiay have naxmnal SeCuiity
1mpltcaﬁons eGuardian-and Guardian: provide a-dyridiiic. tpoLta accomph“sh <this: shaungu
toviticredse awareness.and foster review of thieats-and susptclous activities iy &fmiely
sriariner 'so that they car besnitigated appropeiately. Tris.also vty important tonote that:
eBuardian iy atits-very essence, simply a platforni to:standardize g disparafe SAK:
syStems Girrently utilized by-agencies to. colleet infotmation, which-sill énhanes
communication amonglaw enforcemest:éntities as-wéll as situational-awareness:
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2.2 What specific legal authorities; arrangements -and /of
adreeriernts authorize the collestion.of information?

The FRDs. oenemlmvwﬁgahve authority in 28 U8:C. 535 an&*zts penefal
guthority to eollect recordsin 28 U.S.C. s34 provide the stamtory’basis fortheactivitics
a5eiibed to eGuardian, TheEBls also assigned the leadvoledi mv&hgatmg tertorisii
andin the'collectionof terrorism fhreatinformation within:the United Statesby 28 CER.
§ 085 and Aninek IT to.National Secority Presidential Diréctive 46. In.addifion; the
Intelligence-Reform-and TeriorismiPrevention At requkﬁcﬁze Presidentitoestiblish-sir.
iiiformation sharing envirenfient For sharingterrorisiinformation-inashannes thatis.
corisistent-with national security-and. apphcahle Tegal standatds pertaliifig to-piivacy and
civil liberties,. Further, the President’s National. Strategy for Information'Shéring
supperts fhe: cGuardxan initintive; itidentifiey suspittons activityreportingasone of the
key. information mhang&sbetmenthe Fedetal Government and State and-local partners,

2.3 Privaeyimipact Analysis: Given the amonntang: tpe.of
information collested, Jas Wellasthe purpose; discuss

what privacy riskswere identified and how theywere
-mltzgated

The most significant: privacy risk is thactmf’ormatmn whichfirst appears to-he
sﬁsp:mmus will toinn: ‘out, pon. ﬁirﬂter vettmg, to be imocuous; resulhng itithe over
collection.ofiats. Aidelatedsis 48 'lémsmnaﬁonofpersonal information
will ba. overly Broadand wdll mcludeﬁgency ofﬁcxais whohaveiomesd #o-Raow’ tha
informiation, ‘Bothrisks ate miftigate i-Several Ways:.

First, a standard defrition of what.constitites suspmxmts,acuw;y willhg used:
byall: pamcxpaung agenmes As rgrtioned: pp&vmusl}; higsuspicions. activity deﬁmwn
witl b the definition conently-developed by the PMASE, The PM/ISE suspicions
actmty deﬁniﬁonwmbe« sugmented by deseribing th

USpIC
the kinds of information that-carmol:
be éxitered infoihe systen, “The defitiitior i these gnalifiers will beinthiporatedinto
16 User Agteemerit that-appears on the LEO. eGuard:anSpecxaI Titerest Group:page
whiere eGuardiamineidents’ w;!IEe placed andindividuals. accessmgﬂ(
tocorififin that theyHaveread andubdetstati/the Agresient shd:agres to e’ honﬁa:by
theconstrainté: arhcula%ed fherein,

SEooHd, G S intended o functon: as: analﬁrt, recording and reparting:
systemr and-notas a Jongsterm'datasepository, . As aresulty dmsmns ahont:SARs will e
madepropptly:sothishthe daty camiove q\ﬁcklyﬂnoﬁgh fhie Syster: AUSLT s
fedgral laiv-ehforcerhient agexmes withmissionsHat fertaini: to-homeland secatitywill:be-
encouraged:to-enifer. ter:onsm«mlase&ib:ea& and suspicionsactivity incidentsinto

" eGuardian foran anpraisal by the asprophate Fasion Center, the FBI% TMU.of fhie DOD.
equivalent,

In.general, Fusion Centér§ are beeémmg the facal pojnt for mfo,unauonshmn«
and will fisietion asan:adémonauayer of review-to.confim that the incident watianits
treatmient as suspicious orpotentially conedted:to teriorism, Withtheproper frainingof

- personnel who-perforin systet manageiert and snalyfical functions (s discusied
elsewhere in this-assessment), thewuse of FusionCenters as-an fritermediary should Tead'to
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aneffectiveand s’mndardmed vettmg proeess’ ‘thatmoves: :eportsqmoldy thiough the-
Guardian syster. Theréwill be vigordis éfférts to police gGuardian and: eliminate
frrelevant; efronecus-or otherwisedmpropér réporfing. ‘Suspicions- activiey, incidents:and;
threats that are-found to watrant investigation due fo-a likelihood of having a potential
terroristhnexswill be assigned to-a member-of the: FBPsJoint Tefrorism Task Forces
QTTFS).

Withih the eGuardian. systen,suspicious;activity repoits that appeat: o have.a
potential nexusto terforism will be entered by:the FBLora faw: «eaferceméntparhermto
thie eGuardian:system where a-record wil be ereated to summarize the nafyre-of the
‘incidet for subsgdieit analyticat assessivent, The assessmentis interided totaképlage.
within no'more thag 30-days and resultin.oneof the: ﬁﬂlowmgdxsposmons‘

1. DRAFT - thireatorreport of sugpxc;ous acfivityds reported tothe: AZRHCY
¢poitingspace (see“ﬂmg:am Taforinforniionfaw fom ;&geucsy Datd
Input Zonete: Busmn Cente:Management Zong). ,eGugrdxan systerhy an.
authotized user;

2 RERBRRED- athrest orxeport ofsugpmons activity: ha&baemrefexred o

HheSDR of gGuardian (se¢ Didgidra Tafor: infortation: flow o3

——  ‘Ceniter Managetheiit Zond to.£Guardizn. Exchange Zone) aild: uploadedto
Guardtan Ao ficther assessimentby 4 EBIITTE investigator o

3.. ‘CEOSED.—atliredt:ot repiott R8s plcions aeiivity haS bedn raviewed: and.
_fomdito: ‘haveno:nexustterrorisn,

The éCuardiansystem handles Diaft réidds v two ways: dependmg onyliers i
s eGudrdian workfiow the deaf exists dnd how the ajency s configured: fhéirsgeicy
: eGuard:an Srodktlow, When_an AEECY cedfes (enteis) 4 suspméiousac&vxm:epaﬁ ! ﬂ;e
‘eGhiardidt system; (R Tepditis ‘otly visiple'to ‘théeGuirdinracesuntholders frotmthat!
‘dgency. . At thispointd AHe: rreporkis. cqnsxdered toheat; -agenuy—level .contol (see’magram
13, Agéiicy Dati Inpm‘.Zone)ﬁ “The. ;ggqr{: cantiothe sesrby . Fusmnﬁenber
fésponsible fox. the»agenqr nof.canftbeseenby thie FBI ot any.otherTaiw enforceiiént
‘agengy(LEQ.¢Guardidn Special Tarerest Group).. Thig de*sxgnenhames pHYICY
protection by: mgt;_:mts;;g ‘Atoess lo P 10: me-agency ihat preafed- e sepott, This design:

fimctionalso-allows-the agency eomplete conrofaver. informafion: they enter: into
‘euardian,

. Atthe: Aoenay ita. Iﬁput Ziotie,: thie Apeniy 1Epotter oF: the afienicy’ supemsnr (1f
appizcable} iy glestio: retam the mfénnatwn mth“the eGu@;‘dl&usystem ‘pursuantto”
‘theiragedey dolioy; but Aot o riiore Thandive: yéars... Tte, agenthuiakes the
determination wﬁefher to: share: fhie reportby. su’omtttmg it:to: ﬂieirrespons’bfe Fusion

‘Cénter optis TMU, ifhe agencydoes vt tparticipatédn aFusionCenter. Theagensy
iy alsp.décide 1o close the:report. 45 the 3 agéncy closesthieteportat fhe ageicylevel;
-neithierthe Fusion Cetiternor the FRLnorany other:agency viill gver seethe réport, Ifihe
. ageney elects 40 Sllbfmt fhe mmdent Aothie appropnate ‘Pasion Center,: ﬂm;e;got:t contifues
~toremainin, draft stams andbecomes viewable only by thexesponsible Fusion Centerand
the FBL. TheDiaft reportisot yet viewible to othér lawrenforcemientpaitiers, Atthe
‘Fusiof:Center Mahagementlone (seﬁﬁzagram §4), the.drafireport will-bé analyzedm '
an-attempt to 1dent1fy apotentialnexys totefrorigin.
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Asnoted gbove; if the Draft repoitis deterfnined to idve.no néxus toferforis,
theDraft report will be closedby the Fusion Centerand will sotbe made available for
wevnng ‘by-any otheérdaw énforesthént:partuer, Furthéimors, closed ‘Diafirégortsthat 4ré
determined to haye rionexus toerrorism wil bedeleted fromvthe eGuardian system.

Didfitéports i which & threat or repoﬁ of suspicious activity is indeed fonnd by
theappropnate}?uston Center, including the FBIs THTor DOD eqifvalent tohayis d
pofentidl nexustoterrorist ate passed-todte éGuardian SDRdithe eGuardian. Exchange
Zohe-and lopded ito Gudrdiam, The copyof the reportietained in eGuardianwillhave
its:status changed from Draft to Referred. Atthispofut thereport will beviewableto
ottier law enfurcerent hartners fhat are méibers of the' LEO eGuaidian Special Interest.

© ‘Group. Also, asmoted abave, ifa-nexus o térrorism can teithierbe substantiated tior
‘discounted, the Referred reportis.defetmiinéd to'be inconclusivé, marked:as sugh, and
. et refeired to Guardian for furtlier sssessinbritby the JTTE. Agiin,. atHiispoirt, the
Referred report-will herviewsble to other Taw: enforcement.agencies witheGuardian
ageounfs. “The :éport will-continue: o rémifiin the e@uandisn; systent for “acking and
Furttieranglyfis review: “Tihe nformafion inthese: 1épors —Whereanekystafertnrisnii§.
“Jaconclusiveiora ngx0s:to ercorismibias beed substantiated = will be maintaingd forﬁve
s,

’Ihxs lllustrates that: the&Gua;dian workﬂows heavxfy restqctmfonpahonwhﬂe i
. 5 L1y 0 m

1 - £ ity'afl
1 potenual fortdrisht nexus*xsvtﬁenifﬁed or the repormﬁun&a’to b, iriconcliisive:isy which :
aseH Kt rénal veeferred-to Guagdian forsdditional
b asseSsmem anéfor mvestxgataon. leewise,meomluswa teports' maylate: be:closed amnd:
deleteld If, dfter. sibsequentanalytical-evaluationorthe passage of time the reportis
foundo beerronsous; ifrdlévaiitor fater et mmingd 1hiave no nekus toteric

Thi-addition; inetiis 6facoéss tohie system tho-eGaandian tver cgmmmuiy il
‘consigtaf onlyﬂmse}aw enfofcemisiit: partiers who.c ua’hfy foracedssto’ LE@an&whc
Bt Speé;ﬁcally ranted decessto the dGnardian SIGbyIMU.

Other: waysthatthe; pnvaoy nskgresent’ed‘by{ms syétem: xsn,utxgated mthrﬂugh
-the.use, of technology, eGuardizi will have the ability to donductdifa opfimiZation
“which wﬂhdentzfy and: elimmateduphcate data:objects.. "This will itaprove the quality of;
-thedats, ‘The systent will alsoshe abledo provide date sepmentation so that disparate:
sfules of SET lawr enforcemeﬁtsand federdl-agencies £ limititie: colleation and access-can -
‘beimplemented: I otherwords; dlﬁ:‘erentmles mgardmgmtcmn and»use Ahatare
ifrﬁqwsed by statelawsicai hem rgar ed ik attiibuesiof the contributed data. Finally,

_ Ce eedsgxetginmfomauﬁnlon enoughtb
: dgseefmpotenﬁal tetronsm p]anmng acﬁvmes ‘buit shoft erionghito protectthie: privacyof”
ndividuals. whosemfcrmatzomsmamtmneﬂ.

0 .

ACLUEGO000056




- 82 Doesthesystenanalyzedatat

Casel 140031 20.RS.Dacument6 2.2 EiledQ0/01/15. . P3agel5.0foa

IV simman W e v, Ca .
S it L A R T LA ol

Section 3.0 |
Uses oitlie System.and the Information

3.1 Peseribadll uses.of the informaiion.
' e¢Guardian is firskand foremost. arepotting system-that standardizes existing.

STEpotiing: Reparts3 will be-plagediinto eGuardianto-assist i assessing: teforism-rélated
fhireatsand:Suspiciousactivities. T addition, the inforimation derived froni {he Teports,
that are:placed in: eCuardisnmay show Tiks;. :elaﬁonsh:ps; andmatches: A0S «data.
elemients, which: willprovidethe opportumity fof analysis.and-interfiratation. Theuse: of
the tools in-eGuardian-will enable; analysts officers, detectives, agents, ani oiher aty
eiiforeementinvestigatots to-dévelop Jeads and identify potential suspects imors quirkly.
"Onee vetted by aréstionsible entity, this: information will:be shiacéd with law-enforcement

-atall levels in order fo more effectively 1demﬁfy Ahreais and threat patternsandtake
‘actionyito mifigateisuch freats.

issistusersin identitying
Fii;oF patiern?

pravisusly unknown:dteas ot hic :
{Sometimes yeferred foas data mm‘:‘ng.} |
.. . ‘ThesGuardizn Systen will: corifaivan analyticdl-factionaliny toifind potertiak
Jinks.and patteiny betwesn terrorisit, suspects atdsusplcious events. Ratherthan:
& famhtatmg ﬂwﬁﬁithch fofancmalm Twasad on’paﬂ:dms, Imwever, fhﬂ;mmt of ?fir s;g;emzs

4 ; ‘;_Mofﬂzaimplbmenungfkegb :Qfﬂieﬁll
.;ConnmssxomActﬁfEOD‘L Shouldthatca abi ty*ﬁaaﬂded and@xplmtedforgpattem«

‘Based:data ninifig;t thigassessiment willhe npdatéd andtfigactivity will berepoited to
~ Coﬁgr&s as requited: by 14 Aok,

35, How will The: infbrmatmﬁ cOI!ecfed fmmvmﬂfviduafs B

detived fromthe system, including the-systenr 1tself be
checked for ACCUracy?

The data w111 be: r:glicc.ted m aocordance thh proced(m:s established by *the

itif duph
aud all records wxll e aamand tlme-stamped Infénnaﬁdxt fhat s fovi

: Qente:s fmm SL‘I‘ Iaw enforcemmt'pa:tners mﬁ he subjeci’ to; additionnl checks for

1L
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" mcxdent ‘has been eiectromeaﬂy forwarded; orreféired; to Ahie:EBL, J’I"I’E’ Guardzah squacl

‘ traekmg and-analyticieview. Tinonexusio?

. lrotp (SIGY.on RO, Nembership ifithe 816 s by application only and willh

3.4 What is the retention perigd for the-datain the system?
Hasthe. applmable retention scheduléd been apptoved by
the Natiohal Archivés atid Recotdls Adiiinistration
(NARAY?

g-Guardian has coordinated récords tetention:pglicies with the FBY's Records

Maﬁagemenf Division. A determination‘hasbeen:made: thatanformatmn conm’butedhy
SLT and other fedéral: agency parthers repatngsunder theicontrol of fhiose: ggenicies. The'

aeports that are-maintained ini the:6Guardian SDR afe dlso tiploadet to:the FBPS.

g, o

‘Guakdian:systeni. Thereention-schedule forGradin records-willdfrersforebe applied -
to:this information; which will biesetaifed in that syster.

Aspotedearlier, mformauon enteredinto-eGuardian: will bie chardeterizediin one
of hiree wayk: initially, the reported mcxdent willvergin in “DRAFT status wntil suth

A4ime as.the incidents. appmved,ﬁormaﬂy by the responsible entify. Whilein. drafc form,

thé incident is only yigwableby e originiting ageticy repprter, and thereporter’s-

‘tsupemsor’ifapplxcahle, TEthe: agency reporter s-supirvisor e St shareﬂlé repoit.
soutside the orginating agency, the sypervisor submits; dherépo to-the responsible-Fusion
iCénter, Atihispoing, ghesrepiort 1 is only m&wabl&by the repotter; thereporter’s:

. supewisor(s), {ieresponsible Fusion:Cefttér. Adninistrators and ’I‘MU (ansmn Lenter)
-personnel, Whenthe :

>,

mc:dent appedrstofiaye a potenﬁa! il
Zation:will: chaﬂge 16 “REFERRED.

Bpprovalithe catsgor

herar eshgatw&nssessment. i anexus.tcrtémonsm-canug1therbe»‘substa}ma
‘diseotmted, the incideit fenidinsas “REEERIED] ll;staym the’system for

ifcidenty it wilbbsdeleted Fontlie. éGuardxéﬁ: sﬁstém &

3 5 Privacyimpact Arals sis: Descriieanytypes: of coiiftals
thatnidybe in'placets yi§ haniied
in‘aggordance with the above Heseribed uses,

'Acces&to eGuardza:n wilFbe. avaﬂable through ddeciirednitetface toLaw
Brifotcernent Onling(LEQ).. LEO, whichiisiasehsitive bt unglasmﬁed' d:for
auﬂmnzeci *us&only séouteiveb- Based ngtwotk-contatring.6nly gut ,@dmembmhlp,
will provide authenfication services for. eGuardian users.. Each individual LEO usei'is
Issued anid-required tonse#login-and-pagsword that is unique to that nser; Pagswoids
mustbe changed:every 00-days. eGuardianwillbs aceessed. Hhioughia Spémaialntgrcst

wtily from-agencies thithavearn originating agency: Identifier (ORD): and: ihus ar )
rwogmzed law. enforccment entities. Membershipmust: alsmbeappmved‘by “ENIK: T
the event 3 agenicy withian operational nesd to:share/teceive informmation does; rxoizha’ve

‘arORY one willbeereated for'thmt 1 agency iy the: eGua:dmndevelaperslpfogrmners
rovided apptopriste criteriaarg inet, The use of anORI designation will: lep to-ensure
that otily-those Taw: enforcament personnel ‘who havebeen cleated foracessbactually

.‘ Informatmn thatsuggests pnssibl& anmmal acmaty may. buefemed for théappmpnawdmlsm fn.the

;FBI See sechom 4% below
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haveit. Furthermore, membersofithe:SIG will Have toagres fo aUser Agreement each:
tme they logitto eGuardian that dictatss hotr: information inthe systen isto'be
ingested, faintsined and dfsseminited. “The User.Agtesriént will coutiselthat recorded

«mfmmwon shoald: benaccurate tofhe axtentposs;ble, hmely and refevantfo a.suspicions.

activity with-a.potentisl mexus to terrorism. Users will'be cautioned not to-enter

-Information that-describés First Asmigndment pratécted setivities-or pérsonal inforination

based solely on ethnieity, race-orzeligion. S1G nsers’ activities-while ornling-willbe
tiacked and available for:autlit'so thattheserule§ canbé ginforced.

Othér safegirardsto ensure compliance with groper use mules include thédimited
eXpOSITe aminon—retenhan for ingidents that.do ok clear Fusign Center velting; the

“reteritibivand: Jeletion eontrols enfq:ced bythe eGua:ﬁxan éystem adi; inistiator; arid:the

-ability to-audit-and trace-user identificationif improper-seis: discovered;

Begtion 4
Internal Sharing and Elsglasum of Information within

- ‘the System..

41 With whzch ‘internal cempoaents of the Depariment is:the
’infcnnatiou Shared?

Other DOY: components, méludmgbuﬁ nof limited o the edmingl componenisiof:

“the' Dapamn,ent ofJusacewill be pmmde&aacc&sseta eGuisrdian; ifihiey: havgat

operationl need tokaow Aftopotenitial tertorigin
iheextedt that informiation

Snforthation:that he: ‘emmnﬁajxis “To.
ewedby'i’MUﬁiaéyertam&fapoténh eiiningl.

40 terforisim, sudthusitishok: appmpnatefar ry intes:
eﬁuardxam it T2y beshared orforwardedito thie: appropnatg division within the FBFor
it ofﬂ“ﬁsu;smfor,ﬁlrtherhandhng. While ghe: mformatmm*fﬂknoﬁ:

desidein eGuatﬁlan, seferralof iaformation-abont fiotential criminalioffenses ds consistent

thh icurrent FBI

Informatmn Wxth A pétentxal ikt ¢er£onsm il be shatel With:other DOT

- comportents-thathave an-operationl meed foeceive thednformaticn.

Some infoimation thatisentered: MOzGuardxanmay reflect: potenhal eiiiringl.

" conduct; butnot conductthatamountsito-ferrorism. Thatinformation:will be-forwarded:
10'the FBDy C sininalTnvest pative’ Bx\qsmnomthermpuns'bhlaw enfogcemenﬁ AFENCY
~Fof appmpnate dxsposmon "Fhisisnotunlikéthe current:sithation in: whxchmembets of

the-public or law entoreetnent fersorinel repott incidents that ate suspidiais o ofhepwise

to;aiEBL Field O five i dhe Tield Offive tikesactionfo ruifipate the: mfannaﬁon-

either byfoxwardmgﬁ to-the appropriste office for. dxsposx{ion, Using itas: tlw‘basxs_for

\addmnnal mvesagahve acznmy, arclosing it a8 reflgctingn violation o flaw.
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43 Howis the mférmaimn frangmittad ér disclosed?

Tiifotimation will bemade availdble e’lectmmcally throught the-eGuardiannétivork
or through segure électrohit fnedia.

A4  Privacyimp: actAnalysis: Given theinternal shating,

SWHal privacy fiskswers identified:and how they
were maﬁgated’

‘Sharing, personally identifiable information cariies withdt ansk ofi iproper
access and/ot improperse. iEhe Privacy:Act govérns e digsethination:of: iftformation
mtemaily within:afi-agency; it1s -appioptisfe when thereis anged to know# Because,
ottier DOJ laswefifuresihenticomponents.are expested tobe:the prifngrecipiduisof any:
ditathar iy éhare&nntemﬂly‘theamtemal sh@nng thiats: opntemplated il meetthe
Privacy Act requirement; ‘Cookiss; whicharepietes “ofttext stored onmagcncy IREFE
computerhard. disk, will-beused; imbeddgd inttie, prograu, to tradlaccessto: qpeorﬁc
infbrination; -Also,. qnly after the iricident is approvédai I{EEERRED o Gudtdigby
theBusion Centerds it vxsible‘io anyqe; beyqndthe origingluser, the user'sinmmédiate
sugermor(s}, the Fusmn%ntﬁ, and TMU, Thereis isk o date: bresich fom the:
SIG; but the- securily: fedturesof LEO oouple& with'ttie ablhty fo. audxtsystem sers,
shcmld hélptitipatetivege \

Section:5 ,
External Sharmg and Disclosure *

54 With which:external: (non-m.!) :ec;pnent(s) isthe

52% 3

dnformdtion shared?

‘Corsistsntivith N naLSfrﬁtegy fonlnﬁmnaﬁonsharmg, vetted: ﬁGﬁalﬁlﬁﬁ
mfcrmatxdms itehided tobe Shared withrotier Féderdl, Staté;Tosakand: tibal Tav:
gnifdroement:apencies;including fask force members-andanalytical suppothpersonnel..

52 Whatinforimation igghared andforwhat: bi.lmose‘@"

) Suspimws actmt;g orthreatmfommﬁonhaﬂng:a potetitial néxusm:tem}nsm Al
be:shared:with. theodlof ereatingan efficiont; near real-time: me_qhamsm rlaw-
~enforcement atthe Sfate lbcal,ﬁi .ﬂ%ﬁnﬁ foderal levelto shte andxey st thieat”

: ’ . drepn)
i =ﬁat@andsusp1cmus actmtyand to dxscem any“otherwxsa unicuownrelatmnshxps mong
: ' yeported incidents,

53 Howisthe: infbrmatmn transmxﬁed of diselosed?
JInforiationismade avcsssibiesithior tirousls eGua‘rdzaz_l, whichwillbe ira kG
ot BO-or fiard copymfomaatmn ‘ngybéprinted.and disserinated: B
-deseribes how-information will:be actessesdin greaters detaﬂ The putenhal also exigts f6r
Avireless. accessito the. SIG; Uskr: agreements will.réquire thatinforingtion obtaified

through éGuatdian shallriot be fe-disserminated witliont approval:of d tesponisible-entity
-orthe orxgmatmg entity.
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54 Arethsre any agreements coneerning thie sécurity and
privacy of the dataonde.itis shared?
By 1oggmg oni¢theSIG, an-eGuardianuser will beiptovided 4 sét of behavioral
Tulés, in addition to the staridard login disclaimet sbaut the sénsitivityof the-itiformation,
‘which will deseribe expedtations for use of the information (se¢ attachmeént ). In
addition; although Taw enforcement pexsonnel with-accessto-eGuardiair.are trained

. Officigls and vrdérstand:the tules conceming disseminafion of mfonnatlon, additional
web-based trammg of users onthe se:cmty and pﬁvacy requxrements 6f the systemas

mfonnatmn as*Senmtwe but Um;lass:ﬁed and For @fﬁclal Use Only mllfne mcluded i
any: dxssemmaﬁon, Trig antmxpatsd thatthese 1abels will be replaced by auniforn;
destgnatton asd: hittet 0f federal pohcy‘ wheii thitipolicy is-fully-implemented, the
éaveat it éGuatdiat-will be:dmehded asTequited.

55 What typaiof trammg is reqmreci for users from agencies
woutside DOJ priorio recelving:access totheinformation?

Asnotediinthe previous answer, Web-based tealuing forallusers will be. fequired
asart of the eGulatdian: Systei:

56 Are there any: prowsi@ns in pldce; for auditmg the
regipignts’ use oftheinformation?

Allusers wilkhaveto-agtee o theUser Agresmentbefoie bemg granted ACCENS
anid:cavedts about tisé-of eGuaraxan inifairigtion will: be, pattof the Apréenient. |
Additionally, fhe required: trainfng for all eGuardianusers-will-cover: stibsequent-use: of
thie mfonnahnn . EEHardan-will have the capabﬂity 1o deterriing Wholias-dgeess ¢
&yst@m anid what:data théyhave created.or: odified and; thex:eby, mlibwbleic i nttf;f ‘
the: respdnsiblé AsersiEincidsnts ofmapprépnate usé o disclosive arg repetbéﬁ W
addition, perjadic audﬁlogxewews willbe uggdita. d1scoVer acmss pattems aswelliag
indjcations of Ineppropriatéapcess; which will leafl to: Sy coritrols overusers,and'can
aldo; seherdte Teadsits: inuits intosthelrime of thisidata,

67 Privacylmpact Analysis: Given: theextgmali;s'hamﬁg, ahat
PHIVES

Savereidentified and degcritie how they wete
mitigated.

. Actessto eGiiardian via 1RO sontrolledby the TROmetworkilself Useis
obfainraccess o LEG by, appimgfor and tecetvinga LEO- netwark’logm aridipassword,
Whi(:h is-only gréinted t4 suthorized Taw enforcetent dgéncids; - Passwordsmust be
changed every 20 days-and anynformation thatistiansmiitted will meet current security
standards, eGuardisn: Wm bemce,ssxl:gle thirough &Sp@mal Interest-Group: (816,
Membershipdo-the eGusrdian SIG3 3 by application-only. Accoutitholders: will besveftéd
by: the: applicant’s agéncy, The. agenioy fiustliave.an ORI mgmfymg thatitisa
fecogrizedlaw enfomémentenuty Firally; dgencies st appIy for mmnbershlpm e
SIG-and'be-approved by TMU. In-the eventan agency with ari aperational pecessity to
shate/reckive information doesnot Have an ORY, one will b5 created for that agency by
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the eBuacdian. devélopexs/pmgnamfnex:s "This.seurity cotittol stictld heliymitigate the
privacyrisk-thatanises: ﬁ:mm@ppmgm accessdathedata, Infurtheranifigation, andit

logsof searclitiansactionsmilberevie c,f;_v,_z’lso daystovheckfown ”'_al.uu&
activity, " TMU will have'the*abzhtyto deletenseratcouts attlie individual-or-agensy.
level. Fmally, {Fainingonusing: eGuartianwill bieprovided and: ‘thifs feaiting willhelp
ensuic that users ﬁﬂlyunderslaud 1lie Yier Ay ;teem,ent Conicerniig, dlSSeﬂlﬁaUOan
mformatrqn, Given the antivipated: latge pum bsr«ufextemalusers e riskoPmisuse of
thednfarmation:or uhatéhorized dccess. aid diseefinatiohof thi fiiformation byeyena
trainedruser alwaysiexists, Tharriskdsmitigated ssgmﬁcantty byboilihe; festrictiofis:on
degessitos=anth ﬁxssemmatx{m g -unvatte&mfonnannn, @sﬁesqnbed qyave, as: wsIl a5 by
{heapdit fatdies.noted: m Seﬁhon 5. 6 abiove:

gmaferﬂidn ‘ﬂ:&:_ 'mpo‘ paﬁs wxfh ‘
ificidénts stid; peqpic llspedio b&susmmon&‘b Bedimes:

Patt.thcputp' heEyster, 1 —— i k, : ”
I)ublwmls,perepp‘txé”ana@ s'mef.__, \.;hig

1sa]§t§d Jncidents or-ghserva

S;ﬁt;tibﬁ-é&@
- Netice.

& Wa‘san N

thme b Qen
deseribes thefagttha ' :
extracted from its mwn ﬁlé“s QF tho‘sezof«b&et gwenirnmﬁaim&m:s Becgnse the

‘.‘I'G'
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collection:-of eGraidiandnfointation Hay bedone in-connection with Jdw erforeetnént
adtivities, no mdmduai noticewill be gives.

6.2 Dodndividudlshiave:s A opportunity-and/or: rightic:dedline
o prowd sinformation?

eGuardjai: Snsmcwus activityrejiofts, inniany cases, will-ofiginate:fron
observations madeby. davy enforgement-officers androminformationreceived from.the
gengral, pubhc Inifhdse sitvaitiors, no:oppotinity arfightfo dedline mfuhnatmn is
itovided; Therepotsthatdrdsibmiftedarenevertheless, Netted. By traftied Tew
enforcement personnelandfunneled through 2. secondreview st a: Fusion Centeror
gompdrablé-entity before beingadded 16 thesystem,

63 b individoal: have: AN opp! rEunityt 'fsonsent o arf:cular

. Bevauge of fhe, naturesofﬂlemeordsza‘mssue, ﬁxeopboﬁmnty forconisentito:
 particylar s ofthmxﬁbnnaum ;smt provided:.

abautandgmdualsa‘sheingzw W@“S@q
ﬁmfae‘y ACK (

provxded hoxvexrm;, begaﬁse th”e mfo‘rmatmn £
enfareaient and: personalnoticeds: nfztrfehsxblc,

Section 7.0
Individual Ascessaand Reﬂress

74 What al'é .the;ﬁraéédufeswh‘wh aflow mdlv;dug“ls he

) anp’lwable i;eg'
been. wsued:pw?um toitlie:

those pmcésseswx applyioth Tbiites ihyﬂme -agencies; As-enites
inito: cﬁuardxan wilkabst: offeii] b(;madc»by state-aid:Jopak w-gnforsementoticess; e
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information may be tefained in:state-and local agency records:aswell. Acdesyto.and
opportunity to seek fedress For thosetecords is.contrdllediby state law and.procedures.

7.2, How areindividuals notified «ef the procedures:for seekmg
dccessto.or ahigndhent of fhelr information?
28 R 1641 4nd 6,46 provide infsimationon dndivitial-acoess:and.

 amendment of FBL-récords. Arienidinent: of; FBI reetrilyis g matter: Qfdxscretmn a5 ’the
records: afe. exeript from the: anacy Adtamiéndinent prmuswns

7.3 Iino opportunity ttoseek amemdment is:provided, areanry
other redress alternatives dvailable 1o the individual.
‘See previous:tésporise.

74, Biivacy] mg_gc‘t Analysis: Discussany -opporfunitiesof
proc' {ures by which anindividual caty contest: information:
“Containgdinthis systeiior. Actions fakenasaesull of
‘agency: rgliance oninformationinthesystem.
‘Rediessis generally notavaildble exoept to g extent deserit [in Section’? 3,

ahove, IniteGistdian 1§ riok endedtobead&tmeposxtory bulbadynanic systeii whers
‘egrrections andupdates,w?ﬂ ing:the:short pracess of

asnertammg whether‘ ¥ axt;cﬁla’._'_"‘ & jg_ort mentsﬁmher vesti ahd@bmause of apbﬁenttal
nexus,to terrorism; 2 10mexys: to'térmnsm s found, the SAR will e, déletad Fromithig

As :? general»ma%tér, a!though'}?ﬁl TeboFds areexempt o Privacy Adt actass

B tﬂ‘ges*to’mp;mam dceuirate’ mfc)rmauon -and- wzlldn
its &satetmn, Consider, amendment reQu@ts

Sections.0 . o
Teéchiiical Accéss and Security

‘81 Which user’ grbup(s) Al have ackess tothe ‘systefii2
eGuardian secéss willbe: pro‘saded fo:Staté;: 1ccal, and ribal Iaw. eﬁfo:cement

- officers.anid agenciesthat have & Jaw enforesmentmission need for suspicious: actxwty

‘reports: Otlier federal: Jav, eqforcement sititizs, mcludingpeparhneni: of fustice

-components; DHS and'DoD ’enﬁuesmth Taw etiforoemert missions, indluding’ foree
sprotéction, will beprovided access.

82 Wil contractorsdo.the Departingnthave access 1o.the.
systemi? 1t dpy of the-céntract
deseribitigtheir role with this PIA.

 Condtretoryiwill Bave atdess o the'systariial ordef to petfbtin-sysiefin
) mmntenanca and: adinifiigtrafion. n.addition, ta thie- extent contractors arg-assigned-to-any

18
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of the agencies-that will have aocessto-eGiardian; thess individuals will dlse; uom:
propet vetting and: cléarances, be able:to access the:system.

8.3 Doesthe system-usg “roles™ td assign privileges to users
of the system?
Yes. eGuardianwill havettie following.usér foles:
1. Police Ofﬁcerllnkugatoriinitelhgence Andlyst/SupiportContractor. These
‘10168 are-penierdlly teseived forindividuzlswhiocreate éGiardian inicidents-and are
m:pons:ble foriivestigatingandior oonduotmg«artélysxs ofterronst—related threats.and
suspicious aetivity reports.niterédiinfo the systef. Thisfolerday inglude; at the
discretion-of the agency; an-agency: eGuardian supervisor who-will-control. all-eGridrdiai
teportdisseination fronrtheiragency: All such-work will be elecn'omcaliysuhmttted to,

- . d'coordingtorat aresgottsibte &ntity for revies.and aafhorization to-be subiitted-irito
Guardiag,

2. Coordinatoi/Adriinistrator; ‘ The iadividual(s)assipneds fo thiszoleworks

-withinyfhe:responsible: enhpyio eviluatedhe informationdneGuardian andferforins other

glminisfrative fingtions withrespecttontie sysigm, Indmduals with:this; mle; havethie,
ab;hty to tefer incidehts o Ghardian,

3 ' TMU’ mllhava ovemll adm:nmtratxve oversﬁght ofeﬁuardlan and the capagg.ty

s 8. ieitdocations. Wﬁ!reachparﬁczpatmg
agency, hoWavgr, #he: detenmnatxomof roles‘mll ‘bemads Toeally:

eGuard;an vl havmestaeted, gcc&ss anﬁ wﬂl foltow 4] process~regu1aied by TMB

atd Ey LEO, Prospeeﬁve UBEES oritrsE S cIear the Vetﬁhgzemlﬁeméntswggseiﬁy the
KEG: .ﬁemork, wh;ph;iﬁbludeﬁﬂsﬁt U
authonzed, 1aw en:i omement apenc

o_peratlonal ;uecessaty dons,nothave #n ORT;ong:Will be creatéd £or thatag

eGuaIdlan developerslyrﬂ ._j s “ersJ ‘iﬁa ey v vense g e 452 R S TR T Y ¢ .g,
affiliation tyics a-year: Axiqhtxcnaﬂy= cossstohe: eGuaramnSIG wilie: cantrolled I:y
TMU which-nmst; :approve: all'users: Fhe. pmoedum for systen-access are: dom.unented
in:pohcy and:prodedure dociments developed by TMIT forthie: eGua::dzan systen.

8.5 Howarethe actual-assignments.of rolés and ulésverified;
azcerdm‘“ 1o estabﬁshedlsec Jeity: and%audttmg
procedures?

_ Indmdual ‘meiber-ageficies will: ‘be-able to-strochwgusér rolés-and- Qustomtze the’
Wwotk ﬂow Ao fit the;;: owneeds. Thercsponsxble enfities; However, will exéroise

adridnisteative oversishit.ofiths, systcm, which will-ifichids. audmug for appmpnate-system
accessand-use:

R

1o
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8.6 Whatauditing iieasures and techinical safeguards-arein

plate.fo: pravent flsuse of dats?
Fach vsek willhave atvindividual ateounitthat requites:a logify dnd password:for

LEO, . These accounts will bg auditable. Bach:responsible entity, moreaver, Wdl have:the
'responsxbmtytc andit theie usérs dnd will'be dbhgé.tedxto faport suspécted mistse; iid

security compromise. Rules.of Behaviorand: ‘training will- covérthe-appropfiate ise of
data and the:pénsltics; Hormisusing theinformation;

87 Describewhatprivacy tiainingds providedio ugers: exiher
generallyzor specifically relevantto the functmnahty ofthe:
program or system?

As indicated previously, Web based training Willbé Available. to-theviserto.assist
withisystem:access and;procedure; In a,ddmon,;.eﬁua:&an administrators from
résonisible entitiss Willthe provided frainingahat il emphasmthew Foles

and.«rmponmbihaes A L,"ay siatement will:alsofbe eontainedin fhe nses: agreement
gleetronically sigrad: by egidhi participating:a gengy.

8.8 Isthedata secired in dccordance it FISHIA
requiremients? Ifyes, whehwas-Certification dnd
Ageraditation last:completsd?

The-Crttification andecréditationofthe’ Systems expeciid-to:bs Sompleted i
early:T lilys aud Ak Aufhority’to Operate: wﬂlbe 1ssued dtthartie,.

89 fp:: g

"-—-

Gl' =

anaoy n§ks fmm ’cins type«of system steri: from xmpmper ACCEsS: a:;xé inadequat&
’beén mxhgatea:maseveml wa_ys. gGuardian access issbased on:,

th&y*are ggzm‘éted .
will: available fotie: 4
mformatzoncontamdth M f oy Orige:

yetted and Autheénticute g}z,LEO andith an;ed aceess‘to the c&uaz;d:an $1G: the
ndividual's wcb-based sessionds. eonttolled withi+ computel; software and-hardware
ccmponents secured“behmd accremj;ed.FBI secuntymﬁ'asb:udture Blacmg eGuardzan

behing the-FBI firewdll anduibderie: overs;ght Of TN will finprove the. secunty
posture-of the.system:

"+ ACLUEGO00066 - :+»
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Section 9.0
Technology

g1 Were competing technoiég:es avaludtéd to assessand
conipare thelr ability t6-efféctively-acticve system: goals?

Yes.: Several systems were reviewsd andsévaluated: mcIudmgan fitthouse-

solirtion.. Final. system.design-was based .on opérational imperatives ‘and:privacy-and
secuntyattnbutes

9.2 Describe how dibta mtegﬂty, privacy, and:security were.
analyzed agparkof the decisions madefor your system,

Batamtegnty, pnvaay 4nd: secmtwaace ithporantconsiderationyinthe:
developmentof this.s iz dévelop aobustinformation'shating;
Systermythat would: seive the«nwﬂs ofusgrs for fimely; releyant and: accurate ififormation
v Seguis. env#@nmmt whil fitbtecting privagy aiid énspiing datad ittty and secuﬁg(,
The'systéiin is. dcmgneﬂ to'help-itivestigitors becoifis aivare-of atid fisake gonnections
ibétween xepotis of susploious, getivities andtetrorism fheedts morde:’to unpfove the
“Sefurity poshure. aﬁtheclrmted Stat&s. efatictially thie:goal is10 ither-close. orxefer for
-enhanced fnvestigation:all leads within a'short:period- of time:

, . S@uatdiands-huilt opor did inorporatés thelessonis leamed from‘ﬂla Gudtdiay
Sybternandis: dwgned tosearhlessly inferfage Wwithiit; "o enhanoﬁpnvaoy pfotachans
3 for information thidtisiadded by SLT law: eiifoicerientpersonnel adedisionwarmadete -
e Pusion Ceriters -asAnitial vettingpomts, ‘asthesd gionps: CHbLE to B enlianged
X mfotmatmxxavaﬂabiﬁty torensurethat: suspxenaus -activity: apoms and. xepcrbs af mczdenﬁs
Hiathavea Dotedtidl nexusto*térmnsm et areguis old foisystenmify ¥
“TMITand 4 DOD fasion-Tlike, centér Wil ‘perfornn:the sartie. e ot fusion” for repo:t&
‘from féderal entities:  Systenx ﬁmchOnaktywdimgne& tocgiesmit contributors to:modify
Theiréiitries as v mfomﬁauonis feceived, and the'need 107 ohieck fhe systémi fortpdites.
mﬂhamcorporated as*part of the reqmreit ixammg foraltusers. -

The eGuardian; Systen was plgced onanFBESeeverto eihanice; secxmtymﬂ
iigtabebshipin ﬁmSﬁmﬁ[ TrterestGronpofeiandian nserswill be: vettedttm’ughLBOg

~whick performs:fhiis fumetion formvarists ofotherlaw. enforcermentientities, | User aogss
wlE also he atdited: by ML personnei

93 Whatdesign cholces were madeto-entiance privaoy?

The e@uaxdmn Systetnis set0pisoithat; gartmgatmg agencxe& danidghiietthe.
: lﬂfonnauon they contribuitein orderte deny aekess o eertain- groups orindividuals, This.
sehivice-takes into-acoount various state laws which have. d:ﬁ*mng privacy requrxements
; for«shanng fnformation atid alsg allows contﬁbuters sifore Control-over theéir.own
infoimation. A decision was also:made to:control access:fo reportsin.eGuardian to:sworn
favt enforcement and: analytical support: personnelinorder:tb:ensure thatthiose with.
'ﬁﬁlﬂmgmhaﬁ&lmg sensitiveddw fiforcementands tmnsm-zelaiedmformaﬁonare thé
~onlyones who:cars docess the systems: The decision wasrhade touse LE s the! hosting
orfianization'berause it is-an RBl-owngd, web-based, sensitivabut upélassified netufork

pAl
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on the Iniemetaﬂows for ease. of use bt potcnﬁaﬂy«exposes petsonally 1dent1ﬁable

iriformatioitfo outsidé.attack. TEO- provxdes atestricted andiihore stoure fecess fothis
‘nf6rigtion, Which will-éihanse both: Privicy and-sedurty,

Thework flovewas created with yrivacy indriind so-that conitifbutors can easﬂy
updife their inforiation op mark it With & commetitdryto Jef other viewers kiowriof -

‘particularissues-peitaining to data: mtegnty orprivacy; Anyre-dissemination.of

'mfonnanon wilt be: §iibject to permitssion contiols of the responsible o originating entity.

Cam;l usion
‘The eGliardian-threat t:achng System:Suppotts the! FBI Aiission:to prevent

~terrorist attacks on-the United'States, Itds. des:gned to-mifigate-and vetdll threatsand

suspicious. dctivitles with a potential fietus to-tefrorisiit and-assure-they are. propeﬁy
gddressed-and availabls foitrend arialysis. Estabhsﬁmg%n eledtionic. systemth&f il

‘allaw ST and federal Taw: cnforcemgntpaxmers £0. cnlertermnst threat information; anrl
- suSpicious AGtiVity Teports with: -apossiblenexustodéttoristand share it witheach other
- will facilitate: thetypeofi mfonnat:m shmngenvzsxoned dn; the Natxonal Strategy for

Triforimation Sharing

eGuardiamhas bgensdemgueém -<conisultation: withegal, privicy andsecurity.
fithe Isswheioiivordes ,d:ezwmﬂﬁfpnvacyptgfecuonsand
itéd:itita: sy,stem developtign tand fincHenaliy, iI’IuS“pﬁ?a@f
unpactass&smentxs-pamof Aprcoess=ofensunng1ha‘ e system aceonints £or privacy

gorisettis While-Sreatin _g‘anapleet:on‘m eivironsiient-that wilk facHitste-oberational
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Responsible Officials:

e

Dae 7

/
FBIPiogtam Manager
ThteatMomtanng Uinit (TMU)

Fed% %ureaﬁ of Inv&iﬁgatmn

Ufps[eoen
Date

- EBE SystemBeveIcper
Ec:rexgn Termnsﬂ‘mehng askForea (FITTE)

Féder: of Tnvéstigation
Clnef Privady and Civil Libérties Officer

Federal Borean, af]nvmﬁgaﬁan

> r/?/mw

7 " Difef
“hi bf?ﬂfatmé&mﬁfﬁcer
-Depananeutofgrusuce
P e, TR
AUNg vacy.and:CivilLibsities Officet
Diepartinent of Tustice

B
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Attachment 1

&Gpardian User Agteement

Cogitdot youlogal Jofhe Tefrotisrh Task Fom{ﬂTF)animediatciy byphoneftany
vr,gent maﬁammﬁmmtenﬁ‘a‘inexusmtmnsm. :

eGrgrdian is:dsensities: butunaasszﬁed systemforofficalinse only. Iﬂfarmahon
cIassx:ﬁedC@NFmE__: TA] andaboveacannotabaplaced:iufoaGuardzmun&_leran_-
; - Fhisdnclndg BIE';T,T@PSBCRETOR:
IMENTED, N fherFISAdiedmfomauonmemnﬁ £ 6(e) m
nor -any otherinformation thitis legaﬁymmmémaybeplawd ntosGuardian:

The sugpiciousdetivities: oontamedm eGuardmnmayﬁe«raw' anipnv&tted dau
“Suspicions activity Ts defined by she Progranh o the
Envitoritnent (PMIISBB 8 observed behiavior thavtiay besindioative bt
gathezmv orpre-operational’ plamungxglated toterrorism, ¢
m’centmm Suspmmus achivities: maymciude, hn‘t are ﬁqthmxte&to, suxveiﬁance, Cybét’
attacks; probing of sec;mty and photography ofkey infrastructures and facilities, Ponot:
condutt any uhilateral dnvestigation with any reporfed ncident withonthe coordination:
of xheongmahng agency/augher, D fiot arfestany individialbased: solely-on-the:
mformatmn in eGuar&lan unless there is ev;dence ofa wolaxmn of State; Local or Federal
statufes:

By szgam theuser agregment,: ﬂie parties- will-agresito ’the Fusnm Center andTMU
polmy thit sets-forth:fhé hission;: goals, ;ﬁmohons, TanagemEnt; gnnmples, rietibershig,

staffing, information sharingpolicies ad-prototols.and privacy and: securityatirtbutesof
the eGuardian systein;

%
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Merbetship inthe SIG isby application: orily and will be dawn only froni.agencies that

Tave anoriginating agency-identifier (ORY) and'thius ate recqgnized Tavr enforeemént
enfifies,

No-entry info- eGuardlmmayhe 'made based solely onthe ethnicity, race orxéligion ofan
-ifidividial orsolelyonthe exetoise of tights suarartepdbytheFirst Amendmentor the:

lawful exercise of any other fights secured: by the Constitutior-or laws-of the Uniited
States.

Ifyou déterminethat. iinformation youliave: premusly submitted is erroneaus, youware
tesponsible:for updatingior Sorrecting the informationdn-Guardian, I you discover
infoiriation that has beeh contributed that youkaow is efroTiEois, You should ndtifythie
subidtter so that the-information.can-becomected;

Froceedingtothe eGuardxan 'I‘hreat 'I‘mc!gng System m&mat:es youhave been informed

-bF; agreeto, and wil ons; Theiden estingtheictiteria of
suspiciousas Stoterrorish -,-ﬁ}rﬂler, dodiot
complywith; the: aimve-staie& Fales, w:ﬂ be ;mmedmte}ydeleted fronyeGuardian.
Buﬁhenﬁore,’hy clichngon the; er Agteément\nheqk Hofgon: agEety’ iha’g“ahaes fhat
goveriAtie:éGuardimgystém. Forfurtherinformation aboutthe'eGuadian; jpolisy; p‘!eaﬁe
“Fetiiviv'to the policy link onthis L EQ: q@uardzan meriber died page.

Infonnatwn cbta;nedﬂuougheﬁuaxdxanghgllnot“ﬁare-dxéseminateﬁmthwtthe

""" ol i .

g entity:

The EVY will soridiget: penudw dadlitsiof thﬁ«sy,stem 10 znsureqthat Thsiulesare foﬁoweﬁ.

Fafhite:th’ estply Sith:this: Hpreement. willesilt mﬂw fermindtion. of’ynur £Cnardiat
membeyship.

%
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Exhibit F



FOR POLICE, FIRE, EMS, and SECURITY PERSONNEL

Case3:14-cv-03120-RS Document67-7 Filed09/01/15 Page51 of 66
UNCLASSIFIED//FOR OFFICIAL USE ONLY

ROLL CALL RELEASE

In Collaboration with the ITACG
26 July 2010

(U//FOUO) Indicators of Suspicious Behaviors at Hotels

(U//FOUO) Known or possible terrorists have displayed suspicious behaviors while staying at
hotels overseas—including avoiding questions typically asked of hotel registrants; showing
unusual interest in hotel security; attempting access to restricted areas; and evading hotel staff.
These behaviors also could be observed in U.S. hotels, and security and law enforcement
personnel should be aware of the potential indicators of terrorist activity.

(U//FOUOQ) Possible indicators of terrorist behaviors at hotels: The observation of multiple
indicators may represent—based on the specific facts or circumstances—possible terrorist behaviors at
hotels:

— (U//[FOUO) Not providing professional or personal details on hotel registrations—such as
place of employment, contact information, or place of residence.

— (U//[FOUO) Using payphones for outgoing calls or making front desk requests in person to
avoid using the room telephone.

— (U/IFOUO) Interest in using Internet cafes, despite hotel Internet availability.

— (U//[FOUO) Non-VIPs who request that their presence at a hotel not be divulged.

— (U//[FOUO) Extending departure dates one day at a time for prolonged periods.

— (U//[FOUO) Refusal of housekeeping services for extended periods.

— (U//[FOUO) Extended stays with little baggage or unpacked luggage.

— (U//[FOUO) Access or attempted access to areas of the hotel normally restricted to staff.

— (U//[FOUO) Use of cash for large transactions or a credit card in someone else’s name.

— (U//[FOUO) Requests for specific rooms, floors, or other locations in the hotel.

— (U//[FOUO) Use of a third party to register.

— (U//[FOUO) Multiple visitors or deliveries to one individual or room.

— (U//[FOUO) Unusual interest in hotel access, including main and alternate entrances,
emergency exits, and surrounding routes.

— (U//[FOUO) Use of entrances and exits that avoid the lobby or other areas with cameras and
hotel personnel.

— (U/I[FOUO) Attempting to access restricted parking areas with a vehicle or leaving unattended
vehicles near the hotel building.

— (U//[FOUO) Unusual interest in hotel staff operating procedures, shift changes,
closed-circuit TV systems, fire alarms, and security systems.

— (U//[FOUO) Leaving the property for several days and then returning.

— (U//[FOUO) Abandoning a room and leaving behind clothing, toiletries, or other items.

— (U//[FOUO) Noncompliance with other hotel policies.

IA-0395-10

(U) Prepared by the DHS/I&A Homeland Counterterrorism Division, the DHS/I&A Cyber, Infrastructure, and Science Division, the FBI/Directorate of Intelligence,
and the Interagency Threat Assessment and Coordination Group. This product is intended to assist federal, state, local, and private sector first responders so they
may effectively deter, prevent, preempt, or respond to terrorist attacks against the United States. This product was coordinated with the DHS/Office of Infrastructure
Protection.

(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUOQ). It contains information that may be exempt from public release under the
Freedom of Information Act (5 U.S.C. 552). lItis to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to
FOUO information and is not to be released to the public, the media, or other personnel who do not have a valid need to know without prior approval of an
authorized DHS official. State and local homeland security officials may share this document with critical infrastructure and key resource personnel and private
sector security officials without further approval from DHS.

(U) The FBI regional phone numbers can be found online at http://www.fbi.gov/contact/fo/fo.htm and the DHS National Operations Center (NOC) can be reached

by telephone at (202) 282-9685 or by e-mail at NOC.Fusion@dhs.gov. For information affecting the private sector and critical infrastructure, contact the National
Infrastructure Coordinating Center (NICC), a sub-element of the NOC. The NICC can be reached by telephone at (202) 282-9201 or by e-mail at NICC@dhs.gov.

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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The FBI's Terrorism Quick
Reference Card

First responding officers should be aware of
suspicious factors that may indicate a possible
terrorist threat. These factors should be
considered collectively in assessing a possible
threat. This quick reference guide is intended to
provide practical information for line officers
but may not encompass every threat or
circumstance. State and local law enforcement
may contact their local FBI field office or
resident agency for additional assistance.

1) Possible Suicide Bomber Indicators
-A.L.LE.R.T.

Alone and nervous.

Loose and/or bulky clothing (may
not fit weather conditions).
Exposed wires (possibly through
sleeve).

Rigid mid-section (explosive
device or may be carrying a rifle).
E. Tightened hands (may hold
detonation device).

w >

o 0O

2) Passport History

A. Recent travel overseas to
countries that sponsor terrorism.

Law Enforcement Sensitive

B. Multiple passports with different
countries/names (caution: suspect
may have dual citizenship).

C. Altered passport numbers or
photo substitutions; pages have
been removed.

3) Other Identification -Suspicious
Characteristics

A. No current or fixed address;
fraudulent/altered: Social Security
cards, visas, licenses, etc.;
multiple ID's with names spelled
differently.

B. International drivers ID:

1. There are no international or
UN drivers' licenses -they are
called permits.

2. Official international drivers'
permits are valid for one year
from entry into the U.S., they are
paper-gray in color, not
laminated, and are only valid for
foreign nationals to operate in the

u.s.
4) Employment/School/Training
A No obvious signs of employment.
B. Possess student visa but not

English proficient.

Law Enforcement Sensitive

5)

An indication of military type
training in weapons or self-
defense.

Unusual Items In
Vehicles/Residences

Training manuals; flight, scuba,
explosive, military, or extremist
literature.

Blueprints (subject may have no
affiliation to architecture).
Photographs/diagrams of specific
high profile targets or
infrastructures; to include
entrances/exits of buildings,
bridges, power/water plants,
routes, security cameras,
subway/sewer, and underground
systems.

Photos/pictures of known
terrorists.

Numerous prepaid calling cards
and/or cell phones.

Global Positioning Satellite
(GPS) unit

Multiple hotel receipts
Financial records indicating
overseas wire transfers

Rental vehicles (cash transactions
on receipts; living locally but
renting)
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The FBI's Terrorism Quick
Reference Card -- Continued

6) Potential Props
A Baby stroller or shopping cart.
B. Suspicious bag/backpack, golf
bag.
C. Bulky vest or belt.
7 Hotel/Motel Visits
A Unusual requests, such as:
1. Refusal of maid service.

2. Asking for a specific view
of bridges, airports,
military/government

Law Enforcement Sensitive

installation (for
observational purposes).

3. Electronic surveillance
equipment in room
B. Suspicious or unusual items left
behind.
C. Use of lobby or other pay phone

instead of room phone.
8) Recruitment Techniques

CAUTION: The following factors, which may
constitute activity protected by the United
States Constitution, should only be considered
in the context of other suspicious activity and

not be the sole basis of law enforcement action.
A. Public demonstrations and rallies.

Law Enforcement Sensitive

9
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Information about new groups
forming.

Posters, fliers, and underground
publications.

Thefts, Purchases, Or Discovery Of:

Weapons/explosive materials.
Camera/surveillance equipment.
Vehicles (to include rentals -
fraudulent name; or failure to
return vehicle).

Radios: Short wave, two-way and
scanners.

Identity documents (State IDs,
passports etc.)

Unauthorized uniforms
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[l. Indicators and Detection
of Terrorist
Explosive/Weapons/CBN
Attack?!

1. Possible Explosive Attack Indicators

e Theft of commercial-grade explosives,
chemical substances, blasting caps.

e Large amounts of high-nitrate
fertilizer sales to nonagricultural
purchasers, or abnormally large
amounts (compared with previous
sales) to bona fide agricultural
purchasers.

e Large theft or sales of chemicals
which, when combined, create
ingredients for explosives (fuel oil,
nitrates).

e  Theft or abnormal sales of containers
(for example, propane bottles) or
possible vehicles (trucks or cargo
vans) in combination with other
indicators.

e Reports of explosions where not
authorized.

Law Enforcement Sensitive

Seizures of improvised explosive
devices or materials.

2. Possible Weapons Attack Indicators

Theft or unusual sales of large
numbers of semi-automatic weapons,
especially those which are known to
be readily converted to fully-
automatic.

Theft or unusual sales of military-
grade weapons ammunition.

Reports of automatic weapons firing.

Seizures of modified weapons or
equipment used to modify weapons
(especially silencers).

Theft, sales, or seizure of night vision
or thermal imaging equipment when
combined with other indicators.

Theft, loss, seizure, or recovery of
large amounts of cash by groups
advocating violence against the
government, military, or similar
targets.

Law Enforcement Sensitive

3. Possible
Chemical/Biological/Nuclear Indicators:

Sales or theft of large quantities of
baby formula, or an unexplained
shortage in an area. (Baby formula
is used to grow certain specific
cultures.)

Break-in or tampering with
equipment at water treatment
facilities or food processing facilities
or warehouses.

Theft or solicitation for sales of live
agents, toxins, or diseases from
medical supply companies or testing
and experimentation facilities.

Multiple cases of unexplained human
or animal deaths.

Sales to non-agricultural users or
thefts of agricultural sprayers, or
crop-dusting aircraft, foggers, river
craft or other dispensing systems.

Inappropriate inquiries regarding
local chemical/biological/nuclear
sales, storage, or transportation
points and facilities.

Inappropriate inquiries regarding
heating and ventilation systems for
buildings or facilities by persons not
associated with service agencies.
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[ll.  Surveillance, Targeting,
and Attack Indicators and
Countermeasures

A. Surveillance?

According to the Department of Homeland
Security, nearly every major terrorist attack has
been preceded by a thorough surveillance of the
targeted facility. Surveillance operations
have certain characteristics that are
particular to pre-operational activity. The
degree of expertise used in the execution of the
operation will increase or decrease the
likelihood of detection. Some of these
characteristics are:

e  Suspicious persons or vehicles being
observed in the same location on
multiple occasions, including those
posing as panhandlers, vendors, or
others not previously seen in the area.

e Suspicious persons sitting in a parked
car for an extended period of time for
no apparent reason.

e  Personnel observed near a potential
target using or carrying video, still
camera, or other observation
equipment, especially when coupled
with high magnification lenses.

Law Enforcement Sensitive

e  Suspicious persons showing an
interest in or photographing security
systems and positions.

e Personnel observed with facility maps
and/or photographs, or diagrams with
specific buildings or facilities
highlighted; or with notes regarding
infrastructure, or listing of certain key
personnel.

e  Suspicious persons drawing pictures
or taking notes in a non-tourist or
other area not normally known to have
such activity.

e  Personnel possessing or observed
using night vision or thermal devices
near the potential target area

e  Personnel observed parked near,
standing near, or loitering near the
same vicinity over several days, with
no apparent reasonable explanation.

e A noted pattern or series of false
alarms requiring law enforcement or
emergency Services response;
individuals noticeably observing
security procedures and responses or
questioning security or facility
personnel.

e  Persons not fitting into the
surrounding environment, such as
wearing improper attire for the
location.

Law Enforcement Sensitive

Theft of official identification (ID)
cards (including family members,
retirees), or government official
license plates.

Non-government persons in
possession of government official 1D
cards.

Recent damage to potential target
perimeter security (breaches in the
fenceline).

Computer hackers attempting to
access sites with personal information,
maps, or other data useful to
compiling a target information packet.

Persons exhibiting unusual behavior
such as staring or quickly looking
away from individuals or vehicles as
they enter or leave designated
facilities or parking areas.

A blank facial expression in an
individual may be indicative of
someone concentrating on something
not related to what they appear to be
doing.
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[ll.  Surveillance, Targeting,
and Attack Indicators and
Countermeasures --
Continued

B. Targeting®

If the intended target of an operation is an
individual, the information collected on that
person may include several of the following:

e The identity, age, residence, and social
status of the intended target.

e Adescription of the vehicle that the
target drives.

e  The work environment of the intended
target, to include time of departure and
return from work as well as the route
taken to his/her place of employment.

e The manner in which the target
spends his/her free time and the places
where he/she spends vacations and
holidays.

e The identity and address of the
target’s friends.

e The identity of the target’s spouse,
where he/she works and whether the
target visits him/her there.

e The identity of the target’s children
and whether the target visits at the
school.

e  Whether the target has a significant
other (boyfriend or girlfriend), that

Law Enforcement Sensitive

person’s address, and when the target
visits there.

e The identity of the physician who
treats the target.

e  The location of the stores where the
target does his/her shopping.

e  The location of entrances and exits to
the target’s residence, and the
surrounding streets.

e Means of surreptitiously entering the
target’s residence.

e Whether the target is armed; if
protected by guards, the number of
guards and their armament, if any.

If the intended target is a facility or
important building, surveillance teams may
attempt to obtain the following information
pertaining to the exterior of the facility:

e The width of the streets and the
direction in which they run leading to
the facility.

Available transportation to the facility.
The area, physical layout, and setting
of the facility.

e Traffic signals and pedestrian areas
near the facility.

e The location of security personnel
centers (police stations, etc.) and
nearby government agencies.

e  The economic characteristics of the
area where the place is located.

e Traffic congestion times near the
facility.

Law Enforcement Sensitive
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e Amount and location of lighting near
the facility.

Surveillance teams may also attempt to obtain
the following information pertaining to the
interior of the facility:

e Number of people typically inside the
facility.

e Number and location of guard posts
within the facility.

e Number and names of the leaders
within the facility.

e  Number of floors and rooms within
the facility.

e Telephone lines and the location of the
switchboard.

e Times of entrance and exit of specific
individuals.

o Inside parking available at the facility.

e Location of electrical power switches.



Case3:14-cv-03120-RS Document67-7 Filed09/01/15 Page58 of 66

[ll.  Surveillance, Targeting,
and Attack Indicators and
Countermeasures --
Continued

Training literature also identifies the use of
photography and detailed drawings by those
conducting surveillance operations.
Photographs are taken to depict panoramic and
overlapping views of potential target areas.
Surveillance team members typically also draw
a diagram of the target of the surveillance
operation. The diagram is typically realistic so
that someone who never saw the target could
visualize it. In order for the diagram to
accurately depict the target it should contain the
following:

e Shapes and characteristics of buildings
and surrounding features.

o Traffic directions and width of streets.

e Location of traffic signals and
pedestrian areas.

e Location of police stations, security
personnel centers and government
agencies.

e Location of public parks.

¢ Amount and location of lighting.

C. Attack’

Pre-Attack Indicative Behaviors:

e Making threats directly to the target or
indirectly to third parties.

Law Enforcement Sensitive

“Leakage” by attacker (behavioral

signs of intent to attack), including:
- vague threats (to manage own
emotions of anger, anxiety, or fear);
- bragging to third parties of intent
to attack;
- exaggerated, larger-than-life
articulated fantasies of success or
outcome of bombing (e.g., number
of victims, joining other martyrs
that have preceded him);
- evasive when questioned
concerning past history and future
plans, or such information is not
realistic or verifiable.

Casing of properties/buildings.

Pre-Attack Countermeasures:

Proactively pursue through
investigation and questioning any
individual reported to be a threat to
bomb or carry out a terrorist act and
thereby arouse suspicions in others.
Interview collaterals (family, friends,
employers, neighbors and co-
religionists) who observe changes in
the individual’s behavior (withdrawal
from previous social contacts;
radicalization of beliefs; travel to
countries know to be supportive of
terrorist activities; associations with
other suspected terrorists; new and
unidentified sources of income;
increase in religiousness).

Gather intelligence in communities
containing or supporting such activity.

Law Enforcement Sensitive

e Develop and acquire assets among
trusted community resources (local
media, religious leaders, community
activists, and professionals).

Attack Preparation: Indicative Behaviors

e No direct threats to the target, but
continues to communicate threat to
trusted third parties.

e “Leakage” may continue to third
parties, but may become more
constricted on advice of higher-ups.

e “Boundary probing” with physical
approaches to measure restrictions to
access, if any (private security,
physical boundaries, local law
enforcement presence).

e Surveillance of target (victims and
location); familiarization with area,
decision making concerning dress and
appearance, and select time and day to
maximize casualties; counter-
surveillance of security personnel or
barriers already in place.

e Acquisition of materials for the bomb,
including the explosive proper, the
detonation device, and the container.
The latter may be selected on the basis
of commonly seen packages or items
in the target area (backpacks, grocery
bags, retail bags) derived from
surveillance.

e May prepare a suicide note or video
for dissemination after the bombing.

e May give possessions away and get
other worldly affairs in order.
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Surveillance, Targeting,

and Attack Indicators and
Countermeasures --
Continued

Emotions are likely to be more
volatile (quickly changing; may be
irritable, sad, easily upset).

May indulge in “worldly sins” that
directly violate religious beliefs
(visiting bars, strip clubs, gambling) in
order to blend in with victims and
avoid apprehension.

Will pay for items in cash.

Daily behaviors become consistent
with no future (e.g., forgetting to take
change, purchasing one-way tickets).
Handler’s involvement increases to
help suicide bomber stay focused and
manage anxiety; chief communication
will be through e-mail, cell phone, or
direct contact.

May show arrogance and hatred
toward Americans through bragging,
expressed dislike of attitudes and
decisions of US government,
superiority of religious beliefs, and
difficulty tolerating proximity to those
hates (e.g., waiting in a grocery store
line becomes intolerable).

Will engage in “private rituals” within
hours of the bombing that have
religious and symbolic meaning, such
as bathing, fasting, shaving of body
hair, perfuming, and increased
praying. These acts reinforce the

Law Enforcement Sensitive

meaning of his suicide bombing, steal
him to the task, and keep him focused
on the larger cause.

Attack Preparation Countermeasures

e Actively interview suspects and close
contacts reported to be engaging in
preparation to attack.

e Detain and/or arrest, if probable cause
to do so exists, to prevent further
preparation and attack.

e  Conduct “warehouse surveys” of retail
outlets for bomb making materials to
identify the suspect’s acquisition
behavior and gather evidence (e.g.,
computer stores, Radio Shack or other
electronic instrument stores, and
chemical ingredient or fertilizer
outlets).

e  Conduct counter-surveillance of the
identified target.

e Harden the identified target to reduce
or impede access by a suicide bomber
or other suicide terrorists.

e  Monitor e-mail or cell phone usage of
the suspect bomber.

e  Continue surveillance of the suspect’s
behavior.

Attack Initiation: Indicative Behaviors:

e Clothing is out of sync with the
weather, suspect’s social position (he
appears well-groomed but is wearing
sloppy clothing), or location (wearing
a coat inside a building).

Law Enforcement Sensitive
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Clothing is loose.

Suspect may be carrying heavy
luggage, bag, or wearing a backpack.
Suspect sometimes keeps his hands in
his pockets.

Suspect repeatedly pats his upper body
with his hands, as if double-checking
whether he forgot something.

Pale face from recent shaving of
beard.

No obvious emotion seen on the face.
Eyes appear to be focused and
vigilant. Does not respond to
authoritative voice commands or
direct salutation from a distance.
May appear to be “in a trance.”
Suspect walks deliberately but is not
running.

Just prior to detonation, suspect will
hold his hands above his head and
shout a phrase; or suspect will place
his hands and head close to the bomb
to obliterate post-mortem
identification.
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[ll.  Surveillance, Targeting,
and Attack Indicators and
Countermeasures --
Continued

Attack Initiation Countermeasures:

e Call or shout a voice command from a
distance to break the suspect’s
concentration.

e  Make physical contact with the
suspect to distract his attention and
physically impede his forward
movement.

¢ Insure physical control before
questioning, especially of hands and
arms.

e Insure safety of civilian targets in
immediate area.

Post Offense Behavior by Attacker’s
Handlers or Associates: Indicative
Behaviors:

e Synchronized serial attacks
implemented in stages, in close
physical or temporal proximity to
increase casualties of first responders,
including law enforcement and
medical personnel.

e If there is a second attack, it is likely
to occur within 20 minutes and be
carried out along evacuation route of
casualties or near first targeted area.

Law Enforcement Sensitive

e Surveillance of attack site to study
first responders’ behavior and plan for
future attacks.

Post Offense Countermeasures:

e  Make counter-surveillance team a part
of the first response.

e Include bomb disposal experts in first
response to search for additional
explosives.

Law Enforcement Sensitive
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! Source: Chief Warrant Officer 3 Del Stewart,
U.S. Army Intelligence Center

2 Source: Chief Warrant Officer 3 Del Stewart,
U.S. Army Intelligence Center; FBI
Intelligence Bulletin 53, February 26, 2003,
“Possible Indicators of al-Qaeda Surveillance.
® This section extracted from “Use of
Surveillance by Terrorist Groups,” by the
CONUS Analysis Section, Pol Mil/Force
Protection Branch, Joint Forces Intelligence
Command

* This section extracted from
“Suicide/Homicide Attacker Behaviors and
Suggested Countermeasures,” by FBI
Behavioral Analysis Program & Central
Intelligence Agency analysts, and issued by the
Interagency Intelligence Committee on
Terrorism.

Law Enforcement Sensitive
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Exhibit H



Communities Against Terrorism

Potential Indicators of Terrorist Activities Related to the General Public

What Should I Do?

What Should I Consider Suspicious?

People involved in terrorist activity

often exhibit indicators that if observed

could identify a potential impending
crime or terrorist attack. The following
is a list of some of the characteristics
of such persons that you should be
aware of .

e Unusual requests for information —
o questions regarding sensitive
information such as security
procedures or systems
o questions regarding facility
operations

e Unusual interest in high risk or
symbolic targets

surveillance

note taking

drawing of diagrams
annotating maps
inappropriate photographs or
videos

o O O O O

O

@)
O

people over dressed for the
weather

e Unusual activity —

people acting suspiciously
people departing quickly when
seen or approached

people in places where they do
not belong

vehicles that appear to be
overloaded

It is important to give a thorough
report when notifying law
enforcement. Keep in mind the
responding officer may only have the
information you gave at the time of
your call. Providing a detailed
description of persons or vehicles is
imperative for a successful follow up
by law enforcement personnel.

If something seems wrong, notify
law enforcement authorities.

Do not jeopardize your safety or
the safety of others.

Columbus, Ohio Division of Police
Homeland Security Section
Terrorism Early Warning Unit
614-645-5410
1-866-759-8005




Help Protect Your Community

Be Part of the Solution

Terrorism may be national or
international in scope, but terrorist
incidents occur locally and are
preceded by a number of pre-incident
activities. Individuals in the
community are key to identifying these
pre-incident activities. By learning
what to look for, you can aid law
enforcement officials in protecting the
homeland.

By being aware of what to look for
and knowing how to report suspicious
behavior, you can make a positive
contribution in the fight against
terrorism. The partnership between
the community and law enforcement
1s essential to the success of
anti-terrorism efforts.

It is important to remember that just
because someone’s speech, actions,

beliefs, appearance, or way of life is .

different, it does not mean that he or POtentlal

she is suspicious. Instead, focus on .

behavior and activities that are unusual Indlcators

or out of place for the situation and that Of Terrorist

appear to be suspicious. A t° . t'
Cliv1ities

The activities outlined on this handout
are by no means all-inclusive but have
been compiled from a review of terrorist
events over several years. Some of the
activities, taken individually, could be
innocent and must be examined by law
enforcement professionals in a larger
context to determine whether there is a
basis to investigate.

Related to
the General
Public

Columbus, Ohio Division of Police
Homeland Security Section
Terrorism Early Warning Unit
614-645-5410
1-866-759-8005

This project was supported by Grant Number 2007-MU-BX-K002,
awarded by the Bureau of Justice Assistance, Office of Justice Programs,
U.S. Department of Justice. The opinions, findings, and conclusions or
recommendations expressed in this document are those of the authors and
do not necessarily represent the official position or policies of the

U.S. Department of Justice.
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FBIFederal Bureau of Investigation

Communities Against Terrorism
Potential Indicators of Terrorist Activities
Related to Electronic Stores

What Should I Do?

What Should I Consider Suspicious?
People Who:

®  Significantly alters appearance from visit to visit (shaving beard, changing hair
color, style of dress, etc)

® Missing hand/fingers, chemical burns, strange odors or bright colored stains on
clothing

® Fills a “shopping list” of components lacking knowledge about specifications
and uses

Purchases quantities of prepaid or disposable cell phones
Insists prepaid phones not be activated or programmed upon purchase

® Pays cash for large purchases; uses credit card(s) in different name(s), uses
suspicious identification

® Travels illogical distance to purchase items or asks where similar stores are
located

Purchasers showing unusual interest through questions related to:
Radio frequencies (used/not used) by law enforcement

Voice or data encryption, VOIP, satellite phones, voice privacy

Use of anonymizers, portals, or other means to shield IP address

Swapping SIM cards in cell phones or how phone location can be tracked
Rewiring cell phone’s ringer or backlight

Products/components related to military-style equipment

Unusual comments regarding radical theology, vague/cryptic warnings, or
anti-U.S. sentiments that appear to be out-of-place and provocative

Purchases including unusual combinations of:

- Electronic timer or timing devices - Phone or “bug” detection devices
- 2-way radios - Batteries

- GPS - Switches

- Digital Voice Changers - Wire and soldering tools

- Infra-Red Devices - Night Vision

- Police scanners - Flashlight Bulbs

It is important to remember that just because someone’s speech,
actions, beliefs, appearance, or way of life is different, it does not
mean that he or she is suspicious.

Be part of the solution.

v’ Require valid ID from all new
customers.

v" Keep records of purchases.

v' Talk to customers, ask questions,
and listen to and observe their
responses.

Watch for people and actions that
are out of place.

Make note of suspicious statements,
people, and/or vehicles.

If something seems wrong, notify
law enforcement authorities.

Do not jeopardize your safety or the
safety of others.

Preventing terrorism is a community
effort. By learning what to look for, you
can make a positive contribution in the
fight against terrorism. The partnership
between the community and law
enforcement is essential to the success
of anti-terrorism efforts.

Some of the activities, taken
individually, could be innocent and must
be examined by law enforcement
professionals in a larger context to
determine whether there is a basis to
investigate. The activities outlined on

Joint Regional Intelligence
Center (JRIC)

WWW.jric.or

(888) 705-JRIC (5742) mention
“Tripwire”

This project was supported by Grant Number 2007-MU-BX-K002, awarded by the Bureau of Justice Assistance, Office of Justice Programs, U.S. Department of Justice. Each indictor listed above, is by
itself, lawful conduct or behavior and may also constitute the exercise of rights guaranteed by the U.S. Constitution. In addition, there may be a wholly innocent explanation for conduct or behavior that
appears suspicious in nature. For this reason, no single indicator should be the sole basis for law enforcement action. The totality of behavioral indicators and other relevant circumstances should be

evaliated when considerine anv law enforcement resnonse or action.


http://www.jric.org/
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Related to Individual Appearance, General Behavior, and Communications:

FBIFederal Bureau of Investigation

Communities Against Terrorism
Potential Indicators of Terrorist Activities
Related to Mass Transportation

What Should I Consider Suspicious?

Significantly alters appearance from visit to visit (shaving beard, changing hair color,
style of dress, etc)

Burns on body, missing finger(s) or hand, bloody clothing, bleached body hair or bright
colored stains on clothing; switch or wires concealed in hand, clothing or backpack

Passing anonymous threats (telephone/e-mail) to facilities in conjunction with suspected
surveillance incidents

Acting nervous or suspicious, possibly mumbling to themselves, heavy sweating
Monitoring personnel or vehicles entering/leaving facilities or parking areas

Behaving as if using a hidden camera (panning a briefcase/bag over a particular area or
constantly adjusting angle or height of an item)

Discreetly using cameras, video recorders, binoculars, or note taking and sketching

Unusual comments made regarding anti-U.S., radical theology, vague or cryptic
warnings

Questioning security/facility personnel through personal contact, telephone, mail, or e-
mail

Related to Passenger Activities or Interests in Security:

Multiple people arriving together, splitting up; may continue to communicate via cell
phone

Unusual or prolonged interest in the following:
- Security measures or personnel
- Security cameras
- Entry points and access controls
- Perimeter barriers (fences/walls)
- Unattended train or bus

Parking vehicles in restricted zones or purposely placing objects in sensitive or
vulnerable areas to observe security responses

Attempting to acquire official vehicles, uniforms, badges, access cards, or identification
credentials for key facilities (report such losses and deactivate access cards immediately)

Observing security reaction drills or procedures (may leave an unattended package to
probe)

1t is important to remember that just because someone’s speech,
actions, beliefs, appearance, or way of life is different; it does not
mean that he or she is suspicious.

Joint Regional Intelligence Center (JRIC)
www.jric.org
(888) 705-JRIC (5742) mention “Tripwire”

What Should I Do?

Be part of the solution.

v’ Require valid ID from all customers.

v’ Keep records of purchases.

v’ Talk to customers, ask questions, and
listen to and observe their responses.

¥v" Watch for people and actions that are
out of place.

¥" Make note of suspicious statements,
people, and/or vehicles.

v If something seems wrong, notify law

enforcement authorities.

Do not jeopardize your safety or the
safety of others.

Preventing terrorism is a community effort.
By learning what to look for, you can make
a positive contribution in the fight against
terrorism. The partnership between the
community and law enforcement is
essential to the success of anti-terrorism
efforts.

Some of the activities, taken individually,
could be innocent and must be examined by
law enforcement professionals in a larger
context to determine whether there is a basis
to investigate. The activities outlined on
this handout are by no means

all-inclusive but have been compiled from a
review of terrorist events over several years.

This project was supported by Grant Number 2007-MU-BX-K002, awarded by the Bureau of Justice Assistance, Office of Justice Programs, U.S. Department of Justice. Each indictor listed above, is by
itself, lawful conduct or behavior and may also constitute the exercise of rights guaranteed by the U.S. Constitution. In addition, there may be a wholly innocent explanation for conduct or behavior that
appears suspicious in nature. For this reason, no single indicator should be the sole basis for law enforcement action. The totality of behavioral indicators and other relevant circumstances should be
evaliated when considerine anv law enforcement resnonse or action.
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ISE-FS-200

INFORMATION SHARING ENVIRONMENT (ISE)
FUNCTIONAL STANDARD (FS)
SUSPICIOUS ACTIVITY REPORTING (SAR)

VERSION 1.5.5

. Authority. Homeland Security Act of 2002, as amended; The Intelligence Reform and
Terrorism Prevention Act of 2004 (IRTPA), as amended; Presidential Memorandum dated
April 10, 2007 (Assignment of Functions Relating to the Information Sharing Environment);
Presidential Memorandum dated December 16, 2005 (Guidelines and Requirements in
Support of the Information Sharing Environment); DNI memorandum dated May 2, 2007
(Program Manager’s Responsibilities); Executive Order 13388; and other applicable
provisions of law, regulation, or policy.

. Purpose. This issuance updates the Functional Standard for ISE-SARs and is one of a series
of Common Terrorism Information Sharing Standards (CTISS) issued by the Program
Manager for the Information Sharing Environment (PM-ISE). While limited to describing the
ISE-SAR process and associated information exchanges, information from this process may
support other ISE processes, to include alerts, warnings, and notifications; situational
awareness reporting; and terrorist watchlisting.

. Applicability. This ISE-SAR Functional Standard applies to all departments or agencies that
possess or use terrorism or homeland security information or intelligence, operate systems
that support or interface with the ISE, or otherwise participate (or expect to participate) in the
ISE, as specified in Section 1016(i) of the IRTPA, and in the Nationwide Suspicious Activity
Reporting (SAR) Initiative (NSI).

. References. ISE Implementation Plan, November 2006; ISE Enterprise Architecture
Framework (EAF), Version 2.0, September 2008; Initial Privacy and Civil Liberties Analysis
for the Information Sharing Environment, Version 1.0, September 2008; Privacy, Civil
Rights, and Civil Liberties Analysis and Recommendations, Nationwide Suspicious Activity
Reporting Initiative (July 2010); ISE-AM-300: Common Terrorism Information Standards
Program, October 31, 2007; Common Terrorism Information Sharing Standards Program
Manual, Version 1.0, October 2007; National Information Exchange Model, Concept of
Operations (CONOPS), Version 0.5, January 9, 2007; 28 Code of Federal Regulations (CFR)
Part 23; Executive Order 13526 (Classified National Security Information), December 29,
2009; Nationwide Suspicious Activity Reporting Concept of Operations, December 2008;
ISE Suspicious Activity Reporting Evaluation Environment (EE) Segment Architecture,
December 2008; ISE-SAR Functional Standard v. 1.5 (2009); and the National Strategy for
Information Sharing and Safeguarding, December 2012; NSI SAR Data Repository (SDR)
CONOPS, January 2014,
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5. Definitions.

a. Artifact: Detailed mission product documentation addressing information exchanges and
data elements for ISE-SAR (data models, schemas, structures, etc.).

b. Common Terrorism Information Sharing Standards (CTISS): Business process-driven,
performance-based “common standards” for preparing terrorism-related (and other)
information for maximum distribution and access, to enable the acquisition, access,
retention, production, use, management, and sharing of terrorism-related information
within the ISE. CTISS, such as this ISE-SAR Functional Standard, are implemented in
ISE participants’ infrastructures as described in the ISE EAF. CTISS identifies two
categories of common standards:

1. Functional standards—set forth rules, conditions, guidelines, and characteristics of
data and mission products supporting ISE business process areas.

2. Technical standards—document specific technical methodologies and practices to
design and implement information sharing capability into ISE systems.

c. Nationwide SAR Initiative (NSI) SAR Data Repository (SDR): The NSI SDR consists of
a single data repository, built to respect and support originator control and local
stewardship of data, which incorporates Federal, State, and local retention policies.
Within the SDR, hosted data enclaves extend this approach to information management
and safeguarding practices by ensuring a separation of data across participating agencies.

d. eGuardian: eGuardian is the FBI’s unclassified, Web-based system for receiving,
tracking, and sharing ISE-SARs in the NSI as well as receiving and documenting other
terrorism-related information, such as watchlist encounters or terrorism-related events,
and other cyber or criminal threat information. (All information that is available to NSI
participants through the eGuardian SDR will be vetted by a trained fusion center or
Federal agency analyst or investigator to ensure that it meets the vetting standard for an
ISE-SAR (i.e., a SAR that has been determined, pursuant to a two-part process, to have a
potential nexus to terrorism). ISE-SARs loaded into eGuardian are pushed to the FBI’s
Guardian system, a classified counterpart to eGuardian, in which the FBI and its JTTFs
compare investigative lead information with other holdings available to the FBI in its
capacity as a member of the Intelligence Community.

e. Field Intelligence Groups (FIGs): The hub of the FBI’s intelligence program in the field,
FIGs are the primary mechanism through which FBI field offices identify, evaluate, and
prioritize threats within their territories. Using dissemination protocols, FIGs contribute
to regional and local perspectives on threats and serve as the FBI’s link among fusion
centers, the JTTFs, and the Intelligence Community.

f. Fusion center: “A collaborative effort of two or more Federal, State, local, tribal, or
territorial (SLTT) government agencies that combines resources, expertise, or
information with the goal of maximizing the ability of such agencies to detect, prevent,



Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Page6 of 63

ISE-FS-200

investigate, apprehend, and respond to criminal or terrorist activity.” (Source: Section
511 of the 9/11 Commission Act). State and major urban area fusion centers serve as
focal points within the State and local environment for the receipt, analysis, gathering,
and sharing of threat-related information between the Federal government and SLTT and
private-sector partners.

Information exchange: The transfer of information from one organization to another
organization, in accordance with CTISS defined processes.

Information Sharing Environment-Suspicious Activity Report (ISE-SAR): An ISE-SAR
IS a SAR (as defined below in 5.t) that has been determined, pursuant to a two-part
process, to have a potential nexus to terrorism (i.e., to be reasonably indicative of
criminal activity associated with terrorism). ISE-SAR business rules and privacy and
civil liberties requirements will serve as a unified process to support the reporting,
tracking, processing, storage, and retrieval of terrorism-related suspicious activity reports
across the ISE.

Joint Terrorism Task Forces (JTTFs): The FBI’s JTTFs are interagency task forces
designed to enhance communication, coordination, and cooperation in countering
terrorist threats. They combine the resources, talents, skills, and knowledge of Federal,
State, territorial, tribal, and local law enforcement and homeland security agencies, as
well as the Intelligence Community, into a single team that investigates and/or responds
to terrorist threats. The JTTFs execute the FBI’s lead Federal agency responsibility for
investigating terrorist acts or terrorist threats against the United States.

National Information Exchange Model (NIEM): A joint technical and functional
standards program initiated by the Department of Homeland Security (DHS) and the
Department of Justice (DOJ) that supports national-level interoperable information
sharing.

Nationwide Suspicious Activity Reporting (SAR) Initiative (NSI): The NSI establishes
standardized processes and policies that provide the capability for Federal, SLTT,
campus, and railroad law enforcement and homeland security agencies to share timely,
relevant ISE-SARs through a distributed information sharing system that protects
privacy, civil rights, and civil liberties.

Owning agency/organization: The organization that owns the target associated with the
suspicious activity.

. Personally identifiable information: Information that may be used to identify an
individual (i.e., data elements in the identified “privacy fields” of this ISE-SAR
Functional Standard).

Pre-operational planning: Pre-operational planning describes activities associated with a
known or particular planned criminal operation or with terrorist operations generally.



Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Page7 of 63

ISE-FS-200

o. Privacy field: A data element that may be used to identify an individual and, therefore, is
subject to privacy protection.

p. Reasonably indicative: This operational concept for documenting and sharing suspicious
activity report takes into account the circumstances in which that observation is made,
which creates in the mind of the reasonable observer, including a law enforcement
officer, an articulable concern that the behavior may indicate pre-operational planning
associated with terrorism or other criminal activity.r It also takes into account the
training and experience of a reasonable law enforcement officer, in cases in which an
officer is the observer or documenter of the observed behavior reported to a law
enforcement agency.

g. Source agency/organization: The agency or entity that originates the SAR report
(examples include a local police department, a private security firm handling security for
a power plant, and a security force at a military installation). The source organization will
not change throughout the life of the SAR.

r.  Submitting agency/organization: The organization that actuates the push of the ISE-SAR
to the NSI community. The submitting organization and the source organization may be
the same.

s. Suspicious activity: Observed behavior reasonably indicative of pre-operational planning
associated with terrorism or other criminal activity.

t. Suspicious Activity Report (SAR): Official documentation of observed behavior
reasonably indicative of pre-operational planning associated with terrorism or other
criminal activity.

6. Guidance. This Functional Standard is hereby established as the nationwide ISE Functional
Standard for identifying ISE-SARs. It is based on documented information exchanges and
business requirements and describes the structure, content, and products associated with
processing, integrating, and retrieving ISE-SARSs by ISE agencies participating in the NSI.

7. Responsibilities.

a. The PM-ISE, in consultation with the Information Sharing and Access Interagency Policy
Committee (ISA IPC), will:

(1) Maintain and administer this ISE-SAR Functional Standard, to include:

(@) Updating the business process and information flows for ISE-SAR.

11t should be noted that for purposes of the evaluation and documentation of an ISE-SAR (See 5. h., above), the
term “other criminal activity” must refer to criminal activity associated with terrorism and must fall within the scope
of the 16 terrorism pre-operational behaviors identified in Part B of this Functional Standard.
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)

(3)

(4)

(5)
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(b) Updating data elements and product definitions for ISE-SAR.

Publish and maintain configuration management of this ISE-SAR Functional
Standard.

Assist with the development of ISE-SAR implementation guidance, training, and
governance structure, as appropriate, to address privacy, civil rights, and civil
liberties-related policy, architecture, and legal issues.

Work with ISE agencies participating in the NSI, through the ISA IPC governance
process, to develop a new or modified ISE-SAR Functional Standard, as needed and
recognize the separate process for DHS and the FBI to update the behavioral
examples in Part B ISE-SAR Criteria Guidance to rapidly reflect emerging threats
and trends.

Coordinate, publish, and monitor implementation and use of this ISE-SAR
Functional Standard, and coordinate with the White House Office of Science and
Technology Policy and with the National Institute of Standards and Technology (in
the Department of Commerce) for broader publication, as appropriate.

Each ISA IPC member and other affected organizations shall:

(1)
()

(3)

(4)

()

Propose modifications to the PM-ISE for this Functional Standard, as appropriate.

As appropriate, incorporate this ISE-SAR Functional Standard, and any subsequent
implementation guidance, into budget activities associated with relevant current
(operational) mission specific programs, systems, or initiatives (e.g., operations and
maintenance [O&M] or enhancements).

As appropriate, incorporate this ISE-SAR Functional Standard, and any subsequent
implementation guidance, into budget activities associated with future or new
development efforts for relevant mission-specific programs, systems, or initiatives
(e.g., development, modernization, or enhancement [DME]).

Ensure that incorporation of this ISE-SAR Functional Standard, as set forth in 7.b
(2) or 7.b (3) above, is done in compliance with ISE Privacy Guidelines and any
additional guidance provided by the ISA IPC Privacy and Civil Liberties
Subcommittee (P/CL Subcommittee).

Ensure that incorporation of this ISE-SAR Functional Standard, as set forth in 7.b
(1) or 7.b (2) above, is done without impact on federal agencies’ lawful collection,
maintenance, dissemination, and use of information, as provided by federal law.



Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Page9 of 63

ISE-FS-200
3. Effective Date and Expiration. This ISE-SAR Functional Standard supersedes the
Information Sharing Environment, Functional Standard, Suspicious Activity Reporting, v.

1.5 (2009), is effective immediately, and will remain in effect as the updated ISE-SAR
Functional Standard until further updated, superseded, or cancelled.

T —

Program Manager for the
Information Sharing Environment

Date: February 23, 2015
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PART A—ISE-SAR FUNCTIONAL STANDARD ELEMENTS

SECTION I: DOCUMENT OVERVIEW

List of ISE-SAR Functional Standard Technical Artifacts

The full ISE-SAR information exchange contains five types of supporting technical artifacts.
This documentation provides details of implementation processes and other relevant reference
materials. A synopsis of the ISE-SAR Functional Standard technical artifacts is contained in

Table 1 below.

Table 1 — Functional Standard Technical Artifacts?

Artifact Type

Artifact

Artifact Description

Development and
Implementation
Tools

. Component Mapping

Template (CMT)
(SAR-to-NIEM)

This spreadsheet captures the ISE-SAR
information exchange class and data element
(source) definitions and relates each data element
to corresponding National Information Exchange
Model (NIEM) Extensible Mark-Up Language
(XML) elements and NIEM elements, as
appropriate.

. NIEM Wantlist

The Wantlist is an XML file that lists the elements
selected from the NIEM data model for inclusion
in the Schema Subset. The Schema Subset is a
compliant version to both programs that has been
reduced to only those elements actually used in the
ISE-SAR document schema.

. XML Schemas

The XML Schema provides a technical
representation of the business data requirements.
They are a machine-readable definition of the
structure of an ISE-SAR-based XML Message.

. XML Sample Instance

The XML Sample Instance is a sample document
that has been formatted to comply with the
structures defined in the XML Schema. It provides
the developer with an example of how the ISE-
SAR schema is intended to be used.

. Codified Data Field

Values

Listings, descriptions, and sources as prescribed
by data fields in the ISE-SAR Functional
Standard.

2 Development and implementation tools may be accessible through www.ise.gov. In addition, updated versions of
this Functional Standard should conform with NIEM.
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SECTION II: SUSPICIOUS ACTIVITY REPORTING EXCHANGES

A. ISE-SAR Purpose

This ISE-SAR Functional Standard has been designed to incorporate key elements that describe
pre-operational behaviors that are criminal in nature and have historically been associated with
terrorism.3 The NSI includes law enforcement,* homeland security,® and other information
sharing partners at the Federal, SLTT levels, including State and major urban area fusion centers,
to the full extent permitted by law. In addition to providing specific indications about possible
terrorism-related behaviors, ISE-SARs can be used to look for patterns and trends by analyzing
information at a broader level than would typically be recognized within a single jurisdiction,
including SLTT jurisdictions. Standardized and consistent sharing of ISE-SARs among State and
major urban area fusion centers and Federal agencies participating in the NSI is vital to
assessing, deterring, preventing, or prosecuting those involved in criminal activities with a
potential nexus to terrorism (i.e., to be reasonably indicative of pre-operational planning
associated with terrorism). This ISE-SAR Functional Standard has been designed to incorporate
key elements that describe pre-operational behaviors historically associated with terrorism.

B. ISE-SAR Scope

An ISE-SAR is a SAR that has been determined by a trained analyst or investigator, pursuant to
a two-part process,s to have a potential nexus to terrorism (i.e., to be reasonably indicative of
pre-operational planning associated with terrorism). (See Section Il. D. 3. below, Analysis and
Production). “Reasonably indicative” is a determination that takes into account (1) the
circumstances in which the observation is made, which creates in the mind of the reasonable
observer an articulable concern that the behavior may indicate pre-operational planning
associated with terrorism or other criminal activity; and (2) the training and expertise of a
reasonable law enforcement officer, in cases in which an officer is the observer or documenter of
the SAR, who may be informed by specific or general threat bulletins, trip wire reports, or other
information or intelligence. The term “pre-operational planning” refers to those activities that
are associated with a known or particular planned criminal operation or with terrorist operations
generally.

3 |dentified in Part B of this Functional Standard, the 16 pre-operational behaviors are criminal in nature either
because they are inherently criminal (e.g., breach, theft, sabotage) or because they are being engaged in to further a
terrorism operation (e.g., testing or probing of security, observation/surveillance, materials acquisition). The
pre-operational behavioral criteria and categories are listed in Part B of this Functional Standard.

4 All references to Federal and SLTT law enforcement agencies are intended to encompass civilian law enforcement,
military police, and other security professionals.

5> All references to homeland security are intended to encompass public safety, emergency management, and other
officials who routinely participate in the State or major urban area’s homeland security preparedness activities.

6 The determination of an ISE-SAR is a two-part process: (1) at the State or major urban area fusion center or
Federal agency, an analyst or law enforcement officer reviews the newly reported information for suspicious
behavior based on his or her training and expertise and against ISE-SAR behavior criteria; and (2) based on the
context, facts, and circumstances, the analyst or investigator determines whether the information meeting the criteria
has a potential nexus to terrorism (i.e., to be reasonably indicative of pre-operational planning associated with
terrorism).
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A determination that a SAR constitutes an ISE-SAR is made as part of a two-part vetting process
by a trained analyst or investigator who takes into account the reported circumstances of the
SAR, including both the training and experience of the law enforcement or homeland security
personnel reporting the behavior, to confirm that the reasonably indicative determination has
been met.” The analyst or investigator then compares the SAR with information from available
databases and resources, reviews the behavior against the Part B (ISE-SAR Criteria Guidance)
pre-operational terrorism behaviors, and then makes a judgment as to whether, given the context,
facts, and circumstances available, there is a potential nexus to terrorism (i.e., to be reasonably
indicative of pre-operational planning associated with terrorism). Part B provides a more
thorough explanation of ISE-SAR pre-operational behavior criteria and highlights the importance
of the trained analyst or investigator taking into account the context, facts, and circumstances in
reviewing suspicious behaviors to identify those SARs with a potential nexus to terrorism (i.e., to
be reasonably indicative of pre-operational planning associated with terrorism). The following
are select examples of the 16 terrorism pre-operational behavioral categories, set forth in Part B,
that may be reasonably indicative of terrorism:

Expressed or implied threat
Theft/loss/diversion
Breach/attempted intrusion
Cyberattacks

Testing or probing of security?

It is important to stress that this behavior-focused approach to identifying suspicious activity
requires that factors such as race, ethnicity, gender, national origin, religion, sexual orientation,
or gender identity must not be considered as factors creating suspicion (but attributes may be
documented in specific suspect descriptions for identification purposes).° The same
constitutional standards that apply when conducting ordinary criminal investigations also apply
to Federal and SLTT law enforcement and homeland security officers collecting information
about suspicious activity. The ISE-SAR Functional Standard does not alter law enforcement
officers’ constitutional obligations when interacting with the public. This means, for example,
that constitutional protections and agency policies and procedures that apply to a law

" In assessing whether behavior constitutes “suspicious activity,” law enforcement and homeland security personnel
should consider all of the circumstances in which the behavior was observed, including knowledge such personnel
may have had of any emerging threats or tradecraft, such as those based on specific or general threat bulletins, trip
wire reports, or other information or intelligence.

8 For a full list and explanation of the behavioral categories, behavioral criteria, and descriptive examples, see Part
B.

9 Consideration and documentation of race, ethnicity, gender, national origin, religion, sexual orientation, or gender
identity shall be consistent with applicable guidance, including, for federal law enforcement officers, Guidance for
Federal Law Enforcement Agencies regarding the Use of Race, Ethnicity, Gender, National Origin, Religion, Sexual
Orientation, or Gender Identity (December 2014).

10



Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Pagel4 of 63

ISE-FS-200

enforcement officer’s authority to stop, stop and frisk (“Terry Stop”)*°, request identification, or
detain and question an individual apply in the same measure to observed behavior that is
reasonably indicative of pre-operational planning associated with terrorism or other criminal
activity. It is also important to recognize that many terrorism-related activities are now being
funded via local or regional criminal organizations whose direct association with terrorism may
be tenuous. This places law enforcement and homeland security professionals in the unique, yet
demanding, position of identifying suspicious behaviors as a by-product or secondary element in
a criminal enforcement or investigative activity. This means that, while some ISE-SARs may
document observed behaviors to which local agencies have already responded, there is value in
sharing them more broadly to facilitate aggregate trending or analysis of potential terrorist
activities.

ISE-SARs are not intended to be used to track or record ongoing enforcement, intelligence, or
investigatory operations, although they can provide information on these activities. The ISE-
SAR process offers a standardized means for identifying and sharing ISE-SARs and applying
data analytic tools to the information. Any patterns identified during ISE-SAR data analysis
must be investigated in cooperation with the FBI’s JTTFs. If the information originates with the
JTTF, the JTTF should work in coordination with the State or major urban area fusion center
unless departmental policies and procedures dictate otherwise (e.g., the information is classified).

C. Overview of Nationwide SAR Cycle

As defined in the Nationwide Suspicious Activity Reporting Initiative (NSI) Concept of
Operations (CONOPS),!! the Nationwide SAR process consists of five standardized business
process categories: (1) planning; (2) gathering and processing; (3)analysis and production;
(4) dissemination; and (4) reevaluation. Under these five categories are nine steps that complete
the Nationwide SAR cycle, as illustrated below in Figure 1. Figure 1 relates to the detailed ISE-
SAR flowchart outlined in Part C of this version of the ISE-SAR Functional Standard. For further
detail on the 12 NSI steps, please refer to the NSI CONOPS.

10 “Terry Stop” refers to the U.S. Supreme Court ruling in Terry v. Ohio, 392 U.S. 1 (1968), which held that a law
enforcement officer may stop and frisk an individual for weapons that may endanger the officer when the officer has
a reasonable and articulable suspicion, based on a totality of the circumstances, that the individual may be armed
and dangerous.

11 PM-ISE, Nationwide SAR Initiative Concept of Operations (2008), available from
http://ise.gov/sites/default/files/NSI_CONOPS_Version_1_FINAL_2008-12-11_r1.0.pdf.

11



Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Pagel5 of 63

ISE-FS-200
2 2) Supervisor
1) Observation ~ r)evie‘zN o lhev
and reporting report
9) Frontline LE personnel trained
to recognize behavior and 3) SAR is sent to
incidents indicative of terrorism; fusion center
community outreach plan and/or JTTF
implemented
The Nati id
8) State and major urban area fusion SA R Cyc I e
centers, in coordination with state, 4) Determination and
local, tribal, territorial, and federal documentation of an

agencies, develop information needs ISE-SAR

based on risk assessment

7) Federal agencies and 5) ISE-SAR
fusion centers develop shared in the NSI
relevant risk assessments, SAR Data
based on the established Repository (SDR)
information needs
6) National

coordinated

information
needs on annual
and ad hoc basis

Figure 1 — ISE-SAR Flowchart

The technical framework of the SAR vetting and approval process that may produce an ISE-SAR
is discussed in the Nationwide Suspicious Activity Reporting (SAR) Initiative SAR Data
Repository (SDR) Concept of Operations (NSI SDR CONOPS).22 The NSI SDR CONOPS
explains the technical solution and associated user and training requirements supporting the NSI
and details the enhanced platform that offers new efficiencies and deploys distributed capabilities
to the NSI user community. The NSI SDR CONOPS provides an overview of the rules,
regulations, policies, and training associated with accessing, submitting, and searching SAR data
residing in the NSI SDR and the various tools that enable those submissions and searches.

D. ISE-SAR Top-Level Business Process
1. Planning

The activities in the planning phase of the NSI cycle, while integral to the overall NSI, are not
discussed further in this Functional Standard. See the NSI CONOPS for more details.

12The NSI SDR CONOPS, (2014), available from
https://leo.cjis.gov/leoContent/docs/gen/lesig/e quard/fbi_reports/
2014/201401 nsi_sar_data_repository conops.pdf.

12
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2. Gathering and Processing

SLTT law enforcement agencies, homeland security agencies, or field elements of Federal
agencies participating in the NSI gather, document, and report information about suspicious
activity in support of their responsibilities to investigate potential criminal activity, protect
citizens, apprehend and prosecute criminals, and prevent crime. Information acquisition begins
with an observation or report of unusual or suspicious behavior which, under the circumstances,
is reasonably indicative of pre-operational planning associated with terrorism or other criminal
activity. Behaviors that may be reasonably indicative of pre-operational planning associated
with terrorism include, but are not limited to, theft, loss, or diversion, site breach or physical
intrusion, cyberattacks, possible testing of physical response, or other unusual behavior or sector-
specific incidents. It is important to emphasize that context, facts, and circumstances are essential
elements for determining the relevance of suspicious behaviors to criminal activity with a
potential nexus to terrorism (i.e., to be reasonably indicative of pre-operational planning
associated with terrorism). (See Part B for more details.)

Regardless of whether the initial observer is a private citizen, a representative of a private-sector
partner, a government official, or a law enforcement or homeland security officer, suspicious
activity may be reported to an SLTT law enforcement agency, a fusion center, or a local,
regional, or national office of a Federal agency. When the initial investigation or fact gathering is
completed, the investigating officer or official documents the event as a SAR, in accordance with
the ISE-SAR Functional Standard, agency policy, local ordinances, and State and Federal laws
and regulations.

The SAR is then reviewed within an SLTT or Federal agency by appropriately designated
supervisors or other officials, who may have operational, privacy, and civil liberties
responsibilities, for linkages to other suspicious or criminal activity in accordance with agency or
departmental policy and procedures.'® Although there is always some level of local review, the
degree varies from agency to agency. Smaller agencies may forward most SARs directly to their
State or major urban area fusion centers or their local FBI JTTF, where further analysis can take
place to determine whether the SAR reflects a Part B terrorism pre-operational behavior, has a
potential nexus to terrorism (i.e., to be reasonably indicative of pre-operational planning
associated with terrorism), and is therefore an ISE-SAR. Major cities, on the other hand, may
have trained counterterrorism experts on staff that perform analytic review of the initial reports
and filter out those that can be determined not to have a potential nexus to terrorism (i.e., to be
reasonably indicative of pre-operational planning associated with terrorism).

After appropriate local processing, SLTT agencies make SARs available to their relevant State or
major urban area fusion centers. Field components of Federal agencies participating in the NSI
forward their SARs to the appropriate regional, district, or headquarters office, employing
processes that vary from agency to agency. In those cases in which a local agency can determine
that an activity has a direct connection to terrorism, it should immediately provide the

13 1f appropriate, the agency should consult with a JTTF, FIG, or State or major urban area fusion center.

13
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information directly to the responsible FBI JTTF for follow-on action against the identified
terrorist activity. In those cases in which the local agency can determine that an activity has a
direct connection to a terrorist event or pre-operational planning associated with terrorism, it will
provide the information directly to the responsible JTTF for use as the basis for an assessment or
investigation of a terrorism-related crime as appropriate.

3. Analysis and Production

The SLTT agency, fusion center, or Federal agency enters the SAR into an NSI SDR-connected
platform. The SAR undergoes a two-part review process by a trained analyst or an investigator
to establish or discount a potential nexus to terrorism (i.e., discount that it is reasonably
indicative of pre-operational planning associated with terrorism). First, the trained analyst or law
enforcement investigator reviews the newly reported SAR information against 16 pre-operational
behaviors associated with terrorism that are identified in Part B of this ISE-SAR Functional
Standard, keeping in mind—when interpreting the behaviors—the importance of context, facts,
and circumstances.® The analyst or investigator will then review the input against all available
knowledge and information for linkages to other suspicious or criminal activity and determine
whether the information reflects Part B behaviors.

Second, if the information reflects one or more Part B behaviors, the officer or analyst will apply
his or her professional judgment to determine whether, based on the available context, facts, and
circumstances, the information has a potential nexus to terrorism (i.e., to be reasonably indicative
of pre-operational planning associated with terrorism). If the officer or analyst cannot make this
explicit determination, the report will not be accessible in the NSI SDR, although it may be
retained in local fusion center or Federal agency files in accordance with established retention
policies and business rules or reported to the FBI or other law enforcement or homeland security
agencies under other legal authorities. However, if that determination is made by the analyst or
investigator, the SAR will either be submitted immediately to the NSI SDR or forwarded for
secondary review and approval, which may lead to submission to the NSI SDR.

As described in Part B, the activities listed as “Potential Criminal or Non-Criminal Activity” are
not inherently criminal behaviors and are potentially constitutionally protected; thus, additional
facts or circumstances must be articulated in the incident.

4. Dissemination

Once a SAR has been determined to meet Part B behavior criteria and have a potential nexus to
terrorism (i.e., to be reasonably indicative of pre-operational planning associated with terrorism),
the SAR becomes an ISE-SAR and is formatted in accordance with the ISE-SAR Information
Exchange Package Document (IEPD) format described in Sections Il and IV. The ISE-SAR is

14 SARs that do not require an immediate law enforcement response should nonetheless be made available to JTTFs
for a coordinated evaluation, including, but not limited to, comparing the information with other holdings available
to the FBI as a member of the Intelligence Community.

15 It is important to note that the analyst or investigator should not make assumptions or presumptions as to why an
individual acted or failed to act in a certain way; rather, the determination that the behavior is suspicious should be
based on the behavior observed or on documented circumstances.

14
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then uploaded by the submitting agency, where it is immediately provided to the FBI for an
assessment-level investigation and made available to all other NSI participants. This allows
authorized law enforcement agencies and fusion centers to be cognizant of all terrorism-related
suspicious activity in their respective areas of responsibility, consistent with the information flow
description in Part C, and allows the FBI to take investigative action as appropriate and in
coordination with or with the knowledge of the source agency. Although the ISE-SAR has been
shared with all NSI participants, it remains under the ownership and control of the submitting
organization (i.e., SLTT law enforcement agency, fusion center, or Federal agency that made the
initial determination that the activity constituted an ISE-SAR) and the ISE-SAR is then uploaded
to the NSI SDR.

By this stage of the process, all initially reported SARs have been through multiple levels of
review by trained personnel and, to the maximum extent possible, those SARs without a
potential nexus to terrorism have been filtered out. SARs that are vetted, approved, and made
available for sharing in the NSI SDR are ISE-SARs and can be presumed by Federal, State, and
local analytic personnel to have a potential nexus to terrorism (i.e., to be reasonably indicative of
pre-operational planning associated with terrorism), and information derived from them can be
used along with other sources to support JTTF or other counterterrorism operations or to develop
counterterrorism analytic products. As in any analytic process, however, all information is
subject to further review and validation. Analysts must coordinate with the submitting
organization for deconfliction and are responsible for obtaining and using any available relevant
information in the applicable analytic product. To appropriately safeguard privacy, civil rights,
and civil liberties, analytical programs should be conducted in accordance with agency policies
and procedures, including privacy policies, and records management schedules and should
implement auditing and accountability measures.

Once ISE-SARs are accessible in the NSI SDR, they can be used to support a range of
counterterrorism analytic and operational activities. This step involves the actions necessary to
integrate ISE-SAR information into existing counterterrorism analytic and operational processes,
including efforts to “connect the dots,” identify information gaps, and develop formal analytic
products.

5. Reevaluation'®

Operational feedback on the status of ISE-SARs is an essential element of an effective NSI
process with important implications for privacy, civil rights, and civil liberties. First of all, it is
important to notify source organizations when information they provide is designated as an ISE-
SAR by a submitting organization and made available for sharing—a form of positive feedback
that lets organizations know that their initial suspicions have some validity. Second, once the
FBI assigns and assesses an ISE-SAR, the submitting organization is electronically notified of
the FBI field office investigating the SAR and the results of the assessment. These results are
maintained in the disposition section of the ISE-SAR for all NSI participants to review.

16 The reevaluation phase also encompasses the establishment of an integrated counterterrorism information needs
process, a process that does not relate directly to information exchanges through this standard. See page 23 of the
2008 NSI CONOPS for more details.
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E. Broader ISE-SAR Applicability

Consistent with the ISE Privacy Guidelines and Presidential Guideline 2, and to the full extent
permitted by law, this ISE-SAR Functional Standard is designed to support the sharing of
unclassified information or sensitive but unclassified (SBU)/controlled unclassified information
(CUI) within the NSI SDR. There is also a provision for using a data element indicator for
designating classified national security information as part of the ISE-SAR record, as necessary.
This condition could be required under special circumstances for protecting the context of the
event, or specifics or organizational associations of affected locations. The State or major urban
area fusion center or the FBI’s Guardian Management Unit (GMU) or JTTF acts as a key conduit
between the SLTT agencies and other NSI participants. It is important to note that, although
many SAR source agencies and ISE-SAR consumers have responsibilities beyond terrorist
activities, the NSI ISE-SAR concept is focused exclusively on terrorism-related information. Of
special note, there is no intention to modify or otherwise affect, through this ISE-SAR Functional
Standard, the currently supported or mandated direct interactions between SLTT law
enforcement and investigatory personnel and the FBI’s JTTFs and/or FIGs.

This ISE-SAR Functional Standard will be used as the ISE-SAR information exchange standard
for all NSI participants. Although the extensibility of this ISE-SAR Functional Standard does
support customization for unique communities, jurisdictions planning to modify this ISE-SAR
Functional Standard must carefully consider the consequences of customization. The PM-ISE
requests that modification follow a formal change request process through the ISA IPC as
appropriate, for both community coordination and consideration. Further, messages that do not
conform to this Functional Standard may not be consumable by the receiving organization and
may require modifications by the nonconforming organizations.

F. Other Information Sharing Authorities

The ISE-SAR process does not supersede other information or intelligence gathering, collection,
or sharing authority, including the authority to share information between and among Federal
agencies and SLTT agencies where the information is related to homeland security, terrorism, or
other Federal crimes.

Multiple Federal agencies currently have the authority to collect terrorism-related tips and leads.
However, only those tips and leads that comply with the ISE-SAR Functional Standard are
broadly shared with NSI participants. At the SLTT level, crime and terrorism information,
including terrorism-related non-ISE-SAR information, can and should be reported to appropriate
Federal agencies based on their relevant legal authorities.’

17 As an example, SLTT agencies may provide terrorism-related source data that leads to the creation of an
Intelligence Information Report (1IR), which is ultimately shared with the federal Intelligence Community. In
addition, SLTT agencies often enhance existing federal data by providing local context for an assortment of
Intelligence Community partners (e.g., Drug Enforcement Administration and DHS components). A third example
relates to terrorism-related leads that do not meet the requirements of the ISE-SAR Functional Standard but may
require investigative follow-up by the FBI. Under the latter circumstance, non-ISE-SAR information may be
submitted electronically to the FBI.
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It is important to recognize that the multidirectional sharing of non-ISE-SAR information takes
place outside the NSI SDR. Consequently, while systems involved in the NSI can be used in the
exercise of other agency authorities related to information and intelligence collection, sharing,
and analysis, information sharing outside the scope of the ISE-SAR Functional Standard must be
done in accordance with other agency legal authorities, policies and procedures, and interagency
agreements. This means that reports determined not to be ISE-SARs will be handled in
accordance with applicable SLTT and other agencies’ authorities, policies, and procedures.

G. Protecting Privacy, Civil Rights, and Civil Liberties

Laws that prohibit or otherwise limit the sharing of PII vary considerably between the Federal
SLTT levels. The Privacy Act of 1974 (5 USC 8552a), as amended, other statutes such as the
E-Government Act of 2002, and many governmentwide or departmental regulations establish a
framework and criteria for protecting information privacy in the Federal government. The ISE,
including NSI participants, must facilitate the sharing of information in a lawful manner, which,
by its nature, must recognize, in addition to Federal statutes and regulations, different SLTT,
laws, regulations, or policies that affect privacy. One method for protecting privacy, civil rights,
and civil liberties while enabling the broadest possible sharing is to anonymize ISE-SAR reports
by excluding data elements that contain PI1I. Accordingly, NSI participating agencies enter ISE-
SARs according to their privacy laws and policies and rules governing the sharing of PIl, where
appropriate.

SECTION I11: INFORMATION EXCHANGE DEVELOPMENT DATA MODEL

This ISE-SAR Functional Standard includes a collection of artifacts that support ISE-SAR
information exchanges. The basic ISE-SAR information exchange is documented using five
unique artifacts, giving implementers tangible products that can be leveraged for local
implementation. A domain model provides a graphical depiction of those data elements required
for implementing an exchange and the cardinality between those data elements. Second, a
Component Mapping Template is a spreadsheet that associates each required data element with
its corresponding XML data element. Third, information exchanges include the schemas that
consist of a document, extension, and constraint schema. Fourth, at least one sample XML
Instance and associated style-sheet is included to help practitioners validate the model, mapping,
and schemas in a more intuitive way. Fifth, a codified data field values listing provides listings,
descriptions, and sources as prescribed by the data fields.

SECTION IV: ISE-SAR EXCHANGE DATA MODEL
A. Summary of Elements

This section contains a full inventory of all ISE-SAR information exchange data classes,
elements, and definitions. Items and definitions contained in cells with a light purple background
are data classes, while items and definition contained in cells with a white background are data
elements. A wider representation of data class and element mappings to source (ISE-SAR
information exchange) and target is contained in the Component Mapping Template located in
the technical artifacts folder.
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Cardinality between objects in the model is indicated on the line in the domain model (see
Section 5A). Cardinality indicates how many times an entity can occur in the model. For
example, Vehicle, Vessel, and Aircraft all have cardinality of 0.n. This means that they are
optional but may occur multiple times if multiple suspect vehicles are identified.

Clarification of organizations used in the exchange:

The source agency/organization is the agency or entity that originates the SAR
report (examples include a local police department, a private security firm
handling security for a power plant, and a security force at a military installation).
The source organization will not change throughout the life of the SAR.

The submitting agency/organization is the organization that actuates the push of
the ISE-SAR to the NSI community. The submitting agency/organization and the
source agency/organization may be the same.

The owning agency/organization is the organization that owns the target®
associated with the suspicious activity (see page 21).

18 The target is a technical term for field of interest that is not readily viewed by someone who queries a particular
SAR.
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Table 2 — ISE-SAR Information Exchange Data Classes, Elements, and Definitions

Privacy Source -
Field Class/Element Source Definition
Aircraft
Alrcra_ft Engine The number of engines on an observed aircraft.
Quantity

Aircraft Fuselage
Color

A code identifying a color of a fuselage of an aircraft.

Aircraft Wing Color

A code identifying a color of a wing of an aircraft.

Aircraft ID

A unique identifier assigned to the aircraft by the
observing organization—used for referencing. *If this
identifier can be used to identify a specific aircraft,
for instance, by using the aircraft tail number, then
this element is a privacy field. [free text field]

Aircraft Make Code

A code identifying a manufacturer of an aircraft.

Aircraft Model Code

A code identifying a specific design or type of aircraft
made by a manufacturer.

Aircraft Style Code

A code identifying a style of an aircraft.

Aircraft Tail Number

An aircraft identification number prominently
displayed at various locations on an aircraft, such as
on the tail and along the fuselage. [free text field]

Attachment

Describes the type of attachment (e.qg., surveillance
Attachment Type Text video, mug shot, evidence). [free text field]
Binary Image Binary encoding of the attachment.

Capture Date

The date that the attachment was created.

Description Text

Text description of the attachment. [free text field]

Format Type Text

Format of attachment (e.g., mpeg, jpg, avi). [free text
field]

Attachment URI

Uniform Resource Identifier (URI) for the
attachment. Used to match the attachment link to the
attachment itself. Standard representation type that
can be used for Uniform Resource Locators (URLS)
and Uniform Resource Names (URNS).

Attachment Privacy
Field Indicator

Identifies whether the binary attachment contains
information that may be used to identify an
individual.
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Privacy Source .
Field Class/Element SIOUIEE DT e
Contact Information
X Person First Name Person to contact at the organization.
X Person Last Name Person to contact at the organization.
X E-Mail Address An e-'mall address of a person or organization. [free
text field]
Full Telephone A f_ull-length_telephone |dent|f|er_r<_epresent|ng the
X digits to be dialed to reach a specific telephone
Number . .
instrument. [free text field]
Driver License
X Expiration Date The month, date, and year that the document expires.
Expiration Year The year the document expires.
Code identifying the organization that issued the
lssuina Authorit driver license assigned to the person. Examples
Text g y include Department of Motor Vehicles, Department
of Public Safety, and Department of Highway Safety
and Motor Vehicles. [free text field]
A driver license identifier or driver license permit
X Driver License identifier of the observer or observed person of

Number

interest involved with the suspicious activity. [free
text field]

Follow-Up Action

Activity Date

Date that the follow-up activity started.

Activity Time

Time that the follow-up activity started.

Assigned By Text

Organizational identifier that describes the
organization performing a follow-up activity. This is
designed to keep all parties interested in a particular
ISE-SAR informed of concurrent investigations. [free
text field]

Assigned To Text

Text describing the person or suborganization that
will be performing the designated action. [free text
field]

Disposition Text

Description of disposition of suspicious activity
investigation. [free text field]

Status Text

Description of the state of follow-up activity. [free
text field]
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Source
Class/Element

Privacy

Field Source Definition

Location

Location Description

A description of a location where the suspicious
activity occurred. If the location is an address that is
not broken into its component parts (e.g., 1234 Main
Street), this field may be used to store the compound
address. [free text field]

Location Address

Building Description

A complete reference that identifies a building. [free
text field]

County Name

A name of a county, parish, or vicinage. [free text
field]

Country Name

A country name or other identifier. [free text field]

Cross Street
Description

A description of an intersecting street. [free text field]

Floor Identifier

A reference that identifies an actual level within a
building. [free text field]

ICAO Airfield Code
for Departure

An International Civil Aviation Organization (ICAO)
airfield code for departure. Indicates aircraft, crew,
passengers, and cargo on conveyance location
information. [free text field]

ICAO Airfield Code

An airfield code for planned destination. Indicates

for Planned aircraft, crew, passengers, and cargo on conveyance
Destination location information. [free text field]

ICAO for Actual An airfield code for actual destination. Indicates
Destination aircraft, crew, passengers, and cargo on conveyance

location information. [free text field]

ICAOQ Airfield for
Alternate

An airfield code for Alternate. Indicates aircraft,
crew, passengers, and cargo on conveyance location
information. [free text field]

Mile Marker Text

Identifies the sequentially numbered marker on a
roadside that is closest to the intended location. Also
known as milepost, or mile post. [free text field]

Municipality Name

The name of the city or town. [free text field]

Postal Code

The ZIP code or postal code. [free text field]

State Name

Code identifying the state.

Street Name

A name that identifies a particular street. [free text
field]
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Privacy Source .
Field Class/Element SIOUIEE DT e
A number that identifies a particular unit or location
X Street Number within a street. [free text field]
Street Post Directional A direction that appears after a street name. [free text
field]
Street Pre Directional A d|r<_act|on that appears before a street name. [free
text field]
A type of street, e.g., street, boulevard, avenue,
Street Type highway. [free text field]
X Unit ID A particular unit within the location. [free text field]
Location
Coordinates
Altitude Height above or below sea level of a location.
Coordinate Datum Coordinate system used for plotting location.
A value that specifies the degree of a latitude. The
Latitude Degree value comes from a restricted range between -90
(inclusive) and +90 (inclusive).
A value that specifies a minute of a degree. The value
Latitude Minute comes from a restricted range of 0 (inclusive) to 60
(exclusive).
A value that specifies a second of a minute. The value
Latitude Second comes from a restricted range of O (inclusive) to 60
(exclusive).
A value that specifies the degree of a longitude. The
Longitude Degree value comes from a restricted range between -180
(inclusive) and +180 (exclusive).
A value that specifies a minute of a degree. The value
Longitude Minute comes from a restricted range of 0 (inclusive) to 60
(exclusive).
A value that specifies a second of a minute. The value
Longitude Second comes from a restricted range of O (inclusive) to 60
(exclusive).
Conveyance A direction by heading and speed or route and/or
Track/Intent waypoint of conveyance. [free text field]
Observer
Indicates the relative expertise of an observer to the
suspicious activity (e.g., professional observer versus
Observer Type Text | layman). Example: a security guard at a utility plant
recording the activity, or a citizen driving by viewing
suspicious activity. [free text field]

22



Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Page26 of 63

ISE-FS-200

Source
Class/Element

Privacy

Field Source Definition

Number assigned by an employer for a person such as
X Person Employer 1D badge number. [free text field]
Owning Agency/
Organization
o A name of an organization that owns the target. [free
Organization ltem .
text field]
A text description of organization that owns the
Organization target. The description may indicate the type of
Description organization such as state bureau of investigation,
highway patrol, etc. [free text field]
A federal tax identifier assigned to an organization.
X Oraanization 1D Sometimes referred to as a Federal Employer
g Identification Number (FEIN), or an Employer
Identification Number (EIN). [free text field]
X Organization Local An identifier assigned on a local level to an
ID organization. [free text field]
Other Identifier
X Person Identification | An identifying number assigned to the person, e.g.,
Number (PID) military serial numbers. [free text field]
X PID Effective Date The month,_ date, and year that the PID number
became active or accurate.
PID Effective Year The year that the PID number became active or
accurate.
X PID Expiration Date The_month, date, and year that the PID number
expires.
PID Expiration Year | The year that the PID number expires.
PID Issuing Authority | The issuing authority of the identifier. This may be a
Text State, military organization, etc.
PID Type Code Code identifying the type of identifier assigned to the
person. [free text field]
Passport
X Passport ID Document Unique Identifier. [free text field]
X Expiration Date The month, date, and year that the document expires.
Expiration Year The year the document expires.
Issuing Country Code | Code identifying the issuing country. [free text field]

23




Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Page27 of 63

ISE-FS-200

Privacy Source

Field Class/Element Source Definition

Person

AFIS FBI Number

A number issued by the FBI’s Automated Fingerprint
Identification System (AFIS) based on submitted
fingerprints. [free text field]

Age

A precise measurement of the age of a person.

Age Unit Code

Code that identifies the unit of measure of an age of a
person (e.g., years, months). [free text field]

Date of Birth

The month, date, and year that a person was born.

Year of Birth

The year a person was born.

Ethnicity Code

Code that identifies the person’s cultural lineage.

Maximum Age

The maximum age measurement in an estimated
range.

Minimum Age

The minimum age measurement in an estimated
range.

State ldentifier

Number assigned by the State based on biometric
identifiers or other matching algorithms. [free text
field]

Tax ldentifier
Number

A nine-digit numeric identifier assigned to a living
person by the U.S. Social Security Administration. A
social security number of the person. [free text field]

Person Name

A first name or given name of the person. [free text

First Name field]

Last Name A last name or family name of the person. [free text
field]

Middle Name A middle name of a person. [free text field]
Used to designate the compound name of a person
that includes all name parts. This field should be used

Full Name only when the name cannot be broken down into its
component parts or if the information is not available
in its component parts. [free text field]

Moniker Alternatlve or gang name for a person. [free text
field]
A component that is appended after the family name

. that distinguishes members of a family with the same
Name Suffix

given, middle, and last name, or otherwise qualifies
the name. [free text field]
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Privacy Source

Field Class/Element Source Definition

Text identifying the type of name for the person. For

Name Type . . .
example, maiden name, professional name, nickname.

Physical Descriptors

Text describing the physique or shape of a person.

Build Description [free text field]

Eye Color Code Code identifying the color of the person’s eyes.

Eye Color Text "ljext describing the color of a person’s eyes. [free text
field]

Hair Color Code Code identifying the color of the person’s hair.

Text describing the color of a person’s hair. [free text

field]

A description of glasses or other eyewear a person
wears. [free text field]

Hair Color Text

Person Eyewear Text

Person Facial Hair A kind of facial hair of a person. [free text field]

Text
Person Height A measurement of the height of a person.
Person Height Unit Code that identifies the unit of measure of a height of
Code a person. [free text field]
Person Maximum The maximum measure value on an estimated range
Height of the height of the person.
Person Minimum The minimum measure value on an estimated range
Height of the height of the person.
Person Maximum The maximum measure value on an estimated range
Weight of the weight of the person.
Person Minimum The minimum measure value on an estimated range
Weight of the weight of the person.

A code identifying the gender or sex of a person
Person Sex Code (e.g., Male or Female).
Person Weight A measurement of the weight of a person.
Person Weight Unit | Code that identifies the unit of measure of a weight of
Code a person. [free text field]
Race Code Code that identifies the race of the person.
Skin Tone Code Code identifying the color or tone of a person’s skin.
%?(tthmg Description A description of an article of clothing. [free text field]
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Source
Class/Element

Privacy

Field Source Definition

Physical Feature

Feature Description

A text description of a physical feature of the person.
[free text field]

Feature Type Code

A special kind of physical feature or any
distinguishing feature. Examples include scars,
marks, tattoos, or a missing ear. [free text field]

Location Description

A description of a location. If the location is an
address that is not broken into its component parts
(e.g., 1234 Main Street), this field may be used to
store the compound address. [free text field]

Registration

Registration
Authority Code

Text describing the organization or entity authorizing
the issuance of a registration for the vehicle involved
with the suspicious activity. [free text field]

Registration Number

The number on a metal plate fixed to/assigned to a
vehicle. The purpose of the registration number is to
uniquely identify each vehicle within a state. [free
text field]

Registration Type

Code that identifies the type of registration plate or
license plate of a vehicle. [free text field]

Registration Year

A four-digit year as shown on the registration decal
issued for the vehicle.

ISE-SAR
Submission

Additional Details
Indicator

Identifies whether more ISE-SAR details are
available at the authoring/submitting
agency/organization than what has been provided in
the information exchange.

Data Entry Date

Date the data was entered into the reporting system
(e.g., the Records Management System).

Dissemination Code

Generally established locally, this code describes the
authorized recipients of the data. Examples include
Law Enforcement Use, Do Not Disseminate, etc.

Fusion Center Contact
First Name

Identifies the first name of the person to contact at the
fusion center. [free text field]

Fusion Center Contact
Last Name

Identifies the last name of the person to contact at the
fusion center. [free text field]

Fusion Center Contact
E-Mail Address

Identifies the e-mail address of the person to contact
at the fusion center. [free text field]
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Source
Class/Element

Privacy

Field Source Definition

Fusion Center Contact
Telephone Number

The full phone number of the person at the fusion
center who is familiar with the record (e.g., law
enforcement officer).

Message Type
Indicator

e.g., Add, Update, Purge.

Privacy Purge Date

The date by which the privacy information will be
purged from the record system; general observation
data is retained.

Privacy Purge Review
Date

Date of review to determine the disposition of the
privacy fields in a detailed ISE-SAR IEPD record.

Submitting ISE-SAR
Record ID

Identifies the fusion center ISE-SAR record identifier
for reports that are possibly related to the current
report. [free text field]

ISE-SAR Submission
Date

Date of submission for the ISE-SAR record.

ISE-SAR Title

Plain language title (e.g., bomb threat at the “X”
Hotel). [free text field]

ISE-SAR Version

Indicates the specific version of the ISE-SAR to
which the XML Instance corresponds. [free text field]

Source Agency Case
ID

The case identifier for the agency that originated the
SAR. Often, this will be a local law enforcement
agency. [free text field]

Source Agency
Record Reference
Name

The case identifier that is commonly used by the
source agency—may be the same as the system ID.
[free text field]

Source Agency
Record Status Code

The current status of the record within the source
agency system.

Privacy Information
Exists Indicator

Indicates whether privacy information is available
from the source fusion center. This indicator may be
used to guide people who only have access to the
summary information exchange as to whether they
can follow up with the submitting fusion center to
obtain more information.

Sensitive
Information Details

Classification Label

A classification of information. Includes
Confidential, Secret, Top Secret, no markings. [free
text field]
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Field Class/Element Source Definition
Classification Reason | A reason why the classification was made as such.
Text [free text field]

Local information security categorization level
(Controlled Unclassified Information-CUI, including
Sensitive But Unclassified or Law Enforcement
Sensitive). [free text field]

Identifies whether a report is free of classified
information.

Sensitivity Level

Tearlined Indicator

Source Agency/
Organization

The name used to refer to the agency originating the
SAR. [free text field]

Originating Agency ldentification (ORI) used to refer
to the agency.

The system that the case identifier (e.g., Records
Management System, Computer Aided Dispatch)
relates to within or the organization that originated
the Suspicious Activity Report. [free text field]

Organization Name

Organization ORI

System ID

Fusion Center

. Date of submission to the fusion center.
Submission Date

Source Agency The first name of the person at the agency that is

X ? familiar with the record (e.g., law enforcement
Contact First Name officer). [free text field]
Source Agenc The last name of the person at the agency that is
X gency familiar with the record (e.g., law enforcement
Contact Last Name . .
officer). [free text field]
Source Agency The e-mail address of the person at the agency who is
X Contact E-mail familiar with the record (e.g., law enforcement
Address officer). [free text field]
Source Agency The full phone number of the person at the agency
X Contact that is familiar with the record (e.g., law
Phone Number enforcement officer).
Suspicious Activity
Report
Community Describes the intended audience of the document.
Description [free text field]

The URL to resolve the ISE-SAR information

Community URL
exchange payload namespace.
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Source
Class/Element

ISE-FS-200

Source Definition

LEXS Version

Identifies the version of Department of Justice LEISP
Exchange Specification (LEXS) used to publish this
document. ISE-FS-200 has been built using LEXS
version 3.1. The schema was developed by starting
with the basic LEXS schema and extending that
definition by adding those elements not included in
LEXS. [free text field]

Message Date/Time

A timestamp identifying when this message was
received.

Sequence Number

A number that uniquely identifies this message.

Source Reliability
Code

Reliability of the source, in the assessment of the
reporting organization: could be one of “reliable,”
“unreliable,” or “unknown.”

Content Validity
Code

Validity of the content, in the assessment of the
reporting organization: could be one of “confirmed,”
“doubtful,” or “cannot be judged.”

Nature of Source-
Code

Nature of the source: could be one of “anonymous
tip,” “confidential source,” “trained interviewer,”
“written statement—victim, witness, other,” “private
sector,” or “other source.”

Nature of Source-Text

Optional information of “other source” is selected
above. [free text field]

Submitting Agency/
Organization

Organization Name

Common Name of the fusion center or NSI
participant that submitted the ISE-SAR record to the
ISE. [free text field]

Organization 1D

Fusion center or NSI participant’s alpha-numeric
identifier. [free text field]

Organization ORI

ORI for the submitting fusion center or NSI
participant. [free text field]

System ID

Identifies the system within the fusion center or NSI
participant that is submitting the ISE-SAR. [free text
field]

Suspicious Activity

Activity End Date

The end or completion date in Greenwich Mean Time
(GMT) of an incident that occurs over a duration of
time.
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Privacy Source

Field Class/Element Source Definition

The end or completion time in GMT of day of an
incident that occurs over a duration of time.

The date in GMT when the incident occurred or the
start date if the incident occurs over a period of time.

The time of day in GMT that the incident occurred or

Activity End Time

Activity Start Date

Activity Start Time

started.
Observation Description of the activity including rationale for
Description Text potential terrorism nexus. [free text field]

The end or completion date in GMT of the
Observation End Date | observation of an activity that occurs over a duration
of time.

The end or completion time of day in GMT of the
observation of an activity that occurred over a period

Observation End

Time of time.
_ The date in GMT when the observation of an
Observation Start activity occurred or the start date if the
Date observation of the activity occurred over a period
of time.

The time of day in GMT that the observation of an

Observation Start -
activity occurred or started.

Time
Threat Type Code Broagl category of threat to whi(;h the tip or I_ead

pertains. Includes Financial Incident, Suspicious
Activity, and Cyber Crime.

Breakdown of the Tip Type. It indicates the type of
threat to which the tip or lead pertains. The subtype
is often dependent on the Tip Type. For example,
the subtypes for a nuclear/radiological tip class
might be Nuclear Explosive or a Radiological
Dispersal Device. [free text field]

Suspicious Activity Indicates t.he type of thre_at to which_ the t_ip or
lead pertains. Examples include a biological

Code )

or chemical threat.

Weather Condition Th_e yveather at the time of the susp_icious _
activity. The weather may be described using
codified lists or text.

Threat Type Detail
Text

Details
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Source Definition

Critical Infrastructure
Indicator

Critical infrastructure, as defined by 42 USC Sec.
5195c, means systems and assets, whether physical or
virtual, so vital to the United States that the
incapacity or destruction of such systems and assets
would have a debilitating impact on security, national
economic security, national public health or safety, or
any combination of those matters.

Infrastructure Sector
Code

The broad categorization of the infrastructure type.
These include telecommunications, electrical power
systems, gas and oil storage and transportation,
banking and finance, transportation, water supply
systems, emergency services (including medical,
police, fire, and rescue), and continuity of
government.

Infrastructure Tier
Text

Provides additional detail that enhances the Target
Sector Code. For example, if the target sector is
Utilities, this field would indicate the type of utility
that has been targeted, such as power station or power
transmission. [free text field]

National Data Exchange (N-DEXx) Code that

Structure Type Code | identifies the type of structure that was involved in
the incident.
Describes the target type if an appropriate sector code
Target Type Text is not available. [free text field]
Structure Type Text Text for use when the Structure Type Code does not

afford necessary code. [free text field]

Target Description
Text

Text describing the target (e.g., Lincoln Bridge). [free
text field]

Vehicle

Color Code _Code that_ identifies j[h_e primary color of a vehicle
involved in the suspicious activity.

Description Text description of the entity. [free text field]

Make Name Code that identifies the manufacturer of the vehicle.
Code that identifies the specific design or type of

Model Name vehicle made by a manufacturer—sometimes referred
to as the series model.

Style Code Code that identifies the style of a vehicle. [free text

field]
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Privacy Source

Field Class/Element Source Definition

A four-digit year that is assigned to a vehicle by the

Vehicle Year
manufacturer.

Vehicle Identification | Used to uniquely identify motor vehicles. [free text
Number field]

An assigned number sequence required by Federal
Motor Carrier Safety Administration (FMCSA) for
all interstate carriers. The identification number

X US DOT Number (found on the power unit, and assigned by the U.S.
Department of Transportation or by a State) is a key
element in the FMCSA databases for both carrier
safety and regulatory purposes. [free text field]

A text description of a vehicle. Can capture unique
Vehicle Description | identifying information about a vehicle such as
damage, custom paint, etc. [free text field]

Related ISE-SAR

Identifies the fusion center that is the source of the
ISE-SAR. [free text field]

Identifies the fusion center ISE-SAR record identifier
for reports that are possibly related to the current

Fusion Center ID

Fusion Center ISE-
SAR Record ID

report.
Relationship Describes how this ISE-SAR is related to another
Description Text ISE-SAR. [free text field]

Vessel

An identification issued by either the State or the U.S.
Coast Guard. Either number is contained within valid
marine documents. State registration numbers should
be marked on the forward portion of the hull of the
vessel, and documented vessels have a number
permanently marked on the vessel's main beam.

A unique identifier assigned to the boat record by the
agency—used for referencing. [free text field]

Identifies the organization authorization over the
Vessel ID Issuing issuance of a vessel identifier. Examples include the
Authority State parks department and the U.S. Fish and Wildlife
Department. [free text field]

An identification for an International Maritime

VVessel—Official
State Registration or
X Coast Guard
Documentation
Numbers

X Vessel ID

Vessel IMO Number

X e Organization Number (IMO number) of a vessel.
Identification .
[free text field]
X Vessel MMSI An identification for the Maritime Mobile Service
Identification Identity (MMSI) or a vessel. [free text field]
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ISE-FS-200

Source Definition

Vessel Make Code that identifies the manufacturer of the boat.
Model name that identifies the specific design or type
Vessel Model of boat made by a manufacturer—sometimes referred

to as the series model.

Vessel Model Year

A four-digit year that is assigned to a boat by the
manufacturer.

Vessel Name

Complete boat name and any numerics. [free text
field]

Vessel Hailing Port

The identifying attributes of the hailing port of a
vessel. [free text field]

Vessel National Flag

A data concept for a country under which a vessel
sails. [free text field]

Vessel Overall
Length

The length measurement of the boat, bow to stern.

Vessel Overall
Length Measure

Code that identifies the measurement unit used to
determine the boat length. [free text field]

X Vessel Serial Number

The identification number of a boat involved in an
incident. [free text field]

Vessel Type Code

Code that identifies the type of boat.

Vessel Propulsion
Text

Text for use when the Boat Propulsion Code does not

afford necessary code. [free text field]

Association Descriptions

This section defines specific data associations contained in the ISE-SAR data model structure.

Reference Figure 2 (UML-based model) for the graphical depiction and detailed elements.

Table 3 — ISE-SAR Data Model Structure Associations

Link Between Associated
Components

Target Element

Link From Suspicious Activity | lexs:Digest/lexsdigest: Associations/lexsdigest:EntityAttachm
Report to Attachment entLinkAssociation

Link From Suspicious Activity

Information Details

Report to Sensitive Hierarchical Association

Link From Suspicious Activity

Submission

Report to ISE-SAR Hierarchical Association

33




Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Page37 of 63

ISE-FS-200

Link Between Associated
Components

Target Element

Link From Suspicious Activity
to Vehicle

lexs:Digest/lexsdigest: Associations/lexsdigest: Incidentinvolv
edltemAssociation

Link From Vehicle to
Registration

Hierarchical Association

Link From Suspicious Activity
to Vessel

lexs:Digest/lexsdigest: Associations/lexsdigest: Incidentinvolv
edltemAssociation

Link From Suspicious Activity
to Aircraft

lexs:Digest/lexsdigest: Associations/lexsdigest: Incidentinvolv
edltemAssociation

Link From Suspicious Activity
to Location

lexs:Digest/lexsdigest: Associations/lexsdigest: ActivityLocati
onAssociation

Link From Suspicious Activity
to Target

Hierarchical Association

Link From Location to
Location Coordinates

Hierarchical Association

Link From Location to
Location Address

Hierarchical Association

Link From Suspicious Activity
Report to Related ISE-SAR

Hierarchical Association

Link From Person to Location

lexs:Digest/lexsdigest: Associations/lexsdigest:PersonLocatio
nAssociation

Link From Person to Contact
Information

lexs:Digest/lexsdigest: Associations/lexsdigest: EntityEmail As
sociation or

lexs:Digest/lexsdigest: Associations/lexsdigest:Entity Telepho
neNumberAssociation

Link From Person to Driver
License

Hierarchical Association

Link From Person to Passport

Hierarchical Association

Link From Person to Other
Identifier

Hierarchical Association

Link From Person to Physical
Descriptors

Hierarchical Association

Link From Person to Physical
Feature

Hierarchical Association

Link From Person to Person
Name

Hierarchical Association

Link From Suspicious
Activity
Report to Follow-Up Action

Hierarchical Association

34




Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Page38 of 63

ISE-FS-200

Link Between Associated
Components

Target Element

Link From Target to Location

lexs:Digest/lexsdigest: Associations/lexsdigest: ltemLocation
Association

Link From Suspicious
Activity Report to
Organization

Hierarchical Association

Link From Suspicious
Activity to Person [Witness]

lexs:Digest/lexsdigest: Associations/lexsdigest: IncidentWitne
ssAssociation

Link From Suspicious
Activity to Person [Person Of
Interest]

lexs:Digest/lexsdigest: Associations/lexsdigest:PersonOfinter
estAssociation

Link From Organization to
Target

ext:SuspiciousActivityReport/nc:OrganizationltemAssociation

Link from ISE-SAR
Submission to Submitting
Organization

Hierarchical Association

Link From Submitting
Organization to Contact
Information

Hierarchical Association

(Note that the mapping indicates context and we are not
reusing Contact Information components)

Extended XML Elements

Additional data elements are also identified as new elements outside of NIEM, Version 2.0.
These elements are listed below:

AdditionalDetailsIndicator: Identifies whether more ISE-SAR details are available at the
authoring/submitting agency/organization than what has been provided in the information
exchange.

AssignedByText: Organizational identifier that describes the organization performing a follow-
up activity. This is designed to keep all parties interested in a particular ISE-SAR informed of
concurrent investigations.

AssignedToText: Text describing the person or suborganization that will be performing the
designated follow-up action.

ClassificationReasonText: A reason why the classification was made as such.

ContentValidityCode: Validity of the content, in the assessment of the reporting organization:
could be one of “confirmed,” “doubtful,” or “cannot be judged.”

ConveyanceTrack/Intent: A direction by heading and speed or route and/or waypoint of
conveyance.
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Criticallnfrastructurelndicator: Critical infrastructure, as defined by 42 USC Sec. 5195c,
means systems and assets, whether physical or virtual, so vital to the United States that the
incapacity or destruction of such systems and assets would have a debilitating impact on
security, national economic security, national public health or safety, or any combination of
those matters.

ICAOAiIrfieldCodeforDeparture: An International Civil Aviation Organization (ICAO) airfield
code for departure. Indicates aircraft, crew, passengers, and cargo on conveyance location
information.

ICAOAIrfieldCodeforPlannedDestination: An airfield code for planned destination. Indicates
aircraft, crew, passengers, and cargo on conveyance location information.

ICAOforActualDestination: An airfield code for actual destination. Indicates aircraft, crew,
passengers, and cargo on conveyance location information.

ICAOAiIrfieldforAlternate: An airfield code for Alternate. Indicates aircraft, crew, passengers,
and cargo on conveyance location information.

NatureofSource-Code: Nature of the source: Could be one of “anonymous tip,” “confidential
source,” “trained interviewer,” “written statement—victim, witness, other,” “private sector,” or
“other source.”

PrivacyFieldIndicator: Data element that may be used to identify an individual and therefore is
subject to protection from disclosure under applicable privacy rules. Removal of privacy fields
from a detailed report will result in a summary report. This privacy field informs users of the
summary information exchange that additional information may be available from the originator
of the report.

ReportPurgeDate: The date by which the privacy fields will be purged from the record system;
general observation data is retained. Purge policies vary from jurisdiction to jurisdiction and
should be indicated as part of the guidelines.

ReportPurgeReviewDate: Date of review to determine the disposition of the privacy fields in a
detailed ISE-SAR IEPD record.

SourceReliabilityCode: Reliability of the source, in the assessment of the reporting
organization: could be one of “reliable,” “unreliable,” or “unknown.”

VesselHailingPort: The identifying attributes of the hailing port of a vessel.

VesselNationalFlag: A data concept for a country flag under which a vessel sails.
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SECTION V: INFORMATION EXCHANGE IMPLEMENTATION ARTIFACTS

A. Domain Model
General Domain Model Overview

The domain model provides a visual representation of the business data requirements and
relationships (Figure 2). This Unified Modeling Language (UML)-based Model represents the
Exchange Model artifact required in the information exchange development methodology. The
model is designed to demonstrate the organization of data elements and illustrate how these
elements are grouped together into classes. Further, it describes relationships between these
classes. A key consideration in the development of a domain model is that it must be
independent of the mechanism intended to implement the model. The domain model is actually
a representation of how data is structured from a business context. As the technology changes
and new Functional Standards emerge, developers can create new standards mapping documents
and schema tied to a new standard without having to readdress business process requirements.
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ISE-SAR Submission
+ Additional Details Indicator
+ Data Entry Date Submitting Organization
C a‘ssem'"fr""" (l)o:_e - Organization Name
Attachment *Message Type Indicator « Organization ORI
« Attachment Type Text ~ + Privacy Purge Date « System ID
« Binary Image Suspicious Activity Report « Privacy Purge Review Date + Organization ID
« Capture Date + Message Date/Time + ISE-SAR Version
+ Description Text « LEXS Version « Privacy Information Exists Indicator
- Format Type Text 0.n * Sequence Number + Source Agency Record Status Code
« Attachment URI i = Community URI « Source Agency Record Reference Name
 Attachment Privacy Field Indicator + Community Description 17 [EeSetes dasncvaraio 0.1
~ s « Source Reliability Code + ISE-SAR Title
- Content Validity Code « Same As Digest Reference
« Nature of Source—Code + Submitting ISE-SAR Record ID Contact Information Driver License
0.1 « Nature of Source—Text + Dissemination Criteria « Person Contact Description « Expiration Date
- + ISE-SAR Submission Date + Full Telephone Number « Issuing Authority Text Passport
; - p
Sensitive Information Details 1 - :usgon gnzw CCgﬂntact First :“vame o . griver Liceye Number b E::zgtoi:r\l%ate
+ Classification Label * Fusion Center Contact Last Name > + Expiration Year = Expir
« Classification Reason Text ngplclous Activity « Fusion Center Contact E-Mail Address + Issuing Country Code
« Sensitivity Level .m E": 10':1:2 « Fusion Center Contact Telephone Number 0.1 « Expiration Year
o . L 4l
« Tearlined Indicator - Activity Start Date TR 0.1
» Activity Start Time elal
Follow-Up Action « Observation End Date 0.n » Fusion Center ID 5 o'ganiz;::ﬁ:mgrgamu"o" Other Identifier
« Activity Date + Observation End Time + Relationship Description Text E o) ¥ P
i 0 s Organization ORI PID Effective Date
* Activity Type n + Observation Start Date + Submitting ISE-SAR Record ID . System ID + PID Expiration Date
: Ass!gned ByTent + Observation Start Time + Fusion Center Submission Date 0.n | .pip Issuing Authority Text
« Assigned To Text « Threat Type Code - + PID Type Codt
« Deposition Text § « Source Agency Contact First Name D Type Code
position Te; + Threat Type Detail Text « Source Agency Contact Last Name + Person Identification Number (PID)
* Status Text * Suspicious Ac(ln{lty Codq « Source Agency Contact Email Address » PID Effective Year
+ Weather Condition Details Observer « Source Agency Contact Phone Number * PID Expiration Year
Registration « Same As Digest Reference - Person Employer ID
* Registration Authority Text «Observer Type Text 0.n
* Registration Number SR
* Registration Type Physical Descriptors
* Registration Year Vehicle on Person « Build Description
« Vehicle Year - « AFIS EBI Number « Eye Color Code
= Vehicle Identification Number Vessel ~Age 3 Eyg Color Text
* US DOT Number « Vesse| Official State or Coast Guard Number « Age Unit Code + Hair Color Code
« Vehicle Description «Vessel ID « Date of Birth + Hair Color Text
+ Color Code + Vessel ID Issuing Authority - Ethnicity Code sRerson Eyaeer, fex
» Description « Vessel Make 1.0 1S Masdriim Age « Person Facial Hair Text
* Make Name « Vessel Model « Minimum Age « Person Height
+ Model Name « Vessel Model Year - State Identifier + Person Height Unit Code
* Style Code - Vessel Name « Tax Identifier Number * Person Maximum Haigt
= Same As Digest Reference « Vessel Overall Length « Same As Digest Reference :arscn m:mfnum lxcgh:‘
« Vessel Overall Length Measure « Year of Birth 0.1 ‘erson Maximum Weight
+ Vessel Serial Number + Person Minimum Weight
« Vessel Type Code + Person Sex Code
« Vessel Propulsion Text + Person Weight
+ Same As Digest Reference 0.n « Person Weight Unit Code
- Viessel IMO Number Identification *Race Cade
- Vessel MMS! Identification roratio + Skin Tone Code
S + Location Description + Clothing Description Text
« Vessel Hailing Port . Same As Digest Refe
|- Vessel National Flag AL Eps =0, 1
0..
1 0.1 " [ Physical Feature
0.1 N « Feature Description
. Nruané:!r;r::f(t)uannly Location Address  Feature Type Code
* Aircraft Fuselage Color L:ca;ion Coordinates . Eﬂl',‘?.‘."y"N?.::""""" 0:h * Location Description
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« Aircraft Make Code + Coordinate Datum Code % Sioss Blmalescopuon o Target )
; « Uatitude Deares Floor Identifier Critical Infrastructure Indicator
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Aircraft Tail Number « Postal Code = Structure Type Code
« Aircraft Wing Color « Longitude Degree » Street Numb: « Target Type Text + Name Suffix
» Longitude Minute s, gL D + Name Type
+ Longitude Second - Street Post Directional « Structure Type Text < Firet Name
« Conveyance Track/lntent - gueel f;re Directional « Target Description Text S as Nasa
frostivpe - Middle Name
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o e 5 « Moniker
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- State Name + Organization Description
+ ICAO Airfield Code for Departure + Organization 1D
« ICAQ Airfield Code for Planned Destination « Organization Local ID
+ ICAO for Actual Destination + Organization Item
= ICAQ Airfield for Alternate + Same As Digest Reference
&

Figure 2 — UML-based Model
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B. General Mapping Overview

The detailed component mapping template provides a mechanism to cross-reference the business
data requirements documented in the domain model to their corresponding XML Element in the
XML Schema. It includes a number of items to help establish equivalency including the business
definition and the corresponding XML Element Definition.

C. ISE-SAR Mapping Overview

The Mapping Spreadsheet contains seven unique items for each ISE-SAR data class and element.
The Mapping Spreadsheet columns are described in this section.

Table 4 — Mapping Spreadsheet Column Descriptions

SJPIEEEE 155 Description

Name and Row P

Privacy Field This field indicates that the information may be used to identify an individual.

Indicator

Source Class/ Content in this column is either the data class (grouping of data elements) or the

Element actual data elements. Classes are highlighted and denoted with cells that contain
blue background, while elements have a white background. The word “Source” is
referring to the ISE-SAR information exchange.

Source The content in this column is the class or element definition defined for this ISE-

Definition SAR information exchange. The word “Source” is referring to the ISE-SAR

information exchange definition.

Target Element

The content in this column is the actual namespace path deemed equal to the related
ISE-SAR information exchange element.

Target Element
Definition

The content in this column provides the definition of the target or NIEM element
located at the aforementioned source path. “Target” is referring to the NIEM
definition.

Target Element
Base

Indicates the data type of the terminal element. Data types of niem-xsd:String or
nc:TextType indicate free-form text fields.

Mapping Provides technical implementation information for developers and implementers of
Comments the information exchange.
D. Schemas

The ISE-SAR Functional Standard contains the following compliant schemas:

Subset Schema
Exchange Schema
Extension Schema

Wantlist

39




Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Page43 of 63

ISE-FS-200
E. Examples

The ISE-SAR Functional Standard contains two samples that illustrate exchange content as listed
below.

XSL Style Sheet

This information exchange artifact provides an implementer and users with a communication
tool that captures the look and feel of a familiar form, screen, or like peripheral medium for
schema translation testing and user validation of business rules.

XML Instance

This information exchange artifact provides an actual payload of information with data content
defined by the schema.
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PART B—ISE-SAR CRITERIA
GUIDANCE

Part B provides a more thorough explanation of ISE-SAR pre-operational behavioral categories
and criteria. This guidance highlights the importance of having a trained analyst or investigator
take into account the context, facts, and circumstances in reviewing suspicious behaviors to
identify those SARs with a potential nexus to terrorism (i.e., to be reasonably indicative of pre-
operational planning associated with terrorism). It is important to understand, however, that the
behavioral categories and criteria listed below reflect studies of prior terrorism incidents and are
not intended to be limited in any way by the descriptive examples.!® The descriptive examples
outlined below in the third column do not represent all possible examples that relate to ISE-SAR
submissions. They are provided as a nonexhaustive list of illustrations of pre-operational
behaviors that may support the documentation and submission of an ISE-SAR based on the
contextual assessment of the reviewing analyst or investigator.

In order to ensure that Part B is responsive to changes in the threat environment, the ISA IPC
will establish a formal process for reviewing and updating the behavioral categories in the first
column and the behavioral criteria set forth in the second column. (See the chart below.) The
process will involve coordination and consultation between and among NSI participants and
other stakeholders, who will examine the current body of knowledge regarding terrorism and
other criminal activity. This process will result in the issuance of an update to the ISE-SAR
Functional Standard when revisions are made to either or both of the first or second columns.

As needed, the DHS, in conjunction with the FBI, will guide a separate process to allow for
interim updates to the descriptive examples contained in the third column of Part B. Updates to
the third column will be based on field experience (e.g., emerging threats, trip wire reports, and
other intelligence) and will be documented in the change management chart®® of the ISE-SAR
Functional Standard, rather than reissuance of the ISE-SAR Functional Standard by the PM-ISE.

The nine behaviors identified below as “Potential Criminal or Non-criminal Activity Requiring
Additional Information During Vetting” are not inherently criminal behaviors and may include
constitutionally protected activities that must not be documented in an ISE-SAR that contains PII
unless there are articulable facts or circumstances that clearly support the determination that the
behavior observed is not innocent, but rather reasonably indicative of pre-operational planning
associated with terrorism. Race, ethnicity, gender, national origin, religion, sexual orientation, or

19 In addition to the descriptive examples listed in Part B and in order to further enhance NSI participants’
understanding of the Part B behavioral categories and criteria, the DHS, in conjunction with the FBI, may develop
additional examples to be included in implementation materials (e.g., the Vetting ISE-SAR Data guidance) or
delivered through training. Additionally, relevant federal and SLTT law enforcement agencies may identify and
report additional examples of terrorism behavior within the 16 behavioral categories to the DHS or the FBI.

20 This chart is included on page 6 of this Functional Standard.
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gender identity must not be considered as factors creating suspicion (but attributes may be
documented in specific suspect descriptions for identification purposes).2t The activities listed as
“Potential Criminal or Non-Criminal Activity” are not inherently criminal behaviors and are
potentially constitutionally protected; thus, additional facts or circumstances must be articulated

in the incident.

For example, the trained analyst or investigator should document specific

additional facts or circumstances indicating that the behavior is suspicious, such as steps to
conceal one's location and avoid detection while taking pictures.

Behavioral
Categories

Behavioral Criteria

Select Descriptive Examples

ACTIVITY

DEFINED CRIMINAL ACTIVITY AND POTENTIAL TERRORISM NEXUS

Breach/

Attempted
Intrusion

Unauthorized personnel
attempting to enter or actually
entering a restricted area,
secured protected site, or
nonpublic area. Impersonation
of authorized personnel (e.g.,
police/security officers, janitor,
or other personnel).

At 1:30 a.m., an individual breached
a security perimeter of a
hydroelectric dam complex.
Security personnel were alerted by
an electronic alarm and observed the
subject on CCTV, taking photos of
himself in front of a “No
Trespassing” sign and of other parts
of the complex. The subject
departed prior to the arrival of
security personnel.

A railroad company reported to
police officers that video
surveillance had captured images of
three individuals illegally entering a
train station to gain access to a
restricted-access tunnel and taking
photos of the tunnel.

21 See footnote 9 for additional guidance.
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Behavioral
Categories

Behavioral Criteria

Select Descriptive Examples

Misrepresentation

Presenting false information or
misusing insignia, documents,
and/or identification to
misrepresent one’s affiliation
as a means of concealing
possible illegal activity.

A state bureau of motor vehicles
employee discovered a fraudulent
driver’s license in the possession of
an individual applying to renew the
license. A criminal investigator
determined that the individual had
also fraudulently acquired a passport
in the same name and used it to
make several extended trips to
countries where terrorist training has
been documented.

An individual used a stolen uniform
from a private security company to
gain access to the video monitoring
control room of a shopping mall.
Once inside the room, the subject
was caught trying to identify the
locations of surveillance cameras
throughout the entire mall.

Theft/Loss/
Diversion

Stealing or diverting something
associated with a
facility/infrastructure or
secured protected site (e.g.,
badges, uniforms,
identification, emergency
vehicles, technology, or
documents {classified or
unclassified}), which are
proprietary to the
facility/infrastructure or
secured protected site.

A federal aerospace facility reported
a vehicle burglary and the theft of an
employee’s identification credential,
a secure ID token, and an encrypted

thumb drive.

An explosives ordnance company
reported a burglary of a storage
trailer. Items stolen included
electric initiators, radios, and other
items that could be used in
connection with explosives.
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Behavioral
Categories

Behavioral Criteria

Select Descriptive Examples

Sabotage/
Tampering/
Vandalism

Damaging, manipulating,
defacing, or destroying part of
a facility/infrastructure or
secured protected site.

A light-rail authority reported the
discovery of a track switch that had
been wrapped in a length of chain in
a possible attempt to derail a
passenger train car.

A natural gas company reported the
deliberate removal of gas meter
plugs on the “customer side” in two
separate locations approximately a
quarter of a mile apart. One location
was a government facility. The
discovery was made as the
government facility’s sensor
detected the threat of an explosion.

Cyberattack

Compromising or attempting to
compromise or disrupt an
organization’s information
technology infrastructure.

A federal credit union reported it
was taken down for two and a half
hours through a cyberattack, and the
attacker was self-identified as a
member of a terrorist organization.
A state’s chief information officer
reported the attempted intrusion of
the state’s computer network by a
group that has claimed responsibility
for a series of hacks and distributed
denial-of-service attacks on
government and corporate targets.

Expressed or
Implied Threat

Communicating a spoken or
written threat to commit a
crime that will result in death
or bodily injury to another
person or persons or to damage
or compromise a
facility/infrastructure or
secured protected site.

A customer-experience feedback
agency received a call from a
watchlisted individual stating, “Wait
till they see what we do to the ATF,
IRS, NSA.”

A military museum received a
threatening letter containing a white
powder. The letter claimed a full-
scale anthrax attack had been
launched in retaliation for crimes
committed by the U.S. Armed
Forces.
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Behavioral . . .
i Behavioral Criteria Select Descriptive Examples
Categories
Aviation Activity | Learning to operate, or Federal air traffic control personnel

operating an aircraft, or
interfering with the operation
of an aircraft in a manner that
poses a threat of harm to people
or property and that would
arouse suspicion of terrorism or
other criminality in a
reasonable person. Such
activity may or may not be a
violation of Federal Aviation
Regulations.

reported two separate laser beam
cockpit illumination incidents
involving different commercial
airliners occurring at night and
during the take-off phase of flight.
The reports revealed that the laser
beam in both incidents originated
from the same general geographic
area, near a major airport on the East
Coast. These findings indicate the
likelihood of purposeful acts by the
same individual.

A chemical facility representative
reported an unauthorized helicopter
hovering within 50 feet of a
chemical tank located in a posted
restricted area. An FAA registry
search of the tail number was
negative, indicating use of an
unregistered number, which suggests
an attempt to conceal the identity of
the plane’s owner and/or its place of
origin.
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ISE-FS-200

Behavioral
Categories

Behavioral Criteria

Select Descriptive Examples

POTENTIAL CRIMINAL OR NON-CRIMINAL ACTIVITY REQUIRING

ADDITIONAL INFORMATION DURING VETTING

Eliciting
Information

Questioning individuals or
otherwise soliciting
information at a level beyond
mere curiosity about a public or
private event or particular
facets of a facility’s or
building’s purpose, operations,
security procedures, etc., in a
manner that would arouse
suspicion of terrorism or other
criminality in a reasonable
person.

A tour bus company servicing one of
the nation’s national monuments
reported that a male subject asked a
driver many unusual and probing
questions about fuel capacity,
fueling locations, and fueling
frequency such that the driver
became very concerned about the
intent of the questioning. The male
subject was not a passenger.

A guest services employee at a
shopping center was questioned by
an individual about how much
security was on the property. The
employee contacted security
personnel, who confronted the
individual. When questioned by
security personnel, the individual
quickly changed his questions to
renting a wheelchair and then left
without being identified. Security
personnel reported that the
individual seemed very nervous and
that his explanations were not
credible.
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ISE-FS-200

Behavioral
Categories

Behavioral Criteria

Select Descriptive Examples

Testing or
Probing of

Security

Deliberate interactions with, or
challenges to, installations,
personnel, or systems that
reveal physical, personnel, or
cybersecurity capabilities in a
manner that would arouse
suspicion of terrorism or other
criminality in a reasonable
person.

An individual who refused to
identify himself to facility personnel
at a shipping port reported that he
was representing the governor’s
office and wanted to access the
secure area of a steel manufacturer’s
space. He was inquiring about the
presence of foreign military
personnel. The individual fled when
he realized that personnel were
contacting the security office about
his activities. He ran through the
lobby and departed in a vehicle with
an out-of-state license plate and
containing two other individuals.

An individual discharged a fire
extinguisher in a stairwell of a hotel
and set off the building’s fire alarm.
This individual was observed
entering the hotel approximately two
minutes before the alarm sounded,
was observed exiting from the
stairwell at about the same time as
the alarm, and then was observed in
the lobby area before leaving the
hotel.

Recruiting/
Financing

Providing direct financial
support to operations teams and
contacts or building operations
teams and contacts; compiling
personnel data, banking data, or
travel data in a manner that
would arouse suspicion of
terrorism or other criminality in
a reasonable person.

A prison inmate reported an effort to
radicalize inmates nearing release
toward violence. According to the
plan, released inmates would go to a
particular location for the purpose of
obtaining information about
attending an overseas terrorist
training camp.

An individual reported that a former
friend and business associate (a
chemist) had recently asked him to
participate in a terrorist-cell
operation by providing funding to
purchase needed equipment. The
funding for the operation was
reportedly linked to the illegal
production of drugs.
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ISE-FS-200
Behavioral . . L
i Behavioral Criteria Select Descriptive Examples
Categories
Photography Taking pictures or video of A citizen reported to local police

persons, facilities, buildings, or
infrastructure in an unusual or
surreptitious manner that would
arouse suspicion of terrorism or
other criminality in a
reasonable person. Examples
include taking pictures or video
of infrequently used access
points, the superstructure of a
bridge, personnel performing
security functions (e.g., patrols,
badge/vehicle checking),
security-related equipment
(e.g., perimeter fencing,
security cameras), etc.

that she saw an unknown male
crouched down in the back of an
SUV with the hatchback open half-
way. The subject was videotaping a
National Guard readiness center.
The vehicle was parked on the side
of the road but sped away when the
citizen began to approach the
vehicle. The citizen could not
provide a license tag number.

A citizen observed a female subject
taking photographs of a collection of
chemical storage containers in the
vicinity of the port. The subject was
hiding in some bushes while taking
photographs of the storage

tanks. The citizen reported this
information to the city’s port police.
When the port police officer arrived
and approached the subject, she ran
to a nearby vehicle and sped off.
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ISE-FS-200
Behavioral . . L
i Behavioral Criteria Select Descriptive Examples
Categories
Observation/ Demonstrating unusual or A mall security officer observed a
Surveillance prolonged interest in facilities, person walking through the mall,

buildings, or infrastructure
beyond mere casual (e.qg.,
tourists) or professional (e.g.,
engineers) interest and in a
manner that would arouse
suspicion of terrorism or other
criminality in a reasonable
person. Examples include
observation through binoculars,
taking notes, attempting to
mark off or measure distances,
etc.

filming at waist level, and stopping
at least twice to film his complete
surroundings, floor to ceiling. The
subject became nervous when he
detected security personnel
observing his behavior. Once
detained, the subject explained that
he came to the mall to walk around
and was simply videotaping the mall
for his brother. The camera
contained 15 minutes of mall
coverage and footage of a public
train system, along with zoomed
photos of a bus.

Military pilots reported that
occupants of multiple vehicles were
observing and photographing in the
area of residences of the military
pilots. The pilots are responsible for
the transport of special forces units.
The report was made once the pilots
realized that they had been
individually surveyed by occupants
of multiple vehicles during the same
time period.
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ISE-FS-200
Behavioral . o .
. Behavioral Criteria Select Descriptive Examples
Categories
Materials Acquisition and/or storage of A garden center owner reported an
Acquisition/ unusual quantities of materials individual in his twenties seeking to
Storage such as cell phones, pagers, purchase 40 pounds of urea and 30

radio control toy servos or
controllers; fuel, chemicals, or
toxic materials; and timers or
other triggering devices, in a
manner that would arouse
suspicion of terrorism or other
criminality in a reasonable
person.

pounds of ammonium sulfate. The
owner does not carry these items and
became suspicious when the
individual said he was purchasing
the items for his mother and then
abruptly departed the business.

A female reported that a man wanted
to borrow her car to purchase
fertilizer to add to the 3,000 pounds
he had already acquired. When
asked why he was acquiring
fertilizer, he responded that he was
going to “make something go
boom.” The subject lives in a
storage unit and utilizes several
other storage units at the location.

Acquisition of
Expertise

Attempts to obtain or conduct
training or otherwise obtain
knowledge or skills in security
concepts, military weapons or
tactics, or other unusual
capabilities in a manner that
would arouse suspicion of

terrorism or other criminality in

a reasonable person.

A fusion center received information
on a watch-listed individual who
was making repeated attempts to
gain a hazardous materials
endorsement for his commercial
driver’s license even though his
immigration status made him
ineligible.

A complaint was received from a
gun shop about an individual under
the age of 21 who had brought
multiple groups of students into the
gun shop to rent weapons to shoot.
They desired to shoot assault rifles
and handguns and asked questions
about how to get around state and
federal laws on weapon possession
and transport.

50




Case3:14-cv-03120-RS Document67-8 Filed09/01/15 Page54 of 63

ISE-FS-200
Behavioral . . L
i Behavioral Criteria Select Descriptive Examples
Categories
Weapons Collection or discovery of A city employee discovered a
Collection/ unusual amounts or types of backpack near a park bench along
Discovery weapons, including explosives, the route of a planned Martin Luther

chemicals, and other
destructive materials, or
evidence, detonations or other
residue, wounds, or chemical
burns, that would arouse
suspicion of terrorism or other
criminality in a reasonable
person.

King Day march in the city. The
backpack contained an improvised
explosive device.

A suspicious person call resulted in
the discovery of three individuals
possessing hand-held radios, a
military-grade periscope, a 7mm
Magnum scoped rifle, an AK-74
assault rifle, a pistol-gripped
shotgun, a semi-automatic handgun,
a bandolier of shotgun ammunition,
dozens of loaded handgun
magazines, dozens of AK-74
magazines, Ghillie suits, several
homemade explosive devices
constructed of pill bottles, blast
simulators, and military clothing.

Sector-Specific
Incident

Actions associated with a
characteristic of unique concern
to specific sectors (e.g., the
public health sector), with
regard to their personnel,
facilities, systems, or functions
in a manner that would arouse
suspicion of terrorism or other
criminality in a reasonable
person.

A water company reported that it
had security footage of an unknown
person breaking into the premises.
At 5 a.m., the individual cut through
a fence and used a tool to breach a
door. Once inside the building, the
person took photos of the
chlorination system, including the
chlorine tank. A pump failure
occurred, but it was not certain that
this was related to the break-in.

A vehicle containing two individuals
was discovered in a secure area of a
loading dock at a facility that stores
officially designated sensitive
chemicals. The vehicle sped off
upon discovery by security
personnel. Surveillance footage
revealed that the individuals gained
entry by manually lifting a security
gate to the compound.
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PART C—ISE-SAR INFORMATION FLOW DESCRIPTION

Step Activity

Process

Notes

1 Observation

The information flow begins when a
person observes behavior that, based on
the circumstances, would appear
suspicious to a reasonable person. Such
activities could include, but are not limited
to, expressed or implied threats, probing
of security responses, site breach or
physical intrusion, cyberattacks,
indications of unusual public health-sector
activity, unauthorized attempts to obtain
precursor chemical/agents or toxic
materials, or other usual behavior or
sector-specific incidents.?? Race, ethnicity,
gender, national origin, religion, sexual
orientation, or gender identity must not be
considered as factors creating suspicion
(but attributes may be documented in
specific suspect descriptions for
identification purposes).2

The observer may be a
private citizen, a
government official, or
a law enforcement

officer.

22 A SAR is official documentation of observed behavior that is reasonably indicative of pre-operational planning
associated with terrorism or other criminal activity. ISE-SARs are a subset of all SARs that have been determined by
an appropriate authority to have a potential nexus to terrorism. An ISE-SAR is a SAR (as defined below in 5.t) that
has been determined, pursuant to a two-part process, to have a potential nexus to terrorism (i.e., to be reasonably

indicative of pre-operational planning associated with terrorism).

ISE-SAR business rules and privacy and civil

liberties requirements will serve as a unified process to support the reporting, tracking, processing, storage, and
retrieval of terrorism-related suspicious activity reports across the ISE.
23 See footnote 9 for additional guidance.
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Step

Activity

Process

Notes

Initial Response
and Investigation

An official of a Federal, State, local,
tribal, or territorial agency with
jurisdiction responds to the reported
observation.?* This official gathers
additional facts through personal
observations, interviews, and other
investigative activities. At the discretion
of the official, further observation or
engaging the subject in conversation may
be required. Additional information
acquired from such limited investigative
activity may then be used to determine
whether to dismiss the activity as innocent
or escalate to the next step of the process,
which may include reporting it to the
FBI’s JTTF. In the context of priority
information requirements, as provided by
State and major urban area fusion centers,
the officer/agent may use a number of
information systems to continue the
investigation. These systems provide the
officer/agent with a more complete picture
of the activity being investigated. Some
examples of such systems and the
information they may provide include the
following:

e The Department of Motor Vehicles
provides driver’s license and vehicle
registration information.

e The National Crime Information
Center provides wants and warrants
information; criminal history
information; and access to the
Terrorist Screening Center, the
terrorist watch list, and Regional
Information Sharing Systems (RISS).

e Other Federal and SLTT systems can
provide criminal checks within the
immediate and surrounding
jurisdictions.

When the initial investigation is complete,

the official documents the event. The

report becomes the initial record for the
law enforcement or Federal agency’s
records management system (RMS).

The event may be
documented using a
variety of reporting
mechanisms and
processes, including,
but not limited to,
reports of investigation,
event histories, field
interviews, citations,
incident reports, and
arrest reports.

The record may be hard
and/or soft copy and
does not yet constitute
an ISE-SAR.
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Step Activity Process Notes
3 | Local/Regional The agency processes and stores the The State or major
Processing information in the RMS, following agency | urban area fusion center
policies and procedures. The flow will should have access to

vary depending on whether the reporting | all suspicious activity
organization is an SLTT agency or a field |reporting in its

element of a Federal agency. geographic region,
SLTT: Based on specific criteria or the | whether collected by
nature of the activity observed, the SLTT |SLTT entities or Federal
law enforcement components forward the | field components.
information to the State or major urban
area fusion center and/or FBI’s JTTF for
further analysis.

Federal: Federal field components
collecting suspicious activity forward their
reports to the appropriate resident, district,
or division office. This information is
reported to field intelligence groups or
headquarters elements through processes
that vary from agency to agency.

In addition to providing the information to
its headquarters office, the Federal field
component provides an information copy
to the State or major urban area fusion
center in its geographic region. This
information contributes to the assessment
of all suspicious activity in the State or
major urban area fusion center’s area of
responsibility.

24 1f a suspicious activity has a direct connection to terrorist activity, the flow moves along an operational path. The
information must move immediately into law enforcement operations so as to lead to action against the identified
terrorist activity. In this case, the suspicious activity would travel from the initial law enforcement contact directly to
the FBI’S JTTF.
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Step Activity Process Notes
4 | Creation of an The determination of an ISE-SAR is a Some of this

ISE-SAR two-part process. First, at the State or information may be
major urban area fusion center or Federal |used to develop criminal
agency, an analyst or law enforcement intelligence information
officer reviews the newly reported or intelligence products
information for suspicious behavior based |that identify trends and
on his or her training and expertise and other terrorism-related
against ISE-SAR behavior criteria. information and are
Second, based on the context, facts, and derived from Federal
circumstances, the analyst or investigator |agencies such as NCTC,
determines whether the information DHS, and the FBI.
meeting the criteria has a potential nexus | For SLTT law
to terrorism (i.e., to be reasonably enforcement, the ISE-
indicative of pre-operational planning SAR information may
associated with terrorism). or may not meet the

reasonable suspicion
Once this determination is made, the standard for criminal
information becomes an ISE-SAR and is | intelligence
formatted in accordance with the ISE-SAR | information. If it does,
Functional Standard. The ISE-SAR is the information may
then shared with the FBI’s JTTF and also be submitted to a
appropriate law enforcement and criminal intelligence
homeland security personnel in the State | information database
or major urban area fusion center’s area of and handled in
responsibility. accordance with
28 CFR Part 23.
5 |ISE-SAR Sharing |In a State or major urban area fusion

and Dissemination

center, the ISE-SAR is shared with the
appropriate FBI field components and the
DHS representative and made accessible
to other law enforcement agencies in the
NSI SDR.

The FBI field component enters the ISE-
SAR information into the FBI system and
sends the information to FBI
Headquarters.

The DHS representative enters the ISE-
SAR information into the DHS system
and sends the information to DHS, Office
of Intelligence Analysis. The ISE-SAR is
also made available to the FBI for
investigation.
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Step Activity Process Notes
6 |Federal At the Federal headquarters level, ISE-
Headquarters SAR information is combined with

(HQ) Processing | information from other State or major
urban area fusion centers and Federal field
components and incorporated into an
agency-specific national threat assessment
that is shared with NSI participants and
other ISE members.

The ISE-SAR information may be
provided to NCTC in the form of an
agency-specific strategic threat assessment
(e.g., strategic intelligence product).

7 |NCTC Analysis | When product(s) containing the ISE-SAR
information are made available to NCTC,
they are processed, collated, and analyzed
with terrorism information from across the
five communities—intelligence, defense,
law enforcement, homeland security, and
foreign affairs—and open sources.

NCTC has the primary responsibility
within the Federal government for
analysis of terrorism information. NCTC
produces federally coordinated analytic
products that are shared through NCTC
Online, the NCTC secure Web site.

The Joint Counterterrorism Assessment
Team (JCAT), formerly the Interagency
Threat Assessment and Coordinating
Group (ITACG), housed at NCTC,
facilitates the production of coordinated
terrorism-related products that are focused
on issues and needs of SLTT entities and,
when appropriate, private-sector entities.
JCAT is the mechanism that facilitates the
sharing of counterterrorism information
with SLTT entities.
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Step Activity Process Notes
8 |NCTC Alerts, NCTC products,? informed by the JCAT |NCTC products form
Warnings, as appropriate, are shared with all the foundation of
Notifications appropriate Federal departments and informational needs and
agencies and with SLTT entities through | guide collection of
the State or major urban area fusion additional information.

centers. The sharing with SLTT entities
and the private sector occurs through the | NcTC products should
Federal departments or agencies that have | g responsive to

been assigned the responsibility and have | informational needs of
connectivity with the State or major urban | g| TT entities.

area fusion centers. Some State or major
urban area fusion centers, with secure
connectivity and an NCTC Online
account, can access NCTC products
directly. State or major urban area fusion
centers will use NCTC and JCAT
informed products to help develop
geographic-specific risk assessments
(GSRAS) to facilitate regional
counterterrorism efforts. The GSRAs are
shared with SLTT entities and the private
sector as appropriate. The recipient of a
GSRA may use the GSRA to develop
information gathering priorities or
requirements.

9 |Focused The information has come full circle and
Collection the process begins again, informed by
another Federal organization’s product
and the identified information needs of
SLTT entities and Federal field
components.

% NCTC products include: Alerts, warnings, and notifications—identifying time sensitive or strategic threats;
situational awareness reports; and strategic and foundational assessments of terrorist risks and threats to the United
States and related intelligence information.
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Figure 3—SAR Information Flow Diagram

PART D—ACRONYMS

CTISS Common Terrorism Information Sharing Standards

CONOPS Concept of Operations

DHS Department of Homeland Security

DOJ Department of Justice

EE Evaluation Environment

FBI Federal Bureau of Investigation

FIGs Field Intelligence Groups

GRSA Geographic-Specific Risk Assessment

IEPD Information Exchange Package Document

IRTPA Intelligence Reform and Terrorism Prevention Act of 2004
ISA IPC Information Sharing and Access Interagency Policy Committee
ISE Information Sharing Environment

ISE-SAR Information Sharing Environment-Suspicious Activity Report
JCAT Joint Counterterrorism Assessment Team

JTTF Joint Terrorism Task Force

NCTC National Counterterrorism Center

NIEM National Information Exchange Model

NSI Nationwide SAR Initiative

P/CRCL privacy, civil rights, and civil liberties

P/CL privacy and civil liberties
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Pl personally identifiable information

PM-ISE Program Manager for the Information Sharing Environment
SAR Suspicious Activity Report

SDR Shared Data Repository

SLTT State, local, tribal, and territorial
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