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electronic surveillancet as defined under FISA, must be conducted .in 
accordCirice with FISAJ6 (U) 

Executive Order 12333 prohibits the :9ollectiort of foreign intelli.genc;;e 
information by" authorized [ El,gencies] of the I:ntelligence Community ... fol" 
the purpose of acquiring information conter11ing the domestic activities of 
United States persons." Id, at 2.3(b). (U) 

H.owev:e17, in authorizing the Stellar Wwcl 

As dis.cussed 
previously; the legal rationale advanced for this exemption was tha:.t the 
Authori2;ation for Use: of Military Force a,nd the President's 
Command.et-in-Chief powers gave the President the authority to collect such 
i:nfottnation, notwithstanding the FISA statute. (TS//STLW//81//0C/NF) 

H. Presidential .Amtholl"izations (U) 

The SteUa.t Wind program was fi.x;st autho.rized by the Preside:nt qn 
October 41 2001, and periodically reauthorized. by the President through a 
series of documents issued to the Secretary bf Defense entitl~d ''PresJdential 
Authorization for Specified Electronic Surveillance Activities During a 
Limited Period to Detect and Prevent Acts of Terrorism Within the United 
States" (Presidential Authorization or A:uthoriZatfon), A total.of 43 
Presidential Authorizations, not including niodif:lcations and related 
presidential memoranda1 were issued over the duration of the program from 
Octnber 2001 through February 2007.17 Each Authorization directed the 

IE> Prior to September 11, 2001, Executive Order 12333 and FJSA were generally 
viewed as the principal governing authorities for cond~1cting electronic surveill~ce~ For 
example, in 2000 the NSA reported to Congress that 

(U) The applicable legal standards for the collection, retention, or 
dissemination of information concerning U.S; persons reflect a careful 
·balancing between the needs of the government for such intelligence and the 
protection of the rights of U.S. persons, consistent with the reasonableness 
standard of the Fourth Amendment, as determined by factual 
circumstances, 

(U) In the Foteign Intelligence Surveillance Act (FISA) and Executive Ordet 
(E.O.) 12333; Congress and the Executive have codified this balancing. 
(Citations omitted.) 

NSA Report to Congress, Legal Standards for the Intelligence Community in Conducting 
Electronic Surveillance (2000). (U) 

11 The Presidential Authorizations were issued on the following dates: October 4, 
2001; November 2, 2001; November 30, 2001; Januru:y 9, 2002; March 14, 2002; April 18, 
2002; May 22, 2002; June 24, 2002; July 30, 2002; September 10, 2002; October 15, 
2002; November 18, 2002; January 8, 2003; February 7, 2003;. March 17, 2003; April 22, 

(Cont'd,) 
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Secretary of Defense to "use the:! capabilities of the Department of Defense, 
inclu,ding but not limited to the signals intelligence capabilities of the 
National Security Agency, to collect foreign intelligence by electronic 
surveillance,'' provided the surveillance m1;t certain criteria. The specific 
criteria are described in detail in Chapters Three and Four of this report. 
{TS I 'STU 1

;
7 

I i SI I I oc 1NF) · IT · V'if T TT T · 

A. Types of Collection Authorized \8//NF) 

The scope of collection permitted under the Presidential 
Authorizations v~uied over time, but genera.llyinvolved intercepting the 
content of certain telephone calls and e-mails, and the collection of bulk 
telephone and e-mail meta data. The tenn "meta data" has been described 
as "infqrmation about information.') As used in the Stellar Wind program, 
for telephbne calls, meta data generally refers to "dialing.,. type information" 
{the originati1'1g and tenninating telephone numbers, and the date, time, and 
duration of the call), but not the copte]1t of the call. For e-mails, meta data 
generally refers to the "to," "from," "cc/' "bee/' and "sent" lines of an e-mail, 
but not thy 1fsubject" line or content. l(r8//STL1.Ti///SI//OC/NJ!) 

'The information collected through the Stellar Wind program foll into 
three categories, often referred to as "baskets": 

o Basket 1 (content of telephone and e-mail corrtmunications)i 

ill Basket 2 (telephony meta data}; and 

2003; June 11, 2003; July 14, 2003; September 10, 2003; October 15, 2003; December 9, 
2003; January 14, 2004; March 11, 2004; May 5, 2004; June 23, 2004; August 9, 2004; 
September 17, 2004; November 17, 200.:J·; January 11, 2005; March l, 2005; April 19, 
2:005; June 141 2005; July 26, 2005; September 10, 2005; October 26, 2005; Decembel' 13, 
2005; January 27, 2006; March 21, 2006; May 16, 2006; July 6, 2005; September 6, 2006; 
October 24, 2006; m1d December 8, 2006. The last Presidential Authorization expired 
Febnmry 1, 2007. There were also two modifications of a (Jresidentlal Authorization and 
one Presidential mt:morandum to the Secretary of Defense issued in connection with the 
Stellar Wind program. rfS7 /Sl LW//SI//OG/WF~ 
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value. As. the period for each Presidential Authorization drew to a close, the 
:Oirector: of Central lnte.11igence {J)CI}, and as of J11ne 3, 2005, the Dire:Gtor of 
National 111.telligi;mce (:DNI) prepared a threat a.sseElsment nieworandum for 
the Pr¢sid~nt describing poteiltial tertbrist threats to the United States .and 
.outlining intelligence gathered through the Stellar Wind program and other 
.means ,during the previdus Authorization period. The DCl (and later the 
DNI) and the Secretary of Defense revieweci these memoranda and signed a 
rec«:i!lltnenda,tion that the program be reauthorized. 
(TS I 'STVH I 'SI I 'OC 'NF) /). . VV.f/ .··.//· · .. / 

Each recommendation was then reviewed by the OLC to assess 
whether, based on the threat assessment and information gathered frorh 
other sources, there was "a sufficient factual basis demonstrating a threat of 
terrqtist attacks in the United States for it to continue to be reasonable 
under the .standards of the Fourth Amendment for the President to 
[corttip.t1e] to authorize the warrantless searches involved" in th~ pwgrarn. 
The. OLC then advised the Attorney General whether the constitutiqnal 
standard of reasonableness had been met and Whether the Presidential 
Authotizatio~ could be certified i1as to form and legality. 11 

('ts 11s1Luu 1s11100 'NF) . n·rn Ir I 

I>. Approval "as to form and legality" (U) 

As. noted al:mve1 the Presidential Author.izations were 'Ta]pproved as to. 
form arid l(;:gality" by the Attorney General or oth{:!r s~nior Department 
official, t::ypically after the review and concurrence of the OLC. The lone 
exc::eptlon to this practice was the Match 11~ 2004, Authorization which we 
discuss in Chapter Four. (TB// BI//NF) 

However, there was no .legal requirement that the Authorizatl.ons be 
certified l:!y the Attorney General or other Department official. Fbr:tner 
se11ior Department official Patrick Philbin told us he thought one purpose 
for the certification was to give th 
not '1look like a l'O o eration/I 

Bradbury told us that the Justice epartment certi 1ca 10ns 
serve as officiai confirmation that the Department had determined that the 
activities carried out under the progtatn Wete lawful. 
(TS// 3TLW// SI// OC/ NF) 

Former Attorney General Gonzales told us that certification of the 
program as to form and legality was not required as a matter of law, but he 
believed that it "added value" to the Authorization for three reasons. First, 
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Bibee said that Yoo began working in OLC in Jcly 2001 and that all. 
of the Deputies were in place be.fore Bybee began serving as head of the QLC 
that N o:Vem.ber. (lJ) 

Bybee told us he was never read into the Ste1lar Wind program and 
could shed ho further light on how Yoo came to draft the OLC opinions on 
the. program. l-Ioweveri he said that Yoo had re$pon1,3ibility for supenrising 
the draftfog ofopinions i·elated to national securit.y issues by the time the 
attacks bf September 11 occurred.30 Bybee desc1ibed Yoo as '1articulate and 
brilliant," antl also said he had a "golden resume" and was "very well 
t:ohriected" with officials· in the White House. I-le said that from these 
connections, in additlon to Yoo's scholarship in the .area of executive 
aµthority during Wartime, it was riot surprishig that Yoo "became the White 
}-Iouse's guy" on national security matters. (U) 

b. Yoo's Legal Analysis of a Warrantless Domestic 
Electronic Surveillance Program (TS//Sl//NF) 

Before the start of the Stellar Wind program under the October 4, 
2001, Presidential Authqrizatim1, Yoo drafted a IT1erhbrandum evaluating the 
legality of a "hypothetical" electronic s1.u-veillti.nce program within the United 
States to monitor cornrntinications of potential terrorists. His 
men10.randurn, dated Septemper 17, 2001, was addtessed to Timothy 
Flanigan, Deputy White House Counsel, and was entitled. "Constitutional 
Standards on Ra11dbm Electronic S'w-veillance for Counter-Terrorism 
:Pu.·rp. bses." (TS' '8TL\V / '81 1 'OG 'NF) r r .1 r 1 r . / 

30 As noted above, Yoo, Ashcroft, Card, and Addington declined or did not respond 
to ,our reqµest for interviews, and we do not know how Yoo came to deal directiy with the 
White House on legal issues surrounding the Stellar Wind program. lh his book "War by 
Other Means," Yoo wrote that "[a]s a deputy to the assistant attorney general in charge of 
the office, I w.as a Bush Administration appointee ;.vho shared its general constitutional 
philosophy .... I had been hired specifice1.lly to supervise OLC's work on [foreign affairs 
and national security]." John Yoo, War by Other Means, (Atlantic Monthly Press, 2006), 
19-20. (TS//SI//NF) 
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Yoo1s Septe1nber 17 and October 4 memoranda wete notaddressed 
specifically to the Stellar Wind programj but rathe.r to a ''hypothetical'.; 
randomized or bro<,!dly scoped domestic warrantless surveillance program,, 
As discussed belbw, th~ first Office of Legal CoLinsd opinion explicitly 
addressing the .legality of the Stellar Wind program 'vas not drafted until 
after the program had bee;n_ formally authorized by President Bush on 
October 4, 2001. lf8//SI//OC/NF) 

GoJi.zales told the OIG th.at he clid not belie\Te these first two 
memoranda fµlly addressed the White House's 1.uiderstanding of the Stdlar 
Wind prqgram. Rather; as described above, these me1rioranda addtessed the 
legatity of a "hypotheticaJll domestic survGillari.ce program rather than the 
Ste.Har Wit1c1 program as authorized by the Presidei1t and carried out by the 
NSA,35 J-lowever1 Gonzales also told us that he believed these first two 
memorandadescdbed aslawful activities that were broader than those 
carriec:l out under Stellar Wind1 and that therefore. th.ese opinions '(covered'' 
the Stellar Wind program. (I:S//SI/ /NF} 

2. PJ:esidenti.alAuthorizatio11 of October 4, 2001 
~ 

On October 4; 2001~ Presiclent Bush issued the first of 43 Presidential 
Authorizations for the Stella,r Wind program. The October 4 Authorization 
directed the· Secretary of Defense to "use the capabilities of the Department 
of Defense, including but not limited to the signals intelligence capabilities 
.ot the National Security Agency, to collect foreign intelligence by electtonic 
surveilla,nce/' providi;:d the surveillance was inte11ded to: 

a party to such communication is a group 
erigage m mternational terrorJsm, o.r activities in 
preparation therefor, or an agent of such a group; or 

(b) acqi:dre, with respect to a communication, 
header/ router/ addressing-type information, including 
telecommunications dialing-type data, but not the contents 
of the communication, when (i) at least one parly to such 
communication is outside the United States or (ii) no party to 
such communication is known to be a citizen of the United 
St·at·es (TS 1 'STE'n 1 'SI' 'OG 'NF) . · . . . /fn IT IT I · 

35 Gonzales noted that Dt;pl!ty White Hoose Counsel Timothy F'lanigan1 the 
redpient of the first Yoo memorandum, was not read into Stellar Wind. {U //FOUO) 
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Authorization on the spot According to Baker, Levin' also told I3aket that 
when he leqrnedtnere was no memorai1dtun from the Office oFLegal 
Counsel concerning the program, Levin told Yoo to draft .one. 
(TS// STU%7 /SI/ /OC/NF) 

LevirJ.'s account to us of the msb:uctionthat Yoo draft a menioranclum 
concerning the legality of the program di{fer~d slightly from Baker's account. 
Levin told us that he said to Ashcroft that it ''wasn't fair" that Ashcroft was 
the only Jµstic~ offici1:1l read into the program, and that for Ashcrpft'~ 
protection LeVin advised Ashcroft to have another Department official read 
into the p:rogram for the purpose of providipg advice. ort the leg~lity of the 
program. Levin said he learned,. that Ashcroft was able to. ge;t permission 
from the White House to have one bth.er person read into the program to 
advise Ashcroft, although Levin was not certain how Yoo came to be selected 
as that person.39 As discussed below, Gonzales told us that it was the 
President's decision to read John Yoo into the program. 
(TS' 'STLm' 'SI 1 'QC 'NF) · I J · · · vv I I I ( / 

c. Presidential Authorization is Revised and the Office of 
Legal Couni:;el Issues Legal M¢moranda in Support of the 
Program (November 2001 through January 2002) 
fTS//$/fLVl//Sl//OC/Jff~) . 

l. Presidential Authorization of November 2, 2001 
fTS//SI//NF) 

On November 2, 2001, with the first Presidential Authorization set to 
expire, President Bush signed a second Presidential Authorization. The 
second Authorization relied upon the sa1ne authorities irt st1pport ofthe 
President's actions, chiefly the Article Il Commander-in,.Chief powers and 
the AVMF. The second Authorization cited the same findings in a threat 
assessment as to the magnitude of the potential threats and th<~ likelihood 
of their occurrence in the future. However, the scope of authorized content 
collection and meta data acquisition was redefined by adding the italicized 
language below in paragraphs 4(a) and (b): 

{a) acquire a communication (including but not limited to a wire 
communication carried into or out of the United States by 
cable) for which, basecl on the factual and practical 
considerations o i";;;i.}~n· ~·f.l life ti !!:f"e re.asonc;.l1,l~ ,t.,1'Wtd;s: 
to believe that .llil~n;:1 ~:sr~ --~ ----- _-~- --- ~- c;_--_-= ~ =-~--=='- -~ ---= -- -~ 

~==---- --~~ -- - _~_ - -__ -- - =-------=--- _-__ --__ --3 

3'.l By October 4, 2001, Yoo bad already drafted two legaLanalyses on a hypothetical 
warrantless surveillance program and therefore already had done some work related to the 
program prior to October 4 when Ashcroft was read .in. {l'S//8£//NFj 
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In addition, former OLC Principal Deputy and Actin 
· Atto.rtie General Steven Bradhury des~dbecl thi · 

2. Yot> Drafts Office of :Legal Counsel Memorandum 
Addressing Legality .of Stellar Wind 
(TS I ISTL'n7 

/ 'SI I 'OC'NF) . . I I :fill/ I I I I · 

The. Stellar Wind program was first au.t}iorized by Pl"esident Bush and 
certified as to form and legality by Attorney General Ashcroft on October 4, 
.2001, Without the support of any formal legal opinion from the Office of 
Legal Counsel expressly addressing Stellar Wind. (PS// 81//NF) 

The first OLC opinion directly supporting the legality of the Stellar 
Wind program was dated November 2, 2001i and was drafted by Yoo .. His 
opinion <also artalyzed the legality of the first Presidential Authorization and 
a draft version of the second Authorization.40 (TS//81//NF) 

Jn :his. November 2 ,inemo:rartdu 
ed that the Stellar Wind program 

As discussedin Chaptt::r Fou:r of this report, 
howeyer, perceived deficiencies in Yc)Q's memorandum later became critical 
to the Office of Legal Counsel's decision to reassess the Stellar Wind 
prqgram 1n 2003. We therefore describe Yoo's legal analysis in his 
November 2 memorandum. ffS//SI//NFJ 

Yoo acknowledged at the outset of his November 2 memorandum that 
"[b]e;:cause of the highly sensitive natl1re of this subject and the time 
pre$sutes involved, this memorandum has not undergone the usual editln:g 
and review process for opinions that issue fro.m our Office [OLC] ." The 

40 The second Authorization was issued on November 2, 2001. In developing his 
legal JI1emorandum, Yoo analyzed a draft of the second Authorization dated October 31, 
200:).. The OIG was not provided the Octa ber 3 l draft Presidential Authorization, but based 
on Yoo's description in his November 2 memorandum, it appears that the draft that Yoo 
analyzed tracked the la,llguage of the final November 2, 2001, Authorization signed by the 
President. ffS//SI/INF) 
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Yoo ciidacknowledge in his memorandum that the first Presidential 
Authorization was "in tension with FISA," Yoo stated that FISA "purports to 
be the exclusive statutory means for conducting electronic surveillance for 
foreign .intelligence/' butYoo then opined that "[s]uch: a reading of FISA 
wouid be an unconstitutional infringement on the President's Article II 
authorWes."41 Citing advice of the OLC and the position of the Department 
as presented to Congress <luring passage of the USA PATRIOT Act several 
we.eks earlier,. Yoo characterized FlSA as merely providing a "safe harbor for 
electrcm.ic.su1'veillartte,'1 adding that it "cannot restrict the President's ability 
to engage in vyar:rantless searches that protect the national security"." 
{!fS ' 'S!fhm / 'SI 1 188 tNF!) .>IT~ "vvf/ /./ I 

-ll As discussed in Chapter Four, Goldsmith criticized t1us statement as conclusory 
and unsupported by any separation of powers analysis. (U / / FOUO) 
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Regard.ing whether the activities conducted undet the Steliar Wind 
progr8:fn could he conducted under FISA, Yqo Wrote t]:iat it wa:s pro 
that FISA required an applicatioh to the FISA Court to describe the 
or '~facilities" to. be used by the targ(:!t of the survdllance .. Yoo also st ·· 
t it w unlikeI that a FISA Court would grant a warrant to cove 

as, contemplated in the Presidential 
Authotizatiori. N ot1rtg . at the Authorization could be viewed as a viblation 
ofFISNscivil and cdmh:lal sanctionsin 50 u.s.c. §§ 1809-10, Yoo opined 
that in this regard FISA represented an 11nconstitutional infringe111ent on 
the P:resident's Article II powets. According to Yoo, the ultimat~ test.of 
w1:1.efher the goverriment may engage iri vvatta11.tless electronic surveillance 
activities is whether such co11duct i.s consistent with the Fourth 
Amendment, not whether it meets the· standards of FISA. 
(TS i 'STLm 1 'SI 1 100 'NF) fJ · .vvff fl I 

Citing cases applying the doctrme of constitutiona:lavoidance, Yoo 
reasoned that reading FISA to restrict the President's inherent authority to 
¢011duct foreign intelligence swveillance would ra.ise grave constitutio!lal 
questions.42 Yoo wrote that "unless Congtess made a clear·state111ent ih 
.FISA that it sought to restrict preside11tial authority to conductwarrantless 
sear¢hes in the national security area - which it has not - then the statute 
rt1ust be construed to avoid such a reading."43 (T8//8TL\IJ//8I//OC/NF} 

42 Yoo's memorandum cited the doctrine of constitutional avoidance, which 11.olds 
that "wher(! an otherwise acceptable construction of a statute would raise serio.us 
constitutional proplerris, the Court will construe the statutG to avoid. such proplems unless 
such construction is plainly contrary to the intent of Congress." Edward J. DeBartolo Corp. 
v. Florida Gulf Coast Building & Con~truction Trades Courn;il, 485 U.S. 568, 575 (1988). Yoo 
cited cases supporting the application of this doctrine in a manner that preserves the 
Pr(;!sident1s "inherent constitutional power, so as to El.,Void potential constitutional 
problems." See, e.g,, Public Citizen u, Department of Justice, 491 U.S. 440, 466 (1989). 
(TS/ /fJTLW// ~I//OC/NW) 

43 On March 2 1 2009, the Justice Department released nine opinions written by the 
OLC from 2001 through 2003 regarding "the allocation of authorities between th.e President 
and Congress in matters of war and national security" containing certain propositions that 
no longer reflect the views of the OLC and "should not be treated as authoritative for any 
purpose." Steven G. Bradbury, Principal Deputy Assistant Attorney General, Office of Legal 
Counsel, Department of Justice, Memorandum for the Files, "Re: Status of Certain OLC 
Opinions Issued in the Aftermath of the Terrorist Attacks of September 11, 2001," 
January 15, 2009, 1, 11. Among these opinions was a February 2002 classified 
memorandum written by Yoo which asserted that Congress had not included a clear 
statement in FISA that it sought to restrict presidential authority to conduct warrantless 
surveillance activities in the rtational security area and that the FISA statute therefore does 
not apply to the president's exercise of his Commander-in-Chief authority. In a 
January 15, 2009, memorandum (included.among those released in March), Bradbury 
stated that this proposition "is problematic and questionabie, given FISA's express 
references to the President's authority" and is "not supported by convincing reasoning/' 
(TS/STVv'v'//SI//OC/NF) . 
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Yoo's cu1alysis of this point would later raise serious concetns for 
other officials in the Office of Legal Counsel and the Office of the Deputy 
Attorney General (ODAG) in late 200.3 and. early 2004.44 Among otl;ier 
cqncerns, Yoo did not address the 15-daywa.trant requirement exception in 
FISA follo"l-ving a congressional declaration ofwar. See 50 U.S.C. § 181 L 
Yoo's successors in the Office of Legal Counsel criticized this omission in 
Yoo's memorandum because· they believed that by including this provision 
in FISA, Congress arguably had demonstrated an intention to "occupy the 
field" OJ1th.e matter of electronic surveillance during wartime.45 

('FS 11 8TV'rrt 'SI' 'OG 'NF) . r r . vrn n 1 . 

Yoo's memorandum next ru1a1yzed Fow-th Amendment issues raised 
by the Presidential Authorizations .. Yoo dismissed Fourth Amendment 
concerns regarding the NSA surveillance program to the extent that the 
Authqrizations applied to non-U.S. persons oµtside the United States. 
Regarding those aspects of the program that involved mterception of the 
international communications of U.S. persons in the United States, Yoo 
asserted that Fourth Amendment jurisprudence allowed for searches of 
persons crossing the border and that interceptions of comm"L1nications in or 
out of the United States fell within the "border crossing exception." Yoo 
further opined that electronic surveillance in "direct support of military 
operations'' did not trigger constitutional rights·a,gainstillegal searches and 
seizuTeS, in part because the Fourth Amendment is primarily aimed at 

.. b'. i· ~ . t b . fPS I 'S!fb"'<T ('SI I 'GG 'NF) cur 1ng aw en1orcemen a uses. ~ / r vvn ~ r r r 

Finally, Yoo wrote that the electrmiic surveillance described in the 
Pres.idential Authorizations was "reasonable;' under the Fourth Amendment 
and therefore did not require a warrant. In support of this position, Yoo 
cited Supreme Court opinions upholding warrantless searches in a variety 
of contexts, such as drug testing of employees and sobriety checkpoints to 
detect drunk drivers, and in other circumstances "when special needs, 
beyond the hormal need for law enforcement, make the warrant and 
probable cause requirement impracticable/' Veronia School Dist. 47J v. 
Acton, 515 U.S. 464, 652 (1995) (as quoted in November 2, 2001, 
Memorandum at 20). Yoo wrote that in these situations the government's 
interest was found to have outweighed the individual's privacy interest, and 
that in this regard "no governmental interest is more compelling than the 
seculity of the Nation." Haig v. Agee, 435 U.S. 280, 307 (1981). According 

4'f One of these officials was Patrick Philbin, who following Yoo's departure was 
"dual-hatted" as both an Associate Deputy Attorney General and a Deputy Assistant 
Attorney General in the Office of Legal Counsel. (U) 

45 We discuss the OLC's reassessment and criticism ofYoo's analysis in Chapter 
Four. (U) 
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to Yoo, .the s11rveillance authorized by the Presidential Authorizations 
a4va!lc¢d this gove:rnmental security interest (T8//STJJA7// SI//OC/N'fi) 

Yoo also ornitted from his November 2 memorandum- as well as from 
his earlier September 17 and October 4, 2001, memoranda - any discussion 
of Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952), a leading 
case on the distribution of government powers between the Executive and 
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Legislai:ive,br:anc1J:es.47 As discussecl in Chapter Four.~ .Justiee Jack$Onis 
analysis df Pres;identTrutnan's Article II Commander-in~Chief .authority 
during wartfrn:e inth:e Youngstown case was an irnportant factm' :in llie 
Qffi.c<;! of Lega1 Co@se:Ps reevalua,tion in Z004 ofYoo~s opinion on the 
legality of the Stellar Wind program. (TS//8I//NF) 

3. ACldltjonal J?E'e$ide.nti;;a1 Aµthorizations (U) 

On Ncivernbel7 301 200,1, the .President signed a thfrcl Authotizati'on 
authorizit;ig th'e Stellar Witid program. The third Ai,tthotiZation was vfrtµaUy 
identical tG the s.econd Authorization of November 2 1 20b1, infinding thgt 
the tfu.·eatof tetro:rist attacks 111 the United States continued to exist) ilie 
legal authorities cited for continuing the elr;ctronic surveillance, and the 

. f . 11 ti' f.P8 I I S!fb~TT I 'BI I I 88 tl:\fl') scope o co ec on. <en ~~~vv r r r r 1 ~~ 

OLC Principal De.pu . 
Bradl:>w ,. told<tli~;<QJQ.· th 

A:ocordili.gly, the. fourth 
. Ptesidential Atttho1~ization, sigried. oh January CJ, 2002, rhodilled the 'Scope of 
coilection to provide: 

(a) acquire a Gommunication (including but not limited to a wire 
· qo:rilpiuJ:iication carried into or out of the United Sta:tes by 

cal.Jle) for which, based on the factual and practical 
cons.iderations bf eve,ryday life on which reasonable and 
prudent pers9rts aot, there are reasonable gtdunds to believe 
such communication originated or terminated outside the 
United States and a party to such communication is a group 

q1 Irt Youngstown, the Supreme Court held that Presideht Tru'man's Executive 
Qrder directing the Secretary of Commerce to seize and operate steel plants during a la'bor 
cti'sptlte to prod:uce steel needed for American b'oops during the Korean War was a11 
unconstitutfotiBl exercise of the President's Article II Com;ma11der-irt-Chlefat1thority. ln a 
cortcutring opinion, Justice. Jackson listed three categories of Presidential actions against 
which tojudge the Presidential powers. First, "[w]hen the President acts pursuant to an 
egptess or implied authorization of Congress, his authority is at its maximum[.]" Id. at 
635. Second, Justice Jackson described a category of concurrent authority betvveen the 
Presicjent and Congress as a "zone of twilightv ill. wbicb the rlistribu tion of power is 
uncertain ·and di:;pendant on "the imperatives of events and contemporary imponderables 
rather than on abstract theories oflaw."' Id. at 637 (footnote omitted). Third, "[w]hen the 
Pre.sident takes measures incompatible with the expi;ess or implied will of Congress, his 
pdWet is at lts lowest ebb, :for then he can rely only upon his own constitutional powers 
minus any c0hstitutional powers oJ Congress over the mattet." Id. Justice.Jackson 
concluded that President Truman's actions fell within this; third category, and thus •ittnder 
circurostahces which leave Presidential power most vu'Jnerable t8 attackand ih the least 
favorable of possible constttuHona:I post\1res." lcL at 640, ~U) 
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characterized . the collectio 
on facts thatinore closely re. 
(Ts11swv' 'SI 11oc 'NF) 1 ·I · . • IF/ T I I I 

and thus their legal advice was based 
·· e actual operation of the ptogram.22;; 

In addition,. Goldsmith and Philbin discovered that Yoo's assertion 
that the Presidenthad broad authority to conduct electrb1~ic surveillance 
withC:n.lt a warrant pursuant to his Commander-in-Chief powers under 
Article II of the Constitution, particularly during wartime, never addressed 
the FISA provision that expressly addressed. electronic s.urveillance following 
a.formaldedaration of war. See 50 U.S.C. § 1811. Goldsmith also critic:ized 
Yoo's legal memoranda for failing to support Yoo's aggressive Article U 
Commander-in-Chief theory with a fully developed separation of powers 
analysis, a~~d instead offering only sweeping conclusions. As an example, 
Goldsmith citeci Yoo's assertion that reading FISA to be the "exclusive 
.statutory means for conducting electronic surveillance for foreign 
i!lt.elligence" amounts to an "unconstitutiorial infringement on the 
Pre~ident's Article II authorities."226 Moreover, noted Goldsrnith, Yoo 
omitted from his separation-"of--powers discussion any analysis of how the 
Yqungstown Steel. Seizure Case, a seminal Supreme Court decision on the 
distribution of governmental powers between the E}:{.ecutive and Legislative 
l3ta11c;:he~ c1uring wartime, would affect the legality of the President's actions 
with respect to Stellar Wind.227 (TS//STLVl//SI//OC/NF-) 

In reliance on Yoo's advice, the Attorney General certified the program 
"as to, form· and legality'' some 20 times before Yoo 's analysis was 
determined to be flawed by his successors in OLC and by attorneys in the 
Office of the Deputy Attorney General We agree with many of the criticisms 
offered by Department officials regarding the pra~tice of allowing a single 
Department attorney to develop the legal justification for the program 

;g,·~p:n:;i..te!U:~~ .. ~ ~~. ~t ttt!:~tr.;#' ·~'.f~i.'{~~~i~· 

surveillance for foreign intelligence purposes," Id. ~rl-Ml-ri-l--M'tl-t1-1 

221 The Department's Office of Professional Responsibility (OPR) intends to re-view 
whether Yoo's legal analysis concerning the Stellar Wind program violated any standards of 
professional conduct. QPR has similarly reviewed whether the legal analysis by Yoq and 
others concerning the detainee interrogation program violated standards of professional 
conduct. 'TS I '81 I 'PIF) ... . I 1(. Tl 
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