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UNITED STATES DIS USDC SDAY
ATES DISTRICT COURT ONT
SOUTHERN DISTRICT OF NEW YORK || POCUMENT,
x ELECTRONICALLY FILED
* AMERICAN CIVIL LIBERTIES UNION, ct al, DOC #: |
| DATE FILED: ][/ ¢]15
Plaintiffs, . :
against- 12 Civ. 794 (CM)

DEPARTMENT OF JUSTICE, et al., 5

Defendants.

X

MEMORANDUM DECISION AND ORDER RULING ON THE
MOTIONS FOR SUMMARY JUDGMENT BY THE CENTRAL
INTELLIGENCE AGENCY, THE DEPARTMENT OF DEFENSE

AND THE DEPARTMENT OF JUSTICE OFFICE OF LEGAL COUNSEL

]
- McMahon, J.: %
}

The United States Cowt of Appeals for the Second Circuit, in its opinion dati:d

June 23, 2014, rcjected the use by the Central Intelligence Agency (CIA) and the

. ]

|

Department of Defense (DoD) (collectively, “the Agencies”) of so-called Glomar |

responses' and No Name-No Number responses to the request by Plaintiff Amcricani
Civil Liberties Union (ACLU) for Vaughn Indices relating to the ACLU’s I"OIA rcq:hcst
as directed 10 the Agencies, The Circuit directed the Agencies. (o provide this court v'yith
Vaughn Indices (the Indices) for review. The Agencies did so, providing both classiﬁ!icd
(court’s eyes onlly) and non-classified versions of the Indices. The Agencies also moived

for summary judgment dismissing the ACLU’s complaint insofar as it sought documents

' A Glomar wspo'nsc in FOIA parlance refers to an agency's refusal to “confirm or deny" exisience o[
records where to answer the FOIA inquiry would causc harm cognizable under FOLA exception. 3 U.S.C.A
§ 552. l

1
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FOP-SEGREF/ | | INOFORN

listed on those Indices. The ACLU has responded fo the motions for summary judgment

1
!
i

and has withdrawn its request for certain documents on the Indices.

The Second Circuit also directed this court to review and inspect certain “other
i

legal memoranda prcpar.Cd by” the Office of Legal Counsel of the Department of Juistice,

as well as other entrics that appear on OLC’s classificd Vaughn Index, in view of'its
|

determination that the Government had waived FOIA exemptions with respect to ce}tain

materials, OLC has also moved for summary judgment dismissing the ACLU’s complaint
|

insofar as it sought documents listed on those Indices, and the ACLU has responded}

This opinion disposes of all remaining aspects of the mandate.? ’

I. Material Considered When Deciding These Motions

In kecping with the requirements in this Circuit, the Agencies supported their

motions for summary judgment with declarations. Wilner v. NS4, 592 F. 34 60, 68 (Qd

Cir. 2009). I have and had no quarre! with this. However, the Agencies’ failure to pf!ovidc

i
the coust with a single summary document, or to properly cross-reference arguments
relating to documents listed on the Indices on a document-by-document basis (as I had

previously requested), made review of the Indices virtually impossible -- or, at least,
1
overly time consuming.

Accordingly, on Januvary 7, 2015, Lissued &n order directing the CIA and Dop to

present the information in support of their argument that the listed documents were ;

: Co
exempt from FOIA disclosure in & different format ~ one that explained, on a docum{cnt-
1
|

by-document basis, the reasons why each claimed FOIA exemption applied to that |

|

!

2 15 8 wrilten decision rendered on September 30, 2014, the Court disposed of one itein in the mandate ~~

liem Three—in a soparate ruling that is presently on sppcal.
2

FOP-SEEREH, "~ INoFORN
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FOP-SECREF|_ Inororn-

document. The Government protested that it had to rely on evidentiary declarations?in
order to comply with Wilner, | | ‘

I did not mean to suggest by my otder that the declarations previously filed i!p
sﬁpport of the motions for sumrﬁary Jjudgment should not have been filed or were noét to
be considered part of the record on the motions. They arc pén of thc'rccord, and 1 I
reviewed them compnchensivgly ptiox to issuing the januat-y 7 order, The problem v’as in

» . 1 !
rying to correlate information in the declarations with the documents listed on the |

. . {
Indices. The document that [ directed to be filed in the January 7 Order was intendeé 1o
supplement and suminarize the evidentiary material already presented to the court -- not
to replace it, The Government's concern about providing the court with a summary ‘

/ document is, therefore, misplaced.

On January 20, 2015, the CIA and DoD filed a document that complies withimy .

January 7, 2015 order - onc that, on a document by document basis, explains the basis on

which the. Agencies vesist disclosure of the indexed documents. ,

On or about February ﬁ4, 2015, my senior law clerk contacted the Govemmc%nt
and asked that it prepare au identically-formatted summary document relating to thc?
remaining iterns on the OLC Vaughn Index. The Government provided such a docurtncnt,' :
albeit not until April 23, 2015,

In this opinion I will first address the OLC’s comprchensive motion for sumx}mry
judgment — which addresses not only its own concerns but those of the CIA and Dofp
with respect to documents of concern to all three Agencics. It will then take up ﬂxe ;
separate motions of the CIA and DoD. \Prior to deciding any of the motions, 1 will éssue

a few overarching rulings applicable to all documents listed on all three Indices.

3
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TOP-SECRET| ~_ InoFern
l

i
' 1
11 Standards for Summary Judgment !

i

The applicable standards for summary judgment on a motion resisting FOIA|
: i

i

disclosure have not changed since this court issued its original opinion in New York

Times on January 3, 2013, They are incorporated herein by reference. {

T emphasize the following aspect of the court’s review-- sumimary judgrnent in

favor of the agency is appropriate where:

the affidavits describe the justifications for nondisclosure with rcasonably
specific detail, demonstrate that the information withheld logically falls i
within the claimed exemption, and are not controveried by either contrary !
cvidence in the record nor by evidence of agency bad faith. Ultimately, an
agency's justification for invoking a FOIA exemption is sufficient if it !
appears logical or plausible. |

'

Wilner, 592 F. 3d at 73. In the national secuity context, agency declarations are entiitled

1o substantial deference. CIA v. Sims, 471 U.S. 159, 179 (1985). - |
Furthermore, with respect 10 responses from the CIA, one of the Agencies hq’rc at

. N
issue, in camera review of documents is discouraged, because 50 U.S.C. § () 2) dniccts

that “the court shall, to the fullest extent practicable, determine issues of fact based %n
sworn Wwritten submissions of the paitics.” [ have to the fullest extent practicable ’
i
determined issues of fact on the basis of the CIA’s sworn written submissions; howoivcr, I
have, as will be seen, asked the CIA to produce a few documents for in camera :

inspection.

IIl. Rulings Applicable to Al Documents on All Indices i
The following rulings ate applicable to all documents listed on all three indid;es.
{

FOP-SECRET/_ _JNeFGRN‘
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A. Classification
+ All dacuments appearing on all three Vaughan Indices that ave identified as .
' ]
classified are currently and properly classified, as attested by the various dcclamtion';s of

. . . I
Sinclair M. Harns‘(DoD), John E. Bies (OLC) and Martha M. Lutz (CIA). No evidénce

suggests the contrary. In the absence of evidence tending to show waivér, there is,

frankly; vexy little the court can do te aveid the (b) (1) cxemption.

B._ Official Acknowle ent
|

The ACLU asserts that otherwise applicable FOJA excruptions have been wqived‘
with regatd to all documents on the three Vaughn Indices (classified or not) because;t.he
matiers di;cussed therein have been “officially ackr(xowlcdgcd" by rcl.cvant Govcmnl?cnt
officials | |

All parties agree (and if they did not, the Second Circuit has held in th i's veryz

case) that voluntary disclosure by the Government of all or part of a document may ifv«'raive
an otherwise valid FOIA exemption. New York Times, 756 F. 3d at 114. The “ofﬁci%ﬁl
acknowledgement doctrine” applies in the context of all three excmptions asserted b].y the
agencices in this case: Exemptions 1; 3 and 5. Wilsonv. CJ4, 586 F.3d 171, 186 (2d |C"

2009); New York Times, 756 F. 3d at 114. l

1 deeply regret that the Court of Appeals was not more definitive in its discusilsion
of how closcly an official acknowledgement had ta track information contained in a%
document that would otherwise be exempt from disclosure. Wilsor — described as'"tiw

faw of this Circuit” by the pancl in New York Times - holds that the doctrine apphes,
|

where the withheld information is "as specific as the information previously 1eleasez§
I

and “matches the information previously disclosed.” In New York Times, the Cncult

s .

SPAS
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suggested that an “overly stringent” application of Wilson “mey not be warranied” (/:{/cw
. York Times, 756 F. 3d at 120, n.19), but it did not say that a “stringent” application “gwas
not warranted.” This court generally finds it prudent to apply Second Circuit precedé_nt ‘
vather stringently, aspecially as I am in no position to overturn “the law of this Cil'cuit.”
What the Second Circuit did not do in New York Times was explain where the line |
betwgen “stringent” and “overly stringent” could be found. I will do my best to take imy
cues from what the Court of Appeals did in on the fivst appeal in this case. {
I do not read Wilson as requiring that the withheld information comrespond s
~ verbatim to information previously released, or that the prior release have been made% by
the very official whose statement appears in the withheld documém, or by an ofﬁciai in

the agency where the discloser works, or even by an official in the branch of Goverment

where the discloser works. The Government is the Government; and if, for exampie,jthe

Attorney General makes a factual assertion about the Defense Department, then that; fact
has been “officially acknowledged” by the Govcrﬁmcnt for purposes of the Wilson n}lle -
but or;ly to the extent of the specificity of the public statement. .

The exception to what I just wrote is that the “Jlaw will not infer official discl%)sure
of information classified by the CIA from...rclcase of informatio;x by another agcncjil, or
even by Congress.” Wilson, 586 F. 3d at 186-87. That is the “law of this Circuit.” | {
recognize that the pancl in this very case included public statements by members of '
Congress about the CIA’s role in drone strikes as some evidence of official x
acknowledgement of that fact. Howgvel', the principal “official acknowledger,” accof}‘ding

to the Court of Appeals, was the Director of the CIA. The statements of Senator Feiristcin

and Congressman Rogers about the CIA’s role in the use of drones appear to have béen

6

'
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FOP-SECRET/ INOFORN-
entircly confirmatory of Dircctor Pannetta’s disclosures. Indeed, the Circuit's very ppint
i
was that if the Chairmen of the Senate and House Select Committees én Intclligcncc! felt
free to discuss a fact qulicly, it meant that the fact was no secret — even at the CIA. I do
not read the Circuit’s refevence 1o these public statements as overturning the quoted {
ruling in Wilson conéern'mg v«;ho can and cannot officially disclose information tha} !’\as
been classified by the CIA. | : l
The ACLU takes the position that official acknowledgement of a fact constittixtcs
waiver with respect to the any information that is “similar” to the information disclo;éed.
The ACLU’s position is overbroad; “similar” is not a synonym for “matching.” Ccrt%inly,
if what the ACLU means is that official acknowledgement of a particular fact (for !
cxamplc,‘ the CIA’s operational involvement in the drone strike that killed Aulagi) waives
FOIA excmptions for all details about the CIA’s operational involvement in the Aul%qi
mission, it goes too far. Nothing in the Second Circuit's opinion in New York Times %:an
be read 1o suggest that acknowledgement of the CIA’s “opcrational role” in the Aulzlaqi
Killing — including its statement that two senior members of Congress “publicly disctg?sscd
CIA’s role in targeted killings by drone strikes” -- mandates disclosurc of such dctai%ls as
: . i
the names of any CIA personnel who were involved, or what exactly each of them d'{d; or
where they were located wheu they did it; or what cquipment was used, or who (if
anyone) in Yemen or elsewhere offered assistance. All the Second Circuit said was lhat
the “identity of the agency, in addition to DOD, that had an operational role in the drpnc
strike that killed Aulaqi” had been officially acknowledged - and, more generally, “I;t is

no secret that the CIA has a role in the use of drones.” New York Times, 765 F.3d at } 19.

Acknowledgement of operational involvement, in other words, does not eviscerate thf

7
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privilcge for operational derails. 1 very much doubt that the Court of Appeals meant for
this court to disregard Wilson or to conclude that disclosure of a specific fact cntailc{d
waiver of exemption for all information about the subject 1o which that fact pcrtainsf.
Ortherwise, it would not have redacted significant portions of the OLC—bOD , |
Memorandum —a ddpumcnt that indisputably gualifies as “legal analysis™ — due to tfs,ne
mention of facts relating to intelligence gathering activities. If I am incoirect, the Cii\'cuit
will have to be much more explicit in its direction to this lower court. !
That said, I take up the ACLU’s argument. Plaintiff takes the position that thé:
follow_ing information ha§ been “officially aci(nowlcdgcd" by Government, so that a;by
“matching” information contained in the documents identified in the Vaughn Indiccs:E

must be disclosed:’

1. The fact that the Government uses drones to carry out tatgeted killings 5
© oversecas;

2. The fact that both DOD and CIA have an intelligence interest in the use o
drones to cany out targeted killings;

f

i
3. The fact that both DOD and the CIA have an operational role in conductmg
targeted killings; ;

4. Infoumation about the legal basis (constltutlonal statutory, common law
international Jaw and treaty law) for engaging in the targeted killings abroad
including specifically the targeted killing of a U.S, national.

w

The fact that thc Government carried out the targeted killing of Aulagi;

6. At least some information about why it killed Aulagi: his leadership role in al-
Qaeda in the Arabian Peninsula, including as an operational planner, recruiter
and money-raiser; his role in the failed attempt to bomb the Northwest
Airlines jetliner on December 2009 (the Detroit bombing attempt); and his
role in planning other attacks (which never took place), including qpcclﬁdally
attacks on two US-bound cargo planes in October 2010;

7. The fact that the Government believed that Samir Khan was involved in jjhad.

8
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The ACLU supports its argument with fourtr;:en exhibits — White Pépcl‘s,
speeches, news articles that quote Government sources, C.ongres‘sional Committee
hearing transcripts — all of which arc in the public domain, and all of which
unequivocally support exactly what the ACLU asserts about the seven specific facts ilisted
above.

As 10 six of these seven facts (all but #6) -- as well as the fact that Aulaq; wa;s
killed in Yemen, which the Second Civcuit ht_:id 10 have been officially acknowlcdgc:ﬁ --

I have no difftculty holding that they have been officially acknowledged by the Unit%d
States Gové:rnmcnt. Therefore, to the extent that these specific facts appear in i
decuments on the agencies’ Vaughn Indices and can be segregated from qtlu:r,
properly exempt information, those portions of all documents on the OLC, ClAi and
. DoD Vaughn Indices must be disclosed.

Then we turn to Listed Fact #6, the reasons \;\rhy Aulaqi was selected for targ;:ting
by his own government. Every item listed in that paragraph—his leadership role in ale-
Qacda in the Arabian Peninsula, _including as an opcra(ion'al planner, recruiter and
money-raiser; his role in the failed attempt to bomb the Northwest Airlines jetliner oip
December 2009 (the Detroit bombing attempt); and his vole in planning other attacky that

" never took place, including specifically attacks on two US-bound cargo planes in QOclober

2010—is disclosed by an executive branch official in one or more of the exhibiis to the

Colin Wicker Affirmation. These disclosures appear in Wicker Ex. 7 (Jake Tapper'sijune

27,2010 Interview with Leon Panetta, see page 5 of 15), Wicker Ex. 8 (U.S., Deparyment

of Treasury Press Release dated July 16, 2010), Wicker Ex. 9 (letter, Attorney Gcnella‘l
’ i

S
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i
Holder to The an. Patrick Leahy, dated May 22, 2013, at 3-4 of 16); Wicker Ex. lO
(Transcript of Hearing Before the Committee on Homeland Security of the House of
Representatives, Feb. 9, 2011, at 25 of 35); Wicker Ex. 11 (Remarks by the Prc<idcn§t at
the “Change of Office™ Ceremony for the Chauman of the Joint Chiefs of Staff, Scp!{ 30,
2011); and chkel Ex. 12 (Govemment s Sentencing Memorandum in United States, of

America v. Umar Farouk Abdulmutallab, No. 10 CR 20005, United States District Cpurt,
i

Eastern District of Michigan, at 3). ' l
|

All but one of those documents was created before this court issued its origing
ruling; the onc created after -- Attorney General Holder's Letter to Senator Leahy -- was

virtually contemporaneous with the post-opinion documents that the Second Circuit

considered and found dispositive when it held that there had been waiver with respeat to

the legal analysis in the OLC-DOD Memorandum,

If ] were writing on a clean slate, I would rule that thcr J

[ J have been “officially acknowledged,” and that
l .

!

FOIA protection is accordingly waived

1 beli’lch

o waive FOIA protection for documents discussing those| l ; ;

it is for the Circuit to decide in the first instanccr ‘

—
'

1

he -
Court of Appeals now has the benefit of my view on the matfer.

As (o Listed Fact #7: the ACLU mischaracterizes what has been officially

|
I
I
. : ' l
acknowledged — not that the Government “belicved” Khan was involved in jihad, bu(. that

10 l
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he was under investigation by the FBI because he blogged about jihad. The FBI's files on

Khan (heavily redacted) were publicly released after his death, pursuant to a FOIA

request. They revealed the fact that he had been under investigaﬁon by 'that.‘agcncy I'
(which is not a defendant in this case) since 2006, and that the FBI and Justice
Dcp_anmcnt were trying o build a terrorism case against him. Nothing in the FBI ﬁiés, as
reported in the article attached as Wicker Ex, 14, mentions the interest of any other
agency in Khan, I thus conclude that the Governunent has “officially acknowledged™ that
the FBI was investigating Khan’s involvement in terrorism/jihad - nothing more. Asjso
modiﬁed, Listed Fact 7 is deemed “ofTicially acknowledged.” .

All of the document-by-document rulings I am making avre informed by t:;his
ruling about official acknowledgement, Thus, any refercnce to Listed Facts 1-§ ;;md
7 (as modified), as well as to the fact that Aulagi was killed in Yemen, in any
document on cach agency’s Vaughn Index must be dis::loscd to plaintiffs, to the
extent that it is reasonably segregable. All rulings on individual documents are
subject to this ruling, except for documcnis that the court has cxamined in cameﬁ.
As to thosevd0cumcnts, I myself have applied this ruling durﬁlg my in caimnera

" review, so there isno need for OLC, CIA or DOD to_ review these decuments in
order to ascertain whether segregable references to acknowledged facts exist. "

C. Segregability j

The CIA asserts that it has cc;nducted a line'by line review of all the documcn!'ts on
its Yaughn Index, and has concluded that no reasonably segregable, non-exempt poniions

of the document could be relcased without compromising those portions of the docurigncnt

that are exempt from disclosure. Lutz , Third Classified Declaration, §36. The few ¢IA
|
11 I
l_
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i
documents that I am directing be produced for in camera review are documents as té
whjch it seems possible, based on the limited information presently known to me, ,th:L\t
portions of those documents might be segregable.

In addition, the CIA will have to conduct a new segregability review, in light'_’ of
the court’s conclusion that certain Listed Factors have been officially acknowledgcdi by
relevant officials. I am not plrcparcd to accept anything other than a dobumen;-by- {
document represcntation that (1) the document contains no “officially acknowledgeq:"
informatidn; or (2) while it contains “officially acknowledged” ipformation, that .

. information cannot reasonably be segregated from other information that has not bedn
“officially acknowledged” and so remains excmpt from FOIA disclosure. To the cxnéent
that “officially acknowledged” information can reasonably be segrcgatgd, the ClA stilould
propose appropriate redactions to the court. The CIA has 30 days from the date on '
which this decision is released for security review (which is to say, the date at the enid of
this decision) to complete that review for any documents not otherwisc ordered prod:hccd,

and to provide the necessary certifications.

For its part, DoD summarily dismisses the notion that it could reasonably:

segregate any non-exempt information from the documents it has withheld. Second
Classified Declaration of Sinclair M. Hariis, §31. In view of the court’s ruling with.

respect to what has been “officially acknowledged,” DoD also needs to conduct a '

segregability review; it is ordered to complete that review within 30 days of the date'this

' ' . . j
decision is released to the Government for security review (not the date when a redacted

]
i

version of this decision is released publicly). It, too, must provide the coutt, ona

document-by-document basis, with a representation that (1) the document confains nb

12
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officially acknowledged information; or (2) while it contains officially acknowlcdgtipd
information, that information cannot reasonably be segregated from other infovmatiLn
that has not been officially acknowledged aad so rerﬁains exempt from FOIA disclolsﬁrc.
To the extent that officially acknowledged information can reasonably be segregate(%i,
DOD should propose appfopriale redactions to the cowrt. As is the case with the CliA, the
court will identjfy, at the end of this opinion, a limited number of documents that DbD
must produce for in camera review without regard to its recertification of segregability.

Finally, OLC represents that the withheld documents have been reviewed and that
. i

¢

there is “no reasonably scgregable, non-exempt information {that} can be provided

beyond the unrcdacted portions already provided to Plaintiffs from Documents 4, 5,;and
9. Third Classified Declaration of John E. Bies, 1 106. OLC must producc a much
larger numbenr of documents for in camera inspection that the other agencicé; as to the

: : i

|
rest of the documents on its Vaughn Index, it must also undertake the abovc-dcscrib'[ed

exercise and provide the court, within 30 days, with a document-by-document

certification of non-segregability or with proposed redactions.
IV,  Analysis of the Documents chucst.;i by the ACLU

I know of no way to get through this mass of material except docoment by ,
document as listed on each Agency’s Vaughn Index — the method endorsgd by the

* Second Circuit in New York Times, 756 F.3d at 124.

A. Documents Appearing on the OLC Vaughn Index

There is a preliminary issue to discuss before diving into the OLC Vaughn Iri)dcx '
on a document-by-document basis. : (

In New York Times, the Second Circuit issued the following ruling: (;

13°

.
|
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No reason appears why the number, title, or description of the
remaining listed documents needs to be kept secret. Listing number
5 is the OLC-DOD Memorandum; listing numbers 7-9, 50, 250,
262-65 and 2069-71 desciibe documents and attorney notes
concerning legal advice; listing numbers 57-68, 70, 71, 73-79, 83,
88-91, 93, 95-100, 102, 105, 110, 113, 116-22 and 144-45 are
described as including factual information concerning Aulaqi,
listing numbers 123-30 ave described as unclassified open sowrce
materials; listing numbers 131-43 and 148-237 are described as |,
drafts of the OLC-DOD Memorandum; listing numbers 238-43 are !
described as drafts of other documents; listing numbers 146-47 ave |
described as drafts of Document 86A, a listing that does not appear |
on the OLC’d Vaughan index; end listing numbers 252-54 ave |
described as including redacted). : : |

|

!

|

|

)

Some, perhaps all, of the information in many of these documents |
might be protected as classified intelligence information or
predecisional. If the plaintiffs challenge the applicability of a cited |
exemption, the District Court, after in camera inspection, will be
able to determine which of these documents need to be withheld
and which portions of these documents need to be redacted as
subject to one or more exemptions that have no been waived. ll
i

1 read this as a directive ordering this coutt to condpcl an in camera revicw of any aréld all

of the listed documents — well over half of the décuments appearing on OLC’s origi}'ml
~Vaughn index. :

C
Since New York Times was handed down, the ACLU has withdrawn its requ%st for

certain emails and cextain other documents (Classified Declaration of John E. Bies, ?1] 9;

12), so a number of the documents identified by the Second Circuit arc no longer so?ghl

and need not be produced for review: 105, 113, 116, 123-30, 131-43, 148-242, 14447.

However, as to those document listed by the Second Circuit that it continues fo seek; the

ACLU challenges the applicability of any exemptions to any of these documents and

demands that this court engage in the presctibed In camera inspection.

14
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In its sccond (and infinitely more detailed) submission in response 1o the mdtion
for summary judgment, OLC offers an extended rationale for why ea(;h of these

"documents should not be disclosed — and should not even be subject to in camerg

inspection. To take one cxample1

e

The

I
. Court of Appeals ordered all references toL ‘

redacied from the publicly-available version lof

New York Times. When the Court of Appeals included these cight documents on thel

lhst

of documents to boe reviewed in camera, it did not know that! I

lbccause the OLC’s original Vaughn Index was so cryptic that this important éctail
was omitled. It apparently did not occur to the Government to ask the Circuit to elirrsninatc
these documents from the list of (.io;:llments that it ordered this court to review in ca;nel'a.
However, the Government now argues, at great length and to me, that none of these;
documents need be produced (even for in camera review), because if only the Sccongd
Civcuit had known a little more abou‘t their subject matter, the panel would never hayirc

included them in the list of documents designated by the Court of Appeals for in camera

1
Teview by this court, |
i

I wish 1 could comply with the Government’s request — [ have no particular |

. i
interest in prolonging this exercise, But in view of the mandate rule, I have little cho'lcc
1

but to order OLC to produce all of the documents listed in the abovc-ciuotcd paragrai:h

i
that ave still sought by the ACLU for in camera review. OLC has 30 days from the date
15

'
|
.
i
i
1
|
H
i
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this decision is submitted for classification revicw to get those documents to New York.

Prior to producing the documents to the court, OLC must conduct a segregability review
i
i
and either proposc redactions for any as to which portions can and must be disclose'gl in
i
. . . . . i
view of the court’s ruling on what has been “officially acknowledged” or certify, on a

. !

document-by-document basis, that redaction is impossible. :
Turning now to the individual documents on the OLC Vaughn Index: OLC

grouped those documents into c'am:gories.3 Rather than re-sort the documents in

numecrical order, 1, foo, will discuss the documents in their assigned categories. Where

justifications for withholding apply to all documents in a particular category, they aie

listed at the beginning of the discussion of the documents in that category.

3 Some document could fatl into more than oae caiegary, but OLC placed them into just one catcgor%, S0 8S
to eliminate redundant discussion. '

[
A !
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' i
! To spced the preparation of this opinion I have chosen simply to quofe verbatim the Government's |
arguments, rather than to try to summarize them in my own words. This has the advantage of presentjng the
reviewing court with g single document in which all information necessary 1o a decision is conl’aincd‘

17 i
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!
|
]
|
i
.
, |
1 ]
|
|
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1
i

Haowever, I did not end the inquiry there. 1

In New York Timnes, the Second Circuit flatly stated, *It is no secrct that the ¢IA
has a role in the use of drones.” New York Times, 765 F.3d at 119. The Circuit conc 'uded

that various statements made by then-Director Panetta, and confirmed by Senator Dl:amme
. 1

!
Feinstein and Congressman Mike Rogers, led inexorably to the conclusion that the |

: |
Government had waived any FOIA excmptions with respect to that fact. Id. Indeed, the

Court of Appeals observed, “We can be confident that neither Senator Dianne Fcins}ein,

Chairman of the Senate Select Committee on Intefligence, nor Representative Mikcli

Rogers, Chairman of the House Scleet Commiitee on Intelligence, thought they wer{_’:

revealing a secret when they publically discussed CIA’s role in targeted killings by grdnc

strikes.” /d

22
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The issue of who should conduct drone sirikes became part of public discoul‘;se no
i

later than May 2013.% when President Obama gave a widely-publicized speech at rhé
1

National Defensc University (“NDU"). In that speech, the President was perceived by

press and commentators as suggesting that tesponsibility for drone strikes should reside

with the military, not elsewhere. To be fair, the President said nothing of the sort; asione
commentator remarked, he simply, “offered some clues into the status of the progljalin"
and “opaquely signai[ed}” that these operations should be assurch by the Unitcd Stz‘iltcs
military. See, John Bennet, “White House Quietly Shifts Armed Drone Program,” |

’ |
Defense News, May 24, 2013; see also, Pawick Baker, “Pivoting From a War FootiTng,
|

¥

)

¢ The ACLU, in its opposition [o the Agencies® totion to dismiss, submiited exhibits to demonsivate that
FOIA excmptions had been waived as [o ceitain issues. None of the citations discussed in these pagc#‘ \vas
included in the ACLU's submission. !

23
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Obama Acts 1o Curtail Drones,” New York Times, May 23, 2013, i
http://www.nytimes.com /2013/05/24 /us/politics/pivoting. But the press picked up @n his
clucs and signals, and both of these sources specifically mentioned a classified polic;;y
guidancc, recently signed by the President, the;t included‘a “drone-program shift,” sc&: the

CIA could return 10 its “core mission” of gathering intelligence, Bennet, supra. :

The NDU Speech was preceded and followed by extensive comments from
members of Congress on the subject of who should have responsibility for drone str:'kes.
The Congrcssi'onal commentators did not beat around the bush about the subject of \heir

|
comments. [n particular, Senator John McCain immediately indicated support for

“Obama’s decision to shift the program from the CIA to the military” — consistent with

his oft-expressed position that “It’s not the job of the Central Intelligence Agency {t

«

conduct drone strikes]. . . . It's & military job.” Bennett, supra; see alsa Julian Hattdm

and Martin Matishak, “Drone Fight Simmexs in Congvess,” May 2, 2015, The Hill, l
hutp//thehill.com/policy/technology /240853. On the other side of the question, Senafor
Diane Feinstein, Chairwoman of the Senate Setect Committee on Tntelligence, reinf@rccd
her previously-expressed skepticism about whether the military would or could cxcrilcisc
the same degree of “patience and discretion” that had characterized the CIA's opera ion»

of the drone program. Bennett, supra; see also Ken Dilanian, “Debate grows over |

proposal for CIA to turn over drones to Pentagon,” May 11, 2014, hup//www.latimes.
com/world/middlecast/la-fg-yemen-drones.
The debate over who should have the primary “pperational role” in lethal tar'g,ctcd
v
actions has not abated during the past two ycars. Even as 1 work on this opinion — tvqlo
| | |
full years after the NDU speech -- The Hill reports that, “Congress may finally be or{ the

24
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verge of transferring control of the nation’s drone program from CIA to the Pcntagoin R
Hattcm/Matisha.k, supra. Meanwhile, CNN recently reported that McCain and Ohiol
Governor (and former Scnatof) John Kasich were insistent that the CIA get out of t?{e

- business of running the targeted killing progl'aﬂ;. Jim Acosta, “Obama to make newpush
to shift control of drones from CIA to Pentagon,” April 27, 2015, :
hitp/fwew.cnn.comy/2015/04/27/politics/drones-cia-pentagon-whitehouse. However;

Senator Feinstein and others remain skeptical that the military would have the CIA’s

capability to camy out targeted drone strikes with minimal collateral damage. See
Hattcmea(.ishak; supr;a. Still others in Government seem indifferent as to which a%ency
prosecutes the strikes, even in light of the revelation that 2 recent strike inside Pakisian
killed an American and an ltalian being held hostage by al Qaeda: “We're not goingg to
terminate this drone program. I’m sorry these two innocent civilians weve killed, I’I;:Il
glad the two Americans collaborating with the enemy were. Pléase understand wc’r% at |
war. It's a nasty, terrible business—but I'm in it to win it.” Shane Hauis, “CIA Dro::ncs
Target al Qaeda Meeting-—and killéd Hostages Instead,” April 23, 2015, quoting Se:.{xmor

Lindscy Graham, http://thcdaily beast.convarticles/2015/04/23¢cia-drones.

25
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In view of this, I feel obliged at least to consider whether my earlier ruling

remains valid

But while the extensive and explicit publicity about whether the CIA should ‘
~ i

continue 10 play any “operational rolc” in targeted killings using drones give me great
pause on the subject, | am unable to conclude that the Government has waived FOIA
I
. : . !
exemptions for this document, for three reasons. :
|
1
1

26
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L That Congress acling in i%s

official capacity behaves differently than individuail

members of Congress in their dealings with the press should come as no surprisc. ’

Furthermore, where CIA classified material is concerned, Congress has no role to play in
I

““official acknowledgement,” so indjvidual members’ willingness to discuss this sub{éct

openly, despite its status as classified, has no legal significance. : |

The court has carcfully rcviev!'ed

certain statemnents, called to its attention by the ACLU, that were made by officials i

OLC, in order to escertain whether these statements disclose the nature of the CIA's

“gperational role” in these matters, They do not.{

This court has not located any, either.

Extcutive Branch silence on this subject contrasts with the situation that

confronted the Second Circuit when it was deciding New York Times. Then-Directo
Panetta was the person who acknowledged the CIA’s “operational role” in drone strlkcs

’ |
generally, and in the Aulaqi drone strike in particular, New York Times, 756 F.3d 1 l§-

27
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119. Disclosure by a Government official is the necessary predicate for the waiver olf

FOIA exemptions; and that Government official must be from the CIA in order for

exemptions for CIA classified material to be deemed waived. See inﬁa.at 4, Pancuai‘s nod

was the necessary predicate to the Circuit’s conclusion that the wall of secrecy had t%ccq

breached. Had there been only comments by members of Congress, Wilson’s 1'equirémcnt~

that disclosures about the CIA must come from the CIA would not have been satisﬁ%:d.
Third, even though the Court of Appeals held thar the Government had waiv;r:d

i

FOIA protection'for the fact that the CIA had some sort of operational role in drone

strikes, it granted the Government's request to withhold disclosure of anything abouil the

f 1
| from the publicly-available version of its opinion in New York !

[

Times. The panel made that call at a time when the NDU speech and the ensuing debate

about who should run the drone program were a matter of public record. [ have

previously expressed the view that this coutt fecls bound by the Second Circuit's detision

to kccpr a sccret (New York Times v.

U.S. Dep’r of Justice, 11 CV 9336 (CM), “Classified Decision on Remand with Respect

to Issue (3),” September 30, 2014, at 3). That deference compels me to conclude tha}t I

must do now as the Court of Appeals did previously on this particular question.

However, the justifications are amply ground(id,
o ]

!
both in FOIA law and in the Cowst of Appeals’ actions in this very case. [thus concfude

that there has been no waiver of FOIA exemption for. l

28
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i

must remain shielded from public view. This |
|

justifies withholding all or any non-segregable portion of documents that discuss

under both FOIA Exemptions b(1) (classification) and b(3)

(statutory authoity, in this case the National Security Act, which requires the

withholding information about intelligence sources or method:‘

]

I hasten to add that my skepticism about

does not exiend to any operational details about{

details of any particular strikes, including the Aulaqi strike. It does not extend to

information about

J And it does not extend to information about methods used to minimize

collateral damage. All such details fall inarguably within Exemption (b)(3 )': for matt%:rs
covered by the National Security Act, which bars disclosure of imelligcncc‘ sources a;md

methods. As to those derails, I cannot sce that there has been any waiver of exemptions;

indeed, not a scintilla of evidence supports any such conclusion.

29
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‘
i
—

According to the Government, this group of documents consists of ‘

r —— ——
Several of the documents in

— )

this category have already been ruled upon, cither by the Second Circuit (Document!s

’

the July 2010 OLC-DOD Memorandum) or by this Court in its First Remand Decision

{Documents 3, 4 and 6).

The Government argues that are cxempt

from disclosure for the following reasons:

7 Document numbars refer to the numbered entries on the Revised Classified Ex Parfe Index of Offict of
Legal Counsel Documents, October 3, 2014, See Exhibit A to the Third Classified Bies Declaration. |A
redacted version of this index, with redactions as directed by the Second Circuit, has been filed publicly.
See Dt No. 81, Exh. A. The documnent descriptions contained in this submission in many cases proylde .
substantially more detail than the Second Circuit was willing to disclose publicly in New York Times or in
documents disclosed in conformity with that decision. (U) '

.30 !
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The documents are exempt under Exemption (b)(s) because it is covere% by
the presidential communications privilege. It is legal advice provided to a
senior-level aide to the President to assist that aide in advising the President as to
a contemplated decision, Disclosure of documents reflecting confidential legal
advice provided to senior-level presidenital aides, like this one, would inhibi;t the
President’s ability to engage in effective communication and decisionmaking.

()

The documents arc also exoempt under Exemption (b)(5) because it is cmI ered

by the deliberative process fl'ivilcgc. This document is predecisional becau eit

was prepared in connectlion
[ l It is deliberative because it constitutes advice used by decxsxonme]kcrs,

l ] who received legal advice during
interagency deliberations, Compelled disclosure of this document would
undermine the deliberative processes of the government and chill the candid and
frank communication necessary for effective governmental decisionmaking. : It is
essential to the Department of Justice’s mission and the deliberative plocessés of
the Executive Branch that the development of the Department’s considered lcgal
advice not be inhibited by concerns about compelled public disclosure of |
predecisional matters. Protecting this document from compelled disclosure is
critical 1o ensuring that Executive Branch attorneys will examine legal urgunhems
and theories thoroughly, candidly, cffectively, and in writing, and to ensunr:; that

r—

Exccutive Branch officials will seck legal advice from OLC and the Department

of Justice on sensitive matters. (U) :
I
The documents are also exempt under Exemption (b)(S) beeause it is cm%ered
by the attorney-client privilege. The document constitutes or reflects final lggal
advice provided by DOJ to Exccutive Branch decisionmakers regarding the |
legality of J The considerations |

regarding the need for confidential Exccutive Branch deliberations discussed;

31
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i

above are partjcularly compelling in the context of the provision of legal adv'icc
by DOJ to its Executive Branch clients. This document reflects confidential
communijcations among OLC, the Department of Justice, and Executive Branch
clients made for the purpose of requesting and providing legal advice. In,
providing the legal advice contained in the document, the Department of Justice
was serving in an advisory role as legal counsel 1o the Executive Branch. Having
been requested to provide counsel on the law, the Department of Justice stood in a
special relationship of trust with the various Executive Branch agencies,
departments, and officials seeking the advice. Just as disclosure of client
confidences in the course of seeking legal advice would seriously disrupt the
relationship of trust so critical when attorneys formulate legal advice to their
clients, discloswee of the advice itscif would be equally disruptive to that trust. In
addition, the factual information reflected in the document was provided to OLC
and the Department in connection with a request for legal advice. These client
confidences are likewise protected by the attorney-client privilege. (U) .:

The Government argues against production of Document 46 for additional

!

| |

. ]

reasons, which { will identify when I discuss that document. !
i

1 will begin the analysis of|

|

Document No. 2:(

B
|
|

Ruling: There has been no waiver of these exemptions by virtue of the rclcasic of
the OLC-DOD Memoranduim, or the Draft White Paper, or any other public statcmeim
1
that has been brought to the attention of the court by the ACLU. Accordingly, anfi S\ilbjcct
to the ruling concerning officially acknowledged facts that is applicable 1o all doc.urr}lems‘
[ conclude that the document need not be produced, , i
32 !
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Document Na. 3 W

1

Ruling: There has been no waiver of these exemptions by virtue of the icleast of
the OLC-DOD Memorandum, or the Draft White Paper, or any other public statemeizt
that has been brought to the attention of the court by the ACLU. Accordingly, and sv.*bjcct
to the ruling concerning ofﬁciélly acknowledged facts that is applicable to all documilcnls,

[ conclude that the document need not be produced. '

|
Documcint No, 4: Classified legal memoranduimn dated February 19, 2010, from OL(;t to
the Attorney General, px‘ovidiﬁg legal advice regarding legal authority to usc lethal fi)rce
directed against Shaykh Anwar Aulagi, a U.S. citizen. A redacted version of this [.
memorandum was released to the plaintiffs on August 15,2014. %
Ruling: This Court has already ruled on the status of this docurnent, in the |
>Scptembcr 30, 2014 Ordex. That Order is the subject of a pending appeal in the Seco.i:nd .
Circuit.
Document No. 5: Classified legal memorandum dated July 16, 2010, from OLC to the

Attorney General, providing legal advice regarding the application of U.S. federal

criminal law and the Constitution in connéction with the usc of lethal force directed !

apainst Shaykh Anwar Aulagi, a US. citizen (the “OLC-DOD Memorandum™). l
|

33
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|

Ruling: In New York Times, the Second Circuil ordered a redacted version of this

document disclosed. Nothing more need be said on the subject. -

Dacument No. 6:

Ruling: [
————

Documcl}t No. 46:‘

34
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Ruling. In addition to the reasons applicable to[v J

: L the Governmerit argues that this document is exempt from production for the &

number of independent reasons, most of which related to the fact that there has been r'}o
36
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“official acknowledgement” o

Those reasons are highly l

persuasive, but they need not be discussed at any length, because the Sccond Circuit :

dirécted that this document be reviewed in camera, so of course it will be.

I would also point out that the Govemment’s analysis about why this docﬁmci;lt

!

nced not be reviewed in camera or disclosed is internally inconsistent
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r e

! lThc legal advice contained in the document cannot be both

“predecisional” and “final;” it is either one or the other. |

o

J
To the extent that the legal adviccE

_ }

it has not been “officially acknowledged” and |

nothing in the opinion in New York Times requires that it be produced. However, thaft

cannot be ascertained without in camera review, as the Second Circuit anticipated in }Vew

York 7_"imes.

Ruling After In Camera Review: The document was produced for in camera

L.

review, Information that has not been officially acknowledged

1can in fact be segregated from information

: [
that has been publicly acknowledged (which is legal analysis about the targeting of !

‘ i
Aulagi). Everything in the document except the paragraph that begins “Second™ should

be redacted; only the paragraph that begins “Second” should be produced.

_ L i _Jrcqucsts for legal advice reccivcid by
!

OLC from its Exccutive Branch clients.
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Document No. 75: Classified and confidential attorney-client communication from

[
s

requesting legal advice from the Attorney General regarding a

j and conveying factual information relevant té

intetagéncy request for legal advice’ l

:’ (U) The Government asserts that: '

. |
¢ The document is exempt under Exemption (b)(1) because it confains classi!led
factual information relating to terrorist organizations and particufar individuafs i
obtaincd through sensitive intelligence sources and methods, which was provided

to OLC and the Department of Justice in.connection with a request for legal |
advic_eJ

RN

¢ The document is exempt under Exemption (b)(3) (National Security Act)
because it would reveal sensitive intelligence sources and method

]
e The document is exempt under Exemption (b){(8) because it is covered b)t the
presidential communications privilege.
[ [secking legal advice from thei
‘Attorney General regarding] o

[, which attaches a classified factual memorandum containing intclligeﬁce.
o ldisclosure of documents reflecting confidential legal advice
provided to senior-level presidential aides or reflecting senior-level presidential
aides’ requests for such advice would inhibit the President’s ability to engagelin
cffective communication and decisionmaking. (U)
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¢ The document is also exenpt under Exemption (b)(3) becausc it is covcreiﬁd by
the deliberative process privilege. Requests by Exceutive Branch officials |
sceking legal advice from OLC, such as this document, are part of Exccutive |
Branch deliberative processes, and disclosing such requests would tend to harm
the same deliberative interests as disclosing the resulting advice, as discussed,
above. The document is predecisional because it it was prepared in connection \vith
{ Itis deliberative because xt
constitutes an input both to OLC’s internal dchbcuatlvc process for 1.,ndcrmg
legal advice, and to the broader Executive Branch policymaking process.
Campelled disclosure of the document would undermine the deliberative
processes of the government and chill the candid and frank communication
necessavy fou cffective governmental decisionmaking. Tt is exsential o OLC’S
mission and the deliberative processes of the Exccutive Branch that the '
development of OL.C’s considered legal advice not be inhibiied by concerns sbout
compelled public disclosure of predecisional matters. Protecting the document
fiom compelled disclosure is critical to ensuring that Executive Branch attomeys
will have full access ta facts and legal arguments necessary to provide throug‘x,
candid, and accurate written legal advice, and to ensuring that Executive Branch
officials will seek legal advice from OLC and the Department of Justice on
sensitive matters. Movcover, the factual information contained therein reflects
Exccutive Branch deliberations regarding what particulay information is relevant
1o Executive Branch decisions about the potential use of force 5
. Accordingly, the fact that OLC has possession of the parucular factual
‘information contained in the document is protected by the deliberative pnoccs>
privilege. (U)

« The document is also exempt under Exemption (b)(5) because itis covcxe:d
by the attorney-client privilege. The considerations regarding the need for
confidential Executive Branch deliberations discussed above ate particularly
cornpelling iu the context of requests for confidential legal advice of OLC or the
Department of Justice by their Executive Branch clients. The document reflects
confidential communications among OLC, the Department of Justice, and :
Bxceutive Branch clients rnade for the purpose of requesting and providing legal
advice. Disclosure of client confidences offered in the course of requesting such
advice would sedously disrupt the relationship of trust so critical when attorneys
formulate lcgal advice w0 their clients, Moreover, the tactual information
veflected in the document was provided to OLC in confidence in connection with
a request for fegal advice, (U)
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i

Ruling: The Second Circuit ordered in camera review of this document, and this

i
court would have done so on its own initiative. It is not possible to ascertain whether thc

|
privileges with respect to sorue, or all, of this document have been waived — or whcthfr

there are reasonably segregable portions of the document that could be disclosed becal'\lsc
the legal analysis mirrors the analysis that has been waived — without reviewing the ,
document. Accordingly, the Govermnent must produce Document 75 for in camera '

review.

Ruling After In Camerq Review: There is no reasonably segregable portion ofi
i
f

l that.can be produced. Tab A, which is the

bulk of the document, consists 011

J;hcrc is no reasonably segregable portion of '&“ab '

A that can be produced. The document is exempt voder Exemptions (b)(1) and (b)(3),;i _

There has been no waiver of exemptions by virtue of the release of the OLC-DOD
V i

Memorandum, or the Draft White Paper, or any other public statement that has been :

brought to the attention of the court by the ACLU, Accordingly, I conclude that the

‘ |
document need not be produced. ;
I remind the reader that my ruling with respect to this document, and similar i

rulings relating to documents that have been examined in camera by the court, is not |

“subject to the ruling concerning officially acknowledged facts that is applicable to al&
i
documents,” because the court took those facts into account when reviewing the i

document.

41 "
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Document No, 84:

The Govcmn:]cm

1
asserts that: !

'

. i
¢ The document is exempt under Exemption (b)(}) because it contains classitied
factual information relating to

* The document is exempt under Exemption (b)(3) (National Security Act)
becanse it would reveal sensitive intelligence sources and methods, including
specific intelligence veporting »

+ The document is exempt under Exemption (b)(5) because it is covered b} the
deliberative process privilege. Requests by Executive Branch officials seeking
legal advice from OLC, such as this document, arc part of Executive Branch |
deliberative processes, and disclosing such requests would tend to harm the same
deliberative interests as disclosing the resulting advice, as discussed above. The
document s predecisional because it was prepared in connection with :

o . Itis deliberative because it |
constituies an input both to OLC's internal deliberative process for vendering,
legal advice, and (o the broader Executive Branch policymaking process.
Compelled disclosure of the document would undemming the deliberative
processes of the government and chill the candid and frank communication
necessary for effective governmental decisionmaking If is essential to OLC*s
mission and the deliberative processes of the Executive Branch that the ‘
development of OLC’s considered legal advice not be inhibited by concerns about
compelled public disclosure of predecisional matters. Protecting the documc'pt
from conpelled disclosure is critical to ensuring that Executive Branch attorrjeys
will have full access to facts and legal arguments necessary to provide llu'ougﬁh,
candid, and accurate written legal advice, and to ensuring that Executive Brax:wh
officials will seek legal advice from OLC and the Department of Justiceon |
sensitive matters. .

42 !

TOP-SEERET.  NOFORN'

SPA42



Caskn 11 252907 94eCineD0BANTETD E28) 1 Biléd D316/ 15adRdgeod 3 08 50

FOP-SEERET  INororm

Accordingly, the fact that OLC has possession of the par tlculad
factual information contained in thc document is protected by the dchbezanvc,

process privilege. (TSHNF) - I
i

* The document is also exempt under Exemption (b)(5) because it is covered
by the attorney-client privilege. The considerations regarding the need for !
confidential Executive Branch deliberations discussed above are particulatly !
compelling in the context of requests for confidential legal advice of OLC or téhc
‘Department of Justice by their Executive Branch clients. The document reflects
confidential communications among OLC, the Department of Justice, and
Executive Branch clients made for the purpose of requesting and providing legal
advice. Disclosure of client confidences offered in the cowrse of requesting sxich
advice would seriously disrupt the relationship of trust so critical when attorngys
formulate legal advice to their clicnts. Moreover, the factual information |
reflected in the document was provided to OLC in confidence in connection \v'ilh
a request for legal advice, Again, the attorney-clieat privilege protects such c‘lent
confidences. (U) o

Ruling: J}

I[-_ﬂ.umﬁﬂ

Jtherc has been no waiver of exemptions by virtue of the -,
release of the OLC-DOD Memoramjium, or the Draft White Paper, or any other pubii%:

statement that has been brought to the attention of the court by the ACLU. Accox*dinély,
and subject to the ruling concerning officially acknowledged facts that is applicable tb all
documents, I conclude that the document need not be produced. ;

However, to ascertain whether segregable portions of the document could be 'i

disclosed, OLC must produce Documnent 84 for in camera ieview.

43

SPA43



Cask 11 252907 94eCineD0BANTETD E28) 1 Biléd D316/ 15adedGeod 4 0F 50

FOP-SEGREF/ jN@FﬁRN'

Ruling Afler In Camera Review: There has been no waiver of exemplions by?i
virtue of the refease of the OLC-DOD Memorandum, or the Draft White Paper, or alsxy
other public statement that has been brought to the attention of the court by tﬁc ACLU.

The document was produced for in camera inspection to deal with scgltgability, butil
i

" conclude, after review, that there is nothing to segregate, bccausc[—

I

1
and so is arguably
!

non-responsive. Accordingly, I conclude that the document need not be produced, ]
|
|

(3) Legal Analysis| |Doc. Nos. 8 and 9)

This category consists of two documents containing lepal analysis that OLC {

)
" - 1
i

J One document (Document 8) is withheld in full; the other

e

(Document 9) has already been released to plaintiffs in redacted form, ' -

Document No. i)

The Government asserts that:

¢ The document Is exempt under Exemption (b)(1) because it consists of |
classified legal analysisr

T ~nerern
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» The document is exempt under Exemption (b)(3) (National Sccurity Act):
_ because it would reveal sensitive intelligence sources and methods

Ruling: The Second Circuit ordered this document produced for in camera T

rt:view».!r

1
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Since in this instance context matters,

I do not believe the bullet points can reasonably be segregated from the sentence ’
beginning “Second” that precedes them, and as 1o that sentence (and the rest of the j

;
document) there has been no waiver of FOIA exemptions by virtuc of the release of the

i
OLC-DOD Memorandum, or the Draft White Paper, or any other public statement th:at

has been brought to the attention of the court by the ACLU.. Therefore, Document § heed
! {
not be produced,

If the Court of Appeals were to disagree with my conclusion that context matt}ers,
then it is obvious that thé bullet points at the bottom of page 5 and the top of page 6
could be extracted and produced. I see no reason 1o do that; it appears that all, or ncah;ly
all, of that information is contained in the portions of Document 9 that the Governmcint

has already produced.

i

Document No. 9: Classified DOJ white paper dated May 25, 2011, cntitled Legality éf a

Lethal Operation by the CIA Against a U.S. Citizen, drafted for Congiess and px'cscnt:ing

legal analysis regarding the legal basis for the CIA to use lethal force againsta U.S. |

citizen abroad in certain circumstances. A redacted version of this document has been

relcased to plaintiffs. (U) The Government asserts that: ;

¢ The withheld portions of this docuinent are exempt under Exemption (b)(l)

|
|
1
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L
—
e The withheld portions of this document are excmpt under Exemption (b)(3)
(National Sccurity Act) because they would reveal scnsitive intelligence sources

and methods

1
. . . . l

Ruling: The Second Circuit ordered in camera review of this document. I note
‘ ;

that the Government’s vationale for releasing a redacted version of Document 9 and . !

withholding the yest of the document rests éntirely on the finding that there has been no
t

waiver of FOIA exemptions fm-r ll

Ruling After In Camera Review: The portions of the document that have not |

already been produced by the Government need not be produced.

47 ‘
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(4) Documents Reflecting Internal Executive Branch Legal De!iberatiLns
(Doc. Nos. 7, 10-11, 13, 54) i

H
1

This group consists of documents that were received by OLC from its Executive

Branch clients; they assertedly reflect views, comments on drafts, and other dclibcraftions
. !

regardiné the appropriate Jegal and factual analysis of the use of targeted lethal forcé

against a'U.S, citizen in certain circuwmstances, (U) !
i

—

Document No. 7: Classified legal memorandumr J

R —

i i
containing deliberations regarding the appropuiate lgal

l

analysis of

3

The Government asserts that; :

The document is exemp¢ under Exemnption (b)(1) because it contains

classified factua! information relating t

i

e The document is exempt under Exemption (b)(3) (National Sccurity Aetj
because it would reveal sensitive intelligence sources and mcthods!

48
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‘e The document is exempt under Exemption (b)(S) because it is covered by the
delibevative process privilegcl
—

]
L.

,,,,,,,,, _. S S

» The document is also exempt under Exemption (b)(S) because it is covered by
the atiorney-client privilege, The document reflects confidesitial client :
coinmunications to OLC and the Depariment of Justice made for the porpose pf
sc(::kix!g Jegal advice, The document also reflccts a back-and-forth between OLC
and its Executive Branch clients concerning the content of particular OLC ad\}icc,
and such give-and-take inevitably reflects OLC’s view regarding the appropri:;ne
legal analysis in the circumstances under deliberation, as well as the client’s |

response. As such, the document is also protected by the attorney-client privi‘iegc.

U)

Ruling: The Second Circuit ordered in camera review of this document. To t:hc

i
i
H

— ,,] %

' there has been no waiver of excmpttons‘_by vistue of the release of the
‘ 49 !

I
extent that this document discusses{
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OLC:DOD Memorandum, or the Draft White Paper, or any other public statement tfmt

has been:brought to the attention of the court by the ACLUJ7

It is also possible that any such discussion cannot reasonably be segregated from

discussian } as to which there has been no waiver. It is not

possible to reach any sort of conclusion without seeing the document.

Rfuling After In Camera Review: [

I conclude Iilat

this memorandum should not be produced. It does not reproduce the legal analysis a"s to

which th;rc has been waivcr;[ j It is a quintessential
deliberative document. There has been no waiver of exemptions by virtue of the relcliasc

of the OI;C-DOD Memorandum, or the Draft White Paper, or any other public statcxihcnt
that has been brought to the attention of the coust by the ACLU. Accordingly, I cono%ludc' .

that the document need not be produced,

Document No. 10

FOP-SEERET/ ; ~jNOFERN

SPA50



Caseatd 258007 946C M ddo AimeatiB2891 6 FlledABA 16 eBage 176f 50

|

INOFORN

According to the Government: :
e 1
- |

* The document is exempt under Exemption (b)(1) because it contains classified

factua] information concerning thc[
] The Second Circuit redacted such mfoxmatlon from the OLC~DOD

Memorand um. (‘FS@J—F-)

. Thc document s exempt under Exemption (b)(3) beeause it would reveal |

sensmve intclligence sources and methods protected from disclosure under thc
National Security Act,[

R |

The document is exempt under Exemption (b)(5) because it is covered by the
deliberative process privilege. The document is predecisional because it was
prepared in cormcctlon[ It

is-deliberative because it constitutes advice; views, and legal deliberations uséd T:y

decisionmakers,

and others who received legal advice fiom the Attorney General during I
intevagency deliberations. Compelled disclosue of the document would
underniine the deliberative processes of the government and chill the candid and
frank communication necessary for effective governmental decisionmaking.
Protecting the docurment from compelied disclosure is critical to enswwing lhat
Executive Branch attorneys will examine legal arguments and theories
Lhomughly, candidly, effectively, and in writing, and to ensuring that Executive
Branch officials will seek legal advice from OLC and the Department of Justice
on sensitive matters. Importantly, although the Second Circuit concluded that
there had been a waiver of privilege as to the final legal analysis in the OLC-DOD
Memorandum, nothing in the Second Circuit’s opinion suggests that the waiver
could extend to undiscloscd attorney-client communications or inter-agency
deliberations concerning the legal analysis in the document. (U) ‘

The document is also exempt under Excmption (b)(S) because it is covered by
the attorney-client privilege. The document reflects confidential client !
communications to OLC and the Department of Justice made in conncction wnh a
request for legal advice. As such, the document is also protected by the atto:ncy~
client privilege. (U)
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|
Ruling: The Second Circuit did not order in camera veview for this docume |

i

but it must be produced for such review nonetheless. Again, the issue is segregability|
|

OLC must produce Document 10 for i l
!

camera segregability review.

X 1
Ruiling After In Camera Review: Information as to which exemptions have bel'en

waived is not reasonably scgregable ~ indeed, is not segregable at all - from information

| as to which there has been no waiver of exemptions. The document ncc:d

not be produced. ' ;

— . |

Document No. 11:

J The Govemme:h(

asserts that:

» The documnent is exempt under Excmption (b)(1) because it containg class{ﬁed
intelligence repoiting about|

¢ The document is exempt under Exemption (b)(3)]

52 : ' ‘
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°f l
|

. I‘he document is exempt under I Exemption (b)(5) becausc it is covered by-thc
déliberative process privilege. The document is predecisional because it was

prcparcd n connection wnth[_ —l It
is; deliberative because it constitutes advice, views, and legal deliberations uskd by
deusxonmakcrsl i

and others who 1ccc1Vcd legal advice from the Attorncy Genera! during ‘r ]

interagency deliherations. Compelled disclosure of the document would i
undermine the deliberative processes of the government and chill the candid’ und
frank communication necessary for effective governmental dcmsxonmakmg !
Piotecting the document from compelled disclosurc is critical to ensuring that
Executive Branch attorneys will cxamine legal arguments and theories .
thoroughly, candidly, effectively, and in writing, and to ensuring that Executj
Branch officials will seek legal advice from OLC and the Department of Justt:e
on sensitive matters. Importantly, although the Second Circuit concluded tha{t
there had been a waiver of privilege as to the fina! legal analysis in the OLC-DOD
Memorandum, nothing in the Second Circuit’s opinion suggests that the waiver
could extend to undisclosed drafis of that document, comments on drafts, or |
related intra- or inter-agency deliberations concerning the legal analysis in th
decument, lct alone comments on the factual section of the document, which ,the
Second Circuit redacted in its entirety. (U) 3
. !
. . |
. Thc document is also exempt under Exemption (b)(5) because it is covcrc:d by
the attorney-client privilege. The document reficcts confidential client !
communications to OLC and the Dcpartmem of Justice made for the purposc[of
'sccking legal advice, As such the document is also protected by the attorney-

client privilege. (U) ‘ |

,Igzm There has been no waiver of these exemptions by virtue of the rclcasie of
the OLC-DOD Memorandum, or the Draft White Paper, or any other public stétemeril]t
that has béccu brought 1o the attention of the court by the ACLU. This document wasi

prepaved a month before the OLC-DOD Memorandum was finalized, and it conrains§

53

. - ',

SPAS53



Caseatd 258007 946C N ddo AmeatiB2891 6 FlledABA 16 eBage 47a6f 50

TOPSECRET | o __ Inororn

obviously predecisional comments about an earlier draft of that document. Drafts of the
OLC-DOD Memorandurm are not comprehended in the Second Circuit’s ruling, thch
- o

applics to final legal advice that was disclosed publicly by virtue of the Draft White P

Paper. Accordingly, and subject to the ruling concefning officially acknowledged fac%ts

that is apphcablc to all documents, I conclude that the document need not be produced.

Documcnt No. 12: | |

The Government asserts that:

i
i

* The document Is exempt under Exemption (b)(1) because it contains classiiflcd
factual information concernin

L | The Second Circuit redacted such mfmmatxon from the OLC- DOIb
Mcmorandum (—'FSI:}N—!-L) i

. The document is exempt under Exemption (b)(3) because it would reveal i
sensitive intelligence sources and methods protected from disclosure under the
National Secwrity Act, | ]
€58 :

» The document is exempt under Exemption (b)(5) beeause it is covered byi the
' deliberative process privilege, The document is predecisional because it was
prg.pan:d in connection with[ l It
is }iclibcmtivc because it constitutes advice, views, and legal deliberations 1?;: by

OLC in its preparation of legal advice for decisionmakers. Compelled disclogure
of the document would undermine the deliberative processes of the government
and chill the candid and frank communication necessary for cffective i
governmental decisionmaking. Protecting the document from compelied :
disclosure is critical to ensuring that Executive Branch attorneys will examiné
legal arguments and theories thoroughly, candidly, effectively, and in wrilingi and .
10:ensuring that Exccutive Branch officials will seck legal advice from OLC and
the Department of Justice on sensitive matters. Importantly, although the Second
Circuit concluded that there had been a waiver of privilege as to the final legal
analysis in the OLC-DOD Memorandum, nothing in the Second Circuit’s opihion
suggests that the waiver could extend to undisclosed attorney-client

L s . ;

| - |
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communications or inter-agency deliberations concerning the legal analysis in: thc
document. (U)

the attorney-client privilege. The document reflects confidential client
.communications to OLC and the Department of Justice in connection witha |
request for legal advice. As such, the document is also protected by the atto:qcy—
client privilege. (U) ,

. . !
Rulmg: There has been no waiver of these excmptions by virtue of the relcasé of

o Thc document is also exempt under I Exemption (b)(5) becausc it is covered by
i

the OLC- DOD Memorandum, or the Draft White Papcx or any other public statemcn,'t
that has becn brought to the attention of the court by the ACLU. This document was '
prepaved pnor to the release of the OLC-DOD Memorandum and it contains obvxousl‘ly
predccxsxonal comments about a draft of that document. Drafts of the OLC-DOD :
Memorandum are not comprehended in the Second Circuit’s ruling, which applies to !
final legal advice that was disclosed publicly by virtue of the Draft White Paper. '

Accordingly, and subject to the ruling concerning officially acknowledged facts that is

!
applicable to all documents, I conclude that the document need not be produced. - :

Documen_.t No, 13:l . 1

L proVviding comments on an excerpt of a draft of Document §, the OLC-DQD ’
i ]

Merorandum. Although this document originally was classificd, it no longer contairls

classified information. However, the Government argues that:. i

» Thc document is exempt under Exemption (b)(5) because it is covered by ihc
deliberative process privilege. The document is predecisional because it was |
prepared in connection with a contemplated future counterterrorisin opcrauon’_. It
is deliberative because it constinutes advice, views, and legal deliberations !
provided to OLC to assist in OLC’s prepavation of final legal advice for
decisionmakers. Compelled disclosure of the document would undermine tho
deliberative processes of the government and chill the candid and frank

communication necessary for effective governmental decisionmaking. Protecting
i . I
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the document from compelled disclosure is critical to ensuring that Executive!
Branch artorneys will examine legal arguments and theories thoroughly, candld]y,
cffectively, and in writing, and to ensuring that Executive Branch officials wiil
seek legal advice from OLC and the Department of Justice on sensitive matters,
Importantly, although the Second Circuit concluded that there had been a waiver
of'privilege as to the Jfinal legal analysis in the OLC-DOD Memorandum, notf)ing
in the Second Cireuit’s opinion suggests that the waiver could extend to "
undisclosed drafis of that document, comments on drafts, or related intra- or iptey-
agency deliberations concerning the legal analysis in the document. (U) i

. l
* THe document is also exempt under Exemption (b)(5) because it is covered by

the attoxncy-client privilege. The document reflects confidential client
communications to OLC and the Department of Justice made for the purpose of
seeking legal advice.. The document also reflects a back-and-forth between O;LC
and its Executive Branch clients. Such give-and-take inevitably reflects OLC?s
view regarding the appropriate legal analysis in the circumstances under
deliberation, and thus contains implicit legal advice from OLC to those clients. As
such, the document is also protected by the attorey-client privilege. (U)

Ruling: There has been no waiver of these exemptions by virtue of the releas%: of

the OLC-DOD Memorandum, or the Draft White Paper, or any other public statcmcn}t

that has b;',cn broughf to the attention of the court by the ACLU. This document was i

prepared ﬁ)rior to the release of the OLC-DOD Memorandum and it contains obviousl;y

predecisional comments about a draft of that document. Drafts of the OLC-DOD ’

|
1
Memorangdum are not comprehended in the Second Circuit’s ruling, which applies to;

final lega( advice that was disclosed publicly by virtue of the Draft White Paper.

Is

|
|
|
1

Accordinély, and subject to the ruling concerning officially acknowledged facts that

applicabié to all documents, 1 conclude that the document need not be produced.

Documeﬁt No. 54:
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i

. !
Th ttached ,

¢ attached draft DOJ White Papel is dated October 25, 2011, and ; i

|

contains handwritten notes, Although this document originally was classified, it no |

longer contams classified information, However, the Government asscrts that:
. ::;:bi:::::l:;: :)sc :.:se;r:f‘t’::der Excmption (b)(5) because it is covered by|the
ge. The document is predecisional because it was

prepared in connection with contemplated future decisions about potential

disclosures to Congress regarding this topic. It is deliberative because it
constltutes advice, views, and legal deliberations used by decisionmakers,
g;ludmg the Aftorney General, the National Security Advisor, and others.
Compelled disclosure of the document would undermine the deliberative

processes of the government and chill the candid and frank communication
necessary for effective governmental decisionmaking. Protecting the document
frOm compelled disclosure is critical to ensuring that Executive Branch attomeys
will examine legal arguments and theories thoroughly, candidly, eﬁ'ecuvcly, nd
in wr iting, and fo ensuring that Exccutive Branch officials will seek legal adv ce
flom OLC and the Department of Justice on sensitive matters. Importantly,
although a draft version of the DOJ White Paper, dated November 2011, has bcen
officially acknowledged, the version attached to this document is an catlier
vexsion, dated October 25, 2011, that contains handwritten notes and commerits.
Nothmg in the Second Circuir’s opinion suggests that the waiver as to the legal
anialysis in the version released to the public could extend to undisclosed drafts of
‘hgt document, comments on drafls, or related intra- or inter-agency deliberations
concerning the legal analysis in the document. (U)

. Thc document is also exempt under Exemption (b)(S) becausc it is covercd by
the attorney-client privilege, The document reflects confidential client i
communtcations to OLC and the Department of Justice made for the purpose ‘of
5cckmg lcgal advice, and the document may also reflect a back-and-forth beIWeen
OLC and its Executive Branch clients, and such give-and-take inevitably reflécts
OLC s view regarding the appropriate legal analysis in the circumstances under
deliberation, and thus contains implicit legal advice from OLC to those chcnts As
su;h, the document is also protected by the attorney-client privilege. (U) 5

Rulmg Therc has been no waiver of these exemplions by virtue of the rclcaslr of
the OLC- DOD Memorandum, or the Draft White Paper, or any other public statcmcdt
that has been brought 1o the attention of the court by the ACLU. Accordingly, and sup)cct

57 :

i
= l
i
l

TGP—SEGREZFAl __INOFORN-

SPA57



Caseatd 258007 944C M ddo AimeatiB2891 6 FlledABA 1 6P eBage 876f 50

“TOP-SEGRET/] ’ . :}‘Nf}FeRN-

to the ruling concerning officially acknowledged facts that is applicable to all documents,

.‘._ﬂ_s____'_

[ conclude that the document need not be produced,

(5) Documents Containing Draft QLC Legal Analysis or Other Preliminary
OLC Work Product (Doc. Nos. 50,120-22, 144-47, 243)

As all of these documents were ordered produced by the Second Circuit for in
camera inspection, I will first set out the Government’s argument for why each one riced.
not be produced, and at the end of that T will discuss and rule on them as a group.

I
Documel}t No. 50: Internal OLC draft insert to draft legal analysis of the legal basis for

the use of lethal force against a U.S. citizen abroad in certain circumstances. The
document consists of a draft two-paragraph insert, dated October 24,2011, 10 the dr%ft

DOJ White Paper. Although this document originally was classified, it no longer i

contains classified information. However, the Government asserts that: [

‘. Thc document is exempt under Exemption (b)(5) because it is covered by “thc
deliberative process privilege. The document contains amorneys® informal v1cws
ax}d preliminary thoughts and reactions, and is integral to the development ofi
OLC’s final legal analysis of the issue at hand. The document is thus
predecisional 1o both the final legal analysis of the question at hand, and 1o |

contemplated future decisions about potential disclosures to Congress or the '

public regarding this topic. And it is dcliberative, because is a draft or

compilation of preliminavy thoughts regarding legal advice to be used by

décisionmekers regarding such future dccisions regarding potential disclosurés. It

does not fall within the scope of the waiver found by the Second Circuit beca:use,

although the Department of Justice subsequently acknowledged a November 2011

dr‘aft of a DOJ White Paper, this document consists of draft language for possible

mclusmn in an carlier draft of the White Paper. Nolhmg in the Second Cll’c\jt S

opmlon suggests that in acknowledging the November 2011 draft DOJ Whltc

Paper, the Department or OLC had waived privileges as to carlier drafis or other . ~

WDrk product relating to that legal analysis. (U) :

3
) Thc document is exempt under Exemption (b)(5) because it is covered by the
attorney-client privilege. Although the document may not have been actually:
conVeyed 10 OLC’s Executive Branch clients, disclosure of this internal woxlé
= 58
! H

SPA58



Caseatd 258007 924C N ddo AimeatiB2891 6 FlledABA 16 eBage 976f 50

ﬁﬁf&ﬁﬁt~ i  Inorern

product would disclosc the confidential fact that OLC’s Jegat advice had bccn
requested with regard to the draft DOJ White Paper. In addition, most of thi
mtemal draft work product contains confidential information provided to OIC in

connecnon with a request for legal advice. The attorney-client privilege protects
such client confidences. (U) !

. i
Documcnt 50 is an email from Virginia Seitz of OLC to herself. It consists of a

proposed insert to the Draft White Paper, between its first and second sentences. It i
consists of a brief précis of the legal reasoning that it explicated in greater detail in t(\c
Draft Whltc Paper and the OLC-DOD Memorandum, Every statement in this docurqent
appears c]scwhcrc in one or both of those documents, one of which was leaked to NBC

News, thc other of which the Second Circuit found to be ineligible for protection nom

FOIA dnsclosmc because of the Government’s waiver of al FOIA exemptions. It must be
i

i

disclosed.

Documc%n.t Nos, 120 and 243; Document 120 is an undated internal OLC outline of‘}
classified factual information pertaining to Aulagt and AQAP, provided in conﬁdcn#e in
conne;:tién with interagency vequest for legal advice, and prepared in connection wquh
drafling fcga! advice regarding a contemplated operation against Aulagi, The docunfient
also conl%a'ms a brief outlim; of topics to be addressed in legal analysis, as well as a )i;!st of

“outstandmg issues” to be discussed. Document 243 is an electronic draft of Docum ent

120. Thchovcrnnlcnt asserts that:

. The documents are cxempt under Exemption (h)(l) because they contain ' ;

classified information about intelligence sources and methods
as a basis for its legal analysis. The document includes detailed
Lﬁ\tt:lhgc:ncc about al-Qa’ida, AQAP, and leaders of those groups, including -

Aulaqi, which has not been officially acknowledged. Disclosure of this i
information would tend to reveal the naturc of the intelligence sources utilized, as
well as the specific information obtained from these sources, which could |
1casonably be expected to harm national security. l ) ‘]
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L The information in this document is a precursor to the factual
background and analysis that the Second Circuit redacted from the OLC—DOD
Memorandum. L

. The documents are exenpt under Exemption (b)(3) and the National !

Secur ity Act because disclosure would reveal sensitive intelligence sonrces and
methods

* The documents arc excmpt under Exemption (b)(5) because they are covej}-cd
by the deliberative process privilege. Such informal OLC attorney work
product generated in connection with the preparation and provision of OLC legal
advice is quintessential deliberative material. The document contains attorncyi;’
informal views and preliminary thoughts and reactions, and is integral to the ;
development of OLC’s final legal analysis of the issue at hand. The document is
thus predecisional {0 both the final legal analysis of the question at hand, and tJo
the contemplated future countertéirorism operation to which the analysis relates,
And it is deliberative, because it is a draft or collection of preliminary thoughts
regarding legal advice to be used by decisionmakers regarding such future ?
decisions regarding operations or potential disclosures. Importantly, although !thc
Second Circuit found a waiver as to final legal analysis in the OLC-DOD
Memorandum, nothing in its analysis suggests that the waiver exiends to .
preliminary attorney work product that that preceded the final document, (U)]

e Thc documents are also cxempt under Exemption (b)(5) because they are |
covered by the attomey-client privilege. Although it may not have actually been
conveyed to OLC's Executive Branch clients, disclosure of this internal work |
product would disclose facts and information deemed significant by OLC in the
preparation of its legal advice. In addition, this internal draft work product
contains confidential information provided to OLC in connection with a requegst
for legal advice. The attorncy-client privilege protects such client conﬁdcnccs‘.g.

(&) :
g
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Document No, 121: Undated internal OLC outline of classified factual information

provided in confidence in connection with interagency request for legal advice, aud

prepared in connection with drafting legal advice regarding a contemplated operation

against Aulagi. The outline contains a list of topics fo be discussed with, and questioris to
be posed te, clicnts in connection with drafting legal advice. The Government assc:rtsll5

that: [
j
s The document is exempt under Exemption (b)(1) and the National Securitﬁ»
Act because it contains classified information sbout intelligence sources and |
mcf(hods{ as a basis for its legal analysis. Disclospre
of this information would tend to reveal the nature of the intclligence sources
utilized, as well as the specific information obtained from these sources, which
could reasonably be expected to harm national security. The document also i
contains| ]
( This document contains informatior
that is similar to information in the factual background and analysis that the
Second Circuit redacted from the OLC-DOD Memorandum. l B

L ] |

« Tle document is exempt under Exemption (b)(3) and the National Security
~ Act because it would reveal sensitive intelligence sources and methods

e The document is exempt under Exemption (b)(5}) because it is covered by t{xc
deliberative process privilege. Such informal OLC attorney work product
generated in connection with the preparation and provision of OLC legal advié;g is
quintessential deliberative material. The document contains attorneys’ informal
views and preliminary thoughts and reactions, and is integral 1o the development
of OLC’s final legal analysis of the issue at hand. The document is thus
predecisional to both the final legal analysis of the question at hand, and to thé;

I

61 .
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contemplated future counterterrorism operation to which the analysis relates. And
itis deliberative, because it is a draft or collection of preliminary thoughts
regarding legal advice to be used by decisionmakers regarding such future
decisions regarding operations or potential disclosures. - Importantly, akhoughf the
chond Circuit found a waiver as to final legal anelysis in the OLC-DOD !
‘ Mejmorandum, nothing in its analysis suggests that the wajver extends to
preliminary attorncy work product that that preceded the final document. (U)

|
|
* The document is also exempt under Exemption (b)(5) becausc itis covcrcA
by the attorney-client privilege. Although it may not have actually been convéyed
to OLC's Executive Branch clients, disclosure of this internal work product would
disclose facts and information deemed significant by OLC in the preparation 0' its
legal advice. [n addition, this internal draft work product contains conﬁdcn(ia}(
inft;irmation provided to OLC in connection with a request for legal advice. The

attorney-client privilege protects such client confidences. (U)

Document; Nao, 122: Undated internal OLC outline containing classified factual

information provided in confidence in connection with interagency request for legal

advice, préparcd in connection with drafling legal advice, and identifying “follow up™to

be done in‘connection with drafting legal advice, regarding a contemplated operation

against Auglaqi. The Government asserts that: ;
] Tl)§ document is cxempt under Exemption (b)(I) and the National Securi(‘*
Act because it contains classified information about intelligence sources and !
methods __Jas a basis for its legal analysis. The .|

document also contains specific information regardi_rEl

. ’I‘h;e document is cxempt under Exemption (b)(3) and the National Sccurity
Act because it would reveal sensitive intclligence sources and methods

SPA62
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. Thg document is exempt under Excrmption (b)(5) becausc it is covered by the
deliberative process privilege. Such informal OLC attorney wotk product
gen:cratcd in connection with the preparation and provision of OLC legal advice is
quintessential deliberative material. The document contains aftorneys’ informal
views and preliminary thoughts and teactions, and is integral to the developmeht

. of OLC’s final legal analysis of the issue at hand. The document js thus
preflecisional to both the final legal analysis of the question at hand, and to the
con;temp!atcd future counterterrorism operation to which the analysis relates. And
it isl' deliberative, because it is a draft or collection of preliminary thoughts
rcg?rd'mg legal advice to be used by decisionmakers regarding such future !
dcc:isions regarding operations or potential disclosures. Importantly, although]the
Second Circuit found a waiver as to final legal analysis in the OLC-DOD :
Memorandum, nothing in its analysis suggests that the waiver extends to l
preliminary attorney work product that (hat preceded the final document, 9)]

« The document is also exempt under Exemption (b)(5) because it is covered
by shc attorney-client privilege. Although it may not have actually been |
conveyed to OL.C’s Executive Branch clients, disclosure of this internal work |
product would disclose facts and information deemed significant by OLC in the

: prcparaﬁon of its legal advice. In addition, this internal draft work product |
con"tains confidential information provided to OLC in connection with a request
forfegal advice. The attorney-client privilege protects such client confidences

) ]

Documer_;n No. 144: Undated, internal, draft talking points entitled “Legal Basis for Use

I
' |

of Force Against Al Qaeda,” Although this document oviginally was classified, itno | .
’ ~ o

longer contains classified information, The Government asserts that: : ;
! i
!

s The document is exempt under Exemption (h)(5) because it is covered by the
deliberative process privilege. It is an internal OLC outline prepared in ;
connection with the drafting of legal advice. Such informal OLC attorney w‘mfk
product generated in connection with the preparation and provision of OLC legal
advice is quintessential deliberative material. The docnment contains attorneys’
informal views and preliminary thoughts and reactions, and is integral to the '!
development of OLC’s final legal analysis of the issue at hand, The document is
thu?s predecisional to both the final legal analysis of the question at hand, and to

| 63
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'

the contemplated future counterterrorism opetation to which the analysis rclatcs
And it is deliberative, because it is a draft or collection of preliminary thoughxs
regarding legal advice to be used by decisionmakers regarding such future i
decisions regarding operations ot potential disclosures. Importantly, although! ithe
Sccond Circuit found a waiver as to final legal analysis in the OLC-DOD I
Memorandum, nothing in its analysis suggests that the wajver extends to i
preliminary attorey work product that that preceded the final document. (U) [

I‘he docunient is also exempt under Excinption (b)(5) because it is COVCJCC‘
by (he ettorney-client privilege. Although it may not have actually been convey ed
to ®LC s Executive Branch clients, disclosure of this internal work product would
disélose facts and information deemed sngmf cant by OLC in the preparation of is
Icgal advice. In addition, this internal draft work product contains confidential

anorncy-chem privilege protects such cllent confidences, (U)

Document Nos. 145-147: Document 145 is an undated internal outline of classified

mfmmatnon provided to OLC in connection with a request for legal advice. TW
|
]
f
!

fac[s and legal analysis prepared in connection with the drafting of legal advice, and

entitled “Outline of Analysis: Possible Lethal Operation Against Anwar Aulagi.”

Document 146 is a copy of Document 145 with handwritien atiorney notations. |

Document 147 is a copy of Document 145 with different attorney handwritten notatiohs.

The Govcrfnment asserts fhat: '|

'

Th pse documents are cxempt under Exemption (b)(1) because they contain|
classificd information about intelligence sources and methods

_:|as a basis for its legal analysis. The outline includes detailed |

intelligence about al-Qa’ida, AQAP, leaders of those groups, including Aulaqi)

- which has not been publicly acknowledged. Disclosure of this inforrnation would

l-
tend 1o reveal the nature of the intelligence sources utilized, as well as the spcc;xﬁc
inf(fprmation obtained from these sources, which could reasonably be expected to

harm national sccurity.[

The documents are exempt under Exemption (b)(3) and the National

Security Act because they would reveal sensitive intclligence sources and

methods
| 64
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* The documecnts are exempt under Exemption (b)(S) because they are cover¢d
by the deliberative process privilege. Such informal OLC attorney work produlct
generated in connection with the preparation and provision of OLC legal advice is
quintessential deliberative material. The outline contains attorneys’ informal |
vieys and preliminary thoughts and reactions, and is tntegyal to the development
of OLC’s finel legal analysis of the issue ar hand. The outline is thus ‘=
pxcdcclsloml to both the final legal analysis of the question at hand, and to tth
contemplated future counterterrorism operation to which the analysis rclates. And
itis deliberative, because it is a draft or collection of preliminary thoughts .
1eg9ldmg legal advice to be used by decisionmakers regarding such future.
decisions regarding operations or potential disclosures. Importantly, although the
Second Circuit found a waiver as to final legal analysis in the OLC-DOD :
Memorandum, nothing in its analysis suggests that the waiver extends to
undlsclosed drafts or other attorney work product that that preceded the final I
document. In addition, the handwritlen notations on Documents 146 and 147 arc
part of OLC’s deliberative process of preparing draft legal advice, and thus alq
alsé protected by the deliberative process privilege. (U) ;

e The documents are also exempt under Exemption (b)(5) because they are
coven.d by the altormney-client prmlcge Although it may not have actually bc{:n
corveyed to OLC’s Executive Branch’ clients, disclosure of this internal work :
product would disclose the confidential fact that OLC’s legal advice had been !
veqhested on these topics. In addition, this internal dvaft work product contain$
conﬂdentlal information provided to 'OLC in connection with a request for !cgixl
adv:cc The attorney-client privilege protects such client confidences. )

ulmg Afrer In Camerg Review: The only documents in this group that rcquirc
: ]

exiended discussion are 144 and 145. Documents 120/243, 121 and 122 consist of

|
|

intelligence information and analysis, or questions about the same; to the extent that tpcx'c

, ; . i ) L
are any references to [egal matters| 1 they arc inextricably lntcrtwmeq

65
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with this analysis and cannot reasonably be segregated. There has been no waiver of |
e:\emptlons by virtue of the release of the OLC-DOD Memorandum, or the Draft Wh}[e

Paper, or any other public statement that has been brought to the attention of the cour} by
!
the ACLUi. Accordingly, T conclude that the document need not be produced, They need
| I
not be profduccd. ‘

i .
Dc%cumcn; 144 consists of a set of draft talking points concerning the legal bas‘is

for using force against Al Qacda, Most of the document actually does not address th'c1t

issue, ‘

\ The rest of the document may touch on lcgality, but it doi-s

i

-not frack \‘.hc information disclosed in the OQLC-DOD Memorandum or the Draft Whttc
Paper. Howevex it does touch on matters falling under Listed Fact # 4 of the "ofﬁcxally
acknowledged” information as found by the couit eatlier in this decision, Accmdmgly,

conclude that Document 144 should be produced in vedacied form. The last paragxapl?

should be redacted.

|
Document 145 is an outline of analysis of a possible lethal operation against i
' ]

Aulaqi. Under the hcading‘

lHowcvcr, this court has

concluded that such information need not be pr oduced albeit only because the Sccond

(- m——

Circuit redacted such infovmation in New Yor  Times. (See supra., at pages 9-10) In: any
event, that information (much of which has been publicly disclosed in other documerits)

is too inextricably intertwined with information as to which there has been no wawerlof

66 i

'
1
i
¢
b

roRsscREF  MeFoR%

SPA66



Cas€dsi2tev200r94 G mBocameérty 028411 6F-ile® DFAG/RE g d¥agef 117 6f 50

TOP-SECRET| Inorore

cxemptions by virtue of the release of the OLC-DOD Memorandum and the Draft Wh;’tc
Paper to permit it to be reasonably segrepated. ,
That said, there is mateiial here that can be disclosed, Under the heading '

“Porential Constitutional Issues,” the first bullet point on page 2 is derived dircctly ﬁom

the legal analysis as to which exemptions have been waived; with the exception of theJ

last sentence of that paragraph it should

be produced. The rest of the bullet points under that heading do not address potential 1
: 1

constitutional issues, but issues about‘

——
‘ those portions of the document do not need tf)

be produced.

l_

Doguments 146 and 147 need not be produced, since they are simply 145 wnh‘

handwritten notes on them, which handwritten notes fall within Excmphon )(5), and as
I

to which there has been no waiver, f

i

(6) Documents Containing Factual Information Provided to OLC In

Conncction with Requests for Legal Advice (Doc, Nos, §7-74, 76-83, 87-103,
106,110,114, 117-119 :

i

According to the Government, this category of documents consists of classiﬁc:;'i
factual information provided to OLC in connection with requests for legal advice (as \évcll
as iﬂtcr-agency comments on draft factual excerpts of OLC legal advice, which cxces'};ts
wers derived from classified factual information provided to OLC in connection with .
requests for legal advice).

‘The Government represents that the documents in this group contain the 1

underlying factual material on which OLC relied in drafting the February 2010 and Ju;ly

67
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2010 legal memoranda concerning a contemplated operation against Anwar Aulagi,

The Scéond Circuit redacted from the July 2010 OL'C~DOD Memorandum (Documcni:
No. 5) the entire factual background section of that memorandum. See The New }’ork%
Times Co. v. US. Dep'r of Justice, 756 F.3d 100 (2d Cir. 2014) (“We . . . recognize th%at
in some circumnstances legal analysis could be so intertwined with facts entitled to :
protection that disclosure of the analysis would disclose such facts. Aware of that !

I
possibility, we have redacted . . ., the entire section of the OLC-DOD Memorandum that

includes any mention of intelligence gathering activities.”); Id. at 115 & 125 (redactidg

— ; —

all of Past [ of OLC-DOD Mtarnorandum,‘l

—

id. 8t 113 (agrecing with fhis

court’s conclusions that the OLC-DOD Memorandum “was properly classified and th%:t |
-1

. i
no waiver of any operational details in that document has occurred™). | ‘

!
[
L !

In its First Remand Decision, and also in its denial of reconsideration of that '
decision, this Court recognized that the Second Circuit “repeatedly rejected any

contention that the protections of FOIA Exemptions 1, 3 and 5 had been waived as to "

68
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l
i
|
operational details . . . or other intelligence information.” First Remand Decision at 1?19,
see also Order dated Decembcr 9, 2014 (“the Cowrt of Appeals has concluded that th '

Government has wmvcd FOIA exemptions only to the extent of legal analysis” (cmpl]asxs

in originat}). {-

!
The Government thus argues that all of the documents in this category are exc!npt

for the same reasons that

' i
Specifically, the Government asserts that: |
|

¢ The documents in this category are exempt under Exemption (b)(1) becadsc
they contain currently and properly classificd information pe.nammg to
intelligence sources and methods. The documents contain specific mtellxgencr

69
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reporting|

o To the extent the documents contain information derived from human
sources, the release of such information also could place such human
sources at risk and could impede the CIA's ability to obtain time-sensitive
intelligence and to recruit additional similarly-positioned assets in the |

“futute. (U)

o To the extent the documents contain information derived from signals
intelligence, the release of such information also would tend to xeveal th
nature and technical capabilities and limitations of the U.S. governmeny’s
signals intelligence. (U) nll

of

I

o For all of these reasons, release of these documents could reasonably b;e
expected to cause damage, including exceptionally grave damage, 1o 4
national security. (U)

o The documents in this category are exempt under Exemption (b)(3) and the
National Security Act because they would reveal sensitive intelligence sources
70 . |
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i

i
!
i
and methods employed by the CIA and the rest of the Intelligence Communityl,
for the reasons described above. (U) i

.

. f

¢ Some of the documents in this category contain names or other identifievs of CIA

> personne] that ave exempt from disclosure under Exemption (b)(3) and the C,iA
Act. (U) I‘

¢ The documeats in this category arc exempt under Exemption (b)(5) because
they are covered by the deliberative process privilege. The fact that these |
documents are in OLC's possession reflects Executive Branch deliberations i
regarding what information is velevant to Executive Branch decisions about tht
n

- - - | Disclosing the document
would reveal that OLC and its Executive Branch clients considered the
information contained in the documents potentially relevant to the detexminati

The fact that OLC has possession of the particular factual
“information contained in the documents in this category is therefore protected ‘by
the deliberative process privilege. In some of the documents ave deliberative for
the additional reason that they consist of answers to specific questions posed b
OLC regarding factual matters relevant to OLC's advice (Dac. Nos. 94 and 9Sb or
comments on factual excerpts of draft OLC advice, including redlined commc*\ts
{Doc. Nos. 106 and'114).l T !

_J i

¢ The documcats in this category are also exempt under Exemption (b)(5) ‘

because they are covered by the attorncy-client privilege. The factual )
information in these documents was provided to OLC by its Executive Branch:'
clients in confidence and in connection with requests for legal advice. The !

documents therefore are privileged attorney-client communications. ]

_______ JAgain, the attorney-client privilege protects such
client confidences. In some of the documents are attorney-client privileged fo}:

71
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the additional reason that they consist of answers to specific questions posed b}
OLC to its Executive Branch clients regarding factual matters relevant to QLQO’s
advice (Doc. Nos. 94 and 95) or client comments on factual excerpts of draft QLC
advice, including redlined comments (Doc. Nos. 106 and 114). [

I o

* As to Documcent 81 only, the Government offers an additional reason why it need

not be producedzr
l I

contends that this information was compiled for law enforcement purposes, so|
that its disclosure would adversely affect ongoing law enfoicemnent ptocecdinqss
(Exemption 7(A)) The Government also argucs that this decument contains
information the disclosure of which would present a danger to individuals
(Exemption 7(F)) and reasonably could be expected to coustitute (Exemption i
7(C)) and/or would constitute a clearly established (Exemption 6) invasion of i

personal property. 65-4 & ]

Ruling: Based on the Government’s Vaughn Index description, this court wop

d
not have directed in camera review of any of these documents, for substantially the

reasons articulated by the Government. However, most of them appear on the list of
documents as to which the Second Circuit ordered in camera review. Accordingly, with
the exception of Documents 69, 72, 80, 81, 82, 87, 91, 92, 94, 101, 103, 106 and 114,,the

documents in this group must be produced for in camera review.

As to the documents listed in the preceding sentence, I conclude that, as to eac?u of
them individually, there has been no walver of these exemptions by virtue of the rclcazsc
of the QLC-DOD Memorandum, or the Draft White Papex, or any other public s(aiernien(
that has been brought to the attention of the court by the ACLU. Accordingly, and sub%jcct

i
1o the ruling concerning officially acknowledged facts that is applicable 1o all documejints,

I conclude that Documents 69, 72, 80, 81, 82, 87, 91, 92, 94, 101, 103, 106 and 114 nécd

not be produced.
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Ruling Afler Jn Camera Review: The Government produccd the rest of the

.

documents in this group for in camera review, following which this court declines to
order the release of any of these documents, or any portion thereof, for substantially thie
reasons articulated by the Government, which are reprinted above. Many, perhaps most,
of these documents contain nothing (or almost nothiqg) but ra\x-/ intelligence data --

L . ]

o]

as well as assessment of that information, principally about the

; -

A farge number of these documents, including all those prepared

D do not mention Aulaqi, cht alone deal with the

’

issues comprehended in the FOIA requests. For documents propared

mention of Aulaqi and his role in AQAF become more frequent and mgre
lengthy, as he grows in prominence in connection with AQAP. That is only to be
expected, since OLC obtained these documents in the couxSc of its preparation of the
OLC-DOD Memorandum. In particular, Documents 64, 65, 66, 70, n, 73; 76, 83, 89! 90,

91 and 95 assess, in incrcasing detail as the date becomes later, the role of Aulagi in

AQAP and various of its prior and perceived potential plots. They contain, for example,

!
speculation about his involvement in the Christmas 2009 failed airplane bombing, whfch

i
A

— - . ;

They fall within this court’s ruling on Listed Fact #6.
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-
Obviously; that respon% &
has nothing whatever to do with the FOIA requests presently before the court.
L i
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1 and contains attorney-client

D . . . . l
privileged material that does not relate to anything that was waived within the ambit qf
the Second Circuit’s first decision in New York Times. Most of the material in these

documents is of the sort that was redacted from the OLC-DOD Memorandum prior to! its

-

release in accordance with the Second Cireuit's vuling in New York Times. '
In sum, these documents are exactly what the Government says they are. The L'cry
fact that they were given to OLC in connection with the preparation of the OLC-DOD
Memorandum places them within the ambit of Lead Industries Ass'n., Inc., v.
Occupational Safety and Health Administration, 610 F. 24 70, 85 (2d Civ. 1979)
(discusscci more fully at page 110, Infra.) As far as this court is concerned, therc has
been no waiver of exemptions by virtue of the release of the OLC-DOD Memorandurn

or the Draft White Paper, or any other public statement that has been brought to the i

]

aftention of the court by the ACLU. Accordingly, I conclude that the document need :;10!

be produced.

: o

{Document Nos. 40, 244-258, 260, 262-263, 268-293)
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Ruling: The Second Circuit allowed the government to redact from the classified

oLC indexl —lf See New York Times, 756 F.3d at 123

(permitting complete redaction of entries 244-49, 251-61, 266-68,.and all listings aftey

271). At the government’s-request, the Second Circuit alsa removed from its opinion|a

° 1
reference to[ I See id at 123 & n.23

(referring to redaction implementing Second Circuit’'s May 28, 2011 order). Since th
Second Circuit has held even the index entries relating to these documents need not be
disclosed, the Government argues that the documents themselves are plainly exempt J’rom

disclosure in their entirety. (S#NF)

However, the Second Circuit required the Government to produce the numbers,
t
titles and descriptions in the index listings for documents 250, 262-265, and 269-71, 'nd
directed this coutt to review those documents in camera as long as the ACLU contested

the applicability of any FOIA exemptions. [d. at 123, While [ appreciate that the Cirtuit

might have ruled differently had the panel knOWnr ,,J ;

l I have done as commanded and reviewed those documents in

cameraq.
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To short-citrcuit matters, I agree with the Government, for the reasons stated b}!
the Govevnment, that the documents in this group other than 250, 262-265 and 269—7Lrl
need not be produced (with the exception of Document 253, which will be discussed
separately below). The Second Circuit specifically refused to order OLC to produce

number, title and descriptivc information about Documents 252-254 and 268 on the

ground that

Notiog] ]

provided to the court by the ACLU, broadens the scope of what has been officially -

acknowledged. OLC’s Vaughn Index description of these documents and its analysis pf
applicable FOIA exemptions indicates that none of these documents deals with those two
discrete points. ‘

Therefore, as to the documents in this group other than those that have been
produced for in camera review, all of the exemptions claimed by the Government apgly
and nonc of those exemptions has been waived, whether by virtue of the release of the
QOLC-DOD Memorandum, or the Draft White Paper, or any other pubiic statement thqzt
has been brought to the attention of the court by the ACLU. Accordingly, and subjecr.to

the ruling concerning officially acknowiedged facts that is applicable to all documents,

the documents in this group other than Documents 250, 253, 262-265 and 269-71 nced

not be produced.

77
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i
I have specific rulings'about three documents in this groug: Documents 40, 24;4

and 253. !

Document No, 40:

- . |

¢ The document is exempt under Excmption (b)(5) because it is cavered by :the
deliberative process privilege. The document is predecisional becauvse it was)

78
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prepared in connection with[ It
is deliberative because it constitutes advice, views, and legal deliberations used by
decisionmakcrs,{

and others who received legal advice during interagency deliberations. Compd‘lled
disclosure of the document would undermine the deliberative proccsécs of the
government and chill the candid and frank communication necessary for effective
governmental decisionmaking, Protecting the document from compelled
disclosure is critical to ensuring that Executive Branch attorneys will examing|
legal arguments and theories thoroughly, candidly, effectively, and in writing,jand
1o ensuring that Executive Branch officials will seek legal advice from OLC apd
the Departiment of Justice on sensitive matters. There has been no official
acknowledgement( J
(SHNF) '

|

¢ The document is also exempt undor Exemption (b)(S) because it is covere
by the attorney-client privilege. The document reflects confidential client
communications to OLC and the Department of Justice made for the purpose 6f
secking legal advice, and the document also reflects the back-and-forth between
OLC and jts Exccutive Branch clients, As such, the document is also protected by
the attorney-client privilege. (U) :

Ruling:

% Sec Lovwis Carroll, Alice's Adventures In Wonderland, *“When I use 3 word, Humpty Dumpty said ir|
rather & scornfV} fone, it meaps just what I choose it 1o mean-- nelther more nor less.”

79
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(Thcy need not be produced. ,

(- 4

Document No, 244:

'The Government

asserts that:

» The document is exempt under Exemption (b)(I) becausej

80
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|
L

I

I

. The document is exempt under Exemption (b)(5) because it is covered by ¢
deliberative process privilege. [

q

]

|
i
!

* The document fs also exempt under Exemption (b)(5) because it is covered by
the attorney-client privilege. (

Ruling:
]
i I will not order its produdtion
now.
f
'
81
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Document Na, 253'{

!

The Government asserts that: |

. , |
This document is exempt vader Exemption (b)(5) becausc it is covered by ¢he
deliberative process priviiege. The document is predecisional because it was

prepared in connection with| } It
is deliberative because it constitutes advice used by decisionmakers, includin
- ]and others who received legal

advice from the Attorney General during interagency deliberations. Compelled
disclosure of the document would vndermine the deliberative processes of the
government and chill the candid and frank communication necessary for effedtive
governmental decisionmaking. Protecting the document from compelled
disclosure is critical to cnsuring that Executive Branch attorneys will cxaminé
legal arguments and theoyies thoroughly, candidly, effectively, aud in wntmg and
ta ensuring that Executive Branch officials will seck legal advice from OLC qnd
the Department of Justice on sensitive matters. (U) l

The document is also exempt under Exemption (b)(5) because it is covcré;d
by: the attorney-client privilege. The document reflects confidential client |
communications to OLC and the Department of Justice made for the purpose bf
seeking legal advice. The documcnt also reflects a back-and-forth between OLC
and its Executive Branch clicnts, and such give-and-take inevitably reflects ;
OLC’s view regarding the appropriate legal analysis in the circumstances undcr

' dchbcratlou and thus implicitly would reveal lepal advice from OLC to those

clients. As such, the docuinent is also protectied by the attorney-client pnwle% .

G

|
|
|
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Ru?ing.’ The Second Circuit did not require the Government to disclose the

(
|
'(
|

number, title or description of this document

|

L Jl-lowevcr, to the extent that this

0

document contains the legal advice contained in the OLC-DOD Memorandum, it would

not be exempt from disclosure, assuming

could rcas:onably be segregated from that legal advice,

, :
So while the Second Circuit did not direct production of this document for {n

camera review, this court orders it produced for that purpose.

szjling Afte In Camera Review: The Government did not take the court up o;{\ its

suggestion that it {igure out how to redact this document so that portions of it could b{:

e

produced,-but instead produced the document for in camera review. Having rcvieweé the

1

document, [ understand why.

SPA83
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(rm e e

Obviously, tlgat

is not the \}icw that the Government eventuaily adopted. As such, this predecisional, ‘
- i

deljberative document,L

. Il
]is exempt under Exemption (b)(5). There has been no waiver of |
. 1

cxemption?s by virtue of the releasc of the OLC-DOD Memorandum, or the Draft Whije

[ Y )t is only 2. guess. but L conjecture that the anachment was prepared ~l
84 E
'- {
|
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Paper, or any other public statement that bas been brought to the attention of the court by

the ACLU. The document need not be produced.

I now tun to the OLC documents in this group that the Court of Appeals askq

el

me to review:

Document 250 consists of

Ruling After in Camera Review: The document is exempt under Exemptions

(b)(1) and (b)(5). It is obviously predecisional and deliberative; it is probably attorney

] ]of the sort redacted by

the Sccond Circuit in New York Times I There has been no waiver of exemptions by

client privileged; and it contains
¢

virtue of l}xe release of the OLC-DOD Memorandum, or the Draft White Paper, or any

other pubiic statement that has been brought to the attention of the court by the ACLl[l B\

need not be produced.

Document 262 consists of

Ruling After In Camera Review: The document is exempt unde1 Exempnons [

. !
(b)) and (b)(5), for the same reasons as Document 250. There has been no waiver of
excmptlons by virtue of the release of the OLC-DOD Memorandum, or the Draft Whrte
Paper, or any other public statement that has been brought to the attention of the coux[ by

l
tho ACL(_I. 1t need not be produced. l
' l

i 85
i
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Document 2631’

U |

Ruling Afier In Camera Review: The document is exempt under Exemptions

(b)(1) and '(b)(S) for the same reasons as Document 250. There has been no waiver of
exemptxon]s by virtue of the release of the OLC- DOD Memorandum, or the Draft White

Paper, or qny other statement that has been made public.

Documcn; 264

S ——— |

Ruling After In Camera Review: The document is exempt under Exemptions

(b)(1) and é(b)(S), for the same reasons as Document 250. There has been no waiver o

exemption's by virtue of the release of the OLC-DOD Memorandum, or the Draft White

Paper, or afny other public statement that has been brought to the attention of the court by

the ACLU., Accordingly, I conclude that the document need not be produced,

Documcni ZGﬁ

ww# | " INeFoRn
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i

Ruling Afler In Camera Review:; The document is exemp! under Exemptions

&y(n anq (6)(5), for the same reasons as Document 250. There has been no waiver df

excmptions by virtue of the releasc of the OLC-DOD Memorandum, or the Draft White

Paper, or any other public statement that has been brought to the attention of the court by

the ACLU. Accordingly, ¥ conclude that the document need not be produced.

i
Document 269 consists of

)

Ruling After In Camera Review: The document is exempt under Exemptlions

(o)1) an&l (b)(5), for the same reasons as Document 250. There has been no waiver of
I : . ,

. exemptiohs by virtue of the release of the OLC-DOD Memorandum, or the Draft White

Paper, or izm)' other public statcment that has been brought to the attention of the couit by

the ACLU, Accordingly, I conclude that the document nced not be produced. ;

Document 270 consists of

Ijzéding After In Camera Review: The document is exempt under Exemptions
)1¢9] anci (b)(5), for the same reason as Document 250. There has been no waiver of
excmptioins by virtue of the release of the OLC-DOD Memorandum, .oi the Draft White
Paper, or any other public statement that has been brought to the attention of the court by

the ACLU. Accordingly, I conclude that the document need not be produced.

Document 271
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—

! ,
Ruling Afier In Camera Review: The document is exempt under Rxemptions

(b)(1) and :(b)(S), principally as attorney-client privileges, secondarily because the !

attachment is not a final document, and otherwise for the same reasons as Document 250,

There has been no waiver of exemptions by vittue

— ————

" of the rele:;se of the OLC-DOD Memorandum, or the Draft White Paper, or any other
public statement that has been brought to the attention of the court by the ACLU.

Accordingly, I conclude that the document need not be produced.

Th%s court has provided sufficient information about the contents of each of these

documents} so that the Court of Appeals can ascertain that

redacted from the first New York Times opinion, and no new waiver having occurred, t;his

cowt is quite comfortable in concluding that the Second Circuit would not want any of

these documents produced.

1 believe that the Court of Appeals would not have wasted this court’s

!

time with {n camera review of these documents had it known thal{: l

| E 88 i
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rorsponer vorom

|
This concludes the court’s review of the OLC Classified Vaughn Index and
documents appearing thereon. To summarize: OLC must produce Documents 46, 144 and

145 with the redactions ordered by this court. Document 50 must be produced in full.

B. Documents Appearing on the CIA Vaughn Index"?
' (1) Documents on the Index
In preparing this portion of the decision, the court has relied on the classified
1

Vaughn In"dex prepared by the CIA and submitted on November 14, 2014. In additio to

the documents discusscd below, some 77 “documents of interest” to the CIA were

t

l
addressed in the comt’s discussion of the OLC Vaughn Index,

Document No. 2: Classified rcport,{ Jprcparcd-by the CIA |

S ——

{

Counterterrorism Center;

. Th}c document is exempt under Exemption (b)(1) because it contains curren&ly
and properly classified information pertaining to intelligence sources and ! )

methods.

2 gince Defendants filed their motjon for summary judgment on Navember 14, 2014, plaintiffs have
withdrawn their request for some of the documents identified by CIA and DOD as responsive. Accordihgly,
only those documents that plaintiffs continue to seek are addressed. Those docuiments are set forth on gagc
4 of plaintiffs’ memorandum in support of their motion for partial suromary judgment and in opposition to

the motion for summary judgment submitted by the CIA and DOD, filed December 3, 2014,

ey
I
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¢ This document is exempt under Exemption (b)(3) (National Security Act)!
because it would reveal sensitive intelligence sources and methods employed by
the CIA|

This document also contains names or othey identifiers of Cl |

personnel that are exempt from disclosure under Exemption (b)(3) and the CI
i . |

* Although not noted fu the CIA’s initial submissions, this document is alsol
" . protected by the attorney-client privilege and Exemption (b)(S) becausc it

consists|

T

!

f

90 ]
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_ . . i
Kuling: There has been no waiver of these exemptions by virtue of the release :of
the OLC-DO Memorandum, or the Draft White Paper, or any other public statemen(!

that has been brought to the attention of the court by the ACLU. Accordingly, and sub:rjcct

)

to the ruling conceining officially acknowledged facts that is applicable to all docum Y ats,
I conclude thar the document need not be produced. 1 specifically nute that this exact

type of “intelligence gathering” information was redacted from the OLC-DOD

!
Memorandum by the Second Cireuit, . l
i
i

Docuwnent No. 3: This document consists of twa separate finished CIA intelligence |

products

]
* These intelligence products are exempt under Excmption (b)(1) beeause L!;kcy
contain cuirently and properly classified information

91
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¢ This docuntentis exempt under Exemption (0)(3) (Nutional Security Act) i
because it would rrveal sensitive itelligence sources and jriethods employed by
the CiA, This document also contains |

rames ov othes wdentifiess of CIa porsenned that are exemnpt from disclosure mdm

Excmption (b)(3) and the Cla Act. {TR/MNE)

i

Thiy documentis protected by the attorney-client privilege and Excmption
(BY(5) Lecavse it consists

H

Ruling. There haz been no waiver of these exemptions by virtue of the rclcasd of
the QLE-DOD ilemorandum, or the Draft White Papsr, o any other public statemsat
that has been brought 1o the attention of the cownt by the ACLU, Aczording)y. and :;L)hijcct
to the ruling canceining specific faus that is apphealde 10 all docurments, 1 conciude :f'snr
the documnent need net be praduced. | noie that this exact type of “stelligonce gm.‘"!"w

informanon was redacted from the OLC-DOD Memorandum by the Second Circuit,

Pocmnent No, 12 Classified memorandum

FOP-SECRET | (NOFORN
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¢ The document is exempt under Exemption (b)(1) because it contains cu:-x'er{t!y
and properly classificd information

» This document is exempt under Exemption (b)(3) (National Security Act)
beeause it would reveal sensitive intelligence sources and methods employed py
the CIA,

¢ This document is protected by the deliberative process privilege and
Excmption (b)(5) because

i

Ruling:

93
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I thus conclude that there has been no waiver of these exemplions by virtue of the
!
, |
release of the OLC-DOD Memorandum, or the Drafl White Paper, or any other public

statement that has been brought to the attention of the court by the ACLU.

Accordingll',

and subject to the ruling concerning specific facts that is applicable to all documcn»ts,! [

conclude that this document need not be produced. I further note that this exact typejof

“Intelligence gathering” information was redacted from the OLC-DOD Mem‘oranduriu by

the Second Circuit.

95
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Document No, 14: Classified memorandumy

‘The Government asseyts that;

* The document is exempt under Exemption (b)(1) because it containg cunre thly

and properly classified information|

¢ Tliis document is exempt under Exemption (h)(3) (National Security Aét);
beeause it would reveal sensitive intelligence sources and methods employed|by

t—hc CIA.

L

» This document is protected by the attorney-client privilege and Exemptio
{b)(5) because it consists of communications between
96
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¢ This document is pratected by the deliberative process privilege apd
Exemption (b)(5) because represents an interim stage in inter-agency discusSions
preceding a government decision on a litigation matter in the civil case described

1
|
* This document is protected by the attorncy work-product privilege and

Exemption (b)(5) beeause it was prepared in reasonable anticipation of 1itige‘hion
in the civil case described above, and would reveal the attomeys’ mental

imgrcssionsl

Ruling: This document is exempt from disclosure because it is attorney worll

product prepared in reasonable anticipation of litigation, The other exemptions need pot
even be considered. There has been no waiver of the applicable exemption by viitue 'Pf
the rclease of the QLC-DOD Memorandum, or the Draft White Paper, or any other p'Lab]ic

statement that has been brought to the attention of the court by the ACLU. i

Document No. 15: Classified mcmorandum{
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The

Government asserts that:

* The document is exempt under Exemption (b)(1) because it contains curre

tly
and properly classified information|
|

This decument is cxempt under Exemption (b)(3) (National Security Ac:t)i
bceause it would reveal sensitive intelligence sources and methods employed|b

the CIA..
e
! This document also
contains names or other identifiers of CIA personncl that are exempt from L
disclosure under Exemption (b)(3) and the CIA Act. r J

i
1

This document is protected by the deliberative process privilege and {
Exemption (b)(5) becaunse it reflects a pre-decisional communication

98
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|

* This document is protected by the presidential communications privilcg%, and
Exemption (b)(5) because it reflects a communication

1

Ruling: There ha§ been no waiver of these exemptions by virtue of the rcleas:ie of
the OLC-DOD Memorandum, or the Draft White Paper, or any other public statcme*lﬂ
that has be.en brought to the attention of the court by the ACLU. Accordingly, and sybject
1o the ruling concerning officially acknowledged facts that is applicable to all documients,

I conclude that the document need not be produced.

Document No. 22: Classified In Camera, Ex Parte Declaration and Formal Claim of

State Secrets Privilege and Statutory Privileges from Leon E. Panetta, CIA Director,

dated 23 Septcmber 2010, discussing the specific types of classified information over

|
which the CIA Director asseited the state scerets privilege,)

] WPorlions of this document have been released|to

plaintiffs,

i The Govertunent asserts that:

e The withheld portions of the document are exempt under Exemption (b)(1)
because they contain cutrently and properly classified information|

| The document also includes detailed
~classificd intelligence reporting on Aulagi. Disclosure of this information wquld

- |
FOP-SEECREF __INoFeRN
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1

tend to reveal the sources and the methods involved in the collection, as wellfas -
the extent or limitations of the United States’ knowledge of Aulagi’s activitio:s and
associates. Revealing this information would compromise the human asscts and
the technical collection methods used to obtain specific intelligence. Release of
this information could reasonably be expected to cause damage, including

exceptional l% %rave damage, to national security. [ L]
)13)

* The withheld por}ions of the document are exempt wnider Exemption (b
(National Security Act) because they would reveal sensitive intelligence soprces
and methods employed by the CI.AJ

Ré/ling.' There has been no waiver of these exemptions by vistue of the release of
the OLC-DOD Memorandum, or the Draft White Paper, or any other public statement
that has been brbught to the attention of the court by the ACLU. Accordingly, and sybject

to the ruling concerning officially acknowledged facts that is applicable to all documents,

I conclude that the document need not be produced.

N\
Document No. 33: Classified memorandum,

L

100
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1
The Government asserts that: : i

» The document is cxcrapt under Exemption (b)(1) becausc it contains curre!nt]y
and properly classified information|

¢ This document is exempt under Exemption (h)(3) (National Security Act
because it would reveal sensitive intelligence sources and methods
*This document also

contains names or other identifiers of CIA personnel that are exempt from
di?sclosure under Exemption (b)(3) and the CIA Act. (FSANE)

o This document is protected by the deliberative process privilege and
Exemption (b)(5) bccaugl

| It is therefore predecisional and deliberative. FSHAND :

Ruling: There has been no waiver of these exemptions by virtue of the release of

=~3

the OLC-DOD Memorandum, or the Draft White Paper, or any other public statemer]

101
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that has been brought to the attention of the court by the ACLU. Accordingly, and subject

to the ruling concerning officially acknowledged facts that is applicable to all documents,

I conclude that the document need not be produced.

Document No. 34; Classified meniorandum, 7

§ ———— A

. J

Government asserts that:

* The document is exempt under Exemption (b)(1) because it contains currently
and properly classified information

] leu’s docuhent is exempt under Exemption (b)(3) (National Security Act)
bccause it would reveal sensitive intelligence sources and methods employed| by
the CIA |

102
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. ‘

* This document is protected by the deliberative process privilege and l

: Exemption (b)(S) because it reflects a pre-decisional communication that - [
represents an intevim stage in inter-agency discussions preceding a final decision

: f
Ruling: There has been no waiver of these excmptions by virtue of the releask of

the OLC-DOD Mcmorandum, or the Draft Whitc Paper, or any other public statcmcrit
. 9 . L

that has bi:cn brought to the attention of the couit by the ACLU. Accordingly, and su!bject

to the rulifng concerning officially acknowledged facts that is applicable to all documf:nts,

I concludé that the document need not be produced. i

|

Docnmeﬂt No. 35: Classified mcmorandin_’

TOR-SEGRET/ . | }N@FéRNlt
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| |

including two attachments

The Goveinment asserts that:

° Tffxc documecnt is exempt under Exemption (b)(1) becausc it contains cui‘rently
ard properly classified information|

» This document is excrapt under Exemption (b)(3) (National Sccurity Act)
béeause it would reveal sensitive intelligence sources and methods c:mployedl by

the CIA.

. Tixis document is protected by the deliberative process privilege and
E#cmption (b)(5) because it represents an interim stage in inter-agency
discussions preceding a final decision|

104 i
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—————

FOR-SECREF( — _ Ierors:
| l
|

Ruling: There has been no waiver of these exemptions by virtue of the releasc of

the OLC-DOD Memorandum, or the Draft White Paper, or any other public statement

[
that has béen brought 1o the attention of the court by the ACLU. Accordingly, and subject

5 &

to the rulii;ag concerning officially acknowledged facts that is applicable to all documénts,

I conclude that the document need not be produced.

i
1

|

Documen't No. 36: Classified memorandum,
i H

- - T
}The Government asserts that: !
— . o

o Tl{e Government asserts that this document is exempt under Exemption |

|
(b)() becaus
. Tt‘e Government alsa asserts that this document is exempt under Exemption
€

(b)(3) (National Sccurity Act) because it would reveal sensitive intelligence
|

| 105
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sq:)urccs and methods employed by the C&J [

. Aand the Government asserts that this document is protected by the
d’ liberative process privilege and Exemption (b)(5) because it represents;
interim stage in inter-agency discussions| ’

| The communication represents a pre-decisional stage in 1
dcision-making process.[
i
i

(¢4

Ruling: There has been no waiver of these exemptions by virtue of the release of
) ’

the OLC;DOD Memorandum, or the Draft White Paper, or any other public statcment

that has Been brought to the attention of the court by the ACLU. Accordingly, and sybject
i , ‘
1o the 1'ul‘ng concerning officially acknowledged facts that is applicable to all docurients,

1 conclude that the document need not be produced. .

: o L l
Document No. 45: Classified facsimile communication |
] . ,

T

. i
i The Government
J 1

asserts that.

. T‘pc document is exempt under Exemption (b)(1)

l

g _ 106
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—
. TQ the extent that Exemption (b)(1) applies, the Government claims the |

document is alse exempt under Exemption (b)(3) (National Security Act) [
because it would reveal sensitive intelligence sources and methods employed jby

the CIA!'

. Fiﬁally, the Government claims that the document is protected in fuil by the
deliberative process privilege and Exemptiou (b)(5) because it represents an
interim stage in inter-agency discussions]

' | The communication represents a draft that
conprised pait of the back and forth of the decision-making process.

|

Ruling After In Camiera Review: Especially in view of the fact that portions of

this document are no longer classified, 1 directed the CIA to producc this document for in
A
camera rchiew. After review, I conclude that the document is exempt under all three

I
exemphorﬁs for the reasons articulated by the Government. There has been no wawey of .

these exerpptions by virtue of the release of the OLC-DOD Memorandum or the Draﬂ

i
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White Paper, or any other public statement that has been brought to the attention of

court by the ACLU. The document need not be produced.

|
}he

|

Dgcument No. 59: Memorandum"
1 .

The

documcn:t was originally classified TOP SECRET, although the draft white paper, at

B, has nolLv been released publicly, and the remaining attachments no longer contain|-

classiﬁed‘ information. (U) The Government asserts that:

» The decument is exempt in full under the deliberative process privilege
xemption (b)(5) because it constitutes a predecisional options paper prese

108
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to superiors as part of a deliberative nro;s:sJ

JAs a result, there has been no waiver of the exemption ~ thoug,h
thc court fails 10 see how disclosure of this documnent would harm national

s?cuuty or much of anything else. Nonetheless, the exemption applics. (U !
Ry’fling After In Camera Review: In the May 13, 2015 draft of this opinion ih&_t
was subm?itted for security review, the court ruled that the document “in full” could iot
possibly bc excmpt under Exemption (b)(5), because Tab B (the draft White Paper:) {:ad
already bécn relcased publicly, the Second Circuit having concluded that FOIA . i
cxemphons applicable to it had been waived. That being so, the CIA was directed to |
produce thc entive documnent, including all attachuments, for in camera inspection by t’}w
_ i
|

CI,A did produce the document — or at least most of it. Jt also produced a lette},

Court,

which is étskcd the court to accept as a “supplement” to its description of this documlnt

on the ex imrte Vaughn Index. CIA announced that it had treated the cover memo and the
{ X

four attaclnmems thereto as a single document when assessing FOIA exemptions, on the

ground thfat the fact that particuler attachments bad been selected and included in thé

transmission under cover of the covering memo constituted a core part of the deliberative

process. For this proposition it cited Lead Industries Ass'n Inc. v. Occupational Safefy

and Health Administration, 610 F. 2d 70, 85 (2d Cir. 1979).

|
¥ 109
|
|
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:

Té.ab B has already been disclosed to the public. Considcring éimply the text T

Tab C, wlthout regard to the fact that it is an attachment to a different memorandum,

FOIA qu',mptions have been waived, for the same reason that they wexe waived wit
regard to Tab B. The fact that Tab C is a draft is of no moment; so is Tab B, the Draft

White Pa*:cr, which was obtained by NBC News in February 2013. Both set forth the

¢ 110
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legal framcwork for targeting U.S. citizens who ar¢ engaged in Tsrorist activities: - !

!

It is ironic that this court is spending any time on this document at all :

"

:’ | o
‘sg, the cover memorandum is not responsive to the FOIA request. Were it
rcsponsiv‘F 1o the FOIA request it would be subject to the deliberative privilege

(Exemptiion (b)(5)) and would not have fo be produced. Similarly, the list of its
I

attachments jemains subject 1o the deliberative privilege, as articulated in Lead

Indusiries.
i

'l‘ﬁb C, like Tab B, is another matter, however; thete is no reason why this

documcn!, shoutd not be produced, since there is absolutely no FOIA puw]cgc l

uppuxtcnam (0 it that has not been waived. That said, the document should be pxooucL:d

* The cove) wemo does contain a brief susumary of Tab D, lhe ; that has be¢n
redacted frqm the version of the cover memo provided fo the court by the Gov ernment.

111
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simply as what it is

5 withoyt

any'rcfcrc'ncc to the fact that it is an attachment to anything ¢lse. Releasing the docuspent
in this wa'iy will not reveal anything about any deliberations in whiéh it may have been
used. 'f‘a%a C is completely segregable from.the rest of the document, including from
rcfcrence%: to the fact that it was attached to another document and was reviewed dﬁring a

deliberati%vc process. It must be produced,

Documer‘h No, 61 Classified memorandum,
1

[ .
| J Document 61 also attaches a pa:\p%:

{The Government asserts that:

{

. Ti\e document is exempt under Exemption (b)(1) because it contains cun'JEtly
arid properly cla\s.siﬁc_dw informaiigrgh

,:j

a‘,
|
|

112
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-

¢ This document is exempt under Exemption (b)(3) (Natioual Security Act and
CIA Act) because it would reveal sensitive intelligence sources and methods
cmployed by the CIA as well as the names or other identifiers of CIA personncl,

l = e

e This document is protected by the deliberative process privilege and
Excmption (b)(5) because it reflects a pre-decisional, deliberative _

{ . T
communication

and

. T!éis document is protected by the presidentinl communications privilege
E:!(emption (b)(5) becausc it reflects a communication

. Tlllis document is protected by the attorney-client privilege and Exemptign
(b)(5) because itreflects confidential communications

’ 113

\
|

FOP-SECREF| i

SPA113



Casestd 258007 92 C M Do e RtiB2852 6 FlledABA 1 6Py ePage 14 7/6f 39

FOP-SEERET/] JN@FGR‘N-( |
:‘

R'_uhgg_ There has been no waiver of these exemptions by virtue of the release of

. the OLC-‘;DOD Memorandum, or the Draft White Paper, or any other public statemept
that has geen brought to the attention of the court by the ACLU. Accordingly, and subject
1o the rul?ing concerning officially acknowledged facts that is applicable to all docqrr ents,

I conclude that the document need not be produced.

Document No. 62: Classified memorandum,

|
|
|

The docurmient has classificd attachments
- ,

|

! 114
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]Thc Government
asserts that; .

* The document is exémpt under Exemption (b)(1)]

|
¢ To the extent that Exemption (b)(1) applics, this document is also exempy
under Exemption (b)(3) (National Security Act) because it would reveal

sensitive intelligence sources and methods employed by the CIA,
!
I - —

¢ This document is protected by the deliberative process privilege and
Exemption (b)(5) because it represents an interim stage in inter-agency
discussions preceding a final decision|

o This document is also protected by the attorney-client and attorney wﬂ
product privileges and Exemption 5 because the materials reflect ‘
cémmunications:

¢ The document is also exempt in full under presidential communications ;
privilege and Excmption (b)(5) because it reflects a communication

115
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§

_&ib_ng_ There has been no waiver of these exemptions by virtue of the release of
tbe OLC-DOD Memorandum, or the Draft White Paper, or any other public .statcmc nt
that has éeen brought to the attention of the court by the ACLU. Accordingly, and sybject
to the rul'ing concerning officially acknowledged facts that is applicable to all docurxJ ents,

I conclude that the document need not be produced.

Document No. 78. Drafi classified background paper with handwritten notations

The Government asserts that:

o The document is exempt under Exemption (b)(1) becaust

- |
e This document is exempt under Exemption (b)(3) {National Sccurity Act
bécaﬁsc it would reveal sensitive intelligence sources and methods employed by
the CIA|

116
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THhis document is protected by the deliberative process privilege and
Exemption (b)(5) because it is a draft document that represents an interim st
in inter-agency discussions preceding a final decision

e

Ruiling After In Camera Review: In its May 13 draft of this opinion, the cowt

concluded that the document was likely exempt, principally because it is a predecisiopal

draft, and gthcrc is no indication that this document was ever finally approved

[ " The issuc that remained was whether there had been a waiver by virtue of !thc

|
release of the Draft White Paper (which was also a draft) and the public statements. T{hc

CIA was dirccted to produce this documen

i to the court for in camera review.

THe court has reviewed the documch

117 ' ‘
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As] suspected, the document is exexripi under Exemption (b)(5). There has been
no waiver of the exemption by virtue of the release of the OLC-DOD Memorandum, or
the Draft White Paper, or any other publjc statement that has been brought to the

attention of the court by the ACLU, The document need not be disclosed

Documeg_nt No. 94: Classified draft outlini\

“The Government asserts that:

PRSI

) 'I];hc document is cxempt under Exemptioh (b)) bccause_:]

T

. This document is exempt under Exctnption (b)(3) (National Security Aictand
CIA Act) because it would reveal sensitive intelligence sources and methods
employed by the CIA, as well as the names or other identifiers of CIA persodnel.

118
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|
|
I
|

* This document is protected by the deliberative process privilege and L
Exemption (b)(S) because it is a draft document that represents an interim stage
preceding a final decxsxod }

Ruling: There has been no waiver of these excmptions by virtue of the relea le of
the OLC-DOD Memorandum, or the Draft White Paper, or any other public statement
that has Been brought to the attention of the court by the ACLU. Accordingly, and subject

to the ruling concerning officially acknowledged facts that is applicable to all documents,

I concludé that the document need not be produced.

Document No. 95: Classified document

The Government asserts that:

* The document is exempt under Exemption (b)(l) because

. This document is exempt under Exemption (b)(3) (National Sccurity Act and
tlic CYA Act) because it would reveal sensitive intelligence sources and mct#ods
employed by the CIA, as well as the names and other identifiers of CIA

pqrsonnel. r ‘

] 119 ' \
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1

* Although not noted in the CIA’s initial submissions, portions of this
document are also cxempt under the deliberative process and attorney-cljent
privileges and Exemption S because|

Ruling: There has been no waiver of these exemptions by virtue of the 1cleas of
the OLC- DOD Memorandum, or the Draft White Paper, or any other public stateme
that has been brought 6 1o the attention of the court by the ACLU. Accordingly, and sulpcct
to the 1uling concerning officially acknowledged facts that is applicable to all docum%nts,

I conclude that the document need not be produced. :
: i |
1

Document No. 96: Classified documentr

J;he Government asserts that:

o  The document is exempt under Exemption (b)(l) becausc

120
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. This document is exempt under Exemption (b)(3) (National Security Act and
the CIA Act) because it would reveal sensitive intelligence sources and methods
chponcd by the CIA, as well as the names or other identifiers of CIA persohnel.

|

. Allthough not noted in the CIA’s initial submissions, portions of this
document arc also exerapt under the deliberative process and attorney-glient
privileges and Excmption § becausc\

-

Ruling:

Otherwise, subject to the ruling concerning officially acknowledged facts that is

applicablé to all documents, I conclude that the docgmcm need not be produced, Th,e

; ; . Ly !
CIA must either provide the document for an in camera inspection or provide the coun

with a sworn representation that the document contains no legal advice as sct forth in (1

! : |
-and (2) above. }

121
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Supplement to Ruling: The CIA did not produce this document for in camerd
inspection. As of the time of this writing, the CIA has not providcd the cowrt with tlize

sworn refprcsentation that was ordered in the alternative.

Documents Nos. 105, 106 and 107: These documents each include a classified

documerit

!

o
F‘hc Government asserts

that: ' ' ‘ I

. 'fllese documents are exempt under Exemption (b)(1) because they contajn
c({;rrcmly and propetly classified information[ \

C t

122 !
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|

; — ]
* For the same reasons, these documents are also exempt under Exemptio

(b)(3) (National Seeurity Act) because they contain information pertaining 1p
intelligence sources and me(hods.[

. [Thesc documents also contain names or ather identiﬂcrs of CIA
personnel! that are exemnpt from disclosure under Bxemption (b)(3) and the (IA
. Act. (

Ruling: There has been no waiver of these exemptions, either by the release of the

OLC-DOD Memorandum or the Draft White Paper or by virtue of any public statlements

that have been brought to the attention of the court. 'They heed

not be produced. .

Document No, 109; Classified internal outlinc(-

|
|

123
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o i e s e

The Government asscr:l[ that;

* This document is exempt under Exemption (b)(1) because it contains currently

and properly classified informatiorj

intelligence sources, methods and activities. r

T_his document is exempt under Exemption (b)(3) (National Security Act)
biecause, for the reasons discussed above, it contains information pertaining to

]
This document also contains names or other identifiers of CIA

personnc] that are exempt from disclosure under Exemption (b)(3} and thie CIA

Actl -

i
This document is exempt under Exemption (b}(5) because it is p1otcc(cd ty the

internal, personal outline|

deliberative process privilege. Itis predecisional and deliberative because it is an
I
|
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Ruling After In Camera Review: The court was mmally unable to tell from the

mformdtlon pravided whether the above exemptions had been waived, or whether
relevant portions of the document were segregable.. The CIA was directed to pr odu

document for in camera rcview, specifically indicating any portions of the documcn

are uncfassified.

Afier reviewing the document, I conclude that, with certain redactions, the -

document must be produced,

1 start with the first two pages, which specifically address Aulaqi. The

l

|

that

Government’s invocation of Exemption (b)(1) rests principallyE

bzt these are casily excised from the document, by (1) redacting the builet pa

with the \vords] in the bullet point on page 2 that begins with the wo;d 3

r (3) redacting the first sentence of the next bullet point,

which begins with the words The rest of the first two pages of
g

this document consists of information about the legality of the Aulagi operation thatjs

already in the public domain, by virtue of the various speeches of Administration

members, by virtue of the leaking of the Draft White Paper, and by virtue of the Second
L}
Circuit’s decision that portions of the OLC-DoD Memorandum had to be rcleased, and

that the fzixct that Aulagi was killed in Yemen was & matter of public knowledge. That

" information is cntircly segregable ]

The Government makes several misstatements in its justification for relying ¢

Exemptign (b)(3). The first two pages of this document do not disclose any informat

int

n
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TOP-SECRET INOFORN
regarding sources. No names of CIA personnel appear anywhere in this document; the.
There is

! . . . .
absolutely no indication on the document that it is predecisional (indeed, it is talking
points abbut the legality of an operation that has already taken place) or a draft of any
sort, let alone a discussion draft.

|

The third page of the document addresses

Thcrcforc:, and following the Second Circuit in New York Times, the court concludcslmat

the Government need not disclose this information.

Tf)c fast bullet point on page 3 of this document addresses

As to that information, thefe

has been }:10 waiver of these exemptions by virtue of the release of the OLC-DOD
' Memoran%dum,.or the Draft White Paper, or any other public statement that has been
~ brought tb the atrention of the court by the ACLU. Nor has anything on that subject T:en
ofticially acknowledged. That bullet point must be redacted in its entirety; it need not be

disclosed,

Subject to the specific redactions ordered by the court, the rest of-this documént

shoutd be disclosed.

, 126
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Document No. 110: Classified draft memorandum

The Government assctts that:

« This document is excmnpt under Exemption (b)(1) bccaus‘ﬂ

. : ‘ I
e This document is exemnpt under Exemption (b)(3) (National Security A'ctﬁ

because, for the reasons discussed above, it contains information concerning
intelligence sources and mcthodij

This document also contains names or other identificrs of ClA
personnel that are exermpt from disclosure under Exemption (b)(3) and the CIA
Act.| ]

» This document is sxempt under Exemption (b‘)(S) becausc it is protected by the
deliberative process and attorney-client privileges. It is protected by the
deliberative process privilege because it is predecisional, as it is a draft

127
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i
; - -

recommendation (which contains tracked changes) to a decisionmaker regarding

deliberative, in that it provides a recommended course of action for considerdti

in the decisionmaking process.

| The confidentiality of this draft comrunication was
maintained and the contents of this document were not shared beyond the
intercsted parties, {

Ruling: There has been no waiver of these exemptions by virtue of the relcase of

the OLC-DOD Mclhorandum, or the Draft White Paper, or any other public statcnjxetitt

that has been brought to the attention of the court by the ACLU. Accordingly, and stject
, |

to the ruling concerning officially acknowledged facts that is applicable to all docurTnts,

I conclude that the document need not be produced

|
i

Document No. 111: Classified background paper

The Govermment asserts that:

¢ This document is exempt under Exémption (b)(1) because it. contains cairently
anid properly classified informatiog]

128 \
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. . i
* For the samc reasons, this document is exempt under Excmption (b)(3)
(National Security Act) because it would reveal intelligence sources and ’
methods.

| This document :al%o
contains names or other identifiers of CIA personnel that are exempt from | |
disclosure under Exemption (b)(3) and the CIA Act. l: '

|
i1
* This document Is exempt under Exemption (b)(S) because it is protected by the
deliberative process privilcge.|

Ruling: There has been no waiver of these exemptions by virtue of the relci.lsz': of

the OLC-DOD Memorandum, or the Draft White Paper, or any other puBlic statcn}c;l\t
. : ™

that has been brought to the atteation of the court by the ACLU.

Accordingly, and subject to the ruling concerning officially acknowledgjcj

| Ny
1

‘ f
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facts that is applicable to all documents, I conclude that the document need not be

produced.

b e s e

Document No. 112: Classified documcntr

]
|
|
|

that: : : ’
j

» Tliis document is exempt under Exemption (b)(1) because it contains cu"pr
and properly classified informetion|

b
s For the same rcasons, this document is exempt under Exemption (b)(3)! :
(National Security Act) because it would reveal intelligence sources and ] ;
methods| | Thys!
document also contains names or other identifiers of CIA personnel that arc: '

exempt from disclosure under Exemption (b)(3) and the CIA Act. (SF—S#NH

o This document is exempt under Exemption (b)(5) beeause it is protected by the
deliberative process privilege. I

The document is also protected by Excmpﬁioh
(b)(5) and the attorney-client privilege because it consists of a conﬁdc,nti'?ll
communication from an attorney to the client, and would reveal client conqd Bces
asfwcll as attorney recommendations and advice. The confidentiality of thqise;

130 : |
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FOP-SEERET/ INOFORN:

[

communicalions was maintained and the contents of this document were nojt i
shared beyond the interested parties. (FS/ANE)

Ruling: There has been no waiver of these exemptions by virtue of the release of

ihc OLC—l:)OD Memorandum, or the Draft White Paper, or any other public statcm?cﬁt
that has bé:cn brought to the attention of the court by the ACLU. Accordingly, and .;Luleect
to the ruli;ng concerning officially acknowledged facts that is applicable to all docu%ml:nts,
1 cc’mcludéi that the document need not be produced. ' ‘ !

Document No. 113: Classified rough outline

| The Government asserts that:

I
}
!
i
|

« This document is cxempt under Excmption (b)(1) because it contains chrs':ntly
and properly classified informalim}[

e For the same reasons, this document is exempt under Exemption (b)(3} ,
- (National Security Act) because it would reveal intelligence sources an_d» L J 7

methods.

131

SPA131



Casestd 25007 94 C M Do ABne_tiB2852 6 FlleAABA 1 6Py ePage B2 76 39

FoPSEcRET| M‘ M,

( :’ This document
contains names or other identifiexs of CIA personnel that are exempt from
disclosure undev Exemption (b)(3) and the CIA Act. [

L | T

! i

. Thu document is exempt under Excmption (b)(5) because it is protected bb' the
deliberative process privilege. |

|
ko
}

g o

£uhng After In Camera Revley, Thls court directed the CIA to produce tqls'

document for in camera review, since it was nmposmble 10 tell from the mformatlop l
L

provided Swherhcr it fell within the scope of what has been waived,

N 1

i

v

Maost of the contents of this document can be disclosed, since it simply rcpcat'!s
. i

information contained in the Draft White Paper and the OLC-DoD Memorandum. | |
. v
Rcferencés[ are easily redacted:

: i

™
There ﬁs no

l
mdlcanon that this document is a dyaft, or predecisional, or that it was prepared in |

advance of the Aulaqi operation; it appears to be an after-the-fact summary of the k.g‘al
I

bases for thc operation, just as other documents that have been released or ordcredi
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"

released are. In fact, its text adds nothing to the quantum of information already knb\}'n

|
|

by the public,

The question ariscs whether the second half of the second pagﬂ

‘ !
since they do not discuss matters as to which there has bcl,cn

i

waiver by virtue of the release of the OLC-DOD Memorandum, or the Draft Whito! P!aper,

1

or any other public statement that has been brought to the atteation of the court by ;th;

ACLU. liconclude that this portion of the document is exerpt from disclosure umiic

l,

Exemption (b)(3), because it would reveal intelligence methods. ! }
. {

' o

Document No. 117: Classified draft document]

-
The Government asserts that: !
I

e - This document is exempt under Exemption (b)(1) because it contains cufrré:mly
and properly classified informaliorxl

(
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1

. I‘6r the same reasons, this document is exempt under Exemption (b)(3) i

(‘Iatioual Security Act) because it contains information concexning intelligence
sources and methods, |

I ]

* This decument is exempt under Exemption (b)(5) because it is prorecteh by
the deliberative process privilege.|

Ruling: There has been no waiver of these cxemptions by vittue of the releésc. of

the OLC-DOD Memorandum, or the Draft Whitc Paper, or any other public statement
l

-that has bccn brought to the attention of the court by the ACLU. Accordingly, and su,b]cct

to the 1ulmg concerning officially ecknowledged facts that is applicable to all documicnm,

1 concludc that the document need not be produccd.

Document INo. 118: Classified Memorandum
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, ; -
The Government asserts that: '
1

* This document is exempt under Exemption (b)(1) because it contains cq'n

and properly classificd information|

cntly

1 L
o For the same reasons, this document is exempt under Exemption (b)(3) !
3 . . . . . . 4
(National Security Act) because it contains information concerning mlelh.gdﬂce
sources and methods. |

This document alo
contains names or other identifiers of CIA personnel that are exempt from i
disclosure under Exemption (b)(3) and the CIA Act. E B

-

H
!
'
» This document is exempt under Excmption (b)(5) because it is protected l&:y
thé deliberative process privilege, ’I

135
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e e

— . ‘ B /

_I_le_ngg_ There has been no waiver of these exemptions by virtue of the rclc;s; of
the OLC DOD Memorandum, or the Draft White Papcr or any other pubhc stateme ll
that has bcen brought to the attention of the court by 1he ACLU. Accordingly, and sjbject
3 | 1o the mhng concer nmg officially acknowledged facts that is applicable to all docq ’n]cnts,

[ conclude that the document need not be produced,

Docum:llt No. 119: Classified Memorandum

The Government asserts that;

e This document is exempt under Exemption (b)(1) beeause it contains curzently
anid properly classified informatio

S | IPWTS
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. I(:gr the same reasons, this document is exempt under Exemption (b)(3)
- » - ‘y - . [} |

Vational Sceurity Act) because it contains information concerning intelligence

squrces and methods. |

f’l‘his document also
contains names or other identifiers of CIA personnel that are exempt from | !
disclosure under Exemption (b)(3) and the CIA Act, ‘

H

Riulding: There has been no waiver of these exemptions by virtue of the rclcfas% of -

; {
the OLC-DOD Memorandum, or the Draft White Paper, or any other public statcmeli:t

that has B;en brought to the attention of the cowrt by the ACLU. Accordingly, and ;SU;bjGCI

. ol
to the ruling concerning officially acknowledged facts that is applicable to all doculm‘cms,

I conclude that the document necd not be produced. ' i

i

|

Documel_:lt No, 120: Classified Memorandum,

The Government asserts that:

¢ This document is cxempt vnder Excmption (b)(1) because it contains cli_xTFntly
and properly classified informationr J
137 '
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- » i

. Fc'{r the same reasons, this document is exempt under Exemption (b)(3) |
{National Security Act) because it contains information concerning intellifgzlnce
sources and methods, l

1
}
l

ulmg There has been no waiver of these exemptions by virtue of the 1clcas<f of

l

the OLC—DOD Memorandum, or the Draft Whlte Paper, or any other public statcmcr}:t
that has been brought to the attention of the cowrt by the ACLU. Accordingly, and suibjccl
10 the mlmg concerming officially acknowledged facts that is applicable to all docum)ems,

1 conclude that the document need not be produced. ' {

Documeﬂt No. 123: Classified outline
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The outline contains handwritten notations and questions, as »Lcll

i . . . 3 v ¢
as typewritien questions within the textual discussion. Attached to the outline is a |
: : i

document entitled “QsézAs,™ which identifies passible questions and, for some bu(}:nﬁ t all
. i

questions, draft answers.

The Government asseris that:

* This document is exempt under Exemption (b)(1) because it contains cujrently

and properly classified information|

. Thxs document is exempt under Exemption (b)(3) (Nahonal Sccurity Act)
bccause, for the reasons discussed 2bove, it contains information concerning |
intelligence sources and methed J

This document also contains names or other identificrs of QIA
personnel that are exempt from dlsclosure under Exemption (b)(3) and th+ ¢I1A

Act

139
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: |
r ’ ‘
|
* 'This document is cxempt under Exemption (b)(S) because it is pg)tectcci by the
deliberative process privilege. |

L

Ruling: There has been no waiver of these exemptions by virtue of the rclc'!as!e of

: : J : l
the OLC-DOD Memorandum, or the Draft White Paper, or any other public statcmer}t

C
that has bgen brought to the atiention of the court by the ACLU. Accordingly, and ,su'bject

ments,

T

to the ru!ilng concerning officially acknowledged facts that is applicable to all docui ‘

I conclude that the document need not be produced.

=

Document No. 124:(

—

ghc Government asserts that! [

¢ This document is exempt under Exemption (b)(1) because it contains currgntly
and properly classified informationf
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L

. leis document is exempt under Exemption (b)(3) (National Sceurity Afctl
bécause, for the reasons discussed above, it contains information conccrningl
intelligence sources and methods.|

_ ) -ﬁ‘his document also contains names or other identifiers of dl
personnel that are exempt from disclosure under Exemption (b)(3) aud the ¢IA

A | )

. - C
Ruling Affer in Camera Review; The CIA was ordered to produce this document

for in camera rcvicw.l
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'll'u, document is Exempt under Excmpnons (b)(1) and (b)(3). There has bcpr no .
waijver oﬁ excmptions by virtue of the release of the OLC-DOD Memorandum, or thcr

Draft Whitc Paper, or any other public statement that has been brought to the alten’;icn of

| .
the court by the ACLU, Accordingly, I conclude that the document need not be prod rxced.

Documeﬂt No. 140: Classified Memorandum|
!

i
The Govqmmcnt asseits that:

! ;
e This document is excinpt under Exemption (b)(1) because it contains currently

and properly classificd information|

| 142 | N
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S
) 'I‘}us document is exempt under Exemption (b)(3) because, for the xcason

dnecusscd above, it contains information concerning intelligence sources and
melhod

; “This document al%o

. cdntams names or other identificrs of CIA personnel that are exempt from
disclosure under Exemption (b)(3) and the CIA Act. [

L | . .

l
fdmg, There has been no waiver of these exempnons by virtue of the release of

)
the OLC- POD Memorandum, or the Draft Whirte Paper, or any other public statcmc t

that has bccn brought to the attention of the court by the ACLU. Accordingly, and squcct

{o the mlmg concerning officially acknowlcdgcd facts that is applicable to all documcms
! .

I conclud{s that the document need not be produced,

Documcr'lc Na. 142; Classified Memorandum

"The Government asserts that! i

e This document is exempt under Excmption (b)(1) because it contains currendy
and propetly classified information{ I
lf 143
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I i
. T'hls document is exempt under Exemption (b)(3) because, for the reasons
discussed above, it contains information concerning intelligence sources ard

methods.

jThis documnent 150
cantains names or other identifiers of CIA personnchkthat ar¢ exempt from |
disclosvre under Exemption (b)(3) and the CIA Act. } .

I | o ;

Y

. zjis document is exempt under Exernption (b)(S) because it is protected by the
deliberative process privilege,l_f

|
Riding: There has been no waiver of these exemptions by virtue of the rcle{as? of

l P
the OLC—DOD Memorandum, or the Draft White Paper, or any other public statement

that has bccn brought to the auention of the court by the ACLU. Accordingly, and subject
to the 1u11ng concemning ofﬁcnally acknowledged facts that is applicable to all documcnts
1 concludc that the documcnt need not be produced. | |

ln sum: the CIA is directed to produce Tab C to Document 59 and Documenlf

109 and L513 as redacted.

{ - (2) Glomar Reponse

The CIA has filed a Glomar response to so much of the ACLU’s TOIA req;uest as
. i

seeks 1'cc(;>rds “pertaining to the factual basis for the killing of” Samir Khan and

|

144
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——

Abdulralynan Aulaqi, A Glomar response neither confirms nor denies the existence of

i , . !
'documents responsive to the request. CIA thus neither confirms nor denics the existgnce

of any do:cumcnts that discuss a factual basis for the killing of these two individuais -

[ ;
who, according to the Attorney General, were not targeted for killing but were kill;ed
i .

. . ) !
accxdcma(rll_v: Khan along with Aulaqi, and Abdulrahman in an entirely differcnt drog

strike, '| : !
] ¥

An agency may refuse to confirm or deny the existence of récords where td

answcr thic FOIA inquiry would cause hatm cognizable under a FOIA exemption. Wilner

v. NS4, 592 F.3d at 68. It is the law of this Circuit that a Glomar response may bcg
] :

imcrpose:d by an agency even where the Executive Branch has officially acknowledged
J : L)
the cxisto'lncc and contows of a program concerning which records are sought. /d. at 69.

: i
However) the agency must “tether” its refusal to respond to one of the nine FOIA

1
I

LI ' \ . {
exemptiops; “a government agency may...vefuse to confirm or deny the existence of]
\ :

such doc&m_cnts." Id, at 68

i ) o
Ix{n the context of this case, the Second Circuit in New York Times specifically
. }

‘ l . .
ruled that the CIA’s right 1o assert a Glomar tesponse could itsclf be waived — and-to a
! .

limited e:}.tcnt had been weaived. But the only matter identificd by the Court of Ap;;"c%ls as
to which i‘hc CIA had waived Glomar was the fact that the CIA had an operational r%le in
targeted A:tone killings ~ a fact that had been disclosed by Former CIA Director Pahe:tta,
who, as a;x official of the CIA, had authority to waive FOIA exemptions on behalf ;'o the

CIA. As to that fact and that fact alone, CIA’s Glomar response was deemed

3
“insufficiently justified.” New York Times, 756 F.3d at 124.

' 145
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i
|
By contrast, the CIA has demonstrated that a Glomar response is appropria’tc

any information about the “factual basis for the killing of” Khan and Abdulrahmm?

CaSe4e1P5ex0067 9N eDoBBNED /2886, Hilet? 87716746 Papef 71,0621

as o

CIA’s Glomar rcspome is “tethered” to Exemption 3, in that disclosure is barred by the

CIA Act/Responding to the ACLU’s request could reveal whether the U.S. Gover'hrpcnt

was aware of facts that the ACLU assumes to be true: that the CIA was aware of Kh

not do so; and that CIA had an intelligence interest in Khan, Abdulrahman, or bott{. !

n's

" presence ".with Aulagi; that the Government either took measures to avoid his deatk Oll did

!
The basis for a Glomar response is no less persuasive in this instance than it Las
i

in W‘llnet; In both cases, thexe is a specific statute (here the CIA Act, in Wilner the| NSA
' I

Act) that bars disclosurc of whether the information sought even exists, and in bot{x <
. ' i
the invocation is supported by affidavits to which this court is required to give ,
“substantial weight.” : |
Furthermore, there has been no waiver of the CIA’s right 1o invoke Glonm;)'

there was in New York Times), because (1) there has been no disclosure by anyonef of
“factual basis for the killing of”" cither of those two individuals (the only discldsur{;, inade

by At(ordcy General Holder, is that both were killed accidentally); and (2) there ha}s been

no disclosurc of the existence of any records relating to any Executive Branch c\'a!uz

i . H
of any factual basis that might exist for killing either of them. ACLU has not identified

' J
any source, including specifically anyone affiliated with the CIA, who has publicly
i

disclosed the existence of anything at all relating to Abdulrahman Aulaqi that migtixt exist

in CIA ﬁics, and the court is not independently aware of any such source. ACLU a:ls? has

not identified any public disclosure about what it describes as “the factual basis” for

killing Samir Khan. The only public disclosure plaintiff has identified is a public

146
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acknowledgement that Khan was under surveillance by the FBI because he was blpgging

l
about jihad. (Wicker Ex. 14). That discrete fact, | have already held, has been pub‘ic y
I

acknowledged. But public disclosure that someone is under surveillance is not theisdme

thing as public acknowledgement that anyone cver looked into a factual basis for :

targeting that person for death -- let alone that the CIA (which is not the FBI) has |
documenis relating to such an analysis in its files, Frankly, there haé been far less i)ublic
disclbsur? about the information sought. by the ACLU here than was the case in W} iner.

Of course, “what waiv'cs'Glomar is an acknowledgement that records do m’ f:}Lct
exist,” New York Times v. United States Department of Justice, 915 F. Supp. 2d S(:?B,' 552

(S.D.N.Y, 2013) - not disclosure about the matters discussed in those records. 'I‘heiI

ACLU ar’gués that there has'been a waiver of Glomar because the Government has;

]
already acknowledged that “it conducts both before and after-the-fact factual anal)iscs to
determiné the lawfulness of the drone strikes it conducts.” ACLU argues that SUCh?arL

inquiry must have been conducted following the strikes that killed both Khan and

'
y

Abdhlrahman, and records must have been created in connection with those inquirics
This means that the Government — by acknow.ledging that it conducts aﬁcr-thc—faci
reviews--has effectively acknowledged that dpcuments relevant 0 that inquiry exi§t.
The first reuson why this argument does not work is that nothing in the rccérﬁi
indicates that anyone ar the CIA ever publicly acknowledged any Agency invol'vcnixcnl in

the conduct of cither before-or-afier-the-fact inquiries into the lawfulness of dronci

i
strikes. Itbears repeating: only the CIA can waive FOIA protections (including Glfonfar)

on behalf of the CIA. Wilson, 586 F.3d at 186-87.

i 4
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Tbe second reasoa is that I, like the Government, conclude that the ACLUiis

: |
straying beyond the bounds of the FOIA request here under review.' ACLU is ndt here

asking for records about the lawfulness of the drone strikes that killed Khan and |

Abdulra}';:man. Rather, the request that was Glomared seeks records “pertaining toitH

1]

facrual’b%zsis for the killing of” two spccific individuals ~ including specifically as', to

Khan (w}lxo was killed in the attack on Aulagi) information about the Govcmmcnt’is

knowledge of his whereabouts on the day when Aulagi was targeted, whether mcojsz\ﬁrés
A |
were taken to avoid Khan’s death, or any other fact relevant to “the decision to kill Khan

or the faiilure to avoid causing his death.” (Bmphasis added).

Putting to one side the fact that the ACLU’s request “assumes facts nol in .
1 1

cvidence? (i.c., that the Government ever made a decision either to kill Kahn or not ﬁo
; ' i
avoid causing his death), absolutely nathing in the record suggests that anyone asspo'iatcd

1

with the CIA (the only agency that can waive FOIA exemptions on behalf of the C!I 3)

I
has cver publicly acknowledged anyrhing about Khan — still less that a decision was made
i

. . \‘ H
cither to kill him or to risk doing so. Nothing in the record of public disclosurss by: GIA

officials ihdicates that anyone involved operationally in the Aulaqi takedown kne\‘;/

anything about Khan’s whereabouts on that day, let alone that the CIA has records

i
nd

|

3

addressing that issue. This contrasts starkly with the situation confronting the Seco;

% | understand that the ACLU has filed FOLA requests in the District of Columbia District Court scck'ﬁng
information about the lawfulncss of drone strikes generally and addvessing bystander casualties. The ACLU
has also filed another FOIA lawsuit in this district, American Civil Liberties Union et Al v. Depar.',ln‘znl of
Justice, et, al., 15 Civ. 1954 (CM), seeking records “'peitaining to (1) the legal basis in forcign, do 1chic,
and infernational faw upon which the government may use lethal force against individuals or groups, (2)

. the process by which the govenunent designates individuals or groups for targeted killing; (3) befote-the-
fact assessrent of civilian or bystander casuaities in targefed-killing swrikes and any and all records
concerning after action investigations into individual targeted-kiiling strikes; and (4) the number and
identities of individuals killed or injured in targeted Killings. | am sure this precise izsue, which i n"ot
comprehended in the FOIA requests herc ot issue, will have 1o be addressed in one or both of thosejcases.

i i
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Circuit on the first appeal in this case, when it concluded that the CIA Director’s -
acknowlcdgement of his agency’s operational involvement in targeted drone klllmg;
ehmmatcd the possnblhty that Glomar could shield the CIA from identifying documcnts

that would respond to the ACLU’s’ request for opinions addressing the legality of Sukh
; i

operations. %

| Therefore, applying the Second Circuit's reasoning in Filner, I conclude tfixa,
official a';czmowlcdgcmcnt that (1) Khen and Abdulrahman were killed, coupled wl:th 2
after—the—%fact analysis is routinely done to determine the lawfulness of @l/ drone stéiléics |
(includi‘ni;, presumably, the ones that killed these two individuals) does not constiffut'-

W

“official acknowledgement” of “the cxistence or nonexistence of the specific rccords
. i

sought b){ the FOIA request,” ‘

B. Documents on the Department of Defense Vaughn Index

(1) Documents on the Index

Document No, 1: Classified memorandum from

149 ' |
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—]

discussing two Office of Legal Counsel (“OLC”) opinions (attached to mcmorandP j),

regarding the

Governmient asserts that;

' .
¢ This document is exempt under Exemption (b)(1) because it contains clfm{ently
~and properly classified information regarding]

{
e This document is exempt under E Exemptmn (b)(5) and the attomey-cluln‘
privilege because the memorandum constitutes a communication betwe_[arh
auomeyl | and his client, o
L J which the parties intended to be privileged, conveys le@l advice and has
not previously been disclosed. J

] (SHANF) ;
Ruling After In Camera Review. DoD was dnectcd to produce this documert for

in camera review, which it did

150
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!
i
The ‘document is covered by the attorney-clisat privilege ((b)(5)). There h j ecn

no waiver of these exemptions by disclosure of the Draft White Paper, the OLC- DO
Memoraridum, or any public statement called to rhe attention of the count. It need not be

pr oduced‘. § !
P : i l

Documcxllt No. 31: Classified talking points from

l 7 | | J ﬁndated, discussingl ) J

r J (SHNF). The Government argues that: ]

o This decument is exempt under Section (b)(1) because it discusses curréng!ly

and properly classified details conccming[ |
B Specifically, the talking gofats

di'scussJ

[ The talking points also summarize

e/

e This document is exempt under Section (b)(5) aud the deliberative progess
privilege because it[

151
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L and is therefore predecisional and deliberative. The
document represents an interim stage in intra-agency discussions preccdiné final
décision of the Executive Branch concerning a .

l— l The disclosure of such internal deliberations would have a chillin
effcctL
g,_lmz After In Camera Review. This document was produced for in car}zera

. - i
review. It consists entirely ofl and contains no discussion of lcg{ﬂ

! : Co
matters whatsoever. It is exempt under Exemption (b)(1). There has been no waiver of

i

these cxcimpxions by disclosure of the Draft White Paper, the QLC-DOD Memorax:md Lim,

1

or any public statement called to the attention of the court. It need not be produced.

Document No, 38: Classiﬁ;d drafy

(AP

The Government assexts that:

. Tilis document is exempt under Scction (b)(1) because the document didcusses
currently and properly classified details concerning

[ i)

. This document is exempt under Section (b)(S) and the deliberative Pro;c&s
privilege because it is a draft document discussing

4], which represents an interim stage in inira- !

agency discussions preceding a ﬁnal decision of the Executive Branch concemmg

152
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The djsclosure of such internal '
deliberations would have a chilling effect ] '

| | ¢s/am) |
yllng There has been no waiver of these exemptions by disclosure of th? Draft

White Pabel the OLC-DOD Memorandum, or any public statement called to the !

aliention of the court. I‘mthcrmme as it deals with ‘ it does not ; ap’pcar '

to this courl to be rcspomwc to the FOIA request. In any event, this document nced hot

be produéed 1

Dogganpt No, 35! Classified draft

The Government assexts thaf:
i

 This document is exempt under Scction (b)(1) because the document disculsses
currently and properly classified details conccrning]'

!
i
|
|

C23)

 This document is exempt under Section (b)(S) and the deliberative pro.'chs
privilege because it is a draft docurnent discussin

J which represents an interim stage in intra-

agency discussions preceding a final decision of the Exccutive Branch concc ming

[ o | The disclosure of such internal

deliberations would have a chilling effcct[ j

| tsmm |

Jl%g' ling. Samc ruling as Document 38,
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Documex’}t No, 46: Classificd draR‘

T

(SHANF). The Government asserts that:

« This document is exempt under Section (b)(1) because the document co_;ntains
ctlﬁrrently and properly classified information concerning|

| €5#NE) ,
o This document is cxempt under Section (b)(5) and thé deliberative process
privilege because it is a draft document discussin J

I:__:] which represents an interim stage in intra-agency discussiohs
preceding a final decision of the Executive Branch conccrningi[
] The disclosure of such internal deliberations would

héve a chilling effect| |
n I

Ryf {ing: There has been no waiver of these exemptions by virtue of the rclc:asz of
the OLC—bOD Memorandum, or the Draft White Paper, or any other public statcn:ﬁem

that has bfcen brought 1o the attention of the court by the ACLU. While the documcz:m

deals wit;

and the document ~ by its terms, a drvaft -

would rcx;/cal interim discussions. Accordingly, and subject 1o the ruling conceming
ofﬁciallyiacknowledgcd facts that is applicable to all documents, T conciude that tﬂ,c

document need not be produced. :
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Dgcument No. §5: Classified memorandum,

H

(SHANTE). The Government asseits that; : f

3
¢ This document is exelpt under Scction (b)(1) beeause the dosument coptains
cyrrently and properly classified information concerning

| ESHANE)

» This document is exempt under Scction (b)(5) and the presidential
communicatious privilege becau;g the mcmora‘t_l_du_n_}ucunsists of‘ |
communications belween

PO [‘
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" - |
Ruling Afier In Camera Review: In order to facilitate segregability review, the
! i
DOD wa# directed to provide the court, for in camera Teview, those portions of thé
2 l

document that discuss
!

J. No other pohi ons
1

of the doéumcnt were required to be provided to the cowt,
Aﬁcr in camera review, | conclude that the document is exempt under Exe;11£tion

|
(b)(1) for the reasons outlined by the Govcrnmcnt and lepumcd above. The lcgalnpr Pf

conducm}g a counterterrorism operation against Aulagi is not discussed at all in !hPs

I
memorandum,

has bccn no waiver of these exempnons by virtue of the release of the OLC-DOD

T'exlc
|
l

|
Mcmoxandum or the Draft White Paper, or any other public statement that has beén

brought to the attention of the court by the ACLU. As material responsive to the ACLU s

request isfnot included in this document, there is l'eally nothing to scgregate, and in any

—

event no ;')ortion of this document is reasonably segregable. The document need not

produccd'

_._.._3-.

Documedt No. 81: Classified /#n Camera, Ex Parte Declaration and Formal Clalm
I

Military and State Secrets Privilege by Robert M. Gates, Secretary of Defense, dated

23

Septcmbel 2010, discussing the specific types of classified information over wluch tl ¢

—\'———-——,.3—

Secretary‘of Defense asserted military and states secret pnvxlcge,-,
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[ | l SHANBP, Portions '?A this

document are voluntarily being produced to plaintiff. The Government asserts that:
| |
. Tf\e withheld portions of the document are exempt under Exemption (P)(l)
* bgcause they contain currently and properly classified information pcrtamm 10
mﬁhtnry operations against al-Qai’da in the Arabian Peninsula and Anwar A\jlaql

The document contains an extended discussion about previous

(SHAND)
__g]_mg_ DoD did not originally identify this document on its Vaughn Index
Having belatcdly located it, the agcncy advised that it was “processing the documem for
release to.plamuffs in redacted form.” DOD was ordered to provide the court with gbmh
vedacted gnd unred;cted vcfsions of this document for in camera review as soon a§
possible. It did so. :

134

After in camera review of the unredacted version of this document against th
publicly filed redacted version, I conclude that the withheld portions of the document are
exempt uhdcr Exemption (b)(1) for substantiaily the reasons asserted by the Government

and 1cprmtcd above. There has been no waiver of these exemptions by virtue of the

release oﬂthc OLC-DOD Memorandum, or the Draft White Papcr or any other puphl
|

]
sta!emcmithat has been brought to the attention of the cowrt by the ACLU. Therei is 'T

discussion of the legal basis for condﬁct'mg any operalion against Aulaqi, so thcrc'if_s \

‘ ’
P
v
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notﬁing r'?sponsive to the ACLU’s FOIA request to segregate. The document need: not be -
' |

1
disclosed !

(2).DaD Glomar Response

DbD bas also interposed a Glomar response to the ACLU’s request for

mfonmanon about the “factual basis” for the accidental killing of Samir Khan and

'
x

Abdulrahman Aulaql The above discussion upholdmg the propriety of the G]omar

response mtcrposed by the CIA applies equally to DoD. 3

i

. |
T}'!xc principal diffexence between the two agencies is that a disclosure by any
i i
Exccutiw:z Branch official can be sufficient to waive privilege with respect to the DoD

' :
; | . l

whereas ofnl_y disclosure by an official of the CIA itself waives privilege with respect to

1

G

the CIA. Howcvcr, there is no evidence in the record that any official of the Bxecu:tiw
Branch, ﬁ-dm any agency, has ever said anything publicly about the killing of Khaf) and
Abdulrahman, other than to disclose that they were killed accidcmally rather than by

design (as Aulaqi was). Since the record contains no disclosure. that anyone said ar}'yt-}\ing

that would have waived Glomar as to this issue on behalf of the Defense Department]
: ; i
DoD, no less than the CIA, is free to stand on'its Glomar response, and neither confirm

nor deny ihat it has any documents responsive to the ACLU’s request.
;

"CONCLUSION
To summarize the court’s rulings: :
1. FOIA éxemptions have been waived as to the following “officially acknowledged

material:™

I 158
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i The fact that the Government uses drones to carry out targeted klllmgs
I' overscas; |
| i
I The fact that both DOD and CIA have an intelli gence mterest in the us%
: drones to carry out targeted kxllmgs .,

targeted killings;

i
4. Information about the legal basis (COnstimtional statutory, common law,

3. The fact that both DOD and the CIA have an operational role in conducupg

: international law and treaty law) for engaging in the targeted killings at?mad,

including specifically the targeted killing of a U.S. national; i

[}

I
l ] ‘ '
5.{ The fact that the Government carried out the targeted killing of Aulagi;]
! i
6.]

; z
I1. The agencies have 45 days from the date on which this opinion is submittcﬁl {

classiﬁca#iou review (May 13, 2015) to submit to the court, on a documem-by-doofumcnt

The fact that the FBI was investigating Samir Khan's involvement in jihad.

or

basis, (1) a certification that the document does not contain any “officially acknow,]c ngd

matcual.," or (2) a certification that the document contains “officially acknowlcdg;:d
matcnal,’{ but any such material cannoﬁ reasonably be segregated from material that
i .

not been ‘;‘ofﬂciélly acknowledged” and as to which FOIA exemptions have not beer

!+
i

be scgregfated from FOIA-exempt material, a copy of the document with proposed,
redacu'onsi.
.  OLC has thirty days from May 13, 2015 to produce for in camera review tﬁc

followingidocumcnts: 7, 8,9, 10, 46, 50, 57-68, 70,71, 73-79, 83, 84, 88-91, 93, 965-

102, 110,'117-22, 144-147, 243, 250, 253, 262-65 and 269-71, After in camera review,

i
the courtorders OLC to produce redacted versions of Documents 46, 144 and
' i
"and the complete text of Document 50 to plaintiffs. ;
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IV. ClAhas thmy days to prod;xcc for in camera review the following documcflt;: 45,
59,78, 96'7 109, 113, 124. After in camera review, the court orders CIA to pr?dhcc
Tab C tolDocument 59 and redacted versions of Documents 109 and 113 to
plaintiffs - :
V. DOD has thirty days from May 13, 2015 to produce for in camera review t]xe
tollowmg documents: 1, 31, 55 (in part). Aftex i camera revicw, the court dcclme; to
order production of any of these DOD documents.to plaintiffs.

. This constitutcs the decision and order of the cowt,

Dated: June 23, 2015 /7 2
| s //

U.S.D.L

\

" CIA may i:ithcr produce the document or produce & certification that it conteins no responsive inateial.
See above text.
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK
UNITED STATES COURTHOUSE
500 PEARL STREET

NEW YORK. NEW YORK 10007- #
(212) 805-632% USDC SDNY
DOCUMENT
ELECTRONICALLY FILED
CHAMBERS OF DOC #:
COLLEEN MCMAHON
UNITED STATES DISTRICT JUDGE DATE FILED ),\ 1_5
MEMO IN CAMERA TO: Sarah Normand, AUSA
FROM: ngewkwmmzdé/”—*-"“
RE: Attached decision ( Jo-ev-179 q) /CM )

DATED: June 23, 2015

Ms. Normand:

The final decision, incorporating the in camera review rulings as to documents recently
produced to me, is attached 1 will refer to 1t hereafter as the “June 23 Decision.”

I'am sorry there is no redlined version of the May 13 Draft decisten. Frankiy, ! never
learned how te do that, and | was working on a rather primitive computer in any event
(thankfully it is being replaced). There are actually very few changes in the text. uther than the
insertion of the “Rulings After In Camera Review.” The one that you wilt find of moment is that,
upon further review, | have revised my original decision about what the Government has
officially acknowledged with respect to Samir Khan. [n the May 13 Dratt Decision. [-ruled that
official acknowledgement extended to “The fact that the Government believed Samir Khan was
involved in jihad.” Affer re-reading Wicker Exhibit 14, I conclude that official acknowledgement
1s more properly described as relating to the fact that the FBI was investigating Samir Khan's
involvement in terrorism/jihad.

This change may affect the Government’s response to the court’s order of May 13. 2015;
[ am granting the Government two weeks to re-review any documents as to which Listed Fact #7

is relevant. in ordet to conform to my revised reading of what has been officially acknowledged.

This in camera memorandum will have to be unsealed once the Government concludes its
security review of this decision,
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USDC SDNY

UNITED STATES DISTRICT COURT DOCUMENT
SOUTHERN DISTRICT OF NEW YORK ELECTRON:CALLY FILED
X DOC #:
doateriEp: 117 105
AMERICAN CIVIL LIBERTIES UNION and L S

THE AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiff, 12 Civ. 794 (CM)
-against-
U.S. DEPARTMENT OF JUSTICE, et al.,

Defendants.

ORDER AMENDING DECISION OF JUNE 23, 2015,

DIRECTING THE UNSEALING OF CERTAIN ORDERS

PREVIOUSLY FILED, DIRECTING THE ENTRY OF
JUDGMENT, AND CLOSING CASE

McMahon, J.:
The court, for its final order in this case:

1. June 23 Decision Filed: The court’s Memorandum Decision and Order dated
June 23, 2015, (the “June 23 Decision”), together with paragraph-by-paragraph classification
notations as subsequently inserted by the Government, is the final decision and order of the court
after remand, and is hereby ordered filed under seal in the manner used for highly classified
material. A redacted copy of the June 23 Decision was publicly filed yesterday (Docket # 128).

2. June 23 Decision Amended: The June 23 Decision shall be deemed amended, at
page 67, first full paragraph, so that, with respect to document 145, it reads as follows: “That
said, there is material here that can be disclosed. Under the heading ‘Potential Constitutional
Issues,’ the first bullet point on page 2 is derived directly from the legal analysis as to which
exemptions have been waived; with the exception of the first sentence, the fourth sentence and
the last sentence of that paragraph [Redaction begins here].....” The only material added to the
June 23 Decision by amendment is the material that appears in italics in the preceding sentence.

!'In the July 6 order [ said “page 66,” but the pagination has changed now that the Government has inserted all the
classification notations into the decision.
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To make life easier for the Plaintiff and the Court of Appeals, I suggest that the Government
prepare an amended version of the June 23 Decision, inserting these seven words. I would have
done so myself, but the Government begged me not to amend my decision yet again.

3. July 6 Order Unsealed: The court previously filed an order dated July 6, 2015
under seal. That order deals with the Government’s response (filed under seal) to a second
“segregability” review that the responding Agencies were directed to undertake on May 13,
2015. The court’s July 6 order has been unsealed and was publicly filed yesterday (Docket #
129). The Government’s July 1, 2015 submission, which is the subject of the July 6 order, shall
remain under seal.

4, July 15 Letter Filed Under Seal: The Government provided the court with a
letter, dated July 15, 2015, explaining the reasons for making certain redactions in the publicly
available version of June 23 Decision. That letter shall be filed under seal.

5. May 13 Draft Decision: The June 23 Decision was preceded by a May 13, 2015
Memorandum Decision and Order (the May 13 Draft Decision), which was accompanied by an
Order of Notification that was publicly filed (Docket # 123). The May 13 Draft Decision was
transmitted to the Government so that the Government would (1) produce certain documents for
in camera review on an expedited basis, (2) undertake a second segregability review of all
documents on the Vaughn Indices (the review that led to the Government’s July 1 submission),
and (3) insert classification notations into the May 13 Draft Decision so that it could be finalized
and filed. The May 13 Draft Decision was filed under seal and remains under seal.

As stated in the May 13 Order of Notification, the court originally intended to issue the
May 13 Draft Decision in the form in which it was sent to the Government (with the addition of
classification notations), and then to draft a second, separate decision that would address the
documents reviewed in camera. In other words, it was not originally intended to be a draft
decision. However, once the Government produced the documents for in camera review and 1
began that exercise, I realized that it made much more sense to insert my rulings after in camera
inspection into the May 13 Draft Decision, so that the parties and the Court of Appeals would not
have to jump back and forth between two decisions. The resulting document was the June 23
Decision. The parties were apprised of this change of course in a Notice to the Parties that was
publicly docketed on June 24, 2015 (Docket # 124).

The May 13 Draft Decision should be treated as what it turned out to be: an incomplete
draft version of the June 23 Decision, which has been entirely superceded by the June 23
Decision.

The June 23 Decision contains a few inconsequential stylistic changes from the May 13

Draft Decision and corrects some typographical errors that were noticed when proof reading the
June 23 Decision. Such is the inevitable consequence of allowing me to re-read my work.
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The June 23 Decision contains only one substantive change from the May 13 Draft
Decision. The one paragraph discussion of “Listed Fact #7,” which appears at the bottom of page
10 and the top of page 11 of the June 23 Decision, did not appear in the May 13 Draft Decision.
Because this change (which was made sua sponte and not in response to any request from the
Government) had the potential to impact the Government’s second segregability review, which
was then under way, a memorandum alerting the Government to the insertion of this paragraph
was transmitted to the United States Attorney’s Office on June 24, 2015. That Memorandum will
be publicly filed today.

I apologize to the ACLU (as I have already apologized to the Government) for whatever
confusion has been engendered by my decision to shift course and issue a single decision when I

had originally planned to issue two. In the end, I believe we have a more coherent piece of work
product.

This order ends the case. The Clerk of the Court shall enter judgment directing that:

1. OLC produce redacted versions of OLC Documents 46, 144 and 145, and the
complete text of Document 150;

2. CIA produce Tab C to Document 59 and redacted versions of Documents 109 and
113;

to Plaintiffs, and otherwise GRANTING the motions of OLC and CIA for summary judgment
dismissing the case as against them; and GRANTING in its entirety the motion of DOD for
summary judgment dismissing the case as against it.

The Clerk of the Court shall thereafter close the file.

Dated: July 17, 2015

U.S.D.J.

BY ECF TO ALL COUNSEL
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USDC SDNY
DOCUMENT
RONICALLY FILED
UNITED STATES DISTRICT COURT EDI(‘)FEC; L/
SOUTHERN DISTRICT ‘ :
_____________ STRICT OF NEW YORK DATE FILED: 7/ 2%/ S
AMERICAN CIVIL LIBERTIES UNION and
THE AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,
Plaintiff, 12 CIVIL 794 (CM)
-against- JUDGMENT
U.S. DEPARTMENT OF JUSTICE, et al.,
Defendants.
___________________________________________________________ ¢

Whereas the above-captioned action having come before this Court, and the matter having
come before the Honorable Colleen McMahon, United States District Judge, and the Court, on July
17,2015, having rendered its Order amending the Court’s Decision of June 23, 2015, directing the
unsealing of certain orders previously filed, and directing the Clerk of the Court to enter judgment
that:

1. OLC produce redacted versions of the OLC Documents 46, 144, and 145, and the

complete text of Document 150;
2. CIA produce Tab C to Document 59 and redacted version of Documents 109 and
113;
to Plaintiffs, and otherwise granting the motions of the OLC and CIA for summary judgment
dismissing the case as against them; and granting in its entirety the motion of DOD for summary
judgment dismissing the case as against it, and also directing the Clerk of the Court to close the file,
it is,
ORDERED, ADJUDGED AND DECREED: That for the reasons stated in the

Court's Order dated July 17, 2015, judgment is entered as follows:

1. OLC shall produce redacted versions of the OLC Documents 46, 144 and 145, and
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the complete text of Document 150;
2. CIA shall produce Tab C to Document 59 and redacted versions of Documents 109
and 113;
to Plaintiffs, and otherwise the motions of the OLC and CIA for summary judgment dismissing the
case as against them are granted; the motion of DOD for summary judgment dismissing the case

against it is granted in its entirety; accordingly, the case is closed.

Dated: New York, New York
July 22, 2015

RUBY J. KRAJICK | 7

Clerk oi)Court \_J/
BY: ——— 4 </ ...

THIS DOCUMENT WAS ENTERED
N THE DOCKET ON
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Executive Order 13,526
December 29, 2009

This order prescribes a uniform system for classifying, safeguarding, and
declassifying national security information, including information relating to
defense against transnational terrorism. Our democratic principles require that the
American people be informed of the activities of their Government. Also, our
Nation’s progress depends on the free flow of information both within the
Government and to the American people. Nevertheless, throughout our history, the
national defense has required that certain information be maintained in confidence
in order to protect our citizens, our democratic institutions, our homeland security,
and our interactions with foreign nations. Protecting information critical to our
Nation’s security and demonstrating our commitment to open Government through
accurate and accountable application of classification standards and routine,
secure, and effective declassification are equally important priorities.

NOW, THEREFORE, I, BARACK OBAMA, by the authority vested in me as
President by the Constitution and the laws of the United States of America, it is
hereby ordered as follows:

PART 1—ORIGINAL CLASSIFICATION

Section 1.1. Classification Standards.

(@) Information may be originally classified under the terms of this order
only if all of the following conditions are met:

(1) anoriginal classification authority is classifying the
information;

(2) the information is owned by, produced by or for, or is under the
control of the United States Government;

(3) the information falls within one or more of the categories of
information listed in section 1.4 of this order; and

(4) the original classification authority determines that the

unauthorized disclosure of the information reasonably could be
expected to result in damage to the national security, which
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includes defense against transnational terrorism, and the
original classification authority is able to identify or describe
the damage.

(b)  If there is significant doubt about the need to classify information, it
shall not be classified. This provision does not:

(1) amplify or modify the substantive criteria or procedures for
classification; or

(2) create any substantive or procedural rights subject to judicial
review.

(c) Classified information shall not be declassified automatically as a
result of any unauthorized disclosure of identical or similar
information.

(d)  The unauthorized disclosure of foreign government information is
presumed to cause damage to the national security.

***k

Section 1.4. Classification Categories. Information shall not be considered for
classification unless its unauthorized disclosure could reasonably be expected to
cause identifiable or describable damage to the national security in accordance
with section 1.2 of this order, and it pertains to one or more of the following:

(@) military plans, weapons systems, or operations;
(b)  foreign government information;

(c) intelligence activities (including covert action), intelligence sources or
methods, or cryptology;

(d) foreign relations or foreign activities of the United States, including
confidential sources;

(e)  scientific, technological, or economic matters relating to the national
security;

SPA168



Case 15-2956, Document 83, 03/08/2016, 1722347, Pagel71 of 176

() United States Government programs for safeguarding nuclear
materials or facilities;

(g) vulnerabilities or capabilities of systems, installations, infrastructures,
projects, plans, or protection services relating to the national security;

or

(h)  the development, production, or use of weapons of mass destruction.

**k*k

Section 1.7. Classification Prohibitions and Limitations.

(@) Inno case shall information be classified, continue to be maintained
as classified, or fail to be declassified in order to:

1)
(2)
(3)
(4)

**k*

conceal violations of law, inefficiency, or administrative error;
prevent embarrassment to a person, organization, or agency;
restrain competition; or

prevent or delay the release of information that does not require
protection in the interest of the national security.
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5U.S.C. 8552  Public information; agency rules, opinions, orders, records,
and proceedings

[Selected subsections provided; omissions denoted by “***”’]

(@) Each agency shall make available to the public information as follows:

***

(2) Each agency, in accordance with published rules, shall make available
for public inspection and copying—

(A) final opinions, including concurring and dissenting opinions, as
well as orders, made in the adjudication of cases;

(B) those statements of policy and interpretations which have been
adopted by the agency and are not published in the Federal
Register;

(C) administrative staff manuals and instructions to staff that affect
a member of the public;

(4)

(B) On complaint, the district court of the United States in the
district in which the complainant resides, or has his principal
place of business, or in which the agency records are situated,
or in the District of Columbia, has jurisdiction to enjoin the
agency from withholding agency records and to order the
production of any agency records improperly withheld from the
complainant. In such a case the court shall determine the matter
de novo, and may examine the contents of such agency records
in camera to determine whether such records or any part thereof
shall be withheld under any of the exemptions set forth in
subsection (b) of this section, and the burden is on the agency to
sustain its action. In addition to any other matters to which a
court accords substantial weight, a court shall accord substantial
weight to an affidavit of an agency concerning the agency's
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determination as to technical feasibility under paragraph (2)(C)
and subsection (b) and reproducibility under paragraph (3)(B).

(b) This section does not apply to matters that are—

(1)

(@)

3)

(4)

()

(6)

(A) specifically authorized under criteria established by an
Executive order to be kept secret in the interest of national
defense or foreign policy and (B) are in fact properly classified
pursuant to such Executive order;

related solely to the internal personnel rules and practices of an
agency;

specifically exempted from disclosure by statute (other than section
552b of this title), if that statute—

(A)

(i)  requires that the matters be withheld from the public in
such a manner as to leave no discretion on the issue; or

(i)  establishes particular criteria for withholding or refers to
particular types of matters to be withheld; and

(B) if enacted after the date of enactment of the OPEN FOIA Act of
2009, specifically cites to this paragraph.

trade secrets and commercial or financial information obtained from a
person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not
be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which
would constitute a clearly unwarranted invasion of personal privacy;
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(7)

(8)

(9)
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records or information compiled for law enforcement purposes, but
only to the extent that the production of such law enforcement records
or information (A) could reasonably be expected to interfere with
enforcement proceedings, (B) would deprive a person of a right to a
fair trial or an impartial adjudication, (C) could reasonably be
expected to constitute an unwarranted invasion of personal privacy,
(D) could reasonably be expected to disclose the identity of a
confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a
confidential basis, and, in the case of a record or information
compiled by criminal law enforcement authority in the course of a
criminal investigation or by an agency conducting a lawful national
security intelligence investigation, information furnished by a
confidential source, (E) would disclose techniques and procedures for
law enforcement investigations or prosecutions, or would disclose
guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the
law, or (F) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports
prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps,
concerning wells.

Any reasonably segregable portion of a record shall be provided to any
person requesting such record after deletion of the portions which are
exempt under this subsection. The amount of information deleted, and the
exemption under which the deletion is made, shall be indicated on the
released portion of the record, unless including that indication would harm
an interest protected by the exemption in this subsection under which the
deletion is made. If technically feasible, the amount of the information
deleted, and the exemption under which the deletion is made, shall be
indicated at the place in the record where such deletion is made.
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5U.S.C. 8§3024(i)(1) Responsibilities and authorities of the Director of
National Intelligence

(i)  Protection of intelligence sources and methods

(1) The Director of National Intelligence shall protect intelligence sources
and methods from unauthorized disclosure.
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5 U.S.C. § 3507. Protection of nature of Agency's functions

In the interests of the security of the foreign intelligence activities of the United
States and in order further to implement section 3024(i) of this title that the
Director of National Intelligence shall be responsible for protecting intelligence
sources and methods from unauthorized disclosure, the Agency shall be exempted
from the provisions of sections 1 and 2 of the Act of August 28, 1935 (49 Stat.
956, 957; 5 U.S.C. 654), and the provisions of any other law which require the
publication or disclosure of the organization, functions, names, official titles,
salaries, or numbers of personnel employed by the Agency: Provided, That in
furtherance of this section, the Director of the Office of Management and Budget
shall make no reports to the Congress in connection with the Agency under section
607 of the Act of June 30, 1945, as amended (5 U.S.C. 947(b)).
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