Case 15-2956, Document 85, 03/08/2016, 1722357, Pagel of 299

15-2956

IN THE
Anited States Court of Appeals

FOR THE
Second Circuit

AMERICAN CIVIL LIBERTIES UNION and AMERICAN CIVIL LIBERTIES UNION FOUNDATION,
Plaintiffs—Appellants,
—V. —
UNITED STATES DEPARTMENT OF JUSTICE, including its component OFFICE OF LEGAL

COUNSEL, UNITED STATES DEPARTMENT OF DEFENSE, and CENTRAL INTELLIGENCE
AGENCY,

Defendants—Appellees.

ON APPEAL FROM THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

JOINT APPENDIX: VOLUME 2 OF 3 (JA261-JA552)

Colin Wicker Jameel Jaffer

Dorsey & Whitney LLP Hina Shamsi

50 South Sixth Street—Suite 1500 Brett Max Kaufman
Minneapolis, Minnesota 55402 Matthew Spurlock
T:612.492.6687 American Civil Liberties Union
F: 952.516.5531 Foundation
wicker.colin@dorsey.com 125 Broad Street—18th Floor

New York, New York 10004
T: 212.549.2500
F: 212.549.2654
jjaffer@aclu.org



Case 15-2956, Document 85, 03/08/2016, 1722357, Page2 of 299

ACLU v. DOJ, No. 15-2956 (2d Cir.)

JOINT APPENDIX
TABLE OF CONTENTS

ACLU v. DO, No. 12-794 (S.D.N.Y.)

Volume 1

U.S. District Court for the Southern District of New York Docket
Sheet, Case No. 12 C1v. T4 ..o JA1

American Civil Liberties Union’s Freedom of Information Act
Request (Oct. 10, 2011) .uuiiuniiiiiiiiiieeeeeeeeeeeeee e JA28

American Civil Liberties Union’s Complaint for Injunctive Relief,
ECF No. 1 (Feb. 1, 2012)..cuuiiiiiiiiiieeieeeieeeeeeeeee e JA40

Declaration of Sarah Normand, Ex E: John Brennan, Assistant to
the President for Homeland Security and Counterterrorism, The
Ethics and Efficacy of the President’s Counterterrorism Strategy,
Speech at the Woodrow Wilson International Center for Scholars
(Apr. 30, 2012), ECF No. 26-5 (June 20, 2012 ) ......ccoveeevvnnnnnnnn JA53

Declaration of Robert Neller, Ex. I: Jeh C. Johnson, Gen. Counsel,
DOD, National Security Law, Lawyers, and Lawyering in the
Obama Administration, Dean’s Lecture at Yale Law School (Feb.
22, 2012), ECF No. 30-9 (June 20, 2012).....ccccovvviiiniiiiineeiinnnnnn. JATS8

Declaration of Colin Wicker, Ex. 23: Harold Koh, Legal Advisor,
DOS, The Obama Administration and International Law, Speech

at the Annual Meeting of the American Society of International
Law (Mar. 25, 2010), ECF No. 36-7 (July 18, 2012) ................. JA91

Endorsed Letter to Judge McMahon Re: Productions and Briefing
Schedule, ECF No. 78 (Sep. 22, 2014) ..cccovvveeiiiieeeiiieeeeennne. JA105



Case 15-2956, Document 85, 03/08/2016, 1722357, Page3 of 299

Defendants’ Notice of Motion in Support of Summary Judgment,
ECF No. 79 (Oct. 3, 2014) ..ovueeiieeiiieeeeeeeeeee e JA108

Second Declaration of John E. Bies, ECF No. 81 to No. 81-1 (Oct.
B, 2014) e e e e e e e e eaaa JA110

Ex. A—Revised Classified Ex Parte Index of Office of Legal
Counsel Documents Part 1 of 3, ECF No. 81-2
(Oct. 3, 2014) ceiiueieeeiiieeeeeeeeee e JA133

Ex. B— Revised Classified Ex Parte Index of Office of Legal
Counsel Documents Part 2 of 3, ECF No. 81-3
(Oct. 3, 2014) ccciiiiieeieeeeeeee JA143

Ex. C— Revised Classified Ex Parte Index of Office of Legal
Counsel Documents Part 3 of 3, ECF No. 81-4
(Oct. 3, 2014) i JA149

Declaration of Martha M. Lutz, Chief of the Litigation Support
Unit, Central Intelligence Agency, ECF No. 82
(OCt. 3, 2014) cuuniiiieiieee e JA155

Declaration of Sinclair M. Harris, ECF No. 83
(O 7 s T/ B ) R JA168

Defendants’ Notice of Lodging of Classified Documents, ECF No.
84 (Oct. 3, 2014) coeeiiee e JA176

American Civil Liberties Union’s Notice of Motion for Partial
Summary Judgment and in Opposition to Defendants’ Motion for
Summary Judgment, ECF No. 91 (Nov. 7, 2014).................... JA178

Declaration of Colin Wicker, ECF No. 93 (Nov. 7, 2014)......... JA180

Ex. 1-A— Nomination of John O. Brennan to be Director of
the Central Intelligence Agency: Hearing Before the S. Select
Comm. on Intelligence, 113th Cong. (Feb. 7, 2013),

ECF NO0. 93-1..ciiiiiiiiee et JA184



Case 15-2956, Document 85, 03/08/2016, 1722357, Page4 of 299

Volume 2

Ex. 1-B— Nomination of John O. Brennan to be Director of
the Central Intelligence Agency: Hearing Before the S. Select
Comm. on Intelligence, 113th Cong. (Feb. 7, 2013),

ECE NO. 93-2. it JA261

Ex. 2— DOJ, White Paper: Lawfulness of a Lethal Operation
Directed Against a U.S. Citizen Who is a Senior Operational
Leader of Al-Qa’ida of an Associated Force (Nov. 8, 2011),
ECF NO0. 93-3. et JA340

Ex. 3— DOJ, White Paper: Legality of a Lethal Operation by
the Central Intelligence Agency Against a U.S. Citizen
[REDACTED] (May 25, 2011), ECF No. 93-4. ............... JA357

Ex. 4— David Barron, Acting Assistant Attorney Gen., OLC,
Memorandum for the Attorney General: Applicability of
Federal Criminal Laws and the Constitution to
Contemplated Lethal Operations Against Shaykh Anwar Al-
Aulaqi [REDACTED] (July 16, 2010), ECF No. 93-5. ...JA380

Ex. 5— Ryan J. Reilly, Seven Other Targeted-Killing Memos
Still Undisclosed, Huff Post, Feb. 13, 2013,
ECE NO. 93-6.ccvveeiiiiiiieeeeeeeieeee e JA412

Ex. 6— Keith Johnson, U.S. Seeks Cleric Backing Jihad:
Preacher radicalized Activists with Writings, Officials Say,
Wall St. J., Mar. 26, 2010, ECF No. 93-7...........cccevvnn. JA419

Ex. 7— This Week (ABC News television broadcast, June 27,
2010), ECF NO. 93-8...uniiieiieeeeeeeieee e JA422

Ex. 8— U.S. Department of Treasury, Treasury Designates
Anwar al-Al-Aulaqi, Key Leader of Al-Qa’ida in the Arabian
Peninsula (July 16, 2010), ECF No. 93-9........ccccceeec. JA437

Ex. 9— Letter from Eric Holder, Attorney Gen., to Patrick



Case 15-2956, Document 85, 03/08/2016, 1722357, Page5 of 299

Leahy, Chairman of the Senate Comm. on the Judiciary
(May 22, 2013), ECF No. 93-10 .....ccvviieeeiiiiiieeeeeeeeiinn, JA439

Ex. 10-A— Understanding the Homeland Threat Landscape
— Considerations for the 112th Congress, Hearing Before the
Committee on Homeland Security, House of Representatives,

112th Cong. (Feb. 9, 2011), ECF No. 93-11.................... JA445

Ex. 10-B— Understanding the Homeland Threat Landscape
— Considerations for the 112th Congress, Hearing Before the

Committee on Homeland Security, House of Representatives,
112th Cong. (Feb. 9, 2011), ECF No. 93-12.................... JA480

Ex. 11— Remarks by the President at the “Change of Office”
Chairman of the Joint Chiefs of Staff Ceremony
(Sept. 30, 2011), ECF No. 93-13. ..coviieiiiriiieeeeeeeiin JA512

Ex. 12— Government’s Sentencing Memorandum in United
States v. Umar Farouk Abdulmutallab (Feb. 10, 2012),
ECF NO. 93-14.. oot JA516

Ex. 13— Eric Holder, Attorney Gen., Address at
Northwestern University School of Law (Mar. 5, 2012), ECF
INO. 93-15 e JAH32

Ex. 14— Jason Leopold, An Exclusive Look Inside the FBI’s
Files on the US Citizen Who Edited Al Qaeda’s Official
Magazine, Vice News (Sep. 22, 2014), ECF No. 93-16...JA540

Defendants’ Notice of Motion for Summary Judgment, ECF No. 98
(NOV. 14, 2004) cooreneeeie e e JA551

Volume 3

Second Declaration of Martha M. Lutz, Chief of the Litigation
Support Unit, Central Intelligence Agency, ECF No. 100 to
No. 100-1 (Nov. 14, 2014)..uuceeeeiiieieeeeeiicieeee e JA553



Case 15-2956, Document 85, 03/08/2016, 1722357, Page6 of 299

Ex. A— Unclassified Central Intelligence Agency Index, ECF
INO. 100-2 ..o JA571

Third Declaration of John E. Bies, ECF No. 102
(NOV. 14, 2004) c.oeenieeeeeeeee e JAH592

Notice of Lodging of Classified Documents, ECF No. 103 (Nov. 14,

American Civil Liberties Union’s Notice of Motion for Partial
Summary Judgment, ECF No. 106 (Dec. 3, 2014) .................. JA603

Declaration of Michael Weinbeck, ECF No. 108
(DeC. 3, 2014) . JA605

Ex. 1— White House, Fact Sheet: U.S. Policy Standards and
Procedures for the Use of Force in Counterterrorism
Operations Outside the United States and Areas of Active

Hostilities (May 23, 2013), ECF No. 108-1 .................... JAG07
Notice of Lodging of Classified Documents, ECF No. 117
(Jan. 20, 2015)....ccciiiiieeieeicee e e JAG610
Order Regarding Ex Parte Proceedings, ECF No. 118
(Mar. 23, 2005) i e e e e e e eeeaes JAG12
Order of Notification, ECF No. 123 (May 13, 2015)................ JA614

Notice to the Parties from Judge McMahon Regarding Ruling
After In Camera Review, ECF No. 124 (June 24, 2015)......... JAG16



Case 15-2956, Document 85, 03/08/2016, 1722357, Page7 of 299

Notice of Lodging of Classified Documents, ECF No. 125

(JUNE 29, 2015)..ciuniiiiieiiiiiee e JAG18
Order Regarding Government’s July 1, 2015 Submission, ECF No.
129 (July 16, 2015)..ccciiiiieeeieiiiieee e e JAG620
Memorandum from Judge McMahon Regarding June 23 Decision,

ECF No. 130 (July 17, 2015).....cccuuieeiiiiiiiiieeeeeeiicee e, JAG23
Notice of Appeal, ECF No. 134 (Sep. 18, 2015)........ccvvuueeennnns JA624

Vi



Caseatd 258007 94C N ddo AimeattEs22 1 &iled2rEo 7/ RagPage 295f 79

Exhibit 1-B
To the Declaration of Colin Wicker

JA261



10

11

12

13

14

15

16

17

18

19

20

21

Caseatd 25007 94C N ddo AimeattEs22 1 &iled2rEo 7/ RagPage 295f 79 77

SENATOR LEVIN: Next, Michael Hayden, former CIA Director, on May
3, 2011, said that "What we got, the original lead information, began with
information from CIA detainees at black sites."

The Chairman and | issued, in the same statement, the following -- that

the statement of the former attorney general, Michael Mukasey, was wrong.

Do you have any information to disagree with our statement?

MR. BRENNAN: | do not.

SENATOR LEVIN: The third sfatement that we quoted in our report --
out of Michael Hayden, former CIA Director»: "What we got, the original Ieadr
information, began with" -- excuse me; that was Mr. Hayden that | was
asking you about, not Mr. Mukasey. Your answer is the same, | assume?

MR. BRENNAN: Yeah, | do not know. I'm unaware.

SENATOR LEVIN: You don;t have any information tokthe contrary?

MR. BRENNAN: Right.

SENATOR LEVIN: Now, Michael Mukasey, former attorney general, Wall
Street Journal: "Consider how the intelligence that led to Bin Laden came to
hand;‘ it began with a disclosure from Khalid Sheikh Mohammed, who broke
like a dam under pressure of harsh interrogation techniques that included
waterboarding. He released a torrent of information, including eventually
the name -- the name -- of a trusted courier of bin Laden."

Our statement -- that of the Chairman and myself -- is that that
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statement is wrong. Do you have any information to the contrary?

MR. BRENNAN: Senator, my impression earlier on was that there was
information that was provided that was useful and valuable, but, as | said,
I've read now the first volume of your report, which raises questions about
whether any of that information was accurate.

SENATOR LEVIN: But I'm now referring not to the report, but to the

statement that Chairman Feinstein and | issued on April 27, 2012. We flat-

out say that those statements are wrong.

MR. BRENNAN: Right.

SENATOR LEVIN: Do you have any basis to disagree with us?

MR. BRENNAN: 1do not.

SENATOR LEVIN: Will you, when you become the CIA Director,
assuming you are confirmed, take the statement that we have issued, and
tell us whether or not you disagree with any of these statements that we
have made about those statements of those three men; will you do that if
you are confirmed?

MR. BRENNAN: | will look and consider that request, Senator. As |
said, the report that this Committee has put together, | need to take é look
at what CIA's response is to it, and that report raiseé serious questions about
whether any worthwhile intelligence came from these individuals.

SENATOR LEVIN: Will you include, in your review, a review of our joint
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statement and tell us whether, after your review, you disagree with anything
that we've said; will you do that?

MR. BRENNAN: | would be happy to.

SENATOR LEVIN: Now, there's one finel point, and that has to do with
a very famous document. And that has to do with a cable that came in that
relates to the so-called "Atta" matter. Are you familiar with that issue?

MR. BRENNAN: Yes, | am, Senator.

SENATOR LEVIN: The issue here is whether or not there ever was a
meeting in Prague between Mohammed Atta, who is one of the people who
attacked the Trade Center, and the Iraqi Intelligence.

The cable that came in has been classified by the CIA, even though the
report of -- this is what the CIA did to the cable. (Holds up a piece of paper
containing text that has been mostly redacted.)

Now, will you check with the Czechs for the source of this cable and
see if they have any objection to the release ef this cable relative to the
report of that meeting?

MR. BRENNAN: Yes, Senator. And since our courtesy call, | have
looked into this issue, and | know that you and Director Petraeus were
involved in a discussion on this. And | would be happy to follow up on it.
But there does seem to be some concerns about release of the cable.

SENATOR LEVIN: The unclassified report of the Intelligence Committee
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-- which was not classified,; was not redacted by the CIA -- made at least four
references to the Czech Intelligence Service providing the CIA with reporting,
based on a single source, about this alleged meeting, which never took
place. We knew it never took place. And yet, repeatedly -- particularly, the
Vice President -- made reference that there was a report of a meetihg
between these two.

Now, it's very significant for the historical record here. We went to war
based on allegations that there was a relationship between Iraq and the
attackers -- the 9/11 attackers. It's very important that this cable be
declassified. The only reason to keep it redacted and classified, frankly, is to
protect an administrafion? not to protect sources and methods, becéuse the
sources and methods -- if you will check with the Czechs, I'm sure they will
tell you they have no objection to the release of that cable.

My question to you is will you check with the Czechs, if you are
cdnfirmed, and determine whether they have any objection to the release of
the cable, which makes reference to them?

MR. BRENNAN:' Absolutely, Senator; | wiI'I._

SENATOR LEVIN: Thank you. My time is up.

VICE CHAIRMAN CHAMBLISS: Thank you, Senator.

Senator Coats?

SENATOR COATS: Thank you, Mr. Chairman.
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Mr. Brennan, we acknowledge your experience, and I think that
experience is important to have for the position that, if confirmed, you will
occupy. | acknowledge your service to the country and your experience in
this field. | think the President used that as one of the criteria, of course.

You and I, when we talked earlier in a private talk, talked about the
relationship that you want to have with this Committee -- not just with the
Chairman and the Vice Chairman, but with all the Committee Members. And
| appreciate your answers on that, and you addressed it again today, in
terms of a potential trust deficit or -- you said that that's "wholly
unacceptable” and that you would give straight answers and be blunt and
candid.

And you've been that today. It's not a prerequisite to be Mr.
Congeniality to occupy the position of Director of CIA, so | don't hold that as
-- in fact, it would be probably a red flag for me if somebody did have that
award and wanted your position.

The kind of issues that you have to deal with require straight talk,
straight answers, and .getting to the chase real quick. You said it's the "New
Jersey" way. I'll accept that; it's bipartisan. Governor Christie exhibits the
same kind of responses and has a pretty high approval rating.

So, we will go forward with taking you at your word that we'll have the

kind of relationship that we can have a blunt, straightforward, fully
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disclosed, working relationship. | think it's critical to our ability to provide

oversight, our ability to have the right kind of relationship with the Agency
so we know where each other is and can move forward together in terms of
what needs to be done to provide the intelligence hecessary to protect the

American people.

So, | wanted to say that. I'd like to follow up a little bit more on the
leaks question because | have a few more questions. | was going to delve
into that in more detail, but it's already been discussed by Senatcjr Risch and
others. But let me just ask a couple of other questions to clear some i:hings
up in my mind.

My understanding is that the Associated Press had information relative
to the intercept of a planned operation that perhaps had something to,do
with airlines and explosive devices; that apparently they had that for a few
days and then either were about to or had gone ahead and released it. I'm
assuming that your then calling the conference call was in response to what
they had just released; is that correct?

MR. BRENNAN: Yes. A number of news networks have put out
information about this. Yes.

SENATOR COATS: And you expressly arranged fhis teleconference for
what exact purpose?

MR. BRENNAN: There were a number of people who were going to be
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going out on the news shows that night who were asking about the reports
about this intercepted IED and wanted to get some context, as far as the
nature of the threat, and also were asking questions about -- "Well, you said,
and the U.S. Government said, that there was no threat during the
anniversary of the bin Laden take-down, so how could there not have been a
threat if, in fact, this IED was out there?"

SENATOR COATS: The question | have is this -- because based on what
you said and what we have learned, you then, in that teleconference, talked
about the fact that, in answering the question, "How do we know this?" -- |
think the quote that came across from Richard Clarke was, "never came
close, because they had ihsider information, insider control." And you had
referenced that you had said that to thé group.

MR. BRENNAN: No, what | said was inside control of the plot, and thatr.
the device was never a threat.

SENATOR COATS: Okay, "insider control.”

MR. BRENNAN: No, | said "inside control" -- not "ihsider."

SENATOR COATS: Okay, "inside control." The Associated Press never
made any mention about inside control. Why was it necessary, then, to add
that? Why couldn't you have just simply said, "We've intercepted a plot -- it's
been a successful interception"? Because once the word "inside control” got

out, then all the speculation -- and correct -- was that that “inside control”
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was interpreted as meaning "we've got somelbody inside."

And the result of that was the covert action operation had to be
dissolved because the control ageht, the inside person, was -- well,
essentially, the plot was exposed, and theréfore, the whole operation had to
be dissolved.

MR. BRENNAN: Well, Senator, | must caution that there are still
elements of this event that remain classified and that we cannot talk about
in public. There was a lot of information that came out immediately after AP
brdke that story. Unfortunately, there was a hemorrhaging of information
and leaks.

Again, what | said was that there was inside contrQI, because what |
needed to do, and what | said to the American public in opeh networks the
following morning, is that during the anniversary period of the bin Laden
fake—down, when we said to the American ’public that there were no active
plots, no threat to the American public, that we were\aware of, that was
specific and credible.

Well, why was not this IED that we had intercepted -- why wasn't that a
threat? Well, because we had inside control of the plot, which means any
number of things -- in terms of environmentally, working with partners,
whatever else. It did not reveal any classified information. And as | said, we

have to be careful here because there are still operational elements of this
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that remain classified.

SENATOR COATS: And that's appropriate, but, you know, it was just a
couple weeks later when Reuters reported publicly, and | quote, "As a result
of the news leaks, U.S. and allied officials'to’ld Reuters that they were forced
to end an operation which they had hoped could have continued for weeks
or longer." \

MR. BRENNAN.: There were a lot of things that were reported by the
press -- accurate, inaccurate -- a whole bunch of stuff, Senator. So | would‘
not put stock in the types of things that you might be reading there. | know
that | engaged for an extended period of time both before that leak and
afterward to make sure we were able to mitigate any damage from that
initial leak, and the subsequent leaks, of classified information.

SENATOR COATS: So, you're esseﬁtially saying that this Reuters report
may or may not be accurate, but had no link to what was disclosed to Mr.
Clarke and then what he said shortly thereafter on ABC News?

MR. BRENNAN: What I'm saying, Senator, is that I'm very comfortable
with what | did and what | said at that time to make sure that we were able
to deal with the unfortunate leak of classified information.

SENATOR COATS: How frequently did you have to pull groups like this
together in order to, in a sense, put out authorized, or at least what you

think is appropriate, news for the correct purposes?

JA270



10

11

12

13

14

15

16

17

18 |

19
20

21

Caseatd 258007 92C M ddo Atmedtta322 1 &iled2rEe 7/ RaoPage1295f 79 86

MR. BRENNAN: Senator, frequently, if there is some type of event, or if
theré's a disrupted terrorist attack, whether it's some “underwear bomber” or
a disrupted IED, or a printer bomb, or whatever else, we will engage with the
American public. We'll engage with the press. We'll engage with individuals
who are experienced professional counterterrorism experts who wiH go out
and talk to the American public.

We want to make sure that there are not mis‘representations, in fact, of
the facts, but at the same time, do it in a way that we're able to maintain
control over classified material.

SENATOR COATS: Now, it does occur, | assume, or it is possible, to
put out an authorized leak; is that correct?

MR. BRENNAN: No. Those are oxymorons: “authorized leak.” 1t is
something that would have to be declassified, disclosed, and done in a"
proper manner.

SENATOR COATS: And this, ‘in no way, fell into that category?

MR. BRENNAN: Absolutely not. 1 was asked to engage with these
individuals by the White’x House Press Office. | talked with them about the
interception. No, it was not.

SENATOR COATS: There is a provision in last year's Inteliigence
Authorization Bill that requires a report to thivs Committee of any authorized

leak; so, you are aware of that?
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MR. BRENNAN: I'm aware of the provision', yes, that’s been put
forward.

SENATOR COATS: And no report has come forward, so | assume there
haven't been any authorized leaks in the past year?

MR. BRENNAN: | think, you know, what we want to do is to make sure
if there's going to be any disclosures of classified information, that this
Committee is going to be informed about that. So we will adhere to the
provision that was in that Intel Authorization Bill.

SENATOR COATS: Thank you.

Mr. Chairman, my time is expired.

VICE CHAIRMAN CHAMBLISS: Senator Udall?

SENATOR UDALL: Thank you, Mr. Vice Chairman.

Good afternoon, Mr. Brennan. | can't help but -- observing that Senator
Coats talked about being governor of NewJerséy, | think being governor of
Jersey is a piéce of cake compared to being the Director of the CIA.

| hope Governor Christie won't take that in the wrong way, by the way,
because | have great respect for him.

MR. BRENNAN: | have no plans‘ to run against Governor Christie.

(LAUGHTER.)
SENATOR UDALL: Thanvk you for your service. Thank you for your

willingness to continue serving as the head of the CIA. | have some
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comments I'd like to share with you, and then of course I'll direct some
questions your way.

You've said that President Obamé believes that, done carefully,
deliberately, and responsibly, we can be more transparent and still ensure
our nation's security. | absolutely agree. The American people have the
right to know what their government does oﬁ their behalf.

Consisteﬁt with our national security; the presumption of transparency
should be the rule, not the exception, and the government should make as
much information available to the American publi; as possible.

So when we, on the Committee, and we, as Membérs of Congress, push
hard for access to the legal analysis justifying the authority of the Executive

Branch to lethally target Americans using drones, for instance, it erodes the

‘government's credibility of the American people.

| want to tell you I'm grateful to the President for allowing Members of
this Committee to briefly use some of the Iegal opinions on targeting
American citizens. T'his is an important first step. But | want to tell you, |
think there's much more to be done in that regard. And you've heard that:
from my colleagues here today.

I've long believed that our government also has an obligation to the
American people to face its mistakes transparently, help the public

understand the nature of those mistakes, and correct them. The next
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Director to the CIA has an important task ahead in this regard.

Mr. Brennan, | know you're familiar with the mistakes that I'm referring
to. We've already discussed those here today to some extenf. They're
outlined in the Committee's 6,000-page report on the CIA's detention and
int’errogation program, based on a documentary view of over 6 million pages
of CIA and other records, and including 35,000 footnotes.

| believe that this program was severely flawed. It was mismanaged.
Theé enhanced interrogation techniques were brutal, and, perhaps most
importantly, it did not work. Nonetheless, it was portrayed to the White
House, the Department of Justice, the Congress, and the media as a program
that resulted in unique information that saved lives.

And | appreciate the comments you made earlier about the
misinformation that may have flowed from those who were in charge of this
program to people like yourself. 'Acknowledging the flaws of this program is
essential for the CIA's long-term institutional integrity, as well as for the
legitimacy of ongoing sensitive programs. The findings of this report
directly relate to how other CIA programs are managed today.

As you said in your opening remarks, and you so powerfully referenced

‘the Memorial Wall, all CIA employees should be proud of where they work,

and of all the CIA's activities. | think the best way to ensure that they're

proud is for you to lead in correcting the false record, and instituting the
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necessary reforms that will restore the CIA's reputation for integrity and
analytical rigor. The CIA cannot be its best until the leadership faces the
serious and grievous mistakes of this program.

So, if | might, let me turn to my first question. Inaccurate information
on the management operation effectiveness of the CIA's detention and
interrogation program was provided by the CIA to the White House, the DoJ,
Congress, and the public. Some of this information is regularly and publicly
repeated today by former CIA officials, either knowingly or unknowingly.

And although we now know this information is incofrect, the. accurate
information remains classified, while inaccurate information has been
declassified and regularly repeated.

And the Committee will take up the matter of this report's
declassification separately. But there's an important role | think the CIA can
play in the interim: CIA has a responsibility to correct any inaccurate
information that was provided to the previous White House, Department of
Justice, Congress, and the public, regarding the detention and interrogation
program.

So, here's my question: do you agree that the CIA has this
responsibility? And I'd appreciate a yes or no answer.

MR. BRENNAN: Yes, Senator.

SENATOR UDALL: Thank you for that. Again, yes or no -- will you

JA275



10

11

12

13

14

15

16

17

18

19

20

21

Casesbd 257007 92C MM Do Aime (8322 1 Filed2PE07/ PhgPage 1B%sf 79 91

commit to working with the Committee to correct the public and internal
record regarding the detention and interrogation program within the next 90
days?

MR. BRENNAN: Senator, | think it's only fair of me to say that | am
looking forward to CIA's response to that report so that we're assured that
we have both the Committee's report, as well as CIA's comments on it. And |
will be getting back to you, yes.

SENATOR UDALL: | can understand you want to make sure you have
accurate time. | understand, as well, that the CIA will finish their analysis by
the middle of February. And so, | hope we can work within that time frame.

And | know that in your answers to the Committee in preparing for this
hearing, you wrote that "the CIA, in all instances, should convey accurate
information to Congress. When an inaccurate statement is made and the CIA
is aware of the inaccuracy, it' must immediately correct the record; And
certainly, | would do so, if | were Director.”

So, | take youf answer in the spirit of the writteh testimony you
provided to the Committee. Let me turn to the report and its eventual
declassiﬁcatibn, if | might.

| don't think it has to be difficult -- that is, the declassification -- for
these reasons: the identities of the most important detainees have already

been declassified; the interrogation techniques themselves have been
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declassified; the application of techniques to detainees has been declassified
to some extent, with a partial declassification of the inspector general
report; and the intelligence was declassified to a significant extent when the
Bush administration described p'IQts it claimed were thwarted as a result of
the program. |

So long as the report does not identify any undercover officers, or
perhaps the names of certain countries, can you think of any reason why the
report could not be declassified with the appropriate numbef Qf redactions?
Can you answer yeS or no to that question?

MR. BRENNAN: | would have to take that declassification request under
serious consideration, obviously. That's a very weighty decision, ir) terms of
declassifying that report, and | would give it due cbnsideration. But there
are a lot of considerations that go into such decisions.

SENATOR UDALL: | want to, again, underline that | think this would
strengthen the CIA. It would strengthen our 'standing in the world. America
is at its be‘st, as we discussed earlier today, when if acknowledges its
mistakes, and learns from those mistakes'.

“And | want to quote Howard Baker, who | think we all admire in this
room. He spoke about the Church Committee, which he, you know, was an
important effort on the part of this Congress. And there was much broader

criticism of the CIA in that Church Committee process. And the CIA came
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out of that stronger and more poised to do what it's supposed to .do.

So | want to quote Howard Baker. He wrote: "In all candor, however,
one must recognize that an investigation such as this one" -- he's referencing
the Church Committee, but | think it could apply to what this Committee has
done, as well -- "of necessity, will cause some short-term damage to our
intelligence apparatus. A responsible inquiry, as this has been, will, in the
long run, result in a stronger and more.efficient Intelligence Community.

"Such short-term inquiry will be outweighed by the Iong—term benefits
gained from the restructuring of the Intelligence Community with more
efficient utilization of our intelligence resources.”

So, again, Mr. Brennan, | look forward to working with you to complete
these tasks that we've outlined here today. In the long run, | have faith in
the CIA like you have faith in the CIA that it will come out of this study
stronger and poised to meet the 21* Century intellfgence challenges that are
in front of us. Thank you again for your willingness to serve.

MR. BRENNAN: Thank you, Senator.

CHAIRMAN FEINSfEIN: Thank you, Senator Udall.

Senator Rubio?

SENATOR RUBIO: Thank you. Thank you, Mr. Brennan, for being here
with us today, and congratulations on your nomination.

| wanted to ask, in the 2007 CBS interview, you said that information
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obtained in interrogations have saved Iiveé. In September of 201 1, you said
in a speech at Harvard, that whenever posSibIe, the preference of the
administration is to take custody of individuals so that we could obtain
infofmation which is, quote, "vital to the safety and security of thé American
people.” |

So, obviously, you believe that interrogations of terrorists can give us
information that could prevent attacks in the future?

MR. BRENNAN: Absolutely agfee.

SENATOR RUBIO: But you don't believe the CIA should be in the
business of detention, correct?

MR. BRENNAN: | agree.

SENATOR RUBIO: So, who should be?

MR. BRENNAN: Well, there are a number of options -- U.S. military,
which maintains an active interrogation program, detention program; the
FBI, as part of its efforts on counterterrorism; and our international partners,
and working with them. And that's where, in fact, most of the interrogations
are taking place of terrorists who have been taken off of the battlefields in |
many different countries.

SENATOR RUBIO: So there ‘are active interrogations occurring?

MR. BRENNAN: Absolutely -- every day.

SENATOR RUBIO: Okay. About the foreign partners that you talk
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about, have you talked to folks in the CIA about their impressions of the
quality of information we're getting from our foreign partners?

MR. BRENNAN: Yes, on a reqgular basis.

SENATOR RUBIO: Would it surprise you to know that Some of them
have indicated to us repeatedly; over the last couple of years that I've been
here, that the information we get directly is much better than anything we
get from our foreign partners on some of these issues?

MR. BRENNAN: Right. And that's why we work with our foreign

- partners so that we can have direct access to these individuals that have

been detained.

SENATOR RUBIO: Well, I'll tell you why I'm concerned. Ali Ani al-Harzi
- | think is how | pronounce his name -- he's a suspect in the Benghazi
attack, and the Tunisians detainéd him, correct?

MR. BRENNAN: Yes, he was taken into custody by the Tunisians.

SENATOR RUBIO: Did we not ask for access to him, to be able to
interrogate him and find out information?

MR. BRENNAN: Yes. And the Tunisians did not have a basis in their
law to hold him.

SENATOR RUBIO: So they released him?

MR. BRENNAN: They did.

SENATOR RUBIO: Where is he? We don't know?
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MR. BRENNAN: He's still in Tunisia.

SENATOR RUBIO: That doesn't sound like a good system of working
with our foreign partners.

MR. BRENNAN: No, it shows that the Tunisians are working with their
rule of law, as well -- just the way we do.

SENATOR RUBIO: Well, we have someone who was a suspect in fhe
potential in the attack on Benghazi. They dfdn't give us access to him and
we don't have any information from him.

MR. BRENNAN: We work with our partners across the board, and when
they are able to detain individuals, according to their laws, we work to see if
we can have the ability to ask them guestions -- sometimes indirectly and
sometimes directly.

SENATOR RUBIO: So your point is that Tunisian law did not allow them
to hold him, and therefore they let him go before we could get there to talk
to him?

MR. BRENNAN: And we didn't have anything on him, either, becaQse if
we did, then we’would've made a point to the Tunisians to turn him over to
us. We didn't have that.

SENATOR RUBIO: What role should the CIA play in interrogations?

MR. BRENNAN: The CIA should be able to lend its full expertise, as it

does right now, in terms of -- in support of military interrogations, FBI
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debriefings and interrogations, and our foreign partner debriefings. And
they do that on a regular basis.

SENATOR RUBIO: And so, what's the best setting to do that in? For
example, if a suspected terrorist is captured, and we think we can obtain
information from them, where would they go? Where do you suggest that
they be taken, for example; what's the right setting for it? |

MR. BRENNAN: .There are m»any different options, as far as where they
go. Sometimes it is with -- foreign partners, they put the individuals in their
jails and in their detention facilities according to their laws, and people can
access that.

We take people, as we've done in the past, and put them on naval
vessels and interrogate them for an extended period of time.

SENATOR RUBIO: Okay. So you think that's the best setting -- the
naval vessel? |

MR. BRENNAN: No, | think --

SENATOR RUBIO: -- from our perspective, leaving aside the foreign
partners for a sécond -- for us.

MR. BRENNAN: | think each case requires a very unique and tailored
response. And that's what we've done.

Whether somebody is picked up by a foreign partner, whether

somebody is picked up on the high seas, or anywhere else, what we need to
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do is see what the conditions are, what we have as far as the basis for that

interrogation -- what type of legal basis we have for that. So it's very much
tailored to the circumstances.

SENATOR RUBIO: When we detain a suspected terrorist, the purpose
of the interrogation -- and | think you'd agree with this statement -- the
purpose of an interrogation is to develop information that could be used to
disrupt terrorist activities and prevent attacks, correct?

‘MR. BRENNAN: Without a doubt.

SENATOR RUBIO: It's not to lay the case for a criminal conviction.

MR. BRENNAN: Well, | think, you know, you want to take the person off
the battlefield. You also want to get as much intelligence as possible. You
don't just want to get the information from somebody and then send them
off. You need to be able to do sométhing with them. And we've put p\eop»le
away for 99 years -- for life -- so that, in fact,‘they're not able to hurt
Americans ever again.

So, what you want to do is get that intelligence, but also, at the same
time, put them away so that justice can be done. |

SENATOR RUBIO: | underétand. But the number one priority, initially,
is not necessarily to protect the record for a crimi.nal prosecution; it's to
obtain timely information --

MR. BRENNAN: Absolutely right.
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SENATOR RUBIO: So we can act correctly -

MR. BRENNAN: Absolutely right.

SENATOR RUBIO: Priority number two is to take them off the
battlefield to ensure they can't attack us in the future.

MR. BRENNAN: Right. It's not an either-or, but | agree with you.

SENATOR RUBIO: Why shouldn't We have places where we interrogate
people; for example, Guantanamo? Why shouldn't we have a place to take
people that we bbtain? ‘Cause is it not an incentive to kill them rather than
to capture them, if we don't have a --

MR. BRENNAN: No, it's never an incentive to killjthem. And any time
that we have encountered somebody, we have come up with, in fact, the
route for them to take in order to be interrogated, debriefed, as well as
prosecQted.

‘SENATOR RUBIO: So, where would we -- but why is it a bad idea to
have a place that we can take them to?

MR. BRENNAN: It's not a bad idea. We need to have those places.

And again, sometimes it might be overseas, sometimes it might be a
naval vessel, a lot of times it's back here in the States, where we bring
someone back because we, in fact, have a complaint on them or an

indictment on them, and then we bring them into an Article 3 process. And

'so we can elicit information from them and put them away behind bars.
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SENATOR RUBIO: Is the Article 3 process, in your mind, an ideal way
to develop this kind of information, or aren't there limitations in the Article 3
process?

MR. BRENNAN: I'm very proud of our system of laws here and the
Article 3 process. Our track ‘rec’ord is exceptiohally strong over the past
dozen years, couple dozen years; that so many terrorists have been, in’ fact,
successfully prosecuted and will not --

SENATOR RUBIO: No, | understand, but in terms of -- our first priority
is to develop information --

MR. BRENNAN: Absolutely; thé FBI does a greatjob.‘

SENATOR RUBIO: But én Article 3 setting is not the most conducive to
that.

MR. BRENNAN: | would disagree with that.

SENATOR RUBIO: Well, they're immediately advised about not
cooperating and turning over information that would incriminate them.

MR. BRENNAN: No. Again, it's tailored to the circumstances.
Sometimes an individual will be Mirandized. Sometimes they will not be
Mirandized right away. Mirandizing an individual means only that the
information that they give before then cannot be used in Article 3 court.

But, in fact, the FBI do a great job, as far as listing information after

they're Mirandizing them, and so they can get information as part of that
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type of negotiation with them, let them know they can in fact languish
forever, or we can in fact have a dialogue about it intelligently.

SENATOR RUBIO: Just one last point, and I'm not going to use all my --
| only have a minute left.

This Harzi case that | talked about - you're fully comfortablle with this
notion that because the Tunisians concluded ,tvhat they didn't have a legal
basis to hb!d him, we now lost the opportunity to interrogate someone that
could've provided us some significant information on the attack in Benghazi?

MR. BRENNAN: Senator, you know, this country of America really
needs to make sure that We are setting a standard and an example for the
world, as far as the basis that we're going to, in fact, int‘errogate somebody,
debrief somebody. We want to make sure we're doing it in conjunction with
our infernational partners.

We also want to make sure that we have the basis to do it, so that we
don't have to face, in the future, challenges about how we, in fact, obtained
the --

SENATOR RUBIO: What is that law? You keep on talking about the
basis of our law; what law exactly are you talking about in terms of the basis
of ldetaining someone? When you say that we wantv to make sure that we
have a basis to -- because ydu said that --

MR. BRENNAN: Well, that's right.
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SENATOR RUBIO: Based on what? Which law are we talking about?
MR. BRENNAN: Well, it all depends on the circumstance. Are we

talking about law of war detention authority, which the U.S. military has? Are

you talking about Article 3 authority that the FBI has?

SENATOR RUBIO: Right.

MR. BRENNAN: The CIA does not have, by statute, any type of
detention authority.

SENATOR RUBIO: The point I'm trying to get ét is we don't -- the truth
of the matter is we don't know Harzi knew anyth.ing about the Benghazi
attack.

We don't know if he knéw about future attacks that were being planned
by the same people, because we never got to talk to him because Tunisia
said their laws wouldn't let them hold him, which is an excuse we've heard in
other parts of the world, as well. |

And that doesn't concern you, that we don't -- that we weren't able to
obtain this information?

MR. BRENNAN: We press our partners and foreign governments to
hold individuals and to allow us access to it. Sometimes their laws do not
allow that to happen. | think the United States government has to respéct
these governments' right to, in fact, enforce their laws appropriately.

What we don't want to do is to have these individuals being held in
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some type of custody that's extrajudicial.

SENATOR RUBIO: Okay, thank you.

CHAIRMAN FEINSTEIN: Thank you, Senator Rubio.

Senator Warner?

SENATdR WARNER: Thank you,v Madam Chairman. Thank you, again,
Mr. Brennan, for your testimony today.

One of the things that | think we've heard from a number of my
colleagues, and we had this discussion when we discussed the Committee's
study on detention and interrogation, is, should you be confirmed, how do
we ensure that the CIA Director is always going to be well-informed?

And particularly, to a -- we've questioned you today a.bout a number of
key sensitive programs. The nature of the Agency's work is that a lot of
these prografns are disparate, varied. 'And there needs to be some ability to
measure objectively the success of these programs; not simply by those
individuals that are implementing the programs.

And while this is not the setting to talk about any individual of these
programs, | guess what I'm interested in is pursuing the conversation we
started about how you might set up systems so that, to the best extent
possible, as the CIA Director, you're going to make sure what's going on, get
an accurate, objective review, and not simply have the information that

simply bucks up through the system?
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MR. BRENNAN: Yes, that's an eXceIIént point, Senator -- one that I'm
very concerned about. In order to have objective measures of effectiveness,
the metrics that you want to be able to evaluate the worth of a program, you
cannot have the individuals who are responsible for carrying it out. As hard
as they might try, they cannot help, 1 think, view the program and the results
in a certain way. They become witting or unwitting advocates for it.

So what we need to do is to set up somé type of system where you can
have confidence that those measures of effectiveness are being done in the
most independent and objective way. And that's one of the things that |
want to make sure | take a look at, if | were to go to the Agency.

SENATOR WARNER: Again, the nature of so many programs -- all very
sensitive in nature; you have to have almost, as we discussed, probably not
an IG type vehicle, something that is more run out of the Director's Office,
but you’ve got to have some kind of red team that's going to be able to
check this information out to make sure you've -- so that you hear colleagues
here press on what you have done, or could have done, or should have done,
or if you had that oversight, you’ve got to have that objective information to
start with.

MR. BRENNAN: Absolutely. | tend to have a reputation for being a
detailed person. And having been an analyst in an intelligence office for

many years, | need to see the data. | cannot rely just on some interpretation
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of it. So, | do very much look forward to ﬁnding a way that the Director's
Office can have this ability to independently evaluate these prog‘rams so that
| can fairly and accurately represent them to you. | need to be able to have
confidence, myself. |

SENATOR WARNER: As you know -- and we all know -- our country is
grappling with enormous fiscal challenges. And that means, well, national
security remains our most essential requirement for our national
government. Everyt»hing's going to have to able to be done in a fiscally
constrained period.

You know, how are you going to think about thinking through those
challenges on where cutS, changes need to be made? And if you can
specifically outline -- one of the concerns that | have is, kind of, division of
labor and appropriate roles between the CIA and the DoD SOCOM
operations, fields Where that kind of potential build-up in that capacity is --
how do we get that done in these tight budget times?

If you could address both of those, I'd appreciate it.

MR. BRENNAN: In a fiscally constrained environment, we have to make
sure, more than ever, that every single dollar fhat's dedicated to intelligence |
is going to be optimized. And in fact, if sequestration kicks in, what |
wouldn't want to do as CIA Director is do the salami-slicing, which is, you

know, five percent off the top of gross, all programs, because all the
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programs are not --

»SENATOR WARNER: One of the reasons why we need to make sure
sequestration --

MR. BRENNAN: That's absolutely right, because it's going to havé a
devastating impact on the national security of this country.

And so, | would want to make sure, even if it doesn't happen in a
fiscally constrained environment, that | look at the programs and prioritize.
And we really have to take a look at what are those programs that we really
need to resourée appropriately.

As we're going to have -- and we've had some benefits from pulling
folks out of Iraqg, and with the continUed draw down of forces in Afghanistan,
there's going to be some resource and assets that we're going td have to
reallocate fhere. So I'll look carefully at that.

So what | want to do is to make sure that if | go to CIA, | ha\(e an
understanding about exactly how this -- these monies are being spent.
Then, as you point out, there is quite a bit of intelligence capability within
the Defense Department, and | know_there’s been recent press reports about
the Clandestine HUMINT Service -- Defense Clajndestine Service -- and its
work with, in fact, CIA.

| want to make sure these efforts are not redundant whatsoever. And

I've had these conversations with Mike Morell, as well as with General Flynn
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over at DIA, to make sure that these efforts are going to truly be integrated

and complementary, because we cannot have unnecessarily redundant

~ capabilities in this government, particularly in an environment that we have

right now on the fiscal front.

SENATOR WARNER: | think this is an area that's going to need a lot of
attention and a lot of oversight. | get concerned at times that the IC, on one
hand, and the DoD on the other hand, think they're coming from separate
originators of funding, and ultimately, they still have to be within the greater
budget constraints.

Let me -- | know my time is running down. Your background, and most
of your expertise, has been on the CT side. Clearly, the challenge we've got
is we see emerging threats inrparts of the world that we're not on the front
line, as we see disruptions particularly through the Middle East, where,
perhaps in retrospect, we didn't have the right kind of coverage on social
media and on to the streets. \

How do we make sure we're going to get within the kind of fiscal
constraints, that we don't go complete CT; that we make sure we've got the
coverage we need, the capabilities we need, and the worldwide covefage we
need, with your approach, particularly with your background; if you could
address that.

MR. BRENNAN: Well, clearly, counterterrorism is going to be a priority
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area for the Intelligence Community and for CIA for many years to come.
Just like weapons proliferation is, as well. Those are enduring challenges.
And since 9/11, the CIA has dedicated a lot of effort -- and very successfully;
they've done a tremendous job to mitigate that terrorist threat.

At the same time, though, they do have this responsibility on global
coverage. And so, what | need to .take a look ét is whether or not there has
been too much of an emphasis of the CT front. As good as it is, we have to
make sure we're not going to be surprised on the strategic front and some
of these other areas; to make suré we're dedicating the collection
capabilities, the operations officers, the all-source analysts, social media, as
you said, the so-called “Arab Spring” that swept through the Middle East. It
didn't lend itself tb traditional types of intélligence collection.

There were things that were happening in a populist way, that, you
know, having somebody, you know, well positioned somewhere, who can
provide us information, is not going to give us that insight, social media,
other type.s of things.

So | want to see if we can expand beyond the soda straw collection
capabilities, which have served us very well, and see what else we need to do
in order to take into account the changing nature of the glbbal environment
right now, the changing nature of the communication systems that exist‘

worldwide. |
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SENATOR WARNER: Thank you for that. | just would, again -- back to
my first point, and my time's about out -- | think, should you be confirmed,
that trying to make sure you've got that objective oversight, the ability to
make sure that you have the best knowledge and best metrics possible so.
that when future challenges arise, you can come to this Committee and
others and make sure that the President and this Committee is informed
with the best information possible.

Thank you, Madam Chair.

CHAIRMAN FEINSTEIN: Thank you very much, Senator.

M»r. Brennan, so you can be advised, we are not going to do the
classified hearing following this. We will do it Tuesday at 2:30. We will,
however, do another round just with five minutes per senator, so people can
wrap up whatever it is they want to ask. | hope that is okay with you.

MR. BRENNAN: Absolutely.

CHAIRMAN FEINSTEIN: Thank you. Thank you.

Senator Collins?

SENATOR COLLINS: Thank you.

Mr. Brennan, | want to follow up on an issue that several of my
colleagues have raised on the issue of capturing a terrorist versus ktargeted
killing of a terrorist.

In a recent speech that you gave at the Wilson Center, you said: "Our
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“unqualified preference is to only undertake lethal force when we believe that

capturing the individual is not feasible."

Yet, a study by The New American Foundation, as well as numerous
press reports, indicates that in the first two years of President Obama's
administration, there were four times the number of targeted killings, than
in eight years of President Bush's administration. Is your testimony today
that the huge increase in number of lethal strikes has no connection to the
change in the Obama administration's detention policy?

Because obviously, if we're capturing a terrorist, we have the
opportunity to interrogate that individual and perhaps learn about ongoing
plots; but if the strike i$ done, that opportunity is lost. Are you saying today

that it is totally unconnected to the Obama administration's shift in its

‘detainee policy?

MR. BRENNAN: | can say unequivocally, Senator, that there's never
been occasion, that I'm aware of, where we had the opportunity to capture a
terrorist and we didn't, and we decided to take a lethal strike. S.o, certainly,
there is no correlation there as far as any type of termination of the CIA's
detention and interrogation program and that increase in strikes.

Now, | will say that if you look out over the last four years, what
happened in a number of places, such as Yemen, and other areas, was that

there was, in fact, a growth of al-Qa’ida, quite unfortunately.
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And so, what we were trying to do, in this administration, is to take
every measure possible to protect the lives of American citizens, whether it
be abroad or in the United States, as well as a maturation of capabilities and
insight into those intelligence plots as a result of the investment that was
made in the previous administration that allowed us, in this administration,
to take appropriate actions.

SENATOR COLLINS: Well, let's talk further about the targeted killings.
When the targeted killings began several years ago, the first-order effect of
these operations was the elimination of the senior operational leadership of
aI-Qa’ida, many of the core leaders. Obviously, that is a critical priority.

We have heard both former CIA Director Michael Hayden, in an
interview on CNN, and General McChrystal say that it is now changed, and
that the impact of those strikes is c(reating a backlash.

For example, General McChrystal said, "The resentment created by
American use of unmanned strikes is much greater than the average
American appreciates. They are hated on a visceral level, even by people
who have never seen one or seen the effects of one.”

He added that the targeted killings by remotely piloted aircraft add to
the perception of American arrogance that says, "Well, we can fly where we
want; we can shoot where we want, because we can."

And General Hayden has also expressed concerns, that now that the
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strikes are being used at the lower levels, arguably, that they are creating a
backlash that is undermining the credibility of governments and creating
new terrorists when a neighbor or family member is killed in the course of
the operations.

Do you agree with General McChrystal and Director Hayden about the
potential backlash from the strikes, from the targeted killings, at this point?
I'm not talking about the initial strikes.

MR. BRENNAN: | think that is something that we have to be very

mindful of, in térms of what the reaction is to any type of U.S.

counterterrorism activities that involve the dropping of ordnance anywhere

in the world; absolutely. Whether it's a remotely piloted aircraft or whether
it's a manned aircraft, | think we have to take that into account.

But | would not agree with some of the statements that you had quoted
there, because what we, in 'fact, have found in many areas is that the people
are being held hostage to al-Qa’ida in thes.e areas and have welcomed the
work that the U.S. Government has done with their governm'ents to rid them
of the al-Qa’ida cancer that exists. §

SENATOR COLLINS: Finally, today, this Committee received the OLC
memos describing the legal justifications that many of us, particularly those

who have been on the Committee far longer than I, have been seeking for

some time. And |, too, spent a large part of this morning reading them.
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Yet the Obama administration within months of taking office released
several OLC memos describing the legal justifiéation for the treatment of
terroriét detainees that were held in U.S. custody.

Do you think it was appropriate that a different standard was applied to
the release of‘the memaos frbm the Bush administration than those produced
by the Obama administration? |

MR. BRENNAN: Well, respectfully, Senator, | don't think it was a
different standard. Not being a --

SENATOR COLLINS: Well --

MR. BRENNAN: -- a lawyer --

SENATOR COLLINS: Well, one was released within four months --

MR. BRENNAN: Right.

SENATOR COLLINS: -- of the Obama administration téking office.

MR. BRENNAN: Right.

SENATOR COLLINS: The other had been requested for a very long -
much longer time.

MR. BRENNAN’: Right.

SENATOR COLLINS: And released only today.

MR. BRENNAN: I'm not a lawyer. I've come to learn the term sui
generis, which means that, you know, it has obviously unique circumstances

surrounding it.
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The OLC memos that were released shortly after the President came
into office -- they were released because the program was terminated. It was
no longer in existence. OLC -- Office of Legal Counsel -- opinions that deal
with ongoing activities, ongoing programs -- it's a different animal.

~ And, therefore, | think those decisions were looked at in a much, sort
of, different way because of those sui generis circumstances.

SENATOR COLLINS: Wél|, | would say to you that both are absolutely
essential to the ability of Congress to carry out its oversight responsibilities.

Finally, the Intelligence Reform Act and Terrorism Prevention Act of
2004, with which you're very familiar, and of which | was a co-author,
requires the Director of National Intelligence to recommend who the CIA
Director should be to the President of the United States.

I'm aware of General Clapper -- the DNI's letter endorsing your
nomination, but that's different from his actually recommending to the
President that you be chosen. To your knowledge, did General Clapper
recommend to the President that you be nominated for this position?

MR. BRENNAN: | know for certain that he made a recommendation to
the President, but | would defer to General Clapper to tell you what that
recommendation is.

SENATOR COLLINS: Thank you.

CHAIRMAN FEINSTEIN: Senator Heinrich?
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SENATOR HEINRICH: Thank you, Madam Chair.
Mr. Brennan, let me join my colleagues in thanking you for your service
to your country and welcoming you to the Committee. And should you be

confirmed, I'd like to start by just inviting you to visit New Mexico at some

point, and in particular, Sandia and Los Alamos National Labs. Because,

while you often dbn't hear about the contributions that they make to our
Intelligence Community, | can assure you that that support is vital to keeping
our nation safe.

I've got a few questions, and please forgive me if some of these return
to some of the things you've heard from other senators. | want to start with
your November 2007 interview with CBS News, where you said: "There has
been a lot of information that has come out of these interrogation
procedures that the Agency has, in fact, used, against the real hard-core
terrorists. It has saved lives."

Other intelligence officials went a lot further than that in defending the
use of so-called “enhanced interrogation techniques” at the time, and some
still do.

If your review of the Committee study convinces ydu that these
techniques did not, in fact, ‘save lives, I'd like to ask -- will you be as public in
condemning the program as you were in its defense; in other words, will you

set the record straight?
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MR. BRENNAN: | will do whatever possible to make sure that the
record is straight and that | speak fully and honestly on it.

SENATOR HEINRICH: | want to return to a question that Mr. Udall
asked you. Would you objeét -- and if so, Why -- to a public release of a truly
declassified version of the Committee's report?

MR. BRENNAN: Senator, | would give such a rkequest for
declassification every due consideration. There is a lot of information and
material in those volumes with a lot of potential consequences, as far as its
public release. And at the same time that we have a commitmelnt-to
transparency, we also, though, have a tremendous commitment to making
sure that we keep this country safe by protecting its secrets.

Thére are a lot of equities as far as liaison partners, other types of |
things, operational activities, maybe source and method, so it has to be
looked at very, very carefully.

SENATOR HEINRICH: Well, | would just say | agree with you that
sources and methods, and many of the operational details, absolutely should
never be declassified, but there's some basic principles, | think, in that
report that | think it's going to be very important for history to be able to
judge. And | would urge you to look closely at that.

Senator Levin asked about waterboarding. Let me follow up a little bit.

In November 2007 interview with CBS News, you were asked if
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waterboarding was torture, and you said, “I think it is certainly subjecting an
individual to severe pain and suffering, which is the classic definition of
torture. And | believe, quite frankly, it's inconsistent with American values
and it's something that should be prohibited.” Is that still your view?

MR. BRENNAN: Yes, Se.nator, it is.

SENATOR HEINRICH: Thank you. Do you believe that all agencies of

~ the United States Government should be held to the interrogation standards

that are laid out in the Army Field Manual, as currently required by Executive
Order 134917 And do you support efforts to codify those requirements into
law?

MR. BRENNAN: The Army Field Manual certainly should govern the U.S.
military’s detention and interrogation of individuals.

The FBI has its own processes and procedures and laws that govern its
activities. So, what | wanted to do is to make sure that, you know,
appropriate sort of attention is paid to FBI as opposed to the military.

SENAT‘OR HEINRICH: | understand. Back in 2006, you were part of an
online discussion with The Washington Post, and you suggested at that time
that the Director of the CIA should have a set five-year term, like the FBI
Director, to guarantee "the absolute need for independence, integrity, and
objectivity in the senior ranks of our Intelligence Community." |

Given that you will instead serve at the pleasure of the President, how
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do you maintain your independence?

MR. BRENNAN: Having grown up in the intelligence business for 25
years, | truly understand the importance and value of maintaining
independence, subjectivity, a‘nd integrity of the intelligence process.

| know when I've sat in the White House Situation Room and when I've
Iooked to the intelligence briefer, that if they were to advocate in any way a
policy preference, it really calls into question the independence, subjectivity,
and basis of that intelligence. | want them to gfve me the facts as it is,
irrespective of what their polif:y leanings or preferences might be, because
policymakers need to do that.

So, in order fof me to maintain my integrity as an intelligence
professional, as | would go to the President or the Secretaries of State or
Defense, or into the National Security Council meetings, | would need to
make sure | can say it straight, give it straight, and let the policymakers
determine exactly the best course of action.

SENATOR HEINRICH: Thank you.

One last question: | believe it was during that same online discussion
with Washington Post, you said, quote, "l think that there is an effort
underway to get the CIA to adapt to the new realities of the Intelligence
Community. The CIA has resisted many of these changes, which has been a

problem. It's time to move forward."
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What exactly did you mean, and has the CIA made progress in that
direction?

MR. BRENNAN: Well, Senator, a credit to you and your staff for pulling
up that Washington Post online interview because | had not, you kﬁow, read

that or thought about that in a while. And | must say that having grown up

in the Agency for 25 years, as | said in my testimony, | have tremendous

respect for that organization. It is exceptionally capable; competent.

But almost by dint of the nature of its work, it also at times is insular.
And it has not interacted and interoperated the way it needs to with the rest
of thevlntelligence Community, the rest of the U.S. Government. At times,
that'is to protect source and methods and to protect the secrets that it has.

But given the changes in the environment, given the changes in the
nature of our government, the CIA needs to play a part in this larger role.
And so, now, the head of the CIA does not sit on top of the Intelligence
Community; it is part of a larger Intelligence Community that is led by the
Director of National Intelligence.

So, my-objective would be to make sure CIA’'s Cépabilities are truly
going to be leveraged and empower th‘e -- the responsibilities, the missions
of the rest of the government. The Department of Homeland Security is a
new creation. They need intelligence just like others do as well.

So, what | think | was conveying there is that, you know there was
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resistance at the time of the IRTPA, as we well know, that they didn't want to
sort of break some of the past practices. Well, I think a lot of that resistance
is overcome and now | think CIA sees the benefits of having somebody that
can sit on top of the Communi‘ty, and not have to sit on top of the Agency,
as well. |

SENATOR HEINRICH: That's very helpful. Thank you very much.

| yield back, Madam Chair.

CHAIRMAN FEINSTEIN: Thank you very much, Senator.

Senator King? |

SENATOR KING: Thank you for your testimony and YOur stamina
today.

First, | should tell you that in an earlier hearing today, Secretary Panetta
was testifying before the Armed Services Committee. And, in answer to a
guestion, he strongly ehdorsed your nhomination. And | think the record
should show that -- that Secretary Panetta was very complimentary of your
capabilities and experience.

Secondly -- and this isn't really a question -- it's incredibly important for
the CIA to be totally open with this Committee. The reason is that there's no
one else watching. Typically in our country, the public is involved. The
press is involved. There are a lot of people that have access to information

of what the Department of Commerce is doing, or the Department of State.
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This is a unique situation,‘where this Committee and a comparable
committee in the House are the only places that are really paying attention,
in terms of our separation of powers. So it's not just nice to have that kind |
of openness; | think it's critically important. And | hope you subscribe to
that view. |

MR.I BRENNAN: Absolutely; | d_o, Senator.

SENATOR KING: Just briefly, and | think Senator Warner touched on

this -- going forward, there needs to be some serious discussion with the

‘Department of Defense about where the CIA ends and the Department of

Defense starts, in terms of counterterrorism activities and operations.

And | don't need to pursue that, but | think Senatdr Warner raised an
important point, because in this day an‘d age, we just can't be duplicating a
whole set of capabilities and priorities and officers and procedures and
everythinAg else.

| take it you subscribe to that.

MR. BRENNAN: | do agree, Senator, and | look forward, in a closed
session, to talking to you about some specific areas where | really do believe
that Defense-CIA relationship and integration of effort is critically important
to the safety and security of this nation.

So again, redundant -- mindful of not having any type of redundant

capabilities or waste resources, we need to make sure that we can leverage
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the capabilities that exist in both organizations for the good of this country.

SENATOR KING: And the area | want to spend a little bit of time on is
the drone policy, and particularly as it relates to American citizens. There's
a lot of law and history involved in our system of checks and balanceé.
James Madison famously, in the 51 Federalist, saidj: "If people were angels,
we wouldn't need a government, and if the government was run by angels,
we wouldn't need checks and balances.”

He concluded that angels were in as short supply then as they are
today. And therefore, we need these kinds of checks and bélances.

The Fifth Amehdment is pretty clear: no deprivation of life, liberty or
property without due process of law. And we're depriving American citizens
of their life when we target them with a drone attack. Now, | understand
that it's under military circumstances; these are enemy combatants and all of
those kinds of things. But | would like to suggest to you that you consider --
and Madam Chairman, I'd like to suggest to the Committee that we consider
-- a FISA court-type process where an American citizen is going to be
targeted for a lethal strike.

And | understand you can't have co-commanders in chief, but having
the Executive being the prosecutor, the judge, the jury, and the executioner,
all in one, is very confrary to the traditions and the laws of thisAcountry, and

particularly in a situation where there's time. If -- a soldier on a battlefield

JA307



10
11
12
13
14
15
16
. 17
18
19
20

21

Caseatd 258007 92C N ddo AtmedttE322 1 &iled2rEo 7/ RagPage 4838t 79 123

doesn't have time to go to court, but if you're planning a strike over a matter
of days, weeks or months, there is an opportunity to at least go to
something outside of the Executive Branch body, like the FISA court, in a
confidential and top-secret way, make the case that this American citizen is
an enemy combatant, and at least that would be -- that would be some check
on the activities of the Executive.

| have great confidence in you. | have great confidence in President
Obama. But all the lessons of history IS it shbuldn't matter who's in charge,
because we should have procedures and processes in place that will protect
us no matter who the people are that are in the particular positions.

How do you react to this suggestion?

MR. BRENNAN: Senator, | think it's certainly worth of discussion. Our
tradition -- our judicial tradition is that a court of law is used to determine
one's guilt or innocence for paSt actions, which is very different from the
decisions that are made on the battlefield, as well as actions that are taken
against terrorists, because none of those actions are to determine past guilt
for those actions that they took.

_ The decisions that are made are to take action so th"at we prevent a
future action, so we proiect American lives. That is an inherently Executive
Branch function to determine, and the Commander-in-Chief and the Chief

Executive has the responsibility to protect the welfare, well-being of
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American citizens.

So the concept | understand and we have wrestled with this in terms of
whether there can be a FISA-like court, whatever -- a FISA-like court is to
determine exactly whether or not there should be a warrant for, you know,
certain types of activities. You know --

SENATOR KING: It's analogous to going to a court for a warrant --
probable cause -- |

MR. BRENNAN: Right, exactly. But the actions that we take on the
counterterrorism front, again, are to take actions against individuals where
we believe that the intelligence base is so strong and the nature of the threat
is so grave and serious, as well as imminent, that we have no recourse
except to take this action that may involve a lethal strike.

SENATOR KING; | completely agree with you, and | understand the
dilemma. And I'm not trying to suggest anything that would limit our ability
to take action on behalf of American citizens. | would jdst feel more
comfortable if somebody other than a Member of the Executive said, "Yes,
we agree that the evidence is so strong," et cetera, as you stated it.

In the Hamdi decision, Sandra Day O'Connor had a wonderful
statement: "A state of war is not a blank check for the President when it
comes to the rights of the ’nainn's citizens."

MR. BRENNAN: Right. And that's why | do think it's worthy of
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discussion. And the point particularly about due process really needs to be
taken into account because there's not a different standard as far as if a U.S.
citizen joins al-Qa’ida, you know, in terms of the intelligence base or
whatever. But American citizens by defin‘ition are due much greater due
process than anybody else by dint of their citizenship.

So | think this is a very worthwhile discussion. | look forward to talking
to the Committee and others about it. What's that appropriate balance
bétween Executive, Legislative /andJudiciaI Branch responsibilities in this
area? |

SENATOR KING: | appreciate your consideration and, again, appreciate
your testimony today. And thank you for your service to the country.

Madam Chairman, | yield back my time.

'CHAIRMAN FEINSTEIN: Thank you very much, Senator.

We'll do anotHer quick round. | think one of the problems is now that
the drone program is so public, and one American citizen is killed, people
don't knoW mluch about this one American citizen -- so-called. They don't
know what he'S been doing. They don't know what he's connected to. They
don't know the incitement that he has stirred up.

And | wonder if you could tell us a little bit about Mr. al-Awlaki and
what he had been doing?

MR. BRENNAN: Well, Senator, I'm not going to talk about any particular
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operation or responsibility on the part of the U.S. Government for anything --

CHAIRMAN FEINSTEIN: See, that's the problem. That's the problem. |
think when people hear "American citizen," they think somebody who's
upstanding; this man was not upstanding, by a longshot. And now, maybe
you cannot discuss it here, but I've read enough to know that he was a real
problem.

MR. BRENNAN: Well, | can talk about Mr. al-Awlaki.

CHAIRMAN FEINSTEIN: And if you were in jeopardy -- that's right.

MR. BRENNAN: Yes, and before he died he was intimately involved in
activities that were designed to kill innocent men, women, and children, and
mostly Americans. He was determined to do that. He was not just a
propagandist. He was, in fact, part of the. operational effort that is known as -
al-Qa’ida in the Arabian Peninsula and had key responsibilities in that regard.

CHAIRMAN FEINSTEIN: Can | ask you some questions about him? |

MR. BRENNAN: You're the Chairman.

CHAIRMAN FEINSTEIN: You don't have to answer. Did he have a
connection to Umar Farouk Abdulmutallab, who attempted to explode a
device on one of our planes over Detroit?

MR. BRENNAN: Yes, he did.

CHAIRMAN FEINSTEIN: Could you tell us what condition it was?

MR. BRENNAN: | would prefer not to at this time, Senator. I'm not
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prepared to.

CHAIRMAN FEINSTEIN: Okay. Did he have a connection to the Fort
Hood attack?

MR. BRENNAN: That is al-Qa’ida in the Arabian Peninsula has -- as a
variety of means of communicating and inciting individuals, whether that be
websites, or e-mails, or other types of things. And so, there are a number of
occasions where individuals, including Mr. al-Awlaki, has been in touch with
individuals. And so, Senator, again, I'm not prepared to address the
specifics of these, but suffice it to say -

CHAIRMAN FEINSTEIN: I'll just ask you a couple questions. Did Faisal
Shahzad, who pled guilty to the 2010 Times Square car bombing attempt,
tell interrogators in 2010 that he was inspired by aI-AwIaki?’

MR. BRENNAN: | believe that's correct, yes.

CHAIRMAN FEINSTEIN: Last October, al-Awlaki -- did he have a direct
role in supervising and directing AQAP's failed attempt, well, to bring down
two United States cargo aircraft by detonating explosives concealed inside
two packages, as a matter of fact, inside a computer printer cartridge?

MR. BRENNAN: Mr. al-Awlaki was involved in overseeing a number of
these activities. Yes, there was a relationship there.

CHAIRMAN FEINSTEIN: And was it true that they were so concealed

that the first attempt to find and did not reveal them? It took an asset
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coming back with -- to say, "Go again, look at this," to find it?

MR. BRENNAN: Yes the concealment method that was used in that was
one of the best we had ever encountered.

CHAIRMAN FEINSTEIN: So, Mr. al-Awlaki is not, by far, an American
citizen of whom anyone in America would be proud?

MR. BRENNAN: Mr. al-Awlaki was part of al-Qa’ida, and we're at war
with al-Qa’ida, and it was his strong determination to kill Americans on
behalf of al-Qa’ida.

CHAIRMAN FEINSTEIN: Thank you.

Is it true that in the last four years, the FBI has arrested 100 people,

either planning, conspiring, or trying to commit a terrorist attack on this

- nation?

MVR. BRENNAN: | don't know the exact humber, Chairman,‘ but yes --

they have arrested a lot of peqple.
" CHAIRMAN FEINSTEIN: It's over 100, but they have arrested a lot of

people, and that's because of good -- of good, sound intelligence.

| think -- and this is just me -- what people forget is that they will kill us
if they can, and it's extraordinarily difficult if you can't get in to where they
were hiding. Would it have been possible to have arrested Mr. al-Awlaki
where he was, fn Yemen?

MR. BRENNAN: It is -- there are parts of Yemen that are ungoverned
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and beyond the reach of the Yemeni government security and intelligence
services. And We work very closely with the Yemenis to see if we can arrést,
detain, individuals. Whenever we can, we want to do that, because it's very
valuable for us.

Any actions that are taken in concert with the Yemeni government are
done -- in terms of any type of strikes that we might ehgage there with them
-- are done only because we do not have the ability to bring those individuals
into custody. |

CHAIRMAN FEINSTEIN: Thank you. My time is up.

Senator Chambliss?

VICE CHAIRMAN CHAMBLISS: Thanks, Madam Chair.

In 2002, what was your knowledge of interrbgation videotapes about
Abu Zubaydah, and did you seek any information about an Office of General
Counsel review of them in 20027

MR. BRENNAN: | don't have a recollection of that, Senator.

VICE CHAIRMAN CHAMBLISS: Of the tapes, or that request?

MR. BRENNAN: At the time, in 2002, | do not knoW what my
involvement or knowledge was at the time of the tapes. I‘ believe that they --
| was awafe of the Abu Zubaydah debriefings and interrogation sess‘ions
being taped.

VICE CHAIRMAN CHAMBLISS: Okay, it should be no surprise that
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many Members have been dissatisfied with the administration's cooperation
on the Benghazi inquiries.

For example, Senator Graham asked Director Clapper, in a hearing, if
he was aware of the series attacks in Benghazi, in the summer of 2012, and
asked if he had informed the President about those attacks. Now, that
seemed like a perfectly reasonable ques'tion, and the DNI said he would get
us an anSwer.

When we got answers back from the DNI's office, there was a notation
next to this particular question that Senator Graham asked, and here's what
it said, and | quote, "Per NSS" -- that's the National Security Staff -- "No
response required.”

Mr. Brennan, that's your shop; do you have any knowledge about why

Senator Graham's question was not to be answered?

MR. BRENNAN: Senator, | think there's a longstanding tradition
understanding of respecting the executive privilege that exists in the Office
of the Presidency, and in terms of what information is provided to the
President, or advice, counsel, to him.

So it's -- | would suspect, then, that that question gets into this issue of
the executive privilege, which I think, again, has been a longstanding
tradition. |

VICE CHAIRMAN CHAMBLISS: Now, are you sure that's the answer, or
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you think that's probably what it was?

MR. BRENNAN: | don't know, firsthand, because that would not been a
request coming to me.

VICE CHAIRMAN CHAMBLISS: And | understand that, so my direction
to you -- what I'll ask of you --is tHat you go back and review that; we'll get
you notation if necessary, and if you could just give us a written response to
that, if possible.

MR. BRENNAN: You deserve a response, certainly.

VICE CHAIRMAN CHAMBLISS: This weekend, Secretary Panetta
confirmed that information that led to Bin Laden came from détainees and
the CIA's EIT program. His account comports With information we were
provided immediately after the raid, and in months to follow, from the CIA
anhalyst who actually tracked down bin Laden. These analysts told us it was
detainee information that was key to them finding the courier and,
ultimately, bin Laden.

Now, were you briefed by any of the analysts who tracked down bin
Laden?
| MR. BRENNAN: Before thé operation?

VICE CHAIRMAN CHAMBLISS: Yes.

MR. BRENNAN: Oh, absolutely; | was engaged with them.

VICE CHAIRMAN CHAMBLISS: Okay. And is that the information that
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was given to you -- that it came from interrogation of detainees on whom
EITs had been used?

MR. BRENNAN: | don't recall if | was given that information specifically.
They talked about the chain of sort of collection that took place that was
related to some of the information coming from the detainees. Yes, so»,
there was» some there.

VICE CHAIRMAN CHAMBLISS: Do you agree with Secretary‘ Panetta's
comments?

MR. BRENNAN: That there some information that came out from there?

VICE CHAIRMAN CHAMBLISS: Yes, that led to the courier.

MR. BRENNAN: Senator, | now, again, looking at this document from
SSCI, this report, | don't know what the facts are, or the truth is. So | really
heed to Iook' at that carefully and sée what CIA's response is because the
SSCI report calls into question whether or not any of the information was
unique and Ied‘ to it.

VICE CHAIRMAN CHAMBLISS: Fair enough. Suffice it to say, Secretary
Panetta's comments are in direct conflict with the report that came out of *
this Committee retently. And you know | have serious concerns about that
interrogation study that was voted out by Comfnittee. |

Now, you told me a couple of days ago when we met that the study

"was not objective," and it was "a prosecutor's brief, written with an eye
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toward finding problems." And you went on to say that you're withholding
judgment on the merits and action until you read the response.

And it’s my understanding, from what you've said, that that's what
you're going to do. Suppose the CIA takes the position that the study's
Finding and Conclusions are wrong? | think | know John Brennan well
enough to know that you're going to stand up and say whatever's on your
mind, and whatever you conclude. And I'm not going to ask you for a
response to that, but | know you'lllreview it with an open mind, and give us
your thoughts and your opinions about the CIA's response to it, and how we
move forward with this.

MR. BRENNAN: | assure you, Senator, | will do’tvhat.

VICE CHAIRMAN CHAMBLISS: Thank you very much.

CHAIRMAN FEINSTEIN: Thank you very much, Senator.

Senator Wyden?

SENATOR WYDEN: Thank you.

CHAIRMAN FEINSTEIN: Oh, excuse me -- Senator Rockefeller?

SENATOR ROCKEFELLER: Thank you, Madam Chair.

| was just making a comment to the Chair, Mr. Brennan, that I've been
through a whole lot of confirmation hearings in 28 years here -- and
including quite a few CIA directors -- and | quite honestly do not recall

anybody who was more forthright, more direct, more accommodating,
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without violating who you are, more open to the possibility of working with

this Committee in a way that will do two things: one, that will give the folks
at CIA, who probably constantly worry about what is the next awful thing
that we're going to say about them -- but that's not our intention, because
we're into the business of problem-solving, and if we have to write a 6,000-
page thing, it isn't fun for us; we're trying to solve a problem.

| have a feeling you understand that.. | have a feeling that you feel that
the CIA, if they felt that they were working in -- you know, with some
contention with the oversight committee in the Senate, but, nevertheless,
that the Senate was involved, was informed, was interested; that this would
be something that they would welcome; that there are a lot of people who've
been at the CIA for quite a while, who may be sort of stuck in that mid-rank
crisis, et cetera, who are looking for an open, ffesh, strong leader.

| happen to think you are that leader. I've felt that since our
conversation. | felt that from before our conversation. And we haven't had
our secret meeting vyet, so | always -- but I'm not going to -- I'm sure I'm not
going to change my mind.

| just think you‘ve done an extraordinary job of patience, of courtesy, of
wisdom, of being able to -- the only qvuestion that you couldn't answer that
I'm aware of was who was it that took notes on some meetihg that you had,

teleconference that you had 20 years ago. But | find it in my heart to forgive

JA319



10
11
12
13
14
15
16
17
>18
19
20

21

Caseatd 25007 92C N ddo AtmedttE322 1 &iled2rEe 7/ agPage bRast 79 135

you for that.

So, to me, | think you're a terrific leader, and I'll look forward to
Tuesday. Buf | think you're the guy for the job, and fhe only guy for the job.

MR. BRENNAN: Thank you, Senator, for those very kind words. And |
haven't lived up to them yet. And if | were to go to CIA, as | think some
people have said -- some senators have said, you want to hear not just
words, but you want to actually see the actions.

It's a daunting task to go over to CIA. | want every Member of this
Committee to be an ardent advocate, proponent, and defender of the men
and women of the Central Intelligence Agency. And | see it as my obligation
tov represent them to you on their behalf, so that when times get tough, and
when people are going to be criticizing and complaining about the CIA, |
have all of you to say you knew about what the CIA was doing, you
supported it, and you will defend |t

CHAIRMAN FEINSTEIN: Senator Burr?

SENATOR BURR: Thank you, Chairman.

I'm going to try to be brief, because I've noticed you're on your fo/urth
glass of water, and | don't want to be accused of waterboarding you.

(Laughter.)

Mr. Brennan, with the exception of our request for the Presidential Daily

Briefs around the time of Benghazi for which there was executive privilege
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claimed, do you know of any other claim of executive privilege on any of the
documents that this Committee’s waiting on right now?

MR. BRENNAN: Senator, | know that t_heré are requests for some e-
mails that might have taken place between the Intelligence Community and
the White House, Whatever, and so there are a number of sort of elements
that | think people are looking at. So --

SENATOR BURR: But none that executive privilege have been claimed
on. Correct?

MR. BRENNAN: Well, | am not in a position to say that, Senator, and |
would defer to those individuals -- the White House counsel and others -- to
make those determinations about what they want to --

SENATOR BURR: Well, let me séy it from this end. They have not
justified not producing those documents based upon executive privilege.
So, | assume, if they're going to claim it, then they need to claim it quick.

On January 13™ of this year, the President signed into law the 2013
Intelligence Authorization Act, which requires congressional notification of
any authorized disclos‘ure of national intelligence.

Now, we've not received any notifications of authorized disclosures».
Have there been any éuthorized disclosures, to your knowledge?

MR. BRENNAN: | would like to say that since you haven't received any

notifications, there haven't been.
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SENATOR BURR: Would you consider the information.reported in the
press about the counterterrorism playbook an authorized disclosure?

MR. BRENNAN: | don't know which piece you're talking about. There's
been a lot of -- of discussion out there in the - in the media and in the
newspapers about this.

And so, | don't know specifically about any classified information. The
fact that the administration may be going through a process to try to
institutionalize, codify, make as rigorous as possible, our processes and
procedures in and of itself is not a classified issue.

So those details that are classified, | don't know of any that came out in
some of those reports. | |

SENATOR BURR: Well, if there is classified information that's out there,
and it was not authorized, was there a crime repért filed relative to the
piaybook?

MR. BRENNAN: Presumably there was, Senator. Those decisions, as far
as initiating criminal investigations, are done by those departments and
agencies that have stewardship of that classified information and in
discussions with the Department of Justice to make a determination whether
or not in light of the fact that maybe so many people have access to it, how
they can proceed with some type of criminal investigations.

SENATOR BURR: As we prep'are for the closed hearing on Tuesday --

JA322



10

11

12

13

14

15

16

17

18

19

20

21

Caseatd 258007 92C N ddo AtmedttE322 1 &iled2rEo 7/ agPage 633sf 79 138

this is not a question -- I'll ask you today that yo“u be prepared to provide for
the Committee any specific discussions that you had where yo‘u were
authorized to reveal classified information or to talk about information on
covert action.

Again, not something I'd like to do today. The answer may be zero. .If

there are things, Tuesday would be an opportunity for you to provide. That

- was a question from -- a pre-hearing question from the Committee that was

unanswered.

My last question is this: I'm still not clear on whether you think the
information from CIA interrogations saved lives. Have you ever made a
representation to a court, including the FISA court, about the type and

importance of information learned from detainees, including detainees in the

CIA detention and interrogation program?

MR. BRENNAN: First of all, on the first part of your question, that
you're not sure whether or not | believe that there has been misinformation, |
don't know --

SENATOR BURR: | said | wasn't clear whether | understbod, whether |
was clear. | |

MR. BRENNAN: And I'm not clear at this time, either, because I've read

" a report that calls into question a lot of the information that | was provided

earlier on my impressions.
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When | was in the government as the head of National Counterterrorism
Center, | know that | had signed out a»number of affirmations related to the
continuation of certain programs based on the analysis and intelligence that
was available to analysts. And | don't know exactly what it was at the time,
but we can look at that.

SENATOR BURR: But the Committee can assume that you had faith -- if
you make that claim to a court, including the FISA court -- you had faith in
fhe documents and in the information that was supplied you to make that
declaration?

MR. BRENNAN: 'Absolutely. At the time when, if | made any such
affirmation, | would have had faith that the information | was provided was
an accurate representation. |

SENATOR BURR: Thank you very nﬁuch, Madam Chairman.

CHAIRMAN FEINSTEIN: Senator Wyden?

SENATOR WYDEN: Thank you, Madam Chair.

We have talked for several hours now about the question of targeted
killings of Americans, and you've heard it from a number of senators. And
I'd like to get your reaction on one point in particular. And that is this
guestion, particularly in the context that you've given, that you've tried to
focus in areas where the evidence is substantial, the threat is imminent,

where there is a particularly persuasive case that the targeted killing of an
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American is warranted.
In that kind of case, do you believe that the President should provide an
individual American with the opportunity to surrender before killing them?

MR. BRENNAN: Senator, | haven't spoken about any specific operations

SENATOR WYDEN: I'm talking about the concept --

MR. BRENNAN: Right.

SENATOR WYDEN: -- because you talk about the concept.

MR. BRENNAN: Right. Absolutely.

SENATOR WYDEN: You said imnﬁinent threats, serious evidence, grave
concern; certainly Wdrds that strike a chord with me. And that's why I'd be
interested in your thoughts on whether, in those kind of instances, the

President ought to give -- should give -- an individual American the

“opportunity to surrender.

MR. BRENNAN: Right. | think in those instances, and right now, let's
use the example of al-Qa’ida, because if an American were to join al-Qa’ida,
we have rqutinely said -- openly, publicly, repeatedly -- that we're at war with
al-Qa’ida. We have repeatedly said that al-Qa’ida is in fact trying to kill
Americans, and that we are going to do everything possible to protect the
lives of American citizens from these murderous attacks from al-Qa’ida.

We have signaled this worldwide. We have repeatedly said it openly
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and publicly. Any American who joins al-Qa’ida will know full well that they
have joined an organization that is at war with the United States and that has
killed thousands upon thousands of individ‘uals, many, many of them who
are Americans.

- So | think any American who did that should know well that they, in
fact, are part of an enemy against us, and that the United States will do
everything possible to destroy that enemy to save American lives.

SENATOR WYDEN: And | certainly -- and | said this at the very
beginning -- | certainly want to be part of that effort to fight al-Qa’ida on all
of these key fronts. | just want to have some‘answers -- and I'll give you
another chance --whether you think the President should give an individual
American the opportunity to surrender.

| think that Senator King, for example, talked about the idea of a new
court, and there are going to be colleagues that are going to talk about a
whole host of ideas. And | com‘mend you for saying that you're open to
heaﬁng about that.

This is something that can be set in motion, | think, in a
straightforward way, as a general principle. We're not talking about any one
individual. And 1 think you've answered the question, and | won't go any
further, unless you want to add anything to it.

"The only other point I'd say is we've covered a lot of ground today. And
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as far as I'm concerned, we've got a lot of ground still to cover. I've made it
clear that we've got to see any and all of those legal opinions, the ones that
the bipartisan group of senatdrs asked for, before the vote. And to your
credit, you said you'd take the message back td the White House.

Because what it really goes to, Mr. Brennan, is this question of checks
and balances -- and we probably didn't use that word enough this afternoon -
-because | think that's really what this is all about. Our Constitution
fortunately gives the President significant power to protect our country in
dangerous times.

But it is not unfettered power; it's power that is balanced through this
special system that ensures congressional oversight and public oversight,
And so that's why these questions that | and others have been trying to get
at, in terms of congressional oversight, being able to get all of the opinions
that afe relevant to the legal analysis for targeting Americans, and then to
learn more about how you're going to bring the public into the discussion.

And certainly you've been patient this afternoon, and | want you to
know | think we've covered a lot of ground, but I think we've got a lot to go.
And I'd be happy to give you the last word. I've got a little more time if you
Want it.

MR. BRENNAN: Thank you, Senator. First of all, any member of al-

Qa’ida, whether a U.S. citizen or non-U.S. citizen, needs to know that they
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have the ability to surrender, the right to surrender, anytime, anywhere
throughout the world. And they can do so before the organization is
destroyed. We will destroy that organizat»ion. And_again; out there in al-
Qa’ida, U.S. citizens and others, they can surrender anytime, turn themselves
in. |

SENATOR WYDEN: Just on that point, | don't take a backseat to
anybody, in terms of fighting al-Qa’ida. That was why | came out with it
right at the outset. But | asked you a different question, and on the question
of what kind of evidence ought to be applied, whether there ought to be
geographic limits, the question of whether an individual should be allowed
to surrender. For -- for exam|;)Ie, there is | think also a question whether the
obligation changes if, you know, a valid target has not been publicly
reported.

So there are issues, you know, here. And | think we're going to have to
continue those -- those discussions.

And Madam Chair, | thank you for this extra‘round.

CHAIRMAN FEINSTEIN: Thank you.

Senator Coats?

SENATOR COATS: Thank you, Madam Chairman.

John, | want to just say, and I'm not going to go into it here -- | think it:

may be better held for further discussion next week in a classified room --
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but this whole idea of leaks -- nothing upsets me more on this Committee,
and we've had a raft of these in the last couple of years, than to see
something that was discussed in classified area written up the next day in
the newspapers or on the part of the media. It drives some of us crazy. It
does me, anyway.

And so, maybe I'm a little paranoid about all this, and so forth. | just
can't totally get my hands arqund this AQAP situation that we discussed
earlier. But I'm going to defer that until Tuesday so we can discuss it in
more detail.

Let me qut ask you one question here. You said -- | don't have the date
-- "The aI-Qa’i'da core has been decimated in the FATA." And we're aware of
the significant efforts we've made and the progress we've made in that
regard. But we see this thing metastasizing now across northern/Afrvica and
other parts.

What's your, you know, latest assessment of al-Qa’ida, in terms of its
control and operation of these smaller efforts that are popping up like a
Whack-a-mole machine in dkifferent parts of the Middle East and North Africa?

MR. BRENNAN: Well, Senator, you used the exact right term when you
said al-Qa’ida has been metastasizing in_different parts of the world. We
have the al-Qa’ida core that, in the past, | think exerted quite a bit of

orchestration or order over a number of these franchises that have
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developed.

Now, as a result of the decimation of the core, and our ability to
interrupt a lot of the interaction and communication between them, a lot of
these different elements, like aI-Qa_’ida in the Arabian Peninsula, al-Qa’ida in
the Islamic Maghreb, and other elements, have grown up and developed as a
result of the domestic and local sort of environment.

And so they're all sort of, you know, unique unto themselves. They
have different features and characteristics. We need to make sure that we're
able to work with the governments and the intelligence and security services
in the area so that we can put as much pressure on them as possible.

A number of them have,‘you know, local agendas'. Some of them have

local agendas as well as international agendas. Al-Qa’ida in the Arabian

Peninsula in Yemen has a very determined insurgency effort underway in

side of Yemen to try to, you know, bring that goverﬁment down. And the
government has done a gréatjob, you know, fighting back.

There are other elements -- al-Qa’ida in Islamic Maghreb. You know,
they're counter—narcoticé -- they're narcotics smugglers. They're human
traffickers. They involve quite a bit in kidnapping and ransoms, and also
involve in tourist attacks.

So, what we need to do is to take into account what the environment is,

who we can work with, and how we're going to put pressure on them. But
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any element that is associated with al-Qa’ida has, as part of its agenda,

death and destruction. And so, | fully agree what we need to do is be
mindful of the metastasization of the al-Qa’ida cancer.

SENATOR COATS: But in relationship to some kind of centralized
control over all these things, having said that, the core is decimated.

MR. BRENNAN: It really varies, you know. We do see al-Qa’ida core
trying to exert some control over some of these elements. There's a lot of

independence of effort, you know, autonomous efforts that are underway.

'And I'd be happy to be able to talk in, you know, closed session about the

particular relationships that exist between al-Qa’ida and some of these other
elements. |

SENATOR COATS: Very good. Thank you.

Than.k you, Madam Chairman.

CHAIRMAN FEINSTEIN: Thank you very much, Senator.

Senator Collins? Last, but far from least.

SENATOR COLLINS: Thank you. Thank you, Madam Chairman.

Mr. Brennan, | want to folldw up on the point that Senator Coats jugt
raised with you, because if you looked at a map back in 2001, you would see
that al-Qa’ida was mainly in Afghanistan and Pakistan. And if you look at a
map today, you would see al-Qa’ida in all sorts of countries.

That's not to say that there weren't cells in other countries back in
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2001, but it raises the question in my mind of whether, even though we've
been successful in taking out some of the core of al-Qa’ida and some high-
level leaders, whether our strategy is working. If the cancer of al-Qa’ida is
metastasizing, do we need a new treatment?

MR. BRENNAN: What we've tried to do, Senator, over the past decade
and longer, is to be able to treat this real cancer in a number of ways:

sometimes it takes lethal force, sometimes it takes military might,

sometimes it takes working with our partners in a variety of ways,

sometimes it takes addressing some of the infrastructural, institutional, and

other deficiencies that exist in these countries that al-Qa’ida takes advantage
of.

If you look at the geographic map, you know, in the area from South
Asia over to the Middle East and North Africa, there has been tremendous
political turbulence in that area over the past decade, and particularly in the
last couple years. There are a lot of spaces -- ungoverned spaces -- that al-
Qa’ida has taken advantage of. We've been able to make some significant
progress in cértain areas.

Somalia is, in fact, a good example of a place where we have worked
with neighboring countries, we've worked with the local government, and
we’ve worked with AMISOM, a multilateral element within Africa, to try to

suppress the efforts of Al Shabaab and al-Qa’ida in East Africa; Qood
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progress we made there. Because it has to be comprehensive; it's not just a
kinetic solution to this by any means.

Now, as we look at the Sahel, and the area in Mali, and other areas,
these are tremendous expanses of territory where al-Qa’ida can put down
roots beyond the reach‘of local governments. And so they've been able to
put down roots, and they've been -- it's been unattended because of the

difficulties that these countries have even feeding their people, much less

putting in place a system of laws and the intelligence and security capability.

So, is it a different strategy; it has to be a comprehensive one. But al-
Qa’ida and this -- you know, the forces of Islamic extremists, that have really
corrupted and perverted Islam, are making some progress in areas that give
me real concern. That's why I look at a plece like Syria right now, and what
is gbing on in that country; we cannot allow vast areas to be exploited by al-
Qa’ida and these extremist forces, because it will be to our peril.

SENATOR COLLINS: | certainly agree with you on that, and in our
classified or closed hearing next week I'm going to be asking. you about
Syria, and also the Iranian threat. But | don't think those are appropriate in
open session.

Just two final questions: one has to do with priorities that you Would
set as Director if you are confirmed. In recent years, paramilitary operations

obviously had consumed a lot of resources, expertise, time, energy, and
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effort at the CIA; do you believe this has been at the expense of traditional
CIA responsibilities -- collection, analysis, all source?

MR. BRENNAN: Well, certainly, there have been opportunity costs
because of the dedication of those r’esources. What | wbuld need to do, if |
were to go to CIA, is to inventory exactly how our resources are being
dedicated against the wide variety of strategic priorities to protect our
country.

“In terms of operational collection activities worldWide, in terms of the
all source analysis being done, what are we doing in these other areas?
Cyber, you know, weapons proliferation, political turbulence -- there are so
many different areas. Counterterrorism is an important one. There is also
an intersection between counterterrorism and a lot of these other areas,
counter-proliferation, international organized crime, other'things.

So we really want to optimize those resources so that we can, in fact,
leverage the capabilities we have, in order to deal with these very
challenging issues across a very large globe.

SENATOR COLLINS: Mr. Brennan, you have devoted a great deal of
your life to public service, for which | thank you. And you obviously
understand the world of intelligence in a way that few people do. You've
been an intelligence professional for much of your professional life.

In the last four years, you have held a political position at the White
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1 House. And | have been talking to people at the CIA, whom | respect, and
2 one intelligence official told me that a kéy question for the men and women
3 of the CIA is which John Brennan are they going to get? Are they goingto
4 get John Brennan who's been the right-hand advisor of President Obama in a
s political White House -- and by the nature of the position -- | don't say that
6 critically; that's the position -- or are they going to get John Brennan, who
7 was a career CIA officer, who worked his way up in the ranks?
. 8 And the concern is that they want to hear that you are going to be the
s ClA's representative to the White House, not the White House's
10 representative to the CIA. And | just want to give you the opportunity today
11 to respond to that concern.
12 | would note that | aiso heard very good comments from people with
13 whom | talked, and -- but | think it's important, when someone's coming
14 froma pol.itical role, to make clear that you're going to be the leader of the
15 Agency and not the White House's agent within the Agency.
16 MR. BRENNAN: Thank you, Senator. | think if | were to be fortunate,
17 privileged, and honored to go out to CIA, the CIA would get the John
18 Brennan who is neither a Democrat nor Republican, nor has ever been; a
19 John Brennan who has a deep appreciation and respect for the intelligence
20 profession -- one who has been fortunate to have lived it for 25 years; a John

21 Brennan who has had the great fortune to be in the White House the past
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four years, watching and understandi’ng how intelligence is used in support
of our national security. CIA would get a John Brennan who has been
working national security issues for my life.

They would get a John Brennan who really understands that the value of
intelligence, the importance of intelligence, is not to tell the President what
he wants to hear, not to tell this Committee what it wants to hear, but to tell
the policymakers, the Congressional overseers, what they need to hear --
What the Intelligence Community, with all its great capability and expertise,
has been able to uncover and understand about world events that
fundamentally affect the lives of not just this generation of Americans, b'ut
of future generations of Americans. |

And so, if | had the great privilege to lead the men and women of the

CIA, it would be the biggest honor of my life, and | would understand just

‘how important and weighty that would be. And if | ever dishonored that

responsibility, | couldn't look myself in the mirror. I couldn't look my
parents, myA family in the mirror. | couldn't look you in the face, and that is
something that is very important to me.

So, | guess the proof will be in the pudding, the tasting of the pudding,
and if | do have that opportunity, it would be my intention to.make sure | did
everything possible to live up to the trust and confidence that this Congress,

this Senate, and this President might place in me.
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SENATOR COLLINS: Thank you very much.

Thank you, Madam Chairman.

CHAIRMAN FEINSTEIN: Thank you very much.

If there are no further qugstions, John, | would like to associate myself
with what Senator Rockefeller s'aid. I’ve sat through a number of these
hearings; | don't think I've ever heard anyone‘more forthright or more honest
or more direct. You really didn't hedge. You said what you thought. And |
want you to know that that's very much appreciated.

And | actually think you are going to be a fine and strong leader for the
CIA, and, you know, | can't help but say | am really fully supportive of this
and will do everything | possibly can to see that our Committee works with
you closely and honestly.

We will have a classified hearing. |1 am specifically going to just warn
you that 1 would like to have you respond in detail to what | perceive as a
difficult, evolving situation in North Africa now, with Tunisia, with Libya, with
all these countries; and certainly with Mali, and how you plan to direct the
Agency to deal with this evolving momentum that's taking place in Northern
Africa.

So that will be for Tuesday. And at the request of Senator Levin, | ask
uhanimous consent to enter into the record a Joint Statement that he and |

made on April 27, 2012.
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(Whereupon, the Joint Statement of Senators Feinstein and Levin,

dated April 27, 2012, was submitted for the record. A copy of the

Statement follows.)
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CHAIRMAN FEINSTEIN: And secondly, in order to have Mr. Brennan's
answers to questions for the record by the time he returns before us in
closed session, | ask Members to the right questions for the record by 5

o’clock p.m. tomorrow -- that's Friday, February the 8" -- so we have them

for you as soon as possible so that you can respond to them Tuesday.

| want to thank you and your family for being here, and | wish you well.
Thank you, and the hearing is adjourned.
'MR. BRENNAN: Thank you, Chairman.

(Whereupon, at 6 o’clock p.m., the Committee adjourned.)
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DEPARTMENT OF JUSTICE WHITE PAPER
Draft November 8, 2011

Lawfulness of a Lethal Operation Directed Against a U.S. Citizen Who
Is a Senior Operational Leader of Al-Qa’ida or An Associated Force

This white paper sets forth a legal framework for considering the circumstances in
which the U.S. government could use lethal force in a foreign country outside the area of
active hostilities against a U.S. citizen who is a senior operational leader of al-Qa’ida or
an associated force' of al-Qa’ida—that is, an al-Qa’ida leader actively engaged in
planning operations to kill Americans. The paper does not attempt to determine the
minimum requirements necessary to render such an operation lawful; nor does it assess
what might be required to render a lethal operation against a U.S. citizen lawful in other
circumstances, including an operation against enemy forces on a traditional battlefield or
- an operation against a U.S. citizen who is not a senior operational leader of such forces.
Here the Department of Justice concludes only that where the following three conditions
are met, a U.S. operation using lethal force in a foreign country against a U.S. citizen
who is a senior operational leader of al-Qa’ida or an associated force would be lawful:

(1) an informed, high-level official of the U.S. government has determined that the
targeted individual poses an imminent threat of violent attack against the United States;
(2) capture is infeasible, and the United States continues to monitor whether capture
becomes feasible; and (3) the operation would be conducted in a manner consistent with
applicable law of war principles. This conclusion is reached with recognition of the
extraordinary seriousness of a lethal operation by the United States against a U.S. citizen,
and also of the extraordinary seriousness of the threat posed by senior operational al-
Qa’ida members and the loss of life that would result were their operations successful.

The President has authority to respond to the imminent threat posed by al-Qa’ida
and its associated forces, arising from his constitutional responsibility to protect the
country, the inherent right of the United States to national self defense under international
law, Congress’s authorization of the use of all necessary and appropriate military force
against this enemy, and the existence of an armed conflict with al-Qa’ida under
international law. Based on these authorities, the President may use force against al-
Qu’ida and its associated forces. As detailed in this white paper, in defined
circumstances, a targeted killing of a U.S. citizen who has joined al-Qa’ida or its
associated forces would be lawful under U.S. and international law. Targeting a member
of an enemy force who poses an imminent threat of violent attack to the United States is
not unlawful. It is a lawful act of national self defense. Nor would it violate otherwise
- applicable federal laws barring unlawful killings in Title 18 or the assassination ban in
Executive Order No. 12333, Moreover, a lethal operation in a foreign nation would be
consistent with international legal principles of sovereignty and neutrality if it were
conducted, for example, with the consent of the host nation’s government or after a

! An associated force of al-Qa’ida includes a group that would qualify as a co-belligerent under the
laws of war. See Hamlily v. Obama, 616 F. Supp. 2d 63, 74-75 (D.D.C. 2009) (authority to detain extends
to ““associated forces,” which “mean ‘co-belligerents’ as that term is understood under the laws of war”).
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determination that the host nation is unable or unwilling to suppress the threat posed by
the individual targeted.

Were the target of a lethal operation a U.S. citizen who may have rights under the
Due Process Clause and the Fourth Amendment, that individual’s citizenship would not
immunize him from a lethal operation. Under the traditional due process balancing
- analysis of Mathews v. Eldridge, we recognize that there is no private interest more
weighty than a person’s interest in his life. But that interest must be balanced against the
United States’ interest in forestalling the threat of violence and death to other Americans
that arises from an individual who is a senior operational leader of al-Q’aida or an
associated force of al-Q’aida and who is engaged in plotting against the United States.

The paper begins with a brief summary of the authority for the use of force in the
situation described here, including the authority to target a U.S. citizen having the
characteristics described above with lethal force outside the area of active hostilities. It
continues with the constitutional questions, considering first whether a lethal operation
against such a U.S. citizen would be consistent with the Fifth Amendment’s Due Process
Clause, U.S. Const. amend. V. As part of the due process analysis, the paper explains the -
concepts of “imminence,” feasibility of capture, and compliance with applicable law of
war principles. The paper then discusses whether such an operation would be consistent
with the Fourth Amendment’s prohibition on unreasonable seizures, U,S. Const. amend.
IV. It concludes that where certain conditions are met, a lethal operation against a U.S.
citizen who is a senior operational leader of al-Qa’ida or its associated forces—a terrorist
organization engaged in constant plotting against the United States, as well as an enemy
force with which the United States is in a congressionally authorized armed conflict—and
who himself poses an imminent threat of violént attack against the United States, would
not violate the Constitution. The paper also includes an analysis concluding that such an
operation would not violate certain criminal provisions prohibiting the killing of U.S.
nationals outside the United States; nor would it constitute either the.commission of a war
crime or an assassination prohibited by Executive Order 12333.

I

“The United States is in an armed conflict with al-Qa’ida and its associated forces,
and Congress has authorized the President to use all necessary and appropriate force
against those entities. See Authorization for Use of Military Force (*“AUMF”), Pub. L.
No. 107-40, § 2(a), 115 Stat. 224, 224 (2001). In addition to the authority arising from
the AUMF, the President’s use of force against al-Qa’ida and associated forces is lawful
under other principles of U.S. and international law, including the President’s
constitutional responsibility to protect the nation and the inherent right to national self-
defense recognized in international law (see, e.g., U.N. Charter art. 51). It was on these
bases that the United States responded to the attacks of September 11, 2001, and “[t/hese
domestic and international legal authorities continue to this day.” Harold Hongju Koh,
Legal Adviser, U.S. Department of State, Address to the Annual Meeting of the
American Society of International Law: The Obama Administration and International
Law (Mar. 25, 2010) (“2010 Koh ASIL Speech”).

2
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Any operation of the sort discussed here would be conducted in a foreign country
against a senior operational leader of al-Qa’ida or its associated forces who poses an
imminent threat of violent attack against the United States. A use of force under such
circumstances would be justified as an act of national self-defense. In addition, such a
person would be within the core of individuals against whom Congress has authorized the
use of necessary and appropriate force. The fact that such a person would also be a U.S.
citizen would not alter this conclusion. The Supreme Court has held that the military
may constitutionally use force against a U.S. citizen who is a part of enemy forces. See
Hamdi, 542 U.S. 507, 518 (2004) (plurality opinion); id. at 587, 597 (Thomas, J.,
dissenting); Ex Parte Quirin, 317 U.S. at 37-38. Like the imposition of military
detention, the use of lethal force against such enemy forces is an “important incident of
war.” Hamdi, 542 U.S. at 518 (plurality opinion) (quotation omitted). See, e.g., General
Orders No. 100: Instructions for the Government of Armies of the United States in the
Field § 15.(Apr. 24, 1863) (“[mlilitary necessity admits of all direct destruction of life or
limb of armed enemies”) (emphasis omitted); International Committee of the Red Cross,
Commentary on the Additional Protocols of 8 June 1977 to the Geneva Conventions of 12
Aug. 1949 and Relating to the Protection of Victims of Non-International Armed
Conflicts (Additional Protocol IT) § 4789 (1987) (“Those who belong to armed forces or
armed groups may be attacked at any time.”); Yoram Dinstein, The Conduct of Hostilities
Under the Law of International Armed Conflict 94 (2004) (“When a person takes up arms
or merely dons a uniform as a member of the armed forces, he automatically exposes
himself to enemy attack.”). Accordingly, the Department does not believe that U.S.
citizenship would immunize a senior operational leader of al-Qa’ida or its associated
forces from a use of force abroad authorized by the AUMF or in national self-defense.

In addition, the United States retains its authority to use force against al-Qa’ida
and associated forces outside the area of active hostilities when it targets a senior
- operational leader of the enemy forces who is actively engaged in planning operations to
kill Americans. The United States is currently in a non-international armed conflict with
al-Qa’ida and its associated forces. See Hamdan v. Rumsfeld, 548 U.S. 557, 628-31
(2006) (holding that a conflict between a nation and a transnational non-state actor,
‘occurring outside the nation’s territory, is an armed conflict “not of an international
character” (quoting Common Article 3 of the Geneva Conventions) because it is not a
“clash between nations™). Any U.S. operation would be part of this non-international
armed conflict, even if it were to take place away from the zone of active hostilities. See
John O. Brennan, Assistant to the President for Homeland Security and Counterterrorism,
Remarks at the Program on Law and Security, Harvard Law School: Strengthening Our
“Security by Adhering to Our Values and Laws (Sept. 16, 2011) (“The United States does
not view our authority to use military force against al-Qa’ida as being restricted solely to
‘hot’ battlefields like Afghanistan.”). For example, the AUMF itself does not set forth an
express geographic limitation on the use of force it authorizes. See Hamdan, 548 U.S. at
631 (Kennedy, J., concurring) (what makes a non-international armed conflict distinct
from an international armed conflict is “the legal status of the entities opposing each
other”). None of the three branches of the U.S. Government has identified a strict
geographical limit on the permissible scope of the AUMF’s authorization. See, e.g.,

3
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Letter for the Speaker of the House of Representatives and the President Pro Tempore of
the Senate from the President (June 15, 2010) (reporting that the armed forces, with the
assistance of numerous international partners, continue to conduct operations “against al-
Qa’ida terrorists,” and that the United States has “deployed combat-equipped forces to a
number of locations in the U.S. Central . . . Command area[] of operation in support of
those [overseas counter-terrorist] operations™); Bensayah v. Obama, 610 F.3d 718, 720,
- 724-25, 727 (D.C. Cir. 2010) (concluding that an individual turned over to the United
States in Bosnia could be detained if the government demonstrates he was part of al-
Qa’ida); al-Adahi v. Obama, 613 F.3d 1102, 1003, 1111 (D.C. Cir. 2010) (noting
authority under AUMF to detain individual apprehended by Pakistani authorities in
Pakistan and then transferred to U.S. custody). :

Claiming that for purposes of international law, an armed conflict generally exists
only when there is “protracted armed violence between governmental authorities and
organized armed groups,” Prosecutor v. Tadic, Case No. IT-94-1AR72, Decision on the
Defence Motion for Interlocutory Appeal on Jurisdiction, § 70 (Int’] Crim. Trib. for the
Former Yugoslavia, App. Chamber Oct. 2, 1995), some commenters have suggested that
the conflict between the United States and al-Qa’ida cannot lawfully extend to nations
~ outside Afghanistan in which the level of hostilities is less intense or prolonged than in
Afghanistan itself. See, e.g., Mary Ellen O’Connell, Combatants and the Combat Zone,
43 U. Rich. L. Rev. 845, 857-59 (2009). There is little judicial or other authoritative -
precedent that speaks directly to the question of the geographic scope of a non- ,
international armed conflict in which one of the parties is a transnational, non-state actor
and where the principal theater of operations is not within the territory of the nation that
is a party to the conflict. Thus, in considering this potential issue, the Department looks
to principles and statements from analogous contexts. - ’

, The Department has not found any authority for the proposition that when one of -
the parties to an armed conflict plans and executes operations from a base in a new
nation, an operation to engage the enemy in that location cannot be part of the original
armed conflict, and thus subject to the laws of war governing that conflict, unless the
hostilities become sufficiently intense and protracted in the new location. That does not
appear to be the rule of the historical practice, for instance, even in a traditional -
international conflict. See John R. Stevenson, Legal Adviser, Department of State,
United States Military Action in Cambodia: Questions of International Law, Address
before the Hammarskjold Forum of the Association of the Bar of the City of New York
(May 28, 1970), in 3 The Vietnam War and International Law: The Widening Context
23, 28-30 (Richard A. Falk, ed. 1972) (arguing that in an international armed conflict, if a
neutral state has been unable for any reason to prevent violations of its neutrality by the
troops of one belligerent using its territory as a base of operations, the other belligerent
has historically been justified in attacking those enemy forces in that state). Particularly
in a non-international armed conflict, where terrorist organizations may move their base
of operations from one country to another, the determination of whether a particular
operation would be part of an ongoing armed conflict would require consideration of the
particular facts and circumstances in each case, including the fact that transnational non-
state organizations such as al-Qa’ida may have no single site serving as their base of

4
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operations. See also, e.g., Geoffrey S. Corn & Eric Talbot Jensen, Untying the Gordian
Knot: A Proposal for Determining Applicability of the Laws of War to the War on
Terror, 81 Temp. L. Rev. 787, 799 (2008) (“If . . . the ultimate purpose of the drafters of
the Geneva Conventions was to prevent ‘law avoidance’ by developing de facto law |
triggers—a purpose consistent with the humanitarian foundation of the treaties—then the
myopic focus on the geographic nature of an armed conflict in the context of
transnational counterterrorist combat operations serves to frustrate that pu»rpose.”).2

If an operation of the kind discussed in this paper were to occur in a location
where al-Qa’ida or an associated force has a significant and organized presence and from
which al-Qa’ida or an associated force, including its senior operational leaders, plan
attacks against U.S. persons and interests, the operation would be part of the non-
international armed conflict between the United States and al-Qa’ida that the Supreme
Court recognized in Hamdan. Moreover, such an operation would be consistent with
international legal principles of sovereignty and neutrality if it were conducted, for
example, with the consent of the host nation’s government or after a determination that
the host nation is unable or unwilling to suppress the threat posed by the individual
targeted. In such circumstances, targeting a U.S. citizen of the kind described in this
paper would be authorized under the AUMF and the inherent right to national self-
defense. Given this authority, the question becomes whether and what further restrictions
may limit its exercise. :

I

The Department assumes that the rights afforded by Fifth Amendment’s Due
Process Clause, as well as the Fourth Amendment, attach to a U.S. citizen even while he
is abroad. See Reid v. Covert, 354 U.S. 1, 5-6 (1957) (plurality opinion); United States v.
Verdugo-Urquidez, 494 U.S. 259, 269-70 (1990); see also In re Terrorist Bombings of
U.S. Embassies in East Africa, 552 F.3d 157, 170 n.7 (2d Cir. 2008). The U.S.
citizenship of a leader of al-Qa’ida or its associated forces, however, does not give that
person constitutional immunity from attack. This paper next considers whether and in
what circumstances a lethal operation would violate any possible constitutional
protections of a U.S. citizen.

A.
' The Due Process Clause would not prohibit a lethal operation of the sort
contemplated here. In Hamdi, a plurality of the Supreme Court used the Mathews v.

Eldridge balancing test to analyze the Fifth Amendment due process rights of a U.S.
citizen who had been captured on the battlefield in Afghanistan and detained in the

2 Spe Prosecutor v. Tadic, Case No. IT-94-1AR72, Submission of the Government of the United
States of America Concerning Certain Arguments Made by Counsel for the Accused, at 27-28 (Int’l Crim.
Trib. For the Former Yugoslavia, App. Chamber July 17, 1995) (in determining which body of law applies
in a particular conflict, “the conflict must be considered as a whole, and “it is artificial and improper to
attempt to divide it into isolated segments, either geographically or chronologically™).
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United States, and who wished to challenge the government’s assertion that he was part
of enemy forces. The Court explained that the “process due in any given instance is
determined by weighing ‘the private interest that will be affected by the official action’
against the Government’s asserted interest, ‘including the function involved’ and the
burdens the Government would face in providing greater process.” Hamdi, 542 U.S. at
529 (plurality opinion) (quoting Mathews v. Eldridge, 424 U.S. 319, 335 (1976)). The
due process balancing analysis applied to determine the Fifth Amendment rights of a U.S.
-citizen with respect to law-of-war detention supplies the framework for assessing the
process due a U.S. citizen who is a senior operational leader of an enemy force planning
violent attacks against Americans before he is subjected to lethal targeting.

-In the circumstances considered here, the interests on both sides would be
weighty. See Hamdi, 542 U.S. at 529 (plurality opinion) (“It is beyond question that
substantial interests lie on both sides of the scale in this case.”). An individual’s interest
in avoiding erroneous deprivation of his life is “uniquely compelling.” See Ake v.
Oklahoma, 470 U.S. 68, 178 (1985) (“The private interest in the accuracy of a criminal
proceeding that places an individual’s life or liberty at risk is almost uniquely
compelling.”). No private interest is more substantial. At the same time, the
government’s interest in waging war, protecting its citizens, and removing the threat
posed by members of enemy forces is also compelling. Cf. Hamdi, 542 U.S. at 531

"(plurality opinion) (“On the other side of the scale are the weighty and sensitive
governmental interests in ensuring that those who have in-fact fought with the enemy
during a war do not return to battle against the United States.”). As the Hamdi plurality
observed, in the “circumstances of war,” “the risk of erroneous deprivation of a citizen’s
liberty in the absence of sufficient process . . . is very real,” id. at 530 (plurality opinion),
and, of course, the risk of an erroneous deprivation of a citizen’s life is even more
significant. But, “the realities of combat” render certain uses of force “necessary and
appropriate,” including force against U.S. citizens who have joined enemy forces in the
armed conflict against the United States and whose activities pose an imminent threat of
violent attack against the United States—and “due process analysis need not blink at
those realities.” Id. at 531 (plurality opinion). These same realities must also be
considered in assessing “the burdens the Government would face in providing greater
process” to a member of enemy forces. Id. at 529, 531 (plurality opinion).

In view of these interests and practical considerations, the United States would be
able to use lethal force against a U.S. citizen, who is located outside the United States and
is an operational leader continually planning attacks against U.S. persons and interests, in
at least the following circumstances: (1) where an informed, high-level official of the
U.S. government has determined that the targeted individual poses an imminent threat of
violent attack against the United States; (2) where a capture operation would be
infeasible—and where those conducting the operation continue to monitor whether
" capture becomes feasible; and (3) where such an operation would be conducted consistent
with applicable law of war principles. In these circumstances, the “realities” of the
conflict and the weight of the government’s interest in protecting its citizens from an

" imminent attack are such that the Constitution would not require the government to
provide further process to such a U.S, citizen before using lethal force. Cf Hamdi, 542

6 -
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U.S. at 535 (plurality opinion) (noting that the Court “accord[s] the greatest respect and

- consideration to the judgments of military authorities in matters relating to the actual
prosecution of war, and . . . the scope of that discretion necessarily is wide”); id. at 534
(plurality opinion) (“The parties agree that initial captures on the battlefield need not
receive the process we have discussed here; that process is due only when the
determination is made to continue to hold those who have been seized.”) (emphasis
omitted).

Certain aspects of this legal framework require additional explication. First, the
condition that an operational leader present an “imminent” threat of violent attack against
the United States does not require the United States to have clear evidence that a specific
attack on U.S. persons and interests will take place in the immediate future. Given the
nature of, for example, the terrorist attacks on September 11, in which civilian airliners
were hijacked to strike the World Trade Center and the Pentagon, this definition of
imminence, which would require the United States to refrain from action until
preparations for an attack are concluded, would not allow the United States sufficient
time to defend itself. The defensive options available to the United States may be
reduced or eliminated if al-Qa’ida operatives disappear and cannot be found when the
time of their attack approaches. Consequently, with respect to al-Qa’ida leaders who are
continually planning attacks, the United States is likely to have only a limited window of
opportunity within which to defend Americans in a manner that has both a high
likelihood of success and sufficiently reduces the probabilities of civilian causalities. See
Michael N. Schmitt, State-Sponsored Assassination in International and Domestic Law,
17 Yale J. Int’1 L. 609, 648 (1992). Furthermore, a “terrorist ‘war’ does not consist of a
massive attack across an international border, nor does it consist of one isolated incident
that occurs and is then past. It is a drawn out, patient, sporadic pattern of attacks. It is
very difficult to know when or where the next incident will occur.” Gregory M. Travalio,
Terrovism, International Law, and the Use of Military Force, 18 Wis. Int’1 L.J. 145, 173
(2000); see also Testimony of Attorney-General Lord Goldsmith, 660 Hansard. H.L.
(April 21, 2004)-370 (U.K.), available at
http://www.publications.parliament.uk/pa/1d200304/ldhansrd/vo04042 1 /text/40421-
07.htm (what constitutes an imminent threat “will develop to meet new circumstances
and new threats . . .. It must be right that states are able to act in self-defense in

. circumstances where there is evidence of further imminent attacks by terrorist groups,
even if there is no specific evidence of where such an attack will take place or of the
precise nature of the attack.”). Delaying action against individuals continually planning
to kill Americans until some theoretical end stage of the planning for a particular plot
would create an unacceptably high risk that the action would fail and that American

- casualties would result.

By its nature, therefore, the threat posed by al-Qa’ida and its associated forces
demands a broader concept of imminence in judging when a person continually planning
terror attacks presents an imminent threat, making the use of force appropriate. In this
context, imminence must incorporate considerations of the relevant window of
opportunity, the possibility of reducing collateral damage to civilians, and the likelihood
of heading off future disastrous attacks on Americans. Thus, a decision maker

7
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determining whether an al-Qa’ida operational leader presents an imminent threat of
violent attack against the United States must take into account that certain members of al-
Qa’ida (including any potential target of lethal force) are continually plotting attacks
against the United States; that al-Qa’ida would engage in such attacks regularly to the
extent it were able to do so; that the U.S. government may not be aware of all al-Qa’ida
plots as they are developing and thus cannot be confident that none is about to ‘occur; and
that, in light of these predicates, the nation may have a limited window of opportunity
within which to strike in a manner that both has a high likelihood of success and reduces
the probability of American casualties.

With this understanding, a high-level official could conclude, for example, that an
individual poses an “imminent threat” of violent attack against the United States where
he is an operational leader of al-Qa’ida or an associated force and is personally and
continually involved in planning terrorist attacks against the United States. Moreover,
where the al-Qa’ida member in question has recently been involved in activities posing
an imminent threat of violent attack against the United States, and there is no evidence
suggesting that he has renounced or abandoned such activities, that member’s
involvement in al-Qa’ida’s continuing terrorist campaign against the United States would
support the conclusion that the member poses an imminent threat.

Second, regarding the feasibility of capture, capture would not be feasible if it
could not be physically effectuated during the relevant window of opportunity or if the
relevant country were to decline to consent to a capture operation. Other factors such as
undue risk to U.S. personnel conducting a potential capture operation also could be
relevant. Feasibility would be a highly fact-specific and potentially time-sensitive

inquiry.

Third, it is a premise here that any such lethal operation by the United States
would comply with the four fundamental law-of-war principles governing the use of
force: necessity, distinction, proportionality, and humanity (the avoidance of
unnecessary suffering). See, e.g., United States Air Force, Targeting, Air Force Doctrine

‘Document 2-1.9, at 88 (June 8, 2006); Dinstein, Conduct of Hostilities at 16-20, 115-16,
119-23; see also 2010 Koh ASIL Speech. For example, it would not be consistent with
those principles to continue an operation if anticipated civilian casualties would be
excessive in relation to the anticipated military advantage. Chairman of the Joint Chiefs
of Staff Instruction 5810.01D, Implementation of the DoD Law of War Program Y 4.a, at
1 (Apr. 30, 2010). An operation consistent with the laws of war could not violate the
prohibitions against treachery and perfidy, which address a breach of confidence by the
assailant. See, e.g., Hague Convention IV, Annex, art. 23(b), Oct. 18, 1907, 36 Stat.
2277, 2301-02 (“[I]t is especially forbidden . . . [t]o kill or wound treacherously -
individuals belonging to the hostile nation or army . . ..”). These prohibitions do not,
however, categorically forbid the use of stealth or surprise, nor forbid attacks on .
identified individual soldiers or officers. See U.S. Army Field Manual 27-10, The Law of
Land Warfare, § 31 (1956) (article 23(b) of the Annex to the Hague Convention IV does
not “preclude attacks on individual soldiers or officers of the enemy whether in the zone
of hostilities, occupied territory, or else-where”). And the Department is not aware of
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any other law-of-war grounds precluding use of such tactics. See Dinstein, Conduct of
Hostilities at 94-95, 199; Abraham D. Sofaer, Terrorism, the Law, and the National
Defense, 126 Mil. L. Rev. 89, 120-21 (1989). Relatedly, “there is no prohibition under
the laws of war on the use of technologically advanced weapons systems in armed
conflict—such as pilotless aircraft or so-called smart bombs—as long as they are
employed in conformity with applicable laws of war.” -2010 Koh ASIL Speech. Further,
under this framework, the United States would also be required to accept a surrender if it
were feasible to do so.

In sum, an operation in the circumstances and under the constraints described
above would not result in a violation of any-due process rights.

B.

Similarly, assuming that a lethal operation targeting a U.S. citizen abroad who is
planning attacks against the United States would result in a “seizure” under the Fourth
Amendment, such an operation would not violate that Amendment in the circumstances
posited here. The Supreme Court has made clear that the constitutionality of a seizure is
determined by “balanc[ing] the nature and quality of the intrusion on the individual’s
Fourth Amendment interests against the importance of the governmental interests alleged
to justify the intrusion.” Tennessee v. Garner, 471 US. 1; 8 (1985) (internal quotation
marks omitted); accord Scott v. Harris, 550 U.S. 372, 383 (2007). Even in domestic law
enforcement operations, the Court has noted that “[w]here the officer has probable cause
to believe that the suspect poses a threat of serious physical harm, either to the officer or
to others, it is not constitutionally unreasonable to prevent escape by using deadly force.”
Garner, 471 U.S. at 11. Thus, “if the suspect threatens the officer with a weapon or there
is probable cause to believe that he has committed a crime involving the infliction or
threatened infliction of serious physical harm, deadly force may be used if necessary to
prevent escape, and if, where feasible, some warning has been given.” Id. at 11-12.

The Fourth Amendment “reasonableness” test is situation-dependent. Cf Scott,
550 U.S. at 382 (“Garner did not establish a magical on/off switch that triggers rigid
preconditions whenever an officer’s actions constitute ‘deadly force.’””). What would
constitute a reasonable use of lethal force for purposes of domestic law enforcement
operations differs substantially from what would be reasonable in the situation and
circumstances discussed in this white paper. But at least in circumstances where the
targeted person is an operational leader of an enemy force and an informed, h1gh-leve1
government official has determined that he poses an imminent threat of violent attack
against the United States, and those conducting the operation would carry out the
operation only if capture were infeasible, the use of lethal force would not violate the
Fourth Amendment. Under such circumstances, the intrusion on any Fourth Amendment
intetests would be outweighed by the “importance of the governmental interests [that]
justify the intrusion,” Garner, 471 U.S. at 8——the interests in protecting the lives of
Americans.
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C.

Finally, the Department notes that under the circumstances described in this
paper, there exists no appropriate judicial forum to evaluate these constitutional
considerations. It is well-established that “[m]atters intimately related to foreign policy
and national security are rarely proper subjects for judicial intervention,” Haig v. Agee,
453 U.S. 280, 292 (1981), because such matters “frequently turn on standards that defy

. judicial application,” or “involve the exercise of a discretion demonstrably committed to
the executive or legislature,” Baker v. Carr, 369 U.S. 186, 211 (1962). Were a court to
intervene here, it might be required inappropriately to issue an ex ante command to the
President and officials responsible for operations with respect to their specific tactical
judgment to mount a potential lethal operation against a senior operational leader of al-
Qa’ida or its associated forces. And judicial enforcement of such orders would require
the Court to supervise inherently predictive judgments by the President and his national
security advisors as to when and how to use force against a member of an enemy force
against which Congress has authorized the use of force.

1118

Section 1119(b) of title 18 provides that a “person who, being a national of the
United States, kills or attempts to kill a national of the United States while such national
is outside the United States but within the jurisdiction of another country shall be
pumshed as provided under sections 1111, 1112, and 1113.” 18 U.S.C. § 1119(b)
(2006) Because the person who would be the target of the kind of operation discussed
here would be a U.S. citizen, it might be suggested that section 1119(b) would prohibit
such an operation. Section 1119, however, incorporates the federal murder and
manslaughter statutes, and thus its prohibition extends only to “unlawful killing(s],” 18
U.S.C. §§ 1111(a), 1112(a) (2006). Section 1119 is best construed to incorporate the -
“public authority” justification, which renders lethal action carried out by a government -
‘official lawful in some circumstances. As this paper explains below, a lethal operation of
the kind discussed here would fall within the public authority exception under the
circumstances and conditions posited because it would be conducted in a manner
consistent with applicable law of war principles governing the non-international conflict
between the United States and al-Qa’ida and its assocmted forces. It therefore would not
result in an unlawful killing.*

3 See also 18 U.S.C. § 1119(a) (2006) (providing that “‘national of the United States’ has the
meaning stated in section 101(a)(22) of the Immigration and Nationality Act,” 8 U.S.C. § 1101(a)(22)
(2006)).

* In light of the conclusion that section 1119 and the statutes it cross-references incorporate this
justification, and that the justification would cover an operation of the sort discussed here, this discussion
does not address whether an operation of this sort could be lawful on any other grounds.
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A.

Although section 1119(b) refers only to the “punish[ments]” provided under
sections 1111, 1112, and 1113, courts have held that section 1119(b) incorporates the
substantive elements of those cross-referenced provisions of title 18. See, e.g., United
States v. Wharton, 320 F.3d 526, 533 (5th Cir. 2003); United States v. White, 51 F. Supp.
2d 1008, 1013-14 (E.D. Cal. 1997). Section 1111 oftitle 18 sets forth criminal penalties
for “murder,” and provides that “[m]urder is the unlawful killing of a human being with
malice aforethought.” 18 U.S.C. § 1111(a). Section 1112 similarly provides criminal
sanctions for “[m]anslaughter,” and states that “[m]}anslaughter is the unlawful killing of
a human being without malice.” Id. § 1112(a). Section 1113 provides criminal penalties
for “attempts to commit murder or manslaughter.” Id. § 1113, It is therefore clear that
section 1119(b) bars only “unlawful killing.”

Guidance as to the meaning of the phrase “unlawful killing” in sections 1111 and
1112—and thus for purposes of section 1119(b)—can be found in the historical
understandings of murder and manslaughter. That history shows that states have long
recognized justifications and excuses to statutes criminalizing “unlawful” killings.® One
state court, for example, in construing that state’s murder statute, explained that “the
word ‘unlawful’ is a term of art” that “connotes a homicide with the absence of factors of
excuse or justification.” People v. Frye, 10 Cal. Rptr. 2d 217, 221 (Cal. Ct. App. 1992).
That court further explained that the factors of excuse or justification in question include
those that have traditionally been recognized. Id. at 221 n.2. Other authorities support
the same conclusion. See, e.g., Mullaney v. Wilbur, 421 U.S. 684, 685 (1975)
(requirement of “unlawful” killing in Maine murder statute meant that killing was
“neither justifiable nor excusable™); cf. also Rollin M. Perkins & Ronald N. Boyce,
Criminal Law 56 (3d ed. 1982) (“Innocent homicide is of two kinds, (1) justifiable and
(2) excusable.”). Accordingly, section 1119 does not proscribe killings covered by a
justification traditionally recognized under the common law or state and federal murder
statutes.  “Congress did not intend [section 1119] to criminalize justifiable or excusable
killings.” White, S1 F. Supp. 2d at 1013.

B.

The public authority justification is well-accepted, and it may be available even in
cases where the particular criminal statute at issue does not expressly refer to a public

5 The same is true with respect to other statutes, including federal laws, that modify a prohibited
act other than murder or manslaughter with the term “unlawfully.” See, e.g., Territory v. Gonzales, 89 P.
250, 252 (N.M. 1907) (construing the term “unlawful” in statute criminalizing assault with a deadly
weapon as “clearly equivalent” to “without excuse or justification”). For example, 18 U.S.C.

. §2339C(a)(1) (2006) makes it unlawful, inter alia, to “unlawfully and willfully provide[] or collect[]
funds” with the intention that they may be used (or knowledge they are to be used) to carry out an act that
is an offense within certain specified treaties, or to-engage in certain other terrorist acts. The legislative

~history of section 2339C makes clear that “[t]he term ‘unlawfully’ is intended to embody common law
defenses.” H.R. Rep. No. 107-307, at 12 (2001).
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authority justification. Prosecutions where such a “public authority” justification is
invoked are understandably rare, see American Law Institute Model Penal Code and
Commentaries § 3.03 Comment 1, at 23-24 (1985); ¢f Visa Fraud Investigation, 8 Op.
O.L.C. 284, 285 n.2, 286 (1984), and thus there is little case law in which courts have
-analyzed the scope of the justification with respect to the conduct of government
officials. Nonetheless, discussions in the leading treatises and in the Model Penal Code
demonstrate its legitimacy. See 2 Wayne R. LaFave, Substantive Criminal Law
§ 10.2(b), at 135 (2d ed. 2003); Perkins & Boyce, Criminal Law at 1093 (“Deeds which
otherwise would be criminal, such as taking or destroying property, taking hold of a
person by force and against his will, placing him in confinement, or even taking his life,
are not crimes if done with proper public authority.”); see also Model Penal Code
§ 3.03(1)(a), (d), (e), at 22-23 (proposing codification of justification where conduct is
“required or authorized by,” infer alia, “the law defining the duties or functions of a
public officer,” “the law governing the armed services or the lawful conduct of war,” or
“any other provision of law imposing a public duty”); National Commission on Reform
of Federal Criminal Laws, A Proposed New Federal Criminal Code § 602(1) (1971)
(“Conduct engaged in by a public servant in the course of his official duties is justified
when it is required or authorized by law.”). And the Department’s Office of Legal
Counsel (“OLC”) has invoked analogous rationales when it has analyzed whether
Congress intended a particular criminal statute to prohibit specific conduct that otherwise
falls within a government agency’s authorities. See, e.g., Visa Fraud Investigation, 8 Op.
O.L.C. at 287-88 (concluding that a civil statute prohibiting issuance of visa to an alien
known to be ineligible did not prohibit State Department from issuing such a visa where
“necessary” to facilitate an important Immigration and Naturalization Service undercover
operation carried out in a “reasonable” fashion). '

The public authority justification would not excuse all conduct of public officials
from all criminal prohibitions. The legislature may design some criminal prohibitions to
place bounds on the kinds of governmental conduct that can be authorized by the
Executive. Or the legislature may enact a criminal prohibition in order to limit the scope
of the conduct that the legislature has otherwise authorized the Executive to undertake
pursuant to another statute. See, e.g., Nardone v. United States, 302 U.S. 379, 384 (1937)
(federal statute proscribed government wiretapping). But the generally recognized public
authority justification reflects that it would not make sense to attribute to Congress the
intent to criminalize all covered activities undertaken by public officials in the legitimate
exercise of their otherwise lawful authorities, even if Congress clearly intends to make -
those same actions a crime when committed by persons not acting pursuant to public
authority. In some instances, therefore, the best interpretation of a criminal prohibition is
that Congress intended to distinguish persons who are acting pursuant to public authority
from those who are not, even if the statute does not make that distinction express. Cf. id.
at 384 (federal criminal statutes should be construed to exclude authorized conduct of
public officers where such a reading “would work obvious absurdity as, for example, the
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apphcatmn of a speed law to a pohceman pursuing a criminal or the driver of a fire
engme responding to an alarm”).®

The touchstone for the analysis whether section 1119 incorporates not only
justifications generally, but also the public authority justification in particular, is the
legislative intent underlying this statute. Here, the statute should be read to exclude from
its prohibitory scope killings that are encompassed by traditional justifications, which
include the public authority justification. The statutory incorporation of two other
crlmmal statutes expressly referencing “unlawful” killings is one indication. See supra at

02k, Moreover, there are no indications that Congress had a contrary intention.
Nothmg in the text or legislative history of sections 1111-1113 of title 18 suggests that
Congress intended to exclude the established public authority justification from those
justifications that Congress otherwise must be understood to have imported through the
use of the modifier “unlawful” in those statutes. Nor is there anything in the text or
legislative history of section 1119 itself to suggest that Congress intended to abrogate or
otherwise affect the availability of this traditional justification for killings. On the
contrary, the relevant legislative materials indicate that, in enacting section 1119,
Congress was merely closing a gep in a field dealing with entirely different kinds of
conduct from that at issue here. :

The Departmcnt thus concludes that section 1119 incorporates the public
. authority Justlﬁcatlon This paper turns next to the question whether a lethal operation

§ Each potentially applicable statute must be carefully and separately examined to discern
Congress’s intent in this respect. See generally, e.g., Nardone, 302 U,S. 379; United States Assistance to
Countries that Shoot Down Civil Aircraft Involved in Drug Trafficking, 18 Op. O.L.C. 148 (1994);
Application of Neutrality Act to Official Government Activities, 8 Op. O.L.C. 58 (1984).

7 Section 1119 was designed to close a jurisdictional loophole—exposed by a murder that had
been committed abroad by a private individual—to ensure the possibility of prosecuting U.S. nationals who
murdered other U.S. nationals in certain foreign countries that lacked the ability to lawfully secure the
perpetrator’s appearance at trial. See 137 Cong. Rec. 8675-76 (1991) (statemenit of Sen. Thurmond). This
loophole is unrelated to the sort of authorized operation at issue here. Indeed, prior to the enactment of
section 1119, the only federal statute expressly making it a crime to kill U.S. nationals abroad (outside the
United States’ special and maritime jurisdiction) reflected what appears to have been a particular concern
with the protection of Americans from terrorist attacks, See 18 U.S.C. § 2332(a), (d) (2006) (criminalizing
unlawful killings of U.S. nationals abroad where the Attorney General or his subordinate certifies that the
“offense was intended to coerce, intimidate, or retaliate against a government or a civilian population™).

8 18 U.S.C. § 956(a)(1) (2006) makes it a crime to conspire within the jurisdiction of the United
States “to commit at any place outside the United States an act that would constitute the offense of murder,
kidnapping, or maiming if committed in the special maritime and territorial jurisdiction of the United
States” if any conspirator acts within the United States to effect any object of the conspiracy. Like section
1119(b), section 956(a) incorporates the public authority justification. In addition, the legislative history of
section 956(a) indicates that the provision was “not intended to apply to duly authorized actions undertaken
on behalf of the United States Government.” 141 Cong. Rec. 4491, 4507 (1995) (section-by-section
analysis of bill submitted by Sen. Biden, who introduced the provision at the behest of the President); see
also id. at 11,960 (section-by-section analysis of bill submitted by Sen. Daschle, who introduced the
identical provision in a different version of the anti-terrorism legislation a few months later). Thus, for the
reasons that section 1119(b) does not prohibit the United States from conducting a lethal operation against
a U.S, citizen, section 956(a) also does not prohibit such an operation.
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could be encompassed by that justification and, in particular, whether that justification
would apply when the target is a U.S. citizen. The analy51s here leads to the conclusion
that it would.

C.

A lethal operation against an enemy leader undertaken in national self-defense or
during an armed conflict that is authorized by an informed, high-level official and carried
out in a manner that accords with applicable law of war principles would fall within a
well established variant of the public authority justification and therefore would not be
murder. See, e.g., 2 Paul H. Robinson, Criminal Law Defenses § 148(a), at 208 (1984)
(conduct that would violate a criminal statute is justified and thus not unlawful “[wlhere
the exercise of military authority relies upon the law governing the armed forces or upon
~ the conduct of war”); 2 LaFave, Substantive Criminal Law § 10.2(c) at 136 (“another
aspect of the public duty defense is where the conduct was required or authorized by ‘the
law governing the armed services or the lawful conduct of war’”); Perkins & Boyce,
Criminal Law at 1093 (noting that a “typical instance[] in which even the extreme act of
taking human life is done by public authorlty” involves “the killing of an enemy as an act
of war and within the rules of war”).”

The United States is currently in the midst of a congressionally authorized armed
conflict with al-Qa’ida and associated forces, and may act in national self-defense to
protect U.S. persons and interests who are under continual threat of violent aftack by
certain al-Q’aida operatives planning operations against them. The public authority
justification would apply to a lethal operation of the kind discussed in this paper if it were
conducted in accord with applicable law of war principles. As one legal commentator
has explained, “if a soldier intentionally kills an enemy combatant in time of war and
within the rules of warfare, he is not guilty of murder,” whereas, for example, if that
soldier intentionally kills a prisoner of war—a violation of the laws of war—“then he
commits murder.” 2 LaFave, Substantive Criminal Law § 10.2(c), at 136; see also State
v. Gut, 13 Minn. 341, 357 (1868) (“That it is legal to kill an alien enemy in‘ the heat and
exercise of war, is undeniable; but to kill such an enemy after he has laid down his arms,
and especially when he is confined in prison, is murder.”); Perkins & Boyce, Criminal
Law at 1093 (“Even in time of war an alien enemy may not be killed needlessly after he
has been disarmed and securely imprisoned . . . .”). Moreover, without invoking the
public authonty justification by its terms, this Department s OLC has relied on the same
notion in an opinion addressing the intended scope of a federal criminal statute that
- concerned the use of potentially lethal force. See United States Assistance to Countries

? See also Frye, 10 Cal. Rptr. 2d at 221 n.2 (identifying “homicide done under a valid public
authority, such as execution of a death sentence or killing an enemy in a time of war,” as examples of
justifiable killing that would not be “unlawful” under the California statute describing murder as an
“unlawful” killing); Model Penal Code § 3.03(2)(b), at 22 (proposing that criminal statutes expressly
recognize a public authority justification for a killing that “occurs in the lawful conduct of war”
notwithstanding the Code recommendation that the use of deadly force generally should be justified only if
expressly prescribed by law).
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that Shoot Down Civil Aircraft Involved in Drug Trafficking, 18 Op. O.L.C. 148, 164
(1994) (concluding that the Aircraft Sabotage Act of 1984, 18 U.S.C. § 32(b)(2) (2006),
which prohibits the willful destruction of a civil aircraft and otherwise applies to U.S.
government conduct, should not be construed to have “the surprising and almost certainly
unintended effect of criminalizing actions by military personnel that are lawful under
international law and the laws of armed conflict™).

The fact that an operatlon may target a U.S. citizen does not alter this conclusion.
As explained above, see supra @t 3, the Supreme Court has held that the military may
constitutionally use force agamst a U S. citizen who is part of enemy forces. See Hamdi,
542 U.S. at 518 (plurality opinion); id. at 587, 597 (Thomas, I., dissenting); Ex parte
Quirin, 317 U.S. at 37-38 (“Citizens who associate themselves with the military arm of
the enemy government, and with its aid, guidance and direction enter [the United States]
bent on hostile acts,” may be treated as “enemy belligerents” under the law of war.).
Similarly, under the Constitution and the inherent right to national self-defense
recognized in international law, the President may authorize the use of force against a
U.S. citizen who is a member of al-Qa’ida or its associated forces and who poses an
imminent threat of violent attack against the United States.

In light of these precedents, the Department believes that the use of lethal force
addressed in this white paper would constitute a lawful killing under the public authority
doctrine if conducted in a manner consistent with the fundamental law of war principles
governing the use of force in a non-international armed conflict. Such an operation
~ would not violate the assassination ban in Executive Order No. 12333. Section 2.11 of
" Executive Order No. 12333 provides that “[n]o person employed by or acting on behalf
of the United States Government shall engage in, or conspire to engage in, assassination.”
46 Fed. Reg. 59,941, 59, 952 (Dec. 4, 1981). A lawful killing in self-defense is notan .
assassination. In the Department’s view, a lethal operation conducted against a U. S.
citizen whose conduct poses an imminent threat of violent attack against the United
States would be a legitimate act of national self-defense that would not violate the
assassination ban. Similarly, the use of lethal force, consistent with the laws of war,
against an individual who is a legitimate military target would be lawful and would not
violate the assassination ban.

v.

The War Crimes Act, 18 U.S.C. § 2441 (2006) makes it a federal crime for a
member of the Armed Forces or a national of the United States to “commit[] a war
crime.” Id. § 2441(a). The only potentially applicable provision of section 2441 to
operations of the type discussed herein makes it a war crime to commit a “grave breach”
of Common Article 3 of the Geneva Conventions when that breach is committed “in the
context of and in association with an armed conflict not of an international character.”"”

' The statute also defines “war crime” to include any conduct that is defined as a grave breach in
any of the Geneva Conventions (or any Geneva protocol to which the United States is a party); that is
prohibited by four specified articles of the Fourth Hague Convention of 1907; or that is a wxllful klllmg or
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Id. § 2441(c)(3). As defined by the statute, a “grave breach” of Common Article 3
includes “[mJurder,” described in pertinent part as “[t}he act of a person who
intentionally kills, or conspires or attempts to kill . . . one or more persons taking no
active part in the hostilities, including those placed out of combat by sickness, wounds,
detention, or any other cause.” Id. § 2441(d)(1)(D).

Whatever might be the outer bounds of this category of covered
persons, Common Article 3 does not alter the fundamental law of war principle
-concerning a belligerent party’s right in an armed conflict to target individuals who are
part of an enemy’s armed forces or eliminate a nation’s authority to take legitimate action
in national self-defense. The language of Common Article 3 “makes clear that members
of such armed forces [of both the state and non-state parties to the conflict] . . . are
considered as ‘taking no active part in the hostilities’ only once they have disengaged
from their fighting function (‘have laid down their arms”) or are placed hors de combat;
mere suspension of combat is insufficient.”. International Committee of the Red Cross,
Interpretive Guidance on the Notion of Direct Participation in Hostilities Under
International Humanitarian Law 28 (2009). An operation against a senior operational
leader of al-Qa’ida or its associated forces who poses an imminent threat of violent attack
against the United States would target a person who is taking “an active part in
hostilities” and therefore would not constitute a “grave breach” of Common Article 3.

V.

In conclusion, it would be lawful for the United States to conduct a lethal
operation outside the United States against a U.S. citizen who is a senior, operational
leader of al-Qa’ida or an associated force of al-Qa’ida without violating the Constitution
or the federal statutes discussed in this white paper under the following conditions: (1)
an informed, high-level official of the U.S. government has determined that the targeted
individual poses an imminent threat of violent attack against the United States; (2)
capture is infeasible, and the United States continues to monitor whether capture becomes
feasible; and (3) the operation is conducted in a manner consistent with the four
fundamental principles of the laws of war governing the use of force. As stated earlier,
this paper does not attempt to determine the minimum requirements necessary to render
such an operation lawful, nor does it assess what might be required to render a lethal
operation against a U.S. citizen lawful in other circumstances. It concludes only that the
stated conditions would be sufficient to make lawful a lethal operation in a foreign
country directed against a U.S. citizen with the characteristics described above.

infliction of serious injury in violation of the 1996 Protocol on Prohibitions or Restrictions on the Use of
Mines, Booby-Traps and Other Devices. 18 U.S.C. § 2441(c).
: » 16

JA356



Casest: 12-0800 /04«0 MerDGEYMmefisd304 6 Flled?RE0 7/ Aah ePage 1A 23

Exhibit 3
To the Declaration of Colin Wicker

JA357



[

(b)(3)

Casest: 12-0800 /04«0 Me D GEYMmefisd304 6 Flled2RE0 7/ Aah ePage A2 3

QUSRCRET]

DEPARTMENT OF JUSTICE WHITE PAPER

May 23,2011

i chcn agamm & Uni
aseuior boader of al deu ot a-

: f thle Off ! ezoi 14«3&1 Cau sel (“OL( bl
prin p.l(,_s af s,-m\_ oY €O o suppor. the conclision that seetion 111
operations agaipst Jaita or an nssoctated fores who ne
uifizcn S’wu’on 1] i_- [y wt'u‘l-"‘”ki'l’l’ing? (crcm«rb rmming 1'8

Nor would
m couspue W1th g

conspiratoracts within: :
Crimes Awt, 18 US.C. § 44, .I“mally anopr.,muo undef the: crr(,umslmucc,s

would not transgross any-pos: bl cons fons—-a-concius

the judgment that-a CIA opetation would be pc; {ormed purgaant | .A-.'md .i_}}..lls_‘
wotld net vistne sither sestion lllQ(b) or soetion 956(&); Lo ) e

(b}(3)

! This white paper addinsses.oxslusively the. use-of farce abrond, in the-clrcumstances deseribed freredn, 1t
-dops.npl nddrcf,s Jopal igsues tha tlis.use: oT fmce in different circomstances or fivany nation other than “femmn

might preseny. | o

®))
(23

JA358



Casest: 12-0890 7/04<0Merd ey M@D394 6 Flled?Re0 /Ay ePage BAR23

(b)(1)
| (o3
:

Pmuuy, sny 1.3, citizen 1’i':rgewc¥z§ms§afg;h'mﬁpc&r‘aﬁbn wouldhe v individiial with
opr anmm wixcd gonior incership role dn 't'«iQ‘z{%ﬁ"aj:iojr' ong 21

mumm on hic United Stites aad- v
attacks fy the Untted Statos. |

i
i . v [ i S— S
i i o
i %
b i
i § i
H i
: J

H
[ 08

JA359



Casest: 12-0800 /04«0 MerDGEYmefisd304 6 Flled?RE0 /Aah ePage BAsi2 3

(63(1)
(b))

TOREECRET, M

Topsettier, . BF 3
i (o)t 1)
0)3)

JA360

o

- (0X3)



Casest: 12-0800 /040 MerDGEYmefisd304 6 Flled2RE0 7/ Aah ePage basi2 3

o

VOSBRI,

(1)
(BI3)

JA361

(b))

[P

e T TRt I I



Casest: 12-0800, /04«0 MerDGEYmefisd304 6 Flled?RE0 7/ Aah ePage basi2 3

(_»g)(l)
"1.-*@;1;&%:-’(?:R.v:"rz o _( _)(' b b7

12
Subsecti
Uniled: States, kills.
cantaide this Unied '%La!w bm withiny the juris
provided wnder séefons THE), 1442, and 1
tee opecation geseribad nbove, andthe {a
States” who is vutside the Whdted Sues,
prohibit suel an speration, Sestion 1118, lmwc\,er b, o
Srates vse of lethat fores in national self-defenseis ot a
construad o incorporate the. pubtic authoriry jugification, w
ot iy a governmenial official lawful in seme eircumstances, gt
Jjustification weuld apply 1o such a CTA operation..

i Hl‘){b)’ cxf'titlx ‘i.&‘ pmvidcs that “[4 whe, belrig-d. xmhmm} af the

h m\uoual i

I f}tb\ \vmﬂd
Hings, and the United

sarried

;A‘)

»‘\M}amh %ccmm HW{b} ze%om unly to the p x

}d 10% (11 T4 Uf D

furder,” nad provides tat
lm}urdm o the 1t z. }rﬁ:liho,-ugg:{f . § 1 a)
Sectfon 1112 sinitaily pmvtdmunrm s " angd-slates tf\m

“ i Janslaaghter s the nntawful killing of @ human buug wuhout-x..uxhw v Jd § 1112 Béetien

fted States” has tie meaniog-stited in

- § 1VI9(ny(providmg that antiond] ol the 3
Bz 4h

ratiapiid Mationeliny A, 8. ULSC § -1

,’sea ﬂlw 18 1LS
seotion J03 (I ol the Tanmiy

ropsgCien . b

JA362

‘%z,\mv ) 119 ixbost

(o)1)
{B)3)



Casest: 12-0800, /04«0 MerDGEYMmefisd304 6 Flled?RE0 /Aah ePage 7A5f 23

TORSRCRET

FEES providus erminal penalties (or atempls © cammit murdes
I is therefore clear that section 111900 bars andy “usikawfid kil

for nm'xslam,mu Tk OGS
N ,,6 11.)

"’/‘ml thig eadeuhens defby ] i e ' j g mahcc

aforethoy jedd fer g hasan being
withiout alice "S %(d( ]I- cand
faughitta prov i
oy wnd msnak
{'r’ﬂ 256, inelading the ]kt
refermiwes that unck y.um,l.ax: (m r;:Lrl-a-.Lmt»m in SOME S

Hum 5, 104

PR —

Subsedtion
lha 1 )mev Altoraey
N proseeution-hus boen.

ruvides that

Y Beustun L3 19 isell alse seprésslyiin
TLEOeY ] ) rogurices. thad any proseculion be muhors
Gunerad, or-an A asred, und preciude
praviousty underatien by o-foraign SOUNy mr;m shawe s@ndu(,. :
o jo- peoseanifon shadl be nppro cetion unll 1
Secratiry of State, dersrnines:i :
e coutry- lacks dee ability-le
eeview,™ id (W)

Ty bv thve

mfau;,}uw :
; MK, &_cp; No &

npcH .u.\y 91 l-m. wnwm,rwnm thi
raadice, steikes; stabs, wounds, o
~h<m"mg . Gt mlm jirg swh othier

9”3 ‘M-ndﬁn ‘M (1. (.,.C-‘u 9329, W
comitofi-faw dofintien, wnd 48 simitar
Joiy Comnitee R‘c;mrs’ af 245 eue ol
H‘holu n(,(h (‘ungw,m i 118«1 i

EEi us!nugiugr bwng duf mul .md cl'\sai sk b mngum«: simikr o
of the Steses.’ Foiut Comuitiaee Report ar24. (U)

fiforctiviught s
anothur p;,mm“) "ﬂmi
erimet

n y voumv of thie r('mm un} Fensona

i, cnnw [ pnmx,,nl 'dw pmy,, vt xmp»if_ ﬁ'b) l[ pay wownide

chstoie, «1‘:)mmcn{<r~‘! a5 6. rln'

H)l S

m""

JA363



Casest: 12-0800, /04«0 MerDGEYmefitsd304 6 Flled?RE0 7/ Aah ePag @ BAKR23

sidance g o the e
“unlaiwtul kil n’y:,“ i'n s : ~,uml this.

found {1 thy | R of

states R hmv wwgnwod»;ust.
kllhnp,.., O stufe cour, |
“the word "unlawful’ is o lerm
exeuss or justificaton,” Peopfe
Irulhu u\plmn(d ('m{ the Icu.t(

LS an
: =) ~~~~~ win Hie

unmxumg,,lh_ g
1hm wnnom HY ham

(z;i;.,z\'ﬁn[/kz wyv W:/bm «1’1 U.b ("M‘: squirerment of “udewiul® k lmb‘. in Mame
nusrder st § .kalhn M,

Perking & N yee,
kincky, ('13') Justi -i=ub'zle and { _)-
sivared by justifiedtion e
foderad murder sintules. Sue White, 51
[119] o eriminalive justifiable er ool

w‘:y swedion

)
3

e eddge A dvocotis Gengral uf thi
erson of seund sy sd

«mnv l()‘ld nd U‘H
! wivich mstice: qfurv.mmq,m eithor .

drxc‘rf:mm of any r
eapress ar :rv’x;;ﬂ.imf ™) Firderral quotad

common ke defeos

nudies W infowfil] for e
bemg ‘uider cortain s
eequires tack ol jusudi
. unbaswfid”™ for parposes of ths prov
Usited States

tdy. eypmsly
4 hum;m lmii'n_ g,

j oF.
: nx ey o (V=63 art & I8, comxmm (c)(l) ((.mg)l‘n)sl'v nd\lecl\ (U\

JA364



Casest: 12-0800 /040 MerDGEYmefisd304 6 Flled?RE0 7/ Aah ePage DA 23

Justification i« invoked dre wndey M.mda}m' THY, |
arid. (‘\)mmu.n wicg § 3.03 Coantment |, al 24 L 2
284 DRS00 N8G5 (L08B4), und s there iy |l((lb Cae sy m v']m,h c,oum hnvc amlwc'd llw
seope of lho;usuh sation with vespeet to (fe conduct-of governmen of ficialy, * ¥ Nonetheless,
disvugsions i the Jeading treatises.and in tho Modil Penst Code dunmmu SRR !ﬁ?'l!.)ﬁhf.((;_}‘.

See

ttsa Moc el Pe :-r,i “(:;ic):d:c:
wWhire cow i
r>f a public nl,f)c"r
any other |
Crivtinaf Laws, :
pubilic seevan i the course ol:‘ iy-officiad duim & s
Jaw."). And OLC hag Invoked antlogous Tationales w
irdentled. o purnwldr ceimingl statne 1 prohibit speeilic
government ageney*s.outhorities. ' ('U)

: ng’;‘a petb i by &
 autlicrkaed: ry

‘The public mr(hnrily
Uil pmMnu ns. glat T _ ir al».wohnbxtmm m plau, huundg on
b i Bxecutive, Orthis lepisfature
he eondust fhat the lc;m“ fdure

dusudlearion isell Rothee,in g
govermmental conrluet nr issue
puthlic pubarity justification -
BovOtINeIL Lu m-m;}&, ih (hv 6[)('0] ic.

- ¥ et :%idiﬁ«ﬂ'hy‘tltu:

e cxpus&tv il 5 the

poed Lo invoke the intre penat

gtg: sl hus, dn wTfetr, cheved ouka specilic
. poderatly Forbiddes. Sucha

" The-question. of"
privale puety charged with-a cmm mm;mw ‘hi, a(t.n% ([\m hc tc’ﬁul wpsy mmmnw thm L pu 28
corelarred npon him w-engage i e chullenged canduet, See gonerally United %ates Atttmwya‘ M%mm} uty 9
Criminal Resource Mupual § 2058 (destribing st it e Qi 'cm sueb dcﬁ,nm uf “wve':‘ummzﬂ
author rcy”) \meml (‘omm iwon Reforns of Fed .

Lo nodf gowumc o intglids to ;ks,.myh B p.uhl’is:
'\nd «hc dﬁmw o of h-‘ pilific guthorigr
pEEHiE condudy mmcm!wn by

eV egmrzmon carred putin a

" vuvwwm')’" m r*mumc e Imnugm
“reawsunbie” fashisnd,

_mﬁﬁ'n o o ¥

JA365



CaSe de1D5e00667 9 GN e DIOBHINIS0 93441 6File@ 2317 /R4g Fagect @ 23

(b))
(b))

B

her stuite. " But tie

> sutherity justification

he fitent with respuel to
e by mabilic offichss
: ( Congress-hag eloarty infended m
e atlions a trime .w-l—x-u-\ comritedt who are not
sueh public a uhurﬂy st i ow of

wel] be that Ca g
suthorily, ul leas
dous ot saake that ch‘ tmc.
{federad eriminal iuc X mxlhuwed wmmcl M" puhho mimw
where suih g ity as, fur oomy prtigation of 9 a;mci
},’x:\' Lo w yoliceman mdsuing a. mmmut ar ﬂw drnw, of a fire ongpite rcﬂ,pundzf-ng to an abem™),"

fig pursuant te public
e 1ok, kVCf‘ if th(, .,mmw hv terns.

ldere, i the'e
wahonty ji zhc‘\wm w0 emmmd pr(;
anbawfol use o deadly foroe Vi
the public authority for “public du e ]
force in covered by o more particilar just Teation:
foras by Taw t’ntmu.mc,m) wlu.m Lht. e uJ uuvb fcmw '
faw " ar wh ) Al
§ 303(25(b), o '7_ Seg u(wi ~,:€£tmz§m§m 3, Az, bmm ah’dcﬂ pmc&c,deﬁ m dds:m the Mot
Ponal Codit reeommendation.™ Qther sies, wthoigh net ndopnng,?u. -pruuw formulation,
v enacied-specilic suitines dieal | w nh l e qm.smm uf indsnre justiliod i
uwtg dc x«J}v Ioree, whu fi ’ ) winee of his-officiad
' ms'iry G{lm Slates have - niore
e-where the povarnnwataffices
i;n.,n, m hawever, na fudoral

. 2 See, eqp ,f\‘ardonu W, Um/ea' States, 302 U.8. 379, 384 (HIThdgovermuan whicibpping sas proser ibest
by fodvrad stanne). (UY

B Back potontinily spplicalle stanite nvast lm caefi] -t
THROL 1 this regptste héthier )
" generally, e g Uit
M Op CLLCL Has (Mg
{U)

O aAlR 5 rc:r'tz{i [nvélmd fir i)rmr Trufm.kﬂqg
) M /,cptmarlzw of Newirelivg A b6 lfficial Gomrintent dviividles, B0 O 1, SH 4084,

Y e, wy, Neb: Rove St 4 285308500 Ph. C.5.A. § SORYE; Tex. Vennt Codesiv. 2, § R21¢6). (1)

B Swe. ez, Arbe Rev, Stk § 13-410.0 Matm Rav. Stat. Ann. it 17 § 1020, (8

W See ng . Aln Stat § LIASI-220 NLY. Peank Luse §:35.05( 1%, LaFove. Sobstantive-Crimual Law
§ 10, at 135 0.0 5 usee also Wobtinwon, Crimbial Loaw Dafonser. §14960) 0t 25 (proposing. that the deferse
shonrtd. b wvailable-cnly-if the altor engages lvihw uuthomnd cxmduc 24 10 e GNLCL NBCESSENY 10 proect
ar further the Interest peatecied:or-furthered by it io rensonable e relution tothe
graviry af-te hursis de evils. t 3 Sfurtheved by sugh éxeteise of

autivariiy™);. id §190), arRi-20, (W)

9

TopseCREE

JA366



CaSede105e80067 94 G Vhe DOBHINISHD 9341 6RIe® 23107 /R4 g Pdgedt 2o 23

TORSECRETE B 74

stunte that s anglogeus, and weither seetion 11 ]9 nor any of the incorporated ttle 18 provisions
st l'mg m:(h llw anbwu\n\wv (.Ic,mcnl‘s m thm seotion 1 T 9Eby slfenie, provide any cxpress
cativm (L)

IS nul onty i

partictdar, is.the legislal vomluu undcrlyuu, thm sriminal statate. ‘Here, the statie shou‘ki be
- read o excelude i s prathibliory scope killi mum(*mnpawvd by
Justiffcations, which includg the public auf ;
Congresshad u ¢ ,.\mwm{ammn Nothingfi
FPH 3 af fitde ) wists fhat Gongress:idend
Justification hzo:m- oge that Comprass otherwise ¢
the use of the modifier "wrlned @ sl
substantive scope of section § 1
section 1119 dtself w suggest tlm :
avy uhsb.m) undu (hm {muww
televant i

a:gp in o fie

e Insfmn; y crf suiios l ;I H-.-
tabilished public authorily

um tn have inyporied through
stalifish the
Nwo hlslnr—.y- uf

HAN

, : . lh ngs. L)n Um mmmy the
-cnneting scetion 11 14 Congress wasr-merely closing
inds Of comchiey than tha at issue here, (L)

spiR:

The origii of seetion EL1E9 wasa it l‘;'cmulgd 1h<, “Nrder.of Brited Stares Watiunals
Act of 1955, swhi 'Gmxym\, Hi regponse 1o the
e of ar American i iy ava private sehival there. See 137
Ceng, Ree. 86 ;‘@*”"(}‘))H(shucmx_ | ul S@n, hw’*z&m‘d thy after the mder, another

Al n-cri san m’m.a\cr at th. hL_,’hk_) 0} o 'Wﬂ‘l &hﬂ A ‘U “v ?Wﬂ«l’\} of

£ 1:cmm G{ dwtmymb uvxduw
ymml ﬂic dwuwﬁ m“ mnn{w de

¢ admcm frasaty wuh w;m I\oma th*ﬁ w

FUAY dcm and hwrefare, wader hen-existing law, “the nf»_,mmdwuan

iean alroad

e e regiding irthe: United States. who ba{d] mmﬂuad ajy A
exeeptin Hnited cireunistances, such as u téprovist iaurder or sthemurder of o Fedeial official,”

P

gl pernils porstng who murder Americans
2N, 'tmxmnd LnH ww}d haw- aridcd a mw

1g tiuu “{w mm,r 1 i
side the United $mwz;' tu wx i, (hg
sed as p‘r‘ vided uider seetions tFL, 1TE
Hn 8. 1241, 102dCang. §§-32

mnrlwma ; );mdm[, i nuondud app u,mmn '

Ench statute um\l. be considered on ity own'terns o -duﬂm{m tm fcshevum mnm&:mmé mlmm .Sm'

oYy ppse
sugra woty 13, (U

TOL SECRET) I

JA367



(o))

: pumwl.zrly bt lu,hl--ol s TS ICOrpuyation ol subitanty

i
duthorities.’ ) Wi

CaSe4e1P5ex0067 94 A Nh e DoBhintend 93441 oFile® 23707 /R4 g Pdgedt 299 23

contained 8 sepuraieprovision
bravch with. the necessary aul harity, bt
foraign governmen ¢
‘%676(1991)(41&&11. X ag § 2 Cs
[-wins fneor porutcd into-an. mnmbuss tirac Hill that:]
;msaod l>m lha\ Bill did not become law. (1)

In the H03d Congross, wrevised version of the lhmmund bill wvas included s part-of thy
Violent Crime Control and Law Brdorcement Actof 1994, HLR. 3355 § 60009, 103d Cong.
(1994, The ne ; i ts. Firsy, it
preserfbod ey n weere LLS,
n;u‘i‘ona’h w' i tion m aH mstanc,(,f;

TooplioTe Tisd notiing tr-do
opw‘mn m fesue tere, ndeed, pitior 1o
st fn'mkmgat a wme m ki)l U 8.

mn*m‘im ::u,fz-&ekx-. Sen l:ﬁ
ab‘xo&d‘ x\lh(,rtr ihc 2

P’\ ;1})]1

= The Fimrmng: propma! alsoicantainedt prosodusal-tmil
that Congeess iltinately comerod: inthevdifiodsi 18 U.b G 1T

tow hnsnd wle}y on-tire-nati

H. U S, (, (} 1 U 40 z\pp}y c‘(_ 51 ._-om oriallg): {U)

JA368



CaSe de1D5e00667 9 GN e DIoBHINIS0 93241 6File@ 2317 /R4g Fagect 260 23

’}ifg),-;lﬁi.{s?i*:ﬁ"f‘_"!{;&?:'i‘i ,

pmvmom liw from Wl mdwa(mn:, Wt i -mudu‘i o bm,nrpnﬂ\((, ncog m-*/.m,'(f:ju_: iffeutions wid . -
CXEUSey. (( 3% : : D

Avorgher g :
: R Hm;,\z. 1B U8C 8

a 6 the vy ‘um of logislative e m onlv siee kithy

- traditional Justifications for such dction, At the tii pr@dgu

- and H:l‘l \\m mmmd il was tmdwwwdl!m kn“mg& unc}zﬂ,
antd :

weeordy !h lhc ;mbhc.
tled. There i n indicuti

that, . : =‘b) prtmmbc,s lh ‘_i ' iroad of .S, nationaly by U.5.
GRITAIES v i *wmm'a{u IH"' HiEL? : gl AR publicimthoriny -
iestiliedtion T

pi g umw m .x Un'wd Quum uwcﬂ in dn:-m mruumgmwns (wz D 33&1{{ Wi
u_n.mlummx. thss \\fhue papnr dm*; ho m(dm&s mhm uwm"wmnc;w) nwcslw‘ g_ i’

(W(" )
(E(3)

3\ b. an CRETRY conibalan in
" wehereas, Im gl nmle, il
vs of WL T '

: ﬁbuﬁ( Ml&)l}

\at hc J.v.m_u'g&ﬂf;in_ W ym&’-di‘s u'm'd.ﬁcm;,l \i::(h'x-cu -

adldvesy wheiber odits frraundg mightex ¥, _ wul(? b 1awf’\|l -
‘e ! e w 2y J 11}

STCRETE 12

)

JA369




CaSe4e1P5ex0067 94 A Nh e DoBhintend 93441 oFile® 23707 /R4 g dPlagedi £ 99 23

ORI

uiprisoned 1. Moreover, witiow mmkmg tiepuhlic g
chonethe sde noebun inoan nmunm add"c.“w!g i
e that gonueroed e ae.of poss
llml Shewst Dovwn Clvil divevafi avatvedtin 1 :
St Lervon Cpirden®y (c'wmludmbllm the mrcm
§ 320)(2). which prohibits the willful-destvgtion of & GVl
Pca\'cnmrc,m ondmxl shoutd: pot be vonstrued to-ha
- ,‘ .

IR O[; QT “A Lag, LC)J Cl‘i‘»‘M)
e ACLol 1984, 18 U8

it and otherwise wpplics w U8,
G mmd-s':ia'l-nm st x;cr’lﬁi'n‘ li;f

{b.)k?»)
or Jdader-of ai.
_ GGy Y Jor attempred attacks oo
the _U:x:w’ilye;d 5\‘: s oo belullof sueh firees and who con nteacks. See yupeeat
Suelt an dividual woold:hive c%m,%d incow , hipythe seope of Hh
AUME - Any miliiary operation dgainst such w persoi, Userefore, v e Gt ied out againe
somgene who is within the eore of Individusly agaiost whiais C smp?cm has-avthorized the use-of
tevensary and apprapriste-fotee. (DS

~

Tl sor of
intermtional armed cowfiier™ fl o mc,d cun h\' mxlmu N

F beraed, HGH 7@9/0’2 3y w‘ 4 il

K2 (el Aag:mﬂm C‘uuﬁ il Wl soldics. oy
aet pussanut to gy of wtie

erimmnad-cuipabrli], ooy §
Tiable Tok thayr aiiions * ), L« limrx ( Mm v SH)T'
Vidmiriene w be ¢

v ilegn, bdience-to pn o &u w.‘v;.’aol h: Iugﬂ .dch.me’f) (U).

duzy 'M'wmmr» to- d»« i
1‘34 !93

’ )751(“140 ardx,r wr -k m i
order vay mcu.\! or ghauld he

s Rarown H

16 Supreye Gourt hashwld that the
icking 9. Regrafaled 45 W8, 547,
enen, a-fouatinn U is-Br frass
o it hzuw. aat wffent the-conclusion. Thom
(8 p[zms «md ow,mu».

3 ) . -
# Ihcmtr*s m‘mm—wwmumm! B d:wnﬂm e rciwmx hconusc, 1t

’t'h{»:
app ’ns-m Iw T8 m;ﬂwuw \'“ ot !hr: gmmnmu thm w;-mu mwn{ thi 3
n;u mmms Lix mn 4 m;sz: ey pEw mxunn . QD&T&E\OH m wu;ﬂ}gb :

sen wm! HW
i dutemrdnation

Flere. any:potesthr] upm\(mn woum u(rgm # .sonmr h.uch,r of \\)«deu ‘ordls
suek an-opurtion wonld-b j dﬂ,»m,ag,ul ml m("mu mc-n;l-

thu lmm,d ,‘mmt“s oy pv* M chc S ;,0 {h the prirey ml e, by e
. anner angd

lk QPH QEHY

,tiul\\;ebl}. the Biited -} nmumt zdr()mm

JA370



CaSe de1D5e00667 9 G N e DOBHINIS0 93241 6File@ 2317 /R4g Fagect 266 23

(b)1)
. (b)(3)
TORSHTRITY o %

responsible for suel o strike would likely h‘wwn nblmnurm %
vonehaded that eivilian cosualidng -wm
other resprect vivlats the ki ;
5810011, /m/xfx:mw/wum (j : u
DOD policy that . . . injembors of the DOD Co _ L
armed conflicts, fvwever such-conflicrs are characier : » ilitary Ommmn ".)
Morasver, the Wrpeled rature of Uile soit- it wmﬂd Gomapky
with the priveiple of distinstion. Swe, ¢ 2, Uitited. i .
Ducirine Povumend 219 m 8&(Jum 8, .,(3176 .
that aee inherent w6 wlt brgeting dec :
unnueessary sulforing),, pmpm‘kiummy, BN »d{.\ mmhmx) Firgfier, w)nh, sch ah npuvuon okl
bie condueted withaut warning, it would neLviolite the prahibilions on trt.,w‘hvrx and peilficyse.
whieh wre addréssed 10 condugt involving o breach of colidence bt the s i Sue, g,
Mague Comvention TV, Annex, ar ?v(h) 3(; hm(, it "'3 .~()7( {iJt isspeciiily forbidden @
kitl or wound rrescherously fndivii le-wation oF anny™); of m’m
Praweal Additions) w e -i"uc\ A Qonvcnmms oi‘ l? mmm }‘M‘) ‘(I'Rgiar m-g, 10 lhu
Protgction of Vietus of ' :
ayurig or dapire of an ﬁwuwr\' in an mtenmmn al-arianil : 1
the contidanee of [the] adversaiy. . . with fntent. (o hétray hat-¢ ‘i\_dcﬁm mclud g {mmmw
fesine wo negetine sder 10cs or Aag ol syrrender;: ' saciarion: uod 1eipiing,
nanu;mbmmn statug), ™ o ' i

-

(44

b dighs i all those: cireumstanecs; ity operation againstthe sorcof mmwdtml
hefowg of war apgticable w

deseribod above would eamply- with: mwrnational aw, fnthid
W ubL ‘necessary and

this armed conflicl, and wouldful within Congress™s as 7
approprinte fuee” against al-Claida, Consequontly ‘c,_pmw i
military awthovity in the munner desuribed, sfionld be anderst
of war snd:thus o be engorapaissed by the public authority j

v

(N

Chivery uxe assessment- that Wy unmegmxs }’ILNIH(’M et
would fiudl within the scope of the publie aug

AadeAn s e e i

* f\lttm%h lhc Lindted. Stutes i ot pary-toithe Flst Pmuwol (he i
“we stgport the prnéiple idunl coibita it
pcxﬁdy . Renunrks nf Kfichue).1,. fatheson, Dc,pul)'l.u,‘. y Dcpunmmx of l.m:, 1)1:*‘5uuufm:rm! A neerieon
Redl Crass- Wshington € oltege of hawConforence o huernattonal Fhnnaniterian bave, A Workshapon Custamury
hateenationat Levv-and she FOTT Pentapoli Addittaeral tv thi 1949 Ganove (,wzvemrmw. FAm U L oL &

Pol'y 418, AXT V97, (),

o

QRenCRETE T T |

JA371



&

CaSe 4175639607 94 QNh e DoBENTS0 9341 6File® 23107 /R4 g Pagect € 89 23

difterentzconchigion forg Cla o-hcmuou. A dmcmscd above, such-an operati whd-consist
of an o 5

S

. ; .ﬂper !.\
mm.mml CJ/& nmrnlmn yindder lesc:c1rcnmsunces,

mr&otim,mxd x\.mn e iy R Arnies
vu*vu‘, cmmirm s. Seg & p.of Grbitrdeg
& ¥ 1 ' g .S 0} ; May 28, 20%0)

JA372



CaSe de1D5e00667 9 GN e DOBHINIS0 93241 6File@ 2317 /R4y Fiagect 266 23

‘.U(,h an m mmtmn ‘wuulmn l ! l‘l mu)rpm"nm t
i and ¢igd uol m\}m BU ANy ¢

)muﬁc‘
cxphmedl\
Congress’s :
sowedders oy wd Ot hy pt IVH{L £
profint thie warg

with the bawas of war when pestormadby : »
mndiesge tha € i hosing te £ Jentifiod o
that would pot sipply 10, the armed faraes,

,rs,(mk abros
ings of an enery leatler dy

] Ok acaOnd
Nnv dcwa u

(b)(1)
h3(3)

_ “Fhus, ) gulﬂ s
i section 119 (o far o iviliiary artack ou {ha sort of' individual
i the provigion te prohibit a ek tic same
Te with the l;m w ol wig, caeried aut

Congress wonld not liave Tri
desgribud sbove, relther would it have iatend
warge, v the sae authorized: conflictand in-sind 5.t
by the CIA i acoord with V

b)Y
- {b}3)

capdentJorrepehing o differant conclugion,

v e content of the use of Houdh L T mnd pecasion w-addresy whether
;mnmum eriminid stanites should bc, consirved to-edoinalivg otienedse authorized gevernman
atlivities, motwithsiunding the absenee of smexpress exceplion o that cffber, OLL s vpitions.on

Sty there i

>r_1m ()L(w i

i 7 (,"009), sée stlyo Bakter, S‘w(i’aﬁ 2] “Unprw ged Iwﬁm
Schiiitu, Huownitarian Law and Divact Porvticipation o )
Coi LAeCt L. 541, 523 005 (2008 W. HeyaPurks, Spacial Forces  Wen
: 't L, 483, 51011 a3} (2007, Dobs aurvent M fur My
i view thal the ammnission olan wiprivileged: hdhgm m(hmﬂ muse, umsnmw:. 4 vmmma m‘ mv i rnmmmr

um o& war, Sw Mmmm xor Mllxurv (,cmmﬂwom, P \ wiment, 8 Vel Q03 ¢ed,, Apr 2
yirizek ik Ot veel the reguiranenty of

h “Lvm bk x:om]mf oy nat violute (he

ut;g,"}‘!ﬁ_‘_ﬁ-ril ‘&' iS' "hﬂ' | f. al 139 40 Mis.lmUN

priy |lL ui bdhwunc}'
bty érrvmmsm Yew ofrws™),

)(3)

3 'tmchmcm Fhyat e Ns‘.‘utrﬂ’ll!y

: . ug;cnuos e,
i e muwm (’-\m in thu lmse

g Q:’ misax Feg,
yrels of. general
app -t»ah;.uy tw apply 1o mu sebivities ol gowrmru,m» i it dutivy 2y
afficers of the United Sttes, See Applivation of Mzzrzram;' :lc( 1o Q[i‘“ cml Qaverummu Aptivires, 8 Op LC 38

§ S {1uR4) (1D .

cher, . pE 16
(b‘<1)

JA373



CaSe de1D5e00667 9 GN e DOBHINIS0 9341 6File@ 2317 /R4g Faject 266 23

- apeeifie. inguiry
it poverament.a
Horred by g px l‘vdtu--pm :

: L‘m\t
ni.uutc At fssue (o 2
bu nn)ﬂwhﬂ lfp

: : 8¢ T e &mn .Vtw l'/m(rl Inve.s‘u‘gxman ﬁé
m 2.\4 U[ C L\pldll'lbd that couris have rectig
wlun et agants w-di fd otherwise applicable faw ki x;,- d(.»“(H] tlml Js nwm_su\r\/
W attain. the per r.nr(mhh, |dW (*nfnrc‘ amu’u'ob ' uvc whm the ucl\(m is carriod o >
Fashion,™ 7. at '
umlwcxwu opu

Hs, Jd i )wg ﬁnwn !hv
aotd m_k a1 (i stanidied.
e-(x wcmld

ubc":mm. :bm.. are, wmﬁd N m lll i gy unm’wiul“ MJ..{
nat viedate seetfor 5719,

- '(lbiélf':‘z':)

ma'iwinL it
1F dﬂ)’

Forrengons-axptained
sty lm tmdmmmi ;mbh(v

w{hm‘rt\' fut

10 "ltw ‘xpt.,c.mi mw ﬂmw md (umoml }url&d itesy . .
\mzmmm .mun a k.‘xll Lm{, mw a murdcr m thm c'r'ia«uxmmnw»mﬂw&x\,}.ihxfmulil;xig; e the
imilud “br'pru’c‘nt ;';url'xmcs to

g, n! o
i’u’-ue fals abivcd

ey 1:;:\':(if:c.r that ;zs-;}x'g;thw' stg;gm ;.ign;ciﬁcx:r}}'y
does not profithil,

rg,%m“ﬁh

JA374



CaSe de1D5e00667 9 GNh e DOBHINIS0 93241 6File@ 2317 /R4y Fagect 2 23

TOV SECRET, e
0p s it

The tegistative history of seetion 956(u) farder confirms the conclusion that thal st

should mot bie so (,umlrucd When Liw nmvlsmn WS hm lmroducbd i tlw ‘ak e in 10‘)\ 18
apepsors addrosse:! g
apdy w “duky
Biden it
terrurisug leg
lh.al e [u WIS

‘.b- ;.immlgp
“eombiied b erroeisty”

diibernicty d
devolsd o™ annsp:rc Gy, or wn..lnn ch plu 31 wfmh w!lws‘ Honm
Lhuw -sm-l)h‘hvd ins nlmns‘ H HJL Hhand mm nsu ‘ld,ch

!")%} anr-i weing shat hom{.
4% wnd which £ orbids the: plhas "._,.
varsied an from the Umwd \‘Wifcs‘ c\gmna‘ a k)mw stmb sy 3-\&:{
prohibts onty persens
wot e *;hca'imnw‘s umh,mxkcu hy wvnmmwt oilu,aal&; mhng, 3
theit duties as Binited Suates offie s)‘ 1‘>m..:mr Daeohha w;m%ci thi
he introducsd the rienficsl provision §

montbs bser, See 144 -Conge Bec, L 960 ¢ )995) (sm
the mow suetion 956(x) the Tallovidng vear, us part of the. A
Punatty Act, Pob. L. Ne., 104-132,ti VL § F04(u), 110 Stat.
legishive swory appoarklo cond mthm;, té-poiiradict i
described by Seaators Riden wnd Dasehle, (W) ‘

F ] c\‘p‘é TG e i)c
ch 1 u. Umu.d Raates Iy o pede,
hecendust, and doeg
the. conrse and-seope of
same wndersianding when
Tserr legistation a fow
(Jongw‘xs: enacted

wnsimumn al mmmn()*o(a)

1\‘.&01\31115)})!. sLotion 9‘5(3{&) wmr{d not pmmhu i upemum of the mel (‘mzusw\d hcrn,\

The War Crig
thi Armed Forces:or
Sabsietion 24HE) Jelibesy
i defined ax u grave breach-in:
the VLS. 1 purtyd; (1) that {5 prohihy :
Convemtion of 1907, (1) thatiga ' g,ut\ brcac » nf ( OHEIMON Amc}c 3 of zhc ( 1 nvv:a

Fedepal ot
w:rr ot

18

"OF SBCRIT
e .

JA375



CaSe de1D5e00667 9 ON e DOBHINIS0 9341 6File@ 2317 /R4g Fage 26 23

(b)(1)
3)-

sicsrriu{m HERH m» (. ; oi mezz, J woby {rdpx du(f (, thyér Da
potentidly appticable keve iy thar detling with Comnior Articlo 2
) ,

G '.-hc.:;u-,, m-c» rm! ¥ &;uhsf:czclinn
sfahe Geneva Conventions %

!n ted u"ny w}m!wndum wn:xulmc s “i Jrive breweh™-of
1 mmdoxﬁ" d

nanon Article 3 for purposes
pertitient par as
I.)H(‘ 628 [HDI'L,

“'[»(J.Luu-»-.-u.gx. ¢ ps::mn wno i
persari m\mg o atstive p.x’

Coitma A( jele '
saking o aupive

cuuse,” Sew, vy, Oe ' B
1949, [1955), art. 3013, 6 & ‘> ‘} 3 tﬁi, 2
applicd vith resmest (o pérsons within a : ¥ g
tahgume ol the artich is 06 80, mitade-i prote L pleisuns tcxl i ,r T selive peat in J.)c
hostilines™ in an anned utmlhc! nat of an fueridtiondlchargeier. (L)

Whatever might be the auter bowids
encoinpisy wn individual of the sort conmiderod-
fudfamened lad-afaar pr[m,mto am»eumm; # hcﬂt@, . :
ldi;’&l individuals who appore 6F 4 GrEmy oeg T ;unmmgc uf L,wam«m \ ik

“lukes elews Ui musinbers.o kunh dr:mud fcxrwﬂ {oT bofh 4he s te and fon-stake nmug oA
(33 IR FA cxm:dewd (43 lakm;, nedetive parL in vhe hostifig
cl.i-z»cngztk_(,;! {1e Fig :lhrave;'!‘a‘ i

Inh'nm/lmml

' involves
reieipation iy
i ccmuél to- bc‘

£ !ummn(m fan Laivw ] 8 (.2009}, c[ a(.‘s-( m‘ :
the pregaation. execution, or.command.of: aw, or oya,
hostilities ave asswming & continsosy conshat funieton,
mt.,mhc 8 6 1 pori-slite wied £roun ,sul)}u,( 10 Contingioy

GO F. Supp. 2043, 65 (D.D.C, 2009)-0%he 16! that Y
cown dreiramrs and those pluced hers.de mmlmf g nnl
hostitities® ncuwmnl rmphc Lhw. il

oy ru,n vhership

nel om»;") h( m 6"’ ("("umn’»cm m‘ ', "‘f".‘. A4 LT pack; 4t m)( pm\rxd-

im R c,\mpi. sholg m«r.nm, fi.l_‘(.d, bumivs. a6 nor c.\.p.-!mi»d, ;.t

ngfo‘t:u.cnl knti uu.z
Conunen Artiche 3,
Tera only toring
Returivee to. e *

P et

Y1)
(0)(3) -

JA376



CaSe de1D5e00667 9 ON e DOBHINIS0 9341 6File@ 2317 /R4g Fde 2 Do 23

TORSECRITY,

“invalved {n planning and
o be mkmg, ‘i uetive.part in
eowould nat vioke

I

d(,(wc thh feveldenderof an enemy foroe who s
24 .),g, y for reirorisy as(mck&‘ u\n (m lhtu bnsis
hosiilities™ l\ccordm ¥4 §

A l'l;h-mxg,)-\:‘(ns:-ex';;w’%"ih o
FLI9(h). 9% ( ' Z

-:Ciféé:m- '2

2 babaneing test

bn-Henrdi, a: plurnkity of the. Suprenie €
on the. bandelield in

w amufy:fc (lv\. I‘nﬁh /\mcmdm.

hy wmy, -mg, thc il
: *.t ﬂm Ciovery " and ﬂn,
uld face in prowda wale , Q- (ploradity-
opm'on) (qu@un&. Marhaws v, Eldridge, 42 349, 3351 “nder this balancing fest, at
benst dovoirounrstaioes where e gl [t Combuwity have revd
e Géctuant basis for a kethial od, and Fownd: infinsd
AperItion. fo.capture § uw},umd fndividin! fnstond: ! mnucs m memmt whubu

&hmmad cwmmammw wmﬂd perit.such m

5(2(’ Nmn( §
" balelicld o
delermina !
Covermmrent’s fnter Sts:an lons pi .
truly aiv cnensy combritant, ) . T N

As explained above, such.an operation would be oamus sisst an individual a

decision-maker coulit reasonably devide poses a “contintied” and “Immine un"‘ _ ety
(03(3)
rovgperuT! T 0

JA377



CaSe de1D5e00667 9 GN e DOBHINIS0 9241 6File@ 2317 /R4g FaGe2 260 23

(o)1)
b))
e
(D)1} Al
)3 L i has
") "n;a:c‘ th it _l-mlj-.l}_ﬂ_\_i_t such a
. ;\‘)’tlt'f. H :
lusu e hirfy practics)
% e apea g whikeh tie
¥ Big used,” eilhor
ives of soldivrs),
(b1
(bI3)

Adthoagh i the “gircumstances ol wm'-,,“" a8 'Lhe.. !'i'irmuf
wrtetieous deprivition of o gidzen
>4 i a_z 530 the pltwatisy alsy w_eogniw d U’m[ “Uw re

sy und approprise. inethd :
chersy f‘cu s that e ;mmcw m
at tcmt 'v)mc, a3 hw

Fptarality observed, “the rigk of
CUSs .. 8 very real,”
mxdc cmdm ey ol

"t

e d}mvx u! cmnlm m\d ljlt Wi
lathad Force apinst this covmy.ore
to provide lther froeess wy the LLS. person-be
¢ thvat the Conet ‘u);‘d T he ucutexi Twp.:, ]
ary ihorities i ni : inglo dind < . the stwpe of-that
O FeLessr 11_\, 5§ ; > f . R ()16

s

ﬂ:.eu B mmh e.*.um,ndmc Wl U)w bupmmc t.uurl hw. md( @ hh\u
iy determitied by “-l’mhma[n ] v ruture an(fﬂuallty of (iw ints
Axnendinent interosts. againgt the fnpol
fntrusion.” Tennessee w Gurner, 4717
Seatt v Harvig, 550 L8, 372, 3834
Churt bas n«md 1 "I'W}hr,:)'etz_lf‘; s
Lhrm ol seat il h

e dackividuad s Foueth
nmrrcms dlug,cd 10-J s

Azt
;{’TS N

I EHCEL PO
St GO umr;xxiz.rif!;

| | (b))
b))

JA378




CaSe 4175639607 94 QNh e DoBHINTS0 92:41 6Riled 23407 /R4 g Page? 2 66 23

TORSBCRET, yag

deadly furce may he used i necessary 16 provens ¢
heer given.” fd st 1112,

h)(1)
(b)(3)

snendment “reasonali
of eslablish-t magics
Y5 wgHons conminm
use of lelhal Tores for g % of o
from whal wa
govermrent of ey
tegeted person is:ph -chauxg
continued and dnndaet. trest o £ 8
the wse of tethat forée would not vie
Fourth Amendns i
hiite

ovtance of the governmsitsl
rased on e facts ounilined abisve.

A2

JA379

iy sebiere feasible, soime wariing has

O]
(3



Casest: 12-0800, /04«0 MerD@EYMmefisd308 6 Flled2RE0 7/ Aah ePAge 1 ASf32

Exhibit 4 |
To the Declaration of Colin Wicker

JA380



Casest: 12-0800 /04«0 MerDGEYmefisd308 6 Flled2RE0 7/ Aah ePage RAS32

ace: 13-422  Document: 229 Page: 67 06/23/2014 1254659

97

r’//.ﬂ#;:%ﬁ'&'\ .
ﬁgf&’tz}% U.S. Department of Justice
‘/ \ Office of Legal Counsel
Office of the Assistant Attorney General Washington, D.C, 20530

July 16, 2010
MEMORANDUM FOR THE ATTORNEY GENERAL

Re: Applicability of Federal Criminal Laws and the Constitution fo
Contemplated Lethal Operations Against Shaykh Anwar al-Aulaqi
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IL.

We begin our legal analysis with a consideration of section 1119 of title 18, entitled
“Foreign murder of United States nationals.” Subsection 1119(b) provides that “[a] person who,
being a national of the United States, kills or attempts to kill a national of the United States while
such national is outside the United States but within the jurisdiction of another country shall be
punished as provided under sections 1111, 1112, and 1113.” 18 U.S.C. § 1119(b).% In light of
the nature of the contemplated operations described above, and the fact that their target would be
a “national of the United States” who is outside the United States, we must examine whether
section 1119(b) would prohibit those operations. We first explain, in this part, the scope of
section 1119 and why it must be construed to incorporate the public authority justification, which
can render lethal action carried out by a governmental official lawful in some circumstances. We
next explain in part III-A why that public authority justification would apply to the contemplated
DoD operation. Finally, we explain in part III-B why that justification would apply to the :
contemplated CIA operation. As to each agency, we focus on the particular circumstances in

which it would carry out the operation.

A,

Although section 1119(b) refers only to the “punish[ments]” provided under sections
1111, 1112, and 1113, courts have construed section 1119(b) to incorporate the substantive

elements of those cross-referenced provisions of title 18. See, e.g., United States v. Wharton,
320 F.3d 526, 533 (5th Cir. 2003); United States v. White, 51 F. Supp. 2d 1008, 1013-14 (E.D.
Ca. 1997). Section 1111 of title 18 sets forth criminal penalties for “murder,” and provides that
“Imlurder is the unlawful killing of a human being with malice aforethought.”” Id § 1111(a).
Section 1112 similarly provides criminal sanctions for “manslaughter,” and states that
“[m)anslaughter is the unlawful killing of a human being without maljce.” Id § 1112. Section
1113 provides criminal penalties for “attempts to commit murder or manslaughter.” Jd. § 1113.

It is therefore clear that section 1119(b) bars only “unlawful killings."7

¢ See also 18 U.S.C. § 1119(a) (providing that “national of the United States” has the meaning stated in
section 101(a)(22) of the Immigration and Nationality Act, 8 U.S.C. § 1101(a)(22)).

' 7 Section 1119 itseif also expressly imposes various procedural limitations on prosecution. Subsection
1119(c)(1) requires that any prosecution be authorized in writing by the Attorney General, the Deputy Attorney
General, or an- Assistant Aftorney General, and precludes the approval of such an action “if prosecution has been
previously undertaken by a foreign country for the same conduct,” In addition, subsection 1119(c)(2) provides that

12
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This limitation on section 1119(b)’s scope is significant, as the legislative history to the
underlying offenses that the section incorporates makes clear. The provisions section 1119(b)
incorporates derive from sections 273 and 274 of the Act of March 4, 1909, ch. 321, 35 Stat.
1088, 1143, The 1909 Act codified and amended the penal laws of the United States. Section
273 of the enactment defined murder as “the unlawful killing of a human being with malice
aforethought,” and section 274 defined manslaughter as “the unlawful killing of a human being
without malice.” 35 Stat, 1143.% In 1948, Congress codified the federal murder and
manslaughter provisions at sections 1111 and 1112 of title 18 and retained the definitions of
murder and manslaughter in nearly identical form, see Act of June 25, 1948, ch. 645, 62 Stat.
683, 756, including the references to “unlawful killing” that remain in the statutes today—

references that track similar formulations in some state murder statutes.

“[n}o prosecution shall be approved under this scction unless the Attorney General, in consultation with the
Secretary of State, determines that the conduct took place in a country in which the person is no longer present, and
the country lacks the ability to lawfully secure the person’s return”—a determination that “is not subject to judicial
review,” id,
* A 1908 joint congressional committee report on the Act explained that “{uJnder existing law [i.e., prior to
the 1909 Act], there [had been) no statutory definition of the crimes of murder or manslaughter.” Report by the
Special Joint Comm. on the Revision of the Laws, Revision and Codification of the Laws, Etc,, H.R. Rep. No 2,
60th Cong. 1st Sess., at 12 (Jan. 6, 1908) (“Joint Committee Report”). We note, however, that the 1878 ec}mon of
the Revised Statutes did contain a definition for manslaughter (but not murder): “Every person who, within any of
the places or upon any of the waters [within the exclusive jurisdiction of the United States] unlawfully and willfully,
but without malice, strikes, stabs, wounds, or shoots at, otherwise injures another, of which striking, stabbing,
wounding, shooting, or other injury such other person dies, either on land or sea, within or without the United States,
is guilty of the crime of manslaughter.” Revised Statutes § 5341 (1878 ed.) (quoted in United States v. Alexander,
471 F.2d 923, 944-45 n.54 (D.C. Cir. 1972)). With respect to murder, the 1908 report noted that the Iegis'!ati'on
“enlarges the common-law definition, and is similar in terms to the statutes defining murder in a large majority of
the States.” Joint Committee Report at 24; see also Revision of the Penal Laws: Hearings on 8. 2982 éefore the
Senate as a Whole, 60th Cong., Ist Sess. 1184, 1185 (1908) (statement of Senator Heyburn) (same), With rcspcct 1o
manslaughter, the report stated that “[w]hat is said with respect to [the murder provision] is true as to this section,
manslaughter being defined and classified in language similar to that to be found in the statutes of a large majority

of the States.” Joint Committec Report at 24,

® See, e.g., Cal. Penal Code § 187(a) (West 2009) (“Murder is the unlawful killing of @ human being, or a
fetus, with malice aforcthought.”); Fla, Stat. § 782.04(1)(a) (West 2009) (including “unlawful killing of 2 human
being” as an element of murder); Idaho Code Ann, § 18-4001 (West 2009) (“Murder is the unlawful killing of a
human being™); Nev. Rev. Stat.'Ann. § 200.010 (West 2008) (including “unlawfu! killing of a human being” as an
element of murder); R. I. Gen. Laws § 11-23-1 (West 2008) (“The unlawful killing of & human being with mfxli'cc
aforethought is murder.”); Tenn. Code Ann. § 39-13-201 (West 2009) (“Criminal homicide is the unlawful killing of
another person”). Such statutes, in turn, reflect the view often expressed in the common law of murder that the
crime requires an “unlawful” killing. See, e.g., Edward Coke, The Third Part of the Institutes of Laws of England 47
(London, W. Clarke & Sons 1809) (“Murder is when a man of sound meinory, and of the age of discretion,
unlawfully killeth within any county of the realm any reasonable creature in rerum narura under the king’s peace,
with malice fore-thought, either expressed by the party, or implied by law, so as the party wounded, or hurt, &c. die
of the wound, or hurt, &c. within a year and a day afier the same.”); 4 William Blackstone, Commentaries on the
Laws of England 195 {Oxford 1769) (same); see also A Digest of Opinions of the Judge Advocates General of the
Army 1074 0.3 (1912) (“Murder, at common Jaw, is the unlawful killing by a person of sound memory and '
discretion, of any reasonable creature in being and under the peace of the State, which malice aforethought either

express or implied.”) (internal quotation marks omitted).
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As this legislative history indicates, guidance as to the meaning of what constitutes an
“untawful killing? in sections 1111 and 1112—and thus for purposes of section 1119(b}—can be
found in the historical understandings of murder and manslaughter. That history shows that
states have long recognized justifications and excuses to statutes criminalizing “unlawful”
killings.'® One state court, for example, in construing that state’s murder statute explained that
“the word ‘unlawful’ is a term of art” that “connotes a homicide with the absence of factors of
excuse or justification,” People v. Frye, 10 Cal. Rptr. 2d 217, 221 (Cal. App. 1992). That court
further explained that the factors of excuse or justification in question include those that have
traditionally been recognized, id at 221 n.2. Other authorities support the same conclusion. See,
e.g., Mullaney v, Wilbur, 421 U.S. 684, 685 (1975) (requirement of “unlawful” killing in Maine
murder statute meant that killing was “neither justifiable nor excusable™); ¢f. also Rollin M.
Perkins & Ronald N. Boyce, Criminal Law 56 (3d ed. 1982) (“Innocent homicide is of two
kinds, (1) justifiable and (2) excusable.”).!! Accordingly, section 1119 does not proscribe killings
covered by a justification traditionally recognized, such as under the common law or state and
federal murder statutes, See White, 51 F. Supp. 2d at 1013 (“Congress did not intend [section

1119] to criminalize justifiable or excusable killings.”).

B.

Here, we focus on the potential application of one such recognized justification—the
justification of “public authority”—to the contemplated DoD and CIA operations. Before
examining whether, on these facts, the public authority justification would apply to th'osc
operations, we first explain why section 1119(b) incorporates that particular justification.

The public authority justification, generally understood, is well-accepted, and it is clear it
may be available even in cases where the particular criminal statute at issue does not expressly .

10 The same is true with respect to other statutes, including federal laws, that modify a prohibited act other
than murder or manslaughter with the term “unlawfully.” See, e.g., Territory v. Gonzales, 89 P. 250, 252 (N.M.
Terr. 1907) (construing the term “unlawful” in statute criminalizing assault with a deadly weapon as “clearly
equivalent” to “without excuse or justification”). For example, 18 US.C. § 2339C makes it unlawful, inter alia, to
“untawfully and willfully provide{] or collect(] funds” with the intention that they be used (or knowledge they are to
be used) to carry out an act that is an offense within certain specified treaties, or to engage in certain other terrorist
acts. The legislative history of section 2339C makes clear that “{tjhe term ‘unlawfully’ is intended to embody
common law defenses.” H.R. Rep. No. 107-307, at 12 (2001). Similarly, the Uniform Code of Military Justice
makes it untawful for members of the armed forces to, “without justification or excuse, unlawfully kill[] a human
being” under certain specified circumstances. 10 U.S.C. § 918. Notwithstanding that the statute 'alrcady cxprcss'ly
requires lack of justification or excuse, it is the longstanding view of the armed forces that “[k}illing a human bexpg
is unlawful” for purposes of this provision “when done without justification or excuse.” Manual for Courts-Martial
United States (2008 ed.), at IV-63, art. 118, comment (c)(1) (emphasis added).

14

JA384



Ca&zesﬂe:15-@9@@,794@Me®6®m3m&8956,F]Jé?lZBB’D,?Ha(geH?aae)BZﬂ%Z
Case: 13-422 Document: 229 Page: 71 06/23/2014 1254659 97

refer to a public authority justification.'* Prosccutions where such a “public authority”
justification is invoked are understandably rare, see American Law Institute, Model Penal Code

and Commentaries § 3.03 Comment 1, at 24 (1985); ¢/ ¥ISA Fraud Investigation, 8 Op. O.L.C.
284,285 n.2, 286 (1984), and thus there is little case law in which courts have analyzed the
scope of the justification with respect to the conduct of government officials.”® Nonetheless,
discussions in the leading treatises and in the Model Penal Code demonstrate its legitimacy. See
2 Wayne R. LaFave, Substantive Criminal Law § 10.2(b), at 135 (2d ed. 2003); Perkins &
Boyce, Criminal Law at 1093 (“Deeds which otherwise would be criminal, such as taking or
destroying property, taking hold of a person by force and against his will, placing him in
confinement, or even taking his life, are not crimes if done with proper public authority.”); see
also Model Penal Code § 3.03(1)(a), (d), (e), at 22-23 (proposing codification of justification
where conduct is “required or authorized by,” inter alia, “the law defining the duties or functions
of a public officer . . .”; “the law governing the armed services or the lawful conduct of war™; or
“any other provision of law imposing a public duty”); National Comm’n on Reform of Federal
Criminal Laws, A Proposed New Federal Criminal Code § 602(1) (*Conduct engaged in by a
public servant in the course of his official duties is justified when it is required or authorized by
law.”). And this Office has invoked analogous rationales in several instances in which it has
analyzed whether Congress intended a particular criminal statute to prohibit specific conduct that

otherwise falls within a government agency's authorities.

12 Where a federal criminal statute incorporates the public authority justification, and the government
conduct at issue is within the scope of that justification, there is no need to examine whether the criminal prohibition
has been repealed, impliedly or otherwise, by some other statute that might potentially autherize the governmental

conduct, including by the authorizing statute that might supply the predicate for the assertion of the public authority

justification itself. Rather, in such cases, the criminal prohibition simply does not apply to the particular
ded that prohibition to be qualified by the

governmental conduct at issue in the first instance because Congress intend ]
public authority justification that it incorporates. Conversely, where another statute expressly authorizes the

government 1o engage in the specific conduct in question, then there would be no need to invoke the more gencral
public authority justification doctrine, because in such a case the legislature itself has, in effect, carved out a specific
exception permitting the executive to do what the legislature has otherwise generally forbidden. We do not address

such a circumstance in this opinion.

" The question of a “public authority” justification is much more frequently litigated in cases where a
private party charged with a crime interposes the defense that he relied upon authority that a public official allegedly
conferred upon him 10 engage in the challenged conduct. See generally United States Attorneys’ Manual tit, 9,
Criminal Resource Manual § 2055 (describing and discussing three different such defenses of “governmental
authority™); National Comm’n on Reform of Federal Criminal Laws, A Proposed New Federal Criminal Code
§ 602(2); Mode! Penal Code § 3.03(3)(b); see also Unired States v. Fulcher, 250 F.3d 244, 253 (4th Cir, 2001);
United States v. Rosenthal, 793 F.2d 1214, 1235-36 (11th Cir. 1986); United Stares v. Duggan, 743 F.2d 59, 83-84
(2d Cir. 1984); Fed. R. Crim. P. 12.3 (requiring defendant to notify government if he intends to invoke such a public
authority defense). We do not address such cases in this memorandum, in which our discussion of the “public
authority" justification is limited to the question of whether a particular criminal law applies to specific conduct

undertaken by government agencies pursuant to their authorities,

4
" See, e.g., Memorandum for
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The public authority justification does not excuse all conduct of public officials from all
criminal prohibitions. The legislature may design some criminal prohibitions to place bounds on
the kinds of governmental conduct that can be authorized by the Executive. Or, the legislature
may enact a criminal prohibition in order to delimit the scope of the conduct that the legislature
has otherwise authorized the Executive to undertake pursuant to another statute.’® But the
recognition that a federal criminal statute may incorporate the public authority justification
reflects the fact that it would not make sense to attribute to Congress the intent with respect to
each of its criminal statutes to prohibit all covered activities undertaken by public officials in the
legitimate exercise of their otherwise lawful authorities, even if Congress has clearly intended to
make those same actions a crime when committed by persons who are not acting pursuant to
such public authority. In some instances, therefore, the better view of a criminal prohibition may
well be that Congress meant to distinguish those persons who are acting pursuant to public
authority, at least in some circumstances, from those who are not, even if the statute by terms
does not make that distinction express. Cf, Nardone v. United States, 302 U.S. 379, 384 (1937)
(federal criminal statutes should be construed to exclude authorized conduct of public officers
where such a reading “would work obvious absurdity as, for example, the application of a speed
law to a policeman pursuing a criminal or the driver of a fire engine responding to an alarm™),'¢

Hérc, we consider a federal murder statute, but there is no general bar to applying the
public authority justification to such a criminal prohibition. For example, with respect to
prohibitions on the unlawful use of deadly force, the Model Penal Code recommended that

legislatures should make the public authority (or “public duty™) justification available, though
only where the usc of such force is covered by a more particular justification (such as defense of

others or the use of deadly force by law enforcement), where the use of such force “is otherwise
expressly authorized by law,” or where such force “occurs in the lawful conduct of war.” Model
Penal Code § 3.03(2)(b), at 22; see also id. Comment 3, at 26. Some states praceeded to adopt
the Model Penal Code recommendation.!’ Other states, although not adopting that precise

see also Visa Fraud Investigation, 8 Op. O.L.C. at

287-88 (concluding that civil statute prohibiting issuance of visa to an alien known to be ?neligiblc did not pr(_)hib‘it
State Department from issuing such a visa where “necessary” to facilitate important Immigration and Naturalization

Service undercover operation carried out in a “reasonable™ fashion).

1% See, e.g., Nardone v. United States, 302 U.S. 379, 384 (1937) (government wiretapping was proscribed

by federal statute); :

' In accord with our prior precedents, each potentially applicable statute must be carefully ar‘xd §cparately
examined to discern Congress’s intent in this respect—such as whether it imposes a less qualified limitation than
United States Assistance

section 1119 imposes. See generally, e.g., :
to Countries that Shoot Down Civil Aircraft Involved in Drug Trafficking, 18 Op. O.L.C. 148 (1994); Application of

Neutrality Act to Official Government Activities, 8 Op, O.L.C, 58 (1984).
"7 See, e.g., Neb. Rev. Stat. § 28-1408(2)(b); Pa. C.5.A. § 504(b)(2); Tex. Penal Code tit. 2, § 9.21(c).
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formulation, have enacted specific statutes dealing with the question of when public officials are
justified in using-deadly force, which often prescribe that an officer acting in the performance of
his official duties must reasonably have believed that such force was “necessary.”'® Other states
have more broadly provided that the public authority defense is available where the government
. officer engages in a “reasonable exercise” of his official functions. '® There is, however, no
federal statute that is analogous, and neither section 1119 nor any of the incorporated title 18
provisions setting forth the substantive elements of the section 1119(b) offense, provide any

express guidance as to the existence or scope of this justification.

Against this background, we believe the touchstone for the analysis of whether section

~ 1119 incorporates not only justifications generally, but also the public authority justification in

particular, is the legislative intent underlying this criminal statute. We conclude that the statute
should be read to exclude from its prohibitory scope killings that are encompassed by traditional
justifications, which include the public authority justification. Therc are no indications that
Congress had a contrary intention. Nothing in the text or legislative history of sections 111 1-
1113 of title 18 suggests that Congress intended to exclude the established public authority
justification from those that Congress otherwise must be understood to have imported through
the use of the modifier “unlawful” in those statutes (which, as we explain above, establish the
substantive scope of section 11 19()).*® Nor is there anything in the text or legislative history of
section 1119 itself to suggest that Congress intended to abrogate or otherwise affect the
availability under that statute of this traditional justification for killings. On the contrary, the.
relevant legislative materials indicate that in enacting section 1119 Congress was merely closing
a gap in a field dealing with entirely different kinds of conduct than that at issue here. -

The origin of section 1119 was a bill entitled the “Murder of United States Nationals
Act of 1991,” which Senator Thurmond introduced during the 102d Congress in response to the
murder of an American in South Korea who had been teaching at a private school there. See 137
Cong. Rec. 8675-77 (1991) (statement of Sen, Thurmond), Shortly after the murder, another
American teacher at the school accused a former colleague (who was also a U.S. citizen) of
having committed the murder, and also confessed to helping the former colleague cover up the
crime. The teacher who confessed was convicted in a South Korean court of destroying evidence

and aiding the escape of a criminal suspect, but the individual she accused of murdcr.had
returned to the United States before the confession. Jd. at 8675 The United States did not have

¥ See, c.g, Ariz. Rev. Stat. § 13-410.C; Maine Rev. Stat. Ann. tit. 17, § 102.2.

¥ See, e.g., Ala. Stat. § 13A-3-22; N.Y. Penal Law § 35.05(1); LaFave, Subsiantive Criminal Law
§ 10.2(b), at 135 n.15; see also Robinson, Criminal Law Defenses § 149(a), at 213 (proposing that the defense
should be available only if the actor engages in the authorized conduct “when and to the extent necessary to protect
or further the interest protected or furthered by the grant of authority™ and where it “is reasonable in relation to the
gravity of the harms or evils threatened and the importance of the interests to be furthered by such exercise of
authority™); id. § 149(c), at 218-20.

® In concluding that the use of the term “unlawful” supports the conclugion that section 1119 incorporates
the public authority justification, we do not mean to suggest that the absence of such a term would require a contrary
conclusion regarding the intended application of a criminal statute to otherwise authorized government conduct in
other cases, Each statute must be considered on its own terms to determine the relevant congressional intent. See

supra note 16.
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an extradition treaty with South Korea that would have facilitated prosecution of the alleged
murderer and therefore, under then-existing law, “the Federal Government ha[d] no jurisdiction
to prosecute a person residing in the United States who ha[d] murdered an American abroad
except in limited circumstances, such as a terrorist murder or the murder of a Federal official.”

ld

To close the “loophole under Federal law which permits persons who murder Americans
in certain foreign countries to go punished,” id, the Thurmond bill would have added a new
section to title 18 providing that “[w]hoever kills or attempts to kill a national of the United
States while such national is outside the United States but within the jurisdiction of another
country shall be punished as provided under sections 1111, 1112, and 1113 of this title.” S. 861,
102d Cong. (1991) (incorporated in S. 1241, 102d Cong. §§ 3201-03 (1991)). The proposal also.
contained a separate provision amending the procedures for extradition “to provide the executive
branch with the necessary authority, in the absence of an extradition treaty, to surrender to
foreign governments those who commit violent crimes against U.S. nationals.” 137 Cong. Rec.
8676 (1991) (statement of Sen. Thurmond) (discussing S. 861, 102d Cong., § 3).2! The
Thurmond proposal was incorporated into an omnibus crime bill that both the House and Senate

passed, but that bill did not become law,

In the 103d Congress, a revised version of the Thurmond bill was included as part of the
Violent Crime Control and Law Enforcement Act of 1994. H.R. 3355 § 60009, 103d Cong.
(1994). The new legislation differed from the previous bill in two key respects. First, it
prescribed criminal jurisdiction only where both the perpetrator and the victim were U.S.
nationals, whereas the original Thurmond bill would have extended jurisdiction to all instances
- in which the victim was a U.S. national (based on so-called “passive personality” jurisdiction®?).

Second, the revised legislation did not include the separate provision from the earlier Thurmond
legislation that would have amended the procedures for extradition. Congress enacted the
revised legislation in 1994 as part of Public Law No. 103-322, and it was codified as section
1119 of title 18. See Pub. L. No. 103-322, § 60009, 108 Stat. 1796, 1972 (1994).

Thus, section 1119 was designed to close a jurisdictional loophole—exposed by a murder
that had been committed abroad by a private individual—to ensurc the possibility of prosecuting
U.S. nationals who murdered other U.S. nationals in certain foreign countries that lacked the
ability to lawfully secure the perpetrator’s appearance at trial. This loophole had nothing to do

with the conduct of an authorized military operation by U.S. armed forces or the sort of
CIA counterterrorism operation contemplated here. Indeed, prior to the

enactment of section 1119, the only federal statute expressly making it a crime to kill U.S.
nationals abroad, at least outside the special and maritime jurisdiction of the United States,

Y The Thurmond proposal also contained procedural limitations on prosecution virtually identical to thosé
that Congress ultimately enacted and codified at 18 U.S.C. § 1119(c). See 8. 861, 102d Cong. § 2.

2 Sec Geoffrey R. Watson, The Passive Personality Principle, 28 Tex. In1L.J. 1, 13 (1993); 137 Cong.
Rec. 8677 (1991) (letter for Senator Emest F. Hollings, from Janet G. Mullins, Assistant Secretary, Legislative
Affairs, U.S. State Departunent (Dec. 26, 1989), submitted for the record during floor debate on the Thurmond bill)
(54752 (“The United States has generally taken the position that the excrecise of extraterritorial criminal jurisdiction

based solely on the nationality of the victim interferes unduly with the application of local law by local
authorities.”).
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-

reflected what appears to have been a particular concern with protection of Americans from
terrorist attacks. .See 18 U.S.C. § 2332(a), (d) (criminalizing unlawful killings of U.S. nationals
abroad where the Attorney General or his subordinate certifies that the “offense was intended to
coerce, intimidate, or retaliate against a government or a civilian population™).? It therefore
would be anomalous to now read section 1119's closing of a limited jurisdictional gap as having
been intended to jettison important applications of the established public authority justification,
particularly in light of the statute’s incorporation of substantive offenses codified in statutory
provisions that from all indications were intended to incorporate recognized justifications and

¢cxcuses.

It is true that here the target of the contemplated operations would be a U.S. citizen. But
we do not believe al-Aulaqi’s citizenship provides a basis for concluding that section 1119 would
fail to incorporate the established public authority justification for a killing in this case. As we
have explained, section 1119 incorporates the federal murder and manslaughter statutes, and thus
its prohibition extends only to “unlawful” killings, 18 U.8.C. §§ 1111, 1112, a category that was
intended to include, from all of the evidence of legislative intent we can find, only those killings
that may not be permissible in light of traditional justifications for such action. At the time the
predecessor versions of sections 1111 and 1112 were enacted, it was understood that killings
undertaken in accord with the public authority justification were not “unlawful” because they
were justified. There is no indication that, because section 1119(b) proscribes the unlawful
killing abroad of U.S. nationals by U.S. nationals, it silently incorporated all justifications for

killings except that public authority justification. '
L

Given that section 1119 incorporates the public authority justification, we must next
analyze whether the contemplated DoD) and CIA operations would be encompassed by that
justification. In particular, we must analyze whether that justification would apply even though
the target of the contemplated operations is a United States citizen, We conclude that it would—
a conclusion that depends in part on our determination that each operation would accord with
any potential constitutional protections of the United States citizen in these circumstances (see
infra part VI). In reaching this conclusion, we do not address other cases or circumstances,
involving different facts. Instead, we emphasize the sufficiency of the facts that have been

represented to us here, without determining whether such facts would be necessary to the

conclusion we reach.?

? Courts have interpreted other federal homicide statutes to apply extraterritorially despite the absence of
an express provision for extraterritorial application. See, e.g., 18 U.S.C. § 1114 (criminalizing unlawful killings of
federal officers and employees); United States v. Al Kassar, 582 F. Supp. 2d 488, 497 (S.D.N.Y. 2008) (construing

18 U.8.C. § 1114 to apply extraterritorially).

* In light of our conclusion that section 1119 and the statutes it cross-references incorporate this
justification, and that the operations here would be covered by that justification, we need not and thus do not address

whether other grounds might exist for concluding that the operations would be lawful,
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A.

We begin with the contemplated DoD operation. We need not attempt here to identify
the minimum conditions that might establish a public authority justification for that operation. In
light of the combination of circumstances that we understand would be present, and which we
describe below, we conclude that the justification would be available because the operation
would constitute the “lawful conduct of war"—a well-established variant of the public authority

" justification.?

As one authority has explained by example, “if a soldier intentionally kills an enemy
combatant in time of war and within the rules of warfare, he is not guilty of murder,” whereas,
for example, if that soldier intentionally kills a prisoner of war—a violation of the laws of war—
“then he commits murder.” 2 LaFave, Substantive Criminal Law § 10.2(c), at 136; see also State
v. Gut, 13 Minn. 341, 357 (1868) (“That it is legal to kill an alien enemy in the heat and exercise
- of war, is undeniable; but to kill such an enemy after he laid down his arms, and especially when

he is confined in prison, is murder.”); Perkins & Boyce, Criminal Law at 1093 (“Even in time of
war an alien enemy. may not be killed needlessly after he has been disarmed and securely
imprisoned™).2® Moreover, without invoking the public authority justification by terms, our
Office has relied on the same notion in an opinion addressing the intended scope of a federal
criminal statute that concerned the use of possibly lethal force. See United States Assistance Io
Countries that Shoot Down Civil Aircraft Involved in Drug Trafficking, 18 Op. O.L.C. 148, 164
(1994) (“Shoot Down Opinion™) (concluding that the Aircraft Sabotage Act of 1984, 18 U.s.C.
§ 32(b)(2), which prohibits the willful destruction of & civil aircraft and otherwise appliesto U.S.
government conduct, should not be construed to have “the surprising and almost certainly :

25 See, e.g., 2 Paul H. Robinson, Criminal Law Defenses § 148(a), at 208 (1984) (conduct that would
violate a criminal statute is justified and thus not unlawful “{w]herc the exercise of military authority relies upon the
law governing the armed forces or upoun the conduct of war"); 2 LaFave, Substantive Criminal Law § 10.2(c), at 136
(“another aspect of the public duty defense is where the conduct was required or authorized by ‘the law governing
the armed services or the lawful conduct of war™) (internal citation omitted); Perkins & Boyce, Criminal Law st
1093 (noting that a “typical instance[] in which even the extreme act of taking human life is done by public
authority” involves “the killing of an enemy as an act of war and within the rules of war"); Frye, 10 Cal. Rptr. 2d at
221 n.2 (identifying “homicide done under a valid public authority, such as execution of a death sentence or killing
an enemy in a time of war,” as one example of & justifiable killing that would not be “unlawful” under the California
statute describing murder as an “unlawful” killing); Stare v. Gut, 13 Minn. 341, 357 (1868) (“that it is legal to kill an
alien enemy in the heat and exercise of war, is undeniable”); see also Model Penal Code § 3.03(2)(b) (proposing that
criminal statutcs cxpressly recognize o public authority justification for a killing that “occurs in the Jawful conduct
of war,” notwithstanding the Code recommendation that the use of deadly force generally should be justified only if
expressly prescribed by law); see also id at 25 n.7 (collecting sepresentative statutes reflecting this view enacted
prior to Code’s promulgation); 2 Robinson, Criminal Law Defénses § 148(b), a1 210-11 nn.8-9 (collecting post-

Model Code state statutes expressly recognizing such a defense).

% Cf: Public Committee Against Torture in Israel v. Government of Israel, HCJ 769/02 § 19,46 I.L.M. 375,
382 (Israel Supreme Court sitting as the High Court of Justice, 2006) (“When soldicrs of the Israel Defense Forces
act pursuant to the laws of armed conflict; they are acting ‘by law’, and they have a good justification defense [to
criminal culpability]. Rowever, if they act contrary to the laws of armed conflict they may be, inter alia, criminally
liable for their actions.”); Calley v. Callaway, 519 F.2d 184, 193 (5th Cir. 1975) (“an order to kill unresisting
Vietnamese would be an iliegal order, and . . . if [the defendant) knew the order was illcgal or should have known it

was illegal, obedience to an order was not a legal defense”).
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unintended effect of criminalizing actions by military personnel that are lawful under
international law and the laws of armed conflict”). ‘

In applying this variant of the public authority justification to the contemplated DoD
operation, we note as an initial matter that DoD would undertake the operation pursuant to
Executive war powers that Congress has expressly authorized. See Youngstown Sheet & Tube
Co. v. Sawyer, 343 U.S. 579, 635 (1952) (Jackson, J., concurring) (“When the President acts
pursuant to an express or implied authorization of Congress, his authority is at its maximum, for
it includes all that he possesses in his own right plus all that Congress.can delegate.”). By
authorizing the use of force against “organizations” that planned, authorized, and committed the
September 11th attacks, Congress clearly authorized the President’s use of “necessary and
appropriate” force against al-Qaida forces, because-al-Qaida carried out the Septernber 11th
attacks. See Authorization for Use of Military Force (*AUMF™), Pub. L. No. 107-40, 115 Stat.
224, §2(a) (2001) (providing that the President may “use all necessary and appropriate force
against those nations, organizations, or persons he determines planned, authorized, committed or
aided the terrorist attacks that occurred on September 11, 2001, or harbored such organizations
or persons, in order to prevent any future acts of international terrorism against the United States
by such nations, organizations, or persons,”).?’ And, as we have explained, supra at9, a
decision-maker could reasonably conclude that this leader of AQAP forces is part of al-Qaida
forces. Altermatively, and as we have further explained, supra at 10 n.5, the AUMF applies with
respect to forces “associated with” al-Qaida that are engaged in hostilities against the U.S. or its
coalition partners, and a decision-maker could reasonably conclude that the AQAP forces of
which al-Aulaqi is a leader are “associated with” al Qaida forces for purposes of the AUMF, On
either view, DoD would carry out its contemplated operation against a leader of an organization
that is within the scope of the AUMF, and therefore DoD would in that respect be operating in

accord with a grant of statutory authority.

Based upon the facts represented to us, moreover, the target of the contemplated
operation has engaged in conduct as part of that organization that brings him within the scope of
the AUMF. High-level government officials have concluded, on the basis of al-Aulaqi’s
activities in Yemen, that al-Aulagi is a leader of AQAP whose activities in Yemen pose a
“continued and imminent threat” of violence to United States persons and interests. Indeed, the
facts represented to us indicate that al-Aulaqi has been involved, through his operational and
leadership roles within AQAP, in an abortive attack within the United States and continues to
plot attacks intended to kill Americans from his base of operations in Yemen. The contemplated
DoD operation, therefore, would be carried out against someone who is within the core of
individuals against whom Congress has authorized the use of necessary and appropriate force.?®

7 We emphasize this point not in order to suggest that statutes such as the AUMF have superseded or
implicitly repealed or amended section 1119, but instead as one factor that helps to make pa.niculm'ly clear why the
operation contemplated here would be covered by the public authority justification that section 11 19 (and section

1111) itself incorporates,

B See Hamlily, 616 F. Supp. at 75 (construing AUMEF to reach individuals who “function(] or participate(]
within or under the command structure of [al-Qaida)”); Gherebi v. Obama, 609 F. Supp. 2d 43, 68 (D.D.C. 2009);
see also al-Marri v, Pucciarelli, $34 F.3d 213, 325 (4th Cir. 2008) (en banc) (Wilkinson, J., dissenting in par)

(explaining that the ongoing hostilities against al-Qaida permii the Executive to use necessary and appropriate force
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Al-Aulagi is a United States citizen, however, and so we must also consider whether his
citizenship precludes the AUMF from serving as the source of lawful authority for the
contemplated DoD operation. There is no precedent directly addressing the question in
circumstances such as those present here; but the Supreme Court has recognized that, because
military detention of enemy forces is by ‘universal agreement and practice,’ [an] ‘important
incident[] of war,”™ Hamdi v. Rumsfeld, 542 U.S. 507, 518 (2004) (plurality opinion) (quoting £x
parte Quirin, 317 U.S. 1, 28, 30 (1942)), the AUMF authorized the President to detain a member
of Taliban forces who was captured abroad in an armed conflict against the United States on a

traditional battlefield. See id at $17-19 (plurality opinion).’ In addition, the Court held in

under the AUMF against an “enemy combatant,” a term Judge Wilkinson would have defined as a person who is (1)
“a member of" (2) “an organization or nation against whom Congress has declared war or authorized the use of
military force,” and (3) who “knowingly plans or engages in conduct that harms or aims to harm persons or property
for the purpose of furthering the military goals of the enemy nation or organization”), vacated and remanded sub
riom. al-Marri v. Spagone, 129 S. Ct. 1545 (2009); Government March 13th Guantdnamo Bay Detainee Briefat |
(arguing that AUMF authorizes detention of individuals who were “part of, or substantially supported, Taliban or al-
Qaida forces or associated forces that are engaged in hostilities against the United States or its coalition partners,
including any person who has committed a belligerent act, or has directly supported hostilities, in aid of such enemy

armed forces™).

Several of the Guantinamo habeas petitioners, as well as some commentators, have argued that in a non-
international conflict of this sort, the laws of war and/or the AUMT do not permit the United States to treat persons
who are part of al-Qaida as analogous to members of an enemy’s armed forces in a traditional international armed
conflict, but that the United States instead must treat all such persons as civilians, which (they contend) would
permit targeting those persons only when they are directly parsicipating in hostilities. Cf also al-Marri, 534 F.3d at
237-47 (Motz, J. concurring in the judgment, and writing for four of nine judges) (arguing that the AUMF and the
Constitution, as informed by the laws of war, do not permit military detention of an alien residing in the Uni‘tcd
States whom the government alleged was “closely associated with” al-Qaida, and that such indivi'dua! maust instead
be treated as a civilian, because that person is not affiliated with the military arm of an enemy nation), Phlh? Alston,
Repori of the Special Rapporteur on exirajudicial, summary or arbitrary executions § 58, at 19 (United Nations:
Human Rights Council, Fourteenth Session, Agenda ltem 3, May 28, 2010) (“Report of the Special Rapporteur™)

. (reasoning that because “[u)nder the [international humanitarian law] applicable to non-international armed conflict,
there is no such thing as a ‘combatant'™—i.e., a2 non-state actor entitled to the combatant’s privilege—it follows that
“States are permitted to attack only civilians who "directly participatc in hostilities™). Primarily for the reasons that
Judge Walton comprehensively examined in the Gherebi case, see 609 F. Supp. 2d at 62-69, we do not think this is
the proper understanding of the laws of war in a non-international armed conflict, or of Congress’s authorization
under the AUMF, Cf also International Committee of the Red Cross, [nterpretive Guidance on the Notion of Direct
Participation in Hostilities Under International Humanitarian Law 28, 34 (2009) (even if an individual is otherwise
a “citizen" for purposes of the laws of war, a member of a non-state armed group can be subject to targeting by
virtue of having assumed a “continuous combat function” on behalf of that group); Alston, supra, { 65, at 30-31
(acknowlcdging that under the ICRC view, if armed group members take on a continuous command function, they
can be targeted anywhere and at any time); infra at 37-38 (explaining thal al-Aulaqi is continually and “actively”

participating in hostilitics and thus not protected by Common Article 3 of the Geneva Conventions).

¥ Sec also Al Odahv. Obama, No. 09-5331, 2010 WL 2679752, at *1, and other D.C. Circuit cases cited
therein (D.C. Cir. 2010) (AUMF gives United States the authority 10 detain a person who is “part of al-Qaida or
Taliban forces); Hamlily, 616 F. Supp. 2d at 74 (Bates, J.); Gherebi, 609 F. Supp. 2d at 67 (Walton, J.); Mattan .
Obama, 618 F. Supp. 2d 24, 26 (D.D.C. 2009) (Lamberth, C. 1.); Al Mutairi v. United States, 644 F. Supp. 2d 78, 85
(D.D.C. 2009) (Kollar-Kotelly, J.); Awadv. Obama, 646 F, Supp. 2d 20, 23 (D.D.C. 2009) (Robertson, J.); Ananm v.
Obama, 653 F. Supp. 2d 62, 64 (D.D.C. 2009) (Hogan, 1.); Hatim v. Obama, 677 F. Supp. 2d 1, 7, (D.D.C. 2009)
(Urbina, 1.); Al-Adaki v. Obama, No. 05-280, 2009 WL 2584685 (D.D.C. Aug. 21, 2009) (Kessler, J.), rev'd on

other grounds, No. 09-5333 (D.C. Cir. July 13,2010). ~
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Hamdi that this authorization applied even though the Taliban member in question was a U.S.
citizen. Id. at 519-24; see also Quirin, 317 U.S. at 37-38 (“[c]itizens who associate themselves
with the military arm of the enemy government, and with its aid, guidance and direction enter
[the United States] bent on hostile acts,” may be treated as “enemy belligerents” under the law of
war), Furthermore, lower federal courts have relied upon Hamdi to conclude that the AUMF
authorizes DoD to detain individuals who are part of al-Qaida even if they are apprehended and
transferred to U.S. custody while not on a traditiona! battlefield. See, e.g., Bensayah v. Obama,
No. 08-5537, 2010 WL 2640626, at *1, *5, *8 (D.C. Cir. June 28, 2010) (concluding that the
Department of Defense could detain an individual turned over to the U.S. in Bosnia if it
demonstrates he was part of al-Qaida); Al-4dahi v. Obama, No. 09-5333 (D.C. Cir, July 13,
2010) (DoD has authority under AUMF to detain individual apprehended by Pakistani authorities
in Pakistan and then transferred to U.S.); Anam v. Obama, 2010 WL 58965 (D.D.C. 2010)
(same); Razak Ali v. Obama, 2009 WL 4030864 (D.D.C. 2009) (same); SIiti v. Bush, 592 F.

Supp. 2d 46 (D.D.C. 2008) (same).

In light of these precedents, we believe the AUMFs authority to use lethal force abroad
also may apply in appropriate circumstances to a United States citizen who is part of the forces
of an enemy organization within the scope of the force authorization, The use of lethal force
against such enemy forces, like military detention, is an *“‘important incident of war,”” Hamdl,
542 U.S. at 518 (plurality opinion) (quotation omitted). See, e.g., General Orders No. 100:
Instructions for the Government of Armies of the Untied States in the Field § 15 (Apr. 24, 1863)
(the “Lieber Code™) (“[m]ilitary necessity admits of all direct destruction of life or limb of armed
enemies™); International Committee of the Red Cross, Commentary on the Additional Protocols
of 8 June 1977 to the Geneva Conventions of 12 Aug. 1949 and Relating to the Protection of
Victims of Non-International Armed Conflicts (Additional Protocol II) § 4789 (1987); Yoram
Dinstein, 7he Conduct of Hostilities Under the Law of International Armed Conflict 94 (2004)
(“Conduct of Hostilities”) (“When a person takes up arms or merely dons a uniform as a member
of the armed forces, he automatically exposes himself to enemy attack.”). And thus, just as the
AUMF authorizes the military detention of a U.S. citizen captured abroad who is part of an

armed force within the scope of the AUMF, it also authorizes the use of “necessary and
appropriate” lethal force against a U.S. citizen who has joined such an armed force. Moreover,
as we explain further in Part VI, DoD would conduct the operation in a manner that would not
violate any possible constitutional protections that al-Aulaqi enjoys by reason of his civizenship.
Accordingly, we do not believe al-Aulaqi’s citizenship provides a basis for concluding that he is

immune from a use of force abroad that the AUMF otherwise authorizes.

In determining whether the contemplated DoD operation would constitute the “lawful
conduct of war,” LaFave, Substantive Criminal Law § 10.2(c), at 136, we next consider whether
that operation would comply with the international law rules to which it would be subject—a
question that also bears on whether the operation would be authorized by the AUMF. See
Response for Petition for Rehearing and Rehearing En Banc, 47 Bihani v. Obama, No. 09-5051
at 7 (D.C. Cir.) (May 13, 2010) (AUMF “should be construed, if possible, as consistent with
international law”) (citing Murray v. Schooner Charming Bersy, 6 U.S. (2 Cranch) 64, 118
(1804) (“an act of Congress ought never to be construed to violate the law of nations, if any other
possible construction remains”)); see also . Hoffman-La Roche Ltd. v. Empagran S.4., 542 U.S.
155, 164 (2004) (customary international law is “law that (we must assume) Congress ordinarily
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seeks to follow"). Based on the combination of facts presented to us, we conclude that DoD
would carry out:its operation as part of the non-intemational armed conflict betweeh the United
States and al-Qaida, and thus that on those facts the operation would comply with international
law so long as DoD would conduct it in accord with the applicable laws of war that govern

targeting in such a conflict.

_ In Hamdan v. Rumsfeld, the Supreme Court held that the United States is engaged in a
non-international armed conflict with al-Qaida. 548 U.S. 557, 628-31 (2006). In so holding, the
Court rejected the argument that non-international armed conflicts are limited to civil wars and -
other intemal conflicts between a state and an internal non-state armed group that are confined to
the territory of the state itself; it held instead that a conflict between a transnational non-state
actor and a nation, occurring outside that nation’s territory, is an armed conflict “not of an
international character” (quoting Common Article 3 of the Geneva Conventions) because it is not

a “clash between nations.” Jd at 630.

Here, unlike in Hamdan, the contemplated DoD operation would occur in Yemen, a
Jocation that is far from the most active theater of combat between the United States and al-
Qaida. That does not affect our conclusion, however, that the combination of facts present here
would make the DoD operation in Yemen part of the non-international armed conflict with al-
Qaida.*® To be sure, Hamdan did not directly address the geographic scope of the non-
international armed conflict between the United States and al-Qaida that the Court recognized,
other than to implicitly hold that it extended to Afghanistan, where Hamdan was apprehended.
See 548 U.S. at 566; see also id, at 641-42 (Kennedy, J., concurring in part) (referring to
Common Article 3 as “applicable to our Nation’s armed conflict with al Qaeda in Afghanistan™).
The Court did, however, specifically reject the argument that non-international armed conflicts
are necessarily limited to internal conflicts. The Common Article 3 term “conflict not of an
international character,” the Court explained, bears its “literal meaning’—namely, thatitisa
conflict that “does not involve a clash between nations.” Jd. at 630 (majority opinion). The
Court referenced the statement in the 1949 ICRC Commentary on the Additional Protocols to the
Geneva Conventions that a non-intemational armed conflict “*is distinct from an international
armed conflict because of the legal stalus of the entities opposing each other,” id. at 631
(emphasis added). The Court explained that this interpretation—-that the nature of the conflict
depends at least in part on the status of the parties, rather than simply on the Jocations in which
they fight—in turn accords with the view expressed in the commentaries to the Geneva
Conventions that “the scope of application” of Common Article 3, which establishes basic
protections that govern conflicts not of an international character, “must be as wide as possible.””

]d.:“

*% Our analysis is limited to the circumstances presented here, regarding the contemplated use of lethal
force in Yemen. We do not address issues that a use of force in other locations might present. See also supra note

1,

3 We think it is noteworthy that the AUMF itself does not set forth an express geographic limitation on the
use of force it authorizes, and that nearly a decade after its enactment, none of the three branches of the United
States Government has identified a strict geographical fimit on the permissible scope of the authority the AUMF
confers on the President with respect to this armed conflict. See, e.g., Letter from the President to the Speaker of the
House of Representatives and the President Pro Tempore of the Senate (June 15, 2010) (reporting, “consistent with
... the War Powers Resolution,” that the armed forces, with the assistance of numerous international partners,
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Invoking the principle that for purposes of international law an armed conflict generally
exists only when there is “protracted armed violence between governmental authorities and
anmed groups,” Decision on the Defence Motion for Interlocutory Appeal on Jurisdiction,
Prosecutor v. Tadic, Case No. IT-94-1AR72, § 70 (ICTY App. Chamber Oct. 2, 1995) (“Tadic
Jurisdictional Decision”), some commentators have suggested that the conflict between the
United States and al-Qaida cannot extend to nations outside Afghanistan in which the level of
hostilities is less intense or prolonged than in Afghanistan itself. See, e.g., Mary Ellen
O'Connell, Combatants and the Combat Zone, 43 U. Rich. L. Rev. 845, 857-59 (2009); see also
Philip Alston, Report of the Special Rapporteur on extrajudicial, summary or arbitrary
executions 4 54, at 18 (United Nations Human Rights Council, Fourteenth Session, Agenda Item
3, May 28, 2010) (acknowledging that a non-international armed conflict can be transnational
and “often does” exist “across State borders,” but explaining that the duration and intensity of
attacks in a particular nation is also among the “cumulative factors that must be considered for
the objective existence of an armed conflict”). There is littie judicial or other authoritative .
precedent that speaks directly to the question of the geographic scope of a non-international
armed conflict in which one of the parties is a transnational, non-state actor and where the
principal theater of operations is not within the territory of the nation that is a party to the
conflict. Thus, in considering this issue, we must Jook to principles and statements from
analogous contexts, recognizing that they were articulated without consideration of the particular

factual circumstances of the sort of conflict at issue here.

In looking for such guidance, we have not come across any authority for the proposition
that when one of the parties to an armed conflict plans and exccutes operations from a base in a
new nation, an operation to engage the enemy in that location can never be part of the original
armed conflict—and thus subject to the laws of war governing that conflict—unless and until the
' hostilities become sufficiently intensive and protracted within that new location. That does not
appear to be the rule, or the historical practice, for instance, in a traditional international conflict.
See John R. Stevenson, Legal Adviser, Department of State, United States Military Action in
Cambodia: Questions of International Law (address before the Hammarskjold Forum of the
Association of the Bar of the City of New York, May 28, 1970), in 3 The Vietnam War and
International Law. The Widening Context 23, 28-30 (Richard A, Falk, ed. 1972) (arguing that in
an international armed conflict, if a neutral state has been unable for any reason 10 prevent
violations of its neutrality by the troops of one belligerent using its territory as a base of
operations, the other belligerent has historically been justified in attacking those enemy forces in
that state). Nor do we see any obvious reason why that more categorical, nation-specific rule
should govern in analogous circumstances in this sort of non-international armed conflict.*?

continue to conduct operations “against al-Qa'ida terrorists,” and that the United States has “deployed combat-
equipped forces to a number of locations in the U.S. Central . . . Command area(] of operation in support of those
[overseas counter-terrorist] operations™); Letter for the Speaker of the House of Representatives and the President
Pro Tempore of the Senate, from President Barack Obama (Dec. 16, 2009) (similar); DoD May 18 Memorandum for

OLC, at 2 (explaining that U.S, armed forces have conducted AQAP targets in Yemen since
December 2009, and that DoD has reported such strikes to the appropriate congressional oversight committees).

*2 In the speech cited above, Legal Adviser Stevenson was referring to cuses in which the government of
the nation in question is unable to prevent violations of its neutrality by belligerent roops.
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Rather, we think the determination of whether a particular operation would be part of an ongoing
armed conflict for purposes of international law requires consideration of the particular facts and
circumstances present in each case. Such an inquiry may be particularly appropriate in a conflict
of the sort here, given that the parties to it include transnational non-state organiza;ions that are

dispersed and that thus may have no single site serving as their base of operations. ?

We also find some support for this view in an argument the United States made to the
International Criminal Tribunal for Yugoslavia (ICTY)in 1995. To be sure, the United States
was there confronting a question, and a conflict, quite distinct from those we address here.
Nonetheless, in that case the United States argued that in determining which body of
humanitarian law applies in a particular conflict, “the conflict must be considered as a whole,”
and that “it is artificial and improper to attempt to divide it into isolated segments, either ,
geographically or chronologically, in an attempt to exclude the application of [the relevant]
rules.” Submission of the Government of the United States of America Concemning Certain
Arguments Made by Counsel for the Accused in the Case of The Prosecutor of the Tribunal v.
Dusan Tadic, Case No. IT-94-1AR72 (ICTY App. Chamber) at 27-28 (July 1995) {*U.S. Tadic
Submission”). Likewise, the court in Tadic—although not addressing a conflict that was
transnational in the way the U.S. conflict with al-Qaida is—also concluded that although “the
definition of ‘armed conflict’ varies depending on whether the hostilities are international or
internal . . . the scope of both internal and international armed conflicts exfends beyond the exact
time and place of hostilities.” Tadic Jurisdictional Decision § 67 (emphasis added); see also
International Committee of the Red Cross, International Humanitarian Law and the Challenges
of Contemporary Armed Conflicts 18 (2003) (asserting that in order to assess whether an armed
conflict exists it is necessary to determine “whether the totality of the violence taking place
between states and transnational networks can be deemed to be armed conflict in the legal
sense”). Although the basic approach that the United States proposed in Tadic, and that the
ICTY may be understood to have endorsed, was advanced without the current conflict between
the U.S. and al-Qaida in view, that approach reflected a concern with ensuring that the laws of
war, and the limitations on the use of force they establish, should be given an appropriate
application.” And that same consideration, reflected in Hamdan itself, see supra at 24, suggests

3 The fact that the operation occurs in a new location might alter the way in which the military must apply
the relevant principles of the laws of war—for example, requiring greater care in some locations in order to abide by
the principles of distinction and proportionality that protect civilians from the use of military force. But that

possible distinction should not affect the question of whether the laws of war govern the conflict in that new location

in the first instance

* See also Geoffrey S. Corn & Eric Talbot Jensen, Untying the Gordian Knot: A4 Proposal for Determining
Applicability of the Laws of War to the War on Terror, 81 Temp. L. Rev. 787, 799 (2008) (“If. .. the ultimate
purpose of the drafiers of the Geneva Conventions was to prevent ‘law avoidance’ by developing de facto law
triggers—a purpose consistent with the humanitarian foundation of the treaties—then the myopic focus on the
geographic nature of an armed conflict in the context of transnational counterterrorist combat operations serves to
frustrate that purpose.™); of, also Derek Jinks, September 11 and the Laws of War, 28 Yale ] Int’I L. 1, 40-4] (2003)
(arguing that if Common Article 3 applies to wholly internal conflicts, then it “applies a fortior] to armed conflicts
with international or transnational dimensions,” such as to the United States's armed conflict with al-Qaida).

26

JA396



CaSe de1D5e00667 9 G N e DIOBHINIS0 93451 6File@ 2317 /R4y Fagecf 2 6 32

Case: 13-422 Document: 229 Page: 83  06/23/2014 1254659 97

a further reason for skepticism about an approach that would categorically deny that an operation
is part of an armed conflict absent a specified level and intensity of hostilities in the particular

location where it occurs.

For present purposes, in applying the more context-specific approach to determining
whether an operation would take place within the scope of a particular armed conflict, it is
sufficient that the facts as they have been represented to us here, in combination, support the
judgment that DoD’s operation in Yemen would be conducted as part of the non-international
armed conflict between the United States and al-Qaida. Specifically, DoD proposes to target a
leader of AQAP, an organized enemy force’® that is either a component of al-Qaida or thatis a
co-belligerent of that central party to the conflict and engaged in hostilities against the United
States as part of the same comprehensive armed conflict, in league with the principal enemy. See
supra at 9-10 & n.5. Moreover, DoD would conduct the operation in Yemen, where, according
tothe facts related to us, AQAP has a significant and organized presence, and from which AQAP
is conducting terrorist training in an organized manner and has executed and is planning to
execute attacks against the United States. Finally, the targeted individual himself, on behalf of
that force, is continuously planning attacks from that Yemeni base of operations against the
United States, as the conflict with al-Qaida continues. See supra at 7-9. Taken together, these
facts support the conclusion that the DoD operation would be part of the non-international armed

conflict the Court recognized in Hamdan.?

3.¢f. Prosecutor v. Haradnizaj, No IT-04-84-T 60 (ICTY Trial Chamber I, 2008) (“an armed conﬂi;t can
exist only between parties that are sufficiently organized to confront each other with military means—a condition

that can be evaluated with respect to non-state groups by assessing “several indicative factors, none of whictf are, in
themselves, essential to establish whether the ‘organization’ criterion is fulfilled,” including, among other things, the

existence of a command structure, and disciplinary rules and mechanisms within the group, the ability of the group
to gain access to weapons, other military equipment, recruits and military training, and its ability 1o plan, coordinate,

and carry out military operations).

% We note that the Department of Defense, which has a policy of compliance with the law of war “during
all armed conflicts, however such conflicts are characterized, and in all other military operations,” Chairman of the
Joint Chiefs of Staff, Instruction 5810.01D, Implementation of the DoD Law of War Program §4.a, at 1 (Apr. 30,
2010) (emphasis added), has periodically used force—albeit in contexts different from a conflict such as this—in
situations removed from “active batilefields,” in response to imuminent threats. See, e.g., Nat'l Comm'n on Terrorist
Attacks Upon the United States, The 9/1] Commission Report 116-17 (2004) (describing 1 998 crujse missile attack
on al-Qaida encampments in Afghanistan following al-Qaida bombings of U.S. embassies in East Africa); W, Hays
Parks, Memorandum of Law: Executive Order 12333 and Assassination, Army Lawyer, at 7 (Dep't of Army
Pamphlet 27-50-204) (Dec. 1989) (“Assassination™) at 7 n.8 (noting examples of uses of military force in “[s}elf
defense against a continuing threat,” including “the U.S. Navy air strike against Syrian military objections in
Lebanon on 4 December 1983, following Syrian attacks on U.S. Navy F-14 TARPS flights supporting the
multinational peacekeeping force in Beirut the preceding day,” and “air strikes against terrorist-related targets in
Libya on the evening of 15 April 1986"); see also id at 7 (“A national decision to employ military force in self
defense against a legitimate terrorist or related threat would not be unlike the employment of force in response to a
threat by conventional forces; only the nature of the threat has changed, rather than the international legal right of
self dcfense. The terrorist organizations envisaged s appropriate to necessitate or warrant an armed response by
U.S. forces are well-financed, highly-organized paramilitary structures engaged in the illegal use of force.™); .
Advisory Opinion of 8 July 1996 on the Legality of the Threat or Use of Nuclear Weapons § 42, 1996 1.C.J. 226,
245 (“Nuclear Weapons Advisory Opinion™) (fundamental law-of-war norms are applicable even where military

force might be employed outside the context of an armed conflict, such as when using powerful weapons in an act of
national self-defense); ¢f also 9/11 Commission Report at'116-17 (noting the Clinton Administration position—with
respect to a presidential memorandum authorizing CIA assistance to an operation that could result in the Killing of
Usama Bin Ladin “if the CIA and the tribals judged that capture was not feasible”—that “under the law of armed
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There remains the question whether DoD would conduct its operation in accord with the
rules governing targeting in a non-international armed conflict—namely, international
humanitarian law, commonly known as the laws of war. See Dinstein, Conduct of Hostilities at
17 (international humanitarian law “takes a middle road, allowing belligerent States much
Jeeway (in keeping with the demands of military necessity) and yet circumscribing their freedom
of action (in the name of humanitarianism”).?’ The 1949 Geneva Conventions to which the
United States is a party do not themselves directly impose extensive restrictions on the conduct
of a non-international armed conflict—with the principal exception of Common Article 3, see
Hamdan, 548 U.S. at 630-31. But the norms specifically described in those treaties “are not
exclusive, and the laws and customs of war also impose limitations on the conduct of participants
in non-international armed conflict.” U.S. Tadic Submission at 33 n.53; see also, e.g.,
Convention Respecting the Laws and Customs of War on Land, Oct. 18, 1907, Preamble
(“Hague Convention (IV)™), 36 Stat. 2277, 2280 (in cases “not included” under the treaty, “the
inhabitants and the belligerents remain under the protection and the rule of the principles of the
law of nations, as they result from the usages among civilized peoples, from the laws of

humanity, and the dictates of the public conscience™).

In particular, the “fundamental rules” and “intransgressible principles of international
customary law,” Advisory Opinion of 8 July 1996 on the Legality of the Threat or Use of
Nuclear Weapons § 79, 1996 1.C.J. 226, 257 (“Nuclear Weapons Advisory Opinion™), which
apply to all armed conflicts, include the “four fundamental principles that are inherent to all
targeting decisions”—namely, military necessity, humanity (the avoidance of unnecessary
suffering), proportionality, and distinction. United States Air Force, Targeting, Air Force
Doctrine Document 2-1.9, at 88 (June 8, 2006); see also generally id. at 88-92; Dinstein,
Conduct of Hostilities at 16-20, 115-16, 119-23. Such fundamental rules also include those
listed in the annex to the Fourth Hague Convention, see Nuclear Weapons Advisory Opinion

{ 80, at 258, article 23 of which makes it “especially forbidden” to, inter alia, kill or wqund
treacherously, refuse surrender, declare a denial of quarter, or cause unnecessary suffering, 36
Stat. at 2301-02.

conflict, killing a persan who posed an imminent threat to the United States would be an act of self-defense, not an
assassination”). As we explain below, DoD likewise would conduct the operation contemplated here in accord with

the laws of war and would direct its lethal force against an individual whose activities have been determined to pose

a “continued and imminent threat” to U.S. persons and interests.
240 (explaining that the “test” of what
Jaw, such as under article 6(1) of the

7 ¢f. Nuclear Weapons Advisory Opinfon 725, 1996 1.C.J. at
“the law applicable in armed

constitutes an “arbitrary” taking of life under international human rights
International Covenant of Civil and Political Rights (ICCPR), must be determined by
conflict which is designed to regulate the conduct of hostilities,” and “can only be decided by reference to the law
applicable in armed conflict and not deduced from terms of the Covenant itself’); Written Statement of the
Govemment of the United States of America before the International Court of Justice, Re: Request by the United
Nations General Assembly for an Advisory Opinion on the Legality of the Threat or Use of. Nuclear Weapons at 44
(June 20, 1995) (ICCPR prohibition on arbitrary deprivation of life “was clearly understood by its drafters to
exclude the lawful taking of human life,” including killings “lawfully committed by the military in time of war”);
Dinstein, Conduct of Hostilities at 23 (right to life under human rights law *“does not protect persons from the
ordinary consequences of hostilities™); ¢f also infra Part V1 (explaining that the particular contemplated operations
here would satisfy due process and Fourth Amendment standards because, /nfer alia, capturing al-Aulaqi is currently

s

~ infeasible).
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DoD represents that it would conduct its operation against al-Aulagi in compliance with
these fundamental law-of-war norms. See Chairman of the Joint Chiefs of Staff, Instruction -
5810.01D, Implementation of the DoD Law of War Program § 4.2, at 1 (Apr. 30, 2010) (“Itis
DOD policy that . . . [m]Jembers of the DOD Components comply with the law of war during all
armed conflicts, however such conflicts are characterized, and in all other military operations.”).
In particular, the targeted nature of the operation would help to ensure that it would comply with
the principle of distinction, and DoD has represented to us that it would make every effort to
minimize civilian casualties and that the officer who launches the ordnance would be required to
abort a strike if he or she concludes that civilian casualties will be disproportionate or that such a
strike will in any other respect violate the laws of war, See DoD May 18 Memorandum for OLC,
at 1 (“Any official in the chain of command has the authority and duty to abort” a strike “if he or
she concludes that civilian casualties will be disproportionate or that such a strike will otherwise

violate the laws of war.”).

Moreover, althpugh DoD would specifically target al-Aulagi, and would do so without
advance warning, suchicharacteristics of the contemplated operation would not violate the laws
of war and, in particular, would not cause the operation to violate the prohibitions on treachery
and perfidy—which are addressed to conduct involving a breach of confidence by the assailant.
See, e.g., Hague Convention IV, Annex, art. 23(b), 36 Stat. at 2301-02 (“[I]t is especially
forbidden . . . to kill or wound treacherously individuals belonging to the hostile nation or
army”); cf. also Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating
to the Protection of Victims of International Armed Conflicts, art. 37(1) (prohibiting the killing,
injuring or capture of an adversary in an international armed conflict by resort 10 acts “inviting
the confidence of [the] adversary. . . with intent to betray that confidence,” including feigning a
desire to negotiate under truce or flag of surrender; feigning incapacitation; and feigning
noncombatant status).*® Those prohibitions do not categorically preclude the use of stealth or
surprise, nor forbid military attacks on identified, individual soldiers or officers, see U.S. Army
Field Manual 27-10, § 31 (1956) (article 23(b) of the Annex to the Hague Convention IV does
not “preclude attacks on individual soldiers or officers of the enemy whether in the zone of
hostilities, occupied territory, or else-where™), and we are not aware of any other law-of-war
grounds precluding the use of such tactics. See Dinstein, Conduct of Hostilities at 94-95, 199;
Abraham D. Sofaer, Terrorism, The Law, and the National Defense, 126 Mil. L. Rev. 89, 120-21
(1989).% Relatedly, “there is no prohibition under the laws of war on the use of technologically
advanced weapons systems in armed conflict—such as pilotless aircraft or so-called smart

3% Although the United States is not a party to the First Protocol, the State Department has announced that
“we support the principle that individual combatants not kili, injure, or capture enemy personnel by resort to .
perfidy.” Remarks of Michae!l J, Matheson, Deputy Legal Adviser, Department of State, The Sixth Annual American
Red Cross-Washington College of Law Conference on International Humanitarian Law: A Workshop on Customary
International Law and the 1977 Protocols Additional 1o the 1949 Geneva Conventions, 2 Am. U, J. of In'l L. &

Pol'y 415, 425 (1987). ()

% There is precedent for the United States targeting attacks sgainst particular commanders. See, e.g.,

Patricia Zengel, Assassination and the Law of Armed Conflict, 134 Mil. L. Rev, 123, 136-37 (1991) (describing
American warplanes’ shoot-down during World War II of plane carrying Japanese Admiral Isoroku Yamamoto); see

also Parks, Assassination, Army Lawyer at 5.
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bombs—as long as they are employed in conformity with applicable laws of war.” Koh, The
Obama Administration and International Law. DOD also informs us that if al-Aulagi offers to

surrender; DoD would accept such an offer.*® |

In light of all these circumstances, we believe DoD’s contemplated operation against al-
Aulagi would comply with international law, including the laws of war applicable to this armed
conflict, and would fall within Congress’s authorization to use “necessary and appropriate force”
against al-Qaida. In consequence, the operation should be understood to constitute the lawful
conduct of war and thus to be encompassed by the public authority justification. Accordingly,
the contemplated attack, if conducted by DoD in the manner described, would not result in an

“unlawful” killing and thus would not violate section 1119(b).

B.

We next consider whether the CIA’s contemplated operation against al-Aulagi in Yemen
would be covered by the public authority justification. We conclude that it would be; and thus
that operation, too, would not result in an “unlawful” killing prohibited by section 1119. As with
our analysis of the contemplated DoD operation, we rely on the sufficiency of the particular
factual circumstances of the C1A operation as they have been represented to us, without
determining that the presence of those specific circumstances would be necessary to the

conclusion we reach.

? See Geneva Conventions Common Article 3(1) (prohibiting “violence to life and person, in particular
murder of all kinds,” with respect to persons “taking no active part in the hostilities” in a non-international armed
conflict, “including members of armed forces who have laid down their arms™); see also Hague Convention IV,
Annex, art, 23(c), 37 Stat. at 2301-02 (“it is especially forbidden . . . [t]o kill or wound an enemy who, having laid
down his arms, or having no longer means of defence, has surrendered at discretion™); id. art. 23(d) (forbidding a
declaration that no quarter will be given); 2 William Winthrop, Military Law and Precedents 788 (1920) (“The time
has long passed when ‘no quarter’ was the rule on the battlefield, or when a prisoner could be put to death simply by

virtue of his capture.”).
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We explain in Part VI why the Constitution would impose no bar to the CIA’s
contemplated operation under these circumstances, based on the facts as they have been
represented to us. There thus remains the question whether that operation would violate any

statutory restrictions, which in tum requlres us to consider whether 18 U.S.C. § 1119 would
apply to the contemplated CIA operatlon 2 Based on the combination of circumstances that we

understand would be present, we conclude that the public authority justification that section 1119
incorporates—and that would prevent the contemplated DoD operation from vxolanng section

1119(b}—would also encompass the contemplated CIA-
' op.f:ratlon.43

42 We address potential restrictions ir.;osed by two other criminal laws—18 U.S.C. §§ 956(a) and 2441 —

in Parts IV and V of this opinion.
“ We note, in addition, that the “lawful conduct of war” variant of the public authority justification

although often described with specific reference to operations conducted by the armed forces, is not necessarily
limited to operations by such forces; some descriptions of that variant of the justification, for example, do not imply
such a limitation. See, e.g., Frye, 10 Cal. Rptr. 2d at 221 n.2 (“homicide done under a valid public authority, such as
execution of a death sentence or killing an enemy in a time of war"); Perkins & Boyce, Criminal Law at 1093 (“the

killing of an enemy as an act of war and within the rules of war").
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. Specifically, we understand that the CIA, like DoD, would carry out the attack against an
operational leader of an enemy force, as part of the United States’s ongoing non-international

armed conflict with al-Qaida.

the CIA—
—would condugt the operation in a manner that

accords with the rules of international humanitarian law governing this armed conflict, and in

circumstances
See supra at 10-11.%

44.

If the killing by a member of the armed forces would comply with the law of war and otherwise be lawful,
actions of CIA officials facilitating that killing should also not be unlawful. See, e.g., Shoot Down Opinion at 165 n.
33 (“{O)ne cannot be prosecuted for aiding and abetting the commission of an act that is not itself a crime.") (citing

Shuttlesworth v, City of Birmingham, 373 U.S. 262 (1963)).

Nor would the fact that CIA personne! would be involved in the operation itself cause the operation to
violate the laws of war. It is true that CIA personnel, by virtue of their not being part of the armed forces, would not
enjoy the immunity from prosecution under the domestic law of the countries in which they act for their conduct in
targeting and killing enemy forces in compliance with the laws of war—an immunity that the armed forces enjoy by
virtue of their status. See Report of the Special Rapporteur §71, at 22; see also Dinstein, Conduct of Hostilitles, at
31. Nevertheless, lethal activities conducted in accord with the laws of war, and undertaken in the course of
lawfully authorized hostilities, do not violate the laws gf war by virtuc of the fact that they are carried out in part by
government actors who are not entitled to the combatant's privilege. The contrary view “arises. .. froma
fundamental confusion between acts punishable under international law and acts with respect to which international
law affords no protection.” Richard R. Baxter, So-Called "Unprivileged Belligerency': Spies, Guerillas, and
Saboteurs, 28 Brit, Y.B. Int'l L. 323, 342 (1951) (“the law of nations has not ventured to require of states that they .
. . refrain from the use of secret agents or that these activities upon the part of their military forces or civilian
population be punished™). Accord Yoram Dinstein, The Distinction Between Unlawful Combatants and War
Criminals, in International Law at a Time of Perplexity: Essays in Honour of Shabtai Rosenne 103-16 (Y. Dinstein

ed., 1989);
Statements in the Supreme Court’s

decision in Ex parte Quirin, 317 U.S. 1 (1942), are sometimes cited for the contrary view. See, e.g., id at36n,12
(suggesting that passing through enemy lines in order to commit “any hostile act” while not in uniform “renders the
offender liable to trial for violation of the laws of war™); id, at 31 (enemies who come secretly through the lines for
purposes of waging war by destruction of life or property “without uniform” not only are “generally not to be
¢ntitled to the status of prisoners of war,” but also “to be offenders against the law of war subject to trial and
punishment by military tribunals”™), Because the Court in Quirin focused on conduct taken behind enemy lines, it is
not clear whether the Court in these passages intended to refer only to conduct that would constitute perfidy or
treachery. To the extent the Court meant to suggest more broadly that any hostile acts performed by unprivileged
belligerents are for that reason violations of the laws of war, the authorities the Cowrt cited (the Lieber Code and
Colone} Winthrop's military law treatise) do not provide clear support. See John C. Dehn, The Hamdan Case and

the Application of a Municipal Offense, 7 1. Int’l Crim. J. 63, 73-79 (2009); see also Baxter, So-Called
“Unprivileged Belligerency,” 28 Brit. Y.B. Int'l L. at 339-40; Michael N. Schmitt, Humanitarian Law and Direct

Participation in Hostilities by Private Contractors or Civilian Employees, 5 Chi. J. Int'l L, 511, 521 n.45 (2005); W.
Hays Parks, Special Forces' Wear of Non-Standard Uniforms, 4 Chic. J. Int'l L, 493, 510-11 1.3} (2003). We note
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Nothing in the text or legislative history of section 1119 indicates that Congress intended
to criminalize such an operation. Section 1119 incorporates the traditional public authority ’
justification, and did not impose any special limitation on the scope of that justification. As we
have explained, supra at 17-19, the legislative history of that criminal prohibition revealed
Congress’s intent to close a jurisdictional loophole that would have hindered prosecutions of
murders carried out by private persons abroad. It offers no indication that Congress intended to
prohibit the targeting of an enemy leader during an armed conflict in a manner that would accord

with the laws of war when performed by a duly authorized government agency. Nor does it
indicate that Congress, in closing the identified Joophole, meant to place a limitation on the CIA

that would not apply to DoD.

Thus, we

conclude that just as Congress did not intend section 1119 to bar the particular attack that DoD
contemplates, neither did it intend to prohibit a virtually identical attack on the same target, in
the same authorized conflict and in similar compliance with the laws of war, that the CIA would

carry out in accord with

in this regard that DoD's current Manual for Military Commissions does not endorse the view that the commission
of an unprivileged belligerent act, without more, constitutes a violation of the international law of war, See Manual
for Military Commissions, Part 1V, § 5(13), Comment, at IV-11 (2010 ed., Apr. 27, 2010) (murder or infliction of
serious bodily injury “committed while the accused did not meet the requirements of privileged belligerency” can be
tried by a military commission “even if such conduct does not violate the international law of war™).

*$ As one cxample, the Senate Report pointed to the Department of Justice’s conclusion that the Neatrality
Act, 18 U.S.C. § 960, prohibits conduct by private parties but is not applicable to the CIA and other govemnment
agencies. /d. The Senate Report assumed that the Department's conclusion about the Neutrality Act was premised
on the assertion that in the case of government agencies, there is an “absence of the mens rea necessary to the
offense.” Id. In fact, however, this Office’s conclusion about that Act was not based on questions of mens rea, but

instead on a careful analysis demonstrating that Congress did not intend the Act, despite its words of general
applicability, to apply to the activities of government officials acting within the course and scope of their duties as
officers of the United States. See Application of Neutrality Act to Official Government Activities, 8 Op. O.L.C. 58

(1984),
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See also infra at 38-41 (explaining that the CIA operation under the circumstances
described to us would comply with constitutional due process.and the Fourth Amendment’s

“reasonableness” test for the use of deadly force).

Accordingly, we conclude that, just as the gombination of circumstances ,prcscr'xt here
supports the judgment that the public authority justification would apply to the contemplated
operation by the armed forces, the combination of circumstances also supports the judgment that

the CIA’s operation, too, would be encompassed by that justification. The CIA’s contemplated
“unlawful” killine nnder section 1111 and thus would

operation, therefore, would not result in an
not violate section 1119,

IV.

For similar reasons, we conclude that the contemplated DoD and CIA operations would
not violate another federal criminal statute dealing with “murder” abroad, 18 U.S.C. § 956(a).
That law makes it a crime to conspire within the jurisdiction of the United States “to commit at
any place outside the United States an act that would constitute the offense of murder,
kidnapping, or maiming if committed in the special maritime and territorial jurisdiction of the
United States” if any conspirator acts within the United States to effect any object of the

conspiracy.

O, also VISA Fraud Investigation, 8 Op. O.L.C, at 287 (applying similar analysis in evaluating the effect
of criminal prohibitions on certain otherwise authorized law enforcement operations, and explaining that courts have
recognized it may be lawful for law enforcement agents to disregard otherwise applicable Jaws “when taking action
that is necessary to attain the permissible law enforcement objective, when the action is carried out in a reasonable
fashion™); id. at 288 (concluding that issuance of an otherwise unlawful visa that was necessary for undercover
operation to proceed, and done in circumstances—*for a limited purpose and under close supervision™—that were

“reasonable,” did not violate federal statute),
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Like section 1119(b), section 956(a) incorporates by reference the understanding of
“murder” in section 1111 of title 18. For reasons we explained earlier in this opinion, see supra
at 12-14, section 956(a) thus incorporates the traditional public authority justification that section
1111 recognizes. As we have further explained both the CIA and DoD operations, on the facts
as they have been represented to us, would be covered by that justification. Nor do we believe
that Congress’s reference in section 956(a) to “the special maritime and territorial jurisdiction of
the United States” reflects an intent to transform such a killing into a “murder” in these
circumstances—notwithstanding that our analysis of the applicability of the public authority
justification is limited for present purposes to operations conducted abroad. A contrary
conclusion would require attributing to Congress the surprising intention of criminalizing
through section 956(a) an otherwise lawful killing of an enemy leader that another statute
specifically proMibiting the murder of U.S. nationals abroad does not prohibit. o

The legislative history of section 956(a) further confirms our conclusion that that statute
should not be so construed. When the provision was first introduced in the Senate in 1995, its
sponsors addressed and rejected the notion that the conspiracy prohibited by that section would
apply to “duly authorized” actions undertaken on behalf of the federal government. Senator
Biden introduced the provision at the behest of the President, as part of a larger package of anti-
terrorism legislation. See 141 Cong. Rec, 4491 (1995) (statement of Sen. Biden). He explained
that the provision was designed to “fill[] a void in the law,” because section 956 at the time

prohibited only U.S.-based conspiracies to commit certain property crimes abroad, and did not
address crimes against persons. Id. at 4506. The amendment was designed 1o cover an offense
“committed by terrorists” and was “intended to ensure that the government is able to punish
those persons who use the United States as a base in which to plot such a crime to be carried out
outside the jurisdiction of the United States.” Jd. Notably, the sponsors of the new legislation
deliberately declined to place the new offense either within chapter 19 of title 18, which is
devoted to “Conspiracy,” or within chapter 51, which collects “Homicide” offenses (including
those established in sections 1111, 1112, 1113 and 1119). Instead, as Senator Biden explained,
“[s)ection 956 is contained in chapter 45 of title 18, United States Code, relating to interference
with the foreign relations of the United States,” and thus was intended to “cover[] those
individuals who, without appropriate governmental authorization, engage in prohibited conduct
that is harmful to the foreign relations of the United States.” Id. at 4507. Because, as Senator
Biden explained, the provision was designed, like other provisions of chapter 45, to prevent
private interference with U.S. foreign relations, “[i]t is not intended to apply to duly authorized
actions undertaken on behalf of the United States Government.” /d.; see also 8 Op. O.L.C. 58
(1984) (concluding that section S of the Neutrality Act, 18 U.S.C. § 960, which is also in chapter
45 and which forbids the planning of, or participation in, military or naval expeditions to be
carried on from the United States against a foreign state with which the United States is at peace,
prohibits only persons acting in their private capacity from engaging in such conduct, and does
not proscribe activities undertaken by government officials acting within the course and scope of
their duties as United States officers). Senator Daschle expressed this same understanding when
he introduced the identical provision in a different version of the anti-terrorism legislation a few
months later. See 141 Cong. Rec. 11,960 (1995) (statement of Sen. Daschle). Congress enacted
the new section 956(a) the following year, as part of the Antiterrorism and Effective Death
Penalty Act, Pub. L. No. 104-132, tit, VII, § 704(a), 110 Stat. 1214, 1294-95 (1996). As faras
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we have been able to determine, the legislative history contains nothing to contradict the
construction of.section 956(a) described by Senators Biden and Daschle.

Accordingly, we do not believe seatinn 956(a) would prohibit the contemplated

operations.
V.

We next consider the potential application of the War Crimes Act, 18 U.S.C. § 2441,
which makes it a federal crime for a member of the Armed Forces or a national of the United
States to “commit[] a war crime.” Id. § 2441(a). Subsection 2441(c) defines a “war crime” for
purposes of the statute to mean any conduct (i) that is defined as a grave breach in any of the
Geneva Conventions (or any Geneva protocol to which the U.S. is a party); (ii) that is prohibited
by four specified articles of the Fourth Hague Convention of 1907; (iii) that is a “grave breach”
of Common Article 3 of the Geneva Conventions (as defined elsewhere in section 2441) when
committed “in the context of and in association with an armed conflict not of an international
character”; or (iv) that is a willful killing or infliction of serious injury in violation of the 1996
Protocol on Prohibitions or Restrictions on the Use of Mines, Booby-Traps and Other Devices.
Of these, the only subsectien potentially applicable here is that dealing with Common Article 3

~ of the Geneva Conventiofts:*’

In defining what conduct constitutes a “grave breach” of Common Article 3 for purposes
of the War Crimes Act, subsection 2441(d) includes “murder,” described in pertinent part as
“ItThe act of a person who intentionally kills, or conspires or attempts to kill . . . one or more
persons taking no active part in the hostilities, including those placed out of combat by sickness,
wounds, detention, or any other cause.” 18 U.S.C. § 2441(d)(1)(D). This language derives from
Common Article 3(1) itself, which prohibits certain acts (including murder) against “[plersons .
taking no active part in the hostilities, including members of armed forces who have laid down
their arms and those placed ‘hors de combat’ by sickness, wounds, detention, or any other
cause.” See, e.g., Geneva Convention Relative to the Treatment of Prisoners of War, Aug. 12,
1949, [1955], art. 3(1), 6 U.S.T. 3316, 3318-20. Although Common Article 3 is most commonly
applied with respect to persons within a belligerent party’s control, such as detainees, the
language of the article is not so limited——it protects all “[pJersons takine no active part in the

hostilities” in an armed conflict not of an international character.

Whatever might be the outer bounds of this category of covered persons, we do not think
it could encompass al-Aulaqi. Common Article 3 does not alter the fundamental law-of-war
principle concerning a belligerent party’s right in an armed conflict to target individuals who are
part of an enemy’s armed forces. See supra at 23. The language of Common Article 3 “makes
clear that members of such armed forces [of both the state and non-state parties to the conflict]
.. . are considered as ‘taking no active part in the hostilities’ only once they have disengaged

*" The operations in question here would not involve conduct covered by the Land Mine Protocol. And the
articles of the Geneva Conventions to which the United States is currently a party other than Common Article 3, as
well as the relevant provisions of the Annex to the Fowth Hague Convention, apply by their terms only to armed
conflicts between two or more of the parties to the Conventions. See, e.g., Geneva Convention Relative to the
Treatment of Prisoners of War, Aug. 12, 1949, [1955), art. 2, 6 U.S.T, 3316, 3406.
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from their fighting function (‘have laid down their arms’) or are placed hors de combat; mere
suspension of combat is insufficient.” International Committee of the Red Cross, Jnterpretive
Guidance on the Notion of Direct Participation in Hostilities Under International Humanitarian
Law 28 (2009); ¢f. also id. at 34 (“individuals whose continuous function involves the
preparation, execution, or command of acts or operations amounting to direct participation in
hostilities are assuming a continuous combat function,” in which case they can be deemed to be
members of a non-state armed group subject to continuous targeting); accord Gherebi v. Obama,
609 F. Supp. 2d 43, 65 (D.D.C. 2009) (“‘the fact that ‘members of armed forces who have laid
down their arms and those placed hors de combat’ are not ‘taking [an] active part in the
hostilities’ necessarily implies that ‘members of armed forces’ who have not surrendered or been
incapacitated are ‘taking [an] active part in the hostilities” simply by virtue of their membership
in those armed forces™); id. at 67 (“Common Atticle 3 is not a suicide pact; it does not provide a
free pass for the members of an enemy’s armed forces to go to or fro as they please so long as,
for example, shots are not fired, bombs are not exploded, and places are not hijacked”). Al-
Aulagi, an active, high-level leader of an enemy force who is continually involved in planning
and recruiting for terrorist attacks, can on that basis fairly be said to be taking “an active part in
hostilities.” Accordingly, targeting him in the circumstances posited to us would not violate

Common Article 3 and therefore would not violate the War Crimes Act.

VI

We conclude with a discussion of potential constitutional limitations on the contemplated
operations due to al-Aulaqi’s status as a U.S, citizen, elaborating upon the reasoning in our
earlier memorandum discussing that issue. Although we have explained above why we believe
that neither the DoD or CIA operation would violate sections 1119(b), 956(a) and 2441 of title
18 of the U.S. Code, the fact that al-Aulaqi is a United States citizen could raise distinct
questions under the Constitution. As we explained in our earlier memorandum, Barron
Memorandum at 5-7, we do not believe that al-Aulaqi’s U.S. citizenship imposes constitutional
limitations that would preclude the contemplated lethal action ynder the facts represented to us

by DoD, the CIA and the Intelligence Community.

Because al-Aulagqi is a U.S. citizen, the Fifth Amendment’s Due Process Clause, as well

as the Fourth Amendment, likely protects him in some respects even while he is abroad. See
Reid v, Covert, 354 U.S. 1, 5-6 (1957) (plurality opinion); United States v. Verdugo-Urquidez,
494 1.8. 259, 269-70 (1990); see also In re Terrorist Bombings of U.S. Embassies in East

Africa, 552 F.3d 157, 170 n.7 (2d Cir. 2008).
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In Hamdi, a plurality of the Supreme Court used the Mathews v. Eldridge balancing test
to analyze the Fifth Amendment due process rights of a U.S. citizen captured on the battlefield in
Afghanistan and detained in the United States who wished to challenge the government’s .
assertion that he was a part of enemy forces, explaining that “the process due in any given
instance is determined by weighing ‘the private interest that will be affected by the official
action’ against the Government's asserted interest, ‘including the function involved’ and the
burdens the Government would face in providing greater process.” 542 U.S. at 529 (plurality

opinion) (quoting Mathews v. Eldridge, 424 U.S. 319, 335 (1976)). .

We believe similar reasoning supports the constitutionality of the contemplated
operations here. As explained above, on the facts represented to us, a decision-maker could
reasonably decide that the threat posed by al-Aulaqi’s activities to United States persons is

“continued” and “imminent”
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In addition to the nature of the threat posed by al-Aulagi's activities, both agencies here
have represented that they intend to capture rather than target al-Aulaqi if feasible; yet we also
understand that an operation by either agency to capture al-Aulaqi in Yemen would be infeasible

at this time,

Cf., e.g., Public

Committee Against Torture in Israel v. Government of Israel, HCJ 769/02 § 40, 46 1.L.M. 375,
394 (Israel Supreme Court sitling as the High Court of Justice, 2006) (although arrest,
investigation and trial “might actually be particularly practical under the conditions of belligerent
occupation, in which the army controls the area in which the operation takes place,” such
alternatives “are not means which can always be used,” either because they are impossible or

because they involve a great risk to the lives of soldiers).

Although in the “circumstances of war,” as the Hamdi plurality observed, “the risk of
erroneous deprivation of a citizen’s liberty in the absence of sufficient process . . . is very real,”
542 U.S. at 530, the plurality also recognized that “the realities of combat” render certain uses of
force “necessary and appropriate,” including against U.S. citizens who have become part of

enemy forces—and that “due process analysis need not blink at those realities,” id. at 531.
we conclude that at least where, as here,

the target’s activitics pose a “continued and imminent threat of violence or death” to U.S.
persons, “the highest officers in the Intelligence Community have reviewed the factual basis™ for
the lethal operation, and a capture operation would be infeasible—and where the CIA and DoD

“continue to monitor whether changed circumstances would permit such an alternative,”
see also DoD May 18 Memorandum for OLC at 2—the “realities of

combat” and the weight of the government’s interest in using an authorized means of lethal force

against this enemy are such that the Constitution would not require the government {o provide
further process to the U.S. person before using such force. Cf. Hamdi 542 U.S. at 535 (noting

that Court “accord[s] the greatest respect and consideration to the judgments of military
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authorities in matters relating to the actual prosecution of war, and . . . the scope of that
discretion necessarily is wide™) (plurality opinion), )

Similarly, assuming that the Fourth Amendment provides some protection to a U.S.
person abroad who is part of al-Qaida and that the operations at issue here would result in a

“seizure” within the meaning of that Amendment,
The

Supreme Court has made clear that the constitutionality of a seizure is determined by
“balanc[ing) the nature and quality of the intrusion on the individual’s Fourth Amendment
interests against the importance of the governmental interests alleged to justify the intrusion.”
Tennessee v. Garner, 471 U.S. 1, 8 (1985) (internal quotation marks omitted); accord Scott v.
Harris, 550 U.S. 372, 383 (2007). Even in domestic law enforcement operations, the Court has
noted that “[w]here the officer has probable cause to believe that the suspect poses a threat of
serious physical harm, either to the officer or to others, it is not constitutionally unreasonable to
prevent escape by using deadly force.” Garner, 471 U.S. at 11. Thus, “if the suspect threatens
the officer with a weapon or there is probable cause to believe that he has committed a crime
involving the infliction or threatened infliction of serious physical harm, deadly force may be
used if necessary to prevent escape and if. where feasible, some waming has been given.” Id. at

11-12. :
The Fourth Amendment “reasonableness” test is situation-dependent. Cf. Scott, 550 U.S.

at 382 (Garner “did not establish a magical on/off switch that triggers rigid preconditions
whenever an officer’s actions constitute ‘deadly force’). What would constitute a reasonable
use of lethal force for purposes of domestic law enforcement operations will be very different

‘ from what would be reasonable in a situation like such as that at issue here. In the present
circumstances, as we understand the facts, the U.S. citizen in question has gone overseas and
become part of the forces of an enemy with which the United States is engaged in an armed
conflict; that person is engaged in continual planning and direction of attacks upon U.S. persons
from one of the enemy’s overseas bases of operations; the U.S. government does not know

precisely when such attacks will occur; and a capture operation would be infeasible.
". at least where high-level government officials have determined that a

capture operation overseas is infeasible and that the targeted person is part of a dangerous enemy

force and is engaged in activities that pose a continued and imminent threat to U.S. persons or
the use of lethal force would not violate the Fourth .

interests
and

Amendment.
thus that the intrusion on any Fourth Amendment interests would be outweighed by “the

importance of the governmental interests [that] justify the intrusion,” Garner, 471 U.S. at 8,
based on the facts that have been represented to us.

Please let us know if we can be of further assistance.

David J, %.rro%

Acting Assistant Aft ' General
& A RTRUE COBY

atherine O’Hagan Wolfe, Clerk |
e Q0o e,

i
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WORLD NEWS

U.S. Seeks Cleric Backing Jihad
Preacher Radicalized Activists With Writings, Officials Say.

By KEITH JOHNSON
Updated March 26, 2010 12:01 a.m. ET

WASHINGTON—One of the U.S.'s prime terrorism suspects doesn't carry a rifle or explosives. But U.S.-
born cleric Anwar al Awlaki's prominence as an apologist for jihad—especially in the English-speaking
world—has put him squarely in the cross hairs of the antiterror effort.

Mr. Awlaki, born in New Mexico in 1971 to Yemeni parents and believed to be hiding in Yemen, is the
most prominent of a handful of native-English-speaking preachers, whose calls for jihad, or holy war,
are helping radicalize a new generation through the Internet, counterterrorism investigators say.

He exchanged dozens of emails with Fort Hood shooter
Maj. Nidal Hasan in the months before the November
killing spree at a U.S. Army base. He calls Umar Farouk
Abdulmutallab, the underwear bomber who allegedly tried
to blow up a Detroit-bound airliner on Christmas Day, "my

~ student.” His writings helped to radicalize several
Canadians, at least one of whom went to fight for al Qaeda
in Somalia.

"He's clearly someone that we're looking for," said LeOh

U.S.-born cleric Anwar al Awlaki exchanged emails . . .
with the shooter behind last year's fatal rampage at Panetta, director of the Central Intelligence Agency, in an

Fort Hood in Killeen, Texas. Associated Press . . . . :
interview last week. "There isn't any question that he's one

of the individuals that we're focusing on."

Mr. Panetta cited Mr. Awlaki's role in inspiring past attacks as well as his efforts to "inspire additional
attacks on the United States." '

In a statement disseminated widely on pro-Jinadi Web sites last week, Mr. Awlaki ratcheted up his calls |
for jihad against the West, especially the U.S., and said that thanks in part to the spread of his ideas,
"Jihad is becoming as American as apple pie and as British as afternoon tea."

Mr. Awlaki's importance as an instigator of jihad has increased at the same time that al Qaeda has

become more decentralized. Recent terrorist acts against the U.S. have been attempted or carried out

by individuals with little or no formal connection to al Qaeda's core, some of whom may have become

radicalized by reading English-language ver‘s"wﬁﬂ)lent treatises, such as Mr. Awlaki's "Constants
http://online.wsj.com/articles/SB10001424052748704094104575144122756537604#printM0de 12
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on the Path of Jihad."

U.S. officials aren't making that distinction. "He's considered al Qaeda," a senior intelligence official said,
adding that the U.S. government doesn't let terrorist suspects "self-define.”

- Shortly after the Sept. 11, 2001, attacks on the U.S., a presidential covert action finding signed by
George W. Bush authorized the capturing or killing of al Qaeda operatives, including Americans. At the
“time, Congress authorized the president to use all necessary force against groups or persons linked to
the 9/11 strikes.

An order to kill an American, however, "has to meet legal
thresholds," the official said. He declined to be more
specific. '

Mr. Awlaki burst into the spotlight after the Fort Hood
shootings, when it emerged that he had counseled Maj.
Hasan by email about the immorality of a Muslim serving in
the U.S. Army.

A But Mr. Awlaki's links to radical Islam go further back,
o e K e oory Y 2t & Vgl for according to the 9/11 Commission Report. In the late
: 1990s, while living in California, he was investigated by the
Federal Bureau of Investigation for ties to the Palestinian group Hamas. After 9/11, he was questioned
by the FBI about his relationship with two of the hijackers, whom he met while serving as imam at a
mosque in northern Virginia. ‘

“Mr. Awlaki fled the U.S. for Europe, and eventually settled in Yemen, where he was detained by
authorities in 2006 and questioned by the FBI. He was later released.

"The combination of perfect English, having the proper religious credentials, and being a jihadi theorist
makes him a very significant figure, both in terms of radicalizing people and perhaps even in an
operational context," said Daveed Gartenstein-Ross, director of the Center for Terrorism Research at
the Foundation for the Defense of Democracies in Washington.

In late December, Yemeni forces bombed a rural hideout where Mr. Awlaki and other terrorism targets
were believed to be hiding. Mr. Awlaki was initially thought killed, but he promptly resurfaced on the
Internet, through recorded statements and interviews with Arab media.

—Siobhan Gorman
contributed to this article.

Write to Keith Johnson at keith,iohnson@wsi.com

Copyright 2014 Dow Jones & Company, inc. Ali Rights Reserved
This copy is for your personal, non-commercial use only. Distribution and use of this material are governed by our Subscriber Agreement and by copyright law.
For non-personal use or to order multiple copies, please contact Dow Jones Reprints at 1-800-843-0008 or visit
) www.djreprints.com )
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'This Week' Transcript: Panetta

Jake Tapper Interviews CIA Director Leon Panetta

June 27, 2010 —

ABC News "This Week" Jake Tapper interviews CIA Director Leon Panetta Sunday, June 27, 2010
TAPPER: Good morning and welcome to "This Week." |

This fnorning of this week, exclusive. CIA Director Leon Panetta. His first network news interview.
Top questions on the threats facing the U.S., and whether the CIA is up to the task.

(BEGIN VIDEO CLIP)

PANETTA: And what keeps me awake at night--

(END VIDEO CLIP)

TAPPER: The latest on Al Qaida, the hunt for Osama bin Laden, Iran, North Korea, global hotspots in an
increasingly dangerous world, and the threat of homegrown terrorists. :

(BEGIN VIDEO CLIP)
PANETTA: We are being aggressive at going after this threat.
(END VIDEO CLIP)
‘TAPPER: CIA Director Leon Panetta only on "This Week."
~ Then, the McChrystal mess.
(BEGIN VIDEO CLIP)
PRESIDENT BARACK OBAMA: I welcome debate among my team, but I won't tolerate division.
(END VIDEO CLIP)

TAPPER: The change in command in Afghanistan raises new questions about the president's strategy to
win the war. That and the rest of the week's politics on our roundtable with George Will, author Robin
Wright of the U.S. Institute of Peace, David Sanger of the New York Times, and the Washington Post's
Rajiv Chandrasekaran.

And as always, the Sunday Funnies.

(BEGIN VIDEO CLIP)

http://abcnews.go.com/ThisWeek/week—transcript-panetta/print?id=#Oézab 3 114
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DAVID LETTERMAN, TALK SHOW HOST: It took President Obama 45 minutes to make a decision
to pick a new Afghanistan commander, 45 minutes. It took him six months to pick a dog for the White
House.

(END VIDEO CLIP)

TAPPER: Good morning. When the president takes a look at the world, he's confronted with threats
literally all over the map. In Afghanistan, U.S. and international forces struggle to make headway against
the Taliban. Iran moves ahead with a nuclear program in defiance of international condemnation. North
Korea becomes even more unpredictable as it prepares for a new supreme leader. New terror threats from
Pakistan, Yemen, Somalia. No one knows these threats better than the president's director of the Central
Intelligence Agency, Leon Panetta. He's been in the job for 16 months, and he's here with me this
morning, his first network news interview. Mr. Panetta, welcome.

PANETTA: Nice to be with you, J ake.

TAPPER: Now, this was a momentous week, with President Obama relieving General McChrystal of his

 command. When this was all going down, you were with General Petraeus at a joint CIA-CENTCOM
conference. And I want to ask you about the war in Afghanistan, because this has been the deadliest
month for NATO forces in Afghanistan, the second deadliest for U.S. troops, with 52 at least killed this
month. Are we winning in Afghanistan, and is the Taliban stronger or weaker than when you started on
the job?

PANETTA.: I think the president said it best of all, that this is a very tough fight that we are engaged in.
There are some serious problems here. We're dealing with a tribal society. We're dealing with a country
that has problems with governance, problems with corruption, problems with narcotics trafficking,
problems with a Taliban insurgency. And yet, the fundamental purpose, the mission that the president has
laid out is that we have to go after Al Qaida. We've got to disrupt and dismantle Al Qaida and their
militant allies so they never attack this country again.

Are we making progress? We are making progress. It's harder, it's slower than I think anyone anticipated.
But at the same time, we are seeing increasing violence, particularly in Kandahar and in Helmand
provinces. Is the strategy the right strategy? We think so, because we're looking at about 100,000 troops
being added by the end of August. If you add 50,000 from NATO, you've got 150,000. That's a pretty
significant force, combined with the Afghans. '

But I think the fundamental key, the key to success or failure is whether the Afghans accept
responsibility, are able to deploy an effective army and police force to maintain stability. If they can do
that, then I think we're going to be able to achieve the kind of progress and the kind of stability that the
president is after.

TAPPER: Have you seen any'evidence that they're able to do that?

PANETTA: I think so. I think that what we're seeing even in a place like Marjah, where there's been a lot
of attention -- the fact is that if you look at Marjah on the ground, agriculture, commerce is, you know,
moving back to some degree of normality. The violence is down from a year ago. There is some progress
there.

We're seeing some progress in the fact that there's less deterioration as far as the ability of the Taliban to
maintain control. So we're seeing elements of progress, but this is going to be tough. This is not going to
be easy, and it is going to demand not only the United States military trying to take on, you know, a
difficult Taliban insurgency, but it is going t(&ﬁa‘rﬁeixfghan army and police to be able to accept the

http://abcnews.go.com/ThisWeek/week—transcript—panettalprint?id=1 1025299 214
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responsibility that we pass on to them. That's going to be the key.

TAPPER: It seems as though the Taliban is stronger now than when President Obama took office. Is that
fair to say?

PANETTA: I think the Taliban obviously is engaged in greater violence right now. They're doing more
on IED's. They're going after our troops. There's no question about that. In some ways, they are stronger,
but in some ways, they are weaker as well.

I think the fact that we are disrupting Al Qaida's operations in the tribal areas of the Pakistan, I think the
fact that we are targeting Taliban leadership -- you saw what happened yesterday with one of the leaders
who was dressed as a woman being taken down -- we are engaged in operations with the military that is
going after Taliban leadership. I think all of that has weakened them at the same time.

So in some areas, you know, with regards to some of the directed violence, they seem to be stronger, but
the fact is, we are undermining their leadership, and that I think is moving in the right direction.

TAPPER: How many Al Qaida do you think are in Afghanistan?

PANETTA: I think the estimate on the number of Al Qaida is actually relatively small. I think at most, -
we're looking at maybe 50 to 100, maybe less. It's in that vicinity. There's no question that the main
location of Al Qaida is in tribal areas of Pakistan.

TAPPER: Largely lost in the trash talking in the Rolling Stone magazine were some concerns about the
war. The chief of operations for General McChrystal told the magazine that the end game in Afghanistan
is, quote, "not going to look like a win, smell like a win or taste like a win. This is going to end in an
argument." :

What does winning in Afghanistan look like?

PANETTA: Winning in Afghanistan is having a country that is stable enough to ensure that there is no
safe haven for Al Qaida or for a militant Taliban that welcomes Al Qaida. That's really the measure of
success for the United States. Our purpose, our whole mission there is to make sure that Al Qaida never
finds another safe haven from which to attack this country. That's the fundamental goal of why the
United States is there. And the measure of success for us is do you have an Afghanistan that is stable

~ enough to make sure that never happens.

TAPPER: What's the latest thinking on where Osama bin Laden is, what kind of health he's in and how
much control or contact he has with Al Qaida?

PANETTA: He is, as is obvious, in very déep hiding. He's in an area of the -- the tribal areas in Pakistan
that is very difficult. The terrain is probably the most difficult in the world.

TAPPER: Can you be more specific? Is it in Waziristan or--

PANETTA: All i can tell you is that it's in the tribal areas. That's all we know, that he's located in that
vicinity. The terrain is very difficult. He obviously has tremendous security around him.

But having said that, the more we continue to disrupt Al Qaida's operations, and we are engaged in the
most aggressive operations in the history of the CIA in that part of the world, and the result is that we are
disrupting their leadership. We've taken down more than half of their Taliban leadership, of their Al
Qaida leadership. We just took down number three in their leadership a few weeks ago. We continue to

JA425
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disrupt them. We continue to impact on their command-and-control. We continue to impact on their
ability to plan attacks in this country. If we keep that pressure on, we think ultimately we can flush out
bin Laden and Zawahiri and get after them.

TAPPER: When was the last time we had good intelligence on bin Laden's location?

PANETTA: It's been a while. I think it almost goes back, you know, to the early 2000s, that, you know,
in terms of actually when he was moving from Afghanistan to Pakistan, that we had the last precise
information about where he might be located. Since then, it's been very difficult to get any intelligence on
his exact location.

TAPPER: We're in a new phase now of the war, in which the threat can come from within, the so-called
homegrown terrorists or the lone wolf terrorists. I'm talking about Faisal Shahzad, the would-be Times
Square bomber; Umar Farouk Abdulmutallab, the failed Christmas Day bomber; Lieutenant (sic) Nidal
Hasan, the Fort Hood shooter. What do these incidents and the apparent increased occurrences of these

* types of attacks say about the nature of the threat we face?

PANETTA: I think what's happened is that the more we put pressure on the Al Qaida leadership in the
tribal areas in Pakistan — and I would say that as a result of our operations, that the Taliban leadership is
probably at its weakest point since 9/11 and their escape from Afghanistan into Pakistan. Having said
that, they clearly are continuing to plan, continuing to try to attack this country, and they are using other
ways to do it. v

TAPPER: Al Qaida you're talking about.

PANETTA: That's correct. They are continuing to do that, and they're using other ways to do it, which
are in some ways more difficult to try to track. One is the individual who has no record of terrorism. That
was true for the Detroit bomber in some ways. It was true for others. '

They're using somebody who doesn't have a record in terrorism, it's tougher to track them. If they're
using people who are already here, who are in hiding and suddenly decide to come out and do an attack,
that's another potential threat that they're engaged in. The third is the individual who decides to self-
radicalize. Hasan did that in the Fort Hood shootings. Those are the kinds of threats that we see and we're
getting intelligence that shows that's the kind of stream of threats that we face, much more difficult to
track. At the same time, I think we're doing a good job of moving against those threats. We've stopped
some attacks, we continue to work the intelligence in all of these areas. But that area, those kinds of
threats represent I think the most serious threat to the United States right now.

TAPPER: All three of those individuals were tied in some way to an American cleric who is now
supposedly in Yemen, Anwar al-Awlaki. He has said to be on an assassination list by President Obama.
Is that true and does being an American afford him any protection that any other terrorist might not
enjoy?

PANETTA: Awlaki is a terrorist who has declared war on the United States. Everything he's doing now
is to try to encourage others to attack this country, there's a whole stream of intelligence that goes back to
Awlaki and his continuous urging of others to attack this country in some way. You can track Awlaki to
the Detroit bomber. We can track him to other attacks in this country that have been urged by Awlaki or
that have been influenced by Awlaki. Awlaki is a terrorist and yes, he's a U.S. citizen, but he is first and
foremost a terrorist and we're going to treat him like a terrorist. We don't have an assassination list, but I
can tell you this. We have a terrorist list and he's on it.

TAPPER: "The New York Times" reported tl;"!s Wéei énat Pakistani officials say they can deliver the
A3
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network of Sirajuddin Haqqani, an ally of Al Qaida, who runs a major part of the insurgency into
Afghanistan into a power sharing arrangement. In addition, Afghan officials say the Pakistanis are
pushing various other proxies with Pakistani General Kayani personally offering to broker a deal with the
Taliban leadership. Do you believe Pakistan will be able to push the Haqqani network into peace
negotiations?

PANETTA: You know, I read all the same stories, we get intelligence along those lines, but the bottom
line is that we really have not seen any firm intelligence that there's a real interest among the Taliban, the
militant allies of Al Qaida, Al Qaida itself, the Hagqanis, TTP, other militant groups. We have seen no
evidence that they are truly interested in reconciliation, where they would surrender their arms, where
they would denounce Al Qaida, where they would really try to become part of that society. We've seen
no evidence of that and very frankly, my view is that with regards to reconciliation, unless they're
convinced that the United States is going to win and that they're going to be defeated, I think it's very
difficult to proceed with a reconciliation that's going to be meaningful.

TAPPER: I know you can't discuss certain classified operations or even acknowledge them, but even
since you've been here today, we've heard about another drone strike in Pakistan and there's been much
criticism of the predator drone program, of the CIA, The United Nations official Phil Alston earlier this
month said quote, "In a situation in which there is no disclosure of who has been killed for what reason:
and whether innocent civilians have died, the legal principle of international accountability is by
definition comprehensibly violated." Will you give us your personal assurance that everything the CIA is
doing in Pakistan is compliant with U.S. and international law? |

PANETTA: There is no question that we are abiding by international law and the law of war. Look, the
United States of America on 9/11 was attacked by Al Qaida. They killed 3,000 innocent men and women
in this country. We have a duty, we have a responsibility, to defend this country so that Al Qaida never
conducts that kind of attack again. Does that make some of the Al Qaida and their supporters
uncomfortable? Does it make them angry? Yes, it probably does. But that means that we're doing our job.
We have a responsibility to defend this country and that's what we're doing. And anyone who suggests
that somehow we're employing other tactics here that somehow violate international law are dead wrong.
What we're doing is defending this country. That's what our operations are all about. - :

TAPPER: I'd like to move on to Iran, just because that consumes a lot of your time as director of the
CIA. Do you think these latest sanctions will dissuade the Iranians from trying to enrich uranium?

PANETTA: I think the sanctions will have some impact. You know, the fact that we had Russia and
China agree to that, that there is at least strong international opinion that Iran is on the wrong track, that's
important. Those sanctions will have some impact. The sanctions that were passed by the Congress this
last week will have some additional impact. It could help weaken the regime. It could create some serious
economic problems. Will it deter them from their ambitions with regards to nuclear capability? Probably
not.

TAPPER: The 2007 national intelligence estimate said all of Iran's work on nuclear weapons ended in
2003. You don't still believe that, do you?

PANETTA: I think they continue to develop their know-how. They continue to develop their nuclear
capability.

TAPPER: Including weaponization?

PANETTA: I think they continue to work on designs in that area. There is a continuing debate right now
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as to whether or nor they ought to proceed with the bomb. But they clearly are developing their nuclear
capability, and that raises concerns. It raises concerns about, you know, just exactly what are their
intentions, and where they intend to go. I mean, we think they have enough low-enriched uranium right
now for two weapons. They do have to enrich it, fully, in order to get there. And we would estimate that
if they made that decision, it would probably take a year to get there, probably another year to develop
the kind of weapon delivery system in order to make that viable.

But having said that, you know, the president and the international community has said to Iran, you've
got to wake up, you've got to join the family of nations, you've got to abide by international law. That's in
the best interests of Iran. It's in the best interests of the Iranian people.

TAPPER: The administration has continually said that Iran has run into technical troubles in their nuclear
program. Is that because the Iranians are bad at what they do, or because the U.S. and other countries are
helping them be bad at what they do, by sabotaging in some instances their program?

PANETTA: Well, I can't speak to obviously intelligence operations, and I won't. It's enough to say that -
clearly, they have had problems. There are problems with regards to their ability to develop enrichment,
and 1 think we continue to urge them to engage in peaceful use of nuclear power. If they did that, they
wouldn't have these concerns, they wouldn't have these problems. The international community would be
working with them rather than having them work on their own.

TAPPER: How likely do you think it is that Israel strikes Iran's nuclear facilities within the next two
years? : :

PANETTA: I think, you know, Israel obviously is very concerned, as is the entire world, about what's
happening in Iran. And they in particular because they're in that region in the world, have a particular
concern about their security. At the same time, I think, you know, on an intelligence basis, we continue to
share intelligence as to what exactly is Iran's capacity. I think they feel more strongly that Iran has
already made the decision to proceed with the bomb. But at the same time, I think they know that
sanctions will have an impact, they know that if we continue to push Iran from a diplomatic point of
view, that we can have some impact, and I think they're willing to give us the room to be able to try to
change Iran diplomatically and culturally and politically as opposed to changing them militarily.

TAPPER: There was a big announcement over the weekend. South Korea and the U.S. agreed to delay
the transfer of wartime operational control to Seoul for three years because of the belligerence of North
Korea. Kim Jong-il appears to be setting the stage for succession, including what many experts believe
that torpedo attack in March on a South Korean warship. They believe that this is all setting the stage for
the succession of his son, Kim Jong-un. Is that how you read all this and the sinking of the warship?

PANETTA: There is a lot to be said for that. I think our intelligence shows that at the present time, there
is a process of succession going on. As a matter of fact, I think the--

TAPPER: Was the warship attack part of that?

PANETTA: I think that could have been part of it, in order to establish credibility for his son. That's what
went on when he took power. His son is very young. His son is very untested. His son is loyal to his
father and to North Korea, but his son does not have the kind of credibility with the military, because
nobody really knows what he's going to be like.

So I think, you know, part of the provocations that are going on, part of the skirmishes that are going on
are in part related to trying to establish credibility for the son. And that makes it a dangerous period.
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Will it result in military confrontation? I don't think so. For 40 years, we've been going through these
kinds of provocations and skirmishes with a rogue regime. In the end, they always back away from the
brink and I think they'll do that now.

TAPPER: The CIA recently entered into a new $100 million contract with Blackwater, now called Xe
Services for Security in Afghanistan. Blackwater guards allegedly opened fire in a city square in
Baghdad in 2007, killing 17 unarmed civilians and since then, the firm has been fighting off prosecution
and civil suits. Earlier this year, a federal grant jury indicted five Blackwater officials on 15 counts of
conspiracy weapons and obstruction of justice charges. Here's Congresswoman Jan Schakowsky, a
Democrat from Illinois, who's a member of the House Intelligence Committee.

(BEGIN VIDEO CLIP)

REP. JAN SCHAKOWSKY (D), ILLINOIS: I'm just mystified why any branch of the government
would decide to hire Blackwater, such a repeat offender. We're talking about murder, a company with a
horrible reputation, that really jeopardizes our mission in so many different ways.

(END VIDEO CLIP)
TAPPER: What's your response?

PANETTA: Since I've become director, I've asked us to -- asked our agency to review every contract we
have had with Blackwater and whatever their new name is, Xe now. And to ensure that first and
foremost, that we have no contract in which they are engaged in any CIA operations. We're doing our
own operations. That's important, that we not contract that out to anybody. But at the same time, I have to
tell you that in the war zone, we continue to have needs for security. You've got a lot of forward bases.
We've got a lot of attacks on some of these bases. We've got to have security. Unfortunately, there are a
few companies that provide that kind of security. The State Department relies on them, we rely on them
to a certain extent.

So we bid out some of those contracts. They provided a bid that was underbid everyone else by about

- $26 million. And a panel that we had said that they can do the job, that they have shaped up their act. So
their really was not much choice but to accept that contract. But having said that, I will tell you that I
continue to be very conscious about any of those contracts and we're reviewing all of the bids that we
have with that company.

TAPPER: This month, Attorney General Eric Holder announced that Assistant United States Attorney
John Durham is close to completing a preliminary review of whether or not there's evidence that CIA
agents or contractors violated the law when they used brutal methods, some call it torture, to interrogate
terrorist detainees. Do you oppose this investigation? Are your officers -- your current officers,
concerned about their legal jeopardy in the future under a future administration and what kind of
guarantees can you give them?

PANETTA: Well look, CIA is an agency that has to collect intelligence, do operations. We have to take
risks and it's important that we take risks and that we know that we have the support of the government
and we have the support of the American people in what we're doing. With regards to this investigation, I
know the reasons the attorney general decided to proceed. I didn't agree with them, but he decided to
proceed. We're cooperating with him in that investigation. I've had discussions with the attorney general.
He assures me that this investigation will be expedited and I think in the end, it will turn out to be OK.
What I've told my people is please focus on the mission we have. Let me worry about Washington and
those issues. And I think that's -- they have and I think frankly the morale at the CIA is higher than it's
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ever been.

TAPPER: We only have a few minutes left, but I want to ask, you're now privy to information about
some of the ugliest, toughest tactics carried out by intelligence agencies with the purpose of defending
our nation, stuff that probably as a member of Congress or OMB director of White House chief of staff,
you suspected, but didn't actually know for a fact. How rough is it, and does any of it ever make it
difficult for you to sleep at night or run to do an extra confession?

PANETTA: Well, T didn't realize that I would be making decisions, many decisions about life and death
as T do now. And I don't take those decisions lightly. Those are difficult decisions. But at the same time, I
have to tell you that the most rewarding part of this job -- I mean, we had a tragedy where we lost seven
of our officers and it was tragic. But at the same time, it also provided a great deal of inspiration because
the quality of people that work at the CIA are very dedicated and very committed to trying to help save
this country and protect this country. They're not Republicans, they're not Democrats, they're just good
Americans trying to do their job and that, I think, is the most rewarding part of being director of the CIA.

TAPPER: What's the flip side? Sleepless nights?

PANETTA: The flip side is you have to spend an awful lot of time worried about what the hell is going
to go on our there and that keeps me up at night.

TAPPER: What -- this is my last question for you because we only have about a minute left -- what
terrorist threat are we as a nation not paying enough attention to?

Or forget terrorist threat, what threat are we not paying enough attention to?

PANETTA: I think the one I wdrry about is, again, the proliferation of nuclear weapons and the fact that
one of those weapons could fall into the hands of a terrorist. I think that's one concern. And there is a lot
of the stuff out there, and you worry about just exactly where it's located and who's getting their hands on
it. ‘ '

The other is the whole area of cyber security. We are now in a world in which cyber warfare is very real.
Tt could threaten our grid system. It could threaten our financial system. It could paralyze this country,
and I think that's an area we have to pay a lot more attention to.

TAPPER: All right, Director Leon Panetté, thank you so much for coming here today. Really appfeciate
it,

TAPPER: Scenes from the.McChrystal mess, one of mvany topic's for our roundtable with Geofge Wiﬂ;
from The Washington Post Rajiv Chandrasekaran; from the New York Times, David Sanger, and from
the U.S. Institute of Peace, Robin Wright.

Thanks so much for joining us.

Normally, I would just go into the McChrystal thing, but Panetta does so few interviews, I do want to go
around and just get your take on what you found most interesting.

George, I'll start with you.

WILL: Well, four things. First of all, he repeated the fact that we are in Afghanistan to prevent it from
becoming a sovereignty vacuum into which Al Qaida could flow. He said there may be as few as 50 Al
Qaida there now, which means we're there to prevent Afghanistan from becoming Yemen and Somalia,
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which raises the question of what we'll do about them.

Second, the president said our job, on December 1st, is to break the momentum of the Taliban. And Mr.
Panetta did not really say we'd done that.

Third, the point of bfeaking the momentum of the Taliban was to encourage reconciliation so we can get
out on -- begin to get out in July 2011. And Mr. Panetta did not suggest there was much evidence of
reconciliation, which brings us to the...

TAPPER: Quite the opposite, actually.

WILL: Right, which bringé us to the fourth consideration. The argument since the McChrystal debacle is
the meaning of the July 2011 deadline. And it evidently has not much meaning. ‘ '

TAPPER: Rajiv?

CHANDRASEKARAN: That point on reconciliation was a fundamental admission. Reconciliation is a
key tenet of the Obama administration's Afghanistan strategy: apply pressure so you'll get those guys to
the negotiating table; come up with a deal. We've been pushing the Karzai government for a big peace
jirga. Moving forward on that front, Director Panetta sees no sign that any of those key insurgent groups
are really ready to come to the table, negotiate meaningfully. That's a big red flag here. '

TAPPER: David; you, like everyone else here, knows a lot of stuff about a lot of stuff. But you're,
maybe, most expert on Iran. Did he say anything about Iran you thought was interesting?

SANGER: You know, Jake, I saw three things, I thought that he said that was notable. The first was that
he believed that the Iranians are still working on the designs for nuclear weapons. Now, that is clearly in
contravention to what was in the 2007 NIE, which was the last national intelligence estimate that was put
together in the Bush administration.

He said -- he was more specific on the timeline. He said it would take them a year to enrich what they
currently had in the way of nuclear fuel into bomb fuel and then another year to turn it into a weapon. So
that gives you a pretty good sense where the U.S. believes, you know, is the outline of how far they could
let the Iranians go.

And, finally, he said that there was a division with the Israelis on the question of whether the Iranians
have determined that they should go ahead with a weapons program with the U.S. believing that there's
been no decision made and the Israelis believing that, in fact, the Iranian leadership does want to move
ahead with a weapon. I thought all three of those were pretty newsy.

TAPPER: Robin?
WRIGHT: Yes, I -- they took the best headlines already.
(LAUGHTER)

But it's clear that one of the things that's been most interesting in this town is the expected national
intelligence estimate on Iran and it's been delayed over and over and over. And he basically gave us an
outline of what is going to contain and the concern that we're going to reverse what was the controversial
NIE under the Bush administration, that Iran wasn't working on weaponization and now the U.S. believes
it is. And of course that then escalates the timetable, how much time do we have to try to get the Iranians
to come to talk to us, to engage with the international community. And this is going to, I think, play into
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the questions of what do we do next since there's every indication, as he said, that the sanctions alone are
not going to be enough to convince them to either give up their enrichment program or to come back in
the negotiating table. -

TAPPER: Interesting. Well let's move on to the big news of the week which is obviously President
Obama's dismissal of General Stanley McChrystal. George, do you think the president did the right
thing? ‘

WILL: Life is full of close calls, this is not one of them. He did the right thing and he did it with the right
way, with the right words and an agreeable parsimony of words saying this is just not behavior
acceptable at the senior levels of our military. And then he picked the only man around who could fill the
leadership vacuum in Petracus. But this again raises the question of you're sending Petraeus into a
situation with this deadline. One of the reasons of setting the July deadline was to concentrate the
mysterious mind of Hamid Karzai on what, reconciliation. But having the deadline makes the incentive

for the Taliban to reconcile minimal.
TAPPER: And in fact, here's Senator Lindsey Graham talking about that this week.
(BEGIN VIDEO CLIP)

SEN. LINDSEY GRAHAM (R), SOUTH CAROLINA: I would argue that when the Taliban sends
around leaflets quoting members of the administration and suggesting to people in Afghanistan after July,
the Americans are going to leave you, that the enemy is seizing upon this inconsistency and uncertainty.

(END VIDEO CLIP)

TAPPER: David, can we do this on this timetable? The timetable is July 2011, U.S. troops will begin to
withdraw, according the Vice President Biden, a lot of troops. According to other members of the
administration, maybe not so much. But is this timeline even feasible?

SANGER: It strikes me from listening to what we have heard this past week and the underlying debate
that was taking place before General McChrystal was dismissed that the general's timeline and the
politicians' time lines are very different. President Obama has got a big reason to want to begin to
withdraw, even if it's a small withdrawal, by next summer.

There's an election that follows here in a few months after that. But at the same time, anybody who has
done counterinsurgency work in the military tells you the same thing which is counterinsurgency is
taking a decade or more. That was the British experience in Malaysia. It's been the experience in many
other countries.

And certainly if you look at what Director Panetta said today about how the Taliban are not yet facing
any incentive to reach reconciliation, it tells you that it would take a much longer time. And I think that's

" the fundamental issue. You know, the president said he doesn't mind dissent, he can't stand division.
Firing General McChrystal I think only submerged the dissent. It is going to come back when this review
takes place in December of the overall policy.

TAPPER: Robin?

WRIGHT: Absolutely. And I think that one of the challenges is it's not when they do the review in
December, they have to look at what can they accomplish in the remaining six months and the fact is, this
is Afghanistan, this is not Iraq. This is a place where you don't have a middle class. You don't have a lot

-~ of literacy even among the army and the polifj: K(a;'ée 2trying to recruit. The tribal structure, we relied in
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Iraq on the tribes to be the ones we could recruit to turn against al Qaeda. In Afghanistan, they have been
decimated first by the decade-long war with the Soviet Union by the war lords and the civil war
afterwards, and by the Taliban. And so you don't have the kind of network that you can turn in your favor
to help lure, either defeat the Taliban or lure the Taliban in. And so the obstacles we face with just a year
left in the cycle are truly daunting. And it's very hard to see how we can be very successful.

TAPPER: Rajiv, you just returned from Afghanistan. You were there a couple of weeks ago. And in fact,
you were in Marjah. '

CHANDRASEKARAN: Yes.
TAPPER: What did you see?

CHANDRASEKARAN: A long, hard slog there. Contrary to the initial messaging out of the Pentagon
and the White House that Marjah was turning successful very quickly, what I saw was the start of what is
going to be a month's long effort to try to stabilize it. And what they had hoped -- General McChrystal
and Petraeus hopes for is that Marjah would be exhibit A in demonstration momentum, showing that the
strategy is working. TAPPER: It's a relatively small town, 60,000 or so.

CHANDRASEKARAN: And it really should be a fairly self-contained fight. And it is, but it's not
moving as quickly as they want. Now, the White House I don't think was under illusions that counter-
insurgency wouldn't take a long time in Afghanistan. I think what they were hoping for was that in this
narrow window, the 18 months between President Obama's decision to commit those 30,000 additional
troops and next summer, that they would get enough momentum that it would compel the insurgents to
sue for peace. It would get the Afghan government to get off the fence and move more quickly, to be able
to field more Afghan security forces. That U.S. civilians would get out there and start to engage in
helpful reconstruction efforts.

What we're now seeing is that all of that is taking much longer than anybody anticipated. Really raising
the question, what can you accomplish by the summer of 20117

Now, you know, I think President Obama, he managed to escape any short-term political peril in naming
General Petracus to succeed General McChrystal, something with broad bipartisan support here in this
town this week. But I think this comes with a potential longer- term political cost, Jake, because he's now
putting out in Kabul the godfather of counter-insurgency, the guy who wrote the Army field manual on
this. So that at the end of this year, when the White House has a strategy review, and next spring as they
start to debate what will the pace of that drawdown be, he's going to have -- General -- having Petraeus
there is a much more formidable advocate for delaying this drawdown or really attenuating it compared
to what McChrystal would have been. : '

TAPPER: George?

WILL: And when I saw the godfather of counter-insurgency in Tampa about two months ago, it was
clear to me that he read the crucial paragraph in the president's December 1st speech about the
withdrawal deadline. The phrase "conditions-based withdrawal" is making the deadline all loophole and
no deadline. That is to say, you can stay as long as you need. We just hope the conditions will be good
then, and that hope is not a policy. : :

WRIGHT: One of the things that's so important is the fact that, as David pointed out, there are different --
the division that was represented in the McChrystal firing is still there. And it's going to play out over the
next year, because the political timeline is what the White House is thinking about. The military is
thinking about do they want to be seen to rer&iﬁ‘ﬁ%Soviet experience? After a decade, they still
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haven't managed to succeed. And here they are, the mightiest military in the world, fighting alongside the
mightiest military alliance in the world, against a ragtag militia that has no air power, has no satellite
intelligence, has no tanks, and the United States can't defeat that. What kind of image does that leave at a
time when the United States leaves, it is not only superior moral power but the superior military power in
the world? '

TAPPER: David?

SANGER: You know, Rajiv is exactly right that putting General Petraeus in place bolsters the argument
for continuing a counter- insurgency. But if you listen to what Director Panetta said today, all of the other
evidence that we have that the application of more troops, at least so far, has not quieted the Taliban.

It also bolsters Vice President Biden's case, that in fact applying more troops is not necessarily going to
turn this around. And that's why I think we're headed for a much bigger collision later in the year on the
strategy.

WILL: And the collision is going to be between the president and his base. The president, going into the
2010 elections, looking forward to 2012, hoped for three things. Rapid creation of jobs, the health care
bill becoming more popular after it was signed. Neither has happened. And third, radical improvement in
Afghanistan. The biggest number haunting the White House has to be enthusiasm deficit between
Republicans eager to vote and Democrats tepid about this. And Afghanistan is going to do nothing to
energize his base.

CHANDRASEKARAN: Not only not energize his base, it's won him no Republican support. The most

- concerning quote uttered by General McChrystal is not anything in those Rolling Stone interviews,
nothing about the vice president, about Holbrooke. The most alarming thing for Washington that he said
recently was in Europe, a couple of weeks ago, when he acknowledged that it's going to take far more
time to convince the Afghans that international forces are there to protect them. That's a fundamental
prerequisite to counter-insurgency.

TAPPER: In Kandahar. And he said that the Kandahar operation was going to be delayed because of that.

CHANDRASEKARAN: If you've got these guys who don't want us to be helping them out, helping to
protect them, how do you do this? ’

TAPPER: Right now, President Obama is in Toronto, and I want to move on to the G-20 conference,
because there's been a big debate there between President Obama and many in Europe about stimulus
versus austerity. Spending more money to help the economy versus focusing on debt. Here's Treasury
Secretary Tim Geithner. -

(BEGIN VIDEO CLIP)

TREASURY SECRETARY TIMOTHY F. GEITHNER: There's another mistake governments, some
governments have made over time, which is to, in a sense, step back too quickly. What we want to do is
continue to emphasize that we're going to avoid that mistake, by making sure we recognize that, you
know, it's only been a year since the world economy stopped collapsing.

(END VIDEO CLIP)
TAPPER: Rajiv, what does this debate mean for the president's agenda?

CHANDRASEKARAN: Well what this debz:t’e At}ﬁté)ityed out over the weekend in Toronto means is
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that the president now faces opposition not just among Republicans on Capitol Hill to additional stimulus
activity but he's facing it from his European allies who are also concerned about growing government
debt. Certainly the fallout from the Greek debt crisis reverberating around continental Europe. The
Germans, the British are all very concerned about this and the president, Secretary Geithner, wanted to
get out of Toronto, they really haven't gotten in terms of a commitment among the G-8 allies to do more
of the second round of stimulus sending.

TAPPER: David, you know, you and I have been on these trips. The president really likes the G-20 more
than he likes the G-8. He kind of thinks the G-8 is an anachronism.

SANGER: He does because the G-8 is filled, by and large, with older economies, Europe, Canada, Japan,
all of whom are deeply in debt at this point, none of which feel that they can afford this kind of stimulus.
And so when he brings in the G-20 for all the difficulties of managing a group that large, and the G-20
could barely come to an agreement on when to break for lunch, there -- the one advantage they bring is
that there are big, growing economies there -- China, Brazil, India, and these are countries I think that the
president feels over time he can manage to help stimulate the wotld economy in a way that he'll never get
out of the old G-7.

WILL: And in the G-8, Germany lives large. And Germany and the United States have different national
memories. The great economic trauma of the United States is the deflationary episode of the 1930, the
Depression. For Germany, the national memory is the inflation of the 1920s that destroyed the republic
and brought on Hitler. Furthermore, the Europeans are not in that big mood to be lectured by us. They
say, where did this crisis start? Oh, that's right, it was in the United States. Whose central bank kept
interest rates at a bubble producing low for too long? Whose social policy encouraged an unreasonably
high home ownership in the United States? And by the way, whose stimulus has by its own criterion,
failed?

TAPPER: Now Robin, one of the things that the White House says is look at the growth rates. Germany,
less than 1 percent. Europe, as a whole; about 1 percent. The U.S., 2.7 percent. How can they lecture us
or disagree with us when our way is winning?

WRIGHT: Well, look, I think the stakes in Canada are really that two years ago, or the last two years,
you have seen the international community respond, or the major economies respond as one voice.
They've followed the same kind of pattern. For now, they're beginning to differ. And the danger is
recovery is a lot about psychology. And if there's a sense of uncertainty, there's a danger that people don't
know which way things are going to go. And the U.S. keeps arguing, look, if you don't keep stimulus,
you're not likely to generate whether it's new jobs or and if you retrench too far, then that affects the
sense of recovery, that you have to cut back, and that hurts the economies across the board. So there's
real danger that the uncertainty generated out of Canada is going to begin to play against that sense -- the
kind of momentum they've created.

SANGER: And the president's also in the position in Canada of saying, don't do as I do, do as I say. I
mean, just the day before he left, Congress could not come to an agreement on a very small extension of
unemployment benefits, the most basic stimulus effort that the president tried to push.

TAPPER: 1.2 million Americans are going to lose their unemployment benefit extensions -- or
unemployment benefits this week.

SANGER: That's right. So there's a fundamental stimulus action and the president had to go up and tell
the Europeans they weren't doing enough for stimulus. TAPPER: George, why can't they pass this
unemployment extension? I don't understand. The Republicans say spending cuts should pay for this, the
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" Democrats know it's emergency spending. It seems like this is something where there could be a
compromise.

WILL: Well, partly because they believe that when you subsidize something, you get more of it. And
we're subsidizing unemployment, that is the long-term unemployment, those unemployed more than six
months, is it at an all-time high and they do not think it's stimulative because what stimulates is the
consumer and savers' sense of permanent income. And everyone knows that unemployment benefits are
not permanent income. |

TAPPER: Rajiv, I'm going to let you have the last word, we only have a minute left.

CHANDRASEKARAN: Both sides in this town have an incentive to let this drag out longer. The
Republicans certainly playing to their base don't want to be seen as adding to the debt issues in a midterm
election year. The Democrats I think are trying to sort of push the Republicans and trying to make them
look like the party that's denying 1.2 million people an extension of these benefits.

~ And so, this is going to play out for several more weeks, and both sides are going to try> to use it for their
-- unfortunately, for their political gain, as we head toward the November midterms. ‘

TAPPER: All right- Well, the roundtable will continue in the green room on abcnews.com. Hopefully
they'll talk about Wall Street reform. We didn't get a chance to talk about that today. And at
abcnews.com, you can also later find our fact checks of our newsmakers, courtesy of the Pulitzer Prize-

winning Politifact.

Copyright © 2014 ABC News Internet Ventures
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Treasury Designates Anwar Al-Aulagi, Key Leader of Al-Qa’ida in the Arabian Peninsula
7/16/2010

TG-779

Treasury Targets al-Qa‘ida Leader with Ties to Umar Farouk Abdulmutaliab

WASHINGTON -- The U.S. Department of the Treasury today designated Anwar al-Aulaqi, a key leader for al-Qa‘ida in the Arabian Peninsula (AQAP), a Yemeon-
based terrorist group. Aulagi was designated pursuant to Executive Order 13224 for supporting acts of terrorism and for acting for or on behalf of AQAP. Since its
inception in January 2009, AQAP has claimed responsibifity for numerous terrorist attacks against Saudi, Korean, Yemeni and U.S. targets. Executive Order
13224 freezes any assets Aulagi has under U.S. jurisdiction and prohibits U.S. persons from engaging in any transactions with him.

"Anwar al-Aulaqi has proven that he is extraordinarily dangerous, committed to carrying out deadly attacks on Americans and others worldwide," said Under -
Secretary for Terrorism and Financial Intelligence Stuart Levey. "He has involved himself in every aspect of the supply chain of terrorism -- fundraising for terrorist
groups, recruiting and training operatives, and planning and ordering attacks on innocents.”

Aulagi has pledged an oath of loyalty to AQAP emiir, Nasir al-Wahishi, and plays a major role in setling the strategic direction for AQAP. Aulagi has also recruited
individuals to join AQAP, facifitated training at camps in Yemen in support of acts of terrorism, and helped focus AQAP’s attention on planning attacks on U.S.
interests.

Since late 2009, Aulaqi has taken on an increasingly operational role in the group, including preparing Umar Farouk Abdulmutafiab, who attempted to detonate an
explosive device aboard a Northwest Airlines flight from Amsterdam to Detroit on Christmas Day 2008, for his operation. in November 2008, while in Yemen,
Abdulmutaliab swore allegiance to the emir of AQAP and shortly thereafter received instructions from Aulagi to detonate an explosive device aboard a U.S.
airplane over U.S. airspace. After receiving this direction from Aulagi, Abdulmutaliab obtained the explosive device he used in the attempted Christmas Day
attack.

Aulagi was imprisoned in Yemen in 2006 on charges of kidnapping for ransom and being involved in an 2-Qa'ida plot to kidnap a U.S. official but was released
from jail in December 2007 and subsequently went into hiding in Yemen.

"Aulagi has sought to encourage his supporters to provide money for terrorist caﬁses, Those who provide material support to Aulagi or AQAP violale sanctions
and expose themselves to serious consequences,” continued Levey.

Today's action supports the international effort to degrade AQAP's capabilities to execute violent attacks and 1o disrupt, dismantle, and defeat its financial and
support networks. The U.S. Government will continue to work with aflies to identify and take action against persons acling for or on behalf of, or providing financial
and other prohibited support to, Aulagi and AQAP.
jfvi io
individual: '
Anwar al-Aulagi
AKA:
Anwar al-Awlaki
AKA:
Anwar al-Awlagi
AKA: o
Anwar Nasser Aulagi
AKA:
Anwar Nasser Abdulla Aulaqi
AKA:
Anwar Nasswer Aulaqgi
noBs:
April 21, 1971
Alternate DOB:
Aprit 22, 1971
POB:
L.as Cruces, New Mexico
Citizenship:
United States
Citizenship;
Yemen
L.ocation:
Shabwah Guvernorate, Yemen

HH#
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Office of the Attornep General
Washington, . ¢ 20530

May 22, 2013

The Honorable Patrick J. Leahy
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20530

Dear Mr. Chairman:

Since entering office, the President has made clear his commitment to providing
Congress and the American people with as much information as possible about our
sensitive counterterrorism operations, consistent with our national security and the proper
functioning of the Executive Branch. Doing so is necessary, the President stated in his
May 21, 2009 National Archives speech, because it enables the citizens of our democracy
to “make informed judgments and hold [their Government] accountable.”

In furtherance of this commitment, the Administration has provided an
unprecedented level of transparency into hiow sensitive counterterrorism operations are
conducted. Several senior Administration officials, including mysélf, have taken
numerous steps to explam pubhcly the legal bas1;s for the U‘ -"ted States actlons to the

at Northwestern Umver31ty Law School dlscussmg certam aspects of the

Administration’s counterterrorisi legal framework. And the Departrment of Justice and
other departments and agencies have continually worked with the appropriate oversight
commiittees in the Congress to ensure that those committees are fully informed of the
legal basis for our actions.

The Administration is determined to continue these extensive outreach efforts to
communicate with the American people. Indeed, the President reiterated in his State of
the Union address eatlier this year that he would continue to engage with the Congress
about our counterterrorism effoits to ensure that they remain consistent with our laws and
values, and become more transparent to the American people and to the world.

To this end, the President has directed me to disclose certain information that until
now has been properly ¢lassified. You and other Members of your Committee have on
numerous occasions expressed a particular interest in the Administration’s use of lethal
force against U.S. citizens. In light of this fact, I am writing to disclose to you certain
information about the number of U.S. citizens who have been killed by U.S.
counterterrorism operations outside of areas of active hostilities. Since 2009, the United
States, in the conduct of U.S. counterterrorism operations against al-Qa’ida and its
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associated forces outside of areas of active hosulmes has specifically targeted and killed
one U.S. citizen, Anwar al-Aulagi. The United States is further aware of three other U.S.
citizens who have been killed in such U.S. counterterrorism operations over that same
time period: Samir Khan, ‘Abd al-Rahman Anwar al-Aulagi, and Jude Kenan
Mohammed. These individuals were not specifically targeted by the United States.

As I noted in my speech at Northwestern, “it is an unfortunate but undeniable
fact” that a “small number” of U.S. citizens “have decided to commit violent attacks
against their own country from abroad.” Based on generatlons-old 1ega1 principles and
Supreme Court decisions handed down during World War 11, as well as during the
current conflict, it is clear and logical that United Staies citizenship alone does not make
such individuals immune from being targeted. Rather, it means that the government must
take special care and take into account all relevant constitutional considerations, the laws
of war, and other law with respect to U.S. citizens — even those who are leading efforts to
kill their fellow, innocent Americans. Such considerations allow for the use of lethal

force in a foreign country against a U.S. citizen who is a senior operational leader of al-
Qa’ida or its associated forces, and who is agtively engaged in planning to kill
Americans, in the following eircumstances: (1) the U.S. government has determined,
after a thorough and careful review, that the individual poses an imminent threat of
violent attack against the United States; (2) capture is not feasible; and (3) the operation
would be conducted in a manner consistent with applicable law of war pr1ncxp1es

These conditions should not come as a surprise: the Administration’s legal views
on this weighty issue have been clear and consistent over time. The analysis in my
speech at Northwestern University Law School is entirely consistent with not only the
analysis found in the unclassified white paper the Department of Justice provided to your
Commiittee soon after my speech, but also with the classified analysis the Department
shared with other congressional committees in May 2011 —months before the operation
that resulted in the death of Anwar al-Aulagi. The analy&s in my speech is also entirely
consistent with the classified legal advice on this issue the Department of J ustice has
shared with your Committee more recently. In short, the Administration has
demonstrated its commitment to discussing with the Congtess and the American people
the circumstances in which it could lawfully use lethal force in a foreign country against
a U.S. ¢itizen who is a-senior operational leader of al-Qa’ {da or its assogiated forces, and
who is actively engaged in planning to kill Americans.

Anwar al-Aulagi plainly satisfied all of the conditions I outlined in my speech-at
Northwestern. Let me be more specific. Al-Aulagi was a senior operational leader of al-
Qa’ida in the Arabian Peninsula (AQAP), the most dangerous regional affiliate of al-
Qa’ida and a group that has committed numerous terrorist attacks overseas and attempted
multiple times to conduct terrorist attacks against the U.S. homeland: And al-Aulaqi was
not just a senior leader of AQAP —he was the group’s chief of external operations,
intimately involved in detailed planning and putting in place plots against U.S. persons.

In this role, al-Aulagi repeatedly made clear his intent to attack U.S, persons and
his hope that these atfacks would take American lives. For example, in a message to
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Muslims living in the United States, he noted that he had come “to the conclusion that
Jjihad against America is binding upon myself just as it is binding upon every other able
Muslim.” But it was not al-Aulaqi’s words that led the United States to act against him:
thcy only served to demonstrate his intentions and state of mind, that he “pray[ed] that
Allah [would] destro[y] America and all its allies.” Rather, it was al-Aulaqi’s actions ~
and, in particular, his direct personal involvement in the continued planning and
execution of terrorist attacks against the U.S. homeland — that made him a lawful target
and led the United States to take action. ,

For example, when Umar Farouk Abdulmutallab — the individual who attempted
to blow up an airplane bound for Detroit on Christmas Day 2009 — went to Yemen in
2009, al-Aulaqi arranged an introdugtion via text message. Abdulmutallab told U.S.
officials that he stayed at al-Aulaqgi’s house for three days, and then spent two weeks at
an AQAP training camp. Al-Aulagi planned a suicide operation for Abdulmutallab,
helped Abdulmutallab draft a statement for a martyrdom video to be shown after the:
attack, and directed him to take down a U.S. airliner. Al-Aulagi’s last instructions were
to blow up the airplane when it was over American soil. Al-Aulagi also played a key role
in the October 2010 plot to detonate explosive devices on two U.S.-bound cargo planes:
he not only helped plan and oversee the plot, but was-also directly involved in the details
of its execution ~ to the point that he took partin the development and testing of the
explosive devices that were placed on the planes. Morsover,. information that remains
classified to protect sensitive sources. and methods evidences al-Aulagi’s involvement in
the planning of numerous other plots against U.S. and Western interests and makes clear
he was continuing to plot attacks when he was killed.

Based on this information, high-level U.S. government officials appropriately
concluded that al-Aulagi posed a continuing and imminent threat of violent attack against
the United States. Before carrying out the operation that killed al-Aulaqi, senior officials
also determined, based on a careful evaluation of the circumstances at the time, that it
was not feasible to capture al-Aulaqi. In addition, senior officials determined that the
operation would be conducted consistent with applicable law of war principles, including
the cardinal principles of (1) necessity —the requirement that the target have definite
military value; (2) distinction — the ideathat only military objectives may be intentionally
targeted and that civilians are protected from being intentionally targeted; )
propomonahty the notion that the anticipated collateral damage of an action eannot be
excessive in relation to the antlcxpated conerete and direct military advantage; and (4)
humanity —a pr. inciple that requires-us to use weapons that will not inflict unnecessary
suffering. The operation was also undeftaken consistent with Yemeni sovereignty.

While a substantial amount of information indicated that Anwar al-Aulagi wasa
senior AQAP leader actively plotting to kill Americans, ‘the decision that he was a lawful
target was not taken lightly. The decision to use lethal force is one of the gravest that oty
government, at every level, can face, The operation to target Anwar al-Aulagi was thus
subjected to an exceptionally rigorous interagency legal review: not only did I and other
Department of Justice lawyers conclude after a thorough and searching review that the
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operation was lawful, but so too did other departments and agencies within the U.S.
government.

The decision to target Anwar al-Aulagi was additionally subjected to extensive
policy review at the highest levels of the U.S. Government, and senior U.S. officials also
briefed the appropriate committees of Congress on the possibility of using lethal force
against al-.Aul-a;qi. Indeed, the Administration informed the relevant congressional
oversight committees that it had approved the use of lethal force against al-Aulaqi in
February 2010 — well over a year before the operation in question — and the legal
justification was subsequently explained in detail to those committees, well before action
was taken against Aulagi, This extensive outreach is consistent with the Administration’s
strong and continuing commitment to congressional oversight of our counterterrorism
operations — oversight which ensures, as the President stated during his State of the
Union address, that our actions are “cons1stent with our laws and system of checks and
balances.”

The Supreme Court has long “made clear that a state of war is not a blank check
for the President when it comes to the rights of the Nation’s citizens.” Hamdi v.
Rumsfeld, 542 U.S. 507, 536 (2004); Youngstown Sheet & Tube Co. v. Sawyer, 343 U.8.
578, 587 (1952). But the Court’s case law and longstanding practice and principle also
make clear that the Constitution does not prohibit the Government it establishes from.
taking dction to protect the American people from the threats posed by terrorists who hide
in faraway countries and continually plan-and launch plots against the U.S. homeland.
The decision to target Anwar al-Aulaqi was lawful, it was considered, and it was just.

® ok Hok

This letter is only one of a number of steps the Administration will be taking to
fulfill the President’s State of the Union commitment to engage with Congress and the
American people on our counterterrorism efforts. This week the President approved and
relevant congressional committees will be notified and briefed on a document that
institutionalizes the Administration’s exacting standards and processes for reviewing and
approving operations to capture or use lethal force against terrorist targets outside the
United States and areas of active hostilities; these standards and processes are either
already in place or are to be transitioned into place. While that document remains
classified, it makes clear that a cornerstone of the Administration’s policy is one of the
principles I noted in.my speech at Northwestern: that lethal force should.not be-used
when it is feasible to capture a terrorist suspect. Foreircumstances in which capture is
feasible, the policy outlines standards and procedures to ensure that operations to take
into custody a terrorist suspect are conducted in accordance with all applicable law,
including the laws of war. When capture is not feasible, the pohcy- provides that lethal
force may be used only when a terrorist target poses a- continuing, imminent threat to
Americans, and when eertain other preconditions, including a requirement that no other
reasonable alternatives exist to effectively address the threat, are satisfied. And in all
circumstances there must be a legal basis for using force against the target. Significantly,
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the President will soon be speaking publicly in greater detail about our counterterrorism
operations and the legal and policy framework that governs those actions.

I recognize that even after the Administration makes unprecedented disclosures
like those contained in this letter, some unanswered questions will remain. I assure you
that the President and his national security team are mindful of this Administration’s
pledge to public accountability for our counterterrorism efforts, and we will continue to
give careful consideration to whether and how additional information may be declassified
and disclosed to the American people without harming our national security.

Sincerely

Eric H. Holder, Jr.
Attorney General

ce:  Ranking Member Charles Grassley
Chairman Dianne Feinstein
Vice Chairman Saxby Chambliss
Chairman Carl Levin
Ranking Member James Inhofe
Chairman Bob Goedlatte
Ranking Member John Conyers, Jr.
Chairman Mike Rogers.
Ranking Member C.A. Duteh Ruppersberger
Chairman Howard P. McKeon
Ranking Member Adam Smith
Chairman Robert Menendez
Ranking Member Bob Corker
Chairman Ed Royce
Ranking Member Eliot Engel
Majority Leader Harry Reid
Minority Leader Mitch McConnell
Speaker John Boehner
Majority Leader Eric Cantor
Minority Lieader Nancy Pelosi
Minority Whip Steny Hoyer
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UNDERSTANDING THE HOMELAND THREAT
LANDSCAPE—CONSIDERATIONS FOR THE
112TH CONGRESS '

Wednesday, February 9, 2011

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
, Washington, DC.

The committee met, pursuant to call, at 10:04 a.m,, in Room 311,
Cannon House Office Building, Hon. Peter T. King [Chairman of
the committee] presiding.

Present: Representatives King,” Lungren, McCaul, Bilirakis,
Broun, Miller, Walberg, Cravaack, Walsh, Meehan, Quayle, Rigell,
Long, Duncan, Farenthold, Brooks, Thompson, Sanchez, Harman,
Jackson Lee, Cuellar, Clarke of New York, Richardson,
Christensen, Davis, Higgins, Speier, Richmond, Clarke of Michigan,
and Keating.

Chairman KiNG [presiding]. The Committee on Homeland Secu-
rity will come to order. The committee is meeting today to hear tes-
timony from Homeland Security Secretary Janet Napolitano and
National Counterterrorism Director Michael Leiter on_the home-
land threat landscape. I look forward to the hearing, and I now rec-
ognize myself for an opening statement.

I want to welcome our returning and new committee Members to
this, the first hearing of the 112th Congress. We also welcome back
Secretary Napolitano and Director Leiter to the committee' and
thank them for appearing today, as they have done in the past.

While she is not here yet, let me also take the opportunity to rec-
ognize the outstanding service of Representative Jane Harman,
who has announced that she will be leaving Congress to run the
Woodrow Wilson International Center for Scholars. Jane Harman
has been a leader on this committee.

She has been a leader in the Congress. No one since September
11, 2001, and even before that, for that matter, has been more
knowledgeable or informed or dedicated to- intelligence and home-
land security issues, and her departure is a loss to both sides of
the aisle. We certainly—we hope everyone, I believe—we certainly
wish her well in her new role. ’

Let me also express my deepest sympathy to the family of David
Hillman, a retired CBP officer who was killed by a suicide bomb
in Kandahar while working as a boarder mentor and adviser.
There are other CBP personnel, Michael Lachowsky, Terry Sherrill,
and Vernon Rinus, who were also injured in the attack. Our
thoughts and prayers are with them all. ‘

oY
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To me that just personifies the level of patriotism that CBP offi-
cers demonstrate no matter where they happen to be located. They
perform a tremendous service to our country. Also, we should never
forget there are members of the DHS family serving all around the
world, working to protect the homeland.

Ms. Harman has just arrived.

We said very good things about you, Jane. Again, great to have
you here. Thank you.

As we begin the work of the 112th Congress, the goal of the com-
mittee today is to get a comprehensive review of the terrorist
threats facing our Nation. Today we will be in an open, unclassified
session, and so I would ask that the Secretary and the Director if
they could report back to us any Members’ questions which might
require a classified response. .

The top priority for the committee is to counter the serious and
evolving terrorist threats facing our country. Let’s put our work in
context. A number of committee Members recently went out to the
NCTC and heard from Director Leiter in a classified setting about
threats and plots against the United States and our allies.

As we approach the 10th anniversary of September 11, we are
constantly reminded that terrorists continue to plot to kill Ameri-
cans at home and abroad. According to Attorney General Holder,
in the last 2 years alone there have been 126 people indicted for
terrorist-related activity, including 50 U.S. citizens.

There was the Times Square bomber Shahzad. There was the
Fort Hood terrorist, Army Major Hasan. There was the Little Rock
recruiting center shooter, the New York City subway bomber, the
Mumbai plotter David Headley. There is Jihad Jane, dozens of in-
dividuals in Minnesota, and so many other plots and cases—Port-
land, Oregon; Ashburn, Virginia; Riverdale section of the Bronx;
Dallas, Texas; Springfield, Illinois; John F. Kennedy Airport; Fort
Dix; Baltimore. We can go through an entire list of cases just in
the last several years. .

Homegrown radicalization is a growing threat, and one we can-
not ignore. This shift, as far as I am concerned, is a game changer
that presents a serious challenge to law enforcement and the intel-
ligence community. Indeed, Attorney General Holder said that he
loses sleep at night thinking of the young men in this country who
were raised in this country who are being radicalized and willing
‘to take up arms against their own Nation.

Just last week, Senator Joe Lieberman and Senator Susan Col-
lins released a bipartisan Senate Homeland Security Committee re-
port examining the events leading up to the terrorist attack at Fort
Hood. The report concluded that the Department of Defense should
confront the threat of radicalization to- violent Islamist. extremism
amongst service members explicitly and directly, unquote.

I believe this statement is true for the entire Government. We
must confront this threat explicitly and directly. That is why I in-
tend to hold a hearing next month examining the threat of domes-
tic radicalization in the Muslim community. ’

Because of policies the United States has implemented since Sep-
tember 11, the threat from al-Qaeda has evolved, but it is still
deadly. Because of the layers of defense that we have set in place
that we have put in motion, it is very difficult for al-Qaeda to
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launch an attack similar to what happened on September 11. Obvi-
ously, it is possible, but it is much more difficult for them, and they
have realized that.

They have adapted their strategy and their tactics so they are
now recruiting from within the country, and they are looking for
people who are under the radar screen, people who are living here
legally, people who have green cards, people who are citizens, peo-
ple who have no known terrorist activity.

Again, probably the classic example of that would be Zazi in New
York, who was raised in Queens, went to high school, had a small
business in lower Manhattan, and was brought back to Afghani-
stan for training and came back as a liquid explosive bomber at-
tempting to blow up the New York subways.

So that is the type of person we have to be looking for. The good
side of that, I suppose, is that al-Qaeda feels it cannot launch a
major attack from the outside, and it also means that they cannot
send a type of fully trained and skilled terrorist to this country.
The downside of it is that these terrorists are people living under
the radar screen, who are very difficult to detect. :

On certain issues that I have a particular interest in, one is the
threat of chemical and biological weapons, which is why I believe
the Securing the Cities Program is so important, because it is very
likely that the next attack against a major city in this country will
be launched from the suburbs, similar to what happened in Madrid
and London. : . :

A nightmare scenario is to have that attack involve a dirty bomb,
which would put that metropolitan area basically off-limits, besides
the massive loss of human life that would result. So that is a pro-
gram the Secretary and I discussed. We are particularly interested
in pursuing that. But in any event, there can be no doubt that the
threat against the United States remains extremely high, and we
must remain vigilant and never allow the memories of 9/11 to fade.

With that, I recognize the distinguished Ranking Member of the
committee, Mr; Thompson form Mississippi, for any statement he
may have. : L

Mr. TaoMPSON. Thank you very much, Mr. Chairman, for hold-
ing today’s hearing. I want to join you in welcoming Secretary
Napolitano and Director Leiter. :

But before we hear their testimony on the threat posed by ter-
rorism, 1 want to encourage my colleagues to remember that our -
words travel far beyond these four walls. For several weeks we

 have seen protests across North Africa and the Middle East. In
many ways these protests represent a demand for democracy. Yet
we know that this is the same region that has been home to some
of those who call for jihad.

The United States, the world’s only remaining superpower, occu-
pies a providential position. If we take the right action, many of
our concerns about a terrorist threat from this region could be sig-
nificantly reduced. That is why I want to ensure that our examina-
tion of the global threat from terrorist activities does not com-
plicate the job being done by the State Department and others in
this administration. We must recognize that this predominantly
‘Muslim area of the world is seeking to embrace democracy. Let us
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take care that nothing we do or say here today works to undermine
those efforts. :

Since September 11, the threat of terrorist attacks has become
an undeniable and unsettling feature of American society.

However, combating the terrorist threat depends on accurate in-
telligence and an unbiased assessment of the size, scope, depth,
and breadth of this threat. ) _

The lessons learned from past wars are clear. We cannot defeat
an enemy that we do not know. Unreliable information, personal
opinions or narrow agendas cannot inform our assessment of a
threat to our Nation. '

We have seen the results of unreliable intelligence in Iraq. Our
examination of a global threat must look at the vulnerabilities
fyithin commerce, transportation, and all aspects of our modern
ives.

We must find and eliminate these vulnerabilities, focus on what
we can do, and keep the Nation safe.

We can secure an airplane. We can secure the border. We can se-
cure Federal buildings. We can secure a chemical plant or a nu-
clear facility.

We must not become distracted from our basic mission to keep
this Nation safe and maintain the security of the people.

Finally, Mr. Chairman, I want to bid farewell to my colleague
from California. She has demonstrated her commitment to the se-
curity of this Nation by her service on the intelligence committee
and this committee,

We will miss her, but we wish her happiness in her new under-
taking.

Again, I want to thank you.

I want to thank the witnesses and look forward to hearing their
testimony. , .

[The statement of Ranking Member Thompson follows:]

PREPARED STATEMENT OF RANKING MEMBER BENNIE G. THOMPSON

I want to encourage my colleagues to remember that our words travel far beyond
these far walls. . . . :

For several weeks, we have seen protests across North Africa and the Middle
East. In many ways, these protests represent a demand for democracy.-Yet we know
that this same region has been home to some who have called for jihad.

The United States—the world’s only remaining super power—occupies a provi-
dential position. If we take the right action, many of our concerns about a terrorist
threat from this region could be significantly reduced.

That is why I want to ensure that our examination of the global threat from ter-
rorist activity does not complicate the job being done by the State Department and
others in this administration. We must recognize that this predominantly Muslim
area of the world is seeking to embrace democracy. Let us take care that nothing
we do or say here today works to undermine those efforts.

Since September 11, the threat- of terrorist attack has become an undeniable an
unsettling feature of American society. However, combating the terrorist threat de-
pends on accurate intelligence and an unbiased assessment, of the size, scope, depth
and breadth of the threat.

The lessons learned from past wars are clear—we cannot defeat an enemy we do
not know. Unreliable information, personal opinien, or narrow agendas cannot in-
form our assessment of a threat to our nation.

We have seen the result of unreliable intelligence in Iraq. Our examination of the
global threat must look at the vulnerabilities within commerce, transportation, and
all aspects of our modern lives. We must find and eliminate these vulnerabilities,
focus on what we can do, and keep this Nation safe.
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We can secure an airplane. We can secure the border. We can secure a Federal
building. We can secure a chemical plant or a nuclear facility. We must not become
distracted from our basic mission to keep this Nation safe and maintain the security
of the people.

Chairman KiNg. Thank you, Mr. Thompson.

Now we ask unanimous consent to recognize the gentlelady from
California, Ms. Harman, 1 minute or as much time as she—-

‘Ms. HARMAN. Thank you, Mr. Chairman, and thank you, Rank-
ing Member Thompson. Welcome to our witnesses.

This is probably my last hearing on this committee. As all of you
know, I know this, including the new Members, I have worked my
hetqrt out for many years in this Congress to keep our homeland
safe.

It has been an honor to be one of the initial Members of this
committee and to have chaired its Intelligence Subcommittee for 4
years.

1 just want to thank all the Members, and I want to thank all
the staff for the effort we have made so far together.

To these two. witnesses, who are both dear friends of mine, I
want to thank you for the effort you make. ,

Finally, let me urge that the best present you could all give me
is to find a way to get more jurisdiction in this committee, which
ought to be—and I know the Secretary agrees with this—the cen-
‘tral point in the House of Representatives for oversight and focus
on this critical subject of keeping our homeland safe.

So, once again, thank you all for your good wishes. I am just
moving down the street. I.am really not leaving this place. Thank
you very much. : ' '

I yield back.

Chairman KiNG, Thank you, Jane.

I remind the Members of the committee that opening statements
may be submitted for the record.

[The statement of Hon. Richardson follows:]

PREPARED STATEMENT OF HON. LAURA RICHARDSON

I would like to thank Chairman King and Ranking Member Thompson for con-
vening this hearing today focusing on the ever-evolving threat of terrorist attacks
against the homeland and the current state of America’s efforts to counter these
threats. I would like to thank our distinguished panel of witnesses for appearing
before the committee today to discuss what progress has been made in this area and
what else needs to be done, .

The events that occurred on the morning of September 11, 2001 had a profound
impact on the lives of every American. The terrifying images of commercial airliners
flying into the World Trade Centers are engraved in people’s hearts and minds for-
ever. .

Even though the attacks occurred nearly 10 years ago, we are constantly re-
minded of the effects of that day. Whether we're going through airport security to
board a plane to see our family for the holidays or we're reuniting with a loved one
who just returned from Afghanistan, possible threats and attacks continue to loom
large over each and every aspect of our lives. For example, the events of that tragic
morning forced us to recognize that ‘we now live in a new world, with new threats,
and that in order to combat these threats we must be willing to change and improve
our tactics. . . ‘ :

After these devastating events, our Government initiated a number of unprece-
dented changes to our National security infrastructure in order to address these
new threats. For instance, in 2002 the Department of Homeland Security was cre-
ated with the stated goal of preparing, -preventing, and res onding to domestic
emergencies, specifically terrorism. Additionally, we initiated sweeping improve-
ments to our transportation security and made. great strides in securing our Na-
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tion’s borders and ports. And in the hills and valleys of Afghanistan, our soldiers
continue to fight against al-Qaeda and its allies to ensure that those who wish to
do or train others to do America harm are brought to justice.

However, as we will discuss today, terrorism has become an ever-evolving threat.
We no longer face a threat from just one group of people or even from just one ide-
ology. From Joe Stack, who flew a plane into an IRS building to Faishal Shazhad,
the American citizen who attempted to blow up a car bomb in Times Square, we
have learned that we must constantly be changing our tactics to ensure we have
the ability to effectively combat and neutralize the changing methods of terrorists.

As the representative of the 37th district, T understand the need for law enforce-
ment to constantly modify and assess anti-terror strategies in order to protect poten-
tial targets in their communities. My Congressional district abuts the Nation’s larg-
est ports, contains oil refineries that produce more than 1 million barrels per day,
and is home to a number of gas treatment and petrochemical facilities that present
a target-rich environment for those seeking to do us harm. These challenges rep-
resent a new and emerging need for us to be increasingly more vigilant in under-
standing and combating the ever-evolving threat of terrorism.

Finally, in the pursuit of these counterterrorism efforts, we must constantly be
aware of the fact that these strategies must not undercut the very principles they
are attempting to defend. In our zeal to combat terrorism and protect our country,
we must be careful not to wrongly accuse our people because of how they ook,
where they live, or their cultural background, To be safe, it is necessary that we
also be smart. It is my hope and belief that my fellow colleagues will remain mind-
ful of these important principles of which this great country was founded upon. !

Thank you again Mr. Chairman, Ranking Member Thompson, for convening this
very important hearing today. I look forward to hearing from our distinguished
panel of witnesses on these issues. 1 yield back my time. :

Chairman KING. As I mentioned, we are pleased to have two very
distinguished witnesses today on this topic most important in the
entire Government as Secretary Napolitano, who is third Secretary
of the Department of Homeland Security, overseeing over 200,000
employees. : '

I have to say, on the record, that she has worked very closely
with us. She does not let partisan lines divide us and she probably
‘meets with us more than she wants to, but she meets on a regular
basis. ' . '

She is always on the phone, both with compliments and criti-
cisms. I never know when I am going to get a call from the Sec-
retary. But, again, she is totally dedicated. Whatever differences
we have, are ones of policy and no one has ever questioned her
dedication or her ability. :

Similarly, Mike Leiter has served as the head of National
Counterterrorism Center for 3% years under two Presidents, done
a truly outstanding job in that capacity.

Prior to that, he was in the military. He was assistant to the
U.S. attorney and, again, absolutely dedicated to combating inter-
national terrorism and protecting the homeland. : -

So I would ask that the witnesses, your entire statements will
appear in the record. I have asked you to summarize the testimony
but because of the importance of it, obviously, I am not going to
ctit you off. : o .

But I just ask you to keep in mind that many Members here
today do have questions for you. With that, I now recognize Sec-
retary Napolitano. .

Secretary Napolitano.
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STATEMENT OF HON. JANET NAPOLITANO, SECRETARY,
DEPARTMENT OF HOMELAND SECURITY

Secretary NAPoLITANO, Well, thank you, Chairman King, Rank-
ing Member. Thompson, Members of the committee, for the oppor-
tunity to appear before you today to testify on the terrorist threat
to the United States and what the Department of Homeland Secu-
rity and the NCTC are doing to combat it.

I also have to echo the thoughts about Representative Harman.
You will be missed. You have been totally dedicated to this effort.
That effort has been producing results in terms of safety of the
American people.

1 also have to echo your thoughts about the amount of Congres-
sional oversight of this department. We added up the 111th Con-
gress, and our Department testified over 285 times. I testified over
20 times myself.

1 think that was the most of any Cabinet official. That, of course,
requires a lot of preparation and work. We provided over 3,900: sub-
stantive briefings to different committees of the Congress.

* So Chairman King, Ranking Member Thompson, you and I have,
all discussed this. But that amount of oversight does have impact.
So I thought I would just mention that.

So let me turn now to the subject and the very important subject
of today’s hearing. There is no question that we have made many
important strides in securing our country from terrorism since 9/

But the threat continues to evolve. In some ways, the threat

today may be at its most heightened state since the attacks nearly

- 10 years ago. In addition to the core al-Qaeda group, which still
represernts a threat to the United States, despite its diminished ca-
pabilities, we now face threats from a number of al-Qaeda associ-
ates that share its violent extremist ideology.

Among these- groups, we are also seeing an increased emphasis
on recruiting Americans and Westerners to carry out attacks.
These groups are trying to recruit people to carry out attacks.

‘They have connections to the West, but who do not have strong -
ties to terrorist groups that could possibly tip off the intelligence
community. '

They are also encouraging individuals in the West to carry out
their own small-scale attacks, which require less of the coordina-
tion and planning that could raise red flags and lead to an attack
disruption. : : o

This means that the threat has evolved in such a way that we
have to add to our traditional counterterrorism strategies, which,
in the past, have looked at the attack as coming from abroad.

The realities of today’s threat environment also means that State
and local law enforcement officers will more often be in the first
position to notice the signs of a planned attack. ,

So our focus must be on aiding law enforcement and helping to
provide them with the information and resources they need to se-
cure their own communities from the threats they face,

To this end, the Department of Homeland Security is working to
counter violent extremism here at home by helping law enforce-
ment use many of the same techniques and strategies that have
proven successful in combating violence in Americans communities.
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DHS is moving forward in this area, based on the recommenda-
tions provided to us by the experts on the Homeland Security Advi-
sory Council,

We are releasing the first iteration of a community-oriented po-
licing curriculum for front-line officers, which is aimed at helping
them to counter violent extremism in their communities.

That curricalum is being focus grouped right now down at
FLETC. We are sharing among State and local officers unclassified
case studies about the size of violent extremism. We are helping
communities to share with each other best practices about forming -
productive community partnerships.

This way, law enforcement across can better know what works
and what does not. v

We are helping law enforcement to reach out to American com-
munities, to include them as partners in the effort to combat the
presence of violent extremism in our country. _

Americans of all stripes resoundingly reject violence, which we
must use as an important tool in countering violent extremism
here at home,

DHS is also expanding our own outreach to communities, and
conducting these initiatives in a way consistent with Americans’
rights and liberties.

At the same time, we are building a new homeland security ar-
chitecture that guards against the kinds of threats we are seeing
right here at home. '

There are four major parts of this architecture I want to mention
here today.

The first are the joint terrorism task forces, which are led by the
FBI These task forces bring together agencies and jurisdictions to
jointly investigate terrorism cases.

DHS has hundreds of personnel supporting the 104 JTTFs across
the country. oo : E

The second is the network of State-and locally-run fusion centers
that bring together agencies and jurisdictions to share information
about the threat picture and what it means for our communities,

This information sharing and analytical work complements the
investigative work done by the JTTFs. :

DHS is intent on helping these fusion centers to develop their
core capabilities to share and analyze information and to provide
State and local law enforcement with useful, actionable information
they can use to better protect their own communities. ,

We are supporting fusion cénters in many ways. Among them,
we are providing DHS personnel to work in them and are providing
properly cleared law enforcement personnel with classified threat
information. '

The third is the Nation-wide Suspicious Activity Reporting initia-
tive, or the SAR initiative. We are working closely with our part-
ners at the Department of Justice on this project. '

The SAR initiative creates a standard process for law enforce-
ment to identify, document, vet and share reports of suspicious in-
cidents or behaviors associated with specific threats of terrorism.

TI:; reports then can be used to identify and share a broader
trend.
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To date, the SAR initiative is under various stages of implemen-
tation at 33 sites that cover two-thirds of the American population.
It should be fully implemented across the country by September.

We are also working with DOJ and major law enforcement asso-
ciations to provide SAR training to all front-line enforcement offi-
cers in the country. They will learn how to properly make, vet,
share, and analyze reports in accordance with best practices and
with regard to civil rights and civil liberties. Thousands of officers

- have already been trained, and we expect to train virtually all
front-line officers in the country by this fall.

The pilots of the SAR program have proven its tremendous value
to law enforcement, and I believe it will be a critical tool in
strengthening the ability of law enforcement to protect our commu-

- nities from acts of terrorism.

The fourth piece of the new homeland security architecture that
I want to mention is the “If You See Something, Say Something”
campaign. This campaign focuses on the positive role Americans
can play in our own security. Tt focuses on fostering the kind of
public vigilance that we know is critical to the success of commu-
nity-oriented policing.

We constantly see examples of why this sort of vigilance is so im-
portant, not just in the attempted Times Square bombing last May,
but also just last month in Spokane, Washington, when city work-
ers noticed a suspicious backpack and notified police before an
MLK Day parade. -

DHS is rolling out this campaign across the country and in many -
important sectors, including passenger rail, Amtrak, sports sta-
diums—you may have seen it in the stadium at the Super Bowl—
retail stores, and more. .

Now, on top of these four pieces, last month, I also announced
changes to the National Terrorism Advisory System. We are replac-
"ing the old system of color-coded alerts with a new system that
aims to provide more useful information to the public and to those
who need it. c . .

This new system was developed collaboratively by a bipartisan
group and with the consultation of law enforcement. It reflects our
need to be ready, while also promising to tell Americans everything
we can when new threat information affects them.

In addition, to what I have mentioned here today, there are nu-
merous other areas of action I have detailed in my written state-
ment, Mr. Chairman, and ask that that statement be included in
the record.

Now, thank you again for inviting me to testify today. I look for-
ward to working with this committee and its leadership in this new
Congress as we continue to make progress in securing our Nation.
I will be happy to take your questions once you have heard from
Director Leiter.

[The statement of Secretary Napolitano follows:]

PREPARED STATEMENT OF JANET NAPOLITANO

FEBRUARY 9, 2011

Chairman King, Ranking Member Thompson, and Members of the committee:
Thank you for the opportunity to testify today about the changing terrorist threat
that the United States faces, and how the Department of Homeland Security is re-
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sponding. I am glad to be here today with my colleague, Director Leiter. I look for-
ward to continuing to work with this committee and its leadership in this new Con-
gress, and 1 expect that, working together, we will confinue to make great strides
in securing our country.

THE RESPONSE TO A CHANGING THREAT

Since 9/11, the United States has made important progress in securing our Nation
from terrorism. Nevertheless, the terrorist threat facing our country has evolved sig-
nificantly in the last ten years——and continues to evolve—so that, in some ways, the
threat facing us is at its most heightened state since those attacks. This fact re-
quires us to continually adapt our counterterrorism techniques to effectively detect, R
deter, and prevent terrorist acts.
Following 9/11, the Federal Government moved quickly to build an intelligence
and security apparatus that has protected our country from the kind of large-scale
attack, directed from abroad, that struck us nearly 10 years ago. The resulting ar-
chitecture yielded considerable.success in both preventing this kind of attack and

limiting, though not eliminating, the operational ability of the core al-Qaeda group
that is currently based in the mountainous area between Afghanistan and Pakistan.
Today, however, in addition to the direct threats we continue to face from al-
Qaeda, we also face growing threats from other foreign-based terrorist groups that
are inspired by al-Qaeda ideology but have few operational connections to the core
al-Qaeda group. Perhaps most crucially, we face a threat environment where violent
extremism is not defined or contained by international borders. Today, we must ad-
dress threats that are homegrown as well as those that originate abroad.
One of the most strikinf elements of today’s threat picture is that plots to attack
America increasingly involve American residents and citizens. We are now operating
under the assumption, based on the latest intelligence and recent arrests, that indi-
viduals prepared to carry out terrorist attacks and acts of violence might be in the
United States, and they could carry out acts of violence with little or no warning.

Over the past 2 years, we have seen the rise of a number of terrorist groups in-
spired by al-Qaeda ideology--including (but not limited to) al-Qaeda in the Arabian
Peninsula (AQAP) from Yemen, al-S \abaab from Somalia, and Tehrik-e Taliban
Pakistan (T'TP)—that are placing a growing emphasis on recruiting individuals who
are either Westerners or have connections to the West, but who do not have strong
links to terrorist groups, and are thus more difficult for authorities to identify. We
saw this, for instance, in the case of Umar Farouk Abdulmutallab, who is-accused
of attempting to detonate explosives aboard a Detroit-bound plane on December 25,
2009; and Faisal Shahzad, who attem ted to detonate a bomb in Times Square in
May of last year. These groups are af;o trying to inspire individuals in the West
to launch their own, smaller-scale attacks, which require less of the advanced plan-
ning or coordination that would typically raise red flags. The logic supgorting these

~ kinds of terrorist plots is simple: They present fewer opportunities for disruption by
intelligence or law.enforcement than more elaborate, larger-scale plots by groups of
foreign-based terrorists. -

This threat of homegrown violent extremism fundamentally changes who is most
often in the best position to spot terrorist activity, investigate, an ‘respond. More
and more, State, local, and Tribal front-line law enforcement officers are most likely
to notice the first signs of terrorist activity. This has profound implications for how
we go about Securing our country against the terrorist threat, and requires a new
kind of security architecture that complements the structure we have already built
to protect America from threats coming from abroad.,

Over the past 2 years, the Department of Homeland Security has been working
diligently to build this new architecture in order to defend against this evolving
threat. There are two dimensions of this architecture that I will discuss today before
I detail other major developments in our defenses against terrorism over the past

ear. -

y The first part of our effort is workin, directly with law enforcement and commu-
nity-based organizations to counter violent extremism at its source, using many of
the same techniques and strategies that have proven ‘successful in combating vio-
lence in' American communities. Law enforcement at the State, local, and Federal
levels are leveraging and enhancing their relationships with members of diverse
communities that broadly and strongly reject violent extremism.

Second, DHS is focused on getting resources and information out of Washington,
DC and into the hands of State and local law enforcement, in order to provide them
with the tools they need to combat the threats their communities face. Because
State and local law enforcement are often in the best position to first notice the
signs of a planned attack, our homeland security efforts must be interwoven in the
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police work that State, local, and Tribal officers do every day. We must make sure
that officers eveerhere have a clear understanding of the tactics, behaviors, and
other indicators that could point to terrorist activity. Accordingly, DHS is improving
and expanding the information-sharing mechanisms by whicﬁ officers 'on the beat
are made aware of the threat picture and what it means for their communities. DHS
is doing so in alignment with the vision of Congress and the direction the President
has set for a robust information sharing environment. These efforts include pro-
viding training programs for local law enforcement to help them identify indicators
of terrorist activity, as well as our work with our partners at the Department of
Justice (DOJ) on the Nationwide Suspicious Activity Reporting Initiative, which has
created a standardized system for reporting suspicious activity so that this informa-
tion can be analyzed against National trends and shared across jurisdictions. And
we are encouraging Americans to alert local law enforcement if they see something
that is potentially dangerous through the “If You See Something, Say Something”
campaign. The kind of vigilance that this campaign promotes has helped to foil ter-
rorist plots in the past, including last onth in Spokane, Washington. i

"Paken together, these steps lay a strong foundation that police and their partners
across the country can use to protect their communities from terrorism and violence.
While many kinds of violent motivations threaten our security,* these initiatives are
helping to build a strong foundation of preparedness that will be embedded in the
fabric of cities and towns across the Nation. Indeed, what we are building to secure
America from every type of attack is a homeland security architecture that helps
law enforcement everywhere protect their communities from any type of attack. This
homeland security architecture will be paived with efforts to better understand the
risk confronting the homeland, and to protect the privacy rights and civil liberties
of all Americans.

COUNTERING VIOLENT EXTREMISM (CVE)

Since 2009, more than two dozen Americans have been arrested on terrorism-re-
lated charges. More broadly, a report last month from the New York State Intel-
ligence Center, the fusion center for the State of New York, examining 32 major ter-
rorism cases in the United States related to al-Qaeda-like ideology since 9/11, shows
that 50 of the 88 individuals involved in those plots were U.S. citizens at the time
of their arrests, and among those citizens, a clear majority of were natural-born.?

This report démonstrates why we must confront the threat of homegrown violent
extremism in order to truly secure our country. We have a clear path forward to

ide our efforts on this front. The Homeland Security Advisory Council’'s (HSAC)

ountering Violent Extremism Working Group-—comprised of security experts, elect-
ed officials, law enforcement leaders, community leaders, and first responders from
around the country—has provided DHS with a number of recommendations on how
to support local law enforcement and community-based efforts to identify and com-
bat sources of violent extremism. :

One major recommendation. was to dévelop a CVE curriculum for State and local
law enforcement that is focused on community-oriented policing, and that would
help enable front-line personnel to identify activities that are indicators of potential
terrorist activity and violence. We have now developed the first iteration of this cur-
riculum, through partnership with the Major Cities Chiefs Association, the Inter-
national Association of Chiefs of Police, the Department of Justice, the Counter Ter-
rorism Academy, and the Naval Postgraduate Schiocol. The first training with this
CVE curriculum will take place this month at DHS' Federal Law Enforcement
Training Center (FLETC). Law enforcement from New York, Detroit, the Twin Cit-
jes, Chicago, Washington DC, and Los Angeles are invited to participate. This cur-
riculum will continue to be develof)ed and refined in consultation with our partners,
and it will become widely available through regional policing institutes, in addition
to FLETC. The.eventual goal is to include this curriculum in the basic and in-serv-
ice training that is provided to-all new law enforcement personnel. :

In forming these kinds of community-based partnerships, it is important that
communities learn from each other about what works in countering violent extre-
mism. To support this effort, we work closely with a diverse collection of religious,
ethnic, and community organizations, As .the President said in his State of the

1 An examination of 86 terrorist cases in the United States from 1999 to 2009 by the Institute
for Homeland Security Solutions (“Building on Clues: Examining Successes and Failures in De-
tecting U.S. Terrorist Plots, 1999-2009,” October 2010) shows that nearly half of those cases
were related to al-Qaeda or al-Qaeda-inspired ideology, with the remainder due to a number of
other violent extremist motivations. - :

2New York -State Intelligence Center, “The Vigilance Project: An Analysis. of 32 Terrorism
Cases Against the Homeland,” December 2010.
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Union address, in the face of violent extremism, “we are responding with the
strength of our communities.” A vast majority of people in every American commu-
nity resoundingly reject violence, and this certainly includes the violent, al-Qaeda-
style ideology that claims to launch attacks in the name of their widely rejected
version of Islam. We must use these facts as a tool against the threat of homegrown
violent extremism. In conjunction with these communities and with the Department
of Justice and the Program Manager for the Information Sharing Environment, we
have published guidance on best practices for community partnerships, which has
been distributed to local law enforcement across the country. DHS also holds reg-
ular regional meetings—which include State and local law enforcément, State and
local governments, and community organizations—in Chicago, Detroit, Los Angeles,
and Minneapolis. These regional meetings have enabled participants to provide and
receive feedback on successful community-oriented policing and other programs
aimed at preventing violence. -

DHS has also issued, and continues to compile, unclassified case studies that ex-
amine recent incidents involving terrorism so that State and local law enforcement,
State and local governments, and community members can understand the warning
signs that could indicate a developing terrorist attack. These case studies focus on
comaimon behaviors and indicators regarding violent extremism to increase overall
situational awareness and provide law enforcement with information on tactics,
techniques, and plans of international and domestic terrorists. ‘

DHS has also conducted “deep dive” sessions with the intelligence directors, of
major city police departments and with the leadership of State and major urban
area fusion centers. DHS leaders meet with these individuals to discuss case stud-
ies, teirorist techniques, and current or novel indicators of terrorism, so that these
leaders can inculcate these lessons in their own institutions.

The United States Government as a whole is also working with our international
allies who have experience with homegrown terrorism. The State Department has
the lead for these international activities, but DHS is also working witlg foreign gov-
ernments that share many of our security concerns. In the past several months,
DHS has participated in bilateral conferences with partners in Canada and the
United Kingdom on countering violent extremism, and these and additional con-
versations will continue to leverage lessons our partners have learned that may ben-
efit law enforcement in the United States.

We will also leverage grant programs to support training and technical assistance
in building community partnerships and loca participation in the SAR Initiative.
Pending our fiscal year 2011 appropriation, DHS, the Office of Community Oriented
Policing Services (COPS) within DOJ, and the DOJ Bureau for Justice Assistance

" within the DOJ are working together to develop a joint grant resource guide for
.State and local law enforcement that leverages relevant funds and programs for
community-oriented policing. At the same time, DHS is expanding engagement
through our Privacy Office and our Office for Civil Rights and Civil Liberties to help
DHS personnel and law enforcement on the ground better understand and identify
threats and mitigate risks to our communities while ensuring these efforts respect
the rights enjoyed by all Americans.

SUPPORTING LAW ENFORCEMENT WITH THE INFORMATION AND RESOURCES THEY NEED

As T mentioned above, a major role of the Department of Homeland Security is
to get information and resources out of Washington, DC and into the hands of law
enforcement throughout the country. Local law enforcement, community groups, citi-
zens, and the private sector play as ‘much of a role in homeland security as the Fed-
eral Government., That is why we emphasize that “homeland security starts with
hometown security.”

DHS has been working. to expand our efforts to build the capacities of State, local,
Tyibal, and territorial law enforcement over the past 2 years to support four main

~ priorities. First, the information and intelligence provided to States and local au-
thorities should be timely, actionable, and useful to their efforts to protect local com-
munities from terrorism and other threats. Second, we should support State and
local law enforcement efforts to recognize the behaviors and indicators associated
with terrorism, and incorporate this knowledge into their day-to-day efforts to pro-
tect their communities from terrorist acts violent crime. Third, we should ensure
that information about terrorism-related suspicious activity is shared quickly among
all levels of government, so that information from the front lines can be factored
into larger analytic efforts regarding the threat picture across the whole country.
Fourth, we should encourage a “whole of Nation” approach to security, where offr-
cers on the ground are supported by an informed, vigilant public that plays a key
role in helping to secure our country against new and evolving threats.
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We have dedicated significant resources to building four major pieces of our new
homeland-security architecture to work towards these goals. The four pieces are
Joint Terrorist Task Forces (JTTFs), State and major urban area fusion centers, the
thlon-wide SAR Initiative, and the “If You See Something, Say Something” cam-
paign.

Joint Terrorism Task Forces

A critical piece of the homeland security architecture is the mechanism created
to jointly investigate terrorism cases: the Joint Terrorism Task Forces led by the
FBIL Hundreds of DHS personnel from eleven DHS components are currently work-
ing to support and participate in the 104 JTTFs across the country, all of which
marshal resources from a number of sources to jointly conduct terrorism investiga-
tions. Our Nation’s JTTFs have been successfu{ in mitigating the terrorist threat
in a number of instances, including in the investigation of Najibullah Zazi, who was
arrested in 2009 for a terrorist plot to attack the New York transit system. In that
case, several FBI field offices and their JTTFs (including the New York JTTF) con-
tributed to efforts in identifying Zazi, conducting surveillance of him, and arresting
7Zazi before he could execute his attack, while also identifying Zazi's associates.

Fusion centers

The second element is the network of State and major urban area fusion centers,
which serve as focal points for information sharing among all levels of government.
While JTTFs are investigative teams that bring agencies together to investigate par-
ticular terrorism cases, fusion centers are anal tical and information-sharing enti-
ties that bring agencies together to assess local implications of threat information
in order to better understand the general threat picture. These centers analyze in-
formation and identify trends to share timely intelligence with Federal, State, and
local law enforcement including DHS, which then further shares this information
with other members of the intelligence community. In turn, DHS provides relevant
and appropriate threat information from the intelligence community back to the fu-
sion centers. Today, there are 72 State- and locally-run fusion centers in operation
across the Nation, up from a handful in 2006. Our goal is to make every one of these
fusion centers a center of analytic excellence that provides useful, actionable infor-
mation about threats to law enforcement and first responders. To do this, we have
deployed 68 experienced DHS intelligence officers to fusion centers across the coun-
try. We are committed to having an officer in each fusion center. DHS fuither sup-
ports fusion centers through the grants process, and, as fusion centers become fully
operational, by deploying the Homeland Security Data Network to provide access to
classified homeland security threat information to ualified personnel. Our support
for fusion centers is focuse({ on supporting them to fully achieve four baseline capa-
bilities: the ability to receive classified and unclassified threat-related information
from the Federal Giovernment; the ability to assess the local implications of threat-
related information through the use of risk assessments; the ability to further dis-
seminate to localities threat information, so local law enforcement can recognize be-
haviors and indicators associated with terrorism; and the ability to share, when ap-
propriate, locally-generated information with Federal authorities, in order to better
identify emerging threats. The Department of Justice also work closely with fusion
centers to ensure that the analytical work of fusion centers and the investigative
work of JTTFs complement each other. .

Nationwide Suspicious Activity Reporting Initiative )

The third piece of our homeland security architecture that I described earlier is
the Nationwide Suspicious Activity Reporting, or SAR, Initiative, which DHS is
working closely with DOJ in order to expand and improve. The Nationwide SAR Ini-
tiative creates a standard process for law enforcement to identify, document, vet,
and share reports of suspicious incidents or behaviors associated with specific
threats of terrorism. The reports then can be used to identify broader trends. To
date, the SAR Initiative is under various stages of implementation at 33 sites that
cover two-thirds of the American population, and it should be fully implemented
across the country by September of this year.

Importantl{, this initiative also trains frontline, analytic, and executive personnel
to recognize behaviors and indicators associated with terrorism, and to distinguish
them from non-suspicious and legal behaviors. Thus far, more than 13,000 frontline
Federal, State, and local law enforcement personnel across the country have re-
ceived SAR training, and it is expected that virtually all frontline law enforcement
personne} in the United States—hundreds of thousands of officers—will receive this
training by the autumn of this year, thanks in large part to the partnership of the
International Association of Chiefs of Police, the Major Cities Chiefs Association, the
Major County Sheriffs’ Association, and the National Sheriffs’ Association. As part’
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of the SAR Initiative, we are also installing information-sharing technologies within
DHS that enable suspicious activity reports that are vetted by specially trained ana-
lysts to be forwarded to JTTFs and to be accessible to other fusion centers and DHS
offices. In conjunction with the Nationwide SAR Initiative, DHS is also working to
provide reporting capability directly to owners and operators of critical infrastruc-
ture.

The initial stages of this program have underscored the value of this initiative,
For example, over the 2 years it was involved in the pilot, one major city reported
that implementation of the initiative resulted in seventeen reports related to an
open FBI terrorism case. Over those same 2 years, a total of 393 reports were ac-
cepted by local JTTFs for further investigation, and local investigations resulted in
90 additional arrests for weapons' offenses and related charges. Separately, as the
media has already reported, a Chicago Police Department officer filed a suspicious
activity report in summer 2009 about David Coleman Headley based on observa-
tions the officer made in a Chicago park. Headley was subsequently tied to the ter-
rorist attacks in Mumbai in November of 2008 and was arrested on U.S. charges
as well. In addition, fusion centers in New York, Florida, and Virginia used sus-
picious activity reports and other documents to identify associates of both Faisal
Shahzad and Najibullah Zazi.

“If You See Something, Say Something”

The fourth element of the homeland security architecture 1 referenced is the effort
to spread awareness about the role the public plays in our security. The vigilance
of Americans continues to help save lives and aid law enforcement and first re-
sponders. We saw this last month in the brave responses of many Americans in the
moments after the shootings in Tucson, when members of the public subdued the
shooter. We saw how the vigilance of the public can prevent an attack when a po-
tentially deadly bomb was found prior to the start of & Martin Luther King Day pa-
rade in Spokane, Washington, after several city workers noticed a suspicious back-
pack and reported it to police. Of course, we all remember how last May, a street
vendor alerted police to smoke coming from a car and helped to save lives during
the attempted bombing in Times Square. Time and time again, we see vivid exam-
ples of why the American public’s vigilance is a critical part of our security. )

To foster this vigilance, we have taken a public awareness campaign with a famil-
iar slogan—“If You See Something, Say Something,” initially used by New York’s
Metropolitan Transit Authority and funded in part by DHS—and are spreading it
across the country. This program is based on those tenets of community-oriented po-
licing that enable the public to work closely with local law enforcement to protect
their communities from crime. The campaign outlines a positive role that Americans
can play in our shared security. This public education effort is being expanded to
places where the Nationwide SAR Initiative is already being implemented, so we
can ensure that calls to authorities will be handled appropriately and in an environ-
ment where privacy and civil-liberties protections are in place. The campaign has

already been launched in a number of State and local jurisdictions, as well as within
several key sectors, including Amtrak, the general aviation community, the Wash-
ington Metro, New Jersey Transit, with the NFL and the NCAA, the commercial
services sector at hotels and major landmarks such as the Mall of America in Min-
nesota, and National retailers like Walmart; and at Federal buildings protected by
the Federal Protective Service. ’ S

In addition to these four major pieces of our homeland security architecture, we
are further enhancing our Nation’s defenses against threats through reforms we
have made to the DHS grants and the grant process. Our State and local partners
everywhere aré struggling to pay their bills and fund vital services. As a former gov-
ernor, I know the hard choices they face. But it is critical to our National security
that local communities maintain and continue to strengthen their public safety ca-
pabilities. In 2010, DHS awarded $3.8 billion to States, cities, law enforcement, and
first responders to strengthen preparedness for acts of terrorism, major disasters
and other emergencies. We are also changing the grant process to help them stretch
these dollars even further. We have eliminated red tape by streamlining the grant
process; expanded eligible expenses to fund maintenance and sustainability; and
made it easier for fire grants to be put to work quickly to rehire laid-off firefighters
and protect the jobs of veteran firefighters. :

We also are making significant changes to the National Terrorism Advisory Sys-
tem (NTAS), which will make the system a better tool for disseminating information
about threats both to the public and to specific sectors. Last month, I announced
the end of the old system of color-coded alerts, and that we are moving forward on
a 90-day-implementation period in which state and local governments, law- enforce-
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ment agencies, private and non-profit sector partners, airports, and transport hubs
will transition to this new system. o o

Americans have a stake in our collective security, and we trust them to do their
part in our shared responsibility for our Nation’s security. The new system is built
on the simple premise that when a threat develops that could impact the public,
we will tell the public and provide whatever information we can. )

The new system reflects the reality that we must always be on alert and ready.
When we have information about a specific, credible threat, we will issue a formal
alert with as much information as possible. The alert may also be limited; depend-
ing on the nature of the threat, alerts may be issued only to law enforcement, or,
for example, to a segment of the private sector such as shopping malls or hotels.
Alternately, the alert may be issued more broadly to the American people. The alert
may ask Americans to take certain actions, or to look for specific suspicious behav-
ior. And alerts will have an end date.

This new system was developed collaboratively. It was largely the work of a bipar-
tisan task force that included law enforcement, former mayors and governors, and
members of the previous administration. 1 look forward to continuing to work with
our énany partners and with this committee to improve this system as it moves for-
ward.

STRENGTHENING VULNERABLE SECTORS

In addition to building this foundation, DHS has also been at work strengthening
sectors that have been—and continue to be—targets of attacks.

Commercial aviation

The latest threat information indicates that commercial aviation is still the to
target of terrorists, a fact that is underscored by the terrible bombing in Moscow’s
Domodedovo airport last month. The attempted terrorist attack on Christmas day
2009 illustrated the global nature of the threat to aviation. That incident involved
a U.S. plane flying into a U.S. city, but it endangered individuals from at least 17
foreign countries. The alleged attacker, Umar Farouk Abdulmutallab, is a Nigerian
citizen educated in the United Kingdom. He received training in terrorist tactics in
Yemen, purchased his ticket in Ghana, and flew from Nigeria to Amsterdam before
departing for Detroit. .

‘After this attempted terrorist attack, the U.S. Government moved quickly to
strengthen security. We took immediate steps to bolster passenger screening, while
addressing larger systemic issues on a global scale. We launched a global initiative
to ensure international aviation security efforts were stronger, better coordinated,
and designed to meet the current threat environment. With the International Civil
Aviation Organization (ICAO), the United Nations bedy responsible for air trans-
port, we held five regional aviation security summits which resulted in five: major
regional aviation security declarations, and worked closely with U.8. and inter-
national airline and airport trade associations and airline CEOs on a coordinated,
international approach to enhancing aviation security. These meetings culminated
in the ICAO Triennial Assembly at the beginning of October, where the Assembly
adopted a historic Declaration on ‘Aviation Security, which forges-a historic new
foundation for aviation security that will better protect the entire global aviation
system from evolving terrorist threats.

DHS coupled these. international efforts with significant advances in domestic
aviation security. We have deployed additional behavior detection officers, air mar-
shals, and explosives-detection canine teams, among other measures, to airports
across the country. Through the Recovery Act, we accelerated the purchase of Ad-
vanced Imaging Technology machines for deployment to airports around the coun-
try, and -currently have 486 deployed. The President’s.ﬁscaf year 2011 budget re-
quest would provide funding for a further 500 AIT machines for deployment to our
Nation’s airports. We are also purchasing and deploying more portable explosive de-
tection machines, Advanced Technology X-ray systems, and bottled liquid scanners.
In addition, in April 2010, the United States implemented new, enhanced security -
measures for all air carriers with international flights to the United States that use
real-time, threat-based intelligence to better mitigate the evolving terrorist threats.
And in November, DHS achieved a major aviation security milestone called for in
the 9/11 Commission Report, as 100 percent of passengers on flights within or
bound for the United States are now being checked against Government watch lists.

The global supply chain

In addition to our on-going efforts to enhance international aviation security, last
month I announced a new partnership with the World Customs Organization to en~
list other nations, international bodies, and the private sector to strengthen the
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global supply chain. As illustrated this past October by a thwarted plot to conceal
explosive devices onboard cargo aircraft bound for the United States from Yemen,
the supply chain is a target for those who seek to disrupt global commerce.

Securing the global supply chain is an important part of securing both the lives
of people around the world as well as the stability of the global economy. Beyond
the immediate impact of a potential attack on passengers, transportation workers
and other innocent people, the longer-term consequences of a disabled supply chain
could quickly snowball and impact economies around the world. One consequence,
for example, could be that people across the world would find empty store shelves
for food, serious shortages in needed medical supplies, or significant increases in the
cost of energy.

To secure the supply chain, we first must work to prevent terrorists from exploit-
ing the supply chain to plan and execute attacks. This means, for example, working
with customs agencies and shipping companies to keep precursor chemicals that can
be used to produce improvised explosive devices (IEDs) from being trafficked by ter-
rorists. We must also protect the most critical elements of the supply chain, like
central transportation hubs, from attack or distruption. This means strengthening
the civilian capacities of governments around the world, including our own, to se-
cure these hubs; establishing global screening standards; and providing partner
countries across the supply chain with needed training and technology. Finally, we
must make the global supply chain more resilient, so that in case of disruption it
can recover quickly. Trade needs to be up and running, with bolstered security, if
needed, as quickly as possible after any kind of event.

1 am confident the global community can make great strides on all of these fronts
in 2011. Just as the nations of the world were able to make historic progress on
enhancing international aviation security in 2010, so too can we make global supply
chain security stronger, smarter, and more resilient this year. )

Surface transportation :
DHS has also taken major steps to strengthen security for surface transportation,

including passenger rail and mass transit. Many of the. steps I have already de-
scribed are especially important in helping to secure that environment. We con-
ducted the initial launch of the National “If You See Something, Say Something”
campaign at Penn Station in New York, in conjunction with Amtrak. The Nation-
wide SAR Initiative is also geared toward detecting signs of terrorism in mass tran-
sit hubs and vehicles like train stations, buses, or rail cars. This initiative includes
as law enforcement partners the Amtrak Police Department as well as all police
agencies serving rail networks in the Northeast corridor, providing officers to_use
this upgraded reporting system to refer suspicious activity to. DHS and the FBL
This is in addition to the intelligence sharing that the Transportation Security Ad-
ministration (TSA) conducts with Amtrak on an on-going basis, and the information-
sharing work conducted by the Public Transportation Information Sharing Analysis
Center. TSA special operation teams, known as Visible Intermodal Prevention and
Response (VIPR) teams, work with local partners to support several thousand oper-
ations every year. The expansion of the Nation-wide SAR Initiative will continue to
include our partners in the transportation sector.

We are moving forward on the implementation of the 20 recommendations made
in the Surface Transportation Security Assessment, released in April as part of an
administration-wide effort to address surface transportation security. DHS has the
lead on 19 of these.recommendations; to date we have completed five of the rec-
ommendations3 and are making significant progress toward implementing the re-
mainder. We are alse in the rulemaking process to require background checks and
security training for public transit employees, and to require vulnerability assess-
ments and security plans for high-risk public transportation agencies, railroads, and
bug operators. ‘All of these actions will help ‘to “address a-landscape where ‘the
threats to these systems are clear.

Cybersecurity .

At the same time that we work to strengthen the security of our critical physical
infrastructure, we are also. working to secure cyberspace—an effort that requires co-
ordination and partnership among the multitude of different entities in_both the
Government and private sector that share responsibility for important cyber infra-

3The completed recommendations are: Number 1, Cross Modal Risk Analyses; Number 3,
Evaluate and Rank Critical Surface Transportation Systems and Infrastructure; Number 12,
Gap Analysis of Existing Risk Tools and Methodologies; Number 15, Secure™ and
gutureTECHTM Programs; and Number 18, Transportation Research & Pevelopment Input

rocess.
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structure. Indeed, in just the last year, we have seen the full spectrum of cyber
threats, from denial-of-service attacks and spamming -to attacks with spyware. How-
ever, we have made—and are continuing to make—substantial progress at building
the capability necessary to address cyber incidents on a Nationalplevel.

DHS has expanded its capabilities to further secure cyberspace. Last year, we en-
tered into a new agreement with the Department of Defense and National Security
Agency to enhance our capabilities to protect against threats to civilian and military
computer systems and networks. Through this agreement, personnel from DHS and
the DOD are now able to call upon the resources from each other and the NSA in
order to respond to attacks against our interlinked networks. We ‘also continue to
expand the number of cyber experts working for DHS, a number which has in-
creased about fivefold in the past 2 years. )

The Cyber Storm III exercise was another milestone in 2010. This exercise simu-
lated a large-scale cyber attack on our critical infrastructure and involved partici-
pants from DHS and seven Cabinet-level Federal agencies, but also from 13 other
countries and 11 States. It represented an important test for the country’s National
Cyber Incident Response Plan.

DHS has opened and is now growing the National Cybersecurity and Communica-
tions Integration Center (NCCIC), which is a 24/7 watch-and-warning center that
works closely with both government and private-sector partners. In 2011, DHS will
complete the deployment of the EINSTEIN 2 threat detection system across the
Federal space. In addition, the Department will continue to develop, and begin de-
ployment, of EINSTEIN 3, which will provide DHS with the ability to automatically
detect and counter malicious cyber activity.

CONCLUSION

The terrorist threat to the homeland is, in many ways, at its most heightened
state since 9/11. This threat is constantly evolving, and, as I have said before, we
cannot guarantee that there will never be another terrorist attack, and we cannot
seal our country under a glass dome. However, we continue to do everything we can
to reduce the risk of terrorism in our Nation. .

Our efforts are guided by a simple premise: To provide the information, resources,
and support that the hardworking men and women of DHS,. our Federal partners,
and State, local, Tribal, and territorial first responders need to effectively prevent
and recover from acts of terrorism and to mitigate the threats we face. This support
helps to build the kind of foundation that can guard against—and bounce back
from—any kind of attack, from newly emerging threats to-specific sectors that have
been terrorist targets in the past. Working with our Federal partners, law enforce-
ment across the country, the private sector, and the American public, we are mak-
ing great progress in addressing today’s evolving terrorigt threats. ]

Chairman King, Ranking Member Thompson, and Memmbers of the committee:
Thank you for inviting me to testify today. I can now take your questions.

Chairman KING. Thank you, Secretary Napolitano. Your state-
ment will be made part of the record, your full statement.
I will now recognize Director Mike Leiter. Director Leiter.

- STATEMENT OF MICHAEL E. LEITER; DIRECTOR, NATION.
COUNTERTERRORISM -CENTER .

Mr. LeITER. Thank you, Chairman King, Ranking Member
Thompson, Members of the committee. Thank you for having me,
with Secretary Napolitano. - -~ . R

I hate to sound like a broken record, but I do want to add my
personal thanks to Congresswoman Harman, who has been a lead-
er in intelligence and homeland security for many years now.

" She has been a staunch supporter of NCTC. The one anecdote I
would pass along beyond the laws you have worked on, the over-
sight you have provided, Congresswoman Harman came out and
spent about 2% hours with a packed room of analysts, about 50 or
60 men and women, to talk to them about what 1t was like to be
a senior woman in National security. Those young analysts came -
out glowing about their experience. I think it was the personal
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touch that you provided which helped, I think, inspire another gen-
eration of National security leaders. So thank you very much.

I also want to thank the committee for coming out and visiting
NCTC. I think the opportunity to see young analysts and the ways
in which NCTC and DHS are so entwined in our work on a daily
basis was a great opportunity.

As Chairman King noted, the past 2 years have obviously high-
lighted the many dangers associated with a geographically and
ideologically diverse group of terrorists that seek to harm the
United States and our allies. These threats are not only from out-
side our borders, but increasingly from within. '

Although we have made enormous strides in combating and re-
ducing the likelihood of some complex catastrophic attacks by al-
Qaeda from Pakistan, we continue to face threats from many other
corners.

I will briefly outline those remarks and, again, ask that my full
record be made part of the—my full statement be made part of the
record. To begin, I will touch on the threats that we face. Today,
al-Qaeda and its allies in Pakistan still pose a threat, despite deg-
radation suffered from extensive and sustained counterterrorism
operations over the past several years and accelerated over the
past 2 years. :

Al-Qaeda, we believe in Pakistan is at one of its weakest points
in the past decade, and it is continuously being forced to react to
a reduced safe haven and personnel losses. A

But it remains a very determined enemy. Of course, Osama bin
Laden and Ayman al-Zawahiri maintain al-Qaeda’s unity and stra-
tegic focus on the United States and other Western targets. At
least five disrupted plots in Europe during the past 5 years, includ-
ing the plot to attack U.S. airliners transiting between the United
Kingdom and the United States, in addition to disrupted cells in
the United Kingdom, Norway, and attacks against newspaper of-
fices in Denmark demonstrate al-Qaeda in Pakistan’s steadfast in-
tentions. T

We are also concerned about future homeland attacks from one
of al-Qaeda’s key allies within the Federally Administered Tribal
Areas, or the FATA, Tehrik-i-Taliban Pakistan, TTP, the group
that trained Faisal Shahzad, the Times Square bomber from May
1 of last year, as well as the potential threat from other al-Qaeda
original allies within the Pakistan and Afghanistan region. .

Also on Pakistan, we remain focused on Lashkar-e-Taiba, the
group behind the 2008 Mumbai attacks, which remains a threat to
a variety of interests in South Asia. Although LET has not yet con-
ducted attacks in the West, it does have individuals who have been
trained who have been involved in' attacks, and it could pose a
threat to the homeland and Europe, in addition to destabilizing
South Asia more broadly. ,

Of course, we continue to view Yemen as a key base of operations
from which al-Qaeda in the Arabian Peninsula can and has
planned and executed attacks. Over the past year, AQAP expanded
operations against the homeland, including, of course, the Decem-
ber 2009 attack, and its follow-on effort to down two U.S.-bound
cargo planes in October 2010.
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In addition to these specific attacks, A.Q. has made several ap-
peals last year to Muslims to conduct attacks on their own initia-
tive. Specifically, over the past year, AQAP released four issues of
its magazine, English magazine Inspire, which attempts to per-
suade adherence to launch attacks on their own in the West.

East Africa remains a key operating area for al-Qaeda associates,
as well. Of course, last year, for the first time, they struck outside
of Somalia, killing 74, including one American in Uganda, and they
continue to attract violent extremists from across the globe, includ-
ing from the United States.

Now, these were mostly threats from outside the country. As the
Chairman noted, we are extremely concerned with homegrown vio-
lent extremists here in the United States. Plots disrupted in Wash-
ington, DC, Oregon, Alaska, and Maryland during the past year
were indicative of a common cause rallying independent extremists
to attack the homeland. Homegrown violent extremists have yet to
demonstrate a sophisticated ~ability, but as Fort Hood dem-
onstrated, attacks need not be sophisticated to be quite deadly.

Now, although time doesn’t permit me to go into all of the

 threats we watch, 1 would just like to highlight, in addition to
these threats, we continue to watch al-Qaeda in North Africa and
Iraq, Hezbollah and its targeting of U.S. interests globally, and also
other terrorist groups, including Greek anarchists that recently
sent letter bombs to embassies in Rome and elsewhere.

In light of this changing dynamic, we ‘have significantly evolved
our capabilities to try to reduce the likelihood of a successful at-
tack. Most notably, as you saw last week or 2 weéks ago in your
visit, NCTC established a pursuit group that is designed to track
down tactical leads that can lead to the discovery of threats and
against the homeland. As 1 hope you saw, the pursuit group has
repeatedly identified and passed to our operational partners like
DHS key leads which might otherwise have been missed.

We are, of course, also focused on continuing to lead information
integration across the U.S. Government for counterterrorism. pur-
poses. We have always had access to a plethora of databases, but
in conjunction with DHS, FBI, and others, we have further devel-
oped over the past year an information tec¢hnology .architecture
which aims to improve our ability to detect this new sort of threat.

Finally, as this committee knows quite well, counterterrorism ef-
forts are not just about stopping attacks, but also trying to address
the upstream factors that drive violent extremism. Qur focus as a
general matter is undercutting the terrorist narrative and building
safe and resilient communities, not NCTC operationally, but with
our partners like DHS, in conjunction with other parts of the U.S.
Government.

Specifically, on behalf of the National security staff, we are co-
ordinating interagency planning in partnership with departments
and agencies across the U.S. Government. Where appropriate, we
are helping to support and coordinate the Federal Government’s
engagement with American communities where terrorists are al-
ready focusing their recruiting efforts. '

In my view, while government has an important role in imple-
menting these strategies, we along with DHS view the private-sec-
tor and community institutions as key players in countering
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radicalization. We believe strongly that addressin radicalization
reqléires community-based solutions service to loca dynamics and
needs.

In coordination with FBI and DHS, NCTC developed a commu-
nity awareness briefing that conveys unclassified information about
the realities of current terrorist recruitment to the homeland on
the internet so communities can be mobilized to fight the same
fight that we are involved in. '

Chairman King, Ranking Member Thompson, and all the Mem-
bers of the committee, thank you very much again for having us
here today. As you know well, despite the improvements, perfection

in this endeavor is not possible. We are working every day, 24
hours a day, tirelessly to try to stop the next attack, but we cannot
guarantee 100 percent safety. _

In this regard, I believe we must continue to foster domestic re-
silience while highlighting the ultimate futility of al-Qaeda’s fight.
Without your leadership—and, again, without Ms. Harman’s lead-
ership—we would not have made the strides that we have. I very
much look forward to taking your questions and working with you
for years to come. Thank you.

[The statement of Mr. Leiter follows:]

PREPARED STATEMENT OF MICHAEL E. LEITER

FEBRUARY 9, 2011
INTRODUCTION -

Chairman King, Ranking Member Thompson, distinguished Members of the com-
mittee, thank you for the opportunity today to discuss the current state of the ter-
rorist threat to the Homeland and the U.S. Government’s efforts to address the
threat. I am pleased to join Secretary of Homeland Security Janet Napolitano here
today-—one ofp the National Counterterrorism Center’s (NCTC) closest and most crit-
ical partners..

The past 2 years have highlighted the growing breadth of terrorism faced by the
United States and our allies. Although we and our partners have made enormous
strides in reducirig some terrorist threats——most particularly in reducing the threat
of a complex, catastrophic attack by al-Qaeda’s senior leadership in Pakistan—we
continue to- face a- variety-of threats from .other -corners.- These of course include
those commonly referred to as “homegrown ‘terrorists” who have long-standing ties
to the United States and who are often inspired by al-Qaeda’s ideology. While these
newer forms of threats are less likely to be of the same magnitude as the tragedy
this Nation suffered in September 2001, their breadth and simplicity make our wor
all the more difficult. - oo . _ . .

In response, and especially since the failed December 25 attack of 2009, the
counterterrorism community broadly and NCTC specifically have pursued numerous
reforms to reduce the threat to the American people and our allies. These reforms
address a wide variety of areas, including prioritizing CT activities across the intel-
ligence community, clarifying counterterrorism analytic responsibilities, and improv-
ing information integration. Perhaps most notably, NCTC created a new analytical
effort, the Pursuit Group, to help track down tactical leads that can lead to the dis-
covery of threats aimed against the Homeland or U.S. interests abroad. None of
these reforms are a panacea, but in combination 1 believe they reduce the likelihood
of a successful attack. i

Finally, while defending against current threats we must remain focused on deny-
ing al-Qaeda and its affiliates a new generation of recruits—especially in the home-
land. In that light, NCTC has remained at the forefront of identifying, integrating,
coordinating, and assessing efforts that aim to undercut the terrorism narrative and
prevent the radicalization and mobilization of new additional terrorists.

AL-QAEDA AND ITS ALLIES IN PAKISTAN POSE THREAT DESPITE DEGRADATION

While al-Qaeda in Pakistan remains focused on conducting attacks in the West,
the group must balance that intent with concerns for its security. Sustained CT
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pressure on al-Qaeda in Pakistan has degraded the group’s capabilities, leaving it
at one of its weakest points in the past decade. - : )

« During the past 2 years, al-Qaeda’s base of operations in the Federally Adminis-
tered Tribal Areas (FATA) has been restricted considerably, limiting its freedom
of movement and ability to operate. The group has been forced to react continu-
ously to personnel losses that are affecting the group’s morale, command and
control, and continuity of operations.

Al-Qaeda continues to prize attacks against the U.S. Homeland and our European

allies above all else. We remain vigilant to the possibility that despite the degrada-

_ tion of the organization, al-Qaeda already may have deployed operatives to the West
for attacks. Al-Qaeda’s sepior-most leaders—Usama Bin Ladin and Ayman al-
Zawahiri—maintain al-Qaeda’s unity and strategic focus on U.S. targets, especially
prominent political, economic, and infrastructure targets.

« Europe is a key focus of al-Qaeda plotting. At least five disrupted plots during
the past 5 years—including a plan to attack airliners transiting between the
United Kingdom and the United States, disrupted cells in the United Kingdom
and. Norway, and two disrupted plots to attack a newspaper office in Den-
mark—demonstrate al-Qaeda’s steadfast intentions, - ’

We remain concerned about future Homeland attacks from one of al-Qaeda’s key
allies in the FATA, Tehrik-e-Taliban Pakistan (T'TP), the group that trained the
bomber who failed in his attempt in 2010 to detonate a bomb in Times Square. TTP
is an alliance of militant groups that formed in 2007 with the intent of imposing
its interpretation of sharia law in Pakistan and ex elling the Coalition from Afghan-
istan. TTP leaders maintain close ties to senior al-Qaeda leaders, providing critical
support to al-Qaeda in the FATA and sharing some of the same global violent ex-
tremist goals. . -

Other al-Qaeda allies in Pakistan, the Haqci'lam' network and Harakat-ul Jihad
Islami (HUJI), have close. ties to al-Qaeda. Both groups have demonstrated the in-
tent and capability to conduct attacks against U.S. persons and targets in the re-
gion, and we are looking closely for any indicators of atfack planning in the West.

Lashkar-e-Tayyiba (LT)—another Pakistan-based Sunni extremist group—poses a
threat to a range of interests in South Asia. Its previous attacks in Kashmir and
India have had a destabilizing effect on the region, increasing tensions and brink-
manship between New Delhi and Islamabad, and we are concerned that it is in-
creasing its operational role in attacks against Coalition forces in Afghanistan. Al-
though LT has not previously conducted attacks in the West, LT—or individuals -
who trained with LT in the past—could pose a threat to the Homeland and Europe,
particularly if they were to collude with al-Qaeda operatives or other like-minded
terrorists. :

THE INCREASING THREAT FROM AL-QAEDA’S REGIONAL AFFILIATES

As al-Qaeda’s affiliates continue to develop and evolve, the threat posed by many
of these groups to U.S. interests abroad and the Homeland has grown. The affiliates
possess local roots and autonomous command structures and represent a talent pool
that al-Qaeda leadership may tap to augment operational efforts.

Al-Qaeda in the Arabian Peninsula {AQAP).—We continue to view Yemen as ‘a
key battleground and regional base of operations from which AQAP can plan at-
tacks, train recruits, and facilitate the movement. of operatives. We assess AQAP re-
mains intent on conducting additional attacks targeting the Homeland and U.S. in-
terests overseas and will continue propaganda efforts designed to inspire like-mind-
ed individuals to conduct attacks in their home countries.

e AQAP has orchestrated many attacks in Yemen and expanded external oper-
ations to Saudi Arabia and the Homeland, including the assassination attempt
on a Saudi Prince in.August 2009, the attempted airliner attack during Decem-
ber 2009, and its follow-on effort to down two U.S.-bound cargo planes in Octo-
ber 2010 using explosives-laden printer cartridges. )

o Anwar al-Aulagi, a dual U.S.-Yemeni citizen and a leader within AQAP, played
a significant role in the attempted airliner attack and was designated in July
as a specialli designated global terrorist under 1.0. 13224 by the U.S. Govern-
ment and the UN’s 1267 al-Qaeda and Taliban Sanctions Committee. Al-
Aulagi’s familiarity with the West and his operational role in AQAP remain key
concerns for us. .

¢ AQAP’s use of a single operative using a prefabricated explosive device in their
first attempted Homeland attack, and the lack of operatives associated with
their second attempted attack, minimized its resource requirements and re-
guced visible signatures that often enable us to detect and disrupt plotting ef-

orts. :
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Al-Qaeda Operatives in East Africa and Al-Shabaab—East Africa remains a key
operating area for al-Qaeda associates and the Somalia-based terrorist and insur-
gent group al-Shabaab. Some al-Shabaab leaders share al-Qaeda’s ideology, publicly
praising Usama Bin Ladin and requesting further guidance from him, although So-
mali nationalist themes are also prevalent in their public statements and remain
one of the primary motivations of rank-and-file members of al-Shabaab. The Sema-
lia-based training program established by al-Shabaab and al-Qaeda continues to at-
tract foreign fighters from across the globe, to include recruits from the United
States. At least 20 U.S. persons—the majority of whom are ethnic Somalis—have
traveled to Somalia since 2006 to fight and train with al-Shabaab. In June and July
2010, four U.S. citizens of non-Somali descent were arrested trying to travel to So-
malia to join al-Shabaab.

e Omar Hammami, a U.S. citizen who traveled to Somalia in 2006 and is now
believed to be one of al-Shabaab’s most prominent foreign fighters, told the New
York Times last year that the United States was a legitimate target for attack.
The potential for Semali trainees to return to the United States or locations in
the West to launch attacks and threaten Western interests remains a signifi-
cant concern. .

« This past year, al-Shabaab claimed responsibility for its first transnational at-
tack outside of Somalia—the suicide bombings in Kampala, Uganda in July that
killed 74 people including one American. Al-Shabaab leaders have vowed addi-
tional attacks in the region. )

Al-Qaeda, in the Lands of the Islamic Moghreb (AQIM) —AQIM is a threat to U.S.
and other Western interests in North and West Africa, primarily through kidnap-
for-ransom operations and small-arms attacks, though the group’s recent execution
of several French hostages and first suicide bombing attack in Niger last year high-
light AQIM’s potential attack range. Disrupted plotting against France and pub-
licized support for Nigerian extremists reveal the group’s continuing aspirations to
expand its influence. Sustained Algerian efforts against AQIM have significantly de-
graded the organization’s ability to conduct high-casualty attacks in the country and
compelled the iroup to shift its operational focus from northern Algeria to the vast,
ungoverned Sahel region in the south.

Al-Qoeda. in Iraq (AQD.~—On-going CT successes against AQI—to include the
deaths of the group’s top two leaders last year in a joint Iraqi/U.S. military oper-
ation—have continued to put pressure on the organization. However, despite these
on-going setbacks, AQI remains a key al-Qaeda affiliate and has maintained a
steady attack tempo within Iraq, serving as a disruptive influence in the Iragi Gov-
ernment formation process and a threat to U.S. forces. We are concerned that AQIL
remains committed to al-Qaeda’s global agenda and intent on, conducting external
operations, to include in the U.S. Homeland. :

HOMEGROWN EXTREMIST_ ACTIVITY REMAINS ELEVATED

In addition to threats emanating from outside the country, we also remain con-.
cerned that homegrown violent extremists (HVEs) continue to pose an elevated
threat to the Homeland. Plots disrupted in Washington, DC, Oregon, Alaska, and
Maryland. during the past year were unrelated operationally, but indicate that the
ideology espoused by al-Qaeda and its adherents is motivating, or beihg used as a
justification by, individuals to attack the Homeland. Key to this trend has been the
development of a U.S.-specific narrative, particularly in terrorist media available on
the internet that motivates individuals to violence. This narrative—a blend of al-
_Qaeda inspiration, perceived victimization, and glorification of past Homegrown
plotting—addresses the unique concerns of like-minded, U.S.-based individuals.
HVEs continue to act independently and have yet to demonstrate the capability to
conduct sophisticated attacks; but as Fort Hood shooter Nidal Hasan demonstrated,
attacks need not be sophisticated to be deadly. .

e Similar to 2009, arrests of HVEs in the United’ States in 2010 remained at ele-
vated levels, with four plots disrupted in the Homeland. The individuals in-
volved were motivated to carry out violence on the basis of a variety of personal
rationales, underscoring the continued intent by some HVEs to take part in vio-
lence despite having no operational connections to terrorists overseas. . . .
Increasingly sophisticated English-language propaganda that provides extrem-
ists with guidance to carry out Homeland attacks remains easily accessible via
the internet. English-language web forums also foster a sense of community and
further indoctrinate new recruits, both of which can lead to increased levels of
violent activity.

‘e The prominent profiles of U.S. citizens within overseas terrorist groups—such
ag Omar Hammami in al-Shabaab and Anwar al-Aulagi in AQAP—may also
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provide young U.S.-based individuals with American role models in groups that
in the past may have appeared foreign and inaccessible. These individuals have

also provided encouragement for homegrown extremists to travel overseas and

join terrorist organizations.
AL-QGAEDA AND AFFILIATES SUSTAIN MEDIA CAMPAIGN

Al-Qaeda senior leaders issued si ificantly fewer video and audio statements in
2010 than 2009. As previously, public al-Qaeda statements rarely contained a spe-
cific threat or telegraphed attack planning, but they continue to provide a window
into the group’s strategic intentions. i

Al-Qaeda spokesmen continued to call for violence against Western targets, in-
cluding appeals last year for Muslims to conduct attacks on their own initiative, an
they reiterated assertions that U.S. outreach to Muslims is deceptive. Bin Ladin, al-
Zawahiri, and American spokesman Adam Gadahn also released statements that de-
cried the evils of climate change and expressed sympathy for Muslims affected by
severe flooding in Pakistan, probably in an effort to bolster the group’s image among
mainstream Muslims.

AQAP since September has released three issues of Inspire—the group’s English-
language on-line magazine produced by its media wing—including a “Special Edi-
tion” in November that glorified the group’s disrupted 29 October cargo plot.

OUR EVOLVING RESPONSE: LESSONS FROM 12/25 AND BEYOND

In light of this dynamic terroxist landscape, the CT Community has significantly
evolved to improve our chances of disrupting terrorist attacks before they occur and
reducing the likelihood that attacks will be successful. These reforms address a wide
variety of areas, including prioritizing CT reforms across the intelligence commu-
nity, clarifying counterterrorism analytic responsibilities, improving our ability to
develop tactical leads like the identity of a future Umar Farouk Abdulmutallab by =
creating NCTC's “Pursuit Group,” expanding watchlisting resources and modifying
watchlisting criteria, accelerating information integration across key interagency

- data holdings, and continuing to prioritize sharing of intelligence with State, local,
and Tribal partners. :

With respect to our improved ability to develop tactical leads, 1 year ago 1 di-
rected the creation of a new “Pursuit Group” within NCTC, which now focuses ex-
clusively on information that could lead to the discovery of threats aimed against
the Homeland or U.S, interests abroad. The Pursuit Group’s six analytical teams
work with our IC partners to identify and examine as early as possible leads that
could become terrorist threats; to pursue unresolved and non-obvious connections;
and to inform in a timely manner appropriate U.S. Government entities for action.
Although T cannot discuss these findings in an unclassified setting, 1 can inform the
committee that the Pursuit Group has re¥eatedly identified key leads that would
have otherwise been missed amidst.a sea.o uncorrelated data.

We are also continuing to implement revamped watchlisting protocols, and—in
conjunction with the FBI and DHS—we have made major improvements to the Ter-
rorist Identities Datamart Environment (ie., the classified backbone of terrorist
watchlisting also known as “TIDE”) to better support watchlisting, information
sharing, and analysis. In addition, a comprehensive training program has been de-.
veloped for the counterterrorism community invelved in watchlisting and screening
to ensure consistent application of watchlisting standards across the U.S. Govern-
ment. Finally, I restructured NCTC's directorates to bring improved focus to ter-
rorist identities; the new directorate brings additional resources to bear to enhance
watchlisting records and fuse biometric and biographic watchlisting data. :

Supporting all of these and other NCTC missions, NCTC has continued to lead
information integration across-the counterterrorism community. NCTC has long had
appropriate access to a plethora of databases that span every agpect of terrorism
information, but over the past year in conjunction with the ODNI, DHS, CIA, NSA,

nology infrastructure to better meet the demands of the evolving threat. Such steps
include the enhancement of a “Google-like” search across. databases, and the devel-
opment of a “CT Data Layer” to discover non-obvious terrorist relationships so that
analysts can examine potential findings more efficiently. All of these efforts are
being pursued vehemently, but they also require careful consideration of complex
legal, policy, and technical issues as well as the implementation of appropriate pri-
vacy, civil liberty, and security protections. :

And as we improve our ability to counter the evolving threat, we remain focused
on sharing intelligence outside the “Federal family” Working with: and through
DHS and FBI, NCTC's Interagency Threat Assessment and Coordination Group

y
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(ITACG) continues to bridge the intelligence information gap between traditional in-
telligence agencies and State, local, Tribal (SLT) partners, playing a pivotal role in
assisting Federal partners in interpreting and analyzing intelligence intended for
dissemination to SLT mission partners.

COUNTERING VIOLENT EXTREMISM

As this committee knows well, counterterrorism efforts are not just about stopping
plots but must also include addressing “upstream factors” that drive violent extre.
mism. NCTC continues to play a significant role in this realm, both overseas and
at home. Pursuant to our authorities under the Intelligence Reform and Terrorism
Prevention Act, NCTC helps identify, integrate, coordinate, and assess U.S. Govern-
ment efforts that aim to counter and prevent the recruitment and radicalization of
a new generation of terrorists. Our focus is on both near- and long-term efforts to
undercut the terrorist narrative and promote safe and responsive communities,
thereby minimizing the pool of people who would support violent extremism.

More specifically, NCTC works with colleagues in Federal, State, local and Tribal
governments; wit international partners; and with the private sector to integrate
all elements of National power to counter and ‘prevent violent extremism. We are
coordinating an interagency planning offort to address domestic radicalization.
Where appropriate, NCTC is also helping support and coordinate the Federal Gov-
ernment’s engagement with American communities where terrorists are focusing
their recruiting efforts.

In all of our efforts we work closely with security a%:ancies such as DHS and FBI
as well as non-traditional Federal partners such as the Department of Health an
Human Services and the Department of Education. For example, NCTC participated
in an event with the Department of Education where five school districts came to-
gether to discuss unique challenges facing schoolchildren of Somali descent, includ-
ing targeted recruitment efforts by al-Shabaab. These non-security partners offer ex-
pertise in social services and the capacity to act on the local and community level.
By coordinating and integrating a broad community of interest, NCTC ensures a
“whole of government” approach that is vital to addressing and preventing
radicalization.

While Government has an important role in developing and implementing strate-
gies, we view the private sector and community institutions as key players in di-
rectly countering radicalization, and we Dbelieve strongly that addressing
radicalization requires community-based solutions that are sensitive to local dynam-
ics .and needs. In this regard, NCTC has engaged the private sector to provide fo-
rums in which to examine these issues. Specifically, we recently participated in an
event hosted by a prominent think tank that brought together private technology
experts and community members in order to explore ways to counter terrorist nar-

_ratives on the internet. . )

NCTC in coordination with FBI and DHS has also worked with community lead-
ers, State and local governments and law enforcement involved in countering violent
extremism to understand how governments can effectively partner with their com-
munities. It has become clear that Government can pldy a significant role by acting
as a convener and facilitator that informs and supports—but does not direct—com-
munity-led initiatives. Based on this, NCTC has developed a Community Awareness
Briefing that conveys unclassified information about the realities of terrorist recruit-
ment in the Homeland and on the internet. The briefing aims to educate and em-

. power parents and community leaders to combat violent extremist narratives and
recruitment. NCTC has presented the briefing to communities—including Muslim
Atnerican communities—around the country, leveraging, when possible, existing
U.S. Government engagement platforms such as DHS and FBI roundtables.

‘CONCLUSION

Chairman King and Ranking Member Thompson, I want to thank you for the op-
portunity to testify before your committee today. Together we have made great
strides in reducing the likelihood of a successful terrorist attack—especially a cata-
strophic one. But as you know well, perfection is no inore possible in counterter-
orism than it is in any other endeavor, NCTC and the entire counterterrorism com-
munity work tirelessly to reduce the likelihood of attack but we cannot guarantee
safety, In this regard, I believe we must continue to foster resilience domestically
while highlighting the futility of al-Qaeda’s fight. .

Without your leadership, the strides we have jointly made to counter the terrorist
threat would not be possible. Congress’s continued support is critical to the Center’s
mission to lead our Nation’s effort to combat terrorism at home and abroad by ana-
lyzing the threat, sharing that information with our partners, and integrating all
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instruments of National power to ensure their coordinated application and thereby
maximize our effectiveness at combating the threat. I look forward to continuing our
work together in the years to come.

Chairman KiNG. Thank you, Director Leiter. I thank both wit-
nesses. for their testimony.

Secretary Napolitano, 2 years ago, when you made your first
statement before this committee, I pointed out the fact that you do
not use the word “terrorist” or “terrorism” even once. In today’s
statement, you used it more than 60 times. Is that a reflection of
the growing terrorist threat? Is it a reflection of the changing em-
'phasils?within the administration? Or is it just something that hap-
pened?

Secretary NaporiTano. Well, I think my initial statement before -
the committee was one of several speeches, and it just happened
to be the one that didn’t use the word “terrorism.” ’

But the plain fact of the matter is, is that I spend the bulk of
my time working on counterterrorism-related activities. It can be
in the TSA world. It can be in the CBP world. It can be with intel
and analysis and working with our fusion centers with the NCTC
and others, but this is a top priority for us.

Mr. Chairman, one area that is really not up to bat today but
is 'a new one and is also one I think we need to watch out for is
the whole word of cyber and cybersecurity and how that is going
to interconnect with the terrorist—-—

Chairman KING. Yes. In fact, Chairman Lungren—is going to be
working on that extensively during the year. How prepared do you
believe the Department is to deal with the threat from biological,
chemical, radiological weapons?

Secretary NAPOLITANO. Yes. Now that is an extraordinarily dif-
ficult area in the sense that we are still working on—at the science
and technology level on things like detection mechanisms that are
effective in all areas. Mr, Chairman, I think I would say that we
are more prepared now than we were 2 years ago. Two years ago
we were more prepared than 2 years before then. But there is still
much work to be done. : ‘

That is why we have funded and are continuing to fund pilots
of different types with laboratories and universities and actually
private-sector _entities around the country, particularly in the
CBRN arena. That is why those things are so important. Securiing
the Cities is an example of that.

Chairman KiNG. Thank you. Director Leiter, with the splintering
of these—the development of these various splinter groups, how
much control do you see coming from al-Qaeda central to those
groups? If there is not control, is that good or bad?. .

Mr. LEITER. Mr. Chairman, I think there remains certainly ideo-
logical inspiration from al-Qaeda’s senior leadership but less and
less operational control. I think that is in large part due to the of-
fensive pressure that we are applying to al-Qaeda in Pakistan.

I think to some extent that is quite good. It reduces the likeli-
hood again of a large-scale organized attack. I think the negative
aspects of it is it allows the franchises to innovate on their own.
In the case of al-Qaeda and the Arabian Peninsula in Yemen and
folks like Anwar al-Awlaki they have been quite successful at being
snnovators that make our jobs more challenging. :
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Chairman KING. Not to be, I guess, grading them, but would say
that al-Awlaki is at least a severe threat today as Bin Laden?

Mr. LEITER. I actually consider al-Qaeda in the Arabian Penin-

. sula with al-Awlaki as a leader within that organization probably
the most significant risk to the U.S. homeland. I am hesitant to
rank them too quickly, but certainly up there. .

Chairman KiNG. Would al-Awlaki be the one who has been the
most successful as far as radicalizing through the internet?

Mr. LEITER. I think al-Awlaki is probably—certainly is_the most
well-known English-speaking ideologue who is speaking directly to
folks here in the homeland. There are several others who we are
concerned with but I think al-Awlaki probably does have the great-
‘est audience and the like. So in that sense he is the most impor-
tant.

Chairman KiNng. How effective do you find Inspire?

Mr. LEITER. It is a difficult question. Mr. Chairman. We obvi-
ously look at Inspire. It is spiffy. It has got great graphics and in
some sense we think probably speaks to individuals who are likely
to be radicalized. Frankly there is very little new information in In-
spire. So to that extent it is not I don’t think something revolu-
tionary and new in the substance. But again, in the way it conveys
the message it is useful and we think it is attractive to English
speakers. '

Chairman KiNG. How concerned are you at the possibility of mes-
sages or signals being sent through Ingpire? .

Mr. LEITER. I think I would take that more in a classified set-

ting, but as a general matter I think Inspire is attempting not to
build a secret network between AQAP folks in the United States
or other English-speaking countries. It is more looking to what the
title suggests, inspire them to act on their own. : :
* Chairman KING. Secretary Napolitano, in your State of the
Homeland Security speech, you mentioned D-block and the Presi-
dent made reference to it in his State of the Union speech. We
don’t have the details yet. Can you give us any indication of when
it ﬁVlkl)l ;oe formally unveiled or what the specific details of D-block
will be? :

Secretary NAPOLITANO. I don’t know the exact date. We will find
“that.for you, Mr. Chairman. But I know the President is intent on
working with the Congress to set aside the D-block for public safe-
ty. It is something that both our Department and the Department
the Justice advocated very strongly within the administration. But
1 don’t know the exact date when they are going to approach the
Congress about the legislative change that will— '

Chairman KING. I look forward to working with you and the ad-
ministration on that.

Secretary NAPOLITANO. Indeed. v

Chairman KING [centinuing]. Ranking Member, Mr. Thompson.

Mr. THOMPSON. Thank you very much, Mr. Chairman, for hold-
ing this hearing. Secretary Napolitano, in your testimony you went
to great lengths to describe your involvement in the homeland rel-
ative to home-grown terrors. Law enforcement agencies have also
talked about neo-Nazis, environmental extremists and anti-tax
groups as more prevalent than al-Qaeda-inspired terrorist organi-
zations. Have you looked at this to see if that in fact is the truth?
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Secretary NAPOLITANO. Representative Thompson, not. in that
sense. I mean, we don’t have like a scorecard. The plain fact of the
matter is, is that from a law enforcement, terrorist prevention per-
spective we have to prepare law enforcement and communities for
both types of acts.

Mr. THOMPSON. Well Mr. Leiter, given what has occurred in the
last 2 years here in this country, have you been able to analyze
what that threat looks like?

Mr. LEITER. Congressmen, by law the National Counterterrorism
Center only looks at international terrorism or that inspired by
international terrorism. So my analysts do not actually look at
some of the groups that you described in your question to the Sec-
retary. ’

Mr. THOMPSON. But you do communicate to the people. Am I cor-
rect? On the domestic side:

Mr. LEITER. We generally work through the Department of
Homeland Security and the FBI, who has the direct operational re-
sponsibility.

Mr. THOMPSON. Madam Secretary, could you help me with that?.

Secretary NAPOLITANO. In what sense?

Mr. THOMPSON. Relative to the information in terms of individ-
uals who are being a threat to the homeland. I am trying to look
at it in a broader sense. Sometimes we tend to narrow the focus.
But I think what we have to do in looking at the threat is look at
the entire threat. Can you share with the committee some of those
other threats that you have deemed necessary to address?

Secretary NAPOLITANO. Well, what we are focused on is helping
law enforcement and communities look for the tactics, the tech-
niques, the behaviors that would indicate that a violent act, a ter-
rorist act, is impending. Now, some of those are inspired by
Islamist groups, Al-Qaeda and so forth. Others can be inspired by,
like, anti-government groups flying a plane into the IRS building,
for example, ‘

So the JPTS are the ones on which we have members. who case-
by-case analyze what was .the motivation of a particular actor at
a particular time. I would say, Representative Thompson, that we
see a variety of different types of motivations in.addition to the
Islamist motivation that we are here talking about right now.

Mr. THOMPSON. For the sake of the record, give us some of those
varieties. :

. Secretary NAPOLITANO. They can be anti-Federal Government

" type of motivation. 1 mentioned the individual who flew the plane

' into the IRS building. Tim McVeigh. I worked on the Oklahoma
City bombing case. Would be another great—I don’t want to say

great example—another example of that sort of motivation. It can

be a variety of other things. As Mike indicated, the FBI works di-

rectly on those cases, has operational lead for their investigations.

Mr. THOMPSON. Mr. Leiter, let’s take an international situation.
The incident that occurred in October with the printer bomb. Were
you involved in that?

Mr. LEITER. Yes, we were.

Mr. THOMPSON. Can you share with the committee, if you can,
whether or not security gaps like that are being reviewed going for-
ward, so that others hopefully will be closed?
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Mr. LEITER. Congressmen, I can. Then I will also defer again to
Secretary Napolitano, who has some broader responsibilities for
cargo. Actually even before that event we were obviously concerned
with the possibility of using cargo in a terrorist attack. You only
have to look back at the Lockerbie bombing to know that this is
something that could occur.

Since that event, we have worked at NCTC and the intelligence
community to find new ways to support DHS to sharpen our ability
to find individuals or shippers who we consider high-risk so those
packages can be put through further screening. 1 think as Sec-
retary Napolitano will echo, it is a challenge.

Secretary NAPOLITANO. Yes, Representative Thompson, even
prior to October we had assembled an international initiative simi-
lar to what we have been doing on passenger air travel with re-
spect to cargo. It involves the World Customs Organization, the
International Civil Aviation Organization; and the International
Maritime Organization. .

What we are doing is working to have international standards
requirements, and also working with the private sector who are the
main air shippers. This of course was an air shipment. We are now
screening 100 of at-risk cargo that is on a passenger plane inbound
to the United States, which is something we had not had the capa-
bility of doing until the last year. We continue to work across the
world, across different nodes of transportation, across different
types of cargo, across different types of personnel who handle that
cargo to secure the entire supply chain. .

Mr. LEITER. Congressmen, if I could just add one point. I think
this is an area where the cooperation between DHS and NCTC has
‘really improved and been stellar over the past year. Not just with
cargo, but with screened personnel. The movement now of informa-
tion as we see a threat in the intelligence stream about a country
or a name or a region and where we think an attack might be com-
ing to, that movement is moving—that information is moving in
real time to DHS so DHS can rapidly adjust their screening pro-
tocol. Again, that is happening on an hourly basis.

Chairman KiNG. The gentleman from Texas, Mr. McCaul.

Mr. McCAUL. Thank you, Mr. Chairman.

Thank you, Madam Secretary, Director Leiter. In November
2009, I attended the Fort Hood memorial service just north of my
district in Texas and saw the 13 combat boots, the rifles, talked to
the soldiers who had been shot that day. They described how the -
Major Hasan said, “Allahu Akbar.” It was very dramatic.

Some said. that wasn’t an act of terrorism. 1 said it was. I think
it is the deadliest attack we have had since 9/11.

Since that time, the Senate has issued a report called, “A Ticking
Time Bomb.” In that report, it talks about how the Joint Terrorism
Task Force in San Diego had information about Major Hasan’s con-
tacts with what you described, Director, as the most dangerous
threat to the Unifed States’ security, and that is Awlaki. Unfortu-
nately, that information was not shared with the commander, Gen-
eral Cone at Ford Hood; who I talked to, and I said, “Wouldn’t you
have liked to have known that?”

When the attack took place, the FBI agent was quoted as saying,
“You know who that is? That is our boy. That is our boy.”
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Can you tell this committee and the American people what hap-
pened that day and what Major Hasan’s connections are to the ter-
rorist community?

Mr. LErTER. Congressman, to begin, I would just say at NCTC,
within about 48 hours of that attack, we designated that a terrorist
attack in what we call the worldwide incident tracking system. So
from our perspective, it was—as soon as we had the initial indica-
tion of the motivation, we counted it as a terrorist attack. It can
always change back; in this case, it hasn’t.

With respect to his connection to Awlaki and AQAP—and I want
to be very careful here, because obviously this is still a case for
prosecution—but we have said publicly it looks to us like inspira-
tion, rather than direction.

Finally, your question about what happened, I want to be careful
not to speak for either Director Mueller or the Department of De-
fense. I think they said quite clearly at the time that information
was not shared effectively between the FBI and Department of De-
fense. They have taken remedial action to address some of that.

I know on—for NCTC’s part, since then, we have worked with
the FBI to produce improved training materials and training for
field offices, so there really is no question for the next special agent
when hé is investigating a case that he will recognize the telltale
signs of radicalization and moving towards mobilization, and not
just convey that to the Department of Defense, but probably be
more aggressive in following that up.

Mr. McCAUL. I mean, I think the American people—it is hard fo
-understand—you know, you have to—and we can talk about infil-
tration of the military and what the threat is there, but it is hard
for the average citizen to understand how the FBI could have this
kind of information, that you have a major at the biggest installa-
tion in the United States in contact with one of the biggest threats
to the security of the United States, and yet that information is not
shared at all. A

I think that is a major breakdown. I hope—and I know that is
not totally within your purview and your jurisdiction, but I sure’
hope we can fix that—fix that problem.

Mr. LEITER. Congressman, I will say, again, I do know that the
Department of Defense and FBI now have a much tighter relation-
ship, so that information is shared. During the investigation, it was
shared with a Department of Defense agent on the JTTF, but not
shared back to the Army. We have also since then expanded
NCTC’s access to some of that granular information that was the
basis for the investigation, so NCTC can help to fill those gaps and
make sure the information is properly shared.

Mr. McCauL. Okay.

Madam Secretary, you were quoted in the Hill newspaper as say-
ing that, with respect to the border, that the border—it is inac-
curate to state that the border is out of control. ,

We had a briefing with Border Patrol. They said that about 44
percent of the border is under operational control. As you well
know, the killings, the violence going on, you know, coming from
Arizona, me coming from Texas, I would say my constituents do
view it as an out-of-control state.
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The special interest aliens have—has increased by 37 percent.
Those are persons coming from countries that may have potentially
terrorist influences. There was recently a potential terrorist that
was found in the trunk of a car, paid a Mexican cartel drug dealer
$5,000 to sneak across the border.

Could you just clarify the statement, in terms of your statement
that it is not out of control down there?

Secretary NAPOLITANO. Oh, absolutely. First—and I will give you
the full talk that I gave at UTEP.

But the border—thanks in part to the bipartisan efforts of the
Congress—has more manpower, technology, and infrastructure
than ever before. The numbers in terms of seizures that need to go
up are going up, and the numbers in terms of illegal immigration
are going way down.

The communities that are along the border—San Diego, Nogales,
El Paso, and so forth—are among, in terms of violent crime statis-
tics, are among the safest in the United States.

So what I was saying at that—from which I am quoted in part
was to the cartels in Mexico: Don’t bring your violence that you are
doing in Juarez, et cetera, over into the United States. You will be
met with an overwhelming response.

It is true that there are crimes on this side of the border. The
murder of a rancher in Arizona is one example. But it is inaccurate
to tlextrapolate from that to say that the entire border is out of con-
trol.

With respect to the 44 percent number, I think it is important
to recognize that operational control is a very narrow term of art

* in Border Patrol lingo. Basically, it is restricted to where you have
individual agents located.

It does nof take into account infrastructure. It does not take into
account technology, which is a force multiplier, as you know, so
that 1 think it would be inaccurate to take from that number or
that phrase to say, well, that means the other percentage of the
border, 56 percent, is out of control. That would not be accurate.

Chairman KING. The gentleman’s time has expired.

The gentlelady from California, Ms. Sanchez.

‘Ms. SANCHEZ, Thank you, Mr. Chairman.

Thank both of you for being before us again,

Secretary Napolitano, I am still worried about this whole issue
of overstays with respect to visas, in particular because I belong to
a couple groups that deal with the Europeans. As you know, the
European Union is having a difficult time understanding why we
accept some and not some others on Visa Waiver.

So I would like to know 2 things. First, can you discuss the secu-
rity measures with respect to somebody being able to come from a
country where there is Visa Waiver going on and how that might.
beé infiltrated by someone like al-Qaeda to get people over here?
Second, what progress are we making on the exit part of US-
VISIT?

Secretary NaPoLITANO. Well, in terms of Visa Waiver, what we
have is ESTA. What ESTA does is that it gives us advanced infor-
mation on someone traveling to the United States on a visa waiv-
er——
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Ms. SANCHEZ. Is it working? Have we seen any places where
someone or some cell group might be, in fact, trying to come in that
particular way?

Secretary NAPOLITANO. Well, let me just say that it is working
in terms of smoothly identifying individuals coming across. You
know, we deal with so many passengers every day. So, from a sys-
temic point of view, it is working.

However, I think it important to say that there is—no system,
no matter how well working, is a 100 percent guarantee that some-
one will not be able, ultimately, to infiltrate it. It may be somebody
about whom we have no advance information; it may be somebody
who has managed to steal an identity of someone else.

This is, unfortunately, a business in which we cannot give guar-
antees. What we can do and what we are doing is maximizing our
ability to catch somebody ahead of time and minimize the risk that
they will be infiltrated.

In terms of visa overstays, in addition to, U.S. Exit, let me just
suggest that one of the most effective investments the Congress can

" make is in ICE investigative agents, because they are the ones that
really find the visa overstays and get them into proceedings.

So one of the things we are looking at doing as we move forward
in the budget process is being able to staff ICE appropriately in
that regard. :

Ms. SANCHEZ. You stated earlier, in response to one of my col-
league’s questions, that you believe that all this technology that we
have been using at the border, in particular with respect to Mexico,
is a force multiplier.

The entire time that I was the chair of the Border Subcommittee,
we would get both GAO and Border Patrol saying they didn’t know
if some of this technology was actually going to require that. we
have more people or that we actually get that savings that we intu-
itively think should come from that. _ _

Do you have a new study, do you have new numbers, do you
have something that is showing that relationship? Because the en-
tire time that I was the chair, which was for about 3 years, we
have on record people saying that maybe it doesn’t lower the
amount of body power that we need. _

Secretary NaPoLITANO. Well, you still need manpower. I mean,
technology is no substitute for manpower. But you are never going
to have enough money to put a Border Patrol agent every 100
yards along the thousands of miles of border.

So you have to have technology and infrastructure as a three-
legged stool as part of a system. Then you have to have interior en-
forcement inside the country to back that up.

One of the reasons that I stopped the SBInet program was so
that we could redeploy those moneys into technologies that we
‘know work, that we know are force multipliers, that enable, for ex-
ample, a small forward-operating base near the Tohono O’odham
nation in Arizona to be a deterrent and be able to cover a larger
distance than otherwise they would be able to do.

Ms. SANCHEZ. Last—and this would be to our other guest—I rep-
resent a very large Arab Muslim community in our Nation, have
the second-largest community mosque, if you will. We have had a
Iot of situations with FBI probes and local infiltration, et cetera.
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What are the safeguards that we now have in place so that we
aren’t sending people into mosques and trying to elicit proactively
somebody to create some sort of terrorist attack? .

Mr. LEITER. Well, Congresswoman, I want to be a bit careful, be-
cause although I am familiar with them, I am certainly no expert
on the FBI domestic intelligence operating guidelines and the at-
torney general guidelines.

What I can tell you is the FBI, approved by the attorney general,
has very strict guidelines on the level of intrusiveness and what

* they can do based on specific information about individuals not
having radical thoughts, but moving to action, which should be ter-
rorist actions. ,

One of the key requirements is that no investigations can be
predicated on the exercise of first amendment rights. There always
has to be additional evidence on which to predicate an investiga-
tion that would then lead to some of the tools that you referenced.

Ms. SANCHEZ. Has that always been the case? Because we have
documented cases, of course, even out in the press and out in the
public where the fact of the matter was there was instigation of
these things within the mosque by our own undercover. '

Mr. LEITER. I can tell you that the current attorney general
guidelines were developed during the end of the Bush administra-
tion and ultimately approved under the Obama administration and
signed by the current attorney general. ,

The key piece here, if I may, is that you have to—obviously,
there are going to be places where you have to do law enforcement
investigations. In my view you have to have a balanced approach,
not just those law enforcement investigations, but you have to en-
gage with those communities, with other non-law enforcement ele-
ments of the U.S. Government to make clear that this is not an ad-
versarial situation. In fact, this is a partnership. :

As you know well, many of our tips to uncover active terrorist
plots in the United States have come from the Muslim community.
So we have to make quite clear that the communities are part of
the solution and not part of the problem. You do that through
using a variety of tools, not'just law enforcement. .

Chairman KING. The time of the gentlelady has expired.

Dr. Broun of Georgia. '

Mr. BROUN. Thank you, Mr. Chairman,

Secretary, Director, appreciate you all being here today. I have
several pressing questions for both of you, and in my limited
amount of time, it will allow for only one or two, and I trust that
you will- send a prompt response to my written questions. o

My first question is for both of you, but I would like the Director
to give me a written response, but I would like to address this par-
ticularly here in this hearing.

Secretary, most terrorist experts believe that given the list of in-
cidents of homegrown radicals—and trained terrorist recruits, the
United States is now a little different from Europe in terms of hav-
ing a domestic terrorist problem involving the immigrant as well
as indigenous Muslims as well as converts to Islam.

However, in April 2010 the Obama administration announced
that it intended to remove religious terms such as “Islamic extre-
mism” from the National security strategy. Moreover, in a May
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2010 speech at the Center for Strategic and International Studies,
the deputy national security adviser for homeland security and
counterterrorism, John Brennan, stated that the administration
would not “describe our enemy as jihadist or Islamist.”

Do you believe that by disregarding the ideological factor behind
the recent rise in domestic and international terrorism mainly by
Islamic extremism the administration is inhibiting our ability to
address and combat this dangerous trend?

Secretary NAPOLITANO. Representative, without having seen
John Brennan’s speech or having recently reviewed the National
security strategy, let me, if I might, respond to that in writing. I
would venture to say that what the concern was is that in addition
to Islamist terrorism or Islamist-inspired terrorism, we not over-
look other types of extremism that can be homegrown and that we
indeed have experiences with, as I described to Representative
Thompson.

But as our testimony here today indicates, we understand full
well that Islamist-inspired, al-Qaeda-inspired, however you want to
call it terrorism, be it coming from abroad were now being home-
grown, it is part and parcel of the security picture that we now
have to deal with in the United States.

Mr. BROUN. Well, I appreciate that—I went through security
TSA not long ago, and I went through it. There was a guy who fol-
lowed me that obviously was of Arabian and or Middle Eastern de-
scent. Both of us were not patted down. There was a grandma who

~ followed me, and she was patted down. There was a small child
with her. He was patted down. I have yet to see a grandma try to
bomb any U.S. facility with chemicals in her bloomers, so I think
we need to focus on those who want to do us harm.

Secretary NAPOLITANO. Representative, if T might respond to
that, because that is a common complaint that I : :

‘Mr. BROUN. I saw it myself.

Secretary NAPOLITANO. Well, I know. Let me just suggest, first
of all, that when we add random screening to whatever we are
doing, it has to be truly random. Otherwise, you use the value of
unpredictability. :

Second, I would be happy to have you briefed in a classified set-
-ting about how when we set firm rules about we won't screen this
kind ‘of person or that kind of person, that our adversaries, they
know those rules, and they attempt to train and get around them.

Mr. BROUN. Well, thank you. I would appreciate that briefing.

We have to focus on those people who want to do us harm. This
administration and your Department are seen to be very adverse
to focusing on those entities that want to do us harm and have
even at times back when your spokesman came and testified before
this committee, he would not even describe that Fort Hood mas-
sacre as a terrorist threat and talked about an alleged attack.

I think this is unconscionable. We have to focus on those. people
who want to harm us. The people who want to harm us are not
grandmas, and it is not little children. It is the Islamic extremist.
There are others, and I want to look into those, too, but your own
Department has described people who are pro-life, who are—who
believe in the Constitution, and military personnel as being poten-
tial terrorists.
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Now, come on. Give me a break. We do need to focus on the folks
who want to harm us. I encourage you to maybe take a step back
and look and see how we can focus on those people who want to
harm us. We have to profile these folks. You all have not been will-
ing to do so, in my opinion. I hope that you will look at this issue,
because I think it is absolutely critical for the safety of our Nation
and for the American citizens.

I will submit the other questions for written comment. Thank
you both for being here.

hSe?cretary NAPOLITANO. Mr. Chairman, may I make a response to-
that?

Chairman KING. Yes. . :

Secretary NAPOLITANO. First of all, Representative, there are
hundreds of thousands of men and women in my Department. They
come to work every day to protect the American people. The writ-
ing or the document I think you are referencing was something
that was actually drafted at the end of the Bush administration
and issued by mistake at the beginning of this administration. I
would point out that we just established that in the Hasan matter;
he is a terrorist, and he was an active duty military individual.

Chairman KING. The time of the gentleman has expired.

The gentleman from New York, my colleague, Mr. Higgins.

Mr. HiggiNs. Thank you, Mr. Chairman,

Chairman KING. New Member of the committee. Good to have
you aboard, Brian. -

Mr. HicGIiNs. Thank you very much, Mr. Chairman.

Madam Secretary, the Peace Bridge connects my community,
western New York, to southern Ontario. It is the busiest passenger
crossing at the northern border and is a vital economic asset to
western New York and to the country and of profound National se-
curity importance. ) '

We are advancing a project to reduce congestion at the Peace

Bridge by building a new span and customs facilities; but our
progress has been slowed in part due to ambiguous and sometimes
conflicting communications from the Department of Homeland Se-
curity. Specifically, confusion exists about -whether the project
would include pre-clearance, a shared border management strat-
egy, but would locate the American customs plaza on the Canadian
side of the bridge.
- On August 20, 2009, you wrote to me that pre-clearance was not
possible, because it would require the United States accept a lower
Ievel of security at the Peace Bridge than at any other U.S. port
of entry or require Canada to accept actions contrary to its charter
of rights and freedoms. : : ’

Mr. Chairman, I would like to enter that letter into the record.

Chairman KING. Without objection.

[The information follows:] i

SUBMITTED FOR THE RECORD BY HON. BRIAN HIGGINS

AUGUST 20, 2009.
The Honorable BR1AN HIGGINS,
U.S. House of Representatives, Washington, DC 20515.
DEAR REPRESENTATIVE HiGGINs: Thank you for your March 26, 2009 letter regard-
ing land preclearance for border crossings between Buffalo, New York, and Fort
Erie, Ontario. Public Safety Canada Minister Peter Van Loan, Secretary of State
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Hillary Clinton, and Representatives Louise Slaughter and-John McHugh have also
asked me to personally look into the shared border management issue.

The United States and Canada negotiated in good faith on a pilot program for
land preclearance between 2005 and 2007. Although our two governments were able
to reach agreement on some key issues, negotiations ended in 2007 when a mutually
acceptable framework could not be reached due to sovereignty issues for both the
United States and Canada.

Implementing the proposed land preclearance framework would have required the
United States to accept a lower level of security at a land preclearance crossing than
at any other U.S. port of entry or required Canada to accept actions contrary to its
Charter of Rights and Freedoms. U.S. Government concerns included limited U.S.
law enforcement authority, the right of individuals to withdraw applications, limita-
tions on fingerprint collection and sharing, and potential future interpretations of
the Charter. The Department of Homeland Security (DHS) subsequently developed
a concept that would have deployed U.S. Customs and Border Protection officers to
Canada to perform primary inspection and reserved all authority to conduct sec-
ondary inspections on U.S. soil, but Canada was not interested in pursuing that op-
tion and suggested that attention shift to other efforts to facilitate low-risk commer-
cial traffic.

- Since the beginning of the land preclearance negotiations, there have been signifi-
cant improvements at the Peace Bridge that have facilitated travel and trade, and
more are planned. These include an expanded number of truck lanes, a redesign of
the plaza, the creation of a new pedestrian lane and expanded passenger processing
terminal, the creation of a dedicated NEXUS lane and opening of a second enroll-
ment center, and the installation of radio frequency identification (RFID) tech-
nology. Current plans to redesign the U.S. plaza at the Peace Bridge, long term
plans to build a companion bridge, and the expected saturation of the traveling pub-
lic with WID-enabled Western Hemisphere Travel Initiative-compliant documents,
are expected to address long-standing challenges of limited capacity and outdated
infrastructure. These improvements will lead to the relief sought through land
preclearance well before it would have been possible to implement land
preclearance.

Having reviewed the significant legal and sovereignty issues that were at the
heart of the decision to terminate negotiations, as well as the current situation on
the ground, I have decided DHS will not be reopening negotiations on land
preclearance at the Peace Bridge. However, DHS will contfinue to engage with Can-
ada on preclearance issues more generally and will continue to explore new ideas
for creating additional efficiencies at our shared ports of entry. I welcome your
input, as well as the input of public and private sector stakeholders, in these en-
deavors to further enhance the flow of legitimate trade and travel at the Peace
Bridge and the U.S.-Canadian border more generally. :

Thank you again for your interest in homeland security, and your commitment
to the physical security and economic well-being of the United States and Canada,
A similar response was sent to Representative Christopher J. Lee, who cosigned
your letter. Should you need additional assistance, please do not hesitate to contact
me. .

Yours very truly, .

JANET NAPOLITANO.

Mr. HicGins. Yet in response to recent media inquiries on the
issue, the Department of Homeland Security officials have issued
vague responses that have caused confusion about the status of the
pre-clearance proposal. .

Madam Secretary, we need clarity from the Department of
Homeland Security on this issue in order for this important project
to proceed, so can you please tell us does the position of the De-
partment of Homeland Security remain consistent with your letter
that due to security and constitutional obstacles that cannot be
overcome, the Peace Bridge project will not include locating the
American customs facilities in Canada?

Is it your position that the Department of Homeland Security
will not reopen negotiations on pre-clearance at the Peace Bridge
and that the pre-clearance proposal is for the purposes of this
project dead? - ' ' :
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Secretary NAPOLITANO. Representative, 1 will be very clear. We
have looked into pre-clearance on the Canadian side. We cannot do
it. The position has not changed. When and if the bridge and the
facilities are expanded on the U.S. side, we are fully prepared to
provide the staffing and support for that on the U.S. side.

We understand the importance of the span for trade and tourism
and so forth, but we are not going to be able to resolve the pre-
clearance issues in Canada.

Mr. Higgins. Okay.

1 yield back. Thank you.

Chairman KiNg. The gentlelady from Michigan, Mrs. Miller.

Mrs. MILLER. Thank you, Mr. Chairman. I think I will follow up
a bit of my colleague from New York, who raised sort of a northern
border issue.

If I could talk a bit, Secretary and Director—and, first of all,
thank you both for coming, and we appreciate your . gervice to the
Nation sincerely—we have a lot of people on the committee that
talk about the southern border, and, believe me, I am not mini-
mizing. I recognize the challenges that we have on the southern
border and the safety of our Nation. But I do sometimes think we
forget, almost, about the northern border,

One of my colleagues said there was 44 percent of operational -
control on the southern border. According to the GAO report that

© came out last week, we have less than 2 percent under operational
control of our 4,000-mile—with our wonderful, wonderful trading
partner—our biggest trading partner is not Mexico, it is Canada by
a huge, huge margin, As you mentioned, the Peace Bridge in Buf-
falo, which is, I think we have always thought, sort of the third-
busiest crossing, I think the first in passenger,

But in my district and my colleague from Detroit, Mr. Clarke,
where he has the Ambassador Bridge, which is the busiest commer-
cial artery on the northern tier, the Windsor Tunnel there, and the
Blue Water Bridge in my district, which is 30 minutes, 30 miles
to the north, it is the second-busiest border crossing. The Canadian
national rail tunnel runs under the St. Clair River there, as well.

We were very concerned about what the GAO said about essen-
tially no operational control, for all ‘practical purposes, along the
northern border. I would just like to address that a bit, because as
we think about our wonderful trading partner, our neighbors of
Canada, there are several Islamic terrorists, extremist groups that
are represented there, as you are well aware..

I thought it was interesting, with the GAO report coming out, on
the heels of that, President Obama.and Prime Minister Harper
came out with a U.S.-Canadian agreement, which was a wonderful
step forward—they are going to put this working group together,
but talking about some of the various unique challenges, dynamics
along our shared border, how we can have interagency cooperation,
sharing of intelligence, et cetera, et cetera. . : '

So from a high-tech perspective of the kinds of resources that I
think we—are necessary along the—obviously, we are not going to
build a 4,000-mile-long fence along the northern border. So cer-
tainly the kind of technology that we need to be utilizing there, as
well as low-tech—low-tech, K9s. There are about 60 K9s, as' I un-
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derstand it, at El Paso. There are zero at the Blue Water Bridge
and maybe one at the Ambassador Bridge. ,

So, believe me, I am not minimizing what is happening on the
southern border, but for everything to be going on the southern
border at the expense of the northern border, I think we need to
have a bit of a balance.

Even the UAV missions, which I am heavily an advocate of, now
with a ground mission at Corpus Christi—and I know we do have
one along the more northern part of our border, but I think in the
Detroit—certainly, Michigan, New York sector, having those kinds
of —we need those kinds of technologies, off-the-shelf hardware, es-
sentially, that has worked extremely well in theater that the tax-
payers have already paid for, that we can utilize along the north-
ern border.

So I just raise this as a concern. Perhaps when we think about -
threats from abroad, et cetera, they are not all going to come on
an airplane from Amsterdam. Of course, as the terrorists think to
cripple our Nation, and they think about doing it economically, just
to use the Blue Water again as an example, at that, as it comes
into the United States, that is the genesis for I-69, 1-94, two of the
most major trade routes that we have. : :

As my colleague talked about, what we consider to be reverse in-
spection, that is-another thing we have been trying to advocate for.
Could we have reverse inspection so that we are inspecting things
before they start coming across our major infrastructure, as well?

So I raise some of these questions. I am not sure who I am di-
recting them all to. - .

hSecre‘caury NAPOLITANO. I think they are mine. Mike is going like
this.

Mr. LEITER. All yours. '

Mrs. MiLLER. Thanks, Secretary.

Secretary NAPOLITANO. I will be brief, Mr. Chairman.

First of all, again, on the GAO report, we are—I encourage the
committee, the term “operational control” is a very narrow term of
art. It does not reflect the infrastructure and technology and all the
other things that happen at the border, and so it should not be
used as a substitute for an overall border strategy. .

One of the most significant things that has happened in the last
month, quite frankly—or even in the last year—was Prime Min-"
ister Harper, President Obama signing the shared security strat-
egy, border strategy between our two countries.

I is our No. 1 trading partner. Canada is now beginning to do
or conducting some of the same kinds of things around its perim-
eter that we used to be concerned about coming across inland on
the border. We will be working more in light of this shared vision-
statement on an integrated northern border strategy. Indeed, we
have prepared one. It is in review right now at the OMB.

Because as you recognize, Representative, borders are—they are
law enforcement jurisdictions, and you have to protect the borders
in that regard, but they are also huge trade jurisdictions, and you
have to be able to move legitimate trade and commerce.

We are very much in favor of looking at ways to pre-clear certain
things before they—cargo, for example, before it gets to the border
so that we can relieve the pressure on the lines. The technology for
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being able to do that kind of thing gets better all the time. So that
is one of the things we will be, I am sure, working on and imple-
menting over the coming months and years.

Mrs. MILLER. Thank you. I know my time has expired, but 1
would just also point out, in regards-to the TIDE list, without
quantifying it, it is much higher—there are much higher hits on
the northern border than they are on the southern border with the
TIDE list, much higher.

Mr. LEITER. Congresswoman, I will just say that I have been
working extremely closely, going up to Ottawa since 2005. It is a
very different set of challenges on that border, but it is one that
_we are acutely engaged on with the Canadians who are an excel-"
lent partner in information-sharing and the like.

So although we talk about it less than the southern border quite
often, that—1I don’t want to leave anyone with the impression that
it is not a very high priority for us and the Canadians.

Mrs. MILLER. Thank you, Mr. Chairman.

Chairman KiNG. Now to the other side of the aisle, one of the
more enthusiastic new Members, Mr. Clarke of Michigan.

Mr. CLARKE of Michigan. Thank you, Mr. Chairman. Thank you
for calling this meeting. :

Thank you, Secretary Napolitano, Director Leiter. You know, I
want to make sure that I address you directly, but I have to speak
into this mic, .

Secretary NAPOLITANO. That is okay.

Mr. CLARKE of Michigan. All right. Okay.

Secretary NapPoLITANO. We are good.

Mr. CLARKE of Michigan. T want to thank Chair Miller for out-
lining the importance of the busiest international border crossing
in North America, which is in the city of Detroit, and also the fact
that we have a large airport, which is an international hub.

This makes this area at high risk of attack and also high impact,
in case of a natural disaster or other emergency. In the event of
such an emergency, it will be local police, local firefighters, our
local emergency medical providers that will be the first to respond.
My concern, though, is with the security of those first responders.
I realize that this Department cannot be the local law enforcement
or first responders.

Last week, I visited a police precinct in Detroit, which a few
hours earlier had been attacked by a lone gunman who tried to kill
virtually every officer in that precinct, to find out that that precinct
needed a metal detector that would have cost $5,000, but because
of the city’s budget restraints, couldn’t afford that. L

I am aware that many of the grant programs are awarded on a
competitive basis or based by formula. There are some districts,
some areas that will get resources, some that won’t.

In your written testimony, Madam Secretary, you rightfully say
that homeland security starts here with hometown security. What
types of resources in addition to the grants are available to protect
our first responders so they can be in a good position to protect our
citizens in case of an attack or other emergency?

Secretary NAPOLITANO. Representative, | would suggest, in addi-
tion to the grants, some of which are formula-driven, others of
which are based on analysis of risk and threat, one of the—or two
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of the things that are of direct assistance to our first responders
are, A, training.

That is why as we do our countering violent extremism curricula,
we are testing it at FLETC with representatives of the chiefs’ asso-
ciation, the sheriffs’ associations, and others who would have to im-
plement this on the ground.

The second is information sharing, so that they have maximum
access to actionable intelligence. _

Now, the latter probably would not help much in the case of a
lone wolf gunman. Those are—and I will ask Director Leiter of his
comments on that. But the lone wolf-type situation is almost im-
possible to prevent from a law enforcement perspective.

So when you deal with the first responders, you deal with maybe
early tips that somebody is getting ready to come in and then the
ability to respond very effectively. That is SWAT training and
equipment and the like. ,

Mr. Lerter. Congressman, what I would say is, immediately
after the Mumbai attacks in November 2008, we started working
with DHS and FBI to look at the techniques that were used in
India and how U.S. law enforcement and Homeland Security would
be able to respond.

Out of that, we created a scenario that has been used in Chicago
and other cities by the local authorities in conjunction with the
Federal -authorities to see what kind of response could be brought.

Recently, we combined with FEMA, and we now have a program
for each of—I think it is the eight FEMA sectors. The last one, the
first one was run in Philadelphia just several weeks ago, involved
over 300 people, including- the Philadelphia police chief, DHS,
FEMA, FBI, again, running through a scenario like Mumbai with
multiple shooters, - :

Because you are absolutely right: It is going to be the Detroit po-
lice or the Philadelphia police that are there first. How do they re-
spond? What specialized tools can the U.S. Government bring to
bear? Certainly we would be happy to work with—I think it is
Sheriff Bouchard or the Detroit Police Department or others to get
that sort of training in conjunction with DHS and ¥BI to Detroit.

Chairman KING. The gentleman from Pennsylvania is recognized,
Mr. Meehan. S

Mr. MEEHAN. Thank you, Mr. Chairman. I appreciate the oppor-
tunity to be with you here today.

1 have noticed that the gentlewoman from California has de-
parted, but I did want to take a moment on the record to express
my regret that I will not have the opportunity to work so directly
with her, having been given the opportunity to chair the Sub-
committee on Counterterrorism, and it would have created that
chance. 1 think—I spoke to my staff—it is a little bit like finally
making it to the Yankees and realizing that they just traded away
Derek Jeter. ' _

I am very grateful for your presence here today and for helping
us set the table.

Let me ask both Madam Secretary and Director Leiter, I came
on to this issue just 5 days after September 11, like many of each
of us did in different capacities, as United States Attorney.
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But we are sitting here now 10 years later. We have done a lot.
We have done a lot right. I think the gravest marker of what we
have done right is the incredible record of safety in the American
homeland in that 10-year period. ‘ .

But we have also spent a lot of money. As you said, Madam Sec-
retary, we have had hundreds of thousands of people deployed in
this—we have—right..

What are we doing now to begin to look back at what we are
doing and say, hey, where are we going wrong?

Where are we creating redundancies? What does our process
now, 10 years later, for asking some tough questions about whether
we could be doing something better?

Or if we are doing something that—you know, the institution
keeps moving forward because it is there. But maybe it is not the
best expenditure of dollars, making tough choices.

Secretary NapoLrtaNo. I will take that one first, Representa-
tive—say we are always asking those hard questions. It—I begin
every morning with an intel briefing and I think my briefers will
tell you, it begins with hard questions, why, where, how, what
could have been done to prevent, what is needed, et cetera.

With respect to those dollars, we all appreciate the fiscal dis-
cipline needed by our Department, even—you know, even though
it is security and everyone says they want to protect security, we
still have a duty to really protect dollars and use them in the
wisest possible fashion. - _

So it is everything from procurement reform that we have under-
taken, acquisition management, which sounds really government-
ese.

But I will tell you, it is those kinds of things that help find
projects before they get too far along, that are not really going to
work or be value added to the process. ' ;

Then, the third—and we have literally found hundreds of mil-
lions of dollars, that we have built into our budgets now, of cost
avoidances, using some of those just plain old management tech-
niques. A ; _ _ .

Lastly, I think that our ability and the—just the—and I have
seen it just even over the last 2 years, the increasing integration
and leveraging of the data resources that NCTC has with its pur-
suit teams, with our incredible data resources that we collect on
the customs and the TSA side.

The ability to leverage those resources together is a Homeland
Security kind of architecture that we just plain didn’t have before,
and sllows us to make maxinium use of the dollars we do get.

But I ask the Director if he has anything to— :

Mr, LEITER. Congressman, I have three quick points. But I will
open with the fact that the Yankees have traded a lot of greats.
They keep on winning, so—

' Yes, but it-is much to my-chagrin. .

Chairman KING. I share the Director’s chagrin.

Mr. LEITER. The Mets keep making a lot of trades and not win-
ning. : .

‘Three quick points, Congressman. First, the amount of change
that already goes on is really quite incredible.
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Ms. Sanchez asked about the visa waiver program. The way in
which we screen—ask the travelers today, compared to how we
screened them a year ago, is radically different.

So it really has not been a steady state in the first place. There
have been lots of twists and turns. Unless you are kind of in the
counterterrorism trenches, you don’t necessarily know that is going
on. Second, we, of course, try to learn lessons from our failures. But
we also do a lot of gaming to try and figure out what the next at-
tack will be and how we have to shape things.

Now, that is an imperfect science, and you are going to end up
going down some wrong paths.

But there are significant things like that, as I said to Congress-
man Clark about gaming here domestically of about a Mumbai-
style attack, when you look at that, do we have the right resources,
do we have the right communications, what could we buy, even
though we haven’t seen that event here in the United States yet.

The third is, Congressman, NCTC has a statutory responsibility
to do net assessments, and that is looking both at the changed
enemy, our' U.S. capabilities and the changed global environment,
including here in the United States.

We provide that annual net assessment along with targeted net
assessments to the White House. We also work closely with the Of-
fice of Management and Budgets to try to look across all of these
expenditure centers and see which are being the most effective.

1 will tell you that that is a huge challenge, because simply iden-
tifying what satisfies part of a counterterrorism purpose, as you-
can imagine, is very difficult. The Department of Homeland Secu-
-rity is a perfect example. ,

it is not just counterterrorism what CBC does. It is immigrant
smuggling, it is drugs, it is all of these pieces.

So trying to parse this out remains a challenge, but one that 1
think—especially over the last 2 years—we have made some good
progress on.

Mr. MEEHAN. I agree with the—I am not looking at it just from—
although in this day and age, we are paying particular attention
to how the dollars are spent—but some—also technique as well.

1 mean, at what point in time do we reach a tipping point? While
I ascribe to the belief that we are doing the right things—hear peo-
ple say, hey, when I have to walk through an airport screener and
make the decision about whether I am groped or photographed, you
know, are we going too far along?

We keep pushing where—I went to that UPS terminal. The im-
pact of trying to push off further and further the screening of the
packages, at some point, it is going to have an impact on their abil-
ity to do business. . ,

T mean, where do we make those analyses? They are tough
choices. But we say, hey, maybe we are overcompensating in order
to try to create some sense of safety. :

Or is it necessary? .

Chairman KING. The gentleman’s time has expired. We can an-
swer the question. B , '

Secretary NAPOLITANO. Well, thank you, Congressman.

Well, first, with respect to the AITs and the pat-downs, it was
very interesting, but between Thanksgiving and Christmas, that
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heavy travel season, fewer than 1 percent of travelers opted out of
using the AlTs. o ‘

As you may have seen, we are now piloting the next software,
ghiCh will be even less invasive and will allow us to do fewer pat-

owns.

But the plain fact of the matter is, we do that because, from a
security and intelligence perspective, and just looking at what
Abdulmutallab did, going into Detroit in Christmas 2009, we know
they try to hire non-metallic-based explosives to get on a plane.

We know that aviation, be it cargo or passenger, continues to be
a target.

So that is something that we have, you know, had to deal with.
The TSA administrator, who is the former Deputy Director of the
FBI has to deal with it on a daily basis.

We are working with UPS and FedEx and the other major ship-
pers on how we secure cargo. We are moving toward kind of a
trusted shipper regime so that cargo can move and we can meet
the needs of real-time inventory.

That is part of the global cargo supply chain initiative I was de-

* scribing earlier. They are part and parcel of how we are devising
that strategy.

So we are not just sitting here, as the Government, figuring this
.out. We have the private sector, who has to move those planes and
move that cargo, helping us.

Mr. LEITER. Because, 1 will simply add, I think, almost every-
thing we do in counterterrorism, there is a second-order effect. If
we increase screening, that is going to affect people’s perceptions.

If we increase investigations domestically, that is going to affect
the community.

We have to build into those required and necessary preventive
steps additional programs to address those second-order effects so
you are not worsening the situation inadvertently. .

Again, that applies to screening. It applies to homegrown extre-
mism. It applies to overseas efforts.

Chairman KING. Virgin Islands.

Mrs. CHRISTENSEN. Thank you, Mr. Chairman. Welcome and
thank you for the great job you are doing with these tremendous
challenges that the country faces, to both of you. ‘

My first question is to_both of you. I want to focus on another
part of the southern border that I don’t think gets enough atten-
tion. ‘ ’ -

As the representative from the U.S. Virgin Islands, where a dis-
trict where 1 even seek acts, I am always concerned that not
enough attention is being paid to the Caribbean, either in assessing
the risks or in building strong partnerships that we need in that
region. ‘

So do you feel comfortable that the Department and the Center
are seeking and getting adequate information from the Caribbean,
and even from South and Central America, where there are coun-
tries that are friendly with areas in the world that have radical Is-
lamic extremism?

Or are there any efforts, for example, to prevent radicalization,

~ reduce the likelihood of radicalization or to help the governments
in those countries to strengthen their capabilities to do so?
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Secretary NAPOLITANO. Representative, I have myself asked
somewhat similar questions, in part because of the increase in spe-
“cial interest aliens that we are seeing get up to the Mexican bor-
der, what are the routes, how are they getting across.

If is a terrorism issue. It can be a human trafficking issue, a
drug trafficking issue—

Mrs. CHRISTENSEN. All of this.

Secretary NAPOLITANO [continuing]. And all of the above. In this
open setting, I would prefer not to give more of a detailed answer
except to say that I share your concern to make sure that we not
lose sight of this part of the world as we plan our protection strate-
gies.

We will be happy to sit with you in a classified setting to give
you more information. ' '

Mrs. CHRISTENSEN. Thank you.

Mr. LEITER. Representative, I would largely say the same thing.
I think there actually are some interesting pieces that I can’t go
into in open setting, with a particular focus to radicalization and
movement of travelers.

Myr. LEITER. We do spend significant time on the Caribbean.

I will also tell you that there has been good cooperation in the
past, for example, I believe it was 2007, the Cricket World Cup, it
was held in the Caribbean. :

" That provided an opportunity to help the region develop more ef-
fective screening of travelers. So there are some steps that the U.S.
Government has taken to enable them.

Of course, more towards South America, we have on-going con-
cerns about the influence of terrorist states, sponsors of terrorism
in that region and their presence.

_ Mrs. CHRISTENSEN, Thank you.

I have also been away from the committee for a while. But while
I was here before, I did put a lot of pressure on the then Secretary
to beef up the Office of House Affairs and to make sure that lines
of authority and response were clear between them and the Depart-
ment of Health and Human Services and that they work
seamlessly together.

Given your response to the question about biological threats,
what role does this office play, and are they adequately staffed, re-
sources and placed to be effective? '

Secretary NAPOLITANO, We are working very closely with the De-
partment of Health and Human Services on a number of scenarios,
pandeiic planning being one, but also medical countermeasures, in
the light of-—if there were to be a biologic attack.

We have been working with them on protocols, who would do
what, when, and where? Do we have the surge capacity to handle,
say, if there were-to be an anthrax attack? We have been table-top-
ping some of these things. _

So, Representative, the work between our departments, I think,
has been very good. I am not able right now at the table to say,
do they have enough resources? All I can say is that we believe the
biologic threat is real, and we believe it is something that we need
to keep maturing our efforts about. :

Mrs. CHRISTENSEN. Thank you.
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Director Leiter, from some of the reading that I did in prepara-
tion for this, it seems that there are still some turf battles and
disalignment, I guess I would call it, regarding lines of authority
and some stove-piping within the intelligence community, which
would be very dangerous if it does exist.

So where is the communication and the integration and the col-
laboration? Is it where it needs to be in the intelligence commu-
nity?

Mr. LEITER. Like every Government official, I will say, it is good.
It can always get better. But now I do want to give you some per-
spective, having been doing this since 2004, and where we are
today, it is night and day.

Secretary Napolitano and I sit on what is called the Counterter-
rorism Resource Council, which is chaired by Jim Clapper. It in-
cludes Bob Mueller, the Director of the FBI, the Director of DIA,
Leon Panetta, Director of CIA. Over the past year, we have met
every 2 weeks to delve in as senior leaders for hours on end about
how we can integrate our missions better. _

That is night and day, again, from where we were in 2004 or
2005. Frankly, it is night and day from where we were in 2009. So
I think there are always some tensions when organizations are try-
ing to do the right thing and think they are trying to do the right
thing and someone else disagrees. Not all of that tension is bad.

On the terrorism issue, I think—I have never seen it better inte-
grated than it is today.

Just one other point about integration, you mentioned the Health
and Human Services. We are integrated with them and DHS. They
are in charge of refugee resettlement. They play a critical role in
helping us work with new immigrant communities to reduce the
likelihood of radicalization. '

Again, that sort of partnership between the counterterrorism
community and an organization that is responsible for refugee re-
settlement, 4 years ago, never existed at all.

Chairman KING. Time of the gentlelady has expired.

The gentleman from Arizona, Mr. Quayle. :

Mr. QUAYLE. Thank you, Mr. Chairman, and thank you to
Madam Secretary and Director Leiter for being here .and giving us
the testimony on a very important subject:

Madam Secretary, while I was reading your testimony and lis-
tening to your opening statement, the one thing that I was a little
puzzled—and it surprised me—was the lack of emphasis on the
southern border and how we are going to continue.to. protect the
southern border.

The reason that I was a little surprised by that is because the
rise and the escalation of the violence between the drug cartels and

. the Mexican government as they continue to try to tamp down on
the various drug cartels that are really ravaging the various areas
along our southern border.

So the reason I was sort of—and that was the reason I was sur-
prised. Was it left out of there just because—do you think that we
have operational control of the southern border? Or was it just not
part of this particular testimony?

4
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Secretary NAPOLITANO. Well, thank you, Representative. It was
not emphasized in this testimony, because I didn’t think it was
within the scope of this particular hearing. '

I will send you the speech I gave in El Paso about a week-and-
a-half ago specifically to the southwest border. In the major point
I made there, a major point, was that, while we are working with
Mexico on the unprecedented level of violence there, as the cartels
fight for territory, separate, terrible crimes aside—and there have
been some—but we have not seen systemically that violence come
across the border. )

What I have told and been very public about to these cartels is
don’t bring that over our border into the United States. We will re-
spond very, very vigorously.

The communities along the border themselves, you can talk to
Mayor Sanders in San Diego or the mayor of El Paso and others,
and they will say themselves, they are—from a safety standpoint—
among the safest in the country. We want to keep it that way.

Then, last, you referenced operational control. I think you are the
third member now. As I have said before and I will say again, that
is a very narrow term of art in Border Patrol lingo and doesn’t—
and should not be construed as kind of an overall assessment of
what is happening at the border.

Mr. QUAYLE. Okay. I understand that. You mentioned El Paso.
You mentioned Yuma. You mentioned San Diego, These are areas
where the Border Patrol agents have been actually beefed up, and
we actually have barriers, and these are the areas that have actu-
ally had the expenses put down there. We have seen the apprehen-
sions—and you had stated in your statement over in El Paso about
the apprehensions going down. :

But do you know how many illegal immigrants have crossed the
border, the southern border, in the last 2 years or year?

Secretary NAPOLITANO. Well, it is an estimate. It used to be that
the estimate was that we were catching 1 in 3. I think the commis-
sioner would testify, if he were here today, that that number—we
are catching a much higher percentage. _

It is a combination of things, of the Congress, what it has in-
vested in this border, the manpower, the technology, the infrastruc-
ture. The area that is my top focus down there is the Tucson sec-
tor. We do have some fencing in Nogales, as you know, but we are
coitinuing to basically surge manpower and technology into that
sector to shut it down. '

Mr. QUAYLE. Well, and from that, if you look at the—what has
been happening, where the National Guard troops-are going to be
taken out, starting June through August, is that correct?

Secretary NAPOLITANO. Well, their current term ends in, I be-
lieve, June. I don’t know that a decision has been made as to
whether they will continue or not. That will be an_interagency
process with the Department of Defense and also the White House
involvement.

Mr. QUAYLE. Now, when we talk about statistics—and statistics
can always be skewed a different way—how well do you think that
it actually represent what is going on, on the southern border,
when most of the statistics revolve around apprehension and not
a really good understanding of what is going on in the rural parts
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of the border, where there is not as much enforcement and a lot
of ranchers and the like are getting inundated from what the re-
ports that they give with drug smugglers and human smugglers
across their properties?

-Secretary NAPOLITANO. Yes, I think you are talking about the
rural areas of the Tucson sector. As I have said before, that is
where we are really flooding resources now, shut some of that
down. We are in constant touch through my office with the sheriffs
along the entire border.

The sheriffs tend to have the—you know, the rural areas, be-
cause they have the areas outside of municipalities. We are work-
ing directly with them and-—on where we need to put resources,
what they need.

For example, one of the needs they had last year was help paying
overtime, and we did move overtime money—Representative Miller
is not here, so I think I can say it—from the northern border down
to the southern border to help cover some of that overtime.

We keep looking for efforts like that, but I can guarantee you,
Representative, that this is something that gets daily attention at
the department.

Mr. LEITER. Thank you, Madam Secretary.

Chairman KING. The gentleman from Massachusetts is recog-
nized for 5 minutes.

Mr. KEATING. Mr. Chair, thank you. Thank you, Ranking Mem-
ber Thompson. _

Chairman KING. Welcome aboard.

Mr. KEATING. Thank you, Secretary Napolitano, for being here.

1 am a new Member, but I am coming from a decade of law en-
forcement experience, dealing with a lot of these issues as a pros-
ecutor. In fact, one of my last cases just a few months ago dealt
with an issue that really called into very serious question the
issues of aviation and transportation security. It is a situation—
dealing with the 100 percent you had in November for successfully
checking everyone that is on the watch list and making sure on in-
bound U.S. travels, as well as within the country, that they are
checked.

But in my case, it wasn’t involving a person that had a ticket.
It wasn’t even involving a person that had a false identification.
What occurred in that case is a young man, 16-year-old young man,
Delvonte Tisdale from North Carolina, had stowed himself into the
wheel well of that plane. It departed from Charlotte, and his body
was found in Milton, Massachusetts, when the landing gear of that
plane was coming down. : : :

Despite the tragedy of losing a young man like that, it raised
enormous questions about tarmac security. His video never showed
up with investigations, to my knowledge, in the airport, and it
didin’t even show up near the perimeter.

So what really I am concerned about is: What is being done by
Homeland Security for safety on the tarmac that is vital for our
aviation security? What other agencies are you working with in
that respect? ‘

“Because if it wasn’t this young man that just stowed himself for
his own reasons, if that had been a person with more. nefarious mo-
tivation, think of what would have happened to that 737 commer-
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cial airliner or any of the other airliners that were there at that
time. It really raised enormous concerns about aviation safety, and
I V\ﬁ)uld like you to address what is being done on the tarmac, as
well.

Secretary NAPOLITANO. Well, a couple of things. One is, I will—
I am going to ask TSA to respond directly to your question, Rep-
resentative. The question of who controls what part of the airport,
it is a combination. '

We work with the local airport authority on the areas of—and we
set standards and requirements for things like the perimeter. They
are to carry out those standards and requirements.

Clearly, if somebody, a 16-year-old, is able to circumvent those
standards and requirements and get into the wheel well of a plane,
there has been a breakdown. So I can’t sit here, tell you what the
after-action analysis was as to how that happened and what correc-
tive action has been taken, but I can share with you that I suspect
that that already has occurred and we will get it to you.

Mr. KEATING. 1 appreciate that.

Mr. Leiter, were you aware of this incident at all? You know—
and, really, the concern is not just which agency is catching the
ball at a certain time. It is, there has to be a seamless way for the
agencies to deal with this locally or all the invasive procedures are
there when you are getting a ticket are for naught.

Mr. LEITER. Congressman, I was aware, but only through the
press reports. I remember it took some time to figure out that he
was actually set away on the plane when the body was first found.
What we have been concerned about for quite some time, not just
here in the United States but overseas, the insider threat to avia-
tion.

Those individuals who, even if they are not sneaking in, have
credentials either to restricted areas of an airport or work for an
airline, understand the watchlisting procedures, understand the
screening procedures. I know DHS and NCTC work together with
the airline industry to discuss those vulnerabilities, screen individ-
uals and the like. But we will certainly continue to work with Sec- .
retary Napolitano on this case to see whether or not there is a
broader perimeter issue. - .

Mr. KEATING. I would welcome that information. I can speak for
myself and I think for the members of the committee. This is an
area that we will work with you on because these are really serious
questions, not just in the Boston area but also in the Charlotte
area. - - :

Secretary NAPOLITANO. In the Charlotte area, yes, right.
Mr. KEATING. Thank you. '

Chairman KING. The gentleman from Virginia. Mr. Rigell is rec-
ognized for 5 minutes.

Mr. RiGeLL. Thank you, Mr. Chairman. Secretary Napolitano,
thank you for being here and Director Leiter. '

Last night the House fell short of the votes necessary to extend
certain parts of the Patriot Act. Could you just comment on that
please? The ramifications if those provisions are not extended.

Mr. LEITER. Congressmen, as I testified before several years ago
when this was up, the Patriot Act remains a very important tool,
especially with respect to home-grown extremists. So from my per-
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spective, to have the Patriot Act expire on February 28 would be
extremely problematic and would reduce our ability to detect ter-
rorists. '

Mr. RiGELL. Many of my constituents, and I share their view, I
have a deep concern about abuse of these powers. I would like to
know, and my constituents would like to know, what specific prac-
tical steps are being taken to properly balance this tension that
does exist between our freedom and our security? So if you could
unpack that a bit, I would appreciate it.

Mr. LEITER. Absolutely, Congressmen. I think it is a more-than-
reasonable concern. There are significant authorities and there
need to be protections. There are three basic provisions. The busi-
ness records provision, the lone wolf, and the roving wiretap.

First of all, I would say that in almost all cases there are very,
very similar tools already being used in the criminal context. But
in fundamentally all of these provisions there is a rigorous set of
oversight both within the Executive Branch but also through the
FISA court, the Foreign Intelligence Surveillance Act court. So in
the case of business records, a showing has to be provided to the

FISA court of the appropriateness of the order. They then also can
do oversight of those records and the like.

So I think this is, in the words of Ronald Reagan, this is trust
and verify. It is trusting it will do it right but then it is verifying
that we are doing it right through independent means, such as the
FISA court.

Mr. RIGELL. Are there examples within the Department where
you have identified an abuse where an employee has abused his or
her power and you have actually taken action and——

Mr. LEITER. Congressmen, I apologize. I am not quite the right
witness for that. I really have to defer to the Department of Jus-
tice. I know in other contexts NCTC has had situations where, for
example, U.S. person information was not protected to the way we
expect it to and require it. We have disciplined those individuals
and we have submitted those findings back to the Department of
Justisce, our inspector general and our civil liberties protection offi-
cer. So—

Mr. RIGELL. Director, that is a fair answer. I have the privilege
of representing Virginia’s Second District, home to a beautiful port
entrance to the Chesapeake Bay. So port security is a great concern
to me. I notice that again it wasn’t really listed in the opening
statement as a high-level concern. So please address where on the
order of threat assessment does port security come in.

Secretary NapoLiTaNo. I will take that one, Representative.
Again, it was not in the statement because of the title.of the hear-
ing and what we thought the scope of the hearing was. But port
security is keenly important for a whole number of reasons.

Our ports are where we—around our ports are where we have a
lot of our chemical facilities. The safety of containers bringing
cargo into the United States and how they are handled, the ability
of the Coast Guard to protect the ports. They serve as the captains
of the ports. So we have major initiatives underway in all of those
areas.

In particular, we are workin% globally on the security of the sup-
ply chain, which really—with the International Maritime Organiza-
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tion. Because that affects how cargo is actually brought across the
seas and into the United States.

Mr. RIGELL. Thank you. I yield back.

Chairman KiNG. It is almost time to expire. I would just add to
that that there has been close cooperation between the committee
and the Department for at least 5 years in both administrations on
the issue of port security. It is a major, major issue and it will defi-
nitely be addressed throughout the next 2 years. I can assure you
of that. Also, not to speak for the Secretary, but—Department
takes it very seriously.

The gentlelady from California, Ms. Speier, is recognized for 5
minutes. '

Ms. SPEIER. Thank you, Mr. Chairman. Thank you Madam Sec-
retary and Director Leiter. You know, I think at the outset I would
like to say I think you have the toughest jobs around. It is easy
for us to sit here and poke holes but you always have to be antici-
pating where the next threat is coming from.

We have porous borders. We have a system where, if I under-
stand it. correctly, waiver programs could easily allow a terrorist to
come to this country. I realize that we probably have it because we
have comity between our countries and the like. I worry about the
lack of exit tracking of visas. ’

I worry also about cargo surveillance. I had a briefing last week
in my district from local mechanics who are concerned about all of
the repair work being done offshore now. They showed me pictures
in El Salvador of a repair facility where you just showed your ID
as you came in. There was no tracking. You could have phony ID.
No one would-know. :

You can anticipate that there are lots of holes still out there and
that al-Qaeda and any number of other terrorists are seeing those
same holes. From your perspectives, each of you, what do you think
is the biggest hole that we have to close?

Secretary NAPOLITANO. Well, Representative, thank you for your
kind words. I have gotten out of the business of ranking because
it is fluid. It evolves. It changes based on what the current intel
is. It requires us to react to what has occurred and also to be think-
ing ahead.

With respect to the situation you referenced in El Salvador, one
of the things that I—to me that illustrates is the absolute impor- .
tance of good intel gathering and sharing. Not just within the
United States, but abroad.

When something is—significant is trying to infiltrate a port and
get something like a radioactive or biological weapon inside a cargo
container, say for example our ability to know ahead of time to be
tipped off to know what to look for, as what happened in October
with the air cargo plane, absolutely critical. So as we move for-
ward, strengthening and enlarging those intelligence-gathering re-
lationships is also very important.

Mr. LEITER. Congresswoman, I first of all also thank you and I
will say Secretary Napolitano has a harder job than I do. T am also
loathe to actually give you what our greatest vulnerabilities are be-
cause I know al-Qaeda and other terrorists are listening to what
we are seeing, and I don’t want them to know what I think are our
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greatest vulnerabilities. I am happy to talk to you about that in a
closed setting.

What I will say is we have to look at both our greatest
vulnerabilities in terms of likelihood and consequences. There are
a lot of things that could happen where we have weaknesses, but
the consequences of an attack along that angle really might not be
that significant. So we have to balance trying to stop the most com-
mon attack or the most likely attack with the one that has the
greatest consequences.

In that respect, the Chairman raised chemical, biological, radio-
logical, nuclear weapons. I don’t think that is remotely the most
likely avenue of al-Qaeda or al-Qaeda inspired terrorists to attack
this country, but the consequences of that would be so great we
have to invest very significant resources to guard against it.

Ms. SPEIER. To follow up on the El Salvador issue, shouldn’t we
be requiring American airlines—not American Airlines but Amer-
ican airlines—to make sure they have strong kinds of security sys-
tems in place when they are doing the work offshore? It appears
they do not and we don’t require them to.

Secretary NAPOLITANO. Representative, I need to know more
about the El Salvador situation, but as I testified earlier we are
now requiring 100 percent screening of all in-bound, high-risk
cargo that is on a passenger plane. Those are terms that would—
that meet—require certain levels be met: We actually do work with
the American flag carriers on those. They are part and parcel of
this system, even from international ports. , : :

Mr. LEITER. Congresswoman, I will simply add if I could the
challenge you identify is unique neither to El Salvador nor to avia-
tion. The counterterrorism effort is truly a global effort and it is
why we spend so much time with our overseas partners on aviation
security, port security, intelligence, information sharing. We are
very reliant on our partners doing what we think needs to be done

~ to keep the homeland safe.’ ‘

Chairman KING. The gentlelady’s time has expired. The gen-
tleman from South Carolina, Mr. Duncan, is recognized.

Mr. DuncaN, Thank you, Mr. Chairman. : _

(liVIadam Secretary and Director Leiter, thank you for being here
today. -

I wanted to first off thank the gentleman from the Virginia Tide-
water for mentioning the PATRIOT Act and asking a line of
questionings to ensure there are constitutional rights as free Amer-
icans aren’t trampled.

I consider myself a Tea Party congressman, and many of my. col-
leagues here in the freshman class feel the same way. So during
the course of getting to this office, we were questioned a lot about
certain things that the United States were doing with regard to pa-
triotic Americans, who may label themselves as Tea Party folks,
who peacefully assemble and petition the Government for redress
of grievances, all the first amendment rights that we have.

So I am concerned, and they are concerned in South Carolina,
about a report of April 2009 from your Department titled “Right
Wing Extremism: Current Economic and Political Climate Fueling
Resurgence in Radicalization and Recruitment.” We understand
that the House has passed a resolution of inquiry in the last Con-
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gress, and this committee held hearings on it. To my knowledge
that document has never been retracted or corrected.

So the ‘question for you today is: Does your Department consider
military veterans or groups dedicated to single issues, patriotic
Americans, a threat to homeland security and high risk to engage
in extremist activity?

Secretary NAPOLITANO. I think that is for me. As I said earlier
in this hearing, Representative, that was a report that was begun
under the prior administration and issued by mistake by our De-
partment before it had been properly edited.

Now, to the point, of course, we don’t consider patriotic Ameri-
cans to be terrorism threats. Of course, we work closely with our
military. My Department—we have now—we have had aggressive
hiring within military and veterans coming back, and we have now
almost 50,000 veterans in my Department, not to mention active-
duty Coast Guard. So we are heavily military reliant, dependent
and interconnected.

* Mr. DuNcaN. Thank you for that, by the way.

Secretary NAPOLITANO, There you go. Now, I think a larger point
is that as we do our work, we cannot categorize by ethnicity or reli-
gion or any of those sorts of things. We have to make decisions
based on intelligence and intelligent sharing and risk about par-
ticular individuals. ‘ ,

That is the way that we have directed it be done in our Depart-
ment. That is what is required under the United States Constitu-
tion. While the FBI is not here today and the Department of Jus-
tice is not here, they have very strict standards in that regard.

-Mr. DUNCAN. What can you do or what steps have you taken to
ensure this type of reporting as demonstrated doesn’t happen
again? Because in my opinion we have targeted a quote in that re-
port, and we never retracted that. So I just don’t want that to hap-
pen again. ‘ :

Secretary NAPOLITANO. Well, that report is no longer available.
Congressman, I would simply say that I have been the Secretary
for almost 2 years since then, and you have not seen a similar re-
port come out of the Department. - ' . :

Mr. DUNCAN. Thank you very much.

I yield back the balance of my time, Mr. Chairman.

Chairman KING. The gentlelady from California, Ms. Richardson,
is recognized for 5 minutes.

Ms. RICHARDSON. Yes. Thank you so much, Mr. Chairman.

Thank you to our two witnesses who are here today for your
frankness and efforts to work with this committee. .

Just a couple of questions that I have. One is there is much dis-
cussion here in the House in terms of reducing budgets back to
2008 levels. Madam Secretary, I would like to hear your opinion.
“If in fact that were to go into effect, how would that impact your
Department? What would you specifically see might need to be cut,
since we are not provided any of that direction?

Secretary NaPOLITANO. Well, that is a very difficult question to
answer, but this Congress in a bipartisan way has been building
this Department. It put 22 some-odd the agencies together. It gave
us probably the most varied group of missions of any Department,
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and 'Ichey touch directly on the safety and security of the American
people.

They have asked us to protect our ports. They have asked us to
protect our borders. They have asked us to protect our communities
against terrorists, whether international or homegrown. They have
asked us to protect our cyber walls. We have been building to meet
those missions. That is what we do. So we are going to be, and the
President is going to be, I think, very careful in his request. We
are under the same fiscal discipline demand as every other depart-
ment, and we ought to be, There are some places where I think we
can eliminate redundancies and save, and we are constantly look-
ing for those.

But to simply take a big old thing and say we will go back to
2008 without understanding operational impacts for this kind of
work would probably not be what I would advise from a budgetary
standpoint.

Ms. RIcHARDSON. Thank you for that comment. I think it is very -
helpful to us all.

My second question is we have several trade agreements that are
on the horizon. Korea is here—probably soon Colombia and Pan-
ama coming. You have heard several questions having to do with
the ports. When we asked the question, when you first became Sec-
retary, about implementing the 9/11 recommendations, one of your
responses was, well, in order for us to do that, we would have to
do all these new agreements.

How involved have you been with the current trade agreements
that are on the table, if at all? If you have, do you see the possi-
bility of us implementing some of these 9/11 recommendations with
those possible trading partners? :

Secretary NAPOLITANO. Representative, I have not personally
been involved in negotiating those trade agreements. We will have
to get back to you as to whether individuals and the Department
may have been. So I am just going to delete my answer at that for
now.

Ms. RICHARDSON. Okay. I would say in particular Korea is of
great concern. It is my understanding it is coming, and we want
fo make sure that for any future agreements, that Mr. Kirk is
keeping in mind what we need to achieve for this committee.

My second question, building upon previous questions of my col-
leagues, in this particular committee we will be having an upcom-
ing hearing about looking at the potential radicalization of Muslims
in this country. As I just heard your response, your department,
you don’t evaluate based upon race or religion and so on. You are
basing your decisions on intelligence. )

So if ‘that is the case, what percentage, if you have one, could you
say occurs in terms of people that we need to be concerned about.
Would you say 50 percent Muslim? Would you say 50 percent, you
know, if you could give us kind of a general idea?

Mr. LEITER. It is a absolutely tiny percentage of the U.S. Muslim
population and, frankly, the global Islamic population are those
that we are concerned with at the National Counterterrorism Cen-
ter. If you look at the numbers, they are significant in terms of
number of attacks we have, but in terms of the broader Muslim
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community within the United States, it is a minute percentage of
that population. _ " ‘

Ms. RicHARDSON. Thank you. .

With my remaining 49 seconds, I have been doing some work
looking at cogs in continuity of government. I think the Depart-
ment has done an amazing job of coordinating various agencies and
being prepared. '

I think, though, the last ones that are ready happen to be us as
elected officials, and so I just wanted to say, Madam Secretary, 1
plan on working with your folks to really explore how can we better
prepare from the local, State, and Federal level as elected officials
when we have to step forward when that disaster occurs, that we
know who to call, we know where to go, and we know how to be
helpful and not a hindrance in the process. .

Secretary NAPOLITANO. Thank you.

Ms. RICHARDSON. Thank you very much.

Thank you, Mr. Chairman.

Chairman KING. Time of the gentlelady has expired.

The gentleman from Texas, Mr. Farenthold, is recognized for 5
minutes. . '

Mr. FARENTHOLD. Thank you, Mr. Chairman,

At the risk of being redundant, I am probably the fifth or sixth
person here who is going to express some concern over the 44 per-
cent operational control number. I think you have done an admi-
rable job defining that as a term of art. »

What I would like to ask is let’s take the word “operation” out
of there and define “control” as what the average American would
say. What percentage control do you think we have of either of our
borders now—or both of our.borders?

Secretary NAPOLITANO. Well, I think in terms of manpower, tech-
nology, infrastructure, we have the effective control over the great
majority of both borders, particularly at the ports. Then we are
using manpower and new technologies to help us between the
ports. . '

It is a project that is never ending. We are relentless in it. We
recognize that when you are a country as large as ours with that
kind of land borders we have, that you are never going to seal
those borders. That is an unrealistic expectation, .

But I would say my top priority in terms of the effective control
is the Tucson sector of the southwest border. i

Mr. FARENTHOLD. You also mentioned that you didn’t feel like
some of the violence from Mexico is spilling over into the United
States annual crime. Just as a personal aside, I would like to take
issue with that, because I really do believe that what we have is
a very effective distribution network of narcotics that come into
this country that I am very concerned could be exploited by terror-
ists and used for bringing in the tools of the terrorist trade.

The easy availability of drugs in this country I think is an indica-
tion that we really don’t have the level of control that we would
all like to hold. That is—— . . ,

Secretary NAPOLITANO. Irideed. One of the things that—all I will

_ say in open setting is that we have for some time been thinking
ahead about what would happen if, say, al-Qaeda were to unite
with the Zetas, one of the drug cartels. I will just leave it at that.
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Mr. LEITER. Congressman, if I could just add, one of the things
we did post-December 2009 attack in looking at other possible ave-
nues is we embed it for the first time several DEA agents and ana-
lysts within NCTC to try to make sure that counter narcotics and
counterterrorism information was being shared effectively.

., Mr. FARENTHOLD. Great.

Then just, kind of, jumping over to the TSA—and I realize this
is probably outside of the scope of this hearing or something that
we might” want to take in a more classified environment—but
‘where are we with respect to implementing a trusted traveler pro-
gram that might mitigate the impact of law-abiding Americans of
having to undergo these intrusive TSA searches?

My 21-year-old daughter had the misfortune of having a false
positive display on one of the body scanners just last weekend and
was subjected to a search that I think would rise to the level of sex-
ual assault in most States. The Trusted Traveler Program seems
like a way that it would pay for itself by user fees to alleviate that

~ burden on at least the people who chose to take advantage of it.

Secretary NAPOLITANO. Absolutely. We are moving as swiftly as
we can, trusted shippers, trusted travelers. We have well over
100,000 Americans signed up for trusted traveler air programs, like
Global Entry. I would be happy to sign your daughter up, by the
way. .

But I think that is the way to go. I mean, we need to have some
way to effectively separate passengers and cargo that we need to
pay specific attention to from those we don’t. We will always have
to do some random searches. Unpredictability always has to be a
tool in the toolbox. But we need to—we need to be working toward
a system where we have better ways to tier and focus on who needs
to go through what kind of screening or what needs to go through
what kind of screening. That is what we are working toward, Rep-

© resentative. . ]

Mr. FARENTHOLD. Do you think it might be a cost-effective way
to use Global Entry also for domestic flights, use something very
similar to that infrastructure, and maybe a cost-effective way to
implement it? .

Secretary NAPOLITANO. Yes, we are looking at that right now as
a possibility.

Mr. FARENTHOLD. Thank you.

Chairman KING. The gentlelady from Texas, Ms. Jackson Lee.

Ms. JACKSON LEE. Mr. Chairman, thank you very much. I am
very grateful for this hearing and welcome, Secretary and Director
Leiter, for what I think is an important discussion. .

" Let me lay a premise for a series of questions very quickly. The
people of Mexico, many of us who live on the border view them as
our friend. But I do believe that there is a war going on. For us
to ignore that—it is a drug war. It is a violent war, It is human
smuggling. It is a war. o :

en you have two young teenage boys, high school, leave to
cross the border for what is perceived as an innocent activity at
this juncture and wind up dead, this is—and you can count tﬁou-
sands who have died. We have a vicious and violent war.

So my first question—and I am just going to ask a series—is, as
we look to the border, is the Homeland Security Department—and,
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of course, Customs and Border Protection as the agency—able to
decipher the—and I think our flow of undocumented individuals
coming across the border, I think, has actually gone down.

But the point is—and I think you might confirm that—to that
kind of war, versus individuals who have come to reunite with fam-
ily members, whether you agree or disagree to come to work. Has
the administration moved away from a concept of comprehensive
immigration and border security as being partners in trying to fix
the problem for us? That is the first question. ' .

The other question is to compliment TSA for the progress it has
made. I still think—even though I am a proponent of ensuring our
rail is safe, and I hope that the administration will look at the leg-
islation we had last year that did not move—and I am hoping to
work with this majority and this committee to do it again, H.R.
2200, with my colleague, Ranking Member Thompson, and I and
Republican Members of this committee joined in on. ’

Aviation still seems to be the most attractive target. In your per-
spective, are we where we need to be in aviation security? Can you
affirmatively tell me that we are not going to go through the battle
of 2001, which is to expand privatization of airport security, when
we are making enormous progress, and I think we are being re-
sponsible? .

We have a new and enriched democracy with diverse persons of
many different faith. So I will ask the question that I have heard
that has been answered before on dealing with our friends of the
Muslim faith, specifically, Madam Secretary—and I will provide
you with a letter—I would like to have an investigation on a Hous-
ton imam who was a family person and had a religious visa ap-
proved. Shortly thereafter, it was either disapproved and that per-
son was deported. We all know that, once deported, it is a com-
plicated process, leaving his family destitute, and we can’t imagine
the circumstances of that. I think that is very harsh.

I will ask the broader question as to how we address the policies
of religious visas. Are we going to see the Muslim community un-
fairly targeted? Because they have a right to their faith, as well,
though we are aware that we all must be diligent. ‘ '

Last, I would be interested in an answer—is about our cultural -
competency and the reach in that Department to be diverse and
whether or not we have a diverse leadership, which would be under
your ship, Director Leiter, you, Madam Secretary, and that in-
cludes African-Americans, Hispanics, Asians, Anglos, and, of
course, the faith represented by Muslims,

Secretary NAPOLITANO. Representative, let me take some of those
in order, and we can respond more fully.

Chairman KING. Secretary, if you would try to keep the answers
about 3 or 4 minutes.

Secretary NAPOLITANO. Yes, I will try to keep it short. I am
sorry, Mr. Chairman. :

Ms. JAcksoN Leg. Thank you, Mr. Chairman. »

Secretary NAPOLITANO. TSA privatization, the administrator has
concluded not to expand privatization for a number of reasons,
some of which are security-related, some of which are cost-related.
He has announced that policy. As you know, the administrator is
the former Deputy Director of the FBI. ’
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With respect to the Mexican border and the drug war in Mexico, -
we are highly cognizant of the amount of violence going on in Mex-
ico, the number of deaths associated with that violence, particu-
larly in the northern states of Mexico. We are working very closely
with the Calderén administration on that.

We have individuals in Mexico themselves working on these
issues, but—and we are being very, very vigilant about that war
being brought across our border. I will say it again to the cartels:
Do not bring that war into the United States. But we need to work
with Mexico to end the war.

The administration remains committed to immigration reform
and looks forward to working with:

M?s. JACKSON LEE. That includes comprehensive and border secu-
rity? . .

Secretary NAPOLITANO. Indeed. Then, last, with respect to_the
particular case of the religious visa that you referenced, why don’t
I simply get that from you and I will respond in writing?

Ms. JACKSON LEE. I would appreciate it. Just the cultural diver-
sity issue and including Muslims at the Department of Homeland
Security. :

Secretary NAPOLITANO. I would be happy—why don’t I respond
in writing to that? .

Ms. JACKSON LEE. Mr. Chairman, could I just raise an inquiry
to you, please? I would appreciate it if we could have a classified
briefing on the border, on the southern border, particularly as it re-
lates to drug cartels and the intermeshing between issues of ter-
rorism or the porousness that is created and the distinction—and
that would be my perspective—separating out undocumented per-
sons that may be coming for work—these people. )

Chairman KinNG. I will work with our staff to make sure we do
that. There is bipartisan interest in that, I can assure you. .

Mi JACKSON LEE. Thank you, Mr. Chairman. Thank you very
much. ,

Chairman KING. The time of the gentlelady has expired.

The gentleman from Missouri, you are up next, if you want.
Okay. Then I will yield to the—not yield, I will—yes, yield to the
gentleman from Florida, Mr. Bilirakis for 5 minutes.

\  Mr. BiLIRAKIS. Thank you, Mr. Chairman, I appreciate it.

Madam Secretary, we have previously discussed the importance
of the Visa Security Program and the need to expand ICE’s visa se-
curity units to additional high-risk areas around the world. I un-
derstand that recent budget guidance to DHS for fiscal year 2012
from the Office of Management and Budget does not propose addi-
tional funding for the Visa Security Program and directs ICE to re-
consider its deployment of personnel overseas for this purpose. I
find this recommendation, of course, very troubling.

The ICE personnel that are deployed overseas to high-risk visa
issuing posts are uniquely qualified to review visa applications and
to identify individuals who might be attempting to enter the
United States to do us harm. Do you agree with the OMB rec-
ommendation, the guidance regarding the Visa Security Program?

Secretary NaporiTaNo. Well, let me—if I might, Representa-
tive—the President’s budget request is not yet out, It will be out
on Monday. I believe my first hearing on the budget is next Thurs-
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day—yes, next Thursday. I think if I might ask your forbearance
and respond to budget-related questions at that time.

Mr. BiLirakis. OQkay. But I would like to keep in touch with you
on this vital issue—

Secretary NAPOLITANO. Duly noted.

Mr. BILIRAKIS. Thank you.

Secretary NAPOLITANO. Yes, sir.

Mr. BILIRAKIS. One more question. As you are aware, terrorists
involved in both the 1993 and 2001 World Trade Center attacks en-
tered the United States on student visas, later violating their
terms. I have long been concerned that there are inadequate secu-
rity controls in the student visa issuance process. I have similar
concerns about the process to monitor visa holders’ compliance once
they enter the United States. How concerned are you about the
fraudulent use of student visas, or any visas for that matter?

Mr. LEITER. We look at all types of visas. But, Congressman, I
think you are absolutely right. There is a history with student
visas. ‘There is an on-going interest in student visas. So we have
built in some extra protections on student visas, both for moni-
toring and cooperation with the countries that often sponsor those
students for additional counterterrorism screening,

Mr. BiLraKis. I would like to get with you—I have some rec-
ommendations of my own, as well.

Mr. LEITER. Very happy to do that.

Mr. BiLiraxkis. Okay. Thank you very much. .

Chairman KING, The gentleman from Louisiana, Mr. Richmond,
is recognized. '

Mr, RicBEMOND. Thank you. Thank you, Mr. Chairman.

We heard several points about our port security. As we talk
about trade deals, I guess my question to you, Madam Secretary,
is that, is there a way to evaluate or to inform us of, for example,
South Korea and their port security? Because our security is based
on how well they do their job over there.

So as these trade agreements come up and as they are nego-
tiated, I think it is very important for people in my district, which
has the port of New Orleans and .all the trade down there, to get
some information on that. :

Secretary NAPOLITANO. Congressman; yes. We will respond to
you in writing on that. I know one of our six international locations
for our maritime cargo scanning technology was in Busan in the
Republic of Korea. So we will get some information to you. ,

Mr.- RICHMOND. Second, watching what happened down in Lou-
isiana with the B.P. Horizon incident, how safe are our rigs?

Give me an assessment on, for example, our LOOP, which sup-
plies a lot of oil and stuff for the rest of the country.

So looking at how long it would take to get a backup or to poten-
tially stop the flow of oil, how safe are our German rigs that are
off the coast of all of our Gulif States? : .

Secretary NAPOLITANO. Congressman, I have been on the LOOP
and met with those individuals. There are extensive security pre- .
cautions that are taken around that area.

So there are no guarantees in this business. I think the Director
and I would both agree on that.
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But do I think they are taking all reasonable security pre-
cautions? I feel that they are.

Mr. RicHMOND. Thank you, Mr. Acting Chairman. 1 yield back
the remainder of my time. :

" Mr, BILIRAKIS, Thank you. Thank you.

Congressman Davis.

Mr. Davis, Thank you very

Mr. BILIRAKIS. You are recognized.

Mr. DAvis. Thank you very much, Mr. Chairman.

Madam Secretary, Mr. Leiter, thank you both very much for
being here and for your patience. )

As a new Member of this committee, let me just ask if you would
quickly help me sharpen my understanding of what we define and
designate as being terrorism or acts of terror.

Mr. LEITER. Congressman, there are numerous definitions within
Federal law about what terrorism is.

The National Counterterrorism Center uses one of those, which
is premeditated, politically-motivated violence by a non-state actor.

So the key piece there—key pieces, it usually comes down to is
politically motivated violence.

Mr. DAvis, Madam Secretary, I am very interested and very con-
cerned about the impact of illegal narcotics on life in our country
and, indeed, throughout the world.

We know that Afghanistan supplies about 90 percent of the
opium- trade. There are also questions about its relationship to
funding the Taliban and its relationship with al-Qaeda. L

Could you tell me what our goals are there from a DHS vantage
point? I mean, what are we attempting to do in that region? .

-Secretary NAPOLITANO. Well, Congressman, I think a better per-
?on to-address that question to you would be the Secretary of De-

ense,

" But what our goal is at DHS, working with the government of
Afghanistan—I was just there between Christmas and New -
Year's—is to assist them in building their civilian capacity to have
control of their own borders, particularly their ports of entry, and
to be able to have the infrastructure, the technology, and the
trained and vetted units necessary to do that. ‘

Mr. LEITER. Congressman—I am sorry-—if I could just add, is, as
you know, the Drug Enforcement Agency has a significant presence
in Afghanistan and works—and part of this is important from the
terrorism perspective, because, as you say, some of those funds do
go_to support the Taliban and could effectively go to al-Qaeda if
they are not already. '

I think it is an important piece to note, because it simply high-
‘lights the moral depravity on this front, too, and really the hypoc-
risy of the organization, al-Qaeda and the Taliban, of pursuing
what they are viewing as a vision of Islam while still maintaining

~ and shipping heroin and opium overseas. '

Mr. Davis. Of course, I come from Chicago, which is considered
to be by many, and certainly those of us who are there, the trans-
portation capital of the world.

We place a great deal of focus and interest on airline security,
airline safety.
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But I also have some concern about what we are doing in rela-
tionship to truck transport, buses, the large numbers of people who
make use of them, and, of course, rail.

Could you elaborate a bit on what we are doing in those areas
to make sure that there is security and safety?

"Secretary NAPOLITANO. Indeed, Congressman, and we have a
whole surface transportation program and strategy that we will
make available to you now.

It is a little bit different because so much of it is controlled lo-
cally, bus systems, subway systems and the like.

I think Chicago is fortunate because they have built now some
extensive security in this, at least in the—within the municipal
limits that come into a hub area so there could be some effective
monitoring of surface transportation,

But we have added so-called VIPER teams, which are intermodal
transportation .security teams, dogs, explosive trace detection
equipment in the surface transportation environment.

We have made grants and grant guidance available to localities
for things of this nature as well.

Mr. Davis. Well, let me just thank you very much and let me,
again, as other Members have done, commend you for what I think
the outstanding work is that you do. I certainly look forward to
working more closely with both of you.

Secretary NAPOLITANO, Thank you, sir,

Mr. Davis. I thank you, Mr. Chairman, and I yield back the bal-
ance of my time. _

» 1}\1/11'. BiLIRAKIS. Thank you, sir. It doesn’t appear that anyone else
.is here,

So I thank the witnesses. Thanks for the extra time, for your val-
uable testimony, and the Members, of course, for their questions.

The Members of the committee may have some additional ques-
tions for the witness. We will ask you respond to these questions
in writing, please. .

The hearing record will be held open for 10 days.

Without objection, the committee stands adjourned. Thank you.

[Whereupon, at 12:31 p.m., the committee was adjourned.]
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APPENDIX

QUESTIONS FROM RANKING MEMBER BENNIE (. THOMPSON FOR JANET NAPOLITANG

Question 1. Madam Secretary, in your testimony you stated that “in some ways,
the threat facing us is at its most heightened state” since 9/11. This statement was
given with little context and seems to imply an added security threat, yet the com-
mittee was not provided any new threat information. Moreover, there was no change
to the National Threat Advisory System that is still on the DHS website or the new
threat advisory pilot program you have announced to replace the color-coded system.
Why is the threat facing the Nation at its “most heightened state,” since 9/11?

Answer. The terrorist threat facing our country has evolved significantly in the
last 10 years, and continues to evolve. We face a threat environment where violent
extremism is not defined or contained by international borders as evidenced by the
Times Square bomber as well as the individual recently arrested in eastern Wash-
ington State for allegedly placing a bomb along the route of a Spokane parade in
January. Today, we must address threats that are homegrown as well as those that
originate abroad. As former Secretaries of Homeland Security have noted on several
occasions, the threat of terrorism will never be completely eliminated and therefore,
we will continue to opeérate under a heightened state of security. The Secretary’s an-
nual Congressional testimony on the homeland threat landscape (February 9, 2011),
the Director of National Intelligence Annual Threat Assessment (February 10,
2011), and other such vehicles will inform this baseline. The new advisory system
will only be initiated for terrorist threats to the homeland that rise above and be-
yond this baseline. ’ '

e From December 2009 through 2010, there were seven attempted terrorist at-
tacks or disrupted plots in the homeland. Two of these operations were linked
to al-Qaeda affiliates, one to an al-Qaeda ally, and four to homegrown violent
extremists. Most did not reach the execution phase or the intended target, all
were operational failures, and none resulted in significant casualties. Neverthe-
less, al-Qaeda and its affiliates almost certainly perceive the failed attacks as
both valuable propaganda opportunities and radicalization and recruitment
tools that further its anti-Western narrative.

¢ Mohamed -Osman Mohamud’s failed attempt in November 2010 to allegedly
bomb a Christmas celebration in Portland, OR represents a recent example of
‘the .increasing threat from homegrown violent extremists—Americans
radicalized in the United States, acting independently of foreign terrorist orga-
nizations like al-Qaeda. ) .

The United States and our allies alse face a threat from Westerners who have
traveled overseas to receive terrorist training—with the intention of returning to
conduct attacks at home. This presents numerous challenges as the individuals’ sta-
tus as Westerners provides a.simpler method for terrorists to infiltrate the home-
land while also increasing the groups’ operational planners’ knowledge of Western
targets and security practices. .

. » Since 2008, U.S. persons, including confessed al-Qaeda operatives Najibullah
Zazi and David Headley—the Chicago-based individual wﬁo also confessed to
being a Lashkar-e-Taiba (LeT) operative—as well as confessed failed Times
Square bomber Faisal Shahizad, have traveled to Pakistan for terrorist purposes
and, upon their return to the United States, were able to operate under the

_ radar of law enforcement; in some cases for long periods of time.

" The past 18 mionths have also featured the emergernce of Western ideclogues—

particularly American citizens like Anwar al-Awlaki, Omar Hammami, and Adam

Gadahn—publishing increasingly sophisticated English-language propaganda on be-

half of al-Qaeda and its affiliates. The increasing availability on the internet of their

materials espousing violent extremism and providing practical operational advice,
combined with social networking tools that facilitate violent extremist communica-
tion, complicates the challenge of addressing the threat to the homeland.

(61)
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* These violent extremist ideologues—al-Awlaki in particular—have also spear-
headed recent efforts to provide Americans and other Westerners with the abil-
ity to independently plan and execute their own terrorist attacks—without the
need to travel overseas for training—through English-language propaganda.

Finally, we are currently witnessing an evolution in terrorist tactics. Terrorist at-
tacks targeting the United States are trending towards smaller-scale operations exe-
cuted on a compressed planning cycle that are perceived as successes, regardless of
whether they caused physical damage. Violent extremist propaganda praised even
operational failures in the West, spinning them as successful in causing economic
damage, defeating existing security measures, and forcing the West to spend billions
in security upgrades, while highlighting the operations’ relatively low cost and ease
of planning and execution. We are concerned that the perceived successes of such
smaller-scale attacks portends that these operations will occur with greater fre-
quency and offer fewer opportunities for disruption.

» Al-Qaeda in the Arabian Peninsula’s (AQAP’s) English-language propaganda
magazine—referencing the disrupted October 2010 plot to send explosive-laden

ackages on aircraft—boasted: “To bring down America we do not need to strike

ig . . . it is more feasible to stage smaller attacks that involve less players
and less time to launch and thus we may circumvent the security barriers
America worked so hard to erect.”
In the same edition, AQAP noted that the October 2010 plot was part of its
“strategy of a thousand cuts”—intending to “bleed the enemy to death” and
noted that despite the West’s success in intercepting the parcels, the $4,200 op-
eration would force the United States and its allies to spend “billions” on secu-
rity upgrades.

Question 2. The latest Moscow airport suicide attack underscores what seems fo
be a troubling new trend: Terrorist attacks on soft targets in transportation infra-
structure, such as pre-security baggage claims and subways. As you know, in other
airports across the world, it is not uncommon to be inspected as soon as you enter
the premises. What can we take away from the Moscow attack for our own airport
security here at home? What strategy does DHS have in place to address terrorist
attacks on soft targets, including shopping malls, pre-security baggage claims, and
mass transit?

Answer. One of the Department of Homeland Security’s (DHS) primary strategies-
is to work with our partners in the intelligence community and in Federal, State,
and local law enforcement to identify and prevent threats before they are carried
out. Simultaneously, we work with airport authorities and other stakeholders to im-
plement a layered security approach to mitigate the threat of terrorist attacks
against soft targets. . :

The terrorist attack at Moscow’s Domodedovo International Airport demonstrates
the importance of having an effective security plan in place at our Nation’s airports.
There are various layers of security at U.S. airports designed fo help prevent or
deter this type of an attack. The primary responsibility for security outside of the
checkpoints rests with the airport operator, as detailed in the airport security plan
that each airport operator submits to the Transportation Security Administration
(TSA). Additionally, TSA personnel, including Behavior Detection Officers, Trans-
portation Security Inspectors, and Federal Air Marshals, are engaged and trained
to look for anomalies as they provide security, with local airport police, throughout
both the public and secure areas of our Nation’s airports or any other venue where
they are dispatched. I also cannot overstate the importance of public awareness and
engagement in alerting law enforcement and security personnel to unusual behavior
or activities by individuals. It is why I have placed so much emphasis on the “If
You See Something, Say Something” program to solicit assistance from the public
and further enhance security in airports and elsewhere.

In light of the Moscow Domodedovo International Airport attack, TSA has in-
creased security in the public areas of all airports both by conducting visible and
covert operations. TSA has also developed the tactical response plan (TRP), which
details the actions necessary at the field level to support the overall TSA operational
response to various scenarios, All of cur measures augment the.existing security
measures employed in all modes of transportation and may be used in combination
with each other. )

Additional information regarding TSA’s mitigation strategy and response plans for
a similar attack are considered sensitive security information and can be discussed
during a thorough briefing on.this topic at your convenience,

Foliowing the Moscow Domodedovo International Airport attack, the DHS Office
for Bombing Prevention (OBP) released a Quick .Look Report on TRIPwire that pro-
vided details on the device and the tactics used to State, local, Tribal, and territorial
law enforcement to informi domestic prevention and deterrence efforts. TRIPwire is
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DHS’s 24/7 on-line, information-sharing network of current terrorist IED tactics,
techniques, and procedures, including design and emplacement considerations.
DHS’s Office of Infrastructure Protection (IP) has a variety of programs to prepare
for and address the threat of terrorist attacks on soft targets, including shopping
malls, airports, hotels, sports venues, and other public gathering facilities.
e IP has developed and provided to State, local, Tribal, and territorial agencies
a series of reports, known collectively as the Infrastructure Protection Report
Series (IPRS), that provide information on characteristics and common
vulnerabilities of various types of critical infrastructure, potential indicators of
terrorist activity, and associated protective measures to mitigate risks. IP has
developed 360 TPRS reports, including reports for airports, shopping malls, ho-
tels, sports venues, and other public gathering facilities.
o IP’s OBP provides Surveillance Detection and Soft Target Awareness Training
to State and local law enforcement officers and private sector facility security
» personnel to develop awareness of terrorist threats to critical infrastructure and
educate participants on strategies for detecting and mitigating these threats. .
IP’s field-deployed Protective Security Advisors (PSAs) have conducted numerous
outreach efforts to raise awareness of terrorist threats to soft targets and provide
tools and resources to mitigate the threat. These outreach efforts included joint Of-
fice of Intelligence and Analysis and IP briefings on the terrorist threats, attacks,
tactics, and potential protective measures. Notably, and to cite just two examples,
these offorts reached 490 hotel, lodging, and major retail facilities in 2009, and 338
sports league venues in 2010.
O

JA511



Cazest: 13-0000704<0MeDEEUNRINI301LS, FilRdEr0r Lk 2Bags 296 4

Exhibit 11
To the Declaration of Colin Wicker

JA512



10/27/2014

the WHITE HOUSE PRESIDENT BARACK OBAMA

Geasek A A H RN TR 4tV DYEG IHeMIIRET:E o FHRE S OFISE T Dagepddhe Whie House

Contact Us ¥

Home » Briefing Room « Speeches & Remarks

The White House
Office of the Press Secretary

For Immediate Release September 30, 2011

Remarks by the President at the "Change of Office"
Chairman of the Joint Chiefs of Staff Ceremony

Fort Myer, Virginia
11:41 AM. EDT

THE PRESIDENT: Thank you very much. (Applause.) Secretary Panetta, thank you for your introduction and for '
your extraordinary leadership. Members of Congress, Vice President Biden, members of the Joint Chiefs, service
secretarigs, distinguished guests, and men and women of the finest military in the world.

Most of all, Admiral Mullen, Deborah, Michael, and { also want to also acknowledge your son Jack, who's deployed
today. All of you have performed extraordinary service to our country.

Befare | begin, | want to say a few words about some important news. Earlier this morning, Anwar al-Awlaki -~ a
leader of al Qaeda in the Arabian Peninsula - was killed in Yemen. {Applause.) The death of Awlaki is a major blow
to al Qaeda's most active operational affiliate. Awlaki was the leader of external operations for al Qaeda in the
Arabian Peninsula. In that role, he took the lead in planning and directing efforts to murder innocent Americans. He
directed the failed attempt to blow up an airplane on Christmas Day in 2009. He directed the fafled attempt to blow
up U.S. cargo planes in 2010. And he repeatedly called on individuals in the United States and around the globe to
kil irinocent men, women and children to advance a murderous agenda.

The death of al-Awlaki marks another significant milestone in the broader effort to defeat al Qaeda and its affiliates,
Furthermore, this success is a tribute to our intelligence community, and to the efforts of Yemen and its security
forces, who have worked closely with the United States over the course of several years.

Awlaki and his organization have been directly responsible for the deaths of many Yemeni citizens. His hateful
ideology -- and targeting of innocent civilians -- has been rejected by the vast majority of Muslims, and people of all
faiths. And he has met his demise because the government and the people of Yernen have joined the international
communiity in a common effort against Al Qaeda. )

Al Qaeda in the Arabian Peninsula remains a dangerous - though weakened -- terrorist organization. And‘ going
forward, we will remain vigitant against any threats © the United States, or our allies and parthers. But make no
mistake: This is further proof that al Qaeda and its affiliates will find no safe haven anywhere in the world.

Working with Yemen and our other allies and partners, we will be determined, we will be deliberate, we will be
relentless, we will be resolute in our commitment to destroy terrorist networks that aim to kill Americans, and to build .
a world in which people everywhere can live in greater peace, prosperity and security.

Now, advancing that security has been the life’s work of the man that we honor today. But as Mike will admit to you,
he got off to a somewhat shaky start. He was a young ensign, just 23 years old, commanding a small tanker, when
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he collided with a buoy. (Laughter.) As Mike later explained, in his understated way, when you're on a ship, Facebook YguTube
“colliding with anything is not a good thing.” (Laughter.)
’ ) oo Twitter Vimeo
} tell this story because Mike has told it himself, to men and women across our military. He has always understood
that the true reasure of our success is not whether we stumble; it's whether we pick ourselves up and dust Flickr iTunes
ourselves off and get on with the job. It's whether -- no matter the storms or sheals that come our way ~- we chart ]
our course, we keep our eye fixed on the horizon, and take care of those around us - because we all we rise and Google+ Linkedin
fall together. )
That's the story of Mike Mullen. It's the story of America. And it's the spirit that we ceélebrate today.
Indeed, if there's a thread that runs through his illustrious career, it's Mike's sense of stewardship -~ the
understanding that, as leaders, our time at the helm is but a moment in the life of our nation; the humility, which
says the institutions and people entrusted to our care look to us, yet they d&,ﬁ?ﬂtﬁs; and the sense of
http'://www.whitehouse.gov/the-press—office/201 1/09/30/remarks-president—change-ofﬁce-chairman-joint-chiefs—staff—ceremony 113
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responsibility we have to pass them safer and stronger to those who follow.

Mike, as you look back as your four consequential years as chairman and your four decades in uniform, be assured
our military is stronger and our nation is more secure because of the service that you have rendered. (Applause.)

Today, we have renewed American leadership in the world. We've strengthened our alliances, including NATO.
We're leading again in Asia. And we forged a new treaty with Russia to'reduce our nuclear arsenals. And every
American can be grateful to Admiral Mullen -- as am | -- for his critical role in each of these achievements, which will
enhance our national security for decades to come.

Today, we see the remarkable achievements of our 9/11 generation of service members. They've given iragis @
chance to determine their own future. They've pushed the Taliban out of their Afghan strongholds and finally put al
Qaeda on the path to defeat. Meanwhile, our forces have responded to sudden crises with compassion, as in Haiti,
and with precision, as in Libya. And it will be long remembered that our troops met these tests on Admiral Mullen’s
watch and under his leadership.

Today, we're moving forward from a position of strength.. Fewer of our sons and daughters are in harm's way, and
more will carme horme. Our soldiers can look forward to shorter deployments, more time with their families, and more
time training for future missions. Put simply, despite the stresses and strains of a hard decade of war, the military
that Admiral Mullen passes to General Dempsey today is the best that it has ever been. '

And today, thanks to Mike's principled leadership, our military draws its strength from more members of our
American family. Soon, women will report for duty on our submarines. And patriotic service members who are gay
and lesbian no longer have to lie about who they are to serve the country that they love. History will record that the
tipping point toward this progress came when the 17th Chairman of the Joint Chiefs of Staff went before Congress,
and told the nation that it was the right thing to do. ' :

Mike, your legacy will endure in a mititary that is stronger, but also in a nation that is more just. (Applause.)

Finally, { would add that in every discussion I've ever had with Mike, in every recommendation he's ever made, one
thing has always been foremost in his mind -- the lives and well-being of our men and women in uniform. I've seen it
in quiet moments with our wounded warriors and our veterans. | saw it that day in the Situation Room, as we held
our breath for the safe return of our forces who delivered justice to Osama bin Laden. 1 saw it at Dover, as we
honored our fallen heroes on their final journey-home.

Mike, you have fulfilled the pledge you made at the beginning - to represent our troops with “‘upwavering
dedication.” And so has Deborah, who we thank for her four decades of extraordinary service, her extraordinary
support to our military families, her kindness, her gentleness, her grace under pressure, She is an extraordinary
woman, Mike, And we're both lucky to have married up. {Applause.) )

Now the mantle of leadership passes to General Marty Dempsey, one of our nation's most respected and combat-
tested generals. Marty, after a lifetime of service, | thank you, Deanie, Chris, Megan and Caitlin for answering the
call to serve once more. :

In this sense, today begins to complete the transition to our new lsadership team. In Secretary Panetia, we have
one of our nation’s finest public servants. In the new Deputy Secretary, Ash Carter, we will have an experienced
jeader to carry on the work of Bill Lynn, who we thank for his outstanding service. And the new Vice Chairman, ‘
Admiral Sandy Winnefeld, will round out a team where — for the first ime -~ both the Chairman and Vice Chairman
will have the experience of leading combat operations in the years since 9/11.

Leon, Marty, Ash, Sandy, men and women of this department, both uniformed and civilian -- we stilt have much to
do: From bringing the rest of our troops home from Iraq this year, to transitioning to Afghan lead for their own
security, from defeating al Qaeda, to our most solemn of obligations . faking care of our forces and their families,
when they go to war and when they come home.

None of this will be easy, especially as our nation makes hard fiscal choices. But as Commander-in-Chief, let me
say it as clearly as | can. As we go forward we will be guided by the mission we ask of our troops and the
capabilities they need to succeed, We will maintain our military superiority. We will never waver in defense of our
country, our citizens or our national security interests. And the United States.of America --and our Armed Forces -
will remain the greatest force for freedom and security that the world has ever known.

This is who we are, as Americans. And this is who we must always be - as we salute Mike Mullen as an exemplar
of this spirit, we salute him for a life of patriotic service; as we continue his legacy to keep the country that we love
safe; and as we renew the sources of American strength, here at home and around the world.

Mike, thank you, from a grateful nation. (Applause.)

END
11:52 AM. EDT
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- UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MICHIGAN

SOUTHERN DIVISION
UNITED STATES OF AMERICA, CASE NO. 2:10-cr-20005
Plaintiff, : HONORABLE NANCY G. EDMUNDS

_VS_
D-1 UMAR FAROUK ABDULMUTALLAB,
Defendant. |

/

_ GOVERNMENT’S SENTENCING MEMORANDUM

INTRODUCTION

As noted by the Court at the time of his plea, and as found by the Probation Department in
its Presentence Investigation Report, Dc?fendant Abdulmutallab faces mandatory life sentences as
to Counts Four and Six, and a mandatory minimum sentence of thirty years as to Count Two.'
Defendant also faces up to a life senfence as té Counts One and Seven. The remaiﬁing charges,
which are Counts Three, Five and Eight, each carry sentences of up to twenty years imprisonment.
A summary of the charges, maximum sentences, mandétory minimum sentences, requirement of
consecutive sentences, and the government’s recommendation as to each is contained in the
Sentencing Appendix attached to this Memorandum. The government asks that the Court impose

the maximum sentence as to each count.

! Although Count 2 carries a mandatory minimum sentence of 30 years imprisonment, it
carries a maximum sentence of up to life imprisonment.

-1-
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SENTENCING FACTORS

As applicable to the present case, the Court is required to consider the following factors in
imposing senfence:

(1) the nature and circumstances of the offense and the history and characteristics of the
defendant; - ‘

(2) the need for the sentence imposed --
(A) to reflect the seriousness of the offense, to promote respect for the law, and to
provide just punishment for the offense;
(B) to afford adequate deterrence to criminal conduct;
(C)  to protect the public from further crimes of the defendant; and
(D)  toprovide the defendant with needed educational or vocational training, medical
care, or other correctional treatment in the most effective manner;

(3) the kinds of sentences available;

(4) the sentencing guidelines applicable to the offense; and

(5) the need to avoid unwarranted sentence disparities among defendants with similar records
who have been found guilty of similar conduct.

18 U.S.C. § 3553(a).

A. The Nature and Circumstanées of the Offense and the History and
Characteristics of the Defendant

The “nature and circumstances of the offense” are straightforward: defendant maliciously
attempted to murder 289 innocent people of all nationalities and ethnicities, and, but for a technical -
problem with his bomb, he would have succeeded. As detailed extensively in the Presentence

Investigation Report at {f 13-24 and in the Supplemental Factual Appendix,” defendant was deeply

'

?Defendant, through his standby counsel, objects to those paragraphs of the presentence
report. See Defendant’s Objections, 1. Defendant states that the objected-to paragraphs
contain “information obtained during plea negotiations in this matter and can not at this stage be
used against him, for sentencing purposes.” Assuming arguendo that the debriefings at which

: (continued...)

2-
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committed to his mission, seeking out end finding Al Qaeda and Anwar Awlaki, volunteering for
a martyrdom mission, and then becoming involved in planning and training for a significant amount
oftime. Never did defendant faltef in his resolve or reconsider his decision to commit mass murder.
Indeed, as of the date that he entered his guilty plea, defendant stated to this Court that he believes
that the Koran obligee “eyery able Muslim to participate in jihad and fight in the way of Allah, those
who fight you, and kill them wherever you find them, some parts of the Koran say, an eye for an eye,
a tooth for a tooth.” (October 12, 2011, Tr. Vol. 5, page 26.) Defendant added that “participation
in jihad against the United States is considered among the most virtuous of deeds in Islam and is
highly encouraged in the Koran.” (Id. at 27.) In( explaining his offense, defendant stated that “I
attempted to use an-explosive device which in the U.S. law is a weapon of mass destruction, which

I call a blessed weapon . . .” (/d. at 28.) In short, defendant is an unrepentant would-be mass

%(...continued) , , .
the statements were made were in fact “plea negotiations,” defendant’s argument precisely
misses the point. The admissibility of plea negotiations is controlled by Federal Rule of
Evidence 410, which is inapplicable at sentencing. Fed. R. Evid. 1 101(d)(3); see also 18 U.S.C.
§ 3661 (“No limitation shall be placed on the information concerning the background, character,
and conduct of a person convicted of an offense which a court of the United States may receive
and consider for the purposes of imposing an appropriate sentence.”).

Defendant further objects that “the statements made during plea negotiations were
protected by Kastigar.” Presumably, by using the term “Kastigar” stand-by counsel is referring
to a proffer agreement, sometimes referred to as a Kastigar letter, rather than Kastigar v. United
States, 406 U.S. 441 (1972), as that casc involved a grant of immunity under 18 U.S.C. §§ 6002-
6003, which was never extended to Defendant Abdulmutallab. However, no proffer agreement
was ever signed by Defendant Abdulmutallab, who, after consultation with his then-counsel,
chose to speak to agents without signing such an agreement. There is thus no bar to the Court’s
consideration at sentencing of statements defendant made during debriefings.

The Supplemental Factual Appendix is included in order to provide the Court with
additional information regarding “the nature and circumstances of the offenses,” particularly
Count One. It provides the Court with relevant details regarding other terrorists with whom
defendant interacted overseas as part of this plot; including Anwar Awlaki.

-3-
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murderer, who views his crimes as divinely inspired and blessed, and who views himself as under
a continuing obligation to carry out such crimes.
B. The Need for the Sentence to Reflect the Seriousness of the Offense,
To Promote Respect for the Law, and to Provide Just Punishment

For the Offense

Had defendant attempted to murder a single individual, he likely would be facing a life

sentence. Here, where he attempted to murder two hundred eighty nine individuals, no sentence

other than life, as to all the counts which carry such a potential sentence, could possibly reflect the
seriousness of defendant’s conduct. Under the circumstances of this éase, anything less than a life
sentence would fail to provide just punishment. Indeed, a life sentence would promote respect for
the law. -

In order to demonstrate the destructive power of defendant’s device as it was designed,
the government intends to play for the‘ Court at sentencing a video of the FBI Laboratory’s
demonstration of PETN explosions. These are the same videos which the Court ruled admissible
for trial for the sarﬁe purpose. Those videos demonstrate explosions of 76 grams of PETN, the
amount which was recovered unexploded and unburned from defendant’s explosive device, and 200
gréms, the amount the FBI has estimated was contained in defendant’s device before defendant

initiated the explosion.
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C. The Need to Protect the Public From Further Crimes
Of the Defendant ' :

Defendant poses a significant, ongoing threat'to the saféty of American citizens everywhere.
As noted previously, in pleading guilty, defendant reiterated that it is his religious belief that the
Koran obliges “every able Muslim to i)articipate in jihad and fight in the way of Allah, those who
fight you, and kill them wherever you find them,” and that “participation in jihad against the United
Stateé is considered among the most‘ virtuous of deeds in Islam and is _highly encduraged in the
Koran.” ' Thus, by his own words, defendant has éhown that he continues to desire to harm the
United States and its citizens, and that he views it as his religious obligation to do so.

In addition, Dr. Simon Perry, Ph.D., who was to have testified on behalf Qf the government
at trial as an expert on the concepts of martyrdom and jihad, has prepared a report analyzing
defendant’s level of‘danger. Dr. Perryisa ériminologist and co-director of the Program in Policing
and Homeland Security Studies at the Hebrew University of Jerusalem. Dr. Perry and a team
conductedv research into the motivation of forty failed suicide bombers, and developed a

- psychological profile of such individuals. See Exhibit A, Memorandum for the Court, by Simon
Perry, Ph.D. In his memorandum, Dr. Perry analyzed the available data on the motivation of suicide

223

bombers, or, to use his preferred term, of an individual engaged in “martyrdom.”™ Dr. Perry also:

3“Martyrdom” is also the term used by defendant in describing his intended behavior.
For instance, on December 25, 2009, during the hospital admissions process, defendant told
University of Michigan Hospital nurse Julia Longenecker that he had no history of having
attempted to harm himself or others. When Ms. Longenecker disputed that characterization, by
asking him whether what he had undertaken on the airplane earlier that day was not harming
himself and others, defendant replied: “That was martyrdom.”

5.
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analyzed the facts of the case, including defendant’s extensive debriefing given to the FBL* Dr.
Perry’s entire report provides a unique analysis of martyrdom bombers in general and Defendant
Abdulmutallab in particular; Dr. Perry’s conclusion is chilling:

Since UFAM’s [Umar Farouk Abdul Mutallab’s] motivation to commit
martyrdom appears to be great, I believe there is a high probability that given
the opportunity, he would try once again to commit an act of martyrdom,
endangering his and other innocent lives.

It is my belief that UFAM fits well the proﬁle of the classic martyr as

-described above. Therefore his act of martyrdom is the result of his
expectation to receive religious, personal/ personality and social benefits. As
long as he is of the same state of mind and continues to hold the same set of
beliefs, the outcome of this “rational choice” decision making process which
evaluates the “cost” and the anticipated “benefits” is expected to lead him to
martyrdom.

UFAM stated to Agents that he is committed to Jihad. He claimed that once
a decision is made, one remains committed to that dec151on unless somethmg
comes up that requires re-examination.

It seems that even the death of Aulagi, his source of religious guidance
concerning martyrdom, did not change his state of mind and did not require
re-examination. If anything, it has made him more determined.”

In summary, in addition to the probability that given the opportunity, UFAM
will make another attempt at martyrdom, there also exists the likelihood that
he will become a role model and proxy of Fundamentalist Islamic thadlsts
assisting them in the recruitment of new martyrs.

In other words, defendant has enormous motivétion to carry our another terrorist attack, but lacks

the capability because of his incarceration. The Court has no ability to control defendant’s

motivation, which in any event appears to be unchanged. However, the Court can control

“See note 2, supra. Even if there were some prohibition on the use of defendant’s
debriefing statements at sentencing, which there is not, they would still be available for Dr.
Perry’s use, because they are the type of evidence reasonably relied upon by experts in his fields
of criminology and psychology. See Fed. R. Evid. 703.

-6-
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defendant’s opportunity to act on those intentions. The Court should use the discretion it has to
impose a sentence which ensures that defendant never again has the opportunity to carry out the type
of mission he still is highly motivated to conduct.

D. The Need to Provide Defendant With Educational or Vocational
Training and Medical Treatment :

None of these factors is applicable to the present case. Defendant has a college degree from
Univérsity College London,’ and even took post-graduate classes. Defendant has fully recovered
from the injuries suffered in his attack, and his health is now excellent.

E. The Kinds of Sentences Available, the Sentencing Guidelines, and the Need
To Avoid Unwarranted Sentencing Disparities

In the present case, the Sentencing Guidelines provide for life sentences. As noted above,
Counts Four and Six carry statutorily-mandated life sentences. Counts One, Three, Five, Seven and

Eight all are subject to the terrorism enhancement of USSG § 3A1.4,° which adds twelve levels to

SAccording to the Times Higher Education World Ratings, University College London is
rated the 17th best university in the world for 2011-2012. See :
http ://www.timeshighereducation.co.uk/world-university-rankings/ 2011-2012/top-400.html.

SUSSG § 3A1.4 applies “[i]f the offense is a felony that involved, or was intended to
promote a federal crime of terrorism([.]” “Federal crime of terrorism” has the meaning given in
18 U.S.C. § 2332b(g)(5). See USSG § 3A1.4 (comment.), n.1. '

A “federal crime of terrorism” is defined under 18 U.S.C. § 2332b(g)(5) as an offense
that is “calculated to influence or affect the conduct of government by intimidation or coercion,
or to retaliate against government conduct,” and which also is a violation of 18 U.S.C. § 2332b
(relating to terrorism transcending national boundaries, as is Count One), 18 U.S.C. § 32
(relating to destruction of aircraft, as are Counts Five and Eight), 18 U.S.C. § 2332a (relating to
weapons of mass destruction, as is Count Seven), see 18 U.S.C. § 2332b(g)(5)(B)(1); and which
also is a violation of 18 U.S.C. § 46506 (relating to attempted murder on aircraft, as is Count
Three), see 18 U.S.C. § 2332b(g)(5)(B)(iii). -

The record is replete with defendant’s statements that he acted “to retaliate against
(continued...)

-7-
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each of the base offenses and also places defendant in Criminal History Category VI. As aresult,
each of the non-mandatory counts has an adjusted offense level above Level 43, which is the highest
level contained in the guidélines. See USSG § 5, Pt. A, comment. (n.2) (an offense level of more
than 43 is to be treated as an offense level 0f43). An offénse level of 43 calls for a life sentence at
any criminal history level. The fact that the terrorism enhancement places defendant in the most
serious criminal history category merely reinforces the fact that the Sentencing Commission sought
to ensure life sentences for individuals‘who commit the tybes of offenses of which defendant was

convicted.’

5(...continued)
government conduct.” See October 12, 2011, Tr. Vol. 5, page 26 (defendant stating he acted “in
retaliation for U.S. support of Israel and in retaliation of the killing of innocent and civilian
Muslim populations in Palestine, especially in the blockade of Gaza, and in retaliation for the
killing of innocent and civilian Muslim populations in Yemen, Iraq, Somalia, Afghanistan and
beyond”™); id. (defendant committed an “act of jihad against the United States for the U.S. killing
of my Muslim brothers and sisters around the world™); id. at 27 (defendant acted “to avenge™);
id. (defendant acted “in retaliation”); id. at 28-29 (defendant acted “for the U.S. oppression of
Muslims,” “for U.S. interference in Muslim countries,” “for U.S. use of weapons of mass
destruction on Muslim populations™ in various couritries, and “for the U.S. wreckage of Muslim
lands and property”).

Thus, it is clear that the offenses for which defendant was convicted qualify for the

" terrorism enhancement, and that defendant acted with the requisite intent to retaliate against the
Unifed States government. For purposes of the record, the government asks that the Court make
an express finding that the enhancement applies. '

"The statutory factors also require the Court to avoid unwarranted sentencing disparities
among deféndants with similar records who have been found guilty of similar conduct. A life
sentence in the present case would not create any such disparity. To the contrary, Courts
routinely impose very stiff sentences on defendants who are convicted of participating in terror
plots. For example, in a case involving similar facts, Richard Reid received three non-
mandatory life sentences for attempting to explode a bomb aboard an aircraft in ﬂlght in 2001 on
behalf of al Qaeda, and the maximum sentence on several other non-mandatory counts. See
United States v. Reid, 02-10013-WGY (D. Mass. 2003); also e.g., United States v. Faisal
Shahzad, 10 Cr. 541 (MGC) (S.D.N.Y. 2010) (life imprisonment for attempted bombing in

(continued...)
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CONCLUSION

For the reasons stated, the government asks that the Court impose life sentences as to Counts
One, Two,® Four, Six, and Seven, and twenty year sentences as to Counts Three, Five and Eight.

By

7(...continued) ,
Times Square, New York); United States v. Wadih el-Hage, et al., S10 98 Cr. 1023 (LBS/LAK)
(S.D.N.Y. 2001 and 2010) (life imprisonment for all convicted participants in al Qaeda bombing
of U.S. embassies in East Africa); United States v. Kassir, S2 04 Cr. 356 (JFK) (S.D.N.Y. 2009)
(multiple terms of life imprisonment for operative who set up jihad training camp in the U.S.);
United States v. Mohammed Mansour Jabarah, 02 Cr. 1560 (BSJ) (S.D.N.Y. 2008) (life
imprisonment upon a guilty plea to conspiring to bomb U.S. Embassies in Singapore and the
Phillippines); United States v. Zacarias Moussaoui, 01 Cr. 455 (LMB) (E.D. Va. 2006) (life
sentence for conspiring in the attacks of September 11, 2001); United States v. Mohammed
Salameh, et al., 93 Cr. 180 (KTD) (S.D.N.Y. 1999) (1993 bombing of the World Trade Center,
resulting in six deaths — sentences of 240 years, 240 years, 180 years, 117 years, 116 years, 108
years); United States v. Terry Nichols, 96 Cr. 68-m (D. Colo..1998) (life imprisonment for
conspiracy to bomb the Oklahoma City federal building — defendant acquitted of murder but
convicted of manslaughter); United States v. Abdul Hakim Murad, et al., 93 Cr. 180 (KTD)
(S:D.N.Y. 1998) (life imprisonment plus 60 years imposed on each of two defendants for a
conspiracy to bomb United States airliners in Southeast Asia); United States v. Omar Abdel-
Rahman, 93 Cr. 181 (MBM) (S.D.N.Y. 1996) (life sentence for seditious conspiracy); see also
United States v. Timothy McVeigh, 96 Cr. 68-m (D. Colo. 1997) (death sentence for the bombing
of the Oklahoma City federal building, resulting in 168 deaths).

8Count Two carries a minimum sentence of 30 years imprisonment, but the maximum
sentence can be up to life imprisonment. '

-9-
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statute, the sentences on each of Counts One, Two, Four and Six must run consecutively to any
other sentence.

‘Respect’.fully submitted,

BARBARA L. McQUADE

United States Attorney,
Eastern District of Michigan

s/ Jonathan Tukel s/Cathleen M. Corken

Assistant U.S. Attorney Assistant U.S. Attorney

Chief, National Security Unit 211 West Fort Street, Suite 2001
211 West Fort Street, Suite 2001 Detroit, Michigan 48226
Detroit, Michigan 48226 Phone: (313) 226-0206

Phone: (313) 226-9749 Email: Cathleen.Corken@usdoj.gov
Email: Jonathan.Tukel@usdoj.gov - L o

s/ Michael C. Martin

Assistant U.S. Attorney

211 West Fort Street, Suite 2001 .
Detroit, Michigan 48226

Phone: (313) 226-9670

Email: Michael.C.Martin@usdoj.gov

Dated: February 10, 2012
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SENTENCING APPENDIX
Count Charge Maximum Mandatory | Mandatory Government
Sentence Minimum? | Consecutive? | Request
1. Terrorism Life No Yes Life/
Trans. Nt'} consecutive to
Boundaries . other counts
2. Possession. Life 360 months | Yes Life/
Firearm/Dest. consecutive to
Device other counts
3. Attempted 20 years No No 240 months*
Murder
4. Use/Carrying of | Life Life Yes Life,
1 Dest. Device consecutive to
other counts
5. Placing_ 20 years No No 240 months*
Destructive :
Device in
Aircraft
6. Possession Life Life Yes Life,
1 Destructive consecutive to
Device other counts
7. ‘Attempted Use | Life No No | Lifex
Weapon of
Mass
Destructvion
8. Attempt to 20 years No No 240 months*
Destroy and :
Wreck Aircraft

*The government has no objection to these counts being made concurrent to each other.
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SUPPLEMENTAL FACTUAL APPENDIX

This Supplemental Factual Appendix is intended to provide additional information regarding
“the nature and circumstances of the offenses,” particularly Count One of the First Superseding
Indictment - Conspiracy to Commit an Act of Terrorism Transcending Natibnal Boundaries.
Specifically, this Suppiemental Factual Appendix is intended to provide the Court with details about
Defendaﬁt Abdulmutallab’s interactions with AlQaedain thé Arabian Peninsula (AQAP) terrorists
in the months leading up to his attack on Northwest Flight 253. As with the Presentence
Investigation Report, the bulk of the material provided comes from debriefing statements defendant
made to FBI agents from J anl}ary to April 2010, which may be considered for sentencing. See Note
2, supra.

In August 2009, defendant left Dubai, where he had been taking graduate 'classes, aﬁd
traveled to Yemen. For several years, defendant had been following the online teachings of Anwar
Awlaki, and he went to Yemen to try to meet him in order to discuss the possibility of becoming -
involved in jihad. Defendant by that time had bepome committed in his own mind to carrying out
an act of jihad, and was contemplating “martyrdom;” ie. ,a suicidé operation in which he and others
would be killed. | |

Once in Yemen, defendant visited mosques and asked people he met if they knew how he
could meet Awlaki. Eventually, defendant made contact with an individual who in turn made

Awlaki aware of defendant’s desire to meet him. Defendant provided this individual with the
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number for his Yemeni ;celiular telephone. Thereafter, defendant received a text message from
Awlaki telling defendant to call him, which defendant did. During their brief telephone
conversaﬁon,, it was agreed that defendant would send Awlaki a written message explaining why
he wanted to become involved in jihad. Defendant tbok several days to write his message to Awlaki,
telling him of his desire to become involved in jihad, and seeking Awlaki’s guidance. After
receiving defendant’s message, Awlaki sent defendant a response, telling him that Awlaki would
find a way for defendant to become involved in jihad.

Thereafter, defendant was picked up and driven through the Yemeni desert. He eventually
arrived at Awlaki’s house, and stayed there for three days. During that time,‘defe‘ﬁdant met with
Awlaki and the two men discussed martyrdom and jihad. Awlaki told defendant that jihad requires
pétience but comes With many rewards. Defendant understood that Awlaki used these discussions
to evaluate defendant’s commitment to and suitability for jihad. Throughout, defendant expressed
his willingness to become‘ involved in any mission chosen for him, including martyrdom - and by
the end of his stay, Awlaki had accepted defendant for a martyrc?om mission.

Defendant left Awlaki’ s house, and was taken to another house, where he met AQAP bomb-
maker Ibrahim Al Asiri. Defendant and Al Asiri discussed defendant’s desire to commit an act of
jihad. Thereafter, Al Asiri discussed a plan for a martyrdom mission with Awlaki, who gavé it final
approval, and instructed Defendant Abdulmutallab on it. For the following two weeks, defendant
trained in an AQAP camp, and received instruction in weapons and indoctrination in jihad. During

his time in the training camp, defendant met many individuals, including Samir Khan.’

9 Khan later came to be involved with AQAP’s Inspire magazine. Both Khan and Awlaki
were killed in September 2011. \

-13- .

JA529



Casestd 258007 94 C M Do ATmeditCE32104 6 Flled?RE0 /Aah ePage 1895f 16
2:10-cr-20005-NGE-DAS Doc # 130  Filed 02/10/12 Pg 14 0of 15 PgID 1132

Ibrahim Al Asiri construcfed a bomb for défendant’s suicide mission .anli personally
delivered it to Defendant Abdulmutallab. This was the bomb that defendant carried in his underwear
on December 25, 2009. Al Asiri trained defendant in the use of the bomb, including ‘by having
defendant practice the manner in 'which the bomb would be detoﬁated; that is, by pushing the
plunger of a syringe, causing two chemicals to mix, and initiating a fire (which would then detonate
the expldsive).

Awlaki told defendant that he would create a martyrdom video that would be used after the
defendant’s attack. Awlaki arranged for a professional film crew to film the vidéo. Awlaki assisted
defendant in writing his martyrdom statement, and it was filmed over a period of two to three days.
The full video was approximately five minutes in length.'

Although Awlaki gave defendant operational flexibility, Awlaki instructed defendant that
the only requirements were that the attack be ona U.S. airliner, and that the attack take place over
U.S. soil. Beyond that, Awlaki gave defendant discretion to choose the flight and date. Awlaki
instructed defendant not to fly directly from Yemen to Europe, as that could attract suspicion. As
a result, defendant took a circuitous route, traveling from Yemen to Ethiopia to Ghana to Nigeria
to Amsterdam to Detroit. Prior to defendant’s depaﬂﬁre from Yemen, Awlaki’s last instructions to

him were to wait until the éirplane was over the United States and then to take the plane down.

10 The Court has seen the thirty-four-second excerpt of the video that was subsequently
released by AQAP as part of its video America and the Final Trap.
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CERTIFICATE OF SERVICE

I hereby certify that on February 10,2012, I electronically filed the foregoing document with
the Clerk of the Court using the ECF system Which will send notification of such filing to Anthony
Chambers; I further certify that I have caused a copy of this ﬁling to be delivered and mailed to the
défendant, Umar Farouk Abdulmutallab, Register No. 44107-039, Federal Detention Center, East

Arkona Road Milan, Michigan.

s/ Darlene Secord
Paralegal Specialist
uU.s. Attorney’s Office
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JUSTICE NEWS

Attorney General Eric Holder Speaks at Northwestern University School of Law

Chicago, IL, United States ~ Monday, March 5, 2012

As prepared for delivery :

Thank you, Dean [Daniel] Rodriguez, for your kind words, and for the outstandmg leadership that you provide —
not only for this academic campus, but also for our nation’s legal community: It is a privilege to be with you
today — and to be among the distinguished faculty members, staff, alumni, and students who make
Northwestern such an extraordinary place. '

For more than 150 years, this law school has served as a training ground for future leaders; as a forum for
critical, thoughtfu| debate; and as a meeting place to consider issues of national concern and global
consequence. This afternoon, | am honored to be part of this tradition. And I'm grateful for the opportunity to
join with you in discussing a defining issue of our time — and a most critical responsibility that we share: how we
will stay true to America’s founding — and enduring — promises of security, justice and liberty.

Since this country’s earliest days, the American people have risen to this challenge — and all that it demands.
But, as we have seen — and as President John F. Kennedy may have described best — “In the long history of
the world, only a few generations have been granted the role of defending freedom in its hour of maximum
danger.”

Half a century has passed since those words were spoken, but our nation today confronts grave national
security threats that demand our constant attention and steadfast commitment. It is clear that, once again, we
have reached an “hour of danger.”

We are a nation at war. And, in this war, we face a nimble and determined enemy that cannot be
underestimated.

Like President Obama — and my fellow members of his national security team — | begin each day with a briefing
on the latest and most urgent threats made against us in the preceding 24 hours. And, like scores of attorneys
and agents at the Justice Department, | go to sleep each night thinking of how best to keep our people safe.

| know that — more than a decade after the September 11th attacks; and despite our recent national security
successes, including the operation that brought to justice Osama bin Laden last year — there are people
currently plotting to murder Americans, who reside in distant countries as well as within our own borders.
Disrupting and preventing these plots — and using every available and appropriate tool to keep the American
people safe — has been, and will remain, this Administration’s top priority.

But just as surely as we are a nation at war, we also are a nation of laws and values. Even when under attack,
our actions must always be grounded on the bedrock of the Constitution — and must always be consistent with
statutes, court precedent, the rule of law and our founding ideals. Not only is this the right thing to do — history
has shown that it is also the most effective approach we can take in combating those who seek to do us harm.
This is not just my view. My judgment is shared by senior national security officials across the government. As
the President reminded us in 2009, at the National Archives where our founding documents are housed, “[wle
uphold our most cherished values not only because doing so is right, but because it strengthens our country
and it keeps us safe. Time and again, our values have been our best national security asset.” Our history
proves this. We do not have to choose between security and liberty — and we will not.

Today, | want to tell you about the collaboration across the government that defines and distinguishes this
Administration’s national securlty efforts. | also want to discuss some of the legal principles that guide — and
strengthen — this work, as well as the special role of the Department of Justice in protecting the American
people and upholding the Constitution.
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Before 9/11, today’s level of interagency cooperation was not commonplace. In many ways, government lacked
the infrastructure — as well as the imperative — to share national security information quickly and effectively.

Domestic law enforcement and foreign intelligence operated in largely independent spheres. But those who
attacked us on September 11" chose both military and civilian targets. They crossed borders and jurisdictional
lines. And it immediately became clear that no single agency could address these threats, because no single
agency has all of the necessary tools.

To counter this enemy aggressively and intelligently, the government had to draw on all of its resources — and
radically update its operations. As a result, teday, government agencies are better postured to work together to
address a range of emerging national security threats. Now, the lawyers, agents and analysts at the
Department of Justice work closely with our colleagues across the national security community to detect and
disrupt terrorist plots, to prosecute suspected terrorists, and to identify and implement the legal tools necessary
to keep the American people safe. Unfortunately, the fact and extent of this cooperation are often overlooked in
the public debate — but it's something that this Administration, and the previous one, can be proud of.

As part of this coordinated effort, the Justice Department plays a key role in conducting oversight to ensure that
the intelligence community's activities remain in compliance with the law, and, together with the Foreign
Intelligence Surveillance Court, in authorizing surveillance to investigate suspected terrorists. We must — and
will continue to — use the intelligence-gathering capabilities that Congress has provided to collect information
that can save and protect American lives. At the same time, these tools must be subject to appropriate checks
and balances ~ including oversight by Congress and the courts, as well as within the Executive Branch —to
protect the privacy and civil rights of innocent individuals. This Administration is committed to making sure that
our surveillance programs appropriately reflect all of these interests. '

Let me give you an example. Under section 702 of the Foreign Intelhgence Surveillance Act, the Attorney
General and the Director of National Intelligence may authorize annually, with the approval of the Foreign
Intelligence Surveillance Court, collection directed at identified categories of foreign intelligence targets, without
the need for a court order for each individual subject. This ensures that the government has the flexibility and
agility it needs to identify and to respond to terrorist and other foreign threats to our security. But the
government may not use this authority intentionally to target a U.S. person, here or abroad, or anyone known to
be in the United States.

The law requires special procedures, reviewed and approved by the Foreign Intelligence Surveillance Court, to
make sure that these restrictions are followed, and to protect the privacy of any U.S. persons whose nonpublic
information may be incidentally acqurred through this program. The’ Department of Justice and the Office of the
Director of National Intelligence conduct extensive oversight reviews of section 702 activities at least once
every sixty days, and we report to Congress on implementation and compliance twice a year. This law therefore
establishes a comprehensive regime of oversight by all three branches of government. Reauthorizing this
authority before it expires at the end of this year is the top legislative priority of the Intelligence Community.

But surveillance is only the first of many complex issues we must navigate. Once a suspected terrorist is
captured, a decision must be made as to how to proceed with that individual in order to identify the disposition’
that best serves the interests of the American people and the securlty of this nation.

Much has been made of the distinction between our federal civilian courts and revised mllltary commissions.
The reality is that both incorporate fundamental due process and other protections that are essential to the
effective administration of justice — and we should not deprive ourselves of any tool in our fght against al
Qaeda. :

Our criminal justice system is renowned not only for its fair process; it is respected for its results. We are not
the first Administration to rely on federal courts to prosecute terrorists, nor will we be the last. Although far too
many choose to ignore this fact, the previous Administration consistently relied on criminal prosecutions in
federal court to bring terrorists to justice. John Walker Lindh, attempted shoe bomber Richard Reid, and 9/11
conspirator Zacarias Moussaoui were among the hundreds of defendants convicted of terrorism-related
offenses — without political controversy — during the last administration.

Over the past three years, we've built a remarkable record of success in terror prosecutions. For example, in
October, we secured a conviction against Umar Farouk Abdulmutallab for his role in the attempted bombing of
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an airplane traveling from Amsterdam to Detroit on Christmas Day 2009. He was sentenced last month to life in
prison without the possibility of parole. While in custody, he provided significant intelligence during debriefing
sessions with the FBI. He described in detail how he became inspired to carry out an act of jihad, and how he
traveled to Yemen and made contact with Anwar al-Aulagi, a U.S. citizen and a leader of al Qaeda in the
Arabian Peninsula. Abdulmutallab also detailed the training he received, as well as Aulagi's specific instructions
to wait until the airplane was over the United States before detonating his bomb.

In addition to Abdulmutallab, Faizal Shahzad, the attempted Times Square bomber, Ahmed Ghailani, a
conspirator in the 1998 U.S. embassy bombings in Kenya and Tanzania, and three individuals who plotted an
attack against John F. Kennedy Airport in 2007, have also recently begun serving life sentences. And
convictions have been obtained in the cases of several homegrown extremists, as well. For example, last year,
United States citizen and North Carolina resident Daniel Boyd pleaded guilty to conspiracy to provide material
support to terrorists and conspiracy to murder, kidnap, maim, and injure persons abroad; and U.S. citizen and
lllinois resident Michael Finton pleaded guilty to attempted use of a weapon of mass destruction in connection
with his efforts to detonate a truck bomb outside of a federal courthouse.

I could go on. Which is why the calls that I've heard to ban the use of civilian courts in prosecutions of
terrorism-related activity are so baffling, and ultimately are so dangerous. These calls ignore reality. And if
heeded, they would significantly weaken — in fact, they would cripple — our ability to incapacitate and punish
those who attempt to do us harm. .

Simply put, since 9/11, hundreds of individuals have been convicted of terrorism or terrorism-related offenses in
Article 11l courts and are now serving long sentences in federal prison. Not one has ever escaped custody. No
judicial district has suffered any kind of retaliatory attack. These are facts, not opinions. There are not two sides
to this étory. Those who claim that our federal courts are incapable of handling terrorism cases are not
registering a dissenting opinion — they are simply wrong.

But federal courts are not our only option. Military commissions are also appropriate in proper circumstances,
and we can use them as well to convict terrorists and disrupt their plots. This Administration’s approach has
been to ensure that the military commissions system is as effective as possible, in part by strengthening the
procedural protections on which the commissions are based. With the President’s leadership, and the
bipartisan backing of Congress, the Military Commissions Act of 2009 was enacted into law. And, since then,
meaningful improvements have been implemented. _ ' C

It's important to note that the reformed commissions draw from the same fundamental protections of a fair trial
that underlie our civilian courts. They provide a presumption of innocence and require proof of guilt beyond a
reasonable doubt. They afford the accused the right to counsel - as well as the right to present-evidence and
‘cross-examine witnesses. They prohibit the use of statements obtained through torture or cruel, inhuman, or
degrading treatment. And they secure the right to appeal to Article Ill judges — all the way to the United States
Supreme Court. In addition, like our federal civilian courts, reformed commissions allow for the protection of
sensitive sources and methods of intelligence gathering, and for the safety and security of participants.

A key difference is that, in military commissions, evidentiary rules reflect the realities of the battlefield and of
conducting investigations in a war zone. For example, statements may be admissible even in the absence of
Miranda warnings, because we cannot expect military personnel to administer warnings to an enemy captured
in battle. But instead, a military judge must make other findings — for instance, that the statement is reliable and
that it was made voluntarily. ‘

| have faith in the framework and promise of our military commissions, which is why I've sent several cases to
the reformed commissions for prosecution. There is, quite simply, no inherent contradiction between using
military commissions in appropriate cases while still prosecuting other terrorists in civilian courts. Without
question, there are differences between these systems that must be — and will continue to be — weighed
carefully. Such decisions about how to prosecute suspected terrorists.are core Executive Branch functions. In
each case, prosecutors and counterterrorism professionals across the government conduct an intensive review
of case-specific facts-designed to determine which avenue of prosecution to pursue.

Several practical considerations affect the choice of forum.

First of all, the commissions only have jurisdiction to prosecute individuals who are a part of al Qaeda, have
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engaged in hostilities against the United States or its coalition partners, or who have purposefully and materially
supported such hostilities. This means that there may be members of certain terrorist groups who fall outside
the jurisdiction of military commissions because, for example, they lack ties to al Qaeda and their conduct does
not otherwise make them subject to prosecution in this forum. Additionally, by statute, military commissions
cannot be used to try U.S. citizens.
Second, our civilian courts cover a much broader set of offenses than the military commissions, which can only
prosecute specified offenses, including violations of the laws of war and other offenses traditionally triable by
military commission. This means federal prosecutors have a wider range of tools that can be used to
incapacitate suspected terrorists. Those charges, and the sentences they carry upon successful conviction, can
provide important incentives to reach plea agreements and convince defendants to cooperate with federal
authorities.
Third, there is the issue of international cooperation. A number of countries have indicated that they will not
cooperate with the United States in certain counterterrorism efforts — for instance, in providing evidence or
extraditing suspects — if we intend to use that cooperation in pursuit of a military commission prosecution.
Although the use of military commissions in the United States can be traced back to the early days of our
nation, in their present form they are less familiar to the international community than our time-tested criminal
justice system and Article Il courts. However, it is my hope that, with time and experience, the reformed
commissions will attain similar respect in the eyes of the world. '
Where cases are selected for prosecutlon in military commissions, Justice Department investigators and
prosecutors work closely to support our Department of Defense colleagues. Today, the alleged mastermind of
the bombing of the U.S.S. Cole is being prosecuted before a military commission. | am proud to say that trial
attorneys from the Department of Justice are working with military prosecutors on that case, as well as others.
And we will continue to reject the false idea that we must choose between federal courts and military
commissions, instead of using them both. If we were to fail to use all necessary and available tools at our
disposal, we would undoubtedly fail in our fundamental duty to protect the Nation and its people. That is simply
not an outcome we can accept.
This Administration has worked in other areas as well to ensure that counterterrorism professionals have the
flexibility that they need to fulfill their critical responsibilities without diverging from our laws and our values. Last
week brought the most recent step, when the President issued procedures under the National Defense
Authorization Act. This legislation, which Congress passed in December, mandated that a narrow category of al
Qaeda terrorist suspects be placed in temporary military custody.
Last Tuesday, the President exercised his authority under the statute to issue procedures to make sure that -
military custody will not disrupt ongoing law enforcement and intelligence opérations — and that an individual
“will be transferred from civilian to.military custody only after a thorough evaluation of his or her case, based on
the considered judgment of the President’s senior national security team. As authorized by the statute, the
President waived the requirements for several categories of individuals where he found that the waivers were in
our national security interest. These procedures implement not only the language of the statute but also the ‘
expressed intent of the lead sponsors of this legislation. And they address the concerns the President
expressed when he signed this bill into law at the end of last year.
Now, | realize | have gone into considerable detail about tools we use to identify suspected terrorists and to
bring captured terrorists to justice. It is preferable to capture suspected terrorists where feasxble among other
reasons, so that we can gather valuable intelligence from thém — but we must also recognize that there are
instances where our government has the clear authority — and, | would argue, the responsubxlnty to defend the
United States through the appropriate and lawful use of lethal force.
This pr|n0|p|e has long been established under both U.S. and international law. In response to the attacks
perpetrated — and the continuing threat posed by al Qaeda, the Taliban, and associated forces, Congress has
authorized the President to use all necessary and appropriate force against those groups. Because the United
States is in an armed conflict, we are authorized to take action against enemy belligerents under international
law. The Constitution empowers the President to protect the nation from any imminent threat of violent attack.
And international law recognizes the inherent right of national self-defense. None of this is changed by the fact
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that we are not in a conventional war.

Our legal authority is not limited to the battlefields in Afghanistan. Indeed, neither Congress nor our federal
courts has limited the geographic scope of our ability to use force to the current conflict in Afghanistan. We are
at war with a stateless enemy, prone to shifting operations from country to country. Over the last three years
alone, al Qaeda and its associates have directed several attacks — fortunately, unsuccessful — against us from
countries other than Afghanistan. Our government has both a responsibility and a right to protect this nation
and its people from such threats.

This does not mean that we can use military force whenever or wherever we want. International legal
principles, including respect for another nation’s sovereignty, constrain our ability to act unilaterally. But the use
of force in foreign territory would be consistent with these international legal principles if conducted, for
example, with the consent of the nation involved — or after a determination that the nation is unable or unwilling
to deal effectively with a threat to the United States. .

Furthermore, it is entirely lawful — under both United States law and applicable law of war principles — to target
specific senior operational leaders of al Qaeda and associated forces. This is not a novel concept. In fact,
during World War II, the United States tracked the plane flying Admiral Isoroku Yamamoto — the commander of
Japanese forces in the attack on Pearl Harbor and the Battle of Midway — and shot it down specifically because
he was on board. As | explained to the Senate Judiciary Committee following the operation that killed Osama
bin Laden, the same rules apply today.

Some have called such operations “assassinations.” They are not, and the use of that loaded term is
misplaced. Assassinations are unlawful killings. Here, for the reasons | have given, the U.S. government’s use
of lethal force in self defense against a leader of al Qaeda or an associated force who presents an imminent
threat of violent attack would not be unlawful — and therefore would not violate the Executive Order banning
assassination or criminal statutes. ‘ : :

Now, it is an unfortunate but undeniable fact that some of the threats we face come from a small number of
United States citizens who have decided to commit violent attacks against their own country from abroad.
Based on generations-old legal principles and Supreme Court decisions handed down during World War I, as
well as during this current conflict, it’s clear that United States citizenship alone does not make such individuals
immune from being targeted. But it does mean that the government must take into account all relevant
constitutional considerations with respect to United States citizens — even those who are leading efforts to kill
innocent Ame_rica‘ns. Of these, the most relevant is the Fifth Amendment’s Due Process Clause, which says
that the government may not deprive a citizen of his or her life without due process of law.

~ The Supreme Court has made clear that the Due Process Clause does not impose one-size-fits-all
requirements, but instead mandates procedural safeguards that depend on specific circumstances. In cases
arising under the Due Process Clause — including in a case involving a U.S. citizen captured in the conflict
against al Qaeda — the Court has applied a balancing approach, Wéighing the private interest that will be
affected against the interest the government is trying to protect, and the burdens the government would face in

. providing additional process. Where national security operations are at stake, due process takes into account
the realities of combat. ' '

Here, the interests on both sides of the scale are extraordinarily weighty. An individual’s interest in making sure
that the government does not target him erroneously could not be more significant. Yet it is imperative for the
government to counter threats posed by senior operational leaders of al Qaeda, and to protect the innocent
people whose lives could be lost in their attacks.

" Any decision to use lethal force against a United States citizen — even one intent on murdering Americans and
who has become an operational leader of al-Qaeda in a foreign land ~ is among the gravest that government
leaders can face. The American people can be —and deserve to be - assured that actions taken in their
defense are consistent with their values and their laws. So, although 1 cannot discuss or confirm any particular
program or operation, | believe it is important to explain these legal principles publicly.

Let me be clear: an operation using lethal force in a foreign country, targeted against a U.S. citizen whois a
senior operational leader of al Qaeda or associated forces, and who is actively engaged in planning to kil
Americans, would be lawful at least in the following circumstances: First, the U.S. government has determined,
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after a thorough and careful review, that the individual poses an imminent threat of violent attack against the
United States; second, capture is not feasible; and third, the operation would be conducted in a manner
consistent with applicable law of war principles.
The evaluation of whether an individual presents an “imminent threat” incorporates considerations-of the
relevant window of opportunity to act, the possiblé harm that missing the window would cause to civilians, and
the likelihood of heading off future disastrous attacks against the United States. As we learned on 9/11, al
Qaeda has demonstrated the ability to strike with little or no notice — and to cause devastating casualties. Its
leaders are continually planning attacks against the United States, and they do not behave like a traditional
military — wearing uniforms, carrying arms openly, or massing forces in preparation for an attack. Given these
facts, the Constitution does not require the President to delay action until some theoretical end-stage of
plannlng when the precise time, place, and manner of an attack become clear. Such a requirement would
create an unacceptably high risk that our efforts would fail, and that Americans would be killed.
Whether the capture of a U.S. citizen terrorist is feasible is a fact-specific, and potentially time-sensitive,
question. It may depend on, among other things, whether capture can be accomplished in the window of time
available to prevent an attack and without undue risk to civilians or to U.S. personnel. Given the nature of how
terrorists act and where they tend to hide, it may not always be feasible to capture a United States citizen
terrorist who presents an imminent threat of violent attack. In that case, our government has the clear authority
to defend the United States with lethal force. :
Of course, any such use of lethal force by the United States will comply with the four fundamental law of war
principles governing the use of force. The principle of necessity requires that the target have definite military
value. The principle of distinction requires that only lawful targets — such as combatants, civilians directly
participating in hostilities, and military objectives — may be targeted intentionally. Under the principle of
proportionality, the anticipated collateral damage must not be excessive in relation to the anticipated military
advantage. Finally, the principle of humanity requires us to use weapons that will not inflict unnecessary
suffering.
These prmcnples do not forbid the use of stealth or technologically advanced weapons. In fact, the use of
advanced weapons may help to ensure that the best intelligence is available for planning and carrying out
operations, and that the risk of civilian casualties can be minimized or avoided altogether.
Some have argued that the President is required to get permission from a federal court before taking action
against a United States citizen who is a senior operational leader of al Qaeda or associated forces. This is
simply not accurate. “Due process” and “judicial process” are not one and the same, particularly when it comes
to national security. The Constitution guarantees due process, not judicial process.
The conduct and management of national security operations are core functions of the Executive Branch, as
courts have recognized throughout our history. Military and civilian officials must often make real-time decisions
that balance the need to act, the existence of alternative options, the possibility of collateral damage, and other
judgments — all of which depend on expertise and immediate access to information that only the Executive
Branch may possess in real time. The Constitution’s guarantee of due process is ironclad, and it is essential —
but, as a recent court decision makes clear, it does not require judicial approval before the President may use
force abroad against a senior operational leader of a foreign terrorist organization with which the United States
is at war — even if that individual happens to be a U.S. citizen. :
That is not to say that the Executive Branch has — or should ever have — the ability to target any such
individuals without robust oversight. Which is why, in keeping with the law and our constitutional system of
checks and balances, the Executive Branch regularly informs the appropriate members of Congress about our
counterterrorism activities, including the legal framework, and would of course follow the same practice where
lethal force is used against United States citizens.
Now, these circumstances are sufficient under the Constitution for the United States to use lethal force against
a U.S. citizen abroad — but it is importanf to note that the legal requirements | have described may not apply in
every situation — such as operations that take place on traditional battlefields.
The unfortunate reality is that our nation will likely continue to face terrorist threats that — at times onglnate
with our own citizens. When such individuals take up arms against this country — and join al Qaeda in plotting
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attacks designed to kill their fellow Americans — there may be only one realistic and appropriate response. We
must take steps to stop them — in full accordance with the Constitution. In this hour of danger, we simply cannot
afford to wait until deadly plans are carried out — and we will not.

This is an indicator of our times — not a departure from our laws and our values. For this Administration — and
for this nation — our values are clear. We must always look to them for answers when we face difficult
questions, like the ones | have discussed today. As the President reminded us at the National Archives, “our
Constitution has endured through secession and civil rights, through World War and Cold War, because it
provides a foundation of principles that can be applied pragmatically; it provides a compass that can help us
find our way.”

Our most sacred principles and values — of security, justice and liberty for all citizens — must continue to unite
us, to guide us forward, and to help us build a future that honors our founding documents and advances our
ongoing — uniquely American — pursuit of a safer, more just, and more perfect union. In the continuing effort to
keep our people secure, this Administration will remain true to those values that inspired our nation’s founding
and, over the course of two centuries, have made America an example of strength and a beacon of justice for
all the world. This is our pledge. ' '

Thank you for inviting me to discuss these important issues with you today.

Topic:
Criminal Justice

Component:
Qffice of the Attorney General

http://www.justice.gov/opa/speech/attomey-general—eric—holder—spea\!mgn—university-school-law 17
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To the Declaration of Colin Wicker
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UNITED STATES (/TOPIC/UNITED-STATES)

An Exclusive Look Inside the FBI's Files on the US Citizen
Who Edited Al Qaeda’s Official Magazine
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In 2006, a high priority for the FBI was tracking the owner of a blog called Inshallahshaheed who
frequently posted commentary in support of Muslim extremist groups and violent jihad. -

The FBI feared that both the shifting tone of the blog entries and the dozens of videos the bldgger
posted to YouTube depicting terrorist operations indicated that he was planning an attack against
‘the US, or intended to join up with militants in Iraq and Afghanistan to fight the US military.

Five years later, that blogger, Samir Khan, was killed in a CIA drone strike in Yemen alongside
radical cleric Anwar al-Awlaki, who the Obama administration had secretly targeted for death,
setting off a fierce debate over executive power. Both men were affiliated with al Qaeda in the
Arabian Peninsula — and both men were US citizens.

"Together, Aulagi [Awlaki] and Khan have drawn on their understanding of the United States to
craft a radicalizing message tailored to American Muslims," Lauren O'Brien, an intelligence analyst .
in the FBI's counterintelligence division, wrote (http://www.fbi.gov/stats-servi‘ces/pu:blications/law- |
enforcement-bulletin/september-2011/the-evolution-of-terrorism-since-9-11) in September 2011, the

month the two men were killed.

'The Islamic State.' Watch the VICE News documentary here.‘(https://'news.vice.com/video/the-

islamic-state-full-length)

VICE News has exclusively obtained mvany of Khan's FBI's files [pdf below] in fesponse to a
Freedom of Information Act (FOIA) request filed not long after his death. It is extremely rare for
files on accused terrorists to be released by the government; historically, they have remained
classified. In a letter accofnpa'nying the documents, the FBI said more than 250 pages of records
‘were withheld on national security grounds and because they would reveal the identity of
confidential sources, law enforcement investigative techniques and pertain to ongoing
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agencies (believed to be the CIA and Department of Defense) for review. The bureau said in its
letter it expects to release another batch of documents on Khan at a later time.

The documents indicate that the FBI began its probe of Khan based entirely on what the bureau
referred to as "jihadist" blog posts to Inshallahshaheed, an Arabic phrase that means "Martyr,
God willing." The files do not reveal any active plét by Khan against the US or its interests
overseas. ‘

"Samir Khan continues to post violent jihadi blogs on the Internet despite several attempts to
silence him," one 2007 FBI file states. "This continual resurgence of his website indicate he is being
assisted and or directed by an unknown entity.... Khan clearly is using the Internet, possibly at the
direction of the GIMF [Al Qaeda propaganda group Global Islamic Media Front
(http://en.Wikipedia.org/wiki/GlobaI__Islamic-_l\/ledia_Fro-nt_(GlMF))]; to radicalize his readers, and
potentially dispatch or direct others." |

The FBI files indicate that the bureau believed it was Awlaki, identified by name in jihadi articles

included in the files, who inspired and directed Khan.

The hundreds of pages of redacted FBI documents from 2006 through 2010 reveal the genesis of
the FBI's probe into Khan, provide a window into how terrorists use the internet to attract recruits,
and reveal how the FBI may currently be tracking American citizens sympathetic to the Islamic
State (https://news.vice.com/topic/islamic-state). In fact, Khan's FBI files reference the Islamic State
— specifically his use of the Islamic State of Iraq flag as an avatar — indicating that the bureau had
been collecting intelligence on the group for years.

Khan's blog posts suggested he was interested in
waging violent jihad against the US, and noted his

desire to establish an Islamic caliphate.

According to the files, some of which are titled "Sunni Extremists” and were generated by
numerous field offices and divisions within the agency, the FBI first learned of Khan in November:
2006, when the then 20-year-old started posting about his support for an Islamic organization
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Two months later, the FBI had opened a file on Khan and was actively collecting information about
him.

Michael German, a former FBI agent whose work at the bureau included infiltrating white
supremacist groups, told VICE News that the files on Khan are "interesting," but because of -

the redactions, it's difficult to know what information the FBI had on Khan beyond his blog posts.
German said that certain information contained in the files "suggests it was more than just
[Khan's] blog posts" that concerned the bureau, but it's "still not enough to get a clear picture of
why the FBI was interested" in Khan. ‘

The files "give us an idea of the [intelligence collection capabilities] the FBI has at its fingertips,"
said German, now a fellow at the Brennan Center for]ustice working on intelligence reform. "They
had access to his wage and employment records. It's ce'rtaihly interesting in terms of shedding
light on the type of information the FBI can obtain. It raises more questions than answers."

The records show that the FBI found out Khan had worked at Finish Line, a sporting goods store, in
2004; at One-Stop Cellular and Spherion Atlantic, a temp agency, in 2006; and ata Super 8 Motel in
2007. "He previously applied to be a baggage handler for US Airlines. It does not appear that he
got the job," according to the files. | |

- The FBI's Field Intelligence Group (http://www.f_bi.gov/about-us/intelligence/ﬁeld-intelligence-
groups) (FIG), which identifies emerging threats, "discoVered a WEBLOG" maintained by Khan
during "open source research in support of [redacted]," which identified his interest in "the
Tanzeem-e-Islami-affiliated, US-based organization, Islamic Organization of North America (IONA),
and in jihad." (Tanzeem-e-Islami is a radical Muslim group based in Pakistan.)

Khan started blogging about jihad, according to the files, in 2004, the year he moved with his
family to Charlotte, North Carolina from New York City. But he didn't appear to be very tech savvy.

"Khan's first WEBLOG was created on xanga.com. He eventually shut down this WEBLOG due to
~errors he created in the script that caused it to crash repeatedly,” states a May 16, 2007 file on
Khan. "After shutting down his WEBLOG on xanga.com, Samir Zafar Khan opened a new WEBLOG
on wordpress.com and registered the WEBLOG as inshallahshaheed.wordpress.com.”
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his desire to establish an Islamic caliphate. But his articles were not terribly specific in identifying
any targets. For example in June 2006, he wrote, "My furthest goals are beyond what most
individuals look forward to and that is between myself and Allah 'Azza wa Jall."

The FBI disagreed.

"The FIG believes that his initial comment about his goals being beyond those of most individuals
and the responses to that statement by readers of his WEBLOG indicate that mentally he has
moved further towards behevmg that an act of violent jihad and becommg a martyr would raise
him to the highest levels of heaven," the FBI files state. "In support of this assessment, FBI New
York source reporting from October 2006 [redacted] reveals [redacted].”

The FBI became concerned when a commenter wrote to Khan and expressed interest in joining

the "caravan."

"[Redacted] appears to be expressing his desire to join the fighting abfoad against the west in the
global war on terrorism (GWQOT), possibly in Irag and Afghanistan. His reference of 'l want to join
the caravan...'is a likely reference to the phrase, 'The caravan of martyrs' coined in the 1980s by
the now deceased Sheikh Abdullah Azzam," the files state. Azzam was Osama bin Laden's mentor.
"The'phrase 'The caravan of martyrs' is still used to describe the Mujahideen who die in battle."

The FBI's Charlotté field office urged headquarters to manage the case on Khan, but headquarters
balked, stating that there was not enough information to prove Khan had direct ties to terrorist
groups. So the Charlotte field office continued to build its case. The Secret Service, however, made
contact with Khan after he wrote a blog post deemed to be threatening toward President George

~ W. Bush. FBI agents also later interviewed members of Khan's family; they told the agents

that they took their son to see a psychiatrist, who said Khan's posts about violent jihad were

simply a sign of teenage rebellion.
The files indicate that the FBI began to suspect Khan was more than just a radical blogger, and that

he was actively facilitating the travel of would-be jihadists. Khan told a jihadist commenter that he

understood "completely" and offered him some advice [all sic]:
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the sword. Prepare yourself physically by working out fe Sebeelillah; so work harder than the
Kafireen [non believer] who train to kill al Muslimeem. Please email me akhee and we can
discuss some things, insAllah. My email is the hotmail one.

The FBI believed that Khan's response to the commenter was an indication that he had become
increasingly frustrated with living in the United States, and that he was gearing up to "join in
combat against the United States and its allies. "Investigation has also indicatéd Khan has

had contact with alleged associates of Al Qaeda and subjects of other ongoing investigations,” the
files say. "Additionally, unconfirmed source keporting indicates Khan's desire to martyr himself."

Khan's "timely" access to "media releases of videos and speeches of known terrorists and groups"
from "international sources" led the bureau to conclude that he had been planning an

operation. But of greater concern to the agency at the time, according to the files, was the "content
of the conversation that appears to have been intended for the pseudo privacy of Samir Zafar -
Khan's hotmail account.”

"Based on the content of the discussion thread presented above, the FIG has concerns that Samir
Zafar Khan is using his email accounts to provide advise [sic], recruit, or facilitate the travel of
potential jihadist to the battlefields in Irag or Afghanistan," the FBI files say.

The FBI was also concerned about another extremist blogger — "an unidentified‘male who runs
his WEBLOG on blogspot.com entitled [redacted]" — who had corresponded with Khan in
September 2005.

An FBI file from 2007 said agents identify the blogger, based on comments posted on his blog, as a
"30 year old male, black-Muslim convert living'in the Southern United States” who "identifies his
occupation as 'Mujahid in training.”” The FBI was worried the unnamed blogger's "rhetoric, "
especially cohcerning conducting violéntjihad in the United States, could encourage Samir Zafar
Khan of his path of escalation to actually conduct a terrorist act in the United States."

In late 2007, Khan was placed under surveillance and became the subject of a formal investigation
by the FBI and Justice Department. The FBI was monitoring Khan so closely that the bureau |
obtained a menu with Khan's handwriting gjlﬂgwprints that it planned to use as evidence if he
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him, his finances, surveillance of him, and "technical matters." There was one specifically for -
material meant for a potential Grand Jury.

One FBI file, identified as an "Internet activity report" from the Counterterrorism/Public Access
Center, forwarded to the Charlotte field office, says Khan was "outed" by the New York Times and
notes that the newspaper was asked not to identify him. A November 7, 2007 file from an FBI
analyst in Washington, DC whose name is redacted to an agent in Charlotte states:

This is concerning 21 year old Samir Khan who is known to you. At least | am pretty sure he is
known to the Charlotte, NC office. He was 'outted’ [sic] by the New York Times a few weeks ago.
| know they were asked not to out him but they did anyway. He lives in Charlotte, NC where he
keeps a Blog providing media and a place of communication to his jihadi buddies. He has been
heavily involved in assisting The Global Islamiic Media Front. We have worked very hard to get
his web sites shut down but to no avail. He pops up again in another spot.

The New York Times story that the analyst mentions was the first news report
(http://www.nytimes;com/2007/1 0/15/us/1 5net.html?pagewanted=all&_r=0) written about Khan. It
was published on October 15, 2007 and examined his online preachings in the context of how
radical jihadists use the Internet to spread their message.

The Washington, DC analyst recommended that the agent in Charlotte read a post
(http://mypetjawa.mu.nu/archives/190034.php) contained on an anti-jihad blog called the Jawa
Report: '

You will find more information that is new it will all be laid out for you by [redacted]. Please
read the comments section if you need to. | am in great hopes' you will lock him up once and for
all. He is a traitor. He gives aid and comfort to the stated enemies of our government. He is
more than just a propagandist as far as | am concerned.

Additionally, the FBI files say the agency relied on confidential informants to gather intelligence on
Khan and his movements, and to build a terrorism case against him. Some of the files are tagged
"Muslim Community Outreach," which indicates the FBI cultivated infofmants in the Muslim
‘community in Charlotte. Civil liberties groups have criticized (https://www.aclu.org/blog/national-
security/fbis-community-outreach-program-trojan-horse) the FBl's so-called Muslim Community
Outreach efforts, arguing that they amoungﬁgumielligence gathering program.



A Justice DepMSReTEHEN PréNaed &N 3Gea) FISH HLATcN ¢k ¥sléitizen. Read

more here. (https://news.vice.com/article/a-justice-depa’rtment-m.emo-provides-the-cias-!egaI-

justification-to-kill-a-us-citizen)

"A source, who has not agreed to testify and who has provided verified and reliable information in
the past, currently operates online with FBI tasking. On 10/09/2007, source reported the following
information: On 10/05/2007, user inshallahshaheed posted, on the online blog known

as inshallahshaheed, a posting titled, 'Regarding those who say, "And you cannot make Jihaad
[sic] unless if you have a separate state,"" an October 11, 2007 counterterrorism file from the
Charlotte field office says.

Khan managed to travel to Yemen in 2009. Once there, he became the editor of al Qaeda's glossy
English-language magazine, INSPIRE. It included articles like "Make a Bomb in the Kitchen of Your
Mom," which reportedly inspired the Boston Marathon bombers. How Khan was able to leave the
US and travel to Yemen despite the scrutiny he was under is unexplained in the files.

In May and June of 2010, according to FBI property files, the bureau acquired a Maxtor 200
gigabyte hard drive containing the contents of Khan's blog and the contents of Khan's iPhone.

The FBI kept its lawyers in the loop on these developments. A file dated January 25, 2007 appear's'
to show that the FBI obtained a warrant from a secret surveillance court that authorized a wiretap
on Khan's phone and the seizing of his emails. An October 2007 file sent to deputy general
counsel Julie Thomas from FBI special agent Nathan Thomas Gray of the Charlotte field office says

“the National Security Law Branch "requested to record the appropriate information needed to
fulfill the Congressional reporting requirements for the [redacted]."

'Samir Khan did not socialize with other mosque
attendees... Samir Khan told all of the attendees
they were "wussies" for not fighting Jihad

overseas.’
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whereabouts from his E-ZPass.

By 2007, the FBI's North Carolina Joint Terrorism Task Force had briefed a federal prosecutor
about Khan's blog posts and noted that he may have been providing material support for
terrorism in violation of US laws. |

Khan's radical views apparently alienated nearly everyone at his local mosque, the FBI files said,
and on one occasion an individual whose identity/ was redacted took Khan to a shooting range in
2005 to "assess whether his shooting skills matched his‘ rhetoric." The individual, whom the FBI
interviewed, could not recall whether it did.

The NSA has revealed new details about is exhaustive search of Edward Snowden's emails.
Read more here. (https://news.vice.com/article/the-nsa—has—revealed-neW-dAetails-about-its-

exhaustive-search-of-edward-snowdens-emails)

"During Friday prayér, Samir Khan would leave the masjid [mosque] immediately after prayer
‘ended,"” says a November 8, 2007 summary. "Samir Khan did not socialize with other masjid |
attendees... Samir Khan told all of the masjid attendees they were ‘wussies' for not fighting jihad

overseas."
‘The State Department made a condolence call to Khan's family after he was killed in the
2011 drone strike. Khan was reportedly not a target, and was instead collateral damage because
he was traveling with Awlaki, the intended target. .
"It was a pretty'quick call," K'hanhfamily Spokeskhén Jibril 'Hough told
- (http://www.foxnews.com/us/2011/10/1 1/us-state-department-made-condolence-call-to-family-
samir-khan/) Fox News at the time. "They apologized to the family for not reaching out and
contacting them sooner."

Neither Jibril nor members of the Khan family responded to VICE News' requests for comment.

Follow Jason Leopold on Twitter: @JasonLeopold (https://twitter.com/jasonLeopold)
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION and
THE AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs,

V.
12 Civ. 794 (CM)
U.S. DEPARTMENT OF JUSTICE, including its
component the Office of Legal Counsel, U.S.
DEPARTMENT OF DEFENSE, including its
component U.S. Special Operations Command,
and CENTRAL INTELLIGENCE AGENCY,

Defendants.

NOTICE OF MOTION

PLEASE TAKE NOTICE THAT, upon the Declarations of John E. Bies, Martha M.
Lutz, and Rear Admiral Sinclair M. Harris, and the accompanying memorandum of law, as well
as the classified declarations and memorandum filed for the Court’s ex parte and in camera
review, defendants the Department of Defense and the Central Intelligence Agency, by their
attorneys, Preet Bharara, United States Attorney for the Southern District of New York, and
Joyce R. Branda, Acting Assistant Attorney General, will move this Court before the Honorable

Colleen McMahon, United States District Judge, at the United States Courthouse, 500 Pearl
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Street, New York, New York 10007, for an order granting summary judgment in favor of the

Department of Defense and the Central Intelligence Agency.

Dated: New York, New York
November 14, 2014

JOYCE R. BRANDA PREET BHARARA
Acting Assistant Attorney General United States Attorney for the
Southern District of New York

By: /s/ Elizabeth J. Shapiro By:  /s/Sarah S. Normand
ELIZABETH J. SHAPIRO SARAH S. NORMAND
AMY POWELL Assistant United States Attorney
20 Massachusetts Ave., NW 86 Chambers Street, Third Floor
Washington, D.C. 20530. New York, New York 10007
Telephone: (202) 514-5302 Telephone: (212) 637-2709
Facsimile: (202) 616-8470 Facsimile: (212) 637-2730
Elizabeth.Shapiro@usdoj.gov Sarah.Normand@usdoj.gov
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