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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs,
Civil Action No. 1:11-cv-07562-WHP
v,

FEDERAL BUREAU OF
INVESTIGATION,

UNITED STATES
DEPARTMENT OF JUSTICE,

Defendants.

N’ N N N N N N N N N e N N N N e’ N

DECLARATION OF DAVID M. HARDY

[, David M. Hardy, declare as follows:

(1) [ am currently the Section Chief of the Record/Information Dissemination Section
(RIDS), Records Management Division (RMD), formerly at the Federal Bureau of Investigation
Headquarters (FBIHQ) in Washington, D.C., and currently relocated to Winchester, Virginia. [
have held this position since August 1, 2002. Prior to my joining the FBI, from May 1, 2001 to
July 31, 2002, I was the Assistant Judge Advocate General of the Navy for Civil Law. In that
capacity, | had direct oversight of Freedom of Information Act (FOIA) policy, procedures,
appeals, and litigation for the Navy. From October 1, 1980 to April 30, 2001, I served as a Navy
Judge Advocate at various commands and routinely worked with FOIA matters. 1 am also an
attorney who has been licensed to practice law in the State of Texas since 1980.

(2) In my official capacity as Section Chief of RIDS, I supervise approximately 276

employees who staff a total of ten (10) FBIHQ units and two (2) field operational service center
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units whose collective mission is to effectively plan, develop, direct, and manage responses to
requests for access to FBI records and information pursuant to the FOIA, as amended by the OPEN
Government Act of 2007 and the OPEN FOIA Act of 2009; Privacy Act of 1974; Executive Order
13526; Presidential, Attorney General, and FBI policies and procedures; judicial decisions; and
Presidential and Congressional directives. My responsibilities also include the review of FBI
information for classification purposes, as mandated by Executive Order 13526', and the
preparation of declarations in support of FOIA Exemption 1 claims asserted under the FOIA.? |
have been designated by the Attorney General of the United States as an original classification
authority and a declassification authority pursuant to Executive Order 13526 §§ 1.3 and 3.1. The
statements contained in this declaration are based upon my personal knowledge, upon information
provided to me in my official capacity, and upon conclusions and determinations reached and
made in accordance therewith.

(3) Due to the nature of my official duties, I am familiar with the procedures followed
by the FBI in responding to requests for information from its files pursuant to the provisions of the
FOIA, 5 U.S.C. § 552, and the Privacy Act of 1974, 5 U.S.C. § 552a. Specifically, I am aware of
the FBI’s response to plaintiffs’ FOIA request.

4) The FBI submits this declaration in support of its motion for summary judgment,
and will provide the Court and plaintiffs with an explanation of the withholding of information

from these documents and the justifications in accordance with Vaughn v. Rosen, 484 F.2d 820

(D.C. Cir. 1973), pursuant to FOIA Exemptions (b)(1) and (b)(7)(E), S U.S.C. § 552 (b)(1) and

(b)(7)(E).

1 75 Fed. Reg. 707 (2010).
2 5U.S.C. § 552 (b)(1).
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USA PATRIOT ACT, SECTION 215

(5) The central subject of plaintiffs’ FOIA request is the FBI’s use and interpretation of
Section 215 of the USA PATRIOT Act.> This particular section of the act did not create any new
investigative authority on the part of the FBI, but instead expanded the already existing authority
found in the Foreign Intelligence Surveillance Act (“FISA™) of 1978." Originally, FISA required
the FBI to apply to the Foreign Intelligence Surveillance Court (“FISA Court”) for orders that
would allow the FBI to conduct electronic surveillance for the purpose of collecting foreign
intelligence information.” In 1998, Congress amended FISA allowing the FBI to apply to the
FISA Court for business records orders that would compel four types of businesses to release
records in its possession. Those businesses included: common carriers; public accommodation
facilities; physical storage facilities; and vehicle rental facilities. The amendment was codified in
50 U.S.C. § 1861 and became known as the “business records” provision. Section 215 of the
USA PATRIOT Act expanded the provision and allows the FBI (1) to obtain “any tangible
things,” including books, records, paper documents, and other items, from any business,
organization, or entity provided the item or items are for an authorized investigation to obtain
foreign intelligence information not concerning a United States person, or (2) to protect against
international terrorism or clandestine intelligence activities provided such investigation of a
United States person is not conducted solely upon the basis of activities protected by the First

Amendment to the Constitution.

3 The term “USA PATRIOT Act” is an acronym for the Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, Pub, L. No. 107-56, 115 Stat. 272
(2001). Tt is commonly referred to as “the Patriot Act.”

4 50 U.S.C. § 1801 et seq.

5 Applications for FISA orders were prepared and presented to the FISA Court by the Office of Intelligence Policy
and Review (“OIPR”).
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(6) Section 215 of the USA PATRIOT Act is an indispensable investigative tool that
continues to serve as a building block in many of the FBI’s counterterrorism and
counterintelligence investigations. Section 215 business records orders have resulted in
numerous benefits by providing the FBI with valuable substantive information in connection with
investigations. The records collected have either confirmed prior investigative information or
have contributed to the development of additional investigative information, and have been
valuable in providing investigative leads. Overall, Section 215 has been a vital tool in combating
terrorism, and ensuring the safety and security of the United States.

CHRONOLOGY OF PLAINTIFFS’ FOIA REQUEST

(7 Set forth below is a chronology and description of correspondence concerning
plaintifts’ FOIA request which is the subject of this litigation. Copies of the correspondence are
attached hereto as Exhibits A-I.

(8) By letter dated May 31, 2011, plaintiffs submitted a FOIA Act request to FBIHQ
seeking access to the following:

"...any and all records concerning the government’s interpretation or
use of Section 215, including but not limited to: legal opinions or
memoranda interpreting that provision; guidelines informing
government personnel how that provision can be used; records
containing statistics about the use or misuse of the provision; reports
provided by the executive branch to Congress relating to the
executive’s interpretation, use, or misuse of the provision; forms
used by executive agencies in connection with the use of Section
215; and legal papers filed by the government or any other party in
the Foreign Intelligence Surveillance Court, and opinions of that
court, pertaining to the interpretation, use, or proposed use of

Section 215.”
The plaintiffs sought “...only those records drafted, finalized, or issued after March 9,

2006.” Plaintiffs also requested expedited processing under 28 C.F.R. § 6.5(d)(1)(ii) and

4
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(iv) and status as a “news media” requester pursuant to the FOIA and 28 C.F.R. §§
16.11(b)(6) and (d)(1). Additionally, plaintiffs requested a fee waiver under 5 U.S.C. §
552(a)(4)(a)(iii) and 28 C.F.R. § 16.11 (k)(1) on the grounds that disclosure of the
requested information is in the public interest. (See Exhibit A).

(9)  Inaletter dated June 6, 2011, the Department of Justice’s Office of Information
Policy (OIP) granted plaintiffs’ expedited processing request and forwarded its response to the
FBI. (See Exhibit B).

(10) By letter dated June 8, 2011, the FBI acknowledged receipt of plaintiffs’ request
to FBIHQ and assigned it FOIA Request Number 1167461-000. The FBI advised plaintiffs it
was searching the indices of the Central Records System ("CRS") for the requested information,
and consideration was being given to plaintiffs’ request for a fee waiver.® (See Exhibit C).

(11) In aletter dated June 8, 2011, the FBI acknowledged plaintiffs’ request for
expedited processing.” The FBI did not make a decision on the request for expedited processing
because OIP had adjudicated the request and granted it. (See Exhibit D).

(12) Inaletter dated July 6, 2011, the FBI denied plaintiffs’ request for a fee waiver on
the grounds that plaintiffs had not satisfied a requirement. The FBI stated that plaintiffs failed
to demonstrate how disclosure of the information is likely to contribute to an “understanding of
government operations or activities.” In order to be granted a fee waiver or a reduction in fees,

two requirements must be satisfied. First, the requester must establish that “disclosure of the

6 The FBI’s letter was created and stored electronically in the FBI's FOIA Document Processing System in Corel
WordPerfect format. As of October 1, 2012, the FBI no longer utilizes WordPerfect, and consequently, the letter
has been electronically converted to Microsoft Word so it could be printed and included as an exhibit. Although
there might be minor formatting differences, the letter’s substance is identical to that released to plaintiff.

7 See supra fn. 6.
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[requested] information is in the public interest because it is likely to contribute significantly to
public understanding of the operations or activities of the government.” Second, the requester
must also demonstrate that “disclosure of the information...is not primarily in the commercial
interest of the requester.” See 28 C.F.R. § 552(a)(4)(A)(ii). A fee waiver is not warranted
under the statute if one or both requirements are not met. In determining if the first requirement
has been met, the FBI considered the following four factors: (1) whether the subject of the
requested records concerns “the operations or activities of the government;” (2) whether the
disclosure is “likely to contribute” to an understanding of government operations or activities;
(3) whether disclosure of the requested information will contribute to “public understanding;”
and (4) whether the disclosure is likely to contribute “significantly” to public understanding of
government operations or activities. See 28 C.F.R. § 16.11(k)(2). The FBI concluded the
second factor of the first requirement (disclosure is likely to contribute to an understanding of
government operations) had not been met because “...a significant amount of information about
Section 215 of the United States Patriot Act has been previously disseminated to the public.”
Lastly, plaintiffs were advised of its right to appeal within sixty (60) days from the date of the
letter by writing to OIP.® (See Exhibit E).

(13) On October 26, 2011, plaintiffs filed a Complaint in the United States Court for
the Southern District of New York.

EXPLANATION OF THE CENTRAL RECORDS SYSTEM

(14)  The Central Records System (CRS), which is utilized to conduct searches in
response to FOIA and Privacy Act requests, enables the FBI to maintain all information which it

has acquired in the course of fulfilling its mandated law enforcement responsibilities. The

8 See supra fn. 6.
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records maintained in the CRS consist of administrative, applicant, criminal, personnel, and other
files compiled for law enforcement purposes and national security investigations. This system
consists of a numerical sequence of files broken down according to subject matter. The subject
matter of a file may relate to an individual, organization, company, publication, activity, or
foreign intelligence matter (or program). Certain records in the CRS are maintained at FBIHQ.
Records that are pertinent to specific field offices of the FBI are maintained in those field offices.
Although the CRS is primarily designed to serve as an investigative tool, the FBI utilizes the CRS
to conduct searches that are likely to yield documents responsive to FOIA and Privacy Act
requests. The mechanism that the FBI uses to search the CRS is the Automated Case Support
System (ACS).

(15)  The retrieval of data from the CRS is made possible through the ACS using the
General Indices, which are arranged in alphabetical order.” Entries in the General Indices fall into
two categories:

(a) A main entry -- A main entry, or main file, carries the name corresponding with
a subject of a file contained in the CRS.

(b) A reference entry -- A Reference entry, sometimes called a cross-reference, is
generally only a mere mention or reference to an individual, organization, or other
subject matter, contained in a document located in another main file on a different
subject matter.
(16)  Access to the CRS files in FBI field offices is also obtained through the General
Indices (automated and manual), which are likewise arranged in alphabetical order, and consist of

an index on various subjects, including the names of individuals and organizations. Searches

made in the General Indices to locate records concerning a particular subject, such as U.S.

9 The General Indices, which became fully automated on September 24, 1987, also include Index cards which allow
a manual search for records prior to that date.
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PATRIOT Act, are made by searching the subject requested in the index. FBI field offices have
automated indexing functions.

(17)  On or about October 16, 1995, the ACS system was implemented for all field
offices, Legal Attaches (“Legats™), and FBIHQ in order to consolidate portions of the CRS that
were previously automated. Because the CRS cannot electronically query the case files for data,
such as an individual’s name or social security number, the required information is duplicated and
moved to the ACS so that it can be searched. Over 105 million records from the CRS were
converted from automated systems previously utilized by the FBI. Automation did not change
the CRS; instead, automation has facilitated more economic and expeditious access to records
maintained in the CRS.

(18) ACS consists of three integrated, yet separately functional, automated applications
that support case management functions for all FBI investigative and administrative cases:

(a) Investigative Case Management (ICM) -- ICM provides the ability to open,
assign, and close investigative and administrative cases as well as set, assign, and
track leads. The Office of Origin (OO), which sets leads for itself and other field
offices, as needed, opens a case. The field offices that receive leads from the OO are
referred to as Lead Offices (LOs) - formerly known as Auxiliary Offices. When a
case is opened, it is assigned a Universal Case File Number (UCFN), which is utilized
by all FBI field offices, Legats, and FBIHQ that are conducting or assisting in the
investigation. Using a fictitious file number 111-HQ-12345 as an example, an
explanation of the UCFN is as follows: 111 indicates the classification for the
specific type of investigation; HQ is the abbreviated form used for the OO of the
investigation, which in this case is FBIHQ; and 12345 denotes the individual case file
number for the particular investigation.

(b) Electronic Case File (ECF) -- ECF serves as the central electronic repository for
the FBI’s official text-based documents. ECF supports the universal serial concept,
in that only the creator of a document serializes it into a file. This provides a
single-source entry of serials into the computerized ECF system. All original serials
are maintained in the OO case file.

(¢) Universal Index (UNI) -- UNI continues the universal concepts of ACS by
providing a complete subject/case index to all investigative and administrative cases.

8
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Only the OO is required to index; however, the .Os may index additional information
as needed. UNI, an index of approximately 115.4 million records, functions to index
names to cases, and to search names and cases for use in FBI investigations. Names
of individuals or organizations are recorded with identifying applicable information
such as date or place of birth, race, sex, locality, Social Security number, address,
and/or date of event.

(19)  The decision to index names other than subjects, suspects, and victims is a
discretionary decision made by the FBI Special Agent (SA) assigned to work on the investigation,
the Supervisory SA (SSA) in the field office conducting the investigation, and the SSA at FBIHQ.
The FBI does not index every name in its files; rather, it indexes only that information considered
to be pertinent, relevant, or essential for future retrieval. Without a key (index) to this enormous
amount of data, information essential to ongoing investigations could not be readily retrieved.
The FBI files would thus be merely archival in nature and could not be effectively used to serve
the mandated mission of the FBI, which is to investigate violations of federal criminal statutes.
Therefore, the General Indices to the CRS files are the means by which the FBI can determine
what retrievable information, if any, the FBI may have in its CRS files on a particular subject

matter or individual, i.e., U.S. PATRIOT Act.

SEARCHES FOR RECORDS RESPONSIVE TO PLAINTIFFS’ REQUEST

(20)  Plaintiffs’ FBIHQ request dated May 31, 2011, and assigned FOIA Number
1167461-000, sought records pertaining to Section 215 of the U.S. PATRIOT Act. See 9 8.

(21)  In response to plaintiffs’ request for information, the FBI employed two search
mechanisms in an effort to identify responsive records. The FBI (1) conducted a standard search for
records in the CRS; and (2) performed an individualized inquiry by contacting various divisions

within FBIHQ who were most likely to have potentially responsive records.
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(22) OnJune 17, 2011, the FBI conducted a search of the CRS to locate any main
investigatory files or references maintained at FBIHQ using multiple variations of the term, “U.S.
Patriot Act,” including “USA Patriot Act Section 215,” “USA PATRIOT ACT,” “US Patriot Act,”
and “Patriot Act.” The date parameters for the search were March 9, 2006 to June 17, 2011 — the
search cut-off date of the request. The FBI identified 32 potentially responsive files as a result of the
CRS search. Each file was reviewed and none of the files were responsive to the request.

(23)  The FBI also conducted an individualized inquiry into various offices, sections and
divisions at FBIHQ. On September 28, 2011, the FBI prepared and circulated an Electronic
Communication (“EC”) to FBIHQ’s divisions that were most likely to possess records responsive to
plaintiffs’ FOIA request.'o These divisions included the Office of the Director, Office of
Congressional Affairs (“OCA”), Office of General Counsel (“OGC™", and the National Security
Law Branch (“NSLB”).'* The EC detailed all eight items of interest from plaintiffs’ request and
instructed all personnel within each division to conduct a thorough search for any documents in their
possession, including emails and draft documents, which could be responsive.

(24) A second individualized inquiry was performed on December 16, 2011. The search
included the following: the Office of the Director; NSLB; and OCA. Lastly, an email was sent on
December 16, 2011 to each Chief Division Counsel (“CDC™)" at the 56 Field Offices requesting any
documents within their office concerning legal guidance or any interpretation that has been provided
with respect to Section 215 of the USA PATRIOT Act. All of the divisions and each of the 56 Field

Offices responded. The information provided consisted of presentations, ECs, memorandums,

10 An EC is the way the FB] communicates internally.

11 Within OGC, NSLB received a separate EC.

12 NSLB is a branch of OGC, but received a separate EC due to the nature of the request.

13 The CDC provides legal advice and support to the Special Agent in Charge of a Field Office.

10
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transcripts of Congressional hearings, emails, and information sheets. All material was reviewed for
responsiveness and the non-exempt information from the responsive records was released to the
requester.

EXPLANATION OF CODED FORMAT USED
FOR THE JUSTIFICATION OF DELETED MATERIAL

(25)  The FBI processed and made interim releases on March 15", April 11", and May 15,
2012 as required by the Stipulation and Order dated December 9, 2011.'* A supplemental release
was also made on August 20, 2012, and consisted of material that was omitted inadvertently from
previous releases.”” (See Exhibit F). Each page of the release is numbered with a specific
Bates-stamp number in the lower right-hand corner to identify the page, e.g., ACLU Sect. 215-1450.

(26)  This declaration is accompanied by, and incorporates by reference a Vaughn Index
(hereinafter “index”) that provides a detailed description of the withheld materialbthat is currently at
issue in this case.'® The index specifies the relevant page ranges, dates of records (if any), and the
applicable exemptions. (See Exhibit G).

(27)  All documents have been thoroughly reviewed to achieve maximum disclosure
consistent with the access provisions of FOIA. All withheld material is exempt from disclosure
pursuant to a FOIA exemption or is non-responsive. This Vaughn declaration is based on documents
identified and listed in plaintiffs’ email dated December 13,2012. (See Exhibit H). All pages have
been examined closely and will be addressed in this declaration. The withheld-in-full pages are

represented by the insertion of a deleted page sheet. Of the 6 documents (27 pages), 22 pages have

14 See supra fn. 6.

15 See supra fn. 6.

16 On December 13, 2012, the ACLU informed the Government that it was challenging the FBI's withholding of six
documents. It is these six documents that are described in the index.

11
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been withheld in full and 5 pages withheld in part pursuant to FOIA Exemptions 1 and 7(E). (See
Exhibit I).

(28) -Most withholdings of information are accompanied by a code that corresponds to the
categories listed below. For example, if “(b)(7)(E)-1" appears on the page, the “(b)}(7)(E)”
designation refers to “Exemption (b)(7)(E)” of the FOIA concerning “Investigative Techniques and
Procedures.” The subcategory “1” narrows the main category to the more specific subcategory.
The coded categories of exemptions used in the processing of documents responsive to plaintiffs’

requests are as follows:

SUMMARY OF JUSTIFICATION CATEGORIES

CODED CATEGORIES | INFORMATION WITHHELD

Category (b)(1) CLASSIFIED INFORMATION

Information Properly Classified by an FBI Classification

(b)(1)-1 Authority Pursuant to Executive Order 13526
Category (b)(7)(E) INVESTIGATIVE TECHNIQUES AND PROCEDURES
(b)(M(E)-1 Investigative Techniques and Procedures

(29) The remaining declaration provides a discussion of the exemptions used and identifies
the specific Bates pages where such exemptions appear. In the explanation, justification, and harm
analysis of the withheld material in the discussion of the sections that follow, there are also threshold
matters and several types of information contained in the documents that were commonly withheld

under the same exemption(s) and/or justifications throughout the processing of the material.

12



Case 1:11-cv-07562-WHP Document 47 Filed 02/08/13 Page 13 of 88

I. EXEMPTION (b)(1)
CLASSIFIED INFORMATION

(30) The FBI’s analysis of the withholding of classified information contained in these
documents is based on the standards articulated in the FOIA statute, 5 U.S.C. § 552 (b)(1). Exemption
(b)(1) protects from disclosure those records that are:

(A)  specifically authorized under criteria established by an Executive Order to be
kept secret in the interest of national defense or foreign policy; and

(B) are in fact properly classified pursuant to such Executive Order.

(31)  Before I consider an Exemption (b)(1) claim for withholding agency records, 1
determine whether the information in those records is information that satisfies the requirements of
E.O. 13526, the Executive Order which governs the classification and protection of information that
affects the national security,'” and whether the information complies with the various substantive and
procedural criteria of the Executive Order. E.O. 13526, which was signed by President Barack
Obama on December 29, 2009, is the Executive Order that currently applies to the protection of
national security information. [ am bound by the requirements of E.O. 13526, when making
classification determinations.

(32)  In order for information to be properly classified, and thus properly withheld from
disclosure pursuant to Exemption (b)(1), the information must meet the requirements set forth in E.O.
13526 § 1.1 (a):

(H an original classification authority is classifying the information;

(2) the information is owned by, produced by or for, or is under the control of the
United States Government;

17 Section 6.1 (cc) of E.O. 13526, defines “National Security” as “the national defense or foreign relations of the United
States.”

13
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(3)
4)

the information falls within one or more of the categories of information listed
in § 1.4 of this order; and

the original classification authority determines that the unauthorized
disclosure of the information reasonably could be expected to result in damage
to the national security, which includes defense against transnational terrorism,
and the original classification authority is able to identify or describe the
damage.

(33)  As I will explain in further detail below, in my role as an original classification

authority, [ have determined that the information withheld pursuant to Exemption (b)(1) is under the

control of the United States Government, is classified and requires a classification marking at the

*Secret” level since the unauthorized disclosure of this information reasonably could be expected to

cause serious damage to national security. See E.O. 13526 § 1.2(a)(2). In addition to these

substantive requirements, certain procedural and administrative requirements of E.O. 13526 must be

followed before information can be considered properly classified, such as, proper identification and

marking of documents. In particular, I made certain that all procedural requirements of E.O. 13526

were followed:

(1)

(2)

3)

4)

()

each document was marked as required and stamped with the proper
classification designation;

each document was marked to indicate clearly which portions are classified,
which portions are exempt from declassification as set forth in E.O. 13526 §
1.5(b);

the prohibitions and limitations on classification specified in E.O. 13526 § 1.7
were adhered to;

the declassification policies set forth in E.O. 13526 §§ 3.1 and 3.3 were
followed; and

any reasonably segregable portions of these classified documents that did not
meet the standards for classification under E.O. 13526 were declassified and
marked for release, unless withholding was otherwise warranted under
applicable law.

14
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A. Findings of Declarant Regarding
Exemption (b)(1)

(34)  With the above requirements in mind, [ personally and independently examined the
FBI information withheld pursuant to Exemption (b)(1). As a result of this examination, I
determined that the classified information continues to warrant classification at the “Secret” level,
and is exempt from disclosure pursuant to E.O. 13526 § 1.4 category (c) intelligence activities
(including covert action), intelligence sources or methods, or cryptology as the unauthorized
disclosure of information that could reasonably be expected to cause serious damage to the national
security.

B. Intelligence Activities, Sources and Methods

(35) E.O. 13526 § 1.4 (c) exempts intelligence activities (including covert action),
intelligence sources or methods, or cryptology. An intelligence activity or method includes any
intelligence action or technique utilized by the FBI against a targeted individual or organization that
has been determined to be of a national security interest. An intelligence method is used to indicate
any procedure (human or non-human) utilized to obtain information concerning such individual or
organization. An intelligence activity or method has two characteristics. First, the intelligence
activity or method — and information generated by it — is needed by U.S.
intelligence/counterintelligence agencies to carry out their missions. Second, confidentiality must
be maintained with respect to the activity or method if the viability, productivity and usefulness of its
information are to be preserved.

(36) The classification redaction was made to protect from disclosure information that
would reveal the actual intelligence activities and methods used by the FBI against specific targets of
foreign counterintelligence investigations or operations, identify a target of a foreign

15
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counterintelligence investigation, or disclose the intelligence gathering capabilities of the activities or
methods directed at specific targets. The criteria utilized in determining what actions by an
individual or organization warrant the commencement of an investigation, or cause a certain activity
to be given investigative attention over others, could be revealed through disclosure of these
intelligence methods or activities. The criteria applied and priorities assigned in this record is used
in the FBI’s present intelligence or counterintelligence investigations, and are in accordance with the
Attorney General’s guidelines on FBI intelligence or counterintelligence investigations. The FBI
protected information specific to intelligence activities and methods because disclosure could
reasonably be expected to cause serious damage to the national security.

(37)  The information withheld on Bates pages ACLU Sect. 215-1868-70 and 1878-81 are
part of two separate, but similar intra-office memoranda. The pages have been withheld in full
pursuant to Exemption (b)(1). The contents of the memoranda contain important foreign
intelligence methods and procedures used in obtaining business records orders. The protection of
this information is necessary for the success of our mission as well as for the viability, productivity,
and usefulness of business records orders in our foreign intelligence investigations. Public
disclosure of the memoranda would reveal important information that is used in obtaining these
orders, and its publication would disrupt current and future foreign intelligence investigations. As a
result, I have determined this information is properly classified at the “Secret” level, properly
withheld pursuant to E.O. 13526 § 1.4(c), and is exempt from disclosure pursuant to FOIA Exemption

(b)(1)."*

"* Exemptions (b)(1)-1 has been cited on the following pages: ACLU Sect. 215-1868-70 and 1878-81.

16
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C. Defendant’s Burden of Establishing
Exemption (b)(1) Claims

(38) The information withheld in this case pursuant to Exemption 1 was examined in light
of the body of information available to me concerning the national defense and foreign relations of the
United States. This information was not examined in isolation. Instead, the information was
evaluated with careful consideration given to the impact that disclosure of this information will have
on other sensitive information contained elsewhere in the United States’ intelligence files, including
the secrecy of that other information. Equal consideration was given to the impact that other
information, either in the public domain or likely known or suspected by present or potential
adversaries of the United States, would have upon the information | examined, and upon attempts by
a hostile entity to analyze such information.

(39) 1have reviewed the information in my capacity as an original classifying authority and
determined that the information continues to warrant classification at the “Secret” level under E.O
13526 and disclosure of the information could reasonably be expected to cause serious damage to the
national security. I have therefore invoked FOIA Exemption (b)(1) to prevent disclosure. Likewise,
the justifications for the withheld classified information have been prepared with the intent that they
be read with consideration given to the context in which the classified information is found, but also
other information already in the public domain, as well as information likely known or suspected by
hostile intelligence entities. It is my judgment that any greater specificity in the descriptions and
justifications set forth with respect to the intelligence activities (including special activities),
intelligence sources or methods, or foreign relations and activities could reasonably be expected to
jeopardize the national security of the United States, and as a result, the information appearing in
these documents have been appropriately classified pursuant to E.O. 13526 and withheld pursuant to

17
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FOIA Exemption (b)(1).

EXEMPTION (b)(7) THRESHOLD

(40)  Exemption (b)(7) of the FOIA protects from mandatory disclosure records or
information compiled for law enforcement purposes, but only to the extent that disclosure could
reasonably be expected to cause one of the harms enumerated in the subpart of the exemption. See 5
U.S.C. § 552(b)(7). Before an agency can invoke any of the harms enumerated in Exemption (b)(7),
it must first demonstrate that the records or information at issue were compiled for law enforcement
purposes. Law enforcement agencies such as the FBI must demonstrate that the records at issue are
related to the enforcement of federal laws and that the enforcement activity is within the law
enforcement duty of that agency. The remaining inquiry is whether the disclosure would reveal
techniques and procedures used during an investigation.

(41)  All records responsive to plaintiffs’ request pertain to Section 215 of the USA
PATRIOT Act which is an essential investigative tool utilized by the FBI in national security
investigations. Section 215 allows the FBI access to business records through the issuance ot a court
order from the FISA Court. This section of the USA PATRIOT Act allows the Director of the FBI to
apply for and obtain a business records order from the FISA Court requiring a party to produce
materials or records that will assist the FBI in conducting its authorized investigations in obtaining
“foreign intelligence information not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities...” See 50 U.S.C. § 1861(a)(1). Thus,
the documents contained in this FOIA release fall within the law enforcement duties of the FBI, and

the information readily meets the threshold requirement of Exemption (b)(7).
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11. EXEMPTION (bX(7)(E)
INVESTIGATIVE TECHNIQUES AND PROCEDURES

(42) 5 U.S.C. § 552 (b)(7)E) provides for the withholding of:

records or information compiled for law enforcement purposes, but only to the
extent that the production of such law enforcement records or information...(E)
would disclose techniques and procedures for law enforcement investigations
or prosecutions, or would disclose guidelines for law enforcement
investigations or prosecutions if such disclosure could reasonably be expected
to risk circumvention of the law.

A. ()(N(E)-1

Investigative Techniques and Procedures

(43) Exemption (b)(7)(E) has been asserted to protect techniques and procedures used by
FBI agents and support personnel in obtaining Section 215 business records orders. A business
records order is an extremely important tool in combating terrorism and ensuring the safety of the
United States. The order is issued by the FISA Court in cases where the FBI is conducting a foreign
intelligence investigation not concerning a United States person, or is seeking to prevent international
terrorism or clandestine intelligence activities. The issuance of such orders permits the FBI to obtain
important records and substantive information relevant to the investigation. If information regarding
specific techniques and procedures used in obtaining such an order become known, then individuals
engaged in terrorist activities and those who desire to bring harm to the United States could alter their
behavior in order to avoid detection. Providing this information to the public, and ultimately to
terrorist groups would threaten the national security of the United States."”

(44) Bates pages ACLU Sect. 215-1971-6; 1835-41; 1842-7; 1868-70; 1867, and 1878-81

contain information withheld pursuant to Exemption (b)(7)(E). The withheld information is

19 Exemption (b)(7)(E)-1 has been cited on the following pages: ACLU Sect. 215-1971-6; 1835-41; 1842-7,
1868-70; 1867; and 1878-81,

19
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comprised of three types of documents — several versions of a Business Records Request form,” an
information sheet,”' and two memoranda.*
(45) The first type of document, a Business Records Request form, appears on Bates pages

ACLU Sect. 215-1871-6, 1835-41, and 1842-7. A Business Records Request is an internal
document used to list important information collected from a foreign intelligence investigation. The
information is later used to draft a formal business records request that will be filed with the FISA
Court. The information on these pages has been withheld because it contains critical information
that FBI agents look for when conducting a foreign intelligence investigation. Ultimately, the
information collected from these investigations will be used in making a request for a business
records order. The material appearing within these documents detail the requirements, procedure,
and methodology for obtaining a Section 215 order. Releasing this material would reveal, to
terrorists and others wishing to do harm to the United States, the types of information and procedures
the FBI utilizes when conducting such investigations. Revealing this information would afford
individuals the opportunity to alter their behavior thereby concealing the discovery of such records,
avoiding detection, and circumventing the law. The ability of terrorist groups and other criminals to
avoid detection poses a great risk to our national security. Therefore, the information contained in
these pages has been properly withheld pursuant to Exemption (b)(7)(E).

(46)  The second type is an information sheet appearing on Bates page ACLU Sect.
215-1867. The information sheet is similar to the Business Records Request form. See §45. Itis

an internal form that poses questions about an investigation which have to be answered by the FBI

20 Bates pages ACLU Sect. 215-1971-6; 1835-41; and 1842-7.
21 Bates pages ACLU Sect. 215-1867.
22 Bates pages ACLU Sect. 215-1868-70 and 1878-81.

20
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agent when preparing a business records request. Disclosing these questions would reveal the kind
of information that is important to FBI agents in foreign intelligence investigations. Releasing this

material would afford individuals the opportunity to change their behavior in order to avoid detection
and subvert the law.

(47)  The third type of document consists of two memoranda appearing on Bates pages
ACLU Sect. 215-1868-70 and 1878-81. Both documents have been withheld in full. These
documents contain vital information used by FBI agents in conducting foreign intelligence
investigations. The documents detail the requirements, procedure, and methodology used in
obtaining a specific type of record. Releasing this information would reveal to terrorists, and others
who wish to do harm to the United States, the kind of information that is of interest to the FBI.
Revealing this information would afford such individuals the opportunity to alter their behavior in an
effort to conceal the discovery of these records. Therefore, the documents and the information
contained therein have been properly withheld pursuant to Exemption (b)(7)(E).

CONCLUSION

(48) The FBI has processed and released all reasonably segregable information from
records responsive to plaintiffs’ FOIA request. The information that was withheld and discussed in
this declaration was done so pursuant to FOIA Exemptions (b)(1) and (b)(7)(E). The FBI carefully
examined the responsive documents and determined the withheld information was either classified or
if disclosed, could reveal the investigative techniques and procedures used by the FBI.  Accordingly,
all reasonably segregable, non-exempt information has been released in response to plaintifts’ FOIA

request.

21
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Pursuant to 28 U.S.C. § 1746, [ declare under penalty of perjury that the foregoing is true
and correct, and that Exhibits A through [ attached hereto are true and correct copies.

Executed this 7;{/?};y of February, 2013.

@qu

David M. Hardy

Section Chief

Record/Information Dissemination Section
Records Management Division

Federal Bureau of Investigation
Winchester, Virginia
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May 31, 2011
Dear Freedom of Information Officer,

This letter constitutes a request under the Freedom of
Information Act, S U.S.C. § 552 (“FOIA™). It is submitted on behalf of
the American Civil Liberties Union and the American Civil Liberties
Foundation (together, the “ACLU”).!

1. Background

This request pertains to the use by the Federal Bureau of
Investigation (“FBI”) of the powers enumerated in Pub. L. 107-56, the
Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism Act, commonly known as

PR the USA PATRIOT Act (“PATRIOT Act”). Specifically, this request

pertains to the FBI’s use and interpretation of Section 215 of the
PATRIOT Act, as amended, which permits the government to apply for
court orders requiring the production of “tangible things.”

II. Records Requested

We request that you release to us any and all records concerning
the government’s interpretation or use of Section 215, including but not
limited to: legal opinions or memoranda interpreting that provision;
guidelines informing government personnel how that provision can be
used; records containing statistics about the use or misuse of the
provision; reports provided by the executive branch to Congress relating
to the executive’s interpretation, use, or misuse of the provision; forms
used by executive agencies in connection with the use of Section 2185;
and legal papers filed by the government or any other party in the
Foreign Intelligence Surveillance Court, and opinions of that court,
pertaining to the interpretation, use, or proposed use of Section 215.

With respect to the records described above, we seek only those
records drafted, finalized, or issued after March 9, 2006. We do not ask
you to disclose the names or identities of those entities or individuals

' The American Civil Liberties Union Foundation is a 26 U.S.C. § 501(c)(3)
organization that provides legal representation free of charge to individuals and
organizations in civil rights and civil liberties cases, and educates the public about the
civil liberties implications of pending and proposed state and federal legislation,
provides analyses of pending and proposed legislation, directly lobbies legislators, and
mobilizes its members to lobby their legislators. The American Civil Liberties Union is
a separate non-profit, 26 U.S.C. § 501(c)(4) membership organization that educates the
public about the civil liberties implications of pending and proposed state and federal
legislation, provides analysis of pending and proposed legislation, directly lobbies
legislators, and mobilizes its members to lobby their legislators.
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who have been served with Section 215 orders or the names or identities
of those individuals or entities about whom records have been sought,
but we ask that you disclose any and all records indicating the kinds or
types of information that may, as a matter of policy or law, be obtained
through the use of Section 215.

With respect to the form of production, see 5 U.S.C. §
552(a)(3)(B), we request that responsive electronic records be provided
electronically in their native file format, if possible. Alternatively, we
request that the records be provided electronically in a text-searchable,
static-image format (PDF), in the best image quality in the agency’s
possession, and that the records be provided in separate, bates-stamped
files.

- ) If any aspect of our request is unclear, we would welcome the
Sues fomonion opportunity to clarify it. We would also welcome the opportunity to

discuss an appropriate processing schedule.

HI. Application for Expedited Processing

We request expedited processing pursuant to 5 U.S.C. §
552(a)(6(E); 28 C.F.R. § 16.5(d). Expedited processing is warranted
because the records sought are urgently needed by an organization
primarily engaged in disseminating information in order to inform the
public about actual or alleged federal government activity, 28 C.F.R. §
16.5(d)(1)(i1), and because the records sought relate to a “matter of
widespread and exceptional media interest in which there exist possible
questions about the government’s integrity which affect public
confidence,” id. § 16.5(d)(1)(iv).

A. Expedited processing is warranted under 28 C.F.R. §
16.5(d)i1)

The records requested are needed to inform the public about
federal government activity. The records relate to the FBI’s use of a
highly controversial surveillance authority. Specifically, the records
requested relate to the FBI's use of Section 215 and to the process the
FBI has put in place to ensure that the FBI’s use of Section 215 powers
conforms to the requirements of the Constitution and statutory law. The
records are urgently needed because of recent allegations by some
members of the Senate Select Committee on Intelligence that the Justice
Department has adopted an overly broad interpretation of Section 215,

? See Charlie Savage, Senators Say Patriot Act Is Being Misinterpreted, N.Y. Times,
May 26, 2011, available at http://www.nvtimes.cotn/2011/05/27/us/27patriot.htm];
Spencer Ackerman, There’s a Secret Patriot Act, Senator Says, Wired.com, May 25,
2011, available at hitp//'www.wired.com/dangerroom/201 1/05/secret-patriot-act/; 157
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and because there is an ongoing debate about the appropriate scope of
the government’s surveillance authorities.’

The ACLU is “primarily engaged in disseminating
information” within the meaning of the statute and regulations. 5 U.S.C.
§ 552(a)(6)(E)(v)(II); 28 C.F.R. § 16.5(d)(1)(i1). Disseminating
information about government activity, analyzing that information,
and widely publishing and disseminating that information to the press
and public is a critical and substantial component of the ACLU’s
work and one of its primary activities. See ACLU v. Dep 't of Justice, 321
F. Supp. 2d 24, 30 n.5 (D.D.C. 2004) (finding non-profit public interest
group that “gathers information of potential interest to a segment of the
public, uses its editorial skills to turn the raw material into a distinct
work, and distributes that work to an audience” to be “primarily
engaged in disseminating information” (internal citation omitted)).

Cong. Rec. 83259-60 (daily ed. May 24, 2011), available at
http.//www.gpo.gov/fdsys/pkg/CREC-2011-05-24/pdf/CREC-2011-05-24-ptl -
PgS3247-7.pdfitpage=1.

’ See, e.g., Obama signs Patriot Act extension: will continue anti-terror surveillance
powers, Assoc. Press, May 25, 2011, available at
http://www.washingtonpost.com/politics/senate-moves-patriot-act-toward-4-year-
extension-before-thursday-midnight-deadline/2011/05/25/AGnY|XBH_story.html;
New tea party senator gets Senate’s attention, Assoc. Press, May 25, 2011, (“[Sen.
Rand] Paul has delayed action on the intelligence-gathering measures, contending they
should expire because the Patriot Act gives the government too much power to monitor
people’s lives.”), available at hitp://www.foxnews.com/us/2011/05/25/new-tea-party-
senator-gets-senates-attention/; Editorial, 4 chance to put protections in the Patriot
Act, Wash. Post, May 25, 2011, available at
http://www.washingtonpost.com/opinions/a-chance-to-put-protections-in-the-patriot-
act201 1/05/25/AGsSPXBH story htmi; Felicia Sonmez, Vote on Patriot Act extension
delayed as Rand Paul pushes for amendment on gun rights, Wash. Post, May 25, 2011,
available at Wip.//www.washingtonpost.com/blogs/2chambers/post/vote-on-patriot-
act-extension-delayed-as-rand-paul-pushes-for-amendment-on-gun-
rights/2011/05/25/AGhzDIBH_blog.html; David Kravets, Lawmakers Punt Again on
Patriot Act Reform, Wired.com, May 20, 2011, available at
http://www.wired.com/threatlevel/201 1/05/patriot-act-reform/; David Kravets, House
Fails to Extend Patriot Act Spy Powers, Kristy Sidor, The Patriot Act Expiration
Controversy, The Observer at Boston College, Feb. 22, 2011, available at

http://www thebcobserver.com/2011/02/22/the-patriot-act-expiration-controversy/;
Wired.com, Feb. 8, 2011, available at

http://www.wired.com/threatlevel/20 | 1/02/patriot-act-notextended/; Charlie Savage,
Battle Looms Over the Patriot Act, N.Y. Times, Sept. 19, 2009, available at

http:/ www.nytimes.com/2009/09/20/us/politics/20patriot. htm|?partner=rss&eme=tss;
Julian Sanchez, 4 Chance to Fix the PATRIOT Act? Cato At Liberty, Sept. 17, 2009,
available at http://www.cato-at-liberty.org/a-chance-to-fix-the-patriot-act/; David
Kravets, Obama Backs Extending Patriot Act Spy Provisions, Wired, Sept. 13, 2009,
available at http://www wired.com/threatlevel/2009/09/obama-backs-expiring-patriot-
act-spy-provisions/; Adam Cohen, Democratic Pressure on Obama to Restore the Rule
of Law, N.Y. Times, Nov. 18, 2008, available at
http://www.nytimes.com/2008/11/14/opinion/14fri4.html.
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The ACLU publishes newsletters, news briefings, right-to-know
handbooks, and other materials that are disseminated to the public. Its
material is available to everyone, including tax-exempt organizations,
not-for-profit groups, law students, and faculty, for no cost or for a
nominal fee. Since 2007, ACLU national projects have published and
disseminated over 30 reports. Many ACLU reports include description
and analysis of government documents obtained through FOIA.*

The ACLU also disseminates information through its website,
www.aclu.org. The website addresses civil liberties issues in depth,
provides features on civil liberties issues in the news, and contains
hundreds of documents that relate to the issues on which the ACLU is
focused. The ACLU’s website also serves as a clearinghouse for news

o ‘ about ACLU cases, as well as analysis about case developments, and an

R archive of case-related documents. Through these pages, the ACLU
also provides the public with educational material about the
particular civil liberties issue or problem; recent news about the issue;
analyses of Congressional or executive branch action on the issue;
government documents obtained through FOIA about the issue; and
more in-depth analytic and educational multi-media features on the
issue.” The ACLU website includes many features on information
obtained through the FOIA.® For example, the ACLU’s “Torture

*See, e.g., ACLU, Reclaiming Patriotism: A Call to Reconsider the Patriot Act (March
2009), available at _http://www.aclu.org/pdfs/safefree/patriot_report_ 20090310 pdf;
ACLU, The Excluded: Ideological Exclusion and the War on Ideas (Oct. 2007),
available at _hitp://www.aclu.org/national-security/exctuded-ideological-exclusion-and-
war-ideas; ACLU, History Repeated: The Dangers of Domestic Spying by Federal Law
Enforcement (May 2007), available at
hetp://www.aclu.org/files/FilesPDFs/mlkreport.pdf, ACLU, No Real Threat: The
Pentagon’s Secret Database on Peaceful Protest (Jan. 2007), available at

http://www aclu.org/national-security/no-real-threat-pentagons-secret-database-
peaceful-protest; ACLU, Unpatriotic Acts: The FBI’s Power to Rifle Through Your
Records and Personal Belongings Without Telling You (July 2003), available at
http://www.aclu.org/files/FilesPDFs/spies_report.pdf.

* For example, the ACLU's website about national security letter (“NSL") cases,
www.aclu.org/nsl, includes, among other things, an explanation of what NSLs are;
information about and document repositories for the ACLU’s NSL cases; links to
documents obtained through FOIA about various agencies’ use of NSLs; NSL news in
the courts, Congress, and executive agencies; links to original blog posts commenting
on and analyzing NSL-related news; educational web features about the NSL gag
power; public education reports about NSLs and the Patriot Act; news about and
analysis of the Department of Justice Inspector General’s reviews of the FBI’s use of
NSLs; the ACLU’s policy analysis and recommendations for reform of the NSL
power; charts with analyzed data about the government’s use of NSLs; myths and facts
documents; and links to information and analysis of related issues.

§ See eg, http://www.aclu.org/accountability/released.htm! (Torture FOIA);
http://www.aclu.org/accountability/olc.html (OLC Memos);
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FOIA™ webpage, http://www.aclu.org/accountability/released.html,
contains commentary about the ACLU’s FOIA request, press releases,
analysis of the FOIA documents, and an advanced search engine
permitting webpage visitors to search approximately 150,000 pages of
documents obtained through the FOIA.

The ACLU has also published a number of charts that collect,
summarize, and analyze information it has obtained through FOIA. For
example, through compilation and analysis of information gathered from
various sources—including information obtained from the government
through FOIA-—the ACLU has created a chart that provides the public
and news media with a comprehensive index of Bush-era Office of
Legal Counsel memos relating to interrogation, detention, rendition and
surveillance and that describes what is publicly known about the memos
and their conclusions, who authored them and for whom, and whether
the memos remain secret or have been released to the public in whole or
in part.” Similarly, the ACLU produced a chart of original statistics
about the Defense Department’s use of National Security Letters based
on its own analysis of records obtained through FOIA.®

B. Expedited processing is warranted under 28 C.F.R. §

16.5¢(d)(iv)

The records requested also relate to a “matter of widespread and
exceptional media interest in which there exist possible questions about
the government’s integrity which affect public confidence.” 28 C.F.R. §
16.5(d)(1)(iv).

Since the PATRIOT Act’s enactment in 2001, Section 215 has
been the subject of considerable and sustained media attention.” Over the

http://www.aclu.org/national-security/csrt-foia (CSRT FOIA}Y;
htip://wwvyv.aclu.org/national-security/aclu-v-doj-lawsuit-enforce-nsawarrantless-
surveillance-foia-request (NSA FOIA); http://www.aclu.org/national-security/patriot-
foia (Patriot Act FOIA); http://www.aclu.org/national-security _technology-and-
liberty/spyfiles (Spy Files).

7 The chart is available at http://www.aclu.org/files/assets/olcmemos_chart.pdf,

¥ The chart is available at http://www.aclu.org/files/assets/ns!_stats pdf.

® See, e.g., Editorial, Breaking a Promise on Surveillance, N.Y . Times, July 29, 2010,
available at http://www.nytimes.com/2010/07/30/opinion/301ri | .htm]; Editorial,
Patriot Act Excesses, N.Y . Times, Oct. 7, 2009, avaifable at
http://www.nytimes.com/2009/10/08/opinion/08thu I .html; Press Release, Leahy
renews effort to extend expiring PATRIOT Act provisions, available at
http://vidigger.org/201 1/01/27/leahy-renews-effort-to-extend-expiring-patriot-act-
provisions/; Fred H. Kate, Legal Restrictions on Transborder Data Flows to Prevent
Government Access to Personal Data: Lessons from British Columbia, The Ctr. for
Info. and Policy Leadership, Aug. 2005, available at
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last months, as Congress has debated reauthorization of certain
PATRIOT Act provisions, including Section 215, media and public
attention has intensified.'’ Many recent news stories have included
allegations by members of the Senate Select Committee on Intelligence
that the Department of Justice has adopted an overbroad construction of
Section 215."" While the Department of Justice claimed only to have

http://blog.surveymonkey. com/wp-content/uploads/201 1/05/various-Canadians-have-
made-similar-points.pdf; Taking Issue: The Patriot Act: Section 215, NPR.org, July 21,
2005, availgble at

http://www.npr org/takingissue/2005072 1 takingissue_patriotact.html; Heather
McDonald, Patriot Act: Let fnvestigators Do Their Job, NPR.org, luly 20, 2005,
available at http://www.npr.org/templates/story/story.php?storyld=4763326; Larry
Abramson and Maria Godoy, The Patriot Act: Key Controversies, NPR, Dec. 16, 2005,
available at http://www.npr.org/news/specials/patriotact/patriotactdeal.html; Dahlia
Lithwick and Julia Turner, A Guide ro the Patriot Act, Part I, Slate, Sept. 8, 2003,
available ar http://'www slate.com/id/2087984/.

1 See, e.g., Charlie Savage, Patriot Battle Could Hinder Investigators, N.Y. Times,
May 25, 2011, available a1
http://www.nytimes.com/2011/05/26/us/politics/26patriot.html; Senate moves to break
impasse, vote on controversial provision of Patriot Act, Assoc. Press, May 24, 2011,
available at hitp://www.washingtonpost.com/politics/congress-races-to-e¢xtend-patriot-
act-send-to-obama-in-europe-before-friday-
deadline/2011/05/24/AFrxmlAH_story.html; Charlie Savage, Deal Reached on
Extension of Patriot Act, N.Y. Times, May 19, 2011, available at
http://www.nytimes.com/201 1/05/20/us/20patriot.html; Editorial, In Patriot Act vote,
Tea Party stands up for civil liberties, Boston Globe, Feb. 14, 2011, available ar
http://www.boston.com/bostonglobe/editorial opinion/editorials/articles/2011/02/14/in
_patriot_act_vote_tea party stands up_for_civil liberties/; Tom Gantert, Civil
Liberties Concerns Caused Amash to Vote Against PATRIOT Act, Michigan Capitol
Confidential, Feb. 11, 2011, available at
http://www.michigancapitolconfidential.com/14549; Charlie Savage, Battle Looms
Over the Patriot Act, supra note 3.

' See, e.g., 4 senators win promise of a Patriot Act hearing, Assoc. Press, May 26,
2011, available at
http://www.boston.com/news/nation/washington/articles/2011/05/26/2_senators_win_p
romise_of patriot_act_hearings/; Spencer Ackerman, There's a Secret Patriot Act,
Senator Says, Wired.com, see supra note 2; “Secret” legal interpretation of Patriot Act
provisions troubles 4 Senators, Assoc. Press, May 26, 2011, availabie at
http://www.washingtonpost.com/politics/secret-legal-interpretation-of-patriot-act-
provisions-troubles-2-senators/2011/05/26/AGFczGCH_story.html; “Secret” legal
interpretation of Patriot Act provisions troubles 2 Senators, Assoc. Press, May 26,
2011, available at http://www.washingtonpost.com/politics/secret-legal-interpretation-
of-patriot-act-provisions-troubles-2-senators/2011/05/26/ AG7ffICH_story.html;
Charlie Savage, Senators Say Patriot Act Is Being Misinterpreted, N.Y. Times, May
26,2011, see supra, note 2; Steven Aftergood, Sen. Wyden Decries “Secret Law” on
PATRIOT Act, Secrecy News, May 25, 2011, available at

http://www.fas org/blog/secrecy/201 1/05/wyden_secret law.himl; Marcy Wheeler,
Wyden and Udall Want Obama to Admit to Secret Collection Program, Emptywheel,
May 24, 2011, available at hitp://emptywheel.firedoglake.com/2011/05/24/wyden-and-
udall-want-obama-to-admit-to-secret-collection-program/,
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used Section 215 powers 21 times in 2009'? and 96 times in 2010,"
Senators Ron Wyden and Mark Udall, along with others, recently
proffered an amendment to address the government’s “secret|]
reinterpretation [of] public laws and statutes in a manner that is
inconsistent with the public’s understanding of these laws.”'* In that
same congressional session, Senator Ron Wyden stated in open
Congress that he “certainly believe[s] the public will be surprised again
when they learn about some of the interpretations of the PATRIOT Act,”
suggesting that the FBI's numbers or public statements may be
misleading or incomplete. "’

IV. Application for Waiver or Limitation of Fees

A. A waiver of search, review. and duplication fees is warranted
under 28 C.F.R. § 16.11(k}1).

The ACLU is entitled to a waiver of search, review, and
duplication fees because disclosure of the requested records is likely to
contribute significantly to public understanding of the operations or
activities of the government and is not primarily in the commercial
interest of the requester. 5 U.S.C. § 552(a)(4)(A)(iii); 28 C.F.R. §
16.11(k)(1).

The requesters are making this request specifically to further the
public’s understanding of the government’s use of surveillance powers
inside the United States. As the dozens of new articles cited above make
clear, disclosure of the requested records will contribute significantly to
public understanding of the operations and activities of the government.
See 28 C.F.R. § 16.11(k)(1)(1). Disclosure is not in the ACLU’s
commercial interest. Any information disclosed by the government in
response to this FOIA request will be made available to the public at no

12 See Letter to the Hon. Joseph R. Biden, Jr., Department of Justice, Office of
Legislative Affairs, Apr. 30, 2011, available at
http://www.fas.org/irp/agency/doj/fisa’2009rept. pdf.

" See Letter to the Hon. Harry Reid, Department of Justice, Office of Legislative
Affairs, Apr. 29, 2011, available at
http://www.fas.org/irp/agency/doj/fisa/20 [ Orept.pdf.

'* See 157 Cong. Rec. S3283 (daily ed. May 24, 2011) (SA 339, amendment of Mr.
Wyden), available at http://'www.gpo.gov/fdsys/pkg/CREC-2011-05-24/pdf/{CREC-
2011-05-24-pt1-PeS3281 .pdi#page=3

'* See 157 Cong. Rec. $3258-62, (daily ed. May 24, 2011), available at
http://www.gpo.gov/fdsys/pkg/CREC-2011-05-24/pdf/CREC-2011-05-24-pt | -
P$3247-7.pdfftpage=1.
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cost. A fee waiver would fulfill Congress’s legislative intent in
amending FOIA. See Judicial Watch Inc. v. Rossotti, 326 F.3d 1309,
1312 (D.C. Cir. 2003) (“Congress amended FOIA to ensure that it be
‘liberally construed in favor of waivers for noncommercial requests.””
(citation omitted)); OPEN Government Act of 2007, Pub. L. No. 110-
175, § 2, 121 Stat. 2524 (Dec. 31, 2007) (finding that “disclosure, not
secrecy, is the dominant objective of the Act,” but that “in practice, the
Freedom of Information Act has not always lived up to the ideals of the
Act™).

B. A waiver of search and review fees is warranted under
5 U.S.C. 8§ 551(a)(4)X(A)ai) and 28 C.F.R. 16.11(c)(1)-
(), (D).

A waiver of search and review fees is warranted because the
ACLU qualifies as a “representative of the news media” and the records
are not sought for commercial use. 5 U.S.C. § 551(a)(4)(A)(ii); 28
C.FR.§§ 16.11(c)1)-(3), (d)1). The ACLU is a representative of the
news media in that it is an organization “actively gathering news for an
entity that is organized and operated to publish or broadcast news to the
public,” where “news” is defined as “information that is about current
events or that would be of current interest to the public.” 5 U.S.C. §
552(a)(4)(A)(ii)(1I); 28 C.F.R. § 16.11(b)(6). Accordingly, fees
associated with the processing of the Request should be “limited to
reasonable standard charges for document duplication.” 5 U.S.C. §
552(a)(4)(A)(ii)(1); 28 C.F.R. § 16.11 (d) (search and review fees shall
not be charged to “representatives of the news media™); id § 16.11(c)3)
(review fees charged only for “commercial use request[s]”).

The ACLU meets the statutory and regulatory definitions of a
“representative of the news media” because it “uses its editorial skills to
turn the raw materials into a distinct work, and distribules that work to
an audience.” 5 U.S.C. § 552(a)(4)(A)X(i1); see also Nat'l Sec. Archive v.
Dep 't of Def., 880 F.2d 1381, 1387 (D.C. Cir. 1989) (finding that an
organization that “gathers information from a variety of sources,”
exercises editorial discretion in selecting and organizing documents,
“devises indices and finding aids,” and “distributes the resulting work to
the public” is a “representative of the news media” for purposes of
FOIA); ¢f. ACLU v. Dep’t of Justice, 321 F. Supp. 2d at 30 n.5 (finding
non-profit public interest group to be “primarily engaged in
disseminating information”). The ACLU is a “representative of the news
media” for the same reasons it is “primarily engaged in the
dissemination of information.” Se¢ e.g., Elec. Privacy Info. Ctr. v. Dep’t
of Def., 241 F. Supp. 2d 5, 10-15 (D.D.C. 2003) (finding nonprofit
public interest group that disseminated an electronic newsletter and
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published books was a “representative of the media” for purposes of
FOIA).'®

1f the request is denied in whole or in part, we ask that you
justify all withholdings by reference to specific exemptions to the FOIA.
We also ask that you release all segregable portions of otherwise exempt
material. We reserve the right to appeal a decision to withhold any
information or to deny a waiver of fees.

Please be advised that, because we are requesting expedited
processing under 28 C.F.R. §§ 16.11(d)(1)iv) as well as 16.11(d)(1)(ii),
we are sending a copy of this letter to DOJ’s Office of Public Affairs.
Whatever the determination of that office, we look forward to your reply
within 20 business days, as the statue requires under section

552(a)(6)(AXD).

Thank you for your prompt attention to this matter. Please
furnish all applicable records to:

Jameel Jaffer

Deputy Legal Director
American Civil Liberties Union
125 Broad St., 18" Floor

New York, NY 10004

' On account of these factors, fees associated with responding to FOIA requests are
regularly waived on the grounds that the ACLU is a “representative of the news
media.” In October 2010, the Department of the Navy granted a fee waiver to the
ACLU with respect to a request for documents regarding the deaths of detainees in
U.S. custody. In January 2009, the CIA granted a fee waiver with respect to the same
request. In March 2009, the Department of State granted a fee waiver to the ACLU
with respect to its request for documents relating to the detention, interrogation,
treatment, or prosecution of suspected terrorists. Likewise, in December 2008, the
Department of Justice granted the ACLU a fee waiver with respect to the same request.
In May 2005, the Department of Commerce granted a fee waiver to the ACLU with
respect to its request for information regarding the radio frequency identification chips
in United States passports. In March 2005, the Department of State granted a fee
waiver to the ACLU with respect to a request regarding the use of immigration laws to
exclude prominent non-citizen scholars and intellectuals from the country because of
their political views. Also, the Department of Health and Human Services granted a fee
waiver 1o the ACLU with regard to a FOIA request submitted in August of 2004. In
addition, the Office of Science and Technology Policy in the Executive Office of the
President said it would waive the fees associated with a FOIA request submitted by the
ACLU in August 2003, Finally, three separate agencies—the Federal Bureau of
Investigation, the Office of Intelligence Policy and Review, and the Office of
Information and Privacy in the Department of Justice—did not charge the ACLU fees
associated with a FOIA request submitted by the ACLU in August 2002.
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Under penalty of perjury, I hereby affirm that the foregoing is
true and correct to the best of my knowledge and belief.

Alexander Abdo

American Civil Liberties Union
Foundation

125 Broad Strect, 18" Floor

New York, NY 10004

Tel. 212-519-7814

Fax 212-549-2654

AWMERICAN CIV L _IBERTIES
UNZIN FOUNDATICN
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs, Civil Action No. 1:11-¢cv-07562-WHP
V.

FEDERAL BUREAU OF INVESTIGATION,

UNITED STATES DEPARTMENT OF JUSTICE,

Defendants.
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TO: David SLbonya |

FAX: (54&)

OFFICE OF INFORMATION POLICY
UNITED STATES DEPARTMENT OF JUSTICE

Flag Building, Suite 570
Washington, D.C. 20530

Tele-Fax Number; (202) 514-1009
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F(ILI A Requests for Ex pekmd Processing Under Public Affairs Standard

Alexander Abdo Date af Letter: 531411
ACLy Date of OPA Recelpt: 6/1/1]

Secking access 1o redords concerning the government's interprelation or use of
Section 215,

;ﬁic.F.R. § 16.5 (d)(1)(iv): “A matt}r of wideapread and exceptional media interest in which
thire exist pps

tible questions aboul the government's integrity which affect public confidence.”

Prong 1

Tapic of request IS a matter of “widespread and exceptional media interest.”

i
TOPNI: of request 1S NOT almatter of “widespread snd exceptional media interest.”

Prong 2

\
Topik ofrequest IS a mattef "in which there exist possible questions about the

Topip of request ISNOT amatter “in which there exist possible questions about the

gov

i
|
l
|
|
|
|
|

|
|
|
!
|
|
|
|
i

goveEmcm's integelty which affect public confldence.”

ent’s integrity which effect public confidence.”
Accordingly

(ﬁ ) Request for expedited pro¢essing under standard (iv) is GRANTED.

{ ) Requestfor expedited processing under standard (iv) is DENJED.

L—'\:/
Matthew Miller
Dircciz:ﬁ fice of Public Affairs

S —
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: This lelter cdna(i(utos u reguest under the Froedom of
l:Fomamn Ac, $U.9.C. § 352 C'POTA™. It is submited o, behalf of

118 Amorican Civil Liberties Union und the American Civil Libertics
Phundatlon (1opethal, the "AcLL™.
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%:'m ACLV, Hisidry Rapeaecd: The Dlnlm of Dethettic Spymby Poderal Law

B mept (May 200 ), villadly ut

B/ v W ('a/PllasPDOYmivranon,pal ACLU, Mo Rpal Threu! The
Pe Yusa an Pc-ccmt Proieat (Jum, 2007), uvathedlc ut

padlcinalss BSAISLedutabaan:
mm_m ACH Unumla'l: Acty: ‘the FBI's Power (o RiNe Thruvgh Your
muwd: urd Fyrsane! 8 luuhp wnnaql relun| Yaou (July 2007), avellable ot

ael e/l peoory udt
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j époumenis Obined iwbugh POLA about vasious agynaies’ uso o NS1.a; NBL fuwi fn
i oourmt; Congress, ari axccutive ugontier; 1Ak 10 arly(nu) blug Posus cummenting
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gomains commenty ubout tho ACLU'a FOTA nqum. pml rclcua.
¥3ia of the FOIA ducumenta, and on edvanved aeurch engine

Q The ACLU has also publiched a number of chunts ther soflect,
summerizs, md vl yzo (nformation it has obtethed through FOIA. For

verlaus suurcea—i oluding Information obtained from the yovernment
through FOTA—thd ACLU has crcated u chant that pravides the public
dnd news media with a comiprehensive index of Bush-ers OfMics of
cgal Counsel memoa retutlng 1o interrogation, deremion, rendition and
; pveillunce and that describes what it publicly kriown ebout the memoy
eatmen s Liothvice ‘ dnd thelr conclusinfs, who suthored them and for whem, and whather
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I

JNIGW Calidag YN
! part,’ Similorly, the ACLU prudueed o chart of original stutistics
: hout the Deienge Department’s urs of Natioaad ae..umy Lettors based
on ite own analysfslef reasrds obteined threugh FOIA!
!

B,

The recotdgjrequested alzo rclate Lo u “matier of widespreed und
dxccprional mediu Mtsrest in which thara ajst possible questinm uwbout
the government's Igteyrity which affidet public gonfldence.” 28 CF.R. §
16.5(:1)0 v

' Since the PATRIOT Acts enacrment ia 2001, Seotlon 218 has
beel the subject af considernble and mualined medie ntiantion.” Ovar the

uwmn_dn (Cil’r FoLa),

1111‘ chort | uvalably ot Mprewwgly gty Slesaress/oal LRdl
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u mtion has [ntensified.' Mupy recent news sraries have included
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the Dcpanmm of Jusilve has adoptad an overbroad conaguctlon of
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nt ruung lasug. Thy Pofrict AcY; Scetion 215,N ary, hly lh

e ye, P07, O/ 0 [ mmmxﬂammm-m,umt Hosther
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used Section 215 phwers 21 times in 2009'2 und 96 timus io 2010,
$ovatars Ron Wyden and Mark Udel), slong with othery, ressatly
profiered an amendimant to address the govmnwm'l “sauetn
reinterpretation [of] pudlic lawe and statutes i ¢ mannér the ‘
Incongistent with e pudlia’s usderstanding of these Jaws."*

gemmo congreeelanat sesylon, Senator Ron Wyden atared in open
Congreas what he “"durminly believals] the public will be surprisod again
when thay leam abj:uz some of the Intorpretations of theé PATRIOT Act,”
supgesting that the FRI'y numbcr! or public satoments myy be
misteading or incomplete

duplloation fesy bedause disclovure of the rnqueat:d recards iy Jkely 10
centabute signi Mcdptly to public undervtunding of the operationy or
devires oi'the goYernment and is not primarily {n the sommercin!
fnterest of the requiner, 5 U S.C, § 552(u)(4)(A)(iil)i 28 CFR. §
16.110(2). |

The requee{drs are making thiy requcst apocmcnny to further the
publie’s understanding of the govermment' s uge of surveillunce powers
side the Unitsd Sjates. As the dosens of new articlon elted above maks
IIe:.u:, dlsclosure oflihc 10quosted records wilf conteidute significantly W
blic understandidg of the operationy und activitles of tho governmenm.
ve 28 C.F.R. § L&L1(K)(1)(i). Dlsclosure ls not jn tho ACT.U"s
cormancrcinl ;nteram. Any Irformation disciosed by the govermment In
Pesponda o this FFA requesy will be mada svalisble to the public af no

@ Sao Lamet 10 thy Hv}rmmn K. Biden, Jr., Department of Justico, Ofice of
Lugl:mm Aﬂaln. Afr. 10, ZOH wu:(aue o

R os9s012
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[ dost, A fae waiver would fulflll Congross’s leglslative iment in

ending I'OlA, Sde Judtelal Watch Ine. v. Rossortl, 126 F.3d 1309,
' 1312 (D.C, Cir, 2043) (“Congrees emended FOIA to cnsurs that it bo
“liberally construcd!in fuvor of walvers for nonesmmercial requests.™
‘ (ciwtion omined)); OPEN Gavernment Act of 2007, Pub. L. No. 110
175, 4 2, 121 Swar, 2524 (Dec, 31, 2007) (finding that “discloure, not
! reay, [s the Juminant objective of the Act,” but that "ir practisc, the
| recdom of Informption Adl hus aot always (lved up to the ideals of the
I

i 1
. , ] A walver off soarch and review fecs la waranted becausa the
G:f:fﬁ\"u:';.'m'u'fl“" ' .LCLU yualifies as b "repeasentaiiva of the Rewe medie™ and the resorde
| ] \ vy not sought. for chmmercia) wse. § U.S.C. § 351 ()(4)(A)1); 28
CF.R. 85 16.01(c)()=(3). (d)(1). The ACLY is u representafive of he
dews media 1n that Jt js wh argoalzstion “actively gmhering news fuy an
| dntiry that s organized and oporated to publish or broadeast news to the
| publiv,” where "iyetva" is dofined us “inforination that is gbuut eurrent
i dvarna of that woslfl be of curremt interost 10 the public.* SU.S.C. §
I 852(a)4RAYHATY 28 C.FR. § 16.11()(6). Accordingly, {ves
associeied wilh th:ro::nsing of te Request should be “llmited 10
araonable swndurd charges for docoment dupliention,” 5 US.C. §
%52(&)(4)“)(!1)(1 26 C.F.R, § 16.11 (d) (Aearch and review ftcs shail
ok be charged 1o “feprescntativos of the news mediu™); fd § 16.11(¢)(3}
({raviow Rees charpsd only for “sommensial use requesi{s)”).

“reproscntative of the news medin® becauae it “uses its editorinl akills t
uon tho raw meterible into 8 diatinet work, and dimribuses that work 10
an audience.” S U.§.C. § 552(a)(4XAXWY); 590 aleo Nat 'l Sev. Archive v.
Dep 't of Def., 880 F.24 1381, 1387 (M.C. Cir, 1983} {finding that an

i t:gnnlz-:lon that “gattera [nformatlon Jruem a veriety of soursas,”

i arcidos editorial fiscretion in sylecting und orgsnlzing documents,

, Adavises indlogs and finding side,” und “distributey the reaulting work to
I

|
|
\
i
é The ACLL |mects the ematutory and regulatory deflnitionsa of's
|
\

the pubife" fa b “represenyative of the newy rmedin” fur purposes of
POIA): &f ACLU, Dup 't of Jusites, 321 F. Supp, 2d a1 30 5.9 (nding
pon-prefie public interest group to bs “rimarily angaged In
dlascminsting infofnation™). The ACLU ls & “representmive of the pews
medla” for the samje reasony {1 s “primarily eoghged in the

Iaseednacion of iformaten.” Sve 2.2, Elec. Privacy Infu. Crv, v, Dep'r
of Def, 241 B Suph, 24 4, 10-18 (D.D.C, 2003) (Hnding nonproilf
public interest grodp thet disseminsted an elecironic nowsiener and

o
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published books wis a “represeniativa of the madia™ for purpuges of
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if the teyue

Jusilty alt withhiold
3 also wik that yo
arcrisl. We resord
formation or 10 dd

> Plesse be ad

19 denled in whole or {n pare. Wo axk that you
ngs by refeenco-o specific exemnprions 1o the FOLA,
u reloase all sogregable portions of ctherwise exempt
e the right To appeul & decision o withhold any
Ny 2 walver of fses,

vizod thut, beoause we ire requedting expedited
CE.R. §§ 16.11(d)(1)Gv) us well ag 16,1 1(d)(1)C),

125 Brosd St., | 8%
rw Yark, NY 0

1
.

of thia levter to DOJs Qffice of Public Affuite.
natien of thut effice, we look forward to your reply

r your prompt Aftentian to thls marter. Pleuse
e records 1o;
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On ageaunt of thedu

gulrly walved 6n the
medld." In Ovicber 20
ACLU with raipeat 1o
1.9, custedy. in Jue
pgueat In Mareh 2009
ith sespect 1 (e requ

faaioey, foes useaciaaed whh raaponding to FOTA requasts s
groundr thar tng ACLU 13 0 “Feprosentaliva of i hews

0, the Daphurment ot the Navy granied § fes watver lo ho
raquent fof docurensa regarding the dewths of definecy in
2009, the CA granted A [oe wilver with respect & Lig sme
{ha Doparmaent of State aramied u feo whiver 1o the ACLU
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TeIpeat 10 (43 TeGVest
in Unitod States prstp
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Informaticn pad Frivady ia the Dapartment of Juuriec—dld nut uhurge (hy

ARaTyigend (0L

frunicd Whe ATLU K fae waivar with Fegpect 10 the same req st
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5. In Mazch 3008, the Depurement of Suns greated a fee
vl raspact 10  request regurding sho yao 0 immigration \orws s
sitfzen pcholarn and intellecnua)z fom the country Bucause of
30, e Deparment of Hublih and Human Services gransed o {ox
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs, Civil Action No. 1:11-cv-07562-WHP
V.

FEDERAL BUREAU OF INVESTIGATION,

UNITED STATES DEPARTMENT OF JUSTICE,

Defendants.

N N N N N N N N’ N N’ N’ S S S S’ S

EXHIBIT C
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

June 8, 2011

MR. ALEXANDER ABDO
AMERICAN CIVIL LIBERTIES UNION
125 BROAD STREET, 18TH FLOOR
NEW YORK, NY 10004

Dear Mr. Abdo:

FOIPA Request No.: 1167461- 000
Subject: USA PATRIOT ACT SECTION 215

This acknowledges receipt of your Freedom of Information/Privacy Acts (FOIPA) request to the

FBI.

This FOIPA request has been received at FBI Headquarters for processing.

This FOIPA request has been received at the [ Resident Agency / Field
Office] and forwarded to FBI Headquarters for processing.

We are searching the indices to our Central Records System for the information
responsive to this request. You will be informed of the results in future correspondence.

Your request for a fee waiver is being considered and you will be advised of the decision
at a later date.

Please check for the status of your FOIPA request at www fbi.gov/foia

The FOIPA Request number listed above has been assigned to your request. Please use this
number in all correspondence concerning your request. Your patience is appreciated.

Very truly yours,

Dbl

David M. Hardy

Section Chief,
Record/Information
Dissemination Section
Records Management Division
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs, Civil Action No. 1:11-cv-07562-WHP

V.

FEDERAL BUREAU OF INVESTIGATION,
UNITED STATES DEPARTMENT OF JUSTICE,

R N N T T N T g

Defendants.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
June 8, 2011

MR. ALEXANDER ABDC

AMERICAN CIVIL LIBERTIES UNION
125 BROAD STREET, 18TH FLOOR
NEW YORK, NY 10004

FOIPA Request No.:  1167461- 000
Subject: USA PATRIOT ACT SECTION 215
(MARCH 9, 2006-PRESENT)

Dear Mr. Abdo:

This is in reference to your letter directed to the Federal Bureau of Investigation (FBI), in which you
requested expedited processing for the above-referenced Freedom of Information /Privacy Acts (FOIPA)
request. Pursuant to the Department of Justice (DOJ) standards permitting expedition, expedited
processing can only be granted when it is determined that a FOIPA request involves one or more of the
below categories.

You have requested expedited processing according to:

a 28 C.F.R. §16.5 (d)(1)(i): "Circumstances in which the lack of expedited treatment could
reasonably be expected to pose an imminent threat to the life or physical safety of an
individual.”

28 C.F.R. §16.5 (d)(1)(ii): “An urgency to inform the public about an actual or alleged
federal government activity, if made by a person primarily engaged in disseminating
information.”

a 28 C.F.R. §16.5 (d)(1)(iii): “The loss of substantial due process of rights.”

28 C.F.R. §16.5 (d)(1)(iv): “A matter of widespread and exceptional media interest in
which there exist possible questions about the government’s integrity which affect public
confidence.”

You have provided enough information concerning the statutory requirements permitting
expedition; therefore, your request is approved.

You may appeal by writing to the Office of Information Policy (OIP), United States Department of
Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C., 20530-0001. Your appeal must be
received by OIP within sixty (60) days from the date of this letter in order to be considered timely. The
envelope and the letter should be clearly marked "Freedom of Information Appeal” or "information Appeal.”
Please cite the FOIPA number assigned to your request to facilitate its identification.

Sincerely yours,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs, Civil Action No. 1:11-cv-07562-WHP
v.

FEDERAL BUREAU OF INVESTIGATION,

UNITED STATES DEPARTMENT OF JUSTICE,

Defendants.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

July 6, 2011

MR. ALEXANDER ABDO

AMERICAN CIVIL LIBERTIES UNION
125 BROAD STREET, 18TH FLOCR
NEW YORK, NY 10004

FOIPA Request No. 1167461- 000
Subject: USA PATRIOT ACT SECTION 215
(MARCH 9, 2006-PRESENT)

Dear Mr. Abdo:

This is in response to your request for a fee waiver for the above referenced Freedom of
Information-Privacy Acts (FOIPA) request. Requests for fee waivers are determined on a case by case basis. See
5U.S.C. § 552 (a)(4)(A)iii).

In order to be granted a fee waiver or a reduction in fees, two requirements must be satisfied. First, it must
be established that "disclosure of the [requested] information is in the public interest because it is likely to contribute
significantly to public understanding of the operations or activities of the government." Second, it must be
established that "disclosure of the information . . . is not primarily in the commercial interest of the requester.” See

5 U.S.C. § 552(a)(4)(A)(il)). The burden is on the requester to show the statutory requirements for a fee waiver
have been met. Where one or both of these requirements has not been satisfied, a fee waiver is not warranted
under the statute.

To determine whether the first requirement has been met, we consider the following four factors: (1)
whether the subject of the requested records concerns "the operations or activities of the government;" (2) whether
the disclosure is "likely to contribute” to an understanding of government operations or activities; (3) whether
disclosure of the requested information will contribute to "public understanding;” and (4) whether the disclosure is
likely to contribute "significantly” to public understanding of government operations or activities. See 28 C.F.R.

§ 16.11(k)(2).

If the first requirement has been met, we are then required to determine whether disclosure of the
requested information is primarily in the commercial interest of the requester. To make this determination, we
consider the following two factors: (1) whether the requester has a commercial interest that would be furthered by
the requested disclosure and (2) whether the magnitude of the identified commercial interest of the requester is
sufficiently large, in comparison with the public interest in disclosure, that disclosure is "primarily in the commercial
interest of the requester.” See 28 C.F.R. § 16.11(k)(3). If the requester's commercial interest in disclosure is
greater then the public interest to be served, then a fee waiver is not warranted.

We have reviewed the information that you provided in support of your request for a fee waiver and have
found that you do not satisfy the second factor of the first requirement (disclosure is likely to contribute to an
understanding of government operating) because a significant amount of information about Section 215 of the
United States Patriot Act has been previously disseminated to the public.
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You may appeal this denial by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C., 20530-0001. Your appeal must
be received by OIP within sixty (60) days from the date of this letter in order to be considered timely. The envelope
and the letter should be clearly marked "Freedom of Information Appeal.” Please cite the FOIPA number assigned
to your request to facilitate its identification.

Sincerely yours,

Dbl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs, Civil Action No. 1:11-cv-07562-WHP
V.

FEDERAL BUREAU OF INVESTIGATION,

UNITED STATES DEPARTMENT OF JUSTICE,

Defendants.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

March 15, 2012

Mr. Alexander Abdo
American Civil Liberties Union
125 Broad Street, 18th Floor
New York, NY 10004

Subject: U.S. Patriot Act, Section 215 (March 9, 2006-

June 17, 2011)

FOIA No.: 1167461- 000

American Civil Liberties Union, American Civil Liberties
Union Foundation v. Federal Bureau of Investigation,

United States Department of Justice

Case No.: 1:11-cv-07562-WHP

Dear Mr. Abdo:

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, U.S.C. § 552.
Deletions have been made to protect information which is exempt from disclosure, with the appropriate exemptions noted
on the page next to the excision. In addition, a deleted page information sheet was inserted in the file to indicate where
pages were withheld entirely. The exemptions used to withhold information are marked below and explained on the
enclosed Form OPCA-16a:

Section 552 Section 552a
&(b)(1) Bo)7)A) 0(d)(5)
U(b)2) O(b)(7)(B) a)2)
U(b)(3) X(b)(7)(C) Cl(k)(1)
O(b)(7)(D) O(k)(2)
XI(b)(7)E) O(k)(3)
O(b)(7)(F) O(k)(4)
U(b)(4) O(b)(8) D(k)(5)
U(b)(5) O(b)(9) O(k)(6)
&I(b)(6) Q(k)(7)

1384 pages were reviewed and 273 pages are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

O In accordance with standard FBI practice, this response neither confirms nor denies the
existence of your subject's name on any watch lists.

You have the right to appeal any denials in this release. Appeals should be directed in writing to the
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Director, Office of Information Policy, U.S. Department of Justice,1425 New York Ave., NW, .
Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) day:
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIA Number assigned to your

request so that it may be easily identified.

The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the
focus of the investigation.

See additional information which follows.

Sincerely yours,

Brbel

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

Enclosed are excised copies of various documents, which are responsive to your FOIA request. No fee is
being assessed at this time. When the second interim release is made in this case, you wili be billed for the $5.00 fee
associated with this first release as well as the $15.00 duplication fee for the second release for a total of $20.00. Each
subsequent release will be made at a cost of $15.00.

This is the first interim release of documents in response to your request. The remaining material will be
provided in a second and final release on May 15, 2012.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy:

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement

records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of aright to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal

privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local. or foreign agency or

authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled

by a criminal law enforcement authority in the course of a criminal investigation. or by an agency conducting a lawful national security

intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control. or reduce
crime or apprehend criminals:

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right. benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence:

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

April 11, 2012

Mr. Alexander Abdo
American Civil Liberties Union
125 Broad Street, 18th Floor
New York, NY 10004

Subiject: U.S. Patriot Act, Section 215 (March 9, 2006-

June 17, 2011)

FOIA No.: 1167461- 000

American Civil Liberties Union, American Civil Liberties
Union Foundation v. Federal Bureau of Investigation,

United States Department of Justice

Case No.: 1:11-cv-07562-WHP

Dear Mr. Abdo:

The enclosed material is provided in response to the subject FOIA request and litigation. For this release, the
FBI reviewed 446 pages and 98 pages are being released. The FBI will make one final release of material responsive to
the subject request on May 15, 2012 pursuant to the agreement between the parties.

No fee is being assessed at this time. When the final release is made, ACLU will be billed for the $5.00 fee
associated with the first release as well as the $15.00 duplication fee for the second release and a $15.00 duplication fee
for the third release, for a total of $35.00.

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, U.S.C. § 552.
Deletions have been made to protect information which is exempt from disclosure, with the appropriate exemptions noted
on the page next to the excision. In addition, a deleted page information sheet was inserted in the file to indicate where
pages were withheld entirely. The exemptions used to withhold information are marked below and explained on the
enclosed Form OPCA-16a:

Section 552 Section 552a
O(b)(1) L(b)(7)(A) L(d)(5)
O(b)(2) Q(b)(7)(B) Qi) 2)
L(b)(3) EI(b)(7)(C) ak)(1)
O(b)(7)(D) L(k)(2)
EI(b)(7)(E) ak)(3)
Q(b)(7)(F) O(k)(4)
U(b)(4) L(b)(8) ak)(5)
O(b)(5) L(b)9) Q(k)6)
&xI(b)(6) Qk)(7)

Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.
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referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

O In accordance with standard FBI practice, this response neither confirms nor denies the
existence of your subject's name on any watch lists.

You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy, U.S. Department of Justice,1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIA Number assigned to your

request so that it may be easily identified.

The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the
focus of the investigation.

Sincerely yours,

Dbl

David M. Hardy

Section Chief
Record/Information
Dissemination Section
Records Management Division

Enclosure(s)
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue. or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy:

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement

records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings. ( B ) would deprive a person

of aright to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal

privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or

authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled

by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security

intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent. control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right. benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her
identity would be held in confidence:

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility. or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

May 15, 2012

Mr. Alexander Abdo

American Civil Liberties Union
125 Broad Street, 18th Floor
New York, NY 10004

Subject: U.S. Patriot Act, Section 215 (March 9, 2006-

June 17, 2011)

FOIA No.: 1167461- 000

American Civil Liberties Union, American Civil Liberties
Union Foundation v. Federal Bureau of Investigation,

United States Department of Justice

Case No.: 1:11-cv-07562-WHP

Dear Mr. Abdo:

The enclosed material is provided in response to the subject FOIA request and litigation. For this third and
final release, the FBI reviewed 1,312 pages and 616 pages are being released. In addition, the FBI has included an
additional CD of documents, also responsive to your request, which were previously processed and released in
response to two other FOIA requests. These files are marked "preprocessed material."

As mentioned in FBI's release letters dated March 15 and April 11, 2012, there is a $5.00 fee associated with
the first release, a $15.00 duplication fee for the second, and a $15.00 duplication fee for the third and final release,
totaling $35.00. Upon receipt of the enclosed CD-ROM, please go to www.pay.gov to make an electronic payment in
the amount of $35.00, or make a check or money order payable to the Federal Bureau of Investigation and mail it to the
Work Process Unit, Record/Information Dissemination Section, Records Management Division, Federal Bureau of
Investigation, 170 Marcel Drive, Winchester, VA 22602. Please include the FOIA Request Number with your payment.

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, U.S.C. § 552.
Deletions have been made to protect information which is exempt from disclosure, with the appropriate exemptions
noted on the page next to the excision. In addition, a kick sheet page was inserted in the file to indicate where pages
were withheld entirely. The exemptions used to withhold information are marked below and explained on the enclosed
Form OPCA-16a:

Section 552 Section 552a
B(b)(1) QI(b)(7)A) O(d)(5)
U(b)(2) Ub)(7)(B) @)
U(b)(3) XI(b)(7)(C) Ok)(1)
O(b)(7)(D) (k) (2)
BI(b)(7)(E) (k) (3)
Q®)}7)(F) O(k)4)
U(b)(4) L(b)(®) O(k)(5)
xI(b)(5) L(b)(©) O(k)(6)

XI(b)(6) D)



Case 1:11-cv-07562-WHP Document 47 Filed 02/08/13 Page 66 of 88

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

O In accordance with standard FBI practice, this response neither confirms nor denies the
existence of your subject's name on any watch lists.

You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy, U.S. Department of Justice,1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60)
days from the date of this letter in order to be considered timely. The envelope and the letter should be
clearly marked “Freedom of Information Appeal.” Please cite the FOIA Number assigned to your
request so that it may be easily identified.

X] The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation.

Sincerely yours,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)
Enclosed are two CDs containing material that is responsive to your request.

This is the third and final release for this request.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular critena for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of peronal privacy:

records or information compiled for law enforcement purposes. but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive aperson
of aright to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and. in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures far law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger he
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agencyresponsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps. concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy. for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, tenefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/ter
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Section 3056,

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnshed
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Governmert
service the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services. the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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U.S. Department of Justice

Federal Bureau of
Investigation

Washington, D.C. 20535
August 20, 2012

Mr. Alexander Abdo

American Civil Liberties Union

125 Broad Street, 18th Floor

New York, NY 10004
Subject: U.S. Patriot Act, Section 215 (March 9, 2006-
June 17, 2011)
FOIA No.: 1167461- 000
American Civil Liberties Union, American Civil Liberties
Union Foundation v. Federal Bureau of Investigation,
United States Department of Justice
Case No.. 1:11-cv-07562-WHP

Dear Mr. Abdo:

The enclosed document was referred to the FBI, from the Office of the Inspector General (OIG), because it
contains FBI equities. OIG has asked the FBI to respond directly to you. The FBI reviewed 111 pages and 111 pages
are being released either in full or in part. Enclosed on the CD is the referred document.

Additionally, the FBI determined that 20 pages of material originally marked "outside the scope" in one of the
preprocessed cases, namely, FOIA No. 1138791, was later determined to be responsive to your request. The 20 pages
have been processed and can be viewed on the enclosed CD under "Supplemental Release."

Lastly, in its original processing of this case, the FBI located an additional document that was responsive to your
request. However, this document was inadvertently not included in the May 15th release. The FBI only recently
discovered the oversight. The classified document is entitled, "Banker's Box" and consists of 84 pages that were
reviewed and withheld in full in accordance with statutory exemption (b)(1). The kick sheet on the enclosed CD indicates
all pages were withheld in full.

As mentioned in FBI's release letters dated March 15th, April 11th, and May 12, 2012, there is a $5.00 fee
associated with the first release, a $15.00 duplication fee for each subsequent release, totaling $50.00. Upon receipt of
the enclosed CD-ROM, please go to www.pay.gov to make an electronic payment in the amount of $50.00, or make a
check or money order payable to the Federal Bureau of Investigation and mail it to the Work Process Unit, Record/
Information Dissemination Section, Records Management Division, Federal Bureau of Investigation, 170 Marcel Drive,
Winchester, VA 22602. Please include the FOIA Request Number with your payment.

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, U.S.C. § 552.
Deletions have been made to protect information which is exempt from disclosure, with the appropriate exemptions noted
on the page next to the excision. In addition, a kick sheet page was inserted in the file to indicate where pages were
withheld entirely. The exemptions used to withhold information are marked below and explained on the enclosed Form
OPCA-16a:

Section 552 Section 552a
XI(b)(1) XI(b)(7)(A) O(d)(5)
O(b)(2) O(b)(7)(B) G @)
O(b)(3) XI(b)(7)(C) Ok (1)
O(b)(7)(D) O(k)(2)
X(b)(7)(E) O(k)(3)
B(bX(7)(F) O(k)(4)
O(b)(4) O(b)(8) O(k)(5)
X(b)(5) O(b)(9) O(k)(6)

XI(b)(6) D)
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215 pages were reviewed and 122 pages are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

O In accordance with standard FBI practice, this response neither confirms nor denies the
existence of your subject's name on any watch lists.

You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIA Number assigned to your

request so that it may be easily identified.

The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the
focus of the investigation.

Sincerely yours,

Dbl

David M. Hardy
Section Chief
Record/Information
Dissemination Section
Records Management Division

Enclosure(s)
Enclosed is one CD containing material that is responsive to your request.

This is the fourth and final release for this request.



(b)(1)

(bX2)

(b)3)

(b)(4)

(b)(5)

(b)(6)
(b)(7)

or

(b)(8)

(bX9)

(d)(3)

M)

(k)(1)

(k)2)

(k)3)

(k)4)

(k)(3)

(k)6)

(kX7)
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept sccret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order:

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title). provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential,

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy:

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement

records or information { A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of aright to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal

privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or

authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled

by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security

intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of. or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding:

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy. for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability. eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs, Civil Action No. 1:11-cv-07562-WHP
V.

FEDERAL BUREAU OF INVESTIGATION,

UNITED STATES DEPARTMENT OF JUSTICE,

Defendants.

N’ N e N N N N N N N N N N N N N

EXHIBIT G
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AMERICAN CIVIL LIBERTIES UNION v. DOJ, et al., Civ. A. No. 11—¢v-07562 (S.D.N.Y.):

INDEX
Release and Folder Location Bates Page Document Document Description Exemption(s)
Number Date(s)
ACLU Sect. 215 - Instructions and an internal form used in
BR Request Form-04132010 Pgs. 4-7 1971-6 4/13/2010 completing a business records request. (b)TXE)
Instructions and internal form used in
Business Records Request Pgs. 3-7 >OrﬂmmeM _N_m - 3/22/2006 completing a business records request. (b)(7XE)
ACLU Sect. 215 - Instructions and internal form used in
FBRR Request Pgs. 2-6 1842-7 Document not dated completing a business records request. ®XT)E)
FISA BR Order- Kicksheet Pgs. 1-3 >Orﬂmwwmwow_m | Document not dated | FBI policy for securing electronic records. (b)(1) and (b)(7XE)
. ACLU Sect. 215 - Form outlining procedures for obtaining a
FISA BR Request- Kicksheet Pg. 1 1867 Document not dated business record order. (bY7XE)
ACLU Sect. 215 - 12/22/2010 Memorandum on procedures for obtaining (b)(1) and (b)}(7XE)

Processing Procedures-Kicksheet Pgs. 1-4

1878-81

electronic records.

This index is based on plaintiffs’ email dated December 13, 2012 wherein plaintiff listed the six documents they wish to contest. The
documents listed in plaintiffs” December email are reflected in this index.

Page 10f1
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs, Civil Action No. 1:11-¢cv-07562-WHP
V.

FEDERAL BUREAU OF INVESTIGATION,

UNITED STATES DEPARTMENT OF JUSTICE,

Defendants.

R S N T g N N

EXHIBIT H
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From: Alexander Abdo [mailto:aabdo@aclu.org]

Sent: Thursday, December 13, 2012 2:12 PM

To: Clopper, John (USANYS); Daughtry, Emily (USANYS)
Cc: syoungs@proskauer.com

Subject: ACLU Section 215 FOIA

John and Emily,

Please consider this our notification to you of our challenges to the government's withholdings in
this case for purposes of our upcoming summary-judgment briefing.

As an initial matter, we do not challenge the withholding of any of the information contained
within the documents that have already been released in part.

Rather, we challenge only the following categories of documents that have been withheld in full:

1. From the FBI's Vaughn:
1. BR Request Form-04132010 Pgs. 4-7
Business Records Request Pgs. 3-7
FBRR Request Pgs. 2—6
FISA BR Order- Kicksheet Pgs. 1-3
FISA BR Request- Kicksheet Pg. 1
6. Processing Procedures-Kick sheet Pgs. 1-4
2. From the NSD's Vaughn:
1. All categories, although we may narrow this challenge depending on the
upcoming release of materials in the first category.
3. From the OIP's Vaughn:
1. Document 1
4. From the OLC's Vaughn:
1. The Census Act memo.

WD

As we suggested before, however, we are not interested in challenging the withholding of all
information in these categories of documents. Rather, we seek the disclosure only of any
information in the above categories of information that would reveal either (a) the types of
information or "tangible things" that the government believes Section 215 authorizes it to collect,
or (b) the nature of the relevance standard that the government or the FISA Court uses to
determine whether an application under Section 215 is valid.

We do not not challenge, however, the withholding of information (even if it satisfies either of
the criteria above) that would disclose the targets of a Section 215 order or the type of
information that the government has sought or is seeking in a particular Section 215 application.
Plaintiffs also do not seek information about the specific technologies that the government uses
to collect the types of information it believes Section 215 authorizes it to collect.

For example, if a document contains the types of information that the government believes it
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may collect under Section 2135, Plaintiffs seek disclosure of the relevant portions of that
document. If the document describes the government's selection of one or more of those types of
information in a particular investigation, however, Plaintiffs only seek disclosure of that record
to the extent the description of the types of information that may be collected under Section 215
can be segregated from the particular investigation discussed in the document.

Similarly, if a document describes the government's legal authority to collect a specific type of
information but does not disclose any actual investigations seeking that information, Plaintiffs
challenge that withholding.

Thanks, and if we can clarify any aspect of this to facilitate and streamline our upcoming
briefing, please let us know.

Alex

Alex A. Abdo

Staff Attorney, National Security Project
American Civil Liberties Union

125 Broad St., 18th Fl., New York, NY 10004
m212.549.2517 m aabdo@aclu.org
www.aclu.org

AMERICAN CIVIL LIBERTIES UNION

This message may contain information that is confidential or legally privileged. If you are not the
intended recipient, please immediately advise the sender by reply email that this message has
been inadvertently transmitted to you and delete this email from your system.
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES UNION,
AMERICAN CIVIL LIBERTIES UNION
FOUNDATION,

Plaintiffs, Civil Action No. 1:11-¢cv-07562-WHP
v.

FEDERAL BUREAU OF INVESTIGATION,

UNITED STATES DEPARTMENT OF JUSTICE,

Defendants.

N N N N N N N N N N N N N N N’ N’

EXHIBIT I
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OPCA-20 (12-3-96)
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no
segregable material available for release to you.

Section 552 Section 552a
X(b)(1) D(dX)TX(A) O@)(®)
LI(b)(2) D(b)(7)(B) DG)(2)
D®)3) LD(®)TX(C) Od)(1)
L®)(7)(D) Dk)(2)
X(d)7)(E) D))
D(b)7)(F) D&k)(4)
D(b)(4) L(b)(8) O&)(5)
LI(b)(5) L(®)(O) Lk)(6)
D(b)(©) L)

O Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency. These documents were
referred to that agency for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will
be advised by the FBI as to the releasability of this information following our

consultation with the other agency.

Page(s) withheld inasmuch as a final release determination has not been made. You
will be advised as to the disposition at a later date.

Pages were not considered for release as they are duplicates of other released pages.
3 Page(s) withheld for the following reason(s):

(b)(1)-1 — Classified Information
(bY(7)E)-1 — Investigative Techniques and Procedures

The following numbers are to be used for reference regarding these pages:
ACLU Sect. 215-1868-70

§0.9.9.90.0.9.0.09.090090000.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
1 9.9.0.9.0.0.90.0.9.909.00690004
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OPCA-20 (12-3-96)
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no
segregable material available for release to you.

Section 552 Section 552a
X(b)(1) d®d)(7)(A) Q(d)(5)
D(b)(2) ) (7)(B) 0G)(2)
d®)(3) ®d)(7)(C) Dk)(1)
O®d)7)D) Ock)(2)
X(b)(T)E) d&)(3)
Q®)(7)(F) Qck)(4)
O(b)(4) db)(®) Qdk)(5)
L(b)(5) D(b)(9) D(k)(6)
b(b)(6) O&X7)

O Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency. These documents were
referred to that agency for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will
be advised by the FBI as to the releasability of this information following our

consultation with the other agency.

Page(s) withheld inasmuch as a final release determination has not been made. You
will be advised as to the disposition at a later date.

Pages were not considered for release as they are duplicates of other released pages.
4 Page(s) withheld for the following reason(s):

(b)(1)-1 — Classified Information
(b)(7)(E)-1 — Investigative Techniques and Procedures

The following numbers are to be used for reference regarding these pages:
ACLU Sect. 215-1878-81

$9.0.0.0.99.9.9.9.0.9.0.9.0.9.¢.0.04
X Deleted Page(s) X
X No Duplication Fee X
X  for this page X
$.0.0.9.0.9.0.9.0.9.0.9.0.0.0.9.0.9.0.4
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ALL INFORMATION TONTAINED

HEREIN IS UNCLASSIFIED
v DATE 03-16-2012 BY 63179 DMH/STP/MTZ

(Revised 04/13/2010)
FBI FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)
BUSINESS RECORDS REQUEST FORM
INSTRUCTIONS

The FBI must use this form to request that the National Security Law Branch (NSLB)

b7E -1

FBI field offices must adhere to the following procedures in using this form:

Please direct any questions about how to complete this form orf |

]

Blank versions of this form are classified SECRET//NOFORN. Add overall and
paragraph classification markings to the form according to the classification of the
information you provide. '

ACLU Sect. 215-1971
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ALL TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 03-16-2012 BY 65179 DMH/3TP/MJS

(Classification of completed form)

: (Revised 04/13/2010)
FISA REQUEST FOR ACCESS TO BUSINESS RECORDS,
L.E., "ANY TANGIBLE THING (INCLUDING BOOKS, RECORDS,

b7E -
PAPERS, DOCUMENTS AND OTHER ITEMS)" (50 USC Section 1861) e

‘(Classification of completed form)

1
ACLU Sect. 215-1972
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OPCA-20 (12-3-96)
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no
segregable material available for release to you.

Section 552
Section S52a
O(b)(1) O®)(7)(A) O(d)(5)
O(b)(?2) O®)(7)(B) 0GH)2)
O(®)(3) O (b)(7)(C) Odk)(1)
O(®b)7)(D) Ok)2)
X(®)T)E) Odk)(3)
Db)T7)(E) Ok)(4)
O(b)(4) D(b)(8) Ddk)(5)
a(b)(5) O(b)(%) Qck)(6)
O (b)(6) O&)7)

O Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency. These documents were
referred to that agency for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will
be advised by the FBI as to the releasability of this information following our

consultation with the other agency.

Page(s) withheld inasmuch as a final release determination has not been made. You
will be advised as to the disposition at a later date.

Pages were not considered for release as they are duplicates of other released pages.
4 Page(s) withheld for the following reason(s):

(bX7XE)-1 — Investigative Techniques and Procedures

The following numbers are to be used for reference regarding these pages:
ACLU Sect. 215-1973-6

) 9.9.9.9.0.0.9.0.9.00.990.900.0¢
X Deleted Page(s) X
X No Duplication Fee X
X for this page X

$9.9.9.9.9.0.9.0.0.0.0.09.0.9.0004



Case 1:11-cv-07562-WHP Document 47 Filed 02/08/13 Page 82 of 88

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 02-23-201Z BY 55179 LMH/STR/MIS

(Revised 03/22/2006)
FBI FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)
BUSINESS RECORDS REQUEST FORM

INSTRUCTIONS
The FBI must use this form to request that the National Security Law Branch (NST I3
h7E -4
Please direct any questions about how to complete this form or] | he -1

L (acel T  wic -

Blank versions of this form are unclassified. Add classification markings to the form
according to the classification of the information you provide.

ACLU Sect. 215-1835
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HEFEIN I3 WUHCLASSIFIED
DATE 02-2%-2012 BY 65179 IMH/STP/MJ3

(Classilication of completed form)

(Revised 03/22/20006)
FISA REQUEST FOR ACCESS TO BUSINESS RECORDS, -
LE., "ANY TANGIBLE THING (INCLUDING BOOKS, RECORDS, LIE
PAPERS, DOCUMENTS AND OTHER ITEMS)" (50 USC Section 1861)

(Classification of completed form)

I ACLU Sect. 215-1836
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OPCA-20 (12-3-96)
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

5 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no
segregable material available for release to you.

Section 552
Section 552a
D®)(1) D(b)T7XA) 0(d)(5)
O®)(2) O(®)(7)(B) 062
U®A) O ®)(7)(C) Dkx(1)
O®)(7)D) O&)(2)
X(®)7)E) D))
D®d)7)(E) D) 4)
D(b)(4) E(b)(8) D))
D(®d)(5) O®)(%) Dk)(6)
0 (b)(6) D7)

O Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency. These documents were
referred to that agency for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will
be advised by the FBI as to the releasability of this information following our

consultation with the other agency.

Page(s) withheld inasmuch as a final release determination has not been made. You
will be advised as to the disposition at a later date.

Pages were not considered for release as they are duplicates of other released pages.
5 Page(s) withheld for the following reason(s):

(b)(7)E)-1 — Investigative Technigues and Procedures

The following numbers are to be used for reference regarding these pages:
ACLU Sect. 215-1837-41

1 9.0,:0.9.9.0.9.0.09.9.090.00994
X Deleted Page(s) X
X No Duplication Fee X
X for this page X

) 9.9.0.9.0.9.0,0.9.0.9.0.9.0.9.0.9.0.4
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HEREIN I3 UNCLASSIFIED
DATE 02-29-201Z BY 65179 DMH/STR/MJS

|enter here the overall classification after this form is completed|

FBI FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)
BUSINESS RECORDS REQUESTS FORM (U)

INSTRUCTIONS (U)

{(U) Use this form to request that the National Security Law Branch (NSLB)| | e -

(U) FBI field offices must adhere to the following procedures in using this form:

(U) Please direct any questions about this form ol |

=

(U) Add the overall classification markings to the top and bottom margins and any
paragraph classification markings to your answers based on the information you provide.

ACLU Sect. 215-1842

|enter here the overall classification after this form is completed]

1
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OPCA-20 (12-3-96)
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no
segregable material available for release to you.

Section 552
Section 552a
O(b)(1) O®)7)(A) O(d)(5)
O(b)(2) O®)(7)(B) 0G)(2)
Qb)(3) O (b)(7)(C) Odk)(1)
O(b)(7)(D) O&)(2)
X()7)E) O&)(3)
D®)(7)(F) Odk)(4)
O(b)(4) D(b)(@®) Ok)(5)
Q(b)(5) D)%) Odk)(6)
0 (b)(6) O&)(7)

[0 Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency. These documents were
referred to that agency for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will
be advised by the FBI as to the releasability of this information following our

consultation with the other agency.

Page(s) withheld inasmuch as a final release determination has not been made. You
will be advised as to the disposition at a later date.

Pages were not considered for release as they are duplicates of other released pages.

4 Page(s) withheld for the following reason(s):

(bY7WE)-1 — Investigative Technigues and Procedures

The following numbers are to be used for reference regarding these pages:
ACLU Sect. 215-1843-6

P 9.0.9.9.9.0.0.0.9.9.0.0.9.0.09094
X Deleted Page(s) X
X No Duplication Fee X
X  for this page X

0.9,0.9,9.9.0.0.0.0.0.0.9.0.9.00.0 04
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OPCA-20 (12-3-96)
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no
segregable material available for release to you.

Section 552
Section 552a
D(b)(1) D(b)(7)(A) D(d)5)
D(b)(2) D(b)7)(B) DGX(2)
D®)3) X (bY7)(C) Dk)(1)
L1(b)(7)(D) DO&)2)
X (b)(7)(E) DO&)(3)
L(b)(7)(F) Dk)(4)
D(b)4) O(b)(3) O&)(5)
D(b)(5) L®)(®) OkX6)
X (b)(6) Od&X7)

O Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency. These documents were
referred to that agency for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will
be advised by the FBI as to the releasability of this information following our

consultation with the other agency.

Page(s) withheld inasmuch as a final release determination has not been made. You
will be advised as to the disposition at a later date.

Pages were not considered for release as they are duplicates of other released pages.
1 Page(s) withheld for the following reason(s):
(b)(6)-1/(b)(7TXC)-1 — Names and/or Identifying Information of FBI Special Agents

and Support Personnel
(bX7)(E)-1 — Investigative Techniques and Procedures

The following numbers are to be used for reference regarding these pages:
ACLU Sect. 215-1847

) 0.0.0.00.0.90090.009.09.9.00.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X

XXXXXKXXXXAXXXKXXXXX
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1 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no
segregable material available for release to you.

Section 552

Section 552a

D(b)(1) O(b)(7)(A) D(d)(5)

D(b)(2) O(b)(7)(B) 0G)(2)
L®)3) D ®dX7)(C) Od(1)
L(b)(7)(D) Dk)(2)

X(b)T)(E)- L)(3)

O®)(7)(F) Ok)(4)

L(b)(4) O(b)(8) Od&)(5)
O(bX(3) O®©) Ok)(6)
L(b)(6) Od(7)

O Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency. These documents were
referred to that agency for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will
be advised by the FBI as to the releasability of this information following our

consultation with the other agency.

Page(s) withheld inasmuch as a final release determination has not been made. You
will be advised as to the disposition at a later date.

Pages were not considered for release as they are duplicates of other released pages.
1 Page(s) withheld for the following reason(s):

(bX7)E)-1 — Investigative Techniques and Procedures

The following numbers are to be used for reference regarding these pages:
ACLU Sect. 215-1867

XXHKXHKHKXKXX XXX XXAKXXX
X Deleted Page(s) X
X No Duplication Fee
X for this page
§0.9.9.90.9.0.9.0.0.090.000.00904

x X



