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UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

AMERICAN CIVIL LIBERTIES
UNION FOUNDATION,
Plaintiff,
V. Civil Action No. 1:11-cv-07562 (WHP)
U.S. DEPARTMENT OF JUSTICE,

Defendant.

T e i S i

DECLARATION OF VANESSA R. BRINKMANN

I, Vanessa R. Brinkmann, declare the following to be true and correct:

1) I am the Counsel to the Initial Request (IR) Staff of the Office of Information Policy
(OIP), United States Department of Justice. In this capacity, I am responsible for supervising the
handling of the Freedom of Information Act (FOLA) requests processed by OIP. The IR Staff of
OIP is responsible for processing FOIA requests seeking records from within OIP and from six
Senior Leadership Offices of the Department of Justice; specifically, the Offices of the Attorney
General (OAG), Deputy Attorney General (ODAG), Associate Attorney General (OASG), Legal
Policy (OLP), Legislative Affairs (OLA), and Public Affairs. The IR Staff determines whether
records responsive to access requests exist and, if so, whether they can be released in accordance
with the FOIA. In processing such requests, the IR Staff consults with personnel in the Senjor .
Leadership Offices and, when appropriate, with other components within the Department of

Justice, as well as with other Executive Branch agencies.
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2) I make the statements herein on the basis of personal knowledge, as well as on

information acquired by me in the course of performing my official duties.
Plaintiff’s FOIA Request

3) By letter dated May 31, 2011, Alexander Abdo, on behalf of plaintiff American Civil
Liberties Union Foundation, submitted a FOIA request addressed to various Department of
Justice components, including the Office of Information Policy. Mr. Abdo’s FOIA request
sought records drafted, finalized, or issued after March 9, 2006, “concerning the government’s
interpretation or use of Section 215” of the USA PATRIOT Act. (A copy of plaintiff’s May 31,
2011 letter is attached hereto as Exhibit A.)

4) OIP received plaintiff’s FOIA request on May 31, 2011, and subsequently initiated
records searches on behalf of OAG, ODAG, OASG, OLA, and OLP.

OIP Responses to Plaintiff’s FOIA Request

5) By letter dated June 9, 2011, OIP acknowledged receipt of plaintiff’s request on
behalf of OAG, ODAG, OASG, OLA, and OLP. (A copy of OIP’s letter dated June 9, 2011 to
plaintiff is attached hereto as Exhibit B.)

6) By letter dated June 22, 2011, OIP provided an interim response to plaintiff on behalf
of OLP, advising that the records search in OLP was complete, and no responsive records had
been located in that Office. OIP further advised that it was continuing to process plaintiff’s
request on behalf of OAG, ODAG, OASG, and OLA. (A copy of OIP’s letter dated June 22,
2011 to plaintiff is attached hereto as Exhibit C.)

7) By letter dated March 15, 2012, OIP provided a final response to plaintiff on behalf of
OAG, ODAG, OASG and OLA, advising that records searches were complete in those Offices,

as well as in the Departmental Executive Secretariat, which is the official records repository for
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OAG, ODAG, and OASG, and maintains certain OLA records. OIP’s March 15, 2012 letter
further advised plaintiff that the National Security Division (NSD) had separately referred
material to OIP for processing and that a search had also been conducted of the records indices,
which supplement the electronic database of the Departmental Executive Secretariat and list file
folder titles, arranged according to subject, for the records of former OAG, ODAG, and OASG
staff. OIP’s March 15, 2012 letter advised plaintiff that a total of sixteen records, totaling 262
pages, were located that were responsive to plaintiff’s request. Of these records, OIP withheld
four documents, totaling ten pages, in full from plaintiff pursuant to Exemptions 1 and 5 of the
FOIA, 5 U.S.C. § 552(b)(1), (b}(5). The remaining twelve documents, totaling 252 pages, were
either released in full, determined to be duplicative of material previously withheld by NSD, or
were referred to the Department’s Offices of Legal Counsel (OLC) and Inspector General (OIG)
for processing and final response to plaintiff. (A copy of OIP’s March 15, 2012 response is
attached hereto as Exhibit D.)

8) In order to narrow the issues before the Court, a draft Vaughn Index was provided to
plaintiff, through counsel, on October 1, 2012. (A copy of OIP’s draft Vaughn index is attached
hereto as Exhibit E.)

9) Upon review of OIP’s draft Vaughn Index, by e-mail to Department Counsel dated
December 13, 2012, plaintiff advised that it would only be challenging OIP’s withholding of one
document: a two-page, classified letter dated December 17, 2009 from former OLA Assistant
Attorney General Ronald Weich to Representative John Conyers, then-Chairman of the House
Judiciary Commiitee. Mr. Weich’s letter was in response to a letter dated October 5, 2009, from
Representative Conyers, Representative Jerrold Nadler, and Representative Bobby Scott,

regarding the reauthorization of several sections of the USA PATRIOT Act (Document No. 1 in
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OIP’s draft Vaughn Index). Due to the national security interest in this document, OIP
coordinated with NSD on its potential disclosure, and subsequently withheld the document in full
at the request of NSD pursuant to Exemption 1 of the FOIA, which protects information propetly
classified in the interest of national security pursuant to Section 1.4(c) of Executive Order 13526.
The basis for withholding OIP Document No. 1 pursuant to FOIA Exemption 1 is separately
addressed in the February 8, 2013 Declaration of Mark Bradley, Director, Freedom of
Information Act and Declassification, NSD.

I declare under penalty of perjury that the foregoing is true and correct.

*Vanessa R. Brinkmann

.7t
Executed this®™> day of February, 2013.
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Exhibit A
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May 31, 2011
Dcar Freedom of Information Officer,

This letler constitutes a request under the Freedom of
Information Act, 5 U.S.C. § 552 (“FOIA™). It is submitted on behalf of
the American Civil Liberties Union and the American Civil Liberties
Foundation (together, the “ACLU”).!

L. Background

This request pertains to the use by the Federal Bureau of

Investigation (“FBI”) of the powers enumeraled in Pub. L., 107-56, the
Uniting and Strengthening America by Providing Appropriate Tools

) _ : Required to Intercept and Obstruct Terrorism Act, commonly known as

e A I BERTIES the USA PATRIOT Act (“PATRIOT Act”). Specifically, this request

pertains to the FBI’s use and interpretation of Scction 215 of the
PATRIOT Act, as amended, which permits the government to apply for
court orders requiring the production of “tangiblc things.”

[1. Records Requested

We request that you release to us any and all records concerning
the government’s interpretation or use of Scction 215, including but not
limited to: legal opinions or memoranda interpreting that provision;
guidelines informing government personnel haw that provision can be
used: records containing statistics about the use or misuse of the
provision; reports provided by the executive branch to Congress relating
to the executive’s interpretation, use, or misuse of the provision; forms
used by executive agencies in connection with the use of Section 215;
and legal papers filed by the government or any other party inthc
Foreign Intelligence Surveillance Court, and opinions of that court,
pertaining to the interpretation, use, or proposed use of Section 215.

With respect to the records described above, we seek only those
records drafted, finalized, or issued after March 9, 2006. We do not ask
you to disclose the names or identities of those entities or individuals

' The American Civil Liberties Union Foundation is a 26 U.S.C. § 501(c)(3)
organization that provides legal representation firee of charge to individuals and
organizalions in civil rights and civil liberties cases, and cducates the public about the
civil liberties implications of pending and proposed state and federal legislation,
provides analyses of pending and proposed legislation, directly lobbies legislators, and
mobilizes its members to lobby their legislators. The American Civil Liberties Union is
a separate non-profit, 26.U.S.C. § 501(c)(4) membership organization that educates the
public about the civil liberties implications of pending and proposcd state and federal
legislation, provides analysis of pending and proposed legislation, directly lobbics
legislators, and mobilizes ils members to lobby their legislators.

2t/e2°d 6uBTHTS2a2 0L WOHH PT:BT TTE2-TE-AUW
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who have been served with Section 215 orders or the names or identities
of those individuals or entities about whom records have been sought,
but we ask that you disclose any and all records indicating the kinds or
types of information that may, as a matter of policy or law, be obtained
through the use of Section 215.

With respect to the form of production, see 5 U.S.C. §
552(a)(3)(B), we request that responsive electronic records be provided
electronically in their native file format, il possible. Alternatively, we
request that the records be provided electronically in a text-searchable,
static~image format (PDF), in the best image quality in the agency’s

- possession, and that the records be provided in separate, bates-stamped
files,

) If any aspect of our request is unclear, we would welcome the
AMERICAN CIVIL LIBERTIEE ) . « « - . '
UNION FOUNPATION opportunity to clarify it. We would also welcome the opportunity o
discuss an appropriate processing schedule,

I1I. Application for Expedited Proccssing

552(a)(6)(E); 28 C.F.R, § 16.5(d). Expedited processing is warranted
because the records sought are urgently needed by an organization
primarily engaged in disseminating information in order to inform the
public about actual or alleged federal government activity, 28 C.I'.R. §
16.5(d)(1)(ii), and because the records sought relate to a “matter of
widespread and exceptional media interest in which there exist possible
questions about the government’s integrity which affect public
confidence,” id § 16.5(d)(1)(1v).

We request expedited processing pursuant to 5 U.S.C. §

A. Expedited processing is warranted under 28 C.F.R. §
16.5(d)(ii)

The records requested are needed to inform the public about
federal government activity. The records relate to the FBI's usc of a
highly controversial surveillance authority. Specifically, the records
requested relate to the FBI’s use of Scction 215 and to the proccss the
FBI has put in placc to ensure that the FBI’s usc of Scction 215 powcers
conforms to the requirements of the Constitution and statutory law. The
records are urgently needed because of recent allegations by some
members ol the Senate Selcct Committee on Intelligence that the Justice
Department has adopted an overly broad interpretation of Section 215,

% Se¢ Charlic Savage, Senators Say Patriot Act Is Being Misinterpreted, N.Y . Times,
May 26, 2011, available at htp/www.nytimes.com/201 1/05/27/ug/2 Tpalriot.html;
Spencer Ackerman, There 's a Secret Patriot Acl, Senator Suys, Wired.com, May 25,

201, available at httpi//www . wired.com/dangerroom/20 1 1/05/secret-patriot-act/; 157

2i/v'd 6uaTL1S202 0L WNOAd PT:0T TI82-TE-AGW
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and because there is an ongoing debate about the appropriate scope of
the government’s surveillance authorities,

The ACLU is “primarily engaged in disseminating
information™ within thc meaning of the statute and regulations. 5 U.8.C.
§ 552(a)(6)(E)(v)(L1); 28 C.F.R. § 16,5(d)(1)(i). Disseminating
information about government activity, analyzing that information,
and widely publishing and disseminating that information to the press
and public is a critical and substantial component of the ACLU’s
work and one of its primary activities. See ACLU v. Dep 't of Justice, 321
F. Supp. 2d 24, 30 n.5 (D.D.C. 2004) (finding non-protit public interest
group that “gathers information of potential intcrest to a scgment of the
public, uses its editorial skills to turn the raw material into a distinet
work, and distributes that work to an audience” to be “primarily
cngaged in disseminating information” (internal ciration omitted)).

AMERIAN CIVIL LIBERTIES
UNION FOUNDATION

Cong. Rec, $3259-60 (daily ed. May 24, 2011), available at
http://www gpo cov/fdsys/pke/CREC-2011-05-24/pdf/CREC-2011-05-24-pt| -
PeS3247-7.pdifpage=1.

' See, e.g., Obama signs Patriot Act extension; will continue anti-lerror surveitlance
powers, Assoc, Press, May 25, 2011, available at
http://www.washingtonpost.com/politics/senate-moves-patriot-act-toward-4-year-
extension-hefore-thursday-midnight-deadline/201 1/05/25/AGn YjXBI1_story.html;
New tea party senator gets Senate’s altention, Assoc, Press, May 23, 2011, (“[Sen.
Rand] Paul has delayed action on the intelligence-gathering measures, contending they
should expire because the Patriot Act gives the government too much power to monitor
people’s lives,”), available ar http://www.foxnews.com/us/2011/05/25/newlca-party=

senalor-gets-senates-attention/; Editorial, A chance to put protections in the Patrivt
Act, Wash, Post, May 25,2011, available at

bttp://www.washingtonpost :,orn/t opinions/a-chance~to- rotections-in-the-patriot-

act/201 1/05/25/AGsSPXRH _story.himl; Felicia Sonmez, Voie on Patriot Act extension
delayed as Rand Paul pushes for amendment on gun rights, Wash. Post, May 25, 2011,
available at http:/fwww. washingtonpost.com/blogs/2chambers/post/vote-on-patriot-
acl-extension-delayed-as-tand-paul-pushgs-lor-amendment-on-gun-
rights/2011/05/25/AGhzDIBH_blos himl; David Kravets, Lawmakers Punt Again on
Patriol Act Reform, Wired.com, May 20, 2011, available at
http://www.wired.com/threatlevsl/2011/05/patriot-act-reform/; David Kravets, House
Fails lo Extend Patriot Act Spy Powers, Kristy Sidor, The Parriot Act Expiration
Cunrro versy, The Obscever at Boston College, Feb, 22, 2011, available at

itep://www thebeobsgrver,com/201 1/02/22/the-p: npl-uc.l-cxglrauon -controversy/;

Wued com, Feb. 8, 2011, available at
hitp//www, w:rqg_imgggm__evel/ﬂ)ll@/pmrml-acl -notextended/; Charlie Savage,
Bartle Loams Over the Patriot Act, N.Y. Times, Sept. 19, 2009, available at
http://www.nvtimes. com/2009/09/20/u:>/polmcs/ZOmtnor htm1?partner=rss& emc=rss;
Julian Sanchez, A Chance o Fix the PATRIOT Act? Cato At Liberty, Sept. 17, 2009,
available ar htip://www cato-at-liberty .org/fa-chanee-to-fix-the-patriot-act/; David
Kravets, Obama Backs Extending Patrict Act Spy Provisions, Wired, Scpl. 15, 2009,
available at hp/twww wired, qc‘nm/thrLatleveb’2009/09/obarna-buck g-expiring-patriot-
act=spy-provisions/; Adam Cohen, Democratic Pressure on QObama to Restore the Rule
of Law, N.Y. Times, Nov. 18, 2008, available at
hitp//www.nytimes. C.omézmwgmm/_l_iL

2r.s8'd 60T TS202 101 WOYS ST:8T TTa2-TE-AYK
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The ACLU publishes newsletters, news briefings, right-to-know
handbooks, and other malterials that arc disseminated to the public, Its
material is available 10 everyone, including tax-exempt organizations,
not-for-profit groups, law students, and faculty, lor no cost or for a
nominal fee. Since 2007, ACLU national projects have published and
disseminated over 30 reports, Many ACLU reports include description
and analysis of government documents obtained through FOIA.*

The ACLU also disseminates information through its website,
www.aclu.otg. The website addresses civil liberties issues in depth,
provides features on civil liberties issucs in the news, and contains
hundreds of documents that relate to the issues on which the ACLU is
focused. The ACLU’s website also serves as a clearinghouse for news

AMERICAN CYIL LBERTIES abm{l AC!,U cases, as well as analysis about case developments, and an

UNION FOUNDATION archive of case-related documents. Through these pages, the ACLLU
also provides the public with educational material about the
particular civil liberties issue or problem; recent news about the issue;
analyses ol Congressional or executive branch action on the issuc;
government documents obtained through FOIA about the issue; and
more in-depth analytic and educational multi-mcdia features on the
issue.’ The ACLU website includes many fcatures on information
obtained through the FOIA.* For example, the ACLU’s “Torlure

*8eq, g, ACLU, Reclaiming Patriotism; A Call to Reconsider the Patriot Act (March
2009), available at _hup./www aclu.orp/pdfs/safefree/patriot_report_20090310.pdf:
ACLU, The Excluded: Ideological Exclusion and the War on Ideas (Oct. 2007),
available at _http://www.aclu.org/mational-security/excluded-ideological-exclusion-and-
war-ideas; ACLU, History Repeated: The Dangers of Domestic Spying by Federal Law
Enforcement (May 2007), available at

http://www .aclu,org/files/FilesPDFs/mikreport.pdl; ACLU, No Real Threat: The
Pentagon’s Secret Databage on Peagelul Protest (Jan. 2007), available at
http;/fwww.aclo.org/aationat-sceurity/no-real-thrcat-pentagons-scerel-databasc.
peaceful-protest; ACLL, Unpatriotic Acts: The FBI's Power to Rifle Through Your
Records and Personal Belongings Without Telling Y ou (July 2003), available at

bt/ www.aclu,ore/files/FilesPDI's/spies_report.pdf,

* For example, the ACLU’s websile about national security letter (*NSL™) cases,
www.aclu org/ngi, includes, among other things, an explanation of what NSLs are;
information about and document repositories for the ACLU’s NSL cases; links to
doguments obtained through FOTA about various agencies’ use of NSLs; NSL news in
the courts; Congress, and executive agencies; links to original blog posts commenting
on and analyzing NSL-related news; ¢ducational web leatures about the NSL gag
power; public education reports about NSLs and the Patriot Act; news about and
analysis of the Department of Justice Inspector General’s reviews of the FBI’s use of
NSLs; the ACLU s policy analysis and recommendations for reform of the NSL
power; charts with anatyzed data about the governmem’s use of NSLg; myths and lacts
documents; and links to information and analysis of related issues.

¢ See, e.g., htipi/www.aclyorg/acecountability/released. html (Torture FOIA);
htpe//www.acluorgfaceountability/ole html (OLC Memos).

21.9°d 6T IS202 101 _ W04 ST:0T TTO2-TE-AU
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FOIA” webpage, hp://www.aclu,org/accountability/released. himl,
contains commentary about the ACLU’s FOTA, request, press releases,

analysxs of the FOIA documents, and an advanced search engine
permitting webpage visitors to scarch approximately 150,000 pages of
documents obtained through the FOIA,

The ACLU has also published a number of charts that collect,
summarize, and analyze information it has obtained through FOIA. For
example, through compilation and analysis of information gathered from
various sources—including information obtained from the government
through FOIA—the ACL.U has created 2 chart that provides the public
and news media with a comprehensive index of Bush-era Office of
Legal Counsel memos relating to interrogation, detention, rendition and
surveillance and that describes what is publicly known about the memos
and their conclusions, who authored them and for whom, and whether
the mcmos remain secret or have been released to the public in whole or
in part.” Similarly, the ACLU produced a chart of ori 1ginal statistics
about the Delense Department’s use of National beoumy Letters based
on its own analysis of rccords obtained through FOIA ®

AMERICAN GIVIL LIBCRTIES
UNION FQUNDATION -

B. Expeditcd processing js warranted under 28 C.F.R. §
16.5(d)(iv

The records requested also relate 10 a “matter of widespread and
cxecptionial media interest in which there exist possible questions about
the government’s integrity which affect public confidencc.” 28 C.F.R. §
16.5(d)(1)(iv).

Since the PATRIOT Act’s enactment in 2001, Section 215 has
been the subject of considerable and sustained media attention.” Over the

hm. pifiwww.aclu.org/hational-security/csn-foia (CSRT FOIA),
http://wwvv.aclu. org[mtional~suunly/uglu v-doj-lawsuit-enforce-nsawarranticss-
gurveillance-foia-request (NSA TPOIA); h ug //www w.acly, org/na tional-security/patriol-
/4 . . al

foiu (Patriot Act FOIA); : urity technoloey-and-
liberty/spyfiles (Spy Files).

7 Lhe chart is available at hitp:/www.aclu.ouy/files/assets/olcmemos_chart pdl.

¥ 'I'he chart is available at htlp://www.aclu.onz/ﬁles/assets/nsl stats.pdf.

? See, e¢.g., Editorial, Breaking a Promise on Surveillance, N.Y. Times, July 29, 2010,
available ar hup://www.nytimes.com/20 16/07/30/opinion/30(ril . html; Editorial,
Patriot Act Excesses, N.Y. Times, Oct. 7, 2009, available at

http://www, nytimes. wrn/2009/1()/08/omnmn/081h|_1 I.html; Press Release, Leahy
renews effort to extend expiring PATRIOT Act provisions, available at
http://vtdigger.org/201 1/01/27/leahy-renews-effort-to-extend-expiring-patriot-act-
provisions/; Fred H, Kate, Legal Restrictions on Transborder Data Flows to Prevent
Government Access to Personal Data: Lessons from British Columbia, The Ctr. for
Info, and Policy Leadership, Aug. 2005, availuble ai
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last months, as Congress has debated reauthorization of certain
PATRIOT Act provisions, including Section 215, media and public
altention has intcnsified,'? Many recent ncws stories have included
ullegations by members of the Senate Sclcct Committee on Intelligence
that the Dcpartment of Justice has adopted an overbroad construction of
Section 215."" While the Department of Justice claimed only to have

hitp://blog. surveymonkey com/wp-content/uploads/2011/05/varipus-Cunadians-have-
made-similar-points pdf; Taking lssue: The Patriot Act: Section 215, NPR.org, July 21,
20035, available at

_h_l:mﬁ;if,‘w_vjy_,gm;gg&gki|1gi-55ue/20050721 takingissue patriotact.html; Heather
McDonuld, Patriot Act: Let Investigators Do Their Job, NPR. org, July 20, 2005,
available at htip/iwww.npr.org/templates/story/story php?storyld=4763326; Larry
Abramson and Maria Godoy, The Patriot Act: Key Controversies, NPR, Dec. 16, 2005,
available at h_ug;[[wﬂm\&mglg[g[ﬂg_ws/specials/p_atr'iotact/patriotactdcal.html; Dahlia
Lithwick and Julia Tuorner, A Guide to the Patriot Act, Part 1, Slate, Sept. 8, 2003,

AMERICAN CIVIL [ IBERTIEA H . . - H
INIGN PUORBATION avaiable at http://www.slate.com/id/2087984/.

10 See, ¢.g., Charlic Savage, Patriot Bartle Could Hinder Investigators, N.Y. Times,
May 25, 2011, available at

hitp:/www.nytimes.com/201 1703/26/us/politics/26patriot.huml; Senare moves to break
impasse, vote on controversial provision of Patriot Act, Assoc. Press, May 24, 2011,
available at hitgy/fwww.washinglonpost.com/politics/congress-races-to-extend-patriot-
actsend

actzsend-to-obama-in-¢uropesbefore-friday-
de. 201 1/05/24/AFrmlAH_story html: Charli¢ Savage, Deal Reached on
Extension of Patriot Act, N.Y. Times, May 19, 2011, available at
hiip://www, nytimes.com/2011/05/20/us/20patriot.html; Editoriul, /n Patriot Act vote,
Tea Pklriy.sténds up for cvil liberties, Boston Globe, Feb. 14, 2011, available at
hup:iwww.boston.comv/bostonglobe/editorial _opinion/editorials/articles/2011/02/14/in
patriot_act_vote_tea_party_stands_up_for_civil liberties/; Tom Gantert, Civil
Liberties Concerns Caused Amash to Vote Against PATRIOT Act, Michigan Capitol
Confidential, Feb. I'l, 2011, available at .
hitp://www.michigancapitolconfidential.com/14549; Charlie Savage, Baitle Looms
Over the Patriot Act, supra note 3.

n See, e.g., 4 senators win promise of o Patriot Act hearing, Assoc, Press, May 26,
2011, available wt
hup//www.boston.com/news/nation/washington/articles/2011/05/26/2_senators_win_p
romise_of patriot_act hearings/; Spencer Ackerman, There's a Secret Patriol Act,
Sanator Says, Wired.com, see supra note 2; "Secret” legal interpretation of Putriot Act
provisions troubles 4 Senators, Assoc. Press, May 26, 2011, available at

http://www. washingtonposksom/politics/secret-legal-interpretation-of-patriot-ucts
provisions-troubles-2-senators/2011/05/26/AGFezGCH_story.html; “Secret” legal
interpretation of Patriot Act provisions troubles 2 Senarors, Assoc. Press, May 26,
2011, available at htipi/iwww washingtonpost.com/politics/secret-lepal-interpretation-
of=patriot-act-provisions-roubles-2-senalors/2011/05/26/AGTHICT_story huml,
Charlie Savage, Senators Say Patriot Acl Iy Being Misinterpreted, N.Y. Times, May
26, 2011, see supra, notc 2; Steven Aftergood, Sen. Wyden Decries "Secret Law ™ on
PATRIOT Act, Saercey News, May 25, 2011, qvailable at

http./fwww fas org/blog/secrecy/20 | | /05/wyden_secret_law hiul; Marcy Wheeler,
Wyden and Udall Wint Obama to Admit to Secret Collection Program, Emptywheel,
May 24, 2011, available at http://cmplywhee firedoglake.com/201 1/05/24/wyden-and-
udall-want-obama-to-admit-to-sceret-collection-program/.
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used Section 215 powers 21 times in 2009'2 and 96 times in 2010,°
Senators Ron Wyden and Mark Udall, along with others, recently
proffered an amendment to address the government’s “secret[]
reinterpretation [of] public laws and statutes in a manner that is
inconsistent with the public’s understanding of these laws.”'* In that
same congressional session, Scnator Ron Wyden stated in open
Congress that he “certainly believe[s] the public will be surprisced again
when they learn about some of the interpretations of the PATRIOT Act,”
suggesting that the FBI’s numbers or public statements may be
misleading or incomplete.'?

1V, Application for Waiver or Limitation of Fees

A, A waiver of scarch, review, and duplication fees is warranted
under 28 C.F.R. § 16.11(k)(1).

AMERICAN CiViL LIBERTIES
UNION FOUNRGATLON

The ACLU is entitled to a waiver of search, review, and
duplication fees because disclosure of the requested records is likely to
contribute significantly to public understanding of the opcrations or
activities of the government and is not primarily in the commercial
interest of the requester. S U.S.C, § 552(a)(4)(A)(iii); 28 C.F.R. §
16:11(k)(1).

The requesters are making this request specifically to further the
public’s understanding of the government’s use of surveillance powers
inside the United States. As the dozens of new articles c¢ited above make
¢lear, disclosure of the requested records will contribute significantly to
public understanding of the operations and activitics of the government.
See 28 C.F.R. § 16.11(k)(1)(1). Disclosure is not in the ACLU’s
commercial intcrest, Any information disclosed by the government in
response to this FOIA request will be made available to the public at no

1* See Letter to the Hon. Jasuph R. Biden, Jr., Department of Justice, Office of
Legislative Affalrs, Apr. 30, 2011, available at

hvtw:/www. fas,org/irp/agency/doj/fisa/2009rept. pdf.

¥ See Letter 1o the Hon. Harry Reid, Department of Justice, Office of Legislative
Affalrs, Apl 29, 2011 available al

" See 157 Cong. Rec. $3283 (daily ed. May 24, 2011) (SA 339, amendment of Mr.
Wyden), availably at hitp/www.gpo.gov/tdsys/pke/CRIEC-2011-05-24/pd/CREC-
2011-05- A Hpuage=

15 See 157 Cong. Rec. $3258-62, (daily ed. May 24, 2011), available ar
hitpy/iwww.zpo,gov/fdsys/pkg/CREC-201 | -05-24/pdf/CREC-2011-05-24-pt} -
Pp83247-7 pdHpape=1.
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cost. A fee waiver would fulfill Congress’s legislative intent in
amending FOIA, See Judicial Watch Ine. v. Rossorti, 326 F.3d 1309,
1312 (D.C. Cir. 2003) (“Congress amendcd FOIA to cnsure that it be
‘liberally construcd in favor of waivers for noncommercial requests.””
(citation omitted)); OPEN Government Act of 2007, Pub. L. No. 110-
175, § 2, 121 Stat. 2524 (Dec. 31, 2007) (finding that “disclosure, not
secrecy, is the dominant objective of the Act,” but that “in practice, the
Freedom of Information Act has not always lived up to the ideals of the
Act™),

B. A.waiver of search and revicw fees is warranted under
3 ULS.C. § 551(u)(4)(A)(ii) and 28 C.F.R. 16.11(¢)(1)-
(3)(d)(D).

AMERICAN SV LIERTIES A waiver of scarch and review fees is warranted because the

LNION FOUNDATION - ACLU qualifies as a “representative of the news media™ and the records
are not sought for commercial use. 5 U.S.C. § 551(a)(4)(A)(i); 28
C.F.R. §§ 16.11(c)(1)-(3), (d)(1). The ACLU is a representative of the
news media in that it is an organization “actively gathering news for an
cntity that is organized and opcrated 1o publish or broadcast news to the
public,” where “news” is defined as “information that is about current
events or that would be of cutrent interest to the public.” 5 U.S.C. §
552(a)(4)A)(ID(I); 28 C.F.R. § 16,11(b)(6). Accordingly, fees
associated with the processing of the Request should be “limited to
rcasonable standard charges for docurnent duplication.” 5 U.S.C. §
552(a)(4)(A)(ii)(D); 28 C.F.R. § 16.11 (d) (search and review foes shall
not be charged to “representatives of the news media™); id. § 16.11(c)(3)
(review fées charged only for “commercial use request]s]”).

The ACLU meects the statutory and regulatory definitions of a
“representative of the news media” because it “uses its cditorial skills to
turn the raw materials inio a distinct work, and distributes that work 1o
an audicnce.” 5 11.8,C, § 552(a)(4)(A)(ii); see also Nat'l Sec. Archive v.
Dep 't of Dejf’, 880 F.2d 1381, 1387 (D.C, Cir. 1989) (finding that an
organization that “gathers information from a variety of sources,”
excreiscs editorial discretion in seleciing and organizing documents,
“devises indices and finding aids,” and “distributes the resulting work to
the public™ is a *representative of the news media™ for purposes of
FOIA); ¢f ACLU v. Dep’t of Justice, 321 F. Supp. 2d at 30 n.5 (finding
non-profit public interest group to be “primarily engaged in
disseminating information™). The ACLU is a “representative of the news
media” for the same reasons it is “primarily engaged in the
dissemination of information.” See ¢.g., Flec. Privacy Info. Crr. v. Dep't
of Def., 241 F, Supp. 2d 5, 10-15 (D.D.C, 2003) (finding nonprofit
public interest group that disseminated an clectronic newsletter and
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published books was a “representative of the media® for purposes of
FOIA).' :

If the request is denied in whole or in part, we ask that you
justify all withholdings by reference to specific exemptions to the FOIA.
We also ask that you release all segregable portions of otherwise exempt
material. We reserve the right to appeul a decision to withhold any
information or to deny a waiver of lees.

Please be advised that, because we are requesting expedited
processing under 28 C.F.R, §§ 16.11(d)(1)(iv) as well as 16. 11(d)(1 )(i1),.
we arc sending a copy of this letter to DOJ’s Office of Public A ffairs.
Whatcver the determination of that office, we look forward to your reply
within 20 business days, as the statue requires under section

AMERIGCAN ChviL LIBERTIES SSZ(u)(G)(A)(I)-
UNIDN TOUNDATION

"Thank you for your prompt attention to this matter, Please
furnish all applicable records to:

JTameel Jaffer

Deputy Legal Director
American Civil Liberties Union
125 Broad St., 18" Floor

New York, NY 10004

'Y On account of these Factors, fees associated with responding to FOTA requests are
regularly watved on the grounds that the ACLU is a “representative of the news
media.” In OQcteber 2010, the Department of the Navy granted a fee waiver Lo the
ACLU with respect to a request for documents regarding the deaths of detainecs in
U.S. custody. In January 2009, the CIA granted a fee waiver with respect to the samc
request. 1 March 2009, the Department of State granted a [ee waiver to the ACLU
with respect to its request for documents relating, to the detention, interrogation,
treatment, or prosccution of suspected terrorists. Likewise, in December 2008, the
Department of Justice granted the ACLU a fee waiver with respect to the same request.
In May 2005, the Department of Commerce granted a fee waiver 1o the ACLU with
respect to ifs request for information regarding the radio frequency identification chips
in United States passports. In March 2005, the Department of State granted a fee
waiver to the ACLU with respect to a request regarding the use of immigration laws to
exelude prominent non-¢itizen scholars and intellectuals from the country because of
their political views. Also, the Department ol Health and Human Services granted a fee
waiver to the ACLU with regard to a FOIA request submitted in August of 2004, In
addition, the Office of Srience and Technology Policy in the Executive OfTice of the
President said it would waive the fees associated with a FOIA request submitted by the
ACLU in August 2003. Finally, three separate agencies—the Federal Bureau of
Lavestigation, the Office of Intelligence Policy and Review, and the Office of
Information and Privacy in the Department of Justice—did not charge the ACLU fees
associated with a 'OlA request submitied by the ACLU in August 2002.
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Under penalty of perjury, I hereby affirm that the foregoing is
true and correct to the best of my knowledgc and belief,

60T TS2E2 0L

(ol

Alexander Abdo ~
Amecrican Civil Liberties Union
Foundation

125 Broad Street, 18 Floor
New York, NY 10004

Tel. 212-519-7814

Fax 212-549-2654
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Office of Information Policy

Telephone: (202) 514-3642 Washington, D.C. 20530

JUN 09 201

Re:  AG/11-00790 (F)
DAG/11-00791 (F)

Mr. Alexander Abdo ASG/11-00792 (F)
American Civil Liberties Union OLA/11-00793 (F)
125 Broad St., 18™ Floor OLP/11-00794 (F)
New York, NY 10004 CLM:LAD:SBT
Dear Mr. Abdo:

This is to acknowledge receipt of your Freedom of Information Act (FOIA) request dated
and received in this Office on May 31, 2011, in which you requested all records drafted,
finalized, or issued after March 9, 2006 concerning the government’s interpretation or use of
Section 215 of the USA PATRIOT Act. This response is made on behalf of the Offices of the
Attorney General, Deputy Attorney General, Associate Attorney General, Legislative Affairs, and

Legal Policy.

You have requested expedited processing pursuant to the Department’s standard
involving “[a] matter of widespread and exceptional media interest in which there exist possible
questions about the government’s integrity which affect public confidence.” See 28 C.F.R.

§ 16.5(d)(1)(iv) (2010). Pursuant to Department policy, we directed your request to the Director
of Public Affairs, who makes the decision whether to grant or deny expedited processing under
this standard. Seeid. § 16.5(d)(2). The Director has determined that your request for expedited
processing should be granted. Accordingly, your request has been assigned to a FOIA Specialist
in this Office and records searches have been initiated.

We have not yet made a decision on your request for a fee waiver. We will do so after we
determine whether fees will be assessed for this request.

If you have any questions or wish to discuss the processing of your request, you may
contact Sara Tennant, the analyst processing this request, by telephone at the above number or
you may write to her at Office of Information Policy, United States Department of Justice, Suite
11050, 1425 New York Avenue, NW, Washington, DC 20530-0001. Lastly, you may contact.
our FOIA Public Liaison at the telephone number listed above to discuss any aspect of your
request.

Sincerely,

arnien L. |
Chief of Staff
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U.S. Department of Justice
Office of Information Policy
Suite 11050

1425 New York Avenue, NW
Washington, DC 20530-0001

Telephone. (202) 514-3642
JUN 27 201

Re:  AG/11-00790 (F)
DAG/11-00791 (F)

Mr. Alexander Abdo ASG/11-00792 (F)
American Civil Liberties Union Foundation OLA/11-00793 (F)
125 Broad Street, 18th Floor OLP/11-00794 (F)
New York, NY 10004 : CLM:VRB:SBT
Dear Mr. Abdo:

This is an interim response to your Freedom of Information Act request dated and
received in this Office on May 31, 2011, for all records from March 9, 2006 to the present
concerning the government's interpretation or use of section 215 of the USA PATRIOT Act.
This response is made on behalf of the Office of Legal Policy.

Please be advised that a search has been conducted in the Office of Legal Policy and no
records responsive to your request have been located. We are continuing our records searches
in the remaining Offices above and will respond to you again once those searches are complete
and disclosure determinations are made, should records be located.

If you are not satisfied with my response on behalf of the Office of Legal Policy, you
may administratively appeal by writing to the Director, Office of Information Policy, United
States Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, DC
20530-0001. Your appeal must be received within sixty days from the date of this letter. Both
the letter and the envelope should be clearly marked “Freedom of Information Act Appeal.”

Sincerely,

7=

Carmen L. Mallon
Chief of Staff
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U.S. Department of Justice
Office of Information Policy
Suite 11050

1425 New York Avenue, NW
Washington, DC 20530-0001

Telephone. (202) 514-3642

MAR 15 2012
Re:  AG/11-00790 (F)
Mr. Alexander Abdo DAG/11-00791 (F)
American Civil Liberties Union ASG/11-00792 (F)
125 Broad Street, 18th Floor OLA/11-00793 (F)
New York, NY 10004 VRB:DRH:SBT

Dear Mr. Abdo:

This responds to your Freedom of Information Act (FOIA) request dated and received
in this Office on May 31, 2011, for all records concerning the government's interpretation or
use of section 215 of the PATRIOT Act from March 9, 2006 to the present. The scope of your
request was subsequently narrowed per stipulation filed December 9, 2011. This response is
made on behalf of the Offices of the Attorney General, Deputy Attorney General, Associate
Attorney General, and Legislative Affairs.

Please be advised that searches have been conducted in the Offices of the Attorney
General, Deputy Attorney General, Associate Attorney General, and Legislative Affairs
(OLA), as well as of the electronic database of the Departmental Executive Secretariat, which
is the official records repository for the Offices of the Attorney General, Deputy Attorney
General, Associate Attorney General, and maintains certain OLA records. We also conducted
a search of the records indices of the administration of former Attorneys General Gonzales and
Mukasey. The indices supplement the electronic database of the Departmental Executive
Secretariat and list file folder titles, arranged according to subject, for the records of former
Office of the Attorney General, Deputy Attorney General, and Associate Attorney General
staff. In addition, as we advised in our letter of August 31, 2011, the National Security
Division located and referred material to this Office. In total, sixteen records, totaling 262
pages, have been located that are responsive to your request.

I have determined that eight documents, totaling twenty-six pages, are appropriate for
release without excision and copies are enclosed.

Additionally, four documents, totaling ten pages, are being withheld in full pursuant to
Exemptions 1 and 5 of the FOIA, 5 U.S.C. § 552(b)(1), (b)(5), which pertain to information
that is properly classified in the interest of national security pursuant to Section 1.4(c) of
Executive Order 13526 and to certain inter- or intra-agency communications protected by the
deliberative process privilege. For your information, the withheld material consists of briefing
material and three classified letters between the Department and Congress that are identical but
for the addressee. None of the information being withheld is appropriate for discretionary
disclosure.
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Moreover, one document, totaling five pages, is a duplicate of material previously
withheld in full pursuant to Exemption 1 by the National Security Division. This material is
already the subject of litigation in the Southern District of New York, New York Times Co. v.
DOJ, 11 Civ. 6990 (WHP) and ACLU et al. v. FBl et al., 11 Civ. 07562 (WHP).

Because one document, totaling thirteen pages, originated with the Office of the Legal
Counsel (OLC), we have referred that material to OLC for processing and direct response to
you. You may contact OLC as follows:

Elizabeth Farris, Supervisory Paralegal
Office of Legal Counsel

Room 5515

950 Pennsylvania Avenue, NW
Washington, DC 20530-0001

Telephone: (202) 514-2038
Email: usdoj-officeoflegalcounsel@usdoj.gov

Additionally, because two classified documents, totaling 208 pages, originated with the
Office of the Inspector General (OIG), we have referred that material to OIG for further
processing. You may contact OIG as follows:

Deborah Waller, Paralegal Specialist
Office of the Inspector General
Room 4726

950 Pennsylvania Avenue, NW
Washington, DC 20530

Telephone: (202) 616-0646
E-mail; oigfoia@usdoj.gov

Although I am aware that your request is the subject of ongoing litigation and that
appeals are not ordinarily acted on in such situations, I am required by statute and regulation to
inform you of your right to file an administrative appeal.

Sincerely,

fe2

Vanessa R. Brinkmann
Counsel, Initial Request Staff

Enclosures
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The Honorable Eric H, Holder, Jr.
- Attorney General

Department of Justice

Washington, D.C, 20530

The Honorable Dennis C. Blair
Director of National Intelligence
Washington, D.C. 20511

Dear Attorney General Holder and Director Blair:

Three provisions of the Foreign Intelligence Surveillance Act of 1978, as
amended, are scheduled to sunset on December 31, 2009. Two of them—on
roving wiretaps and business records—were enacted ot significantly amended by
sections 206 and 215 of the USA PATRIOT Act of 2001, and extended for four

~ years by the USA PATRIOT Improvement and Reauthonzatlon Act 0of 2005. The
third—on lone wolf surveillance authority-—was enacted as section 6001 of the
Intelligence Reform and Terrorism Prevention Act of 2004, and also extended for

- four years by the Reauthorization Act,

We would like to begin consideration of these provisions soon so that
legislation can be enacted in advance of the end of the year, We would, therefore
~appreciate receiving from you, by May 1, 2009, your recommendations together

with a written presentation of the facts and reasons that support those
recommendations. To the extent that national security permits, please do so in an
unclassified manner to enhance public understanding of your recommendations.
Please supplement that unclassified presentatlon with a classified annex as

appropriate,

If there are further recommendations you would like to make jointly to our
Committee for legislative consideration this year based on experience under the
FISA Amendments Act of 2008 or other matters relating to national security
investigations, please include them in your response to this request.
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The Honorable Eric H, Holder, Jr.
The Honorable Dennis C, Blair
March 31, 2009 '

Page Two

We intend to schedule a hearing in May that will provide the Committee
with an initial opportunity to consider your recommendations.

Sincerely,

hristopher S. Bond
Vice Chairman
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U.S. Department of Justice

Qffice of Legislative Affairs

QOffice of the Assistani Attomey General Washington; D.C. 20510

September 14, 2009

The Honorable Dianne Feinstein
Chairwoman

The Honorable Chnstopher S. Bond
Vice Chairman

Select Committee on Inte]hgcnce
United States Senate

Washington, D.C. 20510

Dear Senators Feinstein and Bond:

Thank you for your letter requesting our recommendations on the three provisions of the
Foreign Intelligence Surveillance Act (“FISA™) currently scheduled to expire on December 31,
2009. We believe that the best legislation will emerge from a careful examination of these
matters, In this letter, we provide our recommendations for each provision, along with 2
summary of the supporting facts and rationale. We have discussed these issues with the Office
of the Director of National Intelligence, which concurs with the views expressed in this letter.

We also are aware that Members of Congress may propose modifications to provide
additional protection for the privacy of law abiding Americans. As President Obama said in his
speech at the National Archives on May 21, 2009, “We arc indeed at war with al Qaeda and its
affiliates. We do need to update our institutions to deal with this threat. But we must do so with
an abiding confidence in the rule of law and due process; in checks and balances and
accountability.” Therefore, the Administration is willing to consider such ideas, provided that
they do not undermine the effectiveness of these important authorities.

1. Roving Wiretaps, USA PATRIOT Act Section 206 (codified at 50 U.S.C. §
~ 1805(c)(2)

We recommend reauthorizing section 206 of the USA PATRIOT Act, which provides for
roving surveillance of targets who take measures to thwart FISA surveillance. It has proven an
important intelligence-gathering tool in a small but significant subset of FISA electronic
surveillance orders,

This provision states that where the Government sets forth in its application for a
surveillance ordsr “specific facts” indicating that the actions of the target of the order “may have
the effect of thwarting” the identification, at the time of the application, of third parties necessary
to accomplish the ordered surveillance, the order shall direct such third parties, when identified
to furnish the Government with all assistance necessary to accomplish surveillance of the target
identified in the order. In other words, the “roving” authority i s only available when the
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The Honorable Dianne Feinstein
The Honorable Christopher S. Bond
Page 2 ’

Government is able to provide specific information that the target may engage in counter-
surveillance activity (such as rapidly switching cell phone numbers. The language of the statute
does not allow the Government to make a general, “boilerplaie” allegation that the target may
engage in such activities; rather, the Government must provide specific facts to support its
allegation,

There are at least two scenarios in which the Government’s ability to obtain a roving
wiretap may be critical to effective surveillance of a target. The first is where the surveillance
targets a traditional foreign intelligence officer. In these cases, the Government often has years
of experience maintaining surveillance of officers of a particular foreign intelligence service who
are posted to locations within the United States. The FBI will have extensive information
documenting the tactics and tradecraft practiced by officers of the particular intelligence service,
and may even have information about the training provided to those officers in their homne

" country. Under these circumstances, the Government can represent that an individual who has
been identified as an officer of that intelligence service is likely to engage in counter-surveillance
activity.

The second scenario in which the ability to obtain a roving wiretap may be critical to
effective surveillance is the case of an individual who actually has engaged in counter-
surveillance activities or in preparations for such activities. In some cases, individuals already
subject to FISA surveillance are found to be making preparations for counter-surveillance
activities or instructing associates on how to cornmunicate with them through more secure
means. In other cases, non-FISA investigative techniques have revealed counter-surveillance
preparations (such as buying “throwaway” cell phones or multiple calling cards). The
Government then offers these specific facts to the FISA court as justification for a grant of
roving authority.

Since the roving authority was added to PISA in 2001, the Government has sought to use
it in a relatively small number of cases (on average, twenty-two applications a year). We would
be pleased to brief Members or staff regarding actual numbers, along with specific case
examples, in a classified setting. The FBI uses the granted authority only when the target
actually begins to engage in counter-surveillance activity that thwarts the already authorized
surveillance, and does so in a way that renders the use of roving authority feasible,

Roving authority. is subject to the same court-approved minimization rules that govern
other electronic surveillance under FISA and that protect against the unjustified acquisition or
retention of non-pertinent information, The statute generally requires the Government to notify
the FISA court within 10 days of the date upon which surveillance begins to be directed at any
new facility, Over the past seven years, this process has functioned well and has provided
effective oversight for this investigative technique.
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We believe that the basic justification offered to Congress in 2001 for the roving
authority remains valid today, Specifically, the ease with which individuals can rapidly shift
between communications providers, and the proliferation of both those providers and the
services they offer, almost certainly will increase as technology continues to develop.
International terrorists, foreign intelligence officers, and espionage suspects — like ordinary

. criminals — have leamned to use these numerous and diverse communications options to their
advantage. Any effective surveillance mechanism must incorporate the ability to rapidly address
an unanticipated change in the target's communications behavior. The roving electronic
surveillance provision has functioned as intended and has addressed an investigative requirement
that will continue to be critical to national security operations. Accordingly, we recommend
reauthorizing this feature of FISA.

2. “Business Records,” USA PATRIOT Act Section 215 (codified at 50 U.S.C. §
1861-62)

We also recommend reanthorizing section 215 of the USA PATRIOT Act, which allows
the FISA court to compel the production of “business records.” The business records provision
addresses a gap (n intelligence collection authorities and has proven valuable in a number of

- contexts.

The USA PATRIOT Act made the FISA authority relating to business records roughly
analogous to that available to FBI agents investigating criminal matters through the use of grand
jury subpoenas, The eriginal FISA language, added in 1998, limited the business records
autharity to four specific types of records, and required the Government to demonstrate “specific
and articulable facts" supporting a reason 1o believe that the target was an agent of a foreign
power. In the USA PATRIOT Act, the authority was changed to encompass the production of
“any tangible things” and the legal standard was changed to one of simple relevance to an
authorized investigation to obtain foreign intelligence information not concerning a United States
person or to protect against international terrorism or clandestine Intelligence activities.

The Government first used the USA PATRIOT Act business records authority in 2004
after extensive internal discussions over its proper implementation, The Department’s inspector
general evaluated the Department’s implementation of this new authority at length, in reports
that are now publicly available. Other parts of the USA PATRIQT Asct, specifically those
climinating the “wall” separating intelligence aperations and criminal investigations, also had an
effect on the operational environment, The greater access that intelligence investigatars now
have to criminal tools (such as grand jury subpoenas) reduces but does not eliminate the need for
intelligence taols such as the business records authority, The operational security requirements
of most intelligence investigations still require the secrecy afforded by the FISA authority.

For the period 2004-2007, the FISA court has issued about 220 orders to produce
business records. Of these, 173 orders were issued in 2004-06 in combination with FISA pen
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register orders 1o address an anomaly in the statutory language that prevented the acquisition of
subscriber identification information ordinarily associated with pen register information.
Congress corrected this deficiency in the pen register provision in 2006 with language in the
USA PATRIOT Improvement and Reauthorization Act. Thus, this use of the business records
authority became unnecessary.

The remaining business records orders issued between 2004 and 2007 were used to
obtain transactional information that did not fall within the scope of any other national security
investigative authority (such as a national security letter). Some of these orders were used to
support important and highly sensitive intelligence coliection operations, of which both Members
of the Intelligence Committee and their staffs are aware, The Department can provide additional
information to Members or their staff in a classified setting.

It is noteworthy that no recipient of a FISA business records order has ever challenged
the validity of the order, despite the availability, since 2006, of a clear statutory mechanism to do
s0. At the time of the USA PATRIOT Act, there was concern that the FBI would exploit the
broad scape of the business records authority to collect sensitive personal information on
constitutionally protected activities, such as the use of public libraries. This simply has not
occurred, even in the environment of heightened terrorist threat activity, The oversight provided
by Congress since 2001 and the specific oversight provisions added to the statute in 2006 have
helped to ensure that the authority is being used as intended.

Based upon this operational experience, we believe that the FISA business records
authority should be reauthorized. There will continue to be instances in which FBI investigators
need to obtain transactional information that does not fall within the scope of authorities relating
to national security letters and are operating in an environment that precludes the use of less
secure criminal authorities. Many of these instances will be mundane (as they have been in the
past), such as the need to obtain drivet's license information that is protected by State law.
Others will be more complex, such as the need to track the activities of intelligence officers
through their use of certain business services. In all these cases, the availability of a generic,
court-supervised FISA business records authority is the best option for advancing national
security investigations in a manner consistent with civil liberties, The absence of such an
authority could force the FBI to sacrifice key intelligence opportunities.

3, “Lone Wolf,” Intelligence Reform and Terrorism Prevention Act bf 2004
Sectlon 6001 (codified at 50 U.S.C, § 1801()(1)(C))

Section 6001 of the Intelligence Reform and Terrorism Prevention Act of 2004 defines a
“lone wolf" agent of a foreign power and allows a non-United States person who “engages in
international tetrorism activities” to be considered an agent of a foreign power under FISA even
though the specific foreign pawer (i.e., the international terrorist group) remains unidentified.
We also recommend reauthorizing this provision,
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Enacted in 2004, this provision arose from discussions inspired by the Zacarias
Moussaoui case, The basic idea behind the authority was to cover situations in which
information linking the target of an investigation to an international group was absent or
insufficient, although the target’s engagement in “international terrorism™ was sufficiently
established. The definition is quite narrow: it applies only to non-United States persons; the
activities of the person must meet the FISA definition of “international terrorism;"” and the
information likely to be abtained must be foreign intelligence information. What this means, in
practice, is that the Government must know a great deal about the target, including the target's
purpose and plans for terrorist activity (in order to satisfy the definition of “international
terrorism™), but still be unable to connect the individual to any group that meets the FISA
definition of a foreign power. '

To date, the Government has not encountered a case in which this definition was both
necessary and available, i.e., the target was a non-United States person. Thus, the definition has
never been used in a FISA application. However, we do not believe that this means the

_ authority is now unnecessary. Subsection 101(b) of FISA provides ten separate definitions:for
the term “agent of a foreign power” (five applicable only to non-United States persons, and five
applicable to all persons). Some of these definitions cover the most common fact patterns; others
describe narrow categories that may be encountered rarely. However, this latter group includes
legitimate targets that could not be accommodated under the more generic definitions and would
escape surveillance but for the more specific definitions.

We believe that the “lone wolf” provision falls squarely within this class. While we
cannot predict the frequency with which it may be used, we can foresee situations in which it
would be the only avenue to effective surveillance. Por example, we could have a case in which
a known international terrorist affirmatively severed his connection with his group, perhaps
following some internal dispute, The target still would be an international terrorist, and an
appropriate target for intelligence surveillance. However, the Government could no longer
represent to the FISA court that he was currently a member of an international terrorist group or
acting on its behalf. Lacking the “lane wolf” definition, the Gavernment could have to postpone
FISA surveillance until the target could be linked to another group. Another scenario is the
‘prospect of a terrorist who “self-radicalizes” by means of information and training provided by a
variety of international terrorist groups via the Internet, Although this target would have adopted
the aims and means of international terrorism, the target would not actually have contacted a
terrorist group. Without the lone wolf definition, the Government might be unable to establish
FISA surveillance,

These scenarios are not remote hypotheticals; they are based on trends we observe in
current intelligence reporting. We cannot determine how common these fact patterns will be in
the future or whether any of the targets will so completely lack connections to graups that they
cannot be accommodated under other definitions. However, the continued availability of the
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lone wolf definition eliminates any gap. The statutory language of the existing provision ensures
its narrow application, so the availability of this potentially useful tool carries little risk of
overuse. We believe that it is essential 10 have the tool available for the rare situation in which it
is necessary rather than to delay surveillance of a terrorist in the hopes that the necessary links
are established.

Thank you for the opportunity to present our views, We would be bappy to mest with
your staff to discuss them. The Office of Management and Budget has advised us that from the
perspective of the Administration’s program, there is no objection to submission of this letter.

Sincerely,

PV LN

Ronald Weich
Assistant Attorney General
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U.S. Department of Justice

Office of Legislative Aftairs

Office ol the Asslstant Attomey Goneral - Washington, D.C. 20330

September 14, 2009

The Honorable Patrick J. Leahy
Chairman

Committee on.the Judiciary
United States Senate
Washington, D.C, 20510

Dear Mr., Chairman:

Thank you for your letter requesting our recommendations on the three provisions of the
Foreign Intelligence Surveillance Act (“FISA™) currently scheduled to expire on December 31,
12009, We believe that the best legislation will emerge from a careful examination of these
matters. In this letter, we provide our recommendations for each provision, along with a
summary of the supporting facts and rationale. We have discussed these issues with the Office
of the Director of National-Intelligence, which cancurs with the views expressed in this letter,

We also are aware that Members of Congress-may propose modifications to provide
additional pratection for the privacy of law abiding Antericans. As President Obama said in his
speech at the National Archives on May 21, 2009, “We are indeed at war with al Qaeda and. its
affiliates. We do need-to update our institutions to deal with this threat. But we must do so with
an abiding confidence in the rule of law and due process; in checks and balances and

- accountability.” Therefore, the Administration is willing to consider such ideas, provided that
they do not undermine the effectiveness of these important authorities. -

I. .Roving Wiretaps, USA I’ATRIO’[‘ Act Section 206 (codified at 50 U.S.C. §
1805(c)(2)) . .

We recommend reauthorizing section 206 of thie USA PATRIOT Act, which provides for
roving surveillance of targets who take measures to thwart FISA surveillance, It has proven an
important intelligence-gathering tool in a small but significant subset of FISA electronic

surveillance orders. .

This provision states that where the Government sets forth in its. application for a

- surveillance order “specific facts™ indicating that the actjons of the target of the order ‘“may have
the effect of thwarting” the identification, at the time of the application, of third parties necessary
to accomplish the ordered surveillance, the order shall direct such third parties, when identified
to furnish the Government with all assistance necessary to accomplish surveillance of the target
identified in the order, In other words, the “roving” authority is only available when the
Government is able to provide'specific information that the target may engage in‘counter-
surveillance activity (such as rapidly switching cell phone numbers. The language of the statute
does not allow the Government to make a general, “boilerplate” allegation that the target may
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engage in such activities; rather, the Government nwist provide specific facts to support.its
allegation. '

There are at least two scenarios in which the Government's ability to obtain a roving -
wiretap may be critical {o effective survéillance of a target. The first is where the surveillance -
targets a-traditional foreign intelligence officer, In these cases, the-Government often has years
of experience maintaining surveillance of officers of 4 particulai foreign intelligence service who
are posted to locations within the United States, The FBI will have extensive information

- documenting the tactics and tradecrafl practiced by officers of the particular intelligence service,
and may even have information about the training provided to those officers in their-home
country,” Under these circumstances, the Government can represent that an iridividual who has
been identified as an officer of that intelligence service is likely to engage In counter-surveillance

activity.

The second scenario in which the ability to obtain a roving wicelap may be crilical to
effective surveillance is the case of an individual who actually has engaged in counter-
surveillance activities or in preparations For such activities. In some cases, individuals already
subject to FISA surveillance are found (o be making preparations for counter-surveitlance
activities or instructing associates on how'to communicate with them through more secure
means. In other cases, non-FISA investigative techniques have revealed counter-surveillance
preparations (such as buying “throwaway” cell phones or multiple calling cards). The
Government then offers these specific facts to the FISA court as justification for a grant of

roving authority.

Since the roving authority was added to FISA in 2001, the Government has sought to use
it in a relatively small number of cases (on average, twenty-two applications a year). We would
be pleased to brief Members or staff regarding actual numbers, along with specific case
oxamples, in a classified setting. The FBI uses the granted authority only when the target
actually begins to engage in counter-surveillance activity that thwarts the already authorized
surveillance, and does so ih & way that renders the use of roving authority feasible.

-, Roving authority is subject to the same court-approved minimization rules that govern
other electronic surveillance under FISA and that protect against the unjustified acquisition or
retention of nou-pertinent information. The statute generally requires the Government to notify
the FISA court within 10 days of the date upon which surveillance begiis to be directed at any’

. new facility. Over the past seven years, this process has functioned well and has provided -

effective oversight for this investigative technique. :

We believe that the basic justification offered to Congress in 2001 for the roving
‘authority remains valid today. Specifically, the ease with which individuals can rapidly shift
between communications providers, and the proliferation of both those providers and the
services they offer, almost certainly will increase as technology continues to develop.
International terrorists, foreign intelligence officers, and espionage suspects - like ordinary
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criminals — have learned to use these numerous and diverse communications options fo their
advantage. Any effective surveillance mechanism must incorporate the ability fo rapidly address
an unanticipated change in the target’s communications behavior, The roving electronic
surveillance provision has functioned as intended and has addressed an investigative requirement
that will continue to be critical to national security operations. Accordingly, we recommend
reauthorizing this feature of FISA. o :

2. “Business Records,” USA PATRIOT Act Section 215 (codified at 50 U.S.C. §
1861-62) ‘ o '

We also recommend reauthorizing section 215 of the USA PATRIOT Act, which allows
the FISA court to compel the production of “business records.” The business records provision
addresses a gap n intelligence collection authorities and has proven valuable ina number of

contexts,

The USA PATRIOT Act made the FISA authority relating to business records roughly
analogous to that available to FBI agents investigating criminal matters through the use of grand
jury subpoenas. The original FISA language, added in 1998, limited the business records
authority to four specific types of records, and required the Government to demonsirate “specific
and articulable facts” supporting a reason to believe that the target was an agent of a foreign
power. Inthe USA PATRIOT Act, the authority was changed ta encompass thé production of
“any tangible things™ and the legal standard was changed (o one of simple relevance to an

" authorized investigation to obtain foreign intelligence information not concerning a United States
person or to protect against international terrorism or clandestine intelligence activities.

The Government first used the USA PATRIOT Act business records authority in 2004
after extensive internal discussions over its proper implementation. The Department’s inspector
general evaluated the Department’s implementation of this new atthority at length, in reports
that are now publicly available, Other parts of the USA PATRIOT Act, specifically those
elintinating the “wall” separating intelligence operations and criminal investigations, also had an
effect on the operational environment, The greater access that intelligence investigators now
have to criminal tools (such as grand jury subpoenas) reduces but does not eliminate the need for
intelligence tools such as the business records autharity. The operational security requirements
of most infelligence investigations still requive the secrecy afforded by the FISA authority.

.For the period 2004-2007, the FISA court has issued about 220 orders to produce -
business records, Of these, 173 orders were issued in 2004-06 in combination with FISA pen
register orders to address an anomaly in the statutory language that prevented the acquisition of
subscriber identification information ordinarily associated with pen register information,
Congress corrected this deficiency in the pen register provision in 2006 with language in the
USA PATRIOT Improverent and Reauthorization Act. Thus, this use of the business records

authority became unnecessaty.
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The remaining business records orders issued between 2004 and 2007 were used to
obtain transactional information that did not fall within the scope of any other national security
investigative authority (such as-a national security letter), Some of these orders were used 1o
support impottant and highly sensitive intelligence collection operations, of which both Members
of the Intelligence Committee and their staffs are aware. The Department can provide additional
information to Members or their staff in a classified setling.

It is notewarthy that no recipient of a FISA business records order has ever challenged
the validity of the ovder, despite the availdbility, since 2006, ofa cledr statutory mechanism to do
50. At the time of the USA PATRIOQT Act, there was concern that the FBI would exploit the
broacl scope of the business records autharity to collect sensitive personal information on.
constitutionally protected activities, such as the use of public libraries. This simply has not
occwred, even in the environment ol heightened terrorist threat activity, The oversight provided
by Congress since 2001 and the specific oversight pravisions added to the statute in 2006 have
helped to ensure that the authority is being used as intended.

Based upon this operational experience, we believe that the FISA business records
authority should be reauthorized. There will continue to be instances in which FR] investigators
need td obtain transactional information that does not fall within the scope of authorities relating
to national security letters and are operating in an environmen that precludes the use of less
secure criminal authorities. Many of these instances will be mundane (as they have. been in the
past), such as the need to obtain driver's license information (hat is protected by State law.
Others will be more complex, such.as the need to track the dctivities of intelligence officers
through their use of cettain business services, T all these cases, the availability of a generic,
court-supervised FISA business records authority is the best option for advancing national
security investigations in a manner consistent with civil liberties.” The absence of such an
authority could force the FBI to sacrifice key intelligence opportunities.-

3. “Lone Wolf,? Inteligence Reform and Terrorism Prevention Act of 2004
Section 6001 (codlified at 30 U.S.C, § 1801(b)(1)(C))

Section 6001 of the Intelligence Reform and Terrorism Prevention Act 01’2004 defines a
“lone wolf” agent of a foreign power and allows a non-United States person who “engages in
international terrorism activities” to be considered an agent of a foreign power undor FISA even
though the specific foreign power (i.e., the international terrorist group) remains unidentified.
We also recommend reauthorizing this provision. AT

_ Enacted in 2004, this provision arose from discussions inspired by the Zacarias
Moussaoui ¢ase, The basic idea behind the authority was to cover sifuations in which
information linking the target of an investigation to an international group was absent or
insufficient, although the target’s engagement in “international terrorism” was sufficiently
established. The definition is quite narrow: it.applies only fo non-United States persons; the
activities of the person must meet the FISA definition of “international terrorism;” and the
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information likely 1o be obtamud nust be (oxug,n intelligence information. What thig means, in
practice, is that the Government must know a great deal about the target, including the target's
purpose and plans for tervorist activity (in order to satisfy the definition of “international
terrorism™), but still be unable to connect the mdlvndml to any group that meets the FISA

definition of a forcxgn power.

To date, the Government has not encountered a case in which this definition wag both
necessary and avml'\blu i.e., the target was a non-United States person. Thus, the definition has
never been used in a FISA application.  [However, we do not believe rhat this means the

“authority is now unnecessary. Subsection 101(b) of FISA provides ten sepaiate definitions for
the term “agent.of a foreign power” (five applicable only to non-United States persons, and five
applicable to all persons). Some of these definitions cover the mosi common fact patterns; others
describe narrow categories that may be encountered rarely, However, this latter group includes
legitimate targets that could not be-accommedated under the more gencric definitions and \vould
escape surveillance but for the more specitic definitions.

We believe that the “lone wolf” provision falls squarely within this class. While we
cannot predict the frequency with which it may be used, we can foresee situations in which it
would be the only avenue to effective surveillunce, For example, we could have a case in which
a known international tervorist affirmatively severed his connection with his group, perhaps
following some internal dispute. The target still would be an international terrorist, and an
appropriate target for intelligence surveillance, However, the Government could no longer
represent to the FISA court that he was currently a member of an international terrorist group or
acling on its behalf. Lacking the “lone wolf” definition, the Government could have to postpone
FISA surveillance until the target could be linked to another group. Another scenario is the
prospect of a tervorist who “self-radicalizes” by means of information and training provided by a
‘variety of international terrorist groups via the Internet. Although this target would have adopted
the aims and means of international terrorism, the target would not actually have contacted a
terrorist group. Without the lone wolf definition, the Government might be unable to establish

" FISA surveillance.

These scenarios are not remote hypotheticals; they are based on trends we observe in
current intelligence reporting. We cannot determine how common these fact patterns will be in
the future or whethet any of the targets will so completely lack connections to groups that they
cannot be accommodated under other definitions. However, the continuéd availability of the
fone wolf definition eliminates any gap. The slatulory language of ilie existing provision ensures
its narrow application, so the availability of this potentially useful tool carries little risk of
overuse. We believe that it is essential to have the tool available for the rare situation in which it
is necessary rathef than o delay surveillance of a terrorist in the hopes that the necessary links

are established.
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Thank you for the opportunity to present our views. We would be happy to meet with
your staff to-discuss them. The Office of Management and Budget has advised us that from the
_perspective of the Administration’s program, there is no objection to submission of this letter.

Sincerely,

T

Ronald Weich
Assistant Attorney General

cc: The Honorable Jeff Sessions
Rauking Minarity Member
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U.S. Department of Justice |

Office of Legislative Affairs

Office of the Agsistant Attomey Gengral

The Honorable Patrick.J. Lcahy
Chairman
~ Committee on the Judlclary
United States Senate
Washington, D.C. 20510

_ The Honorable John Conyers, Ir.
Chairman

Committee on the Judiciary

U.S. House of Representatives

Washington, D.C. 20515

Dear Madam and Messrs. Chairmen:

Washington, DC

April 30, 2010

The Honorable Dianne Femstem
Chairman

Select Committee on Intelllgence
United States Senate
Wasghington, D.C, 20510

The Honorable Silvestre Reyes
Chairman
Permanenit Select Committee on Intelligence

. U.S. House of Representatives

Washington, D.C. 20515

This report is submitted pursuant to sections 107 and 502 of the Forexgn
Intelligence Surveillance Act of 1978 (the “Act™), as amended, 50 U.S.C. § 1801 et seq.,
and section 118 of USA PATRIOT Improvement and Reauthorization Act of 2005, Pub,
L. No. 109-177 (2006). In accordance with those provisions, this report covers all
applications made by the Government during calendar year 2009 for authority to conduct .
electronic surveillance for foreign intelligence purposes under the Act, all applications
made by the Government during calendar year 2009 for access to certain business records
- (including the production of tangible things) for foreign intelligence purposes, and certain
requests made by the Federal Bureau of Investigation pursuant to national security letter
authorities, In addition, whilé not required to do o by statute, the Government is
providing information concerning the number of applications made duting calendar yoar
2009 for authority to conduct physical searches for foreign intelligence purposes,

- Applications for Electronic Surveillance Made During Calendar Year 2009

(section 107 of the Act, 50 U.S.C. § 1807) .

During calendar year 2009, the Government made 1,376 applications to the
Foreigt Intelligence Surveillance Court (hereinafter “FISC") for authority to conduct
electronic surveillance and physical searches for foreign intelligence purposes. The 1,376
applications include applications made solely for electronic surveillance, applications
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made solely fot'p'hysxcal search, and combined apphcattons requesting authority for
electronic surveillance and physical search, Of these, 1,329 applications included
requests for authority to conduct electronic survéillance.

Of these 1,329 appltcatto'ns, cight were withdrawn by the Government, The FISC
denied oné application in whole, and one in part, and made modifications to the proposed
orders in fourteen applications, Thus, the FISC approved collection activity in a total of
1,320 of the applications that included requests for authority to conduct electromc
surveillance, '

Applications for Access to Certain Bttsiness Records (Including the
Production of Tangible Things) Made During Calendar Year 2009 (section
502 of the Act 50 U.S.C. § 1862(c)(1))

. During calendar year 2009, the Govemmcnt made twenty-one applications to the
FISC for access to certain business records (including the production of tangible things)
. for foreign intelligence purposes. The FISC did not deny, in whole or in part, any such
application filed by the Government during calendar year 2009. The FISC made
modifications to nine proposed orders in applications for access to business records,

Requests Made for Certain Information Concernlng Different United States
Persons Pursuaiit to Natlonal Security Letter Authorities During Calendar
Year 2009 (USA PATRIOT Irnprovement and Reauthorization Act of 2005 Pub.

L. No, 109-177 (2006))

Pursuant to Section 118 of the USA PATRIOT Improvement and
Reauthorization Act, Pub, L. 109-177 (2006), the Department of Justice provides
Congress with anfual reports regarding requests made by the Federal Bureau of
Investigation (FBI) pursuant to the National Security Letter (NSL) authorities
provided in 12 U,S.C. § 3414, 15U.8.C. § 1681u, 15U8.C. § 1681v, 18US.C.
§ 2709 and 50 U S.CL § 436,

I 2009 the FBI made’ 14 788 NSL requests (excludmg requests for subscriber-
information only) for information concerning United States persons. ‘These sought
information pertaining to 6,114 dtfferent United States persons
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: We hope thiy information is helpful. Please do not hesitate (o contact this office if
-you need additional assistance regarding this matter.

Siﬁcerc]y, '

s

Ronald Weich
Assistant Attorney General

cc:  The Honorable Jeff Sessions
Ranking Minority Member
Senate Committee on the Judiciary

The Honorable Christopher S. Bond
Vice Chairman
Senate Select Committee on Intelligence -

The Honorable Lamar 8, Smith
Ranking Minority Member
House Committee on the Judiciary

The Honorable Peter Hoekstra
Ranking Minority Meimber
House Permanent Select Committee on Intelligence
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V8. Dopirptment of Jhstice
. Offise of Legislefiv Affhity

Dffioanl'tlv Aysislant Afraraey (unorl Waghtiwgton, 2.0 20330

April 20, 2001

‘Tl Honorable Josuph R, Biden, Jr.
Prepidont .

Ulifted Statey Songte

Weshington, DC 20510

Pgp My, Prasidont:

, Thig repont Iy gubimiited pirsuit to-siqtions 107 md 503 of the Foreign lntelligence
Buiveillinge Aot of 1D7E (thie “Act™), as eriendud, S0 VST, § 180T or seg., utvd soution 118 .0f
1784 PATRIOT Improvetmant ard Reauthorisption Adt of 2008, Pub, L. No. 109«177 {2806). In -
nobordnnis with those provisions, tils raport vovers all spplicktions mnds by the Govertnmest
urings oalsmidor yenr 2010 for authiority 1o conduot slsotronio surveillnnge for foreign itelluanse
gurpicsos undak te Ait, o1t splioutions made by the Choverarvent dusing calaidar yeur 2010 for
neomis to derain bushisss tecords (ineluiftug the produstion. of topgible Hitngs) for forelgn
Tintetthgunise paopiensss; atd woptrin Ry byt Tedursl Bureaw oft fuvestigaition-pursuant
o iatlondl seeurity lothse avhionitios, buoddition, while not regulwed to do.so by stuguts, the
Clavarmmont s praviding infopmation mnwmfu? the gt of wppthontions mode dudag

ity ey S0T0 foy ahthiabity ty vondiiot sy o sotveluss S Potigh otliganso iposse,

Appiteations Miade e Tordtgs Tntitligase Sturvelllres Coyes Mty Colbisdur
Voar 2011 (seotion: 107 aft s Auk S0 UIC, § W8Ty -

* Thuing enlensdpr your 2014, the Govargmont tnde 1,579 applioations ty e Fasstgn
Trigttyernst Surveilinaue Couet (herefialter “FIBCT) for authoriey to bairidiiot oleatiiiv.
emrveiliaion andior physiod! searclros Tar forelgn intol{igrmwe parposen. o 1,574 applicutions

. iutuds ugplontions diudy-sotely for slavteonts supvellioiive, applicutions reudy solaty fbe
pilymiaul sempolt, nd qoanbined appliontng reqirestg eutority for dlestonis survedifatioo ond
pligatival vonpol, Ofthono, §,3 1 sppitantiony iohuded roguoste for authoriy to oorituet
© whedironie surveilisnce. o - '

OF thioys 1,511 apptiontions, tive were withdiwn by the Govenrient. The FISC did not ,
ditty any appllcations in whale; or in part, The FISC made modifientiany to the proposed.orders .
in fometeeer applicationy. Thus, the FISC approved vollestion detivity in o witsl of 1,505 of the
apytivetions tat inghuded requeats for uathorlty tr condurt clociranic sarvelllance.
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Appiteations for Access te Certuin Bustness Records (Inehuding the Production of
Tiingile Things) Mude Doring Caleadar Yoay 2010 (section 502 of the Ast, 50

USG. § 1862(0)(1?)

During ealondar yetir 2{) 10, the Oovernmﬁut made 96 applications to the F[SCZ for access
fo ertain busineas records (including the procuction of tmgilsle things) for foratgn intolligence
purpsses. The FISC did nov deny, In whole or i part, any such applicatior filed by the
Government during ealendar year 2010, The FISC made medifications o 43 pmpvsxid orders fn

applications for hcoesy to business records,”

qunest« Mindo l’m' Covtnin Inforrimtion C(mwrning mfﬁeruu Unlted Statos Pyrsons -
Purswant to Nuifonl Security Lettoy Anthorittes Duving Calerdlar Year 2010 (USA
PATRIOT Impravement and Reauthorization Act of 2008, Pub, L. Nos 109177 (2006))

: Pursuant to Seation 118 of the USA PATRIOT Inpravement and Reauthorigation Act,
Pub. L. 109177 (2008), the Department of Justios provides Congress with unnval reperts
rogarding requests made by the Foderal Burcau of tvestigation (FBI) purstsnt to the Mational

- Boourity Leter (NSL) authorities provided in 12 U.S.C. § 3414, 15 US.C. § 1681u,15 US.C,
§ 1681y, 18 U.S.C. § 2709, and 50'U.5.C. § 436.

In 2010, the FBI made 24,287 NBL, requests (excluding requests for subscribar
information only) for uﬂnrmatwn concerning Unlied States persons. These sought fnformation

_ periginibg 1o 14,212 different United Stutes persons,

We hope thal this information is helpfiil, Please do not hesitate to contuct this ofties it
ycm would Hke additjonal assistanoe regarding thm or any other matler,

Sinoerely,

Ronald WﬁH
Assistunt Attoroey General
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September 21, 2011

The Honorable Eric Holder
Attorney Gianeral

United States Department of Justice
‘Washington, D.C. 20530

Dear Attorney General Holder:

As you know, we have been concerned for some ﬂme that the U.S. government {3 relying _
on sooret interprotations of survelllance enthorities that — in our judgment - differ
signifloantly from the public’s understanding of what Is permitted under U.S. law,

We believe that policymakers oan haye legitimate differences of opinion about what
types of domestio survelllanoe should be permitted, but we also bellsve that the American
people should be able to learn what thelr govarnment thinks that the law means, so that
votery have the ability to ratify or reject decislons that elected offlclals make on their

behalf, '

Unfortunetely, however, the decislon to olassify the government's interpretations of the
law itself mekes an informed debate on this issue impossible. Moreover, the absence of
publicly available information about the government’s understanding of its authorities
jncreases the risk of the public being misled or misinformed about the officlal

interpretation of public laws.

While we are sure that you would agrae that government officials should not describe
government autherities in a way that misleads the publie, during your tenure Justioe
Dopartmont officials have - on a number of aeaasions — made what wo believe ace
misleading statements pertaining to the government's interpretation of surveillance law,

Tho first set of statements that concern us axe the repeated claimy by Justics Depertment
officials that the government's authority to obtain busincss rocords or other ‘tangible
things' under section 215 of the USA Patriot Act Is analogous to the use of & grand jury
subpoena, This comparison ~ which we consider highly misleading - has been made by
Justios Department officils on multiple ocoesions, including in testimony befors .
Congress, As you know, Scotion 215 authorities are not interproted in the samo way that
grand jury subpoena authoritles are, and wé are conoerned that when Tustlos Department
officials suggest that the two authoritles are “analogous” they provide the public with a
false understanding of how surveillanae law ls interpreted in practice,

More recently, we wers troubled to leam that a Justice Department spokesman stated that
“Sectlon 215 [of the Patrlot Act] is not a seret law, nor has it been implemented under
seoret legal opinlons by tha Justice Department.” This statement is also oxtremely
misleading. As the NSA General Counsel testified in July of this year, signifioant
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interpretations of section 215 of the Patriot Aot are contained in olassified opinlons of the
Pareign Intelligence Surveillanoe Court and thess opinions - and the legal interpretations
they contain— continue to be kept secret, In our judgment, when the government relies
on significant interpretations of public statutes that are kept seoret from the Amerloan
public, the government is effectively relying on secret law.

Again, we hopes you will agres that misleading statements of this nature are not in the
public interest and must be corrscted, Americans will sventually and inevitably come to
learn about the gap that currently exists between the public's underatanding of
government surveillance authorities and the official, classified interpretation of these
authorities, We believe that the best way to avold a negative public reactlon and an
erosion of confidence in US intelligence agencles is to initlate an informed public debate
about these authorities today, However, if the exeoutive branch is unwilling to do that,
then it Is particularly important for government officlaly to avoid compounding the
problem by making misleading statements such as the ones we have desoribed here,

We urge you to correct the public record with regard to these statements, and ensire that
everyone who speeks for the Justice Department on this {ssue 1s Informed enough ebout it

to avoid similarly misleading statements In the future,

Thank you for your aftention to this matter,
Sinoerely, ' .
"Ron Wyden Matk Udal
: United States Senator

{nited Statss Senator
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U.S. Department of Justice

. Office of Leglslative Affairs

Office of the Assistant Atorney Qeneral Washingion, D.C. 20530

October 19, 2011

The Honorable Ron Wyden
United States Senate
Washington, DC 20510

Dear Senator Wyden:

Thank you for your September 21, 2011 letter to the Aftorney General concerning the
government's authority to obtain records under section 215 of the USA PATRIOT Act, We are
sending an identical response to Senator Mark Udall, who joined in your letter.

As you know, section 215 allows the federal government to apply to the Foreign
Intelligence Surveillance Court (“FISA Court") for a court order directing the productlon of any
tangible things for an author{zed investigation to protect agalnst interational terrotism or
clandestine intelligence activities. In order to Issue an order, the FISA Court must determine that
there aré reasonable grounds to believe that: (1) the tangible things sought ate relevant to an
suthorlzed national seourity Investigation, other than a threat assessment; (2) the investigation is
being conducted under Guidelines approved by the Attorney General under Executive Order
12333; and (3) if a U.S. person is the subject of the Investigation, the Investipation is not being
conducted solely on the basis of First Amendment protected activities. In addition, by law, the
FISA Court may only require the production of records that can be obtained with e grand jury
subpoena or-any other court order directing the production of records or tangible things. See 50
U.8.C. § 1861(c)(2)(D).

The government has made public that some orders issued by the FISA Court under
section 215 have been used to support important and highly sensitive Intelligence collection
operations, on which members of Congress have been fully and repeatedly briefed, During the
last Congress (In December 2009), and in the current Congress (February 2011), the Departinent
of Justice and the Intelligence Community provided a doéument to the House and Senate
intelligence committees to be made available to all members of the House and Senate describing
the elassified uses of section 215 in detail, The Intelligence and Judiciary Committees have been
- briefed on these operations multiple times and have had access to copies of the classified FISA
Court arders and opinions relevant to the use of section 215 In those matters, [n addition, the
Department of Justice has provided Congress with classified and unclassified annual and semi-
annual written reports on section 215 use, and, over the years, has provided extensive briefings
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and testimony on the way this statute has been implemented pursuant to lawful FISA Court
orders. Most recently, in conniection with the reauthorization of the PATRIOT Act, the Altorney
General, the Director of the FBI, and relevant heads of Intelligence Community agencies have all
testified ar briefed members of Congress on the operation of section 215, in addition to multiple
congressional hearlngs at which other senior Department of Justice and Intelligence Community
officlals testified and briefed the issue over the past year. Armed with this information, the
Congress, on & bipartisan basis and by large majorities, has repeatedly reauthotized section 215,
In May 2011, the Senaie approved the legislation to reauthorize the statute and two other
provisions of the USA PATRIOT Act by a vote of 72-23 and the House voted in favor of the
legislation by 250-153. '

Againist this backdrop, we do not believe the Bxecutive Branch Is operating pursuant to
“gecret law” or “secret opintons of the Department of Justice,” Rathet, the Intelligence '
Community is conducting court-authorized intelligence activities pursuant to publie statute,
with the knowledge and aversight of Congress and the Intelligence Committess of both Houges,
There s also extensive oversight by the Executive Branch, including the Department of Justice
and relevant agency General Counsels and Inspectors General, as well as annual and semi-annual
reports to Congress as required by law.

To be sure, the FISA Court opintons and orders relevant to the use of section 215 and
many other intelligence collection authorities are classified, This is necessary because public
disclosure of the actlvities they discuss would harm national security and impede the
effectiveness of the intelligence tools that Congress has authorized, This {a true of many ather
intelligence activities that our government throughout its history has carried out in a classified
manner In the interest of national security, Since it is not possible to disclose these acti vitles to
the public, Congress established the Senate and House intelligence committees to ensure that
Congress Is able to perform its proper oversight rale an behalf of the American people.

We appreciate and share your Interest in an [nformed public debate on how the
government intesprets and uses its intclligence collection authorities, However, the Intelligence
Community has determined that public disclosure of the classi fied uses of section 215 would
expose sensitive sources and methods to our adversaries and therefore harm national security.
As you know, the Attorney Genetal and a senior member of the Intelligence Community testified
in June 2011 in a closed hearing before the Senate Seloct Committee on Intelligence concerning
the classified uses of section 21 5. Thelr classified testimony addressed in detail the operations
carried out under the statute, thoir legal basts, their importance to national security, and the
reasons why neither the operations nor their detailed legal basis can be disclosed publicly. As
they explained, the Executive Branch has done everything it can to ensure that the peoplo's
elected representatives are fully informed of the intelligence collection operations st issue and

" how they function.
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Finally, with regard to the enalogy between section 215 and grand jury subpoenas, as
noted above, séctlon 215 expressly provides that the court “may only require the production of a
tangible thing if such thing can be obtained with a subpoena duces tecum Issued by a court of the
United States in aid of & grand jury Investigation or with any other order issued by & court of the
United States directing the production of records or tangible things.” 50 U.S.C. §1861(c)(2)(D).
Grand jury subpoenas do ot require the approval of a court but rather may be obtained with the
approval of a single prosecutor and may request a wide varlety of records; the government is not
required to make any showing of relevance to a court before issuing such a subpoena, The
records obtained pursuant to a grand jury subpoena may concern the lawful activities of U.S,
citizens if those records are relevant to an investigation. A motion to quash a grand jury
subpoena will be denied unless there Is “no reasonable poastbility” that the category of
information the government.secks will produce Information relevant to the general subject of the
grand jury's investigation. In contrast, as discussed above, records collected under Section 215
require approval of an Article IIf judge sitting on the FISA Court, and the government must
make an affirmative showing to that Court that the records are relevant to an authorized national
security investlgation, Particularly in light of the statutory requirement that a section 215 order
may only obtain records that could be obtained via a grand jury subpoena (or court ardet), we
continue to believe that the analogy between section 215 and a grand jury subpoena is apt. This
I8 not to say, of course, that the factual context in which section 215 may be used for classified
intelligence collecfion operations is the same as it is for ordinary criminal matters.

In sum, given the constraints as to what can be discussed in an unclassified setting, we
believe that we have been as forthcoming as possible in our discussions of section 215.

Thank you for the opportunity to present our views, and please do not hesitate to contact
this office if we can be of further assistance regarding this or any other matter.

Sincerely,

AN A

Ronald Weich
Assistant Attorney General
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QOctober 5, 2009

“The Honorable Edc H, Holder
Attorney General of the United States - . :
U.S. Department of Justice ' .
930 Pennsylvania Ave, NW ' ' o :
Washington, DC 20530 . ' - ‘o

Dear M, Attorney General:

As the Coramittes continues its work concerning the USA Patriot Act and related
legislation, several sections of which expire this year, we are writing to ask that the Department
of Justice make publicly available additional information on the implementation of the Act. We
appreciated the Department's September 22 testimony before the Subcommittee on the
Constitution, Civil Rights, and Civil Liberties, in which it expressed the Administration’s
willingness to work with Congress on Patriot Act proposals to better protect Americans' privacy
and civil liberties, and in which it publicly provided important information about the use of the
“lone wolf" provision of the Act. In order for Congress to meaningfully consider whether and ,
how to extend the “business records” section of the Act, however, we ask that the Department

work to provide additional public information on the use of that provision.

Specifically, at the September 22 hearing, Deputy Assistant-Attorney General Hinnen
testified that orders under Section 215 of the Act, which authotizes compulsory production of
“business records,” have been used 10 obtain “transactional information” to support “important
and highly sensitive intelligence collection.” He explained that some members of the.
Subcommittee and cleared staff have received some briefings on this topic, and that additional

 information could be mads available to them “in a classified sctting.” -

We have appreciated the information that has been provided, and fully understand the
importance of safeguarding our country's national security secrets, Too often in 2007 and 2008,
however, crucial information remained unknown to the pubic and many members of Congress
when Congress voted on important surveillance legislation affecting the interests of all
Americans, As has also been requested in the Senate, we ask that the Department work to make
publicly available additional basic information on the use of Section 215, so that Congress can
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more Opcnly and thoraughly consider the future of this authority while fu]ly prolecting our
national security secrets,

Please contact the Judiciary Committee office, 2138 Rayburn Housc Office Building,
Washington, D.C, 20515 (tel.; 202-225-3951; fax: 202-225-7680) in response to this request.
'Thank you for your prompt attention to this matter,

Smcercly, .
PN 7 A
7 e
CLLZ PO
"John Conyers, Jr. Jerrold-Nadler - = Bobby Scatt ¥
Chairman Chauman ‘Subcommittee Chairman, Subcommittee
on the Constitution, Civil on Crirde, Terrorism and
Rights and Civil Liberties Homeland Security

cc: Ron Weich
The Honorable Lamar Smith

TOTAL P.003
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EXHIBIT C: OIP DRAFT INDEX

American Civil Liberties Union v. U.S. Department of Justice
Civil Action No. 1:11-CV-07562 (WHP)
U.S. District Court for the Southern District of New York

This index contains a description of the ten pages of records protected in full by OIP, pursuant to Freedom of Information Act Exemption 1 (national security) or
5 (deliberative process privilege).

Document
Numbers

Date

Description

Exemption

Pages

1

12/17/09

Classified letter from Ronald Weich, Associate Attorney General, Office of
Legislative Affairs, to Representative John Conyers, Chairman of House
Judiciary Committee, in response to an October 5, 2009 letter to the Attorney
General, from Representative Conyers, Representative Jerrold Nadler, and
Representative Bobby Scott, regarding the reauthorization of several sections
of the USA PATRIOT Act. (Documents 2 and 3 below are identical to
Document 1, except for the addressee. Additionally, the October 5, 2009 letter
was released to Plaintiff on March 15, 2012.)

Exemption 1 (National
security information)

12/17/09

Classified letter from Ronald Weich, Associate Attorney General, Office of
Legislative Affairs, to Representative Jerrold Nadler, Chairman of the House
Subcommittee on the Constitution, Civil Rights and Civil Liberties, in
response to an October 5, 2009 letter to the Attorney General, from
Representative John Conyers, Representative Nadler, and Representative
Bobby Scott, regarding the reauthorization of several sections of the USA
PATRIOT Act (the October 5, 2009 letter was released to Plaintiff).

Exemption 1 (National
security information)

12/17/09

Classified letter from Ronald Weich, Associate Attorney General, Office of
Legislative Affairs, to Representative Bobby Scott, Chairman of House
Subcommittee on Crime, Terrorism and Homeland Security, in response to an
October 5, 2009 letter to the Attorney General, from Representative John
Conyers, Representative Jerrold Nadler, and Representative Scott, regarding
the reauthorization of several sections of the USA PATRIOT Act (the October
5, 2009 letter was released to Plaintiff).

Exemption 1 (National
security information)

(undated)

Briefing material for the Attorney General entitled “USA PATRIOT Act/FISA
Authorities Renewal” containing talking points regarding the Department’s
views concerning the renewal of the three Foreign Intelligence Surveillance
Act (FISA) provisions scheduled to sunset on May 27, 2011

Exemption 5
(Deliberative process
privilege)
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