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8/10/20, 10:33 AMDistrict of Maryland (CM/ECF Live 6.3.3)

Page 1 of 5https://ecf.mdd.uscourts.gov/cgi-bin/DktRpt.pl?342064171500302-L_1_0-1

APPEAL,CLOSED

U.S. District Court
District of Maryland (Greenbelt)

CIVIL DOCKET FOR CASE #: 8:19-cv-00985-GJH

Edgar et al v. Coats et al
Assigned to: Judge George Jarrod Hazel
Case in other court:  USCA, 20-01568
Cause: 28:1331 Violation of Constitutional Rights

Date Filed: 04/02/2019
Date Terminated: 05/07/2020
Jury Demand: None
Nature of Suit: 440 Civil Rights: Other
Jurisdiction: U.S. Government Defendant

Date Filed # Docket Text

04/02/2019 1 COMPLAINT against All Defendants ( Filing fee $ 400 receipt number 0416-
7926763.), filed by Melvin A. Goodman, Richard H. Immerman, Anuradha Bhagwati,
Timothy H. Edgar, Mark Fallon. (Attachments: # 1 Civil Cover Sheet, # 2 Summons, #
3 Summons, # 4 Summons, # 5 Summons)(Rocah, David) (Entered: 04/02/2019)

04/02/2019 2 MOTION to Appear Pro Hac Vice for Brett Max Kaufman (Filing fee $100, receipt
number 0416-7926828.) by Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon,
Melvin A. Goodman, Richard H. Immerman(Rocah, David) (Entered: 04/02/2019)

04/02/2019 3 MOTION to Appear Pro Hac Vice for Vera Eidelman (Filing fee $100, receipt number
0416-7926858.) by Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon, Melvin A.
Goodman, Richard H. Immerman(Rocah, David) (Entered: 04/02/2019)

04/02/2019 4 MOTION to Appear Pro Hac Vice for Naomi Gilens (Filing fee $100, receipt number
0416-7926866.) by Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon, Melvin A.
Goodman, Richard H. Immerman(Rocah, David) (Entered: 04/02/2019)

04/02/2019 5 MOTION to Appear Pro Hac Vice for Alex Abdo (Filing fee $100, receipt number
0416-7926872.) by Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon, Melvin A.
Goodman, Richard H. Immerman(Rocah, David) (Entered: 04/02/2019)

04/02/2019 6 MOTION to Appear Pro Hac Vice for Ramya Krishnan (Filing fee $100, receipt
number 0416-7926880.) by Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon,
Melvin A. Goodman, Richard H. Immerman(Rocah, David) (Entered: 04/02/2019)

04/02/2019 7 MOTION to Appear Pro Hac Vice for Jameel Jaffer (Filing fee $100, receipt number
0416-7926890.) by Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon, Melvin A.
Goodman, Richard H. Immerman(Rocah, David) (Entered: 04/02/2019)

04/02/2019 8 MOTION for Other Relief to Omit Home Addresses from Caption by Anuradha
Bhagwati, Timothy H. Edgar, Mark Fallon (Attachments: # 1 Memorandum in Support,
# 2 Text of Proposed Order)(Rocah, David) (Entered: 04/02/2019)

04/02/2019 9 Summons Issued 21 days as to Daniel Coats, Gina Haspel, Paul M. Nakasone, and

JA-2
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Patrick M. Shanahan. (Attachments: # 1 Summons, # 2 Summons, # 3 Summons)
(km4s, Deputy Clerk) (Entered: 04/02/2019)

04/03/2019 10 PAPERLESS ORDER granting 2 Motion to Appear Pro Hac Vice on behalf of Brett
Max Kaufman. Attorney Brett Max Kaufman will receive a separate email with the
previously issued CM/ECF login and password. Signed by Clerk on 4/3/2019. (srds,
Deputy Clerk) (Entered: 04/03/2019)

04/03/2019 11 PAPERLESS ORDER granting 3 Motion to Appear Pro Hac Vice on behalf of Vera
Eidelman. Directing attorney Vera Eidelman to register online for CM/ECF at
http://www.mdd.uscourts.gov/electronic-case-filing-registration. Signed by Clerk on
4/3/2019. (srds, Deputy Clerk) (Entered: 04/03/2019)

04/03/2019 12 PAPERLESS ORDER granting 4 Motion to Appear Pro Hac Vice on behalf of Naomi
Gilens. Directing attorney Naomi Gilens to register online for CM/ECF at
http://www.mdd.uscourts.gov/electronic-case-filing-registration. Signed by Clerk on
4/3/2019. (srds, Deputy Clerk) (Entered: 04/03/2019)

04/03/2019 13 QC NOTICE: 5 Motion to Appear Pro Hac Vice filed by Mark Fallon, Timothy H.
Edgar, Melvin A. Goodman, Richard H. Immerman, Anuradha Bhagwati needs to be
modified. See attachment for details and corrective actions needed regarding the
signature(s) on the motion. (srds, Deputy Clerk) (Entered: 04/03/2019)

04/03/2019 14 QC NOTICE: 6 Motion to Appear Pro Hac Vice filed by Mark Fallon, Timothy H.
Edgar, Melvin A. Goodman, Richard H. Immerman, Anuradha Bhagwati needs to be
modified. See attachment for details and corrective actions needed regarding the
signature(s) on the motion. (srds, Deputy Clerk) (Entered: 04/03/2019)

04/03/2019 15 QC NOTICE: 7 Motion to Appear Pro Hac Vice filed by Mark Fallon, Timothy H.
Edgar, Melvin A. Goodman, Richard H. Immerman, Anuradha Bhagwati needs to be
modified. See attachment for details and corrective actions needed regarding the
signature(s) on the motion. (srds, Deputy Clerk) (Entered: 04/03/2019)

04/03/2019 16 CORRECTED MOTION to Appear Pro Hac Vice for Alex Abdo by Anuradha
Bhagwati, Timothy H. Edgar, Mark Fallon, Melvin A. Goodman, Richard H.
Immerman. The fee has already been paid.(Rocah, David) (Entered: 04/03/2019)

04/03/2019 17 CORRECTED MOTION to Appear Pro Hac Vice for Ramya Krishnan by Anuradha
Bhagwati, Timothy H. Edgar, Mark Fallon, Melvin A. Goodman, Richard H.
Immerman. The fee has already been paid.(Rocah, David) (Entered: 04/03/2019)

04/03/2019 18 CORRECTED MOTION to Appear Pro Hac Vice for Jameel Jaffer by Anuradha
Bhagwati, Timothy H. Edgar, Mark Fallon, Melvin A. Goodman, Richard H.
Immerman. The fee has already been paid.(Rocah, David) (Entered: 04/03/2019)

04/09/2019 19 PAPERLESS ORDER granting 16 Corrected Motion to Appear Pro Hac Vice on behalf
of Alex Abdo. Attorney Alex Abdo will receive a separate email with the previously
issued CM/ECF login and password. Signed by Clerk on 4/9/2019. (srds, Deputy Clerk)
(Entered: 04/09/2019)

04/09/2019 20 PAPERLESS ORDER granting 17 Corrected Motion to Appear Pro Hac Vice on behalf

JA-3
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of Ramya Krishnan. Directing attorney Ramya Krishnan to register online for CM/ECF
at http://www.mdd.uscourts.gov/electronic-case-filing-registration. Signed by Clerk on
4/9/2019. (srds, Deputy Clerk) (Entered: 04/09/2019)

04/09/2019 21 PAPERLESS ORDER granting 18 Corrected Motion to Appear Pro Hac Vice on behalf
of Jameel Jaffer. Attorney Jameel Jaffer will receive a separate email with the
previously issued CM/ECF login and password. Signed by Clerk on 4/9/2019. (srds,
Deputy Clerk) (Entered: 04/09/2019)

05/06/2019 22 SUMMONS Returned Executed by Melvin A. Goodman, Richard H. Immerman,
Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon. Daniel Coats served on 4/5/2019,
answer due 6/4/2019.(Abdo, Alex) (Entered: 05/06/2019)

05/06/2019 23 SUMMONS Returned Executed by Melvin A. Goodman, Richard H. Immerman,
Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon. Gina Haspel served on 4/5/2019,
answer due 6/4/2019.(Abdo, Alex) (Entered: 05/06/2019)

05/06/2019 24 SUMMONS Returned Executed by Melvin A. Goodman, Richard H. Immerman,
Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon. Patrick M. Shanahan served on
4/5/2019, answer due 6/4/2019.(Abdo, Alex) (Entered: 05/06/2019)

05/06/2019 25 SUMMONS Returned Executed by Melvin A. Goodman, Richard H. Immerman,
Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon. Paul M. Nakasone served on
4/5/2019, answer due 6/4/2019.(Abdo, Alex) (Entered: 05/06/2019)

05/31/2019 26 Consent MOTION for Extension of Time and to Enter Stipulated Briefing Schedule by
Daniel Coats, Gina Haspel, Paul M. Nakasone, Patrick M. Shanahan (Attachments: # 1
Text of Proposed Order Granting Consent Motion to Extend Time for Initial Response
and to Enter Stipulated Briefing Schedule)(White, Neil) (Entered: 05/31/2019)

06/03/2019 27 NOTICE of Appearance by Serena Orloff on behalf of All Defendants (Orloff, Serena)
(Entered: 06/03/2019)

06/07/2019 28 PAPERLESS ORDER granting 26 Consent Motion for Extension of Time. Defendants
may file a motion to dismiss on or before June 14, 2019; Plaintiffs' opposition may be
filed on or before July 16, 2019; and Defendants may reply on or before August 2,
2019. (Entered: 06/07/2019)

06/14/2019 29 Consent MOTION for Leave to File Excess Pages in Support of Motion to Dismiss by
Daniel Coats, Gina Haspel, Paul M. Nakasone, Patrick M. Shanahan (Attachments: # 1
Proposed Order)(Orloff, Serena) (Entered: 06/14/2019)

06/14/2019 30 MOTION to Dismiss by Daniel Coats, Gina Haspel, Paul M. Nakasone, Patrick M.
Shanahan (Attachments: # 1 Memorandum in Support, # 2 Affidavit with Exhibit A, # 3
Proposed Order)(Orloff, Serena) (Entered: 06/14/2019)

06/17/2019 31 PAPERLESS ORDER granting 29 Motion for Leave to File Excess Pages. Signed by
Judge George Jarrod Hazel on 6/17/2019. (jw2s, Deputy Clerk) (Entered: 06/17/2019)

07/16/2019 32 Consent MOTION for Leave to File Excess Pages in Opposition to Defendants' Motion
to Dismiss by Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon, Melvin A.
Goodman, Richard H. Immerman(Rocah, David) (Entered: 07/16/2019)

JA-4
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07/16/2019 33 RESPONSE in Opposition re 30 MOTION to Dismiss filed by Anuradha Bhagwati,
Timothy H. Edgar, Mark Fallon, Melvin A. Goodman, Richard H. Immerman.
(Attachments: # 1 Affidavit with Appendix)(Rocah, David) (Entered: 07/16/2019)

07/23/2019 34 MOTION for Leave to File Brief as Amicus Curiae in Support of Plaintiffs' Brief in
Opposition to Defendants' Motion to Dismiss by Center for Ethics and the Rule of Law
(Attachments: # 1 Attachment)(Woodward, Gordon) (Entered: 07/23/2019)

07/23/2019 35 Local Rule 103.3 Disclosure Statement by Center for Ethics and the Rule of Law
(Woodward, Gordon) (Entered: 07/23/2019)

08/02/2019 36 REPLY to Response to Motion re 30 MOTION to Dismiss filed by Daniel Coats, Gina
Haspel, Paul M. Nakasone, Patrick M. Shanahan.(Orloff, Serena) (Entered: 08/02/2019)

08/02/2019 37 Consent MOTION for Leave to File Excess Pages by Daniel Coats, Gina Haspel, Paul
M. Nakasone, Patrick M. Shanahan (Attachments: # 1 Proposed Order)(Orloff, Serena)
(Entered: 08/02/2019)

08/05/2019 38 PAPERLESS ORDER granting 37 Motion for Leave to File Excess Pages. Signed by
Judge George Jarrod Hazel on 8/5/2019. (jw2s, Deputy Clerk) (Entered: 08/05/2019)

09/04/2019 39 MOTION to Withdraw by Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon,
Melvin A. Goodman, Richard H. Immerman(Rocah, David) (Entered: 09/04/2019)

09/09/2019 40 Request for Hearing/Trial on Pending Motion to Dismiss (Krishnan, Ramya) (Entered:
09/09/2019)

10/15/2019 41 PAPERLESS ORDER granting 39 Motion to Withdraw. Signed by Judge George Jarrod
Hazel on 10/15/2019. (jw2s, Chambers) (Entered: 10/15/2019)

02/12/2020 42 MOTION to Appear Pro Hac Vice for Meenakshi Krishnan (Filing fee $100, receipt
number 0416-8510289.) by Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon,
Melvin A. Goodman, Richard H. Immerman(Rocah, David) (Entered: 02/12/2020)

02/14/2020 43 QC NOTICE: 42 Motion to Appear Pro Hac Vice filed by Mark Fallon, Timothy H.
Edgar, Melvin A. Goodman, Richard H. Immerman, Anuradha Bhagwati needs to be
modified. See attachment for details and corrective actions needed regarding missing or
incomplete information. (srd, Deputy Clerk) (Entered: 02/14/2020)

02/20/2020 44 CORRECTED MOTION to Appear Pro Hac Vice for Meenakshi Krishnan by
Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon, Melvin A. Goodman, Richard H.
Immerman. The fee has already been paid.(Rocah, David) (Entered: 02/20/2020)

02/21/2020 45 PAPERLESS ORDER granting 44 Corrected Motion to Appear Pro Hac Vice on behalf
of Meenakshi Krishnan. Directing attorney Meenakshi Krishnan to register online for
CM/ECF at http://www.mdd.uscourts.gov/electronic-case-filing-registration. Signed by
Clerk on 2/21/2020. (srd, Deputy Clerk) (Entered: 02/21/2020)

04/16/2020 46 MEMORANDUM OPINION. Signed by Judge George Jarrod Hazel on 4/15/2020.
(tds, Deputy Clerk) (Entered: 04/16/2020)

JA-5
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04/16/2020 47 ORDER granting 8 Plaintiffs' Motion to Omit Home Addresses from Caption;granting
30 Defendants' Motion to Dismiss; granting 32 Plaintiffs' Unopposed Motion for Leave
to File Excess Pages; granting 34 The Center for Ethics and Rule of Law's Motion for
Leave to File Brief as Amicus Curiae; and directing the Plaintiffs to notify the Court
within 14 days of this Order if they intend to submit a Motion for Leave to Amend the
Complaint. Signed by Judge George Jarrod Hazel on 4/15/2020. (tds, Deputy Clerk)
(Entered: 04/16/2020)

05/07/2020 48 ORDER dismissing with prejudice 1 Plaintiffs' Complaint for Declaratory and
Injunctive Relief; and directing the Clerk to CLOSE this Case. Signed by Judge George
Jarrod Hazel on 5/6/2020. (tds, Deputy Clerk) (Entered: 05/07/2020)

05/12/2020 49 NOTICE OF APPEAL as to 46 Memorandum Opinion, 48 Order Dismissing Case by
Anuradha Bhagwati, Timothy H. Edgar, Mark Fallon, Melvin A. Goodman, Richard H.
Immerman. Filing fee $ 505, receipt number 0416-8648074.(Rocah, David) (Entered:
05/12/2020)

05/14/2020 50 Transmission of Notice of Appeal and Docket Sheet to US Court of Appeals re 49
Notice of Appeal. IMPORTANT NOTICE: To access forms which you are required to
file with the United States Court of Appeals for the Fourth Circuit please go to
http://www.ca4.uscourts.gov and click on Forms & Notices.(nu, Deputy Clerk)
(Entered: 05/14/2020)

05/20/2020 51 USCA Case Number 20-1568 for 49 Notice of Appeal filed by Mark Fallon, Timothy
H. Edgar, Melvin A. Goodman, Richard H. Immerman, Anuradha Bhagwati. Case
Manager - Richard H. Sewell (nus, Deputy Clerk) (Entered: 05/20/2020)

PACER Service Center
Transaction Receipt

08/10/2020 10:32:27
PACER
Login: helenzhong:5578077:5135583 Client

Code:

Description: Docket Report Search
Criteria:

8:19-cv-
00985-GJH

Billable
Pages: 4 Cost: 0.40
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81,7('�67$7(6�',675,&7�&2857�
',675,&7�2)�0$5</$1'�

TIMOTHY H. EDGAR 

Providence, RI* 
 

RICHARD H. IMMERMAN 
700 Locust Street 
Philadelphia, PA 19106  

 
MELVIN A. GOODMAN 

5002 Nahant Street 
Bethesda, Montgomery County, MD 
20816 

 
ANURADHA BHAGWATI 

New York, NY* 
 

MARK FALLON 
Brunswick, Georgia* 

3ODLQWLIIV, 

v. 

DANIEL COATS, in his official capacity as 
Director of National Intelligence 

Office of the Director of National 
Intelligence 
Washington, DC 20511  

 
GINA HASPEL, in her official capacity as 
Director of the Central Intelligence Agency 

Central Intelligence Agency 
Washington, DC 20505  

�
�
�
�FRQWLQXHG�RQ�QH[W�SDJH��
�

Civil Action No. __________ 

                                                 
* In a concurrently filed motion, Plaintiffs Timothy H. Edgar, Anuradha Bhagwati, and Mark 
Fallon have requested a waiver of their obligations under Local Rule 102.2(a) to provide their 
home addresses in the caption of this complaint. 

Case 8:19-cv-00985-GJH   Document 1   Filed 04/02/19   Page 1 of 42
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�

PATRICK M. SHANAHAN, in his official 
capacity as Acting Secretary of Defense 

Department of Defense 
1400 Defense Pentagon 
Washington, DC 20301 

 
PAUL M. NAKASONE, in his official 
capacity as Director of the National Security 
Agency 

National Security Agency 
9800 Savage Road 
Fort Meade, MD 20755 

'HIHQGDQWV. 
 

 
&203/$,17�)25�'(&/$5$725<�$1'�,1-81&7,9(�5(/,()�

1.� This is a challenge to a far-reaching system of prior restraints that suppresses a 

broad swath of constitutionally protected speech, including core political speech, by former 

government employees. The system, known as “prepublication review,” exposes millions of 

former intelligence-agency employees and military personnel to possible sanction if they write or 

speak about their government service without first obtaining the government’s approval. Under 

this system, government officials review and censor tens of thousands of submissions every year. 

2.� As prominent legal scholars have noted, and as the government’s own documents 

confirm, the system is “racked with pathologies.” Jack Goldsmith & Oona Hathaway, 7KH�

*RYHUQPHQW¶V�6\VWHP�RI�3UHSXEOLFDWLRQ�5HYLHZ�,V�%URNHQ, Wash. Post (Dec. 25, 2015), 

https://perma.cc/2JST-ZJ52. Many agencies impose prepublication review obligations on former 

employees without regard to their level of access to sensitive information. Submission 

requirements and review standards are vague, overbroad, and leave former employees uncertain 

or unaware of their obligations. Manuscript review frequently takes weeks or even months. 

Agencies’ censorial decisions are often arbitrary, unexplained, and influenced by authors’ 

Case 8:19-cv-00985-GJH   Document 1   Filed 04/02/19   Page 2 of 42
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viewpoints. And favored officials are sometimes afforded special treatment, with their 

manuscripts fast-tracked and reviewed more sympathetically. As a result of the system’s 

dysfunction, many would-be authors self-censor, and the public is denied access to speech by 

former government employees that has singular potential to inform public debate about 

government policy. 

3.� This system of censorship cannot be squared with the First Amendment. The 

government has a legitimate interest in protecting bona fide national-security secrets, and several 

statutes impose after-the-fact criminal penalties on those who disclose classified information 

unlawfully. But the imposition of a prior restraint is an extreme measure—one that can be 

justified only in truly extraordinary circumstances and, even then, only when the restraint is 

closely tailored to a compelling government interest and accompanied by procedural safeguards 

designed to avoid the dangers of a censorship system. To survive First Amendment scrutiny, a 

requirement of prepublication review would have to, at a minimum, apply only to those entrusted 

with the most closely held government secrets; apply only to material reasonably likely to 

contain those secrets; provide clear notice of what must be submitted and what standards will be 

applied; tightly cabin the discretion of government censors; include strict and definite time limits 

for completion of review; require censors to explain their decisions; and assure that those 

decisions are subject to prompt review by the courts. The prepublication review system, in its 

current form, has none of these features. 

4.� Plaintiffs Timothy H. Edgar, Richard H. Immerman, Melvin A. Goodman, 

Anuradha Bhagwati, and Mark Fallon are former employees of the Office of the Director of 

National Intelligence, the Central Intelligence Agency, and the Department of Defense. Between 

them, they served in the intelligence community and the military in a diversity of roles for almost 

Case 8:19-cv-00985-GJH   Document 1   Filed 04/02/19   Page 3 of 42
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a century. All of them have drafted publications subject to prepublication review. Most of them 

have submitted written works for review in the past. All of them intend to continue writing 

works subject to review. And, without the intervention of this Court, all of them will be forced to 

choose between submitting material to an unconstitutional censorship regime and risking 

sanction in the future. They seek a declaration that Defendants’ prepublication review regimes 

are unconstitutional and an injunction against the application of these regimes to them. 

-XULVGLFWLRQ�DQG�9HQXH�

5.� This action arises under the First and Fifth Amendments to the U.S. Constitution.  

6.� This Court has subject matter jurisdiction pursuant to 28 U.S.C. § 1331 over 

causes of action arising under the U.S. Constitution. The Court has authority to grant declaratory 

and injunctive relief under the Declaratory Judgment Act, 28 U.S.C. §§ 2201–2202, and under 

the Court’s inherent equitable jurisdiction.  

7.� Venue is proper in this district pursuant to 28 U.S.C. § 1391 because one Plaintiff 

resides in this judicial district and Defendants are officers of the United States sued in their 

official capacities. 

3DUWLHV�

8.� Timothy H. Edgar is an expert on cybersecurity and a former employee of the 

Office of the Director of National Intelligence (“ODNI”). He resides in Rhode Island. He has 

submitted written work to the ODNI in the past and at least some of his manuscripts have been 

referred to the Central Intelligence Agency (“CIA”) and the National Security Agency (“NSA”) 

for additional review. 

9.� Richard H. Immerman is a historian with expertise in U.S. foreign relations and a 

former employee of the ODNI. He resides in Pennsylvania. He has submitted written work to the 

Case 8:19-cv-00985-GJH   Document 1   Filed 04/02/19   Page 4 of 42
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ODNI in the past and at least one of his manuscripts has been referred to the CIA for additional 

review. 

10.� Melvin A. Goodman is an expert on the former Soviet Union and a former 

employee of the CIA. He resides in Maryland. He has submitted written work to the CIA in the 

past and at least one of his manuscripts has been referred to the Department of Defense (“DOD”) 

for additional review. 

11.� Anuradha Bhagwati is a writer, activist, and Marine Corps veteran who founded 

SWAN, the Service Women’s Action Network, an organization that raises awareness of and 

conducts advocacy on issues of sexual violence in the military and gender equality in the armed 

services. She resides in New York. She was not made aware of her prepublication review 

obligation until recently, and she has not submitted written work to the DOD in the past. 

12.� Mark Fallon is an expert on counterterrorism, counterintelligence, and 

interrogation and a former employee of the Naval Criminal Investigative Service. He resides in 

Georgia. He has submitted written work to the DOD in the past, and at least two of his 

manuscripts have been referred to other DOD components and agencies outside of the DOD for 

additional review. 

13.� Defendant Daniel Coats is the Director of National Intelligence. He has ultimate 

authority over the ODNI’s prepublication review regime. He is sued in his official capacity.  

14.� Defendant Gina Haspel is the Director of the CIA. She has ultimate authority over 

the CIA’s prepublication review regime. She is sued in her official capacity.  

15.� Defendant Patrick M. Shanahan is the Acting Secretary of Defense. He has 

ultimate authority over the DOD’s prepublication review regime. He is sued in his official 

capacity. 
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16.� Defendant Paul M. Nakasone is the Director of the NSA, which is a component of 

the DOD. He has authority over the NSA’s prepublication review regime. He is sued in his 

official capacity. 

)DFWV�

Origins and Metastasis of the Prepublication Review System 

17.� Since its establishment in 1947, the CIA has required employees to sign secrecy 

agreements as a condition of employment and again upon their resignation from the agency. 

Although the terms of these agreements have varied over time, the agreements have generally 

prohibited CIA employees from publishing manuscripts without first obtaining the agency’s 

consent.  

18.� In the 1950s and 1960s, when comparatively few former CIA employees sought 

to publish manuscripts, the agency handled prepublication review informally through its Office 

of Security and Office of General Counsel. In the 1970s, however, partly as a result of the 

Vietnam War and the executive-branch abuses of power exposed and documented by the Church 

and Pike Committees, many more former agency employees began writing, often critically, 

about the agency and its activities. In 1976, in the wake of a Fourth Circuit ruling that allowed 

the CIA to enforce a prepublication review agreement against a former employee named Victor 

Marchetti, CIA Director George H.W. Bush established the Publications Review Board to review 

the non-official publications of current employees. The next year, when Stansfield Turner 

succeeded Bush as CIA Director, Turner expanded the Board’s authority to reach publications by 

former employees. 

19.� The 1980s were a critical period in the evolution of prepublication review. In 

1980, a divided Supreme Court decided 6QHSS�Y��8QLWHG�6WDWHV, 444 U.S. 507 (1980), affirming 

the imposition of a constructive trust on proceeds earned by a former CIA officer who had 
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published a book without submitting it for review. The ruling—unsigned and issued without the 

benefit of oral argument or even briefing on the merits—was widely criticized by prominent 

voices across the political spectrum.  

20.� Emboldened by 6QHSS, in 1983 President Reagan issued National Security 

Decision Directive 84 (“Directive 84”), which mandated that intelligence agencies require all 

persons authorized to access Sensitive Compartmented Information (“SCI”) to sign a 

nondisclosure agreement as a condition of access. The directive provided that “[a]ll such 

agreements must include a provision for prepublication review to assure deletion of SCI and 

other classified information.” In a 1983 report, the General Accounting Office estimated that the 

provision would affect approximately 128,000 people—in addition to an undisclosed number of 

CIA and NSA employees. 

21.� Directive 84 provoked an intense and bipartisan backlash in Congress. In October 

1983, Senator Charles Mathias, Republican of Maryland, proposed a rider on a State Department 

appropriations measure to delay the implementation of the directive’s prepublication review 

provision. Mathias told the Senate: “We must insure that the free speech rights of our most 

experienced public servants are not restricted unnecessarily. . . . [C]ongressional consideration 

must precede the implementation of the censorship plan.” The House and Senate agreed, voting 

to approve the rider in November. Two months later, Representative Jack Brooks, Democrat of 

Texas, introduced legislation to prohibit most agencies from imposing prepublication review 

requirements. The bill was referred to the House Committee on Post Office and Civil Service, 

and subcommittee hearings were held in February. However, on March 20, 1984, one day before 

the bill’s formal consideration by the full committee, President Reagan suspended Directive 84’s 

prepublication review mandate. As a result, Brooks’s bill was removed from the full committee’s 
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schedule. As a 1988 report of the House Committee on Government Operations, chaired by 

Brooks, noted: “It appeared as if there would be no need for legislation prohibiting 

prepublication review contracts because the Administration had decided not to implement that 

policy.” 

22.� President Reagan’s suspension of the prepublication review mandate did not, 

however, suspend agencies’ existing prepublication review requirements or prohibit the agencies 

from imposing new ones. The agencies continued to require employees to sign Form 4193, a 

standard-form contract that the Reagan administration had introduced in 1981 without informing 

Congress, and that imposed essentially the same prepublication review obligations that Directive 

84 would have imposed. A General Accounting Office survey found that, at the end of 1985, at 

least 240,776 individuals had signed SCI nondisclosure agreements with prepublication review 

requirements, and an updated survey from 1988 found that about 450,000 current and former 

employees had signed such agreements. Neither survey included employees (current or former) 

of the CIA or the NSA. 

23.� Over the past five decades, the prepublication review system has expanded on 

every axis.  

24.� First, more agencies impose prepublication review requirements on their former 

employees. When the Supreme Court decided 6QHSS, the only U.S. intelligence agencies that 

imposed prepublication review obligations on former employees were the CIA and the NSA. 

Today, every U.S. intelligence agency imposes a lifetime prepublication review requirement on 

at least some subset of former employees.  

25.� Second, these agencies impose prepublication review obligations on more 

categories of people. Most agencies once imposed lifetime prepublication review obligations 
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only on individuals with access to SCI, and the number of employees with SCI was “a very small 

fraction of Government employees who [had] access to classified information generally,” as 

Deputy Assistant Attorney General Richard K. Willard testified in 1983. Now, however, many 

agencies impose such obligations even on employees who have never had access to SCI or to 

classified information of any kind. Whereas the DOD, for example, once imposed lifetime 

prepublication review obligations only on employees with access to SCI—111,167 people in 

1983—it now imposes these obligations on all 2.9 million of its employees, including civilian 

employees, active duty military personnel, and reservists. 

26.� Third, the amount of information that is classified has expanded dramatically. In 

1980, the year 6QHSS�was decided, original and derivative classification authorities made 16 

million classification decisions. In 2017, they made 49.5 million. The increase in the number of 

classified secrets has meant a corresponding expansion in the reach of prepublication review 

regimes—an expansion that is of especial concern because, as is widely acknowledged, a 

substantial fraction of classified secrets is classified improperly or unnecessarily.  

27.� Fourth, agency prepublication review regimes have become increasingly complex. 

The CIA prepublication review obligations that the Supreme Court considered in 6QHSS were 

purely contractual. Today, the intelligence agencies impose prepublication review requirements 

through a confusing tangle of contracts, regulations, and policies. Moreover, the basic features of 

prepublication review—including submission and review standards, review timelines, and 

appeals processes—vary widely across agencies, which further complicates the process for 

former employees who must submit to more than one agency, and also for those who submit to 

only one agency but are told, as they very often are, that their manuscript has been referred to 

other agencies for additional review. Against this background, former employees frequently have 
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difficulty determining what their submission obligations are, and what standards will be applied 

to their manuscripts.  

28.� Fifth, the amount of material being submitted for prepublication review has 

steadily increased. For example, in 1977, the CIA received 43 submissions for prepublication 

review. In 2015, by contrast, the agency received more than 8,400 submissions for 

prepublication review, including about 3,400 manuscripts, according to a draft report of the CIA 

Inspector General obtained by the American Civil Liberties Union (“ACLU”) and the Knight 

First Amendment Institute at Columbia University (“Knight Institute”) under the Freedom of 

Information Act (“FOIA”). Another document released under FOIA indicates that the number of 

pages reviewed by the CIA each year increased from about 1,000 in the mid-1970s to 150,000 in 

2014. Other agencies have seen similarly dramatic increases.  

 

)LJXUH����*UDSK�IURP�&,$�,QVSHFWRU�*HQHUDO�UHSRUW�SURGXFHG�WR�
WKH�$&/8�DQG�WKH�.QLJKW�,QVWLWXWH�LQ�)2,$�OLWLJDWLRQ�
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29.� Finally, in part because so much more material is submitted to them, agencies 

now take much more time to complete their reviews. In a 1983 congressional hearing, then–

Chairman of the CIA’s Publications Review Board Charles Wilson testified that the CIA’s 30-

day time limit for completion of reviews was “met in virtually all cases but a very few,” and that 

the average review took just 13 days. Review takes much longer today, perhaps because staffing 

has not kept pace with the sharp increase in submissions. According to the draft CIA IG report 

cited above, “[w]ith today’s volumes, complexity, and drive for immediacy, [the Publications 

Review Board] is struggling with achieving timeliness, and to some extent 

thoroughness/quality.” The report states: “[B]ook-length manuscripts received today are 

currently projected to take over a year because of the complexity and large book backlog.” 

30.� In part because of the expansion described above, and in part because of factors 

described more fully below, the prepublication review system has become dysfunctional. 

Recognizing this, in 2017 the House and Senate Intelligence Committees instructed the DNI to 

prepare, within 180 days of enactment of the Intelligence Authorization Act for that year, a new 

prepublication review policy that would apply to all intelligence agencies and that would “yield 

timely, reasoned, and impartial decisions that are subject to appeal.” The new policy, the 

committees said, should require each intelligence agency to develop and maintain a 

prepublication review policy that identifies the individuals whose work is subject to 

prepublication review, provides guidance on the types of information that must be submitted for 

review, provides for a “prompt and transparent” appeals process, includes guidelines for the 

assertion of “interagency equities,” and summarizes the measures the agency may take to enforce 

its policy. Twenty-three months have passed, however, and the DNI has not published or 

formulated such a policy.  
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'HIHQGDQWV¶�3UHSXEOLFDWLRQ�5HYLHZ�5HJLPHV�

31.� Defendants’ prepublication review regimes differ in their particulars, but each of 

them restrains far more speech than can be justified by any legitimate government interest.  

CIA 

32.� The CIA imposes overlapping submission requirements that, taken together, are 

vague, confusing, and overbroad.  

a.� Through Standard Form 312, “Classified Information Nondisclosure Agreement,” 

the CIA requires all agency employees with access to classified information who 

are “uncertain about the classification status of information” to “confirm from an 

authorized official that the information is unclassified before [they] may disclose 

it.” 6HH�Standard Form 312 § 3.  

b.� Through Form 4414, “Sensitive Compartmented Information Nondisclosure 

Agreement,” the CIA requires all agency employees with access to SCI to submit 

for prepublication review “any writing or other preparation in any form, including 

a work of fiction, that contains or purports to contain any SCI or description of 

activities that produce or relate to SCI or that [the author has] reason to believe 

are derived from SCI.” 6HH�Form 4414 § 4.  

c.� Through the standard CIA secrecy agreement—a document that has not been 

released publicly but that is summarized on the CIA’s website—the agency 

requires all CIA officers, as a condition of employment, to submit for 

prepublication review “any and all materials they intend to share with the public 

that are intelligence related.”  

d.� Finally, through Agency Regulation (“AR”) 13-10, “Agency Prepublication 

Review of Certain Material Prepared for Public Dissemination,” the CIA requires 
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all “former Agency employees and contractors, and others who are obligated by 

CIA secrecy agreement,” to submit for prepublication review any material “that 

mentions CIA or intelligence data or activities or material on any subject about 

which the author has had access to classified information in the course of his 

employment or other contact with the Agency.” 6HH�AR 13-10 § 2(b)(1), (e)(1). 

e.� A document provided by the CIA to the ACLU and the Knight Institute in FOIA 

litigation states that the agency “will not provide a copy of a secrecy agreement or 

nondisclosure agreement to an author who requests one they signed,” even though 

such agreements “are typically not classified.” 

33.� The CIA’s prepublication review regime fails to meaningfully cabin the discretion 

of the agency’s censor, the Publications Review Board. Collectively, Standard Form 312, Form 

4414, the CIA secrecy agreement, and AR 13-10 give the Board discretion to censor information 

that it claims is classified without regard to, for example, whether disclosure of the information 

would actually cause harm to the nation’s security, whether the former employee acquired the 

information in question in the course of employment, whether the information is already in the 

public domain, and whether any legitimate interest in secrecy is outweighed by the public 

interest in disclosure. In addition, when the Board refers manuscripts to other agencies for 

review, other agencies censor manuscripts submitted by former CIA employees on the basis of 

review standards that are not disclosed. 6HH�SF-312 § 3; Form 4414 §§ 4–5; AR 13-10 § 2(c)(1), 

(f)(2). 

34.� The breadth and vagueness of the CIA’s review standards invite capricious and 

discriminatory enforcement, and in practice the Board’s censorship decisions are often arbitrary 

or influenced by the author’s viewpoint. For example, former intelligence-community employees 

Case 8:19-cv-00985-GJH   Document 1   Filed 04/02/19   Page 13 of 42

JA-20

USCA4 Appeal: 20-1568      Doc: 21            Filed: 08/14/2020      Pg: 23 of 213



14 

who wrote books criticizing the CIA’s torture of prisoners apprehended in the “war on terror” 

have complained publicly that their books were heavily redacted even as former CIA officials’ 

supportive accounts of the same policies were published without significant excisions of similar 

information. In 2012, the CIA opened an internal investigation into whether the agency’s 

prepublication review regime was being misused to suppress speech critical of the agency. 

According to the :DVKLQJWRQ�3RVW, the investigation was sparked by “growing concern in the 

intelligence community that the review process is biased toward agency loyalists, particularly 

those from the executive ranks.” The CIA has not released or publicly described the 

investigation’s findings. 

35. The CIA’s prepublication review regime does not require the Publications Review

Board to provide authors with reasons for its decisions, even in unclassified form, and on 

information and belief the Board generally does not do so.  

36. The CIA’s prepublication review regime fails to assure prompt agency review. To

the extent that the regime provides deadlines for review or the adjudication of appeals, these 

deadlines are merely aspirational. As noted above, the CIA itself estimates that review of book-

length manuscripts will take a year—a duration of time that dissuades would-be authors from 

setting pen to paper and dissuades would-be publishers from signing book contracts with former 

agency employees. In some cases, review has taken considerably longer than one year. For 

example, a manuscript by former CIA analyst Nada Bakos was reportedly under review for 

almost twice that time. 

37. The CIA’s prepublication review regime also fails to require the government to

initiate judicial review of censors’ decisions and fails to guarantee that review is prompt. 
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DOD 

38.� The DOD imposes overlapping submission requirements that, taken together, are 

vague, confusing, and overbroad.  

a.� As a prerequisite to accessing classified information, the DOD requires 

employees to sign Standard Form 312, which is described above.  

b.� As a prerequisite to accessing SCI, the DOD requires employees to sign Form 

4414, which is described above, DD Form 1847-1, “Sensitive Compartmented 

Information Nondisclosure Statement,” or both. Like Form 4414, DD Form 

1847-1 requires all agency employees with access to SCI to submit for 

prepublication review “any writing or other preparation in any form, including a 

work of fiction, that contains or purports to contain any SCI or description of 

activities that produce or relate to SCI or that [the author has] reason to believe 

are derived from SCI.” 6HH�DD Form 1847-1 § 4. 

c.� The DOD has also adopted Directive 5230.09, “Clearance of DoD Information for 

Public Release,” and Instruction 5230.29, “Security and Policy Review of DoD 

Information for Public Release,” which together require all former agency 

employees and all former active or reserve military service members to submit for 

prepublication review “any official DoD information intended for public release 

that pertains to military matters, national security issues, or subjects of significant 

concern to [the agency].” The directive defines “official DoD information” to 

encompass “[a]ll information that is in the custody and control of the Department 

of Defense, relates to information in the custody and control of the Department, or 

was acquired by DoD employees as part of their official duties or because of their 

official status within the Department.” Such information must be submitted for 
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review if, for example, it “[i]s or has the potential to become an item of national 

or international interest”; “[a]ffects national security policy, foreign relations, or 

ongoing negotiations”; or “[c]oncerns a subject of potential controversy among 

the DoD Components or with other federal agencies.” 6HH�Directive 5230.09 

§ 4(b); LG��Glossary, pt. II; Instruction 5230.29 § 3; LG��Enclosure 3 § 1. As a 

“Frequently Asked Questions” document issued by the DOD emphasizes, “[a]ll 

current, former, and retired DoD employees and military service members 

(whether active or reserve) who have had access to DoD information or facilities, 

must submit DoD information intended for public release . . . for review and 

clearance.”  

39.� The DOD’s prepublication review regime fails to meaningfully cabin the 

discretion of the agency’s review board, the Defense Office of Prepublication and Security 

Review. Collectively, Standard Form 312, Form 4414, DD Form 1847-1, and the DOD’s 

directive and instruction give the DOD’s review board discretion to censor information without 

regard to, for example, whether the information is classified, whether disclosure of the 

information would actually cause harm to the nation’s security, whether the former employee 

acquired the information in question in the course of employment, whether the information is 

already in the public domain, and whether any legitimate interest in secrecy is outweighed by the 

public interest in disclosure. For example, the DOD’s directive and instruction seem to 

contemplate that submissions from former employees may be subject to both “security review” 

(intended to “protect[] classified information, controlled unclassified information, or unclassified 

information that may individually or in aggregate lead to the compromise of classified 

information or disclosure of operations security”) and “policy review” (which seeks to “ensure[] 
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that no conflict exists with established policies or programs of the DoD or the U.S. 

Government”). In addition, when the DOD’s review board refers manuscripts to other agencies 

for review, other agencies censor manuscripts submitted by former DOD employees on the basis 

of standards that are not disclosed. 6HH�SF-312 § 3; Form 4414 §§ 4–5; DD Form 1847-1 §§ 4–5; 

Instruction 5230.29 § 3; LG��Enclosure 3 § 1. 

40.� The breadth and vagueness of the DOD’s review standards mean that the DOD 

review board’s decisions are frequently arbitrary and that the DOD and DOD components often 

disagree as to what must be censored. For example, when former reserve Army officer Anthony 

Shaffer�submitted his memoir for review, the Army reviewed the manuscript and cleared it with 

modest changes. Several months later, however, the Defense Intelligence Agency saw a copy, 

showed it to the NSA and other agencies, and decided that some 250 passages had to be 

redacted. Redactions included information that was readily available on Wikipedia as well as 

other publicly available information, such as the name and abbreviation of the Iranian 

Revolutionary Guard Corps and the fact that “sig int” means “signals intelligence.”  

41.� The DOD’s prepublication review regime does not require the DOD’s review 

board to provide authors with reasons for its decisions, even in unclassified form, and on 

information and belief the review board generally does not do so. 

42.� The DOD’s prepublication review regime fails to assure prompt agency review. 

To the extent that the regime provides deadlines for review or the adjudication of appeals, these 

deadlines are merely aspirational. As documents produced to the ACLU and the Knight Institute 

in FOIA litigation show, the DOD’s prepublication review process frequently takes many weeks 

or even months. 6HH�Instruction 5230.29, Enclosure 3 §§ 3(a), 4(b). For example, in 2014 former 

ODNI and Defense Intelligence Agency officer Michael Richter lodged an administrative appeal 
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with the DOD that took over seven months to adjudicate. This, despite the fact that the appeal 

“require[d] analysis of one sentence, in one paragraph, citing one document”—and the author’s 

insistence that he had “only learned of [the excised] information by virtue of having access to the 

New York Times website.” 

43.� The DOD’s prepublication review regime also fails to require the government to 

initiate judicial review of censors’ decisions and fails to guarantee that review is prompt. 

NSA 

44.� The NSA imposes overlapping submission requirements that, taken together, are 

vague, confusing, and overbroad.  

a.� As a prerequisite to accessing classified information, the NSA requires employees 

to sign Standard Form 312, which is described above.  

b.� As a prerequisite to accessing SCI, the NSA requires employees to sign Form 

4414, which is described above.  

c.� The NSA has also adopted NSA/CSS Policy 1-30, “Review of NSA/CSS 

Information Intended for Public Release,” which requires all former NSA 

employees to submit for prepublication review any material, other than a resume 

or other job-related document, “where [it] contains official NSA/CSS information 

that may or may not be UNCLASSIFIED and approved for public release.” 

“Official NSA/CSS information” is defined to include “[a]ny NSA/CSS, DoD, or 

IC information that is in the custody and control of NSA/CSS and was obtained 

for or generated on NSA/CSS’ behalf during the course of employment or other 

service, whether contractual or not, with NSA/CSS.” While the policy does not 

define “approved for public release,” it seems to contemplate that information 
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may be unclassified but not approved for release. 6HH�NSA/CSS Policy 1-30 §§ 2, 

6(b), 29. 

45.� The NSA’s prepublication review regime fails to meaningfully cabin the 

discretion of the agency’s censors, known as Prepublication Review Authorities. Indeed, the 

NSA’s policy does not directly address what information may be censored. Collectively, 

Standard Form 312, Form 4414, and the NSA’s policy give reviewing officials discretion to 

censor information without regard to, for example, whether the information is classified, whether 

disclosure of the information would actually cause harm to the nation’s security, whether the 

former employee acquired the information in question in the course of employment, whether the 

information is already in the public domain, and whether any legitimate interest in secrecy is 

outweighed by the public interest in disclosure. In addition, when the NSA refers manuscripts to 

other agencies for review, other agencies censor manuscripts submitted by former NSA 

employees on the basis of standards that are not disclosed. 6HH�SF-312 § 3; Form 4414 §§ 4–5; 

NSA/CSS Policy 1-30 § 12(e). 

46.� In part because of the breadth and the vagueness of the NSA’s review standards, 

the censorship decisions of reviewing officials are often arbitrary. For example, in 2017 former 

NSA employee and contractor Thomas Reed Willemain published a memoir “motivated, in part 

by a hope that [he] could counter the intensely negative views of the NSA in the media and 

popular fiction.” According to a blogpost that Willemain wrote for a national-security website, 

NSA censors made redactions that “sometimes border[ed] on the ridiculous,” excising facts that 

were publicly available, including facts that were “obvious and apparent.” In one instance, they 

redacted a fact that the agency had previously declassified in a court filing. 
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47.� The NSA’s prepublication review regime does not require reviewing officials to 

provide authors with reasons for their decisions at first instance, even in unclassified form, and 

on information and belief reviewing officials generally do not do so. 

48.� The NSA’s prepublication review regime provides no assurance of prompt agency 

review. Although the regime provides a firm deadline for adjudication of appeals, it does not 

include one for initial determinations. As documents produced to the ACLU and the Knight 

Institute in FOIA litigation show, review frequently takes many weeks or even months. 

49.� The NSA’s prepublication review regime also fails to require the government to 

initiate judicial review of censors’ decisions and fails to guarantee that review is prompt. 

ODNI 

50.� The ODNI imposes overlapping submission requirements that, taken together, are 

vague, confusing, and overbroad.  

a.� As a prerequisite to accessing classified information, the ODNI requires 

employees to sign Standard Form 312, which is described above.  

b.� As a prerequisite to accessing SCI, the ODNI requires employees to sign Form 

4414, which is described above.  

c.� As a prerequisite to accessing information or material “that is classified, or is in 

the process of a classification determination,” the ODNI requires employees to 

sign Form 313, “Nondisclosure Agreement for Classified Information,” which 

directs them to submit for prepublication review “any writing or other preparation 

in any form” which “contains any mention of intelligence data or activities, or 

which contains any other information or material that might be based upon 

[information or material that is classified, or is in the process of a classification 
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determination, and that was obtained pursuant to the agreement].” 6HH�Form 313 

§§ 3, 5.  

d.� The ODNI has also adopted Instruction 80.04, “ODNI Pre-publication Review of 

Information to be Publicly Released,” which requires all former agency 

employees, regardless of their level of access to sensitive information, to submit 

“all official and non-official information intended for publication that discusses 

the ODNI, the IC [Intelligence Community], or national security.” 6HH�ODNI 

Instruction 80.04 § 6. 

51.� The ODNI’s prepublication review regime fails to meaningfully cabin the 

discretion of the agency’s censor, the Director of the Information Management Division. 

Collectively, Standard Form 312, Form 4414, Form 313, and the ODNI’s instruction give the 

Director discretion to censor information without regard to, for example, whether the information 

is classified, whether disclosure of the information would actually cause harm to the nation’s 

security, whether the former employee acquired the information in question in the course of 

employment, whether the information is already in the public domain, and whether any 

legitimate interest in secrecy is outweighed by the public interest in disclosure. Indeed, the 

ODNI’s instruction imposes no limitations whatsoever on the Director’s power to censor. It 

states only that “the goal of pre-publication review is to prevent the unauthorized disclosure of 

information, and to ensure the ODNI’s mission and the foreign relations or security of the U.S. 

are not adversely affected by publication.” In addition, when the Director refers manuscripts to 

other agencies for review, other agencies censor manuscripts submitted by former ODNI 

employees on the basis of standards that are not disclosed. 6HH�SF-312 § 3; Form 4414 §§ 4–5; 

ODNI Instruction 80.04 § 3. 
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52.� The breadth and vagueness of the ODNI’s review standards invite capricious and 

discriminatory enforcement. 

53.� The ODNI’s prepublication review regime does not require the Director of the 

Information Management Division to provide reasons for his or her decisions, and on 

information and belief the Director generally does not do so. 

54.� The ODNI’s prepublication review regime provides no assurance of prompt 

agency review. To the extent that the regime provides deadlines for review or the adjudication of 

appeals, these deadlines are merely aspirational. As documents produced to the ACLU and the 

Knight Institute in FOIA litigation show, review frequently takes many weeks or even months. 

55.� The ODNI’s prepublication review regime also fails to require the government to 

initiate judicial review of censors’ decisions and fails to guarantee that review is prompt. 

3ODLQWLIIV�

Timothy H. Edgar 

56.� Timothy H. Edgar, a resident of Rhode Island, is an expert on cybersecurity and a 

former employee of the ODNI. He is currently a Senior Fellow at the Watson Institute for 

International and Public Affairs and Academic Director of the Executive Master’s Program in 

Cybersecurity at Brown University. 

57.� Earlier in his career, Mr. Edgar was a visiting fellow at the Watson Institute (from 

2013 to 2015), a fellow and adjunct lecturer at Boston University (from 2014 to 2015), and an 

adjunct professor at Georgetown University Law Center (from 2012 to 2013). Prior to his 

government service, he was National Security Policy Counsel at the American Civil Liberties 

Union (from 2001 to 2006). He received a B.A. in History from Dartmouth College and a J.D. 

from Harvard Law School.  
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58.� Mr. Edgar was an employee of the ODNI from 2006 to 2013. From June 2006 to 

August 2009, he served in the newly created position of Deputy for Civil Liberties, supporting 

the Director of National Intelligence by reviewing new surveillance authorities, government 

watchlists, and sensitive programs. From August 2009 to November 2010, he was detailed to the 

White House National Security Staff as Director of Privacy and Civil Liberties, focusing on 

cybersecurity, open government, and data privacy initiatives. From November 2010 to December 

2012, he was a Senior Associate General Counsel at the ODNI. He formally resigned from the 

agency in June 2013. 

59.� Mr. Edgar obtained a Top Secret/Sensitive Compartmented Information 

(“TS/SCI”) security clearance in 2006. He signed a nondisclosure agreement with the ODNI in 

order to obtain this security clearance. He held his TS/SCI clearance continuously until June 

2013. 

60.� As an employee of the ODNI, Mr. Edgar submitted for review official material 

prepared for public appearances that he made on behalf of the government. He also submitted 

syllabi for courses that he taught in his personal capacity at Brown University in 2013 and 

Georgetown University Law Center in 2012.  

61.� Since leaving the ODNI, Mr. Edgar has submitted to the ODNI blog posts and op-

eds that have appeared in major publications, including the *XDUGLDQ, the /RV�$QJHOHV�7LPHV, the 

:DOO�6WUHHW�-RXUQDO, and the /DZIDUH national-security blog, where he is a contributing editor.  

62.� On October 10, 2016, Mr. Edgar submitted via e-mail to the ODNI’s 

prepublication review office a manuscript for the book %H\RQG�6QRZGHQ��3ULYDF\��0DVV�

6XUYHLOODQFH��DQG�WKH�6WUXJJOH�WR�5HIRUP�WKH�16$. Although some portions of the manuscript 
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were based on his personal experiences, Mr. Edgar relied on and cited in the manuscript 

declassified documents for pertinent details.  

63.� After Mr. Edgar submitted the manuscript, the ODNI informed him that it had 

referred the manuscript to both the CIA and the NSA for additional review. Despite multiple 

inquiries, he was unable to communicate directly with reviewing officials at the CIA and the 

NSA. 

64.� On January 12, 2017, the ODNI informed Mr. Edgar that he could publish the 

manuscript only if he redacted or excised certain material. Some of the redactions related to 

events that had taken place, or issues that had arisen, after Mr. Edgar had left government. Others 

related to facts that were widely discussed and acknowledged though perhaps not officially 

confirmed. Although he disagreed with some of the mandated redactions, Mr. Edgar decided 

against challenging them because, partly as a result of the three-month review, he had already 

pushed back his publication date from the spring to the fall, and he worried that pushing the 

publication date back further would make some of the analysis and insights in his book outdated 

or less relevant to ongoing public debates. In addition, because he believed that maintaining a 

good relationship with reviewers at the ODNI was important to getting future manuscripts 

cleared in a timely fashion, he believed it would be counterproductive to challenge requested 

edits or redactions because doing so could harm that relationship. 

65.� Mr. Edgar plans to continue writing about matters relating to intelligence and 

cybersecurity, and he anticipates submitting at least some of this writing to the ODNI for 

prepublication review. Given the subjects he writes about, Mr. Edgar expects that any 

manuscripts he submits to the ODNI for review may also be referred to the NSA, the CIA, or 

other agencies, as happened with his now-published book. 
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66.� Mr. Edgar believes that the ODNI’s current prepublication review regime requires 

him to submit far more than he should be required to submit. He finds the ODNI’s submission 

requirements to be vague and confusing, and as a result he is uncertain as to the exact scope of 

his submission obligations. He also fears that the delay associated with prepublication review, 

including interagency referrals, will hinder his career as an academic and impede his ability to 

participate effectively in public debate on matters involving his areas of expertise. The delay and 

uncertainty associated with prepublication review has dissuaded him from writing some pieces 

that he would otherwise have written, and has caused him to write others differently than he 

would otherwise have written them. Based on his knowledge of other former employees’ 

experiences with prepublication review, and his understanding of the broad discretion that the 

prepublication review system invests in government censors, he believes that the ODNI, the CIA, 

and the NSA might have taken longer to review his book if they had perceived the book to be 

unsympathetic to the intelligence community. He is concerned that government censors will be 

less responsive to him if he writes books that are perceived to be critical.  

Richard H. Immerman 

67.� Richard H. Immerman, a resident of Pennsylvania, is a historian with expertise in 

U.S. foreign relations and a former employee of the ODNI. He was a professor of history at 

Temple University for over two decades before he retired in 2017. He is now Professor of 

History, Emeritus; Edward J. Buthusiem Family Distinguished Faculty Fellow in History, 

Emeritus; and Marvin Wachman Director Emeritus of the Center for the Study of Force and 

Diplomacy.  

68.� Earlier in his career, Professor Immerman was the Francis W. DeSerio Chair of 

Strategic Intelligence, Department of National Security and Strategy, at the U.S. Army War 

College. He was also the 40th President of the Society for Historians of American Foreign 
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Relations. He has published twelve books on U.S. foreign policy, intelligence, and national 

security, as well as dozens of book chapters and academic articles. He received a B.A. in 

Government from Cornell University, an M.A. in U.S. History from Boston College, and a Ph.D. 

in U.S. Diplomatic History from Boston College. 

69.� Professor Immerman joined the ODNI on a temporary sabbatical from his faculty 

position at Temple University. From 2007 to 2009, he served as the Assistant Deputy Director of 

National Intelligence, Analytic Integrity and Standards, in which capacity he was responsible for 

establishing mechanisms to improve analytic integrity and standards across the intelligence 

community. During the same period, he served as the Analytic Ombudsman for the ODNI, 

working with analysts on a confidential basis to raise concerns about the production of finished 

intelligence products. His chief priorities were to address allegations of politicization and/or the 

suppression of dissent. 

70.� Shortly after returning to Temple University in 2009, Professor Immerman 

accepted an invitation to serve on the Department of State’s Advisory Committee on Historical 

Diplomatic Documentation (often referred to as the Historical Advisory Committee, or “HAC”). 

In 2010, he became chairman of the HAC, a position he continues to hold. The HAC’s primary 

responsibility is overseeing publication of the )RUHLJQ�5HODWLRQV�RI�WKH�8QLWHG�6WDWHV�book series. 

71.� Professor Immerman obtained a TS/SCI security clearance through the ODNI in 

2007. He signed a nondisclosure agreement with the ODNI in order to obtain this security 

clearance. In 2011 or 2012, Professor Immerman signed a separate nondisclosure agreement with 

the CIA because of his ongoing responsibilities with the HAC. 

72.� Since leaving the ODNI, Professor Immerman has submitted to the ODNI book 

manuscripts, articles, papers, public talks, and academic syllabi.  
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73.� On January 25, 2013, Professor Immerman submitted via e-mail to the ODNI’s 

prepublication review office a manuscript for the book 7KH�+LGGHQ�+DQG��$�%ULHI�+LVWRU\�RI�WKH�

&,$. The manuscript did not refer, directly or indirectly, to any classified information that 

Professor Immerman obtained in the course of his employment with the ODNI or the Department 

of State, and Professor Immerman cited public sources for all factual propositions.  

74.� The ODNI acknowledged receipt three days after Professor Immerman submitted 

the manuscript, but it took almost three months before Professor Immerman was informed that 

the agency had referred part of his manuscript to the CIA for additional review. Several weeks 

later, the ODNI informed him that the CIA was reviewing the entire manuscript. He contacted 

the CIA, but personnel at that agency were unable to provide him with information about the 

status of the agency’s review or the contact information of any reviewing officials. 

75.� On July 12, 2013, nearly six months after Professor Immerman’s initial 

submission, the ODNI informed Professor Immerman that he could publish his manuscript only 

with extensive redactions mandated by the CIA. All of the mandated redactions related to 

information for which Professor Immerman had cited public sources. Some redactions related to 

information that had been published previously by government agencies themselves, including 

the CIA. Many of them related to events that had taken place, or issues that had arisen, after 

Professor Immerman had left government. In some instances, the ODNI directed Professor 

Immerman to excise citations to newspaper articles that he had come across in the course of his 

research. In other instances, the ODNI directed Professor Immerman to delete entire passages 

relating to information that he had obtained from public sources. For example, the ODNI 

directed him to excise numerous portions of the manuscript relating to the CIA’s use of drones. 

Case 8:19-cv-00985-GJH   Document 1   Filed 04/02/19   Page 27 of 42

JA-34

USCA4 Appeal: 20-1568      Doc: 21            Filed: 08/14/2020      Pg: 37 of 213



28 

The agency also instructed him to redact words communicating judgments and arguments that he 

considered fundamental to his conclusions as a trained historian. 

76.� The ODNI did not provide Professor Immerman with any explanation for the 

CIA’s mandated redactions.  

77.� Professor Immerman appealed the agency’s prepublication review determination 

to the ODNI’s Information Management Division. Several weeks later, that office informed him 

that he could publish a significant portion of the text that the prepublication review office had 

previously instructed him to redact. 

78.� In September 2013, Professor Immerman arranged to meet with two reviewing 

officials from the CIA in person. At this meeting, the officials agreed with Professor Immerman 

that some of the redactions were unnecessary, and they authorized him to publish additional text 

with revised wording, but they reaffirmed their view that other redactions were necessary. 

Although Professor Immerman disagreed, he decided to publish 7KH�+LGGHQ�+DQG with these 

remaining redactions to avoid further delay, and his book was in fact published in 2014. In the 

end, after his persistent challenges and communications with reviewing officials at the ODNI and 

the CIA, Professor Immerman received approval to publish roughly eighty percent of the 

material that the agencies had originally redacted. The process of prepublication review took ten 

months and would have taken longer if Professor Immerman had not ultimately decided to 

publish the manuscript rather than to continue to challenge redactions that he believed to be 

unjustified. 

79.� Professor Immerman plans to continue publishing academic articles, books, and 

op-eds, at least some of which will trigger prepublication review obligations under the ODNI’s 

current prepublication review regime. For example, Professor Immerman is in the process of 
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drafting an academic article about the influence of intelligence on the policy-making process. He 

is also conducting research on the contribution of intelligence to negotiations on strategic arms 

limitation from the Nixon through Reagan administrations, and intends to write a book on the 

subject. He anticipates submitting these manuscripts for prepublication review.  

80.� But for the dysfunction of the prepublication review system, however, Professor 

Immerman would publish more. Professor Immerman believes that the ODNI’s prepublication 

review regime requires him to submit for review far more than he should be required to submit; 

that the ODNI’s and the CIA’s arbitrary and unjustified redactions will diminish the value of any 

work that he does submit; and that the time required for prepublication review will make it more 

difficult for him to contribute in a timely way to public debates. He has considered writing 

academic articles using the research he has already conducted for his book, and he has 

considered writing op-eds about the intelligence community and the current administration. 

Concerns about the burdens and uncertainties associated with prepublication review, however, 

have dissuaded him from writing these pieces.  

Melvin A. Goodman 

81.� Melvin A. Goodman, a resident of Maryland, is an expert on the former Soviet 

Union and its foreign policy in developing countries that were not aligned with either the 

Western Bloc or the Eastern Bloc during the Cold War. He spent forty-two years in government 

service, including as a division chief in the CIA and a professor of international security at the 

National War College. Now semi-retired, he teaches courses in international relations at Johns 

Hopkins University, and writes books and opinion columns about international security. 

Mr. Goodman holds a B.A. in history from Johns Hopkins University, an M.A. in history and a 
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Ph.D. in diplomatic history from Indiana University, and an M.A. in military science from the 

National War College. 

82.� Mr. Goodman began his government career in 1955 as a cryptographer for the 

U.S. Army, coding and deciphering sensitive messages. From 1966 to 1990, he served in the CIA 

as an analyst, senior analyst, branch chief, and division chief in the Directorate of Intelligence on 

Soviet Foreign Policy. During that service, from 1974 to 1976, he spent two years on detail at the 

Department of State. The primary focus of his work was on Soviet foreign policy in non-aligned 

countries, including in the Middle East, Asia, and Africa. From 1986 to 2004, Mr. Goodman was 

a professor at the National War College, where he served as Director of the National Security 

Program.  

83.� Mr. Goodman held a TS/SCI security clearance throughout his entire government 

career. His clearance level never changed during his government service. His clearance expired 

in 2006, two years after he retired from the National War College. 

84.� When Mr. Goodman joined the CIA in 1966 and first gained his security 

clearance, he signed a secrecy agreement that contained a provision relating to prepublication 

review. The provision required “specific prior approval by the Agency” of any “publication of 

any information or material relating to the Agency, its activities or intelligence activities 

generally, either during or after the term of [his] employment by the Agency.”  

85.� Since leaving the CIA, Mr. Goodman has submitted multiple works to the CIA for 

prepublication review. 

86.� At times, Mr. Goodman has not submitted for review shorter pieces of writing, 

such as op-ed articles, that were time-sensitive and that he was confident did not contain 

classified information or other information that he had obtained during his employment with the 
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CIA. On at least six occasions after publishing an op-ed, Mr. Goodman received letters from the 

CIA reminding him of his prepublication review obligations. One such letter, sent in 2009, 

threatened to refer the matter to the Department of Justice, stating: “The Agency is consulting 

with the Department of Justice to evaluate the legal remedies it has to ensure that you comply 

with your secrecy agreement.”  

87.� Mr. Goodman has published nine books and has submitted each manuscript to the 

CIA for prepublication review. The agency has referred one of these manuscripts to other 

agencies, including the DOD and the Department of State, for additional review. He repeatedly 

asked the CIA for the contact information of the reviewers at these other agencies, but the CIA 

declined to provide them to him. These departments were even slower than the CIA in reviewing 

the manuscript. 

88.� Generally, the CIA has sent Mr. Goodman’s manuscripts back to him in the mail 

with redactions, edits, and suggestions for alternative language. Frequently, Mr. Goodman 

believed the CIA’s redactions were overbroad and unjustified. He has often sent the agency 

“reclamas”—that is, requests asking agency staff to reconsider their proposed redactions and 

edits—explaining the reasons why publication should be allowed. Typically, the agency has 

failed to respond to these reclamas.  

89.� For most of Mr. Goodman’s books, the prepublication review process typically 

took less than two months. In 2017, however, the CIA took eleven months to review a 

manuscript of his latest book, :KLVWOHEORZHU�DW�WKH�&,$. In the manuscript, Mr. Goodman 

provided an account of his experience as a senior CIA analyst. The lengthy review process 

caused significant difficulties with Mr. Goodman’s publisher, which at one point threatened to 

cancel his book contract in part because of the delays. 
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90.� Mr. Goodman believes that all of the changes to :KLVWOHEORZHU�DW�WKH�&,$ that the 

agency demanded were intended to spare the agency embarrassment, not to protect classified 

information. In various passages of the draft manuscript, Mr. Goodman discussed widely 

reported aspects of U.S. government policy, including the government’s recent use of armed 

drones overseas. Mr. Goodman’s commentary was not based on personal knowledge of these 

activities—which Mr. Goodman did and does not have, as he has lacked access to CIA 

information since 1986—but was based on press accounts, which he cited in his manuscript. The 

agency demanded that he not discuss these matters in his manuscript at all. The agency did not 

provide any written explanation for its demands. 

91.� Because the excisions and changes to the manuscript demanded by the CIA were 

so substantial, Mr. Goodman decided not to file a reclama but rather to meet in person with the 

CIA’s censor. His efforts to persuade the agency to reconsider its demands, however, were 

unsuccessful. Mr. Goodman reluctantly removed all of the passages that the censor had flagged. 

92.� In a recently submitted manuscript, Mr. Goodman self-censored and avoided 

discussing certain public-source information about current CIA Director Gina Haspel. 

Mr. Goodman would have liked to discuss information about Ms. Haspel that he learned as a 

member of the public, not as a former agency employee. However, he chose not to include any 

such content in the manuscript in order to avoid conflict with and delays from the agency’s 

prepublication review office. 

93.� Consistent with his practice in the past, Mr. Goodman intends to submit those 

portions of any future manuscripts that deal with intelligence matters. He remains concerned that 

CIA censors will demand that he redact material unwarrantedly, as it did with his last book, and 
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that the delay associated with prepublication review will jeopardize his book contracts and 

render his publications less relevant to quickly evolving public debates. 

Anuradha Bhagwati 

94.� Anuradha Bhagwati, a resident of New York, is a writer, activist, and former 

Marine Corps officer. She is the founder of SWAN, the Service Women’s Action Network, a 

member-driven community advocacy network for service women. She is also the founder of and 

an instructor at Yoga for Vets NYC, the longest-running yoga and meditation program for 

military servicemembers and veterans in New York City. She recently published 8QEHFRPLQJ��$�

0HPRLU�RI�'LVREHGLHQFH, a memoir that centers on her confrontation of misogyny, racism, and 

sexual violence during her military service, as well as her advocacy on related issues after 

leaving the Marines. Ms. Bhagwati received a B.A. in English from Yale University and an 

M.P.P. from the Harvard University Kennedy School of Government. She is currently pursuing 

an M.F.A. in creative writing from Hunter College in New York City. 

95.� After beginning graduate school, Ms. Bhagwati left academia and joined the 

Marine Corps in October 1999. Shortly after joining the Marines, she attended officer training at 

Officer Candidates School in Quantico, Virginia. In 2001, she became a communications officer, 

and from 2001 to 2002 Ms. Bhagwati served as a platoon commander of a radio platoon in 

Okinawa, Japan. Between 2002 and 2004, she became an executive officer and company 

commander of a training company at Marine Combat Training Battalion, School of Infantry 

(East), at Camp LeJeune, North Carolina. After leaving the Marines in 2004, Ms. Bhagwati 

served in the Individual Ready Reserve for three years. 

96.� Ms. Bhagwati obtained a Secret security clearance after graduating from the 

Communications Information Systems Officer Course and getting assigned to her first unit as a 

platoon commander. As a former DOD employee, Ms. Bhagwati is subject to the prepublication 
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review requirement imposed by Directive 5230.09 and Instruction 5230.29. Until recently, 

Ms. Bhagwati was not aware of that prepublication review obligation. She learned of that 

obligation on the eve of the publication of her recent memoir through conversations with 

undersigned counsel. 

97.� Ms. Bhagwati is a frequent and vocal public advocate for the rights of 

servicemembers and veterans. She has advocated on military issues on Capitol Hill, testifying 

before Congress alongside high-ranking military officers, and she has worked with DOD 

employees in relevant policy offices on issues of sexual assault and discrimination in the 

military. She has published more than a dozen op-eds and opinion pieces about her experiences 

in the military and her military advocacy work, in publications like the�1HZ�<RUN�7LPHV, the 

:DVKLQJWRQ�3RVW, 3ROLWLFR,�and )RUHLJQ�$IIDLUV. She has appeared on national television multiple 

times discussing issues related to her advocacy. 

98.� In March 2019, Ms. Bhagwati published 8QEHFRPLQJ��$�0HPRLU�RI�

'LVREHGLHQFH, a chronicle of her time in the Marines that includes policy recommendations and 

advocacy based on her own experiences with misogyny, racism, and sexual violence in the 

military. Like all of her published work and public advocacy, the memoir was heavily influenced 

by her personal experiences as a servicewoman.  

99.� Ms. Bhagwati plans to continue her advocacy through written publications and 

public appearances. She has no plans to submit any future work to prepublication review, 

because she is certain that her future publications, as with her prior ones, will not contain 

classified information. Nonetheless, under the current regime, the DOD might at any point 

choose to sanction her for failing to submit to prepublication review. 
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Mark Fallon 

100.� Mark Fallon, a resident of Georgia, is an expert on counterterrorism, 

counterintelligence, and interrogation who has spent more than three decades in government 

service, principally with the Naval Criminal Investigative Service (“NCIS”). After retiring from 

government service in 2010, he served as the Chair of the High-Value Detainee Interrogation 

Group (“HIG”) Research Committee between 2011 and 2016. He currently serves as a consultant 

for government agencies, academic researchers, lawyers, and non-governmental organizations. 

He holds a B.S. from Roger Williams College (now Roger Williams University).  

101.� Mr. Fallon joined the NCIS in 1981 after having spent two years at the U.S. 

Marshals Service. At the NCIS, he worked on a broad array of criminal, counterterrorism, and 

counterintelligence investigations. Over a period of 27 years, he served in a number of field 

positions at the NCIS, from street agent to Special Agent in Charge, and served on numerous 

joint-service assignments and task forces. After the attacks of September 11, 2001, he served as 

the Deputy Commander and Special Agent in Charge of the Criminal Investigation Task Force to 

investigate alleged terrorists for trials before military commissions. He also served as the 

Tactical Commander for the NCIS USS Cole Task Force, which was responsible for 

investigating the attack on the USS Cole in Yemen; as a special advisor to the Office of the 

Secretary of the Navy in the establishment of the Office for the Administrative Review of 

Detained Enemy Combatants; and as a special advisor to U.S. Central Command. Mr. Fallon was 

the NCIS Deputy Assistant Director for counterterrorism from 2004 to 2005, when he became 

the NCIS Deputy Assistant Director for Training and Director of the NCIS Training Academy. 

In 2008, he was appointed to the Senior Executive Service. From 2008 to 2010, he served as the 

Assistant Director of the Federal Law Enforcement Training Center within the Department of 

Homeland Security. 
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102.� Mr. Fallon obtained a Top Secret security clearance in 1981, upon joining the 

NCIS, and held it continuously until departing the Department of Homeland Security in 2010. He 

obtained a TS/SCI security clearance during his career at the NCIS. He then obtained a TS/SCI 

security clearance again in 2011, when beginning work for the HIG, and in 2017, for consulting 

work he engages in with the U.S. government. 

103.� Since he left government service, Mr. Fallon has published op-eds, articles, 

columns, and a book. He has submitted many of these to the DOD for prepublication review. 

104.� In 2016, Mr. Fallon completed a book, 8QMXVWLILDEOH�0HDQV, about the George W. 

Bush administration’s policies relating to the interrogation and torture of prisoners, and about the 

experience of public servants like him who had opposed the policies. He believed his assessment 

of the torture policies, and his account of his experience in government, could help the public 

better evaluate proposals relating to interrogation and serve as a template for leadership training 

for other officials to make critical leadership decisions during crisis. The book relied on 

information declassified by the government and on the voluminous public record relating to the 

Bush administration’s policies and their consequences. Mr. Fallon was confident that the book 

did not contain properly classified information.  

105.� When he began writing 8QMXVWLILDEOH�0HDQV in 2014, Mr. Fallon consulted former 

NCIS colleagues about whether he was required to submit the manuscript for prepublication 

review. One advised him that he had not submitted his own manuscript, and the others advised 

that they did not believe he was required to submit it. 

106.� Through his own research, Mr. Fallon learned of the Defense Office of 

Prepublication and Security Review. That office advised him over the telephone in June 2016 

that the prepublication review process was “voluntary” and intended to aid authors. On 
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October 4, 2016, however, he received an email from a DOD official who claimed that she had 

noticed on Amazon.com that 8QMXVWLILDEOH�0HDQV was forthcoming and asked whether he had 

submitted it. The official stated that Mr. Fallon was required to submit his works for review. The 

official also enclosed the DOD’s prepublication review directive and instruction in her email. On 

January 3, 2017, the official advised him by email that, while DOD policies provide that review 

will be completed within 30 to 45 working days, “the truth is that in most cases it takes a bit 

longer.” 

107.� Mr. Fallon submitted his manuscript to the DOD’s review board the following 

day. He had intended to publish the book at the start of the Trump administration in order to 

contribute to the public debate about torture, which had become a major issue during the 2016 

U.S. presidential campaign. However, after considering both the time period specified in the 

DOD’s policies and the additional information provided in the DOD official’s January 3, 2017 

email, Mr. Fallon and his publisher agreed to a publication date of March 7, 2017.  

108.� On January 11, 2017, the DOD’s review board informed Mr. Fallon that its 

review of his manuscript was complete but that the manuscript would have to be reviewed by 

other agencies as well. The reviewing official in charge of reviewing Mr. Fallon’s book refused 

to tell him which agencies. When he told that officer that the book was scheduled to be published 

on March 7, 2017, however, the officer assured Mr. Fallon that the DOD would do everything it 

could to complete review by that date. 

109.� Prior to his planned publication date, Mr. Fallon emailed the reviewing official at 

least eight times. In these emails, he reminded the officer that delay would force his publisher to 

push back his publication date, and that pushing back the publication date would require him to 
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cancel book tours, signing events, and speaking engagements. Mr. Fallon continued to regularly 

contact the DOD’s review board about his manuscript. 

110.� The DOD informed Mr. Fallon that review of his book was complete on 

August 25, 2017—eight months after he submitted it. Even then, however, the DOD told 

Mr. Fallon that he could not publish the book without making 113 separate excisions. In 

Mr. Fallon’s view, the excisions were arbitrary, haphazard, and inconsistent, and, at least in some 

instances, seemingly intended to protect the CIA from embarrassment. Some of them related to 

material that had been published in unclassified congressional reports. Some were news articles 

Mr. Fallon had cited. 

111.� Although Mr. Fallon believed that all of the excisions were unnecessary and 

unjustified, he decided not to challenge them to avoid pushing back his publication date again. 

Senior government officials, including President Trump, had been musing publicly about 

resurrecting torture policies, and it was important to Mr. Fallon that his book be published while 

it was still possible to influence the public debate on this subject. The book was ultimately 

published on October 24, 2017.  

112.� Mr. Fallon’s prepublication review experience with 8QMXVWLILDEOH�0HDQV was so 

time-consuming, costly, and exhausting that he is unsure whether he is willing to embark on 

writing another book. Mr. Fallon was in fact forced to cancel events and travel, and to incur 

personal costs as a result. His publisher threatened to cancel his contract for non-delivery and 

told him that publishing books by government officials was “not worth it” because of the 

unpredictability of the prepublication review process. The review process was so stressful for 

Mr. Fallon that for a time he discontinued certain consulting work while he waited for the review 

to be completed. Mr. Fallon also paid a premium after the book was cleared in order for his 
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editors to work to finalize publication on a tight timeframe. And his publisher informed him that 

the delayed publication date made it less likely that bookstores would choose to carry or promote 

the book.  

113.� Mr. Fallon has submitted numerous shorter works for prepublication review since 

the publication of 8QMXVWLILDEOH�0HDQV. For example, Mr. Fallon is currently in the process of 

publishing a manuscript titled 7KH�+,*�3URMHFW��7KH�5RDG�WR�6FLHQWLILF�5HVHDUFK�RQ�

,QWHUURJDWLRQV as a chapter in a forthcoming book titled ,QWHUURJDWLRQ�DQG�7RUWXUH��5HVHDUFK�RQ�

(IILFDF\�DQG�,WV�,QWHJUDWLRQ�ZLWK�0RUDOLW\�DQG�/HJDOLW\. Mr. Fallon and his co-author contracted 

with the book’s editors to provide a draft of the chapter by November 1, 2018. Mr. Fallon 

submitted the chapter for DOD review on August 10, 2018, and he and his co-author followed up 

with the office repeatedly over a period of several months. On December 11, 2018, more than a 

month after Mr. Fallon’s draft deadline, the ACLU and the Knight Institute sent a letter to the 

DOD’s review board on Mr. Fallon’s behalf, expressing concerns about the delay. On January 

14, 2019, the Defense Intelligence Agency’s review board informed Mr. Fallon’s co-author that 

the DOD’s review board was waiting for a response from the FBI. 

114.� On February 11, 2019, prepublication review of 7KH�+,*�3URMHFW�was completed, 

and the chapter was cleared for publication with redactions. All of the redacted material, 

however, was material that Mr. Fallon had heard at unclassified public meetings with the HIG 

Research Committee. Mr. Fallon believes that the redactions were motivated by political 

disagreement with Mr. Fallon and his co-author’s perspective on torture and work on the HIG 

Research Committee.  

115.� Mr. Fallon plans to continue submitting to the DOD any draft op-eds, articles, 

columns, and books that he writes in the future. 
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116.� In Mr. Fallon’s experience, prepublication review has been haphazard and 

opaque, and communication from the DOD has been sporadic and unhelpful.  

117.� In Mr. Fallon’s experience, the personnel in the DOD’s review board appear to 

have no control or influence over the other agencies to which they send authors’ works for 

review, and there appears to be a lack of accountability from those offices to the DOD. 

118.� Mr. Fallon’s experiences with prepublication review continue to negatively 

impact him and deny him the opportunity to contribute to the public debate over breaking news. 

He would like to publish op-eds in newspapers about current affairs, but his experiences with the 

review process have discouraged him from trying to do so because of potential delays and 

unjustified objections by the agency. Mr. Fallon has declined offers to author op-eds and write 

articles on topics of public concern in response to breaking news because such events require an 

immediate response in light of the ever-changing news cycle. In addition, Mr. Fallon is unsure 

how his prepublication review obligations apply in academia—for example, whether he must 

submit for review edits he makes to the work of other people, or whether an entire piece written 

by someone else becomes subject to review if he adds one or two sentences. This uncertainty 

hinders Mr. Fallon’s work and his ability to engage with his colleagues. 

119.� Finally, Mr. Fallon worries that the government will retaliate against him by 

stripping his security clearance if he does not strictly comply with prepublication review 

requirements. This is especially concerning to Mr. Fallon because his consulting work depends 

on his access to classified information.  

&DXVHV�RI�$FWLRQ�

120.� Defendants’ prepublication review regimes violate the First Amendment because 

they invest executive officers with sweeping discretion to suppress speech and fail to include 

procedural safeguards designed to avoid the dangers of a censorship system. �
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121.� Defendants’ prepublication review regimes are void for vagueness under the First 

and Fifth Amendments because they fail to provide former government employees with fair 

notice of what they must submit for prepublication review and of what they can and cannot 

publish, and because they invite arbitrary and discriminatory enforcement.  �

5HTXHVW�IRU�5HOLHI�

1.�  Declare that Defendants’ prepublication review regimes violate the First and 

Fifth Amendments to the Constitution; 

2.� Enjoin Defendants, their officers, agents, servants, employees, and attorneys, and 

those persons in active concert or participation with them who receive actual notice of the 

injunction, from continuing to enforce Defendants’ prepublication review regimes against 

Plaintiffs, or any other person; 

3.� Award Plaintiffs their costs and reasonable attorneys’ fees in this action; and 

4.� Grant Plaintiffs such other relief as this Court may deem just and proper. 
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April 2, 2019 
 
Brett Max Kaufman* 
Vera Eidelman* 
Naomi Gilens* 
American Civil Liberties Union Foundation 
125 Broad Street, 18th Floor 
New York, NY 10004 
T: 212.549.2500 
F: 212.549.2654 
bkaufman@aclu.org 
veidelman@aclu.org 
ngilens@aclu.org 
 
 
/s/ 'DYLG�5��5RFDK 

David R. Rocah (Bar No. 27315) 
American Civil Liberties Union Foundation 

of Maryland 
3600 Clipper Mill Road, Suite 350 
Baltimore, MD 21211 
T: 410.889.8555 
F: 410.366.7838 
rocah@aclu-md.org 

Respectfully submitted, 
 
Jameel Jaffer* 
Alex Abdo* 
Ramya Krishnan* 
Knight First Amendment Institute  

at Columbia University 
475 Riverside Drive, Suite 302 
New York, NY 10115 
T: 646.745.8500 
jameel.jaffer@knightcolumbia.org 
alex.abdo@knightcolumbia.org 
ramya.krishnan@knightcolumbia.org 
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UNITED STATES DISTRICT COURT 
DISTRICT OF MARYLAND 

 
 
TIMOTHY H. EDGAR et al., 
 

Plaintiffs,  
 
  v.  
 
DANIEL COATS, in his official capacity as 
Director of National Intelligence, et al.,  

 
Defendants. 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
Case No. 8:19-cv-00985 (GJH) 

    

DECLARATION OF ALEX ABDO 

I, Alex Abdo, a member of the Bar of the State of New York, declare under penalty of 

perjury as follows. I am the litigation director of the Knight First Amendment Institute at 

Columbia University, and I represent Plaintiffs in this matter. I submit this declaration in support 

of Plaintiffs’ Memorandum of Law in Opposition to Defendants’ Motion to Dismiss. Attached to 

this declaration are true and correct copies of the following documents1: 

CIA 

AR 13-10, Agency Prepublication Review of 
Certain Material Prepared for Public 
Dissemination (June 25, 2011) ....................................................... A 

Keeping Secrets Safe: The Publications Review 
Board, CIA (Nov. 1, 2018), 
https://www.cia.gov/about-cia/publications-review-
board  [https://perma.cc/QLU9-X7RK] .......................................... B 

                                                
1 Exhibits A, H, I, and J were produced by the government to the American Civil Liberties 

Union and the Knight First Amendment Institute in response to a Freedom of Information Act 
request. 
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DOD 

DD Form 1847-1, Sensitive Compartmented 
Information Nondisclosure Statement (Dec. 1991), 
https://fas.org/sgp/othergov/dd_1847_1.pdf 
[https://perma.cc/Q63X-PJXD]  ..................................................... C 

DOD Directive 5230.09, Clearance of DoD 
Information for Public Release (Apr. 14, 2017), 
https://www.esd.whs.mil/Portals/54/Documents/DD
/issuances/dodd/523009p.pdf 
[https://perma.cc/L727-VKR7] ....................................................... D 

DOD Instruction 5230.09, Clearance of DoD 
Information for Public Release (Jan. 25, 2019), 
https://www.esd.whs.mil/Portals/54/Documents/DD
/issuances/dodi/523009p.pdf 
[https://perma.cc/ZYU8-ZFHS] ...................................................... E 

DOD Instruction 5230.29, Security and Policy 
Review of DoD Information for Public Release 
(Apr. 14, 2017), 
https://www.esd.whs.mil/Portals/54/Documents/DD
/issuances/dodi/523029p.pdf 
[https://perma.cc/W7BB-HQKG] ................................................... F 

Frequently Asked Questions for Department of 
Defense Security and Policy Reviews, DOD (Mar. 
2012), 
http://www.dami.army.pentagon.mil/site/InfoSec/do
cs/Topics/Pre-
Publication%20Pamphlet%20FAQ%20MArch%20
2012.pdf [https://perma.cc/5AH3-S3RV] ....................................... G 

NSA 

NSA/CSS Policy 1-30, Review of NSA/CSS 
Information Intended for Public Release (May 12, 
2017) ............................................................................................... H 

ODNI 

Form 313, Nondisclosure Agreement for Classified 
Information (Dec. 2016) .................................................................. I 

Instruction 80.04, Revision 2, ODNI Pre-
Publication Review of Information to Be Publicly 
Released (Aug. 9, 2016) ................................................................... J 
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Shared non-disclosure agreements 

Standard Form 312, Classified Information 
Nondisclosure Agreement (July 2013), 
https://fas.org/sgp/othergov/sf312.pdf 
[https://perma.cc/29QD-3ZZB] ...................................................... K 

Form 4414, Sensitive Compartmented Information 
Nondisclosure Agreement (Dec. 2013), 
https://fas.org/sgp/othergov/intel/sf4414.pdf 
[https://perma.cc/28RJ-N364] ......................................................... L 

 

Dated: July 16, 2019 
 
Brett Max Kaufman* 
Vera Eidelman* 
Naomi Gilens* 
American Civil Liberties Union Foundation  
125 Broad Street, 18th Floor  
New York, NY 10004  
T: 212.549.2500  
F: 212.549.2654  
bkaufman@aclu.org 
veidelman@aclu.org 
ngilens@aclu.org 
 
 
David R. Rocah (Bar No. 27315) 
American Civil Liberties Union Foundation 

of Maryland 
3600 Clipper Mill Road, Suite 350 
Baltimore, MD 21211 
T: 410.889.8555 
F. 410.366.7838 
rocah@aclu-md.org 
 
* admitted pro hac vice 

Respectfully submitted, 
 
/s/ Alex Abdo 

Alex Abdo* 
Jameel Jaffer* 
Ramya Krishnan* 
Knight First Amendment Institute 

at Columbia University 
475 Riverside Drive, Suite 302 
New York, NY 10115  
T: 646.745.8500 
alex.abdo@knightcolumbia.org 
jameel.jaffer@knightcolumbia.org 
ramya.krishnan@knightcolumbia.org 
 
 
  
 
 
 
 
 
 
 
Counsel for Plaintiffs 
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(June 25, 2011) 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 
Approved for Release: 2017/04/06 C06652547 

UNCLASSIFIED/tMtJG-

(U) Disseminating or sharing any part of this document outside CIA must comply with AR 10·16. 

AR 13-10 (U//AIUO) AGENCY PREPUBLICATION REVIEW OF 
CERTAIN MATERIAL PREPARED FOR PUBLIC 
DISSEMINATION (Formerly AR 6-2) 
AGENCY REGULATION SERIES 13 (SPECIAL REPORTING REQUIRE li1ENTS/RES1RICTIONS), PUBLISHED 01 I 25 JUNE 2011 

Regulation Summary 

Ingested from Regulations.cia on 10 May 2013 

Policy 

REVISION SUMMARY: 25 June 2011 
This regulation supersedes AR 6-2, dated 19 July 2010. 
AR 6-2 is revised to clarify the prepublication review criteria applicable to the 

submissions of current CIA employees and contractors and to reflect current 
organizational titles, existing Board membership, and updated citations to certain 
applicable authorities. (b)(3) CIAAct 
Boldfaced text in this regulation indicates revisions. 

This regulation was written by the Office of the Chief Information Officer, --i 
2. (U/IAft:fe) AGENCY PREPUBLICATION REVIEW OF CERTAIN MATERIAL PREPARED FOR 

PUBLIC DISSEMINATION . 

(U//AIUO) SYNOPSIS. This regulation sets forth CIA policies and procedures for 
the submission and review of material proposed for publication or public 
dissemination by current and former employees and contractors and other 
individuals obligated by the CIA secrecy agreement to protect from unauthorized 
disclosure certain information they obtain as a result of their contact with the 
CIA. This regulation applies to all forms of dissemination, whether in written, oral, 
electronic, or other forms, and whether intended to be an official or nonofficial 
(that is, personal) publication. 

a. (U//Afl:fO) AUTHORITY. The National Security Act of 1947, as amended, the Central Intelligence 
Agency (CIA) Act of 1949, as amended, and Executive Order 12333, as amended, require the 
protection of intelligence sources and methods from unauthorized disclosure. Executive Order 
13526, requires protection of classified information from unauthorized disclosure. 18 U.S.C. section 
209 prohibits a federal employee from supplementation of salary from any source other than the 
U.S. Government as compensation for activities related to the employee's service as a 
Government employee. The Standards of Ethical Conduct for Employees of the Executive 
Branch (5 C.F.R. 2635) are the Government-wide ethics regulations that govern Federal 
employees. Those regulations include restrictions on outside activities and compensation for 
teaching, speaking, and writing related to official duties. In Snepp v. U.S., 444 U.S. 507 (1980), the 
Supreme Court held that individuals who have been authorized access to CIA information, the 
public disclosure of which could harm the national security, hold positions of special trust and have 
fiduciary obligations to protect such information. These obligations are reflected in this regulation 
and in CIA secrecy agreements. 

AR 13-10 UNCLASSIFIED/fMt:'J(r lof9 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 
Approved for Release: 2017/04/06 C06652547 

UNCLASSIFIED//idt:1& 

b. {Ul/AR::J&) GENERAL REQUIREMENTS AND DERNmONS 

(1) The CIA requires all current and former Agency employees and contractors, and others who 
are obligated by CIA secrecy agreement, to submit for prepublication review to the CIA's 
Publications Review Board (PRB) all intelligence-related materials intended for publication or 
public dissemination, whether they will be communicated in writing, speeches, or any other 
method; and whether they are officially sanctioned or represent personal expressions, except 
as noted below. 

(2) The purpose of prepublication review is to ensure that information damaging to the national 
security is not disclosed inadvertently; and, for current employees and contractors, to ensure 
that neither the author's performance of duties, the Agency's mission, nor the foreign relations 
or security of the U.S. are adversely affected by publication. 

(3) The prepublication review requirement does not apply to material that is unrelated to 
intelligence, foreign relations, or CIA employment or contract matters {for example, material that 
relates to cooking, stamp collecting, sports, fraternal organizations, and so forth). 

(4) Agency approval for publication of nonofficial, personal works (including those of current and 
former employees and contractors and covered non-Agency personneO does not represent 
Agency endorsement or verification of, or agreement with, such works. Therefore, consistent 
with cover status, authors are required, unless waived in writing by the PRB, to publish the 
following disclaimer: 

"All statements of fact, opinion, or analysis expressed are those of the author and do not reflect 
the official positions or views of the Central Intelligence Agency (CIA) or any other U.S. 
Government agency. Nothing in the contents should be construed as asserting or implying U.S. 
Government authentication of information or CIA endorsement of the author's views. This 
material has been reviewed by the CIA to prevent the disclosure of classified information." 

(5) Those who are speaking in a nonofficial capacity must state at the beginning of their remarks 
or interview that their views do not necessarily reflect the official views of the CIA. 

{6) A nonofficial or personal publication is a work by anyone who has signed a CIA secrecy 
agreement (including a current and former employee or contractor), who has prepared the 
work as a private individual and who is not acting in an official capacity for the Government. 

(7) An official publication is a work by anyone who has signed a CIA secrecy agreement, 
(including a current employee or contractor), such as an article, monograph, or speech, that is 
intended to be unclassified and is prepared as part of their official duties as a Government 
employee or contractor acting in an official capacity. 

(8) "Publication" or "public dissemination" in this context means: 

{a) for nonofficial (that is, personaO works -- communicating information to one or more 
persons; and 

(b) for official works -- communicating information in an unclassified manner where that 
information is intended, or is likely to be, disseminated to the public or the media. 

(9) Covered non-Agency personnel means individuals who are obligated by a CIA secrecy 
agreement to protect from unauthorized disclosure certain information they obtain as a result of 

AR 13-10 2 of9 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 
Approved for Release: 2017 /04/06 C0665254 7 

UNCLASSIFIED/JAIYQ. 

their contact with the CIA. 

c. (U//.Afl:f9i THE PUBLICATIONS REVIEW BOARD 

(1) The PRB is the Agency body charged with reviewing, coordinating, and formally approving in 
writing all proposed nonofficial, personal publications that are submitted for prepublication. It is 
also responsible for coordinating the official release of certain unclassified Agency information 
to the public. The Board consists of a Chair and senior representatives from the Director of CIA 
Area, the National Clandestine Service (NCS), the Directorate of Support, the Directorate of 
Science and Technology, and the Directorate of Intelligence. There is a nonvoting Executive 
Secretary and the Office of General Counsel (OGC) provides a nonvoting legal advisor. 

(2) The PRB shall adopt and implement all lawful measures to prevent the publication of 
information that could damage the national security or foreign relations of the U.S. or adversely 
affect the CIA's functions or the author's performance of duties, and to ensure that individuals 
given access to classified information understand and comply with their contractual obligations 
not to disclose it. When the PRB reviews submissions that involve the equities of any other 
agency, the PRB shall coordinate its review with the equity-owning agency. 

(3) The PRB Chair is authorized unilaterally to represent the Board when disclosure of submitted 
material so clearly would not harm national security that additional review is unnecessary or 
when time constraints or other unusual circumstances make it impractical or impossible to 
convene or consult with the Board. The Chair may also determine that the subject of the 
material is so narrow or technical that only certain Board members need to be consulted. 

(4) During the course of PRB deliberations, the views of the equity-owning Board member 
regarding damage to national security and appropriateness for publication will be given great 
weight. In the even the PRB Chair and other Board members disagree as to whether the 
publication of information could damage the national security or if the Studies in Intelligence 
Editorial Board Chair disagrees with a PRB decision under section g(2) below that an article is 
inappropriate for publication, the PRB Chair, or Director of the Center for the Study of 
Intelligence, will have 15 days to raise the issue to the Chief, IMS for review, highlighting the 
equity-owner's concerns. If no resolution is reached at that level, the C/IMS wiU have 15 days to 
raise the matter to the Associate Deputy Director of the Central Intelligence Agency (ADD/CIA) 
for a final decision. When there is a disagreement whether information should be approved for 
publication, it will not be so approved until the issue is resolved by the C/IMS or the ADD/CIA. 
However, if the issue is not raised to the C/IMS or the ADD/CIA within the applicable time limits, 
the views of the equity-owning Board member will be adopted as the decision of the PRB (or in 
those cases where the Studies of Intelligence Editorial Board Chair disagrees with the PRB 
decision and the issue is not raised within applicable time limits, the PRB decision will be final). 

d. (U//AIUO} CONTACTING THE PRB 

(1) Former employees and contractors and other covered non-Agency personnel must submit 
covered nonofficial (personal) materials intended for publication or public dissemination to the 
PRB by mail, fax, or electronically as follows: 

For U.S. Mail: 

CIA Publications Review Board 

L_J (b)(3) CIAAct 
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Washington, DC 20505 

For Overnight Delivery (for example. FedEx, UPS, and so forth): 
r----------

1 

____ 

.Email' ---·L _____ _J 

Phonej ==-:J 

I 
I 
I 

' ' __ ______J 

(b)(3) CIAAct 

(b)(3) CIAAct 

(b)(3) CIAAct 

(b)(3) CIAAct 

(2) Current employees and contractors must submit covered nonofficial and official materials 
intended for publication or public dissemination to the PRB by mail, fax, or electronically as 
follows: 

Internal Mail:j 

Classified Facsimile: L __ 
Email: Lotus Note to:[ 

Secure PhoneC ___ _ J 

- l (b)(3) CIAAct 

(b)(3) CIAAct 

(b)(3) CIAAct 

(b)(3) CIAAct 

(3) Current employees and contractors intending to publish or speak on a nonofficial. personal 
must also complete and submit to the PRB an electronic cover memorandum identifying 

their immediate supervisor or contracting officer. The PRB will notify the appropriate Agency 
manager or contracting officer, whose concurrence is necessary for publication. 

(4) Review limeljnes.As a general rule, the PRB will complete prepublication review for nonofficial 
publications within 30 days of receipt of the material. Relatively short, time-sensitive 
submissions (for example, op-ed pieces, letters to the editor, and so forth) will be handled as 
expeditiously as practicable. Lengthy or complex submissions may require a longer period of 
time for review, especially if they involve intelligence sources and methods issues. Authors are 
strongly encouraged to submit drafts of completed works, rather than chapters or portions of 
such works. 

e. {U//AIUO) WHAT IS COVERED 

(1) JYpes of Materials. The prepublication review obligation applies to any written, oral, electronic, 
or other presentation intended for publication or public dissemination, whether personal or 
official, that mentions CIA or intelligence data or activities or material on any subject about 
which the author has had access to classified information in the course of his employment or 
other contact with the Agency. The obligation includes, but is not limited to, works of fiction; 
books; newspaper columns; academic journal articles; magazine articles; resumes or 
biographical information on Agency employees (submission to the PRB is the exclusive 
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procedure for obtaining approval of proposed resume text); draft Studies in Intelligence 
submissions (whenever the author is informed by the Studies editor that the draft article is 
suitable for Studies Editorial Board review); letters to the editor; book reviews; pamphlets; 
scholarly papers; scripts; screenplays; internet biogs, e-mails, or other writings; outlines of oral 
presentations; speeches; or testimony prepared for a Federal or state or local executive, 
legislative, judicial, or administrative entity; and Officers in Residence (OIRs) speeches and 
publications (although oral and written materials prepared by OIRs exclusively for their 
classroom instructional purposes are not covered, OIRs must take particular care to ensure 
that any anecdotes or other classroom discussions of their Agency experiences do not 
inadvertently reveal classified information). Materials created tor submission to the nspector 
General and/or the Congress under the Whistleblower Protection Act and CIA implementing 
regulations are nonofficial, personal documents when they are initially created and the author 
is entitled to seek a review by the PRB to determine if the materials contain classified 
information and, if so, the appropriate level of classification of the information. If, at any point 
during or after the whistleblower process, the author wishes to disseminate his whistleblower 
complaint to the public, the author must submit his complaint to the PRB for full prepublication 
review under this regulation. If the author is a current employee or contractor who intends to 
disseminate his whistleblower complaint to the public, the author must also obtain PRB review 
of his materials under paragraph g below. 

(2) Review of Draft Documents. Written materials of a nonofficial, personal nature covered by the 
regulation must be submitted to the PRB at each stage of their development before being 
circulated to publishers, editors, literary agents, co-authors, ghost writers, reviewers, or the 
public (that is, anyone who does not have the requisite clearance and need-to-know to see 
information that has not yet been reviewed, but may be classified). This prepublication review 
requirement is intended to prevent comparison of different versions of such material, which 
would reveal the items that the Agency has deleted. For this reason, PRB review of material 
only after it has been submitted to publishers, reviewers, or other outside parties violates the 
author's prepublication review obligation. The Agency reserves the right to conduct a post-
publication review of any such material in order to take necessary protective action to mitigate 
damage caused by such a disclosure. such post-publication review and action does not 
preclude the U.S. Government or the CIA from exercising any other legal rights otherwise 
available as a result of this prepublication violation. Additionally, the Agency reserves the right 
to require the destruction or return to CIA of classified information found to have been included 
in earlier versions of a work regardless of the form of the media involved (for example, paper, 
floppy disk, hard disk, or other electronic storage methods). 

(3) Public Presentations. 

AR 13-10 

(a) With respect to current and former employees and contractors and covered non-Agency 
personnel making intelligence-related speeches, media interviews, or testimony, they must 
submit all notes, outlines, or any tangible preparatory material to the PRB for review. Where 
no written material has been prepared specifically in contemplation of the speech, interview, 
or oral testimony, the individual must contact the PRB Chair or his representative to provide 
a summary of any and all topics that it is reasonable to assume may be discussed, and 
points that will or may be made. Unprepared or unrehearsed oral statements do not exempt 
an individual from possible criminal liability in the event they involve an unauthorized 
disclosure of classified information. 

(b) In addition, with respect to current employees and contractors making official or nonofficial 
oral intelligence-related statements to the media or to groups where the media will likely be 
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in attendance, prior to granting interviews or making public appearances, the speaker shaJI 
contact the PRB for guidance. The PRB will coordinate the review of proposed speeches or 
media interviews with the component involved, the Office of Public Affairs for guidance 
regarding media or press relations, and other offices as necessary. 

(c) Current employees who must make court appearances or respond to subpoenas must 
contact OGC for guidance. 

(4) Official Publications. The publication or public dissemination of official Agency information by 
any means, including electronic transmissions, such as internet and unclassttied facsimile, is 
subject to prepublication review. In addition to the types of materials listed in paragraph e(l) 
above, official publications subject to this review include unclassified monographs; 
organizational charts; brochures; booklets; flyers; posters: advertisements; films; slides; 
videotapes: or other issuances, irrespective of physical media such as paper, film, magnetic, 
optical, or electronic, that mention CIA or intelligence data or activities or material on any subject 
about which the author has had access to classffied information in the course of his 
employment or other association with the Agency. 

(5) Exclusions. Not included within the scope of this regulation are CIA court filings; regular, serial 
publications such as the CIA World Fact Book; or documents released pursuant to official 
declassification and release programs such as the Freedom of Information Act or the 25-Year 
Automatic Declassification Program under Executive Order 13526. Nor do these procedures 
apply to official documents intended to be disseminated only to other Federal Government 
entities (that is, responses to other Federal agencies and Congressional entities -- except for 
unclassified "constituent replies" that will remain covered by this regulation). 

(6) Additional PRB Guidance. It is not possible to anticipate all questions that may arise about 
which materials require prepublication review. Therefore, it is the author's obligation to seek 
guidance from the PRB on all prepublication review issues not explicitly covered by this 
regulation. 

f. (Ul/AIYe} PREPUBLICATION REVIEW GUIDELINES FOR FORMER EMPLOYEES AND 
CONTRACTORS, AND COVERED NON-AGENCY PERSONNEL 

(1) All material proposed for publication or public dissemination must be submitted to the PRB 
Chair, as described in paragraph d(l) above. The PRB Chair will have the responsibility for the 
review, coordination, and formal approval in writing of submissions in coordination with 
appropriate Board members. The PRB Chair will provide copies of submitted material to all 
components with equities in such material, and will also provide copies to aH Board members 
and, upon request, to any Directorate-level Information Review Officer. 

(2) The PRB will review material proposed for publication or public dissemination solely to 
determine whether it contains any classified information. Permission to publish will not be 
denied solely because the material may be embarrassing to or critical of the Agency. Former 
employees, contractors, or non-Agency personnel must obtain the written approval of the PRB 
prior to publication. 

(3) When it is contemplated that a co-author who has not signed a CIA secrecy agreement will 
contribute to a publication subject to prepublication review, the final version of the publication 
must clearly identify those portions of the publication that were authored by the individual 
subject to the secrecy agreement Where there is any ambiguity concerning which individual 
wrote a section, and the section was not submitted for review, the Agency reseNes the right to 
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consider the section to be entirely written by the individual subject to the secrecy agreement 
and therefore in violation of the individual's prepublication review obligations. 

(4) When otherwise classified information is also available independently in open sources and can 
be cited by the author, the PRB will consider the fact in making its determination on whether 
that information may be published with the appropriate citations. Nevertheless, the Agency 
retains the right to disallow certain open-source information or citations where, because of the 
author's Agency affiliation or position, the reference might confirm the classified content 

g. (U/htc:ft:le) PREPUBLICATION REVIEW GUIDELINES FOR CURRENT EMPLOYEES AND 
CONTRACTORS 

(1) All covered material proposed for publication or public dissemination must be submitted 
to the PRB Chair, as described in paragraph d{2) above. The PRB Chair will have the 
responsibility for the review, coordination, and formal approval in writing of submissions in 
coordination with the author's supervisor and other offices as necessary. The PRB Chair will 
provide copies of submitted material to all components with equities in such material, and will 
also provide copies to all Board members and, upon request, to any Directorate-level 
Information Review Officer. 

(2) Additional Review Criteria. Appropriateness. For current employees and contractors, in addition 
to the prohibition on revealing classified information, the Agency is also legally authorized to 
deny permission to publish any official or nonofficial materials on matters set forth in 
paragraphs e(l) and e(4) above that could: 

AR 13-10 

(a) reasonably be expected to impair the author's performance of his or her job duties, 

(b) interfere with the authorized functions of the CIA, or 

(c) have an adverse effect on the foreign relations or security of the United States. 

These additional review criteria ensure that material is not published that could 
adversely affect the Agency's ability to function as an employer and carry out its 
national security mission. Because these criteria principally concern the Agency's 
authority as an employer to promote an effective work place and to protect the integrity 
of its mission, they apply only to the submissions of current CIA employees and 
contractors. 

When a current CIA officer engages in public discussion of internal organizational 
operations, policies, and information, it could in certain circumstances interfere with 
CIA's ability, as an employer, to promote an effective work place and carry out its 
mission. When a current CIA officer engages in public discussion of current foreign 
relations issues or intelligence-related matters, it could in certain circumstances 
provide a factual basis for some to reasonably question whether the CIA was properly 
carrying out its independent, objective, and apolitical intelligence functions. 

The determination of whether any particular publication could impair the author's 
performance of his or her duties, interfere with authorized CIA functions, or adversely 
affect the foreign relations or security of the United States must be assessed case-by- · 
case in terms of the content of the manuscript, as well as the overall context and 
prevailing circumstances, including but not limited to, consideration of the currency of 
the subject matter; whether the subject matter is a matter of public concern; the degree 
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to which the topic is related to the author's official duties; whether the material 
submitted for review is required for a course at an accredited U.S. educational 
institution at any academic level and, if so, whether distribution is intended to extend 
beyond classroom use; and whether, in light of the assignment in which the author 
serves, the inclusion or exclusion of the disclaimer described in paragraph b(4) above 
can mitigate any concerns. The Agency will exercise its authority to deny permission to 
publish on the basis of any such determination only when the determination is made in 
writing and clearly identifies or describes how publication could create a significant 
risk of impairing the author's performance of his or her job duties, interfering with the 
authorized functions of the CIA, or adversely affecting the foreign relations or security 
of the United States. 

Prior to drafting a manuscript intended for nonofficial publication, current CIA officers 
are encouraged to consult with the Board regarding the proposed topic or subject 
matter. In addition, current CIA officers must comply with any applicable component 
policies and procedures relating to consultation with management prior to the drafting 
of a manuscript, prior to submitting a manuscript to the Board, or during the 
prepublication review process. Any consultation with the Board or management may 
not necessarily result in Agency approval to publish the submitted manuscript. 

(3) o utsjde Activities Approval Reguest. Current employees and contractors must also complete a 
Form 879 (Outside Activity Approval Request) in accordance with Agency Regulation 10-
15. 

(4) Review Process: 

(a) Nonofficial publications. For all nonofficial publications, current employees must complete 
and submit to the PRB a cover memorandum identifying their immediate supervisor or 
contracting officer. The PRB will notify these individuals, whose concurrence is necessary 
for publication. 

(b) Unclassified official publications. For all unclassified official publications that are covered by 
this regulation, current employees or contractors must first coordinate the document or 
speech with their management chain. Once initial management acceptance has been 
made, the employee must then submit the proposed publication to the PRB for final review 
and approval. (Classified official publications are not covered by this regulation and, 
therefore, are not required to be submitted to the PRB for review.) 

(c) Resumes. This requirement for management review and concurrence does not apply for 
resumes, which must be sent to the PRB, which will coordinate their approval with the 
appropriate equity-owning component and Directorate-level Information Review Officer. The 
employee must obtain the written approval of the PRB prior to any dissemination of the 
resume outside of the CIA. 

(5) OGC Ethics Review for Executive Branch Employees. As part of the prepublication review 
process, and after PRB/management review of proposed publications is completed, the PRB 
will initiate a further review by OGC/Ethics Law Division (OGCIELD) to determine if any 
ethics issues are raised under the Standards of Ethical Conduct for Employees of the 
Executive Branch. These Government-wide regulations and Agency Regulation 13-2 limit the 
use of nonpublic information and provide that an employee shall not receive compensation 
from any source other than the Government for teaching, speaking, or relating to the 
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employee's official duties. Additionally, OGC/ELD will also review proposed publications by 
current employees to ensure there is no violation of the criminal statute, 18 u.s.c. section 209, 
which prohibits an employee from receiving any salary or any contribution to or 
supplementation of salary from any source other than the U.S. as compensation for services as 
a Government employee. Specifically, employees may not receive outside compensation for 
any article, speech, or book written or produced as part of their official duties. 

h. (U/IAK:IQ)APPEALS 

(1) If the PRB denies all or part of a proposed nonofficial publication, the author may submit 
additional material in support of publication and request reconsideration by the PRB. In the 
event the PRB denies the request for reconsideration, the author may appeal. PRB decisions 
involving nonofficial publications may be appealed to the ADD/CIA within 30 days of the 
decision. Such an appeal must be in writing and must be sent to the PRB Chair. Appeal 
documentation must include the material intended for publication and any supporting materials 
the appealing party wishes the ADD/CIA to consider. The PRB Chair will forward the appeal 
and relevant documentation through the components that objected to publication of the writing 
or other product at issue. The Director or Head of Independent Office win affirm or recommend 
revision of the decision affecting his or her component's equities and will forward that 
recommendation to OGC. OGC will review the recommendations for legal sufficiency and will 
make a recommendation to the ADD/CIA for a final Agency decision. The PRB Chair is 
responsible for staff support to the ADD/CIA. lhe ADD/CIA will render a written final decision on 
the appeal. Best efforts will be made to complete the appeal process within 30 days from the 
date the appeal is submitted. 

(2) This regulation is intended to provide direction and guidance for those persons who have 
prepublication review obligations and those who review materiaJ submitted tor nonofficial or 
official publication. Nothing contained in this regulation or in any practice or procedure that 
implements this regulation is intended to confer, or does confer, any substantive or procedural 
right of privilege on any person or organization beyond that expressly stated herein. 

i. BREACH OF SECRECY AGREEMENT. Failure to comply with prepulJlication review 
obligations can result in the imposition of civil penalties or damages. When the PRB becomes 
aware of a potential violation of the CIA secrecy agreement, it will notify OGC and the Office of 
Security (OS). After the OS review and investigation of the case is completed, if further action is 
deemed warranted, the OS will refer the matter to OGC, which will report all potentially criminal 
conduct to the Department of Justice {DoJ) and consult with DoJ regarding any civil remedies that 
may be pursued. 
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All CIA officers, as a condition of employment, sign the standard CIA secrecy 
agreement when entering on duty All contractors sign a secrecy agreement 
that is consistent with the terms and conditions of their contract. A secrecy 
agreement doesn't oblige officers and contractors to absolute silence, but it 
does require them to keep national security secrets for as long as the US 
Government deems the information to be classified. This is a lifelong obligation. 
In order to help avoid the damage to national security and to the Agency's 
mission that disclosing classified information would inflict, the CIA created the 
Publications Review Board (PRB) to preview materials produced by CIA 
personnel-former and current (both employees and contractors) - to 
determine if they contain such classified information before they are shared 
with publishers, blog-subscribers, a TV audience, ghost-writers, co-authors, 
editors, family members, assistants, representatives, or anyone else not 
authorized to receive or review such classified information.

What Must Be Submitted to the PRB?

Current and former CIA officers and contractors who have signed the standard 
CIA secrecy agreement are required to submit to the PRB any and all materials 
they intend to share with the public that are intelligence related, such as 
materials that mention the CIA or intelligence activities, or that concern topics 
to which they had access to classified information while employed at or 
performing contractual work for CIA. This submission requirement extends 
beyond the sub-set of topics they may have had immediate responsibility for on 
a day-to-day basis.

Publishing: Publishing is more than having a printing house bind copies of 
a book. It means communicating by any means (including orally or 
electronically), information regardless of form to any person or entity other 
than the CIA's PRB or a US Government official authorized by the CIA to 
receive such information for prepublication review. This encompasses 
materials including but not limited to: book reviews, Op-ed pieces, scholarly 
papers, scripts, screenplays, blogs, speeches, and other materials. Thus, 
material covered by a CIA Secrecy Agreement requiring prepublication 
review must be submitted and approved prior to discussing the material 
with or showing it to individuals such as a publisher, co-author, agent, 
editor, ghost-writer, personal representative, family member, or assistant.

Relating to CIA or intelligence activities: Not everything former and 
current CIA officers and contractors write requires prepublication review.
For example, the prepublication requirement does not apply to material 
such as gardening, wine tasting, stamp collecting, sports and so forth, 
because they are outside of the purview of the CIA mission or intelligence. 
However, commentary on matters such as intelligence operations or 
tradecraft (even fictional works), foreign intelligence, foreign events of 
intelligence interest, one's career, scientific or technological developments 
discussed in an intelligence context, and other topics that touch upon CIA 
interests or responsibilities need PRB approval.

Why Do Materials Need To Be Reviewed?

In addition to protecting national security, the PRB is also protecting CIA officers 
and contractors from legal liability For instance, one may unwittingly share 
insights on events and capabilities that are thought to be public knowledge, 
but in fact have not been officially released by the CIA or the US Government. 
Accidental disclosure is still disclosure, and opens a person up to possible civil 
or criminal penalties. The PRB helps current and former CIA officers and 
contractors avoid this by identifying problematic material and working with them 
to find ways to make their points, while avoiding classified information 
disclosure. For instance, PRB staff often compare declassified material found at 
the CIA's FOIA Reading Room and CIA.gov with materials submitted for 
review.

What Kind of Information Might Be Classified?

As outlined in Executive Order 13526 (sec. 1.4), the following categories of
information may be classified if unauthorized disclosure could reasonably be
expected to cause identifiable or describable damage to the national security

military plans, weapons systems, or operations; 
foreign government information;
intelligence activities (including covert action), intelligence sources or
methods, or cryptology;
foreign relations or foreign activities of the United States, including
confidential sources;
scientific, technological, or economic matters relating to the national 
security;
United States Government programs for safeguarding nuclear materials
or facilities;
vulnerabilities or capabilities of systems, installations, infrastructures,
projects, plans, or protection services relating to the national security; or
the development, production, or use of weapons of mass destruction.

In combination with these criteria, authors are encouraged to ask the following
questions during the writing process to get an idea of what information the PRB
is protecting:

"As worded, does the text reveal classified information? Why is this information
classified [or not]?"

"Would releasing this information damage national security or harm CIA's
intelligence sources and methods?"

Some individual pieces of information may not cause national security damage
when standing alone, but can do so if compiled with other information. Also, the
PRB is not authorized to release official records or text from Government
documents. Individuals seeking such information may submit a FOIA or Privacy
Act Request using the procedures found here and here, respectively

Resume Prepublication Review

One of the challenges of a career in intelligence is composing a resume that
doesn't reveal any secrets. Although many details of the Agency's work are
classified, a lot of information about CIA jobs are publicly available. These
occupational descriptions are great examples of what current and former 
Agency officers can share about their work, and provide a good basis on which
to prepare resumes and memoirs that will smoothly pass through the
prepublication review process. In addition, the guidelines below may be
generally helpful for avoiding content that is problematic for prepublication
review. Remember - some things CANNOT be used:

Countries - Use regional terms instead of specific cities or countries. 
Agency-specific - Use general training or software descriptions as
opposed to the specific names or titles, which may be classified.
Names - Do not use names of people and/or places. Please contact the
Publications Review Board before using Agency colleagues as references. 
Numbers - Use general terms to describe budget information and/or 
personnel information (e.g., "hundreds" or "millions" or "several")
Office - Do not use organizational names below the office level (e.g.,
avoid group or branch names).
Technical details - Use general terms instead of the specific details.

How To Reach Us?

The PRB exists to help protect against unauthorized disclosures, but ultimately, 
each CIA officer or contractor is responsible for protecting any classified
information they possess. Should a CIA officer or contractor publish materials 
that contain classified information - either because they did not comply with the
PRB's changes or because they chose to bypass the PRB process by not 
submitting their manuscript for PRB pre-publication review - they could be
subject to possible civil and criminal penalties. Cooperating with pre-publication
review helps keep CIA officers, contractors, and the Agency safe.

Former Agency officers and contractors who need to contact the PRB regarding
items to be reviewed can do so through the Contact CIA page. (If using the
web form, please be sure to fill out the form completely, including your full legal
name and email address where you can be reached).
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K eep ing S e c re ts Safe: T h e P u b l ica t io n s R ev iew B oa rd

All CIA officers, as a condition of employment, sign the standard CIA secrecy
agreement when entering on duty All contractors sign a secrecy agreement 
that is consistent with the terms and conditions of their contract. A secrecy
agreement doesn't oblige officers and contractors to absolute silence, but it
does require them to keep national security secrets for as long as the US
Government deems the information to be classified. This is a lifelong obligation.
In order to help avoid the damage to national security and to the Agency's
mission that disclosing classified information would inflict, the CIA created the
Publications Review Board (PRB) to preview materials produced by CIA
personnel-former and current (both employees and contractors) - to
determine if they contain such classified information before they are shared
with publishers, blog-subscribers, a TV audience, ghost-writers, co-authors,
editors, family members, assistants, representatives, or anyone else not 
authorized to receive or review such classified information.

What Must Be Submitted to the PRB?

Current and former CIA officers and contractors who have signed the standard 
CIA secrecy agreement are required to submit to the PRB any and all materials
they intend to share with the public that are intelligence related, such as
materials that mention the CIA or intelligence activities, or that concern topics 
to which they had access to classified information while employed at or
performing contractual work for CIA. This submission requirement extends
beyond the sub-set of topics they may have had immediate responsibility for on
a day-to-day basis.

Publishing: Publishing is more than having a printing house bind copies of
a book. It means communicating by any means (including orally or
electronically), information regardless of form to any person or entity other
than the CIA's PRB or a US Government official authorized by the CIAto
receive such information for prepublication review. This encompasses 
materials including but not limited to: book reviews, Op-ed pieces, scholarly
papers, scripts, screenplays, blogs, speeches, and other materials. Thus,
material covered by a CIA Secrecy Agreement requiring prepublication 
review must be submitted and approved prior to discussing the material 
with or showing it to individuals such as a publisher, co-author, agent, 
editor, ghost-writer, personal representative, family member, or assistant.

Relating to CIA or intelligence activities: Not everything former and
current CIA officers and contractors write requires prepublication review.
For example, the prepublication requirement does not apply to material 
such as gardening, wine tasting, stamp collecting, sports and so forth, 
because they are outside of the purview of the CIA mission or intelligence. 
However, commentary on matters such as intelligence operations or
tradecraft (even fictional works), foreign intelligence, foreign events of
intelligence interest, one's career, scientific or technological developments
discussed in an intelligence context, and other topics that touch upon CIA
interests or responsibilities need PRB approval.

Why Do Materials Need To Be Reviewed?

In addition to protecting national security, the PRB is also protecting CIA officers
and contractors from legal liability For instance, one may unwittingly share
insights on events and capabilities that are thought to be public knowledge,
but in fact have not been officially released by the CIA or the US Government.
Accidental disclosure is still disclosure, and opens a person up to possible civil
or criminal penalties. The PRB helps current and former CIA officers and
contractors avoid this by identifying problematic material and working with them
to find ways to make their points, while avoiding classified information
disclosure. For instance, PRB staff often compare declassified material found at
the CIA's FOIA Reading Room and CIA.gov with materials submitted for
review.

What Kind of Information Might Be Classified?

As outlined in Executive Order 13526 (sec. 1.4), the following categories of 
information may be classified if unauthorized disclosure could reasonably be 
expected to cause identifiable or describable damage to the national security

military plans, weapons systems, or operations; 
foreign government information;
intelligence activities (including covert action), intelligence sources or 
methods, or cryptology;
foreign relations or foreign activities of the United States, including 
confidential sources;
scientific, technological, or economic matters relating to the national 
security;
United States Government programs for safeguarding nuclear materials 
or facilities;
vulnerabilities or capabilities of systems, installations, infrastructures, 
projects, plans, or protection services relating to the national security; or 
the development, production, or use of weapons of mass destruction.

In combination with these criteria, authors are encouraged to ask the following 
questions during the writing process to get an idea of what information the PRB 
is protecting:

"As worded, does the text reveal classified information? Why is this information 
classified [or not]?"

"Would releasing this information damage national security or harm CIA's 
intelligence sources and methods?"

Some individual pieces of information may not cause national security damage 
when standing alone, but can do so if compiled with other information. Also, the 
PRB is not authorized to release official records or text from Government 
documents. Individuals seeking such information may submit a FOIA or Privacy 
Act Request using the procedures found here and here, respectively

Resume Prepublication Review

One of the challenges of a career in intelligence is composing a resume that 
doesn't reveal any secrets. Although many details of the Agency's work are 
classified, a lot of information about CIA jobs are publicly available. These 
occupational descriptions are great examples of what current and former 
Agency officers can share about their work, and provide a good basis on which 
to prepare resumes and memoirs that will smoothly pass through the 
prepublication review process. In addition, the guidelines below may be 
generally helpful for avoiding content that is problematic for prepublication 
review. Remember -  some things CANNOT be used:

Countries -  Use regional terms instead of specific cities or countries. 
Agency-specific - Use general training or software descriptions as 
opposed to the specific names or titles, which may be classified.
Names - Do not use names of people and/or places. Please contact the 
Publications Review Board before using Agency colleagues as references. 
Numbers -  Use general terms to describe budget information and/or 
personnel information (e.g., "hundreds" or "millions" or "several")
Office - Do not use organizational names below the office level (e.g., 
avoid group or branch names).
Technical details - Use general terms instead of the specific details.

How To Reach Us?

The PRB exists to help protect against unauthorized disclosures, but ultimately, 
each CIA officer or contractor is responsible for protecting any classified 
information they possess. Should a CIA officer or contractor publish materials 
that contain classified information -  either because they did not comply with the 
PRB's changes or because they chose to bypass the PRB process by not 
submitting their manuscript for PRB pre-publication review - they could be 
subject to possible civil and criminal penalties. Cooperating with pre-publication 
review helps keep CIA officers, contractors, and the Agency safe.

Former Agency officers and contractors who need to contact the PRB regarding 
items to be reviewed can do so through the Contact CIA page. (If using the 
web form, please be sure to fill out the form completely, including your full legal 
name and email address where you can be reached).
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K eep ing S e c re ts Safe: T h e P u b l ica t io n s R ev iew B oa rd

All CIA officers, as a condition of employment, sign the standard CIA secrecy
agreement when entering on duty All contractors sign a secrecy agreement 
that is consistent with the terms and conditions of their contract. A secrecy
agreement doesn't oblige officers and contractors to absolute silence, but it
does require them to keep national security secrets for as long as the US
Government deems the information to be classified. This is a lifelong obligation.
In order to help avoid the damage to national security and to the Agency's
mission that disclosing classified information would inflict, the CIA created the
Publications Review Board (PRB) to preview materials produced by CIA
personnel-former and current (both employees and contractors) - to
determine if they contain such classified information before they are shared
with publishers, blog-subscribers, a TV audience, ghost-writers, co-authors,
editors, family members, assistants, representatives, or anyone else not 
authorized to receive or review such classified information.

What Must Be Submitted to the PRB?

Current and former CIA officers and contractors who have signed the standard 
CIA secrecy agreement are required to submit to the PRB any and all materials
they intend to share with the public that are intelligence related, such as
materials that mention the CIA or intelligence activities, or that concern topics 
to which they had access to classified information while employed at or
performing contractual work for CIA. This submission requirement extends
beyond the sub-set of topics they may have had immediate responsibility for on
a day-to-day basis.

Publishing: Publishing is more than having a printing house bind copies of
a book. It means communicating by any means (including orally or
electronically), information regardless of form to any person or entity other
than the CIA's PRB or a US Government official authorized by the CIAto
receive such information for prepublication review. This encompasses 
materials including but not limited to: book reviews, Op-ed pieces, scholarly
papers, scripts, screenplays, blogs, speeches, and other materials. Thus,
material covered by a CIA Secrecy Agreement requiring prepublication 
review must be submitted and approved prior to discussing the material 
with or showing it to individuals such as a publisher, co-author, agent, 
editor, ghost-writer, personal representative, family member, or assistant.

Relating to CIA or intelligence activities: Not everything former and
current CIA officers and contractors write requires prepublication review.
For example, the prepublication requirement does not apply to material 
such as gardening, wine tasting, stamp collecting, sports and so forth, 
because they are outside of the purview of the CIA mission or intelligence. 
However, commentary on matters such as intelligence operations or
tradecraft (even fictional works), foreign intelligence, foreign events of
intelligence interest, one's career, scientific or technological developments
discussed in an intelligence context, and other topics that touch upon CIA
interests or responsibilities need PRB approval.

Why Do Materials Need To Be Reviewed?

In addition to protecting national security, the PRB is also protecting CIA officers
and contractors from legal liability For instance, one may unwittingly share
insights on events and capabilities that are thought to be public knowledge,
but in fact have not been officially released by the CIA or the US Government.
Accidental disclosure is still disclosure, and opens a person up to possible civil
or criminal penalties. The PRB helps current and former CIA officers and
contractors avoid this by identifying problematic material and working with them
to find ways to make their points, while avoiding classified information
disclosure. For instance, PRB staff often compare declassified material found at
the CIA's FOIA Reading Room and CIA.gov with materials submitted for
review.

What Kind of Information Might Be Classified?

As outlined in Executive Order 13526 (sec. 1.4), the following categories of
information may be classified if unauthorized disclosure could reasonably be
expected to cause identifiable or describable damage to the national security

military plans, weapons systems, or operations; 
foreign government information;
intelligence activities (including covert action), intelligence sources or
methods, or cryptology;
foreign relations or foreign activities of the United States, including
confidential sources;
scientific, technological, or economic matters relating to the national 
security;
United States Government programs for safeguarding nuclear materials
or facilities;
vulnerabilities or capabilities of systems, installations, infrastructures,
projects, plans, or protection services relating to the national security; or
the development, production, or use of weapons of mass destruction.

In combination with these criteria, authors are encouraged to ask the following
questions during the writing process to get an idea of what information the PRB
is protecting:

"As worded, does the text reveal classified information? Why is this information
classified [or not]?"

"Would releasing this information damage national security or harm CIA's
intelligence sources and methods?"

Some individual pieces of information may not cause national security damage
when standing alone, but can do so if compiled with other information. Also, the
PRB is not authorized to release official records or text from Government
documents. Individuals seeking such information may submit a FOIA or Privacy
Act Request using the procedures found here and here, respectively

Resume Prepublication Review

One of the challenges of a career in intelligence is composing a resume that
doesn't reveal any secrets. Although many details of the Agency's work are
classified, a lot of information about CIA jobs are publicly available. These
occupational descriptions are great examples of what current and former 
Agency officers can share about their work, and provide a good basis on which
to prepare resumes and memoirs that will smoothly pass through the
prepublication review process. In addition, the guidelines below may be
generally helpful for avoiding content that is problematic for prepublication
review. Remember - some things CANNOT be used:

Countries - Use regional terms instead of specific cities or countries. 
Agency-specific - Use general training or software descriptions as
opposed to the specific names or titles, which may be classified.
Names - Do not use names of people and/or places. Please contact the
Publications Review Board before using Agency colleagues as references. 
Numbers - Use general terms to describe budget information and/or 
personnel information (e.g., "hundreds" or "millions" or "several")
Office - Do not use organizational names below the office level (e.g.,
avoid group or branch names).
Technical details - Use general terms instead of the specific details.

How To Reach Us?

The PRB exists to help protect against unauthorized disclosures, but ultimately, 
each CIA officer or contractor is responsible for protecting any classified
information they possess. Should a CIA officer or contractor publish materials 
that contain classified information - either because they did not comply with the
PRB's changes or because they chose to bypass the PRB process by not 
submitting their manuscript for PRB pre-publication review - they could be
subject to possible civil and criminal penalties. Cooperating with pre-publication
review helps keep CIA officers, contractors, and the Agency safe.

Former Agency officers and contractors who need to contact the PRB regarding
items to be reviewed can do so through the Contact CIA page. (If using the
web form, please be sure to fill out the form completely, including your full legal
name and email address where you can be reached).
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SENSITIVE COMPARTMENTED INFORMATION NONDISCLOSURE STATEMENT

PRIVACY ACT STATEMENT
AUTHORITY:

PRINCIPAL PURPOSE(S):

ROUTINE USE(S):

DISCLOSURE:

EO 9397, November 1943 (SSN).

The information contained herein w ill be used to precisely identify individuals w hen it
is necessary to cert ify their access to sensit ive compartmented information.

Blanket routine uses, as published by Defense Intelligence Agency in the Federal
Register.

Voluntary; how ever, failure to provide requested information may result in delaying
the processing of your cert if icat ion.

SECTION A
An Agreement Between  and the United States.

(Printed or Typed Name)

      1.  Intending to be legally bound, I hereby accept the obligations
contained in this Agreement in consideration of my being granted
access to information or material protected within Special Access
Programs, hereinafter referred to in this Agreement as Sensitive
Compartmented Information (SCI).  I have been advised that SCI
involves or derives from intelligence sources or methods and is
classified or in the process of a classification determination under the
standards of Executive Order 12356 or other Executive order or
statute.  I understand and accept that by being granted access to SCI,
special confidence and trust shall be placed in me by the United States
Government.

   2.  I hereby acknowledge that I have received a security
indoctrination concerning the nature and protection of SCI, including
the procedures to be followed in ascertaining whether other persons to
whom I contemplate disclosing this information have been approved
for access to it,  and I understand these procedures.  I understand that I
may be required to sign subsequent agreements upon being granted
access to different categories of SCI.  I further understand that all my
obligations under this Agreement continue to exist whether or not I
am required to sign such subsequent agreements.

     3.  I have been advised that unauthorized disclosure, unauthorized
retention, or negligent handling of SCI by me could cause irreparable
injury to the United States or be used to advantage by a foreign
nation.  I hereby agree that I will never divulge anything marked as
SCI or that I know to be SCI to anyone who is not authorized to
receive it without prior written authorization from the United States
Government department or agency (hereinafter Department or
Agency) that last authorized my access to SCI.  I understand that it is
my responsibility to consult with appropriate management authorities
in the Department or Agency that last authorized my access to SCI,
whether or not I am still employed by or associated with that
Department or Agency or a contractor thereof, in order to ensure that
I know whether information or material within my knowledge or
control that I have reason to believe might be SCI, or related to or
derived from SCI, is considered by such Department or Agency to be
SCI.  I further understand that I am also obligated by law and
regulation not to disclose any classified information or material in an
unauthorized fashion.

     4. In consideration of being granted access to SCI and of being
assigned or retained in a position of special confidence and trust
requiring access to SCI, I hereby agree to submit for security review
by the Department or Agency that last authorized my access to such
information or material,  any writing or other preparation in any form,
including a work of fiction, that contains or purports to contain any
SCI or description of activities that produce or relate to SCI or  that  I

       4.  (Continued) have reason to believe are derived from SCI,
that I contemplate disclosing to any person not authorized to have
access to SCI or that I have prepared for public disclosure.  I
understand and agree that my obligation to submit such preparations
for review applies during the course of my access to SCI and
thereafter, and I agree to make any required submissions prior to
discussing the preparation with, or showing it to, anyone who is not
authorized to have access to SCI.  I further agree that I will not
disclose the contents of such preparation to any person not
authorized to have access to SCI until I have received written
authorization from the Department or Agency that last authorized
my access to SCI that such disclosure is permitted.

      5.  I understand that the purpose of the review described in
paragraph 4 is to give the United States a reasonable opportunity to
determine whether the preparation submitted pursuant to paragraph
4 set forth any SCI.  I further understand that the Department or
Agency to which I have made a submission will act upon them,
coordinating within the Intelligence Community when appropriate,
and make a response to me within a reasonable time, not to exceed
30 working days from date of receipt.

       6.  I have been advised that any breach of this Agreement may
result in the termination of my access to SCI and removal from a
position of special confidence and trust requiring such access, as
well as the termination of my employment or other relationships
with any Department or Agency that provides me with access to
SCI.  In addition, I have been advised that any unauthorized
disclosure of SCI by me may constitute violations of United States
criminal laws, including the provisions of Sections 793, 794, 798,
and 952, Title 18, United States Code, and of Section 783(b), Title
50, United States Code.  Nothing in this Agreement constitutes a
waiver by the United States of the right to prosecute me for any
statutory violation.

       7.  I understand that the United States Government may seek
any remedy available to it to enforce this Agreement, including, but
not limited to, application for a court order prohibiting disclosure of
information in breach of this Agreement.  I have been advised that
the action can be brought against me in any of the several
appropriate United States District Courts where the United States
Government may elect to file the action.  Court costs and reasonable
attorneys'  fees incurred by the United States Government may be
assessed against me if I lose such action.

     8.  I understand that all information to which I may obtain
access by signing this Agreement is now and will remain the
property of the United States Government unless and until otherwise
 determined by an appropriate official or final ruling  of a

DD FORM 1847-1, DEC 91 (EG) PREVIOUS EDITIONS ARE OBSOLETE. Designed using Perform Pro, WHS/DIOR, Jun 94
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8. (Continued) court of law.  Subject to such determination, I
do not now, nor will I ever, possess any right, interest,  title or
claim whatsoever to such information.  I agree that I shall return all
materials that may have come into my possession or for which I am
responsible because of such access, upon demand by an authorized
representative of the United States Government or upon the
conclusion of my employment or other relationship with the United
States Government entity providing me access to such materials.  If
I do not return such materials upon request, I understand this may
be a violation of Section 793, Title 18, United States Code.

9. Unless and until I am released in writing by an authorized
representative of the Department or Agency that last provided me
with access to SCI, I understand that all the conditions and
obligations imposed upon me by this Agreement apply during the
time I am granted access to SCI, and at all times thereafter.

10. Each provision of this Agreement is severable.  If a court
should find any provision of this Agreement to be unenforceable, all
other provisions of this Agreement shall remain in full force and
effect.  This Agreement concerns SCI and does not set forth such
other conditions and obligations not related to SCI as may now or
hereafter pertain to my employment by or assignment or relationship
with the Department or Agency.

11. These restrictions are consistent with and do not supersede
conflict with or otherwise alter the employee obligations, rights, or
liabilities created by Executive Order 12356; Section 7211 of Title
5, United States Code (governing disclosures to Congress); Section
1034 of Title 10, United States Code, as amended by the Military
Whistleblower Protection Act (governing disclosure to Congress by
members of the military); Section 2302(b)(8) of Title 5, United
States  Code,  as  amended  by  the  Whistleblower  Protection  Act 

11. (Continued) (governing disclosures of illegality, waste, fraud,
abuse or public health or safety threats); the Intelligence Identities
Protection Act of 1982 (50 USC 421 et seq.) (governing disclosures
that could expose confidential Government agents), and the statutes
which protect against disclosure that may compromise the national
security, including Section 641, 793, 794, 798, and 952 of Title 18,
United States Code, and Section 4(b) of the Subversive Activities Act
of 1950 (50 USC Section 783(b)).  The definitions, requirements,
obligations, rights, sanctions and liabilities created by said Executive
Order and listed statutes are incorporated into this agreement and are
controlling.

12. I have read this Agreement carefully and my questions, if any,
have been answered to my satisfaction.  I acknowledge that the
briefing officer has made available Sections 793, 794, 798, and 952 of
Title 18, United States Code, and Section 783(b) of Title 50, United
States Code, and Executive Order 12356, as amended, so that I may
read them at this time, if I so choose.

13. I hereby assign to the United States Government all rights, title
and interest, and all royalties, remunerations, and emoluments that
have resulted, will result,  or may result from any disclosure,
publication, or revelation not consistent with the terms of this
Agreement.

14. This Agreement shall be interpreted under and in conformance
with the laws of the United States.

15. I make this Agreement without any mental reservation or
purpose of evasion.

16. TYPED OR PRINTED NAME (Last, First, Middle Init ial) 17. GRADE/RANK/SVC 18. SOCIAL SECURITY NO. 19. BILLET NO. (Optional)

20. ORGANIZATION 21. SIGNATURE 22. DATE SIGNED
(YYMMDD)

FOR USE BY MILITARY AND GOVERNMENT CIVILIAN PERSONNEL

SECTION B
      The execution of this Agreement was witnessed by the undersigned, who accepted it on behalf of the United States
Government as a prior condition of access to Sensitive Compartmented Information.

23. TYPED OR PRINTED NAME (Last, First, Middle Init ial) 24. ORGANIZATION

25. SIGNATURE 26. DATE SIGNED
(YYMMDD)

FOR USE BY CONTRACTORS/CONSULTANTS/NON-GOVERNMENT PERSONNEL

SECTION C
      The execution of this Agreement was witnessed by the undersigned.

27. TYPED OR PRINTED NAME (Last, First, Middle Init ial) 28. ORGANIZATION

29. SIGNATURE 30. DATE SIGNED
(YYMMDD)

SECTION D
      This Agreement was accepted by the undersigned on behalf of the United States Government as a prior condition of access
to Sensitive Compartmented Information.

31. TYPED OR PRINTED NAME (Last, First, Middle Init ial) 32. ORGANIZATION

33. SIGNATURE 34. DATE SIGNED
(YYMMDD)

DD FORM 1847-1, DEC 91 (BACK)
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EXHIBIT D:  
 DoD Directive 5230.09, 

Clearance of DoD Information 
for Public Release  

(Apr. 14, 2017)  
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Department of Defense 
 

DIRECTIVE 
   

NUMBER 5230.09 
August 22, 2008 

Certified Current Through August 22, 2015 
Incorporating Change 2, April 14, 2017 

 
DCMO 

 
SUBJECT:  Clearance of DoD Information for Public Release 
 
References:  See Enclosure 1 
 
 
1.  PURPOSE.  This Directive reissues DoD Directive (DoDD) 5230.09 (Reference (a)) to 
update policy and responsibilities for the security and policy review process for the clearance of 
official DoD information proposed for official public release by the Department of Defense and 
its employees under DoDD 5105.02 (Reference (b)). 
 
 
2.  APPLICABILITY AND SCOPE  
 
 a.  This Directive applies to: 
 
  (1)  OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs of 
Staff and the Joint Staff, the Combatant Commands, the Defense Agencies, the DoD Field 
Activities, and all other organizational entities within the Department of Defense (hereafter 
referred to collectively as the “DoD Components”). 
 
  (2)  All DoD personnel. 
 
 b.  This Directive does NOT apply for provisions governing review of: 
 
  (1)  Prepared statements, transcripts of testimony, questions for the record, inserts for the 
record, budget documents, and other material provided to congressional committees that may be 
included in the published records.  (DoD Instruction (DoDI) 5400.04 (Reference (c)) applies.) 
 
  (2)  Information before publication or disclosure by DoD contractors.  (DoD 5220.22-M 
and DoD Manual 5200.01 (References (d) and (e)) apply.) 
 
  (3)  Official information in litigation.  (DoDD 5405.2 (Reference (f)) applies.) 
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DoDD 5230.09, August 22, 2008 

Change 2, 04/14/2017    2 

  (4)  Release of official DoD information to the news media.  (DoDD 5122.05 (Reference 
(g)) applies.) 
 
 
3.  DEFINITIONS.  Terms used in this Directive are defined in the glossary. 
 
 
4.  POLICY.  It is DoD policy that:   
  
 a.  Accurate and timely information is made available to the public and the Congress to help 
the analysis and understanding of defense strategy, defense policy, and national security issues. 
  
 b.  Any official DoD information intended for public release that pertains to military matters, 
national security issues, or subjects of significant concern to the Department of Defense shall be 
reviewed for clearance prior to release. 
 
 c.  The public release of official DoD information is limited only as necessary to safeguard 
information requiring protection in the interest of national security or other legitimate 
governmental interest, as authorized by References (e), (f), and (g) and DoDDs 5230.24, 
5230.25, 5400.07, 5400.11, 5205.02E, and 5500.07; DoDIs 5230.27, 5230.24, and DoDI 
5200.01; DoD Manual 5400.07-R; DoD 5400.11-R; DoD 5500.7-R; International Traffic in 
Arms Regulations; Executive Order 13526; section 4353 of Title 22, United States Code 
(U.S.C.); and Executive Order 13556 (References (h) through (v), respectively). 
 
 d.  Information released officially is consistent with established national and DoD policies   
and programs, including DoD Information Quality Guidelines (Reference (w)). 
 
 e.  To ensure a climate of academic freedom and to encourage intellectual expression, 
students and faculty members of an academy, college, university, or DoD school are not required 
to submit papers or materials prepared in response to academic requirements for review when 
they are not intended for release outside the academic institution.  Information intended for 
public release or made available in libraries to which the public has access shall be submitted for 
review.  Clearance shall be granted if classified information is not disclosed, DoD interests are 
not jeopardized, and the author accurately portrays official policy, even if the author takes issue 
with that policy. 
 
 f.  Retired personnel, former DoD employees, and non-active duty members of the Reserve 
Components shall use the DoD security review process to ensure that information they submit 
for public release does not compromise national security. 
 
 g.  DoD personnel, while acting in a private capacity and not in connection with their official 
duties, have the right to prepare information for public release through non-DoD fora or media.  
This information must be reviewed for clearance if it meets the criteria in DoDI 5230.29 
(Reference (x)).  Such activity must comply with ethical standards in References (q) and (r) and 
may not have an adverse effect on duty performance or the authorized functions of the 
Department of Defense. 
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5.  RESPONSIBILITIES.  See Enclosure 2. 
 
 
6.  RELEASABILITY.  Cleared for public release.  This Directive is available on the DoD 
Issuances Website at http://www.dtic.mil/whs/directives. 
 
 
7.  EFFECTIVE DATE.  This Directive is effective February 22, 2012. 
  

 
 
 
 
  
 
 
Enclosures 
 1.  References 
 2.  Responsibilities 
Glossary 
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DoDD 5230.09, August 22, 2008 
 

Change 2, 04/14/2017 4 ENCLOSURE 1 

ENCLOSURE 1 
 

REFERENCES 
 
 
(a) DoD Directive 5230.9, “Clearance of Department of Defense (DoD) Information for Public 

Release,” April 9, 1996 (hereby canceled) 
(b) DoD Directive 5105.02, “Deputy Secretary of Defense,” February 18, 2015 
(c) DoD Instruction 5400.04, “Provision of Information to Congress,” March 17, 2009 
(d) DoD 5220.22-M, “National Industrial Security Program Operating Manual,” 
 February 28, 2006, as amended 
(e) DoD Manual 5200.01, “DoD Information Security Program,” February 24, 2012, as 

amended date varies by volume 
(f) DoD Directive 5405.2, “Release of Official Information in Litigation and Testimony by 

DoD Personnel as Witnesses,” July 23, 1985 
(g) DoD Directive 5122.05, “Assistant Secretary of Defense for Public Affairs (ASD(PA)),” 
 September 5, 2008 
(h) DoD Instruction 5200.01, “DoD Information Security Program and Protection of Sensitive 

Compartmented Information (SCI),” October 9, 2008, as amended April 21, 2016  
(i) DoD Instruction 5230.24, “Distribution Statements on Technical Documents,”  
 August 23, 2012, as amended 
(j) DoD Directive 5230.25, “Withholding of Unclassified Technical Data from Public 
 Disclosure,” November 6, 1984, as amended 
(k) DoD Instruction 5230.27, “Presentation of DoD-Related Scientific and Technical Papers at 
 Meetings,” October 6, 1987 November 18, 2016  
(l) DoD Directive 5400.07, “DoD Freedom of Information Act (FOIA) Program,”  
 January 2, 2008 
(m) DoD Manual 5400.07-R, “DoD Freedom of Information Act (FOIA) Program,” September 

4, 1998 January 25, 2017 
(n) DoD Directive 5400.11, “DoD Privacy Program,” October 29, 2014 
(o) DoD 5400.11-R, “Department of Defense Privacy Program,” May 14, 2007 
(p) DoD Directive 5205.02E, “DoD Operations Security (OPSEC) Program,” June 20, 2012 
(q) DoD Directive 5500.07, “Standards of Conduct,” November 29, 2007 
(r) DoD 5500.07-R, “Joint Ethics Regulation (JER),” August 1, 1993, as amended  
(s) International Traffic in Arms Regulations (ITAR), Department of State, current edition 
(t) Executive Order 13526, “Classified National Security Information,”  
 December 29, 2009 
(u) Section 4353 of Title 22, United States Code 
(v) Executive Order 13556, “Controlled Unclassified Information,” November 4, 2010 
(w) DoD Information Quality Guidelines, current edition1  
(x) DoD Instruction 5230.29, “Security and Policy Review of DoD Information for Public 

Release,” August 13, 2014 
(y) DoD Directive 5105.53, “Director of Administration and Management (DA&M),”  
 February 26, 2008 
                                                 
1 Available at www.defensegov/pubs/dodiqguidelines.aspx.   
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(z) DoD Directive 5105.82, “Deputy Chief Management Officer (DCMO) of the Department of 
Defense,” October 17, 2008 

(aa) Deputy Secretary of Defense Memorandum, “Reorganization of the Office of the Deputy 
Chief Management Officer,” July 11, 2014 

(ab) DoD Directive 5110.04, “Washington Headquarters Services (WHS),” March 27, 2013 
(ac) Title 10, United States Code 
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ENCLOSURE 2 
 

RESPONSIBILITIES 
 

 
1.  DIRECTOR OF ADMINISTRATION OF THE OFFICE OF THE DEPUTY CHIEF 
MANAGEMENT OFFICER (DCMO) OF THE DEPARTMENT OF DEFENSE (DCMO).  
Under the authority, direction, and control of the DCMO, and in accordance with DoDD 
5105.53, DoDD 5105.82, and Deputy Secretary of Defense Memorandum (References (y), (z), 
and (aa)), the Director of Administration of the Office of the DCMO acts as the appellate 
authority for the DoD security and policy review process.  
 
 
2.  DIRECTOR, WASHINGTON HEADQUARTERS SERVICES (WHS).  Under the authority, 
direction, and control of the DCMO and through the Director of Administration of the Office of 
the DCMO, the Director, WHS:  
 
 a.  Monitors compliance with this Directive. 
 
 b.  Develops procedures and review guidelines for the security and policy review of 
information intended for public release in coordination with offices of the OSD Principal Staff 
Assistants. 
 
 c.  Implements the DoD security review process through the Defense Office of 
Prepublication and Security Review (DOPSR) in accordance with DoDD 5110.04 (Reference 
(ab)). 
 
 
3.  INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE.  The Inspector General 
of the Department of Defense, as an independent and objective officer in the Department of 
Defense, is exempt from the policy review provisions of this Directive.  As necessary, 
information may be submitted for security review prior to public release. 
 
 
4.  HEADS OF THE DoD COMPONENTS.  The Heads of the DoD Components shall: 
 
 a.  Provide prompt guidance and assistance to the Director, WHS, when requested, for the 
security or policy implications of information proposed for public release. 
 
 b.  Establish policies and procedures to implement this Directive in their Components.  
Designate the DoD Component office and point of contact for implementation of this Directive 
and provide this information to the DOPSR.  
 
 c.  Forward official DoD information proposed for public release to the Director, WHS, for 
review, including a recommendation on the releasability of the information per Reference (x). 
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GLOSSARY 

 
PART I.  ABBREVIATIONS AND ACRONYMS 

 
 

DCMO Deputy Chief Management Office of the Department of Defense 
DoDD DoD Directive 
DoDI DoD Instruction 
DOPSR Defense Office of Prepublication and Security Review 
  
U.S.C. United States Code 
  
WHS Washington Headquarters Services 

 
 

PART II.  DEFINITIONS 
 
The following terms and their definitions are for the purposes of this Directive only. 
 
DoD personnel: 

 
Any DoD civilian officer or employee (including special Government employees) of any 

DoD Component (including any nonappropriated fund activity). 
 
Any active duty Regular or Reserve military officer, warrant officer, and active duty enlisted 

member of the Army, the Navy, the Air Force, or the Marine Corps. 
 
Any Reserve or National Guard member on active duty under orders issued pursuant to Title 

10, U.S.C. (Reference (ac)). 
 
Any Reserve or National Guard member performing official duties, including while on 

inactive duty for training or while earning retirement points, pursuant to Reference (ac), or while 
engaged in any activity related to the performance of a Federal duty or function. 

 
Any faculty member in a civil service position or hired pursuant to Reference (ac) and any 

student (including a cadet or midshipman) of an academy, college, university, or school of the 
Department of Defense. 

 
Any foreign national working for a DoD Component except those hired pursuant to a defense 

contract, consistent with labor agreements, international treaties and agreements, and host-
country laws. 
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information.  Any communication or representation of knowledge such as facts, data, or opinions 
in any medium or form. 
 
official DoD information.  All information that is in the custody and control of the Department of 
Defense, relates to information in the custody and control of the Department, or was acquired by 
DoD employees as part of their official duties or because of their official status within the 
Department. 
 
review for clearance.  The process by which information that is proposed for public release is 
examined for compliance with established national and DoD policies and to determine that it 
contains no classified or export-controlled information.  Release of information to the public, 
cleared by the DOPSR, is the responsibility of the originating office. 
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EXHIBIT E:  
 DoD Instruction 5230.09, 

Clearance of DoD Information 
for Public Release  

(effective Jan. 25, 2019)  
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DOD INSTRUCTION 5230.09 

CLEARANCE OF DOD INFORMATION FOR PUBLIC RELEASE 
 
 
Originating Component: Office of the Chief Management Officer of the Department of Defense 
 
Effective: January 25, 2019 
 
Releasability: Cleared for public release.  Available on the Directives Division Website 

at http://www.esd.whs.mil/DD/.  
 
Reissues and Cancels: DoD Directive 5230.09, “Clearance of DoD Information for Public 

Release,” August 22, 2008, as amended 
 
Approved by: Lisa W. Hershman, Acting Chief Management Officer 
 
 
Purpose:  This issuance reissues the 2008 directive as a DoD instruction in accordance with the 
authority in DoD Directive (DoDD) 5105.82 and the February 1, 2018 Secretary of Defense 
Memorandum to establish policy and assign responsibilities for the security and policy review process 
for the clearance of official DoD information proposed for official public release by the DoD and its 
employee.  

Case 8:19-cv-00985-GJH   Document 33-1   Filed 07/16/19   Page 31 of 87

JA-88

USCA4 Appeal: 20-1568      Doc: 21            Filed: 08/14/2020      Pg: 91 of 213



DoDI 5230.09, January 25, 2019 

TABLE OF CONTENTS 2 

TABLE OF CONTENTS 
 

 

SECTION 1:  GENERAL ISSUANCE INFORMATION .............................................................................. 3 
1.1.  Applicability. .................................................................................................................... 3 
1.2.  Policy. ............................................................................................................................... 3 

SECTION 2:  RESPONSIBILITIES ......................................................................................................... 5 
2.1.  Director of Administration of the Office of the Chief Management Officer of the 

Department of Defense (OCMO). ....................................................................................... 5 
2.2.  Director, Washington Headquarters Services (WHS). ..................................................... 5 
2.3.  DoD Component Heads. ................................................................................................... 5 

GLOSSARY ....................................................................................................................................... 6 
G.1.  Acronyms. ........................................................................................................................ 6 
G.2.  Definitions. ....................................................................................................................... 6 

REFERENCES .................................................................................................................................... 8 

Case 8:19-cv-00985-GJH   Document 33-1   Filed 07/16/19   Page 32 of 87

JA-89

USCA4 Appeal: 20-1568      Doc: 21            Filed: 08/14/2020      Pg: 92 of 213



DoDI 5230.09, January 25, 2019 

SECTION 1:  GENERAL ISSUANCE INFORMATION 3 

SECTION 1:  GENERAL ISSUANCE INFORMATION 

1.1.  APPLICABILITY.   

a.  This issuance applies to OSD, the Military Departments, the Office of the Chairman of the 
Joint Chiefs of Staff and the Joint Staff, the Combatant Commands, the Office of the Inspector 
General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all 
other organizational entities within the DoD (referred to collectively in this issuance as the “DoD 
Components”). 

b.  This issuance does not apply for provisions governing review of: 

(1)  Prepared statements, transcripts of testimony, questions for the record, inserts for the 
record, budget documents, and other material provided to congressional committees that may be 
included in the published records in accordance with DoD Instruction (DoDI) 5400.04. 

(2)  Information before publication or disclosure by DoD contractors in accordance with 
DoD 5220.22-M and Volumes 1-4 of DoD Manual (DoDM) 5200.01. 

(3)  Official information in litigation in accordance with DoDD 5405.2.  

(4)  Release of official DoD information to media organizations in accordance with 
DoDD 5122.05. 

(5)  Release of visual imagery, captured by DoD personnel on personal equipment, to 
media organizations in accordance with DoDI 5040.02.  

(6)  Release of information requested pursuant to Section 552 of Title 10, United States 
Code (U.S.C.) (also known as “the Freedom of Information Act”) and Section 552 of Title 10, 
U.S.C. (also known as “the Privacy Act”). 

1.2.  POLICY.  It is DoD policy that:   

a.  Accurate and timely information is made available to the public and the Congress to help 
with analysis and understanding of defense strategy, defense policy, and national security issues. 

b.  Any official DoD information intended for public release that pertains to military matters, 
national security issues, or subjects of significant concern to the DoD will undergo a 
prepublication review before release. 

c.  The Office of the Inspector General of the Department of Defense, as an independent and 
objective component in the DoD, is exempt from the policy review provisions of this issuance.  
As necessary, information may be submitted for prepublication review before public release. 

d.  The public release of official DoD information is limited only as necessary to safeguard 
information requiring protection in the interest of national security or other legitimate 
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governmental interest, as authorized by DoDDs 5122.05, 5205.02E, 5230.25, 5400.07, 5400.11, 
5405.2, and 5500.07; DoDIs 5200.01, 5230.24, and 5230.27; Volumes 1-4 of DoDM 5200.01 
and DoDM 5400.07; DoD 5400.11-R; DoD 5500.07-R; Chapter I, Subchapter M, Parts 120 
through 130 of Title 22, Code of Federal Regulations; Executive Orders 13526 and 13556; and 
Section 4353 of Title 22, U.S.C. 

e.  Information released officially is consistent with established national and DoD policies 
and programs.  

f.  To ensure a climate of academic freedom and to encourage intellectual expression, DoD 
personnel who are students or faculty members of an academy, college, university, or DoD 
school:   

(1)  Are not required to submit for prepublication review papers or materials prepared in 
response to academic requirements when they are not intended for release outside the academic 
institution.  However, these individuals remain obligated to ensure their work contains no 
classified, sensitive or controlled unclassified sources consistent with their nondisclosure 
agreements.   

(2)  Will submit materials for prepublication review if they are intended for public release 
or will be made available in public libraries.  Clearance will be granted if classified information 
is not disclosed, controlled unclassified information is not disclosed, DoD interests are not 
jeopardized, and the author accurately portrays official policy, even if the author takes issue with 
that policy. 

g.  Retired and separated Service members, former DoD employees and contractors, and non-
active duty members of the Reserve Components will use the DoD prepublication review process 
to ensure that information they intend to release to the public does not compromise national 
security as required by their nondisclosure agreements.  Those who forgo the prepublication 
review process and inadvertently, negligently, or willfully disclose classified information may be 
subject to an unauthorized disclosure investigation and legal action. 

h.  DoD personnel, while acting in a private capacity and not in connection with their official 
duties, may prepare information for public release through non-DoD venues or media.  This 
information must undergo a prepublication review if it meets the criteria in DoDI 5230.29.  Such 
activity must comply with ethical standards in DoDD 5500.07 and DoD 5500.07-R and may not 
have an adverse effect on duty performance or the authorized functions of the DoD. 
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SECTION 2:  RESPONSIBILITIES 

2.1.  DIRECTOR OF ADMINISTRATION OF THE OFFICE OF THE CHIEF 
MANAGEMENT OFFICER OF THE DEPARTMENT OF DEFENSE (OCMO).  Under 
the authority, direction, and control of the Chief Management Officer of the Department of 
Defense and in accordance with DoDD 5105.53, DoDD 5105.82, and the July 11, 2014 and 
February 1, 2018 Deputy Secretary of Defense memorandums, the Director of Administration of 
the OCMO acts as the appellate authority for the DoD security and policy review process. 

2.2.  DIRECTOR, WASHINGTON HEADQUARTERS SERVICES (WHS).  Under the 
authority, direction, and control of the Chief Management Officer of the Department of Defense 
and through the Director of Administration of the OCMO, the Director, WHS: 

a.  Monitors compliance with this issuance. 

b.  Develops procedures and reviews guidelines for the security and policy review of 
information intended for public release in coordination with offices of the OSD Principal Staff 
Assistants. 

c.  Implements the DoD prepublication review process through the Defense Office of 
Prepublication and Security Review in accordance with DoDD 5110.04. 

2.3.  DOD COMPONENT HEADS.  The DoD Component heads: 

a.  Provide prompt guidance and assistance to the Director, WHS, when requested, for the 
security or policy implications of information proposed for public release. 

b.  Establish policies and procedures to implement this issuance in their Components.  
Designate the DoD Component office and point of contact for implementation of this issuance 
and provide this information to the Defense Office of Prepublication and Security Review.  

c.  Forward official DoD information proposed for public release to the Director, WHS, for 
review, including a recommendation on the releasability of the information in accordance with 
DoDI 5230.29. 
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GLOSSARY 

G.1.  ACRONYMS. 

DoDD DoD directive 
DoDI DoD instruction 
DoDM DoD manual 
  
OCMO Office of the Chief Management Officer of the Department of 

Defense 
U.S.C. United States Code  
WHS Washington Headquarters Services 

G.2.  DEFINITIONS.  These terms and their definitions are for the purpose of this issuance.   

DoD personnel. 

 Any DoD civilian officer or employee (including special government employees) of any 
DoD Component (including any nonappropriated fund activity). 

 Any individual hired by or for any DoD Component through a contractual arrangement.  

 Any active duty Regular or Reserve military officer, warrant officer, and active duty enlisted 
member of the Military Services. 

 Any Reserve or National Guard member on active duty under orders issued pursuant to Title 
10, U.S.C. 

 Any Reserve or National Guard member performing official duties, including while on 
inactive duty for training or while earning retirement points, pursuant to Title 10, U.S.C., or 
while engaged in any activity related to the performance of a federal duty or function. 

 Any faculty member in a civil service position or hired pursuant to Title 10, U.S.C. and any 
student (including a cadet or midshipman) of an academy, college, university, or school of the 
DoD. 

 Any foreign national working for a DoD Component consistent with labor agreements, 
international treaties and agreements, and host-country laws. 

information.  Any communication or representation of knowledge such as facts, data, or 
opinions in any medium or form. 

official DoD information.  All information that is in the custody and control of the DoD, relates 
to information in the custody and control of the DoD, or was acquired by DoD personnel as part 
of their official duties or because of their official status within DoD. 
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prepublication review.  The process by which information that is proposed for public release is 
examined by the Defense Office of Prepublication and Security Review for compliance with 
established national and DoD policies and to determine whether it contains any classified, 
export-controlled or other protected information.  It is the responsibility of the originating office 
to ensure that this prepublication review is followed and that clearance is granted prior to the 
release of the information to the public.
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2008 
DoD Directive 5105.82, “Deputy Chief Management Officer (DCMO) of the Department of 

Defense,” October 17, 2008 
DoD Directive 5110.04, “Washington Headquarters Services (WHS),” March 27, 2013 
DoD Directive 5122.05, “Assistant To the Secretary of Defense for Public Affairs (ATSD(PA)),” 
August 7, 2017 
DoD Directive 5205.02E, “DoD Operations Security (OPSEC) Program,” June 20, 2012 
DoD Directive 5230.25, “Withholding of Unclassified Technical Data from Public Disclosure,” 

November 6, 1984, as amended 
DoD Directive 5400.07, “DoD Freedom of Information Act (FOIA) Program,” January 2, 2008 
DoD Directive 5400.11, “DoD Privacy Program,” October 29, 2014 
DoD Directive 5405.2, “Release of Official Information in Litigation and Testimony by DoD 

Personnel as Witnesses,” July 23, 1985 
DoD Directive 5500.07, “Standards of Conduct,” November 29, 2007 
DoD Instruction 5040.02, “Visual Information (VI),” October 27, 2011, as amended 
DoD Instruction 5200.01, “DoD Information Security Program and Protection of Sensitive 

Compartmented Information (SCI),” April 21, 2016 
DoD Instruction 5230.24, “Distribution Statements on Technical Documents,” August 23, 2012, 

as amended 
DoD Instruction 5230.27, “Presentation of DoD-Related Scientific and Technical Papers at 

Meetings,” November 18, 2016, as amended 
DoD Instruction 5230.29, “Security and Policy Review of DoD Information for Public Release,” 

August 13, 2014, as amended 
DoD Instruction 5400.04, “Provision of Information to Congress,” March 17, 2009 
DoD Manual 5200.01, Volume 1, “DoD Information Security Program: Overview, 

Classification, and Declassification,” February 24, 2012 
DoD Manual 5200.01, Volume 2, “DoD Information Security Program: DoD Information 

Security Program: Marking Of Classified Information,” February 24, 2012, as amended 
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DoDI 5230.09, January 25, 2019 

REFERENCES 9 

DoD Manual 5200.01, Volume 3, “DoD Information Security Program: Protection Of Classified 
Information,” February 24, 2012, as amended 

DoD Manual 5200.01, Volume 4, “DoD Information Security Program: Controlled Unclassified 
Information (CUI),” February 24, 2012 

DoD Manual 5400.07, “DoD Freedom of Information Act (FOIA) Program,” January 25, 2017 
Executive Order 13526, “Classified National Security Information,” December 29, 2009 
Executive Order 13556, “Controlled Unclassified Information,” November 4, 2010 
Secretary of Defense Memorandum, “Disestablishment of the Deputy Chief Management Officer 

and Establishment of the Chief Management Officer,” February 1, 2018 
United States Code, Title 10   
United States Code, Title22, Section 4353 
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EXHIBIT F:  
 DoD Instruction 5230.29, 

Security and Policy Review of 
DoD Information for Public 

Release  
(Apr. 14, 2017)  
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Department of Defense 
INSTRUCTION 

NUMBER 5230.29 
August 13, 2014 

Incorporating Change 1, April 14, 2017 

DCMO 

SUBJECT: Security and Policy Review of DoD Information for Public Release 

References: See Enclosure 1 

1. PURPOSE.  In accordance with the authority in DoD Directive (DoDD) 5105.53 (Reference
(a)), DoDD 5105.82 (Reference (b)), and Deputy Secretary of Defense Memorandum (Reference
(bc)), this instruction reissues DoD Instruction (DoDI) 5230.29 (Reference (cd)) to implement
policy established in DoDD 5230.09 (Reference (de)), assigns responsibilities, and prescribes
procedures to carry out security and policy review of DoD information for public release.

2. APPLICABILITY.  This instruction:

a. Applies to OSD, the Military Departments, the Office of the Chairman of the Joint Chiefs
of Staff and the Joint Staff, the Combatant Commands, the Defense Agencies, the DoD Field 
Activities, and all other organizational entities within the DoD (referred to collectively in this 
instruction as the “DoD Components”). 

b. Does not apply to the Office of the Inspector General of the Department of Defense.  The
Inspector General of the Department of Defense, as an independent and objective officer in the 
DoD, is exempt from the policy review provisions of this instruction.  As necessary, information 
may be submitted for security review before public release. 

3. POLICY.  In accordance with Reference (de), it is DoD policy that a security and policy
review will be performed on all official DoD information intended for public release that pertains
to military matters, national security issues, or subjects of significant concern to the DoD.

4. RESPONSIBILITIES.  See Enclosure 2.

5. PROCEDURES.  Enclosure 3 contains clearance requirements, submission procedures, time
limits, information concerning review determinations, and appeals.
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DoDI 5230.29, August 13, 2014 

Change 1, 04/14/2017 2 

 
 
6.  RELEASABILITY.  Cleared for public release.  This instruction is available on the Internet 
from the DoD Issuances Website at http://www.dtic.mil/whs/directives.  
 
 
7.  EFFECTIVE DATE.   This instruction: is effective August 13, 2014. 
 
 a.  Is effective August 13, 2014.   
 
 b.  Will expire effective August 13, 2024 if it hasn’t been reissued or cancelled before this 
date in accordance with DoDI 5025.01 (Reference (e)). 
 
 
 
 
 
 David Tillotson III 
 Assistant Deputy Chief Management Officer 
  
Enclosures 
 1.  References 
 2.  Responsibilities 
 3.  Procedures 
Glossary 
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DoDI 5230.29, August 13, 2014 

Change 1, 04/14/2017  ENCLOSURE 1 3 

ENCLOSURE 1 
 

REFERENCES 
 
 
(a) DoD Directive 5105.53, “Director of Administration and Management (DA&M),” 

February 26, 2008 
(b) DoD Directive 5105.82, “Deputy Chief Management Officer (DCMO) of the Department of 

Defense,” October 17, 2008 
(bc) Deputy Secretary of Defense Memorandum, “Reorganization of the Office of the Deputy 

Chief Management Officer,” July 11, 2014 
(cd) DoD Instruction 5230.29, “Security and Policy Review of DoD Information for Public 

Release,” January 8, 2009 (hereby cancelled) 
(de) DoD Directive 5230.09, “Clearance of DoD Information for Public Release,” August 22, 

2008, as amended 
(e) DoD Instruction 5025.01, “DoD Issuances Program,” June 6, 2014 
(f) DoD Instruction 5400.04, “Provision of Information to Congress,” March 17, 2009 
(g) DoD Instruction 5230.24, “Distribution Statements on Technical Documents,”  

August 23, 2012, as amended 
(h) DoD Directive 5230.25, “Withholding of Unclassified Technical Data from Public 

Disclosure,” November 6, 1984, as amended 
(i) Parts 120-130 of Title 22, Code of Federal Regulations (also known as “The International 

Traffic in Arms Regulations (ITAR)”) 
(j) DoD Directive 5205.02E, “DoD Operations Security (OPSEC) Program,” June 20, 2012 
(k) DoD Manual 5200.01, “DoD Information Security Program,” February 24, 2012, as 

amended date varies by volume 
(l) Deputy Secretary of Defense Memorandum, “Congressional Testimony Coordination and 

Clearance Procedures,” January 17, 20121 
(m) DoD Instruction 2205.02, “Humanitarian and Civic Assistance (HCA) Activities,” June 23, 

2014 
(n) DoD Instruction 3000.05, “Stability Operations,” September 16, 2009 
(o) DoD Directive 5122.05, “Assistant Secretary of Defense for Public Affairs (ASD(PA)),” 

September 5, 2008 
(p) DoD Instruction 8550.01, “DoD Internet Services and Internet-Based Capabilities,” 

September 11, 2012  
(q) DoD Instruction 5230.27, “Presentation of DoD-Related Scientific and Technical Papers at 

Meetings,” October 6, 1987 November 18, 2016 
(r) DoD Instruction 3200.12, “DoD Scientific and Technical Information Program (STIP),” 

August 22, 2013 
(s) DoD Manual 3200.14, Volume 1, “Principles and Operational Parameters of the DoD 

Scientific and Technical Information Program (STIP):  General Processes,” March 14, 
2014 

 

                                                 
1 Available at http://www.dtic.mil/whs/esd/osr 
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DoDI 5230.29, August 13, 2014 

Change 1, 04/14/2017  ENCLOSURE 2 4 

ENCLOSURE 2 
 

RESPONSIBILITIES 
 

 
1.  DIRECTOR OF ADMINISTRATION, OFFICE OF THE DEPUTY CHIEF MANAGEMENT 
OFFICER (DCMO) OF THE DEPARTMENT OF DEFENSE (DA ODCMO).  Under the 
authority, direction, and control of the Deputy Chief Management Officer (DCMO) of the 
Department of Defense, the Director of Administration DA ODCMO acts as the appellate 
authority for the DoD security and policy review process. 
 
 
2.  DIRECTOR, WASHINGTON HEADQUARTERS SERVICES (WHS).  Under the authority, 
direction, and control of the DCMO, through the Director of Administration DA ODCMO, the 
Director, WHS: 
 
 a.  Monitors compliance with the procedures established in Enclosure 3 of this instruction for 
the security and policy review of official DoD information. 
 
 b.  Provides for the timely security and policy review of official DoD information proposed 
for public release that is originated by, in, or for the DoD, including statements intended for open 
presentation before the Congress and other material submitted to the Congress in accordance 
with DoDI 5400.04 (Reference (f)).   
 
 c.  Provides for the timely policy review of official DoD information that is originated by the 
DoD for presentation before a closed session of the Congress and other classified material 
submitted to the Congress in accordance with Reference (f). 
 
 d.  Coordinates, as necessary, with the DoD Component staffs when reviewing official DoD 
information for public release clearance to ensure accuracy and currency of existing policy and 
security guidance.  
 
 e.  Responds to requests for review of information submitted by DoD personnel acting in a 
private capacity or submitted voluntarily by non-DoD sources to ensure that classified 
information is not disclosed.  This review will also address technology transfer and public 
releasability of technical data in accordance with DoDI 5230.24, DoDD 5230.25, and parts 120 
through 130 of Title 22, Code of Federal Regulations (References (g), (h), and (i)). 
 
 f.  Supports other Executive Department and non-DoD agency security review programs in 
the release of information to the public that may contain DoD equities. 
 
 
3.  OSD AND DOD COMPONENT HEADS.  The OSD and DoD Component heads: 
 
 a.  Ensure Component compliance with this instruction, and issue any guidance necessary for 
the internal administration of the requirements prescribed in Enclosure 3 of this instruction. 
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DoDI 5230.29, August 13, 2014 

Change 1, 04/14/2017  ENCLOSURE 2 5 

 
 b.  Ensure prompt Component guidance and assistance to the Chief, Defense Office of 
Prepublication and Security Review (DOPSR), when requested, on any information proposed for 
public release. 
 
 c.  Exercise Component clearance authority for information not specified in section 1 of 
Enclosure 3 of this instruction.  This authority may be delegated to the lowest level competent to 
evaluate the content and implications of public release of the information.   
 

d.  Ensure that Component-specific documents, including official correspondence, are 
reviewed internally and that information not specified in Enclosure 3 of this instruction is 
reviewed for operations security and information security in accordance with DoDD 5205.02E 
and DoD Manual 5200.01 (References (j) and (k)) before public release.  This review will also 
address technology transfer and public releasability of technical data in accordance with 
References (g), (h), and (i). 
 
 e.  Ensure Component compliance with the guidelines of the Deputy Secretary of Defense 
Memorandum (Reference (l)) concerning the coordination and clearance process of 
Congressional testimony to facilitate timely security and policy review. 
 
 f.  Ensure effective information sharing between the Component and designated mission 
partners in accordance with DoDI 2205.02 and DoDI 3000.05 (References (m) and (n)). 
 
 g.  Ensure that Component release of DoD information to news media representatives is in 
accordance with DoDD 5122.05 (Reference (o)). 
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DoDI 5230.29, August 13, 2014 

Change 1, 04/14/2017  ENCLOSURE 3 6 

ENCLOSURE 3 
 

PROCEDURES 
 
 
1.  CLEARANCE REQUIREMENTS.  The security review protects classified information, 
controlled unclassified information, or unclassified information that may individually or in 
aggregate lead to the compromise of classified information or disclosure of operations security.  
The policy review ensures that no conflict exists with established policies or programs of the 
DoD or the U.S. Government.  Official DoD information that is prepared by or for DoD 
personnel and is proposed for public release will be submitted for review and clearance if the 
information: 
 
 a.  Originates or is proposed for release in the National Capital Region by senior personnel 
(e.g., general or flag officers and Senior Executive Service) on sensitive political or military 
topics; 
 
 b.  Is or has the potential to become an item of national or international interest; 
 
 c.  Affects national security policy, foreign relations, or ongoing negotiations; 
 
 d.  Concerns a subject of potential controversy among the DoD Components or with other 
federal agencies; 
 
 e.  Is presented by a DoD employee who, by virtue of rank, position, or expertise, would be 
considered an official DoD spokesperson; or 
 
 f.  Contains technical data, including data developed under contract or independently 
developed and subject to potential control in accordance with Reference (i), that may be 
militarily critical (as defined in the Glossary) and subject to limited distribution, but on which a 
distribution determination has not been made.  
 
 
2.  SUBMISSION PROCEDURES 
 
 a.  Detailed Procedures.  These procedures apply to all information required to be submitted 
to DOPSR for clearance: 
 
  (1)  A minimum of three hard copies of material, in its final form, will be submitted, 
together with a signed DD Form 1910, “Clearance Request for Public Release of Department of 
Defense Information,” located at the DoD Forms Management Program website at 
http://www.dtic.mil/whs/directives/infomgt/forms/formsprogram.htm, to:  
 

Chief, Defense Office of Prepublication and Security Review  
1155 Defense Pentagon  
Washington, D.C. 20301-1155   
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DoDI 5230.29, August 13, 2014 

Change 1, 04/14/2017  ENCLOSURE 3 7 

 
  (2)  If the material is fewer than 100 pages long, one soft copy of the unclassified 
material and the DD Form 1910 may be submitted by e-mail to 
whs.pentagon.esd.mbx.secrev@mail.mil instead of the requirements of paragraph 2a(1) of this 
enclosure. 
 
  (3)  Any material submitted for review will be approved by an authorized government 
representative of the submitting office to indicate that office’s approval of the material for public 
release.  Contractors may not sign the DD Form 1910. 
 
  (4)  All information submitted for clearance to DOPSR must first be coordinated within 
the originating DoD Component to ensure that it:  
 
   (a)  Reflects the organization’s policy position. 
 
   (b)  Does not contain classified, controlled unclassified, or critical information 
requiring withholding. 
 
   (c)  Is reviewed for operations security in accordance with References (j) and (k). 
 
   (d)  Is reviewed to ensure there is no risk of releasing classified, controlled 
unclassified, operations security, or critical information if the information is aggregated with 
other publicly available data and information in accordance with References (j) and (k). 
 
  (5)  Only the full and final text of material proposed for release will be submitted for 
review.  Drafts, notes, outlines, briefing charts, etc., may not be submitted as a substitute for a 
complete text.  DOPSR reserves the right to return draft or incomplete documents without action. 
 
  (6)  Abstracts to be published in advance of a complete paper, manuscript, etc., require 
clearance.  Clearance of an abstract does not fulfill the requirement to submit the full text for 
clearance before its publication.  If an abstract is cleared in advance, that fact, and the DOPSR 
case number assigned to the abstract, will be noted on the DD Form 1910 or other transmittal 
when the full text is submitted. 
 
 b.  Other Requirements.  The requirements of References (f) and (l) will apply to the 
processing of information proposed for submission to Congress. 
 
 c.  Website Publication.  Information intended for placement on websites or other publicly 
accessible computer servers that are available to anyone requires review and clearance for public 
release if it meets the requirements of section 1 of this enclosure and DoDI 8550.01 
(Reference (p)).  Website clearance questions should be directed to the Component’s website 
manager.  Review and clearance for public release is not required for information to be placed on 
DoD controlled websites or computer servers that restrict access to authorized users.  
 
 d.  Basic Research.  Submitters will comply with the DoD guidance on basic scientific and 
technical research review in DoDI 5230.27 (Reference (q)).  
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DoDI 5230.29, August 13, 2014 

Change 1, 04/14/2017  ENCLOSURE 3 8 

 
 e.  Federally Funded Research and Engineering.  Submitters will comply with the DoD 
guidance in federally funded research and engineering in DoDI 3200.12 and DoDI 3200.14 
(References (r) and (s)), which requires submitters to send the final published document or final 
author’s referenced manuscript to the Defense Technical Information Center (DTIC). 
 
 
3.  TIMELINES FOR SUBMISSION  
 
 a.  Prepublication Security and Policy Review Requests 

 
  (1)  Submit speeches and briefings to DOPSR at least 5 working days before the event at 
which they are to be presented.  Additional time may be needed for complex or potentially 
controversial speeches due to coordination requirements. 
 
  (2)  Other material (e.g., papers and articles) will be submitted to DOPSR at least 
10 working days before the date needed.  The length, complexity, and content will determine the 
number of agencies required to review the document and, consequently, the time required for the 
complete review process. 
 
  (3)  Technical papers will be submitted to DOPSR at least 15 working days before the 
date needed.  More time may be needed if DOPSR determines that the material is complex or 
requires review by agencies outside of the DoD. 
 
  (4)  Manuscripts and books will be submitted to DOPSR at least 30 working days before 
the date needed and before submission to a publisher.  More time may be needed if DOPSR 
determines that the material is complex or requires review by agencies outside of the DoD.  
 
  (5)  DOPSR reserves the right to return documents without action if insufficient time is 
allowed for prepublication review. 
 
 b.  Congressional Security and Policy Review Requests.  Security and policy review of 
material submitted by the DoD to Congress will be provided to DOPSR in these timeframes to 
allow for a thorough review for DoD to comply with the congressional committee or 
subcommittee mandates: 
 
  (1)  Statements:  5 days before submission to the DoD Office of Legislative Counsel in 
accordance with References (f) and (l). 
 
  (2)  A minimum of 5 working days for these requests:  
 
   (a)  Questions for the Record. 
 
   (b)  Inserts for the Record. 
 
   (c)  Advance Policy Questions.  
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DoDI 5230.29, August 13, 2014 

Change 1, 04/14/2017  ENCLOSURE 3 9 

 
   (d)  Selected Acquisition Reports.  
 
   (e)  Budget documents (in accordance with Reference (f)). 
 
   (f)  Classified transcripts only (in accordance with Reference (f)). 
 
   (g)  Reprogramming actions. 
 
   (h)  Congressional reports. 
 
 
4.  REVIEW DETERMINATIONS AND APPEALS  
 
 a.  General.  Information reviewed for release to the public will result in one of these 
determinations: 
 
  (1)  Cleared for Public Release.  The information may be released without restriction by 
the originating DoD Component or its authorized official.  DOPSR may require a disclaimer to 
accompany the information, as follows:  “The views expressed are those of the author and do not 
reflect the official policy or position of the Department of Defense or the U.S. Government.” 
 
  (2)  Cleared “With Recommendations” for Public Release.  Optional corrections, 
deletions, or additions are included.  Although DOPSR has no responsibility for correcting errors 
of fact or making editorial changes, obvious errors may be identified in the text and noted as 
“recommended.”  These corrections are not binding on the author or submitter. 
 
  (3)  Cleared “As Amended” for Public Release.  Amendments, made in red, are binding 
on the submitter.  Red brackets identify information that must be deleted.  If the amendments are 
not adopted, then the DoD clearance is void.  When possible, alternative wording is provided to 
substitute for the deleted material.  Occasionally, wording will be included that must be added to 
the text before public release.  A disclaimer, as shown in paragraph a(1) of this section, may also 
be required. 
 
  (4)  Not Cleared for Public Release.  The information submitted for review may not be 
released. 
 
 b.  Appeals.  All amendments or “not cleared” determinations may be appealed in writing by 
the requester within 60 days to DOPSR.  The appeal must contain the basis for release of 
information denied during the initial determination.  All appeals will be resolved at the lowest 
practical level and as quickly as possible.  In accordance with Reference (a), the Director of 
Administration DA ODCMO serves as the appellate authority for any denials or redactions that 
may be contested.  When the appellate authority makes a final determination, a written response 
will be promptly forwarded to the requester. 
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DoDI 5230.29, August 13, 2014 

Change 1, 04/14/2017  GLOSSARY 10 

GLOSSARY 
 

PART I. ABBREVIATIONS AND ACRONYMS 
 
DA ODCMO Director of Administration, Office of the Deputy Chief Management 

Officer of the Department of Defense 
DCMO Deputy Chief Management Officer of the Department of Defense 
DoDD DoD directive 
DoDI DoD instruction 
DOPSR Defense Office of Prepublication and Security Review 
  
WHS Washington Headquarters Services 
 
 

PART II. DEFINITIONS 
 
These terms and their definitions are for the purpose of this instruction. 
 
authorized government representative.  A government employee who possesses the authority to 
communicate a particular component’s policies and recommendation for public release. 
 
militarily critical.  Information will be considered militarily critical if it addresses any of these 
subjects or affects the operations security thereof: 
 
 New weapons or weapons systems, or significant modifications or improvements to existing 
weapons or weapons systems, equipment, or techniques. 
 
 Military operations and significant exercises of national or international significance. 
 
 Command, control, communications, computers, intelligence, surveillance, and 
reconnaissance; information operations and cyberspace; weapons of mass destruction; 
improvised explosive devices; and computer security. 
 
 Military activities or application in space; nuclear weapons, including nuclear weapons 
effects research; defense from chemical and biological warfare and threats; initial fixed weapons 
basing; and arms control treaty implementation. 
 
 Any other contemporary topic that is designated by the DoD Component head. 
 
public release.  The act of making information available to the public with no restrictions on 
access to or use of the information.  Authorization and release of information to the public, 
cleared by DOPSR, is the responsibility of the originating office. 
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EXHIBIT G:  
 Frequently Asked Questions for 
Department of Defense Security 

and Policy Reviews, DOD  
(Mar. 2012) 
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Frequently A
sked Q

uestions for 
D

epartm
ent of D

efense 
Security and Policy R

eview
s 

__________________________________ 

W
hat is a security and policy review

? 
A

 security and policy review
, or pre- 

publication review
, is the process by w

hich 
inform

ation proposed for public release is 
exam

ined to ensure com
pliance w

ith D
oD

 and 
national policies and to determ

ine that it 
contains no classified, controlled unclassified, or 
export-controlled inform

ation. 

W
hy are these review

s necessary? 
The purpose of the security and policy review

 is 
to ensure inform

ation dam
aging to the national 

security is not inadvertently disclosed.   

W
ho m

ust subm
it m

aterials intended for 
publication for review

 by D
oD

 com
ponents to 

O
ffice of Security R

eview
 (O

SR
) for review

? 
A

ll current, form
er, and retired D

oD
 em

ployees, 
contractors, and m

ilitary service m
em

bers 
(w

hether active or reserve) w
ho have had access 

to D
oD

 inform
ation or facilities.  D

oD
 

inform
ation includes any w

ork that relates to 
m

ilitary m
atters, national security issues, or 

subjects of significant concern to D
oD

 in 
general, such as spy novels or biographical 
accounts of operational deploym

ents and 
w

artim
e experiences.  Publications about 

gardening, cooking, sports, and crafts and the 
like do not need to undergo pre-publication 

review
s if there is no association w

ith the 
aXWhRU¶V cXUUenW RU fRUm

eU D
RD

 affiliaWiRn. 

W
hat m

ust go through the security and policy 
pre-publication review

 process? 
x 

B
ooks 

x 
M

anuscripts and theses 
x 

B
iographies 

x 
A

rticles 
x 

B
ook review

s/O
p-Ed pieces 

x 
A

udio/video m
aterials 

x 
Speeches/Presentations 

x 
Press releases/W

ebsite updates 
x 

C
onference panels/briefings 

x 
R

esearch papers 
x 

O
ther m

edia 

H
ow

 long w
ill it take? 

Specific tim
elines are addressed in D

oD
I 

5230.29, Enclosure 3, SaUa 3, ³Tim
e lim

iWV.´ 
N

ote that m
anuscripts should be subm

itted for 
pre-publication review

 early enough to allow
 at 

least 30 w
orking days for the review

.  A
ctual 

review
 tim

e w
ill vary based on content. 

W
here do I send m

y request and w
hat should 

it include? 
First, conduct an O

perations Security (O
PSEC

) 
review

 through the C
om

ponent O
PSEC

 M
anager 

in accordance w
ith D

oD
M

 5205.02. 

Then, conduct a pre-publication review
.  D

oD
I 

5230.29, Enclosure 3, para 2, ³SXbm
iVViRn 

PURcedXUeV´ deWailV Z
haW iV UeTXiUed.  D

D
 Form

 
1910 is used by active duty personnel and 

governm
ent officials.  A

 signed letter should be 
subm

itted by som
eone in the private sector and 

w
ill need to include the follow

ing: 
x 

N
am

e 
x 

C
ontact inform

ation  (address, phone 
num

ber, em
ail address) 

x 
Inform

ation title or subject 
x 

Intended audience or publication 
x 

Specific deadline, if applicable 
x 

W
ritten consent from

 all-D
oD

 affiliated 
personnel nam

ed in your m
aterial, if 

applicable. 
Include a m

inim
um

 of three unbound paper 
copies, or if subm

itted electronically, one soft 
copy, of each docum

ent in its final form
 

subm
itted for review

. 

H
ow

 does the process w
ork? 

The D
RD

 cRm
SRnenW¶V VecXUiW\ UeYieZ

 liaison 
office (for security/policy review

) and their pre-
publication  release official w

ill: 
x 

C
onfirm

 the request qualifies as a pre-
publication review

 and that all required 
inform

ation is included. 
x 

Forw
ard to O

SR
 all requests containing 

inform
ation defined under D

oD
I 5230.29, 

Enclosure 3, para 1, in final form
. 

x 
C

oordinate w
ith other D

oD
 com

ponents or 
offices as necessary prior to subm

ission.  

W
hat w

ill happen if I do not subm
it m

y 
m

aterial for review
? 

Y
ou m

ay be subject to adm
inistrative or legal 

action. 
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  R
eference: U

SD
(I) M

em
R, ³SecXUiW\ and PRlic\ 

R
eview

s of A
rticles, M

anuscripts, Books and 
O

WheU M
edia PUiRU WR PXblic R

eleaVe,´            
A

pril 26, 2011  
https://w

w
w

.intelink.gov/sites/ousdi/hcis/sec/icd
irect/inform

ation/default.aspx 
 

SU
BM

ISSIO
N

 M
ETH

O
D

S 
 ________________________________ 
 C

om
pleted packages should be forw

arded to 
your D

oD
 com

ponent organization for initial 
security review

 by your public release official. 
 Personnel assigned to the O

ffice of the Secretary 
of D

efense should forw
ard packages to the 

O
ffice of Security R

eview
 (O

SR
) ± 2A

534 -  
Pentagon or send them

 to the follow
ing address: 

 Standard m
ail: 

D
epartm

ent of D
efense 

A
ttn:  O

ffice of Security R
eview

 
1155 D

efense Pentagon 
W

ashington, D
C

 20301-1155 
 C

ourier: 
O

SD
 M

ail R
oom

 in the Pentagon (3C
843) 

 Em
ail:   

N
IPR

 ± secrev1@
w

hs.m
il (unclassified) 

SIPR
 ± ofoisrsr@

w
hs.sm

il.m
il (FO

U
O

 and 
classified up to SEC

R
ET) 

JW
IC

S ± O
fficeofSecurity@

osdj.ic.gov (A
ll) 

 Telephone: (703)-614-5001 

Fax: (703)-614-4956 
C

lassified Fax: (703)-614-4966  
 O

SR
 W

ebsite: 
w

w
w

.dtic.m
il/w

hs/esd/osr/index.htm
 

  
 

D
O

D
 PO

LIC
Y

 FO
R

 SEC
U

R
ITY

 A
N

D
 

PO
LIC

Y
 R

EV
IEW

S 
_________________________________ ____ 
 C

urrent D
oD

 policy issuances, references and 
form

s governing publication review
s can be 

found at the O
SR

 W
ebsite: 

w
w

w
.dtic.m

il/w
hs/esd/osr/index.htm

 
 These include the follow

ing: 
D

oD
 D

irective 5230.09, ³Clearance of D
oD

 
Inform

ation for Public R
elease´ 

 D
oD

 Instruction 5230.29, ³Security and Policy 
R

eview
 of D

oD
 Inform

ation for Public R
elease´ 

 D
D

 FRUm
 1910, ³C

leaUance R
eTXeVW fRU PXblic 

R
eleaVe Rf D

eSaUWm
enW Rf D

efenVe InfRUm
aWiRn´ 

 R
elated D

oD
 security policy issuances can be 

found at the D
oD

 issuances w
ebsite: 

http://w
w

w
.dtic.m

il/w
hs/directives/ 

  D
oD

 M
anual 5200.01 (V

ol. 1 - 4) ³D
oD

 
Inform

ation Security Program
´  

 D
oD

 M
anual 5205.02, ³D

RD
 O

SeUaWiRnV 
SecXUiW\ PURgUam

 M
anXal´ 

 For questions on security/policy review
 

subm
issions or status updates, contact the O

SR
 

H
elp D

esk at 703-614-5001. 
 For questions on inform

ation security policy, 
contact Security D

irectorate, O
U

SD
(I) at      

703-604-2764. 
 

  
Security and Policy R

eview
s of 

A
rticles, M

anuscripts, Books and  
O

ther M
edia Prior to Public 

R
elease 

 
 

Frequently A
sked Q

uestions 
 

___________________________ 
          

___________________________ 
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EXHIBIT H:  
 NSA/CSS Policy 1-30, Review 

of NSA/CSS Information 
Intended for Public Release  

(revised May 12, 2017) 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

NSAICSS POLICY 1-30 

Issue Date: 13 May 2015 
Revised: 12 May 2017 

REVIEW OF NSA/CSS INFORMATION INTENDED FOR PUBLIC RELEASE 

PURPOSE AND SCOPE 

This document sets forth the policy, procedures, and responsibilities governing the 
prepublication review of official NSA/CSS infOrmation intended for public release by current and 
former NSAICSS affiliates in either an official capacity or a private capacity. This policy also 
implements Department of Defense (DoD) Directive 5230.09, "Clearance of DoD Information 
for Public Release" (Reference a). 

This policy applies to all current and former NSAICSS affiliates and reflects lifetime 
obligations agreed to in non-disclosure agreements. 

Isl 

Isl 
ELIZABETH R. BROOKS 

Chief of Staff 

---- ------
Endorsed by 
Associate Director for Policy 

Policy 1-30 is approved for public release. 
000088 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 

Policy 1-30 Dated: 13 May 2015 

DISTRIBUTION: 
Pl2 
Pl3 
P131 
Pl34 (Vital Records) 

This Policy supersedes NSA/CSS Policy 1-30 dated 10 May 2013. The Chief, Policy approved 
an administrative update on 12 May 2017 to update organizational designators for NSA2 l . 
OPI: Information Security and Classification Division, Pl3 l, 972-2534 (secure) or (443)-634-
4094 (non-secure). 

POLICY 

1. Public release in an official capacity: 

a. NSA/CSS makes certain accurate and timely information available to the public 
to promote accountability for and understanding of its activities. The public release of 
official NSA/CSS information shall be limited only as necessary to safeguard information 
requiring protection in the interest of national security or other legitimate Government 
interest (Reference a). All current NSA/CSS affiliates shall submit for prepublication 
review all official NSA/CSS information intended for public release in their official 
capacity. The prepublication review process includes both a classification review and a 
review that determines whether the information intended for public release: is consistent 
with established NSA/CSS, DoD, and Intelligence Community policies and programs; is 
consistent with information security standards established by the Office oflnformation 
Management (OIM, Pl3); and conforms to NSA/CSS corporate messaging standards as 
determined by Strategic Communications (P2). 

b. Official NSA/CSS information prepared as part of official duties and approved 
for public release will be used in accordance with DoD Directive (DoDD) 5500.07, 
"Standards of Conduct" (Reference b), and DoD 5500.7-R, "Joint Ethics Regulation 
(JER)" (Reference c ), which preclude such use for monetary or nonmonetary personal 
gam. 

2. Public release in a private capacity: NSA/CSS affiliates acting in a private capacity, 
and not in connection with their official duties, may prepare information for public release 
without management approval or policy review provided that the affiliate: 

a. Violates no laws or regulations; 

b. Maintains ethical standards and compliance with References b and c; 

c. Uses only information that is UNCLASSIFIED and approved for public 
release; 

d. Uses no information in which NSA/CSS may have intellectual property rights 
and must file a new patent application with the U.S. Patent and Trademark Office thereon 

2 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 

Policy 1-30 Dated: 13 May 2015 

or lose the right to do so (i.e., the information, if publicly released, does not establish a 
date by which NSA/CSS must file a new patent application (e.g., 1 year after public 
release)); and 

e. Uses a disclaimer on any material in which an NSA/CSS affiliation is cited, 
stating that the views and opinions expressed are those of the affiliate and do not reflect 
those of NSA/CSS. 

3. Information available from both classified and open sources: 

a. Official NSA/CSS information appearing in the public domain shall not be 
automatically considered UNCLASSIFIED or approved for public release. 

b. Where information intended for public release is available to the NSA/CSS 
affiliate from classified sources and also independently from open sources, the affiliate 
may be permitted to release the information if the affiliate can cite an adequate open-
source publication where the specific information is available - only if release of the 
information by the affiliate at the time of review will not cause additional damage to 
national security through confirmation of previous unauthorized releases. The 
appropriate Prepublication Review Authority shall exercise discretion in making such 
determinations on a case-by-case basis and may consider the following as factors in the 
decision: 

1) The sensitivity of the information from classified sources; 

2) The number and currency of the previous releases; 

3) The level of detail previously exposed; 

4) The source of the previous releases (whether authoritative and 
acknowledged or an anonymous leak); 

5) The submitter's access to classified sources; and 

6) The authority and credibility afforded by the affiliate's NSA/CSS 
expenence. 

4. Official NSA/CSS organizational logos: A logo may be created in accordance with 
NSA/CSS Policy 10-7, "NSA/CSS Multimedia Information" (Reference d). Once Graphics 
Services (P22 l 2) creates a proof of the logo, it must be reviewed and approved for public release 
in an official capacity as set forth in this policy. Once approved for public release, a logo may be 
used for official NSA/CSS operational, promotional, or morale-building purposes. 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 

Policy 1-30 Dated: 13 May 2015 

PROCEDURES 

5. For public release in official capacity: 

a. Information intended for public release in an NSA/CSS affiliate's official 
capacity (including, but not limited to, books, articles, videos, speeches, conference 
briefings, Internet postings, biographies, book reviews, cooperative education (co-op) 
reports, press releases, research papers, and organizational logos) is subject to 
prepublication review. 

b. Before publicly disclosing his or her NSA/CSS affiliation, a current affiliate 
preparing material for public release in an official capacity shall seek operations security 
(OPSEC) guidance from his or her Staff Security Officer (SSO) and solicit a name check 
from Chief, NSA/CSS Cover Office (X073) in accordance with NSA/CSS Policy 1-18, 
"NSA/CSS Cover Program" (Reference e). 

c. Whenever practicable, to preclude the inadvertent spillage of classified 
information onto unclassified systems, NSA/CSS affiliates acting in an official capacity 
shall use a TOP SECRET classified information system (e.g., NSANet, JWICS) to draft 
the full material intended for public release. Notes, outlines, or other partial information 
may not be substituted for the full material intended for public release in order to avoid 
the possibility of classification due to compilation. 

d. Current NSA/CSS affiliates acting in an official capacity shall first submit, for 
management review and approval, all official NSA/CSS information intended for public 
release. 

e. Upon receipt of management approval for public release (which may be in the 
form of a digitally signed email), a current NSA/CSS affiliate acting in an official 
capacity submits the following to a local Classification Advisory Officer (CAO) for an 
initial classification determination: the full material intended for public release, 
management approval, and written consent from NSA/CSS affiliates identified in the 
information to have any NSA/CSS affiliation publicly revealed. A complete list of CA Os 
can be found on NSANet ("go cao"). 

f. Upon determining the information to be UNCLASSIFIED, the CAO sends a 
digitally signed email to the affiliate containing that determination. 

g. Following procedures established by the Prepublication Review Authority, 
either the affiliate or the local CAO then forwards the full and final material intended for 
public release (with all classification markings and/or handling instructions removed), 
management approval, classification determination, written consent from affiliates 
identified in the information to have any NSA/CSS affiliation publicly revealed (if 
applicable), technical review (if applicable), and contracting officer approval (if 
applicable) to the appropriate NSA/CSS Prepublication Review Authority for the final 
prepublication review determination. 
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Policy 1-30 

Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 

Dated: 13 May 2015 

h. The appropriate Prepublication Review Authority shall: 

1) As necessary, coordinate with other information owners should the 
material contain information not under his or her purview; 

2) Refer the information for review to organizations external to NSA/CSS, 
if required; 

3) Coordinate, as appropriate, a review with the Public Affairs Office 
(PAO, P2 l) to determine that information intended for public release in an 
affiliate's official capacity conforms to NSA/CSS corporate messaging standards; 

4) When necessary, request a technical review by a subject matter expert 
to determine that the information intended for public release is accurate; 

5) When necessary, request a review by the NSA/CSS Office of the 
General Counsel (OGC) to determine that the information intended for public 
release contains no information in which NSA/CSS may have intellectual 
property rights and may file a patent application thereon; and 

6) If the current NSA/CSS affiliate acting in an official capacity is a 
Senior Leader, coordinate with the Information Security and Classification 
Division (P131) to obtain prepublication approval from the Defense Office of 
Prepublication and Security Review (DOPSR). 

i. The appropriate Prepublication Review Authority will issue, as practicable, a 
final determination to the affiliate within 25 business days ofreceipt of all required 
information and supporting documentation. 

6. For public release in a private capacity: 

a. Resumes, associated cover letters, work-related biographies (bios), and 
curriculum vitae (CVs) intended for any public use: Current and former NSA/CSS 
affiliates shall submit resumes, associated cover letters, work-related bios, and CVs 
intended for public release to the Information Security and Classification Division (Pl3 l) 
for review according to procedures published on the Information Security and 
Classification Division (Pl3 l) Web site and on nsa.gov to determine whether they 
contain NSA/CSS protected information. 

1) Before publicly disclosing his or her NSA/CSS affiliation in such a 
document, a current affiliate shall seek OPSEC guidance from an SSO and solicit 
a name check from Chief, X073. 

2) Whenever practicable and with supervisory approval, to preclude the 
inadvertent spillage of classified information onto unclassified systems, current 
NSA/CSS affiliates acting in a private capacity may use a TOP SECRET 
classified information system (e.g., NSANet, JWICS) to draft the full version of 
such documents intended for public release. Notes, outlines, or other partial 
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Policy 1-30 

Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 

Dated: 13 May 2015 

information may not be substituted for the full material intended for public release 
in order to avoid the possibility of classification due to compilation. 

3) A current affiliate shall have such documents first reviewed by an 
organizational CAO before submitting it to Pl 31. 

4) Former affiliates shall submit such documents per instructions in 
paragraph 6.b.4. 

5) Resumes are not subject to management approval or policy review. 

b. Other than resumes: Current and former NSA/CSS affiliates may prepare 
material for public release that meets all of the requirements stated in paragraph 2. This 
includes, but is not limited to, books, articles, videos, speeches, conference briefings, 
[nternet postings, book reviews, co-op reports, press releases, research papers, and 
organizational logos. However, prepublication review is required where compliance with 
the requirements of paragraph 2 is in doubt (i.e., where the material contains official 
NSA/CSS information that may or may not be UNCLASSIFIED and approved for public 
release). Before publicly disclosing an NSA/CSS affiliation, a current affiliate shall seek 
OPSEC guidance from an SSO and solicit a name check from Chief, X073. 

I) Whenever practicable and with supervisory approval, to preclude the 
inadvertent spillage of classified information onto unclassified systems, current 
NSA/CSS affiliates acting in a private capacity may use a TOP SECRET 
classified information system (e.g., NSANet, JWICS) to draft the full material 
intended for public release. Notes, outlines, or other partial information may not 
be substituted for the full material intended for public release in order to avoid the 
possibility of classification due to compilation. 

2) A current affiliate with access to a TOP SECRET classified network 
(e.g., NSANet, JWICS) shall request review by his or her organization's CAO of 
the full material intended for public release. After review, the organization's 
CAO will send the full and final material and the initial determination to the 
appropriate Prepublication Review Authority for a second review. 

3) Current affiliates without access to a TOP SECRET classified network 
(e.g., NSANet, JWICS) may submit the full and final material intended for public 
release via another classified system (e.g., SIPRNet) to the appropriate 
Prepublication Review Authority according to established procedures. 

4) Former affiliates without access to a TOP SECRET classified network 
(e.g., NSANet, JWICS) shall submit the full and final material intended for public 
release in hardcopy to: 

NSA/CSS 
ATTN: P 131, Prepublication Review 
9800 Savage Road 
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Policy 1-30 

Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 

Dated: 13 May 2015 

Suite 6932 
Fort George G. Meade, MD 20755-6248 

5) The appropriate Prepublication Review Authority shall create an 
official record of the documents reviewed and the determinations made. 

6) As necessary, the appropriate Prepublication Review Authority shall 
coordinate with other information owners when the material contains information 
under their purview. 

7) The appropriate Prepublication Review Authority shall, as practicable, 
issue the determination to the affiliate within 25 business days of receipt. 

7. Appeal of a prepublication review determination: 

a. A prepublication review determination may be appealed in writing to the Chief, 
OIM within 20 business days ofreceipt of the determination. At OIM's discretion, an 
additional 30 business days may be allowed to file a written appeal, provided that the 
affiliate files a written notice of intent to appeal within 20 business days of receipt of the 
initial determination and presents justification to support an extension. The affiliate 
making the appeal shall specifically identify the disputed portions of the initial 
determination and the reasons for appeal - and shall include any supporting information 
that the Chief, OIM should consider. 

b. In support of OIM, the Information Security and Classification Division (P 131) 
will, if necessary, schedule meetings with the NSA OGC and/or the information owners 
to review the disputed information and, within 30 business days of receipt of the appeal, 
advise the affiliate making the appeal of the Chiefs OIM final determination and, to the 
extent consistent with national security, the reasons for any OIM determination adverse 
to the affiliate's interests. 

c. The final determination by the Chief, OIM may not be further appealed. 

RESPONSIBILITIES 

8. A current NSA/CSS affiliate acting in an official capacity shall: 

a. Before disclosing his or her NSA/CSS affiliation, solicit a name check from 
Chief, X073 in accordance with Reference e; 

b. Seek OPSEC guidance from an SSO regarding the possible consequences of 
disclosing his or her NSA/CSS affiliation; 

c. Submit for prepublication review all materials intended for public release 
according to the procedures specified in paragraph 5; 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 

Policy 1-30 Dated: 13 May 2015 

d. As applicable, obtain written consent from each affiliate identified in the 
information to have his or her NSA/CSS affiliation publicly revealed; and 

e. In accordance with established procedures, submit to the appropriate 
Prepublication Review Authority his or her requests for prepublication review along with 
all required information identified in paragraph 5.g .. 

9. Current NSA/CSS affiliates acting in a private capacity shall: 

a. Before disclosing their NSA/CSS affiliation, solicit name checks from Chief, 
X073 in accordance with Reference e; 

b. Seek OPSEC guidance from an SSO regarding the possible consequences of 
disclosing their NSA/CSS affiliation; 

I 0. Current and former NSA/CSS affiliates acting in a private capacity shall: 

a. Submit for prepublication review all materials intended for public release 
according to the procedures specified in paragraph 6; 

b. Notify NSA/CSS of any request to comment on any unofficial NSA/CSS-
related information (e.g., to review a book by a non-Government author prior to 
publication, to review an article). The NSA/CSS affiliate shall regard his/her comments 
as a proposed unofficial publication subject to review, as provided by this policy. lf the 
appropriate Prepublication Review Authority determines that all or part of the text being 
commented on must be reviewed in order to evaluate the comments, the affiliate shall 
obtain permission from the author before submitting relevant parts of any unpublished 
text to NSA/CSS for review; and 

c. As applicable, obtain written consent from each affiliate identified in the 
information to have his or her NSA/CSS affiliation publicly revealed. 

11 . Classification Advisory Officers (CAOs) shall: 

a. Conduct an initial classification review of information submitted by an affiliate 
in their supported organizations, in accordance with current NSA/CSS classification and 
declassification guidance; 

b. Provide the affiliate with a digitally signed email message or, if email is not 
practicable, an appropriately classified letter containing the classification determination; 
and 

c. In accordance with established procedures and on behalf of the affiliate, submit 
a request for prepublication review to the appropriate Prepublication Review Authority 
(see paragraph 5.g.). 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 

Policy 1-30 Dated: 13 May 2015 

12. Prepublication Review Authorities shall: 

a. Assist the CAO, when necessary, in resolving classification disputes; 

b. Coordinate reviews, as appropriate, with PAO for conformance to messaging 
standards; 

c. If the current NSA/CSS affiliate acting in an official capacity is a Senior 
Leader, coordinate with the Information Security and Classification Division (Pl3 l) to 
obtain prepublication approval from the DOPSR; 

d. Coordinate prepublication reviews with any other NSA/CSS offices as required 
by, and specified in, this policy; 

e. Coordinate prepublication reviews with external information owners (e.g., U.S. 
Government, foreign government), as appropriate; 

f. Conduct, as practicable, final prepublication reviews of all information 
intended for public release within 25 business days ofreceipt; 

g. Notify the affiliate in writing of the determination; and 

h. Maintain all required electronic and hardcopy official records related to 
prepublication review determinations in accordance with this policy and NSA/CSS Policy 
1-6, "Records Management Program" (Reference !); 

13. The Information Security and Classification Division (P 131) shall perform all of the 
functions of a Prepublication Review Authority (see paragraph 12) and shall: 

a. Serve as the sole approval authority for the public release of personal resumes; 

b. Coordinate with the DOPSR to obtain public release approval when the current 
NSA/CSS affiliate acting in an official capacity is a Senior Leader; 

c. Review and approve or disapprove management directives and any other 
procedures developed to implement this policy;' 

d. Maintain accountability and a database for all required electronic and hardcopy 
official records related to prepublication review determinations in accordance with 
Reference f ; and 

e. Administratively assist the Chief, OIM in the processing of prepublication 
review appeals. 

14. The Research Director, in addition to the responsibilities in paragraph 15, shall: 

a. Issue management directives to implement this policy that have been approved 
by the Information Security and Classification Division (P 131 ); 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 

Policy 1-30 Dated: 13 May 2015 

b. Provide a monthly accounting of prepublication review cases to the Information 
Security and Classification Division (P 131 ); and 

c. Grant the Information Security and Classification Division (PI 31) access to any 
databases used for the electronic storage and tracking of prepublication review cases. 

15. The Directors, Cryptologic Center Commanders/Chiefs, and Field Commanders/ 
Chiefs shall: 

a. Develop a process, consistent with the provisions in this policy, for ensuring 
the proper prepublication review of official NSA/CSS information intended for public 
release; 

b. Ensure that personnel under their supervision are made aware of the 
requirements of this policy; and 

c. Ensure that subordinates' requests for management review and approval of 
official NSA/CSS information intended for public release pursuant to paragraph 5.b are 
completed in a timely manner. 

16. The Security and Counterintelligence Group (AS) shall: 

a. Ensure that, during initial indoctrination, all affiliates are informed of their 
lifelong responsibility to safeguard NSA/CSS protected information and of the 
procedures for prepublication review; 

b. Ensure that all affiliates are reminded of their lifetime prepublication review 
responsibilities prior to signing their security debriefing forms at the end of their 
affiliation with the Agency; and 

c. Via SSOs, provide OPSEC guidance to current affiliates regarding the possible 
consequences of publicly disclosing their NSA/CSS affiliation when preparing official 
NSA/CSS information for public release in either an official or private capacity. 

17. The Office of General Counsel (OGC) shall: 

a. Provide legal advice to a Prepublication Review Authority when material 
intended for public release contains any information in which NSA/CSS may have 
intellectual property rights and may file a patent application thereon; 

b. Ensure, in coordination with the Business Management and Acquisition 
Directorate (B), that contracts contain necessary provisions to require compliance with 
the provisions of this policy by contractors and their employees; and 

c. Provide legal advice and guidance to the Information Security and 
Classification Division (Pl 31) and Chief, OIM during the appeal process, as necessary 
and as required. 
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18. The Business Management and Acquisition Directorate (BM&A) shall ensure, in 
coordination with the OGC, that contracts contain necessary provisions to require compliance 
with the provisions of this policy by contractors and their employees. 

19. The Public Affairs Office (PAO) shall, as appropriate, perform a review on all 
information intended for public release in an official capacity within 10 business days of receipt 
to ensure that information intended for public release conforms to current NSA/CSS messaging 
standards as determined by Strategic Communications. 

20. The Chief, NSA/CSS Cover Office (X073) shall conduct name checks as requested 
by current affiliates preparing official NSA/CSS information for public release in either an 
official or private capacity in accordance with Reference e. 

REFERENCES 

21. References: 

a. DoDD 5230.09 "Clearance of DoD Information for Public Release," dated 
22 August 2008. 

b. DoDD 5500.07, "Standards of Conduct," dated 29 November 2007. 

c. DoD 5500.7-R, "Joint Ethics Regulation (JER)," dated 1 August 1993. 

d. NSA/CSS Policy 10-7, "NSA/CSS Multimedia Information," dated 
12 August 2009 and revised 1 May 2013. 

e. NSA/CSS Policy 1-18, "NSA/CSS Cover Program," dated 6 March 2014. 

f. NSA/CSS Policy 1-6, "Records Management Program," dated 
19 November 2014. 

g. Executive Order 13526, "Classified National Security Information," dated 
25 January 2010. 

h. Public Law No. 86-36 (codified as amended in 50 U.S.C. § 3605), "National 
Security Agency Act of 1959." 

i. 5 U.S.C § 552, "Freedom oflnformation Act." 

DEFINITIONS 

22. Affiliate - A person employed by, detailed to, or assigned to NSA/CSS, including a 
member of the U.S. Armed Forces; an expert or consultant to NSA; an industrial or commercial 
contractor, licensee, certificate holder, or grantee ofNSA, including all subcontractors; a 
personal services contractor; or any other category of person who acts for or on behalf of 
NSA/CSS as determined by the Director, NSA/Chief, CSS. (Source: NSA/CSS Policy 
Glossary) 
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23. Classification Advisory Officer (CAO) - An individual trained to properly apply 
classification rules and guidance and who assists other employees in the proper marking and 
protection of classified and protected information. The Information Policy and Classification 
Division (P 131) administers the CAO Program and registers CA Os. For more information "go 
CAO." 

24. Logo - An unclassified graphical representation of an NSA/CSS-related special 
office, mission, program, or project. 

25. Name Check - A review of past assignments, including assignments to other agencies 
and participation in educational programs, to determine the classification of an individual's name 
in association with NSA/CSS (Reference e). 

26. Nondisclosure Agreement (NdA) - A lifetime obligation to safeguard all protected 
information, to submit all information intended for publication and/or public release for 
prepublication review, and to report any unauthorized disclosure of protected information. 
NSA/CSS affiliates are legally bound and obligated by any NdAs they sign for access to 
NSA/CSS information. They shall not confirm or deny information about NSA/CSS that appears 
in the public domain without prior approval through the classification or prepublication process. 

27. NSA/CSS Protected Information - Information obtained as a result of a relationship 
with NSA/CSS, that is: 

a. Classified or in the process of a classification determination pursuant to the 
standards of Executive Order 13526 (Reference g), or any successor order, and 
implementing regulations. lt includes, but is not limited to, intelligence information, 
sensitive compartmented information (intelligence sources and methods), and cryptologic 
information (information concerning information systems security and signals 
intelligence); or 

b. Unclassified, appearing in any form or compilation, which NSA/CSS may 
withhold from public disclosure under authority of the National Security Agency Act of 
1959 (Reference h) or by reason of being either excluded or exempted from the 
mandatory disclosure requirements of the Freedom oflnformation Act (Reference i). 
(Source: NSA/CSS Policy Glossary) 

28. Official Capacity - Acting on behalf ofNSA/CSS. 

29. Official NSA/CSS Information - Any NSA/CSS, DoD, or IC information that is in 
the custody and control of NSA/CSS and was obtained for or generated on NSA/CSS' behalf 
during the course of employment or other service, whether contractual or not, with NSA/CSS. 

30. Prepublication Review - The overall process to determine that information proposed 
for public release contains no protected information and, where applicable, is consistent with 
established NSA/CSS, DoD, and IC policies and programs; conforms to NSA/CSS messaging 
standards as determined by Strategic Communications; and, in consultation with the NSA OGC, 
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Acquisition, Research, and Technology Law Practice, as appropriate, contains no information in 
which NSA/CSS may have intellectual property rights and may file a patent application thereon. 

31. Prepublication Review Authority - Officials in organizations who are delegated the 
authority to make determinations on prepublication reviews. The Information Security and 
Classification Division (Pl3 l) serves as the corporate-level Prepublication Review Authority and 
as such has the authority to make a determination on any prepublication review and has sole 
authority for the prepublication review of personal resumes, associated cover letters, bios, and 
CVs. The Chief, Office oflnformation Management (OIM, Pl3) has officially delegated 
Prepublication Review Authority to the Research Directorate for review of RD-related, non-
resume material and/or non-resume material submitted by RD personnel. 

32. Private Capacity - Acting on behalf of oneself and not in association with NSA/CSS. 

33. Public Release - The decision to give permission to retain, or to show or reveal 
official NSA/CSS information whether orally, in writing, or through any other medium, to one or 
more persons who otherwise do not have the appropriate access authorization, security clearance, 
and/or need to know to receive such information upon determination that the release will not 
harm the national security or another legitimate Government interest. 

34. Senior Leader - A Defense Intelligence Senior Executive Service (DISES) employee, 
a Defense Intelligence Senior Level (DISL) employee, or the military equivalent of a DIS ES or 
DISL employee. 

35. Unauthorized Disclosure -Absent a public release, the communication or physical 
transfer of protected information to one or more unauthorized recipients who do not have 
appropriate access authorization, security clearance, and/or need to know to receive such 
information. 

13 
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NONDISCLOSURE AGREEMENT FOR CLASSIFIED INFORMATION 

1. I, (print full name), hereby 
agree to accept the obligations contained in this agreement as a prior condition of my being given 
access to information or material by the United States Government (U.S. Government) that is 
classified, or is in the process of a classification determination, in accordance with the standards set 
forth in Executive Order 13526 as amended or superseded, or other applicable Executive order. 

2. I understand that such information if disclosed in an unauthorized manner would 
jeopardize intelligence activities of the U.S. Government. I accept that by being granted access to 
such information or material I will be placed in a position of special confidence and trust and 
become obligated to protect that information and/or material from unauthorized disclosure. 

3. In consideration for being provided access to information or material by the U.S. 
Government that is classified, or is in the process of a classification determination in accordance 
with the standards set forth in Executive Order 13526 as amended or superseded, or other applicable 
Executive order, I hereby agree that I will never disclose in any form or any manner, to any person 
not authorized by the U.S. Government to receive it, any information or material in either of the 
following categories: 

a. information or material, including oral communications, received or obtained pursuant to 
this agreement with the U.S. Government that is marked as classified or that I have been 
informed or otherwise know is classified; 

b. information or material, including oral communications, received or obtained pursuant to 
this agreement with the U.S. Government that I have been informed or otherwise know is in 
the process of a classification determination. 

4. l understand that it is my responsibility to consult with appropriate management 
authorities in the U.S. Government component that has sponsored my access, or with the 
prepublication review component of the agency that gave or sponsored my access to classified 
information ifl am no longer associated with the U.S. Government, in order to know: I) whether 
information or material within my knowledge or control that I have reason to believe might be in 
either of the categories set forth in paragraph 3 is considered by the U.S. Government to fit in either 
of those categories; and, 2) whom the U.S. Government has authorized to receive such information 
or material. 

5. As a further condition of the special confidence and trust reposed in me by the U.S. 
Government, I hereby agree to submit for review by the U.S. Government, any writing or other 
preparation in any form, including a work of fiction, which contains any mention of intelligence 
data or activities, or which contains any other information or material that might be based upon 
either of the categories set forth in paragraph 3, that I contemplate disclosing publicly or that I have 
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actually prepared for public disclosure, either during my service with the U.S. Government or at any 
time thereafter, prior to discussing it with or showing it to anyone who is not authorized to have 
access to the categories set forth in paragraph 3. I further agree that I will not take any steps toward 
public disclosure until I have received written permission to do so from the U.S. Government. 

6. I understand that the purpose of the review described in paragraph 5 above is to give the 
U.S. Government an opportunity to determine whether the information.or material that I 
contemplate disclosing publicly contains any information or material that I have agreed not to 
disclose in accordance with paragraph 3. I further understand that the U.S. Government will act 
upon my submission and make a response to me within a reasonable time. I further understand that 
if I dispute the U.S. Government's initial determination on the basis that the information in question 
derives from public sources, I may be called upon to specifically identify such sources. My failure 
or refusal to do so may itself result in denial of permission to publish or otherwise disclose the 
information or material in dispute. I further understand that when otherwise classified information is 
also available independently in open sources and can be cited by the author the U.S. Government 
will consider that fact in making its determination on whether the information may be published 
with the appropriate citations, but I recognize that the U.S. Government retains the right to disallow 
certain open-source information or citations where, because of the author's U.S. Government 
affiliation and position the reference might confirm the classified content. 

7. I understand that all information or material that I may acquire pursuant to this agreement 
with the U.S. Government that fits either of the categories set forth in paragraph 3 of this agreement 
are and will remain the property of the U.S. Government unless or until otherwise determined by an 
authorized Executive branch official or final ruling of a court of law. I agree that I will not use such 
information or material for any personal or non-official purposes. I also agree to surrender anything 
constituting, containing or reflecting such information or material upon the conclusion of my 
employment or other service with the U.S. Government. I further agree to surrender anything 
constituting, containing, or reflecting such information or material, upon demand by an appropriate 
official of the U.S. Government. 

8. I agree to notify the U.S. Government immediately in the event that I am called upon by 
judicial or Congressional authorities, or by specially established investigatory bodies of the 
Executive branch, to testify about, or provide, information or material that I have agreed herein not 
to disclose. In any legally authorized communications with any such authority or body, I shall 
observe all applicable rules or procedures for ensuring that information and/or material that is 
classified or in the process of a classification determination is handled in a secure manner. 

9. I understand that nothing contained in this agreement prohibits me from reporting 
intelligence activities that I consider to be unlawful or improper directly to the Intelligence 
Oversight Board established by the President, or to any successor body that the President may 
establish, or to the Senate Select Committee on Intelligence or the House Permanent Select 
Committee on Intelligence. I recognize that there are also established procedures for bringing such 
matters to the attention oflnspector General of the agency that gave or sponsored my access to 
classified information or to the head of the agency that gave or sponsored my access to classified 
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information. In making any report referred to in this paragraph, I will observe all applicable rules 
and procedures for ensuring the secure handling of any information or material that may be 
involved. I understand that any such information or material continues to be subject to this 
agreement for all other purposes and that such reporting does not constitute public disclosure or 
declassification of that information or material. 

10. I understand that any breach of this agreement by me may result in the U.S. Government 
taking administrative action against me, if applicable, which can include suspension or termination 
of my security clearance and relationship with the U.S. Government. I understand that ifl violate 
the terms of this agreement, the U.S. Government may institute a civil proceeding to seek damages 
or other appropriate relief. Further, I understand that the disclosure of information that I have 
agreed herein not to disclose can, in some circumstances, constitute a Federal criminal offense. 

11. I understand that the U.S. Government may, prior to any unauthorized disclosure that is 
threatened by me, choose to apply to any appropriate court for an order enforcing this agreement. 
Nothing in this agreement constitutes a waiver on the part of the United States to institute a civil or 
criminal proceeding for any breach of this agreement by me. Nothing in this agreement constitutes a 
waiver on my part of any possible defenses I may have in connection with either civil or criminal 
proceedings that may be brought against me. 

12. ln addition to any other remedy to which the U.S. Government may become entitled, I 
hereby assign to the U.S. Government all rights, title and interest, and all royalties, remunerations, 
and emoluments that have resulted, will result, or may result from any divulgence, publication, or 
revelation of information or material by me that is carried out in breach of paragraph 5 of this 
agreement or that involves information or material prohibited from disclosure by the terms of this 
agreement. 

13. I understand and accept that, unless I am provided a written release from this agreement 
or any portion of it by the head of the agency that gave or sponsored my access to classified 
information or his or her authorized representative, all the conditions and obligations accepted by 
me in this agreement apply during my service with the U.S. Government, and at all times thereafter. 

14. I understand that the purpose of this agreement is to implement the protection of 
intelligence sources and methods under the National Security Act of 1947, as amended, and 
Executive Order 12333, as amended. 

15. Nothing in this agreement bars disclosures to Congress or disclosures to an authorized 
official of an executive agency that are deemed essential to reporting of a violation of United States 
law. 
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16. I understand that nothing in this agreement limits or otherwise affects any provision of 
criminal or other law that may be applicable to the unauthorized disclosure of classified 
information, including the espionage laws (sections 793, 794 and 798 of title 18, United States 
Code) and the Intelligence Identities Act of 1982 (P.L. 97-200; 50 U.S.C. §3121 et. seq.). 

17. Each of the numbered paragraphs and lettered subparagraphs of this agreement is 
severable. If a court should find any paragraphs or subparagraphs of this agreement to be 
unenforceable, I understand that all remaining provisions will continue in full force. 

18. I make this agreement in good faith, and with no purpose of evasion. 

19. This agreement shall be interpreted under and in conformance with the law of the 
United States. 

Signature 

Date 

Social Security Number (See Notice below) 

The execution of this agreement was witnessed by the undersigned, who accepted it on behalf of the 
U.S. Government as a prior condition of access to classified information by the person whose 
signature appears above. 

WITNESS AND ACCEPTANCE: 

Signature 

Printed Name 

Date 
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NOTICE: The Privacy Act, 5 U.S.C. 552a, requires that federal agencies inform individuals, at the 
time information is solicited from them, whether the disclosure is mandatory or voluntary, by what 
authority such information is solicited, and what uses will be made of the information. You are 
hereby advised that authority for soliciting your Social Security Number (SSN) is Executive Order 
9397. Your SSN will be used to identify you precisely when it is necessary to 1) certify that you 
have access to the information indicated above or 2) determine that your access to the information 
indicated has terminated. Although disclosure of your SSN is not mandatory, your failure to do so 
may impede the processing of such certifications or determinations, or possibly result in the denial 
of your being granted access to classified information. 
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• 
OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE 

INSTRUCTION 80.04 
Category 80 - Information and Records Management 

Office of Primary Responsibility: Assistant Director of National 
Intelligence for Policy and Strategy/ 
Information Management Division 

Revision 2 

SUBJECT: ODNI PRE-PUBLICATION REVIEW OF INFORMATION TO BE 
PUBLICLY RELEASED 

1. AUTHORITIES: The National Security Act of 1947, as amended; and other applicable 
provisions of law. 

2. REFERENCES: Executive Order (E.O.) 12333, as amended; E.O. 13526; Intelligence 
Community Markings System Register and Manual; and the Office of the Director of National 
Intelligence (ODNI) Classification Guide. 

3. PURPOSE: This Instruction establishes the requirements and responsibilities in the ODNI 
for pre-publication review of all information that is to be released publicly. The goal of pre-
publication review is to prevent the unauthorized disclosure of information, and to ensure the 
ODNI's mission and the foreign relations or security of the U.S. are not adversely affected by 
publication. This Instruction replaces ODNI Instruction 80.04, ODNI Pre-publication Review of 
Information to be Publicly Released, dated April 8, 2014. 

4. APPLICABILITY: This Instruction applies to current and former ODNI permanent cadre 
employees; ODNI staff reserve (i.e., time-limited) cadre employees, including Highly Qualified 
Experts; federal civilian detailees; military detailees; Intergovernmental Personnel Act detailees; 
Presidential appointees; assignees; and contractors. In accordance with any relevant agreement 
by the ODNI and other government agencies (OGAs), this Instruction also applies to OGA 
employees providing service support to the ODNI. The above listed group will be referred to 
collectively as "individuals" in this Instruction. 
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A. Chatham House Rule: An understanding, spoken or unspoken, that during academic 
discussions, the topics discussed and opinions relayed will NOT be attributed to individuals or 
organizations. This rule is intended to allow the free discussion of academic ideas and opinions 
without attribution. 

B. Non-official publication: The category of publications created by individuals for 
personal, professional, or commercial use that will be made available to the public (e.g., resumes, 
books, op-eds, personal blogs, performance evaluation reports [PERs] for personal use). 

C. Official publication: The category of publications created by individuals as part of their 
duties on behalf of the ODNI, the DNI, the Intelligence Community (IC), or the U.S. 
Government (USG) that will be made available to the public (e.g., speeches, newsletters, official 
web pages, outreach documents, brochures). 

D. Publication: Any information created in part (co-authored) or wholly by individuals 
intended for release outside the control of the USG, regardless of the medium by which it will be 
released (i.e., written, voice, or electronic) that discusses any information related to the ODNI, 
the IC, or national security. 

E. Release: Allowing information to be made available to the public. 

6. POLICY: The ODNI has a security obligation and legal responsibility under E.O. 12333 and 
E.O. 13526 to safeguard sensitive intelligence information and prevent its unauthorized 
publication as defined in paragraph 5.D. The Director, Information Management Division 
(D/IMD), serves as the ODNI authority for approval of all ODNI public release reviews. All 
individuals are required to submit all official and non-official information intended for 
publication that discusses the ODNI, the IC, or national security. Any 'For Official Use Only' 
(FOUO) information intended for State, Local, Tribal, and Public Sector (SL TP) must be 
approved by the IMD. The IMD will coordinate, as necessary, with the Assistant DNI for 
Partner Engagement (ADNl/PE) on any FOUO information to be shared with foreign partners. 
FOUO information disseminated within the USG (e.g., Departments of State, Defense, 
Homeland Security, Treasury) does not require an IMD review. Pre-publication review must be 
conducted before any uncleared individuals can receive the information, and before the material 
is sent for peer review via unclassified channels. This Instruction does not release individuals 
from their obligation to fully comply with nondisclosure agreements (NDAs), nor does it 
authorize individuals to alter the terms of such agreements. In case of any conflict between this 
Instruction and an NDA, the NDA shall govern. ODNI pre-publication reviews will be executed 
as follows: 

A. Pre-submission: Individuals must initiate a request for approval for the publication 
of information and conform to the following guidance: 

(1) Classification: The individual initiating the request must ensure all draft documents 

2 
UNCLASSIFIED 

000112 

Case 8:19-cv-00985-GJH   Document 33-1   Filed 07/16/19   Page 77 of 87

JA-134

USCA4 Appeal: 20-1568      Doc: 21            Filed: 08/14/2020      Pg: 137 of 213



Approved for Release on FOIA Case #DF-2018-00189 
UNCLA.sSirIED 

are correctly classified and portion marked prior to submission for review. See the JC Markings 
System Register and Manual and the current ODNI Classification Guide for guidance on correct 
classification and markings. 

(2) Sourcing: Correct unclassified sourcing is critical in executing pre-publication 
review. Individuals must not use sourcing that comes from known leaks, or unauthorized 
disclosures of sensitive information. The use of such information in a publication can confirm 
the validity of an unauthorized disclosure and cause further harm to national security. 
Individuals are not authorized to use anonymous sourcing. 

(3) The Public Affairs Office (PAO) will ensure that official information intended for 
public release is consistent with the official ODNI position or message. The PAO will approve 
or disapprove the use of official ODNI seals and letterhead associated with the intended release, 
as deemed appropriate. 

( 4) Individuals must obtain supervisor approval for official publication requests, in 
accordance with internal review requirements of their component, before submitting information 
for pre-publication review. 

(5) Contractual deliverables that will be publicly released must receive approval of the 
Contracting Officer (CO) or the Contracting Officer's Technical Representative (COTR) prior to 
submission for pre-publication review. The written approval from the CO or COTR must be 
included in the submission for review. 

(6) Individuals must, prior to participating in open discussion venues such as forums, 
panels, round tables, and questions and answer (Q&A) sessions, either in-person or online, 
comply with the following conditions: 

(a) Individuals must obtain approval from the PAO to represent the ODNI in any 
capacity at any public forum. 

(b) Individuals expecting to engage in unstructured or free-form discussions about 
operations, business practices, or information related to the ODNI, the IC, or national 
security must prepare an outline of the topics to be discussed or the agenda to be followed, 
and provide to the IMD anticipated potential questions and ODNI responses. 

(7) Disclaimer: Approval of non-official publications does not imply endorsement by 
the ODNI, IC, or national security. Any opinions offered by individuals must be clearly marked 
as official ODNI or USG positions, or contain a disclaimer that the opinions are not those of the 
ODNI or USG. The following disclaimer is an example for a non-official publication created by 
an individual who expresses an opinion about the ODNI, IC, or USG: 

"The views expressed in (this publication/these remarks) are the author's and do not imply 
endorsement by the Office of the Director of National Intelligence or any other U.S. Government 
agency." 
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Disclaimers are not required for PERs, resumes, bios, or as others exempted by the D/IMD. 

B. Submission: Individuals must submit requests electronically via email to DNI-Pre-Pub. 
Requests must include results from all previous pre-publication requests for the same 
information. Publication requests made through the Outside Activities Report (OAR) database 
must also include a separate email submission to DNI-Pre-Pub@cia.ic.gov (classified) or DNI-
Pre-Pub@dni.gov (unclassified) for final approval . Exceptions are as follows: 

( 1) Former individuals assigned to the ODNI who, lacking access to classified email, 
will submit requests to DNI-Pre-Pub@dni.gov and ensure their publications have been clearly 
sourced to unclassified information prior to transmittal. 

(2) Detailees and assignees will submit requests for non-official publications to their 
home agency, provided the home agency has an established publication review process. The 
IMD will assist those detailees and assignees uncertain of how to submit requests to their home 
agency. 

(3) The Director, Intelligence Advanced Research Projects Agency (D/IARPA), or 
designee, is delegated the authority to review and publicly disseminate official IARPA technical 
publications independent of the review process outlined in this Instruction. 

C. Review: 

( 1) The IMD will lead the coordination with all USG agencies and internal ODNI subject 
matter experts (SMEs) that have equities in a submitted request. The IMD will de-conflict any 
issues on responses from separate agencies and from within the ODNI, and will provide a single 
and final response to the requester. 

(2) Timelines for review are determined by type of request, complexity of subject, SME 
time constraints, and requester deadlines. General time lines for reviews are: 

(a) For Official Publications: The IMD will complete a review of official publication 
requests no later than li business days from the receipt of the request, as priorities and 
resources allow. 

(b) For Non-Official Publications: The IMD will complete a review of non-official 
publication requests no later than 30 calendar days from the receipt of the request, as 
priorities and resources allow. 

(3) Requesters must not assume approval in cases where the IMD's reply has not been 
received by the time guidelines described in this Instruction. It is the responsibility of the 
requester to protect the information until a formal approval is provided. 

0. Re-submission: In the event that a request for public release is denied in whole or in part 
by the IMO, the requester may resubmit the request to the IMO for a second review. The 

4 
UNCLASSI FIED 

0001 14 
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Approved for Release on 18-Sep-2018, FOIA Case #DF-2018-00189 
UNCLASSIFIED 

resubmittal must include results from the initial pre-publication requests, and must include 
additional information and/or a revised draft. 

E. Appeal: If publication is denied by the IMD for a second time, the requester may submit 
a written appeal to the IMD no later than 30 calendar days from the date of the denial. The IMD 
will coordinate the appeal process. Appeal documentation must include the information intended 
for publication and any supporting materials to be considered. The IMD will provide the 
information to the Chief Management Officer (CMO) for final decision. The CMO will receive 
support from any USG agency and internal ODNI SMEs in the appeal decision, as appropriate. 
The CMO will issue a final decision, through the IMD, to the requester as time and resources 
allow. 

F. Consequences for non-compliance: Failure to comply with this Instruction may result 
in the imposition of civil and administrative penalties, and may result in the loss of security 
clearances and accesses. 

G. Non-attribution during discussions (Chatham House Rule): Individuals who 
participate in environments where the Chatham House Rule applies are not authorized to discuss 
information or topics that are not authorized for public release. Information that is deemed 
sensitive or classified due to attribution to the IC or USG cannot be discussed under the Chatham 
House Rule. 

7. RESPONSIBILITIES: 

A. The Chief Management Officer will: 

(1) Provide oversight for this policy and the pre-publication review process. 

(2) Issue final decisions on all formal appeals from requesters. 

B. The Director, Information Management Division, or designee, will: 

(I) Implement this Instruction. 

(2) Serve as the approval authority for public release of ODNI information to the public, 
based on classification, policy, and other applicable authorities. 

(3) Coordinate timely pre-publication reviews with all appropriate ODNI components 
and USG agencies. This includes obtaining, as necessary, additional information from the 
requester, clarification of purpose, and to make a final determination. 

(4) Provide all staff support to the CMO in the appellate process, to include the 
preparation of all necessary appeal information to be presented to the CMO. 

5 
IED 
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(5) Maintain records for all pre-publication review requests, dispositions, and associated 
actions. 

C. The Director, Public Affairs Office, or designee, will: 

(1) Determine if individuals are authorized to officially represent the ODNI, the IC, or 
USG publicly. 

(2) Review official publications for accuracy, clarity, and consistency of ODNI message 
as part of the pre-publication review process. 

D. The Director, Intelligence Advanced Research Projects Agency, or designee, will 
exercise authority granted in this Instruction to review and publicly disseminate any official 
IARPA technical publications independent of the review process outlined in this Instruction. 

E. Component Directors will, when requested by the D/IMD, designate one or more 
component SMEs as appropriate, either permanently or on a case-by case basis, to participate in 
pre-publication reviews. SMEs will limit the scope of their reviews to their component's area of 
expertise, and provide comments solely on the appropriateness of the information under review 
for public release. 

8. EFFECTIVE DATE: This Instruction is effective upon signature. 

Chief Management Officer 

6 
IED 
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CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT
AN AGREEMENT BETWEEN AND THE UNITED STATES

(Name of Individual - Printed or typed)
1. Intending to be legally bound, I hereby accept the obligations contained in this Agreement in consideration of my being granted
access to classified information. As used in this Agreement, classified information is marked or unmarked classified information,
including oral communications, that is classified under the standards of Executive Order 13526, or under any other Executive order or
statute that prohibits the unauthorized disclosure of information in the interest of national security; and unclassified information that
meets the standards for classification and is in the process of a classification determination as provided in sections 1.1, 1.2, 1.3 and
1.4(e) of Executive Order 13526, or under any other Executive order or statute that requires protection for such information in the
interest of national security. I understand and accept that by being granted access to classified information, special confidence and
trust shall be placed in me by the United States Government.

2. I hereby acknowledge that I have received a security indoctrination concerning the nature and protection of classified information,
including the procedures to be followed in ascertaining whether other persons to whom I contemplate disclosing this information have
been approved for access to it, and that I understand these procedures.

3. I have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of classified information by me
could cause damage or irreparable injury to the United States or could be used to advantage by a foreign nation. I hereby agree that I
will never divulge classified information to anyone unless: (a) I have officially verified that the recipient has been properly authorized by
the United States Government to receive it; or (b) I have been given prior written notice of authorization from the United States
Government Department or Agency (hereinafter Department or Agency) responsible for the classification of information or last granting
me a security clearance that such disclosure is permitted. I understand that if I am uncertain about the classification status of
information, I am required to confirm from an authorized official that the information is unclassified before I may disclose it, except to a
person as provided in (a) or (b), above. I further understand that I am obligated to comply with laws and regulations that prohibit the
unauthorized disclosure of classified information.

4. I have been advised that any breach of this Agreement may result in the termination of any security clearances I hold; removal from
any position of special confidence and trust requiring such clearances; or termination of my employment or other relationships with the
Departments or Agencies that granted my security clearance or clearances. In addition, I have been advised that any unauthorized
disclosure of classified information by me may constitute a violation, or violations, of United States criminal laws, including the
provisions of sections 641, 793, 794, 798, *952 and 1924, title 18, United States Code; *the provisions of section 783(b}, title 50,
United States Code; and the provisions of the Intelligence Identities Protection Act of 1982. I recognize that nothing in this Agreement
constitutes a waiver by the United States of the right to prosecute me for any statutory violation.

5. I hereby assign to the United States Government all royalties, remunerations, and emoluments that have resulted, will result or may
result from any disclosure, publication, or revelation of classified information not consistent with the terms of this Agreement.

6. I understand that the United States Government may seek any remedy available to it to enforce this Agreement including, but not
limited to, application for a court order prohibiting disclosure of information in breach of this Agreement.

7. I understand that all classified information to which I have access or may obtain access by signing this Agreement is now and will
remain the property of, or under the control of the United States Government unless and until otherwise determined by an authorized
official or final ruling of a court of law. I agree that I shall return all classified materials which have, or may come into my possession or
for which I am responsible because of such access: (a) upon demand by an authorized representative of the United States
Government; (b) upon the conclusion of my employment or other relationship with the Department or Agency that last granted me a
security clearance or that provided me access to classified information; or (c) upon the conclusion of my employment or other
relationship that requires access to classified information. If I do not return such materials upon request, I understand that this may be
a violation of sections 793 and/or 1924, title 18, United States Code, a United States criminal law.

8. Unless and until I am released in writing by an authorized representative of the United States Government, I understand that all
conditions and obligations imposed upon me by this Agreement apply during the time I am granted access to classified information,
and at all times thereafter.

9. Each provision of this Agreement is severable.  If a court should find any provision of this Agreement to be unenforceable, all other
provisions of this Agreement shall remain in full force and effect.

(Continue on reverse.)

NSN 7540-01-280-5499 
Previous edition not usable.

STANDARD FORM 312  (Rev. 7-2013) 
Prescribed by ODNI  
32 CFR PART 2001.80   E.O. 13526

10. These provisions are consistent with and do not supersede, conflict with, or otherwise alter the employee obligations, rights, or
liabilities created by existing statute or Executive order relating to (1) classified information, (2) communications to Congress, (3) the
reporting to an Inspector General of a violation of any law, rule, or regulation, or mismanagement, a gross waste of funds, an abuse of
authority, or a substantial and specific danger to public health or safety, or (4) any other whistleblower protection. The definitions,
requirements, obligations, rights, sanctions, and liabilities created by controlling Executive orders and statutory provisions are
incorporated into this agreement and are controlling.
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12. I have read this Agreement carefully and my questions, if any, have been answered. I acknowledge that the briefing officer has 
made available to me the Executive Order and statutes referenced in this agreement and its implementing regulation (32 CFR Part 
2001 , section 2001 .80(d)(2) ) so that I may read them at this time, if I so choose.

SIGNATURE DATE SOCIAL SECURITY NUMBER  (See Notice below)

ORGANIZATION (IF CONTRACTOR, LICENSEE, GRANTEE OR AGENT, PROVIDE:  NAME, ADDRESS, AND, IF APPLICABLE, FEDERAL SUPPLY CODE 
NUMBER)  (Type or print)

WITNESS

THE EXECUTION OF THIS AGREEMENT WAS WITNESSED  
BY THE UNDERSIGNED.

SIGNATURE DATE

NAME AND ADDRESS    (Type or print)

ACCEPTANCE

THE UNDERSIGNED ACCEPTED THIS AGREEMENT 
ON BEHALF OF THE UNITED STATES GOVERNMENT.

SIGNATURE DATE

NAME AND ADDRESS    (Type or print)

SECURITY DEBRIEFING ACKNOWLEDGEMENT
I reaffirm that the provisions of the espionage laws, other federal criminal laws and executive orders applicable to the safeguarding of classified 
information have been made available to me; that I have returned all classified information in my custody; that I will not communicate or transmit 
classified information to any unauthorized person or organization; that I will promptly report to the Federal Bureau of Investigation any attempt by an 
unauthorized person to solicit classified information, and that I (have) (have not) (strike out inappropriate word or words) received a security debriefing.

SIGNATURE OF EMPLOYEE DATE

NAME OF WITNESS  (Type or print) SIGNATURE OF WITNESS

NOTICE: The Privacy Act, 5 U.S.C. 552a, requires that federal agencies inform individuals, at the time information is solicited from them, whether the 
disclosure is mandatory or voluntary, by what authority such information is solicited, and what uses will be made of the information. You are hereby 
advised that authority for soliciting your Social Security Number (SSN) is Public Law 104-134 (April 26, 1996). Your SSN will be used to identify you 
precisely when it is necessary to certify that you have access to the information indicated above or to determine that your access to the information 
indicated has been terminated. Furnishing your Social Security Number, as well as other data, is voluntary, but failure to do so may delay or prevent you 
being granted access to classified information.

STANDARD FORM 312 BACK (Rev. 7-2013)

11. These restrictions are consistent with and do not supersede, conflict with, or otherwise alter the employee obligations, rights, or 
liabilities created by Executive Order No. 13526 (75 Fed. Reg. 707), or any successor thereto section 7211 of title 5, United States 
Code (governing disclosures to Congress); section 1034 of title 10, United States Code, as amended by the Military Whistleblower 
Protection Act (governing disclosure to Congress by members of the military); section 2302(b) (8) of title 5, United States Code, as 
amended by the Whistleblower Protection Act of 1989 (governing disclosures of illegality, waste, fraud , abuse or public health or 
safety threats); the Intelligence Identities Protection Act of 1982 (50 U.S.C. 421 et seq.) (governing disclosures that could expose 
confidential Government agents); sections 7(c) and 8H of the Inspector General Act of 1978 (5 U.S.C. App.) (relating to disclosures to 
an inspector general, the inspectors general of the Intelligence Community. and Congress); section 103H(g)(3) of the National Security 
Act of 1947 (50 U.S.C. 403-3h(g)(3) (relating to disclosures to the inspector general of the Intelligence Community); sections 17(d)(5) 
and 17(e)(3) of the Central Intelligence Agency Act of 1949 (50 U.S.C. 403g(d)(5) and 403q(e)(3)) (relating to disclosures to the 
Inspector General of the Central Intelligence Agency and Congress); and the statutes which protect against disclosure that may 
compromise the national security, including sections 641, 793, 794, 798, *952 and 1924 of title 18, United States Code, and *section 4
(b) of the Subversive Activities Control Act of 1950 (50 U.S.C. section 783(b)). The definitions, requirements, obligations, rights, 
sanctions, and liabilities created by said Executive Order and listed statutes are incorporated into this agreement and are controlling.

* NOT APPLICABLE TO NON-GOVERNMENT PERSONNEL SIGNING THIS AGREEMENT.
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Apply appropriate classification level and any control markings (if applicable) when filled in. 
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FORM 4414 (Rev. 12-2013) CL: __________ 
DECL ON: __________ 
DRV FROM:   _________ 

(U) SENSITIVE COMPARTMENTED INFORMATION NONDISCLOSURE AGREEMENT
An Agreement between ____________________________________________________ and the United States. 

(Name – Printed or Typed) 

1. (U) Intending to be legally bound, I hereby accept the obligations contained in this Agreement in consideration of my being granted
access to information or material protected within Special Access Programs, hereinafter referred to in this Agreement as Sensitive
Compartmented Information (SCI). I have been advised that SCI involves or derives from intelligence sources or methods and is
classified or is in process of a classification determination under the standards of Executive Order 13526 or other Executive order or
statute. I understand and accept that by being granted access to SCI, special confidence and trust shall be placed in me by the United
States Government.

2. (U) I hereby acknowledge that I have received a security indoctrination concerning the nature and protection of SCI, including the
procedures to be followed in ascertaining whether other persons to whom I contemplate disclosing this information or material have
been approved for access to it, and I understand these procedures. I understand that I may be required to sign subsequent agreements
upon being granted access to different categories of SCI. I further understand that all my obligations under this agreement continue to
exist whether or not I am required to sign such subsequent agreements.

3. (U) I have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of SCI by me could cause
irreparable injury to the United States or be used to advantage by a foreign nation. I hereby agree that I will never divulge anything
marked as SCI or that I know to be SCI to anyone who is not authorized to receive it without prior written authorization from the United
States Government department or agency (hereinafter Department or Agency) that last authorized my access to SCI. I understand that
it is my responsibility to consult with appropriate management authorities in the Department or Agency that last authorized my access to
SCI, whether or not I am still employed by or associated with that Department or Agency or a contractor thereof, in order to ensure that
I know whether information or material within my knowledge or control that I have reason to believe might be, or related to or derived
from SCI, is considered by such Department or Agency to be SCI. I further understand that I am also obligated by law and regulation
not to disclose any classified information or material in an unauthorized fashion.

4. (U) In consideration of being granted access to SCI and of being assigned or retained in a position of special confidence and trust
requiring access to SCI, I hereby agree to submit for security review by the Department or Agency that last authorized my access to
such information or material, any writing or other preparation in any form, including a work of fiction, that contains or purports to contain
any SCI or description of activities that produce or relate to SCI or that I have reason to believe are derived from SCI, that I contemplate
disclosing to any person not authorized to have access to SCI or that I have prepared for public disclosure. I understand and agree that
my obligation to submit such preparations for review applies during the course of my access to SCI and thereafter, and I agree to make
any required submissions prior to discussing the preparation with, or showing it to, anyone who is not authorized to have access to SCI.
I further agree that I will not disclose the contents of such preparation with, or show it to, anyone who is not authorized to have access
to SCI until I have received written authorization from the Department or Agency that last authorized my access to SCI that such
disclosure is permitted.

5. (U) I understand that the purpose of the review described in paragraph 4 is to give the United States a reasonable opportunity to
determine whether the preparation submitted pursuant to paragraph 4 sets forth any SCI. I further understand that the Department or
Agency to which I have made a submission will act upon it, coordinating within the Intelligence Community when appropriate, and make
a response to me within a reasonable time, not to exceed 30 working days from date of receipt.

6. (U) I have been advised that any breach of this Agreement may result in my termination of my access to SCI and removal from a
position of special confidence and trust requiring such access, as well as the termination of my employment or other relationships with
any Department or Agency that provides me with access to SCI. In addition, I have been advised that any unauthorized disclosure of
SCI by me may constitute violations of United States criminal laws, including provisions of Sections 793, 794, 798, and 952, Title 18,
United States Code, and of Section 783(b), Title 50, United States Code. Nothing in this agreement constitutes a waiver by the United
States of the right to prosecute me for any statutory violation.

7. (U) I understand that the United States Government may seek any remedy available to it to enforce this Agreement including, but not
limited to, application for a court order prohibiting disclosure of information in breach of this Agreement. I have been advised that the
action can be brought against me in any of the several appropriate United States District Courts where the United States Government
may elect to file the action. Court costs and reasonable attorney’s fees incurred by the United States Government may be assessed
against me if I lose such action.

8. (U) I understand that all information to which I may obtain access by signing this Agreement is now and will remain the property of
the United States Government unless and until otherwise determined by an appropriate official or final ruling of a court of law. Subject
to such determination, I do not now, nor will I ever, possess any right, interest, title, or claim whatsoever to such information. I agree
that I shall return all materials that may have come into my possession or for which I am responsible because of such access, upon
demand by an authorized representative of the United States Government or upon the conclusion of my employment or other
relationship with the United States Government entity providing me access to such materials. If I do not return such materials upon
request, I understand this may be a violation of Section 793, Title 18, United States Code.

9. (U) Unless and until I am released in writing by an authorized representative of the Department or Agency that last provided me with
access to SCI, I understand that all conditions and obligations imposed on me by this Agreement apply during the time I am granted
access to SCI, and at all times thereafter.

10. (U) Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be unenforceable, all
other provisions of this Agreement shall remain in full force and effect. This Agreement concerns SCI and does not set forth such other
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Apply appropriate classification level and any control markings (if applicable) when filled in. 

(U) NOTICE: The Privacy Act, 5 U.S.C. 522a, requires that federal agencies inform individuals, at the time information is solicited from them, whether the disclosure is mandatory or voluntary, by what 
authority such information is solicited, and what uses will be made of the information. You are hereby advised that authority for soliciting your Social Security Account Number (SSN) is Executive Order 
9397, as amended. Your SSN will be used to identify you precisely when it is necessary to 1) certify that you have access to the information Indicated above, 2) determine that your access to the information 
has terminated, or 3) certify that you have witnessed a briefing or debriefing. Although disclosure of your SSN is not mandatory, your failure to do so may Impede such certifications or determinations. 
 
 FORM 4414 (Rev. 12-2013)  

Page 2 of 2 

conditions and obligations not related to SCI as may now or hereafter pertain to my employment by or assignment or relationship with 
the Department or Agency. 
 
11. (U) I have read this Agreement carefully and my questions, if any, have been answered to my satisfaction. I acknowledge that the 
briefing officer has made available Sections 793, 794, 798 and 952 of Title 18, United States Code, and Section 783(b) of Tit le 50, 
United States Code, and Executive Order 13526, as amended, so that I may read them at this time, if I so choose. 
 
12. (U) I hereby assign to the United States Government all rights, title and interest, and all royalties, remunerations, and emoluments 
that have resulted, will result, or may result from any disclosure, publication, or revelation not consistent with the terms of this 
Agreement. 
 
13. (U) These provisions are consistent with and do not supersede, conflict with, or otherwise alter the employee obligations, rights, or 
liabilities created by existing statute or Executive order relating to (1) classified information, (2) communications to Congress, (3) the 
reporting to an Inspector General of a violation of any law, rule, or regulation, or mismanagement, a gross waste of funds, an abuse of 
authority, or a substantial and specific danger to public health or safety, or (4) any other whistleblower protection. The definitions, 
requirements, obligations, rights, sanctions, and liabilities created by controlling Executive orders and statutory provisions are 
incorporated into this agreement and are controlling. 
 
14. (U) These restrictions are consistent with and do not supersede conflict with or otherwise alter the employee obligations rights or 
liabilities created by Executive Order13526; or any successor thereto, Section 7211 of Title 5, United States Code (governing 
disclosures to Congress); Section 1034 of Title 10, United States Code, as amended by the Military Whistleblower Protection Act 
(governing disclosures to Congress by members of the Military); Section 2302(b)(8) of Title 5, United States Code, as amended by the 
Whistleblower Protection Act (governing disclosure of illegality, waste, fraud, abuse or public health or safety threats); the Intelligence 
Identities Protection Act of 1982 (50 U.S.C. 421 et seq.) (governing disclosures that could expose confidential Government agents), 
sections 7(c) and 8H of the Inspector General Act of 1978 (5 U.S.C. App.) (relating to disclosures to an inspector general, the 
inspectors general of the Intelligence Community; and Congress); section 103H(g)(3) of the National Security Act of 1947 (50 U.S.C. 
403–3h(g)(3) (relating to disclosures to the inspector general of the Intelligence Community); sections 17(d)(5) and 17(e)(3) of the CIA 
Act of 1949 (50 U.S.C. 403q(d)(5) and 403q(e)(3)) (relating to disclosures to the Inspector General of the Central Intelligence Agency 
and Congress): and the statutes which protect agent disclosure which may compromise the national security, including Section 641, 
793, 794, 798, and 952 of Title 18, United States Code, and Section 4(b) of the Subversive Activities Control Act of 1950 (50 U.S.C. 
Section 783(b)). The definitions, requirements, obligations, rights, sanctions and liabilities created by said Executive Order and listed 
statutes are incorporated into this Agreement and are controlling. 
 
15. (U) This Agreement shall be interpreted under and in conformance with the law of the United States. 
 
16. (U) I make this Agreement without any mental reservation or purpose of evasion. 

 ________________________________________________ _______________________ 
  Signature Date 
The execution of this Agreement was witnessed by the undersigned who accepted it on behalf of the United States Government as a 
prior condition of access to Sensitive Compartmented Information. 

WITNESS and ACCEPTANCE: ________________________________________________ _______________________ 
  Signature Date 

SECURITY BRIEFING / DEBRIEFING ACKNOWLEDGMENT 

 _______ _______ _______ _______ _______ _______ 

 _______ _______ _______ _______ _______ _______ 
(Special Access Programs by Initials Only) 

 ___________________ ___________________ ___________________ 
 SSN (See Notice Below) Printed or Typed Name  Organization 

 

 

 
 I certify that the briefing presented by me on the above date was in accordance with relevant SCI procedures. 

 _______________________________________________________ _______________________________________________________ 
 Signature of Briefing/Debriefing Officer  SSN (See notice below) 

 _______________________________________________________ _______________________________________________________ 
 Printed or Typed Name  Organization (Name and Address) 

BRIEF Date____________________ 

I hereby acknowledge that I was briefed on the above  
SCI Special Access Program(s): 
 

_________________________________________ 
Signature of Individual Briefed 

DEBRIEF Date____________________ 

Having been reminded of my continuing obligation to comply with 
the terms of this Agreement, I hereby acknowledge that I was 
debriefed on the above SCI Special Access Program(s): 

_________________________________________ 
Signature of Individual Briefed 
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1 
 

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MAR<LAND 

Southern Division 
 
  
TIMOTH< H. EDGAR, et al., * 
  
 PODLQWLIIV, *   
     
Y.  *  CDVH NR.: GJH-19-985  
  
DANIEL COATS, et al., * 
  

DHIHQGDQWV. *   
   

* * * * * * * * * * * * * 
 

MEMORANDUM OPINION 
 

FoUmeU naWional VecXUiW\ pUofeVVionalV TimoWh\ H. EdgaU, RichaUd H. ImmeUman, MelYin 

A. Goodman, AnXUadha BhagZaWi, and MaUk Fallon (³PlainWiffV´) bUing WhiV acWion againVW Whe 

DiUecWoU of NaWional InWelligence, Whe DiUecWoU of Whe CenWUal InWelligence Agenc\, Whe SecUeWaU\ 

of DefenVe, and Whe DiUecWoU of Whe NaWional SecXUiW\ Agenc\ (³DefendanWV´), challenging Whe 

conVWiWXWionaliW\ of Whe agencieV¶ pUepXblicaWion UeYieZ (³PPR´) UegimeV, Zhich UeTXiUe cXUUenW 

and foUmeU emplo\eeV Wo VXbmiW maWeUialV Whe\ inWend Wo pXbliVh Wo Whe agencieV if Whe\ conceUn 

ceUWain VXbjecWV. The ComplainW, ECF No. 1, allegeV WhaW Whe UegimeV aUe Yoid foU YagXeneVV 

XndeU Whe FiUVW and FifWh AmendmenWV and YiolaWe Whe FiUVW AmendmenW b\ inYeVWing Whe 

agencieV ZiWh e[ceVViYe diVcUeWion Wo VXppUeVV Vpeech and failing Wo inclXde neceVVaU\ pUocedXUal 

VafegXaUdV. DefendanWV haYe moYed Wo diVmiVV Whe ComplainW. ECF No. 30. AlVo pending befoUe 

Whe CoXUW aUe a moWion b\ WhUee PlainWiffV Wo omiW WheiU home addUeVVeV fUom Whe capWion in WheiU 

ComplainW, ECF No. 8, and a WhiUd paUW\¶V MoWion foU LeaYe Wo VXbmiW an amicXV bUief, ECF No. 

34. No heaUing iV neceVVaU\. SHH Loc. R. 105.6 (D. Md.). FoU Whe folloZing UeaVonV, all of Whe 

pending moWionV Zill be gUanWed and Whe acWion Zill be diVmiVVed. 
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I. BACKGROUND1 

In UeYieZing Whe ComplainW¶V allegaWionV, Whe CoXUW fiUVW diVcXVVeV each of Whe PlainWiffV 

befoUe WXUning Wo Whe VWUXcWXUe and opeUaWion of DefendanWV¶ PPR UegimeV. 

A. PODLQWLIIV 

PlainWiff EdgaU, a Rhode IVland UeVidenW, iV a c\beUVecXUiW\ e[peUW Zho ZaV emplo\ed b\ 

Whe Office of Whe DiUecWoU of NaWional InWelligence (Whe ³ODNI´) fUom 2006 XnWil hiV UeVignaWion 

in JXne 2013. ECF No. 1 �� 56, 58. AW YaUioXV poinWV dXUing hiV Wime aW ODNI, EdgaU VeUYed in 

UoleV inclXding DepXW\ foU CiYil LibeUWieV and SenioU AVVociaWe GeneUal CoXnVel. IG. � 58. In 

2009 and 2010, he ZaV deWailed Wo Whe WhiWe HoXVe NaWional SecXUiW\ SWaff aV DiUecWoU of 

PUiYac\ and CiYil LibeUWieV. IG. AfWeU Vigning a nondiVcloVXUe agUeemenW ZiWh Whe ODNI, EdgaU 

obWained a Top SecUeW/SenViWiYe CompaUWmenWed InfoUmaWion (³TS/SCI´) VecXUiW\ cleaUance in 

2006, Zhich he held conWinXoXVl\ XnWil JXne 2013. IG. � 59.  

DXUing hiV emplo\menW, EdgaU VXbmiWWed foU PPR official maWeUial pUepaUed foU pXblic 

appeaUanceV he made on behalf of Whe goYeUnmenW and V\llabi foU BUoZn UniYeUViW\ and 

GeoUgeWoZn UniYeUViW\ LaZ CenWeU coXUVeV he WaXghW in 2012 and 2013. IG. � 60. Since hiV 

depaUWXUe fUom Whe agenc\, EdgaU haV VXbmiWWed Wo Whe ODNI blog poVWV and op-edV WhaW haYe 

appeaUed in majoU pXblicaWionV, inclXding Whe GXaUGLaQ, Whe LRV AQJHOHV TLPHV, and Whe WaOO 

SWUHHW JRXUQaO, and on Whe LaZIaUH naWional VecXUiW\ blog. IG. � 61. On OcWobeU 10, 2016, EdgaU 

VXbmiWWed Wo Whe ODNI¶V PPR office a book manXVcUipW enWiWled BH\RQG SQRZGHQ: PULYaF\, MaVV 

SXUYHLOOaQFH, aQG WKH SWUXJJOH WR RHIRUP WKH NSA. IG. � 62. Some poUWionV of Whe manXVcUipW 

ZeUe baVed on hiV peUVonal e[peUienceV, bXW EdgaU Uelied on and ciWed declaVVified docXmenWV 

³foU peUWinenW deWailV.´ IG.  

 
1 UnleVV oWheUZiVe VWaWed, WheVe facWV aUe Waken fUom Whe ComplainW, ECF No. 1, and aUe pUeVXmed Wo be WUXe. 
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AfWeU EdgaU VXbmiWWed Whe manXVcUipW, Whe ODNI infoUmed him WhaW iW ZaV UefeUUed Wo Whe 

CenWUal InWelligence Agenc\ (³CIA´) and Whe NaWional SecXUiW\ Agenc\ (³NSA´) foU addiWional 

UeYieZ. IG. � 63. EdgaU ZaV Xnable Wo commXnicaWe diUecWl\ ZiWh UeYieZing officialV aW WhoVe 

agencieV deVpiWe mXlWiple inTXiUieV. IG. On JanXaU\ 12, 2017, Whe ODNI infoUmed EdgaU WhaW he 

coXld pXbliVh Whe manXVcUipW onl\ if he UedacWed oU e[ciVed ceUWain maWeUial. IG. � 64. Some of Whe 

UedacWionV UelaWed Wo eYenWV WhaW had Waken place oU iVVXeV WhaW had aUiVen afWeU EdgaU had lefW 

goYeUnmenW, Zhile oWheUV UelaWed Wo facWV WhaW ZeUe Zidel\ diVcXVVed and acknoZledged if noW 

officiall\ confiUmed. IG.  

EdgaU diVagUeed ZiWh Vome of Whe UedacWionV bXW decided noW Wo challenge Whem. IG. He 

had alUead\ dela\ed hiV pXblicaWion daWe, paUWl\ becaXVe of Whe WhUee-monWh PPR pUoceVV, and 

ZoUUied WhaW dela\ing iW fXUWheU ZoXld make Vome of Whe anal\ViV and inVighWV in hiV book 

oXWdaWed oU leVV UeleYanW Wo ongoing pXblic debaWeV. IG. He alVo VoXghW Wo mainWain a good 

UelaWionVhip ZiWh Whe ODNI UeYieZeUV becaXVe of conceUnV WhaW fXWXUe pXblicaWionV ZoXld be 

VXbjecW Wo gUeaWeU dela\V if he did noW. IG. In Whe fXWXUe, EdgaU planV Wo conWinXe ZUiWing aboXW 

inWelligence and c\beUVecXUiW\ maWWeUV and anWicipaWeV VXbmiWWing aW leaVW Vome of WheVe maWeUialV 

foU PPR. IG. � 65. He e[pecWV WhaW an\ manXVcUipWV he VXbmiWV ma\ be UefeUUed Wo Whe NSA, CIA, 

oU oWheU agencieV, aV happened ZiWh BH\RQG SQRZGHQ, Zhich haV noZ been pXbliVhed. IG. 

EdgaU belieYeV WhaW Whe ODNI¶V PPR Uegime UeTXiUeV him Wo VXbmiW an e[ceVViYe amoXnW 

of maWeUial and findV Whe agenc\¶V VXbmiVVion UeTXiUemenWV Wo be YagXe and confXVing, leaYing 

him XnceUWain of Whe e[acW Vcope of hiV VXbmiVVion obligaWionV. IG. � 66. He feaUV WhaW Whe dela\ 

aVVociaWed ZiWh PPR Zill hindeU hiV caUeeU aV an academic and impede hiV abiliW\ Wo paUWicipaWe 

effecWiYel\ in pXblic debaWeV on maWWeUV inYolYing hiV aUea of e[peUWiVe. IG. He fXUWheU allegeV WhaW 

Whe dela\ and XnceUWainW\ aVVociaWed ZiWh PPR haV diVVXaded him fUom ZUiWing Vome pieceV WhaW 
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he oWheUZiVe ZoXld haYe ZUiWWen and caXVed him Wo ZUiWe oWheUV diffeUenWl\ Whan he oWheUZiVe 

ZoXld haYe. IG. Finall\, he belieYeV WhaW Whe ODNI, CIA, and NSA mighW haYe Waken longeU Wo 

UeYieZ hiV book if Whe\ had peUceiYed iW Wo be XnV\mpaWheWic Wo Whe inWelligence commXniW\. IG. 

He iV alVo conceUned WhaW ³goYeUnmenW cenVoUV Zill be leVV UeVponViYe Wo him if he ZUiWeV bookV 

WhaW aUe peUceiYed Wo be cUiWical.´ IG.  

PlainWiff ImmeUman, a PennV\lYania UeVidenW, iV a hiVWoUian ZiWh e[peUWiVe in U.S. foUeign 

UelaWionV Zho UeWiUed in 2017 afWeU holding a VeUieV of diVWingXiVhed academic poVWV. IG. �� 67±68. 

FUom 2007 Wo 2009, he Wook leaYe fUom hiV facXlW\ poViWion aW Temple UniYeUViW\ Wo VeUYe aW Whe 

ODNI aV Whe AVViVWanW DepXW\ DiUecWoU of NaWional InWelligence, Anal\Wic InWegUiW\ and 

SWandaUdV, and aV Whe agenc\¶V Anal\Wic OmbXdVman. IG. � 69. AfWeU Vigning a nondiVcloVXUe 

agUeemenW ZiWh Whe ODNI, ImmeUman obWained TS/SCI cleaUance in 2007. IG. � 71. In 2009, 

VhoUWl\ afWeU UeWXUning Wo Temple, ImmeUman accepWed an inYiWaWion Wo VeUYe on Whe U.S. 

DepaUWmenW of SWaWe¶V AdYiVoU\ CommiWWee on HiVWoUical DiplomaWic DocXmenWaWion (UefeUUed Wo 

aV Whe ³HAC´), of Zhich he became chaiUman in 2010. IG. � 70. In 2011 oU 2012, ImmeUman 

Vigned a nondiVcloVXUe agUeemenW ZiWh Whe CIA UelaWed Wo hiV HAC UeVponVibiliWieV. IG. � 71. 

Since leaYing Whe ODNI, ImmeUman haV VXbmiWWed book manXVcUipWV, aUWicleV, papeUV, 

pXblic WalkV, and academic V\llabi Wo Whe agenc\ foU PPR. IG. � 72. On JanXaU\ 25, 2013, 

ImmeUman emailed Wo Whe ODNI¶V PPR office a manXVcUipW enWiWled TKH HLGGHQ HaQG: A BULHI 

HLVWRU\ RI WKH CIA. IG. � 73. The manXVcUipW did noW diUecWl\ oU indiUecWl\ UefeU Wo an\ claVVified 

infoUmaWion WhaW ImmeUman obWained Zhile emplo\ed ZiWh Whe ODNI oU DepaUWmenW of SWaWe and 

ciWed pXblic VoXUceV foU all facWXal pUopoViWionV. IG. The ODNI acknoZledged UeceipW WhUee da\V 

afWeU ImmeUman¶V email. IG. � 74. NeaUl\ WhUee monWhV laWeU, ImmeUman ZaV infoUmed WhaW Whe 

agenc\ had UefeUUed paUW of Whe manXVcUipW Wo Whe CIA foU addiWional UeYieZ. IG. SeYeUal ZeekV 
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afWeU WhaW, Whe ODNI infoUmed him WhaW Whe CIA ZaV UeYieZing Whe enWiUe manXVcUipW. IG. 

ImmeUman conWacWed Whe CIA bXW ZaV Xnable Wo obWain infoUmaWion aboXW Whe UeYieZ. IG.  

On JXl\ 12, 2013, Whe ODNI infoUmed ImmeUman WhaW he coXld pXbliVh Whe manXVcUipW 

onl\ ZiWh e[WenViYe UedacWionV mandaWed b\ Whe CIA, all of Zhich UelaWed Wo infoUmaWion foU 

Zhich ImmeUman had ciWed pXblic VoXUceV. IG. � 75. Some UedacWionV UelaWed Wo infoUmaWion WhaW 

goYeUnmenW agencieV inclXding Whe CIA had pXbliVhed pUeYioXVl\, and man\ UelaWed Wo eYenWV 

WhaW had Waken place oU iVVXeV WhaW had aUiVen afWeU ImmeUman lefW goYeUnmenW. IG. In Vome 

inVWanceV, Whe ODNI diUecWed ImmeUman Wo e[ciVe ciWaWionV Wo neZVpapeU aUWicleV, Zhile in oWheUV 

Whe ODNI diUecWed ImmeUman Wo deleWe paVVageV UelaWing Wo infoUmaWion he had obWained fUom 

pXblic VoXUceV, inclXding infoUmaWion aboXW Whe CIA¶V XVe of dUoneV. IG. The ODNI alVo 

inVWUXcWed him Wo UedacW ZoUdV commXnicaWing jXdgmenWV and aUgXmenWV he conVideUed 

fXndamenWal Wo hiV conclXVionV aV a WUained hiVWoUian. IG. The agenc\ did noW pUoYide ImmeUman 

ZiWh an\ e[planaWion foU Whe mandaWed UedacWionV. IG. � 76. 

ImmeUman appealed Whe PPR office¶V deWeUminaWion Wo Whe agenc\¶V InfoUmaWion 

ManagemenW DiYiVion, Zhich VeYeUal ZeekV laWeU infoUmed him WhaW he coXld pXbliVh a 

VignificanW poUWion of Whe We[W WhaW Whe PPR office had diUecWed him Wo UedacW. IG. � 77. In 

SepWembeU 2013, ImmeUman ZaV able Wo meeW ZiWh WZo UeYieZing officialV fUom Whe CIA. IG. � 

78. The officialV agUeed ZiWh ImmeUman WhaW Vome of Whe UedacWionV ZeUe XnneceVVaU\ and 

aXWhoUi]ed him Wo pXbliVh addiWional We[W ZiWh UeYiVed ZoUding bXW UeaffiUmed WheiU YieZ WhaW 

oWheU UedacWionV ZeUe UeTXiUed. IG. � 78. ImmeUman diVagUeed bXW decided Wo pUoceed ZiWh 

pXbliVhing ZiWh Whe UedacWionV in place Wo aYoid fXUWheU dela\. IG. The dUafW WhaW ZaV eYenWXall\ 

pXbliVhed, afWeU a Wen-monWh UeYieZ pUoceVV, inclXded appUo[imaWel\ eighW\ peUcenW of Whe 

maWeUial WhaW Whe agencieV had oUiginall\ UedacWed. IG. 
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ImmeUman planV Wo conWinXe pXbliVhing aUWicleV, bookV, and op-edV, Vome of Zhich Zill 

WUiggeU hiV PPR obligaWionV XndeU Whe ODNI¶V Uegime. IG. � 79. AW Whe Wime Whe ComplainW ZaV 

filed, ImmeUman ZaV dUafWing an academic aUWicle on Whe inflXence of inWelligence on Whe 

polic\making pUoceVV and ZaV condXcWing UeVeaUch on Whe conWUibXWion of inWelligence Wo 

negoWiaWionV on VWUaWegic aUmV limiWaWion fUom Whe Ni[on WhUoXgh Reagan adminiVWUaWionV, on 

Zhich he inWendV Wo ZUiWe a book WhaW he Zill VXbmiW foU PPR. IG. ImmeUman aVVeUWV WhaW he 

ZoXld pXbliVh moUe ³[b]XW foU Whe d\VfXncWion of Whe [PPR] V\VWem.´ IG. � 80. He belieYeV WhaW 

Whe Uegime UeTXiUeV VXbmiVVion of faU moUe maWeUial Whan VhoXld be UeTXiUed, WhaW Whe ODNI¶V 

and CIA¶V ³aUbiWUaU\ and XnjXVWified UedacWionV´ Zill diminiVh Whe YalXe of Whe ZoUk he VXbmiWV, 

and WhaW Whe Wime UeTXiUed foU UeYieZ Zill make iW moUe difficXlW foU him Wo conWUibXWe Wo pXblic 

debaWeV in a Wimel\ Za\. IG. Finall\, he haV been diVVXaded b\ ³[c]onceUnV aboXW Whe bXUdenV and 

XnceUWainWieV aVVociaWed´ ZiWh PPR fUom ZUiWing academic aUWicleV and op-edV aboXW UeVeaUch he 

haV condXcWed foU hiV book and Whe inWelligence commXniW\ and cXUUenW adminiVWUaWion. IG. 

PlainWiff Goodman, a MaU\land UeVidenW, iV an e[peUW on Whe foUmeU SoYieW Union Zho 

VpenW 42 \eaUV in goYeUnmenW, inclXding 34 \eaUV aW Whe CIA¶V DiUecWoUaWe of InWelligence on 

SoYieW FoUeign Polic\ and aV a pUofeVVoU of inWeUnaWional VecXUiW\ aW Whe NaWional WaU College. 

IG. �� 81±82. Goodman held a TS/SCI cleaUance XnWil he lefW goYeUnmenW in 2006. IG. � 83. When 

Goodman fiUVW joined Whe CIA in 1966 and gained hiV cleaUance, he Vigned a VecUec\ agUeemenW 

WhaW inclXded a pUoYiVion UelaWing Wo PPR. IG. � 84. Since leaYing Whe CIA in 1986, Goodman haV 

VXbmiWWed mXlWiple ZoUkV Wo Whe agenc\ foU PPR, WhoXgh in Vome caVeV he haV noW VXbmiWWed 

VhoUWeU pieceV, inclXding op-edV, WhaW ZeUe Wime-VenViWiYe and WhaW he ZaV confidenW did noW 

conWain claVVified infoUmaWion oU oWheU infoUmaWion he obWained dXUing hiV emplo\menW. IG. �� 82, 

85±86. On aW leaVW Vi[ occaVionV afWeU pXbliVhing an op-ed, Goodman UeceiYed leWWeUV fUom Whe 

Case 8:19-cv-00985-GJH   Document 46   Filed 04/16/20   Page 6 of 57

JA-151

USCA4 Appeal: 20-1568      Doc: 21            Filed: 08/14/2020      Pg: 154 of 213



 

7 
 

CIA Ueminding him of hiV PPR obligaWionV, inclXding a 2009 leWWeU WhUeaWening Wo UefeU him Wo Whe 

DepaUWmenW of JXVWice. IG. � 86.  

Goodman haV pXbliVhed nine bookV and haV VXbmiWWed each manXVcUipW Wo Whe CIA foU 

PPR. IG. � 87. One of Whe manXVcUipWV ZaV UefeUUed Wo oWheU agencieV foU addiWional UeYieZ, 

inclXding Whe DepaUWmenW of DefenVe (³DOD´) and Whe DepaUWmenW of SWaWe. IG. DeVpiWe 

Goodman¶V UeTXeVWV, Whe CIA declined Wo pUoYide conWacW infoUmaWion foU UeYieZeUV aW Whe oWheU 

agencieV, Zho opeUaWed moUe VloZl\ Whan Whe CIA. IG. In geneUal, Whe CIA haV mailed 

Goodman¶V manXVcUipWV back Wo him ZiWh UedacWionV, ediWV, and VXggeVWionV foU alWeUnaWiYe 

langXage. IG. � 88. Goodman haV fUeTXenWl\ belieYed Whe CIA¶V UedacWionV ZeUe oYeUbUoad and 

XnjXVWified and haV ofWen VenW Whe agenc\ UeTXeVWV knoZn aV ³UeclamaV´ aVking Whe agenc\ Wo 

UeconVideU WheiU UedacWionV and ediWV and e[plaining Zh\ pXblicaWion VhoXld be alloZed. IG.  

The PPR pUoceVV haV Waken leVV Whan WZo monWhV foU moVW of Goodman¶V bookV. IG. � 89. 

In 2017, hoZeYeU, Whe CIA Wook eleYen monWhV Wo UeYieZ a manXVcUipW enWiWled WKLVWOHEORZHU aW 

WKH CIA in Zhich Goodman pUoYided an accoXnW of hiV e[peUience aV a VenioU CIA anal\VW. IG. In 

paUW becaXVe of Whe dela\, Goodman¶V pXbliVheU aW one poinW WhUeaWened Wo cancel hiV conWUacW. IG. 

All of Whe changeV Wo Whe manXVcUipW WhaW Whe CIA eYenWXall\ mandaWed, Goodman belieYeV, ZeUe 

inWended Wo pUoWecW Whe agenc\ fUom embaUUaVVmenW UaWheU Whan Wo pUoWecW claVVified infoUmaWion. 

IG. � 90. The manXVcUipW diVcXVVed aVpecWV of U.S. polic\, inclXding Whe XVe of aUmed dUoneV 

oYeUVeaV, of Zhich Goodman haV no peUVonal knoZledge; hiV commenWaU\ in Whe book ZaV baVed 

on ciWed pUeVV accoXnWV. IG. The CIA demanded WhaW Goodman noW diVcXVV WheVe maWWeUV aW all, 

hoZeYeU, and did noW pUoYide a ZUiWWen e[planaWion. IG. Goodman meW ZiWh a CIA official bXW 

ZaV Xnable Wo peUVXade Whe agenc\ Wo UeconVideU and WhXV decided Wo UemoYe Whe paVVageV Wo 

Zhich Whe agenc\ had objecWed. IG. � 91. 
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Goodman UecenWl\ VXbmiWWed a manXVcUipW in Zhich he allegeV WhaW he Velf-cenVoUed and 

aYoided diVcXVVing ceUWain pXblic VoXUce infoUmaWion aboXW cXUUenW CIA DiUecWoU and DefendanW 

Gina HaVpel. IG. � 92. Goodman leaUned Whe infoUmaWion aW iVVXe aV a membeU of Whe pXblic bXW 

choVe noW Wo inclXde iW in Whe manXVcUipW Wo aYoid dela\V and conflicWV ZiWh Whe CIA¶V PPR office. 

IG. � 92. ConViVWenW ZiWh hiV paVW pUacWice, Goodman inWendV Wo VXbmiW poUWionV of an\ fXWXUe 

manXVcUipWV WhaW deal ZiWh inWelligence maWWeUV bXW UemainV conceUned WhaW Whe agenc\ Zill UedacW 

maWeUial XnZaUUanWedl\ and WhaW Whe PPR dela\ Zill jeopaUdi]e hiV book conWUacWV and UendeU hiV 

pXblicaWionV leVV UeleYanW Wo eYolYing pXblic debaWeV. IG. � 93. 

PlainWiff BhagZaWi, a NeZ YoUk UeVidenW, iV a ZUiWeU, acWiYiVW, and foUmeU MaUine CoUpV 

officeU. IG. � 94. BhagZaWi obWained a SecUeW VecXUiW\ cleaUance in Whe eaUl\ 2000V. IG. �� 95±96. 

AV a foUmeU DOD emplo\ee, BhagZaWi iV VXbjecW Wo Whe PPR UeTXiUemenWV impoVed b\ mXlWiple 

DOD policieV. IG. � 96. In MaUch 2019, BhagZaWi pXbliVhed a memoiU diVcXVVing heU e[peUienceV 

ZiWh miVog\n\, UaciVm, and Ve[Xal Yiolence dXUing heU miliWaU\ VeUYice, bXW onl\ leaUned of heU 

PPR obligaWionV on Whe eYe of pXblicaWion WhUoXgh conYeUVaWionV ZiWh heU coXnVel in WhiV acWion. 

IG. �� 94, 96, 98. She haV alVo pXbliVhed moUe Whan a do]en op-ed and opinion pieceV aboXW heU 

e[peUienceV in Whe MaUine CoUpV and adYocac\ ZoUk Vhe haV peUfoUmed on iVVXeV of Ve[Xal 

aVVaXlW and diVcUiminaWion in Whe miliWaU\. IG. � 97. She planV Wo conWinXe heU adYocac\ WhUoXgh 

ZUiWWen pXblicaWionV and pXblic appeaUanceV bXW haV no planV Wo VXbmiW an\ fXWXUe ZoUk foU PPR 

becaXVe Vhe iV ceUWain WhaW heU fXWXUe pXblicaWionV Zill noW conWain claVVified infoUmaWion. IG. � 99. 

Finall\, PlainWiff Fallon, a GeoUgia UeVidenW, iV a coXnWeUWeUUoUiVm, coXnWeUinWelligence, 

and inWeUUogaWion e[peUW Zho VpenW moUe Whan WhUee decadeV in goYeUnmenW VeUYice, pUimaUil\ 

ZiWh Whe NaYal CUiminal InYeVWigaWiYe SeUYice (³NCIS´). IG. � 100. Fallon VeUYed aW Whe NCIS 

fUom 1981 Wo 2008, inclXding in a nXmbeU of VenioU leadeUVhip poViWionV, befoUe VeUYing WZo 
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\eaUV aW Whe DepaUWmenW of Homeland SecXUiW\, Zhich he depaUWed in 2010. IG. � 101. BeWZeen 

2011 and 2016, he VeUYed aV Whe chaiU of Whe High-ValXe DeWainee InWeUUogaWion GUoXp (³HIG´) 

ReVeaUch CommiWWee. IG. � 100. Fallon obWained a Top SecUeW VecXUiW\ cleaUance in 1981 Zhen he 

joined Whe NCIS and held iW conWinXoXVl\ XnWil 2010. IG. � 102. He alVo obWained and held TS/SCI 

cleaUance dXUing hiV caUeeU aW NCIS, obWained iW again in 2011 Zhen he began ZoUk foU Whe HIG, 

and obWained anoWheU in 2017 foU conVXlWing ZoUk he engageV in ZiWh Whe U.S. goYeUnmenW. IG.  

Fallon haV pXbliVhed op-edV, aUWicleV, colXmnV, and a book Vince leaYing goYeUnmenW 

VeUYice, man\ of Zhich he VXbmiWWed Wo Whe DOD foU PPR. IG. � 103. In 2016, Fallon compleWed a 

book WiWled UQMXVWLILaEOH MHaQV aboXW Whe GeoUge W. BXVh adminiVWUaWion¶V policieV UelaWing Wo 

³inWeUUogaWion and WoUWXUe of pUiVoneUV´ and Whe e[peUienceV of pXblic VeUYanWV, inclXding Fallon, 

Zho had oppoVed Whe policieV. IG. � 104. The book Uelied on infoUmaWion Whe goYeUnmenW had 

declaVVified and on pXblic UecoUd maWeUialV UelaWing Wo ³Whe BXVh adminiVWUaWion¶V policieV and 

WheiU conVeTXenceV.´ IG. Fallon ³ZaV confidenW WhaW Whe book did noW conWain pUopeUl\ claVVified 

infoUmaWion.´ IG. When he began ZUiWing Whe book in 2014, Fallon conVXlWed foUmeU NCIS 

colleagXeV aboXW PPR, one of Zhom VWaWed WhaW he had noW VXbmiWWed hiV oZn manXVcUipW and Whe 

UeVW of Zhom adYiVed him WhaW Whe\ did noW belieYe he ZaV UeTXiUed Wo VXbmiW hiV. IG. � 105. 

In JXne 2016, Fallon conWacWed Whe DOD¶V PPR office afWeU diVcoYeUing iW WhUoXgh hiV 

oZn UeVeaUch and ZaV adYiVed WhaW Whe PPR pUoceVV ZaV YolXnWaU\ and inWended Wo aid aXWhoUV. 

IG. � 106. On OcWobeU 4, 2016, hoZeYeU, Fallon UeceiYed an email fUom a DOD official VWaWing 

WhaW Vhe had noWiced Fallon¶V foUWhcoming book on Ama]on.com, aVking if he had VXbmiWWed iW 

foU PPR, and infoUming him WhaW he ZaV UeTXiUed Wo VXbmiW hiV ZoUkV foU UeYieZ. IG. The official 

aWWached Whe DOD¶V PPR policieV. IG. On JanXaU\ 3, 2017, Whe official adYiVed Fallon b\ email 

WhaW Zhile DOD policieV pUoYide WhaW UeYieZ Zill be compleWed ZiWhin 30 Wo 45 ZoUking da\V, 
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³Whe WUXWh iV WhaW in moVW caVeV iW WakeV a biW longeU.´ IG. Fallon VXbmiWWed hiV manXVcUipW Whe 

folloZing da\. IG. � 107. GiYen Whe e[pecWed lengWh of Whe UeYieZ, Fallon and hiV pXbliVheU 

agUeed Wo a pXblicaWion daWe of MaUch 7, 2017. IG.  

On JanXaU\ 11, 2017, Whe DOD PPR office infoUmed Fallon WhaW iWV UeYieZ of Whe 

manXVcUipW ZaV compleWe bXW WhaW UeYieZ b\ oWheU agencieV ZaV neceVVaU\ aV Zell, WhoXgh Whe 

UeYieZing official ZoXld noW idenWif\ Whe agencieV. IG. � 108. AfWeU Fallon noWed hiV pXblicaWion 

daWe, Whe official aVVXUed him WhaW Whe DOD ³ZoXld do eYeU\Whing iW coXld Wo compleWe UeYieZ b\ 

WhaW daWe.´ IG. Fallon emailed Whe UeYieZing official aW leaVW eighW WimeV pUioU Wo Whe planned 

pXblicaWion daWe, VWUeVVing WhaW dela\ ZoXld foUce Whe daWe Wo be pXVhed back, Zhich ZoXld 

UeTXiUe cancelling book WoXUV and Vpeaking engagemenWV. IG. � 109. The DOD did noW infoUm 

Fallon WhaW UeYieZ ZaV compleWe XnWil AXgXVW 25, 2017. IG. � 110. IW alVo UeTXiUed Fallon Wo make 

113 VepaUaWe e[ciVionV fUom Whe book if he ZiVhed Wo pUoceed ZiWh pXblicaWion. IG.  

In Fallon¶V YieZ, ³Whe e[ciVionV ZeUe aUbiWUaU\, hapha]aUd, and inconViVWenW, and, aW leaVW 

in Vome inVWanceV, Veemingl\ inWended Wo pUoWecW Whe CIA fUom embaUUaVVmenW.´ IG. Some UelaWed 

Wo maWeUial pXbliVhed in XnclaVVified congUeVVional UepoUWV Zhile oWheUV conceUned neZV aUWicleV 

Fallon had ciWed. IG. While Fallon belieYed WhaW all of Whe e[ciVionV ZeUe XnneceVVaU\ and 

XnjXVWified, he decided noW Wo challenge Whem Wo aYoid dela\ing pXblicaWion fXUWheU. IG. � 111. 

Fallon had oUiginall\ inWended Wo pXbliVh Whe book aW Whe VWaUW of Whe TUXmp adminiVWUaWion afWeU 

WoUWXUe became a majoU iVVXe dXUing Whe 2016 U.S. pUeVidenWial campaign and iW ZaV impoUWanW Wo 

him Wo pXbliVh ³Zhile iW ZaV VWill poVVible Wo inflXence Whe pXblic debaWe on WhiV VXbjecW.´ IG. �� 

107, 111. ThoXgh Fallon ZaV foUced Wo cancel eYenWV and WUaYel, and hiV pXbliVheU aW one poinW 

WhUeaWened Wo cancel hiV conWUacW foU non-deliYeU\, Whe book ZaV eYenWXall\ pXbliVhed on OcWobeU 

24, 2017. IG. �� 111±12. 
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Fallon aVVeUWV WhaW hiV PPR e[peUience ZiWh UQMXVWLILaEOH MHaQV ³ZaV Vo Wime-

conVXming, coVWl\, and e[haXVWing WhaW he iV XnVXUe ZheWheU he iV Zilling Wo embaUk on ZUiWing 

anoWheU book.´ IG. � 112. CancellaWionV of hiV WUaYel and eYenWV coVW him peUVonall\ and he ³paid 

a pUemiXm afWeU Whe book ZaV cleaUed in oUdeU foU hiV ediWoUV Wo ZoUk Wo finali]e pXblicaWion on a 

WighW WimefUame.´ IG. Fallon alVo diVconWinXed ceUWain conVXlWing ZoUk Zhile ZaiWing foU UeYieZ 

Wo be compleWed, and hiV pXbliVheU infoUmed him WhaW Whe dela\ in pXblicaWion made iW leVV likel\ 

WhaW bookVWoUeV ZoXld chooVe Wo caUU\ oU pUomoWe Whe book. IG. Since Whe pXblicaWion of 

UQMXVWLILaEOH MHaQV, hoZeYeU, Fallon and a co-aXWhoU dUafWed and VXbmiWWed a neZ manXVcUipW 

enWiWled TKH HIG PURMHFW: TKH RRaG WR SFLHQWLILF RHVHaUFK RQ IQWHUURJaWLRQV, Zhich Zill be a 

chapWeU in a foUWhcoming book. IG. � 113.  

Fallon VXbmiWWed Whe piece foU UeYieZ b\ Whe DOD on AXgXVW 10, 2018 and along ZiWh hiV 

co-aXWhoU folloZed Xp ZiWh Whe PPR office UepeaWedl\ oYeU VeYeUal monWhV. On JanXaU\ 14, 2019, 

Fallon¶V co-aXWhoU ZaV infoUmed b\ Whe UeYieZ boaUd of Whe DefenVe InWelligence Agenc\ WhaW Whe 

DOD¶V UeYieZ boaUd ZaV ZaiWing foU a UeVponVe fUom Whe FedeUal BXUeaX of InYeVWigaWion 

(³FBI´). IG. On FebUXaU\ 11, 2019, PPR of Whe manXVcUipW ZaV compleWed and iW ZaV cleaUed foU 

pXblicaWion ZiWh UedacWionV. IG. � 114. All of Whe UedacWed maWeUial, hoZeYeU, ZaV infoUmaWion 

WhaW Fallon had heaUd aW XnclaVVified pXblic meeWingV ZiWh Whe HIG ReVeaUch CommiWWee. IG. 

Fallon belieYeV WhaW Whe UedacWionV ZeUe moWiYaWed b\ poliWical diVagUeemenW ZiWh hiV and hiV co-

aXWhoU¶V peUVpecWiYe on WoUWXUe and Whe HIG ReVeaUch CommiWWee¶V ZoUk. IG.  

In Fallon¶V e[peUience, PPR ³haV been hapha]aUd and opaTXe, and commXnicaWion fUom 

Whe DOD haV been VpoUadic and XnhelpfXl.´ IG. � 116. Fallon haV come Wo belieYe WhaW Whe DOD¶V 

PPR officialV ³haYe no conWUol oU inflXence oYeU Whe oWheU agencieV Wo Zhich Whe\ Vend aXWhoUV¶ 

ZoUkV foU UeYieZ´ and WhaW WheUe iV ³a lack of accoXnWabiliW\ fUom WhoVe officeV Wo Whe DOD.´ IG. 
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� 117. While Fallon planV Wo conWinXe VXbmiWWing Wo Whe DOD an\ op-edV, aUWicleV, colXmnV, and 

bookV he ZUiWeV in Whe fXWXUe, he allegeV WhaW hiV e[peUienceV ZiWh PPR ³conWinXe Wo negaWiYel\ 

impacW him and den\ him Whe oppoUWXniW\ Wo conWUibXWe Wo Whe pXblic debaWe oYeU bUeaking neZV.´ 

IG. �� 115, 118. Specificall\, becaXVe of hiV conceUnV aboXW poWenWial dela\V and XnjXVWified 

agenc\ objecWionV WhaW aUiVe ZiWh PPR, Fallon haV declined offeUV Wo aXWhoU op-edV and ZUiWe 

aUWicleV on bUeaking neZV and WopicV of pXblic conceUn becaXVe Whe\ UeTXiUe an immediaWe 

UeVponVe. IG. � 118. He alVo iV XnVXUe hoZ hiV PPR obligaWionV appl\ in academic VeWWingV, 

inclXding ZheWheU he mXVW VXbmiW ediWV and addiWionV he makeV Wo Whe ZoUk of oWheUV, Zhich 

hindeUV hiV ZoUk and abiliW\ Wo engage ZiWh hiV colleagXeV. IG. Finall\, Fallon ZoUUieV WhaW Whe 

goYeUnmenW Zill UeWaliaWe againVW him b\ VWUipping hiV VecXUiW\ cleaUance, Zhich he UeTXiUeV foU 

hiV conVXlWing ZoUk, if he doeV noW VWUicWl\ compl\ ZiWh PPR UeTXiUemenWV. IG. � 119. 

B. PPR RHJLPHV 

1. HLVWRULFDO BDFNJURXQG 

PlainWiffV aVVeUW WhaW Vince iWV eVWabliVhmenW in 1947, Whe CIA haV UeTXiUed emplo\eeV Wo 

Vign VecUec\ agUeemenWV Zhen Whe\ join and leaYe Whe agenc\ WhaW geneUall\ pUohibiW pXblicaWion 

of manXVcUipWV ZiWhoXW obWaining agenc\ conVenW. IG. � 17. The nXmbeU of VXch manXVcUipWV 

incUeaVed maUkedl\ in Whe 1970V, leading Whe agenc\ Wo cUeaWe a PXblicaWionV ReYieZ BoaUd Wo 

UeYieZ manXVcUipWV b\ cXUUenW emplo\eeV. IG. � 18. The BoaUd¶V jXUiVdicWion ZaV e[panded Wo 

Ueach VXbmiVVionV b\ foUmeU emplo\eeV in 1977. IG.  

In 1980, Whe SXpUeme CoXUW decided SQHSS Y. UQLWHG SWaWHV, 444 U.S. 507 (1980) (peU 

cXUiam), affiUming Whe impoViWion of a conVWUXcWiYe WUXVW on pUoceedV eaUned b\ a foUmeU CIA 

officeU Zho had pXbliVhed a book ZiWhoXW VXbmiWWing iW foU PPR. IG. � 19. In 1983, PUeVidenW 

Reagan iVVXed NaWional SecXUiW\ DeciVion DiUecWiYe 84, Zhich mandaWed WhaW inWelligence 
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agencieV UeTXiUe all peUVonV ZiWh acceVV Wo SenViWiYe CompaUWmenWed InfoUmaWion (³SCI´) Vign a 

nondiVcloVXUe agUeemenW ZiWh a PPR pUoYiVion. IG. � 20. The DiUecWiYe UeceiYed VignificanW 

bipaUWiVan cUiWiciVm fUom CongUeVV and ZaV VXVpended afWeU legiVlaWion WhaW ZoXld haYe 

pUohibiWed moVW agencieV fUom impoVing PPR UeTXiUemenWV ZaV conVideUed in heaUingV b\ a 

HoXVe VXbcommiWWee. IG. � 21. AgencieV conWinXed Wo UeTXiUe emplo\eeV Wo Vign a foUm impoVing 

eVVenWiall\ Whe Vame PPR UeTXiUemenWV, hoZeYeU. IG. � 22.  

PlainWiffV fXUWheU allege WhaW Whe PPR V\VWem ³haV e[panded on eYeU\ a[iV´ oYeU Whe paVW 

VeYeUal decadeV. IG. � 23. Specificall\, eYeU\ U.S. inWelligence agenc\ noZ impoVeV a lifeWime 

PPR UeTXiUemenW on aW leaVW Vome VXbVeW of foUmeU emplo\eeV, PPR obligaWionV aUe impoVed on 

bUoadeU caWegoUieV of emplo\eeV, inclXding WhoVe Zho neYeU had acceVV Wo SCI oU an\ oWheU 

claVVified infoUmaWion, Whe amoXnW of infoUmaWion WhaW iV claVVified haV ³e[panded dUamaWicall\,´ 

PPR UegimeV haYe become incUeaVingl\ comple[ and YaUied acUoVV agencieV, and Whe amoXnW of 

maWeUial VXbmiWWed foU PPR haV VWeadil\ incUeaVed, aV haV Whe amoXnW of Wime agencieV Wake Wo 

compleWe WheiU UeYieZV. IG. �� 24±29.  

PlainWiffV highlighW WhaW Whe DOD, foU e[ample, impoVeV PPR obligaWionV on all 2.9 

million of iWV emplo\eeV, WhaW claVVificaWion aXWhoUiWieV made 49.5 million claVVificaWion deciVionV 

in 2017, WhaW Whe CIA UeceiYed 8,400 PPR VXbmiVVionV in 2015, inclXding 3,400 manXVcUipWV, and 

WhaW a dUafW UepoUW b\ Whe CIA InVpecWoU GeneUal VXggeVWed WhaW book-lengWh manXVcUipWV ZeUe 

pUojecWed Wo UeTXiUe a \eaU Wo UeYieZ. IG. �� 25±26, 28±29. PlainWiffV aVVeUW WhaW aV a UeVXlW of 

WheVe e[panVionV, ³Whe pUepXblicaWion UeYieZ V\VWem haV become d\VfXncWional.´ IG. � 30. The 

ComplainW noWeV WhaW Whe HoXVe and SenaWe InWelligence CommiWWeeV inVWUXcWed Whe DiUecWoU of 

NaWional InWelligence (³DNI´) in 2017 Wo pUepaUe a neZ PPR polic\ WhaW ZoXld appl\ Wo all 
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inWelligence agencieV bXW WhaW Whe DNI had noW pXbliVhed oU foUmXlaWed VXch a polic\ aV of Whe 

filing of Whe ComplainW. IG.  

2. CXUUHQW RHJLPHV 

The ComplainW When deVcUibeV Whe PPR polic\ UegimeV of Whe CIA, Whe DOD, Whe NSA, 

and Whe ODNI, each of Zhich PlainWiffV allege ³UeVWUainV faU moUe Vpeech Whan can be jXVWified b\ 

an\ legiWimaWe goYeUnmenW inWeUeVW.´ IG. � 31. AccoUding Wo Whe ComplainW, each agenc\ UeTXiUeV 

emplo\eeV ZiWh acceVV Wo claVVified infoUmaWion Wo compleWe SWandaUd FoUm 312, ³ClaVVified 

InfoUmaWion NondiVcloVXUe AgUeemenW.´ IG. �� 32a, 38a, 44a, 50a. The foUm UeTXiUeV all coYeUed 

emplo\eeV Zho aUe ³XnceUWain aboXW Whe claVVificaWion VWaWXV of infoUmaWion´ Wo ³confiUm fUom an 

aXWhoUi]ed official WhaW Whe infoUmaWion iV XnclaVVified befoUe [Whe\] ma\ diVcloVe iW.´ IG. � 32a 

(alWeUaWion in oUiginal). Emplo\eeV ZiWh acceVV Wo SCI mXVW alVo compleWe FoUm 4414, ³SenViWiYe 

CompaUWmenWed InfoUmaWion NondiVcloVXUe AgUeemenW,´ Zhich UeTXiUeV all coYeUed emplo\eeV 

Wo VXbmiW foU PPR ³an\ ZUiWing oU oWheU pUepaUaWion in an\ foUm, inclXding a ZoUk of ficWion, WhaW 

conWainV oU pXUpoUWV Wo conWain an\ SCI oU deVcUipWion of acWiYiWieV WhaW pUodXce oU UelaWe Wo SCI 

oU WhaW [Whe aXWhoU haV] UeaVon Wo belieYe aUe deUiYed fUom SCI.´ IG. � 32b (alWeUaWion in oUiginal).2 

Each agenc\ alVo mainWainV addiWional VecUec\ and PPR policieV. FiUVW, Whe CIA UeTXiUeV 

WhaW all officeUV VXbmiW foU PPR ³an\ and all maWeUialV Whe\ inWend Wo VhaUe ZiWh Whe pXblic WhaW 

aUe inWelligence UelaWed,´ accoUding Wo Whe agenc\¶V ZebViWe. IG. � 32c. AddiWionall\, WhUoXgh 

Agenc\ RegXlaWion (³AR´) 13-10, WiWled ³Agenc\ PUepXblicaWion ReYieZ of CeUWain MaWeUial 

PUepaUed foU PXblic DiVVeminaWion,´ Whe CIA UeTXiUeV all ³foUmeU Agenc\ emplo\eeV and 

conWUacWoUV, and oWheUV Zho aUe obligaWed b\ CIA VecUec\ agUeemenW,´ Wo VXbmiW foU PPR an\ 

maWeUial ³WhaW menWionV CIA oU inWelligence daWa oU acWiYiWieV oU maWeUial on an\ VXbjecW aboXW 

 
2 PlainWiffV allege WhaW DOD alWeUnaWiYel\ oU addiWionall\ UeTXiUeV emplo\eeV ZiWh acceVV Wo SCI Wo compleWe foUm 
DD FoUm 1847-1, Zhich iV VimilaU Wo FoUm 4414. ECF No. 1 � 38b. 
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Zhich Whe aXWhoU haV had acceVV Wo claVVified infoUmaWion in Whe coXUVe of hiV emplo\menW oU 

oWheU conWacW ZiWh Whe Agenc\.´ IG. � 32d. AccoUding Wo docXmenWV obWained WhUoXgh FUeedom of 

InfoUmaWion AcW liWigaWion b\ PlainWiffV¶ coXnVel, Whe CIA ³Zill noW pUoYide a cop\ of a VecUec\ 

agUeemenW oU nondiVcloVXUe agUeemenW Wo an aXWhoU Zho UeTXeVWV one Whe\ Vigned,´ eYen WhoXgh 

VXch agUeemenWV ³aUe W\picall\ noW claVVified.´ IG. � 32e.  

The CIA¶V PPR aXWhoUiW\ iV knoZn aV Whe PXblicaWionV ReYieZ BoaUd. IG. � 33. PlainWiffV 

allege WhaW SWandaUd FoUm 312, FoUm 4414, Whe CIA VecUec\ agUeemenW, and AR 13-10 

collecWiYel\ ³giYe Whe BoaUd diVcUeWion Wo cenVoU infoUmaWion WhaW iW claimV iV claVVified ZiWhoXW 

UegaUd´ Wo conVideUaWionV inclXding ³ZheWheU diVcloVXUe of Whe infoUmaWion ZoXld acWXall\ caXVe 

haUm Wo Whe naWion¶V VecXUiW\, ZheWheU Whe foUmeU emplo\ee acTXiUed Whe infoUmaWion in TXeVWion 

in Whe coXUVe of emplo\menW, ZheWheU Whe infoUmaWion iV alUead\ in Whe pXblic domain, and 

ZheWheU an\ legiWimaWe inWeUeVW in VecUec\ iV oXWZeighed b\ pXblic inWeUeVW in diVcloVXUe.´ IG. � 

33. PlainWiffV alVo aVVeUW WhaW Zhen Whe BoaUd UefeUV manXVcUipWV b\ foUmeU CIA emplo\eeV Wo 

oWheU agencieV foU UeYieZ, oWheU agencieV cenVoU Whe manXVcUipWV on Whe baViV of XndiVcloVed 

UeYieZ VWandaUdV. IG.  

PlainWiffV fXUWheU allege WhaW ³Whe bUeadWh and YagXeneVV of Whe CIA¶V UeYieZ VWandaUdV 

inYiWe capUicioXV and diVcUiminaWoU\ enfoUcemenW´ and WhaW ³in pUacWice Whe BoaUd¶V cenVoUVhip 

deciVionV aUe ofWen aUbiWUaU\ oU inflXenced b\ Whe aXWhoU¶V YieZpoinW.´ IG. � 34. FoU e[ample, 

PlainWiffV aVVeUW, foUmeU inWelligence commXniW\ emplo\eeV ³Zho ZUoWe bookV cUiWici]ing Whe 

CIA¶V WoUWXUe of pUiVoneUV appUehended in Whe µZaU on WeUUoU¶ haYe complained pXblicl\ WhaW WheiU 

bookV ZeUe heaYil\ UedacWed eYen aV foUmeU CIA officialV¶ VXppoUWiYe accoXnWV of Whe Vame 

policieV ZeUe pXbliVhed ZiWhoXW VignificanW e[ciVionV of VimilaU infoUmaWion.´ IG. AccoUding Wo 

PlainWiffV, Whe CIA in 2012 opened an inWeUnal inYeVWigaWion inWo ZheWheU iWV PPR Uegime ZaV 
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being miVXVed Wo VXppUeVV Vpeech cUiWical of Whe agenc\, bXW Whe agenc\ haV noW UeleaVed oU 

pXblicl\ deVcUibed iWV findingV. IG. Finall\, PlainWiffV allege WhaW: Whe Uegime doeV noW UeTXiUe Whe 

BoaUd Wo pUoYide aXWhoUV ZiWh UeaVonV foU iWV deciVionV and WhaW Whe BoaUd geneUall\ doeV noW do 

Vo; WhaW deadlineV foU adjXdicaWion of appealV aUe meUel\ aVpiUaWional and WhaW Whe Uegime failV Wo 

aVVXUe pUompW UeYieZ; and WhaW Whe Uegime failV Wo UeTXiUe Whe goYeUnmenW Wo iniWiaWe jXdicial 

UeYieZ of PPR deciVionV and Wo gXaUanWee WhaW VXch UeYieZ iV pUompW. IG. �� 35±37. 

PlainWiffV¶ geneUal allegaWionV aboXW Whe DOD, NSA, and ODNI UegimeV aUe VimilaU Wo 

WhoVe aboXW Whe CIA¶V. PlainWiffV allege WhaW each Uegime ³impoVeV VXbmiVVion UeTXiUemenWV WhaW, 

Waken WogeWheU, aUe YagXe, confXVing, and oYeUbUoad,´ LG. �� 38, 44, 50; WhaW each Uegime ³failV Wo 

meaningfXll\ cabin Whe diVcUeWion´ of Whe agenc\¶V PPR aXWhoUiW\ and inVWead gUanWV Wo Whe 

aXWhoUiW\ ³diVcUeWion Wo cenVoU infoUmaWion´ ZiWhoXW UegaUd Wo Whe Vame inWeUeVWV WhaW PlainWiffV 

allege Whe CIA PXblicaWionV ReYieZ BoaUd iV noW UeTXiUed Wo conVideU, LG. �� 39, 45, 51; WhaW Whe 

agencieV UefeU manXVcUipWV Wo oWheU agencieV WhaW do noW diVcloVe WheiU UeYieZ VWandaUdV, LG. �� 39, 

45, 51; WhaW Whe ³bUeadWh and YagXeneVV´ of Whe agencieV¶ VWandaUdV mean WhaW Whe agencieV¶ PPR 

deciVionV aUe ofWen oU fUeTXenWl\ ³aUbiWUaU\´ oU ³inYiWe capUicioXV and diVcUiminaWoU\ 

enfoUcemenW,´ LG. �� 40, 46, 52; and WhaW Whe UegimeV do noW UeTXiUe Whe PPR aXWhoUiWieV Wo 

pUoYide aXWhoUV ZiWh UeaVonV foU WheiU deciVionV, LG. �� 41, 47, 53; pUoYide no aVVXUance of 

pUompW UeYieZ, LG. �� 42, 48, 54; and fail Wo UeTXiUe Whe goYeUnmenW Wo iniWiaWe jXdicial UeYieZ of 

PPR deciVionV oU Wo gXaUanWee WhaW VXch UeYieZ iV pUompW, LG. �� 43, 49, 55.  

The ComplainW alVo makeV addiWional Vpecific allegaWionV aboXW each agenc\. AccoUding 

Wo Whe ComplainW, Whe DOD mainWainV WZo UeleYanW policieV: DiUecWiYe 5230.09, ³CleaUance of 

DoD InfoUmaWion foU PXblic ReleaVe,´ and InVWUXcWion 5230.29, ³SecXUiW\ and Polic\ ReYieZ of 

DoD InfoUmaWion foU PXblic ReleaVe.´ IG. � 38c. TogeWheU, Whe policieV UeTXiUe all foUmeU agenc\ 
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emplo\eeV and all foUmeU acWiYe oU UeVeUYe miliWaU\ VeUYice membeUV Wo VXbmiW foU PPR ³an\ 

official DoD infoUmaWion inWended foU pXblic UeleaVe WhaW peUWainV Wo miliWaU\ maWWeUV, naWional 

VecXUiW\ iVVXeV, oU VXbjecWV of VignificanW conceUn Wo [Whe agenc\].´ IG. (alWeUaWion in oUiginal). 

³[O]fficial DoD infoUmaWion´ iV defined bUoadl\ Wo inclXde ³[a]ll infoUmaWion WhaW iV in Whe 

cXVWod\ and conWUol of Whe DepaUWmenW of DefenVe, UelaWeV Wo infoUmaWion in Whe cXVWod\ and 

conWUol of Whe DepaUWmenW, oU ZaV acTXiUed b\ DoD emplo\eeV aV paUW of WheiU official dXWieV oU 

becaXVe of WheiU official VWaWXV ZiWhin Whe DepaUWmenW.´ IG. (alWeUaWion in oUiginal).  

SXch infoUmaWion mXVW be VXbmiWWed if, foU e[ample, iW ³[i]V oU haV Whe poWenWial Wo 

become an iWem of naWional oU inWeUnaWional inWeUeVW´; ³[a]ffecWV naWional VecXUiW\ polic\, foUeign 

UelaWionV, oU ongoing negoWiaWionV´; oU ³[c]onceUnV a VXbjecW of poWenWial conWUoYeUV\ among Whe 

DoD ComponenWV oU ZiWh oWheU fedeUal agencieV.´ IG. (alWeUaWionV in oUiginal). PPR iV peUfoUmed 

aW Whe agenc\ b\ Whe DefenVe Office of PUepXblicaWion and SecXUiW\ ReYieZ (³DOPSR´), Zhich 

Whe agenc\¶V policieV indicaWe condXcWV boWh ³VecXUiW\ UeYieZ´ foU pUoWecWing claVVified 

infoUmaWion and ³polic\ UeYieZ´ Wo enVXUe WhaW maWeUialV do noW conflicW ZiWh DOD oU 

goYeUnmenW policieV oU pUogUamV. IG. � 39. PlainWiffV allege WhaW DOD componenWV ³ofWen 

diVagUee aV Wo ZhaW mXVW be cenVoUed,´ and WhaW UeYieZ ³fUeTXenWl\ WakeV man\ ZeekV oU eYen 

monWhV´ and can UeVXlW in UeTXiUed UedacWionV of Ueadil\ aYailable pXblic infoUmaWion. IG. � 40.  

WiWh UeVpecW Wo Whe NSA, PlainWiffV allege WhaW Whe agenc\ haV adopWed NSA/CSS Polic\ 

1-30, ³ReYieZ of NSA/CSS InfoUmaWion InWended foU PXblic ReleaVe,´ Zhich UeTXiUeV all foUmeU 

NSA emplo\eeV Wo VXbmiW foU PPR an\ maWeUial, oWheU Whan a UeVXme oU job-UelaWed docXmenW, 

³ZheUe [iW] conWainV official NSA/CSS infoUmaWion WhaW ma\ oU ma\ noW be UNCLASSIFIED and 

appUoYed foU pXblic UeleaVe.´ IG. � 44c (alWeUaWion in oUiginal). ³Official NSA/CSS infoUmaWion´ 

iV defined Wo inclXde ³[a]n\ NSA/CSS, DoD, oU IC infoUmaWion WhaW iV in Whe cXVWod\ and conWUol 
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of NSA/CSS and ZaV obWained foU oU geneUaWed on NSA/CSS¶ behalf dXUing Whe coXUVe of 

emplo\menW oU oWheU VeUYice, ZheWheU conWUacWXal oU noW, ZiWh NSA/CSS.´ IG. (alWeUaWion in 

oUiginal). PlainWiffV fXUWheU allege WhaW ³Whe cenVoUVhip deciVionV´ of ³Whe agenc\¶V cenVoUV, 

knoZn aV PUepXblicaWion ReYieZ AXWhoUiWieV,´ aUe ³ofWen aUbiWUaU\´ and can UeVXlW in UeTXiUed 

UedacWionV of pXblicl\ aYailable facWV, and WhaW ³UeYieZ fUeTXenWl\ WakeV man\ ZeekV oU eYen 

monWhV.´ IG. �� 45±46, 48. 

Finall\, ZiWh UeVpecW Wo Whe ODNI, PlainWiffV allege WhaW Whe agenc\ UeTXiUeV emplo\eeV Wo 

Vign FoUm 313, WiWled ³NondiVcloVXUe AgUeemenW foU ClaVVified InfoUmaWion,´ aV a pUeUeTXiViWe Wo 

acceVVing infoUmaWion oU maWeUial WhaW iV claVVified oU in Whe pUoceVV of a claVVificaWion 

deWeUminaWion. IG. � 50c. The foUm diUecWV emplo\eeV Wo VXbmiW foU PPR ³an\ ZUiWing oU oWheU 

pUepaUaWion in an\ foUm´ WhaW ³conWainV an\ menWion of inWelligence daWa oU acWiYiWieV, oU Zhich 

conWainV an\ oWheU infoUmaWion oU maWeUial WhaW mighW be baVed Xpon [infoUmaWion oU maWeUial WhaW 

iV claVVified, oU iV in Whe pUoceVV of a claVVificaWion deWeUminaWion, and WhaW ZaV obWained pXUVXanW 

Wo Whe agUeemenW].´ IG. (alWeUaWion in oUiginal).  

PPR aW Whe ODNI iV condXcWed b\ Whe DiUecWoU of Whe InfoUmaWion ManagemenW DiYiVion. 

IG. � 51. The ODNI haV alVo adopWed InVWUXcWion 80.04, ³ODNI PUe-pXblicaWion ReYieZ of 

InfoUmaWion Wo be PXblicl\ ReleaVed,´ Zhich ³UeTXiUeV all foUmeU agenc\ emplo\eeV, UegaUdleVV 

of WheiU leYel of acceVV Wo VenViWiYe infoUmaWion, Wo VXbmiW µall official and non-official 

infoUmaWion inWended foU pXblicaWion WhaW diVcXVVeV Whe ODNI, Whe IC [InWelligence CommXniW\], 

oU naWional VecXUiW\.´ IG. � 50d (alWeUaWion in oUiginal). The InVWUXcWion, PlainWiffV allege, ³impoVeV 

no limiWaWionV ZhaWVoeYeU on Whe DiUecWoU¶V poZeU Wo cenVoU,´ VWaWing onl\ WhaW ³Whe goal of pUe-

pXblicaWion UeYieZ iV Wo pUeYenW Whe XnaXWhoUi]ed diVcloVXUe of infoUmaWion, and Wo enVXUe Whe 

ODNI¶V miVVion and Whe foUeign UelaWionV oU VecXUiW\ of Whe U.S. aUe noW adYeUVel\ affecWed b\ 
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pXblicaWion.´ IG. PlainWiffV finall\ allege WhaW UeYieZ XndeU Whe ODNI Uegime ³fUeTXenWl\ WakeV 

man\ ZeekV oU eYen monWhV.´ IG. � 54.  

PlainWiffV filed WheiU ComplainW on ApUil 2, 2019. ECF No. 1. The ComplainW aVVeUWV WZo 

caXVeV of acWion. IG. �� 120±21. FiUVW, PlainWiffV aVVeUW WhaW DefendanWV¶ PPR UegimeV ³YiolaWe Whe 

FiUVW AmendmenW becaXVe Whe\ inYeVW e[ecXWiYe officeUV ZiWh VZeeping diVcUeWion Wo VXppUeVV 

Vpeech and fail Wo inclXde pUocedXUal VafegXaUdV deVigned Wo aYoid Whe dangeUV of a cenVoUVhip 

V\VWem.´ IG. � 120. PlainWiffV When allege WhaW Whe UegimeV ³aUe Yoid foU YagXeneVV XndeU Whe FiUVW 

and FifWh AmendmenWV becaXVe Whe\ fail Wo pUoYide foUmeU goYeUnmenW emplo\eeV ZiWh faiU 

noWice of ZhaW Whe\ mXVW VXbmiW foU pUepXblicaWion UeYieZ and of ZhaW Whe\ can and cannoW 

pXbliVh, and becaXVe Whe\ inYiWe aUbiWUaU\ and diVcUiminaWoU\ enfoUcemenW.´ IG. � 121. FoU Uelief, 

Whe ComplainW VeekV a declaUaWion WhaW Whe PPR UegimeV YiolaWe Whe FiUVW and FifWh AmendmenWV 

and an injXncWion baUUing DefendanWV and indiYidXalV aVVociaWed ZiWh Whem fUom conWinXing Wo 

enfoUce Whe UegimeV ³againVW PlainWiffV, oU an\ oWheU peUVon.´ IG. aW 41.3 

ConcXUUenW ZiWh Whe filing of WheiU ComplainW, WhUee of Whe fiYe PlainWiffV filed a MoWion Wo 

omiW WheiU home addUeVVeV fUom Whe capWion of Whe ComplainW, ECF No. 8, and a VXppoUWing 

memoUandXm, ECF No. 8-1. On JXne 14, 2019, DefendanWV filed a MoWion Wo DiVmiVV Whe 

ComplainW. ECF No. 30. PlainWiffV filed a UeVponVe in OppoViWion on JXl\ 16, 2019. ECF No. 33.4 

A WhiUd paUW\, Whe CenWeU foU EWhicV and Whe RXle of LaZ, VXbmiWWed a MoWion foU LeaYe Wo file an 

amicXV bUief in VXppoUW of PlainWiffV on JXl\ 23, 2019, ECF No. 34, accompanied b\ a cop\ of Whe 

 
3 Pin ciWeV Wo docXmenWV filed on Whe CoXUW¶V elecWUonic filing V\VWem (CM/ECF) UefeU Wo Whe page nXmbeUV geneUaWed 
b\ WhaW V\VWem. 
4 PlainWiffV alVo concXUUenWl\ filed a conVenW moWion foU leaYe Wo file an oppoViWion WhaW e[ceedV Whe page limiW VeW b\ 
Whe Local RXleV. ECF No. 32. The moWion Zill be gUanWed.  
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pUopoVed bUief, ECF No. 34-1. Finall\, DefendanWV filed a Repl\ in VXppoUW of diVmiVVal on 

AXgXVW 2, 2019. ECF No. 36. DefendanWV haYe noW oppoVed an\ of Whe pending moWionV.5 

II. STANDARD OF REVIE: 

³A diVWUicW coXUW VhoXld gUanW a moWion Wo diVmiVV foU lack of VXbjecW maWWeU jXUiVdicWion 

XndeU RXle 12(b)(1) µonl\ if Whe maWeUial jXUiVdicWional facWV aUe noW in diVpXWe and Whe moYing 

paUW\ iV enWiWled Wo pUeYail aV a maWWeU of laZ.¶´ USVWaWH FRUHYHU Y. KLQGHU MRUJaQ EQHUJ\ 

PaUWQHUV, L.P., 887 F.3d 637, 645 (4Wh CiU. 2018) (TXoWing EYaQV Y. B.F. PHUNLQV CR., 166 F.3d 

642, 647 (4Wh CiU. 1999)). ³The bXUden of eVWabliVhing VXbjecW maWWeU jXUiVdicWion UeVWV ZiWh Whe 

plainWiff.´ DHPHWUHV Y. EaVW WHVW CRQVWU., 776 F.3d 271, 272 (4Wh CiU. 2015). ³When a defendanW 

challengeV VXbjecW maWWeU jXUiVdicWion pXUVXanW Wo RXle 12(b)(1), µWhe diVWUicW coXUW iV Wo UegaUd Whe 

pleadingV aV meUe eYidence on Whe iVVXe, and ma\ conVideU eYidence oXWVide Whe pleadingV 

ZiWhoXW conYeUWing Whe pUoceeding Wo one foU VXmmaU\ jXdgmenW.¶´ EYaQV, 166 F.3d aW 647 

(TXoWing RLFKPRQG, FUHGHULFNVEXUJ & PRWRPaF R.R. CR. Y. UQLWHG SWaWHV, 945 F.2d 765, 768 

(4Wh CiU. 1991)). AUWicle III VWanding iV a pUeUeTXiViWe Wo VXbjecW maWWeU jXUiVdicWion. SHH BH\RQG 

S\V., IQF. Y. KUaIW FRRGV, IQF., 777 F.3d 712, 715 (4Wh CiU. 2015).  

To VWaWe a claim WhaW VXUYiYeV a RXle 12(b)(6) moWion, ³a complainW mXVW conWain 

VXfficienW facWXal maWWeU, accepWed aV WUXe, Wo µVWaWe a claim Wo Uelief WhaW iV plaXVible on iWV face.¶´ 

AVKFURIW Y. ITEaO, 556 U.S. 662, 678 (2009) (TXoWing BHOO AWO. CRUS. Y. TZRPEO\, 550 U.S. 544, 

570 (2007)). The ³meUe UeciWal of elemenWV of a caXVe of acWion, VXppoUWed onl\ b\ conclXVoU\ 

VWaWemenWV, iV noW VXfficienW Wo VXUYiYe a moWion made pXUVXanW Wo RXle 12(b)(6).´ WaOWHUV Y. 

MFMaKHQ, 684 F.3d 435, 439 (4Wh CiU. 2012). To deWeUmine ZheWheU a claim haV cUoVVed ³Whe 

 
5 The CoXUW noWeV WhaW neiWheU PlainWiffV noU DefendanWV haYe UaiVed WhaW Vome of Whe named DefendanWV no longeU 
hold WheiU poViWionV. The iVVXe iV immaWeUial Wo diVpoViWion of Whe pending moWionV, hoZeYeU, becaXVe all DefendanWV 
aUe VXed in WheiU official capaciWieV and VXbVWiWXWion of a pXblic official paUW\¶V VXcceVVoU iV aXWomaWic XndeU FedeUal 
RXle of CiYil PUocedXUe 25(d). SHH MaU\OaQG Y. UQLWHG SWaWHV, 360 F. SXpp. 3d 288, 318 (D. Md. 2019). 
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line fUom conceiYable Wo plaXVible,´ Whe CoXUW mXVW emplo\ a ³conWe[W-Vpecific´ inTXiU\, dUaZing 

on Whe coXUW¶V ³e[peUience and common VenVe.´ ITEaO, 556 U.S. aW 679±80 (TXoWing TZRPEO\, 

550 U.S. aW 570). The CoXUW accepWV ³all Zell-pled facWV aV WUXe and conVWUXeV WheVe facWV in Whe 

lighW moVW faYoUable Wo Whe plainWiff in Zeighing Whe legal VXfficienc\ of Whe complainW.´ NHPHW 

CKHYUROHW, LWG. Y. CRQVXPHUaIIaLUV.FRP, IQF., 591 F.3d 250, 255 (4Wh CiU. 2009). The CoXUW mXVW 

³dUaZ all UeaVonable infeUenceV in faYoU of Whe plainWiff.´ IG. aW 253 (ciWing EGZaUGV Y. CLW\ RI 

GROGVERUR, 178 F.3d 231, 244 (4Wh CiU. 1999)). ³[B]XW [Whe CoXUW] need noW accepW Whe legal 

conclXVionV dUaZn fUom Whe facWV, and . . . need noW accepW aV WUXe XnZaUUanWed infeUenceV, 

XnUeaVonable conclXVionV oU aUgXmenWV.´ IG. (fiUVW alWeUaWion in oUiginal) (TXoWing GLaUUaWaQR Y. 

JRKQVRQ, 521 F.3d 298, 302 (4Wh CiU. 2008)). 

III. DISCUSSION 

BefoUe addUeVVing DefendanWV¶ MoWion Wo DiVmiVV Whe ComplainW, Whe CoXUW fiUVW 

conVideUV Whe oWheU pending moWionV, neiWheU of Zhich DefendanWV haYe oppoVed. FiUVW, Whe 

MoWion Wo OmiW Home AddUeVVeV fUom CapWion filed b\ PlainWiffV EdgaU, BhagZaWi, and Fallon 

(³MoYanWV´) aVkV Whe CoXUW Wo ZaiYe Whe UeTXiUemenW of WhiV DiVWUicW¶V Local RXle 102.2(a) WhaW a 

complainW inclXde Whe nameV and addUeVVeV of all paUWieV. ECF No. 8. AV Whe CoXUW noWed in CaVa 

GH MaU\OaQG, IQF. Y. TUXPS, Whe FoXUWh CiUcXiW haV held WhaW Zhile Whe pXblic haV an impoUWanW 

inWeUeVW in open jXdicial pUoceedingV, ³compelling conceUnV UelaWing Wo peUVonal pUiYac\ oU 

confidenWialiW\ ma\ ZaUUanW Vome degUee of anon\miW\.´ No. GJH-18-845, 2018 WL 1947075, aW 

*1 (D. Md. ApU. 25, 2018) (TXoWing DRH Y. PXE. CLWL]HQ, 749 F.3d 246, 273 (4Wh CiU. 2014)).  

The FoXUWh CiUcXiW haV idenWified VeYeUal facWoUV foU coXUWV Wo conVideU in balancing Whe 

need foU open pUoceedingV againVW liWiganWV¶ pUiYac\ conceUnV, inclXding: 

WheWheU Whe jXVWificaWion aVVeUWed b\ Whe UeTXeVWing paUW\ iV meUel\ Wo 
aYoid Whe anno\ance and cUiWiciVm WhaW ma\ aWWend an\ liWigaWion oU iV Wo 
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pUeVeUYe pUiYac\ in a maWWeU of VenViWiYe and highl\ peUVonal naWXUe; 
ZheWheU idenWificaWion poVeV a UiVk of UeWaliaWoU\ ph\Vical oU menWal haUm 
Wo Whe UeTXeVWing paUW\ oU eYen moUe cUiWicall\, Wo innocenW nonpaUWieV; Whe 
ageV of Whe peUVon ZhoVe pUiYac\ inWeUeVWV aUe VoXghW Wo be pUoWecWed; 
ZheWheU Whe acWion iV againVW a goYeUnmenWal oU pUiYaWe paUW\: and, 
UelaWedl\, Whe UiVk of XnfaiUneVV Wo Whe oppoVing paUW\ fUom alloZing an 
acWion againVW iW Wo pUocced anon\moXVl\. 

 
PXE. CLWL]HQ, 749 F.3d aW 273 (TXoWing JaPHV Y. JaFREVRQ, 6 F.3d 233, 239 (4Wh CiU. 1993)). In 

CaVa GH MaU\OaQG, Whe CoXUW foXnd WhaW WheVe facWoUV faYoUed alloZing Whe plainWiffV, Zho 

challenged a fedeUal immigUaWion polic\ deciVion WhaW UeVXlWed in UeVciVVion of WheiU laZfXl 

immigUaWion VWaWXV, Wo omiW WheiU addUeVVeV. 2018 WL 1947075 aW *1±*2. The CoXUW alVo foXnd 

WhaW Whe plainWiffV¶ addUeVVeV had no beaUing on Whe meUiWV of WheiU acWion and WhaW Vhielding Whem 

fUom pXblic YieZ ZoXld noW pUejXdice Whe goYeUnmenW defendanWV. IG. aW *2. 

 HeUe, MoYanWV aVVeUW WhaW Whe\ UeaVonabl\ feaU foU WheiU ph\Vical VafeW\ and WhaW of WheiU 

famil\ membeUV ³in lighW of Whe paVVion WhaW ma\ be inflamed b\ WhiV laZVXiW againVW high-

Uanking goYeUnmenW acWoUV.´ ECF No. 8-1 aW 2. BhagZaWi noWeV WhaW Vhe iV an acWiYiVW Zho 

condXcWV pXblic adYocac\ on iVVXeV of miVog\n\, UaciVm, and Ve[Xal Yiolence in Whe miliWaU\ and 

haV been VXbjecW Wo VWalking and UepeaWed online aWWackV, Zhich Vhe aVVeUWV aUe common UeVponVeV 

Wo adYocac\ on VXch iVVXeV. IG. aW 2±3. Fallon VWaWeV WhaW hiV pUofeVVional hiVWoU\ aV a VenioU 

official inYeVWigaWing al-Qaeda membeUV and WeUUoUiVW aWWackV cUeaWeV heighWened dangeUV of 

ph\Vical haUm Wo him and hiV famil\ if hiV home addUeVV iV made pXblic. IG. aW 3. Finall\, EdgaU 

aVVeUWV WhaW he UeVideV ZiWh \oXng childUen and feaUV foU WheiU VafeW\ if hiV addUeVV iV diVcloVed. IG.  

 While Whe MoYanWV¶ UaWionaleV foU ZiWhholding WheiU addUeVVeV align ZiWh Whe PXEOLF 

CLWL]HQ facWoUV Wo YaU\ing degUeeV, Whe CoXUW findV WhaW gUanWing Whe moWion iV ZaUUanWed giYen Whe 

limiWed coXnWeUYailing pXblic inWeUeVWV aW pla\. AV in CaVa GH MaU\OaQG, PlainWiffV¶ addUeVVeV ³aUe 

of minimal impoUW Wo fXUWheUing Whe openneVV of jXdicial pUoceedingV.´ 2018 WL 1947075 aW *2. 
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GiYen WhaW Whe ComplainW e[WenViYel\ deVcUibeV each MoYanW¶V pUofeVVional backgUoXnd and 

idenWifieV WheiU VWaWe of UeVidence, WheUe can be liWWle if an\ confXVion aboXW WheiU idenWiWieV, and 

an\ ambigXiW\ WhaW did e[iVW ZoXld noW be Uemedied b\ oUdeUing diVcloVXUe of WheiU home 

addUeVVeV. FXUWheU, WheUe iV no indicaWion of an\ pUejXdice Wo DefendanWV fUom alloZing MoYanWV 

Wo ZiWhhold WheiU addUeVVeV, Zhich iV XndeUVcoUed b\ DefendanWV¶ lack of an\ oppoViWion Wo Whe 

moWion. NoU iV iW appaUenW WhaW Whe addUeVVeV aUe UeleYanW Wo an\ TXeVWionV befoUe Whe CoXUW. SHH 

CaVa GH MaU\OaQG, 2018 WL 1947075, aW *2. FoU WheVe UeaVonV, Whe CoXUW Zill gUanW Whe moWion. 

 AlVo pending iV Whe XnoppoVed moWion b\ non-paUW\ Whe CenWeU foU EWhicV and Whe RXle of 

LaZ (³CERL´) foU leaYe Wo file an amicXV bUief in VXppoUW of PlainWiffV. ECF No. 34. ³DeciVionV 

aboXW ZheWheU and hoZ Wo alloZ amicXV paUWicipaWion in fedeUal diVWUicW coXUW aUe lefW Wo Whe 

diVcUeWion of Whe WUial jXdge.´ MG. RHVWRUaWLYH JXVWLFH IQLWLaWLYH Y. HRJaQ, No. ELH-16-1021, 

2017 WL 467731, aW *8 (D. Md. Feb. 3, 2017) (ciWing FLQNOH Y. HRZaUG CW\., 12 F. SXpp. 3d 780 

(D. Md. 2014)). ³AmicXV bUiefV haYe been µalloZed aW Whe WUial leYel ZheUe Whe\ pUoYide helpfXl 

anal\ViV of Whe laZ, Whe\ haYe a Vpecial inWeUeVW in Whe VXbjecW maWWeU of Whe VXiW, oU e[iVWing 

coXnVel iV in need of aVViVWance.¶´ WKHHOaEUaWRU BaOW., L.P. Y. Ma\RU & CLW\ CRXQFLO RI BaOW., 

No. GLR-19-1264, 2020 WL 1491409, aW *1 n.1 (D. Md. MaU. 27, 2020) (TXoWing BU\aQW Y. 

BHWWHU BXV. BXUHaX RI GUHaWHU MG., IQF., 923 F. SXpp. 720, 728 (D. Md. 1996)).  

 CERL VWaWeV WhaW iW iV a non-paUWiVan inVWiWXWe aW Whe UniYeUViW\ of PennV\lYania LaZ 

School ³dedicaWed Wo pUeVeUYing and pUomoWing eWhicV and Whe UXle of laZ in naWional VecXUiW\, 

democUaWic goYeUnance, and ZaUfaUe.´ ECF No. 34 aW 2.6 Among oWheU acWiYiWieV, iW holdV 

confeUenceV and eYenWV and pXbliVheV YaUioXV academic maWeUialV ³aW Whe inWeUVecWion of naWional 

VecXUiW\ and eWhicV.´ IG. CERL aVVeUWV WhaW WheVe acWiYiWieV and oWheUV demonVWUaWe WhaW iW haV a 

 
6 CERL VWaWeV WhaW PlainWiff Fallon iV a membeU iWV AdYiVoU\ CoXncil bXW ZaV noW inYolYed in dUafWing Whe pUopoVed 
amicXV bUief. ECF No. 34 aW 2 & n.2. 
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³Vpecial inWeUeVW in Whe oXWcome of [WhiV] VXiW´ and e[peUWiVe in Whe VXbjecW maWWeU aW iVVXe. IG. 

(alWeUaWion in oUiginal) (TXoWing BU\aQW, 923 F. SXpp. aW 728). Finall\, CERL VWaWeV WhaW iWV bUief 

³ZoXld pUoYide Whe CoXUW ZiWh impoUWanW backgUoXnd infoUmaWion aboXW Whe chilling effecW of 

DefendanWV¶ pUepXblicaWion UegimeV on academicV, naWional VecXUiW\ pUofeVVionalV and Whe 

geneUal pXblic.´ IG. aW 3±4.  

 CERL¶V moWion foU leaYe iV complianW ZiWh WhiV CoXUW¶V SWanding OUdeU 2018-07, Zhich 

pUeVcUibeV WhaW VXch moWionV mXVW VWaWe Whe moYanW¶V inWeUeVW, Whe UeaVon Zh\ Whe bUief iV 

deViUable and Zh\ Whe maWWeUV aVVeUWed aUe UeleYanW Wo diVpoViWion of Whe caVe, and ZheWheU a 

paUW\¶V coXnVel aXWhoUed Whe bUief in Zhole oU in paUW oU conWUibXWed mone\ Wo fXnd iWV 

pUepaUaWion oU VXbmiVVion. The pUopoVed bUief iV alVo complianW ZiWh Whe UeTXiUemenWV of Whe 

SWanding OUdeU in WhaW iW iV feZeU Whan 15 pageV, complieV ZiWh oWheU applicable Local RXleV, and 

ZaV filed ZiWhin VeYen da\V afWeU Whe pUincipal bUief of Whe paUW\ being VXppoUWed. FoU WheVe 

UeaVonV, and becaXVe Whe moWion iV XnoppoVed, Whe CoXUW Zill gUanW Whe MoWion foU LeaYe and 

accepW Whe pUopoVed amicXV bUief, ECF No. 34-1. HaYing conVideUed Whe non-diVpoViWiYe moWionV, 

Whe CoXUW noZ WXUnV Wo DefendanWV¶ MoWion Wo DiVmiVV. 

A. SWDQGLQJ 

DefendanWV fiUVW moYe Wo diVmiVV Whe ComplainW XndeU RXle 12(b)(1) on Whe gUoXnd WhaW 

PlainWiffV lack VWanding and WhaW Whe CoXUW WheUefoUe lackV VXbjecW maWWeU jXUiVdicWion. ³AUWicle III 

of Whe U.S. ConVWiWXWion limiWV Whe jXUiVdicWion of fedeUal coXUWV Wo µCaVeV¶ and µConWUoYeUVieV.¶ ´ 

BHFN Y. MFDRQaOG, 848 F.3d 262, 269 (4Wh CiU. 2017) (TXoWing U.S. ConVW. aUW. III, � 2). ³One 

elemenW of Whe caVe-oU-conWUoYeUV\ UeTXiUemenW iV WhaW plainWiffV mXVW eVWabliVh WhaW Whe\ haYe 

VWanding Wo VXe.´ IG. (TXoWing COaSSHU Y. APQHVW\ IQW¶O USA, 568 U.S. 398, 408 (2013)). ³To 

inYoke fedeUal jXUiVdicWion, a plainWiff beaUV Whe bXUden of eVWabliVhing Whe WhUee µiUUedXcible 
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minimXm UeTXiUemenWV¶ of AUWicle III VWanding.´ IG. (TXoWing DaYLG Y. AOSKLQ, 704 F.3d 327, 333 

(4Wh CiU. 2013)). The plainWiff mXVW demonVWUaWe ³(1) an injXU\ in facW (i.e., a µconcUeWe and 

paUWicXlaUi]ed¶ inYaVion of a µlegall\ pUoWecWed inWeUeVW¶); (2) caXVaWion (i.e., a µfaiUl\ . . . 

WUace[able]¶ connecWion beWZeen Whe alleged injXU\ in facW and Whe alleged condXcW of Whe 

defendanW); and (3) UedUeVVabiliW\ (i.e., iW iV µlikel\¶ and noW meUel\ µVpecXlaWiYe¶ WhaW Whe 

plainWiff¶V injXU\ Zill be Uemedied b\ Whe Uelief plainWiff VeekV in bUinging VXiW).´ DaYLG, 704 F.3d 

aW 333 (alWeUaWionV in oUiginal) (TXoWing SSULQW CRPPF¶QV CR., L.P. Y. APCC SHUYV., IQF., 554 

U.S. 269, 273±74 (2008)). ³[T]he pUeVence of one paUW\ ZiWh VWanding iV VXfficienW Wo VaWiVf\ 

AUWicle III¶V caVe-oU-conWUoYeUV\ UeTXiUemenW.´ BRVWLF Y. SFKaHIHU, 760 F.3d 352, 370 (4Wh CiU. 

2014) (TXoWing RXPVIHOG Y. FRUXP IRU AFaGHPLF & IQVWLWXWLRQaO RLJKWV, IQF., 547 U.S. 47, 52 n.2 

(2006)).  

The paUWieV diVpXWe VWanding in VomeZhaW diYeUgenW WeUmV. DefendanWV aUgXe WhaW 

PlainWiffV haYe failed Wo idenWif\ an\ fXWXUe concUeWe haUm WhaW Whe\ aUe likel\ Wo encoXnWeU aV a 

UeVXlW of Whe deficiencieV Whe\ claim e[iVW in Whe PPR UegimeV aW iVVXe. ECF No. 30-1 aW 23±24. 

DiVceUning WZo WheoUieV of VWanding in Whe ComplainW ± one baVed on poWenWial foU pXblicaWion 

dela\V and Whe oWheU baVed on chill Wo PlainWiffV¶ Vpeech ± DefendanWV aVVeUW WhaW neiWheU idenWifieV 

an adeTXaWel\ concUeWe haUm. IG. aW 24. PlainWiffV¶ OppoViWion makeV cleaU WhaW PlainWiffV do noW 

pXUVXe a WheoU\ baVed enWiUel\ on dela\ed pXblicaWion, hoZeYeU, and Whe CoXUW WheUefoUe doeV noW 

diVcXVV iW fXUWheU. PlainWiffV inVWead adYance WhUee WheoUieV of VWanding: WhaW Whe\ aUe VXbjecW Wo 

goYeUnmenW licenVing VchemeV WhaW inYeVW e[ecXWiYe officeUV ZiWh oYeUl\ bUoad diVcUeWion, Zhich 

b\ iWVelf confeUV VWanding; WhaW DefendanWV¶ PPR UegimeV haYe a chilling effecW on pUoWecWed 

Vpeech; and WhaW PlainWiffV face a cUedible WhUeaW of VancWionV if Whe\ UefXVe Wo VXbmiW WheiU ZoUk 

foU PPR. ECF No. 33 aW 13±14.  
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PlainWiffV¶ licenVing Vcheme WheoU\ aUgXeV WhaW Whe PPR UegimeV aUe akin Wo pUioU UeVWUainW 

VWaWXWeV WhaW place ³XnbUidled diVcUeWion in a goYeUnmenW official oYeU ZheWheU Wo peUmiW oU den\ 

e[pUeVViYe acWiYiW\´ and aUe WhXV VXbjecW Wo facial challengeV. CLW\ RI LaNHZRRG Y. POaLQ DHaOHU 

PXEO¶J CR., 486 U.S. 750, 755 (1988). UndeU WhaW docWUine, ³a facial challenge lieV ZheneYeU a 

licenVing laZ giYeV a goYeUnmenW official oU agenc\ VXbVWanWial poZeU Wo diVcUiminaWe baVed on 

Whe conWenW oU YieZpoinW of Vpeech b\ VXppUeVVing diVfaYoUed Vpeech oU diVliked VpeakeUV.´ IG. aW 

759. SXch VchemeV giYe UiVe Wo ³WZo majoU FiUVW AmendmenW UiVkV´: ³Velf-cenVoUVhip b\ VpeakeUV 

in oUdeU Wo aYoid being denied a licenVe Wo Vpeak; and Whe difficXlW\ of effecWiYel\ deWecWing, 

UeYieZing, and coUUecWing conWenW-baVed cenVoUVhip µaV applied¶ ZiWhoXW VWandaUdV b\ Zhich Wo 

meaVXUe Whe licenVoU¶V acWion.´ IG. On Whe baViV of WhiV docWUine, Whe SXpUeme CoXUW haV peUmiWWed 

facial challengeV Wo, foU e[ample, an oUdinance giYing a ma\oU ³XnfeWWeUed diVcUeWion´ Wo den\ oU 

condiWion peUmiWV foU neZVpapeU diVpla\ UackV on pXblic pUopeUW\, LG. aW 772, and a MaU\land 

VWaWXWe UeTXiUing VXbmiVVion of filmV Wo a VWaWe UeYieZ boaUd befoUe e[hibiWing Whem, FUHHGPaQ Y. 

MaU\OaQG, 380 U.S. 51, 56 (1965). 

While WheUe iV Vome VXpeUficial UeVemblance beWZeen Whe pUoYiVionV challenged in WheVe 

caVeV and Whe PPR UegimeV aW iVVXe heUe, PlainWiffV¶ aWWempW Wo fiW WheiU ComplainW XndeU WhiV 

docWUine in oUdeU Wo demonVWUaWe VWanding iV XnconYincing. FiUVW, PPR aV PlainWiffV haYe deVcUibed 

iW cannoW plaXVibl\ be XndeUVWood aV a licenVing Vcheme. PlainWiffV haYe noW alleged WhaW Whe PPR 

VchemeV aW iVVXe UeTXiUe Whem Wo obWain licenVeV Wo engage in an\ e[pUeVViYe condXcW aW all, aV iV 

Whe caVe in Whe W\pical licenVing challenge WhaW WeVWV ³Whe VWaWeV¶ and mXnicipaliWieV¶ longVWanding 

aXWhoUiW\ Wo licenVe acWiYiWieV ZiWhin WheiU boUdeUV.´ AP. EQWHUWaLQHUV, L.L.C. Y. CLW\ RI RRFN\ 

MRXQW, 888 F.3d 707, 719 (4Wh CiU. 2018). RaWheU, Whe\ mXVW VXbmiW foU UeYieZ maWeUialV WhaW 

diVcXVV Whe VXbjecWV of WheiU ZoUk aV foUmeU fedeUal inWelligence pUofeVVionalV pXUVXanW Wo 
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agUeemenWV Whe\ haYe Vigned. While PlainWiffV mighW Yalidl\ TXeVWion ZheWheU Whe Vcope and 

e[WenW of WhaW UeTXiUemenW iV pUopeU, Whe eVWabliVhed concepW of a ³licenVing Vcheme´ doeV noW 

capWXUe Whe conVWUainWV XndeU Zhich PlainWiffV allege WhaW Whe\ opeUaWe.  

UndeUVcoUing WhiV poinW iV WhaW PlainWiffV aUe noW plaXVibl\ compaUable Wo Whe paUadigmaWic 

neZVpapeU pXbliVheUV and WheaWeU oZneUV WhaW haYe bUoXghW challengeV Wo licenVing UegimeV. SHH 

MLGZHVW MHGLa PURS., L.L.C. Y. S\PPHV TRZQVKLS, 503 F.3d 456, 473 (6Wh CiU. 2007) (noWing Whe 

SXpUeme CoXUW¶V obVeUYaWion WhaW ³neZVpapeUV, Uadio VWaWionV, moYie WheaWeUV and pUodXceUV´ aUe 

³ofWen WhoVe ZiWh Whe higheVW inWeUeVW and Whe laUgeVW VWake in a FiUVW AmendmenW conWUoYeUV\´ 

(TXoWing MHWURPHGLa, IQF. Y. CLW\ RI SaQ DLHJR, 453 U.S. 490, 505 n.11 (1981)). SXch enWiWieV 

ZoXld haYe no inWeUacWion ZiWh Whe goYeUnmenW ZiWh UeVpecW Wo WheiU e[pUeVViYe acWiYiWieV bXW foU 

Whe challenged UegXlaWionV. In conWUaVW, PlainWiffV heUe aUe foUmeU goYeUnmenW emplo\eeV Zho 

YolXnWaUil\ Wook on WheiU PPR obligaWionV aV a condiWion of WheiU emplo\menW and WheiU acceVV Wo 

pUoWecWed goYeUnmenW infoUmaWion. CI. JRKQ DRH, IQF. Y. MXNaVH\, 549 F.3d 861, 877 (2d CiU. 

2008) (UejecWing an analog\ beWZeen PPR UeTXiUemenWV foU foUmeU CIA emplo\eeV and a VWaWXWe 

baUUing WelecommXnicaWionV fiUmV fUom diVcloVing WhaW Whe\ UeceiYed VXbpoenaV fUom Whe FBI, 

e[plaining WhaW Xnlike Whe foUmeU emplo\eeV Whe fiUmV ³had no inWeUacWion ZiWh Whe GoYeUnmenW 

XnWil Whe GoYeUnmenW impoVed iWV nondiVcloVXUe UeTXiUemenW Xpon [Whem]´). And PlainWiffV do 

noW diVpXWe Whe goYeUnmenW¶V baVic poZeU Wo UeVWUicW UeleaVe of claVVified infoUmaWion b\ WhoVe 

enWUXVWed ZiWh iW. FoU WheVe UeaVonV, PlainWiffV¶ aWWempW Wo fiW PPR XndeU licenVing Vcheme 

docWUine foU VWanding pXUpoVeV iV XnaYailing.  

PlainWiffV¶ chilling effecW WheoU\, in conWUaVW, VWandV on fiUmeU gUoXnd. AV a ke\ iniWial 

noWe, becaXVe PlainWiffV Veek pUoVpecWiYe Uelief, WheiU VWanding bXUden iV diffeUenW fUom Whe W\pical 

caVe. ³BecaXVe µ[p]aVW e[poVXUe Wo illegal condXcW doeV noW in iWVelf VhoZ a pUeVenW caVe oU 

Case 8:19-cv-00985-GJH   Document 46   Filed 04/16/20   Page 27 of 57

JA-172

USCA4 Appeal: 20-1568      Doc: 21            Filed: 08/14/2020      Pg: 175 of 213



 

28 
 

conWUoYeUV\ UegaUding injXncWiYe Uelief . . . if Xnaccompanied b\ an\ conWinXing, pUeVenW adYeUVe 

effecWV,¶ a plainWiff Veeking µdeclaUaWoU\ oU injXncWiYe Uelief . . . mXVW eVWabliVh an ongoing oU 

fXWXUe injXU\ in facW.¶´ DaYLVRQ Y. RaQGaOO, 912 F.3d 666, 677 (4Wh CiU. 2019) (alWeUaWionV in 

oUiginal) (TXoWing KHQQ\ Y. WLOVRQ, 885 F.3d 280, 287±88 (4Wh CiU. 2018)). PlainWiffV¶ bXUden iV 

leVVened heUe, hoZeYeU, becaXVe of Whe naWXUe of WheiU claimV. ³SignificanWl\, [Whe FoXUWh 

CiUcXiW]²along ZiWh VeYeUal oWheU ciUcXiWV²haV held WhaW µVWanding UeTXiUemenWV aUe VomeZhaW 

Uela[ed in FiUVW AmendmenW caVeV,¶ paUWicXlaUl\ UegaUding Whe injXU\-in-facW UeTXiUemenW.´ IG. aW 

678 (TXoWing CRRNVH\ Y. FXWUHOO, 721 F.3d 226, 235 (4Wh CiU. 2013)).  

³In FiUVW AmendmenW caVeV, Whe injXU\-in-facW elemenW iV commonl\ VaWiVfied b\ a 

VXfficienW VhoZing of µVelf-cenVoUVhip, Zhich occXUV Zhen a claimanW iV chilled fUom e[eUciVing 

h[iV] UighW Wo fUee e[pUeVVion.¶´ CRRNVH\, 721 F.3d aW 235 (alWeUaWionV in oUiginal) (TXoWing 

BHQKaP Y. CLW\ RI CKaUORWWH, 635 F.3d 129, 135 (4Wh CiU. 2011)). ³AlWhoXgh µ[V]XbjecWiYe oU 

VpecXlaWiYe accoXnWV of VXch a chilling effecW aUe noW VXfficienW . . . a claimanW need noW VhoZ he 

ceaVed WhoVe acWiYiWieV alWogeWheU Wo demonVWUaWe an injXU\ in facW.¶´ KHQQ\, 885 F.3d aW 289 n.3 

(alWeUaWionV in oUiginal) (TXoWing CRRNVH\, 721 F.3d aW 236). ³InVWead, µ[g]oYeUnmenW acWion Zill 

be VXfficienWl\ chilling Zhen iW iV likel\ Wo deWeU a peUVon of oUdinaU\ fiUmneVV fUom Whe e[eUciVe 

of FiUVW AmendmenW UighWV,¶´ UendeUing Whe chilling effecW ³objecWiYel\ UeaVonable.´ IG. 

(alWeUaWionV in oUiginal) (TXoWing CRRNVH\, 721 F.3d aW 236). If Whe goYeUnmenW condXcW meeWV 

WhaW WhUeVhold, ³WheUe iV an ongoing injXU\ in facW.´ KHQQ\, 885 F.3d aW 288.  

PlainWiffV aVVeUW WhaW Whe alleged bUeadWh and YagXeneVV of Whe PPR UegimeV, ³Whe abVence 

of Wime limiWV foU compleWion of UeYieZ, and Whe VeYeUiW\ and YaUieW\ of VancWionV foU failXUe Wo 

VXbmiW´ ZoXld likel\ lead an objecWiYel\ UeaVonable VpeakeU ³Wo VXbmiW moUe maWeUial Whan Whe 

goYeUnmenW haV conVWiWXWional aXWhoUiW\ Wo UeTXiUe aXWhoUV Wo VXbmiW, aYoid ZUiWing aboXW 
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VXbjecWV WhaW Whe goYeUnmenW mighW UegaUd aV VenViWiYe . . . and ZUiWe aboXW WheVe VXbjecWV 

diffeUenWl\ in oUdeU Wo aYoid pUoYoking Whe goYeUnmenW¶V cenVoUV.´ ECF No. 33 aW 18. PlainWiffV 

fXUWheU claim WhaW XnceUWainW\ aboXW Whe Wime UeTXiUed foU UeYieZ ³ZoXld alVo be likel\ Wo deWeU a 

UeaVonable VpeakeU fUom aWWempWing Wo ZUiWe manXVcUipWV meanW Wo UeVpond Wo bUeaking neZV, oU 

meanW Wo engage ZiWh faVW-moYing pXblic debaWeV,´ and fUom ZUiWing longeU pieceV foU 

commeUcial pXbliVheUV WhaW UeTXiUe aXWhoUV Wo commiW Wo deadlineV. IG. aW 18±19.  

TheVe allegaWionV aUe faciall\ plaXVible. ImpoUWanWl\, be\ond meUe h\poWheWicalV, 

PlainWiffV paUWl\ pUemiVe Whe likelihood of VXch objecWiYe effecWV on Whe facW WhaW Vome of Whem 

haYe Velf-cenVoUed in pUeciVel\ WheVe Za\V. MoVW noWabl\, aV PlainWiffV deVcUibe, Whe ComplainW 

allegeV WhaW Vome PlainWiffV, inclXding EdgaU, ImmeUman, Goodman, and Fallon, haYe Vimpl\ 

decided noW Wo ZUiWe aboXW ceUWain WopicV aV a UeVXlW of WheiU paVW e[peUienceV ZiWh PPR. IG. aW 19 

(ciWing ECF No. 1 �� 66, 80, 92±93, 112, 118±19). The\ haYe alVo elecWed Wo accepW UeTXiUed 

UedacWionV and pXbliVh WheiU ZoUk in alWeUed and limiWed foUm UaWheU Whan pUoceed ZiWh appealV of 

Whe UedacWionV oXW of conceUn foU fXUWheU dela\ing pXblicaWion oU UiVking WheiU UelaWionVhipV ZiWh 

PPR officialV Zhom Whe\ ma\ encoXnWeU again Whe fXWXUe. IG. (ciWing ECF No. 1 �� 64, 78, 110, 

119). TheVe allegaWionV demonVWUaWe WhaW PlainWiffV haYe been deWeUUed fUom e[eUciVing WheiU FiUVW 

AmendmenW UighWV in Za\V peUVonV of oUdinaU\ fiWneVV Zho aUe VXbjecW Wo Whe PPR UegimeV aW 

iVVXe plaXVibl\ ZoXld be.  

DefendanWV UeVpond WhaW PlainWiffV¶ claimV of chill aUe belied b\ Whe facW WhaW PlainWiffV 

haYe pXbliVhed e[WenViYel\ and inWend Wo conWinXe doing Vo deVpiWe Whe inadeTXacieV Whe\ allege 

in Whe PPR UegimeV. IG. (ciWing ECF No. 1 �� 61, 65, 72, 79, 85, 93, 103, 115). ThiV aUgXmenW iV 

XnpeUVXaViYe. AV Whe CoXUW haV noWed, ³a claimanW need noW VhoZ [he] ceaVed [FiUVW AmendmenW] 

acWiYiWieV alWogeWheU Wo demonVWUaWe an injXU\ in facW´ aV long aV Whe claimed chill Wo WhoVe 
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acWiYiWieV iV objecWiYel\ UeaVonable. CRRNVH\, 721 F.3d aW 236 (fiUVW alWeUaWion in oUiginal) (TXoWing 

BHQKaP, 635 F.3d aW 135). DefendanWV ne[W aUgXe WhaW PlainWiffV¶ claimV of chill aUe noW 

objecWiYel\ UeaVonable becaXVe PlainWiffV¶ deciVionV noW Wo ZUiWe aboXW ceUWain WopicV oU Wo accepW 

UedacWionV Whe\ diVagUee ZiWh aUe ³baVed on a meUe pUefeUence Wo aYoid poWenWial diVagUeemenW, 

Whe poVVibiliW\ of dela\V in Whe pXblicaWion pUoceVV, oU XnceUWainW\.´ ECF No. 30-1 aW 28. 

PlainWiffV conWend WhaW WheiU deciVionV aUe UeaVonable UeVponVeV Wo Whe bUeadWh and YagXeneVV of 

Whe PPR UegimeV, XnceUWainW\ aboXW Whe Wime UeTXiUed foU manXVcUipW UeYieZ, and Whe UiVk of 

VancWionV foU failXUe Wo VXbmiW. ECF No. 33 aW 20.   

DefendanWV Uel\ on TKH BaOWLPRUH SXQ CR. Y. EKUOLFK, in Zhich Whe FoXUWh CiUcXiW 

affiUmed Whe diVmiVVal of a FiUVW AmendmenW claim b\ WZo UepoUWeUV challenging Whe GoYeUnoU of 

MaU\land¶V ban on VWaWe VWaff Vpeaking ZiWh Whem. 437 F.3d 410, 413 (4Wh CiU. 2006).  The ban in 

WhaW caVe ZaV impoVed becaXVe Whe GoYeUnoU¶V pUeVV office felW Whe UepoUWeUV ZeUe noW 

³objecWiYel\´ UepoUWing on Whe adminiVWUaWion. IG. aW 413. The coXUW e[plained WhaW ³[i]W ZoXld be 

inconViVWenW ZiWh Whe joXUnaliVW¶V accepWed Uole in Whe µUoXgh and WXmble¶ poliWical aUena Wo accepW 

WhaW a UepoUWeU of oUdinaU\ fiUmneVV can be chilled b\ a poliWician¶V UefXVal Wo commenW oU anVZeU 

TXeVWionV on accoXnW of Whe UepoUWeU¶V pUeYioXV UepoUWing.´ IG. aW 419 (TXoWing EaWRQ Y. MHQHO\, 

379 F.3d 949, 956 (10Wh CiU. 2004)). IW iV XncleaU hoZ WhaW UeaVoning beaUV on PlainWiffV¶ claimV 

heUe. PlainWiffV aUe noW joXUnaliVWV claiming YieZpoinWV in WheiU UepoUWing Zill be ³chilled´ becaXVe 

poliWicianV UefXVe Wo engage ZiWh Whem in UeVponVe Wo peUceiYed XnfaiU cUiWiciVmV. IG. aW 417. 

RaWheU, PlainWiffV allege WhaW Whe\ aUe foUmeU pXblic VeUYanWV Zho Veek Wo engage in pXblic 

diVcoXUVe VXUUoXnding Whe WopicV of WheiU e[peUWiVe bXW ZhoVe ZUiWingV aUe VXbjecW Wo UedacWionV 

and Zho face WhUeaWV Wo WheiU liYelihood and poWenWiall\ VeYeUe VancWionV foU failXUe Wo compl\ 
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ZiWh PPR UeTXiUemenWV. TheiU deciVionmaking WheUefoUe iV plaXVibl\ pUemiVed on moUe Whan a 

pUefeUence Wo aYoid meUe ³diVagUeemenW[V].´ ECF No. 30-1 aW 28. 

DefendanWV ne[W aVVeUW WhaW becaXVe of Whe pUeVXmpWion WhaW goYeUnmenW officialV pUopeUl\ 

diVchaUge WheiU dXWieV abVenW cleaU eYidence Wo Whe conWUaU\, PlainWiffV¶ alleged conceUnV aboXW 

PPR UeYieZeUV being leVV UeVponViYe if PlainWiffV¶ ZUiWingV cUiWici]e Whe goYeUnmenW aUe 

miVplaced. While VXch a pUeVXmpWion e[iVWV in Vome conWe[WV, VHH NaUGHa Y. SHVVLRQV, 876 F.3d 

675, 680 (4Wh CiU. 2017), iWV applicaWion heUe ZoXld noW XndeUmine PlainWiffV¶ oWheU alleged 

UeaVonV foU Velf-cenVoUVhip, Zhich VWem fUom Whe VWUXcWXUe of Whe PPR UegimeV UaWheU Whan 

condXcW b\ indiYidXal UeYieZeUV. Finall\, DefendanWV make Whe pecXliaU aUgXmenW WhaW PlainWiffV 

aUe noW chilled bXW UaWheU benefiWWed b\ PPR becaXVe UeYieZ of WheiU ZoUk pUioU Wo pXblicaWion 

pUoWecWV Whem fUom pXniVhmenW foU haYing pXbliVhed claVVified infoUmaWion. ECF No. 30-1 aW 29. 

EYen if DefendanWV ZeUe coUUecW WhaW Whe e[iVWence of a PPR V\VWem pUoYideV WhiV coXnWeUinWXiWiYe 

incidenWal benefiW Wo aXWhoUV, hoZeYeU, WhaW doeV noW negaWe Whe oWheU VoXUceV of chill caXVed b\ 

Whe alleged flaZV in Whe Vpecific PPR UegimeV aW iVVXe heUe. 

BecaXVe PlainWiffV haYe plaXVibl\ alleged WhaW feaWXUeV of Whe PPR UegimeV UeVXlW in a 

chilling effecW on Whe e[eUciVe of FiUVW AmendmenW UighWV, PlainWiffV haYe made a VXfficienW 

VhoZing of an injXU\ in facW Wo pUoceed.7 WiWh UeVpecW Wo Whe UedUeVVabiliW\ pUong of VWanding, 

DefendanWV¶ onl\ aUgXmenW iV WhaW a jXdicial oUdeU coXld noW VeW Wime limiWV foU UeYieZ in a Za\ 

WhaW ZoXld Uemed\ Whe haUmV PlainWiffV allege. ECF No. 30-1 aW 28. ThiV claim iV XnconYincing 

 
7 BecaXVe PlainWiffV¶ WheoU\ baVed on chilling effecW iV VXfficienW Wo demonVWUaWe VWanding, Whe CoXUW need noW 
conVideU aW lengWh PlainWiffV¶ alWeUnaWiYe ³cUedible WhUeaW of enfoUcemenW´ WheoU\. UndeU VXch a WheoU\, plainWiffV can 
demonVWUaWe VWanding b\ VhoZing WhaW ³Whe\ inWend Wo engage in condXcW aW leaVW aUgXabl\ pUoWecWed b\ Whe FiUVW 
AmendmenW bXW alVo pUoVcUibed b\ Whe polic\ Whe\ ZiVh Wo challenge, and WhaW WheUe iV a µcUedible WhUeaW¶ WhaW Whe 
polic\ Zill be enfoUced againVW Whem Zhen Whe\ do Vo.´ AEERWW Y. PaVWLGHV, 900 F.3d 160, 176 (4Wh CiU. 2018) 
(TXoWing KHQQ\, 885 F.3d aW 288). The CoXUW noWeV, hoZeYeU, WhaW like PlainWiffV¶ licenVing Vcheme aUgXmenW, 
cUedible WhUeaW of enfoUcemenW iV an aZkZaUd fiW foU WhiV caVe becaXVe PlainWiffV do noW VWaWe a deViUe Wo engage in 
condXcW WhaW iV Vpecificall\ pUoVcUibed b\ goYeUnmenW polic\, bXW UaWheU e[pUeVV confXVion and XnceUWainW\ aboXW 
PPR policieV ZiWh Zhich PlainWiffV aUe Zilling Wo compl\ bXW foU Whe UegimeV¶ alleged YagXeneVV and oWheU flaZV.  
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foU WZo UeaVonV. FiUVW, Whe UedUeVVabiliW\ UeTXiUemenW iV meW ³Zhen Whe coXUW¶V deciVion ZoXld 

UedXce µWo Vome e[WenW¶ plainWiffV¶ UiVk of addiWional injXU\.´ CaUWHU Y. FOHPLQJ, 879 F.3d 132, 

138 (4Wh CiU. 2018) (TXoWing MaVVaFKXVHWWV Y. EPA, 549 U.S. 497, 526 (2007)). AddiWionall\, Whe 

lack of ceUWainW\ aboXW Whe dXUaWion of UeYieZ iV onl\ one facWoU conWUibXWing Wo Whe chill PlainWiffV 

allege, Whe UemaindeU of Zhich DefendanWV do noW diUecWl\ addUeVV.  

To be VXUe, PlainWiffV¶ aUgXmenWV VXppoUWing UedUeVVabiliW\ aUe VomeZhaW nebXloXV. In 

WheiU OppoViWion, PlainWiffV aVVeUW WhaW Whe\ Veek a declaUaWion WhaW Whe PPR UegimeV YiolaWe Whe 

FiUVW and FifWh AmendmenWV and ³an injXncWion pUohibiWing DefendanWV fUom VancWioning Whem 

foU failXUe Wo compl\ ZiWh WheVe UegimeV.´ ECF No. 33 aW 22.8 PlainWiffV When VWaWe WhaW ³[i]f Whe 

CoXUW ZeUe Wo affoUd PlainWiffV WhiV Uelief, DefendanWV ZoXld pUeVXmabl\ UeYiVe WheiU 

pUepXblicaWion UeYieZ UegimeV Wo bUing WheVe UegimeV inWo alignmenW ZiWh Whe FiUVW and FifWh 

AmendmenWV.´ ECF No. 33 aW 22. UnVpecified aV WhaW pUedicWion iV, a declaUaWion WhaW feaWXUeV of 

Whe PPR UegimeV aUe XnconVWiWXWional ZoXld neceVViWaWe WhaW DefendanWV implemenW UefoUmV Wo 

Whe UegimeV Wo Uemed\ WheiU poWenWial conVWiWXWional defecWV. BecaXVe Whe coXUW¶V deciVion need 

onl\ UedXce ³µWo Vome e[WenW¶ plainWiffV¶ UiVk of addiWional injXU\´ Wo VaWiVf\ Whe UedUeVVabiliW\ 

pUong, PlainWiffV¶ allegaWionV aUe geneUall\ VXfficienW Wo pUoceed. CaUWHU, 879 F.3d aW 138 (TXoWing 

MaVVaFKXVHWWV, 549 U.S. aW 526). 

 The VpecXlaWiYe naWXUe of PlainWiffV¶ UedUeVVabiliW\ aUgXmenWV, hoZeYeU, UelaWeV Wo oWheU 

alleged deficiencieV WhaW DefendanWV UaiVe in PlainWiffV¶ claimV and Whe Uelief PlainWiffV UeTXeVW. 

DefendanWV fiUVW aUgXe WhaW PlainWiffV lack VWanding Wo aVVeUW WhaW PPR mXVW appl\ onl\ Wo naUUoZ 

caWegoUieV of foUmeU emplo\eeV and onl\ Wo maWeUial UeaVonabl\ likel\ Wo conWain ³Whe moVW 

cloVel\ held goYeUnmenW VecUeWV´ becaXVe PlainWiffV and WheiU ZUiWWen ZoUk fall inWo WhoVe 

 
8 ThaW VWaWemenW noWabl\ diffeUV fUom Whe ComplainW¶V UeTXeVW foU injXncWiYe Uelief baUUing enfoUcemenW of Whe 
UegimeV againVW an\one, an iVVXe Wo Zhich Whe CoXUW UeWXUnV beloZ. SHH ECF No. 1 aW 41. 
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caWegoUieV and WheUefoUe ZoXld noW be impacWed b\ Whe limiWaWionV PlainWiffV Veek. ECF No. 30-1 

aW 30±31. ElVeZheUe in WheiU bUief, hoZeYeU, DefendanWV aUgXe WhaW aOO claVVified infoUmaWion iV  

conVideUed ³cloVel\ held´ XndeU E[ecXWiYe OUdeUV eVWabliVhing Whe claVVificaWion V\VWem. IG. aW 

38. ThiV appaUenW conflicW indicaWeV WhaW DefendanWV¶ aUgXmenW heUe iV eVVenWiall\ an aWWempW Wo 

deUail PlainWiffV¶ VWanding WhUoXgh a gUammaWical WechnicaliW\ UaWheU Whan a VXbVWanWiYe objecWion.  

DefendanWV When aVVeUW WhaW PlainWiffV¶ ZoUkV aUe UeaVonabl\ likel\ Wo conWain claVVified 

infoUmaWion, aV indicaWed b\ Whe facW WhaW PlainWiffV¶ paVW ZoUkV haYe been UedacWed. IG. aW 31. A 

coUe claim of PlainWiffV¶ VXiW, hoZeYeU, iV WhaW WhoVe UedacWionV ZeUe fUeTXenWl\ ZiWhoXW baViV, and 

fXUWheU WhaW Whe UegimeV UeTXiUe VXbmiVVion of moUe Whan jXVW maWeUialV likel\ Wo conWain claVVified 

infoUmaWion. DefendanWV¶ aUgXmenW iV WheUefoUe XnpeUVXaViYe. Ne[W, DefendanWV aUgXe WhaW 

PlainWiffV lack VWanding Wo challenge feaWXUeV of Whe UegimeV WhaW appl\ onl\ Wo cXUUenW emplo\eeV. 

IG. aW 32. PlainWiffV make cleaU in WheiU OppoViWion WhaW Whe\ do noW inWend Wo do Vo, WhoXgh Whe\ 

acknoZledge DefendanWV¶ coUUecW aVVeUWion WhaW one of Whe DOD policieV Whe ComplainW ciWeV, 

DiUecWiYe 5230.09, haV been Ueplaced b\ a neZ polic\, InVWUXcWion 5230.09. ECF No. 33 aW 16 

n.3, 17 n.4. Finall\, DefendanWV aVVeUW WhaW PlainWiffV lack VWanding Wo challenge a pUoYiVion of Whe 

NSA polic\ UelaWing Wo infoUmaWion ³in Whe cXVWod\ and conWUol of NSA/CSS,´ becaXVe none of 

Whe PlainWiffV allegeV WhaW Whe\ ZeUe emplo\ed b\ Whe NSA. ECF No. 30-1 aW 33. GiYen WhaW Whe 

ODNI haV UefeUUed PlainWiff EdgaU¶V ZUiWingV Wo Whe NSA in Whe paVW, hoZeYeU, VHH ECF No. 1 �� 

63±65, PlainWiffV haYe adeTXaWel\ alleged WhaW Whe\ aUe impacWed b\ WhaW agenc\¶V PPR Uegime. 

DefendanWV alVo aUgXe WhaW PlainWiffV lack VWanding Wo bUing WheiU YagXeneVV claim becaXVe 

PlainWiffV haYe idenWified no ciUcXmVWance in Zhich XnceUWainW\ aboXW Whe Vcope of WheiU PPR 

obligaWionV haV caXVed oU iV likel\ Wo caXVe Whem an\ Wangible haUm, and WhaW Whe\ UaWheU aUe Zell 

aZaUe of WheiU need Wo VXbmiW maWeUialV foU PPR and haYe adheUed Wo WhoVe obligaWionV. IG. aW 33. 
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AV Whe meUiWV poUWion of PlainWiffV¶ bUief noWeV, hoZeYeU, a pUoYiVion ma\ be impeUmiVVibl\ YagXe 

³if iW aXWhoUi]eV oU eYen encoXUageV aUbiWUaU\ and diVcUiminaWoU\ enfoUcemenW.´ HLOO Y. CRORUaGR, 

530 U.S. 703, 732 (2000) (ciWing CKLFaJR Y. MRUaOHV, 527 U.S. 41, 56±57 (1999)). PlainWiffV 

allege WhaW WheiU ZoUkV haYe been aUbiWUaUil\ UedacWed and e[ciVed, in paUW becaXVe of 

diVcUiminaWion againVW Whe YieZpoinWV Whe\ conWain. SHH ECF No. 1 �� 75, 77, 90, 110±11, 114. 

BecaXVe PlainWiffV haYe plaXVibl\ alleged a UeVXlWing chilling effecW on fXWXUe e[pUeVVion, 

PlainWiffV haYe dUaZn a VXfficienW link beWZeen Whe haUmV Whe\ aVVeUW and WheiU YagXeneVV claim. 

DefendanWV¶ final VWanding aUgXmenW iV WhaW PlainWiffV lack VWanding Wo Veek an injXncWion 

baUUing enfoUcemenW of Whe PPR UegimeV ³againVW PlainWiffV, oU an\ oWheU peUVon.´ ECF No. 30-1 

aW 34 (TXoWing ECF No. 1 aW 41). AV DefendanWV noWe, Whe SXpUeme CoXUW haV UecenWl\ UeaffiUmed 

WhaW ³a plainWiff¶V Uemed\ mXVW be µlimiWed Wo Whe inadeTXac\ WhaW pUodXced [hiV] injXU\ in facW.¶´ 

GLOO Y. WKLWIRUG, 138 S. CW. 1916, 1930 (2018) (alWeUaWion in oUiginal) (TXoWing LHZLV Y. CaVH\, 

518 U.S. 343, 357 (1996)). ThaW ³a plainWiff [haV] demonVWUaWed haUm fUom one paUWicXlaU 

inadeTXac\ in goYeUnmenW adminiVWUaWion´ doeV noW aXWhoUi]e a coXUW ³Wo Uemed\ aOO 

inadeTXacieV in WhaW adminiVWUaWion.´ LHZLV, 518 U.S. aW 357. DefendanWV alVo UaiVe Whe VepaUaWion 

of poZeUV conceUnV inheUenW in UeYieZing goYeUnmenW policieV foU pUoWecWing naWional VecXUiW\. 

GeneUall\, ³[a]bVenW a cleaU e[pUeVVion b\ CongUeVV Wo Whe conWUaU\, coXUWV VhoXld noW µinWUXde 

Xpon Whe aXWhoUiW\ of Whe E[ecXWiYe in miliWaU\ and naWional VecXUiW\ affaiUV.¶´ COaUNH Y. D\QCRUS 

IQW¶O, LLC, No. JFM-12-03267, 2014 WL 4269075, aW *3 (D. Md. AXg. 28, 2014) (TXoWing DHS¶W 

RI WKH NaY\ Y. EJaQ, 484 U.S. 518, 530 (1988)).  

In UeVponVe, PlainWiffV noWe VeYeUal caVeV in Zhich coXUWV haYe noneWheleVV UeYieZed 

e[ecXWiYe acWion conceUning naWional VecXUiW\ Zhen Whe goYeUnmenW¶V condXcW haV implicaWed 

fXndamenWal indiYidXal libeUWieV. ECF No. 33 aW 23 (ciWing BRXPHGLHQH Y. BXVK, 553 U.S. 723, 
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797 (2008); HaPGL Y. RXPVIHOG, 542 U.S. 507, 536 (2004); UQLWHG SWaWHV Y. U.S. DLVW. CRXUW 

(KHLWK), 407 U.S. 297 (1972); UQLWHG SWaWHV Y. MRXVVaRXL, 382 F.3d 453, 469 (4Wh CiU. 2004)). 

The CoXUW need noW Zade inWo Whe inWeUpla\ beWZeen WheVe ZeighW\ pUincipleV, hoZeYeU, becaXVe 

aV noWed pUeYioXVl\, PlainWiffV haYe UeWUeaWed fUom Whe ma[imal Uelief UeTXeVWed in WheiU 

ComplainW and noZ chaUacWeUi]e Whe Uemed\ Whe\ Veek aV a declaUaWion WhaW Whe PPR UegimeV aUe 

conVWiWXWionall\ flaZed and ³an injXncWion pUohibiWing DefendanWV fUom VancWioning [PlainWiffV] 

foU failXUe Wo compl\ ZiWh WheVe UegimeV.´ IG. aW 22. ETXiWable Uelief WhaW baUUed penalWieV Volel\ 

againVW WheVe PlainWiffV and WhaW gUanWed DefendanWV Wime Wo addUeVV an\ conVWiWXWional 

deficiencieV Whe CoXUW idenWified ZiWh Whe PPR UegimeV ZoXld noW VXbVWanWiall\ implicaWe Whe 

VepaUaWion of poZeUV conceUnV DefendanWV UaiVe. The CoXUW Zill accoUdingl\ pUoceed. 

B. RLSHQHVV 

BefoUe addUeVVing Whe meUiWV of PlainWiffV¶ ComplainW, DefendanWV alVo UaiVe Whe 

addiWional jXVWiciabiliW\ challenge WhaW PlainWiffV¶ claimV aUe XnUipe. ³The TXeVWion of ZheWheU a 

claim iV Uipe µWXUnV on Whe fiWneVV of Whe iVVXeV foU jXdicial deciVion and Whe haUdVhip Wo Whe paUWieV 

of ZiWhholding coXUW conVideUaWion.¶´ SRXWK CaUROLQa Y. UQLWHG SWaWHV, 912 F.3d 720, 730 (4Wh 

CiU. 2019) (TXoWing PaF. GaV & EOHF. CR. Y. SWaWH EQHUJ\ RHV. CRQVHUYaWLRQ & DHY. CRPP¶Q, 

461 U.S. 190, 201 (1983)). ³AV ZiWh VWanding, UipeneVV iV a TXeVWion of VXbjecW maWWeU 

jXUiVdicWion.´ IG. (ciWing SaQVRWWa Y. TRZQ RI NaJV HHaG, 724 F.3d 533, 548 (4Wh CiU. 2013)). 

DefendanWV heUe aVVeUW WhaW ³PlainWiffV do noW Wake iVVXe ZiWh an\ cXUUenW pUepXblicaWion UeYieZ 

deciVion, and WheiU abVWUacW feaUV aboXW hoZ Whe V\VWem mighW opeUaWe in Whe fXWXUe aUe WheUefoUe 

diYoUced fUom an\ immediaWe, concUeWe facWXal VeWWing.´ ECF No. 30-1 aW 35±36. DefendanWV¶ 

aUgXmenW WhXV eVVenWiall\ UedXceV Wo Whe claim WhaW no challenge Wo PPR VhoXld be alloZed Wo 

pUoceed e[cepW foU afWeU-Whe-facW appealV in indiYidXal caVeV of agenc\ UeYieZ. 
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AV Whe FoXUWh CiUcXiW haV e[plained, hoZeYeU, ³[m]Xch like VWanding, UipeneVV 

UeTXiUemenWV aUe alVo Uela[ed in FiUVW AmendmenW caVeV.´ CRRNVH\, 721 F.3d aW 240 (ciWing NHZ 

MH[LFaQV IRU BLOO RLFKaUGVRQ Y. GRQ]aOHV, 64 F.3d 1495, 1500 (10Wh CiU. 1995)). ³Indeed, µFiUVW 

AmendmenW UighWV . . . aUe paUWicXlaUl\ apW Wo be foXnd Uipe foU immediaWe pUoWecWion, becaXVe of 

Whe feaU of iUUeWUieYable loVV. In a Zide YaUieW\ of VeWWingV, coXUWV haYe foXnd FiUVW AmendmenW 

claimV Uipe, ofWen commenWing diUecWl\ on Whe Vpecial need Wo pUoWecW againVW an\ inhibiWing 

chill.¶´ IG. (TXoWing GRQ]aOHV, 64 F.3d aW 1500). PlainWiffV¶ VWanding heUe iV pUemiVed on pUeciVel\ 

VXch a chill, and ³VWanding and UipeneVV VhoXld be YieZed WhUoXgh Whe Vame lenV.´ IG. AV 

diVcXVVed pUeYioXVl\, PlainWiffV haYe plaXVibl\ alleged WhaW Whe\ haYe declined Wo ZUiWe aboXW 

ceUWain WopicV aV a UeVXlW of paVW e[peUienceV ZiWh PPR and haYe accepWed UedacWionV UaWheU Whan 

challenged Whem in Whe inWeUeVW of Wimel\ conWUibXWing Wo pXblic debaWeV. SHH ECF No. 1 �� 64, 66, 

78, 80, 92±93, 110, 112, 118±19. In oWheU ZoUdV, PlainWiffV aUe cXUUenWl\ VXbjecW Wo PPR UegimeV 

WhaW Whe\ UeaVonabl\ allege UeTXiUe Whem Wo Velf-cenVoU. AccoUdingl\, PlainWiffV¶ claimV 

challenging Whe alleged conVWiWXWional infiUmiWieV in WhoVe UegimeV aUe Uipe foU adjXdicaWion.   

C. MHULWV 

1. FLUVW APHQGPHQW CODLP 

The CoXUW WhXV WXUnV Wo Whe meUiWV of PlainWiffV¶ claimV, beginning ZiWh Whe pUimaU\ claim 

WhaW feaWXUeV of DefendanWV¶ PPR UegimeV YiolaWe Whe FiUVW AmendmenW. While PlainWiffV diVcXVV 

VeYeUal Za\V in Zhich Whe\ allege Whe UegimeV conWUaYene conVWiWXWional Vpeech pUoWecWionV, Whe 

oYeUaUching Wheme iV WhaW Whe UegimeV conVWiWXWe ³a faU-Ueaching V\VWem of pUioU UeVWUainWV´ WhaW 

inYeVW UeYieZing agencieV ZiWh e[ceVViYe diVcUeWion, alloZing Whem Wo UeTXiUe VXbmiVVion of 

maWeUialV WhaW do noW inclXde claVVified infoUmaWion and XnZaUUanWedl\ demand UedacWionV and 

e[ciVionV. ECF No. 33 aW 8; VHH aOVR ECF No. 1 � 120. DefendanWV aUgXe WhaW Whe PPR UegimeV 

Case 8:19-cv-00985-GJH   Document 46   Filed 04/16/20   Page 36 of 57

JA-181

USCA4 Appeal: 20-1568      Doc: 21            Filed: 08/14/2020      Pg: 184 of 213



 

37 
 

aUe noW pUioU UeVWUainWV and WhaW Whe Vole UeaVon PPR aXWhoUiWieV UeTXiUe changeV Wo VXbmiVVionV iV 

WhaW Whe\ conWain claVVified maWeUial. ECF No. 30-1 aW 44. To Whe e[WenW WhaW Whe UegimeV UeTXiUe 

VXbmiVVion and UedacWion of maWeUialV WhaW ma\ noW inclXde claVVified infoUmaWion, DefendanWV 

conWend, Whe SXpUeme CoXUW in SQHSS Y. UQLWHG SWaWHV foXnd VXch UeTXiUemenWV fXll\ conViVWenW 

ZiWh Whe FiUVW AmendmenW. SHH LG. aW 38±39 (ciWing SQHSS, 444 U.S. aW 511±13). The CoXUW fiUVW 

diVcXVVeV SQHSS befoUe WXUning Wo iWV implicaWionV foU PlainWiffV¶ claim. 

SQHSS inYolYed a foUmeU CIA agenW Zho pXbliVhed a book aboXW hiV e[peUienceV ZiWhoXW 

VXbmiWWing iW Wo Whe agenc\ foU PPR, YiolaWing agUeemenWV he had Vigned Zhen he joined and 

depaUWed Whe agenc\. 444 U.S. aW 507±08. In Whe fiUVW agUeemenW, Snepp pUomiVed ³WhaW he ZoXld 

µnoW . . . pXbliVh . . . an\ infoUmaWion oU maWeUial UelaWing Wo Whe Agenc\, iWV acWiYiWieV oU 

inWelligence acWiYiWieV geneUall\, eiWheU dXUing oU afWeU Whe WeUm of [hiV] emplo\menW . . . ZiWhoXW 

Vpecific pUioU appUoYal b\ Whe Agenc\.´ IG. aW 508. In Whe depaUWXUe agUeemenW, Snepp 

³UeaffiUmed hiV obligaWion µneYeU¶ Wo UeYeal µan\ claVVified infoUmaWion, oU an\ infoUmaWion 

conceUning inWelligence oU CIA WhaW haV noW been made pXblic b\ CIA . . . ZiWhoXW Whe e[pUeVV 

ZUiWWen conVenW of Whe DiUecWoU of CenWUal InWelligence oU hiV UepUeVenWaWiYe.¶´ IG. aW 508 n.1.  

The goYeUnmenW bUoXghW VXiW Wo enfoUce Whe agUeemenWV afWeU Snepp pXbliVhed hiV book. 

IG. aW 508. In UXling foU Whe goYeUnmenW, Whe WUial coXUW ³enjoined fXWXUe bUeacheV of Snepp¶V 

agUeemenW´ and ³impoVed a conVWUXcWiYe WUXVW on Snepp¶V pUofiWV,´ finding WhaW Snepp had 

bUeached fidXciaU\ obligaWionV Wo Whe agenc\. IG. (ciWing 456 F. SXpp. 176, 180±82 (E.D. Va. 

1978)). The FoXUWh CiUcXiW affiUmed in paUW and UeYeUVed in paUW, lifWing Whe impoViWion of Whe WUXVW 

baVed on Whe goYeUnmenW¶V conceVVion WhaW Whe book conWained no claVVified inWelligence and Whe 

coXUW¶V finding WhaW Snepp had a FiUVW AmendmenW UighW Wo pXbliVh XnclaVVified infoUmaWion. IG. aW 

509±10 (ciWing 595 F.2d 926, 935±36 (4Wh CiU. 1979)). ³In oWheU ZoUdV,´ Whe SXpUeme CoXUW 
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e[plained, Whe FoXUWh CiUcXiW ³WhoXghW WhaW Snepp¶V fidXciaU\ obligaWion e[Wended onl\ Wo 

pUeVeUYing Whe confidenWialiW\ of claVVified maWeUial.´ IG. aW 510.  

The SXpUeme CoXUW UXled in faYoU of  Whe goYeUnmenW and UeinVWaWed Whe conVWUXcWiYe 

WUXVW, conclXding WhaW Whe agUeemenW Snepp Vigned Zhen he joined Whe CIA made cleaU WhaW he 

³ZaV enWeUing a WUXVW UelaWionVhip´ and ³Vpecificall\ impoVed Whe obligaWion noW Wo pXbliVh aQ\ 

infoUmaWion UelaWing Wo Whe Agenc\ ZiWhoXW VXbmiWWing Whe infoUmaWion foU cleaUance.´ IG. aW 510±

11 (emphaViV in oUiginal). WheWheU Snepp YiolaWed WhaW WUXVW, Whe CoXUW e[plained, did noW depend 

on ³ZheWheU hiV book acWXall\ conWained claVVified infoUmaWion.´ IG. aW 511. The CoXUW noWed WhaW 

Whe loZeU coXUWV ³foXnd WhaW a foUmeU inWelligence agenW¶V pXblicaWion of XnUeYieZed maWeUial 

UelaWing Wo inWelligence acWiYiWieV can be deWUimenWal Wo YiWal naWional inWeUeVWV eYen if Whe 

pXbliVhed infoUmaWion iV XnclaVVified.´ IG. aW 511±12.  

³When a foUmeU agenW UelieV on hiV oZn jXdgmenW aboXW ZhaW infoUmaWion iV 

deWUimenWal,´ Whe CoXUW fXUWheU noWed, ³he ma\ UeYeal infoUmaWion WhaW Whe CIA²ZiWh iWV bUoadeU 

XndeUVWanding of ZhaW ma\ e[poVe claVVified infoUmaWion and confidenWial VoXUceV²coXld haYe 

idenWified aV haUmfXl.´ IG. aW 512. In YieZ of WheVe pUincipleV, and Xnchallenged eYidence in Whe 

UecoUd WhaW ³Snepp¶V book and oWheUV like iW [had] VeUioXVl\ impaiUed Whe effecWiYeneVV of 

AmeUican inWelligence opeUaWionV,´ Whe CoXUW appUoYed Whe loZeU coXUWV¶ conclXVionV WhaW 

³Snepp¶V bUeach of hiV e[pliciW obligaWion Wo VXbmiW hiV maWeUial²claVVified oU noW²foU 

pUepXblicaWion cleaUance haV iUUepaUabl\ haUmed Whe UniWed SWaWeV GoYeUnmenW.´ IG. aW 512±13. 

The CoXUW conclXded WhaW in oUdeU Wo deWeU fXWXUe bUeacheV of WUXVW VimilaU Wo Snepp¶V, a 

conVWUXcWiYe WUXVW ZaV Whe appUopUiaWe Uemed\. IG. aW 515±16.  

While iW ZaV noW Whe pUimaU\ focXV of iWV opinion, Whe CoXUW alVo addUeVVed and UejecWed 

Snepp¶V aUgXmenW WhaW Whe agUeemenW he Vigned Zhen he joined Whe CIA ZaV ³XnenfoUceable aV a 
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pUioU UeVWUainW on pUoWecWed Vpeech.´ IG. aW 509 n.3. The CoXUW agUeed ZiWh Whe FoXUWh CiUcXiW WhaW 

Whe agUeemenW ZaV ³an µenWiUel\ appUopUiaWe¶ e[eUciVe of Whe CIA DiUecWoU¶V VWaWXWoU\ mandaWe Wo 

µpUoWec[W] inWelligence VoXUceV and meWhodV fUom XnaXWhoUi]ed diVcloVXUe, 50 U.S.C. � 

403(d)(3).´ IG. (alWeUaWion in oUiginal) (ciWing 595 F.2d aW 932).9 The CoXUW alVo e[plained WhaW 

³eYen in Whe abVence of an e[pUeVV agUeemenW . . . Whe CIA coXld haYe acWed Wo pUoWecW VXbVWanWial 

goYeUnmenW inWeUeVWV b\ impoVing UeaVonable UeVWUicWionV on emplo\ee acWiYiWieV WhaW in oWheU 

conWe[WV mighW be pUoWecWed b\ Whe FiUVW AmendmenW.´ IG. (ciWing U.S. CLYLO SHUY. CRPP¶Q Y. 

NaWLRQaO AVV¶Q RI LHWWHU CaUULHUV AFL-CIO, 413 U.S. 548, 565 (1973)).  

Finall\, Whe CoXUW declaUed WhaW ³[W]he GoYeUnmenW haV a compelling inWeUeVW in pUoWecWing 

boWh Whe VecUec\ of infoUmaWion impoUWanW Wo oXU naWional VecXUiW\ and Whe appeaUance of 

confidenWialiW\ Vo eVVenWial Wo Whe effecWiYe opeUaWion of oXU foUeign inWelligence VeUYice,´ and 

conclXded WhaW ³[W]he agUeemenW WhaW Snepp Vigned iV a UeaVonable meanV foU pUoWecWing WhiV YiWal 

inWeUeVW.´ IG. In UeVponding Wo aUgXmenWV made in a diVVenW, Whe CoXUW deVcUibed Whe logic of PPR, 

e[plaining WhaW Zhile ³neiWheU Whe CIA noU foUeign agencieV ZoXld be conceUned´ if infoUmaWion 

WhaW ³in facW . . . iV XnclaVVified oU in Whe pXblic domain´ iV pXbliVhed, ³[W]he pUoblem iV Wo enVXUe 

in adYance, and b\ pUopeU pUocedXUeV, WhaW infoUmaWion deWUimenWal Wo naWional inWeUeVW iV noW 

pXbliVhed.´ IG. aW 513 n.8. ³WiWhoXW a dependable pUepXblicaWion UeYieZ pUocedXUe, no 

inWelligence agenc\ oU UeVponVible GoYeUnmenW official coXld be aVVXUed WhaW an emplo\ee pUiY\ 

Wo VenViWiYe infoUmaWion mighW noW conclXde on hiV oZn²innocenWl\ oU oWheUZiVe²WhaW iW VhoXld 

be diVcloVed Wo Whe ZoUld.´ IG. The CoXUW finall\ UejecWed Whe VXggeVWion WhaW iWV holding ZoXld 

³alloZ[] Whe CIA Wo µcenVoU¶ iWV emplo\eeV¶ pXblicaWionV,´ finding WhaW Snepp¶V agUeemenW 

³UeTXiUeV no moUe Whan a cleaUance pUocedXUe VXbjecW Wo jXdicial UeYieZ.´ IG.  

 
9 ThaW VWaWXWoU\ dXW\ iV noZ YeVWed in Whe DiUecWoU of NaWional InWelligence and codified aW 50 U.S.C. � 3024(i)(1). 
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DefendanWV aUgXe peUVXaViYel\ WhaW SQHSS conWUolV WhiV caVe. ECF No. 37 aW 8±11. In 

VhoUW, DefendanWV mainWain WhaW SQHSS eVWabliVhed a UeaVonableneVV VWandaUd foU eYalXaWing 

fedeUal emplo\ee Vpeech UeVWUicWionV WhaW fXUWheU Whe goYeUnmenW¶V compelling inWeUeVW in 

pUoWecWing claVVified infoUmaWion, and WhaW Whe PPR UegimeV heUe VaWiVf\ WhaW VWandaUd in boWh 

WheiU Vcope and Whe pUocedXUeV Whe\ XWili]e. ECF No. 30-1 aW 36±37; ECF No. 37 aW 8±9. 

DefendanWV¶ poViWion iV VXppoUWed b\ caVe laZ fUom Whe D.C. and Second CiUcXiWV Uecogni]ing 

WhaW SQHSS confiUmed boWh Whe conVWiWXWionaliW\ of PPR geneUall\ and WhaW fedeUal emplo\eeV¶ 

agUeemenWV noW Wo diVcloVe claVVified infoUmaWion ZaiYe FiUVW AmendmenW UighWV Wo pXbliVh WhaW 

maWeUial. SHH SWLOOPaQ Y. CIA, 319 F.3d 546, 548 (D.C. CiU. 2003) (holding WhaW a foUmeU 

emplo\ee of a fedeUal laboUaWoU\ Zho Vigned a PPR agUeemenW had ³no fiUVW amendmenW UighW Wo 

pXbliVh´ claVVified infoUmaWion´); WLOVRQ Y. CIA, 586 F.3d 171, 183±84 (2d CiU. 2009) (accepWing 

and appl\ing Whe holding of SWLOOPaQ Wo a foUmeU CIA agenW).  

BoWh CiUcXiWV haYe alVo held, echoing SQHSS, WhaW Whe CIA¶V PPR UeTXiUemenW ³iV noW . . . 

a µV\VWem of pUioU UeVWUainWV¶ in Whe claVVic VenVe.´ WLOVRQ, 586 F.3d aW 183 (TXoWing N.Y. TLPHV 

CR. Y. UQLWHG SWaWHV, 403 U.S. 713, 714 (1971)); MFGHKHH Y. CaVH\, 718 F.2d 1137, 1147±48 

(D.C. CiU. 1983) (holding WhaW ³neiWheU Whe CIA¶V adminiVWUaWiYe deWeUminaWion noU an\ coXUW 

oUdeU in WhiV caVe conVWiWXWeV a pUioU UeVWUainW in Whe WUadiWional VenVe Xpon [Whe plainWiff] oU an\ 

oWheU paUW\´). The Second CiUcXiW in WLOVRQ alVo noWed WZo ke\ addiWional SXpUeme CoXUW 

pUecedenWV, boWh of Zhich ciWe geneUall\ Wo SQHSS in diVcXVVing Whe peUmiVVibiliW\ of UeVWUicWionV 

on goYeUnmenW emplo\ee Vpeech. SHH 586 F.3d aW 183. In UQLWHG SWaWHV Y. AJXLOaU, Whe CoXUW 

VWaWed WhaW Zhen a goYeUnmenW emplo\ee ³YolXnWaUil\ aVVXme[V] a dXW\ of confidenWialiW\, 

goYeUnmenWal UeVWUicWionV on diVcloVXUe aUe noW VXbjecW Wo Whe Vame VWUingenW VWandaUdV WhaW ZoXld 

appl\ Wo effoUWV Wo impoVe UeVWUicWionV on XnZilling membeUV of Whe pXblic.´ 515 U.S. 593, 606 
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(1995) (ciWing SQHSS, 444 U.S. 507). SimilaUl\, in UQLWHG SWaWHV Y. NaWLRQaO TUHaVXU\ EPSOR\HHV 

UQLRQ (³NTEU´), Whe CoXUW noWed WhaW iW haV ³Uecogni]ed WhaW CongUeVV ma\ impoVe UeVWUainWV on 

Whe job-UelaWed Vpeech of pXblic emplo\eeV WhaW ZoXld be plainl\ XnconVWiWXWional if applied Wo 

Whe pXblic aW laUge.´ 513 U.S. 454, 465 (1995) (ciWing SQHSS, 444 U.S. 507). 

PlainWiffV aVk Whe CoXUW Wo diVUegaUd WhiV bod\ of caVe laZ and WUeaW DefendanWV¶ PPR 

UegimeV aV pUeVXmpWiYel\ XnconVWiWXWional pUioU UeVWUainWV XndeU Whe fUameZoUk eVWabliVhed b\ 

Whe SXpUeme CoXUW in 1965 in FUHHGPaQ Y. MaU\OaQG. ECF No. 33 aW 24±25. AV menWioned 

pUeYioXVl\, Whe CoXUW in WhaW caVe UejecWed a MaU\land VWaWXWe WhaW UeTXiUed appUoYal fUom a VWaWe 

boaUd befoUe pXblicl\ e[hibiWing filmV bXW VeW no Wime limiW foU Whe boaUd¶V UeYieZ and did noW 

aVVXUe pUompW jXdicial UeYieZ. 380 U.S. aW 54±55, 58. The CoXUW held WhaW Wo compl\ ZiWh Whe 

FiUVW AmendmenW, a V\VWem UeTXiUing pUioU VXbmiVVion of filmV mXVW inclXde ³pUocedXUal 

VafegXaUdV´ WhaW boWh place on Whe cenVoUing aXWhoUiW\ Whe bXUden of pUoYing Whe film iV 

XnpUoWecWed e[pUeVVion and UeTXiUe Whe cenVoU Wo eiWheU gUanW a licenVe oU file a coXUW acWion Wo 

³aVVXUe a pUompW final jXdicial deciVion.´ IG. aW 58±59. PlainWiffV alVo aUgXe, ciWing Whe SXpUeme 

CoXUW¶V UejecWion of a paUade peUmiW oUdinance in SKXWWOHVZRUWK Y. CLW\ RI BLUPLQJKaP, WhaW Whe 

PPR UegimeV mXVW inclXde ³naUUoZ, objecWiYe, and definiWe VWandaUdV Wo gXide Whe [UeYieZing] 

aXWhoUiW\.´ ECF No. 33 aW 25 (ciWing 394 U.S. 147, 150±52 (1969)).  

PlainWiffV¶ poViWion iV Vimpl\ XnWenable in lighW of SQHSS. The CoXUW WheUe XnTXeVWionabl\ 

UejecWed Whe aUgXmenW WhaW Whe CIA¶V PPR Uegime ZaV a pUioU UeVWUainW and Xpheld Whe YalidiW\ of 

Snepp¶V agUeemenWV ³noW Wo diYXlge FOaVVLILHG infoUmaWion and noW Wo pXbliVh aQ\ infoUmaWion 

ZiWhoXW pUepXblicaWion cleaUance.´ 444 U.S. aW 508, 509 n.3. MXlWiple coXUWV of appealV haYe 

Uecogni]ed and applied WhaW holding, VHH WLOVRQ, 586 F.3d aW 183; MFGHKHH, 718 F.2d aW 1147±

48 (D.C. CiU. 1983); VHH aOVR SWLOOPaQ Y. CIA, 517 F. SXpp. 2d 32, 38 (D.D.C. 2007) (ciWing 
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SQHSS and VWaWing WhaW ³[W]he SXpUeme CoXUW haV alUead\ decided WhaW a pUepXblicaWion UeYieZ 

UeTXiUemenW impoVed on a goYeUnmenW emplo\ee ZiWh acceVV Wo claVVified infoUmaWion iV noW an 

XnconVWiWXWional pUioU UeVWUainW.´). PlainWiffV make VeYeUal aUgXmenWV heUe Wo aWWempW Wo peUVXade 

Whe CoXUW Wo depaUW fUom WheVe pUecedenWV. None aUe peUVXaViYe. 

FiUVW, PlainWiffV obVeUYe WhaW Whe FoXUWh CiUcXiW chaUacWeUi]ed Whe CIA¶V PPR Uegime aV a 

³pUioU UeVWUainW´ in UQLWHG SWaWHV Y. MaUFKHWWL, a 1972 deciVion Xpholding Whe VecUec\ agUeemenW 

of a foUmeU CIA emplo\ee and affiUming an injXncWion baUUing him fUom YiolaWing iW b\ 

pXbliVhing maWeUialV diVcXVVing hiV ZoUk ZiWhoXW VXbmiWWing Whem foU PPR. 466 F.2d 1309, 

1311±13 (4Wh CiU. 1972). While WhaW iV an accXUaWe VXmmaU\ of Whe deciVion, iW iV aW beVW doXbWfXl 

ZheWheU MaUFKHWWL¶V UeaVoning VXUYiYed SQHSS, giYen Whe SXpUeme CoXUW¶V UejecWion of Snepp¶V 

aUgXmenW Wo WhaW effecW and iWV conclXVion WhaW Whe CIA coXld haYe impoVed UeVWUicWionV on 

diVcloVXUe ³eYen in Whe abVence of an e[pUeVV agUeemenW.´ 444 U.S. aW 509 n.3. MoUeoYeU, eYen if 

MaUFKHWWL doeV Uemain inWacW, Whe coXUW WheUe Xpheld Whe CIA¶V PPR V\VWem, noWing WhaW XndeU 

FUHHGPaQ, ³Vome pUioU UeVWUainWV in Vome ciUcXmVWanceV aUe appUoYable of coXUVe´ and WhaW ³Whe 

GoYeUnmenW¶V need foU VecUec\ in WhiV aUea lendV jXVWificaWion Wo a V\VWem of pUioU UeVWUainW 

againVW diVcloVXUe.´ 466 F.2d aW 1316±17 (ciWing FUHHGPaQ, 380 U.S. 51). 

PlainWiffV ne[W aWWempW Wo diVWingXiVh Whe D.C. and Second CiUcXiW caVeV WhaW DefendanWV 

ciWe on Whe gUoXnd WhaW Whe\ inYolYed aV-applied challengeV Wo PPR Zhile PlainWiffV¶ challenge 

heUe iV facial. ECF No. 33 aW 26. PlainWiffV neglecW Wo e[plain Whe Vignificance of WhaW diVWincWion, 

hoZeYeU, and aV DefendanWV coUUecWl\ obVeUYe, plainWiffV bUinging facial challengeV haYe a 

JUHaWHU bXUden Whan WhoVe meUel\ challenging applicaWion of a pUoYiVion Wo WhemVelYeV. SHH 

UQLWHG SWaWHV Y. SWHYHQV, 559 U.S. 460, 472±73 (2010); VHH aOVR WaVK. SWaWH GUaQJH Y. WaVK. 

SWaWH RHSXEOLFaQ PaUW\, 552 U.S. 442, 449±50 (2008) (ciWing UQLWHG SWaWHV Y. SaOHUQR, 481 U.S. 
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739 (1987)). PlainWiffV alVo aWWempW Wo XndeUmine SQHSS b\ chaUacWeUi]ing iWV FiUVW AmendmenW 

anal\ViV aV ³a cXUVoU\ fooWnoWe´ and b\ noWing WhaW Whe CoXUW decided Whe caVe ZiWhoXW oUal 

aUgXmenW oU bUiefing on Whe meUiWV. ECF No. 33 aW 40±41. ThiV CoXUW Zill decline Wo diVcaUd a 

conWUolling SXpUeme CoXUW pUecedenW on VXch gUoXndV.  

MoUe VXbVWanWiYel\, PlainWiffV aUgXe WhaW SQHSS ZaV decided on naUUoZ gUoXndV Vpecific 

Wo Snepp¶V Uole aV a foUmeU CIA agenW ZiWh acceVV Wo ³Vome of Whe goYeUnmenW¶V moVW cloVel\ 

held VecUeWV,´ WhXV leaYing open TXeVWionV aboXW ZheWheU PPR UeTXiUemenWV coXld 

conVWiWXWionall\ be applied Wo oWheU CIA emplo\eeV oU emplo\eeV of oWheU agencieV. IG. aW 40±41. 

PlainWiffV fXUWheU aUgXe WhaW Whe CoXUW in SQHSS ³had no occaVion Wo conVideU Whe conVWiWXWionaliW\ 

of Whe Vpecific feaWXUeV of Whe CIA¶V Uegime aW iVVXe heUe, leW alone Whe Vpecific feaWXUeV of Whe 

oWheU agencieV¶ UegimeV,´ noU ³Whe Vcope of Whe CIA¶V VXbmiVVion UeTXiUemenW´ oU of iWV ³UeYieZ 

VWandaUdV.´ IG. aW 40. In eVVence, PlainWiffV aVk Whe CoXUW noZ Wo limiW SQHSS Wo iWV facWV. The 

CoXUW Zill decline Wo do Vo foU WhUee UeaVonV. 

FiUVW, iW iV appaUenW WhaW foU Whe CoXUW in SQHSS, Whe VWUXcWXUe of Whe CIA¶V PPR Uegime and 

Whe Vcope of iWV UeTXiUemenWV ZeUe iUUeleYanW in lighW of Whe obligaWionV conWained in Whe 

agUeemenWV Snepp had YolXnWaUil\ Vigned, boWh of Zhich Whe CoXUW Wook caUe Wo TXoWe in WheiU 

enWiUeW\. SHH 444 U.S. aW 507±08 & n.1. The CoXUW ZaV plainl\ aZaUe WhaW Snepp¶V VecUec\ 

agUeemenWV baUUed him fUom pXbliVhing aQ\ infoUmaWion aboXW Whe CIA oU hiV emplo\menW WheUe, 

claVVified oU noW, bXW noneWheleVV foXnd WhoVe UeTXiUemenWV conViVWenW ZiWh Whe FiUVW AmendmenW. 

IG. aW 508. The CoXUW emphaVi]ed WhaW Whe goYeUnmenW¶V conceVVionV WhaW Snepp had a geneUal 

UighW Wo pXbliVh XnclaVVified infoUmaWion and WhaW hiV book conWained no claVVified maWeUial did 

noW ³XndeUcXW[] [Whe goYeUnmenW¶V] claim WhaW Snepp¶V failXUe Wo VXbmiW Wo pUepXblicaWion UeYieZ 

ZaV a bUeach of hiV WUXVW.´ IG. aW 511. In VhoUW, Whe CoXUW¶V anal\ViV indicaWeV WhaW iW Wook inWo 
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accoXnW Whe bUoad Vcope of Whe agenc\¶V VXbmiVVion and UeYieZ UeTXiUemenWV and foXnd Whe\ 

cUeaWed no obVWacle Wo enfoUcing Whe PPR agUeemenWV Snepp had enWeUed.   

Second, PlainWiffV offeU liWWle baViV Wo diVWingXiVh beWZeen Snepp and oWheU CIA 

emplo\eeV oU emplo\eeV of oWheU agencieV. PlainWiffV aVVeUW WhaW in hiV Uole aW CIA, Snepp had 

acceVV Wo Vome of Whe goYeUnmenW¶V ³moVW cloVel\ held VecUeWV,´ a phUaVe PlainWiffV XVe 

UepeaWedl\ in WheiU bUiefing bXW fail Wo define. ECF No. 33 aW 40. While PlainWiffV coUUecWl\ noWe 

Whe CoXUW¶V VWaWemenW WhaW ³[f]eZ W\peV of goYeUnmenWal emplo\menW inYolYe a higheU degUee of 

WUXVW Whan WhaW UepoVed in a CIA emplo\ee ZiWh Snepp¶V dXWieV,´ WhaW VWaWemenW VeUYed Wo VXppoUW 

Whe poVVibiliW\ WhaW Snepp¶V WUXVW UelaWionVhip ZiWh Whe CIA ZoXld e[iVW eYen ZiWhoXW a ZUiWWen 

agUeemenW. ECF No. 33 aW 40 (TXoWing 444 U.S. aW 511 n.6). The pUimaU\ focXV of Whe deciVion, 

hoZeYeU, ZaV Snepp¶V bUeach of hiV VecUec\ agUeemenWV, and WheUe iV no indicaWion WhaW Whe UXling 

ZaV inWended Wo be limiWed Wo CIA emplo\eeV in Snepp¶V poViWion. SHH NaW¶O FHG¶Q RI FHG. EPSV. 

Y. UQLWHG SWaWHV, 695 F. SXpp. 1196, 1201 (D.D.C. 1988) (³ThaW Whe agUeemenW in SQHSS coYeUed 

onl\ µVecUeW¶ infoUmaWion and ZaV e[ecXWed onl\ b\ CIA emplo\eeV doeV noW change Whe gUaYiW\ 

of Whe goYeUnmenW¶V inWeUeVW in aVVXUing Whe VecUec\ of naWional VecXUiW\ infoUmaWion, noU do WheVe 

diVWincWionV UendeU Whe [fedeUal emplo\ee nondiVcloVXUe] agUeemenWV [challenged in WhiV acWion] a 

leVV UeaVonable meanV foU pUoWecWing WhaW inWeUeVW´).  

 Finall\, eYen if PlainWiffV ZeUe coUUecW WhaW SQHSS ZaV a naUUoZ deciVion WhaW conceUned 

onl\ high-leYel CIA emplo\eeV, Whe conVideUaWionV WhaW PlainWiffV aVVeUW Whe CoXUW failed Wo 

addUeVV in Whe caVe haYe liWWle beaUing on Whe conVWiWXWionaliW\ of oWheU PPR UegimeV XnleVV Whe\ 

TXalif\ aV pUioU UeVWUainWV XndeU FUHHGPaQ and iWV pUogen\. ThoVe conVideUaWionV inclXde Whe 

peUmiVVible Vcope of a VXbmiVVion UeTXiUemenW, peUmiVVible pXUpoVeV of UeYieZ, and ³pUocedXUal 

pUoWecWionV WhaW mighW be conVWiWXWionall\ UeTXiUed.´ ECF No. 33 aW 41. BecaXVe PlainWiffV deUiYe 
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WhoVe conceUnV fUom pUioU UeVWUainW docWUine, and becaXVe SQHSS foXnd WhaW docWUine doeV noW 

appl\ in WhiV conWe[W, WhaW SQHSS did noW UaiVe Whem iV noW a diVWingXiVhing limiWaWion of Whe 

deciVion bXW UaWheU an e[pecWed feaWXUe.  

BecaXVe none of PlainWiffV¶ aUgXmenWV diVWingXiVhing SQHSS oU limiWing iWV Ueach aUe 

peUVXaViYe, PlainWiffV Uemain boXnd b\ iWV holding WhaW pUioU UeVWUainW docWUine doeV noW appl\ Wo 

PPR UegimeV impoVed Wo pUeYenW pXblicaWion of claVVified infoUmaWion. AccoUdingl\, PlainWiffV¶ 

aUgXmenWV WhaW Whe UegimeV aW iVVXe heUe do noW meeW Whe UeTXiUemenWV of pUioU UeVWUainW docWUine 

mXVW fail. SXch aUgXmenWV conVWiWXWe Whe majoUiW\ of PlainWiffV¶ OppoViWion Wo DefendanWV¶ 

MoWion Wo DiVmiVV: PlainWiffV aVVeUW WhaW DefendanWV¶ ³VXbmiVVion and cenVoUVhip VWandaUdV aUe 

YagXe, VXbjecWiYe, and oYeUl\ bUoad´ ± aV oppoVed Wo Whe ³naUUoZ, objecWiYe, and definiWe´ 

UeTXiUemenW VeW b\ Whe SXpUeme CoXUW in SKXWWOHVZRUWK ± and ³lack conVWiWXWionall\ UeTXiUed 

pUocedXUal VafegXaUdV´ WhaW Whe CoXUW eVWabliVhed in FUHHGPaQ. SHH ECF No. 33 aW 26±27, 36. 

BecaXVe WhoVe UeTXiUemenWV aUe inapplicable oU iUUeleYanW in lighW of SQHSS, PlainWiffV¶ man\ 

aUgXmenWV Uel\ing on Whem cannoW VXppoUW WheiU FiUVW AmendmenW claim.   

PlainWiffV aUe WheUefoUe lefW ZiWh demonVWUaWing WhaW Whe PPR UegimeV fail Whe 

UeaVonableneVV WeVW WhaW Whe CoXUW eVWabliVhed in SQHSS. The\ aWWempW Wo do Vo XnconYincingl\ 

and in conclXVoU\ faVhion b\ ciWing Wo conVideUaWionV diVcXVVed in MaUFKHWWL, Whe conWinXed 

YiabiliW\ of Zhich WhiV CoXUW haV alUead\ TXeVWioned. IG. aW 43±44. PlainWiffV alWeUnaWiYel\ WXUn Wo a 

VepaUaWe bod\ of FiUVW AmendmenW docWUine conceUning UeVWUicWionV on Whe Vpeech of pXblic 

emplo\eeV. In PLFNHULQJ Y. BRaUG RI EGXFaWLRQ RI TRZQVKLS HLJK SFKRRO DLVWULFW 205, Whe 

SXpUeme CoXUW e[plained WhaW if Whe Vpeech of pXblic emplo\eeV ³iV of pXblic conceUn, coXUWV 

[aVVeVVing VXch UeVWUicWionV XndeU Whe FiUVW AmendmenW] mXVW balance µWhe inWeUeVWV of Whe 

[emplo\ee], aV a ciWi]en, in commenWing Xpon maWWeUV of pXblic conceUn and Whe inWeUeVW of Whe 
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SWaWe, aV an emplo\eU, in pUomoWing Whe efficienc\ of Whe pXblic VeUYiceV iW peUfoUmV WhUoXgh iWV 

emplo\eeV.¶´ LLYHUPaQ Y. CLW\ RI PHWHUVEXUJ, 844 F.3d 400, 406±07 (4Wh CiU. 2016) (Vecond 

alWeUaWion in oUiginal) (TXoWing 391 U.S. 563, 568 (1968)).  

In iWV VXbVeTXenW deciVion in NTEU, Whe CoXUW ³addUeVVed hoZ coXUWV VhoXld appl\ 

PickeUing Zhen a geneUall\ applicable VWaWXWe oU UegXlaWion (aV oppoVed Wo a poVW-hoc diVciplinaU\ 

acWion) opeUaWeV aV a pUioU UeVWUainW on Vpeech.´ IG. aW 407. AV Whe FoXUWh CiUcXiW haV e[plained,  

NTEU inYolYed a VWaWXWe WhaW pUohibiWed fedeUal emplo\eeV fUom accepWing 
an\ compenVaWion foU giYing VpeecheV oU ZUiWing aUWicleV, eYen Zhen Whe 
Wopic ZaV XnUelaWed Wo Whe emplo\ee¶V official dXWieV. See [513 U.S.] aW 
457. EmphaVi]ing WhaW Whe honoUaUia ban impeded a ³bUoad caWegoU\ of 
e[pUeVVion´ and ³chillV poWenWial Vpeech befoUe iW happenV,´ Whe CoXUW held 
WhaW ³Whe GoYeUnmenW¶V bXUden iV gUeaWeU ZiWh UeVpecW Wo WhiV VWaWXWoU\ 
UeVWUicWion on e[pUeVVion Whan ZiWh UeVpecW Wo [Whe] iVolaWed diVciplinaU\ 
acWion[V]´ in PickeUing and iWV pUogen\. Id. aW 467, 468. AccoUdingl\, 
³[W]he GoYeUnmenW mXVW VhoZ WhaW Whe inWeUeVWV of boWh poWenWial aXdienceV 
and a YaVW gUoXp of pUeVenW and fXWXUe emplo\eeV in a bUoad Uange of 
pUeVenW and fXWXUe e[pUeVVion aUe oXWZeighed b\ WhaW e[pUeVVion¶V 
µneceVVaU\ impacW on Whe acWXal opeUaWion¶ of Whe GoYeUnmenW.´ Id. aW 468, 
(TXoWing PickeUing, 391 U.S. aW 571). FXUWheU, Whe goYeUnmenW ³mXVW 
demonVWUaWe WhaW Whe UeciWed haUmV aUe Ueal, noW meUel\ conjecWXUal, and 
WhaW Whe UegXlaWion Zill in facW alleYiaWe WheVe haUmV in a diUecW and maWeUial 
Za\.´ Id. aW 475. 

 
IG.  

CiWing caVe laZ fUom Whe SeYenWh and Second CiUcXiWV, PlainWiffV heUe aVVeUW WhaW NTEU 

³effecWiYel\ limiWV SQHSS Wo iWV facWV´ and WhaW DefendanWV¶ PPR UegimeV fail Whe WeVW WhaW caVe 

eVWabliVheV. ECF No. 33 aW 43. PlainWiffV¶ aUgXmenWV fail on boWh coXnWV. FiUVW, boWh of Whe caVeV 

on Zhich PlainWiffV Uel\ Vpecificall\ noWe SQHSS and Whe diVWincW conceUnV aW pla\ ZiWh Whe Vpeech 

of indiYidXalV Zho haYe acceVV Wo claVVified infoUmaWion and aUe VXbjecW Wo PPR, VXch aV 

PlainWiffV in WhiV caVe, aV oppoVed Wo goYeUnmenW peUVonnel geneUall\. In WHUQVLQJ Y. TKRPSVRQ, 

Whe SeYenWh CiUcXiW noWed WhaW SQHSS ZaV decided in a ³conWe[W[] ZheUe Whe goYeUnmenW 

pUeVXmabl\ haV a heighWened inWeUeVW in pUeempWing ceUWain W\peV of Vpeech.´ 423 F.3d 732, 749 
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(7Wh CiU. 2005). While Whe coXUW noWed WhaW SQHSS ³pUedaWed Whe SXpUeme CoXUW¶V moUe e[acWing 

pUonoXncemenWV on pUioU UeVWUainWV in NTEU´ and anoWheU caVe, WhaW dicWXm doeV noW pXUpoUW Wo 

make a definiWiYe VWaWemenW aboXW hoZ SQHSS ma\ haYe been modified in a Za\ WhaW ZoXld 

VXppoUW PlainWiffV¶ claim. IG.  

PlainWiffV alVo poinW Wo Whe Second CiUcXiW¶V deciVion in HaUPaQ Y. CLW\ RI NHZ YRUN, in 

Zhich WhaW coXUW held WhaW a ciW\ polic\ UeVWUicWing pXblic commenWV b\ ceUWain agenc\ emplo\eeV 

ZaV inconViVWenW ZiWh PLFNHULQJ and NTEU. 140 F.3d 111, 124±25 (2d CiU. 1998). In UejecWing 

Whe defendanWV¶ claim WhaW Whe challenged policieV ZeUe neceVVaU\ Wo pUoWecW Whe confidenWialiW\ of 

Whe agencieV¶ caVeV and clienWV, Whe coXUW diVWingXiVhed SQHSS, VWaWing ³WhaW caVe conceUned 

maWeUialV µeVVenWial Wo Whe VecXUiW\ of Whe UniWed SWaWeV and²in a VenVe²Whe fUee ZoUld.¶´ IG. aW 

122 (TXoWing 444 U.S. aW 512 n.7). The coXUW alVo obVeUYed WhaW ³[c]oXUWV WUadiWionall\ gUanW gUeaW 

defeUence Wo Whe goYeUnmenW¶V inWeUeVWV in naWional defenVe and VecXUiW\.´ IG. (ciWing BURZQ Y. 

GOLQHV, 444 U.S. 348 (1980)). BecaXVe Whe iVVXeV aW pla\ heUe deal ZiWh maWWeUV of naWional 

defenVe and VecXUiW\ and noW local agencieV, HaUPaQ pUoYideV liWWle VXppoUW foU PlainWiffV¶ 

poViWion.  

PlainWiffV¶ aUgXmenW WhaW Whe PPR UegimeV fail Whe NTEU WeVW iV VimilaUl\ XnpeUVXaViYe. 

QXoWing fUom NTEU, PlainWiffV VWaWe WhaW Whe UegimeV implicaWe Whe coUe poliWical Vpeech of ³a 

YaVW gUoXp of pUeVenW and fXWXUe emplo\eeV,´ alWhoXgh incidenWall\ no PlainWiff heUe iV a membeU 

of WhaW gUoXp. ECF No. 33 aW 44 (TXoWing NTEU, 513 U.S. aW 468). PlainWiffV When dUaZ on a D.C. 

CiUcXiW opinion adding deWail Wo Whe NTEU WeVW, VWaWing WhaW ³Whe pXblic¶V inWeUeVW in heaUing WhiV 

Vpeech iV µmanifeVWl\ gUeaW,¶ becaXVe µgoYeUnmenW emplo\eeV aUe in a poViWion Wo offeU Whe pXblic 

XniTXe inVighWV inWo Whe ZoUkingV of goYeUnmenW.¶´ IG. (TXoWing SaQMRXU Y. EPA, 56 F.3d 85, 94 

(D.C. CiU. 1995) (en banc)). Finall\, PlainWiffV VWaWe WhaW ³DefendanWV¶ UegimeV aUe noW µnaUUoZl\ 
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WailoUed Wo VeUYe Whe goYeUnmenW¶V aVVeUWed inWeUeVW,¶´ noWing WhaW coXUWV haYe applied VXch a 

UeTXiUemenW in NTEU anal\ViV. IG. (TXoWing WROIH Y. BaUQKaUW, 446 F.3d 1096, 1106±07 (10Wh 

CiU. 2006)).  

In VXppoUW of WhiV WailoUing claim, PlainWiffV aUgXe WhaW ³[W]he onl\ legiWimaWe inWeUeVW 

VeUYed b\ [PPR] iV Whe pUeYenWion of inadYeUWenW diVcloVXUeV b\ emplo\eeV Zho VXbmiW Wo 

UeYieZ,´ Zhich PlainWiffV aVVeUW ZoXld be ³VeUYed moVW diUecWl\´ b\ VWaWXWeV cUiminali]ing 

diVcloVXUe of VenViWiYe infoUmaWion and b\ ³Whe aYailabiliW\ of adminiVWUaWiYe and ciYil VancWionV 

foU WhoVe Zho miVhandle VXch infoUmaWion.´ IG. aW 44±45. ³An\ UeVidXal need foU pUepXblicaWion 

UeYieZ can be VeUYed b\ a V\VWem faU moUe WailoUed Whan DefendanWV¶ cXUUenW UegimeV,´ PlainWiffV 

conclXde. IG. aW 45. PlainWiffV fail Wo deVcUibe Whe naWXUe of VXch a V\VWem, hoZeYeU, e[cepW 

peUhapV b\ XnVWaWed UefeUence Wo WheiU pUioU UeVWUainW aUgXmenWV. MoUeoYeU, WhiV aUgXmenW appeaUV 

Wo aW leaVW VXggeVW, if noW oXWUighW aVVeUW, WhaW no PPR Uegime coXld be VXfficienWl\ naUUoZl\ 

WailoUed Wo VaWiVf\ Whe FiUVW AmendmenW. ThaW claim cannoW be coUUecW XnleVV NTEU effecWiYel\ 

abUogaWed SQHSS, a holding WhaW Whe CoXUW haV no baViV Wo Ueach heUe.  

 FXUWheU, PlainWiffV¶ aUgXmenW WhaW DefendanWV haYe onl\ a naUUoZ inWeUeVW in pUeYenWing 

inadYeUWenW diVcloVXUe ignoUeV Whe SXpUeme CoXUW¶V pUonoXncemenWV in SQHSS aboXW Whe 

goYeUnmenW¶V ³compelling inWeUeVW in pUoWecWing boWh Whe VecUec\ of infoUmaWion impoUWanW Wo oXU 

naWional VecXUiW\ and Whe appeaUance of confidenWialiW\´ WhaW jXVWifieV PPR. 444 U.S. aW 509 n.3; 

VHH aOVR WHaYHU Y. U.S. IQIR. AJHQF\, 87 F.3d 1429, 1441 (D.C. CiU. 1996) (Xpholding a PPR 

Uegime foU emplo\eeV of Whe SWaWe DepaUWmenW and UelaWed agencieV and noWing WhiV componenW of 

SQHSS aV Vpeaking Wo Whe goYeUnmenW¶V inWeUeVWV). PlainWiffV¶ aVVeUWion WhaW penalWieV foU 

XnaXWhoUi]ed diVcloVXUeV aUe adeTXaWe Wo VeUYe Whe goYeUnmenW¶V inWeUeVW VimilaUl\ ignoUeV 

SQHSS¶V e[planaWion WhaW ³[W]he pUoblem iV Wo enVXUe LQ aGYaQFH, and b\ pUopeU pUocedXUeV, WhaW 
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infoUmaWion deWUimenWal Wo naWional inWeUeVW iV noW pXbliVhed´ and WhaW ³[Z]iWhoXW a dependable 

pUepXblicaWion UeYieZ pUocedXUe, no inWelligence agenc\ oU UeVponVible GoYeUnmenW official 

coXld be aVVXUed WhaW an emplo\ee pUiY\ Wo VenViWiYe infoUmaWion mighW noW conclXde on hiV 

oZn²innocenWl\ oU oWheUZiVe²WhaW iW VhoXld be diVcloVed Wo Whe ZoUld.´ 444 U.S. aW 513 n.8 

(emphaViV in oUiginal); VHH aOVR WHaYHU, 87 F.3d aW 1442 (ciWing SQHSS and VWaWing WhaW ³adYance 

UeYieZ iV plainl\ eVVenWial Wo pUeYenWing diVVeminaWion´ of claVVified infoUmaWion). 

In VhoUW, aV ZiWh WheiU pUioU UeVWUainW aUgXmenWV, accepWing PlainWiffV¶ poViWion XndeU 

NTEU UeTXiUeV Whe CoXUW Wo eVVenWiall\ WUeaW SQHSS aV obVoleWe. PlainWiffV¶ deViUe foU Whe CoXUW Wo 

do Vo iV cleaU in WheiU addiWional aUgXmenW WhaW Whe CoXUW VhoXld look paVW SQHSS becaXVe of Whe 

e[panVion and eYolXWion of PPR oYeU Whe laVW foXU decadeV. SHH ECF No. 33 aW 41. BXW aV 

PlainWiffV aUe of coXUVe aZaUe, Zhile Whe SXpUeme CoXUW ma\ TXeVWion and Uee[amine iWV 

pUecedenWV in lighW of VocieWal change and Whe paVVage of Wime, WhiV CoXUW haV no VXch poZeU. 

While Whe allegaWionV PlainWiffV haYe made aboXW Whe inadeTXacieV and bUeadWh of Whe challenged 

PPR UegimeV do noW appeaU inaccXUaWe oU implaXVible, SQHSS UemainV Whe pUecedenW goYeUning Whe 

CoXUW¶V eYalXaWion of PlainWiffV¶ FiUVW AmendmenW claim, and PlainWiffV haYe failed Wo 

demonVWUaWe WhaW Whe UegimeV do noW meeW iWV loZ WhUeVhold of UeaVonableneVV. AccoUdingl\, 

PlainWiffV¶ FiUVW AmendmenW claim Zill be diVmiVVed.10  

2. VDJXHQHVV CODLP 

The CoXUW finall\ WXUnV Wo PlainWiffV¶ YagXeneVV claim, Zhich aVVeUWV WhaW Whe PPR UegimeV 

aUe Yoid foU YagXeneVV XndeU Whe FiUVW and FifWh AmendmenWV becaXVe Whe\ fail Wo pUoYide foUmeU 

 
10 IW alVo beaUV menWion WhaW Whe ZholeVale UefoUmV Wo PPR WhaW PlainWiffV Veek Wo obWain fUom Whe CoXUW in WhiV claim 
VWUain aW Whe limiWV of Whe jXdiciaU\¶V Uole, paUWicXlaUl\ giYen Whe naWional VecXUiW\ conWe[W. SHH EJaQ, 484 U.S. aW 530 
(1988). BoWh WhaW conceUn and Whe CoXUW¶V inabiliW\ Wo VideVWep SQHSS limiW Whe foUce of aUgXmenWV made in Whe 
amicXV bUief VXbmiWWed b\ CERL, Zhich deVcUibeV hoZ lengWh\ PPR dela\V chill conWUibXWionV Wo pXblic diVcoXUVe b\ 
foUmeU officialV and diVcoXUage naWional VecXUiW\ e[peUWV fUom enWeUing Whe goYeUnmenW. ECF No. 34-1. WhaWeYeU Whe 
meUiWV of WheVe aVVeUWionV, Whe\ aUe moUe pUopeUl\ diUecWed Wo Whe bUancheV of goYeUnmenW empoZeUed Wo cUeaWe and 
e[ecXWe pXblic polic\ UaWheU Whan Wo Vimpl\ eYalXaWe iWV conViVWenc\ ZiWh Whe ConVWiWXWion.  
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goYeUnmenW emplo\eeV ZiWh faiU noWice of ZhaW Whe\ mXVW VXbmiW foU PPR and ZhaW Whe\ can and 

cannoW pXbliVh, and becaXVe Whe\ inYiWe aUbiWUaU\ and diVcUiminaWoU\ enfoUcemenW. ECF No. 1 � 

121. ³[T]he Yoid foU YagXeneVV docWUine addUeVVeV aW leaVW WZo connecWed bXW diVcUeWe dXe 

pUoceVV conceUnV: fiUVW, WhaW UegXlaWed paUWieV VhoXld knoZ ZhaW iV UeTXiUed of Whem Vo Whe\ ma\ 

acW accoUdingl\; Vecond, pUeciVion and gXidance aUe neceVVaU\ Vo WhaW WhoVe enfoUcing Whe laZ do 

noW acW in an aUbiWUaU\ oU diVcUiminaWoU\ Za\.´ FCC Y. FR[ THOHYLVLRQ SWaWLRQV, IQF., 567 U.S. 

239, 253 (2012) (ciWing GUa\QHG Y. CLW\ RI RRFNIRUG, 408 U.S. 104, 108±09 (1972)). ³When 

Vpeech iV inYolYed, UigoUoXV adheUence Wo WhoVe UeTXiUemenWV iV neceVVaU\ Wo enVXUe WhaW 

ambigXiW\ doeV noW chill pUoWecWed Vpeech.´ IG. 

PlainWiffV aVVeUW WhaW Whe PPR UegimeV aW iVVXe heUe fail on boWh coXnWV becaXVe langXage 

XVed in deVcUibing ZhaW foUmeU emplo\eeV mXVW VXbmiW foU UeYieZ iV ambigXoXV and becaXVe Whe 

UegimeV ³aUe YagXe ZiWh UeVpecW Wo ZhaW Whe agencieV ma\ cenVoU,´ Zhich ³haV faciliWaWed 

aUbiWUaU\ and diVcUiminaWoU\ applicaWion Wo Whe ZUiWingV of PlainWiffV and oWheUV.´ ECF No. 33 aW 

45±46. The CoXUW conVideUV WheVe aUgXmenWV in WXUn. FiUVW, in aUgXing WhaW Whe UegimeV fail Wo giYe 

faiU noWice of foUmeU emplo\eeV¶ PPR obligaWionV, PlainWiffV poinW Wo VeYeUal phUaVeV in Whe 

agenc\ policieV aW iVVXe WhaW Whe\ allege aUe impeUmiVVibl\ YagXe in deVcUibing Whe VXbjecWV oU 

conWenW WhaW UendeU a ZoUk VXbjecW Wo PPR. ECF No. 33 aW 27±29. FoU Whe CIA, WheVe inclXde Whe 

UeTXiUemenW in iWV AR 13-10 polic\ mandaWing VXbmiVVion of maWeUialV WhaW: aUe ³inWelligence 

UelaWed;´ WhaW ³menWion[] CIA oU inWelligence daWa oU acWiYiWieV; oU WhaW aUe ³on an\ VXbjecW aboXW 

Zhich Whe aXWhoU haV had acceVV Wo claVVified infoUmaWion in Whe coXUVe of hiV emplo\menW.´ IG. aW 

27 (ciWing ECF No. 1 �� 32c, 32d); VHH ECF No. 33-1 aW 8.  

FoU Whe DOD, PlainWiffV TXoWe VXbmiVVion UeTXiUemenWV foU an\ infoUmaWion WhaW ³UelaWeV 

Wo infoUmaWion in Whe cXVWod\ and conWUol of Whe [DOD], oU ZaV acTXiUed . . . aV paUW of WheiU 

Case 8:19-cv-00985-GJH   Document 46   Filed 04/16/20   Page 50 of 57

JA-195

USCA4 Appeal: 20-1568      Doc: 21            Filed: 08/14/2020      Pg: 198 of 213



 

51 
 

official dXWieV ZiWhin [DOD]´ if Whe infoUmaWion ³peUWainV Wo miliWaU\ maWWeUV, naWional VecXUiW\ 

iVVXeV, oU VXbjecWV of VignificanW conceUn Wo [Whe agenc\].´ ECF No. 33 aW 28 (alWeUaWionV in 

oUiginal) (TXoWing ECF No. 1 � 38c); VHH ECF No. 33-1 aW 23, 29, 41.11 PlainWiffV ne[W UaiVe Whe 

NSA¶V Polic\ 1-30, poinWing Wo Whe UeTXiUemenW WhaW foUmeU NSA/CSS affiliaWeV ³acWing in a 

pUiYaWe capaciW\´ mXVW VXbmiW maWeUial foU PPR ZheneYeU WheUe iV ³doXbW´ aV Wo ZheWheU 

³NSA/CSS infoUmaWion´ in Whe maWeUial iV ³UNCLASSIFIED´ and ³appUoYed foU pXblic 

UeleaVe.´ ECF No. 33 aW 28 (TXoWing ECF No. 1 � 44c); VHH ECF No. 33-1 aW 57, 61. PlainWiffV 

noWe WhaW Whe polic\ VWaWeV WhaW ³Official NSA/CSS infoUmaWion appeaUing in Whe pXblic domain 

Vhall noW be aXWomaWicall\ conVideUed UNCLASSIFIED oU appUoYed foU pXblic UeleaVe.´ ECF No. 

33 aW 28 (TXoWing ECF No. 1 � 44c); VHH ECF No. 33-1 aW 58. 

PlainWiffV alVo UaiVe WZo ODNI policieV. The agenc\¶V InVWUXcWion 80.04 UeTXiUeV foUmeU 

emplo\eeV Wo VXbmiW ³all official and non-official infoUmaWion inWended foU pXblicaWion WhaW 

diVcXVVeV Whe ODNI, Whe IC, oU naWional VecXUiW\.´ ECF No. 33 aW 28 (TXoWing ECF No. 1 � 

50(d)); VHH ECF No. 33-1 aW 76±77. AddiWionall\, Whe ODNI¶V FoUm 313 UeTXiUeV foUmeU 

emplo\eeV Zho had acceVV Wo claVVified infoUmaWion Wo VXbmiW an\ maWeUial WhaW ³mighW be baVed 

Xpon [infoUmaWion WhaW iV claVVified oU iV in Whe pUoceVV of a claVVificaWion deWeUminaWion].´ ECF 

No. 33 aW 28±29 (alWeUaWion in oUiginal) (TXoWing ECF No. 1 � 50(c)); VHH ECF No. 33-1 aW 70±71. 

Finall\, PlainWiffV poinW Wo Whe obligaWionV in FoUm 4414, in Zhich all of Whe agencieV UeTXiUe 

foUmeU emplo\eeV Zho had acceVV Wo SCI Wo VXbmiW an\ maWeUial ³WhaW conWainV oU pXUpoUWV Wo 

 
11 AV menWioned pUeYioXVl\, PlainWiffV acknoZledge WhaW one of Whe WZo DOD policieV TXoWed b\ Whe ComplainW ZaV 
Ueplaced and VXpeUVeded in JanXaU\ 2019. ECF No. 33 aW 28 n.9. PlainWiffV haYe inclXded boWh YeUVionV of Whe polic\, 
aV Zell aV copieV of each of Whe oWheU policieV aW iVVXe, aV e[hibiWV Wo WheiU OppoViWion. SHH ECF No. 33-1 aW 21±39. 
The DOD langXage aW iVVXe, hoZeYeU, haV noW changed beWZeen Whe pUioU and cXUUenW policieV. CRPSaUH LG. aW 23, 29 
ZLWK LG. aW 33, 36.  
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conWain an\ . . . deVcUipWion of acWiYiWieV WhaW . . . UelaWe Wo SCI.´ IG. aW 29 (alWeUaWionV in oUiginal) 

(TXoWing ECF No. 1 �� 32b, 38b, 44b, 50b); VHH ECF No. 33-1 aW 86.  

PlainWiffV aVVeUW WhaW phUaVeV in WheVe policieV, inclXding ³inWelligence UelaWed´ in Whe CIA 

polic\, ³UelaWeV Wo,´ ³peUWainV Wo,´ ³VXbjecWV of VignificanW conceUn Wo [Whe agenc\]´ in Whe DOD¶V 

policieV, ³mighW be baVed Xpon´ and ³in Whe pUoceVV of a claVVificaWion deWeUminaWion´ in Whe 

ODNI¶V polic\, and ³UelaWe Wo´ in FoUm 4414, aUe impeUmiVVibl\ YagXe. ECF No. 33 aW 29±31, 

45. Be\ond caVe laZ geneUall\ deVcUibing YagXeneVV docWUine, PlainWiffV ciWe onl\ one conWUolling 

aXWhoUiW\ in VXppoUW of WheiU poViWion, GHQWLOH Y. SWaWH BaU RI NHYaGa, 501 U.S. 1030 (1991). The 

SXpUeme CoXUW WheUe UejecWed a VWaWe pUofeVVional UeVponVibiliW\ UXle on pUeWUial pXbliciW\, Zhich 

alloZed laZ\eUV Wo Vpeak onl\ Wo Whe ³geneUal´ naWXUe of a claim oU defenVe ³ZiWhoXW 

elaboUaWion,´ on Whe gUoXnd WhaW ³geneUal´ and ³elaboUaWion´ ZeUe ³boWh claVVic WeUmV of degUee.´ 

501 U.S. aW 1048±49, 1061±62. PlainWiffV¶ conWenWion WhaW Whe phUaVeV aW iVVXe heUe aUe VimilaUl\ 

YagXe WeUmV of degUee iV Vimpl\ incoUUecW aV a gUammaWical maWWeU.  

InVWead of caVe laZ, PlainWiffV focXV on deVcUibing Whe Zide bod\ of maWeUial WhaW Whe 

policieV cXUUenWl\ UeTXiUe PlainWiffV Wo VXbmiW and on offeUing h\poWheWical e[ampleV of ZoUkV b\ 

foUmeU emplo\eeV WhaW ZoXld be VXbjecW Wo Whe VXbmiVVion UeTXiUemenWV deVpiWe a loZ likelihood 

of conWaining claVVified infoUmaWion. SHH ECF No. 33 aW 30±32. TheVe aUgXmenWV indicaWe WhaW 

PlainWiffV¶ pUimaU\ objecWion Wo Whe policieV iV WheiU bUeadWh UaWheU Whan an\ difficXlWieV PlainWiffV 

haYe in XndeUVWanding ZhaW Whe\ UeTXiUe. While Whe policieV do appeaU Wo Ueach a Zide Uange of 

pXblicaWionV b\ PlainWiffV and oWheU foUmeU emplo\eeV, PlainWiffV fail Wo peUVXaViYel\ demonVWUaWe 

hoZ WhaW leadV Wo a conVWiWXWional conceUn oXWVide of Whe pUioU UeVWUainW conWe[W.12 PlainWiffV¶ 

 
12 The CoXUW noWeV DefendanWV¶ aUgXmenWV ZiWh UeVpecW Wo oYeUbUeadWh docWUine, ECF No. 36 aW 14±21, bXW aVide 
fUom a bUief fooWnoWe, ECF No. 33 aW 36 n.1,  Whe CoXUW doeV noW Uead PlainWiffV¶ OppoViWion Wo aVVeUW VXch a WheoU\ 
VepaUaWe fUom PlainWiffV¶ pUioU UeVWUainW aUgXmenW.  
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objecWionV WhXV appeaU beVW diUecWed aW effoUWV Wo amend Whe policieV adminiVWUaWiYel\ oU 

legiVlaWiYel\ UaWheU Whan Wo inYalidaWe Whem XndeU Whe FiUVW oU FifWh AmendmenWV. 

TZo fXUWheU poinWV UaiVed b\ DefendanWV fXUWheU demonVWUaWe Whe lack of meUiW Wo 

PlainWiffV¶ claim. FiUVW, coXUWV haYe Uecogni]ed WhaW a UegXlaWed paUW\¶V abiliW\ Wo obWain 

pUoVpecWiYe gXidance fUom an agenc\ befoUe penalWieV aUe impoVed miWigaWeV conceUnV aboXW a 

polic\¶V ³allegedl\ XnconVWiWXWional YagXeneVV.´ U.S. THOHFRPP. AVV¶Q Y. FCC, 825 F.3d 674, 

738±39 (D.C. CiU. 2016) (ciWing DLCROa Y. FDA, 77 F.3d 504, 508 (D.C. CiU. 1996)). AV 

PlainWiffV¶ oZn allegaWionV demonVWUaWe, PlainWiffV haYe VXch an abiliW\ b\ conWacWing Whe PPR 

office of WheiU foUmeU emplo\ing agenc\ Wo inTXiUe aboXW VXbmiVVion UeTXiUemenWV. SHH ECF No. 

1 � 106; VHH aOVR ECF No. 33-1 aW 7±8, 16, 53. Second, Whe FoXUWh CiUcXiW haV foXnd WhaW 

VWaWXWoU\ langXage deVcUibing pUoWecWed goYeUnmenW infoUmaWion in bUoad oU geneUal WeUmV 

pUeVenWV a leVVened YagXeneVV conceUn Zhen indiYidXalV UeVponVible foU XndeUVWanding Whe 

VWaWXWe¶V meaning aUe inWelligence pUofeVVionalV. SHH UQLWHG SWaWHV Y. MRULVRQ, 844 F.2d 1057, 

1074 (4Wh CiU. 1988) (UejecWing a YagXeneVV challenge Wo Whe phUaVe ³UelaWing Wo Whe naWional 

defenVe´ in an EVpionage AcW pUoVecXWion on Whe gUoXnd WhaW Whe defendanW ZaV an ³e[peUienced 

inWelligence officeU´ Zho had ³e[peUWiVe in Whe field of goYeUnmenWal VecUec\ and inWelligence 

opeUaWionV´ and had been inVWUXcWed on ³UegXlaWionV conceUning Whe VecXUiW\ of VecUeW naWional 

defenVe maWeUialV´). ThaW pUinciple VTXaUel\ applieV Wo PlainWiffV heUe. 

In VXppoUW of WheiU Vecond claim WhaW Whe UegimeV¶ YagXeneVV faciliWaWeV aUbiWUaU\ and 

diVcUiminaWoU\ enfoUcemenW, PlainWiffV ciWe pUoYiVionV fUom agenc\ policieV deVcUibing VWandaUdV 

foU UeYieZ of VXbmiVVionV. The CIA¶V AR-10 polic\ pUoYideV WhaW Whe agenc\¶V UeYieZ boaUd Zill 

UeYieZ maWeUial ³Volel\ Wo deWeUmine ZheWheU iW conWainV an\ claVVified infoUmaWion.´ ECF No. 33 

aW 32; VHH ECF No. 33-1 aW 10. IW iV difficXlW Wo Vee hoZ WhaW cleaU VWandaUd inYiWeV aUbiWUaU\ and 
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diVcUiminaWoU\ enfoUcemenW giYen iWV naUUoZneVV and VpecificiW\. WiWh UeVpecW Wo Whe DOD, 

PlainWiffV noWe pUoYiVionV of InVWUXcWion 5230.09 and InVWUXcWion 5230.29, Zhich accoUding Wo 

PlainWiffV WogeWheU pUoYide WhaW DOD Zill condXcW PPR of foUmeU emplo\eeV¶ VXbmiVVionV 

WhUoXgh boWh ³VecXUiW\ UeYieZ,´ Zhich ³pUoWecWV claVVified infoUmaWion, conWUolled XnclaVVified 

infoUmaWion, oU XnclaVVified infoUmaWion WhaW ma\ indiYidXall\ oU in aggUegaWe lead Wo Whe 

compUomiVe of claVVified infoUmaWion oU diVcloVXUe of opeUaWionV VecXUiW\,´ aV Zell aV WhUoXgh an 

addiWional UeYieZ foU infoUmaWion ³UeTXiUing pUoWecWion in Whe inWeUeVW of naWional VecXUiW\ oU 

oWheU legiWimaWe goYeUnmenWal inWeUeVW´ and foU ³an\ claVVified, e[poUW-conWUolled oU oWheU 

pUoWecWed infoUmaWion.´ ECF No. 33 aW 32; VHH ECF No. 33-1 aW 33±34, 37, 46.  

AV Whe CoXUW noWed in diVcXVVing PlainWiffV¶ VWanding, DefendanWV conWend WhaW Vome of 

WheVe UeTXiUemenWV appl\ onl\ Wo cXUUenW DOD peUVonnel, Zhile PlainWiffV inViVW WhaW Whe\ appl\ Wo 

foUmeU emplo\eeV aV Zell. ECF No. 30-1 aW 32; ECF No. 33 aW 28 n.9, 32; ECF No. 36 aW 16±17. 

The CoXUW need noW VeWWle WhiV diVpXWe, hoZeYeU, becaXVe if PlainWiffV aUe coUUecW, WheiU YagXeneVV 

aUgXmenW iV in facW Zeakened becaXVe Whe diVpXWed policieV giYe addiWional gXidance Wo DOD 

PPR UeYieZeUV and fXUWheU cabin WheiU diVcUeWion. In oWheU ZoUdV, if WheVe pUoYiVionV indeed appl\ 

Wo PlainWiffV and oWheU foUmeU emplo\eeV aV PlainWiffV aVk Whe CoXUW Wo conclXde, Whe UiVk of 

³aUbiWUaU\ and diVcUiminaWoU\ enfoUcemenW´ iV UedXced becaXVe Whe policieV incUeaVe Whe degUee Wo 

Zhich Whe DOD haV ³pUoYide[d] e[pliciW VWandaUdV foU WhoVe Zho appl\ Whem.´ HLOO Y. CRJJLQV, 

867 F.3d 499, 513 (4Wh CiU. 2017) (TXoWing GUa\QHG, 408 U.S. aW 108±09).  

PlainWiffV When aVVeUW WhaW neiWheU Whe NSA noU Whe ODNI policieV pUoYide an\ VWandaUd of 

UeYieZ foU VXbmiVVionV b\ foUmeU emplo\eeV, WhoXgh Whe\ noWe Whe VWaWemenW in ODNI¶V polic\ 

WhaW ³[W]he goal of [PPR] iV´ noW onl\ Wo ³pUeYenW Whe XnaXWhoUi]ed diVcloVXUe of infoUmaWion´ bXW 

alVo Wo ³enVXUe Whe ODNI¶V miVVion and Whe foUeign UelaWionV oU VecXUiW\ of Whe U.S. aUe noW 
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adYeUVel\ affecWed b\ pXblicaWion.´ ECF No. 33 aW 32 (TXoWing ECF No. 1 � 51); VHH ECF No. 33-

1 aW 76. PlainWiffV appeaU Wo oYeUlook, hoZeYeU, WhaW a VecWion of Whe ODNI polic\ WiWled ³Polic\´ 

VWaWeV WhaW ³[W]he ODNI haV a VecXUiW\ obligaWion and legal UeVponVibiliW\´ XndeU E[ecXWiYe 

OUdeUV goYeUning inWelligence and claVVificaWion ³Wo VafegXaUd VenViWiYe inWelligence infoUmaWion 

and pUeYenW iWV XnaXWhoUi]ed pXblicaWion.´ ECF No. 33-1 aW 77. AlVo, aV DefendanWV obVeUYe and 

PlainWiffV UefeUence elVeZheUe in WheiU filingV, Whe ODNI nondiVcloVXUe agUeemenW foU claVVified 

infoUmaWion, FoUm 313, VWaWeV WhaW Whe pXUpoVe of PPR iV ³Wo giYe Whe U.S. GoYeUnmenW an 

oppoUWXniW\ Wo deWeUmine ZheWheU Whe infoUmaWion oU maWeUial WhaW I conWemplaWe diVcloVing 

pXblicl\ conWainV an\ infoUmaWion´ WhaW ³iV maUked aV claVVified oU WhaW I haYe been infoUmed oU 

oWheUZiVe knoZ iV claVVified´ oU ³iV in Whe pUoceVV of a claVVificaWion deWeUminaWion.´ ECF No. 36 

aW 22 (TXoWing ECF No. 33-1 aW 70±71). Taken WogeWheU, WheVe maWeUialV appeaU Wo VeW oXW 

UeaVonable limiWaWionV and gXidance foU PPR b\ Whe ODNI.  

PlainWiffV alVo appeaU Wo oYeUlook NSA polic\ langXage. The fiUVW paUagUaph of NSA/CSS 

Polic\ 1-30 VWaWeV WhaW ³[W]he pXblic UeleaVe of official NSA/CSS infoUmaWion Vhall be limiWed 

onl\ aV neceVVaU\ Wo VafegXaUd infoUmaWion UeTXiUing pUoWecWion in Whe inWeUeVW of naWional 

VecXUiW\ oU oWheU legiWimaWe GoYeUnmenW inWeUeVW,´ Zhich iV folloZed b\ a ciWaWion Wo DOD 

DiUecWiYe 5230.09. ECF No. 33-1 aW 57, 66. The paUagUaph fXUWheU e[plainV WhaW PPR ³inclXdeV 

boWh a claVVificaWion UeYieZ´ and a UeYieZ foU conViVWenc\ ZiWh NSA ³policieV and pUogUamV´ 

and Vpecificall\ idenWified ³infoUmaWion VecXUiW\ VWandaUdV´ and ³coUpoUaWe meVVaging 

VWandaUdV.´ IG. To be VXUe, WheVe policieV VeW oXW an e[panViYe Vcope of conVideUaWionV foU PPR 

UeYieZeUV Wo conVideU. BXW giYen WheiU UelaWiYe VpecificiW\, Whe\ cannoW plaXVibl\ be Uead aV Vo 

YagXe WhaW Whe\ impeUmiVVibl\ faciliWaWe aUbiWUaU\ and diVcUiminaWoU\ enfoUcemenW. Finall\, 

PlainWiffV ciWe Whe facW WhaW all of Whe agencieV UeYieZ VXbmiVVionV foU Whe pUeVence of SCI if Whe 
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aXWhoU had acceVV Wo iW aV an emplo\ee. ECF No. 33 aW 33.13 In no Za\ can WhaW UeTXiUemenW be 

conVWUXed aV YagXe oU alloZing foU Whe Xnchecked e[eUciVe of diVcUeWion.  

PlainWiffV haYe WhXV fallen VhoUW of plaXVibl\ demonVWUaWing WhaW Whe challenged policieV 

UaiVe conVWiWXWional conceUnV XndeU eiWheU of Whe WZo YagXeneVV fUameZoUkV. The CoXUW noWeV WhaW 

Whe\ haYe alVo failed Wo link Whe UedacWionV and e[ciVionV fUom WheiU oZn ZoUkV WhaW Whe\ allege 

ZeUe aUbiWUaU\ and diVcUiminaWoUil\ moWiYaWed Wo a challenge Wo Whe PPR UegimeV aV a Zhole. SHH 

ECF No. 1 �� 66, 80, 88, 89, 110, 114. NoU haYe Whe\ UeVponded Wo DefendanWV¶ obVeUYaWion WhaW 

no PlainWiff haV pXUVXed jXdicial UeYieZ of a PPR deciVion, aV Whe\ aUe enWiWled Wo do. SHH, H.J., 

BHUQWVHQ Y. CIA, 618 F. SXpp. 2d 27 (D.D.C. 2009). While Whe CoXUW appUeciaWeV Whe dela\ in 

pXblicaWion WhaW jXdicial UeYieZ coXld enWail, PlainWiffV haYe noW demonVWUaWed WhaW VXch a dela\ 

on iWV oZn UendeUV Whe PPR UegimeV conVWiWXWionall\ infiUm, noU WhaW UeYieZ in a Vpecific caVe 

ZoXld noW be a moUe effecWiYe meanV of UeYieZing Whe alleged YagXeneVV of a giYen PPR polic\ 

Whan a facial challenge. In an\ eYenW, becaXVe none of Whe aYenXeV WhaW PlainWiffV haYe pXUVXed foU 

WheiU YagXeneVV claim aUe Yiable, Whe claim Zill be diVmiVVed. 

  

 
13 While PlainWiffV do noW ciWe Whe Vpecific polic\ impoVing WhiV UeTXiUemenW, DefendanWV appeaU Wo be coUUecW in 
VpecXlaWing WhaW PlainWiffV aUe UefeUUing Wo FoUm 4414, Whe SCI nondiVcloVXUe agUeemenW, Zhich pUoYideV WhaW ³Whe 
pXUpoVe of [PPR] . . . iV Wo giYe Whe UniWed SWaWeV a UeaVonable oppoUWXniW\ Wo deWeUmine ZheWheU Whe pUepaUaWion 
VXbmiWWed . . . VeWV foUWh an\ SCI.´ ECF No. 36 aW 22 (TXoWing ECF No. 33-1 aW 86).  
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IV. CONCLUSION 

FoU Whe foUegoing UeaVonV, Whe CoXUW Zill gUanW PlainWiffV¶ MoWion foU PeUmiVVion Wo OmiW 

Home AddUeVVeV FUom CapWion, ECF No. 8, DefendanWV¶ MoWion Wo DiVmiVV, ECF No. 30, 

PlainWiffV¶ UnoppoVed MoWion foU LeaYe Wo File E[ceVV PageV, ECF No. 32, and CERL¶V MoWion 

foU LeaYe Wo File BUief aV AmicXV CXUiae, ECF No. 34. A VepaUaWe OUdeU Vhall iVVXe. 

 
DaWe: ApUil     15, 2020                __/V/________________________              

GEORGE J. HAZEL 
UniWed SWaWeV DiVWUicW JXdge  
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

Southern Division 
 

         
TIMOTHY H. EDGAR, et al., * 
  
 POaLQWLIIV, *   
     
Y.  *  CaVe NR.: GJH-19-985  
  
DANIEL COATS, et al., * 
  

DeIeQdaQWV. *   
   

* * * * * * * * * * * * * 
   

ORDER 
 

FRU WKH UHDVRQV VWDWHG LQ WKH DFFRPSDQ\LQJ MHPRUDQGXP OSLQLRQ, LW LV ORDERED E\ 

WKH UQLWHG SWDWHV DLVWULFW CRXUW IRU WKH DLVWULFW RI MDU\ODQG WKDW: 

1. PODLQWLIIV¶ MRWLRQ IRU PHUPLVVLRQ WR OPLW HRPH AGGUHVVHV IURP CDSWLRQ, ECF NR. 8, LV 
GRANTED; 

2. DHIHQGDQWV¶ MRWLRQ WR DLVPLVV, ECF NR. 30, LV GRANTED; 

3. PODLQWLIIV¶ UQRSSRVHG MRWLRQ IRU LHDYH WR FLOH E[FHVV PDJHV, ECF NR. 32, LV 
GRANTED;  

4. TKH CHQWHU IRU EWKLFV DQG WKH RXOH RI LDZ¶V MRWLRQ IRU LHDYH WR FLOH BULHI DV APLFXV 
CXULDH, ECF NR. 34, LV GRANTED; DQG 

5. PODLQWLIIV VKDOO QRWLI\ WKH CRXUW ZLWKLQ 14 GD\V RI WKLV OUGHU LI LW LQWHQGV WR VXEPLW D 
MRWLRQ IRU LHDYH WR APHQG WKH CRPSODLQW. II PODLQWLIIV LQWHQGV WR ILOH VXFK D MRWLRQ, 
UDWKHU WKDQ VXEPLWWLQJ DQ APHQGHG CRPSODLQW, PODLQWLII VKDOO ILUVW VXEPLW D OHWWHU QR PRUH 
WKDQ 4 SDJHV LQ OHQJWK DUWLFXODWLQJ KRZ LW ZRXOG LQWHQG WR DGGUHVV WKH CRXUW¶V FRQFHUQV. A 
FRQIHUHQFH FDOO ZLOO WKHQ EH VFKHGXOHG GXULQJ ZKLFK WKH CRXUW ZLOO GHWHUPLQH LI IXUWKHU 
EULHILQJ LV QHFHVVDU\. 

 

DDWHG: ASULO 15, 2020     /V/      
        GEORGE J. HA=EL 
        UQLWHG SWDWHV DLVWULFW JXGJH 
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1 
 

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

Southern Division 
 

         
TIMOTHY H. EDGAR, et al., * 
  
 POaLQWLIIV, *   
     
Y.  *  CaVH NR.: GJH-19-985  
  
DANIEL COATS, et al., * 
  

DHIHQdaQWV. *   
   

* * * * * * * * * * * * * 
   

ORDER 
 

IQ LWV ASULO 15, 2020 OUGHU LQ WKLV FDVH, ECF NR. 47, WKH CRXUW JUDQWHG DHIHQGDQWV¶ 

MRWLRQ WR DLVPLVV, ECF NR. 30, DQG GLUHFWHG PODLQWLIIV WR QRWLI\ WKH CRXUW ZLWKLQ 14 GD\V LI WKH\ 

LQWHQGHG WR VXEPLW D MRWLRQ IRU LHDYH WR APHQG WKH CRPSODLQW.  

TKDW SHULRG KDYLQJ SDVVHG ZLWKRXW PODLQWLIIV SURYLGLQJ VXFK QRWLFH WR WKH CRXUW, LW LV 

ORDERED E\ WKH UQLWHG SWDWHV DLVWULFW CRXUW IRU WKH DLVWULFW RI MDU\ODQG WKDW: 

1. PODLQWLIIV¶ CRPSODLQW IRU DHFODUDWRU\ DQG IQMXQFWLYH RHOLHI, ECF NR. 1, LV DISMISSED 
WITH PREJUDICE; DQG 
 

2. TKH COHUN SHALL CLOSE WKLV FDVH. 

 
 
DDWHG: MD\            6, 2020     /V/      
        GEORGE J. HA=EL 
        UQLWHG SWDWHV DLVWULFW JXGJH 
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 1 

UNITED STATES DISTRICT COURT 
DISTRICT OF MARYLAND 

TIMOTHY H. EDGAR et al., 

Plaintiffs, 

v. 

RICHARD A. GRENELL et al., 

Defendants. 

 
 
 
 
 

No. 8:19-cv-985 (GJH) 

 

 
NOTICE OF APPEAL 

 
NOTICE IS HEREBY GIVEN that Plaintiffs in the above-captioned case—Timothy H. 

Edgar, Richard H. Immerman, Melvin A. Goodman, Anuradha Bhagwati, and Mark Fallon—

hereby appeal to the United States Court of Appeals for the Fourth Circuit from this Court’s 

memorandum opinion and order, entered respectively on April 16 and May 7, 2020, granting 

Defendants’ motion to dismiss Plaintiffs’ complaint. See ECF Nos. 46, 48. 
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May 12, 2020 
 
Brett Max Kaufman* 
Vera Eidelman* 
American Civil Liberties Union Foundation  
125 Broad Street, 18th Floor  
New York, NY 10004  
T: 212.549.2500  
F: 212.549.2654  
bkaufman@aclu.org 
veidelman@aclu.org 
 
/s/ David R. Rocah 
David R. Rocah (Bar No. 27315) 
American Civil Liberties Union Foundation 

of Maryland 
3600 Clipper Mill Road, Suite 350 
Baltimore, MD 21211 
T: 410.889.8555 
F. 410.366.7838 
rocah@aclu-md.org 
 
* admitted pro hac vice 

Respectfully submitted, 
 
Jameel Jaffer* 
Alex Abdo* 
Ramya Krishnan* 
Meenakshi Krishnan* 
Knight First Amendment Institute 
at Columbia University 

475 Riverside Drive, Suite 302 
New York, NY 10115  
T: 646.745.8500 
jameel.jaffer@knightcolumbia.org 
alex.abdo@knightcolumbia.org 
ramya.krishnan@knightcolumbia.org 
 
 
 
 
 
 
 
 
Counsel for Plaintiffs  
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CERTIFICATE OF SERVICE 

I hereby certify that on the 12th day of May, 2020, I electronically filed the foregoing 

Plaintiffs’ Notice of Appeal with the clerk of the Court by using the CM/ECF system, which will 

send a notice of electronic filing. 

 /s/ David R. Rocah    
David R. Rocah (Bar No. 27315) 
American Civil Liberties Union Foundation 

of Maryland 
3600 Clipper Mill Road, Suite 350 
Baltimore, MD 21211 
T: 410.889.8555 
F: 410.366.7838 
rocah@aclu-md.org 
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