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("ODNI"). I have leld this position since April 2006. Prior to
nmy arrival in the ODNI, I held similar positions in the National
Counteérterrorism Center and its predecessor, thé Terrorist
Threat Integration Center. In this capacity I am the final
decision-making authority for‘the-ODNI Information and Data
Management Group, which receives, processes, and responds to
requests for ODNI records under the Freedpmiqf'Inicfmation~kct
A{“FOIA"), 5 U.S.C. § 552.

2. In addition, I have TOP SECRET original classifieation
authority delegated to me by tlie Director of National
Intelligence (“DNI”) pursuant to Sectiodn 1;3-9£'Executivé'0rder
13526. T am authorized; therefore; to conduct classificatioen
reviews and to make original classification and declassification
decisions.. |

3. I make the statements herein on the basis of my
personal knowledge as well as on information made available to ;

me in the course of performing my offieial duties.

A. ODNI Background
4. Congress created the position of the DNI in the
Intelligence Reform and Terrorism Preventicn Act of 2004, Pub.
L. No. 108-458, §§ 1011{(a) and 1097, 118 Stat. 3638, 3643-63,
3698-99 (2004) (amending Sections 102 thiough 104 of Title I of
the National Security Act of 1947). Subject to the authority,

direction, and control of the President, the DNI serves as the
2
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head of the United States Intelligence Community and as the
principal advisor to the President and the National Security
Council for intelligence matters related to the natioénal
security. 50 U.S.C. §§ 403.(b) (1), (2).

5. The responsibilities and authorities of the DNI are set
forth in the National Security Act of 1947, as amended. These
responsibilities include emsuring that national intelligence is
provided to the President, heads of the departments and agencies
of the Executive Branch, the Chairman of the Joint Chiefs of
Staff and senior military commanders, and thé Senate and House
of Representatives and committees therecf, and to &uch other
persons as the DNI*determings;toﬁbe~apprapriate; 50 U.8.C. §
403-1(a) (1) . The DNI is charged with establishing the
objectives of; determining the reguirements.and;prioritiesaﬁer;
and managing and directing the tasking, collection, analysis,
production, and dissemination of national intelligen¢e:by
elements of the Intelligence Commutiity. 50 U.§.C. §§ 403-
1{£) (1) (A) (1) and (ii).

6. In addition, the National Security Act of 1947, as
amended, states that “[tlhe Director of National Intelligence
shall protect intElligehCe\SQﬂrces and methods from unauthorized
disclosure.” 50 U.S.C. § 403-1(i)(1). Consistent with this
responsibility, the DNI is authcrized to establish and implement

guidelines for the Intelligence Community for the classification
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of information under applicable law, Executive Orders, or other

Presidential Directives and for access to and dissemination of

intelligence. 50 U.S.C. §§ 403-(i)(2)(a), (B).

7. Finally, the National Security Act of 1947, as amended,
created an Office of the Director of Natiénal Intelligence. The
function of this 0fficeée is to assist the DNI in carrying out the
duties and responsibilities of -the Director under thé Act and
other applicablé provision of law, and to carry out such other
duties as may be prescribed by the President or by law. 50
U.8.C. §§ 403-34a),{b).

B. DPlaintiffs’ FOIA requests

8. I am submitting this declaration in support of the
Government s motion for summaxy judgment in these proceeditigs,
Through the course of my official duties I have become familiar
with these civil actioms and the underlying FOIA requests.
Although ODNI is not a defendant in thig case, due to the
nature of the information at issue and the fact that the
relevant components of DOJ 8o not have officials who are
original classifying authorities, I will be addressing the
Department of Justice’s (DOJ) handling of the classified records
it located in response to the FOIA requests described beleow to
the extent possible in a public unclassified document. The

court is respectfully referred to the classified ex parte
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declarations also béing filed today for a more detailed
discussion of these matters.

8. 1 understand that on or about Juhe 11, 2010, New York
Times reporter Scott Shane submitted a FOIA request to DOJ’g
Office of Legal Counsel (OLC) seeking “[a}ll Office of Legal
Counselzopiniqns or.memeranda,since.2001 that address the legal
status of targeted'killiﬁg, assaSSinatiQn,‘qrfkilling of ﬁedgle
suspected of ties to Al Qaeda or other terrorist groups by
employées or ventractors of tlie United States government. This
would include legal ‘advice on these tépics to the military, the
Central Intelligence Ageney or other intelligence agencies. It
would imclude the legal status of killing with missiles fired
from drone aircraft or any other means.” In response QLC
acknowledged the existence of one responsive classified legal
memorandum pertaining to the Department of Defense but advised
that it could not confirm or deny the existence of any
additional responsive documents pursuant to FOIA Exemptions 1
and 3 (a “Glomar” response) .

10. I am also aware that on or about October 7, 2011, New
York Times reporter Charlie Savage submitted a FOIA request to.
OLC for *[alll Office of Legal Counsel memeorandums analyzing the
circumstances under which it would be lawful for the United
State armed forces or intelligence community assets to target
for killing a United States citizen who is deemed a terrorist.”

5
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OLC interpreted the request as seeking records pertaining to
Anwar al-Aulagi and provided a Glomar response pursuant to FOIA
Exemptions 1 and 3.

11. I am aware that on or about October 19, 2011 plaintiff
American Civil Liberties Union Foundation (ACLU) submitted a
FOIA request to OLC seeking all records “pertaining to the legal
bagis in domestic, foreign, and international law-ugon which
U.3. eitizens can be subjected to %argeted killings” and “the:
process by which U.8. e¢itizens can be designated for targeted
killings, including who is authorized to make such
determinations and what evidence is néeded to support them,” 'as
well as a variety of records related to three individuals
Abdulrahman al-Aulagi: OLC respended to the ACLU with a Glomar
response pursuant to FOIA Exemptions 1 and 3. (The
administrative procegsing of the ACLU and New York Times
requests is further described in the unclassified declaration of
John E. Bies, Deputy Assistant Attorney Gemeral, OLC, which also
attaches the relevart correspondence.)

12. On or about October 19, 2011 DOJ‘'s Office of
Information Poliecy (0OIP)received the same réquest from the ACLU
described above. OIP did not provide a response to this request
prior to the filing of this lawsuit but has since completed the é
processing of this request. (The administrative processing of

6
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this request is further described in the declaration of Douglas
R. Hibbard, Deputy Chief of the Initial Request Staff, OIP, DOJ,

which also attachesg the relevant correspdridence.)

13. While OLC previously provided a Glomar response to
these regquests there have been a number of developments that
have resulted in & detérmination that OLC and OIP can now
publicly acknowledge that they possess documents responsive to
the ACLU FOIA request. However, as will be explained further
below, OLC and OIP cannot provide further information about

those records, including the number, nature, or a categorization

of the respongive records; without disclosing information
protected by FOIA Exemptions 1 and 3.
14. In additiom, I have reviewed the content of the

documents located by DOJ and have determined that they contain

and 3.

C. FOIA Exemption 1

15. Exemption 1 of the FOIA protects from release matters
that are specifically authorized under criteria established by
an Executive Order to be kept secret in the interest of the
national defense or foreign policy and are in fact properly
clasgified pursuant to such Executive Order. 5 U.S.C. 552(b) (1).

7
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The current Executive Order, which establishes such criteria, is
Executive Order 13526.

16. Section 1.1 of Executive Order 13526 provides that
information may be originally classified under the terms of the
order if: 1) an or¥iginal classification authority is classifying
the information; 2) the information is owned by; produced by or
for, or is under the contiol of the U.S: Government; 3) the
information falis within one or more of the categéries of
thézgriginai.élaséificati¢n~auﬁhérity»détermiQESwthat.%ﬁe
unsutherized disclosure of the information reasonably could be
expected’ to result in damage to the mational security, and the
original classification authority is able to identify or
describe the damage.

17. Section 1.2(a) of Executive Order 13526 provides that
information shall be classified at one of three levels.
Information shall be classified at the Top Secret level if its g
unauthorized disclosure reasonably could be expected to cause
exceptiohally grave damage to the national security.

Information shall be classified at the Secret level if its
unauthorized disclosure reagdnably could be expected to cause
serious damage to the national security. Information shall be

classified at the Confidential level if its unauthorized
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disclosure reasocnably could be expected to cause damage to the
national security.

18. In addition, information shall not be considered for
classification unless it falls within one of the categories
described in Section 1.4 of Executive Order 13526. The relevant
categoreis for purposes of thie case are Sections 1.4{c¢) and
1.4(d). Section 1.4(c) allows information to be classified if
it pertains to “intelligence activities (including covert
action), intelligence sources or metheds, or eryptolegy.”
Section 1.4(d) allows information to be classified if it
pertaing to “foreign relations or foreign activities of the
United States, including confidential sources.”

D: FOIA Exemption 3

19. Exemption 3 of the FOIA provides that FOIA does not
;apply-ta~matters that are specifically exempted from disclosure
by statute, provided that such statute (BA) reqguires that the
matters be withheld from the publie in such a manner as to leave
no discretion on the issue or (B) establishes particular
criteria for withholding or refers to particular types of
matters to be withheld. 5 U.S.C. § 552(b) (3).

20. Section 102A¢i) (1) of the National Security Act of
1947, as amended, 50 U.S.C. § 403-1(i) (1) states that the “the
Director of National Intelligence shall protect intelligence

sources and methods from unauthorized disclosure.” The sources

9
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and methods provision of the Natiocnal Security Act has long been
held to gualify as an Exemption 3 statute. In céntrast to
information witheld pursuant to Exemption 1, agéncies are not
required to identify and desc¢ribe the damage to. national
security that reasonably could bé-expectédftcrresult From the
unauthorized disclosure of these sources and méthods. Agencies
are only required to establish that the withheld information

constitutes intelligernce sources and fiethods.

21. I have reviewed the classified records located by DOJ
in response to the ACLU's FOIA reguest; as well as the other
unclassified and classified ex parte -declarations being
submitted in support of the Government’s motion for summary
jﬁagmehtg In light of the U.8. Goverhmerit!s recent official
digclosures in the speeches given by the Attorney General on
March 5, 2012 and the Assistant to the President for Homeland
Security and Counterterrorism .on April 30, 2012 the defendants
in this case can now publicly cﬁnfirm«the existence of records
responsive to ACLU’&s request without harming national security.
However, given the subject matter of the ACLU’s réqueéest, which
includes, among other things, a trequest for records pertaining
to “the legal basis . . . upon which U.S. citizens can be
subjected to targeted‘kiliings,” DOJ cannot provide any details
about the records that were located, including the volume, dates

10
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or nature of thogse records. Although DOJ can confirm generally
the existence of records relating to the broad topics addressed
in the ACLU’s request, including records related to the Attorney
General’s speech which addressed legal issues pertaining to the
potential use of lethal force againmst U.S. citizens, any further
disclosure related to the classified recdords located by DOJ
would harm national security and should be protected pursuant to
FOTA Exemptions 1 and 3.

22. To provide detailed information about the volume and
classified information about the nature and extent of the U.S.
Government”s c¢lassified counterterrorism activities. DOJ also
cannot disclose whether or not the responsive records they
logated correlate to the specific subparts of the ACLU's
request. Providing such détails would tend to réveal the very
information that is being protected in this case. This
information constitutes currently and properly classified
information concerning intelligence sources, methods and
activities, as well as information related to the foreign
activities of the United States:. Disclosure of this information
reasonably could be expected to result in damage to the national
security, up to and including exceptionally grave damage, and is
therefore properly protected from disclosure pursuant to FOIA
Exemption 1. This information also consists of intelligence

11

JA192



Case: 13-422 Document: 67-2 Page: 11 04/15/2013 907436 96
Case 1:12-cv-00794-CM Document 27 Filed 06/20/12 Page 12 of 19

gsources and methods that is protected by the National Security
Act and therefore exempt Efrom disclosure pursuant to FOIA
Exemption 3.

23. As described in the declaration of John Bennett,
Director of the National Clandestine Service of the CIA, the CIA
is similarly unable tQ~prQVidé;fﬁrﬁher information about the
riumber and nature of the records it locatéd because such
information would reveal information about intelligence
activities, intelligence methods; and CIA functions. Were the
CIA to publicly acknowledge that it possessed a significant
nunber of documents responsive to the ACLU's FOIA request, that
would indicate CIA interest in either actual or contemplated
operations against U:8. citizens who are senior operational
leaders of al-Qaeda, which in turn would reveal CIA involvement
in these activitites or that the CIA itself has authority to use
lethal foree against such individuals. On the other hand, if
CIA acknowledged that it did not have any documents, that would
reveal a lack of interest or authority.

24. Similarly, were DOJ to acknowledge that it located a
large volume of classified records responsive to the ACLU
reguest, that would tend to indicate that an entity of the U.S.
Government wag involved in the lethal targeting activities that
are the subject of the request, since if a U.S. Government
entity had been granted the authority to carry out lethal

12
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operations against U.S. c¢itizéns it would be logical that the
legal issues related to such operations would be extensively ;

documented. Again, on the other hand, a small amount of

material would indieate that no authority had been granted, or
possibly that the issué had not been raised with DOJ and
therefore was not being considered. In particular, whether or
not OLC has a large number of responsive documents would also
indicate whether or not OLC has provided formal written advice
regarding the subjects of the request. This, in turn, would
tend to reveal whether or not the U.S. government was
contemplating certain actions,; because OLC generally provides
legal opinions only when there is some practical need foxr the
advice. See Memorandum for Attorneys of the Office from David

J. Barron, Re: Best Practices for OLC Legal Advice and Written

Opinions, at 3, available at http://www.justice.gov/olc/pdf/ocle-

general survey of an area of law or issuing broad, abstract
legal opinions. Thé:e should [] be a practical need for [al
written opinion.”). Information revealing the depth and breadth
of the U.8. Government’'s efforts to counter the threat posed by
U.8. citizens who atre senior operational leaders of al-Qaeda, as
well as public confirmation that the U.S. Government was
involved in the circumstances that led to the deaths of Anwar
al-Aunlagi, Samir Khan and Abdulrahamn al-Aulaqgi, would greatly

13
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‘benefit terrorist organizatiocns and other foreign adversaries |
both in operationally responding to U.S. counterterrorism

activities as well as in recruiting new terrorists into their

ranks.
25. The unclassified CIA declaration submitted today
details the CIA’s concerns with the potential disclosure of the

volumeé and nature of the CIA records that were located in this

matter, including the potential harw to intelligence source :
relationships, intelligerice methiods, intelligence activities,
and the foreign relations and foreign activities of the United %

Stateé; A1l of those concerns are equally applicable to the
records located by DOJ and I hereby incorporate by reference the
Bennett déclaratioh. 'Tc=§ub;iciy~disclose the volume of
¢lagsified recordse DOJ located in response to the various
seetions of the ACIU's req@est would reveal information about
the existence and identity of intelligence sources, possibly
including liaison services in the region (or lack of such
sources). For example, the existence of a signficant amount of
information related to the “facts supporting a belief that al-
Awlaki could not be captiured or brought to justice using
nonlethal means” would reveal that CIA had been successful in
collecting information, while an assertion that there is no

information on this tépic would reveal the opposite.

14
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26. The ACLU’S request also implicates intelligence
methods and activities which must be protected in order to
prevent terrorist organizations or foreign adversaries from
taking countermeasures to avoid those methods. We krow that
terrorist organizations have the capacity and ability to gather
information frém a variety of sources and analyze it in order to
ascértain the means and methods of foreign intelligence
'cgftil,ecti:eneff@rts: aimed at disrupting their activities.
Disclosing thé amount and character of the classified
information DOJ located in response to variocus sections of the.
ACLU’s request would reveal details about the U.S. Government’s
‘counterterrorigm efforts and its success or lack of success in
gathering intelligence information related to the matters
addressed in the ACLU request.

27. The ACLU’s request alsc clearly implicates the foreign
reélations and foreign activities of the United States. Fox
example, to ¢onfirm that DOJ has a significant amount of
classified records relating to “the legal basis . . . upon which
U.S. eitizens can be subjected to targeted killings, whether
using unmanned aerial vehicles, . .or by other means” or
relating te “the process by which U.S8. citizens can be
designated for targeted killing” could confirm that an agency of
the U.S5. Government has requested advice on this topic and is

intending to engage in such activities. Such confirmation could
15
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cause harm to U.S. relations with foreign governments with known
or suspected U.S. citizen terrorists within their borders.

Furthermore, any confirmation regarding whethetr the U.S.

Government was involved in the deaths of the individuals nameéd

in the FOTIA reégueést could harm U.S. foreign relations by

potentially disclosing whether the U.S. is operating

clandestinely inside other countries’ borders, which could cause

those -eountries to respond in ways that could harw U.S. national |

interests:. ;
28, Finally, if all of the defendants in this matter --

DOJ, €IA and the Department of Defehse -- were to provide the

vnlumsj:dates,.authorsmand,other information about the

claggified records located which is typically included in agency

?aﬁfhp indexes, our adversaries would have significant

information about U.S. Government counterterrorism activities in

recent years at their fingertips. The indexes could revedal that

& particular agency had a significant interest in one of the

individuals named in the request at a particular time. This

would provide a timeline of counterterrorism and military

activities that would be extremely valuable information to

terrorists as they work to assegs U.S. Government interests and

capabilities.

16
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F. The records respongive to the
ACLU and New York Times requests

29. I have reviewed the records located by DOJ, including
the one OLC opinion related to the Department of Defense that
DOJ has confirmed the existence of, and I have determined that
‘they contain information that is exempt £rom disclosure pursuant
to FOIA Exemptions 1 and 3. Although I am unable to provide
‘detailed information aboit thée records located by DOJ, ihﬁlﬁaiﬂg
the dates, subject and authors, I can state that they contain
“information that is currently and properly claSSifie& pursu§nt
to Executive Order 13526 at the Secret and Top Secret levels. I

have also determined that the records contain mtelllgence

pources and méthods information that falls squarely withinm the

scope .of Section 102A(i) (1) of the National Security Act; as

amerided, 50 U.8.C. § 403-1(i) (1), which protects intelligence

sources and methods from disclosure: Although the statute does |
not require an agency to ideatify and describe the harm to.
national security, the discléosure of the intelligence sourges
and methods contained in these documents could reasonably be
expected to cause serious and exceptionally grave damage to the
national security. Disclosure of this information is prohibited
by statute; having reviewed the material, I find it to be
properly exempt from disclosure pursuant to Exemption 3 of the

FOIA. For more detailed justifications for the withholding of

17

JA198



Case: 13-422 Document: 67-2 Page: 17 04/15/2013 907436 96
Case 1:12-cv-00794-CM Document 27 Filed 06/20/12 Page 18 of 19

the classified information contained in the documents located by
DOJ pursuant to Exemptions 1 and 3 I respectfully refer the
court to the classified ex parte declarations submitted
herewith.

30. In reviewing DOJ's invocation of FOIA Exemptions 1 and
3 and its Glomar response and for the reasons stated herein and
in the attached classified declarations, I have détermined that
DoJ’s withholdings have not been'made t6 conceal violations of
law, inefficiency, or administrative error; prevent
embarrassment to a person, organigation, or agency; restrain
competition; or prevent or delay the rélease of information that
does not require protectien in the interests of mational
security. See Executive Order 13526, Sec. 1.7.

31. Finally, ODNI and other Intelligence Community
employee names, phone numbers and email add¥essés are contained
in the unclassified records located by DOJ. These names, phone
numbers and email addresses are exempt from release pursuant to
FOIA Exemption 6, which protects information the disclosure of
which would constitute a clearly unwarranted invasion of
personal privacy. Given the nature of their work ODNI and
Intelligence Community employees have a heightened privacy

interest that far outweighs the minimal public interest in their

138
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identities and email addresses.
Conc‘lusic)n
I certify under penalty of perjury that the Foregoing
is true and correct to the best of my knowledge and belief.

A

Executed thig 2O 'day of June, 2012.

ief, Information and Data Management Group
Office of the Director of National Intelligence
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

THE NEW YORK TIMES COMPANY, et

al.,

Plaintiffs,

Case No. 11-cv-9336 (CM)

DEPARTMENT OF JUSTICE,

Defendant.

AMERICAN CIVIL LIBERTIES UNION,
et al.,

Plaintiffs,

Case No. 12-¢cv-794 (CM)

DEPARTMENT OF JUSTICE, et al.,

Defendants.

DECLARATION OF JOHN BENNETT
DIRECTOR, NATIONAL CLANDESTINE SERVICE
CENTRAL INTELLIGENCE AGENCY

I. INTRODUCTION

I, JOHN BENNETT, hereby declare and state:
1. I am the Director of the National Clandestine Service
("NCS”) of the Central Intelligence Agency (“CIA” or “Agency”).
I was appeinted to this position in July 2010. I joined the

Agency in 1981 and have over twenty-five years of experience as

a CIA officer. Over the course of my career, I have held a
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variety of leadership positions with the Agency, including Chief
of the Special Activities Division and Deputy Chief of the
Africa Division. Most of my career with the CIA has been spent
in overseas operational positions, including my four tours as
the Chief of overseas CIA stations.

2, The NCS is the organization withiﬁ the CIA regponsible
for conducting the CIA’'s foreign intelligence and
counterintelligence activities. As Director of the NCS, it is
my responsibility to oversgee its mission of strengthening the
national security and foreign policy objectives of the United
States through the clandestine collection of human intelligence,
technical ccllection, and covert action. One of the additional
responsibilities that comes with this pogition is the authority
to assess the current, proper classification of CIA information
based on the classification criteria of Executive Order 13526.
Pursuant to the original TOP SECRET classification authority
that has been delegated to me, I am authorized to make criginal
classification and declassification decisions. When called upon
to exercise this authority, I ensure that any determinations
regarding the cléssification of CIA information are proper and
that the public release of such information does not jeopardize
the national security by disclosing classified intelligence
activities, methods, or operational targets, or endanger United

States government personnel, facilities, or sources.
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3. I am submitting this declaration in support of the

Government’s motion for summary judgment in these consolidated
proceedings. Through the exercise of my official duties, I have
become familiar with these civil actiqns and the underlying FOIA
requests. I make the following statements based upon my
personal knowledge and information made available to me in my
official capacity.

4., This declaration will explain, to the greatest extent i
possible on the public record,’ the basis for the Government'’s
responses to Plaintiffg’ FOIA requests pertaining to the CIA and !
will identify the applicable FOIA exemptions that support these
responses in this case. 1In particular, as an original
clasgification authority for the CIA, I have determined that
although the CIA can acknowledge the fact that it possesses
records responsive to the American Civil Liberties Union’s
(ACLU’'s) FOIA request, it cannot reveal the number or nature of
responsive records because such information is currently and
properly classified and therefore exempt from release under FOIA
exemption (b) (1). As explained below, this response - referred
to as a “no number, no list” response’ - is required because

official CIA acknowledgement of the number and nature of

! T am also submitting a classified declaration for the Court’'s ex
parte, in camera review that contains additional information justifying the
CIA’'s response that cannot be filed on the public record.

? The validity of the “nc number, no list” response has been recognized
in court cases, including in the Seventh Circuit’s decision in Bassiouni v.
Central Intelligence Agency, 392 F.3d 244 (7th Cir. 2004).

3
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responsive records would reveal information that concerns
intelligence activitiesg, intelligences sources and methods, and
U.S. foreign relations and foreign activities, the disclosure of
which reasonably could be expected to harm the national security
of the United States.

5. Additionally, and separately, I have determined that
disclosing the number and nature of responsive CIA records would
reveal information concerning intelligence sources and methods,
as well as core functions of the CIA. The Director of the
Central Intelligence Agency is authorized by the Naticnal
Security Act of 1947, as well as the CIA Act of 1949, to protect
intelligence sources and methods, as well as core functions of
the CIA, from disclosure. The CIA therefore asserts FOIA
exemption (b) (3) as an additional basis fqr withholding the
number and nature of responsive records.

6. Finally, with respect to the New York Times’ separate
FOIA requests in the consolidated case, the CIA has determined
that the existence or non-existence of responsive Office of
Legal Counsel (“OLC”) opinions pertaining to potential CIA
lethal operations against terrorists (including U.S. citizens)

is exempt from disclosure under FOIA exemptions (b) (1) and
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(b) (3), and therefore the CIA has asked the Department of
Justice (“DOJ”) to issue a Glomar response’ on its behalf.

7. For the Court’s convenience, I have divided the
substance of this declaration into five parts. Part II provides
an overview of Plaintiffs’ FOIA requests, as well as
developments that have occurred subseguent to the issuance of
these requests. Part III describes the applicable FOIA
exemptions. Part IV describes the application of these
exemptions to the CIA’s response to the ACLU’s FOIA request and
includes a detailed digcussion of the damage to U.S. national
security that reasonably could be expected to result if the CIA
were to reveal the number and nature of responsive records.
Part V provides a similar discussion concerning the New York
Times’ requests as they pertain to the CIA. Finally, Part VI
discusses the absence of prior official public disclosures that
would invalidate the CIA’'s responses to these FOIA requests.
II. PLAINTIFFS’ FOIA REQUESTS & SUBSEQUENT DEVELOPMENTS

A. ACLU’s REQUEST

8. In a letter to the CIA’s Information and Privacy
Coordinator dated 19 October 2011, the ACLU submitted a FOIA

request seeking several categories of records pertaining to the

* The origins of the Glomar response trace back to the D.C. Circuit’s
decision in Phillippi v. CIA, 546 F.2d 1009 (D.C. Cir. 1976), which affirmed
CIA’s use of the “neither confirm nor deny” response to a FOIA request for
records concerning CIA‘s reported contacts with the media regarding Howard
Hughes’ ship, the “Hughes Glomar Explorer.”

5
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legality and related processes concerning the U.S. Government'’s
potential use of lethal force against U.S. citizens. It also
sought records about the deaths of Anwar al-Awlaki, Samir Khan,
and Abdulrahman al-Awlaki, Anwar al-Awlaki’s son. According to E
the ACLU’'s Complaint, it submitted identical FOIA requests to
the Department of Defense (“DOD”}, including the U.S. Special
Operations Command, and the Department of Justice, including the
Office of Legal Counsel. A true and correct copy of the ACLU’s
19 October 2011 letter is attached as Exhibit A.

9. By letter dated 25 October 2011, the CIA acknowledged
receipt of the ACLU’s FOIA request. A true and correct copy of
the CIA’'s 25 October 2011 letter is attached as Exhibit B,

10. By letter dated 17 November 2011, the CIA issued a
final response to the ACLU's request stating that “[iln
accordance with section 3.6 (a) of Executive Order 13526, as
amended, the CIA can neither confirm nor deny the existence or
nonexistence of records responsive to [the ACLU’s] request,”
citing FOIA exemptions (b} (1) and (b) (3) and “[tlhe fact of the
existence or nonexistence of requested records is currently and
properly clasgified and is intelligence sources and methods
information that is protected from disclosure by section 6 of ;
the CIA Act of 1949, as amended, and Section 102A(1) (1) of the |
National Security Act of 1947, as amended.” The CIA informed

the ACLU that it had a right to appeal the finding to the Agency

JA206



Case: 13-422 Document: 67-2 Page: 25  04/15/2013 907436 96
Case 1:12-cv-00794-CM Document 28 Filed 06/20/12 Page 7 of 46

Release Panel, the body within the CIA that considers FOIA
appeals. A true and correct copy of the CIA’s 17 October 2011
letter is attached as Exhibit C.

11. By letter dated 6 December 2011, the ACLU appealed the
CIA’s final response. A true and correct copy of the CIA’'s 6
December 2011 letter is attached as Exhibit D.

12. By letter dated 16 January 2012, the CIA acknowledged
receipt of the ACLU’s letter challenging the CIA’s Glomar
response. The CIA accepted the ACLU’s appeal and noted that
arrangements would be made for its consideration by the
appropriate members of the Agency Release Panel. A true and
correct copy of the CIA’s 16 January 2012 letter is attached as
Exhibit E.

13. While this appeal was pending, the ACLU filed a
Complaint in this matter on 1 February 2012. As a result of the
filing of the Complaint, and pursuant to its FOIA regulations at
32 C.F.R. § 1900.42(c), the CIA terminated the administrative
appeal proceedings on 2 February 2012. A true and correct copy
of the CIA’s 2 February 2012 termination letter is attached as
Exhibit F.

B. NEW YORK TIMES’ REQUESTS

14. The CIA is not a defendant in the separate FOIA
litigation brought by the New York Times and its reporters

against the Department of Justice, which the Court has

JA207



Case: 13-422 Document: 67-2 Page: 26  04/15/2013 907436 96
Case 1:12-cv-00794-CM Document 28 Filed 06/20/12 Page 8 of 46

consolidated with the ACLU case. However, given the overlapping
subject-matter and the nature of the requests, the CIA has an
equity in DOJ's response to the New York Times’ requests, and
therefore those requests will be addressed as well.

15. T understand that on or about 11 June 2010, New York
Times reporter Scott Shane issued a FOIA fequest to DOJ seeking
“[a]ll Office of Legal Counsel opinions or memoranda since 2001
that address the legal status of targeted killing,
assassination, or killing of people suspected of ties to Al
Qaeda or other terrorist groups by employees or contractors of
the United States government. This would include legal advice
on these topics to the military, the Central Intelligence
Agency, or other intelligence agencies. It would include the
legal status of killing with missiles fired from drone aircraft
or any other means.” I further understand that in response DOJ
acknowledged the existence of a “classified legal memorandum
addressing the subject of targeted killing that pertains to the
Department of Defense,” but it refused to confirm or deny the
existence of any additional responsive opinions.

16. I also understand that on or about 7 October 2011, New
York Times reporter Charlie Savage issued a FOIA request to DOJ
for “[a]ll Office of Legal Counsel memorandums analyzing the
circumstances under which it would be lawful for the United

States armed forces or intelligence community assets to target
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for killing a United States citizen who is deemed a terrorist.”
I further understand that DOJ initially issued a Glomar response
to this request.

c. SUBSEQUENT DEVELOPMENTS

17. Several develcopments have occurred subsequent to the
issuance of Plaintiffs’ FOIA requests and the filing of these
lawsuits that have caused the CIA to reconsider its response, as
described further below. Those events include several speeches
by senior U.S. officials that address significant legal and
policy issues pertaining to U.S. counterterrorism operations and
the potential use of lethal force by the U.S. government against
senior operational leaders of al-Qa’ida or asscociated forces who
have U.S8. citizenship. 1In light of these recent speeches and
the official disclosures contained therein, the CIA decided to
conduct a reasonable search for records responsive to the ACLU's
requegt. Based on that search, it has determined that it can
now publicly acknowledge that it possesses records responsive to
the ACLU's FOIA request. As described below, however, the CIA
cannot provide the number, nature, or a categorization of these
responsive records without disclosing information that continues
to be protected from disclosure by FCIA exemptions (b) (1) and

(b) (3).
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III. APPLICABLE FOIA EXEMPTIONS

A. FOIA Exemption (b) (1)

18. FOIA exemption (b) (1) provides that FOIA does not
require the production of records that are: “(A) specifically
authorized under criteria established by an Executive order to
be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified pursuant to such
Executive order.” 5 U.S.C. § 552(b) (1).

19. Section 1.1(a) of Executive Order 13526 provides that
information may be originally classified under the terms of this
order only if all of the following conditions are met: (1) an
original classification authority is classifying the
information; (2) the information is owned by, produced by or
for, or is under the control of the U.S. Government; (3) the
information falls within one or more of the categories of
information listed in section 1.4 of Executive Order 13526; and
(4) the original classification authority determines that the
unauthorized disclosure of the information reasonably could be
expected to result in some level of damage to the national
security, and the original classification authority is able to
identify or describe the damage.

20. Consistent with Executive Order 13526, and as described
below, I have determined that the number and nature of

responsive CIA records - as well as whether or not these records
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are responsive to specific aspects of the ACLU’s FOIA request -
are currently and properly classified facts that concern
“intelligence activities (including covert action) [and]
intelligence gources or methods” and the “foreign relations or
foreign activities of the United States” under Section 1.4 of
the Executive Order. With respect to the New York Times’ FOIA
requests, the CIA has determined that the existence or non-
existence of responsive OLC opinions pertaining to potential CIA
lethal operations against terrorists (including U.S. citizens)
constitutes classified information that falls within these same
categories, and therefore the CIA has asked DOJ toc issue a
Glomar response on its behalf - a reSpénse that is specifically
authorized by Section 3.6(a) of the Executive Order.® These
facts constitute information that 1s owned by and under the
control of the U.S. Government, the unauthorized disclosure of |
which reasonably could be expected to harm U.S. national
security.

21. Section 1.2(a) of Executive Order 13526 provides that
information shall be classified at one of three levels 1if the
unauthorized disclosure of the information reasonably could be

expected to cause damage to the national security and the

' That provision states that “[aln agency may refuse to confirm or deny
the existence or nonexistence of requested records whenever the fact of their
existence or nonexistence is itself classified under this order or its
predecessors.”
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original classification authority is able to identify or
describe the damage. Information shall be classified TOP SECRET
if its unauthorized disclosure reasonably could be expected to
result in exceptionally grave damage to the national security;
SECRET if its unauthorized disclosure reasonably could be
expected to result in serious damage to the national security;
and CONFIDENTIAL if its unauthorized disclosure reasonably could
be expected to result in damage to the national security. As
described in detaill below, I have determined that publicly
revealing the information being protected by the CIA’s responses
to these FOIA requests reasonably could be expected to cause
damage to U.S. national security, up to and including
exceptionally grave damage.

22. In accordance with section 1.7 of the Executive Order,
I hereby certify that these determinations have not been made to
conceal violations of law, inefficiency, or administrative
error; to prevent embarrassment to a person, organization, or
agency; to restrain competition; or to prevent or delay the
release of information that does not require protection in the
interests of national security.

B. FOIA Exemption (b) (3)

23. FOIA exemption (b) (3) provides that FOIA does not apply
to matters that are: specifically exempted from disclosure by

statute (other than section 552b of this title), provided that
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such statute (A) requires that the matters be withheld from the
public in such a manner as to leave no discretion on the issue,
or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld . . . . 5 U.S.C.
§ 552(b) (3).

24. Section 102A(1) (1) of the National Security Act of

1947, as amended, 50 U.S.C. § 403-1(1i) (1) (the “National

Security Act”), provides that the Director of National
Intelligence (“DNI”) “shall protect intelligence sources and
methods from unauthorized disclosure.” Accordingly, the

National Security Act constitutes a federal statute that
“requires that the matters be withheld from the public in such a
manner as to leave no discretion on the issue.” 5 U.8.C. §
552(b) (3). Under the direction of the DNI pursuant tc Section
102A, and consistent with Section 1.6(d) of Executive Order
12333, the CIA is authorized to protect CIA sources and methods
from unauthorized disclosure.” As described in detail below,
acknowledging the number and nature of CIA records responsive to
the ACLU request, as well as the existence or non-existence of

QOLC opinions responsive to the New York Times requests (to the

* Section 1.6(d) of Executive Order 12333, as amended, 3 C.F.R. 200
(1981), reprinted in 50 U.S.C.A. § 401 note at 25 (West Supp. 2009), and as
amended by Executive Order 13470, 73 Fed. Reg. 45,323 (July 30, 2008)
requires the Director of the Central Intelligence Agency to “[p]rotect
intelligence and intelligence sources, methods, and activities from
unauthorized disclosure in accordance with guidance from the [DNI].”
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extent they pertain to CIA operations) would reveal information

that concerns intelligence sources and methods, which the |
National Security Act is designed to protect.

25. Additionally, and separately, Section 6 of the Central
Intelligence Agency Act of 1949, as amended, 50 U.S.C. § 403g
(the “CIA Act”), provides that the CIA shall be exempted from
the provisions of “any other law” (in this case, FOIA) which
requires the publication or disclosure of, inter alia, the
“functions” of the CIA. Accordingly, under Section 6, the CIA
is exempt from disclosing information relating to its core
functions - which plainly include clandestine intelligence
activities, intelligence sources and methods and foreign liaison
relaticnships. The CIA Act therefore constitutes a federal
statute that “establishes particular criteria for withholding or

refers to particular types of matters to be withheld.” 5 U.S.C.

§ 552 (b) (3). As explained in detail below, acknowledging the

number and nature of CIA records responsive to the ACLU request,
as well as the existence or non-existence of OLC opinions
responsive to the New York Times reguests (to the extent they
pertain to CIA operations) would reveal information about the
core functions of the CIA, an ocutcome the CIA Act expressly
prohibits.

26. In contrast to Executive Order 13526, the statutes

described above do not require the CIA to identify and describe

14

JA214



Case: 13-422 Document: 67-2 Page: 33  04/15/2013 907436 96
Case 1:12-cv-00794-CM Document 28  Filed 06/20/12 Page 15 of 46

the damage to the national security that reasonably could be
expected to result from the unauthorized disclosure of these
sources, methods, or functions. Nonetheless, I refer the Court
below to the description of the damage to the national security
that reasonably could be expected to result should the CIA be
required to respond in a different manner. FOIA exemptions
(b} (1) and (b) (3) thus apply independently and co-extensively to
Plaintiffs’ requests.
IV. THE CIA’S “NO NUMBER, NO LIST” RESPONSE TO THE ACLU REQUEST
27. As noted above, in the light of the U.S. Government’s
recent official disclosures concerning these matters and the
important role the CIA plays on the President’s National
Security team, the CIA has determined that it can confirm the
existence of records responsive to ACLU’'s request without
harmihg national security. From the outset it should be
emphasized that the ACLU's request is quite broad in many
respects. As an example, one category of the ACLU's FOIA
request seeks records concerning "the legal basis . . . upon
which U.8. citizens can be subjected to targeted killing,” and
another seeks records pertaining to “the process by which U.S.
citizens can be designated for targeted killing.” The CIA
initially refused to confirm or deny the existence of records
responsive to these twé closely related categories. However,

the CIA has since determined that it can acknowledge the
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existence of responsive records reflecting a general interest in

these broad topics without harming national security. These

records include, for example, the speech that the Attorney

General gave at Northwestern University Law School on 5 March

2012 in which he discussed a wide variety of issues pertaining

to U.S8. counterterrorism operations, including legal issues

pertaining to the potential use of lethal feorce against senior

operational leaders of al-Qa’ida or associated forces who have |
U.8. citizenship. The Attorney General explained that under
certain circumstances, the use of lethal force against such
persons in a foreign country would be lawful when, among other
things, “the U.S. government . . . determined, after a thorough
and careful review, that the individual pose([d] an imminent
threat of wviolent attack against the United States.” These
records also include the speech that the Assistant to the
President for Homeland Security and Counterterrorism gave on 30
April 2012, in which he addressed similar legal and policy
issues related to the U.S. Government's counterterrorism
operations. Because the CIA is a critical component of the
national security apparatus of the United States and because
these speeches covered a wide variety of issues relating to U.S.
counterterrorism efforts, it does not harm national security to
reveal that copies of the speeches exist in the CIA's files.

And because these speeches refer to both the “legal basis” for

16

JA216



Case: 13-422 Document: 67-2 Page: 35 04/15/2013 907436 96
Case 1:12-cv-00794-CM Document 28 Filed 06/20/12 Page 17 of 46

the potential use of lethal force against U.S. citizens and a
review “process” related thereto, the speeches are resgponsive to
these two categories.

28. Notwithstanding these acknowledgements, however, the
CIA cannot further describe or even enumerate on the public
record the number, types, dates, or other descriptive
information about these responsive records because to do so
would reveal classified information about the nature and extent
of the CIA‘s interest in these broad topics. In other words,
although the CIA can acknowledge a generalized interest in these
matters given the Agency’s role in U.S. counterterrorism
activities, it cannot respond in a manner that would reveal
information about the nature, depth, and breadth of this
interest. Nor can the CIA provide a breakdown and
categorization that identifies whether or not these responsive
records correlate to the gpecific sub-parts of the ACLU’s
request concerning the deaths of Anwar al-Awlaki, Samir Khan,
and Awlaki’s son. Providing the number, dates, and a
categorization of responsive record would reveal precisely this
information, and therefore a “no number, no list” response 1is
appropriate pursuant to FOIA exemptions (b) (1} and (b) (3).

29. There are several underlying equities protected by the
CIA’s “no number, no list” response. Among other things,

disclosing the number and dates of responsive records would tend
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to reveal whether or not the CIA has been granted the authority @
to directly participate in lethal operations that could
potentially target senior operational leaders of al-Qa’ida who
have U.S. citizenship {based on the framework discusged in the
Attorney General’s speech). A response other than a “no number,
no list” response would also tend to reveal the significance of
the CIA's intelligence interest in and the depth and breadth of
the CIA's intelligence collection activities directed against
such terrorists. Finally, being required to provide a
categorization that confirms whether or not the CIA possesses
regponsive records specifically about Anwar al-Awlaki, Samir
Khan, and Awlaki’s son would tend to reveal whether or not the
CIA was involved in the events that led to their deaths (e.g.,
by providing supporting intelligence or technical assistance).
All of these facts that would tend to be revealed by disclosing
the number, nature, and a categorization of responsive records
constitute currently and properly classified information
concerning CIA intelligence activities, sources, and methods, as
well as the foreign activities of the United States, that 1is
exempt from disclosure pursuant to FOIA exemptions (b) (1) and
(b) (3).

30. When the CIA can reveal the existence of records
responsive to a FOIA request but cannot describe or even

enumerate on the public record the number, dates, or a
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categorization of responsive documents, it issues a “no number
no list” response. The "no number no list” response allows
federal agencies to protect classified or otherwise exempt
information pertaining to intelligence activities, sources, or
methods by withholding the number of responsive documents in
addition to descriptive information, such as the nature of the
record, its date, author, and subject matter, as well as the
specific part of the request to which the record is responsive.
In this case, being required to disclose the volume, nature, and
a categorization of responsive records would reveal information
about intelligence activities (including foreign activities),
intelligence methods, and CIA functions. Revealing these
classified facts reasonably could be expected to harm the
national security of the United States, and therefore this
information must be withheld under FOIA exemption (b) (1).
Additionally, and separately, responding in any other manner
would reveal intelligence sourcesg, intelligence methods, and
core functions of the CIA. The CIA’'s response is therefore
independently supported by FOIA exemption (b) (3).

31. To illustrate, if the CIA publicly acknowledged that
it possessed several hundred records responsive to the ACLU’s
request, that fact would indicate that the CIA had a significant
interest in either actual or contemplated operations against

senior operational leaders of al-Qa’ida who have U.S.
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citizenship, which in turn would tend to reveal that the Agency
was actively involved in these activities or that the CIA itself
has the authority to directly participate in the use of lethal
force against such individuals. At minimum, it would tend to
reveal a substantial intelligence interest in the more limited
subset of terrorists who might meet the criteria discussed in
the Attorney General’s speech, as well as the relative success
of the CIA’'s intelligence collection efforts directed against
them. Conversely, if the CIA possessed only a handful of
documents responsive to the ACLU’s request, that would indicate
that the CIA had only a minimal interest, which in turn would
tend to reveal that the Agency was not actively involved in
these actual or contemplated activities, that it did not have
the authority to carry them out, and/or that it had been able to
collect only a small amount of intelligence about this more
limited number of individuals. Under either scenario, the
number of regponsive records that the CIA possesses is itself a
classified fact that must be protected from disclosure, thereby
necessitating the CIA’s “no number, no list” response.

32. This concern would be magnified if the CIA were
required to also reveal the nature, dates, and other descriptive
information about the records that are responsive to this
request - the information typically required in a Vaughn index.

For instance, when juxtaposed with the number of responsive
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documents, disclosure of the dates of these records would
provide a timeline of the existence and nature of the CIA’'s
involvement, authority, and/or intelligence interest and
collection activities {(or lack thereof) between 11 September
2001 and the present - the timeframe of the ACLU’'s request.

33. For similar reasons, the CIA cannot reveal whether or
not any of these records are specific types of records, such as
OLC opinions or other formal legal analyses, as that too would
tend to reveal whether the CIA was operationally involved in
these activities or had the authority to carry them out itself.
If the CIA had been granted the extraordinary authority to be
directly involved in targeted lethal operations against U.S.
citizens, one would logically expect that the legal issues
related thereto be carefully and extensively documented by the
Department of Justice and the CIA’'s Office of General Counsel.
On the other hand, if the CIA did not possess this authority,
then one would logically expect these issues to receive
significantly less, if any, documentation by Department of
Justice and CIA attorneys.

34, Similarly, the CIA aléo cannot provide a
categorization of its responsive records that reveals whether or
not the Agency possesses documents gpecifically responsive to
the portion of the FOIA request seeking documents about the

factual and legal basis for the alleged targeted killing of
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Anwar al-Awlaki, Samir Khan, and Awlaki’s son. Hypothetically,
if the CIA were to respond by admitting that it possessed these
specific records, that response would tend to reveal (among
other thingsg) that the CIA was involved, in some manner, in the
events that led to their deaths (e.g., by providing supporting
intelligence or technical assistance). Such a hypothetical
response would reveal specific intelligence activities, sources,
methods, and functions of the CIA, as well as specific foreign
activities of the United States, all of which are protected from
disclosure by Executive Order 13526, the National Security Act,
and the CIA Act.

35. On the other hand, if the CIA were to respond by
admitting that it did not possess any responsive records about
these specific events, it would indicate that the CIA had no
involvement in the circumstances leading to their deaths. Such
a response would reveal damaging information about potential w
“gaps” or weaknesses in the CIA’s authorities, operational
capabilities, intelligence interesﬁs, and resources that is
protected from disclosure by Executive Order 13526 and statute.

36. Information revealing the depth and breadth of the
CIA’s interest in the U.S. Government’s efforts to counter the
threat posed by senior operational leaders of al-Qa’ida who have
U.S. citizenship, as well as public confirmation of whether or

not the CIA was involved in the circumstances that led to the
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deaths of Anwar al-Awlaki, Samir Khan, and Awlaki’s son,
constitutes information concerning CIA intelligence activities,
methods, and functions, as well as the foreign activities of the
United States. It would greatly benefit hostile groups,
including terrorist organizatioﬁs such as al-Qa’ida, to know
with certainty the specific intelligence activities in which the
CIA is (or 1s not) directly involved. It would also benefit
them to know the depth, breadth, and chronoclogy of the CIA's
intelligence collection efforts against senior operational
leaders of al-Qai‘da who have U.S. citizenship. To reveal such
information would provide valuable insight into the CIA’s
authorities, capabilities, and intelligence interests that our
enemies could use to reduce the effectiveness of the CIA's
intelligence operations.

37. As illustrated by the example of Anwar al-Awlaki, it,
is no secret that terrorist organizations such as al-Qa’ida have
made it a priority to recruit U.S. citizens into their
leadership, based on the assumption that the cloak of U.S.
citizenship will make these individuals less susceptible to
being targeted by U.S. military and intelligence operations.
Although it has been acknowledged in the Attorney General's
speech and elsewhere that, as a legal matter, a terrorist's
status as a citizen does not make him or her immune from being

targeted by the U.S. military, there has been no acknowledgement
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with respect to whether or not the CIA (with its unigue and
distinct roles, capabilities, and authorities as compared to the
U.S. military) has been granted similar authority to be directly
involved in or carry out such operations. Nor has there been
any official acknowledgement concerning whether or not the CIA
was involved in the circumstances leading to the deaths of
Awlaki, Samir Khan, and Awlaki’s son. Revealing these facts
would provide valuable insight to al-Qa’ida and other hostile
groups as they continue to recruit U.S. citizens into their
ranks and use them to plot attacks against the United States.
For these reasons and others, the CIA has determined that it
must i1ssue a “no number, no list” response to the ACLU's
request.

* * *

38. By way of background, the CIA is charged with carrying
out a number of important functions on behalf of the United
States, which include, among other activities, collecting and
analyzing foreign intelligence and counterintelligence
(particularly intelligence provided by human sources, called
human intelligence or HUMINT), as well as conducting other
activities at the direction of the President, including covert
action. A defining characteristic of the CIA’s intelligence
activities is that they are typically carried out clandestinely,

and therefore they must remain secret in order to be effective.

24

JA224



Case: 13-422 Document: 67-2 Page: 43  04/15/2013 907436 96
Case 1:12-cv-00794-CM Document 28 Filed 06/20/12 Page 25 of 46

In the context of FOIA, this means that the CIA must carefully
evaluate whether its resgsponse to a particular FOIA reguest could
jeopardize the clandestine nature of its intelligence activities
or otherwise reveal previocusly undisclosed information about its
sources, capabilities, authorities, interests, strengths,
weaknesses, resources, and other factors important to hostile
intelligence services and terrorist groups.

39. In this case, although the CIA has determined that it
can publicly acknowledge that it possesses records responsive to
the ACLU’'s FOIA request, further disclosure of the number,
nature, and a categorization of regponsive records reasonably
could be expected to damage to U.S. national security. In
particular, disclosure of this information would tend to expose
or otherwise damagesgs one or more of the following: (a)
intelligence sources, {(b) intelligence methods, (c) intelligence
activities, and (d) the foreign relations and foreign activities
of the United States.

A. Intelligence Sources

40. One of the core functions of the CIA is to collect
foreign intelllgence from around the world for the President and
other United States Government officials to use in formulating
policy decisions. To accomplish this function, the CIA must

rely on information from knowledgeable sources that the CIA can

obtain only under an arrangement of absolute secrecy.
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Intelligence sources will rarely furnish information unless they
are confident that they are protected from retribution or
embarrassment by the absolute secrecy surrounding the source-CIA
relationship. In other words, intelligence sources.must be
certain that the CIA can and will do everything in its power to
prevent the public disclosure of their association with the CIA.
Intelligence sources include clandestine human intelligence
sources and foreign intelligence services.

41. The CIA relies on clandestine human sources - often
called “assets” - to collect foreign intelligence, and it does
so with the promise that the CIA will keep their identities and
their relationships with the CIA secret. This is because the
revelation of this secret relationship could harm the individual
and inhibit the CIA's ability to collect foreign intelligence
from that individual and others in the future. When a foreign
national abroad cooperates with the CIA, for example, 1t is
often without the knowledge of his or her government or
organization, and the consequences of the disclosure of this
relationship can be swift and far-ranging, from economic
reprisals to harassment, imprisonment, or death. In addition,
such disclosure may place in jeopardy the lives of every
individual with whom the foreign national has had contact,

including his or her family and associates.
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42. In many cases, the very nature of the information that
the source communicates necessarily tends to reveal the identity
of the human source because of the limited number of individuals
with access to the information. In other words, revealing the
information provided by the source is tantamount to identifying
the source itself. Furthermore, disclosing information that
would or could identify a human source could seriously damage
the CIA’s credibility with all other current intelligence
sources and thereby undermine the CIA’'s ability to recruit
future sources. As stated previously, most individuals will not
cooperate with the CIA unless they have confidence that their
identities will remain secret. The CIA therefore has a primary
interest in keeping these identities secret, not only to protect
the sources, but also to demonstrate to other sources and future
sources that these sources can trust the CIA to preserve the
secrecy of the relationship.

43. On the other hand, it is equally damaging to reveal
that the CIA does not possess intelligence regarding a
particular topic, which in turn reveals that the CIA has been
unsuccessful in recruiting a human source to provide
intelligence regarding that topic. If terrorist organizations
and other hostile entities were to learn that the CIA is
essentially “blind” in a particular part of the world or

otherwise has limited ability to collect human intelligence
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regarding a particular topic, they would use this information to
their advantage (e.g., by enhancing their operational efforts in

that part of the world, knowing that the CIA’'s ability to

monitor those operations is limited). This reasonably could be
expected to harm U.S. national security.

44 . Another type of CIA souxce ig a “liaison
felationship.” A liaison relationship is a cooperative and
secret relationship between the CIA and an entity of a foreign
government. Most CIA liaison relationships involve a foreign
country’s intelligence or security gervice. A liaison
relationship is a working and information-sharing agreement.
Liaison relationships between the CIA and other foreign
intelligence services or government entities are initiated and
continued only on the basis of a mutual trust and understanding
that the existence and details of such liaison arrangements will
be kept in the utmost secrecy. A liaison relationship
constitutes both an intelligence source and an intelligence
method. The CIA’s liaison relationships are critical and
extremely sensitive. Accordingly, officially acknowledging
foreign liaison information - or even the existence of a
particular liaison relationship - can undermine a foreign
government'’'s trust in the CIA‘s ability to protect their

sensitive intelligence information.
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45. Additionally, in many foreign countries, cooperation
with the CIA is not a popular concept. If a foreign liaison
service's cooperation with the CIA were to be officially
confirmed by the CIA, then that service and government could
face a popular backlash that reasonably could be expected to
reduce or eliminate the information-sharing relationship with
the CIA. This, in turn, reasonably could be expected to damage
U.S. national security.

46. As described above with respect to human sources, it
is equally damaging to reveal information about the existence
and nature of CIA intelligence regarding a particular topic,
which in turn would tend to confirm the absence of a liaison
relationship (and thus the absence of a CIA intelligence-
collection capability) in a particular location.

47. Several aspects of the ACLU's FOIA request implicate
intelligence sources directly. For example, one category asks
the CIA to disclose whether and to what degree it possesses
intelligence regarding the imminence of Awlaki’s threat to U.S.
national security (No. 4(A)); intelligence regarding Awlaki’s
location at a particular time and place (No. 4 generally), as
well as the security conditions under which he was living and
the individuals with whom he was associating at a particular
time and place, i.e., hypothetical facts related to Awlaki’s

feasibility of capture (No. 4(B)). Additionally, other

22 JA229



Case: 13-422 Document: 67-2 Page: 48  04/15/2013 907436 96
Case 1:12-cv-00794-CM Document 28 Filed 06/20/12 Page 30 of 46

categories would require the CIA to disclose whether and to what
degree it possesses intelligence regarding Samir Khan and
Abulrahman al-Awlaki, including whether the CIA was aware of
their location at a particular time and place (Nos. 5 and 6).

48. As described above, however, if the CIA were to
confirm the existence, volume, and nature of documents
responsive to these specific categories of the ACLU's request,
it could potentially reveal information about the existence and
identity of particular intelligence sources. This, in turn,
would provide terrorist groups and other adversarial
organizations with valuable information regarding the degree to
which the CIA possessed intelligence regarding these individuals
and their environs, as well as information that could be used to
identify the sources of that intelligence, if it exists.
Conversely, if the CIA were to acknowledge that it possessed no
records responsive to these specific categories, it would tend
to reveal the absence of such sourcesg, thereby providing
terrorist organizations and other adversaries with information
regarding about potential weaknesses in the CIA’'s intelligence
collection efforts. 1In either scenario, disclosure of the
existence or nonexistence of intelligence sources relating to
these events reasonably could be expected to harm naticnal

security.
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B. Intelligence Methods

49. The ACLU's request also implicates CIA intelligence
methods. Intelligence methods are the means by which an
intelligence agency accomplishes its objectives. Intelligence
methods must be protected in situations where a certain
capability or technique or the application thereof is unknown to
others, such as a foreign intelligence service or terrorist
organization, which could take countermeasures. Secret
information collection techniques are valuable from an
intelligence-gathering perspective only so long as they remain
unknown and unsuspected. Once the nature of an intelligence
method or the fact of its use in a certain situation 1is
discovered, its usefulness in that situation is neutralized and
the CIA’s ability to apply that method in other situations is
significantly degraded.

50. The CIA must do more than prevent explicit references
to intelligence methods; it must also prevent indirect
references that would tend to reveal the existence (or non-
existence) of such methods. One vehicle for gathering
information about the CIA capabilities is by reviewing
officially released information. We know that terrorist
organizations and other hostile groups have the capacity and
ability to gather information from myriad scurces, analyze it,

and deduce means and methods from disparate details in order to
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defeat the CIA’'s collection efforts. Thus, even seemingly
innocucus, indirect references to an intelligence method could
have significant adverse effects when juxtaposed with other
publicly available data.

51. Intelligence methods include the use of human assets
and liaison relationships, described above. Intelligence
methods also include the CIA’'s selection of targets for
intelligence collection or operational activities. When a
foreign intelligence service or adversary nation learns that a
particular foreign national or group has been targeted for
intelligence collection by the CIA, it will seek to glean from
the CIA’s interest what information the CIA has received, why
the CIA is focused on that type of information, and how the CIA
will seek to use that information for further intelligence
collection efforts and clandestine intelligence activities. If
terrorist groups such as al-Qa’ida, foreign intelligence
services, or other hostile entities were to discover what the
CIA has or has not learned about certain individuals or groups,
this information could be used against the CIA to thwart future
intelligence operations, jeopardize ongoing human sources, and
otherwise derail the CIA's intelligence collectioﬁ efforts.
Finally, intelligence methods include specific CIA technical
capabilities and the financial resources to effectively

implement those capabilities.
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52. In this case, the ACLU FOIA request implicates
intelligence methods in several ways. As noted above, the use
of intelligence sources (or lack thereof) also constitutes an
intelligence method, and therefore this request implicates both
sources and methods to the same degree. 1In addition, whether or
not the CIA was involved circumstances that led to the deaths of
Awlaki and/or the other referenced individuals (e.g., by
providing supporting intelligence or technical assistance) 1is
another fact that pertains to CIA intelligence-gathering methods
and activities. More generally, disclosing the degree to which
the CIA is interested in in the U.S. Government’'s efforts to
counter the threat posed by certain senior-level terrorists who
have U.S. citizenship would tend to reveal the level of the
CIA's intelligence interest in this group of individuals and the
relative success (or lack thereof) of the CIA's intelligence i
collection efforts directed against them - information that
squarely implicates intelligence-gathering methods and
operational activities.

53. Finally, the ACLU alleges that Awlaki and Khan were
killed “by a missile or missiles fired from one or more unmanned
aerial vehicles (UAVs).” If Awlaki and Khan were in fact killed
via a missile fired from an unmanned aerial vehicle as alleged,
then the acknowledgment of a CIA connection to their deaths

would tend to reveal the CIA‘s involvement in the use of this
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advanced technological platform (of lack of involvement, if the
response revealed no CIA connection).®

54. 1In any of these scenarios, the CIA’g official
confirmation or denial that it does or does not possess
responsive records reasonably could be expected to harm the
national security by revealing CIA intelligence methods. It
would greatly benefit hostile groups, including terrorist
organizations such as al-Qa’ida, to know with certainty which
intelligence methods the CIA has at its disposal. To reveal
such information would provide valuable insight into the CIA's
capabilities, interests, and resources that our enemieg could

use to reduce the effectiveness of CIA’s intelligence

operations.
cC. Intelligence Activities
55. Clandestine intelligence activities lie at the heart i

of the CIA’'s mission. Intelligence activities refer to the
actual implementation of intelligence sources and methods in the
operational context. Accordingly, the discussion above of the
harm to national security stemming from the disclosure of
“gsources and methods” applies with equal force to the disclosure

of “intelligence activities.” As defined in Section 6.1 of E.O,

* Thus, by admitting that it possesses records responsive to the ACLU
FOIA request generally, the CIA is not confirming or denying that it
possesses records specifically about the actual use of UAVs in targeted
lethal operations - so-called “drone strikes.”
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13526, “intelligence activities” means all activities that
elements of the Intelligence Community are authorized to conduct
pursuant to law or Executive Order 12333, as amended. Section
1.4(c) of Executive Order 13526 also provides that these
intelligence activities can include “covert action” in
additional to more traditional intelligence-gathering
activitieg. An acknowledgment of information regarding specific
intelligence activities can reveal the CIA's specific
intelligence capabilities, authorities, interests, and
resources. Terrorist organizations, foreign intelligence
services, and other hostile groups use this information to
thwart CIA activities and attack the United States and its
interests. These parties search continually for information
regarding the activities of the CIA and are able to gather
information from myriad sources, analyze this information, and
devise ways to defeat the CIA activities from seemingly
disparate pieces of information.

56. In this case, and as described above, responding to
the ACLU’'s FOIA reguest in a manner other than a “no number, no
list” reasonably could be expected to damage the national
security by disclosing whether or not the CIA was involved, in
some manner, in the circumstances that led to the deaths of
Awlaki, Samir Khan, or Awlaki’s son (e.g., by providing

supporting intelligence or technical assistance). Officially

> JA235



Case: 13-422 Document: 67-2 Page: 54  04/15/2013 907436 96
Case 1:12-cv-00794-CM Document 28 Filed 06/20/12 Page 36 of 46

confirming the existence or nonexistence of these intelligence

activities reasonably could be expected to harm U.S. national L
security, as such confirma£ion would provide valuable insight

into the CIA’s authorities, capabilities, and resources that our

enemies could use to reduce the effectiveness of CIA's

intelligence operations.

D. Foreign Relations and Foreign Activities of the United
States
57. A response other than a "no number, no list” response i

also would reveal information concerning U.S. foreign relations
and foreign activities, the disclosure of which reasonably can
be expected to harm the national security. As an initial
matter, because CIA’'s operations are conducted overseas or
otherwise concern foreign intelligence matters, they generally
are U.S. “foreign” activities by definition. In this case, that
means that information concerning the CIA’s involvement in the
deaths of Anwar al-Awlaki, Samir Khan, 2Abdulrahman al-Awlaki, if
such information existed, would concern a potential foreign
activity that would fall within section 1.4(d) of Executive
Order 13526.

58. In carrying out its legally authorized intelligence
activities, the CIA engages in activities which, 1f officially
confirmed, reasonably could be expected to cause damage to U.S.

relations with affected or interested nations. Although it is

36 | JA236



Case: 13-422 Document: 67-2 Page: 55 04/15/2013 907436 96
Case 1:12-cv-00794-CM Document 28  Filed 06/20/12 Page 37 of 46

generally known that the CIA conducts clandestine intelligence

operaticons, identifying an interest in a particular matter or
publicly disclosing a particular intelligence activity could :

cause the affected or interested foreign government to respond

in ways that would damage U.S. national interests. An official

acknowledgement that the CIA possesses the requested information

could be construed by a foreign government, whether friend or

foe, to mean that the CIA has operated within that country’s

borders or has undertaken certain intelligence operations

against its residents. Such a perception could adversely affect

U.S. foreign relations with that nation.

59. In this case, providing a categorization of the CIA's
responsive records reasonably could be éxpected to cause damage
to the natiocnal security by negatively impacting U.S. foreign
relations. Any response by the CIA that could be seen as a
confirmation of its alleged involvement in the deaths of Anwar
al-Awlaki, Samir Khan, or Abdulrahman al-Awlaki, for example,
could raise questions with other countries and their populaces
about whether the CIA is operating clandestinely inside their
borders, which in turn could cause those countries to respond in
ways that would damage U.S. national interests. Additionally,
the CIA typically cannot confirm or deny whether it has had any
involvement in any particular foreign activity of the United

States; to do so would provide terrorist organizations and g
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adversarial nations with information about the CIA'’s
intelligence activities and capabilities (or lack thereof, as
the case may be), in a particular location or region, thereby
diminishing the effectiveness of those activitlies in the future.
* * *

60. As discussed in Part III above, the CIA’s “no number,
no list” response is supported not only by FOIA exemption
(b) (1), but also FOIA exemption (b) (3) (and in particular, the
National Security Act of 1947 and the CIA Act of 1949). Neither
of those statutes requires a showing of damage; rather, they
merely require the withheld information to be an intelligence
source, intelligence method, or relate to a function of the CIA.
Immediately above I have described at length the specific
intelligence sources, methods, and functions of the CIA
implicated by the ACLU’s FOIA request. Accordingly, the CIA’'s
“no number, no list” response is independently supported by FOIA
exemption (b) (3), even if the Court believes that a different
response would not harm U.S. national security.
V. GLOMAR RESPONSE TO NEW YORK TIMES REQUESTS

61. Although the CIA is not a defendant in the
consolidated case brought by the New York Times and its
reporters against DOJ, these requests implicate CIA equities for
the same reasons identified above, and therefore the CIA has

asked DOJ to issue a Glomar response on its behalf. Both of the
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New York Times requests seek OLC opinions examining the legality

of targeted lethal operations. The Savage request seeks such
OLC opinions as they pertain to the targeting of “a United
States citizens who is deemed a terrorist,” whereas the Shane
reqguest seeks such opinions concerning the targeting of “people
suspected of ties to Al Qaeda or other terrorist groups.” In
addition, both requests make clear that they are seeking such
opinions as they relate to potential CIA operations, not just
those of the U.S. military; the Shane request specifically
identifies “the Central Intelligence Agency” in its request,
while the Savage request refers to operations by “intelligence
community assets,” which would include the CIA. With one
extremely limited exception described below, the CIA has asked
DOJ to issue a Glomar response to these two requests to the
extent they seek OLC opinions about CIA operations. As
contrasted to a “no number, no list” response, this means that
DOJ did not search for and include opinions covered by this
Glomar regponse (if they existed) when it processed the requests
for the New York Times litigation, nor can it confirm or deny
the existence or nonexistence of such opinions in its response..
62. With one limited exception, the fact of the existence
or nonexistence of OLC opinions concerning targeted lethal
operations conducted by the CIA against terrorists, including

those who are U.S. citizens, is classified information that is
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protected from disclosure by Executive Order 13526, the National
Security Act, and the CIA Act. OLC opinions are a very unique
type of document within the U.S. Government, and acknowledging
the mere existence of an OLC opinion can reveal a great deal of
information about the interests, priorities, and capabilities of
the agencies that are the subjects of those opinions -
information that is not revealed by acknowledging the existence
of a non-descript record about the same topic. In this case, if
it were revealed that responsive OLC opinions pertaining to CIA
operations existed, it would tend to reveal that the CIA had the
authority to directly participate in targeted lethal operations
against terrorists generally, and that this authority may extend
more specifically to terrorists who are U.S. citizens.
Conversely, if OLC opinions did not exist on these subjects, it
would tend to reveal that the CIA did not have these
authorities. 1In either case, confirming the existence or
nonexistence of these authorities would reveal information
pertaining to CIA intelligence activities, methods, and
functions, as well as the foreign activities of the United
States.,

63. The harm to naticnal security that reasonably could be
expected to result from disclosure of whether or not the CIA has
the authority to be directly involved in lethal operations

specifically against U.S. citizens who are terrorists was
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described above. That ratiocnale applies equally to the Savage
request, and therefore I refer the Court to that discussion.

64. The Shane request is broader in that it seeks OLC
opinions about the use of lethal force against not just U.S.
citizens but terrorists generally - namely, “people suspected of
ties to Al Qaeda or other terrorist groups.” Ag with the Savage
request, the CIA has asked DOJ to isgue a Glomar response to
this request to the extent it pertains to CIA operations, with
one limited exception. As the Court is well aware, on 1 May
2011, the United States conducted an operation that resulted in
the death of Usama Bin Laden (“UBL”), the leader of al-Qa’ida.
It has been officially acknowledged that the CIA participated in
and oversaw this historic operation. Thus, whether or not there
are any OLC opinions that specifically address the CIA's
involvement in the operation that resulted in UBL’s death is not
classified, and the existence of such opinions is not covered by
DOJ’'s Glomar response (in fact, I understand that there are no
such opinions). What cannot be revealed, however, is whether or
not there are any additional OLC opinions addressing the CIA’s
uge of lethal force against terrorists outside the specific
context of the UBL operation. To do so would tend to reveal
whether or not the CIA has been granted the authority to
directly participate in lethal operations against members of al-

Qa‘'ida (or other terrorist groups) beyond UBL. This fact
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remains classified, and therefore it is appropriate for DOJ to
refuse to confirm or deny the existence of any OLC opinions that
would reveal this fact under FOIA exemptions (b) (1) and (b) (3).
65. With respect to both requests, it would greatly
benefit terrorist crganizations such as al-Qa’ida to know with
certainty the intelligence activities in which fhe CIA has or
has not been specifically authorized to participate. To reveal
such information would provide valuable insight intoc the CIA’'s
authorities, capabilities, and interests that our enemies could
use to reduce the effectiveness of the CIA’s intelligence
operations. This is particularly true with regard to whether or
not the CIA’s intelligence activities against members of al-
Qa’ida and other terrorist groups (other than the UBL operation)
may involve the use of lethal force. Hypothetically, if it was
revealed that the CIA possesses this authority, it would alert
terrorists to the possibility that they could be targeted by
such activities, which may allow them to take countermeasures to
avoid this possibility. It would also reveal that the CIA had
been granted authorities against certain terrorists that go
beyond traditional intelligence-gathering activities, which
could lead to suspicion that the CIA was involved in other “non-
traditional” activities in addition to the use of lethal force -
such as, hypothetically, covert influence. This in turn could

lead to the belief by other governments and their populaces,
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rightly or wrongly, that the CIA was responsible for certain
activities carried out within their countries, which could harm
the foreign affairs of the United States and alsoc reduce the
effectiveness of future CIA operations. On the other hand, 1if
it was officially confirmed that the CIA did not have this
authority, it would allow terrorists to operate more freely and
openly, knowing that they could not be targeted by the CIA. For
these reasons, it is appropriate for DOJ to Glomar both of the
New York Times requests to the extent they pertain to CIA
operations.’
VI. THE ABSENCE OF AUTHORIZED OFFICIAL DISCLOSURES

66. In its administrative appeal, the ACLU references. a
number of purported statements of current and former U.S.
Government officials, news reports, and other publicly available
information to support its argument that the CIA has officially
disclosed the underlying facts being protected by its response
to the FOIA request. I am also aware of more recent non-
autheritative news reports on gimilar subkjects, which the ACLU
has cited in other pending litigation against the CIA.
Separately, I am aware that various U.S. Government officials
(including the Attorney General) have spoken publicly about the

U.S. Government’s legal analysis and related procedural

? For the same reasons, in the course of responding to the aspects of the ACLU
request that seek legal analysis, DOJ likewise cannot reveal whether or not
there are any responsive OLC opinions pertaining to CIA operations.
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considerations applicable to the potential targeting of U.S.
citizens for lethal force.

67. Contrary to the ACLU’'s suggestion, however, no
authorized CIA or Executive Branch official has officially and
publicly confirmed (or denied) whether the CIA had any
involvement whatsoever in the deaths of Anwar al-Awlaki, Samir
Khan, or Abdulrahman al-Awlaki. Nor has any such official
officially and publicly confirmed or denied that the CIA
possesses documents responsive to these specific aspects of the
ACLU’'s FOIA request. Many of the referenced news reports, for
example, largely amount to media speculation and conjecture by
individuals who do not have the ability to make official and
documented disclosures on behalf of the CIA. Indeed, many of
the statements cited by the ACLU are either unsourced or come
from former government officials or anonymous individuals. In
addition to being unofficial, one also cannot assume that such
anonymous, unsourced, or otherwige non-authoritative reports are
accurate. Regardless, these statements do not constitute
official disclosures on behalf of the CIA. TIf the CIA were
precluded from issuing a Glomar response to FOIA requests as a
result of such non-authoritative statementsg, then the U.S.
Government'’s ability to protect classified information would be
eviscerated, thereby causing significant and far reaching damage

to the U.S. national security.
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68. The same is true with respect to the broader
categories of the ACLU request about targeting U.S. citizens
generally, as well as the New York Times requests. I am unaware
of any official disclosures that would invalidate the CIA’s
responses to these requests. In the case of the ACLU request, I
am unaware of any official disclosure that reveals the level of
interest the CIA has in the legality and related procedurai
considerations applicable to the targeting of U.S. citizens for
lethal force or the underlying fact being protected by the CIa’s
response - whether or not the CIA itself has the authority to be
directly involved in such activities. Nor am I aware of any
official disclosures as to the existence or non-existence of OLC
opinions on this topic, as sought by the New York Times
requests.

VII. CONCLUSION

69. In this case, the number, nature, and categorization
of CIA records responsive to the ACLU request, and the existence
or nonexistence of OLC opinions responsive to the New York Times
requests (to the extent they pertain to CIA operations), are
properly classified facts and are so intricately intertwined
with intelligence activities, intelligence sources and methods,
and U.S. foreign relations and foreign activities that these
facts must remain classified. Accordingly, I have determined

the only appropriate response is for the CIA to withhold this
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information under FOIA exemptions (b) {(1). Additionally, and
separately, responding in any other manner would reveal
intelligence sources and methods and core functions of the CIA.
This response is therefore independently supported by FOIA
exemption (b) (3).

T hereby declare under penalty of perjury that the
foregoing is true and correct.

Executed this 20th day of June, 2012.

O liee el

1

Jo Bennett
Digector, National Clandestine Service
Central Intelligence Agency
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FOIA Office
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1000 Colonial Farms Road

MeLean, VA 22101

Re: REQUEST UNDER FREEPOM OF IN EORMATION ACT/
Expedited Processing Requested

To Whomn it May Coneern:

This letter copstitutes a request (“Request”) pursuant to the Freedom
of taformation Avt (“FOIA™), 5 1U.8.C; § 552 ef seq., the Department of
Defense implementing regulations, 32 C:F K. § 286.1 ¢ seq., the
Departragnt of Justice implementing regulations, 28 C.F.R. § 16.1 2t seq., 1
the Ceniral Intelligence Agency implementing regulations, 32 C.F.R, }
§ 1900,01 et seq., the President’s Memorandum of January 21, 2009, 74
Fed. Reg, 4683 (lan, 26, 2009) and the Attomey General's Memorandum of
March 19, 2009, 74 Fed, Reg. 49,892 (Sept, 29, 2009). The Request iz

submitied by the American Civil Liberties Union Foundaimn and the ’

American Tivil Liberties Union (collectively, the *ACLLM)

This Request seeks records periaining to the logal authority and
factual basis for the targeted killing of Anwar al-Awlaki® (“al-Awlaki”) and
two other U.S. citizens by the United States Government. According (o
neWs reports, al-Awlaki, a United States citizen, was killed in Yemen oior
arotind September 30, 2011, by a missile or missiles fired from one or more
unmanned aerial vehicles (UAVs)——wn«moulv referred to-as “drones™—
operated by the Central Intelligence Agency (C14) and/or Joirit Special
Operations Command (JSOC). See, ¢.2., Mark Mazzetti, Bric Sehmitt, &
Robert F. Worth, C.LA. Sirike Kills U.8.-Born Militant ina Car in Yemen, g
N.Y. Times, Oct, 1, 2011, al Al, gvailable at hitp/inyu.ms/rsip7); Greg i
Miller, Sirtke on Aulogi Demonstrates Collaboration between CIA and 3
Milirary, Wash. Post, Sept, 30, 2011, hitp+/Awapo.st/nU0al. Samir Khan

1 The American Civil Liberties Union is anon-profit; 26 U.8.C. § S01(c)(4} membership
organization that educates the public about the civil liberties implications of pendiog wnd
proposed stale and federal legislation, provides enalysis of pending and proposed
legistation, direcily lobbies legislators, and mobilizes its members to lobby their legislutors,
The Ametiean Civi] Liberties Union Foundation is 2 separate 26 U.S.C. § S0HE)3)
organization that prondes legal roprosentation free of charge to individuals snd
organizations in civil rights and civil liberties cases, and educates the public about the civil
libgrries implications of pending and proposed state and federal legisialion, provides
analyses of pending and proposed legislation, directly lobbies legislators, and mobilizes its
members to lobby their legislators.

* Al-Awlaki’s name is somstimes spslisd “al-Aulagi”” This Reqguest secks records reforring
1o al-Awlaki using any spelling cr wanshiterationt of his name:

[
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{("Khan"), also a U.S. citizen, was killed in the same attack. See Tim Mak,
L8, Calls Kin of American Al Queda, Palitico, Oct. 12, 2011,

httpi//politi co/pgNke; Robbie Brown & Kim Severson, Drone Victim Went
From American Middle Class to Waging u Media War for Al Qaeda, N.XY.
Times, Oct. 1, 2011, at A8, available at btip://nyli.ms/pHZSGH. Press
reports indicate thal on or around October 14, 2011, 2 third ULS. citizen,
Abdulrabman al-Awlaki,® was killed in a drons sirike in southern Yemen,
Abduleahiman al-Awlaki, the son of Anwar al-Awlaki, was. 16 years old at
the time of his death. See Peter Finn & Greg Miller, Armwar al-Awlaki’s
Family Speaks Qur Against [His Son’s Death in Airstrike, Wash. Post, Gel.
17, 2011, htypr/iwepo,stnINutiP; Laura Kasinoff, Fatal Strikes His Yenen
as Violence Escalates, N.Y . Times, Oct. 16, 2011, at A12, available at
Titp: vyt ms/pScBwi,

We seek information about the legal basis in domestie, foreign, and
interantional law for authorizing the targeted killing of al-Awlaki, :
Specitically, we request any memoranda produced by the Department of
Justice Office of Legal Counsel (OLC) analyzing the legal basis for killing l

ab-Awlaki and authorizing the use of jethal force against him. We Tequitst

information regarding the rules and standards used to determine When,
where, and under what civcumstances al-Awlaki could be killed, as.well as
what measures were required to avoid civilian casualties. We also request
information about whether Samir Khan was specifically targeted for killing
and what the legal basis was for killing him,

Beginning immediately after ul-Awlaki was killed, the media began
reporting the exisience of a legal memorandum drafied by the OLC that
provided legal justification for killing al-Awlaki (hereinafier “OLC memo™).
The memorandum was reportedly completed around June 2010 and signed
by Dayid Barron. See Charlie Savage, Secret U.S. Memo Made Legal Case
to Kill @ Cjiizen, N.Y. Times, Oct. 9, 2011, st Al, available af
hitp:/fnyt.ms/mScBwi: Peter Finn, Secret 1.8, Memo Sanctioned Kitling of {
Aulagi, Wash. Post, Szpt. 30, 2011, hitp:/wapo.sUnKjZkl. According to the '
New York Times, the OLC memo “concluded that Mr. Awlaki could be
legally killed, if it was not feasible to capiure him, because intelligence
agencies said he was taking part in the war between the United States and Al
Qacda and posed & significant threat to Ameficans, as well as because
Y¥emeni authorities were unable or unwilling to stop him.” Savage, supra.

We seek release of this memerandum, as well a3 any other metoranda
describing the legal basis for killing al-Awlaki or any other U.S. citizen.

¥ Abdutrabiman al-Awlaki's first name is sometimes spelled “Abdelrahman® or “Abdul-
Rahman” and his family nams is sometimes spelled “al-Aulagi,” This Requert seeks
records referring to Abdulrahman al-Awleki using any spelling or wansliteration ot his
1ame.
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Stace al-Awlaki was killed, there have been numerous calls for the
reicase of the OLC memo and any other documenis explaining the
governmen?'s asseried legal basis for killing al-Awlaki. See, e.g., Atthur 8.
Brisbane, The Secrats of Government Killing, N.Y, Times, Oct. 9, 2011,
hitpi//nyti.ms/maggsE; Bditorial, Administration Should Do More 1o Defend
the Awlaki Strike, Wash. Post, Qct. 7, 2011, http://wapo.st/p1 SEho; Peler
Finn, Political. Legal Experts Want Release of Justice Dept. Memo
Supporting Killing of Anwar af-Awlaki, Wash, Post, Oct. 7, 2011,
hitp://wapo.st/n6i3vK (“A bipartisan chorus of political and legal voices is
calling on the Obama administeation to refease a declassified version of the
Justice Department memao that provided the legal analysis sanctioning the
killing in Yemen fast weak of Anwar al-Awlaki, a 1.8, citizen.”); Benjamin
Wittes, More on Releasing the Legal Rationale for the Al-Aulagi Strike,
Lawfare (Qct. 4, 2011, 3:07 PM), http://bit.ly/142x0f; Jack Goldsmith,
Release the al-Aulagi OLC Opinion, gr Its Reasoning, Lawfare (Dct. 3,
2011, 7:45 AM), brip/ibit ly/mRUMg0; Bditorial, Obame's lllegal
Assassination?, Wash. Times, Oct. 3, 2011, hitp:/7hitly/q8y3ad (*The
Justice Departinent reportedly wrote an advisory mémo an the legality of
targeting an American citizen with lethal force absent a trial or other die
process, but the administration hag kept the meo classified, Keeping the
legal rationale secrel amplifies the voices that argue that Mr. Obama
essassinated an American citizen,”); Editorial, dnwar Awlaki: Targeied for
Beain, LA, Times, Oct. 2, 2011, httpi/lat ms/oh0GOw. The publichasa
vital interest in knowing the legal basis on which U.S. citizens may be
designated for extrajudicial killing and then fargeted with legal force.

Reports indicate that the OLC membp “does not independently
analyze {he quality of the evidence against [al-Awlzki].” Savage, supra.
We therefore also seek information abont the factual basis for authorizing
the killing of'al-Awlaki. Such information includes the basiy for asserting
that al-Awlaki was operationally involved in al Qaeda planting, and that he
posed an imminent threatl of hayss to the United States, United States
citizens, or others. We also seek information about the legal and factual
bases for targeting Khap and Abdulrahman al-Awiaki.

Press reports have revealed that Exccutive Branch officials engage in
a progess of assessing the factual basis for determining whether an
individual, including U.,S. citizens, should be targeted for killing. See Mark
Hosenball, Secret Purnel Can Put Americans on "Kill List”, Reuters, Qct. 5,
2011, bt revtrsfodCHEs; James Kitfield, Wanted: Dead, Mat'l 1, Jan, &,
2010, hutp://bit ly/qZ0Q4q ("Hidden betynd walls of top-secret
classifieation, senior U.S. government officials meet in what is essentially a
star chamber 1o decide which encmiies of the state 10 target for
assasstnation.”). llowever, the government has not revealed the factual
basis for fareeting al-Awlaki for killing, snd press reports suggest that the
avidence against him is subject o significant dispute. See Hosenball, supra
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(*{Offcials acknowledged that some of the intelligence purpotting 1o show
Awlaki's hands-on role in plotting attacks was peatchy,”). The public also
lacks information about the killings of Khan and Abdulrahmen al-Awlaki,
including whether they were intentionally targeted.

Without information about the legal and factial basis for the targeted

killing of al-Awlaki and others, the public is unable to make an informed
judgment about the policy of authorizing targeted killings of United States
citizens. We make the following requests for information in hopes of filling
that void,

b

I Reguested Records

All H records creat’ed dﬁ&f Scptamber 11,2001, pertainmg, tQ ‘{he gg
can bc Suhj u:ted 10 targe ted lulhngs’ wheth?r;;,mg unma.nned aenal
vehicles (“UAVs” or “drones™) or by sther means.

All records created after September 11, 2001, pertaitiing to the prozess
by which LS. citizens can be designated for mge:tcd killing, including
who s authorized 1o make such determinations and what evidence is

teeded ta support them,

All memoranda, opinions, drafts, correspondence, and other records
produced by the OLC after September 11, 2001, pertaining fo the Jegal
basis in domestic, foreign and international lavy upon which the targeted
killing of Anwar al-Awlaki was sathorized and upon which he was
killed, including discussions of:

A. The reasons why domestic<law prohibifions on reurder,
assassinalion, and excessive use of force did not praciude the
targeted killing of al-Awlaki;

B, The protections and requirements imposed by the Fifth
Amendment Due Prodess Clause;

"

». The reasoris why international-law prohibitions on extrajudicial
killing did not preclude the targeted killing of al- Awlaki;

. the applicability (or non-applicability) of the Treason Clause to
the desiston whether o target al-Awiaki;

E. The legal basis authorizing the CIA, JSOC, or other U,
Goverrment entities to carry out the targeted killing of al-
Awlaki;

Filed 06/20/12 Page 6 of 13
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F. Any requirement for proving that al-Awlaki posed an imminent
risk of harm to others, including an explanation of how w define
imminence in this context; and

G. Any requirement that the U.S. government first attenpt to
capture al-Awlaki hefore killing him.

4, All documents and records pertaining 1o the factual basis for the tarpeted
killing of al-Awiaki, including;

A, Facts supperting a belicf that al-Awlaki posed an imminent threat
1o the Unifed States or United States inferests;

JERICAR Byt LIBEREIES B. Facts supporting & b§tief~ﬁﬁat al-Awlaki could not be captured or
RO EDHNOANGH brought io justice uging nonlethal means;

C. Facts indicating that there was a legal justification for killing
persons other than al-Awlaki, including other U.S, citizens, while
atternpting 1o kill al-Awlaki himself;

D. Facis supporting the assertion that al-Awlaki was operationally
involved in ul Qaeda, rather than being itvolved merely in
propaganda activities; and

!

. Any other facts relevant to the decision to authorize and execite
the targeted Killing of al-Awlald.

\¥l

All documents and records pertaining to the factual basis for the killing
of Samir Khan, including whetlier he was intentionally targeted, whether
U.8. Government personnel were aware of his progimity to al-Awlaki at
the time the missiles were launched at al-Awlaki’s vehicle, whether the:
United States took measures to avoid Khan's death, and any other facts
relevant to the decision ta kill Khan ot the failure to avoid causing his
diath,

6. All documents and records pertaiting 1o the factual basis for the killing
of Abdulrahman al-Awlaki, including whether he was intentionally
targeted, whether U.S. Government peysonncl were aware of his
presence when they launched a missile or missiles at his Tocation,
whethet he was targeted on the basis of his kinship with Anwar al-
Awiaki, whether the United States took measures fo avoid his death, and
any other factors relévant to the deeision to kifl him or the fallure ta
avold causing his death.
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{L. Application for Expedited Processing

We request expedited processing pursuant to § U.S.C.
§ S32{(a)6XL); 2R CFR. Q 16.5(d); 32 C.F.R. § 286.4(d)(3); and 32 C.F.R.
§ 1900.34(c). There is u “eompelling need” for these records hecause the
informalion requested is urgently needed by an organivaiion primarily
engaged in disseminating information in order to inform the public sbout
actual or alleged Federal Government activity, 3 US.C. § 552()(6)(EXv);
see also 28 C.1R. § 16.5(d)(1)(ii); 32 C.F.R. § 286.4(c)(3)(ii); 32 C.F.R.
§ 1900.34(c)(2), In addition, the records sought relate to g “breaking news
stary of general public interest.” 32 C.F.R. § 286.4)B)(1)(A); see also 28
CER. § 16.5(d){(1){iv) (providing for expedited processing fu relation to a
“matter of Widespread and éxcéptional media interest in which there axist
possible questions abaut the gnvermnsnt’s inteprity which affect public

confidence”).

The ACLU is “prirgarily ¢ngaged in disseminating information™
th}un the meaning of the statute and regulations. § U:5.C.

§ $52(a)(6 )(F)(‘v)(ﬁ) 28 CFR, § 16.5()(1)(0); 32 C.F.RC § 286.4()(3)ii)
"9 C.RR. § 1900.34(c)(2). Dissemination of information to the public isa
critical and subsizntial component of the ACLU"s mission and 'work. See
ACLU v. Dep’t of Justice, 321 F. Supp. 24 24, 30 1,5 (D.D.C. 2004) (finding

that a non-profit public interest group that “gathers information of potential

interest to a segment of the public; tses its editorial skills to turn the raw
material into 4 distinet work; and distributes that work fo an andience” to he
“primarily engaged in disseminating information” (internal citation
omitted)). Specifically, the ACLU publistes newsletters, news briefings,
right-to-know doctments, and other sducational and informational materials
that ar¢ broadly citculated to the public. Such material is widely available
to everyong, including individuals, fax-exempt organizations, not-for-profit
groups, law students and faculty, for no cost or for a nominal fee. The
ACLU algo disseminales infonnation through its heavily visited website,
www.aclnorg, The website addresses civil rights and civil liberties issues
in depth, provides features on civil rights and civil liberties issues in the
news, and containg many thousands of documents relating o the issues on
which the ACLU is focused,

The ACLU welbsite specifically includes features on information
obiuined through the FOIA. See, e.g., www.aclu.org/torturetola;
htp:/iaww. aclu. orglolememos/; hitfp:/iwww.aclu.org/mationsl-
security/predator-drone-foia,
brp/Awww achu.org/salefres/torture/csrdfoiabtmi;
httpr/iwww aclu.org/natseo/foia/ssarch.himl;
hitp://www.achiorg/safefree/nsaspying/30022res20060207 himl;
www.achy.org/patriotfoia. www.achu.org/spyfiles;
hitpe/fwww.aclworg/safefree/nationslsecuritylottors/32 140mes2007101 1 hund

96
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s www .aclu.org/exclusion. For example, the ACLUP’s *“Torture FOIA”
webpage, www.achyorgftorturefold, contains commentary sbowt the
ACLU's FOIA request, press releases, analysis of the FOIA decuments, and
att advanced search engine permitting webpage visilors 1o search the
docurments obtained through the FOTA. The webpage also advises that the
ACLU in collaboration with Columbia University Press has publistied &
book about the documents obtained through the FOIA. See James! Jaffor &
Amrit Singh, Administration of Torture: A Documentary Record from
Washington 1o Abu Ghraib and Beyorid (Columbia Univ, Press 2007), The
ACLU also publishes an elecivonic newsletter, which is distributed to
subséribers by e-mail. Finally, the ACLU has produced an in-depth
televisian scries on civil Hiberties, which has included analysis and :
explanation of information the ACLU has obtained through the FOIA. The |
ACLU plaps fo analyze and disseminate 1o the public the inforniation |

HETIEA S LBERTIS gathered through this Request. The records requested are not soaght for i

PNUIN FOINDRTIN commercial use and the Requesters plun to disseminate thuntonnaﬁen
disclosed as a result of this Request to the public 4t no cost.?

Furthermore, the récords sought directly relate to & breaking news
story of general public interest that concerns aotual or alleged Federal
Government activity; specifically, the records sought relate the U.S.
Government's targeted killing of Anwar al-Awlaki, allegedly collateral
killing of Samir Khan, and potential killing of other U.S. citizens s Yomen
and elsewhere vsing unmanned aeria) vehicles or ofher micans. The records
sought will help determine what the governmont’s asseried legal basis for
the: targeted killing of al-Awlaki and others is, whether it complies with
domestic and international [aw, whether the government seeks to avoid
collateral killing of 11.8. citizens not specifically targeled, and other matters
that arg essential in order for the public to make an informed judgment about
the advisability of this tactic and the lawlilness of the govetmment’s
conduct. Forthese reasons; the records sought relite 16 a “matter of
widespread and exceéptional media interest in which there exist possible
qm:'sncsns about the government's integrity which affect public confidence.”

CFR. § 16.5(d)(D(iv).

i
|
i
L
i
i
!
;
|
L
|
!

There have been numierous news reports about targeted killings using
drones in Afghanistan, Pakistan, Yemen and elsewhere. More particularly,
there has been extensive media coverage of the killing of al-Awlaki and
Khan. See, ez, Tim Mak, U.S. Calls Kin of American Al Jaeda, Politico,
Uet. 12, 2011, httpr/politi.co/pgONke; Seott Shane & Thom Shanker, Yemen

1 addition to the aational ACLU officss; there are 53 ACLU affiliste and national chapler
offices located throughout the United States and Puetfo Rico. These offices further
disseminate ACLU materiel to local residents, schools, and organizations through a variety
of nieans, including their own websites, nublmauous and pewsletters. Further, the ACLU
makes archived material availuble at the American Civil Liberfics Union Archives al
Princeton Liniversity Library,
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Strike Reflects U.S. Shift To Drones as Cheaper War Tool, N.Y . Times, Qet.
2, 2011, at Al, available af http://nyd mefopznlt; Mark Mazzefti, Eric
Sehmitt, & Robert F. Worth, C.1.4. Strike Kills U3 ~Born Militant In 4 Car
In Yemen, NUY. Times, Qct. 1, 2011, at A1, available ai
hittp://nyti.ms/rsip7]; Robbie Brown & Kim Severson, Drone Victim Went
From American Middie Class to Woging a Media War for Al Queda, N.Y.
Times, Ocl. 1, 2011, at A8, gvgilable af mtp:/myti.ms/pHZSGH; Grog
Miller, Sirike on Aulagi Demonistratey Collaborgtion Between CI4 and
Military, Wash, Post, Sept. 30, 2011, http//wapo.st/nU01a0. 'There has also
been widespread reporting of thekilling of Abdulrahman al-Awlaki. See,
¢.g., Peter Finn & Greg Miller, dnwar al-Awlaki's Family Speaks our
Against His Son's Death in Airsirike, Wash, Post, Qct, 17,2011,
btip:/Awapo.sUnYNuHP; Laura Kesinoff, Fatal Strikes Hir Yemen as
Violence Escalates, N.Y, Times, Oct. 16, 2011, at A12, availabile ar

ERICAS GV LBERTIES bitpi/fnytiams/pScBwi, Brian Bennett, TS, Drone Strikes Kill Al Qaeda

SNIEN FOUNDR LN Operative in Yemen, LA. Times, Oct. 16, 2011, http://lat ms/mWifAn;
Hamze Hendawi, Yemen: U5, Sirike Kilis ¥ al-Qaeda Militants, Associated
Press, Oct, 15, 2011, hitpi/aben. we/piHgbA.

The Obama Administration’s refusal o release the OLC memo or
other documents describing the legal basis for killing al-Awlaki has also
been the subject of intense media coverage, See, .g,, Charlie Savage,
Secret U8, Memo Made Legal Case 1o Kill a Citizen, N.Y. Times, OclL. 9,
2011, at Al, available af http://nyt.ins/pScBwiy Arthur S. Brisbane, The
Secrels of Gaverrment Killing, N.Y. Times, Oct. 9, 20 i1,
tip:/fnyti ms/nagesE; Editorial, Administration Should Do More 1o Defend
the Awlnki Strife, Wash. Post, Oct. 7, 2011, hitp://wapo.st/p1SEhe; Peter
Finn, Politieal, Legal Experts Want Release of Justice Depl. Memeo
Supporting Killing of Amear al-Awlaki, Wash. Post, Oct. 7, 2007,
httpi//wapo.st/n6I3vK; Bditorial, Obama ‘s lllegal Assussination?, Wash.
Times, Oet. 3, 2011, hetp/7bitly/q8y3ad; Editoriel, Anwar Awlaki, Targeted
Jor Deaih, LA Times, Oct. 2, 2011, http:/lat.ms/oh0GOw; Peter Finn,
Secrer U.S. Memo Sanctioned Killing of Aulagi; Wash. Post, Sept. 30, 2011,
hitp://wapo.st/nKjZkJ, There is also significant interest in the details of the
process by which the government authorized the killing of al-Awlaki. See,
e.z., Bruce Ackerman, Obama’s Death Panel, Foreign Policy, Oct. 7, 2011,
http:/fbitly/qZ004q; Mark Hosenball, Secret Panel Can Put Americans on

Kl Lisr ", Reuvers; Oct. 5, 2011, httpi/reut.rs/odCHEs.

Significant and préssing questiotis about the basis for the targeted
killing of al-Awlakd and other1).5, citizens remain unanswered. Therefore,
the subject of this Request will remain a mavier of widespread and
exceptional media inferest. The public has an urgent need for information
-about the subject of this Request,

JA256
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HI Applicstion for Waiver or Limitation of Fees

We request a waiver of search, review, and duplication fécs on the
grounds that disclosurc of the requested records is in the public interost
because it “is likely to coniribute significantly to public undeérstanding of the
opcrations or activilies of the government and is not poimarily in the
commercial interest of the requester,” 5 11.8.C. § 552(a)(4){AXiid); see also
WCER §16.11%)(1) 32 CFR. § 286.28(d); 32 C.F.R. § 1900.13(0)(2).

As discussed above, nunterous news. accounts reflect the.
considerable public intérest in the records we seek, Given the ongoing and
widespread media attention to this issue, the records sought in the instant
Request will contribute significantly to public understanding of the -
operations-and activities of the Departments of Defense, Jostics, and the
Cinitral Inelligence: Agency with regard to the targeted killings of Anwar al-
Awlaki and other US. citizéns, See 28 C.F.R. § 16,1 1(k)(1)(1): 32 CER.

§ 286.28(d)(3); 32 CF.R. § 1900.13(5)(2). Morevver, disclosure is hol in
the ACLUs commercisl inferest. Any infermation disclosed by the ACLU
as a result of this Request will be available to the public at no cost. Thus; a
fee waiver would fulfill Congress®s legislative intent in amending FOIA.
See Judicial Watch Ing. v. Rossotti, 326 F.34 1309, 1312 (D.C. Cir. 2003)
{*Congress aménded FOIA to ensure that it be ‘Lberally constived in favor
of waivers for noncommercial requesters.”” {citation omitted)); OPEN
Government Actof 2007, Pab, L. No. 110-173, 121 Stat. 2524, § 2 (Dec, 34,
2007) (finding that “disclosure, not seereey, it the dominant objective of the
Act,” but that *in practice, the Fseedom of Information Act has not always
lived up 1o the ideals.of that Act™).

We also refjuest a waiver of search and review fees on the grounds
that the ACLU qualifies s a “representative of the news media” and the
records are not sought for commercial use. 5 US.C. § 552(a){4)(A)ENL).
Aceordingly, fees associated with the rrocessing of the Reguest. shauld be
“limited to reasonable signdard charges for document duplication,” 3
U.8.C. § 552(a)A(AED(I); see also 32 CPR. §286.28(e)(7); 32 C PR §
1900.13(1)(2); 28 C.FR. § 16,11(d) (search and review fees shail not be
charged 1o “representatives of the news media™),

The ACLU 1eets the statutory and regulatory definitions of 2
“representative of the news media” because it is an “entity that gathers
information of potential interest to a segment of the public, nses its editorial
skills to fiwn the raw materials into a distinet work, and distributes that work
to an audience.” 51L8.C. § S32(a)(d)(A)(ii); see alse Nai'l Sec. Archive v,
Dep't of Def., 880 F.2d 1381, 1387 (D.C. Cir. 1989); ¢ ACLL v. Dep't of
Justice, 321 F. Supp. 2d 24, 30 0.5 (D.D.C. 2004) (fmding non-profit public
interest group to be “primarily engaged in disserinating information™). The
ACLU is a “representative of the news media” for the same yeasons it is
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“primarily engaged in the dissemination of information See Elec. Frivacy
Info. Ctr. v. Dept of Def., 241 F. Supp. 2d 5, 10-15 (D.D.C. 2003) (finding
non-profit public interest group thal disseminaied an electronic newsleter
and published books was a “representative of the news media® for purpnses
of FOLAY; see supra, section 11,
¥

* *

Pursuant o applicable statute and regulations, we expect a
determination regarding expedited processing within 10 calendar days. See
5 ULS.C. § 552(a)(8) EYID(D); 28 C.F.R. § 16.5(d)(4); 32 CER.

§ 286.4(dX(3); 32 C.F.R. § 1900.21(d),

Please be advised that because we are requesting expedited
processing under the Department of Justice implementing regulations
AETCAN Bivi, LBE1ES section 16.5(d)(1)(ii) and section 16. S(d)(lj(w), we are sending a copy of
HIUH PIYRTATON this letter to DOI's Office of Publie Affairs. Notwithstanding Ms,
Schmaler’s determination, we look forward to your reply within 20 business
days, ag the skatute requires under section S52(a)6)AXT).

1f the Request is-denied in'whole or in part, we ask that you justify
all deletions by refarcrice to specific exemptions 1o FOIA, We expect the
release of all segregable portions of atherwise exempt material. We reserve:
the right 10 appeal a-decision to withhold any information erto deny a
waiver of fees.

* On aceount of these fuctars, fees associared with respending to FOIA requiests are
sepularly waived for the ACLU, For examiple, in Aupust 2011 the Department of Justice
granted 3 fes waiver io the ACLU with respect to & request for {nformation relsted to the
proxy detentivn of detainees of U.S. naval vessels, In Jane 2011, the National Security
Diviston of the Department of Justice granted a fec-waiver to the ACLU with respect to a
reguest for ducuments relating 1o the interpratation and implementation of v section of e
PATRIOT Act. Tn Ociober 2010, the Depurtment of the Navy granted-a fee waiver to the
ACLY with téspeet to-& request for documents regarding the deaths of detainees in {1.5.
custody, In-Tanisry 2009, fhe CIA granted & fee walver with respeet to the same request,
1n Jenwary 2010, fhe State Déparrment, Department of Defense, and Deparinient of Justics
all granted a fee waiver tothe ACLU with regard 10 a FOIA request submitted in Aptil
2009 for information relating to the Bagram Theater Internment Facilily in Afghanistan. In
March 20069, the State Deparment granted  fee waiver ® the ACLU with regard to a FOIA
request submitfed in Dedernber 2008, The Departmont of Justice granted a fee waiver 1o
the ACLU with regard 1o the same FOLA request. In Noversber 2008, the Deparfrent of
Health and Human Sarvices granted a fee waiverto the ACLU with regard to & POIA
request submifted in November of 2006, In addition, the Department of Defense did ot
¢hurge the ACLU fees associated with FOLA requests submmitted by the ADLY in Asril
2007, Tutie 2006, February 2006, and October 2003, The Department of Justice did not
charge the ACLYJ fess assnciated with FOILA requests submitted by the ACLU in November
2007, Devember 2005, and December- 2004, Three separate sgencies—the Feders] Buresn
of Investigation, the Office of Intelligence Policy and Review, and ihe Oftice of
Information ahd Privaey in the Departnent of Justice—did not charge the ACLU fees
aysociated with a FOLA vequest submined by the ACLU in Avgust 2002,
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We also request that you provide an estimated date on which you
will complete processing of this request. See 5 U.8.C. § 352(a)(7}(B).

Thank you for your prompt attention to this matter. Please furnish
all applicable records to:

Nathan Freed Wessler

National Security Project
Ameriean Civil Libertics Union
125 Broad Street, 18th Floor
New York, NY 10004

Taffirm that the information provided supporting the request for
expedited processing is true and correet 1o the hest of my knowledge and
ARERICAN S BERTIES belief, See S U.S.C. § S52a)6)E)(vi).

GRION FOUNBETIGR
Sincerely,

)l ML

Wathigh Freed Wessler

American Civil Liberties Union Foundation
125 Broad Street, 1 8th Floor

New Yark, NY 10004

Tel: (212) 519-7847

Fax: (212) 549-2654
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Central Intelligence Agency

Washington, D.C. 20505

25 Qctober 2011
Mr., Nathan Freed Wessler
American Civil Liberties Union Foundation
125 Broad Street 18™ Floor
New York, NY 10004

Reference: F-2012-00140
Dear Mr. Wessler:

On 24 October 2011, the office of the Information and Privacy Coordinator received your
19 October 2011 Freedom of Information Act (FOIA) request. Qur officers will review it, and
will advise you should they encounter any problems or if they cannot begin the search without
additional information.

You have requested expedited processing. We handle all requests in the order we receive
them; that is, “first-in, first-out.” We make exceptions to this rule enly when a requester
establishes a compelling need.in accordance with the FOIA, 5 U.S.C. § 552, as amended. Your
request does not demonstrate a “‘compelling need” under these criteria and, therefore, we deny
your request for expedited processing.

We have assigned your request the refercnce number above. Please use this number
when corresponding so that we can identify it easily.

Sincerely,

Py

Susan Viscuso
Information and Privacy Coordinator
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Central Inteffigence Agency

17 November 2011

Mr. Nathan Freed Wessler

American Civil Liberties Union Foundation

125 Broad Street, 18" Floor )

New York, NY 10004 ¢

] Refprcncc: £-2012-00140
Dear Mr. Wessler:

This is further 10 our 25 October 2011 letter regarding your 19 October 2011 Freedom of
Information Act (FOIA) request, submitted -on behalf of the American Civil Liberies Union Foundation,
received in the office of the Information and Privacy Coordinator on 24 October 2011, for:

1. All records created after September 11, 2001, pertaining 1o the legal basis in domestic,
forgign and intermational Jaw upon which U.S. citizens can be subjected to targeted
killings, whethcr. usmg mnmnned aerial vehicles (“UAVS” or “droniés™)-or by other
means.
2. Allrecords cu:a&d aﬂer Septmber 11 2001, pertamng to the process by which U.S.
citizens can be designated fortargeted killing. -
3. Al menioranda, opinions, drafts, correspondence, and other records produced by the
OLC after September 11, 2001, pertaining to the legal basis in domestic, foreign, and
internatiopal law upon which the targeted killing of Aawar al-Awlald was authorized
and upon which he was killed.
4, All documents and rccords pertaining to the factual basis for the targeted killing of :
al-Awlaki. !
All documents and records pertaining to the-factual basis for the killin g.of Samir Khan,
inchuding whether he was intentionally targeted, whether U.S. Government personnel
were aware of his proximity fo al-Awlald at the timé the missiles were launched at |
al-Awlaki’s vehicle, whether the United States took measures to-avoid Khan’s death, i
and any other facts relévant to the decision to kill Khan or the failure to avoid causing :
his death.
6. All documents and records pertaining to the factal basis for the killing of Abdulrahman
al-Awlaki, including whether he was intentionally targeted, whether U.S. Government
personne} were aware of hispresence when they launched a missile or missiles at his
location, whether he was fargeted on the basis of bis kinship with Anwar al-Awlaki,
_whether the United States ok measutes to avoid his death, and any other factors
relevant 10 the decision to kill him or the failure to avoid causing his death.

L2
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We have completed a thorough review of your request and have determined, i accordance
with section 3.6(a) of Exscutive Order 13526, the CIA can nicither confirm nor deny the existence or
nonexistence of records responsive to your request. ‘The fact of the existence or nonexistence of
requested records js currently and properly classified and js intelligence sources and methods information
that is protected from disclosure by section 6 of the CIA Act.of 1949, as amended, and section 102AO(D
of the National Security Aet of 1947, as amended, Therefore, your request is denied pursuant to FOIA.
exemptions (b)(1) and (b)(3). T have enclosed an explanation of these exemptions for your reference and
retention. As the CIA Information and Privacy Coordinator, I am the CIA official responsitle for this
determination. You have the right to appeal this response to the Agency Release Pancl, in my care,
within 45 days from the date of this lefter. Please include the basis of your appeal,

We note that you have already submitted your request to the Department of Justice.

Sincerely,

~ Susan Viscuso
Information and Privacy Coordinator

Enelosure
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Explanation of Exemptions

Freedom of Information Act:

(b)(1) exempts from disclosure information currently and properly classified, pursuant to an
Executive Order;

(B)(3) exempts from disclosure information that another federal statntz protects, provided that the
other federal statute either requires-that the matters be withbeld, or establishes particular
criteria for withholding or refers to particular types of matters to be withheld. The (b)(3)
statutes upon which the CIA relies include, but are not hmited to, the CIA Act of 1949;

(b)(4) exerapts from disclosure wade secrets and cormercial or financial information that is
obtained from a person and that is privileged or confidential;

(b)(5) exempts from diselosureinter-and intra-agency memoranda or letters that would not be
available by law to-a parly other than an agency in litigation with the agency;

{(b)(6) exenapts from disclosure information from personnel and medical files and similar files the
disclosure of which would copstitiite a clearly mnwaranted invasion of privacy;

(b)(7) exempts from disclosure information compiled for law enforcement purposes to the extent
that the production of the information (A) could reasonably be expected to inferfere with
enforcement proceedings; (RY would deprive 4 person of'a right to a fair wial or an
imipartial adjndication; (C) could reasonably be expected to constitute an nnwarranted
invasion of personal privacy; (D) could reasonably be expected fo disclose the jdentity of a
confidential source or, in the case of information compiled by a criminal law erdorcement
authority in the conrse of a.criminal investigation or by an agency conducting a lawful
national secutity intelligence investigation, information furnished by a confidential source ;
(E)would disclose technigues and procedures for law enforcement investigations or
proseeutions if such disclosure could reasonzbly be expected to risk circumvention of the
law; or (F) could reasonably be expected to endanger any individual’s life or physical
safety;

- £

(bX8) exempts from disclosure inforrmation contained in reports. or related to examination,
operating, br condition reports prepared by, or on behalf of, or for use of an agency
responsible for regulating or supervising financial institutions; sud

(6)(9) exempts from disclosure geological and geophysical information and data, including maps,
" concerning we]’_]s,

March 2011
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NATIGRAL SECURITY
PROJECT

AMERICAM CIVIL LIBERTIES
UNION FOUNDATION
. .

December 6, 2011

Agericy Release Panel

c/o Susan Viscuso, Information and Privacy Coordinator
Central Intelligence Agency

Washington, D.C. 205035

Re:  FOIA Appeal, Reference: F-2012-00140

Dear Ms. Viscuso,

Requesters American Civil Liberties Union and American Civil
Liberties Union Foundation (collectively, “ACLU™) write fo appeal the
Central Intelligence Agency’s (“CIA™) refusal to confirm or deny the
existenice or nonexistence of records requested by Freedom of Information
Act (“FOIA™) request number F-2012-00140 (“Request™). The Request
seeks records pertaining to the legal authority and factual basis for the
targeted killings of U.S, citizens, specifically, Anwar al-Awlaki, Samir
Khan, and Abdulrshman al-Awlaki, See Ex. A (FOIA Request dated
Octobet 19, 2011} Information and Privacy Coordinator Susan Viscuso’s
lettér refusing to confirm or deny the existence or nonexistence of
responsive records {“Response Letter”) is dated November 17,2011, See
Ex. B (Response Letter). The ACLU respectfully requests reconsideration
of this determination and the release of records responsive to the Request.

The ACLU requested release of six distinct categories of infortation
pertaining to the legal authority and factual basis for the targeted killing of
three U.S. citizens. The CIA denied the ACLU's FOIA request with a
“Glomar™ response. The Response Letter stated, in conclusory terms, that
“the CIA can neither confirm nor deny the existence or nonexistence of
records responsive 1o your request” because “[tihe fact of the existence or
nonexistence of requested records is currently and properly classified and is
intefligence sources and methods information that is protected from
disclosure by [statute].” Ex. Bat2.

The Glomar response provided here is far too sweeping and
categorical. The refusal to confirm or deny the existence of any records
about the targeted killings in question or the targeted killing program
generally goes far beyond the bounds of a permissible Glomar response.
Under FOIA, an agency may invoke the Glomar response—refusing to
confirm or deny the existence of requested records—only if the very fact of
existence or nonexistence of the records is itself properly classified under
FOIA exemption (b)(1), properly withheld pursuant to statute under
exemption (b)(3), or properly subject fo another FOIA exemption. See
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Phillippi v. CI4, 346 F.2d 1009, 1012 (1D.C. Cir. 1976); Exec. Order No.
13,526, § 3.6(a), 75 Fed. Reg. 707, 719 (Dec. 29, 2009). It is extremely
unlikely that merely confirming or denying the existence of records
pertaining to targeted killing—a subject of voluminous and sustained media
coverage—would reveal a classified fact or intelligence sources or methods.

The Response Letter fails to adequately justify the sweeping and
categorical Glomar response. The Response Letter provides only a
conclusory explanation of the basis for invoking the Glomar response, and
does not explain why acknowledging the existence or nonexistence of any
responsive records would reveal a classified fact or an intelligence source or
method. See Ex. B at 2 (“The fact of the existence or nonexistence of
requested records is currently and properly classified and is intelligence
sonrces and methods information that is protected from disclosure by
[statute].”). Further, the Response Letter does not explain how the
requested records even relare to intelligence sources or methods, and makes
no attempt to distinguish between the six distinct categories of information
contained in the ACLU’s Request or to explain why confirming or denying
any particular category of requested records would reveal a classified fact
or intelligence source or method. The sunmmary and categorical rationdle
provided in the Response Letter is not an adequate justification for dénying
the ACLU’s FOIA request in rofo. See Morley v. CI4, 508 F.3d 1108, 1126
(D.C. Cir. 2007) (remanding with instructions that “the CIA must
substantiate its Glomar response with ‘reasonably specific detail’™);
Riquelme v. CI4, 453 F. Supp. 2d 103, 112 (D.D.C. 2006) (“{A] Glomar
response does not . . . relieve {an] agency of its burden of proof.” (citing
Philippi, 546 F.2d at 1013)). :

Additionally, the sweeping Glomar response provided in the
Response Letter is unsupportable because the government has
acknowledged facts at issue in the Request. The government’s targeted
killing program and its use of unmanned acrial vehicles (commonly known
as “drones™) to carry out the program is by no means a secrel. Previous
government acknowledgement of information sought in a FOIA request
waives an otherwise valid Glomar claim. Wolfv. CI4, 473 F.3d 370, 378
(D.C. Cir. 2007) (“[W}hen information has been officially acknowledged, its
disclosure may be compelled even over an agency’s otherwise valid
exemption claim.” (internal quotation marks omitted) (citing Fifzgibbon v.
CiA, 911 F.2d 755, 765 (D.C. Cir. 1590))).

The CIA’s involvement in carrying out targeted killings using drones
and other means is well known. See, e.g., Adam Entous, Siobhan Gorman,
& Julian E. Barnes, U.S. Tightens Drone Rules, Wall St. J., Nov. 4, 2011,
http://on.wsj.com/uh1 AEL; Mark Mazzetti & Eric Schmitt, C.14. Steps Up
Drone Attacks on Taliban in Pakisian, N.Y. Times, Sept. 27, 2010,
http://nyti.ms/aDZ7Y3 (“The C.I.A. has drastically increased its bombing
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campaign in the mountains of Pakistan in recent weeks, American officials
said.”); Jane Mayer, The Predator War, New Yorker, QOct. 26, 2009,
http:/fmyr ke/3BpZyi. Current and former government officials have
explicitly discussed the targeted killing and drone programs and have
acknowledged the CIA's role in them. See, e.g, Josh Gerstein, £x-DNT
Dennis Blair: Gei CIA Qut of Long-Term Drore Campaigns, Politico, Nov.
30, 2011, http://peliti.eo/rp30Cm (quoting former Director of National
Intelligence Dennis Blair discussing CIA drone program); U.S. : Defense
Secretary Refers to Cl4 Drone Use, L.A. Times, Oct. 7, 2011,
http://lat.ms/roREDq (quoting former CTA Director and current Secretary of
Defense Leon Panetta discussing CIA’s use of predator drones); Scott
Shane, C.LA. Is Disputed on Civilian Toll in Drone Strikes, N.Y . Times,
Aug. 11,2011, http://nyti. ms/nsUiJW (“President Obama’s top
counterterrorism adviser, John O, Brennan, clearly refetring to the classified
drone program, said in June that for almost a year, ‘there hasn’t been a
single collateral death because of the exceptional proficiency, precision of
the capabilities we've been able to develop.”™); Spencer Ackerman, Will
Petraeus Rein in the Drone War?, Wired, June 23, 2011, http://bit.ly/HUSDe
(quoting Gen. David Petraeus’s comments:-on use of drones by CIA during
ClA directorship confirination hearing); Tara Mckelvey, Juside the Killing
Machine, Daily Beast, Feb. 13, 2011, hitp://bit.ly/rfU2eG (quoting former
CIA General Counse! John A. Rizzo’s detailed discussion of the CIA’s
targeted killing program); Leon E. Panetta, Director’s Remarks at the
Pacific Council on International Policy (May 18, 2009),
http://1.usa.gov/15sidh (quoting CIA Director Leon E. Panetta stating, in
response to a question about drone strikes, that “I think it does suffice to say
that these operations have been very effective because they have been very
precise in terms of the targeting and it involved a minimum of collateral
damage™ and that drones are “the only game in fown in terms of confronting
or trying to disrupt the al Qaeda leadership™); Peter Finn & Joby Warrick,
CIA Director Says Attacks in Pakistan have Hobbled Al-Qaida, Wash. Post,
Mar. 17, 2010, http://wapo.st/cAbyl7 (quoting CIA Director Leon E. Panetta
describing drone strikes in Pakistan as “the most aggressive operation that
CIA has been involved in in our history™).

The CIA's authority to carry out targeted killings against U.S.
citizens has also been publicly known for nearly a decade. See, e.g., John J.
Lumpkin, Bush Order: CIA Can Kill Americans in Al Qaeda, Chi. Trib.,
Dec. 4, 2002, available at 2002 WLNR 12684412 (“U.S. citizens working
for Al Qaeda overseas can tegally be targeted and killed by the CIA under
President Bush’s rules for the war on terrorism, U.S. officials say.™);
Editorial, Lethal Force Under Law, N.Y. Times, Oct. 10, 2010,
http://nyti.ms/aahH2n (“Privately, government officials say no C.I.A. drone
strike takes place without the approval of the United States ambassador to
the target country, the chief of the C.LA. station, a deputy at'thé agency, and
the agency’s director,”). More specifically, the CIA’s involvement in the
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killings of Anwar al-Awlaki, Samir Khan, and Abdulrahman al-Awlaki has
been acknowledged by government officials and widely reported in the
press,

it has been publicly known since at least January 2010 that Anwar
al-Awlaki was placed on a so-called “kill list.” See, e.g, Dana Priest, U.S.
Military Teams, Intelligence Deeply Involved in Aiding Yemen on Strikes,
‘Wash. Post, Jan. 27, 2010, hitp://wapo.st/dkg306; Greg Miller, U.S. Citizen
in CIA’s Cross Hairs, L.A. Times, Jan. 31, 2010, htlp://lat. ms/incdX1B;
David 8. Cloud, (.8 Citizen Anwar Awlaki Added 6 CI4 Target List, L.A.
Times, Apr. 6, 2010, http://lat. ms/almVO0m; Greg Miller, Muslim Cleric
Aulagi Is 1st U.S. Citizen on List of Those CIA Is Allowed to Kill, Wash.
Post, Apr. 7, 2010, hitp://wapo.st/9Fhi4B. Press coverage of the attack that
killed al-Awlaki and Khan cited statements by government officials
describing clearly, and in considerable detail, the CIA’s involvement in
directing and carrying out the attack. See, e g., Mark Mazzetti, Eric Schmitl,
& Robert F. Worth, C.I.A. Sirike Kills U.S.-Born Militant ina Car in Yemen,
N.Y. Times, Oct. 1, 2011, at Al, available ar htp://myti.ms/rsjp7] (citing
government officials and reporting that “[a}fter several days of surveillance
of Mr. Awlaki, armed drones operated by the Central Intelligence
Agency tock off from a new, secret American basé in the Arabian
Peninsula, crossed into northern Yeren and unleashed a barrage of Hellfire
missiles at a car carrying him and other top operatives from Al Qaeda’s
branch in Yemen, mcluding another American militant whic had run the
group’s English-language Internet magazinie™); Greg Miller, Strike on
Aulagi Demonsirates Collaboration between-Cl# and Military, Wash. Post,
Sept. 30, 2011, http://wapo.st/nU0Ta0 (“Traveling from secret bases on
opposite sides of Yemen, armed drones from the CIA and the military’s
Joint Special Operations Command converged above Anwar al-Aulagi’s
position in northern Yemen early Friday and unleashed a fhury of missiles.
US officials said the C1A was in comtrel of all the aireraft . . . ."). President
Obama himself has acknowledged the U:S. government’s killing of al-
Awlaki: Hours after al- Awlaki and Samnir Khan weze killed, the President
publicly lauded al-Awlaki’s death as “another significant milestone in the
broader effort to defeat al Qaeda and its affiliates™ and then acknowledged
the U.8. government’s role, stating that “this success is a tribute to our
intelligence community.” Barack Obama, Remarks by the President at the
“Change of Office” Chairman of the Joint Chicfs of Staff Ceremony (Sept.
30, 2011), hup://1 .usa.gov/e0mLpT. Several weeks [ater, President Obama
stated on national television that “{al-Awlaki] was probably the most
important al Qaeda threat that was out there after Bin Laden was taken out,
and it was important that werking with the enemies [sici Yemenis], we were
able to remove him from the field”” David Nakamura, Obama on Tonight
Show’ with Jay Leno: Full Video and Transcript, Wash. Post, Oct. 26, 2011,
http://wapo.st/u2GTMF (emphasis added).
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Press reports have also revealed details about the U.S. drone strike
that killed Abdulrahman al-Awlaki. See Tom Finn & Noah Browning, An
American Teenager in Yemen: Paying for the Sins of his Father?, Time,
Oct. 27, 2011, http://ti.me/vi2Eor, Tim Lister, Death of U.S. Teenager in
Drone Strike Stokes Debate, CNN.com, Qct. 25, 2011, hitp://bit.ly/rDnXsA;
Catherine Herridge, Obama Administration Pressed for Accountability Afier
Americans Killed in Anti-Terror Airsirikes, FoxNews.com, Oct. 25, 2011,
http://fxn ws/rIFWd8.

The press has also quoted government officials regarding specific
categories of information sought by the Request. For example, Category
Three of the Request seeks mémeranda and other records produced by the
Department of Justice Office of Legal Counsel (“OLC™) portaiting to the
legal basis upon which the targeted killing of Anwar al-Awlaki was
authorized and upon which he was killed. Ex. A at 5, Based on descriptions
provided by government officials, the press has published detailed accounts
of the existence and contents of such a memorandum. See Charlie Savage,
Secret U.S. Memo Made Legal Cuse fo Kill a Citizen, N.Y. Times, Oct. 9,
2011, at A1, available at htip://nyti.ms/pYIG3X; Peter Finn, Secret U.S.
Memo Sanctioned Killing of Aulagi, Wash. Post, Sept. 30, 2011,
http://wapo.st/nKjZkJ, The CIA cannet now deny the existence of any
records relating te that memorandum.

Category Two of the Request seeks records “pertaining to the
process by which U.S citizens can be designated for targeted killing.” Ex. A
at 5. Based on statements by government officials, the piress has reported
significant details about that process, including the CIA’s involvement in it.
See Mark Hosenball, Secret Panel Can Put Americans on “Kill List”,
Reuters, Oet. 5, 2011, hitp:/freut.rs/odCH8s; Tara Mckelvey, Inside the
Killing Machine, Daily Beast, Feb. 13, 2011, htip://bit.ly/efU2eG; James
Kitfield, Wanted: Dead, Nat’l I, Jan. 8, 2010, hittp://bit.ly/sVOxkS,

The sweeping and categorical Glomar response provided in the
Response Letter cannot survive in light of these official public disclosures.
The above acknowledgements by the U.S. government are specific and
relevant to the records requested here. They undermine the CIA™s Glomar
response and require the Agerncy to acknowlédge whether it holds
responsive records and to release those records or justify their withholding
pursuant to the FOIA exemptions. See #Wolf, 473 F.3d at 378.

Even notwithstanding the detailed official acknowledgements about
the U.S. government’s targeted killing program and the targeting of U.S.
citizens under it, the CIA’s Glomar response is further undermined by the
presence of substantial information about the subject matter of the ACLU’s
Request in the public domain. In assessing whether information is properly
classified and thus properly withheld under Exemption (b)(1), courts take
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into account whether the information is already in the public domain. See,
e.g., Washington Post v. U.S. Dep’t of Def., 766 F. Supp. 1,9 (D.D.C. 1991)
(“[Sluppression of ‘already well publicized’ information would normaily
*frustrate the pressing policies of [FOIA] without even arguably advancing
countervailing considerations’ {quoting Founding Church of Scientology v.
Nai’l Sec. Agency, 610 F.2d 824, 831-32 (D.C. Cir. 1979))). When
extensive information about the subject of a FOIA request is alrcady in the
public domain, courts require a “specific explanation . . . of why formal
release of information already in the public domain threatens the national
security.” Jd at 10. Here, it is difficult to fathom how confirming or
denying the existence of records that discuss tiatters already reported
extensively in the press and available to the public would in any way
threaten national securjty. The nutherous press articles ¢ited above and in
the Request demonstrate the depth and breadth of reporting on the subject
matter of the Request. Those reports, whether they include offieial i
acknowledgements by named government officials or not, invalidate the
Glomar response under exemption (B)(1).

More fundamentally, it is a perversion of the Freedom of : ;
Information Act for government officials at the CIA and elsewhere to
trumpet and desctibe in detail the perceived successes of the targeted killing
program in both official and unatiributed statements to. the press, but then to
summarily refuse to confirm or-deny the existence of any records refating to
that program when presented with & réquest under FOIA. The CIA has
failed to articulate a cogent rationale for refusing to confirm or deny the
existence or nonexistence of records responsive 1o the Request, and it is
difficult to imagine a credible rationale in light of the information alréady
available to-the public. Maintaining a Giomar respoiise in this situation runs
counter to the letter and spirit of President Obama’s directive that FOIA
“should be administered with a clear presumption: In the face of doubt,
openness prevails. The Government should not keep information
confidential merely because public officials might be embarrassed by
disclosure, beeause errors and failures might be revealed, or becauscof
speculative or abstract fears.” Barack Obama, Memorandum for the Heads g
of Executive Departments and Agencies, Freedom of Information Act (Jan. ]
21, 2009), ittpi//1 .usa.gov/rAl4ol. See also Barack Obama, Memorandum '
for the Heads of Executive Departments and Agencies, Classified
Information and Controlled Unclassified Information (May 27, 2009),
http://1.usa.gov/uuwPUW (“[The goverrinrent] must not withhold
information for self-scrving reasons or simply to avoid embarrassment.”).

For the foregoing reasons, we respectfully request that you
reconsider the decision to neither confirm nor deny the existence or
nonexistence of any records responsive to the Request and that you release
records responsive to the Request. We look forward to your prompt
response.
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National Security Fellow
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Mr. Nathan Froed Wessler W 1emm
Amﬁncan Civil L:bemes Unioa Foundation
125 Braad Sticet; 18" Floor

~‘NewYork,NY 100044400
» Refcrance F2015:66140 -
'iDeaer Wessler

":We recalved your & Decembcr 2011 }etter appealing our 17 November 2011 final
1o} 'our Freadorm of Infermaq n‘Act (FOIA) request, submltted on beha]f of thc

s b een' accepted and arrangements will be made for its consideration
embers of the-Agency Release Panel. ‘You will be advised of the

that CIA veceives has created unavoidable processing delays
can respond within 20 working days. .In view of this, some

Sincerely,

- Susan Viscuso
~Information and Privacy Coordinator
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Washington, D.C. 20505

2 February 2012
Mr. Nathan Freed Wessler
American Civil Liberties Union Foundation
125 Broad Street, 18" Floor
New York, NY 10004

Reference: F-2012-00140
Dear Mr. Wessler:

This letter further addresses your 6 December 2011 letter in which you appealed our 17
November 2011 final response to your Freedom of Information Act (FOIA) request, submitted on behalf
of the American Civil Liberties Union Foundation, for:

1. All records created after September 11, 2001, pertaining to the legal basis in domestic,
foreign and international law upen which U.S. citizens can be subjected to targeted
killings, whether using unmanned aerial vehicles (“UAVs” or “drones”)-or by other
means.

2. All records created after September 11, 2001, pertaining to the process by which U.S.
citizens can be designated for targeted killing,

3. All memoranda, opinions, drafts, corresponderice, and other records produced by the
OLC after September 11, 2001, pertaining to the legal basis in domestic, foreign, and
international law upon which the targeted killing of Anwar-al-Awlaki was authorized
and upon which he was killed.

4. ‘All documents and records pertaining to the factual basis for the targeted killing of
al-Awlaki.

5. All documents and records pertaining to the factual basis for the killing of Samir Khan,
including whether he was intentionally targeted, whether U.S.-Government personnel
were aware of his proximity to al-Awlaki at the time the missiles were launched at
al-Awlaki’s vehicle, whether the United States took measures to avoid Khan’s death,
and any other facts relevant to the decision to kill Khan or the failure to avoid causing
his death.

6. All documents and records pertaining to the factual basis for the killing of Abdulrahman
al-Awlaki, including whether he was intentionally targeted, whether U.S. Government
personnel were aware of his presence when they launched a missile or missiles at his
location, whether he was targeted on the basis of his kinship with Anwar al-Awlaki,
whether the United States took measures to avoid his death, and any other factors
relevant to the decision to kill him or the failure to avoid causing his death.

Specifically, you appealed our final response that we can néither confirm nor deny the existence or
nonexistence of records responsive to your FOIA request because the fact of the existence or
nonexistence of responsive records is currently and properly classified and exempt from release under
FOIA exemptions (b)(1) and (b)(3). Prior to a final appellate determination by the CIA’s Agency Release
Panel (ARP), on 1 February 2012, you filed litigation against the CIA for the records referenced.
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Based on the Agency’s FOIA regulations governing exceptions to the right of administrative
~appeal set forth in part 1900.42(c) of title 32 of the Code of Federal Regulations, the ARP will take no
further action regarding your 6 December 2011 administrative appeal, which is now the subject of
pending litigation in federal court.

Sincerely,

Susan Viscuso
Executive Secretary
Agency Release Panel
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