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U.S.: Defense secretary refers to CIA drone use

. October 7, 2011 | 1:27 pm

REPORTING FROM NAVAL AIR STATION SIGONELLA, ITALY -- The U.S. government does not
- officially acknowledge that CIA drones are carrying out airstrikes in Pakistan, Yemen and other
countries. But Defense Secretary Leon E. Panetta came closer than usual Friday in off-the-cuff

remarks in Italy.

Speaking to U.S. and NATO troops, first in Naples and later in Sicily, Panetta twice referred to the
Predator drones he controlled in his previous job as CIA director. It was a rare on-the-record
confirmation of the agency’s use of the unmanned aircraft by a senior U.S. official, even though the

program has become an open secret in Washington.

When officials talk about the CIA drones, they usually do so anonymously or refer simply to

“counter-terrorism operations.”

“Having moved from the CIA to the Pentagon, obviously I have a hell of a lot more weapons available
to me in this job than I had at the CIA, although the Predators aren’t bad,” he said in a speech to
sailors and Marines at the U.S. Navy’s 6th Fleet headquarters in Naples.

Panetta was in Italy for briefings on the NATO air campaign in Libya, which has made extensive use
of U.S. Air Force drones. But those operations, because they are controlled by the Pentagon, are not

even nominally secret.

A few hours later, addressing U.S. and NATO troops on the tarmac at Naval Air Station Sigonella in
Sicily, Panetta's thoughts again turned to the CIA drones as he praised the Libya operation. '

“This was a complicated mission, there’s no question about it,” he said, noting that it involved “the

use of Predators, which is something I was very familiar with in my past job.”

As he spoke, Panetta was standing next to a U.S. Air Force Global Hawk surveillance drone. After he
finished, an Air Force Predator armed with Hellfire missiles rolled down the runway and took off,

presumably bound for Libyan airspace.

JA577
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Panetta stopped short of confirming that CIA Predators were conducting airstrikes. Last week, when
Anwar Awlaki, a U.S. citizen considered a key leader of the group Al Qaeda in the Arabian Peninsula,
was killed in Yemen, President Obama confirmed his death but didn’t say how it was carried out.

Unnamed U.S. officials later said the operation was a CIA-led drone strike.

Panetta’s comments were not the first time he has spoken publicly about CIA drones. He once
described the program to reporters as “the only game in town” for going after militants in remote
places. Asked in a PBS interview shortly after moving to the Pentagon about allegations of civilian
casualties from CIA drone sirikes, Panetta said the agency chose its targets carefully.

But his comments Friday went further than he had in the past by specifically acknowledging the CIA
is flying Predators. '

Panetta made the comments 10 years to the day after the U.S. went to war in Afghanistan. In the
months before the invasion, the CIA began secretly flying the then-new unarmed Predators,
equipped with aerial video cameras, over Afghanistan to look for Osama bin Laden. But a move to

outfit the aircraft with missiles languished for months.

It was not until after Sept. 11, 2001, that the first Predators armed with Hellfire missiles became
operational and were rushed to Afghanistan. Hundreds have entered the U.S. fleet in the decade

since — and killed hundreds of suspected militants, mostly in Pakistani border regions.

With their surveillance and striking capabilities, they have become the signature weapon of the U.S.
battle against militants over the last decade. At a stop in Brussels earlier in his weeklong trip, Panetta
urged NATO allies to move ahead with a plan to buy five Global Hawks for the alliance.

“Over these years — and especially this year — we have dealt heavy blows to Al Qaeda’s leadership,”
Panetta said in a statement Friday on the 10-year anniversary of the invasion of Afghanistan. The

statement did not mention drones.

ALSO:

YEMEN: Al Qaeda group remains threat to U.S.

NATO: Libyan air war will continu_le, U.58. Defense chief says

IRAQ: U.8. offers $10-million reward for leader of Al Qaeda in Iraq

-- David S. Cloud

July 17, 2012
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MICHIGAN

SOUTHERN DIVISION
UNITED STATES OF AMERICA, CASE NO. 2:10-¢r-20005 |
Plaintiff, - HONORABLE NANCY G. EDMUNDS

-VS-
D-1 UMARFAROUK ABDULMUTALLAB,
Defendant.

/

GOVERNMENT’S SENT_ENCING MEMORANDUM

'INTRODUCTION

As noted by the Court at the time of his plea, and as found by the Probatio'n'Department in
its Presentence Investigation Report, Defendant Abdulmutallab faces mandatory life sentences as
to Counts Four aﬁd Six, and a mandatory minimum sentence of thirty years as to Count Two.!
Defendant also faces up to a life sentence as to Counts One and Seven. The remaining charges,

. which are Counts Three, Five and Eight, each carry sentences of up to twenty yéars ilnprisonment;
A summary of the charges, maximum sentences, mandatory minimum seritences,'reéuirement of
consecutive sentences, and the government’s recommendation as to each is contained in the
Sentencing Appendix attached to this Memorandum. The gévernment asks that the Court impose

the maximum sentence as to each count,

'Although Count 2 carries a mandatory minimum sentence of 30 years imprisonment, it
carries a maximum sentence of up to life imprisonment.

-1-
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SENTENCING FACTORS

As applicable to the present case, the Court is required to consider the following factors in

~ imposing sentence:

(1) the nature and circumstances of the offense and the history and characteristics of the
defendant;

(2) the need for the sentence imposed --

(A)  to reflect the seriousness  of the offense, to pr: omote respect for the law, and to
provide just punishment for the offense;

(B)  to afford adequate deterrence to criminal conduct

(C)  to protect the public from further crimes of the defendant; and

(D)  toprovide the defendant with needed educational or vocational training, medical
care, or other correctional treatment in the most effective manner;

(3) the kinds of sentences available;

(4) the sentencing guidelines applicable to the offense; and

(5) the need to avoid unwarranted sentence disparities among defendants with similar records '

who have been found guilty of similar conduct.
18 U.S.C. § 3553(a).

A. The Nature and Circumstances. of the Offense and the History and
Characteristics of the Defendant

The “nature and circumstances of the offense” are straightforward: defendant maliciously
attempted to murder 289 innocent people of all nationalities and ethnicities, and, but for a technical
problem with his bomb, he would have succeeded. As detailed extensively in the Presentence

Investigation Report at §f 13-24 and in the Supplemental Factual Appendix,’ defendant was deeply

Defendant, through his standby counsel, objects to those paragraphs of the presentence
report See Defendant’s Objections, § 1. Defendant states that the objected-to paragraphs
contain “information obtained during plea negotiations in this matter and can not at this stage be
used against him, for sentencing purposes.” Assuming arguendo that the debriefings at which

: (continued...)

2-
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committed to his mission, seeking out and finding Al Qaeda and Anwar Awlaki, volunteering for
amartyrdom mission, and then becoming involved in planning and training for a significant amount
oftime. Never did defendant falter in his resolve or reconsider his decision to commit mass murder.
Indeed, as of the date that he entered his guilty plea, defendant stated to this Céurt that he believes
that the Koran obliges “every able Muslim to participate in jihad and fight in the way of Allah, those
who fight you, and kill them wherever you find them, some parts of the Koran say, an eye for aneye,
a tooth for a tooth.” (October 12, 2011, Tr. Vol. 5, paée 26.) Défendant added that “participation
in jihad against the United States is considered among the most virtuous of deeds in Islam and is
highly encouraged in the Koran.” (Zd. at 27.) In explaining his offense, defendant stated that “I
_ attempted to use an explosive device which in the U.S. law i_s'a-Weapon of mass destruction, which

I call a blessed-weapon .. .” (Id. at 28.) In short, defendant is an unrepentant would-be mass

~ *...continued)
the statements were made were in fact “plea negotiations,” defendant’s argument precisely
misses the point. The admissibility of plea negotiations is controlled by Federal Rule of
Evidence 410, which is inapplicable at sentencing. Fed. R, Evid. 1101(d)(3); see also 18 U.S.C.
§ 3661 (“No limitation shall be placed on the information concerning the background, character,
and conduct of a person convicted of an offense which a court of the United States may receive
~and consider for the purposes of imposing an appropriate sentence.”).

Defendant further objects that “the statements made during plea negotiations were
protected by Kastigar.” Presumably, by using the term “Kastigar” stand-by counsel is referring
to a proffer agreement, sometimes referred to as a Kastigar letter, rather than Kastigar v. United
States, 406 U.S. 441 (1972), as that case involved a grant of immunity under 18 U.S.C. §§ 6002-
6003, which was never extended to Defendant Abdulmutallab. However, no proffer agreement
was ever signed by Defendant Abdulmutallab, who, after consultation with his then-counsel,
chose to speak to agents without signing such an agreement. There is thus no bar to the Court’s
consideration at sentencing of statements defendant made during debriefings.

The Supplemental Factual Appendix is included in order to provide the Court with
additional information regarding “the nature and circumstances of the offenses,” particularly
Count One. It provides the Court with relevant details regarding other terrorists with whom
defendant interacted overseas as part of this plot, including Anwar Awlaki.

-3
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murderer, who views his crimes as divinely inspired and blessed, and who views himself as under
a continuing obligation to carry out such crimes.
B. The Need for the Sentence to Reflect the Seriousness of the Offense,
To Promote Respect for the Law, and to Provide Just Punishment
For the Offense

Had defendant attempted to murder a single individual, he likely would be facing a life

sentence. Here, where he attempted to murder two hundred eighty nine individuals, no sentence

other than life, as to all the counts which carry such a potential sentence, could possibly reflect the

sériousness of defendant’s condﬁct. Under the circumstances of this case, anything less than alife
sentence would fail to provide just pﬁni_shrhgant. Indeed, a life sentence would 'prombte respect for
the law.

In order to demonstrate the destructive power of defendant’s device as it was designed,
the government intends to play for the Court at seﬁtencing a video of the FBI Laboratory’s
" demonstration of PETN exploSions. These are the same videos which the Court ruled admiss_ible
for trial for the samebpurpose. Thosé videos demonstrate iexplosions of 76 grams of PETN, the
amount which was recovered unexploded and unburned from defendant’s explosive device, and 200
grams, the amount the FBI has estimated was contained in defendant’s device before defendant

initiated the explosion.

JA583
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C. The Need to Protect the Public From Further Crimes
Of the Defendant

Defendant posés a significant, ongoing threat to the safety of American citizens everywhere.
As noted previously, in pleading guilty, defendant reiterated that it is his religious belief that the
Koran obliges “every able Muslim to participate in jihad and fight in the way of Allah, thése who
fight you, and kill them wherever you find them,” and that “participation in jihad against the United
Stat¢s is considered among the most virtuous of deeds in Islamvand is highly encouraged in the
Koran.” Thus, by his own words, defendant has shown that he‘ continues to desire to harm the
United States and its citizens, and that he views it as his réligious obligation to do so.

In ad;iition, Dr. Simon Perry, Ph.D., who was to have testified on behalf of the government
at trial as an expert on the concepts of martyrdom and jihad, has pr_epared a report analyzing
defendant’s level of daﬂger. Dr. Perry is a criminologist and co-director of the Pro gram in Policing
and Homeland Security Studies at the Hebrew University of Jerusalem. Dr. Perry and a team
conducted research into the motivation of forty failed suicide bombers, and developed a
psychological profile ofvsuch individuals. See Exhibit A, Memorandum for the Court, by Simon
Perry, Ph.D. Inhis memorandum, Dr. Perry analyzed the available data‘on the motivation of suicide

933

bombers, or, to use his preferréd term, of an individual engaged in “martyrdom.” Dr. Perry also

**Martyrdom” is also the term used by defendant in describing his intended behavior.
For instance, on December 25, 2009, during the hospital admissions process, defendant told
University of Michigan Hospital nurse Julia Longenecker that he had no history of having
attempted to harm himself or others. When Ms. Longenecker disputed that characterization, by
asking him whether what he had undertaken on the airplane earlier that day was not harmmg
himself and others, defendant replied: “That was martyrdom.”

-5-
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analyzed the facts of the case, including defendant’s extensive debriefing given to the FBL* Dr.
Perry’s entire report provides a unique analysis of martyrdom bombers in general and Defendant
- Abdulmutallab in particular; Dr. Perry’s conclusion is chilling:

Since UFAM’s [Umar Farouk Abdul Mutallab’s] motivation to commit
martyrdom appears to be great, I believe there is a high probability that given
the opportunity, he would try once again to commit an act of martyrdom,
endangering his and other innocent 11ves

It is my belief that UFAM fits well the profile of the classic martyr as .
described above, Therefore his act of martyrdom is the result of his
expectation to receive religious, personal/ personality and social benefits. As
long as he is of the same state of mind and continues to hold the same set of
beliefs, the outcome of this “rational choice” decision making process which
evaluates the “cost” and the antlcxpated “benefits” is expected to lead him to
martyrdom.

UFAM stated to Agents that he is committed to Jihad. He claimed that once
adecision is made, one remains committed to that decision unless something
comes up that requires re-examination,

. It seems that even the death of Aulagi, his source of religious guidance
_concerning martyrdom, did not change his state of mind and did not require
re-examination. If anything, it has made him more determined.
In summary, in addition to the probability that given the opportunity, UFAM
will make another attempt at martyrdom, there also exists the likelihood that
he will become a role model and proxy of Fundamentalist Islamic Jihadists,
assisting them in the recruitment of new martyrs.
In other words, defendant has enormous motivation to carry our another terrorist attack, but lacks

the capability because of his incarceration. The Court has no ability to control defendant’s

motivation, which in any event appears to be unchanged. However, the Court can control

“See note 2, supra. Even if there were some prohibition on the use of defendant’s
debriefing statements at sentencing, which there is not, they would still be available for Dr.
Perry’s use, because they are the type of evidence reasonably relied upon by experts in his fields
of criminology and psychology. See Fed. R. Evid. 703.

-6-
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‘defendant’s opportunity to act on those intentions. The Court should use the discretion it has to
impose a sentence which ensures that defendant never again has the opportunity to cal;ry out the type
of mission he still is highly motivated to conduct.

D. The Need to Provide Defendant With Educational or Vocational
Training and Medical Treatment

None of these factors is applicable to the present case. Defendant has a college degree from
University College London,” and even took post-graduate classes. Defendant has fully recovered
from the injuries suffered in his attack, and his health is now excellent. ' i

E. The Kinds of Sentences Available, the Sentencing Guidelines, and the Need
To Avoid Unwarranted Sentencing Disparities : _

In the present case, the Sentencing Guidelines provide for life sentences. As noted above,
- Counts Four and Six carry statutorily-mandated life sentences. Counts One, Three, Five, Seven and

Eight all are subject to the terrorism enhancement of USSG § 3A1.4,° which adds twelve levels to

’According to the Times Higher Education World Ratmgs University College London is
rated the 17th best university in the world for 2011-2012. See
http:i//www.timeshighereducation.co.uk/world-university-rankings/2011-2012/top-400.html.

SUSSG § 3A1.4 applies “[i]f the offense is a félony that involved, or was intended to
promote a federal crime of terrorism[.]” “Federal crime of terrorism” has the meaning given in
18 U.S.C. § 2332b(g)(5). See USSG § 3A1.4 (comment.), n.1.

A “federal crime of terrorism” is defined under 18 U.S.C. § 2332b(g)(5) as an offense
that is “calculated to influence or affect the conduct of government by intimidation or coercion,
or to retaliate against government conduct,” and which also is a violation of 18 U.S.C. § 2332b
(relating to terrorism transcending national boundaries, as is Count One), 18 U.S.C. § 32
* (relating to destruction of aircraft, as are Counts Five and Eight), 18 U.S.C. § 2332a (relating to
. weapons of mass destruction, as is Count Seven), see 18 U.S.C. § 2332b(g)(5)(B)(i); and which
also is a violation of 18 U.S.C. § 46506 (relating to attempted murder on aircraft, as is Count
Three), see 18 U.S.C. § 2332b(g)(5)(B)(iii).

The record is replete with defendant’s statements that he acted “to retaliate against
' ‘ (continued...)

-7-
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each of the base offenses and also places defendant in Criminal History Category VI. As aresult,
each of the non-mandatory counts has an adjusted offense level above Level 43, which is the highest

level contained in the guidelines. See USSG § 5, Pt. A, comment, (n.2) (an offense level of more

than 43 is to be treated as an offense level of 43). An offense level of 43 calls for a life sentence at
any criminal history-level. The fact that the terrorism enhancement places defendant in the most
serious criminal history category merely reinférces the fact that the Sentencing Commission sought
to ensure life sentences for individuals who commit the types of offenses of which defendant was

convicted.’

5...continued) _ !

government conduct.” See October 12, 2011, Tr. Vol. 5, page 26 (defendant stating he acted “in
retaliation for U.S. support of Israel and in retaliation of the killing of innocent and civilian
Muslim populations in Palestine, especially in the blockade of Gaza, and in retaliation for the
killing of innocent and civilian Muslim populations in Yemen, Iraq, Somalia, Afghanistan and
beyond”); id. (defendant committed an “act of jihad against the United States for the U.S. killing
~ of my Muslim brothers and sisters around the world”); id. at 27 (defendant acted “to avenge”);
_id. (defendant acted “in retaliation™); id. at 28-29 (defendant acted “for the U.S. oppression of

Muslims,” “for U.S. interference in Muslim countries,” “for U.S. use of weapons of mass

destruction on Muslim populations” in various countries, and “for the U.S. wreckage of Muslim

lands and property™). :

I
|
!
!

Thus, it is clear that the offenses for which defendant was convicted qualify for the
terrorism enhancement, and that defendant acted with the requisite intent to retaliate against the
United States government. For purposes of the record, the government asks that the Court make
an express finding that the enhancement applies.

"The statutory factors also require the Court to avoid unwarranted sentencing disparities
among defendants with similar records who have been found guilty of similar conduct. A life
sentence in the present case would not create any such disparity. To the contrary, Courts
routinely impose very stiff sentences on defendants who are convicted of participating in terror
plots. For example, in a case involving similar facts, Richard Reid received three non- '
mandatory life sentences for attempting to explode a bomb aboard an aircraft in flight in 2001 on
behalf of al Qaeda, and the maximum sentence on several other non-mandatory counts. See
United States v. Reid, 02-10013-WGY (D. Mass. 2003); also e.g., United States v. Faisal

Shahzad, 10 Cr. 541 (MGC) (S.D.N.Y. 2010) (life imprisonment for attempted bombing in
' : (continued...)

-8-
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-CONCLUSION
For the reasons stated, the government asks that the Court impose life sentences as to Counts
One, Two,® Four, Six, and Seven, and twenty year sentences as to Co_unts Three, Five and Eight.

By

’(...continued)
Times Square, New York); United States v. Wadzh el-Hage, et al., S10 98 Cr. 1023 (LBS/LAK)
(S.D.N.Y. 2001 and 2010) (life imprisonment for all convicted participants in-al Qaeda bombing
of U.S. embassies in East Africa); United States v. Kassir, S2 04 Cr. 356 (JFK) (S.D.N.Y. 2009)
(multiple terms of life imprisonment for operative who set up jihad training camp in the U.S.);
United States v. Mohammed Mansour Jabarah, 02 Cr. 1560 (BSJ) (S.D.N.Y. 2008) (life
imprisonment upon a guilty plea to conspiring to bomb U.S. Embassies in Singapore and the
Phillippines); United States v. Zacarias Moussaoui, 01 Cr. 455 (LMB) (E.D. Va. 2006) (life
sentence for conspiring in the attacks of September 11, 2001); United States v. Mohammed
Salameh; et al., 93 Cr. 180 (KTD) (S.D.N.Y. 1999) (1993 bombing of the World Trade Center,
resulting in six deaths — sentences of 240 years, 240 years, 180 years, 117 years, 116 years, 108
years); United States v. Terry Nichols, 96 Cr. 68-m (D. Colo. 1998) (life imprisonment for
conspiracy to bomb the Oklahoma City federal building — defendant acquitted of murder but
convicted of manslaughter); United States v. Abdul Hakim Murad, et al., 93 Cr. 180 (KTD)
(S.D.N.Y. 1998) (life imprisonment plus 60 years imposed on each of two defendants for a
conspiracy to bomb United States airliners in Southeast Asia); United States v. Omar Abdel-
Rahman, 93 Cr. 181 (MBM) (S.D.N.Y. 1996) (life sentence for seditious conspiracy); see also
United States v. Timothy McVeigh, 96 Cr. 68-m (D. Colo. 1997) (death sentence for the bombing
of the Oklahoma City federal building, resulting in 168 deaths).

5Count Two carries a minimum sentence of 30 years imprisonment, but the maximum
_sentence can be up to life imprisonment.

9.
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statute, the sentences on each of Counts One, Two, Four and Six must run consecutively to any

other sentence.

s/ J onathah Tukel

 Assistant U.S.-Attorney

Chief, National Security Unit

211 West Fort Street, Suite 2001

_ Detroit, Michigan 48226

Phone: (313) 226-9749

Email: Jonathan. Tukel@usdoj.gov

s/ Michael C. Martin -

Assistant U.S. Attorney

211 West Fort Street, Suite 2001
Detroit, Michigan 48226

Phone: (313) 226-9670

Email: Michael.C.Martin@usdoj.gov

Dated: February 10, 2012

Respectfully submitted,

BARBARA L: McQUADE
United States Attorney,
Eastern District of Michigan

s/Cathleen M. Corken

Assistant U.S. Attorney

211 West Fort Street, Suite 2001
Detroit, Michigan 48226

Phone: (313) 226-0206

Email: Cathleen.Corken@usdoj.gov
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- SENTENCING APPENDIX
Count | Charge Maximum | Mandatory | Mandatory Government
Sentence Minimum? | Consecutive? | Request
i. Terrorism Life No Yes Life/
Trans, Nt’l : consecutive to
Boundaries other counts
2, Possession Life - 360 months | Yes Life/
Firearm/Dest. consecutive to
Device other counts
3. -Attempted 20 years No | No 240 months*
Murder : :
4. Use/Carrying of | Life Life Yes Life,
Dest. Device - : consecutive to
other counts
5. Placing 20 years No ‘No 240 months*
Destructive '
Device in
Aircraft
6. Possession Life Life Yes - Life,
Destructive consecutive to’
Device other counts
7. Attempted Use | Life ‘No No Life*
: Weapon of
Mass
Destruction
8. Attempt to 20 years No. No 240 months*
Destroy and
Wreck Aircraft

*The governrhent has no objection to these counts being made concurrent to each other.
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SUPPLEMENTAL FACTUAL APPENDIX

This Supplemental Factual Appeﬁdix isintended to providé additional information regarding |
“the nature and circumstances of the offenses,” particularly Coun;[ One of the First Superseding
Indictment - Conspiracy to Commit an Act of Terrorism Transcending National Boundaries.
~ Specifically, this Supplemental Factual Appendix is intended to provide tﬁe Court with details about
Defendant Abdulmutallab’ s interactions with Al Qaeda in the Arabian Peninsula (AQAP) terroristé
in the months leading up to his attack on Northwest Flight 253. As With the Presentence
Investigation Report, the bulk of the material provided comes from debriefing statements defendant
| made to FBI agents from January to April 2010, which may be cbnsidered for sentencing. See Note
2, supra.

In August 2009, defendant left Dubai, where he had been taking graduate classes, and |
traveled to Yemen. For several years, defendant had been féllowing the online teachings of Anwar
.Awlaki, and he went to Yemen to try to meet him in order to discuss the possibility of becoming
involved in jihad. Defendant by that time had become committed in his own mind to carrying out
an act of jihad, and was contemplating “martyrdom;” i.e., a suicide operation in which he and others
would be killed. |

“Once in Yemen, defendant visited mosques and asked people he met if they knew ﬁow he
could meet Awlaki. Eventually, defendant made contact with an individual who in turn made

- Awlaki aware of defendant’s desire to meet him. Defendant provided this individual with the

-12-
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number for his Yemeni cellular teiephone. Thereafter, defendant réceived a text message from
Awlaki telling defendant to call him, which defendant did. | During their briéf telephoné
conversation, it was agreed that defendant would send Awlaki a written message explaining why
he wanted to becomé involved injihad. Defendant took several days to write his message to Awlaki,
telling him of his desire to become involved in jihad, and seeking Awlaki’s guidance. After
receiving defendant’s message, Awlaki sent defendant a response, telling him that Awlaki would
find a way for defendant to become involved in jihad.

Thereafter, defendant was picked up and driven through the _Yemeni desert. He eventually
arrived at Awlaki’s house, and stayed there for three days. During that time, defendant met wifh
Awlaki and the two men discussed martyrdom and jihad. Awlaki told defen_dant‘that jihad requires
patience but comes with many rewards. Defendant understood that Awlaki used these discussions
to evaluate defendant’s commitment to and suitability for jihéd. Throughout, defendant expressed
his willingness to bécome involved in any mission chosen for him, including martyrdom - and by
the end of his stay, Awlaki had accepted defendant for a martyrdom mission.

Defendant left Awlaki’s héuse, and was taken to another house, where he met AQAP bomb—.
maker Ibrahim Al Asiri. Defendant and Al Asiri discussed defendant’s desire to commit an act of
jihad. Thereafter, Al Asiri discussed a plan for a martyrdom mission with Awlaki, who gave it final
approval, and instructed Defendant Abdulmutallab on it. For the following two weeks, defendant
trained iﬁ an AQAP camp, and reéeived iﬁstruction in weapons and indoctrination in jihad. During

his time in the training camp, defendant met many individuals, including Samir Khan.’

? Khan later came to be involved with AQAP’s Inspire magazme Both Khan and Awlaki
were killed in September 2011.
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Ibrahim Al Asiri constructed a bomb for defendant’s suicidé mission and personally
delivered it to Defendant Abdulmutallab, This was the bom.b that defendant carried in his underwear
on December 25, 2009, Al_Asiri trained defendant in the'use of the bomb, including by having
defendant practice the manner in which the bomb would be detonated; that is, by pushing the
~plunger of a syringe, causing two chemicals to mix, and initiating a fire (which would fhen detonate
the explosive).

Awlaki told defendant that he would create a martyrdoni video that would be used after the
defendant’s attack. Awlaki arranged for a professiénal film crew to film the video. Awlaki assisted
»defendant in writing his martyrdom statement, and it was filmed over a period of two to three days.
The full video was approximately five minutes in length.'® |

Although Awlaki gave defendant operational flexibility, Awlaki instruéted defendant that
the only requirements were that the attack be on a'U.S. airliner, and that the éttack take place over
U.S. soil. ‘Beyond that, Awlaki gave defendant discretion to choose the flight and date. Awlaki

instructed defendant not to fly directly from Yemen to Europe, as that could attract suspicion. As

a result, defendant took a circuitous route, traveling from Yemen to Ethiopia to Ghana to Nigeria'

to Amsterdam to Detroit. Prior to defendant’s departure from Yemen, Awlaki’s last instructions to

him were to wait until the airplane was over the United States and then to take the plane down.

' The Court has seen the thirty-four-second excerpt of the video that was subsequently
released by AQAP as part of its video America and the Final Trap.
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CERTIFICATE OF SERVICE

I hereby certify that on February 10, 2012, I electronically filed the foregoing document with
the Clerk of the Court using the ECF system which will send notification of such filing to Anthony
Chambers. I further certify that I have caused a copy of this filing to be delivered énd mailed to the
defendant, Umar Farouk Abdulmutallab, Register No. 44107-039, Federal Detention Center, East -

Arkona Road Milan, Michigan.

s/ Darlene Secord _
Paralegal Specialist i
U.S. Attorney’s Office
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Memorandum for the Court

The Level of Danger Posed by Umar Farouk Abdul Mutallab

Prepared by: Dr. Simon Perry on behalf of the

United States Department of Justice

January 2012
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Introd ucti.on

My name is Dr. Simon Perry. I have a Ph.D in Criminolbgy, received in 2003 from the
Criminology Department of the Law Faculty of the Hebrew University in Jerusalem, Israel.
My thesis focused on the topic: The "Economical Behavior" of the "Rational Criminal” and
Enforcement Policy. In 1987 I received my M.A. in Criminology from the Law Faculty of
the Hebrew University in Jerusalem. My thesis was on the "The Presentation of Self of
Young Criminals". T also received my undergraduate B.A. degree from the Hebrew

Univcrsity in 1981 majoring in Sociology with minors in Psychology and Law.

I am currently the Co-Director of the Program in "Policing Terrorism Studies" in the
Institute of Criminology, Faculty of Law, Hebrew University Jerusalem = where I am a
‘professor in the Graduate School lecturing and conducting research in the field of Terrorism

and Policing with colleagues in Israél and U.S.

I have done extensive academic lecturing worldwide including at leading American
academic forums in the capacity of a guest lecturer at: Yale School of Management in
Spring 2009 on “Policing Terrorism Sfrategy-& Tactics”, and again in the Fall 2009 on
“De;iision Making in Law Enforcement Infelligence Counter Terrorism”; the American
Society of Criminology in November 2009 on the topic of “The Isracli Model for Polic_;ing
Terrorism - Goéls, Strategies, and Open Qﬁestions"; the Hoover Institution, Stanford
University, CA in Summer 2006 presenting a seminar entitled "Homeland Security and
the War on Terrorism — The Israeli Experience" ; .and Princeton UniverSity, N.J. in the

summer of 2004 where I gave a seminar on "Policing Terror — The Israeli Model".

I have provided extensive training and lectures for Law Enforcement and Intelligence
Agencies in the.U.S. and Canada as well as for the various branches of the Department of
Homeland Security in the areas of: Policing Terrorism, Suicide Terrorism, Homeland
Security, and International Organized Crime. I was also the leading presenter in the FBI

national training project which focused on the area of Suicide Terrorism.

I joined the Israel National Police in 1978 and served in a variety of positions in the Police

Force for 30 years. Some of the positions I held were: Israel Police and Ministry of Public

2
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Security Attaché & Liaison Officer to the USA & Canada; Commander of Intelligence and
Operational Division; Commander of the Special Operations Unit; Head of Interpol and
International Relations; Commander of National Drug Unit, Head of European Operations,

posted in the Netherlands.

I was asked by the United States Department of Justice to prepare the following
memorandum in order to provide the court with information which may be useful for
sentencing. Specifically, I have been asked to assess the defendant’s future dangerousness

or likelihood of again attempting a martyrdom mission if released from prison.

In the following memorandum T integrate relevant literature on the topic of Martyrddm as
well as findings from a pioheering study of 40 individuals who were recruited to commit
acts of suicide bombings and were apprehended and interviewed by the Israel National
Police (INP) Negotiation -Unit headed by Cblonel Shmuel Zoltack. This particular study
attempted to learn more about the phenomenon of martyrdom. I served as an advisor fof
this study on the criminological aspects particularly as they relate toiwhat motivates a
person to commit a suicide attack according to the "rational choice theory". An expl:ination

of the rational choice theory is set forth in sections I, II and III (discussion) of this paper.

I was originally supposed to serve as an expert witness at the trial, and therefore received
the following materials for trial preparation under a non-disclosure agreement. The
materials include reports of Umar Farouk Abdul Mutallab's post-arrest statement to the FBI

~as well as the reports of his extensive debriefing by the FBI.
The list of materials reviewed to prepare this memorandum were:

1. Interview of Umar Farouk Abdul Mutallab, by FBI agents Timothy Waters and
Theodore Peissig on December 25,.2009;

2. A copy of a text message sent by Mr. Abdul Mutallab to his famlly approx1mately

~ three months before his mission;

3. Interviews of Umar Farouk Abdul Mutallab (redacted version) from the following -
dates:  01/29/10; 01/30/10; 01/31/10; 02/02/10; 02/03/10; 02/04/10; 02/05/10;
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02/08/10; 02/09/10; 02/12/10; 02/15/10; 02/16/10; 02/19/10; 02/23/10; 04/08/10;
04/16/10; 04/30/10; '

4, Interview of Elaine Christmasé
5. Interview of Julia Longnecker;
6. Interview of Anne Fernandéz; :
7 7. Interview of Elnaz Yahyai; |
8. Interview of Jolanda Quarshie;
9. Interview of Joyce Kaufman;
10. Interview of Julié Longnecker;
11. Interview of Lamare Mason; '
12. Interview of Ollié Pepijn;
13. Interview of Reinald Van Gaal;
14, Interview of Robert Digennaro;
15. Interview of Dionne-Marie Ransom;
16. Interview of Jessica Marie Worsley;
17. Interview of Marvin Steigerwald,;
18. Photographs ‘of items found in the possession of Mr. Abdul Mutallab upon his arrest;
19. Photographs of Mr. Abdul Mutallab’s injuries;

20. A portion of a video released by Al Qaeda in the Arabian Peninsula, of Mr. Abdul
Mutallab. '

21. Statements of Mr. Abdul Mutallab to the court during the entry of his guilty plea.
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The Level of Danger Posed by Umar Farouk Abdul Mutallab

In this document, I have been asked to examine the level of danger that the convicted Umar
Farouk Abdul Mutallab (referred to below as UFAM) poses. In understanding or predicting
criminal/terrorist behavior, criminologists define, as in any normative behavior, two
necessary conditions: motivation to commit a certéin behavior and the opportunity to carry

out that behavior.

I. The "rétior_lal choice' to "martyrdom'" an outcome of Religious, Personality and

Social Background,

In attempting to understand the motivation, initially the phenomenon of suicide
bombers is conceived as non rational behavior, whereby the individual sacrifices
himself for a cause that in his mind is more important than his own personal interests.
One thinks that only altruistic motivation'drives the individuals who are willing to
make the ultimate sacrifice, for what they believe to be the common good of their
society. Asa hatural outcome of indiscriminate murder, some nature of the behavior,
which is clearly both criminal and deviant according to Western behavior and legal
standards, the actor is demonized. It is thought that the suicide bomber is driven and
motivated by such deep irraﬁonal feelings as hatred and revenge. Yet, quite the
opposite is the case. In contradiction to the above perceptions of the phenomenon
of suicide bombers, the act of suicide bombing is in fact a “rational choice”, as the
term is defined in criminology. The society that breeds suicide bombers succeeds in

building incentives for such choices.

The holy act of martyrdom (“Istishad”) in fact is not perceived as suicide (“Intichar”),
which is forbidden in Islam as it is forbidden in Judaism and Christianity. According to

the fundamentalist Islamists, the Martyr ("Shahid") dies in this world but lives on in
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paradise. The source of this belief originates from the writing passage in the Koran

which states:

“Don’t think that those who died for ‘Allah’ are dead, But know that they are living
with the Almighty God who fulfills all their needs” ( Koran 3/169)

In a pioneering study, 40 individuals who were recruited to commit acts of suicide
bombings and were apprehénded were interviewed by the Isracl National Police (INP)
Negotiation Unit. The study attempted to learn more about the phenomenon -
especially what motivates a person to commit a suicide attack. The subjects of this
research came from three groups: individuals who arrived at the scene and tried to
activate the explosive but failed due to a technical malfunctioning; individuals who
were arrested on the .way to the scené; and individuals who committed themselves to

-the suicide act, received the explosive device, and then changed their minds.

The propaganda which appears in recorded video wills, published letters and other
means promotes the claim that suicide bombing is motivated by altruistic and unselfish
nationalistic/religious reasoning; Yet it appears from the interviews in the INP study
and from other literature that has been published on suicide bombers, that there exists
another level beyond that of the declared propaganda disseminated by Fundamentalist
Jihadists. Based on the study and literaturel, it emerges that this lethal behavior is in
fact an outcome of a dynamic interaction among three major factors: A. Religion, B.
Personality and C. Social Backgroun.d. The individual who commits such an extreme
act expects to receive three major sets of rewards: religious rewards, personality

rewards, and social rewards.

! Should the court find it helpful, a bibliography list of the relevant literature could be submitted.

6
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A. Religious Background - The study reinforces the literature and concludes that the

typical religious background of the potential martyr is classically characterized by:
1) deep religious feelings; 2) following Islamic laws; 3) spending a great deal of
time at the mosque; 4) becoming “Taleb a’Shuhada” — a student of "Shuhada"

(Martyrdom).

This religiou& concept of martj:rdom also offers meaningful personal rewards, as
explained by the Islamic fundamentalist Jihadist focus on the issue of martyrdom, on
eternal life in the highest gardens of paradise (jannat al-firdaws). According to this
belief, the martyr will go on living in the presence of Allah and will be permitted to
see Allah's face and meet thé Prophet Muhammad. By pressing the detonator, the
Martyr immediately opens the door to Paradise which is the shortest path to Heaven.
The first drop of blood shed by a martyr during Jihad washes away all of his past
sins instantaneously and protects him against the pain of death. The extremists also
claim that the act of martyrdom also opens the path to paradise for seventy of the
martyr's beloved ones. And they assert that the martyr will have at his disposal

' seventy-two “houris”, the beautiful black eyed virgins who will serve him in heaven

Militant groups cleverly structure and package their existing struggle as part of the
Islamic. tradition of Jihad and martyrdom, utilizing ceremonies and rituals linking to

holy history.

B. Personality Background - These manipulations by the fundamentalists, which are

eexpertly circulated and publicized (via the media, internet, education system, the
mosque etc.), offer martyrs significant personality rewards as well, such as: self-
fulfillment and becoming a hero and receiviﬁg fame and honor, which in fraditional
societies is the most important status that one can be given. Martyrdom also offers a
respectful and beneficial way to put an end to negative feelings of depression and

helplessness. Naturally these rewards are extremely attractive to individuals who

7
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have some or all of the following psychological characteristics which have been
“found to be characteristic of the those tested in the INP study - individuals who: do
not stand out; exhibit submissive and dependent personalities; have childish
behavior; suffer from low self-esteem and are socially isolated; exhibit external
locus of contrél whereby they do not accept any responsibility for failures by placing
responsibility on others or circumstances; are characterized by a gap between the
need “to be someone” and the ability to achieve it. The most surprising finding is
that these individuals, who intended to explode themselves killing people they didn't
know, were foundv to have, in fact, a low level of aggression. A possible explanation
for this might be that the extremist religious structure creates a culture of martyrdom
which in fact encourages such acts of extreme violencé, by transforming cruel terror
into sacred missions in the minds of terrorists and their sympathetic observers. The
martyr has no personal conflict with his victims; they are perceived as collateral

damage in his fulfillment of a holy command.

C. Social Background - In contradiction to the above findings regarding the low levels
of aggressionr in martyrs - the study and related literature conclude that the Social
environment background of the potential “Shahid” is typically characterized by a
high level of aggression. This extreme aggression is supported by a culture which
provides militant organizations with é “tool kit” of concepts, myths, gnd symbols.
This "tool kit" is used to expose their disciples to high - impacting terror pfo’paganda

by means of the media and educational programs.

The Social environment is an intrinsic part of a culture which emphasizes values
such as honor, revenge and family, before the individual. Such a culture legitimizes
and encourages “Istishad” behavior and glorifies the martyr. In such é society
martyrdorh offers substantial Social rewards as well: upgrading of the social status
in the community of the individual and as well as that of his/her family, as well as

social and economic support for the family.
8

JA602



Case: 13-422 Document: 69-1 Page: 38 04/15/2013 - 907456 152
Case 1:12-cv-00794-CM Document 36-2 Filed 07/18/12 Page 36 of 52

- 2:10-cr-20005-NGE-DAS  Doc#130-1  Filed 02/10/12 Pg9of 22 PgID 1142

The suicide bomber's family and the sponsoring fundamentalist organization
celebrate martyrdom with festivities, as if it were a wedding, because of the honor
that Allah has bestowed upon the family. Many guests gather together at the
family’s house to offer congi'atulations. The hosts serve juices and sweets.
Supporters and sponsors of suicide bombings create posters, web sites, and public

exhibits to honor their “martyrs” and publicize their “heroic” sacrifice.

These findings should not really surprise us, because as documented in the literature,
there is a very extensive socialization system through the fundamentalist religious,
social and governing institutions that reinforces and supports this behavior by

promising personal gains.

In summary, analyzing the study interviews as well as the literature and
documentation about the phenomenon, I conclude that - counter to preconceptions -
the act that we call “suicide bombing” is in fact a result of rational situational choice,
- based on an evaluation of the cost and the anticipated benefits. In ofder to better
understand- suicide tetrorism by extremist Islamists," we must realize that it is
irrelevant whether Paradise and all of the expected benefit exist for the martyr. What

is important is that the religious suicide terrorist believes that it does.

It should be emphasized that the term “rational" calls attention to the notion of
strategic-thought, and assumes a processing of information, analysis and evaluation

of opportunities and alternatives.
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I1. The "rational choice" of "martyrdom” by UFAM is an outcome of his Religion,

Personality and Social Background.

As in the INP’s sfudy of the suicide bombers, it seems that in the case of UFAM there

| appears to be another level beyond the declared reasoning for the terror attack. UFAM's
declared reasoning emphasizes the Fundamental Jihadist propaganda and veils the real
rational choice he made, based on anticipated cost and religious social and personality
benefils. As in the case of many other martyrs (as claimed above), UFAM might
believe at least some of the Jihadist propaganda, yet it is clear that it is not his main
motivation for martyrdom.  For example, in his statement to the court he claims that his
attack was én outcome of the fact that the "American people are guilty of the sin, and -
Obama should pay for the crime".® In contradiction to this statement made in court,
UFAM prev:iously, in his FBI debriefing?, claims that he did not specifically target the
U.S. for his mission. He said that he was prepared to pursue whatever Jibad path he
was directed (by others) to pursue, regardless of the country or the target. Even the
occupation.of Palestine, Afghanistan and Iraq by Western troops did not signal a call to

- Jihad for him (once again this statement contradicts his declarations when pleading
guilty at the trial). UFAM was entirely motivated by his realization of his religious
obligation to conduct Jihad. In fact, UFAM believes it would be acceptable to conduct
attacks against a Muslim country that did not practice and support the fundamentalist

beliefs about Islam

. Through his own statements and behavior, and without intérviewing him directly, there
is a great deal that can be learned about UFAM and what'_ brought him to attempt to
explode the aircraft. The following paragraphs will point out the main elements that
promote the belief that UFAM fits well the profile of the classic martyr as described

above.

? References in this memorandum to UFAM’s statements refer to the reports of interviews of his debriefings
conducted with the FBI {unless otherwise indicated).
® UFAM's debriefing by the FBl on 02/15/2010 p.2
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A.UFAM's Religious Background as a Typical Martyr

As mentioned above, the typical Religious baékground of the potential “Shahid” is
classica]ly characterized by: 1. deep religious feelings; 2. following the Islamic laws;
3. spends a lot of time at the mosque; 4. becoming a student of "Shuhada‘_‘
(martyrdom)._ UFAM demonstrates all of these characteristics as seen in the _

following examples.

1. Deep_religious feelings - UFAM is clearly guided by deep religious feelings
when he writes té his mother®: "Allah knows what is best...I ask you for the sake
of Allah to let me stay here and come closer to him. This is ‘insha allah’ (God’s
will) what is best for me spiritually in my worldly affairs and in the hereafter
(after this life)...Oh mother don't despair or worry and never lose hope in the
meréy of Allah. Read the speech of Allah and its meanings as much as you can.
May Allah take care of you wherever you are like you took care of me all my lifé.
May Allah also take care of me wherever I am and I put my full trust in him, T
‘will be fine wherever I am and nothing will happen to me except what Allah has
written which there is no escape from wherever I may be...I will come back
"Insha Allah" and we will have a happy reunion by the mercy of Allah and his

favor. But not now, sooner or a little while later "Bizmilla."

UFAM espouses Aulaqi's lectures which differentiate between the holy act of

martyrdom and suicide® which as previously discussed is forbidden in Islam.

UFAM believes that: "If we are patient and put our trust in Allah then he will
make whatever he has decreed easy for us. And Allah has promised ...hardéhip
ease will definitely come". In what UFAM believes is his last message to his
mother ("my phone will be disposed after this message") he writes: "Allah guides

us and that Allah saves us from the love of this world and our evil desires....."

* A copy of a text message sent by UFAM to his famity approximately three months before his mission.
® UFAM's debriefing by the FBI on 02/08/2010 p.10 :

11
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- UFAM follows the principle: "God guides people in ways they don't always
expect." Then when you receive a message from God it is viewed as religious
evidence supporting your commitment.® UFAM felt that Allah would favor this

martyrdom path.’

When the airplane was close to crossing the border between Canada and the U.S.,
UFAM went to the restroom, Washed his face, brushed his teeth, put on some
cologne, came back to his seat, said his [inal prayers and only then pushed the
plunger on the device.! Through these acts (prior to pushing the plunger) UFAM
prepared himself for martyrdom by purifying himself - body and soul.

2. Following Islamic fundamentalist laws There is no doubt that UFAM is

preoccupied with following Islamic fundamentalist laws. He beﬁeves that one
needs to actually travel and participate in Jihad to meet one's religious obligation.

| UFAM was never given a "Fatwah" (religious ruling) regarding his decision to
commit Jihad. UFAM believes that All Muslims already know that Jihad is
authorized, that no "Fatwah" is needed to be issued on that topic,9 and that a
Muslim has a religious obligatioh to pafticipate in Jihad and fight just as he does
to fast and to pray.’® UFAM believes 6ne’s obligation for Jihad ends only when
Muslim lands are free from Western occupation. He believes this would require a
global caliphate. When an area is no longer occupied bvaesterners, Jihad

~ becomes an option rather than an obligation.'’

UFAM referred several times to the religious commandment of donation (which
is also one of the five pillars of Islam). "It is binding upon everyone to seek

knowledge and to constantly make "duas" (donations)". For example he donated a

¢ ibid p.10 .

7 UFAM's debriefing by the FBI on 01/29/2010 p.10 .

® UFAM's debriefing by the FBI on 01/30/2010 pp.11-12; 02/12/2010 p.8
° UFAM's debriefing by the FBI on 02/05/2010 p.4

® UFAM's debriefing by the FBI on 02/15/2010 p.2

L UFAM's debriefing by the FBI on 02/08/2010 p.9
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few hundred Pounds to an organization which supports families of prisoners in

the UK. 2

3. Spent a lot of time in the mosque - UFAM reveals to the agents that he indeed

spent a lot of time at the mosque, attending various Mosques" wherever he has
been. UFAM states that at a certain period he began to memorize the Koran and
prayed at the Mosque and listened to Aulagi's many lectures on Jihad and Islamic

topics.

4. Student of "Shuhada" (martyrdom) - UFAM makes a point to present himself as

a student of "Shuhada", while he differentiatés between Muslims who are
* Jihadists and those who are not Jihadists such as Sheik Yassir Qudhi. While at
UCL, UFAM claimed that he did not want to participate in Jihad and did not at
that time subscribe to religious philbsophy that supported Jihad'®. Only later
© UFAM felt that God was guiding him to Jihad, he "saw the doors open" before
him. In the summer of 2009, UFAM was facing a two month break from his -
course work in Dubai, and he viewed: it as a sign from God that he should take
this opportunity to travel to Yemen, seck out Aulgqi and participate in Jihad.

Later during the Ramadan the conviction became more intense.'’

UFAM's religious _devoﬁon to martyrdom such as fasting (ohe of the five pillars
of Islam) convinced others such as Abdul Aziz that he was ready to become a
martyr'®, Aulaqi suggested that UFAM pray for religious guidance concerning the
right time to make the flight and fh_en_ to travel when he was ready. The group had

to have-a measure of trust that the martyr would perform the mission. According

2 ibid pp.7-8

2 UFAM's debriefing by the FBI on 12/25/2009 p.2; 02/09/2010 p.8; 02/23/2010 p.2
' UFAM's debriefing by the FBl on 02/08/2010p7 . = '
15 UFAM's debriefing by the FBI on 01/31/2010 p.11

'8 UFAM's debriefing by the FBI on 02/09/2009 p.5
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to UFAM the matter of trust was sensitive. The members of the group were very
spiritual about it. They would pray for guidance for the trustworthiness of the
individual as they did in UFAM's case. They would pray until they received a
signal 61’ sign that the selected individual would actually perform the mission, and

only after that would they develop the required trust.!”

UFAM argues that he does not believe that his family has the religious authority
to dissuade him from his decision to commit marlyrdor'n.‘8 It would have required
a command from a powerful religious authority associated with Jihad such as
AuIaqi, to dissuade him from completing his mission. UFAM believes that |
Aulaqi held all the power to make this decision. UFAM believed he had decided
on a path of Jihad, and destiny and/or fate would determine whether martyrdom

would be his path.'”

UFAM believes that martyrdom is already assumed to be part of Jihad and is just
ohe of several ways in which a person can participate in Jihad.” A martyr works
with people he trusts to determine whether that is the appropriate course of Jihad
for him, UFAM prayed for guidance from Allah seeking Jihad, and he wanted

Allah to make it easy for him.”’

B. UFAM's Social Background as a Typical Martyr

1. High level of aggression of significant surrounding social environment

UFAM is a classic example of a Shahid also as far as his significant social
environment is concerned (as far as we know from the information that we have

pertaining to the period of time from when he decided to become a martyr). From

7 UFAM's debriefing by the FBf on 02/02/2010 p.3
1 UFAM's debriefing by the FBI on 02/08/2010 p.9
¥ UFAM's debriefing by the FBI on 02/09/2010 p.3
* UFAM's debriefing by the FBI on 02/05/2010 p.4
% ibid p.3, p.6
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this time on, he is exposed to high levels of aggression supported by a culture that
provides militant terror propaganda®® via the: media, internet,” newsletters,?* and
religious and other interactions in the mosque and elsewhere.”> Manipulated by
fundamentalists, such as Aulaqi and his internet lectures, UFAM claims that the
main motivation for conducting the martyrdom mission included his
interpretation of Koranic verses® and his regularly attendance at prayers, where
he met and interacted with Fundamentalist Islamists. UFAM was familiar with
all of Aulaqi's lectures; and they were an important motivator which led UFAM
to decide to pal'ticipate in Jihad. He began listening to the lectures in 2005 and
reading Aulaqi's writings, which motivated him to accept martyrdom as a
possibility.”” Aulagi was not the only influential fundamentalist in UFAM’s life.
While residing at Abu Tarak's residence iﬁ Sana, Yemen he was mainly conﬁned
to his residence and discouraged from any communication with the outside world
(phone, email). During this period, UFAM spoke regularly with Abu Tarak and
three ofher individuals who visited him daily, speaking with them about Jihad and
martyrdom.”® UFAM discussed the cohcept of Jihad also with Uthmann who
supported Mujahidin worldwide already from 2005. He was deeply influenced by
a Jihadist who preached in England and elsewhere and used to meet with him
7 inténsively (as often as 3 times é week).”’ UFAM associated with Aulaqi who
frequently spoke of Jihad and interacted with other fighters, and while in Yemen,

he met with a man from Al Qaeda who further deepened his conviction.*

2. Encouragement and glorification of the martyr - Indeed we see in the case of

UFAM that sponsors of suicide bombings use a “tool kit” of concepts, myths,

symbols, ceremonies and rituals that honor and publicize their “martyrs” and their

% UFAM's debriefing by the FBI on 01/30/2010 p.6
# UFAM's debriefing by the FBI on 02/23/2010 pp. 1-2
¥ UFAM's debriefing by the FBl on 01/29/2010 p.8
* UFAM's debriefing by the FBI on 12/25/2009 p.2
* UFAM's debriefing by the FBI on 01/29/2010 p.10’
7 UFAM's debriefing by the FBI on 02/05/2010 p.3
® UFAM's debriefing by the FBI on 12/25/2009 p.2
# UFAM's debriefing by the F8I on 01/31/2010 p.6
* ibid p.3
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“heroic” sacrifice, (with videos, web sites, posters etc). UFAM watched
propaganda videos®' which were intended for the Mujahedeen community and
that glorified martyrs attacking the secular corrupt Muslim regimes such as the
Yemen government. The video was created as propaganda and to provide

justification for the attack, as well as to show the capabilities of AQ in Yemen.

UFAM himself participated in this practice of preparing a martyrs' video after he
was told by Aulaqi that he would bring down a plane and that he should prepare a
video. UFAM spent time thinking about his martyr's video.”* Approximately on
the 2™ or 3" of Dec. 2009, UFAM made a martyr's video with the help of two
video technicians who brought the equipment. They brought a black flag with
Islamic writing for the background as well as clothing® and other props. It took

them approximately 2 or 3 days to complete the video.

C. UFAM's Pefs'onalitv Background and Personal Reinforcement as a Typical
Margyr_

1. Martyr’s reward - Islamic Fundamentalist Jihadists preach and emphasize that
martyrdom offers meaningflﬂ persdnal rewards, in the eternal life at the highest

~ gardens of paradise. Interestingly, UFAM never mentions these rewards and does
not raise these reinforcements. as reasons for his decision to become a martyr.

~ This phenomenon is characteristic also with other martyrs who believe that
revealing the expected rewards lessens thie importance of their-act. Yet we can
learn that the rewards of martyrdom play a significant part for UFAM since when
he talks about Aulaqi's martyrdom he stresses that he believes that if Aulaqgi were

to be killed, he would be entitled to a martyrs reward. UFAM explains (again

not in the context of his own martyrdom) that there are different degrees of

' UFAM's debriefing by the FBI on 02/02/2010 p.4
? UFAM's debriefing by the FBl on 01/29/2010 p.15; 02/09/2010 p.7
¥ UFAM's debriefing by the FBI on 01/29/2010 p.16
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reward for mavu*tyrdom.34 For example UFAM believes that if the accusations
against Aulaqi were true (allegations of solicitation of prostitution) Aulagi could
repent for these sins and his commitment to Jihad would outweigh such
transgressions. He adds that people are not perfect and that they make mistakes.*
We can learn that UFAM is concerned and troubled about accountability to God
for committed sins that can be forgiven by committing martyrdom. UFAM
explains that in Allah's sliding scale of forgiveness, a Muslim's punishment to
hell can be removed at any time. In the Islamic faith, some sins of the Muslim
can be repaired through religious faith and devotion. Sins can be forgiven if you

repent just before death since Allah's mercy overcomes his anger.*

UFAM focuses on and gave lectures about black magic - its origins, preventions
and cures. From this one can deduce that he is preoccupied (to say the least) with
thé unknown and the mystical. He speaks about "jinns" (which are frequently .
mentioned in the Koran and the Haddith).. "Jinns" are creatures made from fire
 which have the properties of blight. UFAM believes that Jinns frequently possess
people and that they use their possessed to do their work by pro>(y.3"7 Martyrdom

guarantees Paradise and therefore protects one from evil forces.

We can also learn about UFAM’s beliefs and expectations regarding the afterlife
from his writings to his mother®: "May Allah reward you with "Jannah" (heaven)
where no so‘ul is unhappy and have a good life for what you've done for me. He
is well aware and never forgets. Amen. May peace, serenity and tranquility of
Allah descend on you always amen...May Allah make it a successful and happy

event for you all, amen".

¥ UFAM's debriefing by the FBI on 04/16/2010 p.2

% UFAM's debriefing by the FBI on 02/15/2010 p.3; 02/19/2010 p.3

* UFAM's debriefing by the FBI on 02/05/2010 p.4

% UFAM's debriefing by the FBI on 01/31/2010 p.7

* From a copy of a text message sent by UFAM to his family approximately three months before his mission.
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2. Low levels of aggression - Similar to the surprising finding in the INP study that
found low levels of aggression among the individuals who intended to explode
themselves, killing innocent people they didn't know, UFAM also expresses é
low level of aggression. On the day of his arrest, when asked by a hospital
nurse:> "...about today on the plane, don't you consider that-harming yourself or
others?" UFAM replied: "no that is martyrdom". UFAM claims that he was
resolved to kill innocent people and considered them to be "collateral damage".
UFAM worked through all of these issues with Aulaqi's guidance, believing in
the righteousness of the attack, by, in his mind, transformin‘g _cruel terror into
sacred missions (fulfillment of a holy command). UFAM tells the investigators
that he had hardened himself as someone who would do whatever was asked of
him in suppbrt of the Ji!had.40 He quotes'from the article "Constants of Jihad"
(previously identified as being very influential in his decision to cémmit J ihad), a
verse which states "fighting has been prescribed for you but you hate it".
UFAM felt this statement aligned very closely to verses from the Koran, and that
.‘it means that at times one needs to participate in bad acts such as "fighting to

achieve the greater good".*!

The investigating agents inquired whether any specific act or e\;'ent by the US ~
motivated UFAM to conduct Jihad. He replied that his motivation was the
religious obligation to conduct Jihad not hatred toward the US.”? He was
pref;afed to fulfill his mission of Jihad against whatever enemy was identified by

Aulaqi. UFAM did not choose the target or the mission, it was chosen for him.*

3. Submissive and dependent personality - UFAM, by his own admission, is highly

influenced by leaders that, as we have seen, dictate for him existential decisions.
Sheikh Gumi is the most influential person in UFAM's life prior to UFAM's

decision to conduct Jihad. UFAM replaces Sheikh Gumi and becomes completely

¥ Julia Longnecker's interview by the FBI on 12/29/2009 pp.1-2

“® UrAM's debriefing by the FBI on 01/31/2010 p.5

' UFAM's debriefing by the FBI on 02/15/2010 p.1

2 UFAM's debriefing by the FBl on 02/23/2010 p.4

“ Once again as explained above {p.9 of this memorandum) what UFAM said when interviewed by FBI agents is a
direct contradiction to later statement in court upon the entry of his guilty plea'.
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committed to Sheikh Aulaqi.** He claims that if he would have experienced doubt
about conducting Jihad he still would have ‘continued forward with the

martyrdom mission. The only way that UFAM would not have followed through

with his mission would be if Aulaqgi or Abdul Aziz had for some reason directed
him not to complete the mission.*” UFAM rationalizes that this exhibition of
submissive and dependent personalities is in fact a religious command - that

every Muslim should swear allegiance to a leader.*

IIX. Discussion

In an attempt to predict the probability that UFAM will commit a future
criminal/terrorist act, this docurrient aims to better understand his "rational choice" and
analyzes his motivation to become a martyr. UFAM, by his own testimony, claims that
the decision to actually pursue Jihad and become a martyr is an outcome of a decision
making process. Only upon completion of that decision making process,*” he argues,
coilld he be certain that martyrdom was the right course of action for him. The
criminological theory of "rational choice" bases the decision making process on an

evaluation of the "cost" and the anticipated "benefits" of one's actions.

In this memorandum, which is based on the INP study, literature that has been
published on suicide bombers as well as UFAM's statements and reported behavior, I
conclude that that UFAM's act of martyrdom is an outcome of a dynamic interaction

between his Religious Beliefs, Personality and Social Backgrounds.

“ UFAM's debriefing by the FBI on 02/08/2010 p.10
© % ibid

“ UFAM's debriefing by the FBI on 02/09/2010 p.4

7 UFAM's debriefing by the FBI on 02/15/2010 p. 1
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UFAM's religious background is that of a classical martyr and is characterized by: deep
religious feelings; following Islamic laws; spending a lot of time in mosques with

Fundamentalist Jihadists; becoming a student of "Shuhada".

UFAM is a classic example of a martyr also as far as his social environment
background is concerned. He is exposed to high levels of aggression by manipulating
Islamic Fundamentalist Jihadist sponsors of suicide bombings. These sponsors preach
and emphasize that martyrdom offers glorification and meaningful personal rewards, in

the eternal life in the highest gardens of paradise.

From a personality point of view, UFAM overcomes his hesitation to kill innocent
people, by working through this issue with Aulaqgi's guidance and by believing in the
righteousness of the attack. He does this by, in his mind, transforming cruel terror into
sacred missions which are the fulfillment of a holy commandment and in which the
victims are cbnsidefed to be "collateral damage". Also from the personality point of
view it is interesting to see that UFAM rationalizes his submissive and dependent
personality as his compliance with the religious commandment that every Muslim

should swear al]egianée to a leader.

Tt is important to emphasize here that if UFAM believed that he had completed his
obligation to Jihad with his failed attempt, one could consider him to be less of a threat

-in the future. On the contrary, UFAM claims that the fact that the bomb did not explode
was merely evidence that it was not his time to die. He did not believe that he had
failed to deploy the device properly.* UFAM believes that the outcome of his mission
was in God's hands. He believes that the failed martyrdom mission could be the result
of God wanting to purify him (since. he was not ready for martyrdom yet). UFAM
claims that patience in necessary until purification.*” The failed martyrdom mission, in
his mind, is no more than a possible test of patience imposed on him by God. One can
interpret this rhetoric as meaning that he has not given up on aspirations to martyrdom.

When asked if he still had an obligation to commit Jihad in light of the fact that his

¢ UFAM's debriefing by the FBI on 02/08/2010 p.10
“® UFAM's debriefing by the FBI on 02/19/2010 p.3
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| martyrdom operation failed, UFAM answered that the obligation to Jihad still exists for
all able bodied Muslims. Essentially in his opinion, only if there is no capability to
commit Jihad, then there is no obligation.> Since he felt that Jihad was the right
decision, he claimed that no one could have convinced him to reconsider. Therefore, it
is quite possible that, once he deems himself purified, he might try another attempt at

martyrdom given the opportunity. -

In addition to the likelihood that given the opportunity, UFAM will make another
attempt at martyrdom, there also exists the prospect that he will present a danger by
becoming a role model and an example for other potehﬁal martyrs. UFAM has lectured
in the past about Islamic faith®' in various forums. From his failed attempt, debriefings
and statements it is clear that he is very opinjonated and very articulate about his
Fundamentalist Islamic Jihadist beliefs. UFAM's experience, eloquence and passion
for le.cturing, if givenl_a platform from which to speak to the world; will in my opinion
turn him into a strong advocate/spokesman on behalf of Fundamentalist Islamic
Jihadists. When interviéwed by agents®’, UFAM replied that if he would have been
asked by a leader from AQ> to assist in recruitment he believes he would have
attempted to seek out individuals and instruct them indepéndently. Therefore, I believe
that if: a. given the opportunity to communicate with other Jihadist sympathizers; and
b. given the command from those whom he perceivés as leaders - UFAM will be
willing to become a role model and proxy for .Fundamentalist Islamic Jihadists assisting

them in the recruitment of new martyrs

* ibid p.4

* UFAM's debriefing by the FBI on 01/31/2010 p.7

2 UFAM's debriefing by the FBI on 02/15/2010 p.6

> UFAM is highly influenced by leaders that dictate for him existential decisions (see section I1.¢.3.) and this is another
example, making it clear that he needs a leader who will give him the command.
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IV. Conclusion

Since UFAM's motivation to commit martyrdom appears to be great, I believe there is
high probability that given the opportunity, he would try once again to commit an act

of martyrdom, endangering his and other innocent lives.

It is my belief that UFAM fits well the profile of the classic martyr as described above.
Therefore his act of martyrdom is the result of his expectation to receive religious, -

personal/ personality and social benefits. As long as he is of the same state of mind and
continues to hold the same set of beliefs, the outcome of this "rational choice" decision
making process which evaluates the "cost" and the anticipated "benefits" is expected to

lead him to martyrdom.

UFAM stated to Agents that he is committed to Jihad. He claimed that once a decision
is made, onc remains committed to that decision unless something comes up that

requires re-examination. >4

It seems that even the death of Aulaqi, his source of religious guidance® concerning
martyrdom, did not change his state of mind and did not require re-examination, If

anything, it has made him more determined.

In summary, in addition to the probability that given the opportunity, UFAM will
make another attempt at martyrdom, there also exists the likelihood that he will
become a role model and proxy of Fundamentalist Islamic Jihadists, assisting

them in the recruitment of new martyrs.

Dr. Simon Perry

' UFAM's debriefing by the FBI 03/15/2010 p.3
% ibid p.8
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The Washington Post

CIA director says secret attacks in Pakistan have hobbled al- it
Qaeda

By Joby Warrick and Peter Finn
Washington Post Staff Writers
Thursday, March 18, 2010; A01

Aggressive attacks against al-Qaeda in Pakistan's tribal region have driven Osama bin Laden and
his top deputies deeper into hiding and disrupted their ability to plan sophisticated operatlons

CIA. Director Leon Panetta said Wednesday. $0 Intro Annual Fee for the fir st year, and
earn 25,000 Memibership Rewards® paints

pleaded with bin Laden to come to the group’s rescue and provide some leadership, Panetta said.
He credited improved coordination with Pakistan's government and what he called "the most
aggressive operation that CIA has been involved in in our history," offering a near-
acknowledgment of what is officially a secret war.

"Those operations are seriously disrupting al-Qaeda," Panetta said. "It's pretty clear from all the intelligence we are getting that they are having a*
very difficult time putting together any kind of command and control, that they are scrambling. And that we really do have them on the run."

Panctta is one of several senior officials who have stepped forward to argue that the administration is making gains against extremists, in part to
rebut Republican criticism that President Obama has weakened national security. He is not the first CIA director to point to progress in the war
against al-Qaeda, claims that sometimes prove too ambitious. "I have an excellent idea of where [bin Laden] is," then—CIA Director Porter J. Goss
told an interviewer in 2005.

Senior Obama administration officials this week have given sharply different views on how bin Laden would be dealt with if he fell into U.S.
hands. Gen. Stanley A. McChrystal, the commander of U.S. and NATO forces in Afghanistan, said Wednesday that the military would "certainly"
try to capture bin Laden alive and "bring him to justice."

A day earlier, Attorney General Eric H. Holder Jr. told a congressional panel that bin Laden would never go on trial in the United States because
the chances of him being caught alive are "infinitesimal." He predicted flatly that bin Laden will be killed -- either by U.S. forces or by al-Qaeda
operatives determined to prevent him from being captured.

Panetta said the agency has a plan in the event that a top al-Qaeda leader is captured. "The most likely scenario is you bring them to a military
facility, and we would then do the questioning” there, he said.

A steady toll on al-Qaeda

Reflecting on his 13 months at the helm of the CIA, Panetta made no prediction about the fate of the man who has eluded a worldwide manhunt for
nine years. But he said the combined U.S.-Pakistani campaign is taking a steady toll in terms of al-Qaeda leaders killed and captured, and is
undercutting the group's ability to coordinate attacks outside its base along the Afghanistan-Pakistan border.

To illustrate that progress, U.S. intelligence officials revealed new details of a March 8 killing of a top al-Qaeda commander in the militant
stronghold of Miram Shah in North Waziristan, in Pakistan's autonomous tribal region. The al-Qaeda official died in what local news reports
described as a missile strike by an unmanned aerial vehicle. In keeping with long-standing practice, the officials spoke on the condition of
anonymity because the CIA formally declines to acknowledge U.S. participation in attacks inside Pakistani territory.

Hussein al-Yemeni, the man killed in the attack, was identified by one intelligence official as among al-Qaeda's top 20 leaders and a participant in
the planning for a Dec. 30 suicide bombing at a CIA base in the province of Khost in eastern Afghanistan. The bombing, in which a Jordanian
double agent gained access to the CIA base and killed seven officers and contractors, was the deadliest single blow against the agency in a quartel-
century.

Panetta's upbeat remarks contrasted with recent intelligence assessments of continuing terrorist threats against the U.S. homeland. But he also said
al-Qaeda will continue to look for ways to strike inside the United States, and he noted that the organization is seeking to recruit people who lack
criminal records or known ties to terrorist groups. :

He cited the recent examples of Najibullah Zazi, an Afghan immigrant who targeted the New York subway system and pleaded guilty to terrorism
charges, and Umar Farouk Abdulmutallab, a Nigerian charged with attempting to detonate explosives on a commercial flight about to land in
Detroit.

"How many other Zazis are there -- the people who have a clean record who suddenly, for some crazy reason, decide to get involved with jihad?"
Panetta said. "The bomber in Detroit -- this person suddenly goes off, has a U.S, visa, and within 30 days he's recruited to strap.a bomb on and
come to this country. What we are seeing is that they are now looking for those kind of clean credentials."

Such threats make it all the more necessary to strike al-Qaeda in its home base, Panetta said. "The president gave us the mission to disrupt,
dismantle and defeat al-Oaeda and their militarv allies. and I think that's what we are trvine to do." J A 6 1 8
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Secret strikes

Counting the March 8 operation, the CIA is believed to have mounted 22 such strikes this year, putting the agency on course to exceed last year's
roughly 53 strikes, a record. The March 8 event is believed to have been the first to occur in an urban area; a U.S. intelligence official familiar with
the operation said the building that was targeted housed "a large number of al-Qaeda" fighters who were developing explosives. There were no
other casualties, the official said.

Panetta, while declining to comment on the strike itself, said the death of the al-Qaeda commander sent a "very important signal that they are not
going to be able to hide in urban areas."

He also cited recent arrests of top Taliban figures -- most notably Mullah Abdul Ghani Baradar, captured in Karachi in early February -- as tangible
evidence of improving ties with Pakistan's intelligence service. He said that Pakistan has given the CIA access to Baradar since his capture and
added that "we're getting intelligence™ from the interrogation.

A senior intelligence official revealed that Baradar was tracked down as part of a joint operation with Pakistan that targeted members of a Taliban
leadership council known as the Quetta Shura. A breakthrough came when the intelligence agencies obtained a list of Taliban phone numbers, one
of which led them directly to Baradar, the official said.

Panetta said coordination between the CIA and its Pakistani counterparts had improved over the past year, despite occasional "friction based on
past history."

"Generally we've had much better relationships," he said. "We do a lot more operations together. That's how Baradar was captured as well as
others. . . . They have been much more tolerant of the operations we have there."

Where is bin Laden?

Panetta said the agency does not know precisely where bin Laden and his top deputy, Ayman al-Zawahiri, are hiding, but he said agency officials
believe the two are inside Pakistan, "either in the northern tribal areas or in North Waziristan, or somewhere in that vicinity."

While there have been no-confirmed sightings of either man since 2003, the continued pressure increases the opportunities for catching one or both,
Panetta said. "We thought that the increased pressure would do one of two things: that it would either bring them out to try to exert some leadership
in what is an organization in real trouble, or that they would go deeper into hiding," he said. "And so far we think they are going deeper into
hiding."

Inside the door of Panetta's office is a color-coded map of the tribal areas in Paklstan, the only map on a wall decorated with photographs of
Panetta’s long career in Washington.

"You can bet there is going to be a conversation in this office during the day that involves something on that map,” he said.
Staff writer Craig Whitlock and staff researcher Julie Tate contributed to this report.

View all comments that have been posted about this article.
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ASIANEWS 1 Rarch 18. 2010

Drone Kills Suspect in CIA Suicide Bombing

Agency Hits Back After December Deaths of Seven Agents; Panetta and McChrystal See Pressure Rising on al
Qaeda, Taliban

By SIOBHAN GORMAN And JONATHAN WEISMAN

Associaled Pr

A U.8. Predator drone flies over the moon above Kandahar Air Field.

WASHINGTON—A Central Intelligence Agency drone strike last week killed a top al Qaeda trainer suspected of
being involved in December’s suicide bombing that killed seven CIA officers at a base in Afghanistan, U.S.
officials say.

The March 8 strike on a suspected bomb-making facility in Miran Shah, Pakistan, killed as many as 15 people,
including Hussein al-Yemeni, a rising star in the al Qaeda network led by Osama bin Laden, according to people
familiar with the strike.

In an interview Wednesday, CIA Director Leon Panetta
confirmed Mr. al-Yemeni's death. "We now believe that al-
Yemeni, who was one of the top 20 [al Qaeda leaders], was one
of those who was hit," Mr. Panetta said. "He is somebody who we
believe was one of those who was involved in providing the
explosives for the Khost attack.”

Meanwhile, the top U.S. commander in Afghanistan, Gen.
Stanley McChrystal, said there were signs high-level Taliban
leaders were becoming more amenable to U.S.-backed
reconciliation efforts. He said the group's leadership appeared to

CIA Director Leon Panelia al his office in Langley,
Va., in September. have been rattled by the recent capture inside Pakistan of Mullah
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Abdul Ghani Barader, the Taliban's operations chief, as well as by the stepped-up military campaigns against the
armed group in both Afghanistan and Pakistan,

Mr. al-Yemeni, who was in his late 20s or early 30s, was on a small council that helped plan the December strike
on a forward CIA operating base just outside the Afghan city of Khost, according to officials familiar with the
operation. He was involved in training Taliban and foreign Al Qaeda recruits for strikes on troops in Afghanistan
and targets outside the region.

The Khost bombing was carried out by a suspected double agent, Jordanian physician Humam Khalil
Mohammed, who convinced Jordanian and U.S. intelligence officials he would lead them to the top echelon of al
Qaeda, including the terror network’s second-in-command, Egyptian Ayman al-Zawahiri. The bomber showed
intelligence officials a picture of himself with Mr. Zawahiri to prove his value.

Killing Mr. al-Yemeni was very important to the CIA because of
his status in al Qaeda and his involvement in the Khost attack,
Mr. Panetta said. Mr. Panetta didn't speak directly to the
circumstances of the death; the CIA doesn't discuss covert
action.

"Anytime we get a high value target that is in the top leadership
oo ) . of al Qaeda, it seriously disrupts their operations," Mr. Panetta
A drone strike in Pakistan apparently kifls a top al said. "It sent two important signals,” Mr. Panetta said. "No. 1
Qaet(ija trainer who helped supervise December's that we are not going to hesitate to go after them wherever they
ici ing at t i i . - .
suicide bombing af 2 Centrai Intalligence Agency post in try to hide, and No. 2 that we are continuing to target their

Afghanistan. WSJ's Jonathan Weisman joins The News
Hub from Washington with more details. leadership.”

Mr. al-Yemeni also served as a liaison with a range of affiliated militant groups, including al-Qaeda's affiliate in
Yemen, the Hagqani network in the Pakistani region of North Waziristan, and the Afghan and Pakistani Taliban,
another U.S. counterterrorism official said. A specialist in bombs and suicide operations, he was also a conduit in
Pakistan for money, messages and recruiting, the official added.

Mr. Panetta said the pressure on al Qaeda is growing on the border region between Pakistan and Afghanistan and
could be stepped up further. The Pakistanis are also "talking about the possibility of going into North Waziristan,’
Mr. Panetta said. That is the tribal area where Mr. al-Yemeni was killed and is the home of the Hagqgani network,

a terror group which coordinates with the Taliban in Afghanistan.

Mr. al-Yemeni appears to be the second Khost attack planner who had been killed since the Dec. 30 bombing of
the CIA base. Pakistani Taliban chief Hakimullah Mehsud, who claimed credit for the Khost attack in a video with
the bomber, is presumed dead because he hasn't resurfaced since another drone strike earlier this year, said a
U.S. counterterrorism official. '

‘Within days of his appointment as CIA director last year, Mr, Panetta decided his focus would be Pakistan's
lawless tribal region. The battle against al Qaeda in Pakistan would become Panetta's war.

"The president of the United States gave us the mission of disrupting, dismantling and defeating al Qaeda and its
militant allies," Mr. Panetta said. "We've virtually doubled our operations. We're putting tremendous pressure on
al Qaeda as a result of that."

Presiding over the CIA's campaign against al Qaeda and its affiliates, Mr. Panetta has produced the CIA's highest
annual tally of drone strikes—more than 65 since he took his post—that have taken out 400 to 500 militants. A
U.S. counterterrorism official said Wednesday that in those strikes, around 20 noncombatants were killed,
generally because they were right near a combatant.

He has also made the CIA's drone program, a Bush-era assassination campaign that doesn't sit well with human-
rights advocates, a staple of U.S. counterterrorism operations. And he has done it with the same team that was
responsible for the practices that Mr. Panetta and President Barack Obama once criticized.
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The results of the campaign, which includes the capture over the last two months of 20 al Qaeda and Taliban
militants, have bolstered support for Mr. Panetta in Islamabad and Washington. In the fall, when he proposed an
expansion of the drone program to a fleet of 14 pilotless planes from seven, the White House was quick to approve
it, according to a senior intelligence official.

Democratic Sen. Dianne Feinstein, the Senate intelligence committee chairman who worried about Mr. Panetta's
lack of spy experience, now praises his "unique set of credentials."

[

Regional Violence

Republican Sen. Christopher S. Bond of Missouri, who tangled
with Mr. Panetta during his confirmation hearing, now says he
S - S has "won over a lot of cynics, and he's among the very best of the ,
' intelligence appointments the current administration has made." '

SRR B But the CIA's suceess in Pakislan comes wilh risks, The
= S intensified focus on killing al Qaeda militants worries a number
A L of CIA veterans, who say the agency is doing the military's most
' risky legwork while neglecting the agency's core mission, which _
is to collect secrets that help forecast emerging threats overseas.

"Allowing the agency to do what I think is a military job is
Follow events in Afghanistan and Pakistan, ;idiculous," said Margaret Henoch, a former senior CIA official,
day by day. : who added that there is no reason the Defense Intelligence
Agency can't be responsible for tactical intelligence operations.

More interactive graphics and photos

Meanwhile, others worry that the administration will become
over-reliant on the drone program because it produces tangible results. "There's no question in my mind this is
l disrupting and hurting the enemy badly, but at the same time, you don't win thls way," said Michael Hurley, a
' former CIA counterterrorlsm official.

Mr. Panetta said he understands these concerns, which is why he has asked his staff to develop a strategy to

g address terrorist threats not just in Afghanistan and Pakistan, but in Yemen, Somalia and other emerging
terrorist hot spots. He also needs to make sure the agency doesn't lose sight of trends in other areas of the world,
Mr. Panetta said. "I can't afford to be surprised,"” he said.

—Yochi J. Dreazen contributed to this article.

Write to Siobhan Gorman at giobhan.gorman@wsj.com and Jonathan Weisman at jonathan.weisman@wsj.com :
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'This Week' Transcript: Panetta

June 27, 2010 — abcnews.go.com

Jake Tapper Interviews CIA Director Leon Panetta

ABC News "This Week" Jake Tapper interviews CIA Director Leon Panetta Sunday, June 27, 2010
TAPPER: Good morning and welcome to "This Week."

This morning of this week, exclusive. CIA Director Leon Panetta. His first network news interview.
Top questions on the threats facing the U.S., and whether the CIA is up to the task.

(BEGIN ViDEO CLIP)

PANETTA: And what keeps me awake at night--

(END VIDEO CLIP)

TAPPER: The latest on Al Qaida, the hunt for Osama bin Laden, Iran, North Korea, global hotspots in an
increasingly dangerous world, and the threat of homegrown terrorists.

(BEGIN VIDEO CLIP)

PANETTA: We are being aggressive at going after this threat.

(END VIDEO CLIP)

TAPPER: CIA Director Leon Panetta only on "This Week."

Then, the McChrystal mess. ,
(BEGIN VIDEO CLIP)

PRESIDENT BARACK OBAMA: I welcome debate among my team, but I won't tolerate division.
(ENDVIDEOCLIP)

TAPPER: The change in command in Afghanistan raises new questions about the president's strategy to
win the war. That and the rest of the week's politics on our roundtable with George Will, author Robin

Wright of the U.S. Institute of Peace, David Sanger of the New York Times, and the Washington Post's
Rajiv Chandrasekaran.

And as always, the Sunday Funnies. -
(BEGIN VIDEO CLIP)

DAVID LETTERMAN, TALK SHOW HOST: It took President Obama 45 minutes to make a decision to
pick a new Afghanistan commander, 45 minutes. It took him six months to pick a dog for the White

House. _
JAG626
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TAPPER: Good morning. When the president takes a look at the world, he's confronted with threats
literally all over the map. In Afghanistan, U.S. and international forces struggle to make headway against
the Taliban. Iran moves ahead with a nuclear program in defiance of international condemnation. North
Korea becomes even more unpredictable as it prepares for a new supreme leader. New terror threats from
Pakistan, Yemen, Somalia. No one knows these threats better than the president's director of the Central x
Intelligence Agency, Leon Panetta. He's been in the job for 16 months, and he's here with me this !
morning, his first network news interview. Mr. Panetta, welcome. :

PANETTA: Nice to be with you, Jake.

TAPPER: Now, this was a momentous week, with President Obama relieving General McChrystal of his
command. When this was all going down, you werc with General Petraeus at a joint CIA-CENTCOM
conference. And I want to ask you about the war in Afghanistan, because this has been the deadliest
month for NATO forces in Afghanistan, the second deadliest for U.S. troops, with 52 at least killed this
month. Are we winning in Afghanistan, and is the Taliban stronger or weaker than when you started on
the job?

PANETTA: I think the president said it best of all, that this is a very tough fight that we are engaged in.
There are some serious problems here. We're dealing with a tribal society. We're dealing with a country
that has problems with governance, problems with corruption, problems with narcotics trafficking,
problems with a Taliban insurgency. And yet, the fundamental purpose, the mission that the president
has laid out is that we have to go after Al Qaida. We've got to disrupt and dismantle Al Qaida and their
militant allies so they never attack this country again.

Are we making progress? We are making progress. It's harder, it's slower than I think anyone anticipated.
But at the same time, we are seeing increasing violence, particularly in Kandahar and in Helmand '
provinces. Is the strategy the right strategy? We think so, because we're looking at about 100,000 troops
being added by the end of August. If you add 50,000 from NATO, you've got 150,000. That's a pretty
significant force, combined with the Afghans.

But I think the fundamental key, the key to success or failure is whether the Afghans accept
responsibility, are able to deploy an effective army and police force to maintain stability. If they can do
that, then I think we're going to be able to achieve the kind of progress and the kind of stability that the
president is after. ' _

TAPPER: Have you seen any evidence that they're able to do that?

PANETTA: I think so. I think that what we're seeing even in a place like Marjah, where there's been a lot
of attention -- the fact is that if you look at Marjah on the ground, agriculture, commerce is, you know,
moving back to some degree of normality. The violence is down from a year ago. There is some progress
~ there.

We're seeing some progress in the fact that there's less deterioration as far as the ability of the Taliban to
maintain control. So we're seeing elements of progress, but this is going to be tough. This is not going to
be easy, and it is going to demand not only the United States military trying to take on, you know, a
difficult Taliban insurgency, but it is going to take the Afghan army and police to be able to accept the
responsibility that we pass on to them. That's going to be the key. : JAG27

TAPPER: It seems as though the Taliban is stronger now than when President Obama took office. Is that



' Case: 13-422  Document; 69-1 Page: 63  04/15/2013 -907456 152

fair to say? Case 1:12-cv-00794-CM Document 36-3 Filed 07/18/12 Page 9 of 45

PANETTA: I think the Taliban obviously is engaged in greater violence right now. They're doing more on
IED's. They're going after our troops. There's no question about that. In some ways, they are stronger, but
in some ways, they are weaker as well.

I think the fact that we are disrupting Al Qaida's operations in the tribal areas of the Pakistan, I think the
fact that we are targeting Taliban leadership -- you saw what happened yesterday with one of the leaders
who was dressed as a woman being taken down -- we are engaged in operations with the military that is
going after Taliban leadership. I think all of that has weakened them at the same time.

So in some areas, you know, with regards to some of the directed violence, they seem to be stronger, but
the fact is, we are undermining their leadership, and that I think is moving in the right direction.

TAPPER: How many Al Qaida do you think are in Afghanistan?

PANETTA: I think the estimate on the number of Al Qaida is actually relatively small. I think at most,
we're looking at maybe 50 to 100, maybe less. It's in that vicinity. There's no question that the main
location of Al Qaida is in tribal areas of Pakistan.

TAPPER: Largely lost in the trash talking in the Rolling Stone magazine were some concerns about the
war. The chief of operations for General McChrystal told the magazine that the end game in Afghanistan
is, quote, "not going to look like a win, smell like a win or taste like a win. This is going to end in an
argument."”

What does winning in Afghanistan look like? |

PANETTA: Winning in Afghanistan is having a country that is stable enough to ensure that there is no
safe haven for Al Qaida or for a militant Taliban that welcomes Al Qaida. That's really the measure of
success for the United States. Our purpose, our whole mission there is to make sure that Al Qaida never
finds another safe haven from which to attack this country. That's the fundamental goal of why the United
States is there. And the measure of success for us is do you have an Afghanistan that is stable enough to
make sure that never happens.

TAPPER: What's the latest thinking on where Osamia bin Laden is, what kind of health he's in and how
much control or contact he has with Al Qaida? :

PANETTA: He is, as is obvious, in Very deep hiding. He's in an area of the -- the tribal areas in Pakistan
that is very difficult. The terrain is probably the most difficult in the world.

- TAPPER: Can you be more specific? Is it in Waziristan or--

PANETTA: Alli can tell you is that it's in the tribal areas. That's all we know, that he's located in that
vicinity. The terrain is very difficult. He obviously has tremendous security around him. JA6G28

But having said that, the more we continue to disrupt Al Qaida's operations, and we are engaged in the
most aggressive operations in the history of the CIA in that part of the world, and the result is that we are
disrupting their leadership. We've taken down more than half of their Taliban leadership, of their Al
Qaida leadership. We just took down number three in their leadership a few weeks ago. We continue to
disrupt them. We continue to impact on their command-and-control. We continue to impact on their
ability to plan attacks in this country. If we keep that pressure on, we think ultimately we can flush out
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TAPPER: When was the last time we had good intelligence on bin Laden's location?

PANETTA: It's been a while. I think it almost goes back, you know, to the early 2000s, that, you know, in
terms of actually when he was moving from Afghanistan to Pakistan, that we had the last precise
information about where he might be located. Since then, it's been very difficult to get any mtelllgence on
his exact location.

TAPPER: We're in a new phase now of the war, in which the threat can come from within, the so-called -
homegrown terrorists or the lone wolf terrorists. I'm talking about Faisal Shahzad, the would-be Times
Square bomber; Umar Farouk Abdulmutallab, the failed Christmas Day bomber; Lieutenant (sic) Nidal
Hasan, the Fort Hood shooter. What do these incidents and the apparent increased occurrences of these
types of attacks say about the naturc of the threat we face?

PANETTA: I think what's happened is that the more we put pressure on the Al Qaida leadership in the
tribal areas in Pakistan -- and I would say that as a result of our operations, that the Taliban leadership is
probably at its weakest point since 9/11 and their escape from Afghanistan into Pakistan. Having said
that, they clearly are continuing to plan, continuing to try to attack this country, and they are using other
ways to do it.

TAPPER: Al Qaida you're talking about.

PANETTA: That's correct. They are continuing to do that, and they're using other ways to do it, which are
in some ways more difficult to try to track. One is the individual who has no record of terrorism. That was
true for the Detroit bomber in some ways. It was true for others.

They're using somebody who doesn't have a record in terrorism, it's tougher to track them. If they're
using people who are already here, who are in hiding and suddenly decide to come out and do an attack,
that's another potential threat that they're engaged in. The third is the individual who decides to self-
radicalize. Hasan did that in the Fort Hood shootings. Those are the kinds of threats that we see and we're
getting intelligence that shows that's the kind of stream of threats that we face, much more difficult to
track. At the same time, I think we're doing a good job of moving against those threats. We've stopped
some attacks, we continue to work the intelligence in all of these areas. But that area, those kinds of
threats represent I think the most serious threat to the United States right now.

TAPPER: All three of those individuals were tied in some way to an American cleric who is now
supposedly in Yemen, Anwar al-Awlaki. He has said to be on an assassination list by President Obama. Is
that true and does being an American afford him any protection that any other terrorist might not enjoy?

PANETTA: Awlaki is a terrorist who has declared war on the United States. Everything he's doing now is
to try to encourage others to attack this country, there's a whole stream of intelligence that goes back to
Awlaki and his continuous urging of others to attack this country in some way. You can track Awlaki to
the Detroit bomber. We can track him to other attacks in this country that have been urged by Awlaki or
that have been influenced by Awlaki. Awlaki is a terrorist and yes, he's a U.S. citizen, but he is first and
foremost a terrorist and we're going to treat him like a terrorist. We don't have an assassination list, but I
can tell you this. We have a terrorist list and he's on it. JA629

TAPPER: "The New York Times" reported this week that Pakistani officials say they can deliver the
network of Sirajuddin Haqgani, an ally of Al Qaida, who runs a major part of the insurgency into
Afghanistan into a power sharing arrangement. In addition, Afghan officials say the Pakistanis are
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Taliban leadership. Do you believe Pakistan will be able to push the Haqqam network into peace
negotiations?

PANETTA: You know, I read all the same stories, we get intelligence along those lines, but the bottom line
is that we really have not seen any firm intelligence that there's a real interest among the Taliban, the
militant allies of Al Qaida, Al Qaida itself, the Haqqganis, TTP, other militant groups. We have seen no
evidence that they are truly interested in reconciliation, where they would surrender their arms, where
they would denounce Al Qaida, where they would really try to become part of that society. We've seen no
evidence of that and very frankly, my view is that with regards to reconciliation, unless they're convinced
that the United States is going to win and that they're going to be defeated, I think it's very difficult to
proceed with a reconciliation that's going to be meaningful.

TAPPER: I know you can't discuss certain classified operations or cven acknowledge them, but even since
you've been here today, we've heard about another drone strike in Pakistan and there's been much
criticism of the predator drone program, of the CIA. The United Nations official Phil Alston earlier this
month said quote, "In a situation in which there is no disclosure of who has been killed for what reason
and whether innocent civilians have died, the legal principle of international accountability is by
definition comprehensibly violated." Will you give us your personal assurance that everything the CIA is
doing in Pakistan is compliant with U.S. and international law?

PANETTA: There is no question that we are abiding by international law and the law of war. Look, the
United States of America on 9/11 was attacked by Al Qaida. They killed 3,000 innocent men and women
in this country. We have a duty, we have a responsibility, to defend this country so that Al Qaida never
conducts that kind of attack again. Does that make some of the Al Qaida and their supporters
uncomfortable? Does it make them angry? Yes, it probably does. But that means that we're doing our job.
We have a responsibility to defend this country and that's what we're doing. And anyone who suggests
that somehow we're employing other tactics here that somehow violate international law are dead wrong.
What we're doing is defending this country. That's what our operations are all about.

TAPPER: I'd like to move on to Iran, just because that consumes a lot of your time as director of the CIA.
- Do you think these latest sanctions will dissuade the Iranians from trying to enrich uranium?

PANETTA: I think the sanctions will have some impact. You know, the fact that we had Russia and China
agree to that, that there is at least strong international opinion that Iran is on the wrong track, that's
important. Those sanctions will have some impact. The sanctions that were passed by the Congress this
last week will have some additional impact. It could help weaken the regime. It could create some serious
economic problems. Will it deter them from their ambitions with regards to nuclear capability? Probably
not.

TAPPER: The 2007 national intelligence estimate said all of Iran's work on nuclear weapons ended in
2003. You don't still believe that, do you?

PANETTA: I think they continue to develop their know-how. They continue to develop their nuclear
capability.

TAPPER: Including weaponization? : JAG30
PANETTA: I think they continue to work on designs in that area. There is a continuing debate right now

as to whether or nor they ought to proceed with the bomb. But they clearly are developing their nuclear
capability, and that raises concerns. It raises concerns about, vou know, iust exactly what are their
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now for two weapons. They do have to enrich it, fully, in order to get there. And we would estimate that if
they made that decision, it would probably take a year to get there, probably another year to develop the
kind of weapon delivery system in order to make that viable.

But having said that, you know, the president and the international community has said to Iran, you've
got to wake up, you've got to join the family of nations, you've got to abide by international law. That's in
the best interests of Iran. It's in the best interests of the Iranian people.

TAPPER: The administration has continually said that Iran has run into technical troubles in their
nuclear program. Is that because the Iranians are bad at what they do, or because the U.S. and other
countries are helping them be bad at what they do, by sabotaging in some instances their program?

PANETTA: Well, I can't speak to obviously intelligence operations, and I won't. It's enough to say that
clearly, they have had problems. There are problems with regards to their ability to develop enrichment,
and I think we continue to urge them to engage in peaceful use of nuclear power. If they did that, they
wouldn't have these concerns, they wouldn't have these problems. The international community would be
working with them rather than having them work on their own.

TAPPER: How likely do you think it is that Israel strikes Iran's nuclear facilities within the next two
years?

PANETTA: I think, you know, Israel obviously is very concerned, as is the entire world, about what's -
happening in Iran. And they in particular because they're in that region in the world, have a particular
concern about their security. At the same time, I think, you know, on an intelligence basis, we continue to
share intelligence as to what exactly is Iran's capacity. I think they feel more strongly that Iran has
already made the decision to proceed with the bomb. But at the same time, I think they know that
sanctions will have an impact, they know that if we continue to push Iran from a diplomatic point of view,
that we can have some impact, and I think they're willing to give us the room to be able to try to change
Iran diplomatically and culturally and politically as opposed to changing them militarily.

TAPPER: There was a big announcement over the weekend. South Korea and the U.S. agreed to delay the
transfer of wartime operational control to Seoul for three years because of the belligerence of North
Korea. Kim Jong-il appears to be setting the stage for succession, including what many experts believe
that torpedo attack in March on a South Korean warship. They believe that this is all setting the stage for
the succession of his son, Kim Jong-un. Is that how you read all this and the sinking of the warship?

PANETTA: There is a lot to be said for that. I think our intelligence shows that at the present time, there
is a process of succession going on. As a matter of fact, I think the--

TAPPER: Was the warship attack part of that?

PANETTA: I think that could have been part of it, in order to establish credibility for his son. That's what
went on when he took power. His son is very young. His son is very untested. His son is loyal to his father !
and to North Korea, but his son does not have the kind of credibility with the military, because nobody
really knows what he's going to be like. _ ' JA631

So I think, you know, part of the provocations that are going on, part of the skirmishes that are going on
are in part related to trying to establish credibility for the son. And that makes it a dangerous period.

Will it result in military confrontation? I don't think so. For 40 years, we've been going through these
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brink and I think they'll do that now.

TAPPER: The CIA recently entered into a new $100 million contract with Blackwater, now called Xe
Services for Security in Afghanistan. Blackwater guards allegedly opened fire in a city square in Baghdad
in 2007, killing 17 unarmed civilians and since then, the firm has been fighting off prosecution and civil
suits. Earlier this year, a federal grant jury indicted five Blackwater officials on 15 counts of conspiracy
weapons and obstruction of justice charges. Here's Congresswoman Jan Schakowsky, a Democrat from
Illinois, who's a member of the House Intelligence Committee.

(BEGIN VIDEO CLIP)

REP. JAN SCHAKOWSKY (D), ILLINOIS: I'm just mystified why any branch of the government would
decide to hire Blackwater, such a repeat offender. We're talking about murder, a company with a homble
reputation, that really jeopardizes our mission in so many different ways.

(END VIDEO CLIP)
TAPPER: What's your response?

PANETTA: Since I've become director, ['ve asked us to -- asked our agency to review every contract we
have had with Blackwater and whatever their new name is, Xe now. And to ensure that first and foremost,
that we have no contract in which they are engaged in any CIA operations. We're doing our own
operations. That's important, that we not contract that out to anybody. But at the same time, I have to tell
you that in the war zone, we continue to have needs for security. You've got a lot of forward bases. We've
got a lot of attacks on some of these bases. We've got to have security. Unfortunately, there are a few
companies that provide that kind of security. The State Department relies on them, we rely on them to a
certain extent.

So we bid out some of those contracts. They provided a bid that was underbid everyone else by about $26
million. And a panel that we had said that they can do the job, that they have shaped up their act. So their
really was not much choice but to accept that contract. But having said that, I will tell you that I continue
to be very conscious about any of those contracts and we're reviewing all of the bids that we have with
that company.

TAPPER: This month, Attorney General Eric Holder announced that Assistant United States Attorney
John Durham is close to completing a preliminary review of whether or not there's evidence that CIA
agents or contractors violated the law when they used brutal methods, some call it torture, to interrogate
terrorist detainees. Do you oppose this investigation? Are your officers -- your current officers, concerned
about their legal jeopardy in the future under a future administration and what kind of guarantees can
you give them? : '

PANETTA: Well look, CIA is an agency that has to collect intelligence, do operations. We have to take
risks and it's important that we take risks and that we know that we have the support of the government
and we have the support of the American people in what we're doing. With regards to this investigation, I
know the reasons the attorney general decided to proceed. I didn't agree with them, but he decided to
proceed. We're cooperating with him in that investigation. I've had discussions with the attorney general.
He assures me that this investigation will be expedited and I think in the end, it will turn out to be OK.
What I've told my people is please focus on the mission we have. Let me worry about Washington and
those issues. And I think that's -- they have and I think frankly the morale at the CIA is higher than it's

ever begn. | JAG32
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of the ugliest, toughest tactics carried out by intelligence agencies with the purpose of defending our
nation, stuff that probably as a member of Congress or OMB director of White House chief of staff, you
suspected, but didn't actually know for a fact. How rough is it, and does any of it ever make it difficult for
you to sleep at night or run to do an extra confession?

PANETTA: Well, I didn't realize that I would be making decisions, many decisions about life and death as
I do now. And I don't take those decisions lightly. Those are difficult decisions. But at the same time, I
have to tell you that the most rewarding part of this job -- I mean, we had a tragedy where we lost seven of
our officers and it was tragic. But at the same time, it also provided a great deal of inspiration because the
quality of people that work at the CIA are very dedicated and very committed to trying to help save this
country and protect this country, They're not Republicans, they're not Democrats, they're just good
Americans trying to do their job and that, I think, is the most rewarding part of being director of the CIA.

TAPPER: What's the flip side? Sleepless nights?

PANETTA: The flip side is you have to spend an awful lot of time worried about what the hell is going to
go on our there and that keeps me up at night.

TAPPER: What -- this is my last question for you because we only have about a minute left -- what
terrorist threat are we as a nation not paying enough attention to?

Or forget terrorist threat, what threat are we not paying enough attention to?

PANETTA: I think the one I worry about is, again, the proliferation of nuclear weapons and the fact that
one of those weapons could fall into the hands of a terrorist. I think that's one concern. And there is a lot
of the stuff out there, and you worry about just exactly where it's located and who's getting their hands on
it..

The. other is the whole area of cyber security. We are now in a world in which cyber warfare is very real. It
could threaten our grid system. It could threaten our financial system. It could paralyze this country, and
I think that's an area we have to pay a lot more attention to.

TAPPER: All right, Director Leon Panetta, thank you so much for coming here today. Really appreciate it.

TAPPER: Scenes from the McChrystal mess, one of many topics for our roundtable with George Will;
from The Washington Post Rajiv Chandrasekaran; from the New York Times, David Sanger, and from the
U.S. Institute of Peace, Robin Wright.

Thanks so much for joining us.

Normally, I would Just go into the McChrystal thing, but Panetta does so few 1nterv1ews, 1 do want to go
around and just get your take on what you found most interesting,

George, I'll start with you.

WILL: Well, four things. First of all, he repeated the fact that we are in Afghanistan to prevent it from
becoming a sovereignty vacuum into which Al Qaida could flow. He said there may be as few as 50 Al
Qaida there now, which means we're there to prevent Afghanistan from becoming Yemen and Somalia,
which raises the question of what we'll do about them.

JAG33
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Panetta did not really say we'd done that.

Third, the point of breaking the momentum of the Taliban was to encourage reconciliation so we can get !
out on -- begin to get out in July 2011. And Mr. Panetta did not suggest there was much evidence of ?
reconciliation, which brings us to the...

TAPPER: Quite the opposite, actually.

WILL: Right, which brings us to the fourth consideration. The argument since the McChrystal debacle is
the meaning of the July 2011 deadline. And it evidently has not much meaning.

TAPPER: Rajiv?

CHANDRASEKARAN: That point on reconciliation was a fundamental admission. Reconciliation is a key
tenet of the Obama administration's Afghanistan strategy: apply pressure so you'll get those guys to the
negotiating table; come up with a deal. We've been pushing the Karzai government for a big peace jirga.
Moving forward on that front, Director Panetta sees no sign that any of those key insurgent groups are
really ready to come to the table, negotiate meaningfully. That's a big red flag here. '

TAPPER: David, you, like everyone else here, knows a lot of stuff about a lot of stuff. But you're, maybe, |
- most expert on Iran. Did he say anything about Iran you thought was interesting?

SANGER: You know, Jake, I saw three things, I thought that he said that was notable. The first was that
he believed that the Iranians are still working on the designs for nuclear weapons. Now, that is clearly in
contravention to what was in the 2007 NIE, which was the last national intelligence estimate that was put
together in the Bush administration.

He said -- he was more specific on the timeline. He said it would take them a year to enrich what they
currently had in the way of nuclear fuel into bomb fuel and then another year to turn it into a weapon. So
that gives you a pretty good sense where the U.S. believes, you know, is the outline of how far they could
let the Iranians go.

And, finally, he said that there was a division with the Israelis on the question of whether the Iranians
have determined that they should go ahead with a weapons program with the U.S. believing that there's
been no decision made and the Israelis believing that, in fact, the Iranian leadership does want to move
ahead with a weapon. I thought all three of those were pretty newsy.

TAPPER: Robin?
WRIGHT: Yes, I -- they took the best headlines already.

(LAUGHTER)

But it's clear that one of the things that's been most interesting in this town is the expected national
intelligence estimate on Iran and it's been delayed over and over and over. And he basically gave us an
outline of what is going to contain and the concern that we're going to reverse what was the controversial
NIE under the Bush administration, that Iran wasn't working on weaponization and now the U.S. believes
it is. And of course that then escalates the timetable, how much time do we have to try to get the Iranians
to come to talk to us, to engage with the international community. And this is going to, I think, play into
the questions of what do we do next since there's every indication, as he said, that the sanctions alone are

JA634
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the negotiating table.

TAPPER: Interesting. Well let's move on to the big news of the week which is obviously President
Obama's dismissal of General Stanley McChrystal. George, do you think the president did the right thing?

WILL: Life is full of close calls, this is not one of them. He did the right thing and he did it with the right
way, with the right words and an agreeable parsimony of words saying this is just not behavior acceptable
at the senior levels of our military. And then he picked the only man around who could fill the leadership
vacuum in Petraeus. But this again raises the question of you're sending Petraeus into a situation with
this deadline. One of the reasons of setting the July deadline was to concentrate the mysterious mind of
Hamid Karzai on what, reconciliation. But having the deadline makes the incentive for the Taliban to
reconcile minimal.

TAPPER: And in fact, here's Senator Lindsey Graham talking about that this week.
(BEGIN VIDEO CLIP)

SEN. LINDSEY GRAHAM (R), SOUTH CAROLINA: I would argue that when the Taliban sends around
leaflets quoting members of the administration and suggesting to people in Afghanistan after July, the
Americans are going to leave you, that the enemy is seizing upon this inconsistency and uncertainty.

(END VIDEO CLIP)

TAPPER: David, can we do this on this timetable? The timetable is July 2011, U.S. troops will begin to
withdraw, according the Vice President Biden, a lot of troops. According to other members of the -
administration, maybe not so much. But is this timeline even feasible?

SANGER: It strikes me from listening to what we have heard this past week and the underlying debate
that was taking place before General McChrystal was dismissed that the general's timeline and the
politicians' time lines are very different. President Obama has got a big reason to want to begin to
withdraw, even if it's a small withdrawal, by next summer.

There's an election that follows here in a few months after that. But at the same time, anybody who has
done counterinsurgency work in the military tells you the same thing which is counterinsurgency is
taking a decade or more. That was the British experience in Malaysia. It's been the experience in many
other countries.

And certainly if you look at what Director Panetta said today about how the Taliban are not yet facing any
incentive to reach reconciliation, it tells you that it would take a much longer time. And I think that's the
fundamental issue. You know, the president said he doesn't mind dissent, he can't stand division. Firing
General McChrystal I think only submerged the dissent. It is going to come back when this review takes
place in December of the overall policy.

TAPPER: Robin? JAG35

WRIGHT: Absolutely. And I think that one of the challenges is it's not when they do the review in
December, they have to look at what can they accomplish in the remaining six months and the fact is, this
is Afghanistan, this is not Iraq. This is a place where you don't have a middle class. You don't have a lot of
literacy even among the army and the police you're trying to recruit. The tribal structure, we relied in Iraq
on the tribes to be the ones we could recruit to turn against al Qaeda. In Afghanistan, they have been
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afterwards, and by the Taliban. And so you don't have the kind of network that you can turn in your favor

to help lure, either defeat the Taliban or lure the Taliban in. And so the obstacles we face with just a year
left in the cycle are truly daunting. And it's very hard to see how we can be very successful.

TAPPER: Rajiv, you just returned from Afghanistan. You were there a couple of weeks ago. And in fact,
you were in Marjah. '

CHANDRASEKARAN: Yes.

TAPPER: What did you see?

CHANDRASEKARAN: A long, hard slog there. Contrary to the initial messaging out of the Pentagon and
the White House that Marjah was turning successful very quickly, what I saw was the start of what is
going to be a month's long effort to try to stabilize it. And what they had hoped -- General McChrystal and
Petraeus hopes for is that Marjah would be exhibit A in demonstration momentum, showing that the
strategy is working. TAPPER: It's a relatively small town, 60,000 or so.

CHANDRASEKARAN: And it really should be a fairly self-contained fight. And it is, but it's not moving as ,
quickly as they want. Now, the White House I don't think was under illusions that counter- insurgency
wouldn't take a long time in Afghanistan. I think what they were hoping for was that in this narrow

window, the 18 months between President Obama's decision to commit those 30,000 additional troops

and next summer, that they would get enough momentum that it would compel the insurgents to sue for

peace. It would get the Afghan government to get off the fence and move more quickly, to be able to field

more Afghan security forces. That U.S. civilians would get out there and start to engage in helpful -
reconstruction efforts.

What we're now seeing is that all of that is taking much longer than anybody anticipated. Really raising
the question, what can you accomplish by the summer of 2011?

Now, you know, I think President Obama, he managed to escape any short-term political peril in naming
General Petraeus to succeed General McChrystal, something with broad bipartisan support here in this
town this week. But I think this comes with a potential longer- term political cost, Jake, because he's now
putting out in Kabul the godfather of counter-insurgency, the guy who wrote the Army field manual on
this. So that at the end of this year, when the White House has a strategy review, and next spring as they
start to debate what will the pace of that drawdown be, he's going to have -- General -- having Petraeus
there is a much more formidable advocate for delaying this drawdown or really attenuating it compared
to what McChrystal would have been.

TAPPER: George?

WILL: And when I saw the godfather of counter-insurgency in Tampa about two months ago, it was clear
to me that he read the crucial paragraph in the president's December 1st speech about the withdrawal
deadline. The phrase "conditions-based withdrawal" is making the deadline all loophole and no deadline.
That is to say, you can stay as long as you need. We just hope the conditions will be good then, and that

hope is not a policy. | JAG36

WRIGHT: One of the things that's so important is the fact that, as David pointed out, there are different --
the division that was represented in the McChrystal firing is still there. And it's going to play out over the
next year, because the political timeline is what the White House is thinking about. The military is
thinking about do they want to be seen to replicate the Soviet experience? After a decade, they still
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mightiest military alliance in the world, against a ragtag militia that has no air power, has no satellite
intelligence, has no tanks, and the United States can't defeat that. What kind of image does that leave at a
time when the United States leaves, it is not only superior moral power but the superior military power in
the world?

TAPPER: David?

SANGER: You know, Rajiv is exactly right that putting General Petraeus in place bolsters the argument
for continuing a counter- insurgency. But if you listen to what Director Panetta said today, all of the other
evidence that we have that the application of more troops, at least so far, has not quieted the Taliban.

It also bolsters Vice President Biden's case, that in fact applying more troops is not necessarily going to
turn this around. And that's why I think we're headed for a much bigger collision later in the year on the
strategy.

WILL: And the collision is going to be between the president and his base. The president, going into the
2010 elections, looking forward to 2012, hoped for three things. Rapid creation of jobs, the health care
bill becoming more popular after it was signed. Neither has happened. And third, radical improvement in
Afghanistan. The biggest number haunting the White House has to be enthusiasm deficit between
Republicans eager to vote and Democrats tepid about this. And Afghanistan is going to do nothing to
energize his base.

CHANDRASEKARAN: Not only not energize his base, it's won him no Republican support. The most
concerning quote uttered by General McChrystal is not anything in those Rolling Stone interviews,
nothing about the vice president, about Holbrooke. The most alarming thing for Washington that he said
recently was in Europe, a couple of weeks ago, when he acknowledged that it's going to take far more time
to convince the Afghans that international forces are there to protect them. That's a fundamental
prerequisite to counter-insurgency. '

TAPPER: In Kandahar. And he said that the Kandahar operation was going to be delayed because of that.

CHANDRASEKARAN: If you've got these guys who don't want us to be helping them out, helping to
protect them, how do you do this?

TAPPER: Right now, President Obama is in Toronto, and I want to move on to the G-20 conference,
because there's been a big debate there between President Obama and many in Europe about stimulus
versus austerity. Spending more money to help the economy versus focusing on debt. Here's Treasury
Secretary Tim Geithner.

(BEGIN VIDEO CLIP)

TREASURY SECRETARY TIMOTHY F. GEITHNER: There's another mistake governments, some
governments have made over time, which is to, in a sense, step back too quickly. What we want to.do is
continue to emphasize that we're going to avoid that mistake, by making sure we recognize that, you
know, it's only been a year since the world economy stopped collapsing.

(END VIDEO CLIP)

TAPPER: Rajiv, what does this debate mean for the president's agenda? JA637
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the president now faces opposition not just among Republicans on Capitol Hill to additional stimulus
activity but he's facing it from his European allies who are also concerned about growing government
debt. Certainly the fallout from the Greek debit crisis reverberating around continental Europe. The
Germans, the British are all very concerned about this and the president, Secretary Geithner, wanted to
get out of Toronto, they really haven't gotten in terms of a commitment among the G-8 allies to do more
of the second round of stimulus sending.

TAPPER: David, you know, you and I have been on these trips. The president really likes the G-20 more-
than he likes the G-8. He kind of thinks the G-8 is an anachronism.

SANGER: He does because the G-8 is filled, by and large, with older economies, Europe, Canada, Japan,
all of whom are deeply in debt at this point, none of which feel that they can afford this kind of stimulus.
And so when he brings in the G-20 for all the difficultics of managing a group that large, and the G-20
could barely come to an agreement on when to break for lunch, there -- the one advantage they bring is
that there are big, growing economies there -- China, Brazil, India, and these are countries I think that the
president feels over time he can manage to help stimulate the world economy in a way that he'll never get
out of the old G-7. '

WILL: And in the G-8, Germany lives large. And Germany and the United States have different national
memories. The great economic trauma of the United States is the deflationary episode of the 1930s, the
Depression. For Germany, the national memory is the inflation of the 1920s that destroyed the republic
and brought on Hitler. Furthermore, the Europeans are not in that big mood to be lectured by us. They
say, where did this crisis start? Oh, that's right, it was in the United States. Whose central bank kept
interest rates at a bubble producing low for too long? Whose social policy encouraged an unreasonably
high home ownership in the United States? And by the way, whose stimulus has by its own criterion,
failed?

TAPPER: Now Robin, one of the things that the White House says is look at the growth rates. Germany,
less than 1 percent. Europe, as a whole, about 1 percent. The U.S.,, 2.7 percent. How can they lecture us or
disagree with us when our way is winning?

WRIGHT: Well, look, I think the stakes in Canada are really that two years ago, or the last two years, you
have seen the international community respond, or the major economies respond as one voice. They've
followed the same kind of pattern. For now, they're beginning to differ. And the danger is recovery is a lot
about psychology. And if there's a sense of uncertainty, there's a danger that people don't know which
way things are going to go. And the U.S. keeps arguing, look, if you don't keep stimulus, you're not likely
to generate whether it's new jobs or and if you retrench too far, then that affects the sense of recovery,
that you have to cut back, and that hurts the economies across the board. So there's real danger that the
uncertainty generated out of Canada is going to begin to play against that sense -- the kind of momentum
they've created. :

SANGER: And the president's also in the position in Canada of saying, don't do as I do, do as I say. I
mean, just the day before he left, Congress could not come to an agreement on a very small extension of
unemployment benefits, the most basic stimulus effort that the president tried to push.

TAPPER: 1.2 million Americans are going to lose their unemployment benefit extensions -- or
unemployment benefits this week. : JA638

SANGER: That's right. So there's a fundamental stimulus action and the president had to go up and tell
the Euroneans thev weren't doing enough for stimulus. TAPPER: George. whv can't thev nass this
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Democrats know it's emergency spending: It seems like this is something where there could be a
compromise. :

WILL: Well, partly because they believe that when you subsidize something, you get more of it. And we're
subsidizing unemployment, that is the long-term unemployment, those unemployed more than six
months, is it at an all-time high and they do not think it's stimulative because what stimulates is the
consumer and savers' sense of permanent income. And everyone knows that unemployment benefits are
not permanent income.

TAPPER: Rajiv, I'm going to let you have the last word, we only have a minute left.

CHANDRASEKARAN: Both sides in this town have an incentive to let this drag out longer. The
Republicans certainly playing to their base don't want to be seen as adding to the debt issues in a
midterm election year. The Democrats I think are trying to sort of push the Republicans and trying to
make them look like the party that's denying 1.2 million people an extension of these benefits.

And so, this is going to play out for several more weeks, and both sides are going to try to use it for their --
unfortunately, for their political gain, as we head toward the November midterms.

TAPPER: All right. Well, the roundtable will continue in the green room on abcnews.com. Hopefully
they'll talk about Wall Street reform. We didn't get a chance to talk about that today. And at
abcnews.com, you can also later find our fact checks of our newsmakers, courtesy of the Pulitzer Prize-

winning Politifact.

JA639
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Leon Panetta's mother wanted her son to be a concert pianist, but hopefully she wouldn't be disappointed that he's instead gone on to be a congressman,
White House chief of staff, director of the Office of Management and Budget, head of the CIA, and now secretary of defense, where he is managing
three million employees, fighting multiple wars, pursuing al Qaeda all over the world, and trying-to keep Iran from building an atom bomb. Mr. .
Panetta's mother would probably also be pleased that her son still owns the northern California-family farm where he was raised. That's where Mr.
Panetta escapes from Washington -- tending the walnut trees that he and his brother planted 65 years ago, and even playing a bit of piano. Scott Pelley
reports.
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The following script is from "Defense Secretary Panetia” which originally aived on Jan. 29, 2012 and wasrebroadcast on June 10, 2012. Swtt Pelley
is the correspondent. Henry Schusier, producer.

60 Minutes Overtime

At home with Leon Panetta »

No one would have picked a 73-year-old, affable, former congressman as the one o track down Osama bin Laden. But as we first told you earlier this
year, Leon Panetta has held the toughest jobs in Washington and quietly done what seems impossible. Before bin Laden, Panetta helped balance the
federal budget. In a long career he'd been budget director and White [louse chief of staff, but by 1997 he left Washington and went home to California.
It was 12 years later, President-elect Obama made an odd request. Would Panetta lead the CIA? Panetta had never worked in intelligence, but his team

~put a Navy Seal in bin Laden's bedroom. Last summer the president made Panetta secretary of defense, in charge of managing three million employees,
fighting three wars, and stopping Iran from building an atom bomb.

This past January, before the president spoke to the nation, he had a few words for Leon Panetta,
[President Obama: Good. job tonight, goodob.] v

With nearly the entire govemment assembled for the State of the Union address maybe 10 people in the room knew what that was about The Navy's
Seal Team Six had just rescued two hostages, including an American woman. This time the action was in Somalia.

Scott Pelley: In how many countries are we currently engaged in a shooting war?
Leon Panetta: It's a good question. That's-- you know, it's--
Pelley: You have to stop and count

Panetta: Gotta stop-- I'll have to stop and think about that, bccause you know, obviously we're going after al Qaeda, wherever they're at. And clcarly,
we're confronting al Qaeda in Pakistan. We're confronting the nodes of al Qaeda in Yemen, in Somalia, in North Afnca

When you're secretary of defense it's a small world and a dangerous one. Panetta was covering it when we caught up with him on a trip to Afghanistan,
where he has 90,000 troops, Iraq, where the war was ending, and Libya where he'd helped depose Qaddafi. Panetta travels on a flying command post,

where he can reach every American warplane, submarine and missile silo. If the president ordered a nuclear war, Paneita would launch it ﬁ'om what
they call the doomsday plane.

Pelley: The president would reach you on this aircraft. .
Panctta: The president would reach me on this aircraft and very possibly be on this aircraft, to be able to direct what happens in that situation.

We noticed Panetta's Spartan compartment is built for two. Two chairs, two bunks, two phones - for him and the president. But on this trip Panetta
wasn't worried about Russia's thousands of nuclear weapons, he was thinking of what he would do if Iran built just onc.

Panetta; The United States, and the president's made this clear, does not want Iran to develop a nuclear weapon. That's a red line for us. And it's a red
line obviously for the Israelis so we share a common goal here. If we have to do it, we will do it.
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Panetta: If they proceed and we get intelligence that they're proceeding with developing a nuclear weapon then
we will take whatever steps are necessary to stop it.

Pelley: Including military steps?
Panetta: There are no options that are off the table.
We were surprised to hear how far he thinks Iran has come.

Panetta: The consensus is that, if they decided to do it, it would probably take them about a year to be able to-
produce a bomb and then possibly another one to two years in order to put it on a deliverable vehicle of some
sort in order to deliver that weapon. -

of course, Panetta knows more than he tells. Maybe he knows who's bombing Iranian scientists, why Iran's
missile facility mysteriously blew up or how a computer virus wrecked Iran's uranium enrichment plant. Judging
from the U.S. spy drone that fell in Iran, America and its allies are waging war without sending thousands of
troops.

The doomsday plane is laden with secret gear, we can't show you most of it. It's so heavy the Air Force refueled
it twice in the night sky over the Atlantic. It turns out the lightest thing on board was the heart of the man w1th a
world of worry.

Pelley How do you launch the nuclear lesponse from thls airplane? You plck up this phone?
Panetta Don't touch anythmg Scott. (laugh)

Leon Panetta is rarely far from an eyelid collapsing, ground shaking, belly laugh. It's involuntary and to people
around him its reassuring that, with lives at stake, he stays in touch with his humanity and where he came from.

Leon Panetta lives on the farm where he gfew up. He and his brother planted these walnut trees, 65 years ago,
with their father, and the Panetta's stick to their roots in northern California. He and his wife Sylvia raised three
boys here; one of whom served in Afghanistan. Panetta's parents had amved here from Italy without a word of
English.

Pelley: Did you pick the walnuts?

Panetta: Used to pick 'em all the time. My dad used to have a pole and hook, and shake every one of these
branches, and hit the walnuts. And my brother and I used to be underneath collecting the walnuts, putting 'em in
sacks. And, you know, my dad often said I was well-trained to go to Washington because I'd been dodging these
nuts all my life.

His mother wanted a pianist. But Panetta orchestrated a run for Congress and, for 16 years, represented his home
district. He became President Clinton's budget director and worked with Congress to balance the federal budget
for the only time in the last 42 years.

Pelley: A lot of people were surprised when your name came up for director of Central Intelligence.

Panetta: I was kind of surprised, as well. I spent most of my life working on budget issues and thought that you
know, that would more likely be an area that they might want me. But the president said, "I need somebody who
can restore the credibility of the CIA." And for me, that represented a challenge.

The first challenge, ordered by the president, was to rethink the search for Osama bin Laden. There hadn't been
a good lead since the U.S. lost him in 2001 in the mountains of Tora Bora, Afghanistan. Within a year and a half
of Panetta taking over as director of Central Intelligence, the U.S. tracked al Qaeda couriers to a house in a town
callled Abbottabad, deep inside Pakistan. Panetta sent satellites, drones, officers and sples to watch it for eight
months, but they were never sure that bin Laden was there.
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On April 30th, 2011, Mr. Obama and Panetta made a point of being seen at the White House Correspondent's Dinner. Panetta's belly Jaugh was heard at
every presidential punch line, but both men knew they'd just pulled the trigger. Seal Team Six would launch in 16 hours.

Panetta: The risks are, were, enormous, you know, going in that far, the prospect of detection, the prospect that, you know, one of these helicopters
might go down, the fact that once they arrived there, we might, you know, have a shooting war with Pakistanis take place.

Pelley: With all of those risks you were facing, you recommended going ahcad with this, to the president, Why?

Panetta: You know, in the 40 years I've been in government this, for me, was probably the most remarkable operation that I was a part of because
everybody played their role in a very effective and responsible way. This was the best case we had on bin Laden since Tora Bora. And because of that,
because for 10 years we had run into dead ends trying to track bin Laden down, I thought for that reason alone, we had a responsibility to act.

This is Panetta running the mission from CIA headquarters. He acted without telling our Pakistani allies, Because Panetta couldn't figure how bin
Laden lived more than five years, undetected, about a mile fiom Pakistan's military academy - it's West Point. .

Pelley: Elements of the Pakistani government knew he was there?

Panetta: I personally have always felt that somebody must have had some sense of what was happening at this compound. Don't forget, this compound
had 18 foot walls around it. Twelve foot walls in some areas, 18 foot walls elsewhere, a seven foot wall on the third balcony of the house. It was the
largest compound in the area. So you would have thought that somebody would have asked the question, “What the hell's goin' on there?”
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Pelley: Is that why you recommended we not tell the Pakistanis that we were coming?

Panetta: We had seen some military helicopters actually going over this compound.

Pelley: Pakistani military helicopters?

Panetta: And for that reason, it concerned us that, if we, in fact, brought 'em into it, that they might give him, give bin'Laden a heads up.

Pelley: I appreciate the diplomatic problems you have, Mr. Secretary, but everything you're telling me in this interview indicates that the Paklstam i
government knew he was there and that that's what you believe. :

Panetta: | don't have any hard evidence, so I can't say it for a fact, There's nothing that proves the case. But as I said, my personal view is that
somebody somewhere probably had that knowledge.

There's one more thing that Secretary Panetta noticed after the raid -- no escape route from the house. It's as if the occupant was expecting plenty of
warning, Before it was torn down in February, the house was already short one brick. It's hanging on the wall of Panctta's office -- a memento CIA
officers brought him -~ Iabeled with bin Laden's code name: Geronimo, Abbottabad Pakistan.

Before the raid, President Obama nommated Panetta for secretary of defense, He took office over 11 months ago, arriving these days at the Pentagon at
dawn and working well into the night.
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Last January, Panetta was aboard the USS Enterprise in the Atlantic-Ocean, they even let the boss clear one of his planes to land.

He may be directing shadow wars in more places than he can count but one of his biggest challenges now is to manage the massive budget cuts in lus
big-ticket military ordered by Congress.

Panetta: The reality is that we now are facing, as a result of congressional action, having to take down the defense budget by, you know, well over $450
billion, over the next 10 years.

Pelley: And that will mean what?

Panetta: We'll have to make some very tough decisions about how we do this. The last thing I want to do is to make the mistakes of the past. We still
have to protect the best military in the world, we still have to have a military that protects us against a lot of threats that are out there, terrorism, Iran
North Korea, nuclear proliferation, problem of cyber attacks, rising powers like China.

That's quite a list, for the globe trotting secretary of defense but the toughest part of the job is right here, at his desk.
Pelley: In your long career in government you've never had to make decisions of life and death.

Panetta: In some ways, in this job, I am doing that every day. And the toughest thing in this job frankly is writing the condolence lettess to the parents
of those young men who are killed in action. And that loss, having been a parent of someone who is stationed over there, you know what that means.
But I also say to them, "You know, your son or daughter is really a true hero and patriot because they were willing to give their life for their country.
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And that means that they'll never be forgotten.” And I hope that's some measure of comfort for them. Because, in the end, it's the only comfort 1 have is
to know that these kids, when they put their lives on the line, are helping America be strong for the future.

+ « Previous Page
1
2
3
o 4

© 2012 CBS Interactive Inc.. All Rights Reserved.
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NEWS ARTICLE

Panetta: Awlaki Airstrike Shows U.S.-Yemeni Cooperation

By Lisa Daniel
American Forces Press Service

WASHINGTON, Sept. 30, 2011 — A U.S. airstrike that killed Yemeni-based terrorist Anwar al-Awlaki early this
morning is a testament to the close cooperation between the United States and Yemen, Defense Secretary Leon
E. Panetta said today.

During a media availability with Canadian Defense Minister Peter MacKay at the Pentagon, Panetta said Awlaki -
- a U.S.-born Muslim cleric who used his English-language skills to advocate violence against Americans as part
of al-Qaida in the Arabian Peninsula -- had long been a target of U.S.-Yemeni counterterrorism operations.

“This has been a bad year for terrorists,” he said. “We just have seen another major blow against al-Qaida,
against someone who truly was an operational arm of al-Qaida in this node in Yemen.”

Awiaki was high on the military-intelligence list of terrorist targets, close behind Osama bin Laden, because he
“continued to try to inspire people to attack this country,” Panetta said.

“This country is much safer because of the loss of Awlaki,” he added.

President Barack Obama announced the killing of Awlaki this morning at the retirement ceremony of Navy Adm.
Mike Mullen, outgoing chairman of the Joint Chiefs of Staff.

Calling Awlaki “the leader of external operations” for al-Qaida in the Arabian Peninsula, Obama said his death
“marks another significant milestone in the broader effort to defeat al-Qaida and its affiliates.”

Obama and Panetta congratulated the Yemenis on their intelligence and operational assistance in targeting
Awlaki.

Blographies:
Leon E. Panelta
Refated Sites:

Transcript

COMMENTS
Article is closed to new comments.

The opinions expressed in the following comments do not necessarily reflect those of the U.S. Depariment of
Defense.

' 9/30/2011 8:33:11 PM ;
¢ Another surprise blow to Al-Qaida thanks fo the United States and Yemen. Mr. Awlaki was indeed a dangerous person ‘
: because of his abilities to communicate his messages to young Muslims throughout the warld. After all, several people,
. including soan fo be former Army Major Nidal Hassan, communicated with this man via the Internet prior fo executing
their &quot;missions of jihad&quot;. Even though the U.S. is dealing with budget issues, this evenl proves that we must
continue these operations against these enemies of the state no matter how long it takes.
- Shawn McFadden, USNS Patuxent i
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March 8, 2012

A Not-Quite Confirmatlon of a Memo
Approving Killing

#iy CHARLIE SAVAGE

WASHINGTON — For months, the Obama administration has refused to confirm or deny the existence of |

a Justice Department memorandum that approved the targeted killing of a United States utuen, Anwar al
-Awlaki, who died in a drone strike in Yemen last September.

But in an exchange at a budget hearing on Thursday, Senator Patrick J. Leahy and Attorney General Eric
H. Holder Jr. came close to implicitly conceding that there is indeed such a memo, which was written by
the Justice Department’s Office of Legal Counsel.

Mr. Leahy, a Vermont Democrat who is chairman of the Senate Judiciary Committee, brought up a
conversation he said he and Mr. Holder had earlier this week about-a speech on “drones and targeting of
U.S. citizens” that the attorney general delivered on Monday.

“I still want to see the Office of Legal Counsel memorandum and I would urge you to keep working on
that,” Mr. Leahy said to Mr. Holder. “I realize that’s a matter of some debate within the administration

but...”

The senator then paused, smiled and laughed. Mr. Holder responded by nodding and said, chuckling,
“That would be true.”

The New York Times published an account of the Office of Legal Counsel memorandum in October, citing
people who had read it, and filed a Freedom of Information Act request seéking access to it. But the
Justice Department rejected that request, refusing to confirm or deny whether the document existed. The
newspaper has since filed a lawsuit seeking to make it public, and the department has maintained that

position in the litigation.

Mr. Holder’s affirmation of Mr. Leahy’s remarks was ambiguous and fell short of explicit acknowledgment
that there is a memo about the targeting of citizens whose proposed release led to internal administration
debate. Tracy Schmaler, a Justice Department spokeswoman, said the exchange did not amount to an

- inadvertent confirmation that there is any such document.

“We do not confirm or deny that such a memorandum exists,” she said.

Mr. Holder’s speech sketched the outlines of the administration’s theory for why it is lawful under certain
circumstances for the executive branch to kill citizens who are deemed to be terrorists, but contained no

explicit legal citations. JAGS53
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As first reported in January by Newsweek, national security officials were sp R Rowto respond to
bipartisan calls to disclose the memo. They eventually agreed that Mr. Holder would deliver a more
limited account of their legal reasoning in a speech instead.

The speech, however, was delayed for months. Its delivery has revived calls from some lawmakers and
commentators to disclose the actual document, although others — notably Senator Dianne Feinstein, the
California Democrat who leads the Senate’s intelligence oversight efforts — portrayed themselves as
satisfied.

Although American drone strikes in Yemen have been widely reported, the Obama administration
considers them “covert,” so officials may not discuss them. That awkward situation may be related to the
reams of government documents made public by WikiLeaks that have not been technically decla591f1ed SO
the government treats them as if they were still secret.

Specifically, diplomatic cables published in 2010 disclosed a secret deal under which the Yemeni
government had granted permission for the United States to carry out strikes aimed at terrorists, but the
Yemeni government would lie that it, not Americans, had carried out the bombings.

At a hearing in November, Mr. Leahy pressed Mr. Holder to show the Judiciary Committee the memo. Mr.

Holder’s reply then had been much more cautious, saying he “cannot address whether or not there is an
opinion on this area.”
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January 30, 2012

Civilian Deaths Due to Drones Are Not Many,
Obama Says

By MARK LANDLER

WASHINGTON — President Obama on Monday defended the use of drones to strike suspected terrorists
in Pakislan and elsewhere, saying the clandestine program was “kept on a very tight leash” and enabled
the United States to use “pinpoint” targeting to avoid more intrusive military action.

Mr. Obama, in an unusually candid public discussion of the Central Intelligence Agency’s covert program,
said the drone strikes had not inflicted huge civilian casualties. “We are very careful in terms of how it’s
been applied,” he said. “It is important for everybody to understand that this thing is kept on a very tight
leash.”

The president made the remarks in answer to quéstions posed by people during a live Web interview
sponsored by Google Plus, the social media site of Google. He also spoke about the economy, laughed at a
~ comedian’s impersonation of him, and declined a woman’s request to sing or do a dance.

The subject of drones came up when a viewer asked Mr. Obama about a report in The New York Times on
Monday about the State Department’s use of drones for surveillance purposes to protect its diplomatic
installations in Iraq. Mr. Obama confirmed their use for surveillance, but said he thought the article was
“a little overwritten.” He added that drones were a key part of the country’s offensive against Al Qaeda.

The C.I.A.’s drone program, unlike the use of armed unmanned aircraft by the military in Afghanistan and
previously in Iraq, is a covert program, traditionally one of the government’s most carefully-guarded
secrets. But because of intense public interest — the explosions cannot be hidden entirely — American
officials have been willing to discuss the program on condition of anonymity.

Until Monday, Mr. Obama, who has overseen a dramatic expansion of the use of drones in Pakistan and
on a smaller scale in Yemen and Somalia, had spoken only indirectly about the program. For example,
after a C.LA. drone strike in September killed Anwar al-Awlaki, the American-born Qaeda propagandist
hiding in Yemen, Mr. Obama never mentioned the agency, its unmanned aircraft or the missiles they fired.

Instead, speaking at a Virginia military base, he said Mr. Awlaki “was killed” in what he said was “a tribute
to our intelligence community.” The secrecy has prevented an open debate on legal and ethical questions
surrounding the strikes, since neither intelligence officials nor members of Congress can speak openly

about them.

JA656
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A NOTE ON SOURCES

For this book I drew on interviews with more than two hundred

* + sources, most of whom are current or former Obama administra-

tion officials. I also benefited from the valuable perspective of many
who served in previous administrations, both Democratic and Re-
publican. I talked to numerous academics and legal experts for their
insights on the range of issues covered herein. As often as possible, I
consulted internal government documents, including contempora-
neous notes of key meetings taken by participants and private emails.
I also relied on the transcripts of épeeches, press conferences, and
background briefings provided by the White House and other gov-
ernment agencies. In those instances where I rely' on exclusive re-
porting’in newspapef or magazine stories, I cite them in the body of
the text. . ‘
Ultimately, narrative accounts of events unfolding essentjally in

real time depend on the willingness of participants to speak candidly

to reporters about what they’ve observed firsthand. Most of the in-
terviews for this book were conducted on background, which means
I agreed not to attribute direct quotes by name. For a variety of rea-

© sons, individuals working in presidential administrations are simply

unwilling to discuss the inner workings of government —how im-
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‘Shabab. Nabhan had been implicated in a number of deadly terrorist :
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Bash, to see if they'd had a successful hit. When they finally took
Mehsud out in August 2009, Emanuel celebrated. He had a hawkish -
side to him, having volunteered with the Israeli Defense Forces as
a civilian during the 1991 Gulf War. But above all, Emanuel recog-
nized that the muscular attacks could have a huge political ﬁpSide for
Obama, insulating him against charges that he was weak on terror.
“Rahm was transactional about these operational issues,” recalled
a senior Pentagon official. “He always wanted to know ‘how’s this
going to help my guy, the president” '

- Though the program was covert, Emanuel pushed the CIA to pub-
licize its kinetic successes. When Mehsud was killed, agency public
affairs officers anonymously trumpeted their tﬁumph, leaking color-
ful tidbits to trusted reporters on the intelligence beat. Newspapers
described the hit in ciner_naﬁc detail, including the fact that Mehsud
was blown up on the roof of his father-in-law’s compound while his

wife was massaging his legs.

The question remained: Could the shadow warriors capture terror-
ists? Or could they only kill them? Around the time of the Mehsud .
strike, US Special Operations Forces had a bead on a major al-Qaeda
terrorist. For years the CIA and military had been hunting Saleh Ali

Saleh Nabhan, a senior member of al-Qaeda’s East Africa branch and‘ _ '
a critical link between al-Qaeda and its Somalia-based affiliate, the '

attacks in East Africa, including the bombing of an Israeli-owned re
sort in Mombasa, and he wis a suspect in the US embassy-bombing
in Kenya and Tanzania. Taking him out woild have been a majo;
victory in the war on terror. But capturing him would have been an
even bigger coup, a potentially huge intelligence windfall that could
have helped counterterrorism officials understand the connection
between al-Qaeda and its offshoots. After months of patiently watc
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the potential value of captures: the Somali militant provided a vast
amount of critical information about the tactics, operational capa-
bilities, and personnel of the Shabab and AQAP, as well as important
insight into the burgeoning alliance between the two groups. Ironi-
cally, his capture (and the intelligence he provided) would also lead
to the most controversial kill of Obama’s presidency.

US intelligence had been tracking Anwar al-Awlaki for years, but in
the wake of the bin Laden operation, Obama had become fixated on
taking out the charismatic cleric. EBI Director Robert Mueller, an ac-
tive participant at the Tuesday counterterrorism briefings, plied the
president with chilling intelligence reports on Awlaki. During one
bfieﬁng, Obama told his counterterrorism advisers that Awlaki was
his top priority, even over Ayman al-Zawahiri, who had succeeded
bin Laden as the leader of al-Qaeda. The assessment of the intel-
ligence community was that Zawahiri’s utter lack of charisma and
leadership qualities made him far less of a threat: “Awlaki - had things
on the stove that were ready to boil over,” one of Obama’s national se-
curity advisers observed. “Zawahari was still looking for ingredients
in the cupboard?” : .

The president made sure that Brennan had Awlak1 updates at every
Terror Tuesday meeting. “I want Awlaki,” he said at one. “Don’t let up
on him.” Hoss Cartwright thought Obama’s‘rhe‘tor_ic was starting to
sound like George W: Bush’s; whom he had briefed on many occa-
sions. “Do you have everything you need to get this guy?,’.’- Obama
would ask. Most lethal operations in Yemen had been conducted by
the US military. But in the summer of 2011, the Awlaki hit job was

“turned over to the CIA, for a highly pragmatic reason: the United

States had built a new drone base in a strategically located Persian
Gulf country. It was a regime with which the- CIA had far better ties

than the military, allowing it to conduct sensitive operations from
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certain locations that were ofl-limits to JSOC. The Defense Depart-
ment turned over as many as eight of its drones to agency operators
so that they could keep a bigger presence focused on Yemen. Mean-
while, the Pentagon put additional drones into nearby Djibouti,
finished construction on a base in Ethiopia, and transferred drones

. there from the Seychelles. What was striking was that JSOC accepted
~ the CIA’ primary role in the hunt for Awlaki without complaint. Like
~ the bin Laden mission, it was an example of the near-seamless inte-

gration of counterterrorism operations between the military and the
CIA, a hallmark of Obama’s war.

It was more than just Awlaki’s ability to recruit over the Internet or
his intuitive grasp of American society that drew Obama’s attention.
What worried Obama most was Awlaki’s relentlessness and ingenu-
ity in deveioping’ murderous plots that could get around America’s
best-defenses. There had been the Christmas Day plot, which had
come periloﬁsly close to succeeding. Then, in October 2010, AQAP
had managed to put improvised bombs—ink toner cartridges
filled with explosive material placed inside HP printers —on cargo
planes headed to the American homeland: (They were intercepted
as a result of a tip from Saudi intelligence.) Over the summer of 2011
Obama was regularly updated on a particularly diabolical plan that
AQAP’s master bomb builder, Ibrahim Hassan Tali al- Asiri, was de-
vising. The intelligence indicated that AQAP was close to being able -
to surgicéﬂy implant bombs in people’s bodies. The wiring was clev-
erly designed to circumvent airport security, including metal detec-
tors and full-body scanners. AQAP’s terror doctors had successfully
experimented with dogs and other animals. Obama and his advisers
were in a race against time to kill Awlaki.

Warsame’s capture couldn’t have come soon enough. The Navy
SEALs seized his laptop computer, a hard drive, two USB thumb
drives, and a memory card. The hardware was filled with emails and

JA664
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CQ CONGRESSIIONAL TRANSCRIPTS
Congressional Hearings
March 8, 2012

~ Senate Appropriations Subcommittee on Commerce, Justice and
Science, and Related Agencies Holds Hearing on the Proposed
Fiscal 2013 Appropriations for the Justice Department

LIST OF PANEL RERBERS AND VATHESSES

MIKULSKI:

Good morning, everybody. Good morning, everybody. The Commerce, Justice Appropriations
Subcommittee will come to order.

This morning, we - this morning, we welcome the attorney general of the United States. And as
is the usual and customary way, Senator Hutchison and 1 will make opening statements.

We'll go to you, Mr. Attorney General, for yours. And you may summarize, with unanimous
consent that all siatements be included in the record.

Senator Shelby, our colleague and former ranking on this subcommittee, has a banking hearing.
With Senator Hutchison's concurrencs, we'll go right to Senator Shelby for the first question.

Does that sound OK?

And then we will observe senators in their order of arrival. And we expect robust participation.
We're going to strictly adhere to the five minute rule.

So havihg laid the groundwork, | just want to say good morning and welcome to our first cJs
Subcommiltee hearing, the attorney general of the United States, in which we will hear his
presentation on the Department of Justice budget.

We have a very positive relationship with the attorney general. He's brought to the Justice
Department the experience of a career prosecutor. He's been dedicated to fighting violent crime
and tercorism. ,

He knows that he is pioneering work, now working with our administration on how to deal with
the new and emerging threat of cybersecurity, which is how do we protect our citizens, and his
views and recommendations on protecting our civil liberties.

Well, Mr. Attorney General, hefore we get into the numbers about the money, | would just like to
thank you, and in thanking you, want to thank all the hard working men and women who do work
at the Department of Justice.

There are 119,000 employees who work there; 25,000 are federal agents and people that work
at FBI, DEA, the U.B. Marshals, the Alcohol and Firearms. We have 20,000 pnson guards and
cotrectional staff, and 10,000 prosecutors and investigators.

They've done some amazing accomplishments which I'f talk about in - when [ get to my
question period. But we want 1o thank them, because every day, in every way, they stand sentry,
aither to keep -- to do prevention and intervention, to make sure they're out on the street doing

tradmonal violent crime work, to really bemg all over the world, and then fighting issues related

to white collat crime.

As the chair of the CJS Subcommitiee, | have three priorities when examining the budget.
Community security, how does the hudget support the mission of keeping our communities safe:
national security, what resources are needed to keep Ametrica safe; and then oversight and
accountability, no boondoggles on the watch of this subcommittee.

And } want to make sure the Juslice Depariment has what it needs to do its inission.
There's only -- as | looked at the president's budget, | saw -- noted that there was only one new

initiative, and that's the expansion of morigage and financial fraud. That request is $611 milfion.
It's a modast $5 million targeted increase.
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We're going to want to hear more about that, because we in our own state of Maryland have
seen such a rising number of scams and schemes and predatory lending practices. And we
need 1o know kind of what you want to do with the money.

We can't have a strong, economically vibrant community uniess they're safe, whether it's in our
neighborhoods, whether it's protecting small business on Main Sirest.

So fwant to know how the budget will keep America safe at home on Main Street. The request
for $2 billion for grants to state and locat law enforcement,  wonder if it's sufficient. This is $32
raillion below the 2012,

And we would might to consider reorganizing -- you know, reorganizing priorities. The state and
local funding seems to have born the brunt of budget cuts. Since 2010, grants have been cut by
a hillion doltars in local funding.-

Now, part of this was the ax -- A-X and A-C-T-$ - ax and acts of the Congress itself. Many of
my colleagues don't realize that cuts have ¢ongequences in discretionary spending. So we need
to hear your view on what we can do.

We know the GAQ has recommended that you should conduct a review and eliminate
unnecessary duplication. We support that.

We also want 10 fook in ‘community Security at the protecting of our children. One of the areas of
bipartisan support is in the money to catch predators who use the Internet to stalk children,
break up children's pornography rings and track down and arrest these child molesters.

We understand you're requesting $328 mitlion. And we Il look forward to seeing how you will
allocate that and what to do.

The southwest border, my colleague, Senator Hutchison, has worked assiduously in that area. |
want o know that this is not only a bipartisan support, we think it ought to be nonpartisan to
support our border. ['ll let het raise those questions in there.

In the area of cyber threats, our nation faces a growing and parvasive threat overseas, from
hacker, cyber spies and cyber terrorisis. We need safe and resilieit networks.

We worry about online banking and commerce, the safety of our power grids, air traffic controi
systems, digitized records. Yesterday, the Congress held, with the administration -- the Senate
held a cyber exercise. The majority of the senators were there to listen to an exercise on an
altack on a major city's power grid.

It was chilling. It was terrifying to know what happened there and what we could do to protect it.
So we need to know about cyber.

Finally, | want to know how the Justice Depariment is improving its accountability to taxpayers.
You know, you've gotien a bad rap, some of them about lavish banquets, cost overruns, the 1.G.
doing its audits., And it should. .

So we want to know how we stand seniry over the money we do spend, We have very specific
questions. But with the number of people here, 'm shoriening my statement.

I'm going to turn now to Senator Hutchison and then to you.

HUTCHISON:

Well, thank you, Madam Chairman, very much, not only for the deference on border security,
where 1 live, but also on the way you run this committee, which is for us to do what's right for
America.

Mr. Attorney General, | do want to address some of the areas of border security. First of ail,
SCAAP funding is something that continues to be short changed by your budgets.

SCAAP, of course, is the reimbursement for local law -- law -- counties that incarcerate illegal
alien prisoners. And along the bordet, our counties are generally very poor and don't have those
kinds of resources, and each year, you continue to not fund.

We did put the monsy back in last year §240 million.
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HUTCHISON:
But I would hope that you wouid support increasing that as we go through this process, because

we must incarcerate these illegal alien criminals who are mostly in the drug cartel and
operations, so that this will not be borne by the counties on the border.

In response to Operation Fast & Furious, language was included in last year's bill that would
prohibit federal law enforcement agencies from selling operable weapons to cartels,

This request that you're giving us removes that language, saying it's unnecessary.

Mr. Attorney General, we just want to make positively sure that what happened dogs not happen

~again. And | would hope that you would support our insertion of that language again.

Last year our - our - our Commerce Justice State Bill provided $10 million to expand the
capacity at the overcrowded El Paso Intelligence Center.

And this is critical for our Southwest border information sharing and has the potential to become
the border's focal point to help stop the flow of narcotics, combat illegal immigration and end
human trafficking and firearms smuggling.

Itis imperative that this El Paso Intelligence Center and the DEA take full advantage of the
resources available from the Department of Justice agencies, the FBI, the U.S. Marshals and the
ATF and [ hope that you can give us an update on the status of this funding and the project.

There have been reporls that carlels across the border are altempting to recruit college students
to smuggle drugs into the country. And it says that minots are more appealmg because criminal
penalties are lighter for them,

One of the good parts of your budget request is $312 million for juvenile justice prevention
programs. And | will be interested in heating if you think -~ if you're aware of these border threats
to our youth and if some of that maney that you are requesting could be put on the border to try
to make sure that we try to help our youth overcome the cartel overtures.

In addition, there is a requested cut of 1.5 percent from state and local law enforcement grants,
which are very important grants again to these local counties and the local law enforcement
agencies along the border that have such a burden with the trafficking that is coming across the

border.
And | would hope that you would help us restore that funding.

The VALOR Program, the violence agaihst law enforcement and ensuring officer resilience and
survivability is one that | applaud your efforts to put in place.

And unfortunately, the number of federal, state and local officers who died in the line of duty in
America last year increased from 153 to 173.

The feedback from the fraining and research being conducied through VALOR is very positive,
including the Alert Center at Texas State University, which was credited by the two officers who
came into Fort Hood when Major Nidal Hasan started shooting unarmed miilitary people.

Both of those ofiicers survivid, even though Sergeant Munley was shot several times but they -
both credited their swift xcsponse that day 1o the Alel“r Actlve Shooter training program that they
had received.

So that's something that's very good that 1 applaud in your -- in your budget.

| want to state a concern that | have about the U.S. National Parks Service pushing for
construction, which is in progress on an unmanned border crossing at the Big Bend National
Park in South Texas.

This is not a Department of Juslice decision but it is going to affect some of the personnel. And
I'm concerned that this is an area where illegal immigrants can walk across. The water is knee
deep and you can walk right across the river and into Big Bend.

And having an unmanned border crossing | think is insufficient. And so we're gonna talk about

that at some point {0 see if we can get FBI, DEA, ATF, border patrol, ssmebody to man a place
like that where it is so vulnerable.
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And last but not least, General Holder, I'm gonna ask y'ou some questions about your Public
Integrity Unit. I'm going to give you full credit for dismissing the case against Senator Ted
Stevens when you learned of the corruption within that division of your department.

I'm gonna ask you questions because thare -- the repott will be public within days. And if there's
anything that you should take as your major responsibility it is that the Public Corruption Unit and
the Department of Justice is fair and evenhanded.

And clearly that was not the case in the prosecution of a great friend to many of us and a great
patriot for our country who, unfortunately, was very badly abused by the Department of Justice.

But we'll say you did dismiss the case when you-learned of the misbebavior and | gave you
credit on the Senate floor for doing that and will again.

But | do want to ask you about the report at -~ when we have time to ask questions.

Thank you.

MIKULSKI:
Mr. Attorney General?

HOLDER:
Thank you.

Chairman — Chairwoman Mikuiski, Ranking Member Hutchison, other distinguished members of
the subcommitiee, | want to thank you very much for the opportunity to appear before you today
and for your continued support of the justice department's critical work.

I look forward to discussing the president's fiscal year 2013 budget for the department and how
these invesiments would be used 1o build on what | think is our exiraordinary record of success.

Now, the president's budget proposal demonstrates a clear commitment to advancing the
department's core missions and augmenting our ability to fulfill our most important obligation that
as to prolecting the American people.

Despite the significant fiscal restraints the federal government has faced in recent years, the
116,000 dedicated employees who serve in the department offices around the world have made
significant and, in many cases, historic progress in safeguarding our citizens from terrorism, from
violent crime, from financial fraud and from a range of threats that often disproportionately
threaten the most vulnerable members of our society.

We've also proven our commitment to acling as sound stewards of precious taxpayer dollars.

Now, as you can see in the most recent budget request, proposed spending increases have
been exceeded by proposed cuts. In fact, as a result of numerous steps taken to streamline
operations, almost $700 million worth of savings have been daveloped and reinvested in critical
mission areas.

And | balieve that the depariment is perhaps more efficient and more effective than ever before,
Our recent achisvements underscore this point, espacially when you consider our national
securily efforts.

By continuing to work collaborative'ly alongside U.S. and international partners, we have
identified and disrupted numerous alleged terrorist piots including one by two tranian nationals to
assassinate the Saudi ambassador to the United States. }

We have thwarted multiple plots devised by homegrown extremists. And we have secure
convictions and robust sentences against a number of dangerous terrorists.

In October the depariment obtained a guilty plea from Umar Farouk Abdulmutallab for his role in
the attermpted bombing of an airplane on Christmas Day in 2008. Just last month Abdulmutallab
was sentenced to four life-terms in prison.

In November we seclired the conviction of Viktor Bout, a notorious arms dealer who sold millions
of dollars in weapons for use in killing Americans,

And in December Waad Ramadan Alwan pleaded guilty to 23 charges including conspiracy to
use a weapon of mass destruction against U.S. nationals abroad, attempting to provide material
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support to Al Qaida in fraq and conspiracy o transfer, possess and export explosive devices
against U.S. troops in Iraq.

The list goes on and on.

And with the sustained and increased investments included in the president's budget for the
comprehensive National Cybersecurity Initiative, the High Value Detainee interrogation group,
the Joint Terrorism Task Forces, the Render Safe program and other key.national security
efforts, the department will be able to strengthen our critical surveiiance and itelligence
gathearing capabilities.

It will also allow us fo bring our fight against financial fraud to a new leval. On Monday, as many
of you know, President Obama issued a proclamation to mark the beqmnmg of this year's
Consumer Fraud Protection waek.

HOLDER:

And I'm proud to note that the justice department's consunier protection branch has established
a record of success in defending the mterests of American consuiners that is worth celebrating
and will be expanded upon.

in 2011 alone, our consumer protection -- Consumer Protection Branch attained a 95 percent

conviction rate, recovered mote than $900 million in criminal-and civil fines, restitution, and

penalties, and obtained sentences totalling more than 125 years of imprisonment against more :
than 30 individuals. i

This represents remarkable and unprecedented progress. But it really is enly the beginning. In
fact, since the start of the administration, the Justice Department has signaled an unwavering
commitment to combating and preventing a wide range of financial and health care fraud crimes.
And wa've taken bold steps to address the causes and the consequences of the recent
acohomic crisis.

Through the efforis of the president's Financial Fraud Enforcenient Task Force, which was
launched in 2009, in which I'm proud to chair, charges have been brought against numerous
CEOs, CFOs, corporate owners, board members, presidents, general counsels, and other
executives of Wall Street firms, hedge funds, and banks who have been engaged in fraudulent
activity.

In recent months, we have obtained prison sentences of up to 60 years in a variety of fraud
cases; including multi-million dollar Ponzi schemes, and the largest hedge fund insider trading

- case in U.S. history. And just this week, we secured a conviction against the former hoard of
-directors' chairman for an international bank, orchestrating a $7 billion investment fraud scheme.

And the task force has established two new working groups; the Consumer Protection Working
Group, which will enhance civil and criminal enforcement of consumer fraud, and the Residential
Mortgage- Backed Securities Working Group, which will bring federal and state partners together
to investigate and to prosecute abuses in our housing markets. Both will help to amplify existing
efforts, and to foster cooperation and coflaboration in the department's response to these
problems.

Just a few weeks ago, a similar coliaborative approach led the Depariments of Justice and
Housing and Urban Development, as well as with other agencies, and 49 state attorneys general
to achieve a landmark 525 billion settlement with the nation's top five morlgage services, the

. largest joint federal state settlzment in our nation's hlstory

Now, although this will not on its own cure all that al!s our housing markat, this agreement bill is
on the record; fair lending settlement obtained by the Civil Division's Fair Lending Unit last year,
and will provide substantial relief to homeowners. It also provides a blueprint for future
collaboration across levels of government, state borders, and party lines.

But there is perhaps no batter illustration of our racent progress than the department's
groundbreaking work to combat health care fraud. Over the last fiscal year alone, in cooperation
with the Depariment of Health and Human Services, as well as other parlners, by utilizing
authorities provided under the False Claims Act, and other essential statutes, we were able 1o
recover nearly $4.1 billion in frauds -~ funds that were stolen or taken improperly from federal
health care programs. And that is the highest amount ever recorded in a single year.

Over the same period, we opensd more than 1,100 new criminal health care fraud investigations,
secured more than 700 convictions, and initiated nearly 1,000 new civil health care fraud
investigations. And for every dollar that we have spent combating health care fraud, we have
returned. on average, about $7 to tha United States Treasury, the Medicare Trust Fund, and

JAG70

http://www.cq.com/doc/congressionaltranscripts—4042882?prlnt=tfue[7/13/2012 6:16:15 PM]



Case; 13-422 Document: 69-1 Page: 106  04/15/2013 - 907456 152
: Case 1:12-cv-00794-CM Document 36-4 Filed 07/18/12 Page 7 of 28

others.

Now, these numbers are stunning. But my colleagues and | recognize that we cannot be
satisfied. And this is no time to become complacent. And that's why, in addition to helping us
build on this record of success, the president's budget request also would bolster our fight
against drug trafficking, international crime networks, gangs, and cyber criminals.

At would increase our efforts to protect the law enforcement officers who keep us safe, and
expand upon the work being done by our Civil Rights Division to guarantee that the rights of all
Awmericans are protected in border areas, workplaces, housing markets, and voting booths.

I am committed to building on these, and our othet many achievements. And | know that you
understand that in this time of uncommor threats and complex challenges, we simply cannot
afford to cut back on the amount and the quality of justice that we are obligated to deliver. The
department niust remain vigilant in protecting this nation, and in enforcing the law. And these
efforts must be appropriately and adequately funded.

S0 | look farward to continuing to work with the members of this subcommitice, and your
colleagues throughout Congress, to accomplish this. | would be happy to answar any questions
that you might have.

MIKULSKI:

Thank you, Mr. Attorney General. And your full statement will be entered into the record. As a
matter of senatorial courtesy, we're going to furn to. Senator Shelby, who has a banking
committee that he must join. Then I'll pick up with - followed by Senator Hutchison. We will
recognize the members in order of arrival, and we'll follow the five-minute rule.

Senator Shealby?

SHELBY:
Thank you. Thank you, Madam Chairman. Good morning, Mr. Attorney General.

HOLDER:
Morning.

SHELBY:

Two key Departiment of Justice facilities will soon be operating on Redstone Arsenal; the FEl's
Terrorist Explosive Device Analytical Center, or TEDAC, and the ATF's National Center for
Explosives Training and Research; known as NCETR. These two national assels will help law
enforcement officials deal with the growing threat posed by terrorists and criminal use of powerful
explosives.

You and 1 have discussed these facilities previously, and | believe you agreed then with me, that
the missions of NCETR and TEDAC are distinct, but complementary, and that it made sense to
collate -- co-locate at Redstone, where there's a lot of property, lof of land.

For the benefit of the committes, Mr. Attorney General, can you describe how the Department of
Justice will utilize NCETR and TEDAC? '

HOLDER:

... run chiefly by the FBI, deals with the examination of IEDs that we ses coming out of
Afghanistan, other places. NCETER, by contrast, run by the ATF, deals with, | wouldn't want to
call it the "more common,” but cther explosive...

SHELBY:
Mora prevalent, maybe?

HOLDER:

More prevalent explosive davices that we see. And | think that you're right. They have
fundamentally different responsibilities, but that they complemant one another. The location of
them in that place | think makes a great deal of sense.

SHELBY:

Could your describe the value of collate -- locating these facilities on a large federal arsenal with
lots of range of space?

HOLDER:
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Yeah. | mean, | think there's a great deal of cross- pollination, the ability to talk to one another.
Although, the purposes are distinct, there are certainly going to be scientific things that -
breakthroughs, perhaps, that you can exchange information by having people who are relatively
close by.

I think that having the two agencies that are primarily responsible for explosives determination
and prevention, and having them close by, even though they have distinct roles that have heen,
| think, pretty well delineated. 1t is good to have them there and talking to one another.

SHELBY:
(OFF-MIKE) highest per capita Ph.D. communities in scignce and enginesring.

HOLDER:
There's a lot of smart people there. That's true.

SHELBY:
(OFF-MIKE)

HOLDER: .
We'll use smart people wherever we can find them. And there are a lot there. That is fair.

SHELBY:

{OFF-MIKE) and pay for it, | guess. Attornay General Holder, the Justice Department is seeking
funds this year to activate a new women's prison in Aliceville, Alabama. This prison was
designated as a female-only facilily based on input from your department. And it cost nearly a
quarter of a billion (inaudible) prison said it was one of their top priorities.

HOLDER:

Yeah. We want to activate |t It was specially designed to deal with the unique needs that female
prisoners have. YVe have the needed -- we have a needed -- we need to expand our capacity to
handle female prisonets in the federal system.

Given the fact that the facility was specially configured for female prisoners, it would be our hope
to activate it as quickly as we can, and for the use for which it was designated.

SHELBY:

Well, you've done a lotin it, and it's finished. | hope you do that soon, beéause to activate it, it
costs hardly anything compared to what it cost to build.

HOLDER:

No. | don't disagree with that. And the need is clearly there for the expanding female population,
unfortunately, that we see in the federal prison system.

SHELBY:

Be a priority for you in that area?

HOLDER: .
We want to bring on-line as many of these facilities as we can. And this is one that, as I
undersiand it; is extremely close. We're just about ready to just open it

SHELBY: )
Madam Chairman, thank you very much for taking me out of order. And | appreciate very much.

MIKULSKI:

Mr. Attorney General, | have two questions. They actually - | had many, but will submit them for
the record.

First of all, federal prisons; as 1 look at the department's budget, almost one-third of the Justice
Department money is going into federai prisons. That amount is -~ is now at §6 billion, and it is
rapidly approaching almost what the FBI buclget is, which is $8 billion.

Now, my guestion is, what's going on with federal prisons? Now if people are incarcerated - first
of ali, we want the bad guys and gals off the street. So we want you to prosecute and
incarcerate particularly whare there are people who constitute a danger to our country or ta our
communities. :
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But we -- I don't know if we can sustain this growth. And then I'm concerned about once we put
them in, it's a revolving door. And we keep expanding their prisons with the same people. They
keep coming back.

Could you elaborate on your department's needs? But is there any recommendations you'd have
to ~- to bagin to contain the prison population? Are we federalizing too many crimes? s
recidivism the problem?

Again, safe streets, but this is really an ever-increasing part of our appropriations.

HOLDER:

I think there are a whole variety of reasons why we see the prison poputation expanding. We
" now have about 215,000 or so people in the federal system.

That number goes up every year. It is for that reason that we consistently come bhack to this
committee asking for additional funds for -- for BOP.

1 think there are a variety of reasons why you see people coming into the system. We are good
partners with our state and local counterparts, and we try to help them fo the extent that we can.

And so some cases that violate both federal law and state law, and if they have very serious
criminals, we bring into the federal system, if there are evidentiary rules or more harsh seniences
that we can give to them.

But | think the point that you hit on that ~- is something that 1 think we réany nead to focus on, is
how can we rehabilitate people so that we cut down on recidivism rates ?

One of the things that we have talked about is the Second Chance Act, coming up with ways in
which we make available fo people reaniry possibilities, so that they have the chance of not
being recidivists, coming up with educational, vocational, drug treatment programs while we have
them in prison.

We've actua!ly seen | think pretty good success being done by some state systems that 1 -- has
been shared with me by the Pew Research Foundation. | thmk we can learn a lot from them in
that regard.

MIKULSKI:

Well, Mr. Attorney General, we would really look forward to specific recommendations, where,
again, we can -~ we want our local and our federal law enforcement to prosecute and get bad
peaple off the street, whether they're terrorists or whether they're terrorizing a neighborhood like
some of the drug dealers in - in some of my own communities in Maryland.

At the same time, we don't want our federal prisons to be an incubator for more crime, where the
lessons that they learm when they go to prison is not to commit crimes again, but how to be
better crooks. We want our prisons to teach thern how to be betfter citizens, and then to come
back to a community support system where they don't fall back into the behavior that got them.

So 'm concerned that our federal prisons are such that we need to really take a look and
evaluate and learn some of these lessons.

So we want to work with you. | know you feel that way. You're very expenenced in street crime,
whnch takes me to the other.

I'm -- ultimately while you Ve done this fantastic job of fighting terrorism, keeping America safe,
it's been stunning what our national security services have accomplished, both military and
civilian.

Buf yout know, again, I'll come back to streets and neighborhodds. You know, we have
communities that face crime every single day. And when you talk to otir local law enforcement,
our local prosgcutor's offices and so on, they feal they're under the gun,

They need Burn (ph) Grants. They need cops on the beat and so on.

Do you feel that the -- this is sufficient funding? Because in the last couple of yearé - in 2010,
we had $3.7 billion that went into state and local grants.

Due to acts of Congress and so on, now we ~- we're down to $2 billion. Yet everywhare | go in
Maryland, from our local police commissioners to local district attorneys or state's attorngys, as
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they're called in my state, people say, "we need those Justice Department grants.”

They either give us better technology. They give us tools to deal with violence against women.
They express gratitude for the Lethal index. They need you. They love having you as a partner.

Do we have enough money in the right places to do the job fo protect cur communities?

HOLDER:

Well, we have in the hudgst request | guess $2.04 billion for state and local assistance
programs; $1.4 hilfion for Office -- OJP, Office of Justice Programs, about $290 milfion for COPS
and about $412 million for the Office on Violence Against Women.

We think that -- this is a level that's about equal to the level we requested last year. It is lower
than the numbers that you had said.

But | think that given the budget realities that we face, the amount that we have requested is
strong on law enforcement. It's strong for science. It's strong for victims.

Would | jike to have more money ? Yes. But the realities -- the budget realities that we confront
and the needs to stay within a budget in the executive branch | think have gotten us to this point.

But | think that through the provision of this money, through the technical assistance that we can
also provide fo our state and local pariners, we can | think do the job.

| met with the Association of Attomeys General just this week. [ think the partnership that we
have is an unprecedented one. And | think the combination of that partnership, the sensitivity
that 1 think we have to their needs, and the $2 billion that we're seeking here will allow us to be -
- to be good parlners. -

MIKULSKI; _
We have many questions.
So I'm geing to turn to Senator Hutchison. What | would find very helpful is two things. One, if

you lpok at your Burn (ph) Grants, cops on the beat and so on, what was the amount of money
requested by state and local people to apply for those grants and what could you fund?

(CROSS TALK)

MIKULSKI:

Na, my time is up. So 'd like that for the record. The second thing is the GAQ report raises
issues related to duplication of services. | would like to have your reaction to the GAC report on
how we can streamline, get more efficiencies.

1 think you're already on that road. But let me tumn to...

HOLDER:
We are -- I'm sorry.

MIKULSKI:
... Senator Hutchison.

HUTCHISON:
Thank you, Madam Chairman.

Mr. Attorney General, we will have questions for the record, but | wanted to pursue this Public
integrity Unit's misconduct against Senator Stevens.

A -- the court appointed council -- after yoil moved to dismiss the case, the court appointed
councit to investigate the botched prosecution of Senator Stephens and found that the
prosecutors engaged in systematic concealment of evidence, hut they were not guilty of criminal
contempt. -

And according to the summary that was put out in the public, the full report coming later, it said
that the court said despite findings of widespread and at times intentional misconduct, the
‘special council, Mr. Schuelke, recommended against contempt charges because prosecutors did
not ohey -- disobey a clear and equivocal order by the judge, as required under taw.
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Now Judge Sullivan said, upon review of the docket and proceedings in the Stevens case, Mr.
Schuelke concludes no such order existed in this case. Rather the court accepted the repeated
representations of the subject proseculors, that they ware familiar with their discovery
obligations, were complying with those obligations. and were proceeding in good faith.

My question to you is, does it concern you that the only reason these prosecutors escaped
criminal chargas is that the judge in the Stevens case didn't file an order specifically telling the
prosecutars that they should follow the law?

HOLDER:

Well, 1 think we have to take into account the varisty of things. When | was made aware of the
issues that led to the inquiry that Judge Sullivan orderesd, 1 made sure - | ordered that the case
be dismissed.

i also ordered that an Office of Professional Responsibility report before done as an internal .
Justice Deparimant, which has naw heen complated. ltis now in its final stages of being worked
through.

HUTCHISON:
Will it be made public, Mr. Aftorney General?

HOLDER:

I'm hoping that we can. There are privacy interests that we have to deal with, But my hope is to
get that report -- as much of the report made public as we possibly can.

It is an exhaustive stucly. Itis hundreds of pages long. | think the pecple at OFR have done a
good job and have made -- and there are recommendations with regard to sanctions that ought
to be made. I'm hoping that we will make that -- make that available.

HUTCHISON:
'm going to reguest that you do.

HOLDER: '

OK. The report -- I'm not really at liberty to discuss the report that Mr. Schuelke did. We have
gotten a limited numbaer of those reports 1 think in the Justice Department, 10 or 15 of them. And
they are under — we are under by the judge not to discuss those.

But I've had a chance to review certainly the summary and portions of it. And some of the
findings that are made there are disturbing. They were disturbing when | made the decision to
dismiss the case.

We have done a ot | think since that time to come up with ways in which we try to prevent those
kinds of mistakes from happening again. We have an extensive training program. We have hited
somebody who is responsible as a coordinator to make sure that discovery in ctiminal cases and
civil cases that the Justice Department is involved in so we don't fall back into those same kinds
of efrors.

We have talked to -- | have spoken to members of the judiciary all to make sure that what
happened in the - the case involving Senator Stevens is not -- not replicated. But | would urge
everybody to undarstand that this Justice Department, this attorney general, when we made that
determination that mistakes oceirrred, took the extraordinary step of dismissing that case.

HUTCHISON:

Which | gave you full for. Now let me ask you, four of the six prosecutors, according to reports,
who were investigated oppose releasing the report, and their names had been redacted. | want
to ask you if any of these prosecutors are still in the Justice Department system.

HOLDER:

1 -- 1 have to check that just to make sure, but | believe all of the prosecutors who are -- were
involved in that case are still in the department. | believe that's true. I'm not totally sure of that.

HUTCHISON:

Does that trouble you that there would be findings of misconduct in such a sensitive area that
they would still be - that you would not let them go outside of our justice system?

HOLDER:
Well, it depbnda on the nature of ’(he misconduct, what it 15 that they did, the mistakes that were
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made. And ! think one has to lock at the Shilky (ph) report that is about to be released, combined
with the OPR report and the recommendations for sanctions that are contained in that OPR
report, to fook at what exactly should happen to these people.

Was the incident an isolated one? How serious was it? What is the nature of their contribution...

HUTCHISON:

Are you going te do that, Mr. Attorney General? Are you going to make a decision regarding
people who have clearly exhibited that they do not have the integrity to prosecute in this
sensitive area? Will you tell the committee what your actions are when you have made thai
determination?

HOLDER:

Well, the actions that we take, I don't think there is any Privacy Act interest that prevents us from
sharing with the public, with this commitiée what actions we have ultxmately decided to take
against those people who are found to have baen culpable

HUTCHISON:
I'l ask that you report that to the committee. Thank you, Madam Chairman.

MIKULSKE:
Senator Brown?

BROWN:

Thank you, Madam Chair. And thank you, General, for your service. You've established a new
residential mortgage-backed secuntles workmg group Thank you for that. | want to talk in a
moment about that.

But last week the -- Phil Angelides from Senator Feinstein's state, former chair of the Financial
Crisis Inquiry Commission, observed that what -~ what - the number of lawyers, some 58
lawyers, investigators, and other siaff of the working group | just mentioned, that that is -- that is
far fewer than the 100 law enforcement professionals dedicated to the Dallas Bank Fraud Task
Force during the savings and joan era.

He also suggested -- Mr. Angelides also suggested Congress should extend the statute of
limitations for financial institutions fraud from five years to 10 years, as Congress did in 1889
when it' passed the Federal Institutions Reform Recovery Enforcement Act after the savings and
loan crisis. '

And you of course are aware of the public sentiment of — of anxiety, frustration, outrage, pick
your noun, towards the fact that so few people have been prosecuted. Talk fo me about the
working group, the dollars you're dedicating of the $55 million increase you're asking for. Js it
going to go into the RMBS working group?

And comment, if you would, on Mr. Angelides's recommendation that the statute of limitations,
similarly to 20 years ago on a, if not a similar scandal, surely a scandal, that when they -- when

it lengthened to 10 years by Congress then if that's something we should do.

HOLDER:

The -- | will say first off that this whole mortgage fraud problem -- scandal that we are dealing
with-is something we have taken extremely seriously. We brought charges against about 2,100
people last year - over the course of the last few years in connection with the mortgage
problem. The number of people who --.1 guess you mentioned there are 55 federal personnel to
vote (ph) to this new the (ph) RMBS task force. That's the federal component.

But one of the things that | think is unigue about that is that we're working with our state and
local partners, and in particular state attorneys general. And so the number of people who are
ultimately devoted to that task force will be, | think, substantially greater than that. And | suspect
we will also be adding people from various U.S. attorneys offices around the country.

1 think we're looking at four or five that wifl be intimately involved in this. So | think that number
will ultimately go up. We're going to have adequate resources in terms of the numbers of people
to do the job that we need to do with regard to the residential mortgage-backed securities
working group. . ‘

With regard to the extension of the statute of limitations, [ mean, | think that is something that 'd
be more than glad to discuss with the members of this committes after I've had a chance to
speak with the prosecutors on the ground fo see if in fact that is something that we need.
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We want to use all the tools that we have, ‘and also consider any possibilities that we might want
to acquire. 50 that we can hold accountable the people who -~ and institutions -- who really had a
devastating impact on our nation's economy and continue to-have a lingering effect on our
nation’s economy, and in particular the housing market, which drags down the recovery.

BROWN;
We will -- thank you for that. And we will ba following up with your office on the wisdom, hearing

from your prosecutors that might be in the middie of initiating these cases or in the middle of
these cases that -- the importance of that extra five years in the statuie of limitations.

Let me talk for a moment about gas brices. You know, ofi prices are well over $100 per barrel.
DOE and the CFTC have told us inventories of oil are sufficient. Dorestic production is up. We
hear that. The number of rigs has grown. The consumption is down.

All reasons that gas prices should not be going up, understanding the turmoil in the Middle East
and the - the discussion of Iran. it's my understanding that over the -- some analysts have
estimatad spaculation may be adding 50 cents to the price per galion of gas.

It's my understanding over the last year, DOG - DOJ organized the Qil and Gas Price Fraud

Woarking Group to determine the role speculators in potential price manipulation are having on
the price of gasoline. What -- what have you found? What are your next steps? What can we
expect?

HOLDER:

That working group confinues In effect. In fact, they're having a call today to discuss the situation
in which we find ourseives with regard to these rising gas prices. And the commiittee -- that
working group itself will be mesting before the end of this week. The work of that committee or
that group has been ongoing and Iooklng o see if there are inappropriate manipudations of the
market.

The FTC is also working in this area. And | don't want to speak for them, but | understand they
are working no a report of some sort that we should be seaing, 1 believe relatively soon, but that
is, again, the FTC working independently of us. But within the department, that oil and gas
working group has been active, And as | said, has a call today and a meeting that will happen |
think by tomorrow.

BROWN:

OK. | would like to request that after that meeting today or tomorrow, after the phone calt and
after the meeting today or tomorrow, that that task force brief me and other members of the
subcommittee who have expressed interest.

HOLDER: »
All right. To the extent we can, we will certainly do that.

MIKULSKI:

Mr. Attorney General, we really would like to see that. This is very, very, very important. We
would now like to turn to Senator Murkowski.

MURKOWSKI:

Thark you, Madam Chairman, And Mr, Attorney General; welcome this morning. | want to follow
on to Senator Hutchison's questions regarding the ~ the prosecution of Senator Ted Stevens. |
think s0 many of us were absolutely shocked.

We were -~ | was horrified as a friend- and as an Alaskan to - to read Judge Sullivan's commenis
that this ili-gotten verdict not only resulted in -~ in the loss of Senator Stevens losing his seat, but
in his words, tipped the balance of power in the United States Senate, Pretty - prelty powerful in
terms of what the Department of Justice did to a great man.

I appreciate and | recognize and | thank you for your actions in dismissing that case and in your
decision fo not attempt to refry. And | join Senator Hutchison with that. But there are questions
that still remain. You know that. | have a long series of them.

And what | would tike to do is submit them to you today and ask that you respond to them prior
to the release of the report, which is due to come out next Wednesday, the 15th of March. So |
would appreciate your attention to that. | ~ | have a question regarding what is happening now
with the release of this report. The USA Today reported that the Department of Justice has spent
$1.8 million in defending prosecutors from aliegations that they broke the law in the Stevens
prosecution.
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And Senator Grassley was -- was one who mentioned that it seems like this is an unseemly high
amount of money being spent by the taxpayers to defend what appears to be egregious
misconduct.

And again, Senator Hutchison has noted the words that Judge Sullivan used in his order saying
that the report demonstrated significant, widespread and at times intentional misconduct by the
prosecutors.

Now, | undarstand that the $1.8 million went for attormney's feas to defend the actions of the
justice department prosecutors who are under investigation for contempt by the counsel
appointed by Judge Sullivan.

The report of that counsel again is - is due to be released on the 15th.

In addition to spending taxpayer money to defend your attarneys, did the taxpayers also pay for
the attorneys to argue that the contents of this report should not be publicly released?

You have stated that this is a matter that -- that has risen to a level of - of public atiention. So if
you can answer that question for me and also whether the justice department supports the
merits of the appeal that has been raised by Mr. Edward Sullivan, who is one of the prosecutors,
who has asked the U.S. Court of Appeals for an emergency stay to prevent the telease of this
report next week.

S0 the quéstion is whether you support the merits of that appeal and -- and, again, whether or
not thes taxpayers are on the hook to -- to pay for his attorneys to argue that this report should be
kept from the public.

HOLDER:

Yeah, | -- | don't think we {ake any position with regard to the -- with regard to what he has said
about his desire to keep the report sealed. But we -- the justice department has indicated that
we do not object to the release of the report.

| think that given the issues that we found there, the - the magnitude of the case and -- and,
franily, the magnitude of the errors that led me to decide to dismiss the case that there is a
legitimate public interest in knowing as much as we can about what happéned, why it happened,
what steps the justice department has taken in connection with the — these findings of -- of -- of
misconduct,

MURKOWSKI:

So is the justice department paying for his atlorney's fees in this matlter to keep tﬁis from -- from
being made public? :

HOLDER:
i don't know about him spacifically but | do know that as a result of the charges that were
brought against them, | -- I think the determination was made that there would be a conflict of

interest for the justice department to defend them, which would be typically how we would do it.

And they were therefore allowed to get outside counsel and under the regulations the justice
department then pays for thoze legal representations, which has happened in a variety of cases,
a variety of circumstances when atlorneys general have been -- had lawyers who have been
reimbursed by -- by the government.

I'm hoping | won't have to do that hut other altorneys general have done that.

MURKOWSKI:

So - 50 even - even now that the independent counsel that Judge Sullivan had appointed,
even though that counsel has found ihat membars of the - of the Stevens prosecution had
engaged in significant, widespread and at times intentional, again, intentional misconduct, does -
- does the government have any recourse to recover the funds that have been paid for their
aftorneys - for their attorneys' fees when they have engaged in intentional misconduct?

Now, you mentioned in your comtments to -- to Senator Huichison that after the ~- the -- the
Office of Public Responsibility report that there may be sanctions that -- that we will see.

But is -~ is there recourse? Are you pursuing any recourse? It — it seems to me that in an
instance like this where it has been made clear that the intentional -- that the conduct was
intentional, that it was substantial and it was widespread, that we should not be defending and
paying for the attorney's fees to -- to -- to again allow these individuals to -- to conduct such
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(inaudible).
To leam that they're still within the Department of Justice doesn't give me much confidence.

HOLDER:

Well, | mean, this certainly -- one of the things that | think happens is that because the justice
department can't represent thase people and they have their own views of what happened, they
want to be able to explain with -~ with counsel, defend themselves.

That is why-their -- the expenditure of money actually occurred. And that is why they were
allowed o get outside counsel.

And as | said, that has happened, not frequently, but it's certainly happened in -- in the past. And
we acted in, with regard to them, as we have done in the past with regard to the retention of ~- of
oulside counsel. ’ .

MURKOWSKI:

| would think that $1.8 million to go to defend these attorneys who have engaged in intentional
misconduct is -- is just stunning to me. I'd like fo think that there couid be some recourse.

Madamé Chairman, I'm well over my time. | thank you for your indulgence.

MIKULSKI:

It was important that you have the opportunity to pursue, completely pﬁrsue your line of
questioning.

To me, the situation that has heen presented by you and Senator Hutchison reminding the
committee is deeply troubling. We must have public integrity.

We also must have an independent judiciary. \Ne have to have, regardiess of which party is in
the White House, a justice department that we believe in and that the American people believe
in.

So | know the attorney general will be responsive and then we'll take it from there.

HUTCHISON:
Madame Chairman, | just want to thank you for those comments and agree wholeheariedly.

And 1 do think the attorney general took a major first step when he dismissed the case. That was
huge. But now we must follow up so that there is no question that the people who did this and
the report with show whatever it shows, that they're not able to prosecute ever again, ever.

MIKULSKI:
Thank you. -

HUTCHISON:
Thank you.

MIKULSKY:
Senator Pryor?

PRYOR:
Thank you, Madame Chair.

And Mr. General, welcome to the commitiee. Thank ybu for being over here.

1 just want to add my voice to something that was said earlier about prison overcrowding. And |
could go through the facts and figures on that but you know those better than any of us dq.

it's just a - a real congern. And we have a -- one of the prisons that's on the short list is actually
in Arkansas and back in 20 - in FY2010 it was scheduled to be funded in 2014,

Well, now it keeps getting pushed back, now it's 2018. So it's just an example of us not being
able to get to some of the real nesds that we have. ‘

So | know I'm not alene in that. So [ just want {o voice my concern there.
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Let me ask about éequestration. | don't believe anyone's had a chance to ask about
sequestration. And I'm curious about what in the justice department you all perceive will happen
to the DQJ funding if sequestration does in fact take place.

And what plan - what steps you're taking to, you know, address that?

HOLDER:
Well, | certainly hope that's something that we don't have to face.

And as we look at it, we - we're - we'd be lpoking at an across-the- board cut of about 7.8

percent, which wotdd mean a cut of about $2.1 billion,

No justice component would be exempt from those -- those cuts. And from an operational
perspective | think we would have to cut funding and non-parsonnel funding.

We are estimating that we'd have to furlough all position types including agents, federal agents,
FBl agents, DEA agents, ATF agents and atforneys who try cases, investigate cases for an
average of about 25 days.

We'd have to lose permanently a pretty substantial number of -- of -- of jobs. And this would
have -- this across-the-board cut would have a devastating impact on the justice department's
ability to protect the American people, to do investigations.

it would be something that would -- would -- would just simply be devastating. And my hope
would be that Congress will find a way to avoid this sequestration, which just from my own
parochial interests, which | think actually are the nation's as well, to really avoid the -- the very
negative consequences that couid have a permanent impact on -- on - on our. well-being.

PRYOR:

And so you -- you mention these furloughs but | assume also you'd -- you'd have to suspend the
funding of alt kinds -- many of your programs that help locai and state law enforcement
agencies.

HOLDER: _

That's an excellent point. | mean the collateral consequences -- the consequences are not
restricted to simply what happens fo the justice department here in Washington and in odr field
offices.

Our - our ability to be good state and loca! pariners would cettainly be impacted by the reduced
amounts of money that we'd be able to share with our - our state and local partners in terms of
grants, cops on the beat. .

H would be a devastating thing for this to happen.

PRYOR:
And let me ask about personnel here for a second, little different context.

The John R. Justice Program, there are right now about 1,600 prosecutors and about 1,200
public defenders ! believe in last fiscal year that received assistance under that program to help
them pay off for student loans, et cetera.

But this budget, as | understand it, that's been submitted does not have fundling for that program
this year. So | guess, you know, my concern there would be that we want the best and the
brightest out there trying cases and, on both sides, again this is public defenders and
prosecutors and our criminal justice system, it's critical that we have good representation on both

sides.

And I'm afraid that we're going to lose a lot of talent if we don't have a program like this. And |
was wondering if you share that concern, and what you -- what steps you think we can do to try
to keep the hest and the brighiest, you know, coming onboard?

HOLDER:

No. | do share that concern. We want the best and the brightest to come and take what are low-
paying jobs on the prosecution side, on the defense side. These kids -- these younger paople -- |
guess | can call them kids now -- out of law school and -- with enormous amounts of debt.

And | don't want them to make career choices based on how they're going to repay those loans,
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as opposad to following their passions and take their great skills to become members of the
Justice Department, state and local prosecutors offices or, on the other side, to be good defense
altorneys. '

And that is one of the things that | am concerned about. So, you know, we have a tough budget.
And you're right that money is not there to the extent that it was in the past.

And so to the extent that we can work on ways in which we come up with creative things to do to
make sure that those career decisions, especially those first job career decisions by people
coming out of law school, is not a — is not a function of their financial concerns, but really is a

_ function of how they want to help build a better society.

PRYOR:

Thank you. And Madam Chair, { don't really have time to ask another question. But { would like
o just make an observation.

The -- the chair of the subcommittee here yesterday took a leadership role in a cyber security
exercise i a classified setting. And we appreciate her leadeiship on that, and getling all of us to
go and participate in that, 1t was very informative, very interesting.

And | know that the Depariment of Justice has been very involved in what's going on with federal
government cyber securtily issues, and all the task force and everything you're working on. But |
also hope that you will not neglect the private sector, but — as well as state and local -- you
know, the state and local governments, because they have a role to play in this as well.

HOLDER:

That's exactly right. This is not something that the federal government can handle by itself. This
is a national security issue certainly. But it's also an infrastructure issue which involves our state
and local partners.

And then one looks at just the amount of theft that occurs, intellectual property theft in particular,.
so that the private sector has to be involved as well. We have to come up with mechanisms,
means by which all of those various components falk to one another, if we ultimately want to be
suceessful in what 1 think is the most pressing thing that we're going to be facing in - in the
coming years.

PRYOR: .
Thank you. Thank you.

MIKULSKI:
Thank you, Mr. Attorney General.
| want to go back to the excellent question Senator Pryor raised about the impact of sequester.
Could we have that answer in more detail in writing, so that everybody would have a chance to
-study it and go over it in programs and so on, so we can really grasp the full consequences?
HOLDER:

Definitely. .

MIKULSKI:
I'd now like to turn to Senator Graham.

GRAHAM: .

Thank you, Madam Chairman. {'d like to add my vice to what you just echoed and Senator Pryor,
that sequestration, as it is set up, would devastate the Department of Justice, our ability to
defend ourselves and destroy the military. And surely to God, we can find a better way to do it
than that. . : :

So I think you're dead-on. This is just an ilt - ill-conceived idea of cutting money blindly, in my
vigw. : )

Now, you're were in South Carolina a couple days age? Is that right, Mr. Attorney General?

HOLDER:
Yesterday,

GRAHAM:
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Yesterday. Well, we glad to have you. Hope you spent money while you were there.

HOLDER:
1 did.

GRAHAM:

Good, good. But the National Advocacy Center in Columbia you visited -~ what would you tell the
committee about the National Advocacy Center in terms of being of value 1o the nation?
HOLDER:

Itis an invaluable resource for us...

i GRAHAM: _ _
Did you all hear that? OK. I'm soiry. Go ahead.

: HOLDER:
} No, [ mean itis, It is an invaluable resource for the training that goes on in the Justice
| Department. it is one that, you know, | -- 1 think could actually be expanded.

I'm concerned that we're not interacting with our state and local partners to the extent that we
once did in doing training with them. We're trymg to bring into the advocacy center people from
the defense side as well

It's where people learn to be good trial lawyers, learn a variely of skills, learn their ethical
obligations in addition. It's an invaluable resource.

GRAHAM:

Well, we appreciate your visit. And it'd be a place where -- you know, cyber security is the --
probably the issue of the 21st century. And whether it's a crime, an act of war, it depends | guess
who's involved, but a lot of local law enforcement folks probably have no idea how to handle this.
And it would be a good 'way to kind of educate the country as a whole.

And the collaboration between the University of South Carolina and the NAC | appreciate. And |
want the committee to know that we took about 200 or 300 Department of Justice jobs out of
Washington, because after 9/11, we were worried about havmg every part of our government in
one cnty

And we moved those folks down to the South Carolina and Columbia. And you leased a building
from the university. it saved about $35 million. So | just want to applaud you for trying to be
creative, to decentralize DQJ, so in case we're attacked here, we don't lose all of our -- all of our
national assets.

And it was a way to save money.

HOLDER:

We also have that relationship with the university about the rute of law component as well. And |
think that's been a good synergy.

GRAHAM

To my colleagues. I've been to Afghamst’m and lrag, like many of you. And we're trying to
develop a rule of law program in Irag, Afghanistan, Africa, you name it, without some basic rule
of law no country can develop. And all the lessons we've learned the hard way, from making
mistakes but finally getting it right, in many ways, we're trying 1o create a center at the University
of South Carolina where those who have been overseas can share their thoughts about what
worked, what didn't.

You could train hefore you went. Department of Justice, Department-of Agriculture, Depariment
of Defense, this is a team. This war requires a team_concept.

And we're trying to reach out to the Islamic world and create parinerships with lawyers and
i attorney generals and judges in the Islamic world, so we can undarstand them better and they
can understand us.

And I'm excited about it and | appreciate your support.

Now, Justice Scalia came out yesterday or the day hafore talking about -- he thought it would be
wise if we looked at our Federal Criminal Code, particularly in the drug area, and see if we could
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reform it.

I think he's right. | think we've federalized way too many crimes, creating work for our judiciary
that could probably be better handied at the state level.

And what do you think abouf the idea of revampmg the Federal Criminal Code and looking at
maybe undoing some of the over- federalization?

HOLDER:

I've asked -- when | came into ofﬁée, I've sat ih place a number of working groups to look at that
problem, that issue. Are we bringing the right psople into the federal system? Are the sentences
that we have for the crimes that are federal ones approptiate?’

GRAHAM: ,
Like crack cocaine, and we finally fixed that. But that was just sort of an -- an indefensible
sentencing dxspanty

HOLDER:

Right. | think the bipartisan effort that resulted in the lowering of that ratio from 100 to about 16
to one was -- was something that was long overdue and | think was a great example. People
don't focus on it, but it was an example of, you know, Republicans and Damocrats getting
together and doing the right thing, not only for the system, but soniething | think was morally
right as well.

GRAHAM:
And an area where we may disagree, we'll talk about the law of war later. We don't have time

here. But the recess appointments made by President Obama a while back to the NLRB, is there

a situation similar to that in the history of the Senate, or by a previous president, of appointing
someone to a federal agency under those circumstances that you'te aware of?

HOLDER:

Well, | mean, if you look at the 23-page, | think it is -- 23-pags report by the Office of Legal
Counsel, they go through a variety of precedents. They ook at the laws that exist, tradition.

And the conclusion that they reached was that given the length of the -- of the recess, 20 days
or 50, that the appeintments wete, in fact, appropriate. This is obviously something that the
courls are going to ultimately decide, but.[ think that the OLC opinion was accurately --
accurately described.

GRAHAM:

i think Senator Alexander will have a discussion with you about that, But | take a different view.
But Vit let him discuss that with you.

" Finally, just to not, | think maybe itwas last week we had a plea bargain with a military

commission detainee who was one of the KSM close confidants. And | know Mark Martins is the

chief prosecutor, and you've got a good defense team down there.

I do support Article 3 courts for terrorism trials when appropriate. But | just want to acknowledge
your support for military commissions in approptiate circumstances.

And with your help, 1 think we've got these things up and running. And | look forward to more
action coming out of Guantanamo Bay to get some of these people through the legal system.

So thank you for that support. And fo all those at Guantanamo Bay doing their job, 'you're geing
a great service, particularly the defense counsels.

HOLDER:

1 think that's right. And | think people should understand that when | sent people down for
military commission treatment, that revised commissions that exist, as | said in my speech at
Norihwestern, have many of the elements of due process that we consider vital to the Amearican
system. ‘

| think we have great defense lawyers down there. The military system doesn't get the credit that
it deserves for the fair way in which it deals with paople. And under the direction of Mark Martins,
who's a person I've known for, you know, some time, | think you'll be proud of tha work they do.

MIKULSKE:
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Thank you very much, Mr. Attorney General. We're now going to turn to Senator Feinstein.
Before Senator Pryor leaves, | thank you and others for mentioning the cyber exercise
yesterday, and all who participated Next week we're going to hear from the FBI, and we're
gding to do an open hearing, and then we're going to do a classified heating. You Il get — this
would be an opportunity to ask many of your cyber questions and go into the level of detait |
think the commitiee would like. Thank you.

Senator Feinstein?

FEINSTEIN:

Thanks very much, Madam Chairman. And welcome, General. | want to associate myself with
the comments of Senator Murkowski and Senator Hutchison. To me, the fragedy is that Ted
Stevens diad before he knew this was a faulty prosecution. And that to me elevates this to a new
low -- a new height: And so [ think this investigation is really important. And | think that actions
have to be taken. And | just wanted to express that.

I wanted to follow up on Senator Brown's comment. lt's my understanding that more -- there's
more oil available in the United States than demand calls for. And as a matter of fact, surplus is
being sold outside. This, | think, would bring to special attention the issue of speculation. And |
hope the study that you're doing is going to take a good look at the financial markefplace with
regard to its ability to impact price in this way.

HOILLDER

Well, as I said, the oif and gas working group that we formed last year as part of the president's

~ Financial Fraud and Enforcement Task Force has been meeting. It just happens that they are
having a calf today, a meeting. | think either tomorrow or on Monday the full committee will be
geiting together o look at the issues that you've raised and the issues that Senator Pryor raised.

FEINSTEIN: o _ !
Good. Thank you. ;

As you know, Title VII of the Foreign Intelligenca Surveillance Act expires at the end of the year.
This allows for electronic surveillance of targets outside the United States. Senator Mikulski and |
both serve on the Senate Infelligence Committee, and we've done extensive oversight of the
govemment's use of these surveillance authorities, and look forward to working with you to make
sure Congress can reauthorize Title VIl well before the end of 2012,

We need to.maintain the collection of critical foreign intelligence and provide certainty to
intelligence professionals in that regard. For members of this committse that don't follow this
issue closely, could you explain the need to reauthorize Title VIl of FISA, and the.efforts taken to
protect the civil liberties and privacy of Americans as this title is carried out?

HOLDER:

Well, the surveillance authorities that are in the FISA amendments act are absolutely critical to |
our national security. On a day-to-day hasis | authorize, FISA's head of the National Security
Division does, sometimes the deputy attorney general. It is a critical tool that we have in keeping
the American pgople safe.

And so the administration strongly supports the reauthorization, and as you indicated, hopes that

itis occurs well before the end of the year so that the certainty that is needed by the men and

women who are in our intelligance community will have some degree of assuredness that those |
tools will remain there and that our fight against those who would do harm to the United States -

can continua.

FEINSTEIN:

Thank you. | also want to thank you for your enormous help and the help of the FBI with respect
to national security. The FBI now has some 15,000 people located around the United States
essentially doing inteligence work. So that transition has heen effectively made.

Director Mueller at our worldwide threat hearing indicated to us that.in the past year there have
been 20 arrests in the United States of people in this country planning or participating in
atterapted terrorist attacks. And as you mentioned in your recent test(mony, Umer Farooq Abdul
Muttalib was recently sentenced to hfe in prison.

Now, | also want to say that even though its specific activities are classified, in your written
testimony you mentioned the High-Value Detainee Interrogation Group, or the HIG, as we call it.
{ can say that we've seen the excellence -- excellent intelligence the HIG is producing. And
earlier this week, also four principal members of hacking groups, Anonymous and LulzSec, were
charged with computer hacking, and a fifth member plead guilty.
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Now to my questions. It's two-fold. | think we have to begin to fook for redundancy and
dupiication of effort. We now have a counter- terrorism center. We now. have Homeland Security
with intelligence. And we also now have the FBI. And so | hope you will take a look at that
because the dollars are precious and we're already experiencing cuts in the intelligence budget.

And so here's my question. What are in the national security area your budget reductions? What
will that mean for counter- terrorism, and are there any gaps in our efforts? -

HOLDER:

1 don't -~ I think that we have adeguate amounts of mongy contained in the budget that we have
requested. ’

If you look at the amount of money that has gone to the FBI for -- in the national security sphere,
1 think since 2001 we've had about a 300 percent increase -- it might be even more than that.
mean, 300 percent | think for the Justice Department. For the FBI it might have been about 400
percent. So | think a really substantial increase over the course of the last 10 years or so.

And even with the flat budget that we essentially have for the Justice Department and its
components, including the FBI, | think we have adequate amounts of roney to keep the
American people safe. And | will tell you that to the extent that | feel that is not the case, my
voice wilt be heard. We have no greater. responsibility than keeping the American peopie safe.
FEINSTEIN:

Good. Thank you very much. Thank you, Madam Chairman.

MIKULSKE:
Senator Feinstein, we look forward to working with you on that part of it.

Senator Alexander?

ALEXANDER:

Thanks, Madam Chairman. And General Holder, welcome. It's good -- good to see you. | was
thinking about a conversation we had during your confirmation about Griffin Bell, for whom you
worked. And | know you admired him. And | certainly admirad him. '

I was a law clerk on a court when he was judge. And one of the things he used fo say, and
which I've heard you say | think too, is that the attorney general is the lawyer for the United
States, not just the lawyer for the president.

So following up Senator Graham's comment on the so-called recess appointments, | wanted to
ask you a question as the lawyer for the United States. If the -- if the president called you up and
said, "General Holder, | notice that the Senate's gone to -- gone into recess for lunch. l've got a.
Supreme Court nominee | want to appoint. Can we put him on the court without their advice and
consent?" what would your answer be?

HOLDER:

Gone to lunch? That would not be a sufficient recess.

ALEXANDER:

Well, what if he said they're going to lunch -- they're going to recess for lunch and for dinner and
they won't be back until tomorrow? Would that be a sufficient recess?

HOLDER:
Well, I mean, | think what we're geiting at -- if you look at the OLC opinion, there would be...

ALEXANDER:
No, f'm’ asking in your opinion, Mr. Altorney General.

HOLDER:
Well, | associate myself with that OLC opinion.

ALEXANDER:
Does that mean you agree with it?

HOLDER:

http://www.cq.com/doc/congressionaltranscripts-4042882?print=true[7/13/2012 6:16:15 PM] J A6 8 5



Case: 13-422 Document: 69-1 Page: 121 04/15/2013 907456 152
Case 1:12-cv-00794-CM  Document 36-4  Filed 07/18/12 Page 22 of 28

With the OLC opinion? Yes.

ALEXANDER:
You do agree with it?

HOLDER:
Yes.

ALEXANDER:

Then — then that means that the president, not the Senate, can decide when it's in session for
purposes of a -~ of advice and consent?

HOLDER;
Well, T think one has to look at the reality, the totality of the circumstances in determining

whether or not the Senate is actually in session as that term has historically been used. And the
determination made by Ol.C was that given the...

ALEXANDER: :
Well, if we look at that, Mr. President, was your deputy solicitor wrong when he told the Supreme

Court in a letter that -~ two years ago -- that the Senate may act to foreclose recess
appointments by declining to recess for more than two or three days at a time?

And was Senator Rejd wrong in 2007 when he -- when he really dgvised the plan for pro forma
three-day sessions because he said he heard that President Bush was about to make recess
appointments ?

Senator Reid said on July 28 - well, November 16, 2007, "With the Thanksgiving break looming,
the administration has informed me they want to make several recess appointments. As a result,
I am keeping the Senate in pro forma fo prevent recess appointments until we get back on
track.”

And the next year he said, "Wa don't need to vote on recess. We'll just be in pro forma session.
We'll tell the house to do the same thing. President Bush didn't like it, but he respected it." So
are you saying that the president, not the Senate, can decide when it's in session for purposes
of a recess appointment?

HOLDER:

I think onie - what we have to do and what we have dane in this OLC opinion is look at history, -
look at precedent, lock at the law, use some common sense when it comes to the approach of
whethar or not the Senate is actually in session...

ALEXANDER:
Well, was Senator Reid wrong?

HOLDER:

Well, the determination that we made here was that with regard to those -- that 20 days in which
those pro forma sessions were occurring, that those were in fact...

~ ALEXANDER:

Tha Senate had decided it was in a three-day session, ,according 1o the Reid formula. So was
Reid wrong about that?

HOLDER:

Well, 1 have -- I'd have to look at exactly what occurred during that three-day period. But given
what the facls that were presented to the -- to OLC in this inslance | think that the determination
that they made was -~ was correct.

ALEXANDER:
So the president may not - so I - [ don't see why the president couldn't look at the Senate and
say I'm gonna send up a Supreme Court justice and | - I'm gonna skip advice and consant.

| - [ -- I'm astonished by this really. And -- and { would think Democratic as well as Republican
senators would honar the Reid formula ihat President Bush honored.

The Senate did the very same thing in January and the president nevertheless made four
appointments during a time when constitutionally he shouldn't have, according to all the
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precedent that i've seen.

HOLDER:

The only thing d -~ I'd -- I'd correct is that the determination was not made by the president. The
determination was made by the Office of Legal Counsel and then shared that information with
the president and the president made the decision as to what he wanted to do...

ALEXANDER:

He made the decision not to -- not to respect the Senate's decigion about when it's in session or
when it's not, which to me is a blatant lack of regard for the constitutional checks and balances
and something that we ought -~ ought to avoid.

May I -- may 1 ask quickly a question? Last year the depariment found money to support the
work against methamphetamine. And -- and 1 compliment the depariment for that and | know it's
i getting incraasingly harder.

In our state we have the highest number of meth lab seizures in the nation. The money's running
down; the state's increasing-its funding.

! Will the department again be able to try to help states that are working on this, as you were able
i to do last year? . :
HOLDER:

We are certainly geoing to try to do as -~ as hest we can. | know one of the things that we have
ceriainly seen with regard fo the cleanup of meth sites {hat there have been a number of these
container activities.

And 1 think, as | believe, | think this is right that Tennessee's actually a leader in -- in - in that
effort. .

ALEXANDER;

Yes.

HOLDER:

And there have been a number of states that have come up with things and instead of it costing,
I don't know, $300, $400, $500 to do that, it actually comes down to $20 or -~ or $30 and | think
the -~ the experience that we have seen there is something that we have to extrapolate and use
in other parts of the country as well. .

ALEXANDER:
Thanlk you, General Holder.

Thank you, Madame Chairman.

MIKULSKI:
Senator Lautenberg?

LEAHY:
No, | think...

MIKULSKL:

Oh, 'm sorry, Leahy. A litle rock and roll in here today, Senator -- first of all, Senator Leahy, the
chair of the Judiciary Committee. Excuse me, and then Senator Lautenbarg.

LEAHY:
Thank you, Madame Chair.

Attorney General Holdet, good to have you here. | - if | could just follow up a little bit on what my
good friend from Tennessee, Senator Alexander, said on the recess appointments.

! | -- there is an easy way out of all this but it will require a litle cooperation on both sides. And |
suggested this in the Judiciary Committee that the president resubimit the nominations and the
Repubficans agree to have an up or down vote, say, with a week or two weeks.

The president did this because even though he'd had -- and we knew there was more than 50
votes, which is normally what it takes to confirm somebody available.
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My friends on the other side of the aisle were blocking having a vote. | understand the
prasident's frusiration. But | think the easy way out of this is simply if the Republican leadership
would agree to an up or down vote, say, within a week or two weeks, whatever amount of time
needed for debate and resubmit them as an up or down vote. ) i

That takes care of all of the problem. | just would suggest that as an eaéy way out. i's not as --
it's not as much fun on the -- on the talk shows but it helps the government.

Now, Mr. Attorney General, the department, your department administers many crucial grant
programs that help victims and law enforcement including ones that I've been very heavily
involved with, Violence Against Women Act programs and, you know, Senator Crapo and | have
a reauthorization bill on the -- the cops grants, the (inaudible) partnership program.

The Government Accounting Office has said that there is (inaudibie) and duphcatlons and
inefficiencias in some of the grant programs.

Wil your department work to make sure there are -- if there are any duplications that they be
removed and that we -~ we go forward?.Because these are good programs but there's only so
mouch money to go around.

HOLDER:
No, | mean, that's exactly the problem that we have. We have to make sure that as the limited . |
amounts of money to go around and we have to make sure that there's not dupfication. : ’ |

Managers from OJP, from cops to Office of Violence Against Women regularly meet to
coordinate their -- their programs, their aclivities. And | think that one thing that you should —
people should not assume is that because you see the word victim in @ number of things that we
do in the department that necessarily means that the money is bemg -~ is being -- that we're
duphcated efforts there,

! They have very distinct responsibilities. But we are working to make sure that the -~ the money
that we have is being used in an efficient and appropriate way.” . )

LEAHY:

And one of the - one of the things I'm very proud of from my time here in the Senate is abil
that | wrote with then Senator Ban Nighthorse Gampbell on bulletproof vests.

. So much s0 that | walked down the street in Denver, Colorado, a year or so ago, a police officer
came up and asked if | was, you know, who | am and | said yes. He just tapped his chest and
said thank you.

f But we've Been told hy the GAO that there's seme funds that have not been obligated on the ‘
hulletproof vests partnership grant program, law enforcement, especially in the smaller _ |
communities where they do not have the budget to buy the bulletproof vests, which require $600Q. i

Can you chack to make sure these -- these funds are de-obligated or are -- are obhgated as
quickly as possible?

HOLDER:

Yeah, | mean to the extent that funds were not drawn down, ‘we are taklng sleps to allow
jurisdictions to use those -- that unused funding and have the time period with which they could
draw down extended S0 that we can gef these bulletproof vests out to these officers.

LEAHY: , _ ‘

And | would reiterate what | had told you when we chatted earfier this week when | was in
Vermont about your -- your speech earlier this week regarding drones and targeting of U.S.
citizens.

1 stilt want to see the Office of Legal Counsel memorandum. And | would urge you to keep
i working on that. | realize -- | realize it's a matter of some debate within the administration but...

; HOLDER:
' That would be true.

LEAHY:

Please keep my staff and me updated on the progress of the review of the NYPD surveillance of
Muslim Americans.
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HOLDER:
We will,

LEAHY:

And (astly, | wrote to you and the secretary of homeland security, Janet Napolitano, to encourage
you to hold marriage-based immigration petitions for same-sex spouses in abeyance and why
the administration's decision no longer depends, the Constxtutlon now -- the Dafense Against
Marriage Act, part of it may be granted individual cases.

| hope you will reconsider the administration's position. We have a case I've wrilten to you about,
Frances Herbert (ph) and (inaudible) who were married in Vermont who (inaudible) number of
states where same-sex marriages are legal.

But then they run up against the immigration problem so please review that.

HOQLDER:
I will look at that case and we'll get back 1o you, Senator,

LEARY:
Thank you.

Thank you, Madame Chair,

MIKULSKI: .
Those were excellent points, Senator Leahy. Thank you very much.

Senator Lautenberg?

LAUTENBERG:
Thanks very much, Madame Chairman.

Welcome, General, Attorney General Holder. The job doesn t seem to be getting easier and I'm
not blaming you. I'm just sympathizing and... .

HOLDER:
Good observation.

LAUTENBERG:
Not so much that | -- | won't ask for more because we're doing with -~ with less.

And we see it in my state of New Jersey, 246 gun murders in 2010, 12 percent more than the
previous year. We've had layoffs galore and from cities that can't afford to maintain thelr police
force structure. .

So when | — | fook at things that we're -- we're doing, | worry about what it is that we can do fo,
from your department and from others, what can we do to help these communities?

State budget cuts have caused Newark, Camden and other cities in New Jersey to cut their
police forces at an alarming rates; a third of the police force in Camden, over 100 terminations of
police officers in Newark.

December, | wrote asking if you would provide federal resources, could provide federal resources
to assist our aifing cities. And | am pleased, General, to see an increase in the budget for COPS
grants. Is the Department of Justice planning other steps that we can use to help protect New
Jerseyans from violent crime?

HOLDER:

Well, we're certainly making sure that in terms COPS grants, we do the best that we can there. |
think we have a substantial amount of money in the - in the budget. | know that - | just spoke to
the mayor of Camden. } was at a reception this -- saw her.

VVe have certainly, with Camden, | guess 20011, made available moneys to hire 14 officers,
$3.79 million; 2010, 19 officers, $4.2 million. And we'll be looking at that kind of unique situation
agein this year. We certainly are putling into New Jersey, and in other places, task forces, so
that a DEA, the ATF, the FBI are helping to the extent that we -- that we can as well.

JA689

http://www.cq.com/doc/congressionaltranscripts-40428827print=true[7/13/2012 6:16:15 PM]



Case: 13-422 Document: 69-1 Page: 125  04/15/2013 907456 152
Case 1:12-cv-00794-CM Document 36-4 Filed 07/18/12 Page 26 of 28

There are a variety of ways in which the federal government can help, given the economic
situation that many cities around the couniry are facing. And we want to be good partners in that
way. But Camden is a place that | think is -- deserves spemal attention, given the unique
problem that we see there.

LAUTENBERG:

Can | ask -~ ask your view on whether or not you think we're doing enough between your
department, the FBI, our state and local police -- policg -~ police people? Are we doing enough,
based on what we see with the statistics? Do you think that we re doing enough to say honestly
that we're protecting our people appropriately?

HOLDER:

Well, { mean, | think that we are -- you know. We have crime rates that are at historic lows, 40
and 50-year lows, And yet, I'm still froubled by the number of police officers, for instance, who
have been killed in the line of duty in the last two years, where we have seen a 16, 20 percent
increase there. And that, 1 think, is something that we have to work on.

I'm concerned about the fact that although the numbers of murders are -- are down, 67 percent
of them occur by people who are using firearms. | think that's an issug that we have to deal with.
Too many of the wrong people have access o guns. They use them in inappropriate ways.

And the targets of many of those people are law enforcement officers who are sworn to protect
us. And we have to do everything that we can to try to protect them.

LAUTENBERG:

'Well_, the wrong people or wrong laws. The man who shot Congresswoman Giffords last year

used a gun with a high capacity ammunition clip to kill six people, wound 13. i was only when
he fired all 31 rounds in his ¢lip that people were able to subdue hi_m.

And these high-capacity magazines were banned by Congress until 2004. Last year you said
that you thought reinstating this ban should be examined. What's the result of that examination?

HOLDER:

Well, we are still in the process of working our way through that. | mean | think there are
measures that we need to take. We need to be reasonable, understanding that there is a
Second Amendment right with regard to firearms. But even the descent in Heller case indicated
that reasonable restrictions can he placed on the use of weapons.

And [ think what this administration has tried to do is to come up with ways in which we are
respecting respecters of Second Amendment, and yet, come up with reasonable, appropriate
firearms laws that will ullimalely protect the American people. ’

LAUTENBERG: )
Madam Chairman, your indulgence for one more question, please.

Over the past several years, the New York Police Department has been engaged in surveillance
of New Jersay's communities and universities, searching for those who might be accused of
terror. Governor Christie, New York Mayor Cory Booker, both -- each, apparently unaware of this
large-scale investigation.

How can the law enforcement agencies spy on another state's residants without notlfylng the
authorities, the governor, the mayor even knowing about it? -

HOLDER:

i don't know. We have -- we're in the process of reviewing the letters that have come in
expressing concarns about those matters are -- there are various cornponents within the Justice
Depariment that are actively looking at these matters. ’

| talked to Governor Christiz, actually. | saw him at a reception | guess a couple days or so ago.
And he expressed to me the concerns that he had. He's now publically expressad his concermns,
as only he can. And i think at least what I've read publically, again, just what I've read in the
newspapers, is disturbing. And these are things that are under review at the Justice Department.

LAUTENBERG:

Thank you, General Holder. Thank you, Madam Chairman. | assume the record will be kept
open.
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MIKULSKI:

The record will be kept open for questions. And we then ask the depariment to respond within 30
days. Senator may -- senators may submit additional questions. We ask the department to
respond within 30 days.

Before | recess the committee, I'm going to conclude the hearing the way [ began. As 1 listened
to the questions, the answers, we looked at the budget, in the short time that we have to review,
| want to end the hearing the way | began, which is to thank the men and women who work at
the Justice Department. )

I've been on this subcommitiee a long time. It's been a great blessing, and a great honor. And
when | think about it, the way the scope and complexity of what our citizens and our country
face, and what our Justice Department faces, it's an amazing job; from community safety, to
national safety, just the - in the last decade, the expansion in the national security portfolio.

And the transformation of agencies, the FBI is nat, you know, your J. Edgar Hoover's FBI
anymore. So for everybody who wotks, everybody's out on the street, everybody's tracking
sexual predators, everybody who's doing their job, prison guards, and ail the wonderful support
staff, that's the paralegals, secretarial staff, the admin staff, et cetera, we're just going to say
thank you. 1 think our country's safer because of your work. .

And we have to look out for our civil service, because we need an independent judiciary. We
need a Justice Deparlment that functions with absalute integrity. But we, who fund the
appropriations, need {0 know that if we're going to have a Cracker Jack civil service, we have to
also support that Cracker Jack civil service.

So thank you, and God bless you, and God bless America. The subcommitiee stands in recess
untit March 15th, next Thursday, at 10 o'clock. We will take the testimony, the director of the FBI,
in both an open, and then also a classified hearing. The committes is in recess.

HOLDER:
Thank you, Madam Chair.
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This Rearing provides ihe intalligance commanily with an aprorunily to procont to the nation its views
uf the flieats and drdllenqee. wo face and for the committee to 28k questicns of cuf inleingenca
leaders in'public.

Today is also an apporiunity to take stock of what has itappened in the last year and what we ¢an
axoect for 2012,

Before levking ahead, | want o congratulate the leaders of the inteffigenica community before us today
and the tens of thousands of civilian and military infelligence professionals they represent. Through

CONNEGT WITH DIA their efforts, 2011 was a year of numerous major intelligence sticcésses, including, first and foremost,
Facebook {fe operation that located and killed Osama bin Laden. . .
Twitter This past year also saw lhe emoval of top terrorist leaders, plot(e'fs and recruilers, including Anwar al-
YouTube Awlaki in Yemen; Al Qaida's linchpin in Pakistan. Atiyah Abd al-Rahman; and numerous otfiers.

Fics rgsulting in the disruption of specific terrarist plots and casting info disarray Al Qalda's senior
m.r -leadership.
RSS

Closer to home, since our hearing last year.there were at least 20 individuals afrested in the United
States on terrorism-related charges in 17 different investigations, which stopped them from carrying out
or assisting n attacks on {he homeland, In (he mteresl of hme 1 will put a list thel describes each of
these arrests in the record.

Arrosls like these are the preduict of cuord:ngalion.be&;ean the FBI, other intelligerce aéenﬁes. Ihe
Department of Homeland Security, and state and local law entorcement units hroughout the country.

Also, in 2011 the Drug Enforcement Administration, the DEA, |he Federal Bureau of investigation, the -
FB!. and the Central intélligence Agency, the ClA. and others combined 1o identify and titwart an

" lranian plot to kil the Saudi ambassadar to the Uniled States, a plof §¢ unusial and amateurish that
many initialty doubted that Iran was responsible. Well, let me slate for !he record, | have no such a
doubt .

Fmally. Ihe inteliigence communily supported countless United States national security and foreign
policy actions, inchuding the war In Afghanisian, the drawdown in Iraq, the NATO-led missian in Libya
{hat removed diclalor Moammar Gadhafi, the implementation of sanclions on Iran overils nuclear
program, the inlérdiolions af weapons of mass destruction shipments, and many, many othars.

Despite the successes Ihe lhreals to our nation remain serious, and in many ways more difficull to ’
-understand-and aven 1ddress than in years past.

The intelligence community's slalemen‘ for the record, which is posled on the commillee's website and
will be sumniarizad by Director Llapper descrinas lhese threats at lnnglh Let me address just a fow
points.

Terrorism. We are all lamilié. with the conlinuing threats posed by Al Qaida aﬁ' fiale’s in Yemen and |
Somnalta, AQAP and al-Shabaab, as well as thal from Al Qaida in Irag, AQI, and all thres of which
aspired to conduct attacks oulside of their borders.

| want fo mention with sbeciai emphasis the threat posed by ne Al Qaida affiliate In North Africa, which
calls itself Al Gaida in the Lands of the Islamic Magfireb. or AQIN.

For the past few years, ACHM has been aimost an afterthought wheti discussing the terrorist threat.
This may be about to change. Recent public records point out that AQIM, which has traditionally
operated in parts of Algeria and Mali, is weli positioned Lo exploit mstability ang pockets of extremism in
Libya and Nigeria, and to creaie new safe havens, !

The rapoits aiso raised concerns aboul the tens of millions of dollars AQIM has received from ransom
paymenl-x for hostages and other ificit aclivilies. -

| beiieve the mteligence community tieeds o move now o be prepdred lo address this possmle
growing threal,

Then there is Iran and Norih Korea, Vil the overall terrorist threat may be down, the lhreat from the
profiferation of wezpons of mass destruction from fran and North Korea is growing. On January 9th,
Iran announced that it staried enriching uranium at its Fordow plant, near the city of Qom.

According lo IAEA reports, Iran is enriching uranium lo 20 percent, bolh there and at Nalanz. IAEA
inspectors arrived in iran over the weckend, and i believe they must and shewld have complete access
1o all lran nuctear facilities, and | ask that (hey maie their findings public on a reguilar basis so the
world will cleary :nderstand what is happening there.

FEINSTEIN:
According to most timelings I've heard, 2012 will be a criticat ynar for convincing or preventing iran's
) development of a nuclear weapon.
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In North Korea, there is now a 28-year-old dictator auling over lhu couniry's cache of nuciear weapons-
and ballistic missiles, which should concem us deeply.

Recently this commiliee received ait update from the intelligence community on the threat North Korea
poses, and ilwas quite sabering. 1 wort go into any details because they're classified. But ! srongly
Lelieve this will need © be an area where the intelligence communlly continues to focus its resources
and atfention.

| think we ail know the threat iroim.cybér. We all know the need to pass some legislation in (his regard. .
And we koow that the intrusions cauld be enormous - taka down a dam, take down our gleciic grid — . .
and Urited States companies have been -- have cost untold billions of doflars anfwally. China and . . H
Russia have both been named as aggressive and persistent cybar thiefs. ’

Iy Afghanistan, the surge of U.S. forces that began ‘08 has produced meaningtul gains: That said, |
thinic we're all very ¢concemed about what witl happen in 2014 when we reduce our lroop commitment
and Prestdt_(\t Kdlzdl 's termy is up.

Frankly. | dun't see a viable slrategy.for continuing the levei of secunty and stability that we are . .
building afler 2014. And I'm also concemed by what appears lo be a disparlty between the d|scusslcn i
of Afghanistan in Director Clapper's statement for the record and the bteaker description in the

Decerrber 2011 Nig.

The r_ﬂre{;(nrq Hatement natas mecas impravemsnta in the challengea that rameain Whils i unnbie
to describe the NiE, as it remains a classified dogurnent, news reports of the NIE describe it as
"sabering and dire," Those words in quotes, and include phrases like, quote, "mired In stalemate,” end
qliote.

So ! would like 10 ask thie witnesses how they assess how stable Afghanistan will be in 2012 as well as
2014 and beyond.

f alsc want 1o note thal last week | met with Zarar Ahmad Osamni (ph) -- Osmanl, excuse me -- lhe : . . i
Afghan minister of countemarcatics. and ! was very impressed. | bolieve he's making good progress In . :
- Afighanistan and we shouid be supporiive of his efforts to replicate lhe Helimand food zone in five other
provinces to help fammers grow aiternative crops Instead of-the heroin poppy

Of course, Pakistan remains a huge problem, and 1 would very much appreclate your views on
Pakisian's willingness to be a partner in our efforts-agsinst terorists and in Afghanistan, as well as
whethier the clvilian government can survive in light of olher political conlroversles, - . H

There are a coupla of things | want lo add, and I'mv not sure this is @ good plaée, but 'm golng 1o do it
anyway. ’

In this morming's edition of the Los Angelas Timas [here was en article asserting that CIA Director

David Petraeus has beeri inaccessible and guarded m his interactions with Congress, and with the

intefligence commiltess in particular, since being sworf in last Septembar. As far as I'm concemed,

nothing could be farther from the truth. And 1 believe e ranking member ~ the vice chalrman - would
agree with that. .

| spoke to-the reporter last Friday and made Very clear to him'that this has not been my experience, or
to the hest of my knowledge the members of this commiltee. }f it had been, | would have heard.

Dlreuor Petraeus has appeared before us evary month since becoming director, and the vice
chairman and | have had several phone calls and other meétings with him. He has upheld his
abligation to keep the committee fully and currently Informed, and { regrat that some people felf the
need to engage in anonymous complalms

1'd also like to say that once agaln this’ commluee has been put in a difficult position of trylng to avold :
any mention of classified maiters when various parts of the executive branch may be doing somewhat ’ N
the opposite. : ;

- . i
| ask members to be careful in their questions and statéments and fo remember that public discussien ) . . . ;
of somsa intelligence programs arid assets can lead to fhem being compromised. :

On the particular issue of drone stiikes, | will only say lhat} was cleared to say in our joint hearing with . . . i
the Hous# Intelligence Commiltee last Septamber, and there's no issue that receives more attention i
and over: slght from this commiftee than the United States oounlerlerrorlsm efforts going on along the ’ :
-Afghanistan-Pakistan border. - R -

These efforts are exiremely precise and carefully executed and are the mosl effective tools we have.
Noncambatant casualties ard kapt to an absolute minimum,

So now, if | may, Mr. Vice Chairman i want you to know it's been a qrea!'pleasure for ine fo work with

you. | also want the public to know that together your side and our side have heen able to pass three . . . .
inlelligence authérization blits by unanimoiis consenl In both houses. And it's just been a great

pleastire for me to work with you. And If you have some comnients, if you wouid make tiem now, and

then Il introduce a 'he speakers

CH IHVHLISS

Very good. Thanks, Madame Chair. And let me Jusl echo the same sanument to you wilh respect to

our working relationship. It has been pratly seamless, both at a personal levet at the fop as well as with

ow staff. And [ thank you for Ihe way that you have |nlegraled me into the vice chainnanship over this !
past year. and | look forward to continuing to work in a very close way with you, And also | iike your X .
CGalifornia wine, by the way. . ) . ;

i Arcessitidy (ERRGYITBRFEAR | FOIA | Inspecior Grneral | Qu’)"{eh Policy | Social Media Policy | DIA Kids | DMLgev | Intetlige ov | Defense.gov 1 USA gov

Contas

And [ jein the chdinwoman in welcoming our guests taday. And this is certainly {he brain trust of the
intelligence conumunily. And lhere s an awful lot of Pxpenence here. There's also an awlul lot of talent
at he table. But 'l comment mere on the brave men and women that work for you and the greatjob
that they're doing.

The commitlee halds most all of cur meetings in closed session, so this annual threat hearing is one of
lhe chly opportunities we have to discuss in public the threats that face owr hation.

it's also one of (he faw opporlunities we do get to extend our public thanks to the men and woamen of
the intelligence community. Because of the hard work of thie fotks who work for ¢ach of you, 2014 was
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intelligence community, & year when we finally saw the reglization of 3 decade of
el Osama bin Laden and Arwar Awlak! will never again threaten this nation.

a greal year for Ul
work to ensure

I'm glad to say that we will no longer have an annuai thies! hearing where someone asks the qt.eshon
Where is Osama bin Laden?

Last years sucoesses were no smali achievement. They tesulted from transformalion and
improvement in every |.C. agency. . . - i

In particular, | am impressed by the work being done by CIA's counterterrorism operalors and analysts, . B
working together (o take down terrorists and thair netwerk. Wa have heard from these officers in . ‘
countless hrieficgs that ccre Al Qaids is essentially on the ropes. as long as we continue suslained. :
CT. pressure on the group

Directar Clapper. this exaci same somlmem is expressed in your written slatemer\l for lhe record for
today's hearing.”

1 know | am not alone ar: this panel in believing that we must centinug whatever |eve| of prSane it
takes o degrade core Al Qaida oncs and for aII -

As we are seeing In Iraq, gains hat took a decade lo achieve can srcde quickly if we do not do what it o . . - : )
takes 1o prolect them. | aiso hopse we are Iearning from other lessons -- some other fessons fram Iraq. | ' . !
was digmayed by the administralion's decision t hand over custody af Heeheliah operative Ali Musea
Dadhas Lo frag last voar,

It is Lo late now o prevent what i believe will resuit the uitimale reléase of @ tesronst who kilied five
American scldiers in Iraqg. But it is not toc late fo niake suré that the same’ thlr-g does rot happen wilh
the.huridreds of terrorists siill in detention in A(ghamstm

I hape our wiliiesses can discuss the range of likely threats posed by thess detainees and the role of _
the comimunily in providing inteligence and support of planning for any handover of detention faciliies *
10 Afghans. ’ ’

I Understand that this is gaing lo be a challenge because the administration still facks a |ong -erm
detention palicy. But we just cannot keap letling dangeroua detainges go fres.

CHAMBLISS:
" This brings me fo my last point. Press reports have autiined the administration's's plans to rade
prisoners defained at Guantanamo Bay to the Taliban as a confidonce-building meastuire.

{t appears from these reports that in exchange for trﬂnsferring delainseswho has beén detenmined to -

ba too dangerous to transfer by the administration's own Guantanamo Review Task Force, we got litlle -

to nothing in retum. Apparenlly, the Taliban will nol have to stop ﬂghuno our troops, and won't even .
have to stop bombing them wifi [EDs. .

| have also heard riolh!nq from the IC that suggests that lhé assessmerils on fhe lhrealbosed by these
dslainees have changed. | wantto stale punficly as slrong as'| ¢can that we should not transler thesa
detainees from Guantariamo. . .

Moreover, I baiieve the community sn_oulri declassify the in(elllgonce aséessman!s on these dolainees
so thal we can have a full and open debate wilhout Itie wisdom of this transfer before it takes place.

Let ma eonclude with two other comments. First of all, with respact to the'LA Times arlicle, Madam
Chiir, ! did ol see that this morning, but .want 10, again, state in an unequivocal fashion that Direstor
Petratus has done an ou!s(and.ng jobin sarvlco to our counlry in many capacnlos as his service in
the military would indicate. ©  °

-And during the hme that he has been lhe director of the CiA, you're exacuy nghL He has stayedin
constanl communication with the two of us, and | knaw with our colleagues on the House slde and --
and has been readily avallable fo comie to'the tommitte2 gn both a formal and ait informal basis, as
well as being available on -- at any tme for - for us fo have a convensatuon with. /\nd 'm eurpnsed 1hal
there wouid be any question about that,

And as.we all know, we have the utmost confidence in — In his laddershnp, alor\g with the leadershlp of,
{he entire community. And there has been, again, & seamless transition from Director Panella to
Director Petraeus. And we're very confidence of his leadewhlp

One other issue that 1'want to mention, following the event of September 11, as a member of the . A . ;
House Select Committee on Intelligence, Chaiwoman -- excuse me -- Gongresstnan Jane Harman
and | chaired a committee -~ a subcommittee on the intel Commitiee hat did a review of the facts
leading up 1ha avents of Seplember 11,

And we |ssued the first detailed report ot the del’ ciencigs within the intetigence cc’nmuni(y thatled up -
to September 11, And wé wero vary criticat of the ro.nmuhn(y in one respect particularly. And thal was
the lack of the sharing of information hetween our various’ agencies within the community. .

_Directar Muelier, you and | have had extansive conversétions, since you've baen here tongor than any
of the rest of the members here, about {hat issue. And I just want to say'lha( over lhe past decade, lhe
stovepipes that we alluded to in that rapart have continued to fall And | would hava to say that today,
without question, while we still have improverents to be made that the shar .ng qunfonnanon between
all of our agencies is at a superior ievei,

And Mr. Olsen, 1 had the privitege, as you know, visiting with your folks at NCTC recently. it was very i
impressive to ot only see the -~ the improvement from a technoiogy standpoint, but just to see every .
member of Ine intelligerice cammunlty sitling around a table virually and discussing in real time the

issues {hat face the community from a CT standpoint. I's very impressive. And | comimend all of you

for the great work you've done. It's not been easy. ’

And sometimes it's, | know., very difficuit to put aside some of the previous relationships thal might
niave existed. But boy, have you ali ever done a good job breaking down those firewalls and realiy
sngaging with every member of the inlel.igen\,e community to ensure that we disrupt and interaupt . . R i

i
terrorist aclivity sround the world that's directed at Amierics, Amerisans, as welt as oher counfries and E .
alties around the world. So f commend yeu from that respect, . ;

l irank yau for being here inday, and | look forward to your tastimony. Thank yau, ldacdam Chair,

FEINST(:IN. : 7 7
Thank you very much, Mr. Vice Chairman, Now i'd Jika l6 intreduge the distinguished pane! befere us J B 6 9 6

hitp://www.dia.mil/public-affairs/testimonies/2012-01-31.htm] ' 7/17/2012 ;



Case; 13-422 Document; 69-1 Page: 132 _ 04/15/2013 907456 152
Case 1:12-cv-00794-CM _ Document 36-5 Filed 07/18/12 Page 5 of 50
Senate Select Intelligence Committee Holds Hearing on Worldwide Threats | Public Affai... Page 4 of 24

They are the director of National nteligence, James Clapper, who will deliver an opening statement on . . . :
ehalt of the entire inletligence community, Dirictor df iive Ceniral intelligence Agency, David

Pelraeus, Direclor of the Defense Inteiligence Agency, General Ronald Burgess, Director of the .
Federal Bureau of Irvestigation, Bob Museiler, Director of the Nationat Counterterrorism Genter,

Matthew Clsen, Assistant Secretary of State for Intelligence and Research, Philip Goldberg, and Under

Secrelary for Intelligence and Analysis at the Department of Homeland Securily, Garyn Wagner.

Thank you alt very much for being here, Wa will now take your statemert, Director Chambliss, and
then go into a period of guestions. What did | say? Excuse me, Director Clapper. And we will then ge
into 10-minute rounds based on the early bid rule.

Director Clapper, welcome.

CLAPRER; ' ' : ’ ' : ;
Well, | lake fhal as a compliment, so thank you. . .

FEINSTEIN:
Goced,

CLAPPER:
Thank you, Chairman Feinslein, Vice Chairman Chambliss, and dislinguished imembers of the
committes for inviting us o prasent the 20412 Worldwide Threat Asscss mont,

These remarks and our statement for the record reflact the collective insights of the extraordinary men
and wemen of the United States mlelligence comrmunity, whom it 1s our privilege and honar to tead.

Andon l‘xelr behalf, | would lhank yau both for your a"kncwledgn-ent recogunition of the great work that -
these men and women do all over the world, day In and day out, in many cases at some hazerd. | want
to aitempt to cover the full scope of the worldwlide threzts in these brief orat remarks, so I'd like fo
hightight just same of the issues we identified tor the coming year.

Never has there been in my aimost 49-year career In Infelligence a more complex and interdepencient
array of challenges than thal we face today. Capabliities, technologies, know-how, communications -
and erviionmental forces aren't confined by borders and can triggar transnational disruptions with

* astenishing speed, 8s we hava sean. ’ .

Never bisfore has the inteltigence commuinity been called upon to masler such complexity on so many
issuas in such a resaurce- constrained enviranment, We're rising te the challenge by continuing to
integrate the inteliigence community, as you both afluded, taking advantage of new technologxes
Implementing new efficiencles, and as aiways, simply working hard. .

But, candidly, maintaining the world's pr_emier Intelligence enterprise in the face of shriking budgetls
will ba difficult. We'll be accepting and managing risk more sa than wa've had to do In the last decade. -

We begin our threat assessment, as we did last year, with the global Issues of terrorism and
profiferation. The Intelligence cammunily sées the naxt two or three yoars as a crtical ransifion phase
for the lerrorist threat, particutarly for M Qada and like- minded groups.

With Osama Bin Laden's threat, the globat jihadist raovament lost its most icanic arid Inspirational
leader. The niew Al Qaida corimanter 1s iess charismatic, and the' death or capture of prominent Al
Qaida figures has shrunk tive group's fop leadership layer,

However, even with its degraded capabiliies and its focus on 'smaller,:simp!er plots, Al Qaida remains
a fhreat. As fong as we sustaln the pressure on it, ws Judge thal cofe Al Qaida wiil bb of fargely
sympolic importance lo the global fihadist movement, but regional afffiiates, as the ones you
mentioned, and o a lesser extent small celis and individuals, will drive {he giobal jihad agenda.-

Proliferation, that is, efforts to develop, acquire or spread weapons of mass destruction, is also a major
global strategic threat. Among nafion states, ran's tactical advances, particulary in uranium
enrichment, strengthen our assassment hat is ranis well capable of producing enough highly-
enriched uranium for a weapon if it's poitical leaders specifically lhe Supreme Leader himself, choose
1o do so.

Norih Korea's export of ballistic missiies and associéled matenals to several countries, lnc!uding'iran
and Syria, lustrata the reach of the Norlt's proliferation activitias. We don't expect Kim Jong Un, Narth
Korea's new young leader, 1o change Pyongyang's pohcy of attemipting to export mosl of its weapon
-systems.

CLAPPER:

1 would note that in Lhis years statement for the recdrd, we elevated our discussion of cyber threats lo
fokow: terrorism and proliferalion. The'cyber threal is une of the most challenging ones we face, as you
alluded. We foresee a cyber environiment in which emerging teshnologies are developed and
implement before security responses can be-put in place. |

Among siate actors, we're particularly concemed about any -~ entilies within China and Russia
condueting inlrusions in the U.S. computer networks and stealing L.S. data. In the growing role that
‘non-state actofs are playing in cyherspace is a gréal example of the easy access to po(enhally
disruplive and even lethal fechnology and know how by sucn groups. -

Two of our greatest stralegic cyber challenges are first, definitive real time attributicn of cyber attacks.
That is, knowing who caried out such attacks and where these per,:eiralurs are iocated. Anu second,
managig the enormious vulnerabilities within the IC supply chain for U.S. networks. Briefy logking
geographicaliy around the world, in Afghanistan during the past year lhe Taliban lost some ground, but
ihat was mainly in places where lhe Inlernational Security Assislance. Forces or ISAF, ‘are ’
concentratad, .

And lhe Tatliban senior leaders continue lo enjoy safe haven in Pakistan. ISAF's efforls to panher wilh
Afghan Nationai Security Forces are enceuraging, but corruplion: and governance challenges continue
to threaten the Afghan forces operational effectiveness. Most provinces have established basis
governance sfrustures, but lhey siruggle t provide essential services. The ISAF and the support of
Afghanistan's neighbors, notably and particularly Pakistan, will rémain essenlial lo sustain the gains
that have been achieved. )

And allbough there's broad inlernaticnal political subpo:'l for the Alghan government, there are doubts
in many capitals, particuiarly in Surope, atoul how la fund Afghan iniliatives after 2014. Intraq,
violence and sporadic high profile attacks conimuz. Prime Minister al-Maliki's recenl aggressive moves

JA697
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against Sunni pelitical leadera have heightened poliical tensions. But for 1w, the Suniii's coniinue lo
view the political process as the best venue o pursua change.

Eisewhere across the Mideast and North Africa, those pushing for change are confronting ruting elites,
seclarian, ethnic and tribal divisions, lack of experience with democracy. stalled ecoromic
development, military and secrity force resislance and regional power iniliatives. Thase are fluid
politicat snvironments that offer openings for extremists to participale much mora assertively in peiiical

. iife. Stales where authoritarian leaders have been toppled, ke Tunisia, Eq'/pl and Libyz, have to
reconstruct ! .e:r polt ucal syste'n.. lhrough complex negotiations among competing factions.

In Syriz. regime intransigence and social divisions are prolonqlnq mlemal struggles and could
potentially lurn domeslic uphaavals into regicnal crises. in Yemen. although a political transitlon is
undanway. the security situation continues to be marred by violence dnd fragmentalicn of e country is
a real pos . As the ancient Roman historian Taciius oncs ebserved, the hest day after a bad .
emperor is e firsi. Afler that, 1 would add, things gel very problematic.

The intelligence community is also paying close afteniion ¢ fhie developmenlts across the African

- cortinent, throughout the Westem Hemisphere, Europe and acrass-Asla. Hére (0o, few issues are sell-
contained. Virtually every region has a bearing on 6ur key concems of terrarism, proliferstion,
cybarsectidty and instabllity. And throughout the globe wherever inere are environmenlal siressas on
water, food and natwral resources, as well as health threats. economic crses and organized crime, we
seq rippin effacts around the world and impacls on LS. interests.

Amidst thess axtraordingry chatlenges, it's inyoibant ta cemind this disfinguishad hady and the
American people that in all of our work, the U.S, 1mol]:gence communny strivos to exemplly Amerncan
values. We carty oul our missions wilh sespect for the cule of law and the,  protection of civil liserties and
privacy And that pledge Isads me to a crizcial recommendation on aur highast lagistative priority this
year. And it requires the supporl of this commiittee and both houses of Congress.

The Foreign Intelignnce Surveilianca Act - Amendment Act, or FAA is set to expire at the end of this ) .
year. Title-7 of FISA aliows the intelligence community 1o cellect vital information about International : . ,
torrorists and other important fargels overseas. The taw authorizes survelliance of non U.S. persons . : ’ :
focated overseas who are of foreign intelligence ifmporance, mearing lhey have a corinection fo, or ' )
information aboul threats such as terrorism or prolnferanon

It also provides for comprenensive oversight by alf three branches of government to protect the privacy
and civil liberties of U.S. persons. The Department of Justice and my office conduct exiensive C ' :
oversight reviews of these activiies and we repor to Congress on implementation and compfiance . . ’
twice a year. Intelligence collection under FISA produges crucial intelligence that is vital to protect the . i i
nalional against international terorism and ofher ihreats, We're always c.ans:denng whether there are . : . :
changes tivat could be made o iraprove the law.

But our first prionity is reauihorization of these awthorities In their current form, We fook farward to

working with you to ensure the speedy enactment of fegisiatlon reauthorizing lfie FISA Amendments

Act so hat there's no inferruption in aur ability to use these authiorities to protact the Amarican people. _ -
So, tli end this brief statement where | began. The fiscal environment we face 8s a nalion and in our
intaligenca community will require careful identification and management-of the ehallonges the IC
focuses on, and the ﬁsk Ihat we must n"uluauy assume,

With that, | thank you and the members of this comnilttee for your dedncat[on to lho security ¢ of our
-nation, you support for the men and women of the intelligence community and for your aﬂentmn today.
My colleagues and | look forward to your questions and our discussion. Thank you.

FEINSTEIN: :

Thank you very much, Director Clapper. We will begin with 10 minutes and early- blrd rule. As |
mentioned in my opening statement, { think 2012 is going to be a erifical year for convincing or
preventing Iran from dsveloping a nuclear weapon. In Sunday's New York Times megazine, tsrasli
Journalist," Ronen' Bargman, wrote and | quote, “After speaking with-many senior Israeli leaders and
chiefs of the military, and the intslligence, i have come fo balleve that Isras! wilt Indeeg stnke Iran in
2012", how do -- end quote. .

tiow do you assess that likelihood? And the resnonse {lom Iran if that happens, that might be - ' ’
forthcoming? :

CLAPPER:

Well, the -- our hope is that 'he sanctions, particutarly lhoso which have been recently implomented, .

would have the effect of inducing a change in the kanian policy towards their apparent pursuit of a. . ' . T ’ ;
nuclear capability. Obviously this Is a -- a very sensifive issue sight now. Wa're doing a lot with the ’

Israeli's, working logether wilh 1hem And of course for them, this is -- as they have charactenzed isas

an existentiai threat But this is an area that wo ara very, very cencermned about

And would be pleased 1o -~ because of the sensitivilies -- would be pleased {o discuss in greater detail
in -- in closed sassion.

FEINSTEIN:

Wall, ihe vice chairman and | havn just met this p?sl week with the Direcior of hllo<=ad_ sothatisa . ) ;
ciassified meeting. But we do know that. [ - | think — and Ist -- et me ask this Of you, Director - . P
Petraeus, | think the warld has to know what's happening. IU's one of-the reasons { believe that ihe . :
IAEAwhen they go m - well they're in Paiastan now, but when they go info Fordow, really must make ) ) . B
transparent and public what they find inere -- what they see thers so that we know for sure what is '
happering. : ' B

t thinic the world is entitied to that. Parlicutarly when you have a silua}tién where cne country views this
as an existential hreaf. They believe it's their survival, They are determined not fo letit happen. To
really gel the correct picture on what is happening, | think is important. Do you have a view on this? R H

PETRAEUS: o i ' . ) i
1 éo, Madam Chairman. : : !
If L eould up front, tet me also echo - echo Direclor Clapper's rermarks aboul thanking you and the vice : ‘
chzirman for your kind words on the members of the intelligence Commitlee on the accomplishments ' . :
of this pasl year. Some of which cbviously were of enormaus significance and fhanks to bath of you as .
weli for ydur comnients on the agency efforts to keep lne commitlee fuily and currently mformed. ;
we've \vor}'rd very hard (o be accessidla {0 yau. | have p ersonally. my deputy and the staff, we think ;

thal the facts reflect thal. . ’ ’ . J A6 9 8
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PETRAEUS: .

We have workad hard aiso to shorten the time frame from event to notification when it comes 1o
Congressional notifications. And we've also increased those over the last five months as well. Like you,
I obvinusly met with the head of Mossad when he was here. That is part of an ongoing dialegue that
has also included conversations Ihat I've had with Prime Minister Netanyahiu and with Minister Barack,
the laller almest on & monthly basis in fie nearly five months that 've been in the job.

L hink it's very important to note, as the article did in the New York Times, the growing concerns that
Israe! has and lhal the counlries in the region have -- dnd, ncleéd. ali of us have -- abaut the continuied - |
activities by iran along a path that could, it the decision is made, as Director \,.apper noted in his !
opening statemerit. the decision is made to pursue the construction of a nuclear device. !

As beth of you noted, Israel does see this possidility as -- as an existential threat to their country. And |
think it's very important to keep that perspeclive in mind as, indeed. analysis is carried out.

As you noled, the IABA inspeclors are i ran right now. | believe their past report was a very accurale -
reflention of reality, of the siluation on tie ground. | think that is the authoritative document wihen it
caimes 1o informing the public of ail ihe countres in the world of the situation there.

" jran Is supposedly. reportedly trying to bs more open this parlicular time, perhaps trying to reassure
countries, as it feels Ihe increased bite of the new sanclions, of the Central Bank of lean sanction and,
the reduction in tha purehase of oil from some of ito ey oustomors.

And so [ ook forward, as do others, obviously, to seeing what that puldite report will provide this time,
believing, again, that it will be, again, the authoritative opac-source documenl on the progsam that Iran
is pursuing in tha nuclear field. .

FEINSTEIN: : ' - ‘
Thank you very much, General Petracus, ' ' C

To many ~ (o e, Pakisten Is a very puzzling countey. We kitow that thousands of Pakistanis have
been killed by terrorists, and we suspect that what Pakistan is doing is trying to o:sontlally ~tousea
vemacular -- walk both sides of the street.

| think | and most of us believe lhat having o positive rélationship with Pakistar, as a nuclmr power, a
significant nuclear power, is very impartant. The guestion | have is, how do you assess this
relationship, which certainly Had its low in December, may or may not be approving - |mproving, how
do you assess it at this ime?

CLAPPF R

Well, lel me start, and Il ask Direclor Petracus lo add in. Well, clearly, as you -- as you allude,
Chairman Feinstein, this is a challenging relationship. butit's an important one for exacily the reason
that you ailude -- that you mention, which is Pakistan is & nuclear power.

Pakistan and our interests are all not atways congruent. Their existential threat continues lo be'iridia.
They have also paid a huge price because of the militants that they've had in thelr country and have
suffered literaily thousands of casualties in that context.

So sometimes our interests converge, and sometimes they -- they differ. But !~ as [ would
characterize the refationship, it's crucial that we héve one and have a positive relationship, even
thaugh we've gane through some tryirg times. -

PETRAEUS: : :

Well, again, relationship is very Important, but the rélationship right now is- also quite strained. The
niost recent catise of that, of course, is the 26 November border incldent bel\veen ISAF and Pakistani
forces. .

The Pakistani pariament, thers is a cominlttes that is determining recomimiendations to make for the
govemment for ths way fonward with the ~ i the relalionship between the United States and Pakistan.
| think there's an awarenass there, as well, that this is a-critically important relationship, that Ihere are
areas of considerable mutual concem, mutual objactives, while there are also those, as Director
Clapper noted, are ones le which there are diverging interests.

Their - the activilies right riow are also complicated, though, bacause of the difficulties in the domestic
context there, where there's a bit of tension belwesn the supreme coui, bstween the anmy chlef, and
the ISI director, and the govemment, the presxdent and the pﬁme miinistar. That may te calming a bit.
There have bean signs of that in recenl days.

1ts worth nofing, by the way, that the former Pakistani.ambassador to the United States, Ambassacdor
Haanarii, was allowed to leave, and he did arrive in the UAE this mamirig.

Nonetheless, the situation, ! think as are British colleagues might say, Is fraught, and it is going 1o take
some time, its going to take a lot of diplomacy, engagement, and so forth, to move forvard in a
relalionship that's important to both our countries. ’

| should note that, as a general comment, we believe the re'auanvhlp between the mtelllgenr.e servicss
Is -- is generally still productive. There is certainly gocd communication going back and forth. And there
have beert some importarit, again, pursuit of important mutual objectives belween the twe services.

FEINSTEIN:
Thank you both very much.

M. Vice Chairman?

CHAMBLISS:
Thanks, Madame Chair.

Director Clapper, press ropoits - and | emphasize that -- indicate that the United States is prepared to
trade five Taliban members currnnlly delained at Guantanamo as a cenfidence- bu-ldm meastre in
negotiations with the Taliber

Now, all five detéinees that are named by the press were determined by the current administration to
be, and i quote, “teo dangerous 1o Wanster” and are being held ds eneiny combatants. Mow, as parl of
Urie task foice, did the inleltigence cammunity concur in the determinations that these five detainees
were (o0 dangerdus Lo iransfer and shiculd be held as enemy combatanis?

CL/ﬂ_PF;ER' ] N ' , - o ) JA699

Wekl, | believa in the original assessments, which NCTC Director Mall Olsert was involved, ihat - that
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was the case. 1 shoutd say, though, that this proposed so-called Irade has aclually noi been decided
yel. Thera's conlinued consultation with Iha Congress. In fast, there wiil be a session this afterncon
wilh he Senate leadership on -- on this issue.

And, of course, wa are certainly mindfui of the provisions.in (he National Defensa Authorization Act and )
the requirement for any -- you know, certificatiens -- and I believe inherent in [hat is - is conhnued
suitation with the Congress on whether or not this woizld go forward. .

Thal said, thal -- 1 think the hisiory has been, in — in almesl every case where we've had hostilities, that : i
at some point in #mg thare are negotiations. i don’t think anyone in the administratlon harbars any
illusions atout the notential here. And, of course, part and parcel of -- of such a decision, if it were
finaky made, would be the actual determination of where lhese detainees might go and the condiitions
in whieh lr.ey would be Lonholleu or - or surveiiled,

.,rlAMBL.SS :

Uirector Olser:, as stated ihare, you dnd head lhe Guantanamo review lask force that mads the
determination that these five reporter named individuals were too dangerous to transfer. Have you
changed your view with respect to lhase dclau‘ehs?

QOLSEN:
Vice Chairman, | have not been invoived in any reviews mare recenlly of those detainess. As you poinl : ) !
out, they were subject to the review we conducted in 2009 that determined that --1 believe those were ’ :
amnnghe 48 who ware deamed 109 dangerous to release and who cauld not be prosecuted. But I've

dene na further review in my current cepﬁe(ty BLNGHG,

CHAMBLISS:
So il's - whal you're saying is lhat lhe administration has not askc—d you for any updale of your apinion
relative {o these individuals?

OLSEN:
That's correct.

CLAPPER. - : ’ i : ’ ) :
Wail, sir, | need 1o injact here, (hougn that int the |ntcrqgency deliberations, cariainly the —~ the IC has - - . .

. been asked, and we have provided, assessments of the five lhal aren quesuon Sothat has been a
part of the discussion.

CHAMBLISS:
And has there been a change by the communxty from lhe categonzing of these md.vri.nls as too
dangerous to transter? .

CLAPPER: X '

We haven't - no, sir, 1 domt betieve fhiat — under normal circumstance - In olher words, 2 repatnation
to their puint of origin or their country of crigin. This is a litle different. This is a different condition,
though, in torms of the potential for negotiating some form of confidence-buitding measure with the
Taliban. And this is very, very praliminary. And, again, no final decision's been made. .

CHAMBLISS:
Let me dsk you and Diregtor Pelraeus who are very familiar with |hlS are you comfortable with .
transferting these Individuals out of Guantanamo?

CLAPPER:

For me, {he key would be where they would go, the intermediate country tha! lhay ~ where they rmght -
be detained, and the degree (o witich they would be surveilled. And that would be the key determinate
for me. :

CHAMBLISS:
Director Petraeus? .
PETRAEUS! , to ' o : !
Very similar, Vice Chairman, ln fact. our analysls did provide assessments of the fiva and the rmks . ! . . i
presented by various scenanos by ‘which they could be sent somewhere -- not back 1o A{ghunlslan or
Pakistan -- and then based on the various mitigating rheastires that could be implemented fo ensure
that they cannot return to militant aclivity.

CHAMBLISS:

The intelligence community assesses -- and, Director Clapper, your statement for the record
underscores «- that the Tallban reimains resilience and capable of challenging U.S. and international
goals in Afghanistan. The cormmunity also assesses that Taliban senior feaders continue to-enjoy safe
navens in Pakistan, which enahles them to provide sirategic direction to tha msurgency in Afghanistan
without fear for their safety.

Does the comrhunily assess that Tafiban reconciliatlon is likely to have a great deal of success,
considering that the group is resilience, maintains the ability Lo challenge the United Slates, and
corlinues 1o enjoy sanctuary in Paxls!an and knows the u'ne lines under which we plan to wnthdran
U S. forces from Afghanistan? -

CLAPPER: L : . i
{OFF-MIKE) . - -
FEINSTEIN: )

Your rrike please? : . . o i
CLAPPER, - :
Yeah. | think your -- our assessmen| is pretly mugh as you steled it, sir. Tha Taliban remains a . i
resifient, determined adversary. .

That said, again, i repeat ihat | dont think anybody harbors any fliusions about it. but | think the :
position is to zt ieast explore the potential for nequuallnq with them as a part of this overall resolution of : . . i
the situatior: in Alghanistan.

CHAMBLISS.
Want to he ¢al
relationshi wit
documented pub

fil how | ask this and hopefully you can respond in soms way, with respec! to our
Pakistan. The safe havens tiat du exist naze been p1 'etly obvious and well-
dy.

JA700
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How is our refationship wilh Paidstan at this point in lime allowing us o address those sale havens and
the cross-barder activity hat's taking place (here from a Taliban 9l'xndpmm7

CLAPPER: .
Weli, this is nbviously part of ine dialogue that - and engagament that Directar Petragus and | have
spoken of. And clearly his is a point of discussion with the Fakistanis and they are certainly 2#ware of

aur coneems, but this is a case where historically semetimes our - g gaod -- a good -- a goad exampls

where our mulual inlerests don't always converge.

CHAMBLISS:
Director Petragus, anylhing you want (o add to that?

PETRAEUS: .

Well, | think again the record is obviously mixed, There has been pregress against some of the
exiremisl elements. in the border regions in particular. That wouid include, obviously, Al Qaida. ¥hen
you get - when nurmbier one, iwo and three are removed from the ploture in a single year, needless lo
say (hal's a prety significant accamplishment.

But beyond that it's important to note back in Octaber of this past year, tor example, feur of (he top 20
ina single week were either caplured or killed. And, again, some of this has obviously teen
underiaken together. -

There's been progress also by our Paldstan putiners ayainsl e efurily that h'eivis Grgatered (heir
very existence. We should remember thal 4 little over fwo and a half years ago i lookéd as if he Tehrik
- Taliban Pakistani was going lo continue lo march righl out of Swat Valley and perhaps into the

* suburbs of 1slamabad. They reversed that. They fought very hard. They've laken very, very significant
casualtiss. And in so doing they've also gone after some of the other elements allied with the TTRPin  ~
the Federalty Administered Tribal Aceas.

On the other hand, obviously, there's been insufficient pressure on the Haquant nefiwork, on some of
the other elements, again, the allios of Al Qaida, such as the Commander Nazir (ph) group, the IMU,
and some others. And then, needless lo-say, the Afghan Taliban has nol been pressured sufficiently in
the s'ancluaries that it enjoys In Baluchistan and in other arbas as waell.

CHAMBLISS :
General Burgess, you've also been Integraliy involved in this issue relative to the cross-border activity.
Anything you want to add to this? .

BURGESS:.
No, sir. 1 think, in fact, Director Petrasus lrmd of laid the fine out very well in terms of where things are
progressing.

CHAMBLISS:
OK.

Director Mugller, a manih ago the prasident signed the National Defense Authorization Act and issued
a signing statemnent in which he outiined his reservations about certaln provislons. Regarding Section
1022, which mandates-military detention for a limited type of non-U.S. citizen terrorist, the president
stated that he would use his waiver authority for entire categories of cases and would design
implementation proceduros to provide maximum ﬂexibxllly and clarity to our counlarlerronsm
professionals. .

Are you eware of any categbn‘es‘ of torrorists for whom the president has used or intends 1o use his.
waiver authority, and if s0, which ones, and how are the intelligénce and law enforcemenl communities
implementing Section 1022 of the NDA?

MUELLER:

Lat me atart, Mr, Vice Cheirman, by saying that at the outset | had rqsorvauom in two areas One, In -
terms of our continued authority to investigats terrorism cases in the United States; and thal was
resdived by the Icglshuon ’

The olher pan was whal happens al the time of the arrest in the United Slales, and ihe stalute
provides for the adminislration to dnvelop a satof proradures that'd be., epphcablf1 1o that particular
situation.

Without getling into delails, | can say that they're -- with fhe Justice Dapariment and White House —
fhey're In the process of drafting thuse procedures. | think it'd be premature to talk about any ot ihe
specifics because i's on the drafting - drafting stages. But my hope is.that, as we go through and

develop Inese procedures, that the remaining concems that we have as to what hagpens atthe lime of -

arreslwill be resoived.

CHAMBLISS:

| thank you for that and - that comment =~ and would just say that, as you know, we had extensive
vorversations between DOJ, fhe White House and Congress on this issue as it went through that
dratting, and | would hope you would coifinue to d.a!ogue wilh us wllh regard to the reguiations that-
ara ulimately lmplomm'ed

MUELLER:
Yos, sir.

CHAMBLISS:
Thanks, Madam Chair.

FEINSTEIN;
Thank you very much_ Mr. Vice (;hainnan.
* Senalor Wyden ?

WYDEN:
Thank you, Madam CI
which you put the facus in this commi

And let me cominend you, Madam Chair, and the vice chair for the way in |
26 in a bipaniﬂr way, anc ! commend ydu forit.

And to all al wilnesses ir.the table, | thank youfor your outstanding service. This has been
extraordinary year
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Let me start with you, if | might, Direclar Clappes, with respect to Iran. I've come to beliave inat Iran's
fsaders are not going to give up their push for a nuclear waapons capzbility unless they believe i's
going to cost them iheir hald en power. Do you share inat assessment?

CLAPPER.

Senator Yyden, actually that comporis with the intefiigence sommunity assessment.that fis - if the
decision is made to préss on with a nuclear weapon and there are cerlain things ihey have not dene
yei o evertuale that, that this would be based on a cost-banefil araiysis, siaring with the supreme
feader's werdd view and the extenl o whmh he thinks that would benefit the state of iran or, conversely.
not benefit.

- So that's, | think, precisely where he is, and it will he dong on a costbenefit basis, and we don'l befieve
he's made {hat decision yet.

WYDEN:

Whal could convince them, in your view, hat their hold on pr:wer is Jelng undermiried by their nuclear
eﬁo'l> .

CLAPPER:

Weil; ihe -- | ihink, you know, a restive populallon because of the economic ax‘remls that the country
of fran is incurring. . g

It you lock at the plunging vatue of the rial, if yau look atibs fwo indicators | think are impantant and (he
avdreniely high unemplaynient rate in Iran, this, | think, cnild giva nse to raseniment ang dseantént
among the popuface. And thal's nol o say there haven't been other exampies of Ihat elsewhere in the
region.

. WYDEN:
Now, on another subject, Mr. Dlreclor you referenced a recent report that descrlhed how foreign spies, .
particularly those in China and Russia, are slmllng our geonomic seeretls. Can you give us some
sense of what types of secrels these enlities in China and Russia are most interesled in steal_mg?

CLAPPER:
Well, the report you refer to.is a nafionial col.nlenntelhgen"e executive report that was issued this fall,

. which calied out Russia and China for -- particulary China on their wholesale plundering. | guass if you
will, of intellectual properly. And of course they seem most inlerested in our lechnology. Obviously if - -
they can seve themssives the time and expense of doing R&Dand their own and JUSl steal it fram us,
that works lo their bensiit.

So to the axtent that they can penelraln unpmteclcd industry networks wmch thoy've done
unfortunately...

(CROSSTALK)

WYDEN: :
hich — which mdustry networks, Mr. Dlreclor do you think are mast vuinerable?

CLAPPER. ) .
I think it's across the board. 1 think a fot of It is dnven by what lhey can get access to. But | think if's -
pretty much carte blanche. Obviously. lhe more hngh -tech for them, the better. And sothisisa--a

serious, serious problem

WYDEN:

Let me move to a third topic, Mr. Director. In your view, could the peaceful revolution in the Arab world
- have happened if reprassive governments in the region had baen successful in censoring Twitter,

Facebook, Internet search angines and eleclronic communications?

CLAPPER: i i
Well, in some cases they tried fo do that. | — 1 am not-sure tie success of these upheavals, if you -- if .
you will were complately dependent on -- on -- on sacial media. § think the basic problems in this .
region, parliculardy econoiic repressicn of politicat freedoms and all that -- would -- would have
bubbled up anyway. | think the social media simply Hislped fuliminate and amplify that resentment when
people understuod it was a - a large, collective.

So, | think {he social media certainly facilitated It. but [ don't think without It it wouiid not hava happenéd.
Of course, some of the govemiments reacled to that by auempl -« their attempls lo suppress such
commumrahons .

WYDEN: . ’

1 -- 1won't continue this because | want 10 ask something of -- of dr. Galdberg. But | don't know how
the word would have gotten out. i mean if you look, for examgle al the way phones are tapped in the
region and a variety of other, you know. approaches. | don't think the word would have gotten out. And
that's why I'm going to ask you a question if | might, Mr. Goldberg. As you know, there is a discussion
now in the Cangress about whether or not Intemet search engines should be involved in a censorship
approach in ierms of dealing with inteilectual property specifically.

Are you concarned that if that is done here, this could be precedent which could make it harder for the
State Deparlment (¢ go forward, for example with Secretary Clinton's Internet Freedom lnitiative? 've
corme to feel at & minimurm, it would be cited as & precedant. That if if's done hare, you cotiid have
tepressive governments around the world say. took at what goes onin tha Unlted States. they're
supposed 1o be the leader in lerms of freedom. Now we'll plc& .Jp on it. Are you concerned Lhat this
could pusmbly be a precedent?

GOLDBERG.
| think that we're always concemed with many c.ormclmg steains when pol cy and k‘gmlauon is being
discussed about the infernet and about how to solve varlous problems wilh the disiibution of

- information, as weil as how {o protect private property as is going on in the Congress at the mament.
The Secretary of State, Secretary Clinton has made very clear thal Internel freeciom is very importaat
principle and the overriding princip!e‘as we approach ail cf these issues. .

Add | think when we considér whaiever precedent is being set, whatever iegislation is being
considered, that that's the primary interest that we need to consider. We also need to consider though,
and the administration'has spoken about online piracy and how to deal with that very serious issue.
And that ihis can be dene within the -- in a way that pmlpcls those fi en'ioms but also tiat is going to

not ehange The archilecture of the Internet. . . JA702
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WYDEN: R

L.et ma wrap up wilk you, Director Clapper, on an issue fhat I'd asked about before, al this open
hearing. General Petrzeus knews about this. This is the question about the use of -- of force in a
speech that was given by Mr. Koh -- Harold Koh, the State Depariment iawyer and let me note at the
teginning, il's a matter of public record that the intelligence communily somelimes takes direct action
against terrorists and this direct acticn samelimes invaives the use of lethal force.

And as you know, Direclor Koh gave a speech outlining -- oullining our policy with respect (o various
terrerist groups. He talked abotit detention. He taliked aboul the use of unmanied drones and noted
thal under LS. law, the use of force ageinst terronst groups is permitled by congressional
authorization, while uiider intemationat law, it is permiilted by America's right to self defense. Bil in
spite of having asked about Ikis on a number of oceasions and General Petrasus you know that | too
share the chair's view with respect o your working with us here on this commiltee and your being
forlheigt, | have not been able to get an answer 16 1his specifie, You Know, guestion.

And | would like (o kriew whether that speech thal Mr. Koh gave contained unstated exceptians for
* intelligance agencies?

CLAPPER:
With respect 1o counter fercorism, it dees not. So it - it applies to all components of -- of tha
goveriment involved in counter terrorism, be it military or non mititary,

WYDEN:
Are there other exceptions other lhan countey lerrorl<t aclnrues”

CLAPPE
Well, | pe

ieve his speech dealt with counler terrorism.

WYDEN:

So you believe thal his speech - the text of the speech because this would be mponant applies to aIl
agencies? It applies to the intelligence community? His entlre speech tha averal thrust of the speech
applies to all the Inteliigence community?

CLAPPER:
With respect to counter terrorisi, yes.

WYDEN:
Thank you Matam Chair.

FEINSTERN: .
Thank you very much Senator Wyden. Senator Udall?

UDALL:

Thank you Madam Chainman. Geod morring. Thanks to all of you for lhe lrnponam work you do. Let

me start by commenting in a follow on way on the topic that Senator Chambliss mentioned, which was

the detainee provisions in the NDAA. 1 want to thank all of you for weighing In, for sharlng with the . '
. Armed Services Comniittee and the Senate at large, your concems about the delamae pravxslons as

_hey were proposed.

We had a spiriled debate on the Ilocr of lhe Sanate for a number of days. Senator McCaIn was — was
very iivolved, as were a number of olher Senafors. | tHink it was a valuable debale. It wds a
worthwhile debate. 1 think il was the Senate at it's best. I'm hopeful ihat the compromises that wereput
into the final product will work. I'm going to continue to monitor what's happening. | think the debate as
lo whether we oughtto be prosecuting'and delivering justice through the military syster versus the
Article 3 system is an important ons.

Senalor Felnsteinand | and others have joined to introduce the Due Process Guaranlee.Act and | think
at the heart of our-cancerns and ~ and the center of our mission is to ensura that Americans will not be
Indefinitely delained. So again- just wanl to thank everybody for the engagaiment and — and the’
passion they braught {o that importarit debate. General Clapper, if | could focus on a particular topic,
commercial imagery. | was glad to see your comments al CSIS last week that you 're a big believer In
commercial imagery.

You noted that it has the benefit of being unclassified, which IS great for-sharing ameng our war-
fighters at ail levels and with our coalition pattners overseas as well as with non military users. In light
of those comments, I've become corcemed sbout what I've been hearing about the steep reductions in
fiscal year *13 for the Enhanced View Commercial Imagery Program. | understand that the White
House has requésted a requirements review for commercial imagery consisterit with 8 new defeinsé
slrategy and that this review may wall indicate the need for a shift away from the national lechinica!
means given that commarcial p'ovxdera can coilect lmagery at resoluticns thal meet vnrlual-y all ot the
military's needs. . .

S0 here's my question, Do -- do you beliove that fiscal year-'13 émhanced view budget will moet the
war-fighter's needs for unclassified imagery? How will il affect the sarely of our war- fighlers and our
capacity to wark with our allies?

CLAPPER:

Senator, as you eluded, | -- | am a huga believer In commercial imagery, geing back to when [ served
as lhen director of NIMA and later NGA in the immediate aflermath of 9/11 and wé used a lol of
commerciai imagery then. it continuas 10-be of great vaiue for exactly the reasons you cited. it's
‘unclassifiéd, it can be shared in coalilion contexts as well as in domestic disaster retief and e like.

That said, though. we ar(_é lnoking at some prelly steap budget cuts across the heard in the intelligence
community. And-8s a consequence, conimercial imagesy will be considered in that broader look at
where we havs to take -- where we may have to lake reduclions. And not gc.ng to single ouk
commercial imagery as e cnly one. .

I!‘s my view that not cnly can we salisfy the military requirements, but all ihe olher non-military
requirements as well for cormercial imagery at the contempiated levet of funding.

| think it's incumbent on the industry to perivaps come up with some'innovations and business praclices
arid this sert of fhing that will help us as we ook al a more constrained fiscal environment,

‘UDALL: . ) .
{ appreciale your atlention to this ratter. | know many. of the olher participants today on the pangel
depend on this kind of iniagery. My conce:n, | think, and you share it, | hear you implying. is that if you

http://wwW.dia.mil/pu'b1ic-affairs/testimonies/20 12-01-31.html

152
Page 10 of 24

Filed 07/18/12 Page 11 of 50

JA703

7/17/2012



Case: 13-422 Document: 69-1 Page: 139 . 04/15/2013

907456

152

Senate Seleasiatt!ligeave00dMnlivt Hoodsihexntidbeh Whildeviie/ T8itats PRgelit 26 5Page 11 of 24

cut ton far, you reduce the reach of the commercial sector, you may lose siill sets and experls (hat
nave prayed an imporianl rale and you crna e a downward spiral that may be hard o reversz if it Goas
too far,

CLAPPER :

Sir, this is a concern we have across the board, not just in the commercial imagery industiy, but as we
mako reductions, particularly in inteliigencs, abviausly that's going to hava some impact on the -
industial bzse across fhe beard.

UDALL:
Let me iwn 1o the Middle East and perhaps direct this quesfion at General Felraeus znd Director
Clapper. And others on the panat please feel irec o weighin. =~

Syria. Do yeu assess that the fall of the al-Assad regime is inevitable at this point oris it still in

guestion? If the regime should falf, how do you assess what a post-Assad Syria |cGKs like. both near
term and long lerm? And then what are your thoughts on how Hezboll.al and fran would be affecied
should the Agsad regime fall?

(‘L/\PPER

(QFF-MIKE) | personally befieve it's a guestion of time before Assad falls but that's the issue. il could
be a long time, given fhe protracted -1 think two factors here, is just the prolraction of this, these
demanstrations. The opposilion continues tG be (raqmenled Butl - do not see how he can sustain
nlr- nia of Syria. -

- And of course post-Assad is - wouid be execily the ssu. Ihe(e 18, you koW, a GuUSSton aboul vho
would emergs in a post-Assad situation.

As far as Iran and Hezbollah, what is transpiring in Syria is, of course, of great concem to them. ft's
why they are both expending great eﬂon in terms of resources and advice and thls sort of thing to lry to
prop up the Assad regme

UDALL:
General Pelrasus?

PETRAGUS:
Yeanh, | generally subscribe to that as well.

The opposition is, obvidusly, showing a considerable amount of resilience and, indaed, is carrying oul
an increasing levet of violence. The fact is (hat Damascus and Aleppo now, fwo prewously relatively
safe cilies, the fwo biggest, are now seoeing violenca in ftieir suburbs.

The initiation of oifensive cperations by the Bashar al-Assad's reglme to try to push them out of the
suburbs has met very stiff resistance, and ! think it has shewn indesd how substantial the opposition to
the regime is &nd how it is in fact growing and how lnoreasmg areas arg becomlnq beyond the reach of
the regimé security forces.

Post-Assad one would assume hat there would be leadership by — from the Sunni Arab community of
the country, whichi is cenlainly the majority, as opposed to the Alawi minority that is the core of the
regime, of lhe Bashar al-Assad regime. Butthat then begs the question of what Hiappens.to these olher
elements, to the mlnormas 1o the Alawi, to lhe Druzs, to the Kurdish. minority... .

UDALL: .
The Chris!ian — Chrisfian comrmunity as well.

PETI RAE:US
The Druze Christians and other Chnsnan secls as well,

Clearly, the loss of Syria as a iogistics platform, aline of communlcation into Lebanon to support
Hezbollah would be a substantial setback for iran In Its efforts to use Hezbollah as'a — as a proxy. Thal
Is indeed why the Revolutionary Guards Corps, Quds Force, Is so engaged In teying to prop up Bashar
al-Assad right now.

UDALL:

Let me Lumn {o another country in that region. General Pelraeus, you knov. better than anyone hovy
much we've invested in Iraq -- treasure, our reputation, and of course the lives of Ambricans from all
Qver our country.

If you wero {o advise the pollcyma-mrs sitting here and in the Senate and the Congress at Jarge, what
would you suggest we should b'2 domq as Jrag slmqgles to find a democralic path forward?

il, § think essentially .,onnn.nnq what we are in fact-doing, which is lo engaqe lraql counterpal isal
various levels, all the way from the 1op through ihe diplomatic communities, infelligence and security -
senvices, 1o work hard to hélp them toresolve the ongoing political crisis. And there's no other word for
that, although it has perhaps diminishad it jomewhat and it now appears as of the last 48 hours that
the Sunrii bloc 6f the pdlitical leader. e-h|p 18 golng to retum to the government, albeit with still some
hetlging of bets. o

Supporiing lhem as they grapple wilh the securily challenges that hiave emerged over the course of the

past two months or so, where Al- Qaida In Iraq has been a bit mere active than it was for quile some
period. Helping inem lo develop furlher their securi ity forces and their intelligence sefvices 1o combal a

mutual enemy. We dg not want to see the resurgence or the rageneration of Al Qaida in iIrag, and very

muety in e jnterssts of bulh countries and indeed the region and the world to work legether {o combat

it '

ubALL:

Thank you Thank you, Madame Chalr

FEINSTEIN:
Thank you very much, Senaioy.

Senatar Snowe?

SNOWE:
Thank you. Madzme Chair.

And thank all of you for your conlributicns lo cur country.
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1 want lo foilow up on a conjple of issues with respect to lran. And, cbviousty, il's deeply troubling in
terms of the dicection that 'ney re taking. And we predicate alot, ol\vnous!y, on the repart {hal was
issued by the IAEA.

And | know, General Petraeus, you indécam it's an authoritative document.

They lis! in page § of their report lhe aumber of activilies (hat are relevant tc the davelopmenl of a
nuclear explosive device, including, you krow. procuring nuclear-relaied and dual-use equipmeant,
malerials, developed undeclared pathways, the acquisition of nuclear weapons developmeit
information and documertation, work on the development of indigenaus design of nuclear weapon,
including 1he testing of components.

I gather wo agree with the 'n"l (h'xl Iran has nol mada a oecmlm to weapoenize at Ihis psint Director
Clapper, do you agree on thel

CLAPPER: .
Yes, but they are certainly moving on that palh Butwe --we don'l believs they've a(.ludlly ‘mate the
demsmn to go ahead with a nuclear weapeon.

QNOW’—
Well. how will we decide that they have mlegraled all of lhese corhponents in a. decision to weapanize,
atwhlen polnt?

CLAPPER:
Well. certainly...

SNOWE:
What will bs our red line {inaudible)?

CLAPPER:
Wel, certainiy a key indicator will be, without going into sensitive areas here, but a clear indicator
would be enrichment of uranium to a 90 percent level would be a pretly good indicator of their

. sariousness.

There are some other things they would need to do, which I'd rather not go into in an opan session,
that we would also look for, as apart -- and apart part from whatever wa could glean from across the —
across the communily on an actua! declsion lo go forward.

SNOWE:
General Peiraeus, do you care to answer as well? .

PETRAEUS:

No. | fully subscribe to that. Again, the various components, enrichment, weaponizalion, delivery. And
the - what we think we woutd be evident if there Is a decisioh to enrich beyond the 20 percent thal
they are curently ennchlng to -~ to the weapans grade would be very smmr hcant, and { lhmk a lell -tale
indicator.

There's no commerdtal use for thal arguably — in facl, not afguably. 1 think factually the amount of 20
percent enriched uranium that they have exceeds any requirement, for example, for the Tehran
Research Reactor for the foreseeable future. So there are already concerns just with that,

SNOWE:

And the IAEA repori said much of there is dyspersed ameng a number of lecations: So with the
“Inspectors being thers for however many days, several ddys, would they be able to discem or detect

their ability to weapomze at what state they're in? What do we hops 1o glean from (Inaudible)?

{UNKNOWN) :

Well, as Director Petraeus has alluded the rule of IAEA is extremely Imporiant here, And of course, we
do have to bear In mind that Iran s a slghatory to the Nonproliferation Treaty. The fadliities that they
dre now operating are safeguarded, mearing they are required to be inspected by the IAEA,

So their presence there. and in fact thelr extended stay there, and if's IAEA's Intént; as they said
‘before, 1o hopetully resolve these ambiguities about Iran's program and Its intent. So what they have fo
say s crutial. And of course their continuedt access is cruciat.

(UNKNOWN)
Well, and there's continiuous ronitoring also by other means that the IAEA has as well.

SNOWE:

General Burgess, Iran has issued varlous threats with respect to the Strail of Hormuz. Can you give us
some analysis of the aclivities there and what we are doing, In addifion to what capabllities does Iran
have -- or doesn't have —wilih respect to having potential to close {he straits or.aifect itin any way in
terms of international lransll‘? - .

‘BURGESS:

Well, ma‘am, what | have said in open discussions on this, a lot would have to ba taken fo a closed
session, but clearly Ihe Iranians have the capabillty, we assess, to temporarily ciose the Stralts of
Hormuz. The concern becomes then define temporarily and ‘how long that would go, but they clearly ~
have that capability. Bul if we go any lunher I'd prefers te go lo closed sesswn ma'ain.

SNOWE:
Do we have a defined time in that respect, on temporary?

BURGESS:
Ma'am, I'd prefer lo go'to clesed session.

SNOWE:
OK. Thank you.

Cirector Clapber, gelling back to the issue of Pakistan, there was & senior adninisiration official who
was quoted recently in an article saying thal devetoping a new normal in terms of relationship with
Paldstan. . '

So much of whal we're doing in Afghanistan is predicaled on effectively addressing and rooting out ine
safe havens. obviously. And that is the predicate and template for the president’s policy lhat he
indicaled in June, and that obviously we neet to have thal strong relationship with Pakstan,
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How does our sirategy going forward, how is that affecled by what's developing in Pakistan, aspedially
now wilh, as General Petraeus indicated, there is a review of our nela'-unshlp lha' s underway withir:
lhe Pakistan government, the pariiament?

Aad lhen secondly, they're issuing Ihreats aboul imposing taxes on the transit of our materials, both

ours and NATO's. from their ports and roads to Afghanistan. So this is deeply troubling, And | don't
know if this is a new nomnal. but how does that affect our, you know, our sifuation in Afghanistan, and

how is it thal ever changes ihe dynanic in Afghanistan? .

CLAPPER: .

Weil, it abviol:sly has a prafcund impact on -- on Algh’.inlslan and prospects for successful resolution
there. Thal's why - and [hal is a way of emphasizing ihe importance of a positive refationship with he
Pakistanis and -- Ihis is getting into the policy realm now outside of intelligence, but it's crucial tivat our
dialugue proceed and that we find some way of -- ¢f converging on -- on that issue as well, particularly -
with respect {o safe havens. . .

Pakistan is -- Pakislanis are vety proé;d people, and they've felt their sovereignly was assauited in the
Abbottabad raid. And of coursa the regreltable incident in Novemtar with the killing of ihe Pakistani
troops along the burder sort of hmg.uens fhat. That has caused them o colleclively reassess the
relationship,

" Outin the end, | believe they roalize hay nead a pombve partnerhip with us, And hopofully wo'll worlc
Ihyyough !h_ess in such a way that we minimize the iipact of lhese sate havens.

SNOWE: .
General I=’elraeqs yau're obviously in a interesting position, both in as being commander of the farces

and being the architect of tha counterinsurgency slnlegy in Afghanistan, and now being director of the |
Cenlral inlelligence Agency. . .

Since you've assumed this posmon do you view lhlngs any d:ﬂarent in Afghamshn with respect ta aur
alralagy’? N . |

PETRAEUS:
_Mo. | can't say that | do.

SNOWE:
Even with some of the reports hat have been issued publlciy regarding the assessments of i L . . i
Afghanistan and that it is very difficuilt to make the gains that are essential, precisely because whatIs i
happening with me safe havens in Pakistan?

These issues are over thus {ph). | mean, nothing's changed In the dynamic, unfortunately. Including
the coruption, the povemment and now of course the safe havens, These have sort of been, you
know, the dyniamics fhat have been there since lha bag]nnlng

PETRAEUS:

There is nothing easy aboul. Arghanlslan As wo used 1o say, il's all hard. all the time, but ils also alt
important, all the time. There's a reason we went there in the wake of 9/11. We have hugely important
nalional security interests.

And it's very Important ta that country, to the regxon and the world that we do everylhing possibly totry
_ loget that right and to ensure that Afghamslan is never again a launch pad for extremist attacks, as it
was for the 9/11 aﬂanka

If 1 could, by lhe way, you know, you touched a liftle bit that alfuded io the fact that | had  different
wiewpoint at varlous fimes than that of the infelligance community. And ) was pretly clsar | think in my
conformation hearing that that typlcaliy resulted from-the fact thet the intefligence communily tends to
stop, if yau will, a'clock, and then for six ta elght weeks do the analysis, arguae within the community
itself on the ullimate position, and then acldally provide the NIE or district assessment or whalever.
documant is provided to pollcymakers R

And’ typically, in the four times that | have differed wilh the intelligence commumty on iraq or
Atghanistan, the reason for It has been fhat lag in a dynamlr snu’mon that we c.onhnund 10 make
progress, or in a couple cases did't.

 Bacause in those four G-Z_ISQS, twice | lhqugh! l_he ass_essmern( was too negative of - b'y the intelligence T ’ 1
community. And then onge in iraq, once in Afahanistan; two other times, 1 felt thal the community was : 1
actyally ioo.pnsi,live and that wa should be m_oro guardaed in aur assessments. . . i

SNOWE:;
Yéah. | appreciate thal. | well recall that, r‘sndl know thera.is that sort of, you know, dlﬂorencn And in-
terms of the {ingudible) even, bul also the lag time.

PETRAEUS: i : -
Weil, what | should note is that Diretior Clapper and all of us have discussed this. And what we want to
do is dramatically reduce that amount of time from when you stop {ne clock for the analyss o starf the

waiting; it you wili, or to finalize the wiiting so that there is not such alarge gap belween the end of the - . . ;
data and fhe delivery of the product to the policymakers, lc Congress. to the rest of the community.

SNOWE:
So that pmbably '1|r*n t happen this fast r\IE'7

PET R/\‘—\J S:

Actually, I'm gied yois asked thal bacause i think thal's worth c‘anfymg
First of &1), (he most recent NIE ~- in an oper: session now -- addressed the post-2014 period. 1t was not ’ ‘
on the past year or inow are things going in general in Afghanistan. it was assessinents by the - i
intelligence commurity analysts aboul the vanious scenarios. in other words, if you make a cerlain set
of assumplions zbout the level of support ar 1d a number of other factors in Afghanistan, whal will the
oulcome likely be? ’

And there were a series of assumptions - groups of assumptions about that. There was relalively little . o i
on the state of the insurgency. In faci it -- in open session, it basicaliy said, “Yes, there has been .
continwied pregress,” but also thaf the Taliban does remiain resilient.”

The military's concern int this case was that - a view that thore perhaps shauld have been an additional
setor perhaps even sets of assumptions thal could be analyzed, inparticular some assumptions that J 7 0 6
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rmay have implied a greater leval of assistance than was in those other sets. And'that was realiy the
Issue. .

Sa | thirk that — that the accounts of his have 1ot in all cases, teen complately wall informad. shall
we sy, : f

SNOWE:

1 appreciate thal. Thank you.
PETRAEUS:

Thanks.

FEINSTEIN: )

Thank you very much, Senalor Snowe,

Senator Racefelior?

ROCKEFELLER:
Thark you, Madam Chairman,

| - { want to make & couple of comments. One Is | was very pleased to hear that you want to proceed
with the renewal of FISA, Actually, [ think FISA's servad two roles. One, it created arvery valuable
piece of legislalion for us. twas not without cuntroversy, but it was a right thing to da.

And-secondly, 1 think it helped what some of us wha've been here for some years should peint aul that |
1 think it helped apenup the dizlogus between Ihe intelligance communily and this commitiee. This
committee went through a long period of time when the 1.C. communily treated us very cavalierly. it
was not interested in shariny. We coutd only -~ | guess [t was Pat Roberts &t e time and myself. We
switched ohe chalr and then the other chair.

'l'hey'would - hey would falk with (he gang of four, the gang of eight, bul never bath committees. They . ' t
would never share what they {old us and there were certain circumstanicos where they could not share - !
what they -- we could not share whal they had fold us because it was 4 specific request and for good
reason.

But it was not a'good relationship. it was not & good relalionship. | mean, just as -- righl after 9/11, the

first thing that Ihe Congress did was (0.pass a law saying il was OK for the Central Intelligence Agency . i

and the FBI to communicate with each other, perhaps even shake hands-and perhaps even start to : i
. work up a lillle intelligence on the FBI side. That was a long process. All of his is long and patnful, !

Naow, 112ad up to this by saying | cannot describe to you my own frustration and sense of wondermeni
how all of our DNI directors have come before these meelings and have, at least in the past, you
referenced, Clapper — Director Clappar, today that far and away the most important matter of national
security is something called cybersecurity.

The prasident in his State of the Union attsally used the word "cyber- threat" which 1 think s a better
way of taiking about it because it's more sort of slunning, alanming. less passive. We have made
virtually no progress on that subject.

. .
S0 on the one hand, the intelligence communiity Is {elling us that it's the number one nallonaf securily
threat, nol, you know, laking three of the top five out or. you know, what's golng oit here or there. But
on a sustained basis, national securily depends upon our abilily to allow a system - to ferm a system .
wherein private companies, working with DHS and the governiment, can on their own decide how they
want fo protect themselves and get some halp from DHS.

We do not overregulate -- some ~ some have said that -- becauss we've made changes. Qlyipia
Snowe and | came up with a bill thrée years ago -- three years ago- And it's wandered through Melissa
Hathaway and Mr. Schrnidt and nobody ssems to get very excitad ahout elther it or the SUDJECl And
'm very troubled by this, and |.want to discuss this wilh you spegifically.

Youreinthe 1.C. comimunity. Cybersecurity is not In -- in your general ling of work. General Petraeus,
but it's very snuch in Director Clepper's line of work aid theretdre all of your lines of work. I don't see
particularly movement. There were some criticisms made of Olympia Snowe's and my bill, that il was - {
too regulatory. We have interfaced with hundreds of — of private stakeholders and companies over the . i
years. And they're :- {hey're quite Satisfied wilh an almosi-completed bill, or a virtually completed biil ) ' i
_that we have. - '

And so. our Democralic leader and -- and the president lalked about we've got {o do Lhis. The
president, as t say, did mention it in the State of the Union. That is important, but nothing has
happened. And if it Is a nalional securily threal, if it is lhe national security threat, | don'l undersland
why we can'l get. working together on this, and get a bil! done

You know, FISA was hard, but this males FISA lcok like a piece of cake and it's far more in the long
term. No, not in the tong terni. It's probably equal in the long term in terms of its importance. Buf it's --
it's been a very .- very bad demonstration on the part.of the Congress, the auministralion and the
public. which really has no particular interest in cybersecurity because nobady's- -explaining it to them,
because it's -- if's abstracl. It's not pushed by any one qrouo wnlh paﬂ(culm emphdsla. and theretore
nobody's very exgited aboul it.

We've worked out & way fhat the private sector cornpanies basically take responsibility for their own
cyber safety. cybersecurily. DHS helps them and they're held accountable for it. | grew sc frustrated by
the lack of aetion o the part of all of us - the conclusive action that | went Lo Mary Schapiro at the
Securities and Exchange Commission and said, "Lock, | can't do legislation, evidently. right now.
Wouid you please at teast post on the SEC website where investors go all the timo, obviously, lo figure
out.if they're going to invest in pnva‘e companies or not, and that private company would have o
simply say if they had been hacked into, period." Thal's alf they had 1o say: not what subjact, but just
that they had been hacked inlo.

Sort of a desperate measure, butit was a start. It's had some effect. People are alking about that
effect in Washington. That doesn'l inlersst me unless it's headed towards a bill.

So [ would like ta get your lake, General Clapper and perhaps Director Mueiler also and -- and
anybedy else who chooses to speak on the subject, how you cai leli us that it's the principal national
‘secuirity threat and we have absoiutely no bill. We do have a bill, bul ve have 06 sort of pervasive push
to get this accomplished, not just a legislative matter.

JA707
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CLAPPER

Weil, first of ali, | don't think there's any question as to the pmentla! here. And there is sorl of, | think,
two -- ko dimensians to this. Tnere's wiat goas an Gay-in and day-out in tertirs of our intelleciual
property being siolen from us. Then lhere is the --which is a real -- is a real hreat.

Then therz is the potential, although ) think il's less fikaly, of a massive altack, as some have
described, that would basically paralyze the counlry or key segments thereof. The mos! likely
proponerils of fkat would be -- would be a nation-state. specifically China or ~ or Russia That's why |
was pushed hard. we pushed hard to have Ihat report published by the Naftionai Counlerinteligence
Executive unclassified, that called out thal -- that {hreat.

I think that is an impartant responsibility of the inteffigence community to advise all and sundry, whelher
i's adiministzation officials, whather i's the Congre'ss or the public, of the nature of that hreat.

| da thirk the governmeht has a responsibility.to provide support and advice, as exemplified in my mind
by the -- the defense industrial base pilol program that was championed by former Deputy Secretary
Bil Lynn in the Départment of Defense, which evolved 1 think a very workable formula whereby threat
data is provided to key companiss, pamculany those involved in the defense or, for that matter, the
intelligence business.

CLAPPER: :

Qut the - 1 hink the bigger isaue here is, you know, how do we proluul the natiorn's oyber, and it's writ
targe, is an open question. and | doit -- I'm nio: sure that's cumpistely the responaibilily of the
Hitalliganss coramiity. |-tdon't -1 60 act bW 1t 3t ey, | MInd g gt 1 be ¥ guviiiniend-
private partnership. They have to participate and they have to be open about that as wsll.

Ag far as championing a bill, 1 personally have...
" {CROSSTALK)

CLAPPER: i .
... soit of, deferred to the White House on -- on...

ROCKEFELLER: '
Director Clapper my tine is’ about to run out. You cannol - Il's nol your Job o ohampxon abill.

.. Gul Ijust -- you know, af some pelnt, you start asking, if you and your predacessors - Mike McConnell
- . and others -- have come Up-and -- and, you know, said this Is our number one national security fhreat,
and you'r@ in tha threat business, to say that | don't -- this is not necassarily what we do, frankly, 'm
just using this forunt to scream cut, who rs going to slart paying auemlon to this 7

CLAPPER: . .
Wett, | think a ot of people are paying attention. And certalnly. the president's mention of it -- there's a
White Housa coordinator for it who's' orchestrating this across the board. It involves the intelligence

- communily. it involves.the Departiment of 1 Derense 1} Involves clesrly. the Department of Homeland
Security. .

'And | think thal the leadership for that has lo bein the -- in thy m!eraqency 8o don't -- [ don't know
that if's fair to say that, you know, ine admmlslrauon doesn’ ! care. It canamly does.

. ROCKEFELLER:
I - I'm just saying that we have made no progress. We have made no prcgrsss and that is
embarrassing in view of what you and your predecessms have said aboul the nalure of the threat.

Dlreclor Mueller, do yoli have any comments?

NUI:LL‘-H
Yes, Senator. { think n's wrong {o say we're excited -~ or somebody should be excited anout it. 1 can teli
you that we are exceplionally concemed about that threat. .

1 do not think today it is necessarlly the number one lhreal. but it will be tomarrow. Counterterrorisimi
and stopping terrorist attacks, for thé FBY, is a present number one priority.

But down the road, the cyber threal whlch culs acfoss all programs wili be the number ong threat lo ;
-he counry. .

e look atit i in thres different perspectlves The first is, |n5|de the FBI, we have to change our
organizational siniclure. n the same way we changed to address terrorism, we have.lo change to.
address cyber crime. We have 1o recruit arid hire and bring ori fhe parsons who zre capabie of doing ft.
We have to understand that our rélo is {o Invastigate intnusions and to thwari further intrusions.”

And se::ondl);. in the same way, wa had to share inteiligqnce in the wake of Septambar 11th. We have
10 share information and inteliigence hetween the various enfities who address this particular thraat.

At the time of intrusion, you do not know whether Itis a state actor, a Russia or a China.'You don't
know whether its an 0.C.. organlmd crme entity or the high school student down Ihe -- down lhr\
street.

And consaequently, ybu can't allocate it o a parlicular-agency, which is why wa deveiopad the naticnal
cyber invesliqative rask force -- task force, with the FBI, CIA, DIA. NSA, Secret Service, all of those
who h'svo a roie (o address this kind of threat. - .

And so we have fo build up the collective addressmg of that threal, in the same way that we did so and
broke down the walls in the wfakc of September 11ih.

And fastly, in terms of leglslaucn we have pushied in the legislation iwo areas thel are of coneern o us.
One is a nationai data -- data breach requirement, There are 47 states thet have different mqunromonls
for reporling data breaches. There has {o be a national dala breach 'equlremenl for reporting, and we
should be recipients of that reporting. .

And secéndly; there has lo be. in the statute, in my mind, the abilily to share the information indicative
of & crirne with e bureau and others who have thai responsibilily. Bal it is something that we as an
organization are focusing on as the next substantial threat.

FEINSTEIN:
Thank you very much, Senator Kockefeiler.

And | have a data breach law thal's been pending jor some lime, so hopefully you'li include it.
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Next is Senator Cervad. |

CONRAD: :

Thank ybu, Madam Chairman. Thank - | want 1o thank you and the vice charr of this commiites for
coridicting this commifieo in such a (Raroughly professional way. | reaily have enjoyed my setvice an
Ihis commitiee and in o small ineasure because of the leadership of this commities. 1 think it's just -
il's a very gond example for the rest of the Senato.

I also want 1o thark 2l those who are here testifying on behalf of the intelligence community. Let nie
just add my voice wilh respect te the press reports reflecting on Director Pelraeus by these unsean,
unnamed sources,

Yau know, as far s | am concerned, these peopte that work behind the cloak of anonymity attacking
people are -- are cowards. If they have scmelhing to say about somebody, if they want it to have sore
credibility. they ought tc have the courage to stand up and say it and put their name behind it.

And I'd say to lhe press they ought to quit printing anonymous attacks on people. it does noi retlect
well en them, silher.

So with respect lo Director Petraeus, as far as 'm concerned, he's a patriot. He's demonsirated that
not only in his military career but on taking en this assignment.

That wae, to ma, an acl of patiofism, It would have been very easy for him -- he didn't nesd 1o do this
for tiis feputation or his career. So he deserves our praise, not these nameless, faceless ailacks thal
frankly have no basis in fac!, either.

And my - my experience is { have heen quite pleasantly surprised at how qr§e11 the inteligence
community has been with fhis committes, quite to the contrary of this reporl.

Director Mueller, thank you for agreaing to serve anather couple of years. | think that, to. is an.ac-l of
patriotism. i's very much appreciated. Al this time of threat to our country, for'you to dgree to fake on
addilional years of service desarves our public praise.

And we thank all of you. | 'can'l neglect mentioning Mr. Olsen because his parents aré frem my home
state. | know them well, couldn't have finer people. We're very, very fortunale o have people of that
qualﬂy and character serving.

I'd llke 1o ask each of you in turn, since this is an annual meeting, whatis your assessment of whether '
ornot we have made prograss in our ability to handle the terrorist threat to this counlry?

Have we made progress? if so, how? Are we slipping?
What Is your assaésmenl of how we have done com;iared to where we were a year ago?
I'd start with Mr. Goldberé. go right down the line.

GOLDBERG:

1think, as it was sald sarller, Senator Conrad that progress has been made in various parts of the
counterterrorism fight, especially against Al Qaida senior leadership. But thers afe many olher
challenges out there and it remalns a very, very danqemus part of our ~ of our work.

CONRAD:
Ms. Wagner?

WAGNER:

Senalor, | would - | think we have made a lot of progress, particularly In a couple of key areas. § think it
was already mentioned, the extent to which many of the stovepipes have heen broken'down In terms
of informalion-sharing between the elemems of the communily.

I fiink we have mado Huge progress in that realm, and In fact, we operate as a team. And i daily am
inleracting and operating particularly with my colleagues al the FBI and al NCTC, looking at the -- the
terrorists that are abroad as it projects to the homeland and then dealing with the FBI on the issues
that are inside the hometand,

In the second area, | would just say quio!dy that where we've Inads a lot of progress, | think, ih my own.
depariment is in the ability 1o which we have bsen able to hamess the intelligence from the intetligence
comimunity to -- fe inform our instruments, if you will, te keep people out at our borders, to maie sure
that the wrong people are not gelling on alrptanes al fast points of dépanture ad to make sure that .
people who shouldnl gel them are | nol receiving iminigration benefits from {he department.

S we've really tightened our ability to take whit the commurily is prwucmg and o;.erahonuhze (“Idl in
Homeland securily. -

CONRAD:
. Mueller?

MUELLER: o
The removal of bin Laden and Awlaki was a huge benefil-to the securily of the United States -- my
vrothars and sisters in the other agencies. ’

By the sanme token, there are slili leaders in both Yemen and Afghanistan-Pakistan border area that
have the capabiiity of launchmg attacks domesticaliy. .

MUELLER :

ost of the arrests that ve've made over the last year, yéar and a half, had been leng wolves, those
individuals who have been radicalized, trained on [he Intemet. have the capabiiity of developing [EDs
and other mechanisms on the Internet. And as vie have been relitively successful in addressing these
parkeular plots, nonelheless, the ability of perscns ic ulilize the Internel, to be both individually
radicalized. but also get the information they nzed to undertake altacks, has -- has increased.

CONRAD:
Pirector Clappei?

CLAPPER:
Sir, just to take perhaps a fiftle longer rerﬁpncll\le
the last 12 years. | started at NIMA two days after 9

is is my third job in the intelligence community in
1.1tk we've made tremendous progress.

The lransformation of the FBI into an intelligence-driven nrganization is just cne case in point. The
imaturation of Cepantment of Homeland Security, the expansion of lhe intelligence communiy to
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include both fareign and domiestic aspects, lhe sharing with -- at the federal. state, local. tribal, private
sector level, all of which have - | think mean improvemenl, demenstrale improvement,

That's not to say we should rest on our laurels. We aiways have more issues to deal with. And this is
not, particularly with respact to couniederrorism. it's not & threat that's going to go awvay.

CONRAD:
Thank you ) : : . : i

PETRAEUS:

" Senator, first of all, thanks for your words of supporl.
We have made considerable overall progress over the course of the lasl year. Any lime the lop three
leadors of the mos! significani terrorist arganization thet faces us are taken ou, th sedless fo say,
is really quite a banner year. And Al Qaida in'the Arabian Peninsula, ai-Shabaab, other organizaticns
have sustained important losses as well.

Having said thal, the threat of terrodsm remains significant and we musl sustain the campaign, we
must maintain ine pressure en Al Qaida and its afiiliales and ather vinient extremist arganizations
wherever they may he.

Beyond that, { also concur with Direclor Clapper that titere has been conunued |mpcr1ar\l pregressin .
tho grganizational aspecls of ihe wer onterror, .

The counterterrorist campaiqn has banefited enomocusly from tha cantinued gfftins 10 belter inlegrate
Intelligence to — for the various elements of (ke community to work togetlher more effectively, and,
frankly, even within individual agencies to further the pragress in the integration of efforts botween,
say, the CiA operators as well as analysts in bringing toge!her ali of the different compor.ents of our
organization and the rest of the intefiigence community. saj in the counterterrorist center and some of
lhe other centers thal we have as well. : -

CONRAD:
General Burgess?

BURGESS:

Slr, t guess the phrase up hera is ¢ would liks to Idenluy mysalf with the remarks-of those that have . ¢
gone before me. As a plank holder in tie director of natlonal intelligencs, as i look back, | agree with . ’

ihe way Director Mueiter has pm it and Diractor Clapper. Wa have made grest sirides in a tot of
different areas.

Having saiu‘ that, we still have work to do and we still have challnngas remalning

CONRAD:
Al right "Mr. Olsen?

OLSEN:
Consistént with the other comments, the bottom line, 1 ihnnk is that Al Qaida is weakey now than it has
been in the past 10 years.

That said, we face a more diffuse and decantralizad threat from Aj Qaida's affiiates in Yemen,
Somalia, as well as the threal from lone actors in the United-Slates.

As Director Clapper said. [ think from an organizational perspective, inanswering your questlon, our

abllity 1o handle the fhreat, we are — we are belter positioned, and | think the operative word is il's'a . .
team approach, We're better positionad to share informatian, as the vice chairman commented at the

beglnning of the Hearing, we do'a beiter |ob of integrating that mform.anon analyzmg it,

AtNCTC.we've made Irnprovements in watch listing, in providing situational awareness. And overall,
again, it's a team effort among all of the agericies represented here,

CONRAD

Just in terms of summmg this up, what! hearis slgnmcant progress sefious threats slifl rernain to the
United States, and that the teamwork in the intelligence community |lselt has drf.n-al(cally |mproved .
'm hearing that quite LDHSlblenUy . . . ) ! ;

| fhink thal's very important for the people that we represenl fiere, that they understand, yes, we've
made progress in some ways very dramatic progress, especially against Ai Qaida, but that significant
Mhreats remain and that we've got to conlunue to be vigilant, which means we've gol {o continue to put
resaurces io these issues.

R lhe!nk the chair.

MIKULSKS:
Good moming, everybody, though it's mostly headmg into the aftemoon.

[ would like to thank each and every ona you for the wonderful work you do every day, in evary way
protecting our country.

S0 much progress has been made s:ince 9_/11 in reforming thy intelligence community, makitig it more
effective, making it an intsgrated unit. The fact that all of you are here at the table at the same time
points to our successes. And probably one of our greatest has been what we have been done to”
dismember and decapitate Al Qaida. - .

But P'm going to pick up on ihe issue of -- that Senator Rockefeller raised acout cyder. I've been kan of T - : :
almost a Jchnny of Janie one note on this Issup int what | focus here. - . - :

| share Senalor Rockafelier's frustration over a lack of urgency. | think it's partly due 1o the execulive ;
. branch at the -- and also due to the’ Conmess |tself My questions are going to go to Clapper, Mueller - :
. and Wagnar.

First, just 2 comment about urgency. It's now been -- wiren we get lo April, it will be five years since the
aflack on Estonia in which we thoughi wa ware going to trigger Adticle V of NATO for the first cyh L :
war. So we've had jive yea's of supposed o being on the edge of our F')EIIr on this issue. . B

Soone was, how .‘10 we peoieci doi-mil and 50 6n? But what we've now seen nis he issues r')laxt’o o

" dot-gov and dot-cum. In recent meelings with you, Director Mueller. because we - ouri
the Anpropnatmns Comniiltee, and willy Ron Noble. interpol and the Interpol team, it is the prolection
of Iha.dot.com. And he spoke most eloquently about the Lo\.nle'ie-' any fake drugs coming info . J A7 1 0
European countries, io Canada. 10 ourselves.
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Iy 2 meeting with Dr. Hambuirg yesterday al FOA, when we were talking aboul & new feguiatory
framework 1o get drugs Lo the market fast and yet safe, one of her biggest chailenges is protesting the
secrets ihal she has of America's pharmaceutical, bicmedical device community and the supply of the
dnig chain,

Right now, there is 2 bigger criminal penaily for a knockoff of a Louis Vuillon har‘d'baq than there is for
fake hapadn, which is a blocz thinnar that came inte our countey that could kilt lhnu ands of people

So you gel what I'm saying here. The growing issues around prolecling dot-mil in our country,
arganized ¢rime, Interpol says cyber is the growing crime and it affects state secrets, trade secrets,
and then also lhis other stuff there. . :

" The comuption, that where thare is a weak govemment there is a strong organized crime element.

So we'va got to really move on this. Rockefeller, Senator Rorkefeiler has spoken about his frustration
with the executtive branch. I'm frusirated with the tegislative branch. We have turf batiles. v dither and
diddle over policies and so on. He has a great policy and 5o on. 1 hope we move on (he (inaudible).

So let me gél. though, because to me there are three issues -- urgency, fbggy policy. parliculasty gn
governance, and the need for bipartisan camaraderie among ourselves to pass the bili.

So et me get 1o the govemanss issue and it qoes 10 Genera( -- to-Director Clapper. And then Ms.
Wagner, and then Director Mueller

So the question is, who's in charge? We all diddle and dither over the govemance issue: Acticle 10,
articte 50, homeland.security, is ﬂ dot-mil, ek cétera.

So let's’take our president. He is al the Democratic cenvention and the lights go out in San Diege.
{inaudible) said, "Oh, my god. He tums fo Napolitano and says, "What is this?"

Whila he turns to Napolitano -- and the lights only go out for maybe three hours. The lights go out In
Bostan, et cetera. So he turns to Napolitano and says, "What the hell are we doing here and whal can”
‘we do?"

MIKULSKY:

Ay question is, xs Napotitano in charge? WWeé know the president's in charge. OK, we know the
president’s in  chiarge. But whal 1% We president In charge of? And | need io know who would respend
and so on, because I feet that it is the govemance issue that are the number one issyes and continue
to diddle, dilher and punt. So...

WAGNER:
'm going to — I'm Just going to jump in here.

(CROSSTALK)
(LAUGHTER)

WAGNER:
You knaw, if the lights go off and we're talking an eloctrical power grid issue, then | would say that, yau
know, my secretzary weuild be the logical person to turn to because we have a clear role.

(CROSSTALK)

WAGNER:

Well, if I could answer Ihe question ! didn't get to answar last time; and then l'II get fo that. But the clear
role thal we have -- your first question aboul who's in charge is never — there's never a simple answer
to that question, especiatly In this town, because we alt have pieces of the pie.

Butl | can tell you thal whers --where we are -- where our responsibililes lie is in secuning the dol-gov,
and then securing the parts of the dot-com that are associated with — wdh critical infrastructure and koy
resources, including, in your example, the  power grid. -

So we would hope that we would have been nolified because of prnoeduré% that we wohld’have
already put in place, the relationships we would have built, the aducation we would have given, thal
tihey had detected soms kind of issue or intrusion.

" MIKULSKE
Have you dons this?

WAGNER:
Yes, we have. And we woulld then turn to our pariners.

MIKULSKI:
Well. why don't they feel that?

WAGNER:
[ think, ma‘am, we'still have-a ways o go in terms of - of educaung and bxuldmg up (his hetwork that
‘we've been-working on. And we are trying {o bring @ sense of urgency to that.

We then turn to our partniers in the FBi and NSA be';ause as Director Muelier men'ioned'eé'lin* you
never quite krow what the genesis of these atlacks are. {t could be crime. 1t could be a st ate acior. It
could te an aceidert. [l could be a disgrunted rcnner sployee,

8o we work this as a triad. We inake sure that we're Lringing {6 bear the appropriate lechnologies to
bring things back on line as quickly as possible. And we ensure thal we have an invastigation going to
try 16 determine the source and the atiribution.

MIKULSKI:
s, Wagner, first of ail, my job -= | ¢on't want to harangue you, $0 ust Know (hdl But | dorr't believe
tis. | mean, 1 really have...

Girector Muetler - Director Clapper. what do you think hore” 5o there you aré. Is iho president going
to call you?-You're the DMI,

MUEI R . .
Well, the preside calls.us. | mean, the f_s;t‘or he matter is this happens a fair amount now. DHS is.

responsible for the infrastructure. But when il comes to altrbution, idenlifying the attribulion of a . .

particular domestic intrusion, it generally falls to us. Ané what we have -- what we currently co is we .

get curselvas and DHS at the table and we will pul a team out . J A7 1 1
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As s00n as we got the ward, thera wouid be a team Generally, we would jead that team, butwe'd
have DHS there because of the infrastructure, And wherever the ouiages are, wheréver the

2sligation leads us, we wauld héve a team of ourselves. DHS, and if it goes ovarseas or if wa need
axpertise, wa'd have MNSA znd others from the community in tiere, And we -- we do this as a matter of
course now when we get a substaniial intrusion that needs immediate investigation

MIKULSKI: .
Direcior Clapper?

CLAPPER:

Well, ! hink what Director Mueiler has described kind of capiures the essence of what | betiovs the
inteliigence community's responsibilily is, which is the detection and attrivution of an atlack writ large,
whether foreigr: or domestic.

| just might mention that -- so - it just so happens that the administration is sending @ seniorlevel team
to brief the entire Senate o cybersecurity tomorow on the threat and what needs to be dane about if.
Secretary Mapoiitano, I'm tofd, will be U\ere my depuly, Jehn Brennan from the White House, tha
deputy secretary. . . .

(CROSSTALK)

MIKULSKL.

There are 11 coming. There oro 11 coming. So ihat means that there are 11. But I'lf corne back aot
only -- | mean, it's great thzt thoy'ro going to come and briof us. It's great that the Mational Seaurity
Council tias come to'thls Issue. But my question is stilf, going back to the Rockefellor and the senss of
urgancy, do you fee! that the current autharities related to fitle. 10 and tifle 50, and then ina issues
around homeland security -- wa're not falking about the current siluation, our proposed goal, or the way
it ought to be when the repository of knowledqe inside requiras -~ rests ln a military agency at the
National Securily Agency.

. CLAPPER:
| would say that thare probably cnuld be more done to taka advantage of fhat techinical expertise that
you recognize thal resides in NSA. You know, the Depariment of Defense's response to that was to
estabtish Cyber Command as a warlighting headquartars. But smarlly, | though, dual -- having the
director of NSA as the commander ot Cyber Com for mélitary application.

| think there is a.dobam. frankly, that, you know, mayobe perhaps lﬁe responsihilily of DOD is bigger
than just to defend itseif, That -- this would be a good topic to bnng up at this session lomorrow.

{CROSSTALK)

MUELLER:

If 1 may just inferject, we have built Lp a substantial expartise in this arena over a perod of tine, nol-
only domestically, but intemationatlly. We have agents that are posilioned overseas 1o work closely
with, embedded with our counterparts in a number of coumrles And so we have over a period of time
builf up an expartiss.

- That Is not to say that NSA doesn't have a substantial expnmse also, unders'al 1ding where ils
ioca(eu

MIKULSKIE:
But it's 2 different kind.

. MUELLER: . -
Wetl, no, iriuch of it is the same kind. Much s the same kind. In terms of power, | think NSA has nore -
power in the sense of capabilities. In terms of expertise, | wouldn't -- | would not seil ourselves short. -

MIKULSK[:
We wouldn't sel| yoif short either.

WAGNER: ] ]
And ma'am, | would just -- I'd like 1o add lhat we'ra comrmilted to (everaginq NSA's expertise in
tachnology te bring to bear for the sectors where we have responslbllny And we think we've made a lot
of progress in that regard.

MIKULSKI:

well, my time is up, but] think, Senalor.Feinslein, this shows that some of the issues are here. Wo can
--we can't Stop the threat. We can anly stop ourselves. This is why { think we need to have a robust
new legistalive framework and we have to de-conflict these issues. And instead, we ;ust remain foggy
and keep punting.

FEINSTEIN:
| thank you. You headed our Cyber Task Force.

| thank Senator Rockefeller for his interest. | think you beth are absclutely comect. 1 think we need (¢
get cracking on it. My awn visw is there's kind of ong overwhelming issue where fiere's a difference of
apinion, and that's whelher the siandards mean something or Ihey're purely volunlary in the dot-com
area. This needs to get resolved and we need Yo move. .

S0 | thank you bath fer lhe work you've dane. As chairman of Commelce and as our Task Force
cnalnnan thank you very. very much.

- MIKULSKL: -
Thank ycu,
FEINSTEIN: .
Let me move cn. And et me give you the fist as it remains, hecause it's going to take us.close 0 one
‘o'clock,
We have Senator Coats, Senator Risch, Senafer Nelson and Senator Rubio. So it wauld be my
interttion, uniess there's objection, not to do a second round, but to complete this round.
Senator Coals? ‘ '

COATS: . :
fadam Chairman, thank you:. I'd like fo pursue an issue thal you brotight up in your opening chairmars,
Madam Chairnan, relative to the situation as it exisls with lran and ils pursuit of nuclearization, and the

potential [sraeii. rasponse. JA7 1 2
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And | - 1 think based on wihat was said early, if here's any dispute to e fact that sanctions to daie
have ot brought ahout resuils that we would hope for, Anc | think, Direster Clapper, you indicaied in
your statement “we hepe thal senctions will prevent the necessily for ‘an Israeli response.”

[ don't think -- | inink the evidence is clear uniess there's hard evidence to
aware of, that sanctions to this point ave not made any kind of difference wilh the regime in iran. Is
that -- does anybady dispule that?

the conlrary that we are not .

CLAPPER:

No, sic, Senator Coats. That's -- thatis pracisaly the intelligance community view or assessmént that to
s point, thes has -- the sanclions 3s imposed so far have not caused them to change their behavior
or their policy,

COATS: . .
And $econdly, Director Clapper, you said, “We just iran would likely chonse missile delivery” - no, I'm
sorry — "We judge iran's nuclear decision-making is guided by a cost-benefit approact:, Iranian leaders
undeubtediy consider Iran's security. prestigs and influence, as well as internationat political and
security environment when making decssions about its nuclear program.”

Is there any indication that sanctions to date have changed their view rétative fromy a cost-benefit
standpoint?

CLAPPER: )

Weli, | thunk it's fanir to say, and we could go into this in more depthn a closed environment, that there

Is dissension and debale in he political hierarchy of Iran. So there is nol unanimity atout this. And | do
think that the, to the extent that the international community is united on this, with U.S. leadership, 1 do
think they pay attention {o international opinion and what others think of lhe-n

And certainly if there are lmipacts on Iheir oil exports and to the extent thal L-ml would ’z’k\ct their _ .
financial silualion, that could have | think a profound impact on thelr decnswn making calculus in terms H
of, as we sald, the ooq.-hcneh. . - :

COATS:
But -- but fhat's more of 3 hope and a wish then it is @ hard reality, from what | understand.

CLAPPER: _
As ! said, (o this point, the sénctions have not caused that —~ that caleulus to change, apparently But
wilh -- a5 tha pressure ratchets up, there is the prospect that they _could change.

COATS:
Would a dramatic decrease in oil prices have a bearlng there? But whal is the likefthocd of that, given
the world demand for oil energy sources?

CLAPPER:
Wall, il could, and that's whal we'll have to ses how this plays out And {hls in lurn is dspendent on-—
on the withngriass of the miain custormers of Iran to support that posmon.

COATS:
But to date, those main customers are not supporting these sanctions.

CLAPPER:
[ wouldn't say that. Again, we can discuss this in closed session as 10 who is and who Isn t.

COATS:
OK. We can discuss that in closed session.

{ -- | don't see any public acknwledgehenl that China, India; some of the fast-growing Asian nations
have jeined us in -- in supporing -- rejecting any kind of export.

MUELLER (?):

if | could, Senator, actually publicty, it is well known that China reduced its imports of Iramian oit in the

purchases. | mean, these are matters. of public fecord. It remains 1o be seen whether that continues. It

appears that Saudi Arabian production is ramping up end can fill some of the demand that might have
. been met by Iraniah exporis now thal there are the sanctions on the Cenlral Bank of Iran.

COATS: R
Thank you, Director. But aren't we in a sifuation where the clock is ticking? . .

MUELLER (?):.
Cerlainly.

COATS:
The clock is licking on the side of the Iranian pursuil of nucleanzation and perhaps weaponuauon of
nuclear capability. And it has been for some ~ some time.

lvly own view is that it's r]omq 1o take lougner sanctions man cifrently exist in order (o beat that clock
that's ticking loward a nuclnar Iran, . . -

And so — but also, we‘re_ -- you know, we see how difficull it is fo.ratche! up that next level of sarnctions
and gel thé world community's support. | mean, it took us a fong time to get Eurapean support for tha
curtenl levei of sanctions. We don’l have: Chinese or Russian support for It. IUs unhke[y that we wouIJ
unlowﬁ something changes {bat I'm not aware of. *

And when you pul that in the contexl of what the Israclis must be thinking -- and everybody

acknowledges that it's ah existential question for them, wa've got a time facior nere. And 1 just want to
be realisic aboul the fact that the hape that sanctions - it's been descabed as the hepe that sanctions .
can bring about the desired resiiis that we all want, bolh from the Iranian staridpoint and from the : :
Israeli $tandpoint. . .

! dont &now if any -- you'd like lo ccmmert? ) .
{UNIKNOWNS . : . :
Well_ sir, | lhink you've very arcurale.v caplured the gravity of the situalion.and what's at stake here
and pariicularly for whal's gt stake for the Israelis. o i

. . . ¢

oo s would JA713 ‘
Wouid a naval blockade -- which t guess would be an act of war -- naval blockade achieve the kind of ’ '
cost-benefit rafio that would give them real pause about charn glrg their at tlludes’) :
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{UNKNOWN)
Weil, don't knowy, sir. We'd havs lo take that one under advisement, but perhaps ic air aut the
possibilities there is a closed session, : ) !

Certainly, that wolid have impact on their calculus. Whether it wuuw) mo\e in the direction of a positive
oulcame or a negativa cutcome is hard to say. .

COATS: R

Wall, of course. ine outcame wa want is frending very strongly toward a negalive -- | mean, ine
outcome thal seems to be taking place is trending strongly loward a negative outcome. And the
outcome that we went seems 1o b dlmlmshlng

And { hope I'm wrong on this, but it just seems to me that we've had vears and vears and years of
sanctians. I's very difficult to ralchet those up and tightsn them fo the noinl where we see a dacided
changg in the Iranian supreme leadership decisions on this. The recent movemeant of uranium to
finaudible} and the’enrichment and ths defiance in tenns of public statements fhat come oul of iran alt
indicate that, so far -- | mean, maybe they're dispuling this internally, but so far we have not saen

. posiliva resuits fron that, ’ ’ -

X And when you're vigwing il from (e Israell standpoint, it clearly, [ think, reaches ihe level of perhaps
the number one challenge of 2012, as the chainman has indicated. - .

General?
BURGESS:
- We;l, 1 do think it's...

COATS:
Excuse me - Dneclor - Dueclor Generd R

i
|
i

(LAUGHTER )

PETRAEUS: .

The latest round of sanctions, of course, is really just bemg felt, and it will take a number of months.

But as you note, there Is a clock ticking during that fime, and there is the inexorable progress, if you
. wili, and the refinement of additional uramum 10 3 percent, then 20 percent, and a variety of ather

aclivitias that are ongoing.

And again. the IAEA has laid these oul very accurately and effectively.

But the fact is that the Iranian currency has lost considerable value recently. There are runs on the
bank in recenl weeks that have been seen as {he Iranian cilizenry tries to get its money out of their
own domestic currency-and inla anytning that will hold its vatuse better as inflation also takes orf
Director Clapper lalked about problems of unemployment as well.

But the ovorall sllv)uon Is ‘one in which the sanctions have been blting much, much mr: re literaily in
fecent weeks than they have unfil his lime.

S0 | think what we tiave to see now Is how does that play out and w'l;aus ihe level of popular
discontent inside Iran? Does thal Infiuence the strategic decision-inaking of the Supreme Leader and
the -- and the regime, keeping in mind that the regime's paramount goal in all that they do is their
're'qime's survival. C )
COr\TS .
- have additional questions o pursue, particularly regardmg the Israelis’ perception of the impacl of
this, but | think that's better lett for closed session.

Thank you, #adam Cha_irman.-

FEINSTEIN:
Thanks, Senalor (OFF-MIKE). Appreciate it. Senalor Nelson?

NELSON: .
Thank yau, Madam Chalrman. Senator Coats, in response, I think if's Insuucuve o remamber on this,
what the pallcy is, stated by the presldenl isin the Slale of the Union.

And he sald, guote, "America i determined 10 prevent fran fram getting a nuclear weapon, and | will -
take no options off the lable to achieve that goal.”

And then the secretary of defanse interview on 60 Minules,” said, ‘The U.S. and the plesxdems made
this clear. it does not want iran to develop a-nuclearwaapon. That's & red line for us, and it's a red line,
obviously, for the tsraelis, so we shars a common goal hera. If we have to do it, we will dg it

‘Questioner. “What s it'?"

And this is Ihe secretary. "I they proseed end we get intefligence that they're proceeding wilh
deveioping a nuclear weapon, then we wnll take whatever steps are necessary tc s!op e

Question: "Inuudmg mlll ary steos? . . . .
_Answer. "There are nc oplions (hat are off the table."
GOATS: _ ‘ _ ..
Votld the senator yield just for... . R : i
A . 1
NELSOR: ’ |
Of course. i
. t

COATS: ' . ' : K . :
. & quick response? - : ’ - !

. |

NELSORN:
Of course.

COATS: : . -
tn a previous life, | served here and | heard muci the same rheioric regarding North Korea. And now

we kncw that Morth Korea, despite ail of our rhetoric, possesses nuciear weapons capability. And | just

hope we don't have to talk ourselves into a sifuation whare we're not able to back up what we see. ‘e

-dide do if before, and so it raises some skepticism on my par, by statements made by both J A7 1 4
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Republican and Dernacral leadership relative to what you indicated and quoled. But we'va been down
this road before.

NELSON:
Weli, lel's ask General Clapper. Is that the policy?

CLAPPER:
| read it just as you do, sir. It's not policies as much as il's executicn. And in the case of Ihe North
Koreans, cur policy was just words, not action.

NELSON:
Wefi, | beliove — Lhis sanator believes the stakes are so high that the palicy will bo executed.

Vilal | wanted to do was | wanled o give an exampie frgm an eariier discussion of how we ate . ) . "
maeting the terrorist threat. And [ wan! to particutary congratutate you, Mr. FBI Director, bacause we ’
just had a plot in Florida, in Tampa, to have several truck bombs go off downtown to kill a lot of people.
And the FBI was all over this, in coordi nation with the U.S. atlorney, in coordination, bringing in local
law enforcament, the sherlifs office, hé 7 ampa police depariment,

But what is also instriiclive is help with intelligance out of tie Moslem community to identify the
polential perpelretor and to siep hirm befare he did the acl.

. And | think it's another examplo of how ail of those ditferont stovopipos that weren't interscling betore
) . - are beginning to. $0 1 congratulale yoi,

MUELLER: .
Thank you, Senator. £ was, as | want to use the word here, a team effoit of particularly state and local
Iaw enforcement and the other federal authorities working togelher over a substantiat period of time.

But | parteutarly want to single out the Mushm community for its recognizing a threat and bringing it to
the authorities. And | will teli you, over a period of time, many of our cases -- most of our cases have
come with individuals from the Muslim community or the neighborhaod who have broughf to our
allention concerns about the potential threat In which we hava run and ultimately have resulted in 2
disruption of a plol

NELSOI\
Madam Chairman, thank you.

" FEINSTEIN: .
And | thank you, Senator Nelson, far your patience.- ’ |

Senalor Rubio?

RUBIO:
Thank you. Thank you all. For the panelists. { think his is, kind of, a general question. | don't know who
will handle {L. It has to do with lran's intentions in the Western Hemisphere

| think it's generally accepted I think it's fact thal Iran [s willing lo sponsor and usé terrorism as a tool of
its foreign poticy and its statecraft around the world. And so It's wilh alarm that | view, having been on
this commiiltee only a year, but ihat | view a recent lrip (hrough Latin America, a 10U natlon Iip.
Ahmadinejad to Latin America — now, part of it probably ie just an effort, | think, to show that he's not
{solated, that there are countries that will actually meet with him and talk to him, and part of it is that.

And | think mutually important, some of {hese leaders, particularly the one in Venezusia, hava these
weird {lusions that he's some sort of global figure and thet, and that.on that stage, thal he's actually &
relevant individual.

But beyond thatis - Is something else that ) may be concemned about. And maybe, In this open
source, you can coinment, a litte bit, about what else is behird there.

1 mean, for a couple things ihat am conceming is, for example, the Venezuelan banking ystem is a
significant banking system where billions of dollars flow lhirough there. Could it not be used as a place
() eviade sanctions, for example?

We also kinow that | guess they opened up what is canpd Barico Intemationtale de (inaudible). | guess
it's the International Bank of Developrment. And § Ihink the largest stakeholder In that is a bank by the -
naime of - it's an Irdnian bank -- Saderat, it I'm not mistaken, which we know Is used to funnel funds to
Hezbollah and other groups like that.

So we're concerned about that. Obviously, the resourbes,,uranium mining, et cetera, is an issue; and
{hen, you know, any other kind of assymelrical capabilities that that may ba establishing in the region.

_ So, kind of, on a global -- - kind of Iookmq at that, how senous a, Ihreat is it? How focused are wa on :l'?

Obviously, you know, relatively spetking, it's not what we confrontin the Middle East yet, but what's
the state of thal? Because there's not a lot of conversations about frars intentions in this hemisphere.

Well, wo dre -- we ara concerned about if. We do folfow it. And | think you're quite right to - |
appreciate your highlighting that, Senator Rubio, becausa, in this day and age. the iranians are laoking
anywhere for a friendly hand.

Ahmadinejad's trip was not all thal successiul.

Obviously, very concerped about connecticn with Venezuela. And of course (he most obvious
manifestation of this outreach, )t you'l calt it, is of course the plot uncovered 1o assassinate the Sauci
- ambassador here in V¥ashington, which was uncovered in Mexice -- witli ihe ccoperation, by the way.
- of the -- of the Fexican autharilies.

Se lhere is more to -- more lo unfold here. | think they are. consistent witix their outreach elsewhere,
they're trying as well to pomlrak\ and engage in this hemisphare.

We'll have 1o -~ |chldIke to research 4 littie bil these financiai banking, potentiat financial banking
connections, 'm nal current on that specifically. But ! think that if -- i th -s, ihat's indicalive of their
alternpts lo, again, evade sarclions, which they have viorked very assiducusiy at, at the past,

RUBIO: .
Just as a follow-up to that, and | appreciate it, is -- ano obviously we're limiled in whal we can falk
aboul in this selling, nor would | ask you o opine on Specific, you knew, policy decisians lhat have to

JA715
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be made - but | would j just encourage, whelher privately or olherwise, for the adm' istration and 'hose
in the intetligence/sacurity community to fhink about -- ! hate to use the word red lires, ii's heen
discussed - bul ceriainly things we're not geing o folerate in the region.

racted in olfer
1erms of capability

Bacause | think there’s potentially always ihe risk fhat some may think we're sc dist
paris of the world Lhat ihere are certain [hings they may be able tc gel away with in
puiiding that we're (inaudible) noi going to respond to.

So 1 don'{ think we should necessarily ba out lcoking for conflicts, bul | certainly there are things thal
we shouid not altow and that we should consider that as a malter of Tolicy expressing that, privately or
pubiicly, whatever, you know. fits the - the needs ¢f the community.

hly last question is about Mexico and just your -- any assessmenl that we h_'ave with regards to drug
violence in that country posing a threal to govemancs ard to the govemment, particitarly in such an
‘zmponanl year where thess key eleclions are going on in that countey. . . . .

CLAPPER:
Director Petragus just retumed from a very successiul tnp to Mexico, 50 ['l ask him to address that.”

PETRAEUS:
Well, thanks.

| did indeed just visit there. There's na quastion ahaut the magnnudh‘ of the ch.allf‘nges |he-rn {n the rute
Of Taw” In ceeiult aipas il-doss ool exist.

But there's also no question about ihe determination of the government of Mexico and indeed the
progress that they have made in a variety of different ways, both in terms of resuits in taking key
teaders of the criminal gangs, the narcetic -- ilegal narcotics gangs out of action, very substantial
results in that in the last lwo or three years in parficular, but alsc in their organmng for lhs effort and in
ihe building of institutions, !

Indeed | think that the legacy of the current president will be the institutions that he has built during his
time In terrns of, for exarmple, the national police, in coming to grips with some of ihe judisial
chaltenges, the opening up of -- or soon to open, for example, more than five addifional corrections
institules, and indeed tha comprehensive approach that they are taking io this effort in truly a civil,
military, law enforcement approach, because (hat is, obviously, what it takes to retrieve certain areas
that have gotton away from the grip of the government and the writ of taw, if you wiil.

Thal's the impression Ihat | look away from Lhis. And clearly the facl that this is going lo be -- conunue
1o he a very tough fight. But my sensé that the govemment knows ‘what needs to be done, has been
building, again, these critical institutions that are necessary to carry oud this comprehensive campaign
that they recdgnize is necessary.

Needless to say, 2li of the different elements of the U.S. govemnment are partinering with their

respective elements of the Mexican structures. The integration of inleliigance thatwe've triedto | - . -

achleve here in the Urited Stetes is something thal they're als¢ try(ng to achleve in Mexico and it's .
somethlng wiih which we're involved in frying to support.  ~ -

FEINSTEIN: |
Thank you very much, Senator Rubio.

Senatar Wyden has one last question. )

Senator Wyden? : ) - ’ i : - )
" WYDEN: . : - - )

Madam Chair. thank you for your courtesy. I'm geing to be very, very brief.

Director Clapper, as you know, the Supreme Court rufed last week that it was uncansbiutional for ’ .
federal agentsto attach a GPS tracking device to an individual's-car and monitor their movements 24/7 .
wilhout a warrant. Because the chair is being very gracious; | want o just do this briefiy.

Can you tell me, as of now, ‘what you helieve this means for the intelligence community, number one?
And lwo, wouid you be willing to commit this morning to glvlng me art unclassified response wiih
respec! lo what you beheve the law authorizes?

i
;
t
i
5
{
i
i

This goes to the paint that you dnd i have talked, sir, about...

CLAPPER:
Yes, sir.

WYDEN:

.in the past, the question of secret law, as you kr.ow [ strongly teel that laws and their interpretations
must be public and that of course the impartant work that all of you are doing we vary often have lo
keep that classified in order to protect secrets and the well baing of your capable staf?.

So just two parts. One, what you think the law means as of now. And will you commil to qx\ung me an
unclassified answer on the point of whal you: betieve the law actually authorizes.

- CLAPPER. .
Sir, what it - the law -- lhn judgment mnd red was, as you stated, was in a law enjorcement cartexl.
We are naw examining, and Ihe lawyers are, what are the polential impiications for intelligence, you
know, fargign or domestic. So that's - that reading is of great inferest te us and | am sure we can
share it with you! .

flob, would you want to add anylhing?

- One more point i need to make, hough. In all of s, we will -~ we have and will coniinue fo abjde by
the Fourth Amendment. .

WYDEN:
OK. Thank you, Madam Chair.

FEINSTEIN:
Thank you very much.

And I'd like le end {ivis by thanking all of you. | lhink it's been a positive year, as muclt as one can say

anylhing is a positive yaar in this area. J A7 1 6
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1 just was looking at the lisl of the 20 plols that had been prevenied ihis past year, and it's realiy
censequential, lhe work Lhat has been done to protect tha nometand, as wefi as the work thal's bean
done abroad.

So | think we really have a very important intelligence team togather, and | think it's really pregressing.
And 1 know on behalf of the vice chaitman and mysel( we are very qralefu tc you, and | know that
includes the whole commillee as well.

'_So thank you very much for your dedication, for your tatent, and for your exiraordinary service,
This hearng will ba adjourned.
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