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TCD Privacy Document Status 

 

POC Document # 
Document 

Type 
Document Name 

Date 
Submitted 

Status 
Appendix G Number (Exp. Funds, 

Exp. PoP) 
Action Needed by 

Needed Privacy 
Completion Date 

Comments tissues to be Addressed 

 

(b)(6) 

e 700SA1I8C80000043 
PTA • Information

 
Collection 

Project County Intel Sharing 4/9/2019 in progress 

 

1 

PreracyOffice ASAP 

(b)(5) 

 

NA 
PTA - Information 
Collection 

COVID-19 Environmental/Workplace 
Impacts 

TOO Preparing for submission 

 

TCD 

    

PTA 
Maryland Test Facility -- Biometric and 
Identity Research Data and System 

 

Not started 

      

PTA 
pew Tech Demo (concurrent with Tech 
Rally) 3/17/2020 Submitted 

      

PTA ISA CAT-C MdTF Dal (phase 2 & 3) 3/25/1020 Submitted 

      

TSA PIA TSACAT-C data sharing 

        

MOU TSACAT•C data sharing 

     

1 . 

  

PTA 
Operational Diomede and Identity 
Data De-Identification/Analysis 
System 

 

Not Started 

      

PTA 
PTA-Wireless Communications 
Program 

0/4/2019 in progress 

 

TeD 

    

MOD National Science Foundation 

 

in progress 

 

PrtraCyOffite 

    

MOU DataHubs 

 

in progress 

 

TCD 

    

PIA 
Data Anatytics Technology Center (DA. 
TC) laboratory System (DA.TC tab) 

4/12/2019 In progress 

 

Privacy °Mee 

  

DHS-001-10083-002497



(b)(6) RIM 

 

PIA Joint Enforcement and Data 
intelligence (1EDI) - Phase II 

3/21/2019 in progress 

 

Privacy Office 9/30/2019 

kb)(5) 

   

PTA 
S&T• USPS/USPS Partnership on Illegal 
Narcotics (USPS) 

12/1712018 
in progress PrivacyOffice 

      

PTA Counter-lamming MD Not started 

     

On Hold 

   

b)(6) 

 

PTA Hamilton Research 5/8/2019 On hold 

 

PrivacyOffice 

     

PTA Alexander 8/23/3018 On hold Privacy office 

      

PTA Spiunk On hold 

        

PTA 
PTA • NOR e thent Networlong Agent 
Phase 1 

8/15, 2019 
Adjudicated 

    

Complete 

     

7ORSAT18C60000037 
PTA- Information 
Collection 

Understanding Public Perceptions and 
Acceptance of UAS 

01712019 
Complete privacyOffice 

      

HSHQDC•17.0)30023.. 
091517 

PTA St. Louis Exercise 9/5/2019 Complete 

 

Privacy0ffice 9/11/2019 

   

PTA GMU Event 11/15/2019 Complete 

 

PrivacyOffice 

   

PTA 

Speech Understanding with Privacy 
Entrusted Resources: Novel 
Opportunities for Voice Analysis 
(SUPERNOVA)  (COP Pilot Research 
Activity) 
• Working on 

10/1/2018 in progress 

 

Privacy Office 

 

in progress 

 

TCD 

     

10/8/2019 PTA-Transition

 

. 

     

PTA- Transition Speech and Language 10/8/2019 in progress 

 

TCD 

  

PTA • Transition 

1 

 

10/8/2019 

um
. 

, 

In progress 

In progress 

 

TCD 

Privacy Office 

 

PTA 
(UAB) Open Source and Social Media 
Research and Development 

C.sn, ,rI 

• 

1 

 

DHS-001-10083-002498



TCD Authorities to Operate (AT0s) 

TCD Unit E.Qc Compositeintemn Date — GSSMALAPP Utter01110fte Description Slato tiga Milestone 
Dote of Next Comments / issues to be Addressed 

 

-1 (3)(6) 
SS.TC 

     

 Submitted Milestone 

   

(b)(5) 

BI-TC TN TBD GSS 
Maryland Test Facility: Research 8lometric and 
Identity Data De-identification System 

System to ingest and secure minimized biometric and identity data 
collected in controlled laboratory evaluations from compensated 
volunteers under informed consent and IRB approval for research 
purposes, including sharing with research partners: system used to 
process volunteer blometric and identity data, transform biometric/PII 
data into non-reversible templates or encrypted/hashed strings (non-Pit), 
and prepare a data extract which includes no Pll or other sensitive data, as 
agreed upon (e.g. MOU, MOA, CRADA), for the purpose of qualitative and 
quantitative analysis. (cloud) 

Intake 

Coordinate with 
Compliance Office to 

request formal finding 
that Risk Assessments 

the correct course of 
action. 

10/1/2019 

BI-TC TIM TBD GSS 
Operational Blometric and identity Data De-
Identification System 

System to ingest OHS Component provided data, verify data minimization, 
transform blometric/P11 data into non-reversible templates or 
encrypted/hashed strings (non-PI), and prepare a data extract which 
includes no PII or other sensitive data, as agreed upon, for the purpose of 
qualitative and quantitative analysis  (cloud) 

Intake IPR Review TBD 

DA-IC SAT-07884-GSS-07884 

 

GSS VTA - Data Analytics Technology Center (DA-TC) 
Experimental Computational Environment that supports the work of DA-
TC, MCS, OHS Components and the HSE 

In progress 

HAC-TC 

 

COR-SS-4/21/2010-249821 10-Sep-19 GSS Biodefense Knowledge Center (BKC) 

compLETE 
Database hosted at Lawrence Livermore National Laboratory (LLNL) to 
develop, maintain, and provide access to the Biodefense Knowledge 
Management System (BKMS); also maintains an advanced, large-scale, all- 
source, bio-data platform available to serve DHS components and its 
interagency customers 

In place N/A N/A 

10/1/2019 

b)(5) (b)(6) 

BI 

   

Interim Blometric and Identity Data De- 
identification System 

Built into OCIO's LabNet. S&T will use this system to review DHS 
Component (i.e. TSA) provided data to verify data minimization, transform 
blometric/P11 data into non-reversible templates or encrypted/hashed 
strings (non-PII), and prepare a data extract which includes no PII or other 
sensitive data for the purpose of qualitative and quantitative analysis 

In Place-

 

Decommission 
PTA/data cleansing. 90 
days-how long does 

the PTA say the data is 
needed? 

System Scan 

DHS-001-10083-002499



Date Submitted Information Collection Requests KM Status Comments / Issues to be Addressed 

     

DHS S&T Project 25 (P25) Compliance Assessment 
Program (CAP) 

Pending OHS HQ Approval 
Critical* 

 

Next Generation First Responder (NGFR) Pending OHS HQ Approval 
*Critical* 

 

Public Perceptions and Acceptance of UAS New 

1/15/19 Privacy signed notice 
12/11/19 Privacy adjudicated 
11/19/19 Privacy received request 

TCD_WA•ii 

 

P_Q_C 

 

QmB # 

OMB-1640-0015 

OMB-1640-New 

(b)(6) 

01C-TC 

S&T Paperwork Reduction Act Information Collections (Statuses) 

DHS-001-10083-002500
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TCD Privacy Document Status 

 

POC Document # 
Document 

Type 
Document Name 

Date 
Submitted 

Status 
Appendix G Number (Exp. Funds, 

Exp. PoP) 
Action Needed by 

Needed Privacy 
Completion Date 

Comments tissues to be Addressed 

(b)(6) 

70050T18C80000043 
PTA •  Information 
Collection 

Project County Intel Sharing 4/9/2019 in progress 

b)(5) 

 

Prniacy Office ASAP 

( 

 

PTA - Information 

Collection 

Public Perceptions of Emerging 

Technologies 
TOO Not started 

    

NA 
PTA - information 
Collection 

COVID-19 f IIVI ronmen tal/Work place 
Impacts 

TBD Preparing for submission 

 

TCO 

   

PTA 
Maryland Test Facility •• Biometric and 

Identity Research Data and System 

 

Not started 

     

MOU TSACAT•C data sharing 

       

PTA 
Operational Biometdc and Identity 
Data De-IdentifIcation/Analysls 

System 

 

Not started 

     

PTA 
PTA-Wireless Communications 
Program 

9/4/2019 in progress 

 

TCD 

  

MOU National Science Foundation 

 

In progress 

 

Pitney Office 

   

MOU DataHubs 

 

In progress 

 

TCD 

   

PIA 
Data Anal ytics Technology Center (DA-
ICI Laboratory System (DA-TC Lab) 

4/12/2019 in progress 

 

PrivacyOffice 

 

DHS-001-10083-002502



kb)(6) 

wn nwo 

 

(b)(5) 

  

PTA Joint Enforcement and Data 
intelligence (1EDI) - Phase II 

3/21/2019 in progress 

 

Privacy Office 9/30/2019 

  

PTA 
S&T. USPS/USPS Partnership on Illegal 
Narcotics (USPS) 

12/17/2018 
In progress PrNacy0ffice 

     

PTA DA•TC Lab Tools 

 

TCD 

       

SORN DA-TC Lab 

       

PTA 

PTA 

PTA 

Counter-Jamming 

Splunk 

PTA - 56  Resilient Networking Agent 

TOO 

8/15/2019 

O hold 

Not started 

n 

Adjudicated 

       

kb)(6 ) 

Complete 

Cuong Luu 

     

(b)(( 1 1  7ORSAT18CB0000037 
PTA - Information 
collection

 
Understanding Public Perceptions and 
Ac tance of UAS 

6/17, 2019 
Complete 

 

PriNacy0ffice 

   

NSHQDC-17-C-B0023- 
091517 

PTA St. Louis Exercise 9/5/2019 Complete 

 

Privacy Office 9/11/2019 

    

PTA GMU Event  11/25/2019 Complete 

 

PrivawOffice 

     

PTA 

Speech Understanding with Prtvacy 
Entrusted Resources: Novel 
Opportunities for Voice Analysis 
(SUPERNOVA) (CBP Pilot Research 
Activity) 
• Working on 

10/1/2018 In progress 

 

Privacy Office 

   

PTA-Transition 

 

10/8/2019 In progress TCD 

    

( 1))(511=1 

  

PTA • Transition Speech and Language 10/8/2019 In progress 

 

TCD 

   

PTA - Transition 

 

103/2019 In progress TCD 

    

(b)(5) 

  

PTA 
PRIV  Tech Demo (concurrent with Tech 
RWM 

3/17/2020 Submitted 

     

PTA TSACAT.0 MCP Eval (phase 2 & 3) 3/25/2020 Submitted 

    

TSA PM ISA CAT.0 data sharing 

       

Can,elled 

 

DHS-001-10083-002503



PTA 
(UAB) Open Source and Social Media 
Research and Development 

11/2/2018 In progress 

 

Privacy Office 

      

DHS-001-10083-002504



TCD Authorities to Operate (AT0s) 

TCD unit MC compositely-U=1D Date 
Submitted 

GSSMALAPP Saterollame Description SUMS Kea  Milestone 
pate of Next 

Comments / Issues to be Addressed 
Milestone 

   

BI-TC 

(b)(6) 

T BD TBD GSS 
Maryland Test Facility: Research Blometric and 
Identity Data De-Identification System 

System to ingest and secure minimized biometric and identity data 
collected In controlled laboratory evaluations from compensated 
volunteers under informed consent and IRB approval for research 
purposes, including sharing with research partners; system used to 
process volunteer blometric and identity data, transform biometrIc/P11 
data into non-reversible templates or encrypted/hashed strings (non-PIP), 
and prepare a data extract which includes no Pll or other sensitive data, as 
agreed upon (e.g. MOU, MOP, CRADA), for the purpose of qualitative and 
quantitative analysis. (cloud) 

Intake 

Coordinate with 
Compliance Office to 

request formal finding 
that Risk Assessment is 

the correct course of 
action. 

10/1/2019 

(b)(5) 

BI-TC , TBD TBD GSS 
Operational Blometric and Identity Data De-
identification System 

System to ingest OHS Component provided data, verify data minimization, 
transform blometric/P11 data into non-reversible templates or 
encrypted/hashed strings (non-PI), and prepare a data extract which 
includes no PH or other sensitive data, as agreed upon, for the purpose of 
qualitative and quantitative analysis  (cloud) 

Intake IPR Rev,ew TBD 

DA-IC SAT-07884•GSS•07884 

I 

 

GSS VIA - Data Analytics Technology Center (0A-TC) 
Experimental Computational Environment that supports the work of DA-
IC, MCS, OHS Components and the HSE 

In progress 

      

COMPLETE 

    

HAC-TC 

(b)(6) 
COR-SS-4/21/2010-2491321 10-Sep-19 GSS Biodefense Knowledge Center (BKC) 

Database hosted at Lawrence Livermore National Laboratory (LLNL) to 
develop, maintain, and provide access to the Biodefense Knowledge 
Management System (BKMS); also maintains an advanced, large-scale, all- 
source, bin-data platform available to serve DHS components and its 
interagency customers 

In place N/A N/A 

(b)(5)  

 

RI-IC 

   

Interim Blometric and Identity Data De• 
identification System 

Built into OCIO's LabNet. S&T will use this system to review OHS 
Component (i.e. TSA) provided data to verify data minimization, transform 
blometric/PII data into non-reversible templates or encrypted/hashed 
strings (non-PII), and prepare a data extract which includes no PII or other 
sensitive data for the purpose of qualitative and quantitative analysis 

In Place - 
Decommission 

PTA/data cleansing. 90 
days • how long does 

the PTA say the data is 
needed? 

System Scan 10/1/2019 

DHS-001-10083-002505



S&T Paperwork Reduction Act Information Collections (Statuses) 

Ifl POC OMB # Date Submitted Information Collection Requests MU Status Comments / Issues to be Addressed 

       

01C-TC 

(b)(6) 

OMB-1640-0015 

 

DHS S&T Project 25 (P25) Compliance Assessment 

Program (CAP) 
Pending OHS HQ Approval 

b)(5) 

01C-TC OMB-1640-New 

 

Next Generation First Responder (NGFR) Pending OHS HQ Approval 

SS-TC  

  

Public Perceptions and Acceptance of UAS New 

DHS-001-10083-002506
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TCD Privacy Document Status 

 

POC Document it 
Document 

Type 
Document Name 

Date 

Submitted 
Status 

Appendix G Number (Exp. Funds, 
Exp. POP) 

Needed Privacy 
Action Needed by 

Completion Date 
Comments tissues to be Addressed 

0)(6) 

7ORSAT1SCB0000043 
PTA - Informatron 

Collection 
Protect County Intel Sharing 4/9/2019 in progress 

 

Privacy Office ASAP 

(b)(5) 

 

NA 

PTA • Information 

Collection 

Public Perceptions  of Ensetginfl 
Technologies 

TED Preparing for subm,slon 

 

TCD 

 

PTA - InfolmatIon 
Collection 

COVID-19 Environmental/Workplace 
Impacts 

  

PTA Maryland Test Facility -- giometric and 
Identity Research Data and System 

 

Not started 

     

MOU TSA CAT-C data sharing 

       

PTA 
Operational glornetrIc and Identity 
Data De-Identification/Analysis 
System 

 

Not started 

      

PTA 
PTA Wireless Communications 
Program 

9/4/2019 in progress 

 

TCD 

    

MOO National Science Foundation 

 

In progress 

 

Privacy Office 

    

MOU Datallubs 

 

In progress 

 

TCD 

    

PIA Data Analytics Technology Center (DA. 
TC) Laboratory System (DA-TC Lab) 4/12/2019 in progress 

 

PriNacr/Office 

  

DHS-001-10083-002508



(b)(6) 

 

PTA Joint Enforcement and Data 
intelligence DEDI) - Phase II 

3/21/2019 in progress 

Inpmgrem 

b)(5) 

PrivacyOffice 

 

Privacy Office 9/30/2019 

( 

  

PTA 
S&T- USPS/USPS Partnership on illegal 
Narcotics (USPS) 

12/17/2018 

      

PTA DA•TC Lab Tools 

 

TCD 

           

PTA Counter-Jamming 780 Not started 

   

On Hold 

        

(b)(6) 

       

Complete 

PTA 
PTA - SG  Resilient Networking Agent 
Phase 1 

0/1, 12019 
Adjudicated 

   

(b)(6) 

7ORSAT18C80000037 
PTA- Information 
Collection 

Understanding Public Perceptions and 
Acceotance of UAS 

6/17/2019 
Complete 

 

PrivacyOffice 

 

HSHQDC•17•C-80023. 
091517 

PTA St Louis Exercise 9/5/2019 Complete 

 

Privacy Office 9/11/2019 

 

PTA GhtU Event 11/25/2019 Complete 

 

Privacy Office 

  

PTA 

Speech Understanding with Privacy 
Entrusted Resources:Novel 
Opportunities for Voice Analysis 
(SUPERNOVA) (GBP Pilot Research 
AdivRO 
• Working on 

10/1/2018 In progress 

 

privacyOffice 

  

PTA- Transition 

 

10/8/2019 in progress TCD 

       

PTA- Transition Speech and language 10/8/2019 in progress 

 

TCD 

  

PTA- Transition 

 

10/8/2019 in progress 

 

TCD 

     

PTA 
PRIV Tech  Derno l concurrent with Tech 
Rally) 

3/17/2020 
Submitted 

    

PTA TSACAT.0 MdTF fuel (phase 2 & 3) 3/25/2020 Submitted 

    

TSA PIA TSACAT-C data sharing 

     

DHS-001-10083-002509



PTA 
(UAB) Open Source and Social Media 
Research and Development 

11/2/2018 In progress Privacy Office 

DHS-001-10083-002510



Comments / Issues to be Addressed 

b)(5) 

b)(5) 

TCD Authorities to Operate (AT0s) 

ICDanit PD C 

Arun Vemury 

Composite Systemn   Submitted 
late — 

TBD 

GSSMALAPP SystemIlame Description Status Neat Milestone Date of Next 
milestone 

(b)(6) 

0 

TBD GSS 

GSS 

Maryland Test Facility: Research Biometric and 
Identity Data De-identification System 

System to ingest and secure minimized biometric and identity data 
collected in controlled laboratory evaluations from compensated 
volunteers under informed consent and IRB approval for research 
purposes, including sharing with research partners; system used to 
process volunteer biometric and identity data, transform biometric/PII 
data into non-reversible templates or encrypted/hashed strings (non-Pi), 
and prepare a data extract which includes no Pll or other sensitive data, as 
agreed upon (e.g. MOU, MOO, CRADA), for the purpose of qualitative and 
quantitative analysis. (cloud) 

Intake 

Coordinate with 
Compliance Office to 

request formal finding 
that Risk Assessment is 
the correct course of 

action. 

10/1/2019 

_ 

Arun Vemury TBD TBD 
Operational Blometric and Identity Data De. 
Identification System 

System to ingest OHS Component provided data, verify data minimization, 
transform biometric/Ph I data into non•reversible templates or 
encrypted/hashed strings (non-PI), and prepare a data extract which 
Includes no Pll or other sensitive data, as agreed upon, for the purpose of 
qualitative and quantitative analysis  (cloud) 

Intake IPR Review TOO 

 

Steve Dennis SAT-07884-GSS-07884 

 

GSS VIA - Data Analytics Technology Center (DA-TC) 
Experimental Computational Environment that supports the work of DA-
IC, MCS, OHS Components and the FISE 

In progress 

   

Lloyd Hough COR-SS-4/21/201.0-249821 10-Sep-19 GSS Biodefense Knowledge Center (BKC) 

COMPLETE 
Database hosted at Lawrence Livermore National Laboratory (LLNL) to 
develop, maintain, and provide access to the Biodefense Knowledge 
Management System (BKMS); also maintains an advanced, large-scale, all- 
source, bio-data platform available to serve OHS components and its 
intormenry pnctomprc 

In place N/A 

 

(b)(6) 
N/A 

Arun Vemury 

   

Interim Blometric and Identdy Data De. 
Identification System 

Built into OCIO's LabNet. S&T will use this system to review DHS 
Component (i.e. TSA) provided data to verify data minimization, transform 
blometric/PII data into non-reversible templates or encrypted/hashed 
strings (non•PII), and prepare a data extract which includes no PII or other 
sensitive data for the purpose of qualitative and quantitative analysis 

In Place - 
Decommission 

PTA/data cleansing. 90 
days • how long does 

the PTA say the data is 
needed? 

System Scan 10/1/2019 

DHS-001-10083-002511



S&T Paperwork Reduction Act Information Collections (Statuses 

LCD _VA. POC OMB # Date Submitted Information Collection Requests (ICRs) _Sta t us 

01C-TC 

(b)(6) 

OMB-1640-0015 

 

DHS S&T Project 25 (P25) Compliance Assessment 

Pro:ram CAP 
Pending OHS HQ Approval 

01C-TC OMB-1640-New 

 

Next Generation First Responder (NGFR) Pending OHS HQ Approval 

SS-TC  

  

Public Perceptions and Acceptance of UAS New 

(b)(5) 
Comments j  Issues to be  Addressed 

DHS-001-10083-002512



Page 20 

Withheld pursuant to exemption 

(b)(5) 

of the Freedom of Information and Privacy Act 

DHS-001-10083-002513



TCD Priva Document Status 

 

POC Document it 
Document 

Type 
Document Name 

Date 
Submitted 

Status 
Appendix G Number (Exp. Funds, 

Exp. POP) 
Needed Privacy 

Action Needed by 
Completion Date 

Comments tissues to be Addressed 

(b)(6) 

7ORSAT18C80009013 
PTA -  information 

Collection 
Project County Intel Sharing 4/9/2019 in progress Privacy Office ASAP 

(b)(5) 

 

NA 
PTA- Information 

Collection 

COVID-19 Environmental/Workplace 

Impacts 
TOO Preparing for submission TOO 

   

PTA 
Strategic Communication to Counter 
Online Illegal Activity 'Moonshot) 

TBD Discussions with HO Privacy and HO WC OHS 20.3809 

DOS 20.3867 

AGC7 

   

PTA 
Public Perceptions of Emerging 
Technology 

TAD 
f f ROC office noted the need for a PTA from 

the Appendix Dana asked that I start the 
convesation with Privacy 

TOO 

   

PTA 
Man/land Test Facility -- Ellometric and 

identity Research Data and System 

 

Not started 

     

PTA 
PRIV Tech Dente (concurrent with Tech 
Rally) 

3/17/2020 Submitted 

     

PTA TSACAT-C MOTT Real (phase 2 & 3) 3/25/2020 Submitted 

     

TSA PIA TSACAT.0 data sharing 

       

MOU TSA CAT.0 data sharing 

       

PTA 
Operational fliometric and identity 

Data De-identification/Analysis 

System 

 

Not started 

     

PTA 
PTA-Wireless Communications 

Program 
9/4/2019 in progress 

 

TCD 

   

MOU National Science Foundation 

 

In progress 

 

PrIvacy Office 

   

MOU DataHubs 

 

In progress 

 

TCD 

     

DHS-001-10083-002514



  

PIA 
Data AnahlIcs Technology Center (DA-
TC) Laboratory System (DA-TC Lab) 

4/12/2019 in progress 

 

PrNacy Office 

 

(b)(5) 

  

PIA 
Joint Enforcement and Data 
Intelligence OEM) - Phase II 

3/21/2019 in progress 

 

Privacy Office 9/30/2019 

  

PTA 
SAT- USPS/USPS Partnership on Illegal 
Narcotics (USPS) 

12, 17/2018 
In progress Privacy0ffice 

     

PTA 

PTA 

Counter-Jamming 

Hamilton Research 

TBD 

3/8/2019 

Not started 

On hold 

 

Privacy Office 

 

On Hold 

 

1(3)(6) 

   

PTA Alexander 8/23/2018 On hold 

 

Privacy0ffice 
1 

  

PTA 

PTA 

Splunk 

PTA • SG Resilient Networking Agent 
Phase 1 

8/15/2019 

On hold 

Adjudicated 

    

Complete 

 

(b)(6) • 

 

7088AT18C130000037 
PTA - Information 
Collection 

Understanding Public Perceptions and 
ceotance of UAS 

6/17/2018 Complete PrIvacy0ffice 

    

05000C-17-C-110023- 
091517 

PTA St. Louis Exercise 9/5/2019 Complete 

 

PrivacyOffice 9/11/2019 

  

PTA GMU Event 11/25/2019 Comple te 

  

Privacy Office 

   

PTA  

Speech Understanding with Privacy 
Entrusted Resources: Novel 
Opportunities for Voice Analysis 
(SUPERNOVA) (CBP Pilot Research 
Activity) 
• Working  on 

10/1/2018 In progress 

 

PrivacyOffice 

  

PTA - Transition 

 

10/8/2019 In progress 

 

TCD 

      

PTA- Transition Speech and Language 10/8/2019 In progress TCD 

    

PTA • Transition 

 

18/8/20198/2019 in progress TCD 

  

11 ,1Y! ll 

  

Cancelled 

        

PTA (UAB) Open Source and Social Media 
Research and Development 

11/2/201.8 In progress Privacy office 

  

DHS-001-10083-002515



TCD Authorities to Operate ATOs 

TCD Unit PDS Composite Systerpn Date — GSSMALAPP System_Natne Description 
  tJbmltted Milestone SIBIUS Next Milestone 

D_ate of Next 
Comments / Issues to be Addressed 

 

SS-TC 
b)(6) 

 

I 

I 

     

(b)(5) 

81 IC 

 

T BD 

1 

TBD DOS 
Maryland Test Facility Research BlometrIc and : 
Identity Data De-identification System 

System to ingest and secure minimized biometric and identity data 
collected in controlled laboratory evaluations from compensated 
volunteers under informed consent and IRB approval for research 
purposes, including sharing with research partners; system used to 
process volunteer blometric and Identity data, transform biometrIc/P11 
data into non-reversible templates or encrypted/hashed strings )non-P11), 
and prepare a data extract which includes no Pll or other sensitive data, as 
agreed upon (e.g. MOU, MOA, CRADA), for the purpose of qualitative and 
quantitative analysis. (cloud) 

Intake 

Coordinate with 
Compliance Office to 

request formal finding 
that Risk Assessment is 
the correct course of 

action. 

10/1/2019 

8I-TC 

 

TED TBD GSS 
Operational Biometric and Identity Data De-
identification System 

System to ingest DHS Component provided data, verify data minimization, 
transform biometric/PII data into non-reversible templates or 
 encrypted/hashed strings (non-Ph), and prepare a data extract which 
includes no Pll or other sensitive data, as agreed upon, for the purpose of 
qualitative and quantitative analysis (cloud) 

Intake IPR Review TBD 

DA.TC 

 

SAT.07884.GSS.07884 

COR-SS-4/21/2010.249521 10-Sep4.9 

GSS 

GSS 

V7A - Data Analytics Technology Center (DA-7C) 

Blodefense Knowledge Center (EEC) 

Experimental Computational Environment that supports the work of DA-
TC, MS, OHS Components and the HOE 

COMPLETE 
Database hosted at Lawrence Livermore National Laboratory (LLNL) to 
develop, maintain, and provide access to the Biodefense Knowledge 
Management System (BKMS); also maintains an advanced, large-scale, all- 
source, bio-data platform available to serve DHS components and its 
intpravpnrw customers 

In progress 

In place N/A N/A 

  

HAC.TC 

(b)(6) 

BI-TC 

   

Interim Biometric and Identity Data De- 
identification System 

Built into OCIO's LabNet. S&T will use this system to review DHS 
Component (i.e. TSA) provided data to verify data minimization, transform 
blometric/P11 data into non-reversible templates or encrypted/hashed 
strings (non.P11), and prepare a data extract which includes no PIP or other 
sensitive data for the purpose of qualitative and quantitative analysis 

In Place-

 

Decommission 
PTA/data cleansing. 90 

days - how long does 
the PTA say the data is 

needed? 

System Scan 10/1/2019 
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S&T Paperwork Reduction Act Information Collections (Statuses) 

TCD Unit POC OMB # Date Submitted Information Collection Requests (ICRs) Status I Comments j Issues to be Addressed  

01C-TC 
(b)(6) 

OMB-1640-0015 

 

DHS S&T Project 25 (P25) Compliance Assessment 
Program CAP 

Pending OHS HQ Approval 
( b)(5) 

01C-TC OMB-1640-New 

 

Next Generation First Responder (NGFR) Pending OHS HQ Approval 

55-IC 

  

Public Perceptions and Acceptance of UAS New 

SS-TC 
55-IC 

Public Perceptions of Emerging Tech 

Countering Foreign Influence Survey (SBERI) 

New 

New 
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TCD Priva Document Status 

 

POC Document # 
Document 

Type 
Document Name 

Date 
Submitted 

Status 
Appendix G Number (Exp. Funds, 

Action Needed by 
Exp. PoP) 

Needed Privacy 
Completion Date 

Comments tissues to be Addressed 

(b)(6) 

7030AT18C80000043 
PTA • Information 

Collection 
project County 

low shooing 
4/9/2019 in progress 

b)(5) 

Prwacy Office MAP 

( 

 

NA 
PTA - Information 

Collection 

COVID-I9 Environmental/Workplace 

Impacts 
TBD Preparing for submission TCD 

   

PTA 
Maryland Test Facility -- Etiornetric and 
Identity Research Data and System 

 

Not started 

    

PTA 
P110 Tech Demo (concurrent with Tech 

Raily) 
5/17/2020 Submitted 

    

PTA TSA CAT-C MdTF Eval (phase 2 & 3) 3/25/2020 Submitted 

    

TSA PIA TSA CAT.0 data sharing 

      

PTA 
Operational 13iometdc and Identity 
Data De-identification/Analysis 
Syrtern 

 

Not started 

    

PTA 
PTA-Wireless Communications 
Program 

9/4/2019 In progress 

 

TCD 

  

MOO National Science Foundation 

 

In progress 

 

PrivacyOffiCe 

   

MOU DataNubs 

 

In progress 
I 

TCD 

   

PIA 
Data AnalytiCS Technology Center (DA- 

, 
TC) Laboratory System (DA-TC Lab) 

4/12/2019 In progress Privacy office 

 

1 

   

PIA 
Joint Enforcement and Data 

Intelligence DEW- Phase II 
3/21/2019 In progress 

 

PrivacyOffice 9/30/2019 

   

PTA 
S&T- USPS/USPS Partnership on Illegal 

Narcotics (I Is) 
12/17/2018 In progress PrivacyOffice

 

     

PTA Counter-Jamming TOO Not started 
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On Hold 

        

k1))(6) 

 

PTA Hamilton Research 5/8/2019 On hold 

 

Privacy Office 

    

PTA Alexander 8/23/2018 On hold 

 

Privacy  office 

    

PTA Splunk 

 

On hold 

    

Complete 

 

PTA 
PTA • SG Resilient Networking Agent 
Phase 1 

0/6/2019 
Adjudicated 

    

(b)(6) 

  

7ORSAT18C130000037 
PTA - Information 
Collection 

Understanding Public Perceptions and 
Acceptance of UAS 

6/17/2019 Complete 

 

Privacy  Off ice 

  

9/11/2019 

  

HSHQDC-17-080023- 
091517 

A 
St. Louis Exerdse 9/5/2019 Complete 

 

Privacy0ffice 

  

PTA GMU Event 11/15/2019 Complete 

 

Privacy Office 

    

PTA 

Speech Understanding with PrivacY 
Entrusted Resources:Novel 
Opportunities for Voice Analysis 
(SUPERNOVA) (CBP Pilot Research 
Activity) 
'Working on 

10/1/2018 In progress 

 

Prtvacy Office 

  

PTA • Transition 

 

112/8/2019 in progress 

 

TCD 

  

—  '-' — , 

    

PTA- Transition Speech  and Language 10/8/2019 in progress 

 

TCD 

    

PTA • Transition 

PTA 

 

10/8/2019 

11/1/2018 

In progr.5 

In progress 

 

TCD 

Prtvacy Office 

  

III ,..',.. y: I 

 

(UAB) Open Sourcel
opment 
and Social Media 

Remarch and Deve  

Cancelled 

 

(b)(6) 
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TCD Authorities to Operate (AT0s) 

TCD Unit Eac Composite.,Sygettin Date — GSSMALAPP Suterolslame Description Slato tiga Milestone 
Date of Next Comments / issues to be Addressed 

 

-1 (b)(6) 
SS-TC 

S 

    

 Submitted Milestone 

   

(b)(5) 

BI-TC TN TBD GSS 
Maryland Test Facility: Research 8lometric and 
Identity Data De-Identification System 

System to ingest and secure minimized biometric and identity data 
collected in controlled laboratory evaluations from compensated 
volunteers under informed consent and IRB approval for research 
purposes, including sharing with research partners: system used to 
process volunteer blometric and identity data, transform biometric/PII 
data into non-reversible templates or encrypted/hashed strings (non-P11), 
and prepare a data extract which includes no Pll or other sensaive data, as 
agreed upon (e.g. MOU, MOA, CRADA), for the purpose of qualitative and 
quantitative analysis. (cloud) 

Intake 

Coordinate with 
Compliance Office to 

request formal finding 
that Risk Assessments 

the correct course of 
action. 

10/1/2019 

BI-TC TBD TBD GSS 
Operational Blometric and identity Data De-
identification System 

System to ingest OHS Component provided data, verify data minimization, 
transform blometric/P11 data into non-reversible templates or 
encrypted/hashed strings (non-PI), and prepare a data extract which 
includes no PII or other sensitive data, as agreed upon, for the purpose of 
qualitative and quantitative analysis  (cloud) 

Intake IPR Review TBD 

DA-TC SAT-07884-GSS-07884 

 

GSS VIA-Data Analytics Technology Center (0A-TC) 
Experimental Computational Environment that supports the work of DA- 
TC, MCS, OHS Components and the HSE 

In progress 

      

compLETE 

   

HAC-TC 

(b)(6) 

A 

COR-SS-4/21/2010-249821 10-Sep-19 GSS Biodefense Knowledge Center (BKC) 

Database hosted at Lawrence Livermore National Laboratory (LLNL) to 
develop, maintain, and provide access to the Biodefense Knowledge 
Management System (BKMS); also maintains an advanced, large-scale, all- 
source, bio-data platform available to serve DHS components and its 
interagency customers 

In place N/A N/A 

10/1/2019 8I-TC 

   

Interim Blometric and Identity Data De- 
identification System 

Built into OCIO's LabNet. S&T will use this system to review DHS 
Component (i.e. TSA) provided data to verify data minimization, transform 
blometric/PII data into non-reversible templates or encrypted/hashed 
strings (non-PII), and prepare a data extract which includes no PII or other 
sensitive data for the purpose of qualitative and quantitative analysis 

In Place-

 

Decommission 
PTA/data cleansing. 90 
days-how long does 

the PTA say the data is  
needed? 

System Scan 
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S&T Paperwork Reduction Act Information Collections (Statuses) 

Ifl P_Q_C OMB # Date Submitted Information Collection Requests (lCils) Status Comments / Issues to be Addressed 

       

01C-TC 

(b)(6) 

OMB-1640-0015 

 

DHS S&T Project 25 (P25) Compliance Assessment 

Program (CAP) 
Pending OHS HQ Approval 

(b)(5) 

01C-TC OMB-1640-New 

 

Next Generation First Responder (NGFR) Pending OHS HQ Approval 

SS-TC 

  

Public Perceptions and Acceptance of UAS New 
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TCD Privacy Document Status 

 

POC Document # 
Document 

Type 
Document Name 

Date 

Submitted 
Status 

Appendix G Number (Exp. Funds, 

Exp. POP) 

Needed Privacy 
Action Needed by 

Completion Date 
Comments tissues to be Addressed 

(b)(6) 

70RSAT 18CE10000043 
PTA - information 
Collection 

Proiect County Intel Sharing 4/9/2019 In progress 

 

Privacy Office ASAP 

6/22/20: With Privacy 
5/25/20:Needs to eventually be adjudicated; not high priority 
5/14/20: No updates 
3/11/2020: tin wants to make an overarching PTA, since there will likely be other similar 
projects in the future. 
This PTA is to conduct focus groups with local Sheriffs offices, and consists of two pieces: 

1) 6%40  greti0; 2) program. 
Per Luz, this is a different type of PTA since it supports Secretary-level initiatves and S&T 
is performing fortune leaning activities that may not have a tangible outcome. 
Luz Is electing with Kathleen. 

   

PTA Public Perceptions of Emerging Tech 

 

Preparing for submission 

 

TOO 

 

7/21/2020: Have already had a meeting with Amanda and John. Project kick.off will be 
Friday. Will keep everyone updated on excepted submission date of PTA •  this will go 
through PRA as well. 

   

Strategic Communications for Counter TOO Waiting for Appendix G approval? Privacy/O00 

 

7/21/7020: Any updates on moving forward? Award unlikely to happen this fiscal year. 
Received email from Gabe on 7/14 saying that he would provide legal advice on 7/15, but 
have not seen that yet. 

   

PTA I 
- 

nformation 
Collection 

Human Trafficking Technology Road,. TOD Preparing for submission 

 

TCD 

 

7/21/2020: I recently took over this project when a team member left, and I believe it 
needs privacy adjudication. The performer is supposed to get more informationt to  me 
this week to fill out the PTA. I would like to net up a meeting to discuss further 

, 

 

NA 
PTA. Information 
Collection 

COVID-19 Environmental/Workplace 
impacts 

TOO Preparing for submission 

 

TOO 

 

7/21/20:0P0 expects contract award by the end of July 6/22/20: Consensus report with 
OPCk data collection plan expected in Sept 2020; PTA will be based on that 
5/25/20: TERP sent to MD; will submit note on PTA, data collection plan with Appx G 
submission. (Moonshot on hold until conversataions with HQ have occurred) 
5/14/20: TERP with OPO; OPO/OGC requiring PTA submission before TERP can be sent to 
FFRDC. Kathleen to send note to Luz for more context. 

   

PTA 
Maryland Test Facility -- Ellometric and 
identity Research Data and System 

 

Not started 

   

5/26/20: S&T Privacy understands that an ATO will not be pursued for this system. 
Requests confirmation 

   

MOU TSACAT-C data sharing 

     

5/25/20: S&T Privacy awatiting initial  draft of PTA 

   

PTA 
Operational gionsetric and identity 
Data 0e-identification/Analysis 
System 

 

Not started 

  

9/25/20: P010 will get back to us 
4/7/2020: Will be used to support analysis of TSA CAT-C Operational Data 
3/17/2020 Call with TSA held; 'MA potentially escalating priority 
2/26/2020: Waiting for follow-up from Arun re. POC 
1/15/2020: Will be assigned this week and formalized to the AWS environment 

  

PTA 
PTA-Wireless Communications 
Program 

9/4/2019 In Progress 

 

TOO 

 

0/22/2EL Privacy will follow oP 
5/25/20: No progress; meeting scheduled between TCD/PRIV to discuss 
5/11/2020-Action is with TOO. CAPO has requested TOO complete a Human Subjects 
Research Compliance Determination form. TOO is currently seeking additional 
information front the entity conducting the data collection. 
3/11/2020: With CAPO • follow-up question: Datasets are from the web and if you look at 
the consent form, it's not clear if the participant knew the information would be used by 
the government. 
2/26/2020: Legal already provided input, so this is now solely with CAPO 'dome need an 
IRV 
1/15/2020: With CAPO/legal - need clarification on the way the data was collected 
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TCD 
5/25/20 No progress 
5/14/20: TCD for action — PRIV needs to know what project is. 
3/11/2320: Lot In PRIV needs to know what this project is. 

PTA 

PTA 

PTA • Transition 

  

SOON DA.TC Lab 

     

6/22/20: SOON will be needed before ATO for Lab can be issued 

 

On Hold 

 

PTA 

PTA 

Counter-lamming 

Hamilton Research 

MD 

5/8/2019 

Not started 

On hold 

 

Privao/OffIce 

 

A PTA WAS requested by Privacy for a Counter-Jamming support Polkas is currently going 
through Appengix G review. This support activity is related to planning for the Jam? 2021 

3/11/2020: This has been taken out of Los's queue. She's under the impression that its no 
longer need due to recent issues with Venntel. 
1/1512020. On hold 

    

PTA Alexander 8/23/2018 On hold 

 

PrivacyOffice 

 

3/11/2020: Thls has been taken out of Luz's queue. She's under the impression that its no 
longer need due to recent ISSueS with Venntel. 
1/15/2020: On hold 

   

PTA 

PTA 

Splunk 

PTA - SG Resilient Networking Agent 
Phase 1 

8/15/2019 

On hold 

Adjudicated 

   

5/14/20. Needs logo Into a "tools" PTA. 
3/11/2020: Haven't accounted for DO-IC running their own IT Security in their own lab. 

2. 2020: On hold - PRIV needs clar aboot A endix G before ettin a PTA. Need to 

5/7/20. Followed up with Privacy Office, WAMS PTA is not needed. 

 

__........... 

Cuong Luu 

FZII ! 1.1'1',1 700SAT18C60000037 
PTA • information 
Collection 

Understanding Public Perceptions and 
Acc ance of UAS 

6/17/2019 Complete 

 

Privacy Office 

 

1/15/2020:Privacy had adjudicated - signing off on PRA. 

  

AS005C-17-C-80023-
491517 

PTA St. Louis Exercise 9/8/2019 Complete 

 

PrivacyOffice 9/11/2019 1/15/2020:Complete 
Follow on meetimt vet to be scheduled 

 

5/25/20: PRIV looking through TCD responses 
5/14/20, PRIV added comments that need addressing 
2/26/2020: Removing hold - will move forward. 
1/15/2020: On hold 

PTA SAT- USPS/USP5 Partnership on Illegal 
Narcotics (USPS) 

12/17/2018 In progress 

DA.TC Lab Tools PTA 7/7/20:PTA needed for PA-IC Lab tools. Priv awaiting TCD inputs. TCD 

Privacy Office 

5/25/20.  PRIV will follow .P 
5/14/20: Still with AGC: Luz to follow up. Question on whether this is a re-negotionation 
or just additional scope. 
3/11/2020: Moving to an overarching MOU for SAT. This is with SAC. Luz will check on the 
status. 
2/26/2020: Moon out of PA-IC queue. Can we make this S&T wide? Needs to go through 
OGC. PRIV POC will be John Lambert - PRIV will move this forward and review for the 
correct scope. 

MOU National Science Foundation In progress Privacy Office 

MOO DataHubs In progress 

7/7/70: Sons to HQ PRIV 6/26/20 for review. 
5/25/20: Need to schedule a meeting to discuss • context of all tools, PTAs needed; new 
funding requests for new projects - need to know what work is and what privacy 
documents cover. 
5/14/20: TCD; if PTAs are finished, can we open the lab up? HQ makes the call 
whether/when to turn lab back on. Hoping that Supernova and JE01 will be the two 
projects that turn it back on...5plunk, Machine Learning/I8M...these will require updating 
PTAs for the lab...suite of security software that needs to be acocunted for. James 
Younger should be sending these to CIO / PRIV (Appendix G's are approved, but work 
cannot happen.) 2037290a1a Robot; 2031394I0M Big Match; Splunk 
2/26/2020: Reopening is contingent upon PTAs being completed. 
Weekly meetings held until issues are addressed for lab to reopen. 

5/25/20 PRIV looking through OGC response 
5/14/20: OGC following up 
3/11/2020: Lack of SOR coverage. SAT doesn't currently have an LES capability for routine 
use. 
2/26/2020; OGC has questions re: potentially IRS data and needs to follow-up. 
1/29/2020: PTA is with OCG: looking into data sharing agreement with ICE 
1/15/2020: With Legal 

PIA 
Data Analytic, Technology Center (DA. 
TC) Laboratory System (DA-TC Lab) 

4/12/2019 In Progress Privacy Office 

PTA 
Joint Enforcement and Data 
Intelligence (IEDI)• Phase II 

3/21/2019 in progress Privacy Office 9/3Q/2019 

3/11/2020: PTA should've been sent back to /el f Booth. 
3/13/20: Submitted to COP, who will send to HQ PRiV for final adjudication. SIP PRIV 
will send DA-TC updated Mod9 contract with COP specific privacy language inserted leer 
CBP's request) in addition to Supernova MOO documenting the equipment transfer for 
review. 
3/11/2020: toe needs to talk about the MOO-9and COP - she needs verification about 
what this is going to be doing. 
ling/snN, gentiwirb nrc frahnt- Waliksa for romment, from Maria  

5/25/20. Adjudicated 
4/28/2020: PROF sent to Patty for additional comment and review. 
3/11/2020; Review is done, but PROF and OGC are working through the adjudication. 
7/26/2020: Privacy is closely engaged with OGC (performing legal review) and is actively 
discussing with both Patty and Gabe 

GMU Event 

Speech Understanding with Privacy 

Entrusted Resources: Novel 
Opportunities for Voice Analysis 
(SUPERNOVA) (COP Pilot Research 
Activity) 
'Working on 

11/25/2019 

10/1/2018 

1CV8/2019 

Complete 

In progress 

In progress 

Privacy Office 

Privacy0ffice 

TCD 
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(b)(6) 

       

5/25/20.  Adiudicated 

         

5/14/20: DOS HQ PRIV - additional question on what data will be retained at contractor 
level. Moving ahead. 

   

PTA- Transition Speech and language 10/8/2019 in progress TCD 

 

4/28/2820: PRIV sent to Patty for additional comment and review. 

         

3/11/2020: Review is done, but PRIV and OGC are working through the adjudication. 

          

2/26/2320: Privacy is closely engaged with OGC (performing legal review) and is actively 
digrontins with hnth Pativ And AAA. 

          

9/25/20:Adjud,cated 

           

5/14/20: DOS HQ PRIV - additional question on what data will be retained at contractor 
level. Moving ahead.  

    

PTA - Transition li '± 

 

10/8/2019 In proves, 

 

TCD 

 

4/28/2020: PRIV sent to Patty for additional comment and review. 
3/11/2020: Review Is done, but PRIV and OGC are working through the adjudication. 

           

2/26/2020: Privacy is closely engaged with OGC (performing legal review) and Inactively 
elicr.ncimr with Innth Pal. ,essi nu... 

          

5/25/20: PTA adjudicated and sent to Arun 

    

PRIV Tech Demo (concurrent with Tech 

     

5/14/20: Waiting to hear from MA. TSA: record retention schedules for test data; under 

   

PTA 
Rally) 

3/17/2020 Submitted 

   

Privacy control. 

          

3/17/20: Meeting with PRIV. CIO to discuss. Updated draft PTA sent to PRIV 3/17/20. 
1/I I/71M Thin in a new PTA OPl i Ill 

   

PTA TSACAT-C MdTF Eval (phase 2& 3) 3/73/2020 Submitted 

   

6/22/20:Adjudicated 
5/25/20: In Maria's Inbox:S&T Privacy needs to share with TSA Privacy for review 

 

III 

 

TSA PIA TSA CAT-C data sharing 

     

6/22:20: Approved and published  
5/25/20: PRIV double checking 

          

4/7/2020: ISA Is revising the PIA to include S&Tanalysis of Operational Data. S&T PRIV 

 

Cancelled 

                 

5/14/20: stop work on contract. Need update from liQ PRIV and legal regarding status of 

 

(b)(6) 

 

PTA 
(UAB) Open Source and Social Media 

11/2/2018 In provess 

 

PavacyOffice 

 

their reviews/opinions. Contracting Officer Is waiting to close this out. 

 

A 

  

Research and Development 

     

2/26/2020:PTA is cancelled. PIA is at DNS. 

          

1/15/2020: On hold 
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TCD Authorities to Operate ATOs 

ICILLLnit PD C Composite Systemn 
  Submitted 

Date 
— 

TOO 

GSSMALAPP System_Name Description Status Next Milestone 
Date of Next 

Comments  / Issues to be Addressed 
Milestone 

BI-TC 

(b)(6) 

TOO GSS 

GSS 

Maryland Test Facility: Research Biometric and 
Identity Data De-identification System 

System to ingest and secure minimized biometric and identity data 
collected in controlled laboratory evaluations from compensated 
volunteers under informed consent and IRB approval for research 
purposes, including sharing with research partners; system used to 
process volunteer biometric and identity data, transform biometric/PII 
data into non-reversible templates or encrypted/hashed strings (non-Pi), 
and prepare a data extract which includes no Pll or other sensitive data, as 
agreed upon (e.g. MOU, MOP, CRADA), for the purpose of qualitative and 
quantitative analysis. (cloud) 

Intake 

Coordinate with 
Compliance Office to 

request formal finding 
that Risk Assessment is 
the correct course of 

action. 

10/1/2019 

(b)(5) 

8I-TC TO TBD 
Operational Blometric and Identity Data De. 
Identification System 

System to ingest OHS Component provided data, verify data minimization, 
transform biometric/Ph I data into non-reversible templates Or 

encrypted/hashed strings (non-PI), and prepare a data extract which 
Includes no Pll or other sensitive data, as agreed upon, for the purpose of 
qualitative and quantitative analysis (cloud) 

Intake IPR Review TOO 

DA-TC SAT.07884.GSS.07884 

 

GSS VIA - Data Analytics Technology Center (OA-TC) 
Experimental Computational Environment that supports the work of DA-
IC, MCS, OHS Components and the FISE 

In progress 

  

HAC-TC 

 

COR-SS-4/21/2010-249821 10-Sep-19 GSS Biodefense Knowledge Center (BKC) 

COMPLETE 
Database hosted at Lawrence Livermore National Laboratory (LLNL) to 
develop, maintain, and provide access to the Biodefense Knowledge 
Management System (BKMS); also maintains an advanced, large-scale, all- 
source, bio-data platform available to serve OHS components and its 
intnraonnroCIWOMPrC 

In place N/A N/A 

(b)(6) (b)(6) 

BI-TC 

   

Interim Blometric and Identity Data De. 
Identification System 

Built into OCIO's LabNet. S&T will use this system to review DHS 
Component (i.e. TSA) provided data to verify data minimization, transform 
blometric/PII data into non-reversible templates or encrypted/hashed 
strings (non-PII), and prepare a data extract which includes no PII or other 
sensitive data for the purpose of qualitative and quantitative analysis 

In Place - 
Decommission 

PTA/data cleansing. 90 
days • how long does 

the PTA say the data is 
needed? 

System Scan 10/1/2019 
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S&T Paperwork Reduction Act Information Collections (Statuses 

ISDIlnis 

 

OBI Date Submitted information Collection Requests (ICRs) Status Comments / Issues to be Addressed  

01C-TC 

(b)(6) 

OMB-1640-0015 

 

DHSS&T Project 25 (P25) Compliance Assessment 

Program (CAP) 
Pending DHS HQApproval 

b)(5) 

01C-TC 

 

OMB-1640-New 

 

Next Generation First Responder (NGFR) Pending DHS HQ Approval 

     

Public Perceptions and Acceptance of UAS New 

 

SS-TC 

        

TBD Public Perceptions of Emerging Tech New 
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From: 

 (b)(6) 

 

To: 

(b)(6) 

Subject: RE: Venntel 

Date: 2021/03/16 16:07:00 

Priority: Normal 

Type: Note 

Hello, 

See attached for the CBP notes. Password-protected, and I'm not sure the password works. 

I don't have anything for the other two meetings. I was either out on leave or not a participant due to 
contractor status. 

(b)(6) 

(b)(6) 

Privacy Specialist 
Science & Technology Directorate 
Department of Homeland Security 

(b)(6) 

\(b)(6) (cell) 

"This document contains pre-decisional and/or deliberative process information exempt from mandatory 

disclosure under the Freedom of Information Act, 5 U.S.C. 552(b)(5). Do not release without prior approval of the 
Department of Homeland Security." 

From: (b)(6) 

Sent: Tuesday, March 16, 2021 4:03 PM 

To: (" 6) 
b)(6) 

Subject: Venntel 

These are the three meetings, and I recall notes being taken. We can check mailboxes... Thank 
you. 

(b)(6) 

Deputy Privacy Officer 
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Science and Technology Directorate 
Department of Homeland Security 

(b)(6) 

"This document contains pre-decisional and/or deliberative process information exempt from 

mandatory disclosure under the Freedom of Information Act, 5 U.S.C. 552(b)(5). Do not release without 

prior approval of the Department of Homeland Security." 

Sender: 
 (b)(6) 

 

Recipient: 

Sent Date: 2021/03/16 16:07:13 

Delivered Date: 2021/03/16 16:07:00 

From: 
(b)(6) 

To: 

Subject FW: Meeting notes for CBP Uses Cases of Venntel Data 

Date: 2019/09/16 18:13:28 

Priority: Normal 

Type: Note 

From: (b)(6) 

Sent: Monday, September 16, 2019 4:49 PM 

To: (b)(6) 
tb)(6) 

Cc: STPrivacy &It;stprivacy@HQ.DHS.GOV&gt; 

Subject: Meeting notes for CBP Uses Cases of Venntel Data 
(b)(6) 

Please see  attached the consolidated notes I put together for the meeting that took place on September 12, 
2019 regarding the CBP use cases for Venntel data. There is another similar meeting that is scheduled to 
take place with ICE. I will follow up accordingly. Please note, I have password protected this document 
and will send password separately. 
Thanks. 

Support Contractor 
Privacy Analyst 
Privacy Office I Science &amp; Technology  Directorate I Department of Homeland Security 

(b)(6) 

(b)(6) 
Sender: 

Recipient: 

    

2019/09/16 18:11:35 

 

Sent Date: 
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TCD Privacy Document Status 

POC 
Document 

Document e 
Type 

Document Name 
Date 

Submitted 
Status 

Appendix G Number (Exp. Funds, 

Exp. PoP) 
Action Needed by Actions To-Date 

Needed Privacy 

Completion Date 
Comments / Issues to be Addressed 

(b)(6) 

10PSATI9C90(03343 
PTA- Information 
Collect. 

Project County Intel Sharing 49/2019 In Progreu 

 

Priva&Office 

5/30/2019: Privacy returned comments. 
6/10/2019: Deloughem addressed comments and tesubmitted. 
9M/19:Privacy asked if wo were still working on this effort so it 'Van., fall 
through the cooks.  • teplied in of &motive. 

ASAP 

(b)(5) 

 

PTA- Transit. 10/B/2019 In progress 

 

TCD 

  

I] ,,, i(1(•,r(j'l 

 

PTA• Transition Speech and Language 10/5/1019 in progress 

 

Priva&Office 10/8/19: Sent to Pr.. 

  

PTA- Transit'. 1,1 : ,'': ,''j 10/8/2019 In progress 

 

PrivamOff Ice 10/11/19: Sent to Privacy. 

   

PTA Moreland Test Facility — Cliomettic and 
Identity Amhara. Data and System 

 

Not started 

      

PTA 
PRP/ Tech Demo (concurrent with Tech 
Rally) 3/12/2020 submitted 

  

3/17/20 Submitted to PRIV 

  

Pro MA CAT.0 MOTS Foal 'phase 2 &31 3/25/2020 Submitted 

  

3/25/20 Submitted to PRIV 

   

TM PIA TSA CAT•C data Sharing 

    

ail/2020:  ANn ,rou,ded draft Data Sharing 510* 10 ISA Program Office 
end S&T PRIV on 3/20/2020 

   

PTA 
Operatloml Bionsetric and Identity 
Oata De.identificatnan/AnaNsis 
System 

 

Not started 

     

PTA 
PTA.Wireless CommunICallOnS 
Program 

9/4 19 /20 n i podium 

 

CAPO 

10/3/19, Privacy office rerie.d and sent back with c.vnents. 
10/21/19: Adjudicated comments and sent back to privacy. 
PrIvaCy sent back additional questions. Working to adjudicate comments. 
hivacy advised OIC•TC so coordmate with CAPO to develop Memo of 
Concurrence that recognizes toSTs Ifill determination letter. 
3/9/20 Reached ea to CAPO, awaiting respanse. 

  

PTA 

PTA- 

%Resilient Netwotking Agent 
Phase 1 

WS/20M Adjudi.ed 

  

9/13/19:Addtessed ((limey Office questions and gemmed draft PTA to 
Privacy. 
10/23/19: (Civet, Office teturend PTA with additiwial questions. 
11/7/19:Addressed Privacy Office questions and returned draft PTA. 
11/8/19:Confirmed that the current &aft looked good. 
3/23/20:Confirmation sent from Privacy dike. 

   

MOO National Science foundation 

 

In Praia.,  

 

Privacy Office 1/29/15; Privacy Office adjudicating comments 

   

MOO Dataklubs 

  

In progress 

 

Privacy Off Ice U29/20 AdjuticatIng comments: with 00C 

  

PIA 
Data Analytics Tessmoiegy Center (DA• 
TQ Laboratory System (CIA•TC Mb) 

4/12/2019 In progress 

 

Paracy Off ice 

A/14/19: Approved by MO Pnvacy Office. 
3/21/19 PtIvaCy requested PTA be updated to include use of Awl and 
ocher cloud services. 
7/12/1019: tab Shutdown. 
7/10/19: PTA returned to DA•TC from Pnvacy. 
7/22/19, DA•TC returned PTA to PrlvaCY. 
7/25/19: DA•TC meeting with PRIVNQ. 

   

PTA 

Speech Understanding emit 
ptlyaCY 

Entrusted Resources: Novel 
OppOrtunhies for Voice AnaRMIS 
(SUPERNOVA) 'COP Pilot Research 

AWAY) 
'Working on 

10/1/2018 in prestess 

 

Privacy Office 

04/17/2020-PTA Signed by HO OHS 10/2018: PTA 
drafted and submdted to Privacy. 
4/15/19, PTA revised and submitted to Privacy office. 
5/15/19: PTA awaiting submission to FIQ Privacy for review and 
ebbudication. 
Vijis: Fla vas steered by CBP POncy for UM to move forward to OHS 
PAY., 
7/9/19:Privacy awaiting confirmation (rem 7 roastnY before moving PTA 
leeward 

    

Cloud Research and Cloud Castle
PTA 

Development 2/31/1020 In Pregress 

 

PnvacrOffice 1/21/20209Mmitted to Privacy 

   

PIA 
le4nt Enforcement and Oata 
Intelligence REDO . Phase Il 

3/21/2019 In progtess 

 

Pr:44.4.010es 

3/21/19:Pl.e II PTA submitted 
4/25/19:PTA returned to DA-IC 
4/25/19.0A•TC mubmitted to PrIVaCy 
5/7/19:Fonyarded to Chatlotte Sullivan 
5/13/19: Returned to DA•TC 
5/13/19:00,TC resobenitted to Ptivacy 
5/2 9:Forwarded to 03P and ICE rivac *ay. for their review 

9/33/2019 
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PTA 
S&T. USPS/USPS Partnership on Illegal 
Narcotics (USPS) 12/12/20113 In progress 

 

Macy Office 

12/17/18: inl PTA submitted to Privacy 
12/18/18: Privacy returned to PA-SC 
12/19/18: DA-TC resubmitted to Privacy 
12/20/2802: Forwarded to USP15 tad Wept 
2/12/19: LAPS returned to DA•TC after govl shutdown 
3/26/19: DA-TC resubmitted to Privacy for review 
5/T9/19: Privacy returned to 80.-SC 
5/20/19: 00.-TC resubmitted to Privacy 
5/29/10 Privacy returned to PA-SC 
5/79/19: DA-TC resubmitted to Privacy 

 

(b)(5) 

   

PTA Hemiltai Research 5/11/2019 On hold 

 

Privacy Office 
519:14631 draft submitted to Privacy. 
WM: PTA retioned to DA-TC for review. 
5/15/19: DA-TC returned PTA to Privacy. 

    

PTA Alexander 8/23/2018 On hold 

 

Privacy Office 
5/20/19: 04 or now PTA is currently with P09/Ho pending SAT legal 
review 
7/25/2019: legal meeting scheduled 

    

PTA Salto* 

 

005010 

      

T28030000037 
PTA • lnforrnat We 
Celle-elk:. 

Understanding Public Perceptions and 
Acceptance of UAS 

07/20i, 
Complete 

 

Pnvacy Off ice 

6/28/19:PriviCy acknpviedged receipt. 
8/13/19: Privacy returned comments. 
9/4/19: Deloughery addressed comments and resubmitted. 
10/2/19:0elowthery (plowed up- no response. 

    

51100C-17-C-80023- 
1S17 

PTA 
St. Louis Exercise 9/5/2019 Complete 

 

Prirwcy Off ice 
Privacy Office meeting .0500Se:10NR darimentation (Initial meeting 
was St. louts and SCIIP /GMU meeting referenced) 

9/11/2019 

  

PTA GPAUEvent 11/25/2019 Complete 

 

Meaty Off ice 11/25/2019:Sent to Privacv 

   

PTA (UAW Open Source and Social Media 
Research:and Development 

11/2/2018 in progress 

 

Privacy Off ice 

11/2/11 intial PTA submitted to privacy 
11/5/18: Privacy returned to DA-TC 
iirAns:DA-TC resubmitted to Privacy office 
11/6/18:Privacy returned to DA-TC 
11/8/11 PA-SC submitted to Privacy 
11/13/18: Privacy returned to PA-SC 
11/13/18: DA-TC resubmitted to Privacy 
11/27/18:revised PTA submitted to Privacy cri and returned to 0A-TC 
12/13 
Sent to Privacy on 12/19)18 and back to DA-TC cei 02/11A9 
Returned to DA-TC with comments from tICt Privacy on 04/8/19 
Resubmitted to Privacy on 4/io/19 and sent to PA-SC on 4/25/19 
PTA resubmitted to Privacy on 5/1/2019 
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TCD Authorities to Operate (AT0s) 

TCD Unit paC Composite Systemn Date 
— DSSMALAPP SysteM.Naine Description StatUS Rext Milestone 

Date of Next 
Comments / is,sues to be Addresse4 

BI-TC 

BI-TC 

DA-TC 

(b)(6) 

TOO 

$ubmitted 

TOO GSS 
Maryland Test Facility: Research Biometric and 
Identity Data De-identification System 

System to ingest and secure minimized blometric and Identity data 
collected in controlled laboratory evaluations from compensated 
volunteers under informed consent and IRB approval for research 
purposes, including sharing with research partners; system used to 
process volunteer biometric and identity data, transform biometric/PII 
data into non-reversible templates or encrypted/hashed strings (non.PII), 
and prepare a data extract which includes no Pll or other sensitive data, as 
agreed upon (e.g. MOU, MOA, CRADA), for the purpose of qualitative and 
quantitative analysis. Wood) 

Intake 

Coordinate with 
Compliance Office to 

request formal finding 
that Risk Assessment is 
the correct course of 

action. 

Milestone 

10/1/2019 

TOO 

(b)(5) 

TOO 

SAT-07884-GSS-07884 

TOO GSS Operational Biometric and Identity Data De-
identification System 

System to ingest DHS Component provided data, verify data minimization, 
transform biometric/PII data into non-reversible templates or 
encrypted/hashed strings (non-PII), and prepare a data extract which 
includes no Pil or other sensitive data, as agreed upon, for the purpose of 
qualitative and quantitative analysis (cloud) 

Intake 0-fl Review 

 

SOS VTA - Data Analytics Technology Center (DA-TC) 
Experimental Computational Environment that supports the work of DA-
IC, MCS, DHS Components and the HSE 

in progress 

 

SS.TC SAT-08118.MAI-08118 

 

MALAPP HURREVAC/HVX 
Hurricane evacuation planning and decision support tool that enables 
emergency managers to make timely and accurate evacuation related 
decisions more efficiently (cloud) 

Not Started 

  

COMPLETE 

          

HAC-TC 

b)(6) 
COR-5S-4/21/2010-249321 10-Sep-19 GSS Biodefense Knowledge Center (BKC) 

Database hosted at Lawrence Uvermore National Laboratory (LLNL) to 
develop, maintain, and provide access to the Biodefense Knowledge 
Management System (BKMS); also maintains an advanced, large-scale, all- 
source, kb-data platform available to serve DRS components and its 
interagency customers 

In place N/A N/A 

(b)(5) 

BI-TC 

    

Interim Biometric and Identity Data De- 
identification System 

Built into OCIO's LabNet. S&T will use this system to review OHS 
Component (Le. TSA) provided data to verify data minimization, transfam 
biometric/Pl data into non-reversible templates or encrypted/hashed i 
strings (non-PI), and prepare a data extract which includes no Pli or other 
sensitive data for the purpose of qualitative and quantitative analysis 

In Place - 
Decommission 

PTA/data cleansing. 90 
days-how long does 

the PTA say the data is 
needed? 

System Scan 10/1/2019 
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S&T Paperwork Reduction Act Information Collections (Statuses) 

TO_Unit POC OMB # Date Submitted Information Collection Requests (ICU Status Comments / Issues to be Addressed 

       

01C-TC 

p)(6) 

OMB-1640-0015 

 

DHS S&T Project 25 (P25) Compliance Assessment 
Program (CAP) 

Pending OHS HQ Approval 
b)(5) 

01C-TC OMB-1640-New 

 

Next Generation First Responder (NGFR) Pending OHS HQ Approval 

SS-TC  

  

Public Perceptions and Acceptance of UAS New 
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(b)(5) 

of the Freedom of Information and Privacy Act 
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From: 

(b)(6) 

To: 

Subject: Venntel 

Date: 2021/03/16 16:02:55 

Priority: Normal 

Type: Note 

These are the three meetings, and I recall notes being taken. We can check mailboxes... Thank 
you. 

(b)(6) 

Deputy Privacy Officer 
Science and Technology Directorate 
Department of Homeland Security 

(b)(6) 

"This document contains pre-decisional and/or deliberative process information exempt from 

mandatory disclosure under the Freedom of Information Act, 5 U.S.C. 552(b)(5). Do not release without 
prior approval of the Department of Homeland Security." 

(b)(6) 

Sent Date: 2021/03/16 16:02:52 

Delivered Date: 2021/03/16 16:02:55 

(b)(6) 

Sender: 

Recipient: 

From: 

To: 
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(b)(6) 

Subject: Venntel - HSI Use Cases 

Date: 

 

2019/09/16 11:36:40 

Priority: 

 

Normal 

Type: Appointment 

Conference Room Change to the 7th  Floor 7172 

500 12th  Street NW, Washington D.C. 

There is a parking garage underneath the Dept. of Education, which is the building right next to us for 
those of you who are driving. If you are taking the metro, it is the L'Enfant (existing onto Maryland/D 

Street) or Smithsonian (exiting on Independence). 

  

(b)(6) 
Sender: 

 

Recipient: 
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(b)(6) 

Sent Date: 

From: 

To: 

CC: 
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(b)(6) le= 

(b)(6) 

(b)(6) 
11 

Attorney -  Technology Programs Law Division 

Office of the General Counsel 

Department of Homeland Security 

(Office) 

(Cell) 

(b)(6) 

Subject: Briefing with Venntel re: Mobile Marketing Data 

Date: 2019/09/05 09:55:59 

Priority: Normal 

Type: Appointment 

UPDATE: For anyone who is unable to attend the meeting but would like to hear the discussion, here is 
the Dial-in information: 

Conference Call: (b)(6) 

Adobe Connect to view slides: 
(b)(6) 

Please forward this invite to any others who should attend tomorrow. 

When you enter the lobby at 1120 Vermont Ave, NW, show your DHS PIV card to the security guards at 

the security turnstiles. Take the elevators up to the 8 th  Floor. Enter through the glass doors into the 8 th 

floor reception area. You can show the receptionist your PIV Card and enter through the door closest to 

the reception desk. Make a left and meeting room 8C is at the end of the hall. I will be at the reception 

desk to help escort you in. 

If you have any trouble, please call me at (b)(6) 

Best, 

This communication, along with any attachments, is covered by federal and state law governing electronic 

communications and may contain confidential and legally privileged information. If the reader of this 

message is not the intended recipient, you are hereby notified that any dissemination, distribution, use or 
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2019/09/05 09:55:59 

Sender: 

Recipient: 

Sent Date: 

From: 

To: 

copying of this message is strictly prohibited. If you have received this message in error, please reply 

immediately to the sender and delete this message. Thank you. 
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(b)(6) 

_ 

CC: 

Subject: Discussion: CBP Use Cases for Venntel 

Date: 2019/09/09 12:25:36 

Priority: Normal 

Type: Appointment 

Call in number: (b)(6) 

participant code is: (b)(6) 

Location: 

Ronald Reagan Building 

1300 Pennsylvania Ave, NW 

Washington DC 20004 
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Office of Chief Counsel 

Helm Conference Room — 4.4B 

Directions: Visitors should go to the 14th  Street Entrance of the Ronald Reagan Building and sign in 

using your DHS employee PIV card. Take the elevators up to the 4th  Floor. The OCC Main Entrance is 

ri ht next to the Office of the Commissioner. If you need any assistance, call the OCC main number at 

or call (3)(6) directly at 

   

 

(b)(6) 

 

   

   

(b)(6) 

From. 

Sent: Monday, September 9, 2019 9:54 AM 

To: (b)(6) 

(b)(6) 

:b)(6) 

Cc: ( 

(b)(6) 

Subject: RE: Re:Poll Briefing with Venntel re: Mobile Marketing Data 

Good morning, 

Below is an updated poll to determine the best time to discuss the Venntel use cases. 
Please complete the poll and we will send out the invitation. 

(b)(6) 

Thank you, 

(b)(6) 

Data Analytics Technology Center 
Science and Technology Directorate 
Department of  Homeland Security 
(b)(6) Office 

Cell 
(b)(6) 
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All foreign national meetings require approval 20 days in advance for unclassified visits and 30 
days in advance of classified visits. Please coordinate with me in advance. 

From: (b)(6) 

Sent: Friday, September 6, 2019 7:18 AM 

(b)(6) 

(b)(6) 

(b)(6) 

(b)(6) 

Subject: RE: Briefing with Venntel re: Mobile Marketing Data 

Good Morning, 

Thank you for attending the meeting yesterday. At the end, there was consensus that the immediate 

next step is to ensure we understand the DHS use cases for the Venntel tool. Once I am able to 

coordinate such a meeting, I will send out an invite. 

Best, 

(b)(6) 

(3)(6) 

Attorney - Technology Programs Law Division 

Office of the General Counsel 

Department of Homeland Security 

Office) 

Cell) 

:b)(6) 

This communication, along with any attachments, is covered by federal and state law governing electronic 

communications and may contain confidential and legally privileged information. If the reader of this 

To: 

Cc: 
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message is not the intended recipient, you are hereby notified that any dissemination, distribution, use or 

copying of this message is strictly prohibited. If you have received this message in error, please reply 

immediately to the sender and delete this message. Thank you. 

Original Appointment 

From: 
(b)(6) 

Sent: Wednesday, September 4, 2019 9:13 AM 

To: 
(b)(6) 

(b)(6) 

Cc: (b)(6) 

(b)(6) 

Subject: Briefing with Venntel re: Mobile Marketing Data 

When: Thursday, September 5, 2019 1:00 PM-2:30 PM (UTC-05:00) Eastern Time (US & Canada). 

Where: 1120 Vermont Avenue, NW, Washington DC; Conference Room 8B/C; Conference Call: (b)(6) 

(b)(6) 

UPDATE: For anyone who is unable to attend the meeting but would like to hear the discussion, here is 

the Dial-in information: 

Conference Call: (b)(6) 

Adobe Connect to view slides: (b)(6) 

Please forward this invite to any others who should attend tomorrow. 

When you enter the lobby at 1120 Vermont Ave, NW, show your DHS PIV card to the security guards at 

the security turnstiles. Take the elevators up to the 8 th  Floor. Enter through the glass doors into the 8 th 

floor reception area. You can show the receptionist your PIV Card and enter through the door closest to 
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the reception desk. Make a left and meeting room 8C is at the end of the hall. I will be at the reception 

desk to help escort you in. 

If you have any trouble, please call me at (b)(6) 

Best, 

Attorney - Technology Programs Law Division 

Office of the General Counsel 

Department of Homeland Security 

This communication, along with any attachments, is covered by federal and state law governing electronic 

communications and may contain confidential and legally privileged information. If the reader of this 

message is not the intended recipient, you are hereby notified that any dissemination, distribution, use or 

copying of this message is strictly prohibited. If you have received this message in error, please reply 

immediately to the sender and delete this message. Thank you. 

   

1:1 
Sender: 

 

 

Recipient: 
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(b)(6) 

2019/09/09 12:25:36 Sent Date: 
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