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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
WIKIMEDIA FOUNDATION, * 

 Plaintiff, * 

v.  * Civil Action No.: 15-cv-00662-TSE 

NATIONAL SECURITY AGENCY, et al., * 

 Defendants. * 

*   *   *   *   *   *   *   *   *   *   * 

REQUESTS FOR ADMISSION 

Pursuant to Federal Rule of Civil Procedure 36, Local Rule 104, and Appendix A to the 

Local Rules, the Wikimedia Foundation (“WIKIMEDIA” or “PLAINTIFF”), by its undersigned 

attorneys, serves these Requests for Admission on defendants National Security Agency 

(“NSA”); the Office of the Director of National Intelligence (“ODNI”); the United States 

Department of Justice (“DOJ”); Admiral Michael S. Rogers, in his official capacity as the 

Director of the NSA; Daniel Coats, in his official capacity as the Director of National 

Intelligence (“DNI”); and Jefferson B. Sessions, III, in his official capacity as Attorney General 

(collectively, the “DEFENDANTS”), and demands that DEFENDANTS answer each Request 

for Admission herein in writing and under oath and within thirty (30) days of the date of service 

of the Requests for Admission, in accordance with the Definitions and Instructions set forth 

below. 

DEFINITIONS 

Notwithstanding any definition set forth below, each word, term, or phrase used in this 

Request is intended to have the broadest meaning permitted under the Federal Rules of Civil 
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Procedure. As used in this Request, the following terms are to be interpreted in accordance with 

these definitions: 

 Answer: The term “ANSWER” means Defendants’ Answer to Plaintiff’s First 

Amended Complaint in this action, filed on October 16, 2017. 

Bulk: To COPY or REVIEW INTERNET COMMUNICATIONS in “BULK” 

means to COPY or REVIEW INTERNET COMMUNICATIONS in large quantity without prior 

application of SELECTORS, or other identifiers associated with specific targets of Upstream 

surveillance. 

Circuit: The term “CIRCUIT” has the same meaning as “circuit” in the Privacy 

and Civil Liberties Oversight Board’s “Report on the Surveillance Program Operated Pursuant to 

Section 702 of the Foreign Intelligence Surveillance Act,” dated July 2, 2014 (“PCLOB 

Report”), at pages 36 to 37. 

Communication: The term “COMMUNICATION” means information transmitted 

by any means, whether orally, electronically, by document, or otherwise. 

 Concern or Concerning: The terms “CONCERN” and “CONCERNING” mean 

relating to, referring to, describing, evidencing, constituting, reflecting, memorializing, 

identifying, embodying, pertaining to, commenting on, discussing, analyzing, considering, 

containing, consisting of, indicating, supporting, refuting, or connected to. 

 Copy: The term “COPY” means to duplicate a piece of data (for any duration, no 

matter how brief). 

 Describe: The term “DESCRIBE” means to provide a narrative statement or 

description of the specific facts or matters to which an Interrogatory refers, including, but not 

limited to, an identification of all persons, communications, acts, transactions, events, 
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agreements, recommendations, and DOCUMENTS used, necessary, or desirable to support such 

statement or make the description complete. 

 Document: The term “DOCUMENT” shall have the broadest meaning ascribed to 

that term in Federal Rule of Civil Procedure 34 and Federal Rule of Evidence 1001. The term 

also includes any parent or child attachment or other documents embedded or linked in any way 

to a requested document. A draft or non-identical copy is a separate document within the 

meaning of the term “DOCUMENT.”  

 Identify (with respect to PERSONS): When referring to a PERSON, to 

“IDENTIFY” means to state the PERSON’s full name, present or last known address, and, when 

referring to a natural person, the present or last known place of employment. If the business and 

home telephone numbers are known to the answering party, and if the PERSON is not a party or 

present employee of a party, said telephone numbers shall be provided. Once a PERSON has 

been identified in accordance with this subparagraph, only the name of the PERSON need be 

listed in response to subsequent discovery requesting the identification of that PERSON. 

 Identify (with respect to documents): When referring to documents, to 

“IDENTIFY” means to state the: (i) type of document; (ii) general subject matter; (iii) date of the 

document; and (iv) author(s), addressee(s), and recipient(s); or, alternatively, to produce the 

document. 

Interacted with: “INTERACTED WITH” means to have used a device to COPY 

or REVIEW an INTERNET COMMUNICATION or INTERNET TRANSACTION while such 

communication or transaction is being transmitted or while the communication or transaction is 

being stored, other than as necessary to transmit or store the communication.  
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 International Communication: The term “INTERNATIONAL 

COMMUNICATION” means an INTERNET COMMUNICATION between at least one party in 

the UNITED STATES and at least one party outside the UNITED STATES. 

 Internet Backbone: The term “INTERNET BACKBONE” means the set of high-

capacity cables, switches, and routers that facilitates both domestic and international Internet 

communication by parties connected to it. The INTERNET BACKBONE includes, but is not 

limited to, the international submarine cables that carry INTERNET COMMUNICATIONS. 

 Internet Communication: The term “INTERNET COMMUNICATION” means a 

series of related packets that are sent from a particular source to a particular destination that 

together constitute a message of some sort, including but not limited to an email message, an 

HTTP request, or an HTTP response.  

 Internet Packet: The term “INTERNET PACKET” means a discrete chunk of 

information transmitted across the Internet. All INTERNET COMMUNICATIONS are split into 

one or more INTERNET PACKETS. Each INTERNET PACKET contains a source and 

destination Internet Protocol (“IP”) address and some payload.     

 Internet Transaction: The term “INTERNET TRANSACTION” has the same 

meaning as “Internet transaction” within the PCLOB Report at pages 39 and 125 and note 517.  

 NSA: The terms “National Security Agency” and “NSA” include any department, 

office, entity, officer, employee, agent, representative, attorney, consultant, or contractor thereof, 

as well as telecommunication providers acting at the NSA’s direction. 

 Parties: The terms “PLAINTIFF” and “DEFENDANT,” as well as a party’s full 

or abbreviated name or a pronoun referring to a party, mean that party and its officers, directors, 

employees, agents, representatives, attorneys, consultants, and contractors. This definition is not 
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intended to impose a discovery obligation on any PERSON who is not a party to the litigation or 

to limit the Court’s jurisdiction to enter any appropriate order. 

 Person: The term “PERSON” is defined as any natural person or any business, 

legal or governmental entity, or association. 

 Process: The term “PROCESS” has the same meaning as “process,” 

“process[ed],” or “process[ing]” within the July 2014 Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, As Amended, 

available at https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20

Minimization%20Procedures.pdf  (“2014 NSA Minimization Procedures”). 

 Retain: The term “RETAIN” has the same meaning as “retain,” “retained,” or 

“retention” within the 2014 NSA Minimization Procedures.  

 Review: The term “REVIEW” means to scan, search, screen, capture, monitor, 

analyze, redirect, divert, or gather information about the contents of. 

 Selector: The term “SELECTOR” has the same meaning as “selector” within the 

2014 NSA Minimization Procedures.  

 Target: The term “TARGET” means the subjects who are “targeted” pursuant to 

50 U.S.C. § 1881a. 

 United States: When used as a term of geographic location, “UNITED STATES” 

means all areas under the territorial sovereignty of the United States. 

 Wholly Domestic Communication: The term “WHOLLY DOMESTIC 

COMMUNICATION” means an INTERNET COMMUNICATION whose origin and final 

destination are both located within the UNITED STATES. 
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 You/Your: The terms “YOU” or “YOUR” include the defendant agency, and 

department, office, entity, officer, employee, agent, representative, attorney, consultant, or 

contractor thereof. 

 The present tense includes the past and future tenses. The singular includes the 

plural, and the plural includes the singular. “All” means “any and all”; “any” means “any and 

all.” “Including” means “including but not limited to.” “And” and “or” encompass both “and” 

and “or.” Words in the masculine, feminine, or neutral form shall include each of the other 

genders. 

INSTRUCTIONS 

1. YOU are requested to answer each Request for Admission set forth below 

separately and completely in writing under oath. In answering these Requests for Admission, 

respond truthfully and in good faith on the basis of all information that is known or readily 

obtainable by YOU. 

2. As required by Federal Rule of Civil Procedure 36(a)(4), if good faith requires 

that YOU deny only a portion of any matter as to which an admission is requested, or that YOU 

qualify any response as to any given Request for Admission, specify and admit so much of the 

Request as is true and deny or qualify only that portion of the Request as to which good faith 

requires a denial or qualification. 

3. Each Request for Admission shall be answered fully unless it is objected to in 

good faith, in which event the reasons for YOUR objection shall be stated in detail. If an 

objection pertains to only a portion of a Request for Admission, or a word, phrase, or clause 

contained within it, YOU are required to state YOUR objection to that portion only and to 

respond to the remainder of the Request for Admission, using YOUR best efforts to do so.  
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4. If YOU assert that any information responsive to any Request for Admission is 

privileged or otherwise protected from discovery, YOU are requested to expressly make a claim 

of privilege and to describe the nature of the information not disclosed, in a manner that, without 

revealing information itself privileged or protected, will enable PLAINTIFF to assess the claim 

of privilege. For any DOCUMENT or information withheld on the grounds that it is privileged or 

otherwise claimed to be excludable from discovery, identify the information or DOCUMENT, 

describe its subject matter and date, identify all authors and all recipients (including copied and 

blind copied recipients), and specify the basis for the claimed privilege or other grounds of 

exclusion. 

5. YOUR responses to these Requests should be based upon information known to 

YOU CONCERNING facts or events that occurred, in whole or in part, as of June 22, 2015. 

6. These Requests for Admission are continuing in nature and YOUR responses to 

them are to be promptly supplemented or amended if, after the time of YOUR initial responses, 

YOU learn that any response is or has become in some material respect incomplete or incorrect, 

to the full extent provided for by Federal Rule of Civil Procedure 26(e). 

REQUESTS FOR ADMISSION 

REQUEST FOR ADMISSION NO. 1:  

 Admit that there are between 45 and 55 international submarine cables that carry 

INTERNET COMMUNICATIONS directly into or directly out of the UNITED STATES. 

REQUEST FOR ADMISSION NO. 2:  

 Admit that the international submarine cables that carry INTERNET 

COMMUNICATIONS directly into or directly out of the UNITED STATES make landfall at 

approximately 40 to 45 different landing points within the UNITED STATES. 
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REQUEST FOR ADMISSION NO. 3:  

 Admit that the INTERNET BACKBONE includes international submarine cables that 

carry INTERNET COMMUNICATIONS into and out of the UNITED STATES. 

REQUEST FOR ADMISSION NO. 4: 

 Admit that the INTERNET BACKBONE includes high-capacity terrestrial cables that 

carry traffic within the UNITED STATES. 

REQUEST FOR ADMISSION NO. 5:  

 Admit that, in conducting Upstream surveillance, the NSA COPIES INTERNET 

COMMUNICATIONS that are in transit on the INTERNET BACKBONE, prior to 

RETAINING INTERNET COMMUNICATIONS that contain a SELECTOR.  

REQUEST FOR ADMISSION NO. 6:  

 Admit that, in conducting Upstream surveillance, the NSA REVIEWS the contents of 

INTERNET COMMUNICATIONS that are in transit on the INTERNET BACKBONE, prior to 

RETAINING INTERNET COMMUNICATIONS that contain a SELECTOR.  

REQUEST FOR ADMISSION NO. 7:  

 Admit that, in conducting Upstream surveillance, the NSA COPIES INTERNET 

COMMUNICATIONS in BULK that are in transit on the INTERNET BACKBONE.  

REQUEST FOR ADMISSION NO. 8:  

 Admit that, in conducting Upstream surveillance, the NSA REVIEWS the contents of 

INTERNET COMMUNICATIONS in BULK that are in transit on the INTERNET 

BACKBONE.  
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REQUEST FOR ADMISSION NO. 9:  

 Admit that, in conducting Upstream surveillance, the NSA COPIES INTERNET 

COMMUNICATIONS that are neither to nor from TARGETS, prior to RETAINING 

INTERNET COMMUNICATIONS that contain a SELECTOR. 

REQUEST FOR ADMISSION NO. 10:  

 Admit that, in conducting Upstream surveillance, the NSA REVIEWS the contents of 

INTERNET COMMUNICATIONS that are neither to nor from TARGETS, prior to 

RETAINING INTERNET COMMUNICATIONS that contain a SELECTOR. 

REQUEST FOR ADMISSION NO. 11:  

 Admit that the NSA does not consider an INTERNET COMMUNICATION “collected,” 

within the meaning of the 2014 NSA Minimization Procedures, until after it has REVIEWED the 

contents of the communication and has selected it for RETENTION. 

REQUEST FOR ADMISSION NO. 12:  

 Admit that, in the course of Upstream surveillance, the NSA RETAINS WHOLLY 

DOMESTIC COMMUNICATIONS. 

REQUEST FOR ADMISSION NO. 13:  

 Admit that the NSA conducts Upstream surveillance on multiple INTERNET 

BACKBONE CIRCUITS. 

REQUEST FOR ADMISSION NO. 14:  

 Admit that the NSA conducts Upstream surveillance on multiple “international Internet 

link[s],” as that term is used by the government in its submission to the Foreign Intelligence 

Surveillance Court, titled “Government’s Response to the Court’s Briefing Order of May 9, 
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2011,” and filed on June 1, 2011, see [Redacted], 2011 WL 10945618, at *15 (FISC Oct. 3, 

2011).  

REQUEST FOR ADMISSION NO. 15:  

 Admit that the NSA conducts Upstream surveillance at multiple INTERNET 

BACKBONE “chokepoints” or “choke points” (as that term is used by YOU). 

REQUEST FOR ADMISSION NO. 16:  

 Admit that the document attached hereto as Exhibit A, titled “Why are we interested in 

HTTP?,” is a true and correct excerpted copy of a genuine document. 

REQUEST FOR ADMISSION NO. 17:  

 Admit that the statements within the document attached hereto as Exhibit A were made 

by YOUR employees on matters within the scope of their employment during the course of their 

employment. 

REQUEST FOR ADMISSION NO. 18:  

 Admit that statements within the document attached hereto as Exhibit A were made by 

persons YOU authorized to make statements on the subjects of the statements within the 

document. 

REQUEST FOR ADMISSION NO. 19:  

 Admit that the document attached hereto as Exhibit B, titled “Fingerprints and Appids,” 

and “Fingerprints and Appids (more),” is a true and correct excerpted copy of a genuine 

document. 
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REQUEST FOR ADMISSION NO. 20:  

 Admit that the statements within the document attached hereto as Exhibit B were made 

by YOUR employees on matters within the scope of their employment during the course of their 

employment. 

REQUEST FOR ADMISSION NO. 21:  

 Admit that statements within the document attached hereto as Exhibit B were made by 

persons YOU authorized to make statements on the subjects of the statements within the 

document. 

REQUEST FOR ADMISSION NO. 22:  

 Admit that the document attached hereto as Exhibit C, “Seven Access Sites—

International ‘Choke Points’,” is a true and correct excerpted copy of a genuine document. 

REQUEST FOR ADMISSION NO. 23:  

 Admit that the statements within the document attached hereto as Exhibit C were made 

by YOUR employees on matters within the scope of their employment during the course of their 

employment. 

REQUEST FOR ADMISSION NO. 24:  

 Admit that statements within the document attached hereto as Exhibit C were made by 

persons YOU authorized to make statements on the subjects of the statements within the 

document. 

REQUEST FOR ADMISSION NO. 25:  

 Admit that the document attached hereto as Exhibit D, titled “SSO’s Support to the FBI 

for Implementation of their Cyber FISA Orders,” is a true and correct copy of a genuine 

document. 
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REQUEST FOR ADMISSION NO. 26:  

 Admit that the statements within the document attached hereto as Exhibit D were made 

by YOUR employees on matters within the scope of their employment during the course of their 

employment. 

REQUEST FOR ADMISSION NO. 27:  

 Admit that statements within the document attached hereto as Exhibit D were made by 

persons YOU authorized to make statements on the subjects of the statements within the 

document. 

REQUEST FOR ADMISSION NO. 28:  

 Admit that the document attached hereto as Exhibit E, titled “Procedures Used by the 

National Security Agency for Targeting Non-United States Persons Reasonably Believed to be 

Located Outside the United States to Acquire Foreign Intelligence Information Pursuant to 

Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended” and dated July 

28, 2009 (the “NSA Targeting Procedures”) is a true and correct copy of a genuine document. 

REQUEST FOR ADMISSION NO. 29:  

 Admit that the statements within the document attached hereto as Exhibit E were made 

by YOUR employees on matters within the scope of their employment during the course of their 

employment. 

REQUEST FOR ADMISSION NO. 30:  

 Admit that statements within the document attached hereto as Exhibit E were made by 

persons YOU authorized to make statements on the subjects of the statements within the 

document. 
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REQUEST FOR ADMISSION NO. 31:  

 Admit that the document attached hereto as Exhibit F, titled “Minimization Procedures 

Used by the National Security Agency in Connection with Acquisitions of Foreign Intelligence 

Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, As 

Amended,” dated July 2014, and available at https://www.dni.gov/files/documents/

0928/2014%20NSA%20702%20Minimization%20Procedures.pdf, is a true and correct copy of a 

genuine document. 

REQUEST FOR ADMISSION NO. 32:  

 Admit that the statements within the document attached hereto as Exhibit F were made by 

YOUR employees on matters within the scope of their employment during the course of their 

employment. 

REQUEST FOR ADMISSION NO. 33:  

 Admit that statements within the document attached hereto as Exhibit F were made by 

persons YOU authorized to make statements on the subjects of the statements within the 

document. 

 

 
Dated: November 7, 2017                                                       /s/ Ashley Gorski  
        Ashley Gorski 
        American Civil Liberties Union 

             Foundation 
        125 Broad Street, 18th Floor 
        New York, NY 10004 
        Phone: (212) 549-2500 
        Fax: (212) 549-2654 
        agorski@aclu.org 
 
 
        Counsel for Plaintiff 
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SECRET//COMINT//REL TO USA, FVEY 

• Useful for identifying classes of traffic or 
particular targets (for SIGDEV or collection): 

mail/webmail/yahoo 
browser/cellphone/blackberry 
topic/s2B/chinese missile -

• appid - a contest, highest scoring appid wins 

• fingerprint - many fingerprints per session 
• microplugin - a fingerprint or appid that is 

relatively complex (e.g. extracts and databases 
metadata) 

SECRET//COMINT//REL TO USA, FVEY 
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• Written in language called ''GENESIS'' (go 
genesis-language): 

appid('encyclopedia/wikipedia', 2.0) = 
http_ host('wikipedia' or 'wikimedia'); 

fingerprint('dns/malware/MalwareDomains') = 
dns host(' erofreex.info ' or ' datayakoz.info ' -
or' erogirlx.info 'or' pornero.info' or ... 

• If a fingerprint contains a schema definition, a 
search form automatically appears in the 
XKEYSCORE GUI 

• Power users can drop in to C++ to express 
themselves 

SECRET//COMINT//REL TO USA, FVEY 
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TOP SECREr // CO~llNT II. 0 ~oRN//20291130 

STORMBREW At a Glance 

Seven Access Sites - International ''Choke Points'' 

~LEY 
WHISTL 

• Transit/F1SNFAA 
• DNl/DNR (content& metadata) 
• Domestic infrastructure only 
• Cable Station/Switches/Routers (IP 
Backbone) 
• Close partnership ""'l'FBI & NCSC 

TOP SECRET II COMINT // NOFORN//20291130 
8 
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SECRET//REL TO USA, FVEY 

SECURITY CLASSIFICATION 

NSA STAFF PROCESSING FORM 
TO 

SIGINT DIR I 
EXREG CONT~OL NUMBER 

2012-704 I KCC CONTROL NUMBER 

S353-113-1 l 
THRU ACTION EXREG SUSPENSE 

-----------------------! (8J APPROVAL 

D SIGNATURE 
KCC SUSPENSE SUBJECT 

(S//REL) SSO's Support to the FBI for Implementation of 
their Cyber FISA Orders D INFORMATION 

ELEMENT SUSPENSE 

DISTRIBUTION 
V2. V3. V07 
SUMMARY 

RECOMMENDATION: (U//FOUO) Approve the provision of the assistance to FBI, with the 
proviso that the FBI remains responsible for any additional expenses incurred. 

PURPOSE: (S//REL) To obtain the SIGINT Director's approval for the Office of Special Source 
Operations (SSO) to provide ongoing technical assistance to the Federal Bureau oflnvestigation 
(FBI) for the implementation of the various orders they have obtained, and will obtain, from the 
Foreign Intelligence Surveillance Court (FISC) in certain C ber cases involvin a ents of forei n 
powers (e.g. -
-soon, ). The preparation of this Staff Processing Form was a 
collaborative·effort between SSO and the NSA Office of General Counsel (OGC). 
BACKGROUND: (S//REL) On December 20, 2011, NSA received a request for technical 
assistance from the FBI seeking access to infrastructure established by NSA for collection of foreign 
intelligence from U.S. telecommunications providers. The FISC has issued a number of orders at the 
request of the FBI authorizing electronic surveillance directed at communications related to computer 
intrusions being conducted by foreign powers. The orders include some that are limited to pen 
register/trap and trace (PRTT) information as well as others that authorize collection of content. The 
first of these for which NSA assistance has been requested is directed at communications related to 
intrusions conducted by the. (Docket Number 11-91 ), regarding what FBI refers 
to as STYGIAN FLOW. 
(S//REL) In mid-2011, prior to receipt of the request for technical assistance, SSO became aware of 
FBI's plans to seek these orders and has been in discussions with FBI throughout the latter half of the 
year, in the belief that use ofNSA's collection/processing infrastructure would allow the FBI to 

Continued ... 

OFFICE 

OGC 
FIB 

SI 

NTOC 
T 

Derived From: NSA/CSS Manual 1-52 

COORDINATION/APPROVAL. 

S~~~~ OFFICE NAME AND DATE 

S3 

S35 

sv 
POC 
ORG. 

S353 
FORM A6796DE REV NOV 2008(Supersecles A6796 FEB 05 which is obsolete] SECURITY CLASSIFICATION 
NSN: 754o..FM-001-5465 

Dated: a January 2001 SECRET//REL TO USA, FVEY 
Declassify On: _2_03_20_1_oa __________ _ 

SECURE 
PHONE 

20111221 
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SECRET//REL TO USA, FVEY 

SECURITY CLASSIFICATION 

Page 2 of 4: CATS 2012-704 (S//REL TO USA, FVEY) SSO's Support to the FBI for Implementation of their 
Cyber FISA Orders 

maximize the value of the collection without incurring the exp~nses associated with duplication of that 
infrastructure. Although FBI conducts numerous electronic surveillances without NSA's assistance, the 
vast majority of them are directed against targets located inside the United States, and U.S. providers 
served with FISC orders are ordinarily able to identify and deliver to the FBI most, if not all, of the 
targets' communications that they carry. That is because such electronic surveillance is typically 
effected at a point or points in the provider's infrastructure in physical proximity to the target's location. 
In the case of computer intrusions being conducted by foreign powers, the providers may be carrying a 
target's communications, but it is much more difficult to identify and locate them, because the 
communications in question will enter and leave the United States via any convenient path, and their 
path may be obscured to avoid detection. In other words, in these cases, because the target's location is 
outside the United Statues and not well-characterized, effecting the surveillance via FBI's traditional 
means is not effective. 

(S//REL) However, in support of FAA and in anticipation of the need to conduct similar collection 
activities for computer network defense purposes, over the last decade, NSA has expended a significant 
amount of resources to create collection/processing capabilities at many of the chokepoints operated by 
U.S. providers through which international communications enter and leave the United States. 
Collection at such chokepoints is much better suited to electronic surveillance directed at targets 
located outside the United States than FBI's traditional means of collection. In theory, FBI could rely 
on the orders it has obtained to direct U.S. providers to conduct surveillance at these chokepoints 
without relying on NSA capabilities, but it would take a considerable amount of time to do so, and FBI 
would have to reimburse the providers to recreate (i.e., duplicate) what NSA has already put in place. 
The cost alone would be prohibitive, and the time lost in doing so would necessarily result in a loss of 
foreign intelligence. 

(S//REL) The assistance being sought by the FBI is limited in nature. The U.S. providers served with 
Secondary Orders in this matter will assume full responsibility for the provisioning of PR/TT and 
content collection to the FBI. Since all of the authorized "facilities" (typically known as "targeted 
selectors" in NSA parlance) to date are Internet Protocol (IP) addresses used by the targets, there is no 
question as to the providers' abilities to employ devices under their control (e.g., routers) to provision 
fully-compliant, authorized intercept. 

(S//REL) Neither the providers nor the FBI will require NSA's Government off the Shelf (GOTS) 
Digital Network Intelligence (DNI) collection and processing solutions (e.g., TURMOIL, 
XKEYSCORE). Instead, metadata and full content derived from the authorized intercept will be 
produced using Commercial off the Shelf (COTS) processing solutions. If these COTS processing 
solutions involve components developed at NSA's expense and used, primarily, for NSA's Cyber 
survey purposes, the SSO will make careful and informed decisions prior to authorizing use of these 
components. 

SECRET//REL TO USA, FVEY 

SECURITY CLASSIFICATION 
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SECRET//REL TO USA, FVEY 

SECURITY CLASSIFICATION 

Page 3 of 4: CATS 2012-704 (S//REL TO USA, FVEY) SSO's Support to the FBI for Implementation of their 
Cyber FISA Orders 

(S//REL) Prior to authorizing use of the extensive secure Wide Area Networks established at the two 
primary providers (cover terms, LITHIUM and ARTIFICE, respectively) as the end-to-end data 
delivery infrastructure to connect intercept and processing locations with the FBI's designated 
Cyber data repository at the Engineering Research Facility, Quantico, VA, SSO will make careful and 
informed decisions to ensure this capability is undertaken on a 100% non-interference basis with NSA's 
current and future data backhaul needs on these same networks. 

(S//REL) All data (metadata and/or content) collected under the auspices of these FISC orders will be 
forwarded securely and directly to the designated FBI repository. The FISC orders do contain a 
provision, as follows: "NCIJTF personnel participating in this joint investigation may have access to 
raw data prior to minimization." However, access to raw data by NTOC members of the NCIJTF will 
be facilitated under the purview of the FBI and not through any actions that SSO might take as the 
collected data passes through NSA's secure Wide Area Networks. Should the FBI's cyber orders from 
the FISC be modified in the future to authorize raw data retention by NSA, SSO will coordinate with 
all cognizant NSA offices (e.g., Data Governance, OGC, SV) to ensure the proper data delivery 
mechanism is put in place. 

(S//REL) Should the FBI require a sustained and high-level of dedicated analytical resources (i.e., 
cleared, technical manpower) at the providers in order to optimize the collection effectiveness of their 
PRITT and content orders, they will contract for those services directly with the providers. If, on the 
other hand, the FBI's requirement for provider analytical support is more ad hoc and aperiodic in nature 
during the period of time these orders remain in effect, SSO will make careful and informed decisions 
prior to authorizing labor charges against the relevant SSO contracts with the providers for these 
services on behalf of the FBI. Any charges that cannot be justified as necessary for NSA purposes will 
not be made unless/until FBI agrees to reimburse NSA. 

DISCUSSION: (S//REL) If SID decides to approve the requested assistance, SSO will assist the FBI 
in effecting any cyber orders submitted to it after the NSA/OGC has verified that each of them contains 
language permitting NSA's involvement. As stated in Attachment 1, NSA will have the opportunity to 
review and respond to any ·proposed use of PISA-derived information from these collections prior to 
the Attorney General authorizing the use of such information in any criminal proceedings. 

(S//REL) The assistance SSO is being asked to provide to the FBI will not preclude NSA's SIGINT 
targeting of these same fully-qualified, overseas IP addresses under the auspices of the FISA 

Continued ... 
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(S//REL) The assistance SSO is being asked to provide to the FBI will not preclude NSA's SIGINT 
targeting of these same fully-qualified, overseas IP addresses under the auspices of the FISA 
Amendments Act (FAA) of 2008. To the contrary, the relatively recent discovery of these FBI Cyber 
PISA orders and the countless pages of SIGINT-derived evidence that was cited in the respective 
Applications to the FISC have already formed the basis for a dialog between NSA's OGC and the 
Department of Justice's National Security Division. 

(C) DIRECTOR, SIGNALS INTELLIGENCE DECISION: 

CONCUR: 
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EXHIBIT A 

PROCEDURES USED BY THE NATIONAL SECURITY AGENCY FOI~rtd'c;ittrrG~ 3: ! £f 
NON-UNITED STATES PERSONS REASONABLY BELIEVED TO BJ):.l_,Q_Cj\J'~I) 

OUTSIDE THE UNITED STATES TO ACQUIRE FOREIGN INTEL'rJI&ENCE C l 
INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE 

SURVEILLAI'4ICE ACT OF 1978, AS AMENDED 

(S) These procedures address: (I) the manner in which the National Security Agency/Central 
Security Service (NSA) will determine that a person targeted m1der section 702 of the Foreign 
Intelligence Surveillance Act of 1978, as amended ("the Act"), is a non-United States person 
reasonably believed to be located outside the United States (11foreig1mess determination"); (II) 
the post-targeting analysis done by NSA to ensure that the targeting of such person does not 
intentionally target a person lmown at the time of acquisition to be located in the United States 
and does not result in the intentional acquisition of any communication as to which the sender 
and all intended recipients are lmown at the time of acquisition to be located in the United States; 
(III) the documentation ofNSA's foreignness detennination; (IV) compliance and oversight; and 
(V) depaiiures from these procedures. 

I. (U) DETERMINATION OF WHETHER THE ACQUISITION TARGETS NON-
UNITED STATES PERSONS REASONABLY BELIEVED TO BE LOCATED OUTSIDE 
THE UNITED STATES 

(S) NSA detennines whether a person is a non-United States person reasonably believed to be 
outside the United States in light of the totality of the circumstances based on the infonnation 
available with respect to that person, including information concerning the communications 
facility or facilities used by that person. 

(S) NSA analysts examine the following three categories of information, as appropriate under the 
circumstances, to make the above determination: (1) they examine the lead information they 
have received regarding the potential target or the facility that has generated interest in 
conducting surveillance to deteni1ine what that lead infmmation discloses about the person's 
location; (2) they conduct research in NSA databases, available reports and collateral 
infonnation (i.e., infonnation to which NSA has access but did not originate, such as reports 
from other agencies and publicly available information) to determine whether NSA lmows the 
location of the person, or knows infmmation that would provide evidence concerning that 
location; and (3) they conduct technical analyses of the facility or facilities to determine or verify 
information about the person's location. NSA may use information from any one or a 
combination of these categories of information in evaluating the totality of the circumstances to 
detern1ine that the potential target is located outside the United States. 

(TS//SI) In addition, in those cases where NSA seeks to acquire conununications about the 
target that are not to or from the target, NSA will either employ an Internet Protocol filter to 
ensure that the person from whom it seeks to obtain foreign intelligence inforn1ation is located 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 
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overseas, or it will target Internet links that terminate in a foreign country. In either event, NSA 
will direct surveillance at a party to the communication reasonably believed to be outside the 
United States. 

(S) Lead Information 

(S) \Vhen NSA proposes to direct surveillance at a target, it does so because NSA has already 
learned something about the target or the facility or facilities the target uses to communicate. 
Accordingly, NSA will examine the lead information to detennine what it reveals about the 
physical location of the target, including the location of the facility or facilities being used by the 
potential target. 

(S) The following are examples of the types of lead information that NSA may examine: 

a) Has the target stated that he is located outside the United States? For example, has 
NSA or another intelligence agency collected a statement or statements made by the 
target indicating that he is located outside the United States? 

b) Has a human intelligence source or other source of lead information indicated that the 
target is located outside the United States? 

c) Does the lead information provided by an intelligence or law enforcement agency of 
the United States government or an intelligence or law enforcement service of a 
foreign government indicate that the target is located outside the United States? 

d) Was the lead inforn1ation about the target found on a hard drive or other medium that 
was seized in a foreign country? 

e) V\'ith whom has the target had direct contact, and what do we know about the location 
of such persons? For example, if lead inforn1ation indicates the target is in direct 
contact with several members of a foreign-based te1rnrist organization or foreign-
based political organization who themselves are located overseas, that may suggest, 
depending on the totality of the circumstances, that the target is also located overseas. 

(S) Information NSA Has About the Target's Location and/or Facility or Facilities Used by 
the Target 

(S) NSA may also review information in its databases, including repositories of information 
collected by NSA and by other intelligence agencies, as well as publicly available information, to 
detem1ine ifthe person's location, or information providing evidence about the person's location, 
is already known. The NSA databases that would be used for this purpose contain infonnation 
culled from signals intelligence, human intelligence, law enforcement infonnation, and other 
sources. For example, NSA databases may include a report produced by the Central Intelligence 
Agency (CIA) with the fact that a known terrorist is using a telephone with a particular number, 
or detailed information on worldwide telephony numbering plans for wire and wireless telephone 
systems. 
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(S) NSA Technical Analysis of the Facility 

(S) NSA may also apply technical analysis concerning the facility from which it intends to 
acquire foreign intelligence infonnation to assist it i11 maldng determinations concerning the 
location of the person at whom NSA intends to direct surveillance. For example, NSA may 
examine the following types of information: 

(S) For telephone numbers: 

a) Identify the country code of the telephone number, and detennine what it indicates 
about the person's location. 

b) Review conm1ercially available and NSA telephone numbering databases for 
indications of the type of telephone being used (e.g. landline, wireless mobile, 
satellite, etc.), information that may provide an understanding of the location of the 
target. 

(S) For electronic communications accounts/addresses/identifiers: 

Review NSA content repositories and Internet communications data repositories (which 
contain, among other things, Internet communications metadata) for previous Internet 
activity. This infonnation may contain network layer (e.g., Internet Protocol addresses) 
or machine identifier (e.g., Media Access Control addresses) info1mation, which NSA 
compares to information contained in NSA's communication net\vork databases and 
connnercially available Internet Protocol address registration infonnation in order to 
determine the location of the target. 

(S) Assessment of the Non-United States Person Status of the Target 

(S) In many cases, the infonnation that NSA examines in order to determine whether a target is 
reasonably believed to be located outside the United States may also bear upon the non-United 
States person status of that target. For example, lead infonnation provided by an intelligence or 
law enforcement service of a foreign government may indicate not only that the target is located 
in a foreign country, but that the target is a citizen of that or another foreign country. Similarly, 
information contained in NSA databases, including reposito1ies of info1111ation collected by NSA 
and by other intelligence agencies, may indicate that the target is a non-United States person. 

(S) Furthermore, in order to prevent the inadvertent targeting of a United States person, NSA 
maintains records of telephone numbers and electronic communications accounts/addresses/ 
identifiers that NSA has reason to believe are being used by United States persons. Prior to 
targeting, a particular telephone number or electronic conununications account/address/identifier 
will be compared against those records in order to ascertain whether NSA has reason to believe 
that telephone number or electronic conmmnications account/address/identifier is being used by 
a United States person. 
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(S) In the absence of specific information regarding whether a target is a United States person, a 
person reasonably believed to be located outside the United States or whose location is not 
known will be presumed to be a non-United States person unless such person can be positively 
identified as a United States person, or the nature or circumstances of the person's 
communications give rise to a reasonable belief that such person is a United States person. 

(S) Assessment of the Foreign Intelligence Purpose of the Targeting 

(S) In assessing whether the target possesses and/or is likely to conmmnicate foreign 
intelligence information concerning a foreign power or foreign territory, NSA considers, among 
other things, the following factors: 

a. With respect to telephone communications: 

Infonnation indicates that the telephone number has been used to communicate 
directly with another telephone number reasonably believed by the U.S. Intelligence 
Community to be used by an individual associated with a foreign power or foreign 
ten-itory; 

Infonnation indicates that a user of the telephone number has conm1unicated directly 
with an individual reasonably believed by the U.S. fotelligence Community to be 
associated with a foreign power or foreign territory; 

Infom1ation indicates that the telephone number is listed in the telephone directory of 
a telephone used by an individual associated with a foreign power or foreign territory; 

Information indicates that the telephone number has been transmitted during a 
telephone call or other communication with an individual reasonably believed by the 
U.S. Intelligence Community to be associated with a foreign power or foreign 
territory; 

Publicly available sources of info1U1ation (e.g., telephone listings) match the 
telephone number to an individual reasonably believed by the U.S. Intelligence 
Community to be associated with a foreign power or foreign tenitory; 

Inforniation contained in vaiious NSA-maintained lmowledge databases containing 
foreign intelligence infommtion acquired by any lawful means, such as electronic 
surveillance, physical search, or the use of a pen register and trap or trace device, or 
other infonnation, reveals that the telephone number has been ~reviously used by an 
individual associated with a foreign power or foreign territory; or 

1 (TS//SI//NF) The NSA knowledge databases that would be used to satisfy this factor contain fused intelligence 
information concerning international terrorism culled from signals intelligence, human intelligence, law enforcement 
information, and other sources. The information compiled in these databases is inforn1ation that assists the signals 
intelligence system in effecting collection on intelligence targets. For example, a report produced by the CIA may 
include the fact that a known tenorist is using a telephone with a particular number. NSA would include that 
information in its knowlecige databases. 
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Information made available to NSA analysts as a result of processing telephony 
mctadata records acquired by any lawful means, such as electronic surveillance, 
physical search, or the use of a pen register or trap and trace device, or other 
information, reveals that the telephone number is used by an individual associated 
with a foreign power or foreign territory. 

b. With respect to Internet communications: 

Information indicates that the electronic communications account/address/identifier 
has been used to communicate directly with an electromc conummications 
account/address/identifier reasonably believed by the U.S. Intelligence Community to 
be used by an individual associated with a foreign power or foreign territory; 

Infornmtion indicates that a user of the electronic communications account/address/ 
identifier has conmrnnicated directly with an individual reasonably believed to be 
associated with a foreign power or foreign territory; · 

Infonnation indicates that the electronic conmmnications account/address/identifier is 
included in the "buddy list" or address book of an electronic communications 
account/address/identifier reasonably believed by the U.S. Intelligence Community to 
be used by an individual associated with a foreign power or foreign ten-it01y; 

Info1111ation indicates that the electronic communications account/address/identifier 
has been transmitted during a telephone call or other communication with an 
individual reasonably believed by the U.S. Intelligence Community to be associated 
with a foreign power or foreign tenitory; 

Public Internet postings match the electronic co1mnunications account/address/ 
identifier to an individual reasonably believed by the U.S. Intelligence Community to 
be associated with a foreign power or foreign tenit01y; 

Information contained in various NSA-maintained knowledge databases of foreign 
intelligence information acquired by any lawful means, such as electronic 
surveillance, physical search, the use of a pen register or trap and trace device, or 
other information, reveals that electronic communications account/address/identifier 
has been previously used by an individual associated with a foreign power or foreign 
territory; 

Information made available to NSA analysts as a result of processing meta.data 
records acquired by any lawful means, such as electronic surveillance, physical 
search, or the use of a pen register or trap and trace device, or other information, 
reveals that the electronic communications account/address/identifier is used by an 
individual associated with a foreign power or foreign tcnitory; or 

Infomrntion indicates that Internet Protocol ranges and/or specific electronic 
identifi:ers or signatures (e.g., specific types of cryptology or steganography) are used 
almost exclusively by individuals associated with a foreign power or foreign territory, 
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or are extensively used by individuals associated with a foreign power or foreign 
territory. 

II. (S) POST-TARGETING ANALYSIS BY NSA 

(S//SI) After a person has been targeted for acquisition by NSA, NSA will conduct post-
targeting analysis. Such analysis is designed to detect those occasions when a person who when 
targeted was reasonably believed to be located outside the United States has since entered the 
United States, and wi11 enable NSA to take steps to prevent the intentional acquisition of any 
communication as to which the sender and all intended recipients are known at the time of 
acquisition to be located in the United States, or the intentional targeting of a person who is 
inside the United States. Such analysis may include: 

For telephone numbers: 

"' Routinely comparing telephone numbers tasked pursuant to these procedures against 
information that has been incidentally collected from the Global System for Mobiles 
(GSM) Home Location Registers (HLR). These registers receive updates whenever a 
GSM phone moves into a new service area. Analysis ofthis HLR information provides a 
primary indicator of a foreign user of a mobile telephone ente1ing the United States. 

" NSA analysts may analyze content for indications that a foreign target has entered or 
intends to enter the United States. Such content analysis will be conducted according to 
analytic and intelligence requirements and primities. · 

For electronic communications accounts/addresses/identifiers: 

e Routinely checking all electronic communications accounts/addresses/identifiers tasked 
pursuant to these procedures against available databases that contain Internet 
communications data (including metadata) to detemrine if an electrorric commurrications 
account/address/identifier was accessed from overseas. Such databases contain 
communications contact information and summaries of communications activity from 
NSA signals intelligence collection. The foreign access determination is made based on 
comparing the Internet Protocol address associated with the account activity to other 
information NSA possesses about geographical area(s) serviced by particular Internet 
Protocol addresses. If the IP address associated with the target activity is identified as a 
U.S.-based network gateway (e.g., a Hotrnail server) or a private Internet Protocol 
address, then NSA analysts will be required to perfom1 additional research to detennine if 
the access was in a foreign country using additional crite1ia such as machine identifier or 
case notation (NSA circuit identifier) of a commurrications link known to be foreign. 
Such databases nonnally maintain information about such activity for a 12-month peiiod. 
This data will be used in an attempt to rule out false positives from U.S.-based network 
gateways. If the account access is dete1111ined to be from a U.S.-based machine, further 
analytic checks will be performed using content collection to detennine if the target has 
moved into the United States. 
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e Routinely comparing electronic communications accounts/addresses/identifiers tasked 
pursuant to these procedures against a list of electronic connnun:ications accounts/ 
addresses/identifiers already identified by NSA as being accessed from inside the United 
States. This will help ensure that no target has been recognized to be located in the 
United States. 

e NSA analysts may analyze content for indications that a target has entered or intends to 
enter the United States. Such content analysis will be conducted according to analytic 
and intelligence requirements and p1i01ities. 

(S) If NSA determines that a target has entered the United States, it will follow the procedures 
set fo1ih in section IV of this document, including the tennination of the acquisition from the 
target without delay. In cases where NSA cannot resolve an apparent conflict between 
infonnation indicating that the target has entered the United States and information indicating 
that the target remains located outside the United States, NSA will presume that the target has 
entered the United States and will tenninate the acquisition from that target. If at a later time 
NSA detennines that the target is in fact located outside the United States, NSA may re-initiate 
the acquisition in accordance with these procedures. 

(S) IfNSA determines that a target who at the time of targeting was believed to be a non-United 
States person was in fact a United States person, it will follow the procedures set f mih in section 
IV of this document, including the termination of the acquisition from the target without delay. 

III. (U) DOCUMENTATION 

(S) Analysts who request tasking will document in the tasking database a citation or citations to 
the infonnation that led them to reasonably believe that a targeted person is located outside the 
United States. Before tasking is approved, the database entry for that tasking will be reviewed in 
order to verify that the database entry contains the necessary citations. 

(S) A citation is a reference that identifies the source of the information, such as a repo1i number 
or conununications intercept identifier, which NSA \Vill maintain. The citation will enable those 
responsible for conducting oversight to locate and review the information that led NSA analysts 
to conclude that a target is reasonably believed to be located outside the United States. 

(S) Analysts also will identify the foreign power or foreign territory about which they expect to 
obtain foreign inte11igence information pursuant to the proposed targeting. 

IV. (U) OVERSIGHT AND COMPLIANCE 

(S) NSA's Signals Intelligence Directorate (SID) Oversight and Compliance, with NSA's Office 
of General Counsel (OGC), will develop and deliver training regarding the applicable procedures 
to ensure intelligence persom1el responsible for approving the targeting of persons under these 
procedures, as well as analysts with access to the acquired foreign intelligence infom1ation 
understand their responsibilities and the procedures that apply to this acquisition. SID Oversight 
and Compliance has established processes for ensuring that raw traffic is labeled and stored only 
in authorized repositmies, and is accessible only to those who have had the proper training. SID 
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Oversight and Compliance will conduct ongoing oversight activities and will make any 
necessary reports, including those relating to incidents of noncompliance, to the NSA Inspector 
General and OGC, in accordance with its NSA charter. SID Oversight and Compliance will also 
ensure that necessary corrective actions are taken to address any identified deficiencies. To that 
end, SID Oversight and Compliance wi11 conduct periodic spot checks of targeting decisions and 
intelligence disseminations to ensure compliance with established procedures, and conduct 
periodic spot checks of queries in data repositories. 

(S) The Department of Justice (DO.T) and the Office of the Director of National Intelligence 
(ODNI) will conduct oversight ofNSA's exercise of the authority under section 702 of the Act, 
which will include periodic reviews by DOJ and ODNI personnel to evaluate the implementation 
of the procedures. Such reviews will occur at least once every sixty days. 

(S) NSA will report to DOJ, to the ODNI Office of General Counsel, and to the ODNI Civil 
Liberties Protection Officer any incidents of noncompliance with these procedures by NSA 
personnel that result in the intentional targeting of a person reasonably believed to be located in 
the United States, the intentional targeting of a United States person, or the intentional 
acquisition of any communication in which the sender and all intended recipients are known at 
the time of acquisition to be located within the United States. NSA will provide such reports 
within five business days oflearning of the incident. Any information acquired by intentionally 
targeting a United States person or a person not reasonably believed to be outside the United 
States at the time of such targeting will be purged from NSA databases. 

(S) NSA will report to DOJ through the Deputy Assistant Attorney General in the National 
Security Division with responsibility for intelligence operations and oversight, to the ODNI 
Office of General Counsel, and to the ODNI Civil Liberties Protection Officer, any incidents of 
noncompliance (including overcollection) by any electronic communication service provider to 
whom the Attorney General and Director of National Intelligence issued a directive u11der 
section 702. Such report will be made within five business days after detennining that the 
electronic communication service provider has not complied or does not intend to comply with a 
directive. 

(S) In the event that NSA concludes that a person is reasonably believed to be located outside the 
United States and after targeting this person learns that the person is inside the United States, or 
ifNSA concludes that a person who at the time of targeting was believed to be a non-United 
States person was in fact a United States person, it will take the following steps: 

1) Te1111inate the acquisition without delay and determine whether to seek a Court order 
under another section of the Act. IfNSA inadvertently acquires a communication 
sent to or from the target while the target is or was located inside the United States, 
including any communication where the sender and all intended recipients are 
reasonably believed to be located inside the United States at the time of acquisition, 
such communication will be treated in accordance with the applicable minimization 
procedures. 
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2) Repmi the incident to DOJ through the Deputy Assistant Attorney General in the 
National Security Division with responsibility for intelligence operations and 
oversight, to the ODNI Office of General Counsel, and to the ODNI Civil Liberties 
Protection Officer within five business days. 

V. (U) DEPARTURE FROM PROCEDURES 

(S) If, in order to protect against an i1mnediatc threat to the national security, NSA detennines 
that it must take action, on a temporary basis, in apparent departure from these procedures and 
that it is not feasible to obtain a timely modification of these procedures from the Attorney 
General and Director of National Intelligence, NSA may take such action and will repo1i that 
activity promptly to DOJ through the Deputy Assistant Attorney General in the National Secmity 
Division with responsibility for intelligence operations and oversight, to the ODNI Office of 
General Cou11Sel, and to the ODNI Civil Liberties Protection Officer. Under such circumstances, 
the Government will continue to adhere to all of the statutory limitations set forth in subsection 
702(b) of the Act. 

Elie H. Holder, Jr. 
Attorney General of the United ~ates 
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EXHIBITB 
'. ' 

MINIMIZATION PROCEDURES USED BY THE NATIONAL SECUID'f$Jl\Gl)Nf!.T !lN'.:6 
CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE 

INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN'iN'.tEI;:t;,l_q~Nc;f:i, LL 
SURVEILLMCE ACT OF 1978, AS AMENDED .. '· . . . ·· . 

(U) Section 1 - Applicability and Scope 

(U) These National Security Agency (NSA) minimization procedures apply to the 
acquisition, retention, use, and dissemination of information, including non-publicly 
available information concerning unconsenting United States persons, that is acquired by 
targeting non-United States persons reasonably believed to be located outside the United 
States in accordance with section 702 of the Foreign Intelligence Surveillance Act of 1978, 
as amended (FISA or "the Act"). 

(U) If NSA determines that it must take action in apparent departure from these 
minimization procedures to protect against an immediate threat to human life (e.g., force 
protection or hostage situations) and that it is not feasible to ob.lain a timely modification of 
these procedures, NSA may take such action immediately. NSA will report the actiontaken 
to the Office of the Director of National Intelligence and to the National Security Division of 
the Department of Justice, which will promptly notify the Foreign Intelligence Surveillance 
Court of such activity. 

(SI/NF) Nothing in these procedures shall restrict NSA's performance oflawful oversight 
fimctions of its personnel or systems, or lawful oversight functions of the Department of 
Justice's National Security Division, Office of the Director of National Intelligence, or the 
applicable Offices of the Inspectors General. Additionally, nothing in these procedures shall 
restrict NSA's ability to conduct vulnerability or network assessments using infonnation 
acquired pursuant to section 702 of the Act in order to ensure that NSA systems are not or 
have not been compromised. Notwithstanding any other section in these procedures, 
information used by NSA to conduct vulnerability or network assessments may be retained 
for one year solely for that limited purpose. Any information retained for this purpose may 
be disseminated only in accordance with the applicable provisions of these procedures. 

(U) For the purposes of these procedures, the terms "National Security Agency" and "NSA 
personnel" refer to any employees of the National Security Agency/Central Security Service 
("NSA/CSS" or "NSA") and any other persom1el engaged in Signals Intelligence (SIG INT) 
operations authorized pursuant to section 702 of the Act if such operations are executed 
under the direction, authority, or control of the Director, NSA/Chief, CSS (DIRNSA). 

(U) Section 2 - Definitions 

(U) In addition to the definitions in sections 101 and 701 of the Act, the following 
definitions will apply to these procedures: 
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(a) (U) Acquisition means the collection by NSA or the Federal Bureau of Investigation 
(FBI) through electronic means of a non-public communication to which it is not an 
intended party. 

(b) (U) Communications concerning a United States person include all communications in 
which a United States person is discussed or mentioned, except where such 
communications reveal only publicly available infonnation about the person. 

( c) (U) Communications of a United States person include all c01mnunications to which a 
United States person is a party. 

( d) (U) Consent is the agreement by a person or organization to permit the NSA to take 
particular actions that affect the person or organization. To be effective, consent must be 
given by the affected person or organization with sufficient knowledge to understand the 
action that may be talcen and the possible consequences of that action. Consent by an 
organization will be deemed valid if given on behalf of the organization by an official or 
governing body determined by the General Counsel, NSA, to have actual or apparent 
authority to make such an agreement. 

( e) (U) Foreign c01mnunication means a cmmnunication that has at least one cmmnunicant 
outside of the United States. All other communications, including cormnunications in 
which the sender and all intended recipients are reasonably believed to be located in the 
United States at the time of acquisition, are domestic communications. 

(f) (U) Identification of a United States person means (I) the name, unique title, or address 
of a United States person; or (2) other personal identifiers of a United States person when 
appearing in the context of activities conducted by that person or activities conducted by 
others that are related to that person. A reference to a product by brand name, or 
manufacturer's name or the use of a name in a descriptive sense, e.g., "Monroe Doctrine," 
is not an identification of a United States person. 

(g) (TS//SI//NF) Internet transaction, for purposes of these procedures, means an Internet 
communication that is acquired through NSA's upstream collection techniques. An 
Internet transaction ma contain information or data representing either a discrete 

or multiple discrete communications-

(h) (U) Processed or processing means any step necessary to convert a communication into 
an intelligible form intended for human inspection. 

(i) (U) Publicly available information means information that a member of the public could 
obtain on request, by research in public sources, or by casual observation. 

G) (U) Technical data base means infonnation retained for cryptanalytic, traffic analytic, or 
signal exploitation purposes. 
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(k) (U) United States person means a United States person as defined in the Act. The 
following guidelines apply in determining whether a person whose status is unknown is a 
United States person: 

(1) (U) A person known to be currently in the United States will be treated as a United 
States person unless positively identified as an alien who has not been admitted for 
permanent residence, or unless the nature or circmnstances of the person's 
connnunications give tise to a reasonable belief that such person is not a United 
States person. 

(2) (U) A person !mown to be currently outside the United States, or whose location is 
unknown, will not be treated as a United States person unless such person can be 
positively identified as such, or the nature or circmnstances of the person's 
communications give tise to a reasonable belief that such person is a United States 
person. 

(3) (U) A person who at any time has been known to have been an alien admitted for 
lawful permanent residence is treated as a United States person. Any dete1mination 
that a person who at one time was a United States person (including an alien admitted 
for lawful permanent residence) is no longer a United States person must be made in 
consultation with the NSA Office of General Counsel. 

(4) (U} An unincorporated association whose headquarters or ptimary office is located 
outside the United States is presUl11ed not to be a United States person unless there is 
information indicating that a substantial nmnber of its members are citizens of the 
United States or aliens lawfully admitted for permanent residence. 

(U) Section 3 - Acquisition and Handling - General 

(a) (U) Acquisition 

(U) The acquisition of infmmation by targeting non-United States persons reasonably 
believed to be located outside the United States pursuant to section 702 of the Act will be 
effected in accordance with an authotization made by the Attorney General and Director of 
National Intelligence pursuant to subsection 702(a) of the Act and will be conducted in a 
manner designed, to the greatest extent reasonably feasible, to minimize the acquisition of 
information not relevant to the authorized purpose of the acquisition. 

(b) (U) Monitoting, Recording, and Handling 

(1) (U) Personnel will exercise reasonable judgment in determining whether information 
acquired must be minimized and will destroy inadvertently acquired communications 
of or concerning a United States person at the earliest practicable point at which such 
communication can be identified either: as clearly not relevant to the authorized 
purpose of the acquisition (e.g., the communication does not contain foreign 
intelligence information); or, as not containing evidence of a crime which may be 
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disseminated under these procedures. Except as provided for in subsection 3(c) 
below, such inadvertently acquired communications of or concerning a United States 
person may be retained no longer than five years from the expiration date of the 
certification authorizing the collection in any event. 

(2) (U) Communications of or concerning United States persons that may be related to 
the authorized purpose of the acquisition may be forwarded to analytic personnel 
responsible for producing intelligence information from the collected data. Such 
commnnications or information may be retained and disseminated only in accordance 
with Sections 3, 4, 5, 6, and 8 of these procedures. 

(3) (U//FOUO) As a communication is reviewed, NSA analyst(s) will detennine whether 
it is a domestic or foreign communication to, from, or about a target and is reasonably 
believed to contain foreign intelligence information or evidence of a crime for 
purposes of assessing how the cormnunication should be handled in accordance with 
these procedures. -

( 4) (U) Handling oflnternet Transactions Acquired Through NSA Upstream Collection 
Techniques 

a. (TS//SV/NF) NSA will take reasonable steps post-acquisition to identify and 
segregate through technical means Internet transactions that cannot be reasonably 
identified as containing single, discrete communications where: the active user of 
the transaction (i.e., the electronic cormnunications account/address/identifier 
used to send or receive the Internet transaction to or from a service provider) is 
reasonably believed to be located in the United States; or the location of the active 
user is unknown. 

]. (TS//SV/NF) Notwithstanding subsection 3(b )(4)a. above, NSA may process 
Internet transactions acquired through NSA upstream collection techniques in 
order to render such transactions intelligible to analysts. 

2. (TS//SI/ /NF) Internet transactions that are identified and segregated pursuant 
to subsection 3(b )( 4)a. will be retained in an access-controlled repository that 
is accessible only to NSA analysts who have been trained to review such 
transactions for the purpose of identifying those that contain discrete 
communications as to which the sender and all intended recipients are 
reasonably believed to be located in the United States. 

(a) (TS//SV/NF) Any information contained in a segregated Internet 
transaction (including metadata) may not be moved or copied from the 
segregated repository or otherwise used for foreign intelligence purposes 
unless it has been determined that the transaction does not contain any 
discrete commnnication as to which the sender and all intended recipients 
are reasonably believed to be located in the United States. Any Internet 
transaction that is identified and segregated pursuant to subsection 
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3(b )( 4)a. and is subsequently determined to contain a discrete 
communication as to which the sender and all intended recipients are 
reasonably believed to be locatea in the United States will be handled in 
accordance with Section 5 below. 

(b) (U//FOUO) Any information moved or copied from the segregated 
repository into repositories more generally accessible to NSA analysts will 
be handled in accordance with subsection 3(b )( 4)b. below and the other 
applicable provisions of these procedures. 

( c) (U//FOUO) Any information moved or copied from the segregated 
repository into repositories more generally accessible to NSA analysts will 
be marked, tagged, or otherwise identified as having been previously 
segregated pursuant to subsection 3(b)(4)a. 

3. (TS//SI//NF) Internet transactions that are not identified and segregated 
pursuant to subsection 3(b)(4)a. will be handled in accordance with subsection 
3(b)(4)b. below and the other applicable provisions of these procedures. 

b. (U) NSA analysts seeking to use (for example, in a PISA application, intelligence 
report, or section 702 targeting) a discrete c01mnunication within an Internet 
transaction that contains multiple discrete communications will assess whether the 
discrete communication: 1) is a communication as to which the sender and all 
intended recipients are located in the United States; and 2) is to, from, or about a 
tasked selector, or otherwise contains foreign intelligence information. 

1. (TS//SI/ /NF) If an NSA analyst seeks to use a discrete communication within 
an Internet transaction that contains multiple discrete communications, the 
analyst will first perfonn checks to detennine the locations of the sender and 
intended recipients of that discrete communication to the extent reasonably 
necessary to determine whether the sender and all intended recipients of that 
communication are located in the United States. If an analyst determines that 
the sender and all intended recipients of a discrete communication within an 
Internet transaction are located in the United States, the Internet transaction 
will be handled in accordance with Section 5 below. 

2. (U) If an NSA analyst seeks to use a discrete communication within an 
Internet transaction that contains multiple discrete communications, the 
analyst will assess whether the discrete communication is to, from, or about a 
tasked selector, or otherwise contains foreign intelligence information. 

(a) (U) If the discrete communication is to, from, or about a tasked selector, 
any U.S. person information in that communication will be handled in 
accordance with the applicable provisions of these procedures. 
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(b) (U) If the discrete communication is not to, from, or about a tasked 
selector but otherwise contains foreign intelligence information, and the 
discrete communication is not to or from an identifiable U.S. person or a 
person reasonably believed to be located in the United States, that 
communication (including any U.S. person infonnation therein) will be 
handled in accordance with the applicable provisions of these procedures. 

( c) (U) If the discrete communication is not to, from, or about a tasked 
selector but is to or from an identifiable U.S. person, or a person 
reasonably believed to be located in the United States, the NSA analyst 
will document that determination in the relevant analytic repository or tool 
if technically possible or reasonably feasible. Such discrete 
communication cannot be used for any purpose other than to protect 
against an immediate threat to human life (e.g., force protection or hostage 
situations). NSA will report any such use to the Office of the Director of 
National Intelligence and to the National Security Division of the 
Department of Justice, which will promptly notify the Foreign Intelligence 
Surveillance Court of such use. 

3. (TS//SV INF) An NSA analyst seeking to use a discrete communication within 
an Internet transaction that contains multiple discrete communications in a 
FISA application, intelligence repmt, or section 702 targeting must 
appropriately document the verifications required by subsections 3(b)(4)b.l. 
and 2. above. 

4. (TS//SV/NF) Notwithstanding subsection 3(b)(4)b. above, NSA may use 
metadata extracted from Internet transactions acquired on or after October 31, 
2011, that are not identified and segregated pursuant to subsection 3(b )(4)a. 
without first assessing whether the metadata was extracted from: a) a discrete 
communication as to which the sender and all intended recipients are located 
in t11e United States; orb) a discrete communication to, from, or about a 
tasked selector. Any metadata extracted from Internet transactions that are not 
identified and segregated pursuant to subsection 3(b )( 4)a. above will be 
handled in accordance with the applicable provisions of these procedures. 
Any metadata extracted from an Internet transaction subsequently detennined 
to contain a discrete communication as to which the sender and all intended 
recipients are reasonably believed to be located inside the United States shall 
be destroyed upon recognition. 

( 5) (U) Magnetic tapes or other storage media containing communications acquired 
pursuant to section 702 may be scanned by computer to identify and select 
communications for analysis. Computer selection tenns used for scanning, such as 
telephone numbers, key words or phrases, or other discriminators, will be limited to 
those selection terms reasonably likely to return foreign intelligence information. 
Identifiers of an identifiable U.S. person may not be used as terms to identify and 
select for analysis any Internet communication acquired tlrrough NSA's upstream 
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collection teclmiqnes. Any use of United States person identifiers as terms to identify 
and select communications must first be approved in accordance with NSA 
procedures. NSA will maintain records of all United States person identifiers 
approved for use as selection tenns. The Depaiiment of Justice's National Security 
Division and the Office of the Director of National Intelligence will conduct oversight 
ofNSA's activities with respect to United States persons that are conducted pursuant 
to this paragraph. 

(6) (U) Further handling, retention, and dissemination of foreign communications will be 
made in accordance with Sections 4, 6, 7, and 8 as applicable, below. Fmiher 
handling, storage, and dissemination of inadvertently acquired domestic 
communications will be made in accordance with Sections 4, 5, and 8 below. 

(c) (U) DestructionofRawData 

(1) (S//S elephony communications and Internet 
communications acquired by or with the assistance of the FBI from Internet Service 
Providers that do not meet the retention standards set forth in tlrnse procedures and 
that are known to contain communications of or concerning United States persons 
will be destroyed upon recognition. Telephony communications and Internet 
communications acquired by or with the assistance of the FBI from Internet Service 
Providers may not be retained longer than five years from the expiration date of the 
certification authorizing the collection unless NSA specifically detennines that each 
such communication meets the retention standards in these procedures. 

(2) (TS//SI//NF) Internet transactions acquired tlrrough NSA's upstreain collection 
techniques that do not contain any information that meets the retention standards set 
forth in these procedures and that are known to contain communications of or 
concerning United States persons will be destroyed upon recognition. An Internet 
transaction may not be retained longer than two years from the expiration date of the 
certification authorizing the collection unless NSA specifically detennines that at 
least one discrete connnunication within the Internet transaction meets the retention 
standards in these procedures and that each discrete communication within the 
transaction either: (a) is to, from, or about a tasked selector; or (b) is not to, from, or 
about a tasked selector and is also not to or from an identifiable United States person 
or person reasonably believed to be in the United States. The Internet transactions 
that may be retained include those that were acquired because of limitations on NSA's 
ability to filter communications. Any Internet commmucations acquired tlrrough 
NSA's upstreain collection techniques that are retained in accordance with this 
subsection may be reviewed and handled only in accordat1Ce with the standards set 
forth above in subsection 3(b)(4) of these procedures. 

(3) (TS//SI//NF) Any Internet transactions acquired through NSA's upstreain collection 
techniques prior to October 31, 2011, will be destroyed upon recognition. 
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( 4) (S/NF) NSA may temporarily retain specific section 702-acquired infonnation that 
would otherwise have to be destroyed, pursuant to section 3(a)-(c) above, ifthe 
Department of Justice advises NSA in writing that such information is subject to a 
preservation obligation in pending or anticipated administrative, civil, or criminal 
litigation. The specific information to be retained (including, but not limited to, the 
target(s) or selector(s) whose unminimized infonnation must be preserved and the 
relevant time period at issue in the litigation), and the particular litigation for which 
the information will be retained, shall be identified in writing by the Department of 
Justice. Personnel not working on the particular litigation matter shall not access the 
urnninimized section 702-acquired information preserved pursuant to a written 
preservation notice from the Department of Justice that would otherwise have been 
destroyed pursuant to these procedures. Other personnel shall only access the 
information being retained for litigation-related reasons on a case-by-case basis after 
consultation with the Department of Justice. The Department of Justice shall notify 
NSA in writing once the section 702-acquired infonnation is no longer required to be 
preserved for such litigation matters, and then NSA shall promptly destroy the section 
702-acquired information as otherwise required by these procedures. Circumstances 
could arise requiring that section 702-acquired information subject to other 
destruction/age off requirements in these procedures (e.g., Section 5) be retained 
because it is subject to a preservation requirement. In such cases the Government 
will notify the Foreign Intelligence Surveillance Court and seek permission to retain 
the material as appropriate consistent with law. Depending on the nature, scope and 
complexity of a particular preservation obligation, in certain circnmstances it may be 
technically infeasible to retain certain section 702-acquired information. Should such 
circnmstances arise, they will be brought to the attention of the court with jurisdiction 
over the underlying litigation matter for resolution. 

( d) (U) Change in Target's Location or Status 

(1) (U//FOUO) In the event that NSA reasonably believes that a target is located outside 
the United States and subsequently learns that the person is inside the United States, 
or ifNSA concludes that a target who at the time of targeting was believed to be a 
non-United States person is in fact a United States person at the time of acquisition, 
the acquisition from tliat person will be tenninated without delay. 

(2) (U) Any communications acquired tlrrough the targeting of a person who at the time 
of targeting was reasonably believed to be located outside the United States but is in 
fact located inside the United States at the time such communications were acquired, 
and any communications acquired by targeting a person who at the time of targeting 
was believed to be a non-United States person but was in fact a United States person 
at the time such communications were acquired, will be treated as domestic 
communications under these procedures. 

(e) (S//NF) In tl1e event that NSA seeks to use any information acquired pursuant to section 
702 during a time period when there is uncertainty about the location of the target oftl1e 
acquisition because the~ost-tasking checks described in NSA's section 702 
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targeting procedures were not functioning properly, NSA will follow its internal 
procedures for detennining whether such information may be used (including, but not 
limited to, in FISA applications, section 702 targeting, and disseminations). Except as 
necessary to assess location nnder this provision, NSA may not use or disclose any 
information acquired pursuant to section 702 during such time period nnless NSA 
determines, based on the totality of the circumstances, that the target is reasonably 
believed to have been located outside the United States at the time the information was 
acquired. IfNSA determines that the target is reasonably believed to have been located 
inside the United States at the time the infonnation was acquired, such infonnation will 
not be used and will be promptly destroyed. 

(U) Section 4 - Acquisition and Handling - Attorney-Client Commnnications 

(U) As soon as it becomes apparent that a communication is between a person who is known 
to be under criminal indictment in the United States and an attorney who represents that 
individual in the matter nnder indictment (or someone acting on behalf of the attorney), 
monitoring of that communication will cease and the commnnication will be identified as an 
attorney-client communication in a log maintained for that purpose. The relevant portion of 
the communication containing that conversation will be segregated and the National Security 
Division of the Department of Justice will be notified so that appropriate procedures may be 
established to protect such communications from review or use in any criminal prosecution, 
while preserving foreign intelligence infonnation contained therein. Additionally, all 
proposed disseminations of information constituting United States person attorney-client 
privileged communications must be reviewed by the NSA Office of General Connsel prior to 
dissemination. 

(U) Section 5 - Domestic Communications 

(TS//SI//NF) A commnnication identified as a domestic communication (and, if applicable, 
the Internet transaction in which it is contained) will be promptly destroyed upon recognition 
nn!ess the Director (or Acting Director) ofNSA specifically determines, in writing and on a 
communication-by-communication basis, that the sender or intended recipient of tlle 
domestic communication had been properly targeted nnder section 702 of the Act, and the 
domestic communication satisfies one or more of the following conditions: 

(1) (TS//SI//NF) such domestic commnnication is reasonably believed to contain 
significant foreign intelligence information. Such domestic commnnication (and, if 
applicable, the transaction in which it is contained) may be retained, handled, and 
disseminated in accordance with these procedures; 

(2) (TS//Sil/NF) such domestic commnnication does not contain foreign intelligence 
information but is reasonably believed to contain evidence of a crime that has been, is 
being, or is about to be committed. Such domestic commnnication may be 
disseminated (including United States person identities) to appropliate Federal law 
enforcement authorities, in accordance with 50 U.S.C. §§ l 806(b) and 1825( c), 
Executive Order No. 12333, and, where applicable, the crimes reporting procedures 
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set out in the August 1995 "Memorandum of Understanding: Reporting of 
Information Concerning Federal Crimes," or any successor document. Such domestic 
communication (and, if applicable, the transaction in which it is contained) may be 
retained by NSA for a reasonable period of time, not to exceed six months unless 
extended in writing by the Attorney General, to pennit law enforcement agencies to 
determine whether access to original recordings of such communication is required 
for law enforcement purposes; 

(3) (TS//SI//NF) such domestic communication is reasonably believed to contain 
technical data base information, as defined in Section 2G), or infonnation necessary 
to understand or assess a communications security vulnerability. Such domestic 
communication may be provided to the FBI and/or disseminated to other elements of 
the United States Government. Such domestic conununication (and, if applicable, the 
transaction in which it is contained) may be retained for a period sufficient to allow a 
thorough exploitation and to permit access to data that is, or is reasonably believed 
likely to become, relevant to a current or future foreign intelligence requirement. 
Sufficient duration may vary with the nature of the exploitation. 

a. (U//FOUO) In the context of a cryptanalytic effmi, maintenance ofteclmical data 
bases requires retention of all communications that are enciphered or reasonably 
believed to contain secret meaning, and sufficient duration may consist of any 
period of time during which encrypted material is subject to, or of use in, 
cryptanalysis. 

b. (S//S the case of communications that are not 
enciphered or otherwise reasonably believed to contain secret meaning, sufficient 
duration is five years from expiration date of the certification authorizing the 
collection for telephony communications and Internet communications acquired 
by or with the assistance of the FBI from Internet Service Providers, and two 
years from expiration date of the ce1iification authmizing the collection for 
Internet transactions acquired through NSA's upstream collection techniques, 
unless the Signal Intelligence Director, NSA, determines in writing that retention 
of a specific communication for a longer period is required to respond to 
authorized foreign intelligence or counterintelligence requirements; or 

( 4) (U/ /FOUO) such domestic communication contains information pertaining to an 
imminent threat of serious harm to life or property. Such information may be 
retained and disseminated to the extent reasonably necessary to counter such threat. 

(S//NF) Notwithstanding the above, if a domestic communication indicates that a target 
has entered the United States, NSA may promptly notify the FBI of that fact, as well as 
any information concerning the target's location that is contained in the communication. 
NSA may also use information derived from domestic communications for collection 
avoidance purposes, and may provide such infmmation to the FBI and CIA for collection 
avoidance purposes. NSA may retain the communication from which such infonnation is 
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derived but shall restrict the further use or dissemination of the communication by 
placing it on the Master Purge List (MPL). 

(U) Section 6 - Foreign Communications of or Concerning United States Persons 

(a) (U) Retention 

(U) Foreign communications of or concerning United States persons collected in the course 
of an acquisition authorized under section 702 of the Act may be retained only: 

(1) (U) if necessary for the maintenance of technical data bases. Retention for this 
purpose is permitted for a period sufficient to allow a thorough exploitation and to 
permit access to data that are, or are reasonably believed likely to become, relevant to 
a current or future foreign intelligence requirement. Sufficient duration may vary 
with the nature of the exploitation. 

a. (U) In the context of a cryptanalytic effort, maintenance of technical data bases 
requires retention of all communications that are enciphered or reasonably 
believed to contain secret meaning, and sufficient duration may consist of any 
period of time during which encrypted material is subject to, or of use in, 
cryptanalysis. 

b. (TS//SI/ INF) In the case of communications that are not enciphered or otherwise 
reasonably believed to contain secret meaning, sufficient duration is five years 
from expiration date of the certification authorizing the collection for telephony 
communications and Internet corrununications acquired by or with the assistance 
of the FBI from Internet Service Providers, and two years from expiration date of 
the certification authorizing the collection for Internet transactions acquired 
through NSA's upstream collection techniques, unless the Signals Intelligence 
Director, NSA, determines in writing that retention of a specific category of 
communications for a longer period is required to respond to authorized foreign 
intelligence or counterintelligence requirements; 

(2) (U) if dissemination of such communications with reference to such United States 
persons would be permitted under subsection (b) below; or 

(3) (U) if the information is evidence of a crime that has been, is being, or is about to be 
committed and is provided to appropriate federal law enforcement authorities. 

(TS//SI//NF) Foreign communications of or concerning United States persons that may 
be ret.ained w1der subsections 6(a)(2) and (3) above include discrete commw1ications 
contained in Internet transactions, provided that NSA has specifically detennined, 
consistent with subsection 3(c)(2) above, that each discrete communication within the 
Internet transaction either: (a) is to, from, or about a tasked selector; or (b) is not to, from, 
or about a tasked selector and is also not to or from an identifiable United States person 
or person reasonably believed to be in the United States. 
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(b) (U) Dissemination 

(U) A dissemination based on cmmnunications of or concerning a United States person may 
be made in accordance with Section 7 or 8 below ifthe identity of the United States person is 
deleted and a generic term or symbol is substituted so that the information cannot reasonably 
be connected with an identifiable United States person. Otherwise, dissemination of 
intelligence based on cmmnunications of or concerning a United States person may only be 
made to a recipient requiring the identity of such person for the performance of official duties 
but only if at least one of the following criteria is also met: 

(1) (U) the United States person has consented to dissemination or the infonnation of or 
concerning the United States person is available publicly; 

(2) (U) the identity of the United States person is necessary to understand foreign 
intelligence information or assess its importance, e.g., the identity of a senior official 
in the Executive Branch; 

(3) (U) the communication or information indicates that the United States person may be: 

a. an agent of a foreign power; 

b. a foreign power as defined in section lOl(a) of the Act; 

c. residing outside the United States and holding an official position in the 
government or military forces of a foreign power; 

d. a corporation or other entity that is owned or controlled directly or indirectly by a 
foreign power; or 

e. acting in collaboration with an intelligence or security service of a foreign power 
and the United States person has, or has had, access to classified national security 
information or material; 

( 4) (U) the communication or information indicates that the United States person may be 
the target of intelligence activities of a foreign power; 

(5) (U) the cmmnunication or information indicates that the United States person is 
engaged in the unauthorized disclosure of classified national security information or 
the United States person's identity is necessary to understand or assess a 
communications or network secuiity vulnerability, but only after the agency that 
originated the infonnation certifies that it is properly classified; 

(6) (U) the communication or information indicates that the United States person may be 
engaging in international terrorist activities; 
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(7) (U//FOUO) the acquisition of the United States person's communication was 
authorized by a court order issued pursuant to the Act and the communication may 
relate to the foreign intelligence purpose of the surveillance; or 

(8) (U) the communication or information is reasonably believed to contain evidence that 
a crime has been, is being, or is about to be committed, provided that dissemination is 
for law enforc=ent purposes and is made in accordance with 50 U.S.C. §§ l 806(b) 
and 1825(c), Executive Order No. 12333, and, where applicable, the crimes repmting 
procedures set out in the August 1995 "Memorandum of Understanding: Reporting of 
Information Concerning Federal Crimes," or any successor document. 

( c) (U) Provision of Unminimized Communications to CIA and FBI 

(1) (U) NSA may provide to the Central Intelligence Agency (CIA) unminimized 
communications acquired pursuant to section 702 of the Act. CIA will 
identify to NSA targets for which NSA may provide umninimized 
communications to CIA. CIA will handle any such umninimized 
communications received from NSA in accordance with CIA 1ninimization 
procedures adopted by the Attorney General, in consultation with the Director 
of National Intelligence, pursuant to subsection 702(e) of the Act. 

(2) (U) NSA may provide to the FBI unminimized communications acquired pursuant to 
section 702 of the Act. The FBI will identify to NSA targets for which NSA may 
provide unminimized communications to the FBI. The FBI will handle any such 
unminimized communications received from NSA in accordance with FBI 
minimization procedures adopted by the Attorney General, in consultation with the 
Director ofNational Intelligence, pursuant to subsection 702(e) of the Act. 

(U) Section 7 - Other Foreign Communications 

(U) Foreign cmmnunications of or concerning a non-United States person may be retained, 
used, and disseminated in any form in accordance with other applicable law, regulation, and 
policy. 

(TS//SI//NF) Foreign communications of or concerning a non-United States person that may 
be retained under this subsection include discrete communications contained in Internet 
transactions, provided that NSA has specifically detennined, consistent with subsection 
3(c)(2) above, that each discrete communication within the Internet transaction either: (a) is 
to, from, or about a tasked selector; or (b) is not to, from, or about a tasked selector and is 
also not to or from an identifiable United States person or person reasonably believed to be in 
the United States. 

(U//FOUO) Additionally, foreign communications of or concerning a non-United States 
person may be retained for the same purposes and in the same manner as detailed in Section 
6(a)(l), above. 
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(U) Section 8 - Collaboration with Foreign Governments 

(a) (U) Procedures for the dissemination of evaluated and minimized information. Pursuant 
to section l.7(c)(8) of Executive Order No. 12333, as amended, NSA conducts foreign 
cryptologic liaison relationships with certain foreign govermnents. Information acquired 
pursuant to section 702 of the Act may be disseminated to a foreign government. Except 
as provided below in subsection S(b) of these procedures, any dissemination to a foreign 
govermnent of information of or concerning a United States person that is acquired 
pursuant to section 702 may only be done in a manner consistent with sections 6(b) and 7 
of these NSA minimization procedures. 

(b) (U) Procedures for technical or linguistic assistance. It is anticipated that NSA may 
obtain information or communications that, because of their technical or linguistic 
content, may require further analysis by foreign govermnents to assist NSA in 
determining their meaning or significance. Notwithstanding other provisions of these 
minimization procedures, NSA may disseminate computer disks, tape recordings, 
transcripts, or other information or items containing unminimized infonnation or 
communications acquired pursuant to section 702 to foreign govermnents for further 
processing and analysis, under the following restrictions with respect to any materials so 
disseminated: 

(1) (U) Dissemination to foreign governments will be solely for translation or 
analysis of such infonnation or communications, and assisting foreign 
govermnents will make no use of any information or any communication of or 
concerning any person except to provide technical and linguistic assistance to 
NSA. 

(2) (U) Dissemination will be only to those personnel within foreign governments 
involved in the translation or analysis of such information or communications. 
The number of such personnel will be restricted to the extent feasible. There 
will be no dissemination within foreign governments of this umninimized data. 

(3) (U) Foreign govennnents will malce no permanent agency record of 
information or co111111unications of or concerning any person refened to or 
recorded on computer disks, tape recordings, transcripts, or other items 
disseminated by NSA to foreign govermnents, provided that foreign 
governments may maintain such temporary records as are necessary to enable 
them to assist NSA with the translation or analysis of such inforn1ation. 
Records maintained by foreign governments for this purpose may not be 
disseminated within the foreign govermnents, except to personnel involved in 
providing technical or linguistic assistance to NSA. 

( 4) (U) Upon the conclusion of such technical or linguistic assistance to NSA, 
computer disks, tape recordings, transcripts, or other items or information 
disseminated to foreign govennnents will either be returned to NSA or be 
destroyed with an accounting of such destruction made to NSA. 
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(5) (U) Any information that foreign govermnents provide to NSA as a result of 
such technical or linguistic assistance may be disseminated by NSA in 
accordance with these minimization procedures. 

nc H. Holder, Jr. 
Attorney General of the United S 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
WIKIMEDIA FOUNDATION, * 

 Plaintiff, * 

v.  * Civil Action No.: 15-cv-00662-TSE 

NATIONAL SECURITY AGENCY, et al., * 

 Defendants. * 

*   *   *   *   *   *   *   *   *   *   * 

PLAINTIFF’S SECOND SET OF REQUESTS FOR ADMISSION 

Pursuant to Federal Rule of Civil Procedure 36, Local Rule 104, and Appendix A to the 

Local Rules, the Wikimedia Foundation (“WIKIMEDIA” or “PLAINTIFF”), by its undersigned 

attorneys, serves these Requests for Admission on defendants National Security Agency 

(“NSA”); the Office of the Director of National Intelligence (“ODNI”); the United States 

Department of Justice (“DOJ”); Admiral Michael S. Rogers, in his official capacity as the 

Director of the NSA; Daniel Coats, in his official capacity as the Director of National 

Intelligence (“DNI”); and Jefferson B. Sessions, III, in his official capacity as Attorney General 

(collectively, the “DEFENDANTS”), and demands that DEFENDANTS answer each Request 

for Admission herein in writing and under oath and within thirty (30) days of the date of service 

of the Requests for Admission, in accordance with the Definitions and Instructions set forth 

below. 

DEFINITIONS 

Notwithstanding any definition set forth below, each word, term, or phrase used in this 

Request is intended to have the broadest meaning permitted under the Federal Rules of Civil 
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Procedure. As used in this Request, the following terms are to be interpreted in accordance with 

these definitions: 

 Answer: The term “ANSWER” means Defendants’ Answer to Plaintiff’s First 

Amended Complaint in this action, filed on October 16, 2017. 

Bulk: To COPY or REVIEW INTERNET COMMUNICATIONS in “BULK” 

means to COPY or REVIEW INTERNET COMMUNICATIONS in large quantity without prior 

application of SELECTORS, or other identifiers associated with specific targets of Upstream 

surveillance. 

Circuit: The term “CIRCUIT” has the same meaning as “circuit” in the Privacy 

and Civil Liberties Oversight Board’s “Report on the Surveillance Program Operated Pursuant to 

Section 702 of the Foreign Intelligence Surveillance Act,” dated July 2, 2014 (“PCLOB 

Report”), at pages 36 to 37. 

Communication: The term “COMMUNICATION” means information transmitted 

by any means, whether orally, electronically, by document, or otherwise. 

 Concern or Concerning: The terms “CONCERN” and “CONCERNING” mean 

relating to, referring to, describing, evidencing, constituting, reflecting, memorializing, 

identifying, embodying, pertaining to, commenting on, discussing, analyzing, considering, 

containing, consisting of, indicating, supporting, refuting, or connected to. 

 Copy: The term “COPY” means to duplicate a piece of data (for any duration, no 

matter how brief). 

 Describe: The term “DESCRIBE” means to provide a narrative statement or 

description of the specific facts or matters to which an Interrogatory refers, including, but not 

limited to, an identification of all persons, communications, acts, transactions, events, 
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agreements, recommendations, and DOCUMENTS used, necessary, or desirable to support such 

statement or make the description complete. 

 Document: The term “DOCUMENT” shall have the broadest meaning ascribed to 

that term in Federal Rule of Civil Procedure 34 and Federal Rule of Evidence 1001. The term 

also includes any parent or child attachment or other documents embedded or linked in any way 

to a requested document. A draft or non-identical copy is a separate document within the 

meaning of the term “DOCUMENT.”  

 Identify (with respect to PERSONS): When referring to a PERSON, to 

“IDENTIFY” means to state the PERSON’s full name, present or last known address, and, when 

referring to a natural person, the present or last known place of employment. If the business and 

home telephone numbers are known to the answering party, and if the PERSON is not a party or 

present employee of a party, said telephone numbers shall be provided. Once a PERSON has 

been identified in accordance with this subparagraph, only the name of the PERSON need be 

listed in response to subsequent discovery requesting the identification of that PERSON. 

 Identify (with respect to documents): When referring to documents, to 

“IDENTIFY” means to state the: (i) type of document; (ii) general subject matter; (iii) date of the 

document; and (iv) author(s), addressee(s), and recipient(s); or, alternatively, to produce the 

document. 

Interacted with: The term “INTERACTED WITH” means to have used a device 

to COPY or REVIEW an INTERNET COMMUNICATION or INTERNET TRANSACTION 

while such communication or transaction is being transmitted or while the communication or 

transaction is being stored, other than as necessary to transmit or store the communication or 

transaction in the ordinary course of its transmission or storage.  
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 International Communication: The term “INTERNATIONAL 

COMMUNICATION” means an INTERNET COMMUNICATION between at least one party in 

the UNITED STATES and at least one party outside the UNITED STATES. 

 Internet Backbone: The term “INTERNET BACKBONE” means the set of high-

capacity cables, switches, and routers that facilitates both domestic and international Internet 

communication by parties connected to it. The INTERNET BACKBONE includes, but is not 

limited to, the international submarine cables that carry INTERNET COMMUNICATIONS. 

 Internet Communication: The term “INTERNET COMMUNICATION” means a 

series of related packets that are sent from a particular source to a particular destination that 

together constitute a message of some sort, including but not limited to an email message, an 

HTTP request, or an HTTP response.  

 Internet Packet: The term “INTERNET PACKET” means a discrete chunk of 

information transmitted across the Internet. All INTERNET COMMUNICATIONS are split into 

one or more INTERNET PACKETS. Each INTERNET PACKET contains a source and 

destination Internet Protocol (“IP”) address and some payload.     

 Internet Transaction: The term “INTERNET TRANSACTION” has the same 

meaning as “Internet transaction” within the PCLOB Report at pages 39 and 125 and note 517.  

 NSA: The terms “National Security Agency” and “NSA” include any department, 

office, entity, officer, employee, agent, representative, attorney, consultant, or contractor thereof, 

as well as telecommunication providers acting at the NSA’s direction. 

 Parties: The terms “PLAINTIFF” and “DEFENDANT,” as well as a party’s full 

or abbreviated name or a pronoun referring to a party, mean that party and its officers, directors, 

employees, agents, representatives, attorneys, consultants, and contractors. This definition is not 
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intended to impose a discovery obligation on any PERSON who is not a party to the litigation or 

to limit the Court’s jurisdiction to enter any appropriate order. 

 Person: The term “PERSON” is defined as any natural person or any business, 

legal or governmental entity, or association. 

 Process: The term “PROCESS” has the same meaning as “process,” 

“process[ed],” or “process[ing]” within the July 2014 Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, As Amended, 

available at https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20

Minimization%20Procedures.pdf  (“2014 NSA Minimization Procedures”). 

 Retain: The term “RETAIN” has the same meaning as “retain,” “retained,” or 

“retention” within the 2014 NSA Minimization Procedures.  

 Review: The term “REVIEW” means to scan, search, screen, capture, monitor, 

analyze, redirect, divert, or gather information about the contents of. 

 Selector: The term “SELECTOR” has the same meaning as “selector” within the 

2014 NSA Minimization Procedures.  

 Target: The term “TARGET” means the subjects who are “targeted” pursuant to 

50 U.S.C. § 1881a. 

 United States: When used as a term of geographic location, “UNITED STATES” 

means all areas under the territorial sovereignty of the United States. 

 Wholly Domestic Communication: The term “WHOLLY DOMESTIC 

COMMUNICATION” means an INTERNET COMMUNICATION whose origin and final 

destination are both located within the UNITED STATES. 
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 You/Your: The terms “YOU” or “YOUR” include the defendant agency, and 

department, office, entity, officer, employee, agent, representative, attorney, consultant, or 

contractor thereof. 

 The present tense includes the past and future tenses. The singular includes the 

plural, and the plural includes the singular. “All” means “any and all”; “any” means “any and 

all.” “Including” means “including but not limited to.” “And” and “or” encompass both “and” 

and “or.” Words in the masculine, feminine, or neutral form shall include each of the other 

genders. 

INSTRUCTIONS 

1. YOU are requested to answer each Request for Admission set forth below 

separately and completely in writing under oath. In answering these Requests for Admission, 

respond truthfully and in good faith on the basis of all information that is known or readily 

obtainable by YOU. 

2. As required by Federal Rule of Civil Procedure 36(a)(4), if good faith requires 

that YOU deny only a portion of any matter as to which an admission is requested, or that YOU 

qualify any response as to any given Request for Admission, specify and admit so much of the 

Request as is true and deny or qualify only that portion of the Request as to which good faith 

requires a denial or qualification. 

3. Each Request for Admission shall be answered fully unless it is objected to in 

good faith, in which event the reasons for YOUR objection shall be stated in detail. If an 

objection pertains to only a portion of a Request for Admission, or a word, phrase, or clause 

contained within it, YOU are required to state YOUR objection to that portion only and to 

respond to the remainder of the Request for Admission, using YOUR best efforts to do so.  
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4. If YOU assert that any information responsive to any Request for Admission is 

privileged or otherwise protected from discovery, YOU are requested to expressly make a claim 

of privilege and to describe the nature of the information not disclosed, in a manner that, without 

revealing information itself privileged or protected, will enable PLAINTIFF to assess the claim 

of privilege. For any DOCUMENT or information withheld on the grounds that it is privileged or 

otherwise claimed to be excludable from discovery, identify the information or DOCUMENT, 

describe its subject matter and date, identify all authors and all recipients (including copied and 

blind copied recipients), and specify the basis for the claimed privilege or other grounds of 

exclusion. 

5. YOUR responses to these Requests should be based upon information known to 

YOU CONCERNING facts or events that occurred, in whole or in part, as of June 22, 2015. 

6. These Requests for Admission are continuing in nature and YOUR responses to 

them are to be promptly supplemented or amended if, after the time of YOUR initial responses, 

YOU learn that any response is or has become in some material respect incomplete or incorrect, 

to the full extent provided for by Federal Rule of Civil Procedure 26(e). 

7. To the extent any of these Requests require PLAINTIFF’S email addresses, IP 

addresses, or other similar identifiers to respond, PLAINTIFF will serve YOU that information 

separately. 

8. To the extent any of these Requests involve information that is confidential, 

proprietary, or private information for which special protection from public disclosure and from 

use for any purpose other than prosecuting this litigation is warranted, a Stipulated Protective 

Order to address such information is currently under negotiation.   
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REQUESTS FOR ADMISSION 

REQUEST FOR ADMISSION NO. 34: 

Admit that, in conducting Upstream surveillance, the NSA has COPIED at least one 

WIKIMEDIA INTERNET COMMUNICATION. 

REQUEST FOR ADMISSION NO. 35: 

Admit that, in conducting Upstream surveillance, the NSA has REVIEWED the content 

of at least one WIKIMEDIA INTERNET COMMUNICATION. 

REQUEST FOR ADMISSION NO. 36: 

Admit that, in conducting Upstream surveillance, the NSA has RETAINED at least one 

WIKIMEDIA INTERNET COMMUNICATION. 

 

 

 

Dated: November 29, 2017                                                       /s/ Ashley Gorski  
        Ashley Gorski 
        American Civil Liberties Union 

             Foundation 
        125 Broad Street, 18th Floor 
        New York, NY 10004 
        Phone: (212) 549-2500 
        Fax: (212) 549-2654 
        agorski@aclu.org 
 
 
        Counsel for Plaintiff 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
WIKIMEDIA FOUNDATION, * 

 Plaintiff, * 

v.  * Civil Action No.: 15-cv-00662-TSE 

NATIONAL SECURITY AGENCY, et al., * 

 Defendants. * 

*   *   *   *   *   *   *   *   *   *   * 

PLAINTIFF’S THIRD SET OF REQUESTS FOR ADMISSION 

Pursuant to Federal Rule of Civil Procedure 36, Local Rule 104, and Appendix A to the 

Local Rules, the Wikimedia Foundation (“WIKIMEDIA” or “PLAINTIFF”), by its undersigned 

attorneys, serves this Third Set of Requests for Admission on defendants National Security 

Agency (“NSA”) and Admiral Michael S. Rogers, in his official capacity as the Director of the 

NSA (together, the “DEFENDANTS”), and demands that DEFENDANTS answer each Request 

for Admission herein in writing and under oath and within thirty (30) days of the date of service 

of the Requests for Admission, in accordance with the Definitions and Instructions set forth 

below. 

DEFINITIONS 

Notwithstanding any definition set forth below, each word, term, or phrase used in this 

Request is intended to have the broadest meaning permitted under the Federal Rules of Civil 

Procedure. As used in this Request, the following terms are to be interpreted in accordance with 

these definitions: 

 Answer: The term “ANSWER” means Defendants’ Answer to Plaintiff’s First 

Amended Complaint in this action, filed on October 16, 2017. 
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Bulk: To COPY or REVIEW INTERNET COMMUNICATIONS in “BULK” 

means to COPY or REVIEW INTERNET COMMUNICATIONS in large quantity without prior 

application of SELECTORS, or other identifiers associated with specific targets of Upstream 

surveillance. 

Circuit: The term “CIRCUIT” has the ordinary meaning of that term within the 

telecommunications industry as understood by YOU in the context of Upstream surveillance. 

Communication: The term “COMMUNICATION” means information transmitted 

by any means, whether orally, electronically, by document, or otherwise. 

 Concern or Concerning: The terms “CONCERN” and “CONCERNING” mean 

relating to, referring to, describing, evidencing, constituting, reflecting, memorializing, 

identifying, embodying, pertaining to, commenting on, discussing, analyzing, considering, 

containing, consisting of, indicating, supporting, refuting, or connected to. 

 Copy: The term “COPY” means to duplicate a piece of data (for any duration, no 

matter how brief). 

 Describe: The term “DESCRIBE” means to provide a narrative statement or 

description of the specific facts or matters to which an Interrogatory refers, including, but not 

limited to, an identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and DOCUMENTS used, necessary, or desirable to support such 

statement or make the description complete. 

 Document: The term “DOCUMENT” shall have the broadest meaning ascribed to 

that term in Federal Rule of Civil Procedure 34 and Federal Rule of Evidence 1001. The term 

also includes any parent or child attachment or other documents embedded or linked in any way 
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to a requested document. A draft or non-identical copy is a separate document within the 

meaning of the term “DOCUMENT.”  

 Identify (with respect to PERSONS): When referring to a PERSON, to 

“IDENTIFY” means to state the PERSON’s full name, present or last known address, and, when 

referring to a natural person, the present or last known place of employment. If the business and 

home telephone numbers are known to the answering party, and if the PERSON is not a party or 

present employee of a party, said telephone numbers shall be provided. Once a PERSON has 

been identified in accordance with this subparagraph, only the name of the PERSON need be 

listed in response to subsequent discovery requesting the identification of that PERSON. 

 Identify (with respect to documents): When referring to documents, to 

“IDENTIFY” means to state the: (i) type of document; (ii) general subject matter; (iii) date of the 

document; and (iv) author(s), addressee(s), and recipient(s); or, alternatively, to produce the 

document. 

Interacted with: The term “INTERACTED WITH” means to have used a device 

to COPY or REVIEW an INTERNET COMMUNICATION or INTERNET TRANSACTION 

while such communication or transaction is being transmitted or while the communication or 

transaction is being stored, other than as necessary to transmit or store the communication or 

transaction in the ordinary course of its transmission or storage.  

 International Communication: The term “INTERNATIONAL 

COMMUNICATION” means an INTERNET COMMUNICATION between at least one party in 

the UNITED STATES and at least one party outside the UNITED STATES. 

 Internet Backbone: The term “INTERNET BACKBONE” means the set of high-

capacity cables, switches, and routers that facilitates both domestic and international Internet 
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communication by parties connected to it. The INTERNET BACKBONE includes, but is not 

limited to, the international submarine cables that carry INTERNET COMMUNICATIONS. 

 Internet Communication: The term “INTERNET COMMUNICATION” means a 

series of related packets that are sent from a particular source to a particular destination that 

together constitute a message of some sort, including but not limited to an email message, an 

HTTP request, or an HTTP response.  

 Internet Packet: The term “INTERNET PACKET” means a discrete chunk of 

information transmitted across the Internet. All INTERNET COMMUNICATIONS are split into 

one or more INTERNET PACKETS. Each INTERNET PACKET contains a source and 

destination Internet Protocol (“IP”) address and some payload.     

 Internet Transaction: The term “INTERNET TRANSACTION” has the same 

meaning as “Internet transaction” within the PCLOB Report at pages 39 and 125 and note 517.  

 NSA: The terms “National Security Agency” and “NSA” include any department, 

office, entity, officer, employee, agent, representative, attorney, consultant, or contractor thereof, 

as well as telecommunication providers acting at the NSA’s direction. 

 Parties: The terms “PLAINTIFF” and “DEFENDANT,” as well as a party’s full 

or abbreviated name or a pronoun referring to a party, mean that party and its officers, directors, 

employees, agents, representatives, attorneys, consultants, and contractors. This definition is not 

intended to impose a discovery obligation on any PERSON who is not a party to the litigation or 

to limit the Court’s jurisdiction to enter any appropriate order. 

 Person: The term “PERSON” is defined as any natural person or any business, 

legal or governmental entity, or association. 
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 Process: The term “PROCESS” has the same meaning as “process,” 

“process[ed],” or “process[ing]” within the July 2014 Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, As Amended, 

available at https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20

Minimization%20Procedures.pdf  (“2014 NSA Minimization Procedures”). 

 Retain: The term “RETAIN” has the same meaning as “retain,” “retained,” or 

“retention” within the 2014 NSA Minimization Procedures.  

 Review: The term “REVIEW” means to examine, scan, screen, capture, monitor, 

analyze, or gather information about the contents of. 

 Selector: The term “SELECTOR” has the same meaning as “selector” within the 

2014 NSA Minimization Procedures.  

 Target: The term “TARGET” means the subjects who are “targeted” pursuant to 

50 U.S.C. § 1881a. 

 United States: When used as a term of geographic location, “UNITED STATES” 

means all areas under the territorial sovereignty of the United States. 

 Wholly Domestic Communication: The term “WHOLLY DOMESTIC 

COMMUNICATION” means an INTERNET COMMUNICATION whose origin and final 

destination are both located within the UNITED STATES. 

 You/Your: The terms “YOU” or “YOUR” include the defendant agency, and 

department, office, entity, officer, employee, agent, representative, attorney, consultant, or 

contractor thereof. 
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 The present tense includes the past and future tenses. The singular includes the 

plural, and the plural includes the singular. “All” means “any and all”; “any” means “any and 

all.” “Including” means “including but not limited to.” “And” and “or” encompass both “and” 

and “or.” Words in the masculine, feminine, or neutral form shall include each of the other 

genders. 

INSTRUCTIONS 

1. YOU are requested to answer each Request for Admission set forth below 

separately and completely in writing under oath. In answering these Requests for Admission, 

respond truthfully and in good faith on the basis of all information that is known or readily 

obtainable by YOU. 

2. As required by Federal Rule of Civil Procedure 36(a)(4), if good faith requires 

that YOU deny only a portion of any matter as to which an admission is requested, or that YOU 

qualify any response as to any given Request for Admission, specify and admit so much of the 

Request as is true and deny or qualify only that portion of the Request as to which good faith 

requires a denial or qualification. 

3. Each Request for Admission shall be answered fully unless it is objected to in 

good faith, in which event the reasons for YOUR objection shall be stated in detail. If an 

objection pertains to only a portion of a Request for Admission, or a word, phrase, or clause 

contained within it, YOU are required to state YOUR objection to that portion only and to 

respond to the remainder of the Request for Admission, using YOUR best efforts to do so.  

4. If YOU assert that any information responsive to any Request for Admission is 

privileged or otherwise protected from discovery, YOU are requested to expressly make a claim 

of privilege and to describe the nature of the information not disclosed, in a manner that, without 
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revealing information itself privileged or protected, will enable PLAINTIFF to assess the claim 

of privilege. For any DOCUMENT or information withheld on the grounds that it is privileged or 

otherwise claimed to be excludable from discovery, identify the information or DOCUMENT, 

describe its subject matter and date, identify all authors and all recipients (including copied and 

blind copied recipients), and specify the basis for the claimed privilege or other grounds of 

exclusion. 

5. Unless otherwise stated, YOUR responses to these Requests should be based upon 

information known to YOU CONCERNING facts or events that occurred, in whole or in part, as 

of June 22, 2015. 

6. These Requests for Admission are continuing in nature and YOUR responses to 

them are to be promptly supplemented or amended if, after the time of YOUR initial responses, 

YOU learn that any response is or has become in some material respect incomplete or incorrect, 

to the full extent provided for by Federal Rule of Civil Procedure 26(e).  

 

REQUESTS FOR ADMISSION 

REQUEST FOR ADMISSION NO. 37: 

Admit that, in conducting Upstream surveillance on or before June 22, 2015, the NSA 

screened the contents of Internet web traffic (that is, the application layer of HTTP and HTTPS 

communications). 

REQUEST FOR ADMISSION NO. 38: 

Admit that, in conducting Upstream surveillance as of the date of the service of this 

request, the NSA screens the contents of Internet web traffic (that is, the application layer of 

HTTP and HTTPS communications). 

Case 1:15-cv-00662-TSE   Document 125-7   Filed 03/26/18   Page 8 of 11



 

8 
 
 

REQUEST FOR ADMISSION NO. 39: 

Admit that the document attached hereto as Exhibit A, which describes the monitoring of 

hundreds of CIRCUITS at one international cable site, is a true and correct excerpted copy of a 

genuine NSA document. 

REQUEST FOR ADMISSION NO. 40: 

If YOU contend, for the purpose of contesting jurisdiction in this matter, that encryption 

bears in any way on the interception, accessing, COPYING, filtering, REVIEWING, ingestion, 

or RETENTION of WIKIMEDIA’S COMMUNICATIONS in the course of Upstream 

surveillance, admit that YOU have the ability to decrypt, decipher, or render intelligible the 

contents of some HTTPS communications subject to Upstream surveillance. 

 

 

Dated: March 17, 2018                                                           /s/ Ashley Gorski  
        Ashley Gorski 
        Patrick Toomey 
        Asma Peracha 
        American Civil Liberties Union 

             Foundation 
        125 Broad Street, 18th Floor 
        New York, NY 10004 
        Phone: (212) 549-2500 
        Fax: (212) 549-2654 
        agorski@aclu.org 
 
 
        Counsel for Plaintiff 
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(TS//SI//NF) FAIRVIEW: CLIFFSIDE Site - Collection Resumes After ~5 
Months 
By 11111111 on 2011-08-23 0805 

(TS//SI//NF) On 5 Aug 2011, collection of DNR and DNI t ra ffic at the 
FAIRVIEW CLIFFSIDE trans-pacific cable site resumed, after being 
down for approximately five months. Collection operations at 
CLIFFSIDE had been down since 11 March 2011, due to the cable damage 
as a result of the earthquake off of the coast of Japan. The initial 
damage assessment showed the loss of collection of 275 El DNR 
circuit s and 55 DNI circuits. Since t he cable was repaired and 
returned to service (5 Aug), FAIRVIEW operations has tasked 205 El 
DNR circuits and 37 DNI circuits for collection. Enviornmental 
survey continues to compare t he old enviornment footprint to the new 
environment footprint and FAIRVIEW operations will continue to task 
collection for all new and restored circuits. 

POC: 11111111 S35333, 11111111 ( FAIRVIEW Collection Manager) 

Case 1:15-cv-00662-TSE   Document 125-7   Filed 03/26/18   Page 11 of 11



 
 

Exhibit 5 
 
 
 
 

Case 1:15-cv-00662-TSE   Document 125-8   Filed 03/26/18   Page 1 of 13



IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
WIKIMEDIA FOUNDATION, * 

 Plaintiff, * 

v.  * Civil Action No.: 15-cv-00662-TSE 

NATIONAL SECURITY AGENCY, et al., * 

 Defendants. * 

*   *   *   *   *   *   *   *   *   *   * 

INTERROGATORIES 

Pursuant to Federal Rule of Civil Procedure 33, Local Rule 104, and Appendix A to the 

Local Rules, the Wikimedia Foundation (“WIKIMEDIA” or “PLAINTIFF”), by its undersigned 

attorneys, propounds these Interrogatories, to which defendants National Security Agency 

(“NSA”); the Office of the Director of National Intelligence (“ODNI”); the United States 

Department of Justice (“DOJ”); Admiral Michael S. Rogers, in his official capacity as the 

Director of the NSA; Daniel Coats, in his official capacity as the Director of National 

Intelligence (“DNI”); and Jefferson B. Sessions, III, in his official capacity as Attorney General 

(collectively, the “DEFENDANTS”) shall respond separately and fully, in writing and under 

oath, within the time prescribed by the Federal Rules of Civil Procedure, in accordance with the 

Definitions and Instructions set forth below. 

DEFINITIONS 

Notwithstanding any definition below, each word, term, or phrase used in these 

Interrogatories is intended to have the broadest meaning permitted under the Federal Rules of 

Civil Procedure. As used in these Interrogatories, the following terms are to be interpreted in 

accordance with these definitions: 
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 Answer: The term “ANSWER” means Defendants’ Answer to Plaintiff’s First 

Amended Complaint in this action, filed on October 16, 2017. 

Bulk: To COPY or REVIEW INTERNET COMMUNICATIONS in “BULK” 

means to COPY or REVIEW INTERNET COMMUNICATIONS in large quantity without prior 

application of SELECTORS, or other identifiers associated with specific targets of Upstream 

surveillance. 

Circuit: The term “CIRCUIT” has the same meaning as “circuit” in the Privacy 

and Civil Liberties Oversight Board’s “Report on the Surveillance Program Operated Pursuant to 

Section 702 of the Foreign Intelligence Surveillance Act,” dated July 2, 2014 (“PCLOB 

Report”), at pages 36 to 37. 

Communication: The term “COMMUNICATION” means information transmitted 

by any means, whether orally, electronically, by document, or otherwise. 

 Concern or Concerning: The terms “CONCERN” and “CONCERNING” mean 

relating to, referring to, describing, evidencing, constituting, reflecting, memorializing, 

identifying, embodying, pertaining to, commenting on, discussing, analyzing, considering, 

containing, consisting of, indicating, supporting, refuting, or connected to. 

 Copy: The term “COPY” means to duplicate a piece of data (for any duration, no 

matter how brief). 

 Describe: The term “DESCRIBE” means to provide a narrative statement or 

description of the specific facts or matters to which an Interrogatory refers, including, but not 

limited to, an identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and DOCUMENTS used, necessary, or desirable to support such 

statement or make the description complete. 
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 Document: The term “DOCUMENT” shall have the broadest meaning ascribed to 

that term in Federal Rule of Civil Procedure 34 and Federal Rule of Evidence 1001. The term 

also includes any parent or child attachment or other documents embedded or linked in any way 

to a requested document. A draft or non-identical copy is a separate document within the 

meaning of the term “DOCUMENT.”  

 Identify (with respect to PERSONS): When referring to a PERSON, to 

“IDENTIFY” means to state the PERSON’s full name, present or last known address, and, when 

referring to a natural person, the present or last known place of employment. If the business and 

home telephone numbers are known to the answering party, and if the PERSON is not a party or 

present employee of a party, said telephone numbers shall be provided. Once a PERSON has 

been identified in accordance with this subparagraph, only the name of the PERSON need be 

listed in response to subsequent discovery requesting the identification of that PERSON. 

 Identify (with respect to documents): When referring to documents, to 

“IDENTIFY” means to state the: (i) type of document; (ii) general subject matter; (iii) date of the 

document; and (iv) author(s), addressee(s), and recipient(s); or, alternatively, to produce the 

document. 

Interacted with: “INTERACTED WITH” means to have used a device to COPY 

or REVIEW an INTERNET COMMUNICATION or INTERNET TRANSACTION while such 

communication or transaction is being transmitted or while the communication or transaction is 

being stored, other than as necessary to transmit or store the communication.  

 International Communication: The term “INTERNATIONAL 

COMMUNICATION” means an INTERNET COMMUNICATION between at least one party in 

the UNITED STATES and at least one party outside the UNITED STATES. 
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 Internet Backbone: The term “INTERNET BACKBONE” means the set of high-

capacity cables, switches, and routers that facilitates both domestic and international Internet 

communication by parties connected to it. The INTERNET BACKBONE includes, but is not 

limited to, the international submarine cables that carry INTERNET COMMUNICATIONS. 

 Internet Communication: The term “INTERNET COMMUNICATION” means a 

series of related packets that are sent from a particular source to a particular destination that 

together constitute a message of some sort, including but not limited to an email message, an 

HTTP request, or an HTTP response.  

 Internet Packet: The term “INTERNET PACKET” means a discrete chunk of 

information transmitted across the Internet. All INTERNET COMMUNICATIONS are split into 

one or more INTERNET PACKETS. Each INTERNET PACKET contains a source and 

destination Internet Protocol (“IP”) address and some payload.     

 Internet Transaction: The term “INTERNET TRANSACTION” has the same 

meaning as “Internet transaction” within the PCLOB Report at pages 39 and 125 and note 517.  

 NSA: The terms “National Security Agency” and “NSA” include any department, 

office, entity, officer, employee, agent, representative, attorney, consultant, or contractor thereof, 

as well as telecommunication providers acting at the NSA’s direction. 

 Parties: The terms “PLAINTIFF” and “DEFENDANT,” as well as a party’s full 

or abbreviated name or a pronoun referring to a party, mean that party and its officers, directors, 

employees, agents, representatives, attorneys, consultants, and contractors. This definition is not 

intended to impose a discovery obligation on any PERSON who is not a party to the litigation or 

to limit the Court’s jurisdiction to enter any appropriate order. 
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 Person: The term “PERSON” is defined as any natural person or any business, 

legal or governmental entity, or association. 

 Process: The term “PROCESS” has the same meaning as “process,” 

“process[ed],” or “process[ing]” within the July 2014 Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, As Amended, 

available at https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20

Minimization%20Procedures.pdf  (“2014 NSA Minimization Procedures”). 

 Retain: The term “RETAIN” has the same meaning as “retain,” “retained,” or 

“retention” within the 2014 NSA Minimization Procedures.  

 Review: The term “REVIEW” means to scan, search, screen, capture, monitor, 

analyze, redirect, divert, or gather information about the contents of. 

 Selector: The term “SELECTOR” has the same meaning as “selector” within the 

2014 NSA Minimization Procedures.  

 Target: The term “TARGET” means the subjects who are “targeted” pursuant to 

50 U.S.C. § 1881a. 

 United States: When used as a term of geographic location, “UNITED STATES” 

means all areas under the territorial sovereignty of the United States. 

 Wholly Domestic Communication: The term “WHOLLY DOMESTIC 

COMMUNICATION” means an INTERNET COMMUNICATION whose origin and final 

destination are both located within the UNITED STATES. 
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 You/Your: The terms “YOU” or “YOUR” include the defendant agency, and 

department, office, entity, officer, employee, agent, representative, attorney, consultant, or 

contractor thereof. 

 The present tense includes the past and future tenses. The singular includes the 

plural, and the plural includes the singular. “All” means “any and all”; “any” means “any and 

all.” “Including” means “including but not limited to.” “And” and “or” encompass both “and” 

and “or.” Words in the masculine, feminine, or neutral form shall include each of the other 

genders. 

INSTRUCTIONS 

1. YOU are requested to answer each Interrogatory set forth below separately and 

completely in writing under oath. YOUR response hereto is to be signed and verified by the 

person making it, and the objections signed by the attorney making them, as required by Federal 

Rule of Civil Procedure 33(b). It is intended that the following discovery requests will not solicit 

any information protected either by the attorney–client privilege or work product doctrine which 

was created or developed by counsel for the responding party after the date on which this 

litigation was commenced. If any inquiry is susceptible of a construction which calls for the 

production of such information, that material need not be provided and no privilege log pursuant 

to Federal Rule of Civil Procedure 26(b)(5) or Discovery Guideline 10(d) will be required as to 

such information. 

 2. Each Interrogatory shall be answered fully unless it is objected to in good faith, in 

which event the reasons for YOUR objection shall be stated in detail. Pursuant to Discovery 

Guideline 10(b), no part of an Interrogatory should be left unanswered merely because an 

objection is interposed to another part of the Interrogatory. Pursuant to Discovery Guideline 
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10(a), if a partial or incomplete answer is provided, the responding party shall state that the 

answer is partial or incomplete. 

3. If any DOCUMENT or oral COMMUNICATION coming within the 

Interrogatories is withheld on any basis, such as a claim of attorney–client privilege or attorney 

work product, YOU are to IDENTIFY each such DOCUMENT or oral COMMUNICATION and 

provide the following information, unless divulging such information would cause disclosure of 

allegedly privileged information: 

(A) For oral communications: 

 (i) The name of the person making the communication and the names of persons  

  present while the communication was made, and, where not apparent, the   

  relationship of the persons present to the person making the communication; 

 (ii) The date and place of the communication; 

 (iii) The general subject matter of the communication; and 

 (iv) The nature of the claimed privilege so as to explain the basis asserted for  

  withholding the oral communication in sufficient detail so as to enable the claim  

  of privilege to be adjudicated, if necessary. 

 (B)  For DOCUMENTS: 

  (i) The type of DOCUMENT (e.g., letter, memorandum, email, etc.); 

  (ii) Its date, if any, or an estimate thereof, and so indicated as an estimate if no  

  date appears on the DOCUMENT; 

  (iii) Its author(s), if any; 

  (iv) Its addressee(s), if any, and, where not apparent, the relationship between its  

  author(s) and addressee(s); 

  (v) The names of all persons or entities to whom the DOCUMENT, thing, or 
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  copies thereof were circulated or its contents communicated, if any; 

  (vi) The general subject matter of the DOCUMENT; and 

  (vii) The nature of the claimed privilege so as to explain the basis asserted for  

  withholding the DOCUMENT or thing in sufficient detail so as to enable the  

  claim of privilege to be adjudicated, if necessary. 

4. To the extent any purportedly privileged DOCUMENT contains non-privileged 

subject matter, the non-privileged portion must be produced to the fullest extent possible with the 

purportedly privileged material redacted. 

5.  If YOU elect to specify and produce business records in answer to any 

interrogatory, the specification shall be in sufficient detail to permit PLAINTIFF to locate and 

IDENTIFY, as readily as YOU can, the business records from which the answer may be 

ascertained or, if produced electronically, produced in a manner consistent with the District of 

Maryland’s Guideline 2.04 of the ESI Principles. 

6.  If an Interrogatory is silent as to the time period for which information is sought, 

YOUR response should include all information known to YOU CONCERNING events that 

occurred, in whole or in part, at any time during the time period of January 1, 2014 to November 

7, 2017. If YOUR response is different as to particular time periods between January 1, 2014 and 

November 7, 2017, so state and provide all information known to YOU CONCERNING events 

with respect to each period. 

7. These Interrogatories are continuing in nature and YOU must promptly 

supplement or amend YOUR responses to them if, after the time of YOUR initial responses, 

YOU learn that any response is or has become in some material respect incomplete or incorrect, 

to the full extent provided for by Federal Rule of Civil Procedure 26(e). 
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8. If, in answering these Interrogatories, the responding party encounters any 

ambiguities when construing a question, instruction, or definition, the responding party’s answer 

shall set forth the matter deemed ambiguous and the construction used in answering. 

INTERROGATORIES 

INTERROGATORY NO. 1:  

 DESCRIBE YOUR understanding of the definition of the term “international Internet 

link” as used by the government in its submission to the Foreign Intelligence Surveillance 

Court— titled “Government’s Response to the Court’s Briefing Order of May 9, 2011,” and filed 

on June 1, 2011, see [Redacted], 2011 WL 10945618, at *15 (FISC Oct. 3, 2011)—and provide 

all information supporting that understanding. 

INTERROGATORY NO. 2:  

 DESCRIBE YOUR understanding of the definition of the term “circuit” as used at pages 

36 to 37 of the PCLOB Report, and provide all information supporting that understanding, 

including but not limited to all information furnished by DEFENDANTS to the Privacy and Civil 

Liberties Oversight Board concerning this term. 

INTERROGATORY NO. 3:  

 DESCRIBE YOUR understanding of the definition of the term “filtering mechanism” as 

used at pages 10 and 47–48 of the Brief for Defendants–Appellees, Wikimedia Foundation v. 

NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information supporting that 

understanding. 

INTERROGATORY NO. 4:  

 DESCRIBE YOUR understanding of the definition of the term “scanned” as used at page 

10 of the Memorandum in Support of Defendants’ Motion to Dismiss the First Amended 
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Complaint, Wikimedia Foundation v. NSA, No. 15-cv-662-TSE (D. Md. Aug. 6, 2015), and 

provide all information supporting that understanding. 

INTERROGATORY NO. 5:  

 DESCRIBE YOUR understanding of the definition of the term “screen” as used at page 

48 of the Brief for Defendants–Appellees, Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. 

April 11, 2016), and provide all information supporting that understanding. 

INTERROGATORY NO. 6:  

 DESCRIBE YOUR understanding of the definition of the term “discrete communication” 

as used in the 2014 NSA Minimization Procedures, and provide all information supporting that 

understanding. 

INTERROGATORY NO. 7:  

 DESCRIBE YOUR understanding of all features that a series of INTERNET PACKETS 

comprising an “Internet transaction” has in common, as the term “Internet transaction” is used in 

at page 10 n.3 of the Brief for Defendants–Appellees, Wikimedia Foundation v. NSA, No. 15-

2560 (4th Cir. April 11, 2016), and provide all information supporting that understanding. For 

example, the INTERNET PACKETS comprising an “Internet transaction” might share source 

and destination IP addresses, source and destination ports, and protocol type (albeit with the 

source and destination IP addresses and ports reversed for packets flowing in the opposite 

direction). 

INTERROGATORY NO. 8:  

 DESCRIBE YOUR understanding of the definitions of the terms “single communication 

transaction” and “multi-communication transaction” as used by the government in its submission 

to the Foreign Intelligence Surveillance Court, filed on August 16, 2011, and provide all 
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information supporting that understanding. See [Redacted], 2011 WL 10945618, at *9 (FISC 

Oct. 3, 2011). 

INTERROGATORY NO. 9:  

 DESCRIBE YOUR understanding of the definitions of the terms “access” and “larger 

body of international communications” as used at page 10 of the Brief for Defendants–

Appellees, Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all 

information supporting that understanding. 

INTERROGATORY NO. 10:  

 DESCRIBE YOUR understanding of the definition of the term “acquired” as used at page 

10 of the Brief for Defendants–Appellees, Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. 

April 11, 2016), and provide all information supporting that understanding. 

INTERROGATORY NO. 11:  

 DESCRIBE YOUR understanding of the definition of the term “collection” as used at 

page 10 n.3 of the Brief for Defendants–Appellees, Wikimedia Foundation v. NSA, No. 15-2560 

(4th Cir. April 11, 2016), and provide all information supporting that understanding. 

INTERROGATORY NO. 12: 

 DESCRIBE YOUR understanding of the definition of the term “Internet ‘backbone’” as 

used at page 1 of the Brief for Defendants–Appellees, Wikimedia Foundation v. NSA, No. 15-

2560 (4th Cir. April 11, 2016), and provide all information supporting that understanding. 

INTERROGATORY NO. 13:  

 DESCRIBE in detail all steps taken by the NSA to PROCESS communications in the 

course of Upstream surveillance. 
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INTERROGATORY NO. 14:  

 DESCRIBE the entire process by which, pursuant to Upstream surveillance, the contents 

of INTERNET COMMUNICATIONS are INTERACTED WITH. 

 

 
Dated: November 7, 2017                                                       /s/ Ashley Gorski  
        Ashley Gorski 
        American Civil Liberties Union 

             Foundation 
        125 Broad Street, 18th Floor 
        New York, NY 10004 
        Phone: (212) 549-2500 
        Fax: (212) 549-2654 
        agorski@aclu.org 
 
 
        Counsel for Plaintiff 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
WIKIMEDIA FOUNDATION, * 

 Plaintiff, * 

v.  * Civil Action No.: 15-cv-00662-TSE 

NATIONAL SECURITY AGENCY, et al., * 

 Defendants. * 

*   *   *   *   *   *   *   *   *   *   * 

PLAINTIFF’S SECOND SET OF INTERROGATORIES 

Pursuant to Federal Rule of Civil Procedure 33, Local Rule 104, and Appendix A to the 

Local Rules, the Wikimedia Foundation (“WIKIMEDIA” or “PLAINTIFF”), by its undersigned 

attorneys, propounds these Interrogatories, to which defendants National Security Agency 

(“NSA”) and Admiral Michael S. Rogers, in his official capacity as the Director of the NSA 

(together, the “DEFENDANTS”), shall respond fully, in writing and under oath, within the time 

prescribed by the Federal Rules of Civil Procedure, in accordance with the Definitions and 

Instructions set forth below. 

DEFINITIONS 

Notwithstanding any definition below, each word, term, or phrase used in these 

Interrogatories is intended to have the broadest meaning permitted under the Federal Rules of 

Civil Procedure. As used in these Interrogatories, the following terms are to be interpreted in 

accordance with these definitions: 

 Answer: The term “ANSWER” means Defendants’ Answer to Plaintiff’s First 

Amended Complaint in this action, filed on October 16, 2017. 
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Bulk: To COPY or REVIEW INTERNET COMMUNICATIONS in “BULK” 

means to COPY or REVIEW INTERNET COMMUNICATIONS in large quantity without prior 

application of SELECTORS, or other identifiers associated with specific targets of Upstream 

surveillance. 

Circuit: The term “CIRCUIT” has the ordinary meaning of that term within the 

telecommunications industry as understood by YOU in the context of Upstream surveillance. 

Communication: The term “COMMUNICATION” means information transmitted 

by any means, whether orally, electronically, by document, or otherwise. 

 Concern or Concerning: The terms “CONCERN” and “CONCERNING” mean 

relating to, referring to, describing, evidencing, constituting, reflecting, memorializing, 

identifying, embodying, pertaining to, commenting on, discussing, analyzing, considering, 

containing, consisting of, indicating, supporting, refuting, or connected to. 

 Copy: The term “COPY” means to duplicate a piece of data (for any duration, no 

matter how brief). 

 Describe: The term “DESCRIBE” means to provide a narrative statement or 

description of the specific facts or matters to which an Interrogatory refers, including, but not 

limited to, an identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and DOCUMENTS used, necessary, or desirable to support such 

statement or make the description complete. 

 Document: The term “DOCUMENT” shall have the broadest meaning ascribed to 

that term in Federal Rule of Civil Procedure 34 and Federal Rule of Evidence 1001. The term 

also includes any parent or child attachment or other documents embedded or linked in any way 
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to a requested document. A draft or non-identical copy is a separate document within the 

meaning of the term “DOCUMENT.”  

 Identify (with respect to PERSONS): When referring to a PERSON, to 

“IDENTIFY” means to state the PERSON’s full name, present or last known address, and, when 

referring to a natural person, the present or last known place of employment. If the business and 

home telephone numbers are known to the answering party, and if the PERSON is not a party or 

present employee of a party, said telephone numbers shall be provided. Once a PERSON has 

been identified in accordance with this subparagraph, only the name of the PERSON need be 

listed in response to subsequent discovery requesting the identification of that PERSON. 

 Identify (with respect to documents): When referring to documents, to 

“IDENTIFY” means to state the: (i) type of document; (ii) general subject matter; (iii) date of the 

document; and (iv) author(s), addressee(s), and recipient(s); or, alternatively, to produce the 

document. 

Interacted with: “INTERACTED WITH” means to have used a device to COPY 

or REVIEW an INTERNET COMMUNICATION or INTERNET TRANSACTION while such 

communication or transaction is being transmitted or while the communication or transaction is 

being stored, other than as necessary to transmit or store the communication.  

 International Communication: The term “INTERNATIONAL 

COMMUNICATION” means an INTERNET COMMUNICATION between at least one party in 

the UNITED STATES and at least one party outside the UNITED STATES. 

 Internet Backbone: The term “INTERNET BACKBONE” means the set of high-

capacity cables, switches, and routers that facilitates both domestic and international Internet 
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communication by parties connected to it. The INTERNET BACKBONE includes, but is not 

limited to, the international submarine cables that carry INTERNET COMMUNICATIONS. 

 Internet Communication: The term “INTERNET COMMUNICATION” means a 

series of related packets that are sent from a particular source to a particular destination that 

together constitute a message of some sort, including but not limited to an email message, an 

HTTP request, or an HTTP response.  

 Internet Packet: The term “INTERNET PACKET” means a discrete chunk of 

information transmitted across the Internet. All INTERNET COMMUNICATIONS are split into 

one or more INTERNET PACKETS. Each INTERNET PACKET contains a source and 

destination Internet Protocol (“IP”) address and some payload.     

 Internet Transaction: The term “INTERNET TRANSACTION” has the same 

meaning as “Internet transaction” within the PCLOB Report at pages 39 and 125 and note 517.  

 NSA: The terms “National Security Agency” and “NSA” include any department, 

office, entity, officer, employee, agent, representative, attorney, consultant, or contractor thereof, 

as well as telecommunication providers acting at the NSA’s direction. 

 Parties: The terms “PLAINTIFF” and “DEFENDANT,” as well as a party’s full 

or abbreviated name or a pronoun referring to a party, mean that party and its officers, directors, 

employees, agents, representatives, attorneys, consultants, and contractors. This definition is not 

intended to impose a discovery obligation on any PERSON who is not a party to the litigation or 

to limit the Court’s jurisdiction to enter any appropriate order. 

 Person: The term “PERSON” is defined as any natural person or any business, 

legal or governmental entity, or association. 
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 Process: The term “PROCESS” has the same meaning as “process,” 

“process[ed],” or “process[ing]” within the July 2014 Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, As Amended, 

available at https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20

Minimization%20Procedures.pdf  (“2014 NSA Minimization Procedures”). 

 Retain: The term “RETAIN” has the same meaning as “retain,” “retained,” or 

“retention” within the 2014 NSA Minimization Procedures.  

 Review: The term “REVIEW” means to examine, scan, screen, capture, monitor, 

analyze, or gather information about the contents of. 

 Selector: The term “SELECTOR” has the same meaning as “selector” within the 

2014 NSA Minimization Procedures.  

 Target: The term “TARGET” means the subjects who are “targeted” pursuant to 

50 U.S.C. § 1881a. 

 United States: When used as a term of geographic location, “UNITED STATES” 

means all areas under the territorial sovereignty of the United States. 

 Wholly Domestic Communication: The term “WHOLLY DOMESTIC 

COMMUNICATION” means an INTERNET COMMUNICATION whose origin and final 

destination are both located within the UNITED STATES. 

 You/Your: The terms “YOU” or “YOUR” mean the defendant agency these 

interrogatories are served on, and department, office, entity, officer, employee, agent, 

representative, attorney, consultant, or contractor thereof. 
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 The present tense includes the past and future tenses. The singular includes the 

plural, and the plural includes the singular. “All” means “any and all”; “any” means “any and 

all.” “Including” means “including but not limited to.” “And” and “or” encompass both “and” 

and “or.” Words in the masculine, feminine, or neutral form shall include each of the other 

genders. 

INSTRUCTIONS 

1. YOU are requested to answer each Interrogatory set forth below separately and 

completely in writing under oath. YOUR response hereto is to be signed and verified by the 

person making it, and the objections signed by the attorney making them, as required by Federal 

Rule of Civil Procedure 33(b). It is intended that the following discovery requests will not solicit 

any communications with counsel that refer or relate to this lawsuit and that are subject to the 

attorney-client privilege or work-product protection. If any inquiry is susceptible of a 

construction which calls for the production of such information, that material need not be 

provided and no privilege log pursuant to Federal Rule of Civil Procedure 26(b)(5) or Discovery 

Guideline 10(d) will be required as to such information. 

 2. Each Interrogatory shall be answered fully unless it is objected to in good faith, in 

which event the reasons for YOUR objection shall be stated in detail. Pursuant to Discovery 

Guideline 10(b), no part of an Interrogatory should be left unanswered merely because an 

objection is interposed to another part of the Interrogatory. Pursuant to Discovery Guideline 

10(a), if a partial or incomplete answer is provided, the responding party shall state that the 

answer is partial or incomplete. 

3. If any DOCUMENT or oral COMMUNICATION coming within the 

Interrogatories is withheld on any basis, such as a claim of attorney–client privilege or attorney 
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work product, YOU are to IDENTIFY each such DOCUMENT or oral COMMUNICATION and 

provide the following information, unless divulging such information would cause disclosure of 

allegedly privileged information: 

(A) For oral communications: 

 (i) The name of the person making the communication and the names of persons  

  present while the communication was made, and, where not apparent, the   

  relationship of the persons present to the person making the communication; 

 (ii) The date and place of the communication; 

 (iii) The general subject matter of the communication; and 

 (iv) The nature of the claimed privilege so as to explain the basis asserted for  

  withholding the oral communication in sufficient detail so as to enable the claim  

  of privilege to be adjudicated, if necessary. 

 (B)  For DOCUMENTS: 

  (i) The type of DOCUMENT (e.g., letter, memorandum, email, etc.); 

  (ii) Its date, if any, or an estimate thereof, and so indicated as an estimate if no  

  date appears on the DOCUMENT; 

  (iii) Its author(s), if any; 

  (iv) Its addressee(s), if any, and, where not apparent, the relationship between its  

  author(s) and addressee(s); 

  (v) The names of all persons or entities to whom the DOCUMENT, thing, or 

  copies thereof were circulated or its contents communicated, if any; 

  (vi) The general subject matter of the DOCUMENT; and 
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  (vii) The nature of the claimed privilege so as to explain the basis asserted for  

  withholding the DOCUMENT or thing in sufficient detail so as to enable the  

  claim of privilege to be adjudicated, if necessary. 

4. To the extent any purportedly privileged DOCUMENT contains non-privileged 

subject matter, the non-privileged portion must be produced to the fullest extent possible with the 

purportedly privileged material redacted. 

5.  If YOU elect to specify and produce business records in answer to any 

interrogatory, the specification shall be in sufficient detail to permit PLAINTIFF to locate and 

IDENTIFY, as readily as YOU can, the business records from which the answer may be 

ascertained or, if produced electronically, produced in a manner consistent with the District of 

Maryland’s Guideline 2.04 of the ESI Principles. 

6.  If an Interrogatory is silent as to the time period for which information is sought, 

YOUR response should include all information known to YOU CONCERNING events that 

occurred, in whole or in part, at any time during the time period of January 1, 2014 to March 17, 

2018. If YOUR response is different as to particular time periods between January 1, 2014 and 

March 17, 2018, so state and provide all information known to YOU CONCERNING events 

with respect to each period. 

7. These Interrogatories are continuing in nature and YOU must promptly 

supplement or amend YOUR responses to them if, after the time of YOUR initial responses, 

YOU learn that any response is or has become in some material respect incomplete or incorrect, 

to the full extent provided for by Federal Rule of Civil Procedure 26(e). 
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8. If, in answering these Interrogatories, the responding party encounters any 

ambiguities when construing a question, instruction, or definition, the responding party’s answer 

shall set forth the matter deemed ambiguous and the construction used in answering. 

INTERROGATORIES 

INTERROGATORY NO. 15:  

DESCRIBE any and all statements or facts YOU contend are inaccurate concerning 

Upstream surveillance in pages 7-10, 22, 32-33, 35-41 & n.157, 79, 111 n.476, 119-26, and 143-

45 of the Privacy and Civil Liberties Oversight Board’s Report on the Surveillance Program 

Operated Pursuant to Section 702 of the Foreign Intelligence Surveillance Act (July 2, 2014), 

based on Upstream surveillance as it was conducted on the date the report was publicly released. 

INTERROGATORY NO. 16: 

 DESCRIBE the approximate percentage of CIRCUITS carrying Internet communications 

into or out of the United States (not CIRCUITS carrying solely telephonic or private network 

communications) that were monitored in the course of Upstream surveillance in each of the years 

2015, 2016, and 2017. If insufficient information is available for these three years, please 

provide sufficient information for the three most recent years available.  

INTERROGATORY NO. 17: 

DESCRIBE the approximate percentage of international submarine cables carrying 

Internet communications into or out of the United States (not international submarine cables 

carrying solely telephonic or private network communications) that were monitored in the course 

of Upstream surveillance in each of the years 2015, 2016, and 2017. If insufficient information is 

available for these three years, please provide sufficient information for the three most recent 

years available.  
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INTERROGATORY NO. 18: 

DESCRIBE, by any metric commonly used in the telecommunications industry, such as 

bytes or packets, the approximate amount of Internet traffic that was subject to filtering in the 

course of Upstream surveillance, prior to retaining Internet communications that contain a 

selector, in each of the years 2015, 2016, and 2017. If insufficient information is available for 

these three years, please provide sufficient information for the three most recent years available.  

INTERROGATORY NO. 19: 

DESCRIBE, by any metric commonly used in the telecommunications industry, such as 

bytes or packets, the approximate amount of Internet traffic that was screened in the course of 

Upstream surveillance, prior to retaining Internet communications that contain a selector, in each 

of the years 2015, 2016, and 2017. If insufficient information is available for these three years, 

please provide sufficient information for the three most recent years available.  

INTERROGATORY NO. 20: 

If YOU contend, for the purpose of contesting jurisdiction in this matter, that encryption 

bears in any way on the interception, accessing, COPYING, filtering, REVIEWING, ingestion, 

or RETENTION of WIKIMEDIA’S COMMUNICATIONS in the course of Upstream 

surveillance, DESCRIBE the protocols used to encrypt INTERNET COMMUNICATIONS or 

INTERNET TRANSACTIONS subject to Upstream surveillance for which the NSA has the 

ability to decrypt, decipher, or render intelligible the contents of those COMMUNICATIONS. 

 

 

 
Dated: March 17, 2018                                                           /s/ Ashley Gorski  
        Ashley Gorski 
        Patrick Toomey 
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        Asma Peracha 
        American Civil Liberties Union 

             Foundation 
        125 Broad Street, 18th Floor 
        New York, NY 10004 
        Phone: (212) 549-2500 
        Fax: (212) 549-2654 
        agorski@aclu.org 
 
 
        Counsel for Plaintiff 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
WIKIMEDIA FOUNDATION, * 

 Plaintiff, * 

v.  * Civil Action No.: 15-cv-00662-TSE 

NATIONAL SECURITY AGENCY, et al., * 

 Defendants. * 

*   *   *   *   *   *   *   *   *   *   * 

REQUEST FOR PRODUCTION OF DOCUMENTS 

Pursuant to Federal Rule of Civil Procedure 34, Local Rule 104, and Appendix A to the 

Local Rules, the Wikimedia Foundation (“WIKIMEDIA” or “PLAINTIFF”), by its undersigned 

attorneys, requests that defendants National Security Agency (“NSA”); the Office of the Director 

of National Intelligence (“ODNI”); the United States Department of Justice (“DOJ”); Admiral 

Michael S. Rogers, in his official capacity as the Director of the NSA; Daniel Coats, in his 

official capacity as the Director of National Intelligence (“DNI”); and Jefferson B. Sessions, III, 

in his official capacity as Attorney General (collectively, the “DEFENDANTS”), respond to this 

Request within the time prescribed by Federal Rule of Civil Procedure 34(b), and produce or 

make available for inspection and copying the following documents and electronically stored 

information (“ESI”) on the 7th day of December, 2017, and continuing from day to day 

thereafter, until completed, at the offices of the American Civil Liberties Union Foundation, 125 

Broad Street, 18th floor, New York, New York, 10004, in accordance with the Definitions and 

Instructions set forth below. 
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DEFINITIONS 

Notwithstanding any definition set forth below, each word, term, or phrase used in this 

Request is intended to have the broadest meaning permitted under the Federal Rules of Civil 

Procedure. As used in this Request, the following terms are to be interpreted in accordance with 

these definitions: 

 Answer: The term “ANSWER” means Defendants’ Answer to Plaintiff’s First 

Amended Complaint in this action, filed on October 16, 2017. 

Bulk: To COPY or REVIEW INTERNET COMMUNICATIONS in “BULK” 

means to COPY or REVIEW INTERNET COMMUNICATIONS in large quantity without prior 

application of SELECTORS, or other identifiers associated with specific targets of Upstream 

surveillance. 

Circuit: The term “CIRCUIT” has the same meaning as “circuit” in the Privacy 

and Civil Liberties Oversight Board’s “Report on the Surveillance Program Operated Pursuant to 

Section 702 of the Foreign Intelligence Surveillance Act,” dated July 2, 2014 (“PCLOB 

Report”), at pages 36 to 37. 

Communication: The term “COMMUNICATION” means information transmitted 

by any means, whether orally, electronically, by document, or otherwise. 

 Concern or Concerning: The terms “CONCERN” and “CONCERNING” mean 

relating to, referring to, describing, evidencing, constituting, reflecting, memorializing, 

identifying, embodying, pertaining to, commenting on, discussing, analyzing, considering, 

containing, consisting of, indicating, supporting, refuting, or connected to.  

 Copy: The term “COPY” means to duplicate a piece of data (for any duration, no 

matter how brief). 
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 Describe: The term “DESCRIBE” means to provide a narrative statement or 

description of the specific facts or matters to which an Interrogatory refers, including, but not 

limited to, an identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and DOCUMENTS used, necessary, or desirable to support such 

statement or make the description complete. 

 Document: The term “DOCUMENT” shall have the broadest meaning ascribed to 

that term in Federal Rule of Civil Procedure 34 and Federal Rule of Evidence 1001. The term 

also includes any parent or child attachment or other documents embedded or linked in any way 

to a requested document. A draft or non-identical copy is a separate document within the 

meaning of the term “DOCUMENT.”  

 Identify (with respect to PERSONS): When referring to a PERSON, to 

“IDENTIFY” means to state the PERSON’s full name, present or last known address, and, when 

referring to a natural person, the present or last known place of employment. If the business and 

home telephone numbers are known to the answering party, and if the PERSON is not a party or 

present employee of a party, said telephone numbers shall be provided. Once a PERSON has 

been identified in accordance with this subparagraph, only the name of the PERSON need be 

listed in response to subsequent discovery requesting the identification of that PERSON. 

 Identify (with respect to documents): When referring to documents, to 

“IDENTIFY” means to state the: (i) type of document; (ii) general subject matter; (iii) date of the 

document; and (iv) author(s), addressee(s), and recipient(s); or, alternatively, to produce the 

document. 

Interacted with: “INTERACTED WITH” means to have used a device to COPY 

or REVIEW an INTERNET COMMUNICATION or INTERNET TRANSACTION while such 
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communication or transaction is being transmitted or while the communication or transaction is 

being stored, other than as necessary to transmit or store the communication.  

 International Communication: The term “INTERNATIONAL 

COMMUNICATION” means an INTERNET COMMUNICATION between at least one party in 

the UNITED STATES and at least one party outside the UNITED STATES. 

 Internet Backbone: The term “INTERNET BACKBONE” means the set of high-

capacity cables, switches, and routers that facilitates both domestic and international Internet 

communication by parties connected to it. The INTERNET BACKBONE includes, but is not 

limited to, the international submarine cables that carry INTERNET COMMUNICATIONS. 

 Internet Communication: The term “INTERNET COMMUNICATION” means a 

series of related packets that are sent from a particular source to a particular destination that 

together constitute a message of some sort, including but not limited to an email message, an 

HTTP request, or an HTTP response.  

 Internet Packet: The term “INTERNET PACKET” means a discrete chunk of 

information transmitted across the Internet. All INTERNET COMMUNICATIONS are split into 

one or more INTERNET PACKETS. Each INTERNET PACKET contains a source and 

destination Internet Protocol (“IP”) address and some payload.     

 Internet Transaction: The term “INTERNET TRANSACTION” has the same 

meaning as “Internet transaction” within the PCLOB Report at pages 39 and 125 and note 517.  

 NSA: The terms “National Security Agency” and “NSA” include any department, 

office, entity, officer, employee, agent, representative, attorney, consultant, or contractor thereof, 

as well as telecommunication providers acting at the NSA’s direction. 
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 Parties: The terms “PLAINTIFF” and “DEFENDANT,” as well as a party’s full 

or abbreviated name or a pronoun referring to a party, mean that party and its officers, directors, 

employees, agents, representatives, attorneys, consultants, and contractors. This definition is not 

intended to impose a discovery obligation on any PERSON who is not a party to the litigation or 

to limit the Court’s jurisdiction to enter any appropriate order. 

 Person: The term “PERSON” is defined as any natural person or any business, 

legal or governmental entity, or association. 

 Process: The term “PROCESS” has the same meaning as “process,” 

“process[ed],” or “process[ing]” within the July 2014 Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, As Amended, 

available at https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20

Minimization%20Procedures.pdf  (“2014 NSA Minimization Procedures”). 

 Retain: The term “RETAIN” has the same meaning as “retain,” “retained,” or 

“retention” within the 2014 NSA Minimization Procedures.  

 Review: The term “REVIEW” means to scan, search, screen, capture, monitor, 

analyze, redirect, divert, or gather information about the contents of. 

 Selector: The term “SELECTOR” has the same meaning as “selector” within the 

2014 NSA Minimization Procedures.  

 Target: The term “TARGET” means the subjects who are “targeted” pursuant to 

50 U.S.C. § 1881a. 

 United States: When used as a term of geographic location, “UNITED STATES” 

means all areas under the territorial sovereignty of the United States. 
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 Wholly Domestic Communication: The term “WHOLLY DOMESTIC 

COMMUNICATION” means an INTERNET COMMUNICATION whose origin and final 

destination are both located within the UNITED STATES. 

 You/Your: The terms “YOU” or “YOUR” include the defendant agency, and 

department, office, entity, officer, employee, agent, representative, attorney, consultant, or 

contractor thereof. 

 The present tense includes the past and future tenses. The singular includes the 

plural, and the plural includes the singular. “All” means “any and all”; “any” means “any and 

all.” “Including” means “including but not limited to.” “And” and “or” encompass both “and” 

and “or.” Words in the masculine, feminine, or neutral form shall include each of the other 

genders. 

INSTRUCTIONS 

1. Responsive DOCUMENTS include those in YOUR possession, custody, or 

control. 

2. Each DOCUMENT or tangible thing produced in response hereto shall be 

produced as it is kept in the ordinary course of business, including all file folders, binders, 

notebooks, and other devices by which such papers or things may be organized or separated, or it 

shall be organized and labeled to correspond with the Request(s) to which it is responsive. If the 

requested DOCUMENTS are maintained in a file, the file folder is included in the request for 

production of those DOCUMENTS.  

3. DOCUMENTS that are in the form of electronically stored information are to be 

produced as follows: (1) for Microsoft Excel and Microsoft Power Point DOCUMENTS, in their 

native format; and (2) for all other DOCUMENTS, as single-page “.tiff” images with extracted 
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text, whenever such text is available, and with accompanying optical character recognition files 

where extracted text is unavailable, and with all reasonably available metadata fields. Upon 

review of the production, WIKIMEDIA reserves its right to request that YOU produce additional 

metadata for particular DOCUMENTS, and that certain DOCUMENTS or things be produced in 

native or other format. This instruction may be superseded by the agreement of the PLAINTIFF 

and DEFENDANTS as to the appropriate format for production of electronically stored 

information.  

4. All DOCUMENTS that are physically attached to each other shall be produced in 

that form. DOCUMENTS that are segregated or separated from other DOCUMENTS, whether 

by inclusion in binders, files, or sub-files, or by the use of dividers, tabs, or any other method, 

shall be produced in that form. DOCUMENTS shall be produced in the order in which they were 

maintained. 

5. If any copy of any DOCUMENT is not identical to the original or any other copy 

thereof by reason of any alteration, marginalia, comment, or other material contained therein, 

thereon, or attached thereto, or otherwise, all such non-identical copies shall be produced 

separately. 

6. Pursuant to Federal Rule of Civil Procedure 34(b)(2)(B), if YOU object to a 

Request, the grounds for each objection must be stated with specificity. If an objection pertains 

to only a portion of a Request, a word, phrase, or clause contained within it, YOU must state the 

objection to that portion only and respond to the remainder of the request, using YOUR best 

efforts to do so. Also pursuant to Federal Rule of Civil Procedure 34(b)(2)(B), if YOU intended 

to produce copies of DOCUMENTS or of ESI instead of permitting inspection, YOU must so 

state. 
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7. If, in responding to this Request for Production, YOU encounter any ambiguities 

when construing a request or definition, the response shall set forth the matter deemed 

ambiguous and the construction used in responding. 

8. Pursuant to Federal Rule of Civil Procedure 34(b)(2)(C), an objection must state 

whether any responsive materials are being withheld on the basis of that objection. 

9. Whenever in this Request YOU are asked to identify or produce a DOCUMENT 

which is deemed by YOU to be properly withheld from production for inspection or copying: 

A. If YOU are withholding the DOCUMENT under claim of privilege (including, 

but not limited to, the work product doctrine), please provide a log identifying 

each such document by specifying: 

(i) The type of DOCUMENT (e.g., letter, memorandum, email, etc.) or 

some other means of accurately identifying it; 

(ii) Its date, if any, or an estimate thereof, and so indicated as an estimate 

if no date appears on the DOCUMENT; 

(iii) Its author(s), if any; 

(iv) Its addressee(s), if any, and, where not apparent, the relationship 

 between its author(s) and addressee(s); 

(v) Each recipient and addresses of all PERSONS or entities to whom the 

DOCUMENT, thing, or copies thereof were circulated or its contents 

communicated, if any; 

(vi) The general subject matter of the DOCUMENT; and 

(vii) The nature of the claimed privilege so as to explain the basis asserted 
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for withholding the DOCUMENT or thing in sufficient detail so as to 

enable the claim of privilege to be adjudicated, if necessary. 

B. If YOU are withholding the DOCUMENT for any reason other than an objection 

that it is beyond the scope of discovery, identify as to each document and, in 

addition to the information requested in paragraph 9.A above, please state the 

reason for withholding the DOCUMENT. If YOU are withholding production on 

the basis that ESI is not reasonably accessible because of undue burden or cost, 

provide the information required by Discovery Guideline 10(e) under Appendix A 

to the Local Rules. 

10. When a DOCUMENT contains both privileged and non-privileged material, the 

non-privileged material must be disclosed to the fullest extent possible with the purportedly 

privileged material redacted.  

11. If a privilege is asserted with regard to part of the material contained in a 

DOCUMENT, the party claiming the privilege must clearly indicate the portions as to which the 

privilege is claimed.  

12. When a DOCUMENT has been redacted or altered in any fashion, identify as to 

each DOCUMENT the reason for the redaction or alteration, the date of the redaction or 

alteration, and the PERSON performing the redaction or alteration. Any redaction must be 

clearly visible on the redacted DOCUMENT. 

13. Any DOCUMENT or things requested that cannot be produced in full should be 

produced to the extent possible, specifying the reasons for the inability to produce the remainder 

and stating whatever information, knowledge, or belief YOU have CONCERNING the 

unproduced portion. 
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14. It is intended that these Requests will not solicit any material protected either by 

the attorney–client privilege or by the work product doctrine which was created by, or developed 

by, counsel for the responding party after the date on which this litigation was commenced. If 

any Request is susceptible of a construction which calls for the production of such material, that 

material need not be provided and no privilege log pursuant to Federal Rule of Civil Procedure 

26(b)(5) or Discovery Guideline 9(a) will be required as to such material. 

15. These Requests are continuing so as to require prompt supplemental responses as 

required under Federal Rule of Civil Procedure 26(e) up to and including the time of trial of the 

present dispute. If YOU come into possession, custody, or control of responsive DOCUMENTS 

or things after the initial production, YOU should supplement the production by promptly 

producing such DOCUMENTS or things. 

16. If a Request is silent as to the time period for which information is sought, YOUR 

response should include all information known to YOU CONCERNING events that occurred, in 

whole or in part, at any time during the time period of July 8, 2008 to November 7, 2017.  

REQUESTS FOR PRODUCTION 

REQUEST FOR PRODUCTION NO. 1: 

 All DOCUMENTS referenced, paraphrased, or summarized in YOUR answers to 

Interrogatories. 

REQUEST FOR PRODUCTION NO. 2: 

DOCUMENTS sufficient to show or estimate the average number of optical fibers within 

the international submarine cables that carry INTERNET COMMUNICATIONS into and out of 

the UNITED STATES. 

 

Case 1:15-cv-00662-TSE   Document 125-10   Filed 03/26/18   Page 11 of 15



 

11 
 

REQUEST FOR PRODUCTION NO. 3: 

All DOCUMENTS listing, depicting, tallying, or describing the international submarine 

cables that carry INTERNET COMMUNICATIONS into and out of the UNITED STATES. 

REQUEST FOR PRODUCTION NO. 4: 

All DOCUMENTS listing, depicting, tallying, or describing the points at which 

international submarine cables that carry INTERNET COMMUNICATIONS into and out of the 

UNITED STATES arrive at or depart from the UNITED STATES. 

REQUEST FOR PRODUCTION NO. 5: 

All DOCUMENTS listing, depicting, tallying, or describing the terrestrial cables that are 

part of the INTERNET BACKBONE within the UNITED STATES. 

REQUEST FOR PRODUCTION NO. 6: 

DOCUMENTS sufficient to show or estimate the number of persons TARGETED for 

Upstream surveillance pursuant to 50 U.S.C. § 1881a in each of the years 2010, 2011, 2012, 

2013, 2014, 2015, 2016, and the first six months of 2017. 

REQUEST FOR PRODUCTION NO. 7: 

DOCUMENTS sufficient to show or estimate the number of SELECTORS used in 

conducting Upstream surveillance in each of the years 2010, 2011, 2012, 2013, 2014, 2015, 

2016, and the first six months of 2017. 

REQUEST FOR PRODUCTION NO. 8: 

DOCUMENTS sufficient to show or estimate the number of INTERNET 

COMMUNICATIONS and/or INTERNET TRANSACTIONS COPIED using Upstream 

surveillance in each of the years 2010, 2011, 2012, 2013, 2014, 2015, 2016, and the first six 

months of 2017. 
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REQUEST FOR PRODUCTION NO. 9: 

DOCUMENTS sufficient to show or estimate the number of INTERNET 

COMMUNICATIONS and/or INTERNET TRANSACTIONS REVIEWED for SELECTORS 

using Upstream surveillance in each of the years 2010, 2011, 2012, 2013, 2014, 2015, 2016, and 

the first six months of 2017. 

REQUEST FOR PRODUCTION NO. 10: 

DOCUMENTS sufficient to show or estimate the number of INTERNET 

COMMUNICATIONS and/or INTERNET TRANSACTIONS RETAINED using Upstream 

surveillance in each of the years 2010, 2011, 2012, 2013, 2014, 2015, 2016, and the first six 

months of 2017. 

REQUEST FOR PRODUCTION NO. 11: 

DOCUMENTS sufficient to show or estimate the number of INTERNET 

COMMUNICATIONS and/or INTERNET TRANSACTIONS RETAINED using Upstream 

surveillance that are to, from, or about “U.S. persons,” as defined at 50 U.S.C. § 1801(i), in each 

of the years 2010, 2011, 2012, 2013, 2014, 2015, 2016, and the first six months of 2017. 

REQUEST FOR PRODUCTION NO. 12: 

DOCUMENTS sufficient to show or estimate the average number of discrete INTERNET 

COMMUNICATIONS contained in a multi-communication transaction. 

REQUEST FOR PRODUCTION NO. 13: 

DOCUMENTS sufficient to show or estimate the number of CIRCUITS on which the 

NSA conducted Upstream surveillance in each of the years 2010, 2011, 2012, 2013, 2014, 2015, 

2016, and the first six months of 2017. 
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REQUEST FOR PRODUCTION NO. 14: 

DOCUMENTS sufficient to show or estimate the combined bandwidth of the CIRCUITS 

on which the NSA conducted Upstream surveillance in each of the years 2010, 2011, 2012, 2013, 

2014, 2015, 2016, and the first six months of 2017. 

REQUEST FOR PRODUCTION NO. 15: 

DOCUMENTS sufficient to show or estimate the number of “international Internet 

link[s]”— as that term was used by the government in its submission to the Foreign Intelligence 

Surveillance Court, titled “Government’s Response to the Court’s Briefing Order of May 9, 

2011,” and filed on June 1, 2011, see [Redacted], 2011 WL 10945618, at *15 (FISC Oct. 3, 

2011)—monitored using Upstream surveillance in each of the years 2010, 2011, 2012, 2013, 

2014, 2015, 2016, and the first six months of 2017.  

REQUEST FOR PRODUCTION NO. 16: 

DOCUMENTS sufficient to show or estimate the number of Internet “chokepoints” or 

“choke points” (as that term is used by YOU) inside the UNITED STATES through which 

INTERNATIONAL COMMUNICATIONS enter and leave the UNITED STATES and where 

the NSA has established Upstream surveillance collection or PROCESSING capabilities. 

REQUEST FOR PRODUCTION NO. 17: 

All DOCUMENTS defining or describing the meaning of the term “Internet transaction.” 

REQUEST FOR PRODUCTION NO. 18: 

All Foreign Intelligence Surveillance Court–approved targeting procedures relevant at 

any time to DEFENDANTS’ implementation of Upstream surveillance. 
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REQUEST FOR PRODUCTION NO. 19: 

All Foreign Intelligence Surveillance Court–approved minimization procedures relevant 

at any time to DEFENDANTS’ implementation of Upstream surveillance. 

REQUEST FOR PRODUCTION NO. 20: 

Any supplemental procedures relevant at any time to DEFENDANTS’ implementation of 

Upstream surveillance. 

REQUEST FOR PRODUCTION NO. 21: 

All Foreign Intelligence Surveillance Court, Foreign Intelligence Surveillance Court of 

Review, and Supreme Court orders and opinions CONCERNING Upstream surveillance. 

REQUEST FOR PRODUCTION NO. 22: 

All Foreign Intelligence Surveillance Court, Foreign Intelligence Surveillance Court of 

Review, and Supreme Court submissions CONCERNING Upstream surveillance. 

 

 
Dated: November 7, 2017                                                       /s/ Ashley Gorski  
        Ashley Gorski 
        American Civil Liberties Union 

             Foundation 
        125 Broad Street, 18th Floor 
        New York, NY 10004 
        Phone: (212) 549-2500 
        Fax: (212) 549-2654 
        agorski@aclu.org 
 
 
        Counsel for Plaintiff 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
WIKIMEDIA FOUNDATION, * 

 Plaintiff, * 

v.  * Civil Action No.: 15-cv-00662-TSE 

NATIONAL SECURITY AGENCY, et al., * 

 Defendants. * 

*   *   *   *   *   *   *   *   *   *   * 

PLAINTIFF’S SECOND SET OF REQUESTS FOR PRODUCTION OF DOCUMENTS 

Pursuant to Federal Rule of Civil Procedure 34, Local Rule 104, and Appendix A to the 

Local Rules, the Wikimedia Foundation (“WIKIMEDIA” or “PLAINTIFF”), by its undersigned 

attorneys, requests that defendants National Security Agency (“NSA”); the Office of the Director 

of National Intelligence (“ODNI”); the United States Department of Justice (“DOJ”); Admiral 

Michael S. Rogers, in his official capacity as the Director of the NSA; Daniel Coats, in his 

official capacity as the Director of National Intelligence (“DNI”); and Jefferson B. Sessions, III, 

in his official capacity as Attorney General (collectively, the “DEFENDANTS”), respond to this 

Request within the time prescribed by Federal Rule of Civil Procedure 34(b), and produce or 

make available for inspection and copying the following documents and electronically stored 

information (“ESI”) on the 29th day of December, 2017, and continuing from day to day 

thereafter, until completed, at the offices of the American Civil Liberties Union Foundation, 125 

Broad Street, 18th floor, New York, New York, 10004, in accordance with the Definitions and 

Instructions set forth below. 
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DEFINITIONS 

Notwithstanding any definition set forth below, each word, term, or phrase used in this 

Request is intended to have the broadest meaning permitted under the Federal Rules of Civil 

Procedure. As used in this Request, the following terms are to be interpreted in accordance with 

these definitions: 

 Answer: The term “ANSWER” means Defendants’ Answer to Plaintiff’s First 

Amended Complaint in this action, filed on October 16, 2017. 

Bulk: To COPY or REVIEW INTERNET COMMUNICATIONS in “BULK” 

means to COPY or REVIEW INTERNET COMMUNICATIONS in large quantity without prior 

application of SELECTORS, or other identifiers associated with specific targets of Upstream 

surveillance. 

Circuit: The term “CIRCUIT” has the same meaning as “circuit” in the Privacy 

and Civil Liberties Oversight Board’s “Report on the Surveillance Program Operated Pursuant to 

Section 702 of the Foreign Intelligence Surveillance Act,” dated July 2, 2014 (“PCLOB 

Report”), at pages 36 to 37. 

Communication: The term “COMMUNICATION” means information transmitted 

by any means, whether orally, electronically, by document, or otherwise. 

 Concern or Concerning: The terms “CONCERN” and “CONCERNING” mean 

relating to, referring to, describing, evidencing, constituting, reflecting, memorializing, 

identifying, embodying, pertaining to, commenting on, discussing, analyzing, considering, 

containing, consisting of, indicating, supporting, refuting, or connected to.  

 Copy: The term “COPY” means to duplicate a piece of data (for any duration, no 

matter how brief). 
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 Describe: The term “DESCRIBE” means to provide a narrative statement or 

description of the specific facts or matters to which an Interrogatory refers, including, but not 

limited to, an identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and DOCUMENTS used, necessary, or desirable to support such 

statement or make the description complete. 

 Document: The term “DOCUMENT” shall have the broadest meaning ascribed to 

that term in Federal Rule of Civil Procedure 34 and Federal Rule of Evidence 1001. The term 

also includes any parent or child attachment or other documents embedded or linked in any way 

to a requested document. A draft or non-identical copy is a separate document within the 

meaning of the term “DOCUMENT.”  

 Identify (with respect to PERSONS): When referring to a PERSON, to 

“IDENTIFY” means to state the PERSON’s full name, present or last known address, and, when 

referring to a natural person, the present or last known place of employment. If the business and 

home telephone numbers are known to the answering party, and if the PERSON is not a party or 

present employee of a party, said telephone numbers shall be provided. Once a PERSON has 

been identified in accordance with this subparagraph, only the name of the PERSON need be 

listed in response to subsequent discovery requesting the identification of that PERSON. 

 Identify (with respect to documents): When referring to documents, to 

“IDENTIFY” means to state the: (i) type of document; (ii) general subject matter; (iii) date of the 

document; and (iv) author(s), addressee(s), and recipient(s); or, alternatively, to produce the 

document. 

Interacted with: The term “INTERACTED WITH” means to have used a device 

to COPY or REVIEW an INTERNET COMMUNICATION or INTERNET TRANSACTION 
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while such communication or transaction is being transmitted or while the communication or 

transaction is being stored, other than as necessary to transmit or store the communication or 

transaction in the ordinary course of its transmission or storage. 

Interaction with: The term “INTERACTION WITH” means the use of a device to 

COPY or REVIEW an INTERNET COMMUNICATION or INTERNET TRANSACTION while 

such communication or transaction is being transmitted or while the communication or 

transaction is being stored, other than as necessary to transmit or store the communication or 

transaction in the ordinary course of its transmission or storage.  

 International Communication: The term “INTERNATIONAL 

COMMUNICATION” means an INTERNET COMMUNICATION between at least one party in 

the UNITED STATES and at least one party outside the UNITED STATES. 

 Internet Backbone: The term “INTERNET BACKBONE” means the set of high-

capacity cables, switches, and routers that facilitates both domestic and international Internet 

communication by parties connected to it. The INTERNET BACKBONE includes, but is not 

limited to, the international submarine cables that carry INTERNET COMMUNICATIONS. 

 Internet Communication: The term “INTERNET COMMUNICATION” means a 

series of related packets that are sent from a particular source to a particular destination that 

together constitute a message of some sort, including but not limited to an email message, an 

HTTP request, or an HTTP response.  

 Internet Packet: The term “INTERNET PACKET” means a discrete chunk of 

information transmitted across the Internet. All INTERNET COMMUNICATIONS are split into 

one or more INTERNET PACKETS. Each INTERNET PACKET contains a source and 

destination Internet Protocol (“IP”) address and some payload.     
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 Internet Transaction: The term “INTERNET TRANSACTION” has the same 

meaning as “Internet transaction” within the PCLOB Report at pages 39 and 125 and note 517.  

 NSA: The terms “National Security Agency” and “NSA” include any department, 

office, entity, officer, employee, agent, representative, attorney, consultant, or contractor thereof, 

as well as telecommunication providers acting at the NSA’s direction. 

 Parties: The terms “PLAINTIFF” and “DEFENDANT,” as well as a party’s full 

or abbreviated name or a pronoun referring to a party, mean that party and its officers, directors, 

employees, agents, representatives, attorneys, consultants, and contractors. This definition is not 

intended to impose a discovery obligation on any PERSON who is not a party to the litigation or 

to limit the Court’s jurisdiction to enter any appropriate order. 

 Person: The term “PERSON” is defined as any natural person or any business, 

legal or governmental entity, or association. 

 Process: The term “PROCESS” has the same meaning as “process,” 

“process[ed],” or “process[ing]” within the July 2014 Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, As Amended, 

available at https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20

Minimization%20Procedures.pdf  (“2014 NSA Minimization Procedures”). 

 Retain: The term “RETAIN” has the same meaning as “retain,” “retained,” or 

“retention” within the 2014 NSA Minimization Procedures.  

 Review: The term “REVIEW” means to scan, search, screen, capture, monitor, 

analyze, redirect, divert, or gather information about the contents of. 
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 Selector: The term “SELECTOR” has the same meaning as “selector” within the 

2014 NSA Minimization Procedures.  

 Target: The term “TARGET” means the subjects who are “targeted” pursuant to 

50 U.S.C. § 1881a. 

 United States: When used as a term of geographic location, “UNITED STATES” 

means all areas under the territorial sovereignty of the United States. 

 Wholly Domestic Communication: The term “WHOLLY DOMESTIC 

COMMUNICATION” means an INTERNET COMMUNICATION whose origin and final 

destination are both located within the UNITED STATES. 

 You/Your: The terms “YOU” or “YOUR” include the defendant agency, and 

department, office, entity, officer, employee, agent, representative, attorney, consultant, or 

contractor thereof. 

 The present tense includes the past and future tenses. The singular includes the 

plural, and the plural includes the singular. “All” means “any and all”; “any” means “any and 

all.” “Including” means “including but not limited to.” “And” and “or” encompass both “and” 

and “or.” Words in the masculine, feminine, or neutral form shall include each of the other 

genders. 

INSTRUCTIONS 

1. Responsive DOCUMENTS include those in YOUR possession, custody, or 

control. 

2. Each DOCUMENT or tangible thing produced in response hereto shall be 

produced as it is kept in the ordinary course of business, including all file folders, binders, 

notebooks, and other devices by which such papers or things may be organized or separated, or it 
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shall be organized and labeled to correspond with the Request(s) to which it is responsive. If the 

requested DOCUMENTS are maintained in a file, the file folder is included in the request for 

production of those DOCUMENTS.  

3. DOCUMENTS that are in the form of electronically stored information are to be 

produced as follows: (1) for Microsoft Excel and Microsoft Power Point DOCUMENTS, in their 

native format; and (2) for all other DOCUMENTS, as single-page “.tiff” images with extracted 

text, whenever such text is available, and with accompanying optical character recognition files 

where extracted text is unavailable, and with all reasonably available metadata fields. Upon 

review of the production, WIKIMEDIA reserves its right to request that YOU produce additional 

metadata for particular DOCUMENTS, and that certain DOCUMENTS or things be produced in 

native or other format. This instruction may be superseded by the agreement of the PLAINTIFF 

and DEFENDANTS as to the appropriate format for production of electronically stored 

information.  

4. All DOCUMENTS that are physically attached to each other shall be produced in 

that form. DOCUMENTS that are segregated or separated from other DOCUMENTS, whether 

by inclusion in binders, files, or sub-files, or by the use of dividers, tabs, or any other method, 

shall be produced in that form. DOCUMENTS shall be produced in the order in which they were 

maintained. 

5. If any copy of any DOCUMENT is not identical to the original or any other copy 

thereof by reason of any alteration, marginalia, comment, or other material contained therein, 

thereon, or attached thereto, or otherwise, all such non-identical copies shall be produced 

separately. 
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6. Pursuant to Federal Rule of Civil Procedure 34(b)(2)(B), if YOU object to a 

Request, the grounds for each objection must be stated with specificity. If an objection pertains 

to only a portion of a Request, a word, phrase, or clause contained within it, YOU must state the 

objection to that portion only and respond to the remainder of the request, using YOUR best 

efforts to do so. Also pursuant to Federal Rule of Civil Procedure 34(b)(2)(B), if YOU intended 

to produce copies of DOCUMENTS or of ESI instead of permitting inspection, YOU must so 

state. 

7. If, in responding to this Request for Production, YOU encounter any ambiguities 

when construing a request or definition, the response shall set forth the matter deemed 

ambiguous and the construction used in responding. 

8. Pursuant to Federal Rule of Civil Procedure 34(b)(2)(C), an objection must state 

whether any responsive materials are being withheld on the basis of that objection. 

9. Whenever in this Request YOU are asked to identify or produce a DOCUMENT 

which is deemed by YOU to be properly withheld from production for inspection or copying: 

A. If YOU are withholding the DOCUMENT under claim of privilege (including, but 

not limited to, the work product doctrine), please provide a log identifying each 

such document by specifying: 

(i) The type of DOCUMENT (e.g., letter, memorandum, email, etc.) or 

some other means of accurately identifying it; 

(ii) Its date, if any, or an estimate thereof, and so indicated as an estimate 

if no date appears on the DOCUMENT; 

(iii) Its author(s), if any; 

Case 1:15-cv-00662-TSE   Document 125-11   Filed 03/26/18   Page 9 of 12



 

9 
 

(iv) Its addressee(s), if any, and, where not apparent, the relationship 

 between its author(s) and addressee(s); 

(v) Each recipient and addresses of all PERSONS or entities to whom the 

DOCUMENT, thing, or copies thereof were circulated or its contents 

communicated, if any; 

(vi) The general subject matter of the DOCUMENT; and 

(vii) The nature of the claimed privilege so as to explain the basis asserted 

for withholding the DOCUMENT or thing in sufficient detail so as to 

enable the claim of privilege to be adjudicated, if necessary. 

B. If YOU are withholding the DOCUMENT for any reason other than an objection 

that it is beyond the scope of discovery, identify as to each document and, in 

addition to the information requested in paragraph 9.A above, please state the 

reason for withholding the DOCUMENT. If YOU are withholding production on 

the basis that ESI is not reasonably accessible because of undue burden or cost, 

provide the information required by Discovery Guideline 10(e) under Appendix A 

to the Local Rules. 

10. When a DOCUMENT contains both privileged and non-privileged material, the 

non-privileged material must be disclosed to the fullest extent possible with the purportedly 

privileged material redacted.  

11. If a privilege is asserted with regard to part of the material contained in a 

DOCUMENT, the party claiming the privilege must clearly indicate the portions as to which the 

privilege is claimed.  
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12. When a DOCUMENT has been redacted or altered in any fashion, identify as to 

each DOCUMENT the reason for the redaction or alteration, the date of the redaction or 

alteration, and the PERSON performing the redaction or alteration. Any redaction must be 

clearly visible on the redacted DOCUMENT. 

13. Any DOCUMENT or things requested that cannot be produced in full should be 

produced to the extent possible, specifying the reasons for the inability to produce the remainder 

and stating whatever information, knowledge, or belief YOU have CONCERNING the 

unproduced portion. 

14. It is intended that these Requests will not solicit any material protected either by 

the attorney–client privilege or by the work product doctrine which was created by, or developed 

by, counsel for the responding party after the date on which this litigation was commenced. If 

any Request is susceptible of a construction which calls for the production of such material, that 

material need not be provided and no privilege log pursuant to Federal Rule of Civil Procedure 

26(b)(5) or Discovery Guideline 9(a) will be required as to such material. 

15. These Requests are continuing so as to require prompt supplemental responses as 

required under Federal Rule of Civil Procedure 26(e) up to and including the time of trial of the 

present dispute. If YOU come into possession, custody, or control of responsive DOCUMENTS 

or things after the initial production, YOU should supplement the production by promptly 

producing such DOCUMENTS or things. 

16. If a Request is silent as to the time period for which information is sought, YOUR 

response should include all information known to YOU CONCERNING events that occurred, in 

whole or in part, at any time during the time period of July 8, 2008 to November 7, 2017.  
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17. To the extent any of these Requests require PLAINTIFF’S email addresses, IP 

addresses, or other similar identifiers to respond, PLAINTIFF will serve YOU that information 

separately. 

18. To the extent any of these Requests involve information that is confidential, 

proprietary, or private information for which special protection from public disclosure and from 

use for any purpose other than prosecuting this litigation is warranted, a Stipulated Protective 

Order to address such information is currently under negotiation.   

 

REQUESTS FOR PRODUCTION 

REQUEST FOR PRODUCTION NO. 23: 

Any INTERNET COMMUNICATION of WIKIMEDIA that any DEFENDANT 

INTERACTED WITH in connection with Upstream surveillance. 

REQUEST FOR PRODUCTION NO. 24: 

All DOCUMENTS CONCERNING any INTERACTION WITH the INTERNET 

COMMUNICATIONS of WIKIMEDIA in connection with Upstream surveillance. 

 

 
Dated: November 29, 2017                                                       /s/ Ashley Gorski  
        Ashley Gorski 
        American Civil Liberties Union 

             Foundation 
        125 Broad Street, 18th Floor 
        New York, NY 10004 
        Phone: (212) 549-2500 
        Fax: (212) 549-2654 
        agorski@aclu.org 
 
 
        Counsel for Plaintiff 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

_______________________________________ 
 
   WIKIMEDIA FOUNDATION, 
 

   Plaintiff, 
 

v. 
 
   NATIONAL SECURITY AGENCY, et al., 
 

   Defendants. 
_______________________________________ 

 
) 
) 
) 
) 
) 
)  No. 1:15-cv-00662-TSE 
) 
) 
) 
) 
) 

OBJECTIONS AND RESPONSES BY DEFENDANTS NATIONAL 
SECURITY AGENCY AND ADM. MICHAEL S. ROGERS, DIRECTOR, TO 

PLAINTIFF’S FIRST AND SECOND SETS OF REQUESTS FOR ADMISSION 
 

 Pursuant to Rule 36 of the Federal Rules of Civil Procedure and District of Maryland 

Local Rule 104, Defendants National Security Agency (“NSA”) and Adm. Michael S. Rogers, 

Director of the NSA, in his official capacity (together, the “NSA Defendants”), by their 

undersigned attorneys, object and respond as follows to Plaintiff Wikimedia Foundation’s first 

and second sets of Requests for Admission, dated November 7 and 29, 2017, respectively.  

GENERAL OBJECTIONS AND 
OBJECTIONS TO DEFINITIONS AND INSTRUCTIONS 

 
1. The NSA Defendants object to Plaintiff’s Requests for Admission to the extent, as 

set forth in response to specific requests below, that they are improper attempts to use requests 

for admission as discovery devices, specifically, as interrogatories. 

2. The NSA Defendants object to Plaintiff’s Requests for Admission to the extent, as 

set forth in response to specific requests below, that they seek information regarding the 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a).  
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3. The NSA Defendants object to Plaintiff’s Requests for Admission to the extent, as 

set forth in response to specific requests below, they seek information that is irrelevant to 

jurisdictional issues, which are the only matters as to which the Court has authorized discovery 

in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

4. As set forth in response to specific requests below, the NSA Defendants object to 

the definition of the term “Circuit” as vague and ambiguous insofar as it is meant, by its 

reference to the use of that term in the Privacy and Civil Liberties Oversight Board’s “Report on 

the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act” (the “PCLOB Section 702 Report”) to assign the term “Circuit” a meaning 

other than its ordinary meaning in the telecommunications industry.  The PCLOB is an 

independent agency within the Executive Branch, and the NSA Defendants do not have 

information regarding what, if anything, that entity intended by the term “Circuit” beyond the 

ordinary meaning of that term within the telecommunications industry as understood by the NSA 

Defendants. 

5. As set forth in response to specific requests below, the NSA Defendants object to 

the definition of the term “Internet Transaction” as vague and ambiguous insofar as it is meant, 

by its reference to the use of that term in the PCLOB Section 702 Report, to assign the term 

“Internet Transaction” a meaning other than that understood by the NSA Defendants.  The 

PCLOB is an independent agency within the Executive Branch, and the NSA Defendants do not 

have information regarding what, if anything, that entity intended by the term “Internet 

Transaction” beyond the meaning of that term as understood by the NSA Defendants.   

6. As set forth in response to specific requests below, the NSA Defendants object to 

the definition of “Review” as compound, unduly burdensome and oppressive, and so vague and 

ambiguous as to render specific requests in which it is used incapable of reasoned response. 
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7.  As set forth in response to specific requests below, the NSA Defendants object to 

the definition of “Interacted With” as compound, and, insofar as it incorporates the definition of 

“Review,” also as unduly burdensome and oppressive, and so vague and ambiguous as to render 

specific requests in which it is used incapable of reasoned response.   

8. As set forth in response to specific requests below, the NSA Defendants object to 

Plaintiff’s Requests for Admission to the extent that they seek information that is protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).   

9. The following objections and responses are based upon information currently 

known to the NSA Defendants, and they reserve the right to supplement or amend their 

objections and responses should additional or different information become available. 

10. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any request or as a waiver of any objection 

or privilege generally.  Inadvertent disclosure or unauthorized disclosure of information subject 

to a claim of privilege shall not be deemed a waiver of such privilege. 

OBJECTIONS AND RESPONSES TO FIRST SET OF REQUESTS FOR ADMISSION 

REQUEST FOR ADMISSION NO. 1:  Admit that there are between 45 and 55 
international submarine cables that carry INTERNET COMMUNICATIONS directly into or 
directly out of the UNITED STATES. 

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 1 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 1 as unduly 

burdensome and oppressive insofar as it requests that the NSA Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the NSA Defendants from public sources.   
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RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that it is difficult to determine the exact number of international 

submarine telecommunications cables that carry Internet communications directly into or out of 

the United States, because it is not publicly known whether particular cables carry Internet 

communications as opposed to telephonic or private-network communications.  The Federal 

Communications Commission, which issues licenses to own and operate submarine cables and 

associated cable landing stations located in the United States, most recently reported that 

approximately 45 privately owned trans-ocean fiber optic cables (also referred to in the report as 

cable systems) landing in the United States or its territories were in service as of December 31, 

2015.  See Federal Communications Commission, International Bureau Report, 2015 U.S. 

International Circuit Capacity Data (August 2017), at 4 & Tables 4(A) & 4(B) at T-5 to T-8, 

available at https://apps.fcc.gov/edocs public/attachmatch/DOC-346376A2.pdf.  

Telecommunications market research and consulting firm Telegeography publishes an online 

Submarine Cable Landing Directory, https://www.telegeography.com/telecom-

resources/submarine-cable-landing-directory, which lists 45-50 privately owned international 

undersea cable systems landing in the United States or its territories, many of which, however, 

contain multiple cables or legs.  Telegeography also publishes online a map purporting to depict 

the international submarine cables connecting the United States with other nations as of 

December 11, 2017, available at https://www.submarinecablemap.com.   

The NSA Defendants respond further that, according to data available from 

Telegeography, international submarine cables typically contain 2-8 pairs of fiber-optic cables.  

Each fiber-optic pair is typically capable of carrying between approximately 15 and 120 

individual communications circuits on different light wavelengths, depending on age and 

technology used.  As a result, an individual submarine cable may carry between approximately 
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30 and 960 communications circuits.  (Individual circuits may be subdivided further to create 

multiple “virtual circuits” through application of various technologies.)  Each wavelength carried 

on a fiber-optic pair is typically capable of transporting between 10 and 100 gigabits of data per 

second (10-100 Gbps), meaning that a typical submarine cable can carry between approximately 

300 and 96,000 Gbps of data.   

REQUEST FOR ADMISSION NO. 2:  Admit that the international submarine cables 
that carry INTERNET COMMUNICATIONS directly into or directly out of the UNITED 
STATES make landfall at approximately 40 to 45 different landing points within the UNITED 
STATES.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 2 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 2 as unduly 

burdensome and oppressive insofar as it requests that NSA Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the NSA Defendants from public sources. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that, as noted in response to Request for Admission No. 1, above, it is 

not publicly known whether particular international submarine telecommunications cables carry  

Internet communications as opposed to telephonic or private-network communications, and it is 

therefore difficult as well to determine the exact number of points at which the cables carrying 

Internet communications make landfall within the United States.  Telegeography’s online 

Submarine Cable Landing Directory, https://www.telegeography.com/telecom-

resources/submarine-cable-landing-directory, indicates that international undersea cable systems 

currently in service make landfall within the territory of the United States at approximately 75-80 

locations.  
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REQUEST FOR ADMISSION NO. 3:  Admit that the INTERNET BACKBONE 
includes international submarine cables that carry INTERNET COMMUNICATIONS into and 
out of the UNITED STATES.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 3 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 3 as unduly 

burdensome and oppressive insofar as it requests that NSA Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the NSA Defendants from public sources. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that yes, the Internet backbone includes but is not limited to 

international submarine telecommunications cables that carry Internet communications. 

REQUEST FOR ADMISSION NO. 4:  Admit that the INTERNET BACKBONE 
includes high-capacity terrestrial cables that carry traffic within the UNITED STATES.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 4 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 4 as unduly 

burdensome and oppressive insofar as it requests that NSA Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the NSA Defendants from public sources. 

RESPONSE:   Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that yes, the Internet backbone includes but is not limited to high-

capacity terrestrial telecommunications cables that carry Internet communications within the 

United States. 
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REQUEST FOR ADMISSION NO. 5:   Admit that, in conducting Upstream 
surveillance, the NSA COPIES INTERNET COMMUNICATIONS that are in transit on the 
INTERNET BACKBONE, prior to RETAINING INTERNET COMMUNICATIONS that 
contain a SELECTOR.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 5 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 5 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1).  

REQUEST FOR ADMISSION NO. 6:  Admit that, in conducting Upstream 
surveillance, the NSA REVIEWS the contents of INTERNET COMMUNICATIONS that are in 
transit on the INTERNET BACKBONE, prior to RETAINING INTERNET 
COMMUNICATIONS that contain a SELECTOR.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 6 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 6 on the 

grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1). 

The NSA Defendants also object to Request for Admission No. 6 insofar as the definition 

of “Reviews,” by encompassing so many fundamentally different actions, renders this request 

compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of reasoned 

response.   

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that in the course of the Upstream Internet collection process, certain 
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Internet transactions transiting the Internet backbone networks of certain electronic 

communication service providers are filtered for the purpose of excluding wholly domestic 

communications; are then screened to identify for acquisition those transactions that are to or 

from persons targeted in accordance with the current NSA targeting procedures; and must pass 

through both the filter and the screen before they can be ingested into Government databases.  

REQUEST FOR ADMISSION NO. 7:  Admit that, in conducting Upstream 
surveillance, the NSA COPIES INTERNET COMMUNICATIONS in BULK that are in transit 
on the INTERNET BACKBONE.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 7 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 7 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 8:  Admit that, in conducting Upstream 
surveillance, the NSA REVIEWS the contents of INTERNET COMMUNICATIONS in BULK 
that are in transit on the INTERNET BACKBONE.  

 
 OBJECTION:  The NSA Defendants object to Request for Admission No. 8 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 8 on the 

grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1). 
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 The NSA Defendants also object to Request for Admission No. 8 insofar as the definition 

of “Reviews,” by encompassing so many fundamentally different actions, renders this request 

compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of reasoned 

response.   

 RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that in the course of the Upstream Internet collection process, certain 

Internet transactions transiting the Internet backbone networks of certain electronic 

communication service providers are filtered for the purpose of excluding wholly domestic 

communications; are then screened to identify for acquisition those transactions that are to or 

from persons targeted in accordance with the current NSA targeting procedures; and must pass 

through both the filter and the screen before they can be ingested into Government databases. 

REQUEST FOR ADMISSION NO. 9:  Admit that, in conducting Upstream 
surveillance, the NSA COPIES INTERNET COMMUNICATIONS that are neither to nor from 
TARGETS, prior to RETAINING INTERNET COMMUNICATIONS that contain a 
SELECTOR.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 9 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 9 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 
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REQUEST FOR ADMISSION NO. 10:  Admit that, in conducting Upstream 
surveillance, the NSA REVIEWS the contents of INTERNET COMMUNICATIONS that are 
neither to nor from TARGETS, prior to RETAINING INTERNET COMMUNICATIONS that 
contain a SELECTOR.  

 
 OBJECTION:  The NSA Defendants object to Request for Admission No. 10 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 10 on the 

grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1). 

 The NSA Defendants also object to Request for Admission No. 10 insofar as the 

definition of “Reviews,” by encompassing so many fundamentally different actions, renders this 

request compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of 

reasoned response.   

 RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that in the course of the Upstream Internet collection process, certain 

Internet transactions transiting the Internet backbone networks of certain electronic 

communication service providers are filtered for the purpose of excluding wholly domestic 

communications; are then screened to identify for acquisition those transactions that are to or 

from persons targeted in accordance with the current NSA targeting procedures; and must pass 

through both the filter and the screen before they can be ingested into Government databases. 

REQUEST FOR ADMISSION NO. 11:  Admit that the NSA does not consider an 
INTERNET COMMUNICATION “collected,” within the meaning of the 2014 NSA 
Minimization Procedures, until after it has REVIEWED the contents of the communication and 
has selected it for RETENTION.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 11 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 
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interrogatory.  The NSA Defendants also object to Request for Admission No. 11 because what 

the NSA “consider[s]” the collection of an Internet communication to be, within the meaning of 

the 2014 NSA Section 702 Minimization Procedures or otherwise, is irrelevant to jurisdictional 

issues, which are the only matters as to which the Court has authorized discovery in this case.  

See October 3, 2017, Order, ECF No. 117 at 1. 

 The NSA Defendants also object to Request for Admission No. 11 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).  Finally, the 

NSA Defendants object to Request for Admission No. 11 insofar as the definition of “Reviews,” 

by encompassing so many fundamentally different actions, renders this request compound, 

unduly burdensome and oppressive, vague and ambiguous, and incapable of reasoned response.   

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that the NSA considers the term “collection” as it applies to the 

Upstream Internet collection process, whether in the 2014 NSA Section 702 Minimization 

Procedures or otherwise, to be the ingestion of Internet transactions into Government databases 

after they have been filtered for the purpose of excluding wholly domestic communications, and 

then screened to identify for acquisition those transactions that are to or from persons targeted in 

accordance with the current NSA targeting procedures. 

REQUEST FOR ADMISSION NO. 12:  Admit that, in the course of Upstream 
surveillance, the NSA RETAINS WHOLLY DOMESTIC COMMUNICATIONS.  

 
 OBJECTION:  The NSA Defendants object to Request for Admission No. 12 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 12 because it 
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seeks information that is irrelevant to jurisdictional issues, which are the only matters as to which 

the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants admit that, as found by the Privacy and Civil Liberties Oversight Board, 

technical measures taken to prevent acquisition of wholly domestic communications in the 

Upstream Internet collection process do not operate perfectly.  However, the current NSA 

Section 702 Minimization Procedures require that wholly domestic communications “be 

promptly destroyed upon recognition,” subject to limited exceptions described in Section 5 

therein. 

REQUEST FOR ADMISSION NO. 13:  Admit that the NSA conducts Upstream 
surveillance on multiple INTERNET BACKBONE CIRCUITS.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 13 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants further object to Request for Admission No. 13 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 14:  Admit that the NSA conducts Upstream 
surveillance on multiple “international Internet link[s],” as that term is used by the government 
in its submission to the Foreign Intelligence Surveillance Court, titled “Government’s Response 
to the Court’s Briefing Order of May 9, 2011,” and filed on June 1, 2011, see [Redacted], 2011 
WL 10945618, at *15 (FISC Oct. 3, 2011).  

 
 OBJECTION:  The NSA Defendants object to Request for Admission No. 14 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants also object to Request for Admission No. 14 on the ground 
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that it attributes the phrase “international Internet link” to a Government document when in fact 

the phrase is taken from an opinion of the Foreign Intelligence Surveillance Court that does not 

purport to quote directly from the referenced Government document.  See [Redacted], 2011 WL 

10945618, at *15 (FISC Oct. 3, 2011).  Whether the phrase “international Internet link” is 

contained within the referenced Government document is information (which can be neither 

confirmed nor denied) that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. §3605(a). 

The NSA Defendants further object to Request for Admission No. 14 on the grounds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 15:  Admit that the NSA conducts Upstream 
surveillance at multiple INTERNET BACKBONE “chokepoints” or “choke points” (as that term 
is used by YOU).  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 15 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants also object to Request for Admission No. 15 as vague and 

ambiguous insofar as it does not specify where or in what context the NSA Defendants allegedly 

use the term “chokepoints” or “choke points.”  To the extent that Plaintiff’s reference to that 

term alludes to what is described in the Amended Complaint as an “NSA slide,” see Am. Compl. 

¶ 68, the NSA Defendants object to this request as implicitly seeking information (which can be 

neither confirmed nor denied) regarding the authenticity of the purported slide, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).   
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The NSA Defendants further object to Request for Admission No. 15 on the grounds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 16:  Admit that the document attached hereto as 
Exhibit A, titled “Why are we interested in HTTP?,” is a true and correct excerpted copy of a 
genuine document.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 16 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit A “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit A as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 16 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 17:  Admit that the statements within the document 
attached hereto as Exhibit A were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 17 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit A as evidence of intelligence activities allegedly conducted by the NSA, on the grounds 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 
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REQUEST FOR ADMISSION NO. 18:  Admit that statements within the document 
attached hereto as Exhibit A were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 18 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit A as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 19:  Admit that the document attached hereto as 
Exhibit B, titled “Fingerprints and Appids,” and “Fingerprints and Appids (more),” is a true and 
correct excerpted copy of a genuine document.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 19 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit B “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit B as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 19 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 20:  Admit that the statements within the document 
attached hereto as Exhibit B were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

OBJECTION:  The NSA Defendants object to Request for Admission No. 20 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit B as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 
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from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 21:  Admit that statements within the document 
attached hereto as Exhibit B were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 21 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit B as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 22:  Admit that the document attached hereto as 
Exhibit C, “Seven Access Sites—International ‘Choke Points’,” is a true and correct excerpted 
copy of a genuine document.  

OBJECTION:  The NSA Defendants object to Request for Admission No. 22 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit C “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit C as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 22 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 23:  Admit that the statements within the document 
attached hereto as Exhibit C were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 23 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 
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Exhibit C as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 24:  Admit that statements within the document 
attached hereto as Exhibit C were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 24 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit C as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 25:  Admit that the document attached hereto as 
Exhibit D, titled “SSO’s Support to the FBI for Implementation of their Cyber FISA Orders,” is a 
true and correct copy of a genuine document.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 25 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit D “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit D as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 25 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 
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REQUEST FOR ADMISSION NO. 26:  Admit that the statements within the document 
attached hereto as Exhibit D were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 26 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit D as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 27:  Admit that statements within the document 
attached hereto as Exhibit D were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 27 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit D as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 28:  Admit that the document attached hereto as 
Exhibit E, titled “Procedures Used by the National Security Agency for Targeting Non-United 
States Persons Reasonably Believed to be Located Outside the United States to Acquire Foreign 
Intelligence Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 
1978, as Amended” and dated July 28, 2009 (the “NSA Targeting Procedures”) is a true and 
correct copy of a genuine document.  

OBJECTION:  To the extent that Plaintiff seeks to establish the authenticity of 

Exhibit E as evidence of targeting procedures allegedly used by the NSA in 2009, the NSA 

Defendants object to Request for Admission No. 28 (i) as irrelevant to jurisdictional issues, 

which are the only matters as to which the Court has authorized discovery in this case, see 
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October 3, 2017, Order, ECF No. 117 at 1, (ii) as irrelevant, in particular, to Plaintiff’s standing 

to seek prospective relief, and (iii) on the ground that it seeks information (which can be neither 

confirmed nor denied) that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 29:  Admit that the statements within the document 
attached hereto as Exhibit E were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  To the extent Plaintiff seeks to establish the admissibility of statements 

made in Exhibit E as evidence of intelligence activities allegedly conducted by the NSA in 2009, 

the NSA Defendants object to Request for Admission No. 29 as irrelevant and on the grounds 

that it seeks information (which can be neither confirmed nor denied) that is protected from 

disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) 

and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 30:  Admit that statements within the document 
attached hereto as Exhibit E were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  To the extent Plaintiff seeks to establish the admissibility of statements 

made in Exhibit E as evidence of intelligence activities allegedly conducted by the NSA in 2009, 

the NSA Defendants object to Request for Admission No. 30 as irrelevant and on the grounds 

that it seeks information (which can be neither confirmed nor denied) that is protected from 

disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) 

and 50 U.S.C. § 3605(a). 
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REQUEST FOR ADMISSION NO. 31:  Admit that the document attached hereto as 
Exhibit F, titled “Minimization Procedures Used by the National Security Agency in Connection 
with Acquisitions of Foreign Intelligence Information Pursuant to Section 702 of the Foreign 
Intelligence Surveillance Act of 1978, As Amended,” dated July 2014, and available at 
https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20Minimization%20Procedures.pdf, 
is a true and correct copy of a genuine document.  

 
 OBJECTION:  The NSA Defendants object to Request for Admission No. 31 as 

irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Subject to the objection stated above, and without waiving it, the NSA 

Defendants admit that Exhibit 1 hereto is a true and correct (public) copy of the “Minimization 

Procedures Used by the National Security Agency in Connection with Acquisitions of Foreign 

Intelligence Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 

1978, As Amended,” dated July 2014, and available at 

https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20Minimization%20Procedures.pdf.  

REQUEST FOR ADMISSION NO. 32:  Admit that the statements within the document 
attached hereto as Exhibit F were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 32 as 

irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Denied.  The 2014 NSA Section 702 Minimization Procedures, Exhibit 1 

hereto, were adopted by the Attorney General of the United States, in consultation with the 

Director of National Intelligence, as attested by the Attorney General’s signature thereto. 
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REQUEST FOR ADMISSION NO. 33:  Admit that statements within the document 
attached hereto as Exhibit F were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 33 as 

irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Denied.  The 2014 NSA Section 702 Minimization Procedures, Exhibit 1 

hereto, were adopted by the Attorney General of the United States, in consultation with the 

Director of National Intelligence, as attested by the Attorney General’s signature thereto. 

OBJECTIONS AND RESPONSES TO SECOND SET OF REQUESTS FOR ADMISSION  
 

REQUEST FOR ADMISSION NO. 34:  Admit that, in conducting Upstream 
surveillance, the NSA has COPIED at least one WIKIMEDIA INTERNET 
COMMUNICATION.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 34 on the 

grounds that it seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privilege under 50 U.S.C. 

§ 3024(i)(1).  The NSA Defendants further object to Request for Admission No. 34 on the 

grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 35:  Admit that, in conducting Upstream 
surveillance, the NSA has REVIEWED the content of at least one WIKIMEDIA INTERNET 
COMMUNICATION.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 35 on the 

grounds that it seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privilege under 50 U.S.C. 

§ 3024(i)(1).  The NSA Defendants further object to Request for Admission No. 35 on the 
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grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a). 

The NSA Defendants also object to Request for Admission No. 35 insofar as the 

definition of “Review[ed],” by encompassing so many fundamentally different actions, renders 

this request compound, unduly burdensome and oppressive, vague and ambiguous, and incapable 

of reasoned response. 

REQUEST FOR ADMISSION NO. 36:  Admit that, in conducting Upstream 
surveillance, the NSA has RETAINED at least one WIKIMEDIA INTERNET 
COMMUNICATION.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 36 on the 

grounds that it seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privilege under 50 U.S.C. 

§ 3024(i)(1).  The NSA Defendants further object to Request for Admission No. 36 on the 

grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a). 

Dated:  January 8, 2018 
 
 

CHAD A. READLER 
Acting Assistant Attorney General 
 
ANTHONY J. COPPOLINO 
Deputy Branch Director 
 
 
 /s/ James J. Gilligan                               
JAMES J. GILLIGAN 
Special Litigation Counsel 
 
RODNEY PATTON 
Senior Trial Counsel 
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EXHIBITB 
'. ' 

MINIMIZATION PROCEDURES USED BY THE NATIONAL SECUID'f$Jl\Gl)Nf!.T !lN'.:6 
CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE 

INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN'iN'.tEI;:t;,l_q~Nc;f:i, LL 
SURVEILLMCE ACT OF 1978, AS AMENDED .. '· . . . ·· . 

(U) Section 1 - Applicability and Scope 

(U) These National Security Agency (NSA) minimization procedures apply to the 
acquisition, retention, use, and dissemination of information, including non-publicly 
available information concerning unconsenting United States persons, that is acquired by 
targeting non-United States persons reasonably believed to be located outside the United 
States in accordance with section 702 of the Foreign Intelligence Surveillance Act of 1978, 
as amended (FISA or "the Act"). 

(U) If NSA determines that it must take action in apparent departure from these 
minimization procedures to protect against an immediate threat to human life (e.g., force 
protection or hostage situations) and that it is not feasible to ob.lain a timely modification of 
these procedures, NSA may take such action immediately. NSA will report the actiontaken 
to the Office of the Director of National Intelligence and to the National Security Division of 
the Department of Justice, which will promptly notify the Foreign Intelligence Surveillance 
Court of such activity. 

(SI/NF) Nothing in these procedures shall restrict NSA's performance oflawful oversight 
fimctions of its personnel or systems, or lawful oversight functions of the Department of 
Justice's National Security Division, Office of the Director of National Intelligence, or the 
applicable Offices of the Inspectors General. Additionally, nothing in these procedures shall 
restrict NSA's ability to conduct vulnerability or network assessments using infonnation 
acquired pursuant to section 702 of the Act in order to ensure that NSA systems are not or 
have not been compromised. Notwithstanding any other section in these procedures, 
information used by NSA to conduct vulnerability or network assessments may be retained 
for one year solely for that limited purpose. Any information retained for this purpose may 
be disseminated only in accordance with the applicable provisions of these procedures. 

(U) For the purposes of these procedures, the terms "National Security Agency" and "NSA 
personnel" refer to any employees of the National Security Agency/Central Security Service 
("NSA/CSS" or "NSA") and any other persom1el engaged in Signals Intelligence (SIG INT) 
operations authorized pursuant to section 702 of the Act if such operations are executed 
under the direction, authority, or control of the Director, NSA/Chief, CSS (DIRNSA). 

(U) Section 2 - Definitions 

(U) In addition to the definitions in sections 101 and 701 of the Act, the following 
definitions will apply to these procedures: 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 

Declassify On: 20320108 
TOP SECRET//Sl//NOFORN//20310108 
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(a) (U) Acquisition means the collection by NSA or the Federal Bureau of Investigation 
(FBI) through electronic means of a non-public communication to which it is not an 
intended party. 

(b) (U) Communications concerning a United States person include all communications in 
which a United States person is discussed or mentioned, except where such 
communications reveal only publicly available infonnation about the person. 

( c) (U) Communications of a United States person include all c01mnunications to which a 
United States person is a party. 

( d) (U) Consent is the agreement by a person or organization to permit the NSA to take 
particular actions that affect the person or organization. To be effective, consent must be 
given by the affected person or organization with sufficient knowledge to understand the 
action that may be talcen and the possible consequences of that action. Consent by an 
organization will be deemed valid if given on behalf of the organization by an official or 
governing body determined by the General Counsel, NSA, to have actual or apparent 
authority to make such an agreement. 

( e) (U) Foreign c01mnunication means a cmmnunication that has at least one cmmnunicant 
outside of the United States. All other communications, including cormnunications in 
which the sender and all intended recipients are reasonably believed to be located in the 
United States at the time of acquisition, are domestic communications. 

(f) (U) Identification of a United States person means (I) the name, unique title, or address 
of a United States person; or (2) other personal identifiers of a United States person when 
appearing in the context of activities conducted by that person or activities conducted by 
others that are related to that person. A reference to a product by brand name, or 
manufacturer's name or the use of a name in a descriptive sense, e.g., "Monroe Doctrine," 
is not an identification of a United States person. 

(g) (TS//SI//NF) Internet transaction, for purposes of these procedures, means an Internet 
communication that is acquired through NSA's upstream collection techniques. An 
Internet transaction ma contain information or data representing either a discrete 

or multiple discrete communications-

(h) (U) Processed or processing means any step necessary to convert a communication into 
an intelligible form intended for human inspection. 

(i) (U) Publicly available information means information that a member of the public could 
obtain on request, by research in public sources, or by casual observation. 

G) (U) Technical data base means infonnation retained for cryptanalytic, traffic analytic, or 
signal exploitation purposes. 

TOP SECRET//SI//NOFORN//20320108 
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(k) (U) United States person means a United States person as defined in the Act. The 
following guidelines apply in determining whether a person whose status is unknown is a 
United States person: 

(1) (U) A person known to be currently in the United States will be treated as a United 
States person unless positively identified as an alien who has not been admitted for 
permanent residence, or unless the nature or circmnstances of the person's 
connnunications give tise to a reasonable belief that such person is not a United 
States person. 

(2) (U) A person !mown to be currently outside the United States, or whose location is 
unknown, will not be treated as a United States person unless such person can be 
positively identified as such, or the nature or circmnstances of the person's 
communications give tise to a reasonable belief that such person is a United States 
person. 

(3) (U) A person who at any time has been known to have been an alien admitted for 
lawful permanent residence is treated as a United States person. Any dete1mination 
that a person who at one time was a United States person (including an alien admitted 
for lawful permanent residence) is no longer a United States person must be made in 
consultation with the NSA Office of General Counsel. 

(4) (U} An unincorporated association whose headquarters or ptimary office is located 
outside the United States is presUl11ed not to be a United States person unless there is 
information indicating that a substantial nmnber of its members are citizens of the 
United States or aliens lawfully admitted for permanent residence. 

(U) Section 3 - Acquisition and Handling - General 

(a) (U) Acquisition 

(U) The acquisition of infmmation by targeting non-United States persons reasonably 
believed to be located outside the United States pursuant to section 702 of the Act will be 
effected in accordance with an authotization made by the Attorney General and Director of 
National Intelligence pursuant to subsection 702(a) of the Act and will be conducted in a 
manner designed, to the greatest extent reasonably feasible, to minimize the acquisition of 
information not relevant to the authorized purpose of the acquisition. 

(b) (U) Monitoting, Recording, and Handling 

(1) (U) Personnel will exercise reasonable judgment in determining whether information 
acquired must be minimized and will destroy inadvertently acquired communications 
of or concerning a United States person at the earliest practicable point at which such 
communication can be identified either: as clearly not relevant to the authorized 
purpose of the acquisition (e.g., the communication does not contain foreign 
intelligence information); or, as not containing evidence of a crime which may be 

TOP SECRET//Sl//NOFORN//20320108 
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disseminated under these procedures. Except as provided for in subsection 3(c) 
below, such inadvertently acquired communications of or concerning a United States 
person may be retained no longer than five years from the expiration date of the 
certification authorizing the collection in any event. 

(2) (U) Communications of or concerning United States persons that may be related to 
the authorized purpose of the acquisition may be forwarded to analytic personnel 
responsible for producing intelligence information from the collected data. Such 
commnnications or information may be retained and disseminated only in accordance 
with Sections 3, 4, 5, 6, and 8 of these procedures. 

(3) (U//FOUO) As a communication is reviewed, NSA analyst(s) will detennine whether 
it is a domestic or foreign communication to, from, or about a target and is reasonably 
believed to contain foreign intelligence information or evidence of a crime for 
purposes of assessing how the cormnunication should be handled in accordance with 
these procedures. -

( 4) (U) Handling oflnternet Transactions Acquired Through NSA Upstream Collection 
Techniques 

a. (TS//SV/NF) NSA will take reasonable steps post-acquisition to identify and 
segregate through technical means Internet transactions that cannot be reasonably 
identified as containing single, discrete communications where: the active user of 
the transaction (i.e., the electronic cormnunications account/address/identifier 
used to send or receive the Internet transaction to or from a service provider) is 
reasonably believed to be located in the United States; or the location of the active 
user is unknown. 

]. (TS//SV/NF) Notwithstanding subsection 3(b )(4)a. above, NSA may process 
Internet transactions acquired through NSA upstream collection techniques in 
order to render such transactions intelligible to analysts. 

2. (TS//SI/ /NF) Internet transactions that are identified and segregated pursuant 
to subsection 3(b )( 4)a. will be retained in an access-controlled repository that 
is accessible only to NSA analysts who have been trained to review such 
transactions for the purpose of identifying those that contain discrete 
communications as to which the sender and all intended recipients are 
reasonably believed to be located in the United States. 

(a) (TS//SV/NF) Any information contained in a segregated Internet 
transaction (including metadata) may not be moved or copied from the 
segregated repository or otherwise used for foreign intelligence purposes 
unless it has been determined that the transaction does not contain any 
discrete commnnication as to which the sender and all intended recipients 
are reasonably believed to be located in the United States. Any Internet 
transaction that is identified and segregated pursuant to subsection 

TOP SECRET//SI//NOFORN//20320108 
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3(b )( 4)a. and is subsequently determined to contain a discrete 
communication as to which the sender and all intended recipients are 
reasonably believed to be locatea in the United States will be handled in 
accordance with Section 5 below. 

(b) (U//FOUO) Any information moved or copied from the segregated 
repository into repositories more generally accessible to NSA analysts will 
be handled in accordance with subsection 3(b )( 4)b. below and the other 
applicable provisions of these procedures. 

( c) (U//FOUO) Any information moved or copied from the segregated 
repository into repositories more generally accessible to NSA analysts will 
be marked, tagged, or otherwise identified as having been previously 
segregated pursuant to subsection 3(b)(4)a. 

3. (TS//SI//NF) Internet transactions that are not identified and segregated 
pursuant to subsection 3(b)(4)a. will be handled in accordance with subsection 
3(b)(4)b. below and the other applicable provisions of these procedures. 

b. (U) NSA analysts seeking to use (for example, in a PISA application, intelligence 
report, or section 702 targeting) a discrete c01mnunication within an Internet 
transaction that contains multiple discrete communications will assess whether the 
discrete communication: 1) is a communication as to which the sender and all 
intended recipients are located in the United States; and 2) is to, from, or about a 
tasked selector, or otherwise contains foreign intelligence information. 

1. (TS//SI/ /NF) If an NSA analyst seeks to use a discrete communication within 
an Internet transaction that contains multiple discrete communications, the 
analyst will first perfonn checks to detennine the locations of the sender and 
intended recipients of that discrete communication to the extent reasonably 
necessary to determine whether the sender and all intended recipients of that 
communication are located in the United States. If an analyst determines that 
the sender and all intended recipients of a discrete communication within an 
Internet transaction are located in the United States, the Internet transaction 
will be handled in accordance with Section 5 below. 

2. (U) If an NSA analyst seeks to use a discrete communication within an 
Internet transaction that contains multiple discrete communications, the 
analyst will assess whether the discrete communication is to, from, or about a 
tasked selector, or otherwise contains foreign intelligence information. 

(a) (U) If the discrete communication is to, from, or about a tasked selector, 
any U.S. person information in that communication will be handled in 
accordance with the applicable provisions of these procedures. 

TOP SECRET//SI//NOFORN//20320108 
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(b) (U) If the discrete communication is not to, from, or about a tasked 
selector but otherwise contains foreign intelligence information, and the 
discrete communication is not to or from an identifiable U.S. person or a 
person reasonably believed to be located in the United States, that 
communication (including any U.S. person infonnation therein) will be 
handled in accordance with the applicable provisions of these procedures. 

( c) (U) If the discrete communication is not to, from, or about a tasked 
selector but is to or from an identifiable U.S. person, or a person 
reasonably believed to be located in the United States, the NSA analyst 
will document that determination in the relevant analytic repository or tool 
if technically possible or reasonably feasible. Such discrete 
communication cannot be used for any purpose other than to protect 
against an immediate threat to human life (e.g., force protection or hostage 
situations). NSA will report any such use to the Office of the Director of 
National Intelligence and to the National Security Division of the 
Department of Justice, which will promptly notify the Foreign Intelligence 
Surveillance Court of such use. 

3. (TS//SV INF) An NSA analyst seeking to use a discrete communication within 
an Internet transaction that contains multiple discrete communications in a 
FISA application, intelligence repmt, or section 702 targeting must 
appropriately document the verifications required by subsections 3(b)(4)b.l. 
and 2. above. 

4. (TS//SV/NF) Notwithstanding subsection 3(b)(4)b. above, NSA may use 
metadata extracted from Internet transactions acquired on or after October 31, 
2011, that are not identified and segregated pursuant to subsection 3(b )(4)a. 
without first assessing whether the metadata was extracted from: a) a discrete 
communication as to which the sender and all intended recipients are located 
in t11e United States; orb) a discrete communication to, from, or about a 
tasked selector. Any metadata extracted from Internet transactions that are not 
identified and segregated pursuant to subsection 3(b )( 4)a. above will be 
handled in accordance with the applicable provisions of these procedures. 
Any metadata extracted from an Internet transaction subsequently detennined 
to contain a discrete communication as to which the sender and all intended 
recipients are reasonably believed to be located inside the United States shall 
be destroyed upon recognition. 

( 5) (U) Magnetic tapes or other storage media containing communications acquired 
pursuant to section 702 may be scanned by computer to identify and select 
communications for analysis. Computer selection tenns used for scanning, such as 
telephone numbers, key words or phrases, or other discriminators, will be limited to 
those selection terms reasonably likely to return foreign intelligence information. 
Identifiers of an identifiable U.S. person may not be used as terms to identify and 
select for analysis any Internet communication acquired tlrrough NSA's upstream 
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collection teclmiqnes. Any use of United States person identifiers as terms to identify 
and select communications must first be approved in accordance with NSA 
procedures. NSA will maintain records of all United States person identifiers 
approved for use as selection tenns. The Depaiiment of Justice's National Security 
Division and the Office of the Director of National Intelligence will conduct oversight 
ofNSA's activities with respect to United States persons that are conducted pursuant 
to this paragraph. 

(6) (U) Further handling, retention, and dissemination of foreign communications will be 
made in accordance with Sections 4, 6, 7, and 8 as applicable, below. Fmiher 
handling, storage, and dissemination of inadvertently acquired domestic 
communications will be made in accordance with Sections 4, 5, and 8 below. 

(c) (U) DestructionofRawData 

(1) (S//S elephony communications and Internet 
communications acquired by or with the assistance of the FBI from Internet Service 
Providers that do not meet the retention standards set forth in tlrnse procedures and 
that are known to contain communications of or concerning United States persons 
will be destroyed upon recognition. Telephony communications and Internet 
communications acquired by or with the assistance of the FBI from Internet Service 
Providers may not be retained longer than five years from the expiration date of the 
certification authorizing the collection unless NSA specifically detennines that each 
such communication meets the retention standards in these procedures. 

(2) (TS//SI//NF) Internet transactions acquired tlrrough NSA's upstreain collection 
techniques that do not contain any information that meets the retention standards set 
forth in these procedures and that are known to contain communications of or 
concerning United States persons will be destroyed upon recognition. An Internet 
transaction may not be retained longer than two years from the expiration date of the 
certification authorizing the collection unless NSA specifically detennines that at 
least one discrete connnunication within the Internet transaction meets the retention 
standards in these procedures and that each discrete communication within the 
transaction either: (a) is to, from, or about a tasked selector; or (b) is not to, from, or 
about a tasked selector and is also not to or from an identifiable United States person 
or person reasonably believed to be in the United States. The Internet transactions 
that may be retained include those that were acquired because of limitations on NSA's 
ability to filter communications. Any Internet commmucations acquired tlrrough 
NSA's upstreain collection techniques that are retained in accordance with this 
subsection may be reviewed and handled only in accordat1Ce with the standards set 
forth above in subsection 3(b)(4) of these procedures. 

(3) (TS//SI//NF) Any Internet transactions acquired through NSA's upstreain collection 
techniques prior to October 31, 2011, will be destroyed upon recognition. 

TOP SECRET//Sl//NOFORN//20320108 
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( 4) (S/NF) NSA may temporarily retain specific section 702-acquired infonnation that 
would otherwise have to be destroyed, pursuant to section 3(a)-(c) above, ifthe 
Department of Justice advises NSA in writing that such information is subject to a 
preservation obligation in pending or anticipated administrative, civil, or criminal 
litigation. The specific information to be retained (including, but not limited to, the 
target(s) or selector(s) whose unminimized infonnation must be preserved and the 
relevant time period at issue in the litigation), and the particular litigation for which 
the information will be retained, shall be identified in writing by the Department of 
Justice. Personnel not working on the particular litigation matter shall not access the 
urnninimized section 702-acquired information preserved pursuant to a written 
preservation notice from the Department of Justice that would otherwise have been 
destroyed pursuant to these procedures. Other personnel shall only access the 
information being retained for litigation-related reasons on a case-by-case basis after 
consultation with the Department of Justice. The Department of Justice shall notify 
NSA in writing once the section 702-acquired infonnation is no longer required to be 
preserved for such litigation matters, and then NSA shall promptly destroy the section 
702-acquired information as otherwise required by these procedures. Circumstances 
could arise requiring that section 702-acquired information subject to other 
destruction/age off requirements in these procedures (e.g., Section 5) be retained 
because it is subject to a preservation requirement. In such cases the Government 
will notify the Foreign Intelligence Surveillance Court and seek permission to retain 
the material as appropriate consistent with law. Depending on the nature, scope and 
complexity of a particular preservation obligation, in certain circnmstances it may be 
technically infeasible to retain certain section 702-acquired information. Should such 
circnmstances arise, they will be brought to the attention of the court with jurisdiction 
over the underlying litigation matter for resolution. 

( d) (U) Change in Target's Location or Status 

(1) (U//FOUO) In the event that NSA reasonably believes that a target is located outside 
the United States and subsequently learns that the person is inside the United States, 
or ifNSA concludes that a target who at the time of targeting was believed to be a 
non-United States person is in fact a United States person at the time of acquisition, 
the acquisition from tliat person will be tenninated without delay. 

(2) (U) Any communications acquired tlrrough the targeting of a person who at the time 
of targeting was reasonably believed to be located outside the United States but is in 
fact located inside the United States at the time such communications were acquired, 
and any communications acquired by targeting a person who at the time of targeting 
was believed to be a non-United States person but was in fact a United States person 
at the time such communications were acquired, will be treated as domestic 
communications under these procedures. 

(e) (S//NF) In tl1e event that NSA seeks to use any information acquired pursuant to section 
702 during a time period when there is uncertainty about the location of the target oftl1e 
acquisition because the~ost-tasking checks described in NSA's section 702 
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targeting procedures were not functioning properly, NSA will follow its internal 
procedures for detennining whether such information may be used (including, but not 
limited to, in FISA applications, section 702 targeting, and disseminations). Except as 
necessary to assess location nnder this provision, NSA may not use or disclose any 
information acquired pursuant to section 702 during such time period nnless NSA 
determines, based on the totality of the circumstances, that the target is reasonably 
believed to have been located outside the United States at the time the information was 
acquired. IfNSA determines that the target is reasonably believed to have been located 
inside the United States at the time the infonnation was acquired, such infonnation will 
not be used and will be promptly destroyed. 

(U) Section 4 - Acquisition and Handling - Attorney-Client Commnnications 

(U) As soon as it becomes apparent that a communication is between a person who is known 
to be under criminal indictment in the United States and an attorney who represents that 
individual in the matter nnder indictment (or someone acting on behalf of the attorney), 
monitoring of that communication will cease and the commnnication will be identified as an 
attorney-client communication in a log maintained for that purpose. The relevant portion of 
the communication containing that conversation will be segregated and the National Security 
Division of the Department of Justice will be notified so that appropriate procedures may be 
established to protect such communications from review or use in any criminal prosecution, 
while preserving foreign intelligence infonnation contained therein. Additionally, all 
proposed disseminations of information constituting United States person attorney-client 
privileged communications must be reviewed by the NSA Office of General Connsel prior to 
dissemination. 

(U) Section 5 - Domestic Communications 

(TS//SI//NF) A commnnication identified as a domestic communication (and, if applicable, 
the Internet transaction in which it is contained) will be promptly destroyed upon recognition 
nn!ess the Director (or Acting Director) ofNSA specifically determines, in writing and on a 
communication-by-communication basis, that the sender or intended recipient of tlle 
domestic communication had been properly targeted nnder section 702 of the Act, and the 
domestic communication satisfies one or more of the following conditions: 

(1) (TS//SI//NF) such domestic commnnication is reasonably believed to contain 
significant foreign intelligence information. Such domestic commnnication (and, if 
applicable, the transaction in which it is contained) may be retained, handled, and 
disseminated in accordance with these procedures; 

(2) (TS//Sil/NF) such domestic commnnication does not contain foreign intelligence 
information but is reasonably believed to contain evidence of a crime that has been, is 
being, or is about to be committed. Such domestic commnnication may be 
disseminated (including United States person identities) to appropliate Federal law 
enforcement authorities, in accordance with 50 U.S.C. §§ l 806(b) and 1825( c), 
Executive Order No. 12333, and, where applicable, the crimes reporting procedures 
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set out in the August 1995 "Memorandum of Understanding: Reporting of 
Information Concerning Federal Crimes," or any successor document. Such domestic 
communication (and, if applicable, the transaction in which it is contained) may be 
retained by NSA for a reasonable period of time, not to exceed six months unless 
extended in writing by the Attorney General, to pennit law enforcement agencies to 
determine whether access to original recordings of such communication is required 
for law enforcement purposes; 

(3) (TS//SI//NF) such domestic communication is reasonably believed to contain 
technical data base information, as defined in Section 2G), or infonnation necessary 
to understand or assess a communications security vulnerability. Such domestic 
communication may be provided to the FBI and/or disseminated to other elements of 
the United States Government. Such domestic conununication (and, if applicable, the 
transaction in which it is contained) may be retained for a period sufficient to allow a 
thorough exploitation and to permit access to data that is, or is reasonably believed 
likely to become, relevant to a current or future foreign intelligence requirement. 
Sufficient duration may vary with the nature of the exploitation. 

a. (U//FOUO) In the context of a cryptanalytic effmi, maintenance ofteclmical data 
bases requires retention of all communications that are enciphered or reasonably 
believed to contain secret meaning, and sufficient duration may consist of any 
period of time during which encrypted material is subject to, or of use in, 
cryptanalysis. 

b. (S//S the case of communications that are not 
enciphered or otherwise reasonably believed to contain secret meaning, sufficient 
duration is five years from expiration date of the certification authorizing the 
collection for telephony communications and Internet communications acquired 
by or with the assistance of the FBI from Internet Service Providers, and two 
years from expiration date of the ce1iification authmizing the collection for 
Internet transactions acquired through NSA's upstream collection techniques, 
unless the Signal Intelligence Director, NSA, determines in writing that retention 
of a specific communication for a longer period is required to respond to 
authorized foreign intelligence or counterintelligence requirements; or 

( 4) (U/ /FOUO) such domestic communication contains information pertaining to an 
imminent threat of serious harm to life or property. Such information may be 
retained and disseminated to the extent reasonably necessary to counter such threat. 

(S//NF) Notwithstanding the above, if a domestic communication indicates that a target 
has entered the United States, NSA may promptly notify the FBI of that fact, as well as 
any information concerning the target's location that is contained in the communication. 
NSA may also use information derived from domestic communications for collection 
avoidance purposes, and may provide such infmmation to the FBI and CIA for collection 
avoidance purposes. NSA may retain the communication from which such infonnation is 
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derived but shall restrict the further use or dissemination of the communication by 
placing it on the Master Purge List (MPL). 

(U) Section 6 - Foreign Communications of or Concerning United States Persons 

(a) (U) Retention 

(U) Foreign communications of or concerning United States persons collected in the course 
of an acquisition authorized under section 702 of the Act may be retained only: 

(1) (U) if necessary for the maintenance of technical data bases. Retention for this 
purpose is permitted for a period sufficient to allow a thorough exploitation and to 
permit access to data that are, or are reasonably believed likely to become, relevant to 
a current or future foreign intelligence requirement. Sufficient duration may vary 
with the nature of the exploitation. 

a. (U) In the context of a cryptanalytic effort, maintenance of technical data bases 
requires retention of all communications that are enciphered or reasonably 
believed to contain secret meaning, and sufficient duration may consist of any 
period of time during which encrypted material is subject to, or of use in, 
cryptanalysis. 

b. (TS//SI/ INF) In the case of communications that are not enciphered or otherwise 
reasonably believed to contain secret meaning, sufficient duration is five years 
from expiration date of the certification authorizing the collection for telephony 
communications and Internet corrununications acquired by or with the assistance 
of the FBI from Internet Service Providers, and two years from expiration date of 
the certification authorizing the collection for Internet transactions acquired 
through NSA's upstream collection techniques, unless the Signals Intelligence 
Director, NSA, determines in writing that retention of a specific category of 
communications for a longer period is required to respond to authorized foreign 
intelligence or counterintelligence requirements; 

(2) (U) if dissemination of such communications with reference to such United States 
persons would be permitted under subsection (b) below; or 

(3) (U) if the information is evidence of a crime that has been, is being, or is about to be 
committed and is provided to appropriate federal law enforcement authorities. 

(TS//SI//NF) Foreign communications of or concerning United States persons that may 
be ret.ained w1der subsections 6(a)(2) and (3) above include discrete commw1ications 
contained in Internet transactions, provided that NSA has specifically detennined, 
consistent with subsection 3(c)(2) above, that each discrete communication within the 
Internet transaction either: (a) is to, from, or about a tasked selector; or (b) is not to, from, 
or about a tasked selector and is also not to or from an identifiable United States person 
or person reasonably believed to be in the United States. 
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(b) (U) Dissemination 

(U) A dissemination based on cmmnunications of or concerning a United States person may 
be made in accordance with Section 7 or 8 below ifthe identity of the United States person is 
deleted and a generic term or symbol is substituted so that the information cannot reasonably 
be connected with an identifiable United States person. Otherwise, dissemination of 
intelligence based on cmmnunications of or concerning a United States person may only be 
made to a recipient requiring the identity of such person for the performance of official duties 
but only if at least one of the following criteria is also met: 

(1) (U) the United States person has consented to dissemination or the infonnation of or 
concerning the United States person is available publicly; 

(2) (U) the identity of the United States person is necessary to understand foreign 
intelligence information or assess its importance, e.g., the identity of a senior official 
in the Executive Branch; 

(3) (U) the communication or information indicates that the United States person may be: 

a. an agent of a foreign power; 

b. a foreign power as defined in section lOl(a) of the Act; 

c. residing outside the United States and holding an official position in the 
government or military forces of a foreign power; 

d. a corporation or other entity that is owned or controlled directly or indirectly by a 
foreign power; or 

e. acting in collaboration with an intelligence or security service of a foreign power 
and the United States person has, or has had, access to classified national security 
information or material; 

( 4) (U) the communication or information indicates that the United States person may be 
the target of intelligence activities of a foreign power; 

(5) (U) the cmmnunication or information indicates that the United States person is 
engaged in the unauthorized disclosure of classified national security information or 
the United States person's identity is necessary to understand or assess a 
communications or network secuiity vulnerability, but only after the agency that 
originated the infonnation certifies that it is properly classified; 

(6) (U) the communication or information indicates that the United States person may be 
engaging in international terrorist activities; 
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(7) (U//FOUO) the acquisition of the United States person's communication was 
authorized by a court order issued pursuant to the Act and the communication may 
relate to the foreign intelligence purpose of the surveillance; or 

(8) (U) the communication or information is reasonably believed to contain evidence that 
a crime has been, is being, or is about to be committed, provided that dissemination is 
for law enforc=ent purposes and is made in accordance with 50 U.S.C. §§ l 806(b) 
and 1825(c), Executive Order No. 12333, and, where applicable, the crimes repmting 
procedures set out in the August 1995 "Memorandum of Understanding: Reporting of 
Information Concerning Federal Crimes," or any successor document. 

( c) (U) Provision of Unminimized Communications to CIA and FBI 

(1) (U) NSA may provide to the Central Intelligence Agency (CIA) unminimized 
communications acquired pursuant to section 702 of the Act. CIA will 
identify to NSA targets for which NSA may provide umninimized 
communications to CIA. CIA will handle any such umninimized 
communications received from NSA in accordance with CIA 1ninimization 
procedures adopted by the Attorney General, in consultation with the Director 
of National Intelligence, pursuant to subsection 702(e) of the Act. 

(2) (U) NSA may provide to the FBI unminimized communications acquired pursuant to 
section 702 of the Act. The FBI will identify to NSA targets for which NSA may 
provide unminimized communications to the FBI. The FBI will handle any such 
unminimized communications received from NSA in accordance with FBI 
minimization procedures adopted by the Attorney General, in consultation with the 
Director ofNational Intelligence, pursuant to subsection 702(e) of the Act. 

(U) Section 7 - Other Foreign Communications 

(U) Foreign cmmnunications of or concerning a non-United States person may be retained, 
used, and disseminated in any form in accordance with other applicable law, regulation, and 
policy. 

(TS//SI//NF) Foreign communications of or concerning a non-United States person that may 
be retained under this subsection include discrete communications contained in Internet 
transactions, provided that NSA has specifically detennined, consistent with subsection 
3(c)(2) above, that each discrete communication within the Internet transaction either: (a) is 
to, from, or about a tasked selector; or (b) is not to, from, or about a tasked selector and is 
also not to or from an identifiable United States person or person reasonably believed to be in 
the United States. 

(U//FOUO) Additionally, foreign communications of or concerning a non-United States 
person may be retained for the same purposes and in the same manner as detailed in Section 
6(a)(l), above. 
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(U) Section 8 - Collaboration with Foreign Governments 

(a) (U) Procedures for the dissemination of evaluated and minimized information. Pursuant 
to section l.7(c)(8) of Executive Order No. 12333, as amended, NSA conducts foreign 
cryptologic liaison relationships with certain foreign govermnents. Information acquired 
pursuant to section 702 of the Act may be disseminated to a foreign government. Except 
as provided below in subsection S(b) of these procedures, any dissemination to a foreign 
govermnent of information of or concerning a United States person that is acquired 
pursuant to section 702 may only be done in a manner consistent with sections 6(b) and 7 
of these NSA minimization procedures. 

(b) (U) Procedures for technical or linguistic assistance. It is anticipated that NSA may 
obtain information or communications that, because of their technical or linguistic 
content, may require further analysis by foreign govermnents to assist NSA in 
determining their meaning or significance. Notwithstanding other provisions of these 
minimization procedures, NSA may disseminate computer disks, tape recordings, 
transcripts, or other information or items containing unminimized infonnation or 
communications acquired pursuant to section 702 to foreign govermnents for further 
processing and analysis, under the following restrictions with respect to any materials so 
disseminated: 

(1) (U) Dissemination to foreign governments will be solely for translation or 
analysis of such infonnation or communications, and assisting foreign 
govermnents will make no use of any information or any communication of or 
concerning any person except to provide technical and linguistic assistance to 
NSA. 

(2) (U) Dissemination will be only to those personnel within foreign governments 
involved in the translation or analysis of such information or communications. 
The number of such personnel will be restricted to the extent feasible. There 
will be no dissemination within foreign governments of this umninimized data. 

(3) (U) Foreign govennnents will malce no permanent agency record of 
information or co111111unications of or concerning any person refened to or 
recorded on computer disks, tape recordings, transcripts, or other items 
disseminated by NSA to foreign govermnents, provided that foreign 
governments may maintain such temporary records as are necessary to enable 
them to assist NSA with the translation or analysis of such inforn1ation. 
Records maintained by foreign governments for this purpose may not be 
disseminated within the foreign govermnents, except to personnel involved in 
providing technical or linguistic assistance to NSA. 

( 4) (U) Upon the conclusion of such technical or linguistic assistance to NSA, 
computer disks, tape recordings, transcripts, or other items or information 
disseminated to foreign govennnents will either be returned to NSA or be 
destroyed with an accounting of such destruction made to NSA. 
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(5) (U) Any information that foreign govermnents provide to NSA as a result of 
such technical or linguistic assistance may be disseminated by NSA in 
accordance with these minimization procedures. 

nc H. Holder, Jr. 
Attorney General of the United S 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

_______________________________________ 
 
   WIKIMEDIA FOUNDATION, 
 

   Plaintiff, 
 

v. 
 
   NATIONAL SECURITY AGENCY, et al., 
 

   Defendants. 
_______________________________________ 

 
) 
) 
) 
) 
) 
)  No. 1:15-cv-00662-TSE 
) 
) 
) 
) 
) 

OBJECTIONS OF DEFENDANTS NATIONAL SECURITY AGENCY 
AND ADM. MICHAEL S. ROGERS, DIRECTOR, 

TO PLAINTIFF’S THIRD SET OF REQUESTS FOR ADMISSION 
 

 Pursuant to Rule 36 of the Federal Rules of Civil Procedure and District of Maryland 

Local Rule 104, Defendants National Security Agency (“NSA”) and Adm. Michael S. Rogers, 

Director of the NSA, in his official capacity (together, the “NSA Defendants”), by their 

undersigned attorneys, object as follows to Plaintiff Wikimedia Foundation’s Third Set of 

Requests for Admission, dated March 17, 2018.  

GENERAL OBJECTIONS AND 
OBJECTIONS TO DEFINITIONS AND INSTRUCTIONS 

 
1. The NSA Defendants object to Plaintiff’s Requests for Admission to the extent, as 

set forth in response to specific requests below, that they are improper attempts to use requests 

for admission as discovery devices, specifically, as interrogatories. 

2. The NSA Defendants object to Plaintiff’s Requests for Admission to the extent, as 

set forth in response to specific requests below, that they seek information regarding the 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a).  
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3. The NSA Defendants object to Plaintiff’s Requests for Admission to the extent, as 

set forth in response to specific requests below, they seek information that is irrelevant to 

jurisdictional issues, which are the only matters as to which the Court has authorized discovery 

in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

4. As set forth in response to specific requests below, the NSA Defendants object to 

the definition of “Review” as compound, unduly burdensome and oppressive, and so vague and 

ambiguous as to render specific requests in which it is used incapable of reasoned response. 

5. As set forth in response to specific requests below, the NSA Defendants object to 

Plaintiff’s Requests for Admission to the extent that they seek information that is protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).   

6. As set forth in response to specific interrogatories below, the NSA Defendants 

object to Instruction No. 4 in Plaintiff’s Requests for Admission to the extent that identification 

or description of each document or oral communication as to which privilege is claimed would 

itself divulge privileged information. 

7. The NSA Defendants object to Plaintiff’s Requests for Admission as seeking 

irrelevant information to the extent that they seek information not involving the NSA’s Upstream 

Internet acquisition techniques as authorized by Section 702 of the Foreign Intelligence 

Surveillance Act (“FISA”), 50 U.S.C. § 1881a.  In formulating these responses, the NSA 

Defendants have limited the scope of their inquiry of knowledgeable persons, as well as their 

searches of appropriate records, to those persons and records reasonably calculated to possess 

information involving the NSA’s Upstream Internet acquisition techniques as authorized by 

Section 702 of the FISA. 
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8. The following objections and responses are based upon information currently 

known to the NSA Defendants, and they reserve the right to supplement or amend their 

objections and responses should additional or different information become available. 

9. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any request or as a waiver of any objection 

or privilege generally.  Inadvertent disclosure or unauthorized disclosure of information subject 

to a claim of privilege shall not be deemed a waiver of such privilege. 

OBJECTIONS TO PLAINTIFF’s 
THIRD SET OF REQUESTS FOR ADMISSION 

REQUEST FOR ADMISSION NO. 37:  Admit that, in conducting Upstream 
surveillance on or before June 22, 2015, the NSA screened the contents of Internet web traffic 
(that is, the application layer of HTTP and HTTPS communications). 

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 37 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory. 

The NSA Defendants also object to Request for Admission No. 37 on the grounds that 

the term “contents of Internet web traffic” is vague and ambiguous.  In responding to Request for 

Admission No. 37, the NSA Defendants construe “contents of Internet web traffic” to mean “the 

application layer of HTTP and HTTPS communications.” 

The NSA Defendants further object to Request for Admission No. 37 on the grounds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(1). 
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REQUEST FOR ADMISSION NO. 38:  Admit that, in conducting Upstream 
surveillance as of the date of the service of this request, the NSA screens the contents of Internet 
web traffic (that is, the application layer of HTTP and HTTPS communications).  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 38 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory. 

The NSA Defendants also object to Request for Admission No. 38 on the grounds that 

the term “contents of Internet web traffic” is vague and ambiguous.  In responding to Request for 

Admission No. 38, the NSA Defendants construe “contents of Internet web traffic” to mean “the 

application layer of HTTP and HTTPS communications.” 

The NSA Defendants further object to Request for Admission No. 38 on the grounds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 39:  Admit that the document attached hereto as 
Exhibit A, which describes the monitoring of hundreds of CIRCUITS at one international cable 
site, is a true and correct excerpted copy of a genuine NSA document.  

 
OBJECTION:  To the extent that Plaintiff seeks to establish the authenticity of Exhibit 

A as evidence of intelligence activities allegedly conducted by the NSA, Defendants object to 

Request for Admission No. 39 on the grounds that it seeks information (which can be neither 

confirmed nor denied) that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 
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REQUEST FOR ADMISSION NO. 40:  If YOU contend, for the purpose of contesting 
jurisdiction in this matter, that encryption bears in any way on the interception, accessing, 
COPYING, filtering, REVIEWING, ingestion, or RETENTION of WIKIMEDIA’S 
COMMUNICATIONS in the course of Upstream surveillance, admit that YOU have the ability 
to decrypt, decipher, or render intelligible the contents of some HTTPS communications subject 
to Upstream surveillance.  

 
OBJECTION:  The NSA Defendants object to Request for Admission No. 40 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The NSA Defendants also object to Request for Admission No. 40 insofar as the 

definition of “Reviewing,” by encompassing fundamentally different actions, renders this request 

compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of reasoned 

response. 

The NSA Defendants further object to Request for Admission No. 40 on the grounds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(1). 

 
Dated:  March 22, 2018 
 

 
CHAD A. READLER 
Acting Assistant Attorney General 
 
ANTHONY J. COPPOLINO 
Deputy Branch Director 
 
 
 /s/ James J. Gilligan              
JAMES J. GILLIGAN 
Special Litigation Counsel 
 
RODNEY PATTON 
Senior Trial Counsel 
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JULIA A. HEIMAN 
OLIVIA HUSSEY-SCOTT 
TIMOTHY A. JOHNSON 
Trial Attorneys 
 
U.S Department of Justice 
Civil Division, Federal Programs Branch 
20 Massachusetts Ave., N.W., Room 6102 
Washington, D.C.  20001 
Phone:  (202) 514-3358 
Fax:  (202) 616-8470 
Email:  james.gilligan@usdoj.gov 
 
Counsel for the NSA Defendants 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

_______________________________________ 
 
   WIKIMEDIA FOUNDATION, 
 

   Plaintiff, 
 

v. 
 
   NATIONAL SECURITY AGENCY, et al., 
 

   Defendants. 
_______________________________________ 

 
) 
) 
) 
) 
) 
)  No. 1:15-cv-00662-TSE 
) 
) 
) 
) 
) 

OBJECTIONS AND RESPONSES BY DEFENDANTS NATIONAL 
SECURITY AGENCY AND ADM. MICHAEL S. ROGERS, 

          DIRECTOR, TO PLAINTIFF’S INTERROGATORIES           
 

 Pursuant to Rule 33 of the Federal Rules of Civil Procedure and District of Maryland 

Local Rule 104, Defendants National Security Agency (“NSA”) and Adm. Michael S. Rogers, 

Director of the NSA, in his official capacity (together, the “NSA Defendants”), by their 

undersigned attorneys, object and respond as follows to Plaintiff Wikimedia Foundation’s 

Interrogatories, dated November 7, 2017.  

GENERAL OBJECTIONS AND  
OBJECTIONS TO DEFINITIONS AND INSTRUCTIONS 

 
1. The NSA Defendants object to Plaintiff’s Interrogatories to the extent, as set forth 

in response to specific interrogatories below, that they seek information regarding the activities 

of the NSA, which is absolutely protected from disclosure by the statutory privilege under 50 

U.S.C. § 3605(a).  

2. The NSA Defendants object to Plaintiff’s Interrogatories to the extent, as set forth 

in response to specific interrogatories below, they seek information that is irrelevant to 

jurisdictional issues, which are the only matters as to which the Court has authorized discovery 

in this case.  See October 3, 2017, Order, ECF No. 117 at 1.  
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3. As set forth in response to each interrogatory below, the NSA Defendants object 

to the definition the term “Describe” to the extent it calls for “identification of all persons, 

communications, acts, transactions, events, agreements, recommendations, and Documents used, 

necessary, or desirable to support [the NSA Defendants’ narrative statement]” on the grounds that 

it is unduly burdensome and oppressive, and vague and ambiguous. 

4. As set forth in response to specific interrogatories below, the NSA Defendants 

object to the definition of the term “Circuit” as vague and ambiguous insofar as it is meant, by its 

reference to the use of that term in the Privacy and Civil Liberties Oversight Board’s “Report on 

the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act” (the “PCLOB Section 702 Report”) to assign the term “Circuit” a meaning 

other than its ordinary meaning in the telecommunications industry.  The PCLOB is an 

independent agency within the Executive Branch, and the NSA Defendants do not have 

information regarding what, if anything, that entity intended by the term “Circuit” beyond the 

ordinary meaning of that term within the telecommunications industry as understood by the NSA 

Defendants. 

5. As set forth in response to specific interrogatories below, the NSA Defendants 

object to the definition of the term “Internet Transaction” as vague and ambiguous insofar as it is 

meant, by its reference to the use of that term in the PCLOB Section 702 Report, to assign the 

term “Internet Transaction” a meaning other than that understood by the NSA Defendants.  The 

PCLOB is an independent agency within the Executive Branch, and the NSA Defendants do not 

have information regarding what, if anything, that entity intended by the term “Internet 

Transaction” beyond the meaning of that term as understood by the NSA Defendants.   

6. As set forth in response to specific interrogatories below, the NSA Defendants 

object to the definition of the term “Review” as compound, unduly burdensome and oppressive, 
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and so vague and ambiguous as to render the specific interrogatories in which it is used incapable 

of reasoned response. 

7.  As set forth in response to specific interrogatories below, the NSA Defendants 

object to the definition of the term “Interacted With” as compound, and, insofar as it incorporates 

the definition of “Review,” also as unduly burdensome and oppressive, and so vague and 

ambiguous as to render the specific interrogatories in which it is used incapable of reasoned 

response.   

8. As set forth in response to specific interrogatories below, the NSA Defendants 

object to Plaintiff’s Interrogatories to the extent that they seek information that is protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).   

9. As set forth in response to specific interrogatories below, the NSA Defendants 

object to Instruction No. 3 in Plaintiff’s Interrogatories to the extent that identification or 

description of each document or oral communication as to which privilege is claimed would 

itself divulge privileged information. 

10. The NSA Defendants object to Plaintiff’s Interrogatories to the extent that they 

seek information not involving the NSA’s Upstream Internet acquisition techniques as 

authorized by Section 702 of the Foreign Intelligence Surveillance Act (“FISA”), 50 U.S.C. 

§ 1881a.  In formulating these answers, the NSA Defendants have limited the scope of their 

inquiry of knowledgeable persons, as well as their searches of appropriate records, to those 

persons and records reasonably calculated to possess information involving the NSA’s Upstream 

Internet acquisition techniques as authorized by Section 702 of the FISA. 

11. The following objections and responses are based upon information currently 

known to the NSA Defendants, and they reserve the right to supplement or amend their 

objections and responses should additional or different information become available. 
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12. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any interrogatory or as a waiver of any 

objection or privilege generally.  Inadvertent disclosure or unauthorized disclosure of 

information subject to a claim of privilege shall not be deemed a waiver of such privilege. 

OBJECTIONS AND RESPONSES TO INTERROGATORIES 

INTERROGATORY NO. 1:   DESCRIBE YOUR understanding of the definition of the 
term “international Internet link” as used by the government in its submission to the Foreign 
Intelligence Surveillance Court— titled “Government’s Response to the Court’s Briefing Order 
of May 9, 2011,” and filed on June 1, 2011, see [Redacted], 2011 WL 10945618, at *15 (FISC 
Oct. 3, 2011)—and provide all information supporting that understanding. 

 
OBJECTION:  The NSA Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 1 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

 The NSA Defendants also object to Interrogatory No. 1 on the ground that it attributes the 

phrase “international Internet link” to a Government document when in fact the phrase is taken 

from an opinion of the Foreign Intelligence Surveillance Court that does not purport to quote 

directly from the referenced Government document.  See [Redacted], 2011 WL 10945618, at *15 

(FISC Oct. 3, 2011).  Whether the phrase “international Internet link” is contained within the 

referenced Government document is information (which can be neither confirmed nor denied) 

that is protected from disclosure by the state secrets privilege and the statutory privileges under 

50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  

 The NSA Defendants further object to Interrogatory No. 1 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 
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term ‘international Internet link’]” is unduly burdensome and oppressive, and in the context of 

this interrogatory so vague and ambiguous as to be incapable of reasoned response. 

Finally, to the extent that Interrogatory No. 1 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 1 on the ground that 

it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges.  

INTERROGATORY NO. 2:   DESCRIBE YOUR understanding of the definition of the 
term “circuit” as used at pages 36 to 37 of the PCLOB Report, and provide all information 
supporting that understanding, including but not limited to all information furnished by 
DEFENDANTS to the Privacy and Civil Liberties Oversight Board concerning this term.  

 
OBJECTION:  The NSA Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 2 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

 The NSA Defendants also object to Interrogatory No. 2 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘circuit’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response.   

 The NSA Defendants further object to this interrogatory on the ground that the PCLOB is 

an independent agency within the Executive Branch, and the NSA Defendants do not have 

information regarding what, if anything, that entity intended by the term “circuit” beyond the 
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ordinary meaning of that term within the telecommunications industry as understood by the NSA 

Defendants. 

 Finally, to the extent that Interrogatory No. 2 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 2 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges.  

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that to their understanding a “circuit,” within the context of Internet 

communications, traditionally consists of two stations, each capable of transmitting and 

receiving analog or digital information, and a medium of signal transmission connecting the two 

stations.  The medium of signal transmission can be electrical wire or cable, optical fiber, 

electromagnetic fields (e.g., radio transmission), or light.  Individual circuits may be subdivided 

further to create multiple “virtual circuits” through application of various technologies including 

but not limited to multiplexing techniques. 

As of the time of this response the NSA Defendants are unaware of any information 

furnished by Defendants to the PCLOB regarding the meaning of the term “circuit” that would 

differ from the understanding set forth above. 

Case 1:15-cv-00662-TSE   Document 125-14   Filed 03/26/18   Page 7 of 22



 

7 

INTERROGATORY NO. 3:   DESCRIBE YOUR understanding of the definition of the 
term “filtering mechanism” as used at pages 10 and 47–48 of the Brief for Defendants–
Appellees, Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all 
information supporting that understanding.  

 
OBJECTION:  The NSA Defendants object to the definition the term “Describe” to the 

extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 3 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 3 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘filtering mechanism’]” is unduly burdensome and oppressive, and in the context of this 

interrogatory so vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 3 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 3 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that to their understanding the term “filtering mechanism,” as used in 

the above-referenced brief when filed, meant, in unclassified terms, the devices utilized in the 

Upstream Internet collection process that were designed to eliminate wholly domestic Internet 

transactions, and transactions that did not contain at least one tasked selector, before they could 
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be ingested into Government databases.  Today the term “filtering mechanism” would mean, in 

unclassified terms, the devices utilized in the Upstream Internet collection process that are 

designed to eliminate wholly domestic Internet transactions, and to identify for acquisition 

Internet transactions to or from persons targeted in accordance with the current NSA targeting 

procedures. 

INTERROGATORY NO. 4:   DESCRIBE YOUR understanding of the definition of the 
term “scanned” as used at page 10 of the Memorandum in Support of Defendants’ Motion to 
Dismiss the First Amended Complaint, Wikimedia Foundation v. NSA, No. 15-cv-662-TSE (D. 
Md. Aug. 6, 2015), and provide all information supporting that understanding.  

 
OBJECTION:  The NSA Defendants object to the definition the term “Describe” to the 

extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 4 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 4 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘scanned’]” is unduly burdensome and oppressive, and in the context of this interrogatory 

so vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 4 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 4 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 
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RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that to their understanding the term “scanned,” as used in the above-

referenced brief when filed, meant, in unclassified terms, the use of a screening device in the 

Upstream Internet collection process to acquire only Internet transactions containing at least one 

tasked selector.  Today the term “scanned” would mean, in unclassified terms, the use of a 

screening device in the Upstream Internet collection process designed to identify for acquisition 

Internet transactions to or from persons targeted in accordance with the current NSA targeting 

procedures. 

INTERROGATORY NO. 5:   DESCRIBE YOUR understanding of the definition of the 
term “screen” as used at page 48 of the Brief for Defendants–Appellees, Wikimedia Foundation 
v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information supporting that 
understanding.  

 
OBJECTION:  The NSA Defendants object to the definition the term “Describe” to the 

extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 5 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 5 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘screen’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 5 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 5 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 
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object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that to their understanding the term “screen,” as used in the above-

referenced brief when filed, meant, in unclassified terms, the use of a screening device in the 

Upstream Internet collection process to acquire only Internet transactions containing at least one 

tasked selector.  Today, the term “screened” would mean, in unclassified terms, the use of a 

screening device in the Upstream Internet collection process designed to identify for acquisition 

Internet transactions to or from persons targeted in accordance with the current NSA targeting 

procedures. 

INTERROGATORY NO. 6:   DESCRIBE YOUR understanding of the definition of the 
term “discrete communication” as used in the 2014 NSA Minimization Procedures, and provide 
all information supporting that understanding.  

 
 OBJECTION:  The NSA Defendants object to Interrogatory No. 6 on the grounds that it 

seeks information that is irrelevant to jurisdictional issues, which are the only matters as to which 

the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1.  

The NSA Defendants also object to the definition the term “Describe” to the extent it calls for 

“identification of all persons, communications, acts, transactions, events, agreements, 

recommendations, and Documents used, necessary, or desirable to support [the NSA Defendants’ 

narrative statement]” in response to Interrogatory No. 6 on the grounds that it is unduly 

burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 6 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 
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term ‘discrete communication’]” is unduly burdensome and oppressive, and in the context of this 

interrogatory so vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 6 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 6 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

 RESPONSE:  Subject to the objections stated above, and without waiving them, in the 

context of the 2014 NSA Section 702 Minimization Procedures, the term “discrete 

communication” means a single communication. 

INTERROGATORY NO. 7:   DESCRIBE YOUR understanding of all features that a 
series of INTERNET PACKETS comprising an “Internet transaction” has in common, as the 
term “Internet transaction” is used in at page 10 n.3 of the Brief for Defendants–Appellees, 
Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding. For example, the INTERNET PACKETS comprising an “Internet 
transaction” might share source and destination IP addresses, source and destination ports, and 
protocol type (albeit with the source and destination IP addresses and ports reversed for packets 
flowing in the opposite direction).  

 
OBJECTION:  NSA Defendants object to the definition the term “Describe” to the 

extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 7 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 7 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the ‘features that a 
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series of Internet packets comprising an “Internet transaction” has in common’]” is unduly 

burdensome and oppressive, and in the context of this interrogatory so vague and ambiguous as 

to be incapable of reasoned response. 

 Finally, the NSA Defendants object to Interrogatory No. 7 on the ground that it seeks 

classified information about alleged NSA intelligence activities that is protected from disclosure 

by the state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 

U.S.C. § 3605(a).  The NSA Defendants object to any instruction or purported requirement, see 

Fed. R. Civ. P. 26(b)(5)(A), to identify and/or describe information withheld on this basis as 

unduly burdensome and oppressive and itself calling for information protected by these 

privileges. 

INTERROGATORY NO. 8:   DESCRIBE YOUR understanding of the definitions of the 
terms “single communication transaction” and “multi-communication transaction” as used by the 
government in its submission to the Foreign Intelligence Surveillance Court, filed on August 16, 
2011, and provide all information supporting that understanding. See [Redacted], 2011 WL 
10945618, at *9 (FISC Oct. 3, 2011).  

 
OBJECTION:  The NSA Defendants object to Interrogatory No. 8 on the grounds that it 

seeks information that is irrelevant to jurisdictional issues, which are the only matters as to which 

the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

The NSA Defendants also object to the definition of the term “Describe” to the extent it calls for 

“identification of all persons, communications, acts, transactions, events, agreements, 

recommendations, and Documents used, necessary, or desirable to support [the NSA Defendants’ 

narrative statement]” in response to Interrogatory No. 8 on the grounds that it is unduly 

burdensome and oppressive, and vague and ambiguous.   

The NSA Defendants also object to Interrogatory No. 8 as vague and ambiguous insofar 

as it attributes the phrase “single communication transaction” to a Government document when 

in fact the phrase is taken from an opinion of the Foreign Intelligence Surveillance Court that 
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does not purport to quote directly from the referenced Government document.  See [Redacted], 

2011 WL 10945618, at *9 (FISC Oct. 3, 2011).  

The NSA Defendants further object to Interrogatory No. 8 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the terms ‘single 

communication transaction’ and ‘multi-communication transaction’]” is unduly burdensome and 

oppressive, and in the context of this interrogatory so vague and ambiguous as to be incapable of 

reasoned response. 

 Finally, to the extent that Interrogatory No. 8 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 8 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that to their understanding (i) the term “single communication 

transaction,” when used in reference to Upstream Internet collection, meant in unclassified terms 

an Internet transaction that contained only a single, discrete communication, and (ii) the term 

“multi-communication transaction” meant, in unclassified terms, an Internet transaction that 

contained multiple discrete communications.   
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INTERROGATORY NO. 9:   DESCRIBE YOUR understanding of the definitions of the 
terms “access” and “larger body of international communications” as used at page 10 of the Brief 
for Defendants–Appellees, Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), 
and provide all information supporting that understanding.  

 
OBJECTION:  The NSA Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 9 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 9 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the terms ‘access’ and 

‘larger body of international communications’]” is unduly burdensome and oppressive, and in the 

context of this interrogatory so vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 9 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 9 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that to their understanding (i) the term “larger body of international 

communications,” as used in the above-referenced brief when filed, meant, in unclassified terms, 

the body of at least one-end-foreign Internet transactions transiting the Internet backbone 

networks of electronic communications service providers that were screened during the 
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Upstream Internet collection process for the purpose of identifying those containing at least one 

tasked selector; and (ii) the term “access,” as used in the same brief when filed, referred in 

unclassified terms to the means making it possible to screen this “larger body of international 

communications” for those that contained at least one tasked selector.  As noted above in 

response to Interrogatory Nos. 3-5, today Internet transactions are screened during the Upstream 

Internet collection process to identify for acquisition those transactions that are to or from 

persons targeted in accordance with the current NSA targeting procedures. 

INTERROGATORY NO. 10:  DESCRIBE YOUR understanding of the definition of 
the term “acquired” as used at page 10 of the Brief for Defendants–Appellees, Wikimedia 
Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding.  

 
OBJECTION:  The NSA Defendants object to the definition the term “Describe” to the 

extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 10 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 10 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the term ‘acquired’]” 

is unduly burdensome and oppressive, and in the context of this interrogatory so vague and 

ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 10 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 10 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 
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and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that to their understanding the term “acquired,” as used in the above-

referenced brief in relation to Internet transactions, meant when filed (and still means today), in 

unclassified terms, ingested into Government databases after the Internet transactions have 

passed through the filtering and scanning processes conducted during Upstream Internet 

collection.  

INTERROGATORY NO. 11:  DESCRIBE YOUR understanding of the definition of the 
term “collection” as used at page 10 n.3 of the Brief for Defendants–Appellees, Wikimedia 
Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding.  

 
OBJECTION:  The NSA Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 11 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 11 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the term 

‘collection’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 11 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 11 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 
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object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

 RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that to their understanding the term “collection,” as used in the above-

referenced brief in relation to communications, meant when filed (and still means today), in 

unclassified terms, ingestion into Government databases after Internet transactions have passed 

through the filtering and scanning processes conducted during Upstream Internet collection. 

INTERROGATORY NO. 12:  DESCRIBE YOUR understanding of the definition of 
the term “Internet ‘backbone’” as used at page 1 of the Brief for Defendants–Appellees, 
Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding.  

 
OBJECTION:  The NSA Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 12 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 12 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the term ‘Internet 

‘backbone’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 12 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 12 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 
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object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

NSA Defendants respond that to their understanding the Internet backbone is no longer well 

defined due to the growth of direct peering arrangements, but may be understood as the principal 

high-speed, ultra-high bandwidth data-transmission lines between the large, strategically 

interconnected computer networks and core routers that exchange Internet traffic domestically 

with smaller regional networks, and internationally via terrestrial or undersea circuits.  

INTERROGATORY NO. 13:  DESCRIBE in detail all steps taken by the NSA to 
PROCESS communications in the course of Upstream surveillance.  

 
 OBJECTION:  The NSA Defendants object to Interrogatory No. 13 on the grounds that 

it seeks information that is irrelevant to jurisdictional issues, which are the only matters as to 

which the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 

at 1.  The NSA Defendants object to the definition of the term “Describe” to the extent it calls for 

“identification of all persons, communications, acts, transactions, events, agreements, 

recommendations, and Documents used, necessary, or desirable to support [the NSA Defendants’ 

narrative statement]” in response to Interrogatory No. 13 on the grounds that it is unduly 

burdensome and oppressive, and vague and ambiguous. 

 Finally, the NSA Defendants object to Interrogatory No. 13 on the ground that it seeks 

information about alleged NSA intelligence activities that is protected from disclosure by the 

state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(!0 and 50 U.S.C. 

§ 3605(a).  The NSA Defendants object to any instruction or purported requirement, see Fed. R. 
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Civ. P. 26(b)(5)(A), to identify and/or describe information withheld on this basis as unduly 

burdensome and oppressive and itself calling for information protected by these privileges. 

INTERROGATORY NO. 14:  DESCRIBE the entire process by which, pursuant to 
Upstream surveillance, the contents of INTERNET COMMUNICATIONS are INTERACTED 
WITH.  

 
OBJECTION:  The NSA Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 14 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous.  The NSA Defendants also object 

to the definition of “Interacted With” as compound, and, insofar as it incorporates the definition 

of “Review,” also as unduly burdensome and oppressive, and so vague and ambiguous as to 

render this interrogatory incapable of reasoned response.   

 The NSA Defendants further object to Interrogatory No. 14 to the extent grounds that it 

seeks information that is irrelevant to jurisdictional issues, which are the only matters as to which 

the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1.  

 Finally, the NSA Defendants object to Interrogatory No. 14 on the ground that it seeks 

information about alleged NSA intelligence activities that is protected from disclosure by the 

state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(!0 and 50 U.S.C. 

§ 3605(a).  The NSA Defendants object to any instruction or purported requirement, see Fed. R. 

Civ. P. 26(b)(5)(A), to identify and/or describe information withheld on this basis as unduly 

burdensome and oppressive and itself calling for information protected by these privileges. 

 
Dated:  December 22, 2017 
 
 

 

Case 1:15-cv-00662-TSE   Document 125-14   Filed 03/26/18   Page 20 of 22



 

20 

CHAD A. READLER 
Acting Assistant Attorney General 
 
ANTHONY J. COPPOLINO 
Deputy Branch Director 
 
 
  /s/ James J. Gilligan                                   
JAMES J. GILLIGAN 
Special Litigation Counsel 
 
RODNEY PATTON 
Senior Trial Counsel 
 
JULIA A. BERMAN 
CAROLINE J. ANDERSON 
TIMOTHY A. JOHNSON 
Trial Attorneys 
 
U.S Department of Justice 
Civil Division, Federal Programs Branch 
20 Massachusetts Ave., N.W., Room 6102 
Washington, D.C.  20001 
Phone:  (202) 514-3358 
Fax:  (202) 616-8470 
Email:  james.gilligan@usdoj.gov 
 
Counsel for the NSA Defendants 

Case 1:15-cv-00662-TSE   Document 125-14   Filed 03/26/18   Page 21 of 22



Pursuant to 28 U.S.C. § 1746, I, Jason D. Padgett, declare under penalty of perjury that 

the foregoing answers to Plaintiff Wikimedia's Interrogatories are true and correct to the best of 

my knowledge and belief, based on my personal knowledge and information made available to 

me in the course of my duties and responsibilities as an Attorney in the Office of General 

Counsel, National Security Agency. 

Executed this 22nd day of December, 2017 

Attorney 
Office of General Counsel 
National Security Agency 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

_______________________________________ 
 
   WIKIMEDIA FOUNDATION, 
 

   Plaintiff, 
 

v. 
 
   NATIONAL SECURITY AGENCY, et al., 
 

   Defendants. 
_______________________________________ 

 
) 
) 
) 
) 
) 
)  No. 1:15-cv-00662-TSE 
) 
) 
) 
) 
) 

OBJECTIONS BY DEFENDANTS NATIONAL 
SECURITY AGENCY AND ADM. MICHAEL S. ROGERS, 

DIRECTOR, TO PLAINTIFF’S SECOND SET OF INTERROGATORIES 
 

 Pursuant to Rule 33 of the Federal Rules of Civil Procedure and District of Maryland 

Local Rule 104, Defendants National Security Agency (“NSA”) and Adm. Michael S. Rogers, 

Director of the NSA, in his official capacity (together, the “NSA Defendants”), by their 

undersigned attorneys, object as follows to Plaintiff Wikimedia Foundation’s Second Set of 

Interrogatories, dated March 17, 2018.  

GENERAL OBJECTIONS AND  
OBJECTIONS TO DEFINITIONS AND INSTRUCTIONS 

 
1. The NSA Defendants object to Plaintiff’s Interrogatories to the extent, as set forth 

in response to specific interrogatories below, that they seek information regarding the 

intelligence activities of the NSA, which is absolutely protected from disclosure by the statutory 

privilege under 50 U.S.C. § 3605(a).  

2. The NSA Defendants object to Plaintiff’s Interrogatories to the extent, as set forth 

in response to specific interrogatories below, they seek information that is irrelevant to 

jurisdictional issues, which are the only matters as to which the Court has authorized discovery 

in this case.  See October 3, 2017, Order, ECF No. 117 at 1.  
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3. As set forth in response to each interrogatory below, the NSA Defendants object 

to the definition of the term “Describe” to the extent it calls for “identification of all persons, 

communications, acts, transactions, events, agreements, recommendations, and Documents used, 

necessary, or desirable to support [the NSA Defendants’ narrative statement]” on the grounds that 

it is unduly burdensome and oppressive, and vague and ambiguous. 

4. As set forth in response to specific interrogatories below, the NSA Defendants 

object to the definition of the term “Internet Transaction” as vague and ambiguous insofar as it is 

meant, by its reference to the use of that term in the Privacy and Civil Liberties Oversight 

Board’s “Report on the Surveillance Program Operated Pursuant to Section 702 of the Foreign 

Intelligence Surveillance Act” (the PCLOB Section 702 Report”), to assign the term “Internet 

Transaction” a meaning other than that understood by the NSA Defendants.  The PCLOB is an 

independent agency within the Executive Branch, and the NSA Defendants do not have 

information regarding what, if anything, that entity intended by the term “Internet Transaction” 

beyond the meaning of that term as understood by the NSA Defendants.   

5. As set forth in response to specific interrogatories below, the NSA Defendants 

object to the definition of the term “Review” as compound, unduly burdensome and oppressive, 

and so vague and ambiguous as to render the specific interrogatories in which it is used incapable 

of reasoned response. 

6.  As set forth in response to specific interrogatories below, the NSA Defendants 

object to the definition of the term “Interacted With” as compound, and, insofar as it incorporates 

the definition of “Review,” also as unduly burdensome and oppressive, and so vague and 

ambiguous as to render the specific interrogatories in which it is used incapable of reasoned 

response.   
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7. As set forth in response to specific interrogatories below, the NSA Defendants 

object to Plaintiff’s Interrogatories to the extent that they seek information that is protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).   

8. As set forth in response to specific interrogatories below, the NSA Defendants 

object to Instruction No. 3 in Plaintiff’s Interrogatories to the extent that identification or 

description of each document or oral communication as to which privilege is claimed would 

itself divulge privileged information. 

9. The NSA Defendants object to Plaintiff’s Interrogatories as seeking irrelevant 

information, to the extent that they seek information not involving the NSA’s Upstream Internet 

acquisition techniques as authorized by Section 702 of the Foreign Intelligence Surveillance Act 

(“FISA”), 50 U.S.C. § 1881a.  In formulating these answers, the NSA Defendants have limited 

the scope of their inquiry of knowledgeable persons, as well as their searches of appropriate 

records, to those persons and records reasonably calculated to possess information involving the 

NSA’s Upstream Internet acquisition techniques as authorized by Section 702 of the FISA. 

10. The following objections and responses are based upon information currently 

known to the NSA Defendants, and they reserve the right to supplement or amend their 

objections and responses should additional or different information become available. 

11. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any interrogatory or as a waiver of any 

objection or privilege generally.  Inadvertent disclosure or unauthorized disclosure of 

information subject to a claim of privilege shall not be deemed a waiver of such privilege. 
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OBJECTIONS TO INTERROGATORIES 

INTERROGATORY NO. 15:  DESCRIBE any and all statements or facts YOU contend 
are inaccurate concerning Upstream surveillance in pages 7-10, 22, 32-33, 35-41 & n.157, 79, 
111 n.476, 119-26, and 143-45 of the Privacy and Civil Liberties Oversight Board’s Report on 
the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence 
Surveillance Act (July 2, 2014), based on Upstream surveillance as it was conducted on the date 
the report was publicly released.   

 
OBJECTION:  The NSA Defendants object to Interrogatory No. 15 on the grounds that 

it seeks information that is irrelevant to jurisdictional issues, which are the only matters as to 

which the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 

at 1.  The NSA Defendants also object to the definition of the term “Describe” to the extent it 

calls for “identification of all persons, communications, acts, transactions, events, agreements, 

recommendations, and Documents used, necessary, or desirable to support [the NSA Defendants’ 

narrative statement]” in response to Interrogatory No. 15 on the grounds that it is unduly 

burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 15 on the grounds that it is 

compound, unduly burdensome and oppressive, as it purports to require that NSA Defendants 

review and verify hundreds of factual assertions stated throughout more than 26 pages of a 

document that NSA Defendants did not author.  The NSA Defendants also object to this 

interrogatory on the ground that the PCLOB is an independent agency within the Executive 

Branch, and the NSA Defendants may not have information regarding what that entity intended 

by statements made within its report or may not have information that allows it to verify the 

accuracy of certain statements.  NSA Defendants reserve the right to supplement their objections 

as needed to address particular statements of the PCLOB 702 Report after the NSA Defendants 

have had an opportunity to adequately review the sections of the report identified by this 

interrogatory.  Furthermore, to the extent that the PCLOB 702 Report contains statements that 
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are not factual assertions, such as statements of opinion, which can be neither accurate nor 

inaccurate, the NSA Defendants object to responding with respect to those statements. 

Finally, to the extent that Interrogatory No. 15 seeks classified information about alleged 

NSA intelligence activities, the NSA Defendants object to Interrogatory No. 15 on the ground 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges.  

INTERROGATORY NO. 16:  DESCRIBE the approximate percentage of CIRCUITS 
carrying Internet communications into or out of the United States (not CIRCUITS carrying 
solely telephonic or private network communications) that were monitored in the course of 
Upstream surveillance in each of the years 2015, 2016, and 2017.  If insufficient information is 
available for these three years, please provide sufficient information for the three most recent 
years available.  

 
OBJECTION:  The NSA Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 16 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

 The NSA Defendants further object to Interrogatory No. 16 on the grounds that it seeks 

information that is protected from disclosure by the state secrets privilege and the statutory 

privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants object to 

any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify and/or 

describe information withheld on this basis as unduly burdensome and oppressive and itself 

calling for information protected by these privileges. 
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INTERROGATORY NO. 17:  DESCRIBE the approximate percentage of international 
submarine cables carrying Internet communications into or out of the United States (not 
international submarine cables carrying solely telephonic or private network communications) 
that were monitored in the course of Upstream surveillance in each of the years 2015, 2016, and 
2017.  If insufficient information is available for these three years, please provide sufficient 
information for the three most recent years available.  

 
OBJECTION:  The NSA Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 17 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 17 on the grounds that it seeks 

information that is protected from disclosure by the state secrets privilege and the statutory 

privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants object to 

any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify and/or 

describe information withheld on this basis as unduly burdensome and oppressive and itself 

calling for information protected by these privileges. 

INTERROGATORY NO. 18:  DESCRIBE, by any metric commonly used in the 
telecommunications industry, such as bytes or packets, the approximate amount of Internet traffic 
that was subject to filtering in the course of Upstream surveillance, prior to retaining Internet 
communications that contain a selector, in each of the years 2015, 2016, and 2017.  If insufficient 
information is available for these three years, please provide sufficient information for the three 
most recent years available.  

 
OBJECTION:  The NSA Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 18 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 
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The NSA Defendants further object to Interrogatory No. 18 on the grounds that it seeks 

information that is protected from disclosure by the state secrets privilege and the statutory 

privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants object to 

any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify and/or 

describe information withheld on this basis as unduly burdensome and oppressive and itself 

calling for information protected by these privileges. 

INTERROGATORY NO. 19:  DESCRIBE, by any metric commonly used in the 
telecommunications industry, such as bytes or packets, the approximate amount of Internet traffic 
that was screened in the course of Upstream surveillance, prior to retaining Internet 
communications that contain a selector, in each of the years 2015, 2016, and 2017.  If insufficient 
information is available for these three years, please provide sufficient information for the three 
most recent years available.  

 
OBJECTION:  The NSA Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 19 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The NSA Defendants further object to Interrogatory No. 19 on the grounds that it seeks 

information that is protected from disclosure by the state secrets privilege and the statutory 

privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants object to 

any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify and/or 

describe information withheld on this basis as unduly burdensome and oppressive and itself 

calling for information protected by these privileges. 

INTERROGATORY NO. 20:  If YOU contend, for the purpose of contesting 
jurisdiction in this matter, that encryption bears in any way on the interception, accessing, 
COPYING, filtering, REVIEWING, ingestion, or RETENTION of WIKIMEDIA’S 
COMMUNICATIONS in the course of Upstream surveillance, DESCRIBE the protocols used to 
encrypt INTERNET COMMUNICATIONS or INTERNET TRANSACTIONS subject to 
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Upstream surveillance for which the NSA has the ability to decrypt, decipher, or render 
intelligible the contents of those COMMUNICATIONS.  

 
 OBJECTION:  The NSA Defendants object to the definition of the term “Review” as 

compound, unduly burdensome and oppressive, and so vague and ambiguous as to render the 

specific interrogatories in which it is used incapable of reasoned response.  The NSA Defendants 

also object to the definition the term “Describe” to the extent it calls for “identification of all 

persons, communications, acts, transactions, events, agreements, recommendations, and 

Documents used, necessary, or desirable to support [the NSA Defendants’ narrative statement]” 

in response to Interrogatory No. 20 on the grounds that it is unduly burdensome and oppressive, 

and vague and ambiguous. 

 The NSA Defendants further object to Interrogatory No. 20 on the grounds that it seeks 

information that is protected from disclosure by the state secrets privilege and the statutory 

privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA Defendants object to 

any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify and/or 

describe information withheld on this basis as unduly burdensome and oppressive and itself 

calling for information protected by these privileges. 

 
Dated:  March 22, 2018 
 
 

CHAD A. READLER 
Acting Assistant Attorney General 
 
ANTHONY J. COPPOLINO 
Deputy Branch Director 
 
 
   /s/ James J. Gilligan                         
JAMES J. GILLIGAN 
Special Litigation Counsel 
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RODNEY PATTON 
Senior Trial Counsel 
 
JULIA A. HEIMAN 
OLIVIA HUSSEY-SCOTT 
TIMOTHY A. JOHNSON 
Trial Attorneys 
 
U.S Department of Justice 
Civil Division, Federal Programs Branch 
20 Massachusetts Ave., N.W., Room 6102 
Washington, D.C.  20001 
Phone:  (202) 514-3358 
Fax:  (202) 616-8470 
Email:  james.gilligan@usdoj.gov 
 
Counsel for the NSA Defendants 
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IN THE UNITED ST A TES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

WJKJMEDIA FOUNDATION. 

Plaintiff. 

v. 

NATIONAL SECURITY AGENCY, et al., 

Defendants. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

~~~~~~~~~~~~~~~~) 

No. 15-cv-00662-TSE 

OBJECTIONS AND RESPONSES OF DEFENDANTS 
NATIONAL SECURITY AGENCY AND ADM. MICHAELS. 

ROGERS, DIRECTOR, TO PLAINTIFF'S FIRST AND SECOND 
SETS OF REQUESTS FOR PRODUCTION OF DOCUMENTS 

Pursuant to Rule 34 of the Federal Rules of Civil Procedure and District of Maryland Local 

Rule l 04. Defendants National Security Agency ("NSA") and Adm. Michael S. Rogers. in his 

official capacity as Director of the NSA (together, the "NSA Defendants"), by their undersigned 

attorneys, object and respond as follows to Plaintiff Wikimedia Foundation's Request for 

Production of Documents and Second Set of Requests for Production of Documents. dated 

November 7 and 29, 2017, respectively. 

GENERAL OBJECTIONS AND 
OBJECTIONS TO DEFINITIONS AND rNSTRUCTIONS 

l . The NSA Defendants object to Plaintiff's Requests for Production of Docwnents 

to the extent, as set forth in response to specific requests below, that they seek information 

regarding the intell igence activities of the NSA, which is absolutely protected from disclosure 

by 50 U .S.C. § 3605(a). 

2. The NSA Defendants object to Plaintiffs Requests for Production of Documents 

to the extent, as set forth in response to specific requests below, they seek information that is 
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irrelevant to jurisdictional issues, which are the only matters as to which the Court has 

authorized discovery in this case. See October 3, 2017. Order, ECF No. 117 at 1. 

3. As set forth in response to specific requests below, the NSA Defendants object to 

the definition of the term ·'Circuit"' as vague and ambiguous insofar as it is meant. by its reference 

to the use of that term in the Privacy and Civil Liberties Oversight Board's "Report on the 

Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence Surveillance 

Act,. (the " PCLOB Section 702 Report'"), to assign the term '·Circuit" a meaning other than its 

ordinary meaning in the telecommunications industry. The PCLOB is an independent agency 

within the Executive Branch, and the NSA Defendants do not have information regarding what, if 

anything, that entity intended by the term "Circuit" beyond the ordinary meaning of that term 

within the telecommunications industry as understood by the NSA Defendants. 

4. As set forth in response to specific requests below, the NSA Defendants object to 

the definition of the term '"Internet Transaction" as vague and ambiguous insofar as it is meant, by 

its reference to the use of that term in the PCLOB Section 702 Report, to assign the term ·'Internet 

Transaction" a meaning other than that understood by the NSA Defendants. The PC LOB is an 

independent agency within the Executive Branch, and the NSA Defendants do not have 

information regarding what, if anything, that entity intended by the term "'Internet Transaction'· 

beyond the meaning of that term as understood by the NSA Defendants. 

5. As set forth in response to specific requests below, the NSA Defendants object to 

the definition of the term "Review" as compound, unduly burdensome and oppressive, and so 

vague and ambiguous as to render the specific requests in which it is used incapable of reasoned 

response. 

6. As set forth in response to specific requests below, the NSA Defendants object to 

the definition of the term " Interacted With" as compound, and, insofar as it incorporates the 
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definition of the term "Review,'' also as unduly burdensome and oppressive. and so vague and 

ambiguous as to render the specific requests in which it is used incapable of reasoned response. 

7. As set forth in response to specific requests below, the NSA Defendants object co 

Plaintiff's Requests for Production of Documents to the extent that they seek info1mation that is 

protected from disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. 

§ 3024(i)(I). 

8. As set forth in response to specific requests below, the NSA Defendants object to 

Instruction No. 9 in Plaintiffs Requests for Production of Documents, regarding the preparation of 

a privilege log, to the extent that providing the requested infom1ation as to each document for 

which privilege is claimed would itself divulge privileged infom1ation. 

9. The following objections and responses are based upon infonnation currently 

known to the NSA Defendants. and they reserve the right to supplement or amend their objections 

and responses should additional or different information become avai lable. 

I 0. The NSA Defendants object to Plaintiffs ' Requests for Production of Documents 

to the extent that any of them seek the production of any documents or information not specifically 

involving the acquisition of Internet transactions through the use of NSA 's Upstream Internet 

acquisition techniques pursuant to Section 702 of the Foreign Jntelligence Surveillance Act 

( .. PISA'"), 50 U.S.C. § 1881 a. ln formulating these responses to Plaintiffs Requests for Production 

of Documents. the NSA Defendants have limited the scope of their inquiry of knowledgeable 

persons, as well as their searches of appropriate records, to those persons and records reasonably 

calculated to possess information and documents involving the NSA's Upstream Internet 

acquisition techniques pursuant to Section 702 of FISA. 

I I. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any request or as a waiver of any objection 
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or privilege generally. Inadvertent disclosure or unauthorized disclosure of information subject to 

a claim of privilege shall not be deemed a waiver of such privilege. 

OBJECTIONS AND RESPONSES TO PLAINTIFF'S FIRST 
SET OF REQUESTS FOR PRODUCTION OF DOCUMENTS 

REQUEST FOR PRODUCTION NO. 1: All DOCUMENTS referenced. paraphrased. 
or summarized in YOUR answers to Interrogatories. 

RESPONSE: Subject to the objections stated above, and without waiving them, the NSA 

Defendants respond that they do not reference, paraphrase, or summarize any documents in their 

answers to Plaintiffs interrogatories. Accordingly, there are no documents in the NSA 

Defendants' possession, custody, or control that are responsive to this request. 

REQUEST FOR PRODUCTION NO. 2: DOCUMENTS sufficient to show or estimate 
the average number of optical fibers within the international submarine cables that carry 
INTERNET COMMUNICATIONS into and out of the UNITED ST A TES. 

OBJECTION: The NSA Defendants object to Request for Production No. 2 as unduly 

burdensome and oppressive insofar as it requests that the NSA Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the NSA Defendants from public sources. The NSA Def end ants also object to Request for 

Production No. 2 as unduly burdensome and oppressive and irrelevant to Plaintiff's standing to 

seek prospective relief insofar as it seeks information dating back to July 8, 2008. The NSA 

Defendants further object to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)( l ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

RESPONSE: Subject to the objections stated above, and without waiving them. the NSA 

Defendants respond that unclassified documents responsive to this request in their possession, 

custody, or control are produced at production numbers NSA-WIKJ 00001-00 134. (The NSA 

Defendants have not independently veri fied the accuracy of the documents being produced.) 

4 

Case 1:15-cv-00662-TSE   Document 125-16   Filed 03/26/18   Page 5 of 32



REQUEST FOR PRODUCTION NO. 3: All DOCUMENTS listing, depicting, tallying, 
or describing the international submarine cables that carry INTERNET COMMUNICATIONS into 
and out of the UNITED ST A TES. 

OBJECTION: The NSA Defendants object to Request for Production No. 3 as unduly 

burdensome and oppressive insofar as it requests that the NSA Defendants produce information 

regarding the telecommunications infrastructure that is equa ll y available to the Plaintiff as it is to 

the NSA Defendants from public sources. The NSA Defendants also object to Request fo r 

Production No. 3 as unduly burdensome and oppressive and irrelevant to PlaintifI's standing to 

seek prospective relief insofar as it seeks infonnation dating back to July 8, 2008. The NSA 

Defendants further object to this request to the extent it seeks infonnation that is protected from 

disclosure by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

RESPONSE: Subject to the objections stated above. and without waiving them, the NSA 

Defendants respond that unclassified documents responsive to this request in their possession, 

custody, or control are produced at production numbers NSA-WIKI 00001-00148. (The NSA 

Defendants have not independently verified the accuracy of the documents being produced.) 

The NSA Defendants further object to this Request insofar as it purpo11s to require them to 

state whether there exist responsive materials that they are withholding on the basis of the 

foregoing objections. see Fed. R. Civ. P. 34(b)(2)(C). and to describe the nature of the materials 

withheld, if any, on the basis of 50 U.S.C. § 3024(i)( I), 50 U.S.C. § 3605(a), and/or the state 

secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and oppressive in the 

context of these requests as a whole, and as seeking disclosures of information that is itself 

protected by 50 U.S.C. § 3024(i)(I), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

The NSA Defendants note further that the Federal Communications Commission, which 

issues licenses to own and operate submarine cables and associated cable landing stations located 

in the United States, recently issued a report enumerating the privately owned trans-ocean fiber 
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optic cables (also referred to in the report as cable systems) landing in the United States or 

its teITitories that were in service as of December 31, 2015. The report. Federal Communications 

Commission, International Bureau Report, 2015 International Circuit Capacity Data (August 

2017), is available at https://apps.fcc.gov/edocs public/attachmatch/DOC-346376A2.pdf. A map 

purporting to depict the international submarine cables connecting the United States with other 

nations as of December 11 , 2017, prepared by the telecommunications market research and 

consulting finn Telegeography, is available at https://www.submarinecablemap.com. 

Telegeography also publishes an online Submarine Cable Landing Directory, 

ht tps ://wvo1·w. telegeography. com/te lecom-resources/submarine-cabl e-land ing-directory, which 

purports to identify the privately owned international undersea cable systems landing in the United 

States or its teITitories. These documents are just as accessible to Plaintiff as they are to the NSA 

Defendants. The NSA Defendants have not independently verified the accuracy of these 

documents. 

REQUEST FOR PRODUCTION NO. 4: All DOCUMENTS listing, depicting, tallying, 
or describing the points at which international submarine cables that caJTy INTERNET 
COMMUNICATIONS into and out of the UNITED STATES arrive at or depart from the UNITED 
STATES. 

OBJECTION: The NSA Defendants object to Request for Production No. 4 as unduly 

burdensome and oppressive insofar as it requests that the NSA Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the NSA Defendants from public sources. The NSA Defendants also object to Request for 

Production No. 4 as undul y burdensome and oppressive and irrelevant to Plaintiffs standing to 

seek prospective relief insofar as it seeks information dating back to July 8, 2008. The NSA 

Defendants further object to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)( I ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 
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RESPONSE: Subject to the objections stated above, and without waiving them, the NSA 

Defendants respond that unclassified documents responsive to this request in their possession, 

custody, or control are produced at production numbers NSA-WIKl 00001-00148. (The NSA 

Defendants have not independently verified the accuracy of the documents being produced.) 

The NSA Defendants further object to this Request insofar as it purports to require them to 

state whether there exist responsive materials that they are withholding on the basis of the 

foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and to describe the nature of the materials 

withheld, if any, on the basis of 50 U.S.C. § 3024(i)( I), 50 U.S.C. § 3605(a), and/or the state 

secrets privilege. see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and oppressive in the 

context of these requests as a whole, and as seeking disclosures of information that is itself 

protected by 50 U.S.C. § 3024(i)( l ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

The NSA Defendants note further that the FederaJ Communications Commission, which 

issues licenses to own and operate submarine cables and associated cable landing stations located 

in the United States, recently issued a report enumerating the privately owned trans-ocean fiber 

optic cables (also referred to in the report as cable systems) landing in the United States or 

its territories that were in serv ice as of December 31, 2015. The report. Federal Communications 

Commission, International Bureau Report. 2015 International Circuit Capacity Data (August 

2017), is available at https://apps.fcc.Qov/edocs public/attachmatch/DOC-346376A2.pdf. A map 

purporting to depict the international submarine cables connecting the United States with other 

nations as of December 11 , 2017, prepared by the telecommunications market research and 

consulting firm Telegeography, is available at https://www.submarinecablemap.com. 

Telegeography also publishes an online Submarine Cable Landing Directory. 

https://www.telegeography.com/telecom-resources/submarine-cable-landing-directorv, which 

pmports to identify the privately owned international undersea cable systems landing in the United 
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States or its territories. These documents are just as accessible to Plainti ff as they are to the NSA 

Defendants. The NSA Defendants have not independently verified the accuracy of these 

documents. 

REQUEST FOR PRODUCTION NO. 5: All DOCUMENTS listing, depicting, tallying, 
or describing the terrestrial cables that are part of the lNTERNET BACKBONE within the 
UNITED STATES. 

OBJECTION: The NSA Defendants object to Request for Production No. 5 as unduly 

burdensome and oppressive insofar as it requests that the NSA Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the NSA Defendants from public sources. The NSA Defendants also object to Request fo r 

Production No. 5 as unduly burdensome and oppressive and irrelevant to Plaintiffs standing to 

seek prospective relief insofar as it seeks information dating back to Jul y 8, 2008. The NSA 

Defendants further object to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)( l ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

RESPONSE: Subject to the objections stated above, and without waiving them, the NSA 

Defendants respond that they have been unable to locate unclassified documents responsive to this 

request within their possession, custody, or control. 

The NSA Defendants further object to this Request insofa r as it purports to require them to 

state whether there exist responsive materials that they are withholding on the basis of the 

foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and to describe the nature of the materials 

withheld, if any, on the basis of 50 U.S.C. § 3024(i)( I), 50 U.S.C. § 3605(a), and/or the state 

secrets privilege. see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and oppressive in the 

context of these requests as a whole, and as seeking disclosures of informat ion that is itself 

protected by 50 U.S.C. § 3024(i)(1 ). 50 U.S.C. § 3605(a). and/or the state secrets privilege. 
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REQUEST FOR PRODUCTION NO. 6: DOCUMENTS sufficient to show or estimate 
the number of persons TARGETED for Upstream survei llance pursuant to SO U.S.C. § 1881 a in 
each of the years 2010, 20 11 , 2012, 2013, 2014, 2015, 2016, and the firs t six months of 2017. 

OBJECTION: The NSA Defendants object to Request for Production No. 6 on the 

grounds that it seeks informatjon that is irrelevant to jurisdictional issues, which are che only 

matters as to which the Court has authorized discovery in this case. see October 3. 2017, Order. 

ECF No. 11 7 at 1, and which do not include Plaintiff's "dragn et" theory of standing rejected by the 

Fourth Circuit, see Wikimedia Found. v. NSA, 857 F.3d 193, 213-16 (4th Cir. 2017). The NSA 

Defendants also object to Request for Production No. 6 as unduly burdensome and oppressive and 

irrelevant to Plaintifrs standing to seek prospective rel ief insofar as it seeks information dating 

back to 20 I 0. 

The NSA Defendants further object to Request for Production No. 6 on the grounds that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privi lege. and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the Office 

of the Director ofNatjonal Intelligence (ODN I) has published Statistical Transparency Reports 

Regarding Use of National Security Authorities for calendar years 2013, 2014, 2015, and 2016, 

which include estimates of the numbers of targets of the U.S. Government's surveillance authority. 

including but not limited to Section 702 of the Foreign Intelligence Surveillance Act. 50 U .. C. 

§ 1881 a. These reports are available, and are equally accessible to Plaintiff as they are to the NSA 

Defendants. at the following Internet addresses: 

• https://www.dni.gov/files/to/National Securitv Authorities Transparency Report CY 
2013 .pdf 

• https://www.dni.gov/fi les/ icotr/CY%20Statistical%20Transparency%20Report.pdf 

• https://icontherecord.tumblr.com/transparency/odni transparencyreport cy20 l 5 
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• https://www.dni .gov/files/icotr/ ic transparecy report cy2016 5 2 17 .pdf 

The NSA Defendants further respond that documents responsive to this request are being 

withheld on the basis of 50 U.S.C. § 3024(i)(l ), 50 U .S.C. § 3605(a), and/or the state secrets 

privilege. The NSA Defendants further object to this request to the extent it purports to require 

them to describe the nature of the documents withheld on the basis of 50 U.S.C. § 3024(i)( l), 50 

U.S.C. § 3605(a), and/or the state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly 

burdensome and oppressive in the context of these requests as a whole, and as seeking disclosures 

of information that is itself protected by 50 U.S.C. § 3024(i)( I), 50 U.S.C. § 3605(a), and/or the 

state secrets privilege. 

REQUEST FOR PRODUCTION NO. 7: DOCUMENTS sufficient to show or estimate 
the number of SELECTORS used in conducting Upstream surveillance in each of the years 2010. 
2011, 2012, 2013, 2014, 2015, 2016, and the first six months of 2017. 

OBJECTION: The NSA Defendants object to Request for Production No. 7 on the 

grounds that it seeks infonnation that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case, see October 3, 2017, Order, 

ECF o. 117 at 1, and which do not include Plaintiffs "dragnet" theory of standing rejected by 

the Fourth Circuit, see Wikimediet Found. v. NSA. 857 F.3d 193. 213-16 (4th Cir. 2017). The 

NSA Defendants also object to Request for Production No. 7 as unduly burdensome and 

oppressive and irrelevant to Plaintiff's standing to seek prospective relief insofar as it seeks 

information dating back to 20 I 0. 

The NSA Defendants fu rther object to Request for Production No. 7 on the grounds that 

it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure 

by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 
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RESPONSE: Subject to the objections stated above, and without waiving them, the NSA 

Defendants respond that documents responsive to this request are being withheld on Lhe basis of 50 

U.S.C. § 3024(i)(l ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. The NSA Defendants 

further object to this request to the extent it purports to require them to describe the nature of the 

documents withheld on the basis of 50 U.S.C. § 3024(i)(1 ), 50 U.S.C. § 3605(a), and/or the state 

secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A). as unduly burdensome and oppressive in the 

context of these requests as a whole, and as seeking disclosures of information that is itself 

protected by 50 U.S.C. § 3024(i)( l ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 8: DOCUMENTS sufficient to show or estimate 
the number of INTERNET COMMUNICATIONS and/or INTERN ET TRANSACTIONS 
COPfED using Upstream surveillance in each of the years 2010. 2011. 2012. 2013, 2014, 20 15, 
2016, and the first six months of 2017. 

OBJECTION: The NSA Defendants object to Request for Production No. 8 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief insofar 

as it seeks information dating back to 2010. 

The NSA Defendants also object to the definition of the tenn "[nternet Transaction'' as 

vague and ambiguous insofar as it is meant, by its reference to the PCLOB Section 702 Report, to 

assign the term " Internet Transaction" a meaning other than that understood by the NSA 

Defendants. The PCLOB is an independent agency within the Executive Branch, and the NSA 

Defendants do not have information regarding what, if anything, that entity intended by the term 

"Internet Transaction" beyond the meaning of that term as understood by the NSA Defendants. 

The NSA Defendants further object to Request for Production No. 8 on the grounds that it 

seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U .S.C. § 3605(a). and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(l). 
II 
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The NSA Defendants further object to Request for Production No. 8 insofar as it purports to 

require them to state whether there exist responsive materials that they are withholding on the basis 

of the foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and to describe the nature of the 

mate1ials withheld, if any, on the basis of 50 U.S.C. § 3024(i)(I ), 50 U.S.C. § 3605(a), and/or the 

state secrets privilege, see Fed. R. Civ. P. 26(b)(S)(A), as unduly burdensome and oppressive i~n the 

context of these requests as a whole, and as seeking disclosures of information that is itself 

protected by 50 U.S.C. § 3024(i)(I ), SO U.S.C. § 360S(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 9: DOCUMENTS sufficient to show or estimate 
the number of INTERNET COMMUNICATIONS and/or INTERNET TRANSACTIONS 
REVIEWED for SELECTORS using Upstream surveillance in each of the years 2010. 2011 , 2012, 
2013, 2014, 2015, 2016, and the fi rst six months of2017. 

OBJECTION: The NSA Defendants object to Request for Production No. 9 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to 20 I 0. 

The NSA Defendants also object to Request for Production No. 9 on the grounds that the 

definition of the term ·'Internet Transaction .. is vague and ambiguous insofar as it is meant, by its 

reference to the PCLOB Section 702 Report, to assign the tenn .. Internet Transaction'' a meaning 

other than that understood by the NSA Defendants. The PC LOB is an independent agency within 

the Executive Branch, and the NSA Defendants do not have information regarding what if 

anything, that entity intended by the term " Internet Transaction" beyond the meaning of that term 

as understood by the NSA Defendants. 

Furthennore, the NSA Defendants object to Request for Production No. 9 on the 

grounds that the term ·' Review," as defined by Plaintiff. encompasses so many fundamentally 

different actions that as used herein it renders this request compound, unduly burdensome and 

12 

Case 1:15-cv-00662-TSE   Document 125-16   Filed 03/26/18   Page 13 of 32



oppressive, vague and ambiguous, and particularly when viewed in the context of the phrase. 

·'reviewed for selectors," incapable of reasoned response. 

Finally. the NSA Defendants object to Request for Production No. 9 on the grounds 

that it seeks information regarding aUeged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a) and which is also protected 

from disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. 

§ 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them. the 

NSA Defendants state that they have been unable to locate documents responsive to this request 

within their possession. custody, or control. 

REQUEST FOR PRODUCTION NO. 10: DOCUMENTS sufficient to show or 
estimate the number of INTERN ET COMMUN f CATIONS and/or INTERNET 
TRANSACTIONS RET AlNED using Upstream surveillance in each of tbe years 20 I 0. 20 I l. 
2012, 2013, 2014. 20 I 5, 2016, and the first six months of 2017. 

OBJECTlON: The NSA Defendants object to Request for Production No. I 0 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017. Order, 

ECF No. 117 at I. The NSA Defendants also object to Request for Production No. l 0 as unduly 

burdensome and oppressive and irrelevant to Plaintiff's standing to seek prospective relief 

insofar as it seeks information dating back to 20 I 0. 

The NSA Defendants further object to Request for Production No. 10 on the grounds that 

the definition of the term " Internet Transaction., is vague and ambiguous insofar as it is meant. 

by its reference to the PCLOB Section 702 Report, to assign the term ·'Internet Transaction" a 

meaning other than that understood by the NSA Defendants. The PCLOB is an independent 

agency within the Executive Branch, and the NSA Defendants do not have information regarding 
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what. if anything. that entity intended by the term "Internet Transaction .. beyond the meaning of 

that term as understood by the NSA Defendants. 

Finally, the NSA Defendants object to Request for Production No. I 0 on the grounds that 

it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under SO U.S.C. § 3024(i)(I). In particular, 

the NSA Defendants object to this request to the extent it means to call for the production of 

repositories in which communications collected during Upstrean1 surveillance are stored. as 

unduly burdensome and oppressive and calling for infom1ation protected from disclosure by 

50 U.S.C. § 3024(i), 50 U.S.C. § 3605(a). and/or the state secrets privilege. 

RESPONSE: Subject to the objections stated above, and without waiving them, 

unclassified documents arguably responsive to this request fo r the year 20 I l are produced at 

production numbers NSA-WIKI 00149- 00297. Repositories of communications collected 

during Upstream surveillance are being withheld for the reasons stated in the objections, above. 

Other responsive documents and information are being withheld on the basis of 50 U.S.C. 

§ 3024(i)(J ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. The NSA Defendants object 

to this request to the extent it purports to require them to describe the nature of the materials 

withheld on these grounds. see Fed. Civ. P. 26(b)(S)(A), as unduly burdensome and oppressive 

in the context of these requests as a whole, and as seeking disclosures of information that is itself 

protected by SO U.S.C. § 3024(i)(l ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 
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REQUEST FOR PRODUCTION NO. 11: DOCUMENTS sufficient to show or 
estimate the number of INTERNET COMMUNICATIONS and/or INTERNET 
TRANSACTIONS RET AlNED using Upstream surveillance that are to, from, or about ' ·U.S. 
persons," in each of the years 20 I 0, 2011. 2012. 2013, 2014, 2015, 2016, and the first six months 
of2017. 

OBJECTION: The NSA Defendants object to Request for Production No. 11 as unduly 

burdensome and oppressive and iITelevant to Plaintiff's standing to seek prospective relief 

insofar as it seeks information dating back to 20 l 0. 

The NSA Defendants also object to Request for Production No. 11 on the grow1ds that 

the definition of the term ·'Internet Transaction" is vague and ambiguous insofar as it is meant, 

by its reference to the PCLOB Section 702 Report, to assign the term "Internet Transaction .. a 

meaning other than that understood by the NSA Defondants. The PC LOB is an independent 

agency within the Executive Branch, and the NSA Defendants do not have information 

regarding what, if anything, that entity intended by the term "Internet Transaction" beyond the 

meaning of that term as understood by the NSA Defendants. 

Furthermore, the NSA Defendants object to Request for Production No. 11 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case, see October 3. 2017. Order. 

ECF No. 117 at 1 . 

Finally, the NSA Defendants object to Request for Production No. 11 on the grounds that 

it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. §3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the stat11tory priv ilege under 50 U.S.C. § 3024(i)(I). In particular, 

the NSA Defendants object to this request to the extent it means to call for the production of 

repositories in which communications collected during Upstream surveillance are stored, as 
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unduly burdensome and oppressive and calling for information protected from disclosure by 

50 U.S.C. § 3024(i), 50 U.S.C. § 3605(a), and the slate secrets privilege. 

RESPONSE: Subject to the objections stated above, and without waiving them. the 

NSA Defendants state that apart from the arguably responsive repositories of communications 

withheld for the reasons stated above, they have been unable to locate documents responsive to 

this request within their possession. custody. or control. 

REQUEST FOR PRODUCTION NO. 12: DOCUMENTS sufficient to show or 
estimate the average number of discrete JNTERNET COMMUN lCA TIONS contained in a 
multi-communication transaction. 

OBJECTION: The NSA Defendants object to Request fo r Production No. l 2 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017. Order. 

ECF No. 11 7 at 1. The NSA Defendants object to Request for Production No. 12 as vague and 

ambiguous insofar as it fa ils to specify the universe of communications for which the "average 

number" in a multi-communication transaction is requested. The NSA Defendants also object to 

Request for Production No. 12 as unduly burdensome and oppressive and irrelevant to Plaintiffs 

standing to seek prospect ive relief insofar as it seeks information dating back to July 8. 2008. 

The NSA Defendants further object to this request to the extent it means to call for the 

production of repositories in which communications collected during Upstream surveillance are 

stored, as unduly burdensome and oppressive and call ing for information protected from 

disclosure by 50 U.S.C. § 3024(i), 50 U.S.C. § 3605(a): and the state secrets privilege. 

RESPONSE: Subject to the objections stated above. and without waiving them. the 

NSA Defendants state that apart from the arguably responsive repositories of communications 

16 

Case 1:15-cv-00662-TSE   Document 125-16   Filed 03/26/18   Page 17 of 32



withheld for the reasons stated above. they have been unable to locate documents responsive to 

this request withjn their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 13: DOCUMENTS sufficient to show or 
estimate the number of CIRCUITS on which the NSA conducted Upstream surveillance in each 
of the years 2010, 2011. 2012, 20 13, 2014. 20 J 5. 2016, and the first six months of 2017. 

OBJECTION: The NSA Defendants object to Request for Production No. 13 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks infonnation dating back to 20 I 0. 

The NSA Defendants also object to Request for Production No. 13 on the grounds that 

the definition of the term '·Circuit" is vague and ambiguous insofar as it is meant, by its reference 

to the use of that term in the PCLOB Section 702 Report, to assign the term .. Circuit'. a meaning 

other than its ordinary meaning in the telecommunications industry. The PC LOB is an 

independent agency within the Executive Branch, and the NSA Defendants do not have 

information regarding what, if anything, that entity intended by the term "Circuif' beyond the 

ordinary meaning of that term within the telecommunications industry as it is understood by the 

NSA Defendants. 

Finally, the NSA Defendants object to Request for Production No. I 3 on the grounds that 

it seeks information regardi ng alleged intelligence activities of the NSA, which is absolutely 

protected from disclosw-e by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Documents and information responsive to this request are being withheld 

on the basis of 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

The NSA Defendants object to this request to the extent it purports to require them to describe 

the nature of the materials withheld on these grounds, see Fed. Civ. P. 26(b)(5)(A), as unduly 
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burdensome and oppressive in the context of these requests as a whole. and as seeking 

disclosures of information that is itsel f protected by 50 U.S.C. § 3024(i)(l ). 50 U.S.C. § 3605(a), 

and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 14: DOCUMENTS sufficient to show or 
estimate the combined bandwidth of the CIRCUITS on which the NSA conducted Upstream 
surve illance in each of the years 2010, 2011, 2012, 2013, 2014, 20 15, 2016, and the first six 
months of 201 7. 

OBJECTION: The NSA Defendants object to Request for Production No. 14 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to 20 I 0. 

The NSA Defendants also object to Request for Production No. 14 on the grounds that 

the definition of the term "Circuit" as vague and ambiguous insofar as it is meant, by its 

reference to the use of that term in the PCLOB Section 702 Report, to assign the term ·'Circuit"" a 

meaning other than its ordinary meaning in the telecommunications industry. The PCLOB is an 

independent agency with in the Executive Branch, and the NSA Defendants do not have 

information regarding what. if anything, that entity intended by the term ''Circuit" beyond the 

ordinary meaning of that term within the telecommunications industry as it is understood by the 

NSA Defendants. 

Finally, the NSA Defendants object to Request for Production No. 14 on the grounds that 

it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Documents and infonnation responsive to this request are being withheld 

on the basis of 50 U.S.C. § 3024(i)(I ). 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

The NSA Defendants object to this request to the extent it purports to require them to describe 
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the nature of the materials withheld on these grounds, see Fed. Civ. P. 26(b)(5)(A), as unduly 

burdensome and oppressive in the context of these requests as a whole, and as seeking 

disclosures of information Lhatis itself protected by 50 U.S.C. § 3024(i)( I), 50 U.S.C. § 3605(a), 

and/or the state secrets privilege. 

REQUEST .FOR PRODUCTION NO. 15: DOCUMENTS sufficient to show or 
estimate the number of "international Internet link[sr- as that tem1 was used by the government 
in its submission to the Foreign Intelligence Surveillance Court, titled "Government' s Response 
to the Court' s Briefing Order of May 9, 20 11 : · and filed on June 1, 2011. see [Redacredj. 2011 
WL 10945618, at* 15 (F.I.S.C. Oct. 3, 2011 }-monitored using Upstream surveillance in each of 
the years 2010, 201 1, 2012, 2013, 2014, 2015, 2016, and the first six months of 2017. 

OBJECTION: The NSA Defendants object to Request for Production No. 15 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to 2010. 

The NSA Defendants also object to Request for Production No. 15 on the ground that it 

attributes the phrase '' international Internet link"' to a Government document when in fact the 

phrase is taken from an opinion of the Foreign Intelligence Surveillance Court ( .. FISC .. ) that 

does not purport to quote directly from the referenced Government document. See [Redacted}. 

2011 WL I 0945618. at * 15 (FISC Oct. 3, 20 11 ). Whether the phrase "international Internet 

link'' is contained within the referenced Government document is infom1ation (which can be 

neither confirmed nor denied) that is protected from disclosure by the state secrets privilege and 

the statutory privileges under 50 U.S.C. § 3024(i)(l) and 50 U.S.C. § 3605(a). 

Finally, the NSA Defendants object to Request for Production No. 15 on the grnunds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(1 ). 
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RESPONSE: In light of the objection stated above regarding the phrase "international 

Internet link,'' for purposes of responding to this request the NSA Defendants construe that 

phrase to mean ·'location." So construing the request, the NSA Defendants respond that 

documents and information responsive to this request are being withheld on the basis of 

50 U.S.C. § 3024(i)(1 ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. The NSA 

Defendants object to this request to the extent it purpo1ts to require them to describe the nature of 

the materials withheld on these grounds, see Fed. Civ. P. 26(b)(5)(A), as unduly burdensome and 

oppressive in the context of these requests as a whole, and as seeking disclosures of information 

that is itself protected by 50 U.S.C. § 3024(i)(1). 50 U.S.C. § 3605(a). and/or the state secrets 

privilege. 

REQUEST FOR PRODUCTION NO. 16: DOCUMENTS sufficient to show the 
number of Internet '·chokepoints'· or '·choke points" (as that term is used by YOU) inside the 
UNITED STATES through which INTERNATIONAL COMMUNICATIONS enter and leave 
the UNITED ST A TES and where the NSA has established Upstream surveillance collection or 
PROCESSTNG capabilities. 

OBJECTION: The NSA Defendants object to Request for Production No. 16 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to July 8, 2008. 

The NSA Defendants also object to Request for Production No. 16 as vague and 

ambiguous insofar as it does not specify where or in what context the NSA Defendants allegedly 

use the term "chokepoints" or "choke points." To the extent that Plaintiffs reference to that 

tenn alludes to what is described in the Amended Complaint as an ''NSA slide," see Am. 

Compl., ~ 68, the NSA Defendants object to this request as implicitly seeking information 

(which can be neither confirmed nor denied) regarding the authenticity of the purported slide, 

which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which is also 
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protected from disclosure by the state secrets privilege, and the statutory privilege under 50 

U.S.C. § 3024(i)(I). 

Finally, the NSA Defendants object to Request for Production No. l 6 on the grounds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and tbe statutory privilege 

under 50 U.S.C. § 3024(i)(J ). · 

RESPONSE: In light of the objection stated above regarding the terms "chokepoints"" 

and "choke points," for purposes of responding to this request the NSA Defendants construe 

those terms to mean "location." So construing the request, the NSA Defendants respond that 

documents and information responsive to this request are being withheld on the basis of 

50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. The NSA 

Defendants object to this request to the extent it purports to require them to describe the nature of 

the materials withheld on these grounds, see Fed. Civ. P. 26(b)(5)(A), as unduly burdensome and 

oppressive in the context of these requests as a whole, and as seeking disclosures of information 

that is itself protected by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets 

privilege. 

REQUEST FOR PRODUCTION NO. 17: All DOCUMENTS defining or describing 
the meaning of the term "Internet transaction.' ' 

OBJECTION: The NSA Defendants object to Request for Production No. 17 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 11 7 at 1. The NSA Defendants also object to Request for Production No. 17 as unduly 
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burdensome and oppressive insofar as it seeks "all documents .. defining or describing the 

meaning of the term '·Internet transaction;' rather than documents sufficient to define that term. 

Finally, the NSA Defendants object to Request fo r Production No. 17 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA. which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the term 

'·Internet transaction., is defined in the NSA's 2011, 2014, 2015, and 2016 Section 702 

Minimization Procedures. and in [Caption Redacted], Government' s Response to the Court's 

Order of May 9, 2011 (F.l.S.C. June 1, 2011), all of which are respectively available (in redacted 

form) and equally accessible to Plaintiff as they are to the NSA Defendants, at the following 

Internet addresses: 

• https://www.dni.gov/files/documents/Minimization%20Procedures%20used%20by%20N 
SA %20in%20Connection%20with%20FISA%20SECT%20702.pdf 

• h ttps:/ /v..rww .dni .gov/fi les/documents/icotr/N YT /Government' s%20Amendmem %20to%2 
0Section%20702%20Certification%20and%20Amended%20Minimization%20Proccdurc 
s%20(0ctober%203 1.%20201 l).pdf 

• https://www.dni.gov/files/documents/0928l2014%20NSA %20702%20Minimization%20 
Procedures.pdf 

• https://www.dni.gov/files/documents/20 l 5NSAMinimizationProcedures Redacted.pdf 

• https://www.dni .gov/files/documents/icotr/51 ll7/2016 NSA Section 702 Minimization 
Procedures Sep 26 2016.pdf 

• https://www.dni.gov/files/documents/icotr/51117/20 l 6-NSA-702-Minirnization-
Procedures Mar 30 17.pdf 

• https ://www.dni .gov/files/documents/icotr/N YT /Government· s%20Response%20to%20 
May%209, %202011 %20Briefing%200rder%20(June%20I.%202011 ).pdf 
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The NSA Defendants further respond that documents responsive to this request are being 

withheld on the basis of 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets 

privilege. The NSA Defendants further object to this request to the extent it purports to require 

them to describe the nature of the documents withheld or the information redacted from the 

documents referenced above on the basis of 50 U.S.C. § 3024(i)(I), 50 U.S.C. § 3605(a), and/or 

the state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and oppressive 

in the context of these requests as a whole, and as seeking disclosures of information that is itself 

protected by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 18: All Foreign Intelligence Surveillance 
Court-approved targeting procedures relevant at any time to DEFENDANTS. implementation of 
Upstream surveillance. 

OBJECTION: The NSA Defendants object to Request for Production No. 18 on the 

grounds that it seeks information that is iITelevant to jurisdictionaJ issues. which are the only 

matters as to which the Court has authorized discovery in this case. See October 3. 2017, Order. 

ECF No. 117 at I. The NSA Defendants also object to this request as unduly burdensome and 

oppressive and in-elevant to Plaintiffs standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The NSA Defendants further object to Request for Production No. 18 to the extent that it 

seeks information regarding alleged intell igence activities of the NSA. which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above. and wilhout waiving them, the 

NSA Defendants state that the NSA's 2014 and 2016 Section 702 Targeting Procedures are 
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available (in redacted form) and equally accessible to Plaintiff as they are to the NSA 

Defendants, at the following Internet addresses: 

• http://www.dni.gov/files/documents/icotr/5 I 117 /20 I 6 NSA 702 Targeting Procedures 
Mar30 17.pdf; 

• http://www.dni.gov/fi les/documents/icotr/702!Bates%20365-373 .pdf. 

The NSA's Section 702 Targeting Procedures for the years 2009. 2010, 2011. 2012. 2013 and 

2015 are being withheld in full. 

The NSA Defendants fu11her object to this request, insofar as it purports to require them 

to describe the nature of the information redacted from these documents, and the nature of the 

classified information contained in the NSA's Section 702 Targeting ProcedW'es for the years 

2009, 2010, 20 11 , 2012. 2013 and 2015, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome 

and oppressive in the context of these requests as a whole, and as seeking information protected 

from disclosure by 50 U.S.C. § 3024(i), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 19: All Foreign lnteJligence Survei llance 
Court-approved minimization procedures relevant at any time to DEFENDANTS' 
implementation of Upstream surveillance. 

OBJECTION: The NSA Defendants object to Request for Production No. 19 on the 

grounds that it seeks infon11ation that is irrelevant to jurisdict ional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order. 

ECF No. 117 at 1. The NSA Defendants also object to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiff's standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The NSA Defendants further object to Request for Production No. 19 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA. which is abso lutely 
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protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privi lege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the 

NSA Defendants state that the NSA's 2011, 2014. 2015, and 2016 Sect ion 702 Minimization 

Procedures, are respectively available (in redacted form) and equally accessible to Plaintiff as 

they are to the NSA Defendants, at the Internet addresses given above in response to Request for 

Production No. 17; the NSA 's Section 702 Minimization Procedures for the years 2009. 20 I 0, 

2012 and 2013 are being withheld in full. The NSA Defendants further object to this request. 

insofar as it purports to require them to describe the nature of the infom1ation redacted from 

these documents, and the nature of the classified info1mation contained in the NSA' s Section 702 

Minimization Procedures for the years 2009. 2010, 2012, and 2013, see Fed. R. Civ. P. 

26(b)(5)(A). as unduly burdensome and oppressive in the context of these requests as a whole, 

and as seeking information protected from disclosure by 50 U.S.C. § 3024(i), 50 U.S.C. 

§ 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 20: Any supplemental procedures relevant at 
any time to DEFENDANTS. implementation of Upstream surveillance. 

OBJECTION: The NSA Defendants object to Request for Production No. 20 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 117 at 1. The NSA Defendants also object to this request as unduly burdensome and 

oppressive and ilTelevant to Plaintiffs standing to seek prospective relief insofar as it seeks 

information dating back to July 8. 2008. 

The NSA Defendants further object to Request for Production No. 20 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA. which is absolutely 
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protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(I). 

RESPONSE: On the basis of the foregoing objections, docwnents responsive to this 

request will not be produced. The NSA Defendants fu11her object to this request insofar as it 

purports to require them to describe the nature of the materials withheld on the basis of 50 U.S.C. 

§ 3024(i)( l), 50 U.S.C. § 3605(a), and/or the state secrets privilege, see Fed. R. Civ. P. 

26(b)(5)(A), as unduly burdensome and oppressive in the context of these requests as a whole, 

and as seeking information protected from disclosure by 50 U.S.C. § 3024(i)(l), 50 U.S.C. 

§ 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 21 : All Foreign Intelligence Surveillance 
Court, Foreign Intelligence Surveillance Court of Review, and Supreme Court orders and 
opinions CONCERNING Upstream surve illance. 

OBJECTION: The NSA Defendants object to Request for Production o. 21 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 117 at 1. The NSA Defendants also object to this request as unduly burdensome and 

oppressive and irre levant to Plaintiffs standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The NSA Defendants further object to Request for Production No. 21 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege. and the statutory privilege under 50 U.S.C. § 3024(i)(I). 

RESPONSE: Subject to the objections stated above. and without waiving them, the 

NSA Defendants state that neither the Foreign Intell igence Surveillance Court of Review nor the 
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Supreme Court has issued any orders or opinions concerning NSA 's Upstream Internet 

surveillance. With regard to FISC orders or opinions concerning Upstream surveillance. many 

of those orders and opinions are already publicly available in redacted form as a result of 

declassi fication pursuant to the USA FREEDOM Act, disclosures in response to Freedom of 

Information Act ("FOIA") requests. and disclosures pursuant to the Transparency Initiative. 

First. in accordance with section 402 of the USA-FREEDOM Act, Pub. L. I I 4-23, 129 

Stat. 268, 281-82, codified at 50 U.S.C. § 1872, all FISC opinions and orders issued on or after 

June 2, 2015, that include a significant construction or interpretation of any provision of law. 

including FTSA Section 702. 50 U.S.C. § 1881 a, are now publicly available (in redacted form as 

appropriate) and equally accessible to Plaintiff as they are to the NSA Defendants, at various 

locations on the ODNI public website. 

Second, the Government has disclosed in redacted form (as appropriate) to the Electronic 

Frontier Foundation in response to a FOIA request ·'all decisions, orders, or opinions of the FISC 

or the FISC-R submitted to Congress by the Attorney General pursuant to section 6002 of the 

Intelligence Reform and Terrorism Prevention Act of2004 (50 U.S.C. section l871(a)(5)); 50 

U.S.C. sections 187l(c)(1) & (2); and 50 U.S.C. section 1881f(b)(l)(D) between July 1. 2003 

and June l , 2015, which have not been previously declassified and made public (to include those 

decisions, orders, or opinions previously identified by [DOJ] to the Brennan Center, 

https:/hvww.brennancenter.org/sites/default/fi les/publicationsffhe New Era of Secret Law.pdO, 

that remain classified." Those documents are now publicly available (in redacted fom1) and 

equally accessible to Plaintiff as they are to the NSA Defendants, at various 1.ocations on the 

ODNI public websi te. 
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Third, the Government has also disclosed (in redacted form as appropriate) other FISC 

opinions and orders concerning Upstream surveillance pursuant to other FOIA requests and those 

opinions and orders can also be found at various locations on the ODNI public website. 

Finally. the Government has also disclosed (in redacted form as appropriate) other F!SC 

opinions and orders concerning Upstream surveillance pursuant to the Transparency Initiative. 

Those FISC opinions and orders can also be found at various locations on the ODNI public 

website. 

Unredacted versions of the above-referenced documents, and other FISC orders and 

opinions concerning Upstream sw-veillance not referenced above, if any, are in the custody or 

control of the NSA Defendants, are being withheld on the basis of the objections stated above. 

The NSA Defendants further object to this request insofar as it purports to require them to 

describe the nature of the materials withheld on the basis of 50 U.S.C. § 3024(i)(1 ), 50 U.S.C. 

§ 3605(a), and/or the state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly 

burdensome and oppressive in the context of these requests as a whole, and as seeking 

disclosures of information that is itself protected from disclosure by 50 U.S.C. § 3024(i)(l), 

50 U.S.C. § 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 22: All Foreign intelligence Surveillance 
Court, Foreign Intelligence Surveillance Court of Review. and Supreme Court submissions 
CONCERNlNG Upstream surveillance. 

OBJECTION: The NSA Defendants object to Request for Production No. 22 on the 

grounds that it seeks information that is inelevant to jurisdictional issues, which are the only 

mat1ers as to which the Court has authorized discovery in this case. See October 3, 2017, Order. 

ECF No. 117 at 1. The NSA Defendants also object to this request as unduly burdensome and 
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oppressive and irrelevant to Plaintiffs standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The NSA Defendants further object to Request for Production No. 22 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: To the extent not produced in response to Plaintiffs other Requests for 

Production herein, any responsive documents the NSA Defendants may have would be a subset 

of those in the possession, custody, and control of the DOJ Defendants. and are being withheld 

on the basis of the objections stated above. The NSA Defendants further object to this request 

insofar as it purports to require them to describe the nature of the documents and information 

withheld on the basis of 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets 

privilege, see Fed. R. Civ. P. 26(b)(5)(A). as undul y burdensome and oppressive in the context of 

these requests as a whole, and as seeking disclosures of information that is itself protected from 

disclosure by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

OBJECTIONS AND RESPONSES TO PLAINTIFF'S SECOND 
SET OF REQUESTS FOR PRODUCTION OF DOCUMENTS 

REQUEST FOR PRODUCTION NO. 23: Any INTERNET COMMUNICATION of 
WIKlMEDIA that any DEFENDANT INTERACTED WITH in connection Upstream 
survei Hance. 

OBJECTION: The NSA Defendants object to Request for Production No. 23 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to July 8. 2008. 

The NSA Defendants also object to Request for Production No. 23 to the extent that it 

seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 
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activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)( I). 

The NSA Defendants further object to Request for Production No. 23 insofar as it 

purports to require them (i) to state whether there exist responsive materials that they are 

withholding on the basis of the foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and (ii) to 

describe the nature of the materials withheld, if any, on the basis of 50 U.S.C. § 3024(i)( l), 

50 U.S.C. § 3605(a), and/or the state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly 

burdensome and oppressive in the context of these requests as a whole, and as seeking 

disclosures of infonnation that is itself protected by 50 U.S.C. § 3024(i)(1 ). 50 U.S.C. § 3605(a), 

and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 24: Any DOCUMENTS CONCERNING any 
rNTERACTION WITH the fNTERNET COMMUNICATIONS of WfKIMEDIA in connection 
with Upstream survei llance. 

OBJECTION: The NSA Defendants object to Request for Production No. 24 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to July 8. 2008. 

The NSA Defendants also object to Request for Production No. 24 to the extent that it 

seeks information (which can be neither confi rmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a). and 

which is also protected from disclosure by the stale secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(I). 

The NSA Defendants further object to Request for Production No. 24 insofar as it 

purports to require them (i) to state whether there exist responsive materials that they are 
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withholding on the basis of the foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and (ii) to 

describe the nature of the materials withheld, if any, on the basis of 50 U.S.C. § 3024(i)(I), 50 

U.S.C. § 3605(a). and/or the state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A). as seeking 

disclosures of information that is itself protected by 50 U.S.C. § 3024(i)(l ). 50 U.S.C. § 3605(a), 

and/or the state secrets privilege. 

Date: January 8, 2018 

CHAD A. READLER 
Acting Assistant Attorney General 

ANTHONY J. COPPOLINO 
Deputy Director 

Isl James J Gilligan 
JAMES J. GILLIGAN 
Special Litigation Counsel 

RODNEY PATTON 
Senior Counsel 

JULIA A. BERMAN 
TIMOTHY A. JOHNSON 
Trial Attorneys 

U.S. Department of Justice 
Civil Division, Federal Programs Branch 
20 Massachusetts Avenue, N.W., Room 6102 
Washington. D.C. 20001 
E-mai I: james.gi lligan@usdoj.gov 
Phone: (202) 514-3358 
Fax: (202) 616-8470 

Counsel for the NSA Defendants 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

_______________________________________ 
 
   WIKIMEDIA FOUNDATION, 
 

   Plaintiff, 
 

v. 
 
   NATIONAL SECURITY AGENCY, et al., 
 

   Defendants. 
_______________________________________ 

 
) 
) 
) 
) 
) 
)  No. 1:15-cv-00662-TSE 
) 
) 
) 
) 
) 

OBJECTIONS AND RESPONSES BY DEFENDANTS 
DEPARTMENT OF JUSTICE AND ATTORNEY GENERAL JEFFERSON B. 

SESSIONS, III, TO 
PLAINTIFF’S FIRST AND SECOND SETS OF REQUESTS FOR ADMISSION 

 
 Pursuant to Rule 36 of the Federal Rules of Civil Procedure and District of Maryland 

Local Rule 104, Defendants Department of Justice (“DOJ”) and Jefferson B. Sessions, III, in his 

official capacity as Attorney General (together, the “DOJ Defendants”), by their undersigned 

attorneys, object and respond as follows to Plaintiff Wikimedia Foundation’s first and second 

sets of Requests for Admission, dated November 7 and 29, 2017, respectively.  

GENERAL OBJECTIONS AND OBJECTIONS TO DEFINITIONS AND 
INSTRUCTIONS 

 
1. The DOJ Defendants object to Plaintiff’s Requests for Admission to the extent, as 

set forth in response to specific requests below, that they are improper attempts to use requests 

for admission as discovery devices, specifically, as interrogatories. 

2. The DOJ Defendants object to Plaintiff’s Requests for Admission to the extent, as 

set forth in response to specific requests below, that they seek information regarding the 

intelligence activities of the National Security Agency (“NSA”), which is absolutely protected 

from disclosure by 50 U.S.C. § 3605(a).  
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3. The DOJ Defendants object to Plaintiff’s Requests for Admission to the extent, as 

set forth in response to specific requests below, they seek information that is irrelevant to 

jurisdictional issues, which are the only matters as to which the Court has authorized discovery 

in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

4. As set forth in response to specific requests below, the DOJ Defendants object to 

the definition of the term “Circuit” as vague and ambiguous insofar as it is meant, by its 

reference to the use of that term in the Privacy and Civil Liberties Oversight Board’s “Report on 

the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act” (the “PCLOB Section 702 Report”) to assign the term “Circuit” a meaning 

other than its ordinary meaning in the telecommunications industry.  The PCLOB is an 

independent agency within the Executive Branch, and the DOJ Defendants do not have 

information regarding what, if anything, that entity intended by the term “Circuit” beyond the 

ordinary meaning of that term within the telecommunications industry as understood by the DOJ 

Defendants. 

5. As set forth in response to specific requests below, the DOJ Defendants object to 

the definition of the term “Internet Transaction” as vague and ambiguous insofar as it is meant, 

by its reference to the use of that term in the PCLOB Section 702 Report, to assign the term 

“Internet Transaction” a meaning other than that understood by the DOJ Defendants.  The 

PCLOB is an independent agency within the Executive Branch, and the DOJ Defendants do not 

have information regarding what, if anything, that entity intended by the term “Internet 

Transaction” beyond the meaning of that term as understood by the DOJ Defendants.   

6. As set forth in response to specific requests below, the DOJ Defendants object to 

the definition of “Review” as compound, unduly burdensome and oppressive, and so vague and 

ambiguous as to render specific requests in which it is used incapable of reasoned response. 
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7.  As set forth in response to specific requests below, the DOJ Defendants object to 

the definition of “Interacted With” as compound, and, insofar as it incorporates the definition of 

“Review,” also as unduly burdensome and oppressive, and so vague and ambiguous as to render 

specific requests in which it is used incapable of reasoned response.   

8. As set forth in response to specific requests below, the DOJ Defendants object to 

Plaintiff’s Requests for Admission to the extent that they seek information that is protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).   

9. The following objections and responses are based upon information currently 

known to the DOJ Defendants, and they reserve the right to supplement or amend their 

objections and responses should additional or different information become available. 

10. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any request or as a waiver of any objection 

or privilege generally.  Inadvertent disclosure or unauthorized disclosure of information subject 

to a claim of privilege shall not be deemed a waiver of such privilege. 

OBJECTIONS AND RESPONSES TO FIRST SET OF REQUESTS FOR ADMISSION 

REQUEST FOR ADMISSION NO. 1:  Admit that there are between 45 and 55 
international submarine cables that carry INTERNET COMMUNICATIONS directly into or 
directly out of the UNITED STATES. 

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 1 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 1 as unduly 

burdensome insofar as it requests that the DOJ Defendants produce information regarding the 

telecommunications infrastructure that is equally available to the Plaintiff as it is to the DOJ 

Defendants from public sources.   
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RESPONSE:  Subject to the objections stated above, and without waiving them, the DOJ 

Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA and Adm. Michael S. Rogers, in his official 

capacity as Director of the NSA (together, the “NSA Defendants”), and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.   

REQUEST FOR ADMISSION NO. 2:  Admit that the international submarine cables 
that carry INTERNET COMMUNICATIONS directly into or directly out of the UNITED 
STATES make landfall at approximately 40 to 45 different landing points within the UNITED 
STATES.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 2 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 2 as unduly 

burdensome and oppressive insofar as it requests that DOJ Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the DOJ Defendants from public sources. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the DOJ 

Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.   

REQUEST FOR ADMISSION NO. 3:  Admit that the INTERNET BACKBONE 
includes international submarine cables that carry INTERNET COMMUNICATIONS into and 
out of the UNITED STATES.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 3 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 
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interrogatory.  The DOJ Defendants further object to Request for Admission No. 3 as unduly 

burdensome and oppressive insofar as it requests that DOJ Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the DOJ Defendants from public sources. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the DOJ 

Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.    

 REQUEST FOR ADMISSION NO. 4:  Admit that the INTERNET BACKBONE 
includes high-capacity terrestrial cables that carry traffic within the UNITED STATES.  

OBJECTION:  The DOJ Defendants object to Request for Admission No. 4 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 4 as unduly 

burdensome and oppressive insofar as it requests that DOJ Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the DOJ Defendants from public sources. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the DOJ 

Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.   

REQUEST FOR ADMISSION NO. 5:   Admit that, in conducting Upstream 
surveillance, the NSA COPIES INTERNET COMMUNICATIONS that are in transit on the 
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INTERNET BACKBONE, prior to RETAINING INTERNET COMMUNICATIONS that 
contain a SELECTOR.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 5 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 5 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1).  

REQUEST FOR ADMISSION NO. 6:  Admit that, in conducting Upstream 
surveillance, the NSA REVIEWS the contents of INTERNET COMMUNICATIONS that are in 
transit on the INTERNET BACKBONE, prior to RETAINING INTERNET 
COMMUNICATIONS that contain a SELECTOR.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 6 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 6 to the extent 

that it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1). 

The DOJ Defendants also object to Request for Admission No. 6 insofar as the definition 

of “Reviews,” by encompassing so many fundamentally different actions, renders this request 

compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of reasoned 

response.   

RESPONSE:  Subject to the objections stated above, and without waiving them, the DOJ 

Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 
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knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.   

REQUEST FOR ADMISSION NO. 7:  Admit that, in conducting Upstream 
surveillance, the NSA COPIES INTERNET COMMUNICATIONS in BULK that are in transit 
on the INTERNET BACKBONE.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 7 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 7 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 8:  Admit that, in conducting Upstream 
surveillance, the NSA REVIEWS the contents of INTERNET COMMUNICATIONS in BULK 
that are in transit on the INTERNET BACKBONE.  

 
 OBJECTION:  The DOJ Defendants object to Request for Admission No. 8 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 8 to the extent 

that it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1). 

 The DOJ Defendants also object to Request for Admission No. 8 insofar as the definition 

of “Reviews,” by encompassing so many fundamentally different actions, renders this request 

compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of reasoned 

response.   
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 RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.   

REQUEST FOR ADMISSION NO. 9:  Admit that, in conducting Upstream 
surveillance, the NSA COPIES INTERNET COMMUNICATIONS that are neither to nor from 
TARGETS, prior to RETAINING INTERNET COMMUNICATIONS that contain a 
SELECTOR.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 9 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 9 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 10:  Admit that, in conducting Upstream 
surveillance, the NSA REVIEWS the contents of INTERNET COMMUNICATIONS that are 
neither to nor from TARGETS, prior to RETAINING INTERNET COMMUNICATIONS that 
contain a SELECTOR.  

 
 OBJECTION:  The DOJ Defendants object to Request for Admission No. 10 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 10 to the extent 

that it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1). 
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 The DOJ Defendants also object to Request for Admission No. 10 insofar as the 

definition of “Reviews,” by encompassing so many fundamentally different actions, renders this 

request compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of 

reasoned response.   

 RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.   

REQUEST FOR ADMISSION NO. 11:  Admit that the NSA does not consider an 
INTERNET COMMUNICATION “collected,” within the meaning of the 2014 NSA 
Minimization Procedures, until after it has REVIEWED the contents of the communication and 
has selected it for RETENTION.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 11 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants also object to Request for Admission No. 11 because what 

the NSA “consider[s]” the collection of an Internet communication to be, within the meaning of 

the 2014 NSA Section 702 Minimization Procedures or otherwise, is irrelevant to jurisdictional 

issues, which are the only matters as to which the Court has authorized discovery in this case.  

See October 3, 2017, Order, ECF No. 117 at 1. 

 The DOJ Defendants also object to Request for Admission No. 11 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).  Finally, the 

DOJ Defendants object to Request for Admission No. 11 insofar as the definition of “Reviews,” 
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by encompassing so many fundamentally different actions, renders this request compound, 

unduly burdensome and oppressive, vague and ambiguous, and incapable of reasoned response.   

RESPONSE:    Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.   

REQUEST FOR ADMISSION NO. 12:  Admit that, in the course of Upstream 
surveillance, the NSA RETAINS WHOLLY DOMESTIC COMMUNICATIONS.  

 
 OBJECTION:  The DOJ Defendants object to Request for Admission No. 12 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 12 because it 

seeks information that is irrelevant to jurisdictional issues, which are the only matters as to which 

the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the DOJ 

Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.   

REQUEST FOR ADMISSION NO. 13:  Admit that the NSA conducts Upstream 
surveillance on multiple INTERNET BACKBONE CIRCUITS.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 13 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants further object to Request for Admission No. 13 on the 
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grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 14:  Admit that the NSA conducts Upstream 
surveillance on multiple “international Internet link[s],” as that term is used by the government 
in its submission to the Foreign Intelligence Surveillance Court, titled “Government’s Response 
to the Court’s Briefing Order of May 9, 2011,” and filed on June 1, 2011, see [Redacted], 2011 
WL 10945618, at *15 (FISC Oct. 3, 2011).  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 14 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants also object to Request for Admission No. 14 on the ground 

that it attributes the phrase “international Internet link” to a Government document when in fact 

the phrase is taken from an opinion of the Foreign Intelligence Surveillance Court (“FISC”) that 

does not purport to quote directly from the referenced Government document.  See [Redacted], 

2011 WL 10945618, at *15 (FISC Oct. 3, 2011).  Whether the phrase “international Internet 

link” is contained within the referenced Government document is information (which can be 

neither confirmed nor denied) that is protected from disclosure by the state secrets privilege and 

the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

The DOJ Defendants further object to Request for Admission No. 14 on the grounds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(1). 
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REQUEST FOR ADMISSION NO. 15:  Admit that the NSA conducts Upstream 
surveillance at multiple INTERNET BACKBONE “chokepoints” or “choke points” (as that term 
is used by YOU).  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 15 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The DOJ Defendants also object to Request for Admission No. 15 as vague and 

ambiguous insofar as it does not specify where or in what context the DOJ Defendants allegedly 

used the term “chokepoints” or “choke points.”  To the extent that Plaintiff’s reference to that 

term alludes to what is described in the Amended Complaint as an “NSA slide,” see Am. 

Compl., ¶ 68, the DOJ Defendants object to this Request for Admission as implicitly seeking 

information (which can be neither confirmed nor denied) regarding the authenticity of the 

purported slide, and which is also absolutely protected from disclosure by 50 U.S.C. § 3605(a), 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1). 

The DOJ Defendants further object to Request for Admission No. 15 on the grounds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 16:  Admit that the document attached hereto as 
Exhibit A, titled “Why are we interested in HTTP?,” is a true and correct excerpted copy of a 
genuine document.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 16 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit A “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit A as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 16 on the grounds that it seeks information 
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(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 17:  Admit that the statements within the document 
attached hereto as Exhibit A were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 17 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit A as evidence of intelligence activities allegedly conducted by the NSA, on the grounds 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 18:  Admit that statements within the document 
attached hereto as Exhibit A were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 18 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit A as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 19:  Admit that the document attached hereto as 
Exhibit B, titled “Fingerprints and Appids,” and “Fingerprints and Appids (more),” is a true and 
correct excerpted copy of a genuine document.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 19 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit B “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 
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authenticity of Exhibit B as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 19 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 20:  Admit that the statements within the document 
attached hereto as Exhibit B were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

OBJECTION:  The DOJ Defendants object to Request for Admission No. 20 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit B as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 21:  Admit that statements within the document 
attached hereto as Exhibit B were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 21 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit B as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 22:  Admit that the document attached hereto as 
Exhibit C, “Seven Access Sites—International ‘Choke Points’,” is a true and correct excerpted 
copy of a genuine document.  
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OBJECTION:  The DOJ Defendants object to Request for Admission No. 22 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit C “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit C as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 22 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 23:  Admit that the statements within the document 
attached hereto as Exhibit C were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 23 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit C as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 24:  Admit that statements within the document 
attached hereto as Exhibit C were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 24 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit C as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 
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REQUEST FOR ADMISSION NO. 25:  Admit that the document attached hereto as 
Exhibit D, titled “SSO’s Support to the FBI for Implementation of their Cyber FISA Orders,” is a 
true and correct copy of a genuine document.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 25 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit D “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit D as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 25 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 26:  Admit that the statements within the document 
attached hereto as Exhibit D were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 26 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit D as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 27:  Admit that statements within the document 
attached hereto as Exhibit D were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 27 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit D as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 
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from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 28:  Admit that the document attached hereto as 
Exhibit E, titled “Procedures Used by the National Security Agency for Targeting Non-United 
States Persons Reasonably Believed to be Located Outside the United States to Acquire Foreign 
Intelligence Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 
1978, as Amended” and dated July 28, 2009 (the “NSA Targeting Procedures”) is a true and 
correct copy of a genuine document.  

OBJECTION:  To the extent that Plaintiff seeks to establish the authenticity of 

Exhibit E as evidence of targeting procedures allegedly used by the NSA in 2009, the DOJ 

Defendants object to Request for Admission No. 28 (i) as irrelevant to jurisdictional issues, 

which are the only matters as to which the Court has authorized discovery in this case, see 

October 3, 2017, Order, ECF No. 117 at 1, (ii) as irrelevant, in particular, to Plaintiff’s standing 

to seek prospective relief, and (iii) on the ground that it seeks information (which can be neither 

confirmed nor denied) that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 29:  Admit that the statements within the document 
attached hereto as Exhibit E were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  To the extent Plaintiff seeks to establish the admissibility of statements 

made in Exhibit E as evidence of intelligence activities allegedly conducted by the NSA in 2009, 

the DOJ Defendants object to Request for Admission No. 29 as irrelevant and on the grounds 

that it seeks information (which can be neither confirmed nor denied) that is protected from 

disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) 

and 50 U.S.C. §  3605(a). 

REQUEST FOR ADMISSION NO. 30:  Admit that statements within the document 
attached hereto as Exhibit E were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  
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OBJECTION:  To the extent Plaintiff seeks to establish the admissibility of statements 

made in Exhibit E as evidence of intelligence activities allegedly conducted by the NSA in 2009, 

the DOJ Defendants object to Request for Admission No. 30 as irrelevant and on the grounds 

that it seeks information (which can be neither confirmed nor denied) that is protected from 

disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) 

and 50 U.S.C. §  3605(a). 

REQUEST FOR ADMISSION NO. 31:  Admit that the document attached hereto as 
Exhibit F, titled “Minimization Procedures Used by the National Security Agency in Connection 
with Acquisitions of Foreign Intelligence Information Pursuant to Section 702 of the Foreign 
Intelligence Surveillance Act of 1978, As Amended,” dated July 2014, and available at 
https://www.dni.gov/files/documents/
0928/2014%20NSA%20702%20Minimization%20Procedures.pdf, is a true and correct copy of a 
genuine document.  

 
 OBJECTION:  The DOJ Defendants object to Request for Admission No. 31 as 

irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Subject to the objection stated above, and without waiving it, the DOJ 

Defendants admit that Exhibit 1 to the NSA Defendants’ responses to these requests is a true and 

correct (public) copy of the “Minimization Procedures Used by the National Security Agency in 

Connection with Acquisitions of Foreign Intelligence Information Pursuant to Section 702 of the 

Foreign Intelligence Surveillance Act of 1978, As Amended,” dated July 2014, and available at 

https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20Minimization%20Procedu

res.pdf.  

REQUEST FOR ADMISSION NO. 32:  Admit that the statements within the document 
attached hereto as Exhibit F were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  
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OBJECTION:  The DOJ Defendants object to Request for Admission No. 32 as 

irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Subject to the objection stated above, and without waiving it, the DOJ 

Defendants admit that the 2014 NSA Section 702 Minimization Procedures, Exhibit 1 to the 

NSA Defendants’ responses to these requests, were adopted by the Attorney General of the 

United States, in consultation with the Director of National Intelligence, as attested by the 

Attorney General’s signature thereto. 

REQUEST FOR ADMISSION NO. 33:  Admit that statements within the document 
attached hereto as Exhibit F were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 33 as 

irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Subject to the objection stated above, and without waiving it, the DOJ 

Defendants admit that the 2014 NSA Section 702 Minimization Procedures, Exhibit 1 to the 

NSA Defendants’ responses to these requests, were adopted by the Attorney General of the 

United States in consultation with the Director of National Intelligence, as attested by the 

Attorney General’s signature thereto. 

 
OBJECTIONS AND RESPONSES TO SECOND SET OF REQUESTS FOR ADMISSION  

 
REQUEST FOR ADMISSION NO. 34:  Admit that, in conducting Upstream 

surveillance, the NSA has COPIED at least one WIKIMEDIA INTERNET 
COMMUNICATION.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 34 on the 

grounds that it seeks information (which can be neither confirmed nor denied) that is protected 
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from disclosure by the state secrets privilege and the statutory privilege under 50 U.S.C. 

§ 3024(i)(1).  The DOJ Defendants further object to Request for Admission No. 34 on the 

grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a). 

 
REQUEST FOR ADMISSION NO. 35:  Admit that, in conducting Upstream 

surveillance, the NSA has REVIEWED the content of at least one WIKIMEDIA INTERNET 
COMMUNICATION.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 35 on the 

grounds that it seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privilege under 50 U.S.C. 

§  3024(i)(1).  The DOJ Defendants further object to Request for Admission No. 35 on the 

grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a). 

The DOJ Defendants also object to Request for Admission No. 35 insofar as the 

definition of “Review[ed],” by encompassing so many fundamentally different actions, renders 

this request compound, unduly burdensome and oppressive, vague and ambiguous, and incapable 

of reasoned response. 

REQUEST FOR ADMISSION NO. 36:  Admit that, in conducting Upstream 
surveillance, the NSA has RETAINED at least one WIKIMEDIA INTERNET 
COMMUNICATION.  

 
OBJECTION:  The DOJ Defendants object to Request for Admission No. 36 on the 

grounds that it seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privilege under 50 U.S.C. 

§  3024(i)(1).  The DOJ Defendants further object to Request for Admission No. 36 on the 
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grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a). 

Dated:  January 8, 2018 
 
 

CHAD A. READLER 
Acting Assistant Attorney General 
 
ANTHONY J. COPPOLINO 
Deputy Branch Director 
 
JAMES J. GILLIGAN 
Special Litigation Counsel 
 
/s/ Rodney Patton 
RODNEY PATTON 
Senior Trial Counsel 
 
JULIA A. BERMAN 
TIMOTHY A. JOHNSON 
Trial Attorneys 
 
U.S Department of Justice 
Civil Division, Federal Programs Branch 
20 Massachusetts Ave., N.W., Room 6102 
Washington, D.C.  20001 
Phone:  (202) 305-7919 
Fax:  (202) 616-8470 
Email:  rodney.patton@usdoj.gov 
 
Counsel for Defendants Department of Justice 
and Attorney General Jefferson B. Sessions, III, 
in His Official Capacity 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

_______________________________________ 
 
   WIKIMEDIA FOUNDATION, 
 

   Plaintiff, 
 

v. 
 
   NATIONAL SECURITY AGENCY, et al., 
 

   Defendants. 
_______________________________________ 

 
) 
) 
) 
) 
) 
)  No. 1:15-cv-00662-TSE 
) 
) 
) 
) 
) 

OBJECTIONS AND RESPONSES BY DEFENDANTS 
DEPARTMENT OF JUSTICE AND ATTORNEY GENERAL JEFFERSON B. 

SESSIONS, III,  
          TO PLAINTIFF’S INTERROGATORIES           

 
 Pursuant to Rule 33 of the Federal Rules of Civil Procedure and District of Maryland 

Local Rule 104, Defendants Department of Justice (“DOJ”) and Jefferson B. Sessions, III, in his 

official capacity as Attorney General (together, the “DOJ Defendants”), by their undersigned 

attorneys, object and respond as follows to Plaintiff Wikimedia Foundation’s Interrogatories, 

dated November 7, 2017.  

GENERAL OBJECTIONS AND 
OBJECTIONS TO DEFINITIONS AND INSTRUCTIONS  

 
1. The DOJ Defendants object to Plaintiff’s Interrogatories to the extent, as set forth 

in response to specific interrogatories below, that they seek information regarding the activities 

of the National Security Agency (“NSA”), which is absolutely protected from disclosure by the 

statutory privilege under 50 U.S.C. § 3605(a).  

2. The DOJ Defendants object to Plaintiff’s Interrogatories to the extent, as set forth 

in response to specific interrogatories below, they seek information that is irrelevant to 

jurisdictional issues, which are the only matters as to which the Court has authorized discovery 

in this case.  See October 3, 2017, Order, ECF No. 117 at 1.  
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3. As set forth in response to each interrogatory below, the DOJ Defendants object 

to the definition of the term “Describe” to the extent it calls for “identification of all persons, 

communications, acts, transactions, events, agreements, recommendations, and Documents used, 

necessary, or desirable to support [the DOJ Defendants’ narrative statement]” on the grounds that 

it is unduly burdensome and oppressive, and vague and ambiguous. 

4. As set forth in response to specific interrogatories below, the DOJ Defendants 

object to the definition of the term “Circuit” as vague and ambiguous insofar as it is meant, by its 

reference to the use of that term in the Privacy and Civil Liberties Oversight Board’s “Report on 

the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act” (the “PCLOB Section 702 Report”) to assign the term “Circuit” a meaning 

other than its ordinary meaning in the telecommunications industry.  The PCLOB is an 

independent agency within the Executive Branch, and the DOJ Defendants do not have 

information regarding what, if anything, that entity intended by the term “Circuit” beyond the 

ordinary meaning of that term within the telecommunications industry as understood by the DOJ 

Defendants. 

5. As set forth in response to specific interrogatories below, the DOJ Defendants 

object to the definition of the term “Internet Transaction” as vague and ambiguous insofar as it is 

meant, by its reference to the use of that term in the PCLOB Section 702 Report, to assign the 

term “Internet Transaction” a meaning other than that understood by the DOJ Defendants.  The 

PCLOB is an independent agency within the Executive Branch, and the DOJ Defendants do not 

have information regarding what, if anything, that entity intended by the term “Internet 

Transaction” beyond the meaning of that term as understood by the DOJ Defendants. 

6. As set forth in response to specific interrogatories below, the DOJ Defendants 

object to the definition of the term “Review” as compound, unduly burdensome and oppressive, 
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and so vague and ambiguous as to render the specific requests in which it is used incapable of 

reasoned response. 

7. As set forth in response to specific interrogatories below, the DOJ Defendants 

object to the definition of the term “Interacted With” as compound, and, insofar as it incorporates 

the definition of “Review,” also as unduly burdensome and oppressive, and so vague and 

ambiguous as to render the specific interrogatories in which it is used incapable of reasoned 

response.   

8. As set forth in response to specific interrogatories below, the DOJ Defendants 

object to Plaintiff’s Interrogatories to the extent that they seek information that is protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).   

9. As set forth in response to specific interrogatories below, the DOJ Defendants 

object to Instruction No. 3 in Plaintiff’s Interrogatories to the extent that identification or 

description of each document or oral communication as to which privilege is claimed would 

itself divulge privileged information. 

10. The DOJ Defendants object to Plaintiff’s Interrogatories to the extent that they 

seek information not involving the NSA’s Upstream Internet acquisition techniques as 

authorized by Section 702 of the Foreign Intelligence Surveillance Act (“FISA”), 50 U.S.C. § 

1881a.  In formulating these answers, the DOJ Defendants have limited the scope of their inquiry 

of knowledgeable persons, as well as their searches of appropriate records, to those persons and 

records reasonably calculated to possess information involving the NSA’s Upstream Internet 

acquisition techniques as authorized by Section 702 of the FISA. 

11. The following objections and responses are based upon information currently 

known to the DOJ Defendants, and they reserve the right to supplement or amend their 

objections and responses should additional or different information become available. 
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12. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any interrogatory or as a waiver of any 

objection or privilege generally.  Inadvertent disclosure or unauthorized disclosure of 

information subject to a claim of privilege shall not be deemed a waiver of such privilege. 

OBJECTIONS AND RESPONSES TO INTERROGATORIES 

INTERROGATORY NO. 1:   DESCRIBE YOUR understanding of the definition of the 
term “international Internet link” as used by the government in its submission to the Foreign 
Intelligence Surveillance Court— titled “Government’s Response to the Court’s Briefing Order 
of May 9, 2011,” and filed on June 1, 2011, see [Redacted], 2011 WL 10945618, at *15 (FISC 
Oct. 3, 2011)—and provide all information supporting that understanding. 

 
OBJECTION:  The DOJ Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 1 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

                The DOJ Defendants also object to Interrogatory No. 1 on the ground that it attributes 

the phrase “international Internet link” to a Government document when in fact the phrase is 

taken from an opinion of the Foreign Intelligence Surveillance Court that does not purport to 

quote directly from the referenced Government document.  See [Redacted], 2011 WL 10945618, 

at *15 (FISC Oct. 3, 2011).  Whether the phrase “international Internet link” is contained within 

the referenced Government document is information (which can be neither confirmed nor 

denied) that is protected from disclosure by the state secrets privilege and the statutory privileges 

under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).         

                The DOJ Defendants further object to Interrogatory No. 1 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 
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term ‘international Internet link’]” is unduly burdensome and oppressive, and in the context of 

this interrogatory so vague and ambiguous as to be incapable of reasoned response. 

                Finally, to the extent that Interrogatory No. 1 seeks classified information about 

alleged NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 1 on the 

ground that it seeks information that is protected from disclosure by the state secrets privilege 

and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The DOJ 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges.  

INTERROGATORY NO. 2:   DESCRIBE YOUR understanding of the definition of the 
term “circuit” as used at pages 36 to 37 of the PCLOB Report, and provide all information 
supporting that understanding, including but not limited to all information furnished by 
DEFENDANTS to the Privacy and Civil Liberties Oversight Board concerning this term.  

 
OBJECTION:  The DOJ Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the DOJ 

Defendants’ narrative statement]” in response to Interrogatory No. 2 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

 The DOJ Defendants also object to Interrogatory No. 2 on the grounds that the instruction 

to “provide all information supporting [their] understanding [of the definition of the term 

‘circuit’]” is unduly burdensome and oppressive, and in the context of this interrogatory so vague 

and ambiguous as to be incapable of reasoned response.   

 The DOJ Defendants further object to this interrogatory on the ground that the PCLOB is 

an independent agency within the Executive Branch, and the DOJ Defendants do not have 

information regarding what, if anything, that entity intended by the term “circuit” beyond the 
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ordinary meaning of that term within the telecommunications industry as understood by the DOJ 

Defendants. 

Finally, to the extent that Interrogatory No. 2 seeks classified information about alleged 

NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 2 on the grounds that 

it seeks information  that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The DOJ Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants do not have any additional knowledge or information regarding the subject 

matter of this interrogatory beyond that set forth in the NSA Defendants’ answer to this 

interrogatory or the PCLOB’s Section 702 Report itself.  Thus, the DOJ Defendants refer 

Plaintiff to the PCLOB’s Section 702 Report and to the NSA Defendants’ response to this 

interrogatory. 

INTERROGATORY NO. 3:   DESCRIBE YOUR understanding of the definition of the 
term “filtering mechanism” as used at pages 10 and 47–48 of the Brief for Defendants–
Appellees, Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all 
information supporting that understanding.  

 
OBJECTION:  The DOJ Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the DOJ 

Defendants’ narrative statement]” in response to Interrogatory No. 3 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 
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The DOJ Defendants further object to Interrogatory No. 3 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘filtering mechanism’]” is unduly burdensome and oppressive, and in the context of this 

interrogatory so vague and ambiguous as to be incapable of reasoned response. 

Finally, to the extent that Interrogatory No. 3 seeks classified information about alleged 

NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 3 on the grounds that 

it seeks information  that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The DOJ Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 

terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.  

Thus, the DOJ Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory.    

INTERROGATORY NO. 4:   DESCRIBE YOUR understanding of the definition of the 
term “scanned” as used at page 10 of the Memorandum in Support of Defendants’ Motion to 
Dismiss the First Amended Complaint, Wikimedia Foundation v. NSA, No. 15-cv-662-TSE (D. 
Md. Aug. 6, 2015), and provide all information supporting that understanding.  

 
OBJECTION:  The DOJ Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the DOJ 

Defendants’ narrative statement]” in response to Interrogatory No. 4 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 
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The DOJ Defendants further object to Interrogatory No. 4 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘scanned’]” is unduly burdensome and oppressive, and in the context of this interrogatory 

so vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 4 seeks classified information about alleged 

NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 4 on the grounds that 

it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The DOJ Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 

terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.    

Thus, the DOJ Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory.    

INTERROGATORY NO. 5:   DESCRIBE YOUR understanding of the definition of the 
term “screen” as used at page 48 of the Brief for Defendants–Appellees, Wikimedia Foundation 
v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information supporting that 
understanding.  

 
OBJECTION:  The DOJ Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the DOJ 

Defendants’ narrative statement]” in response to Interrogatory No. 5 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 
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The DOJ Defendants further object to Interrogatory No. 5 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘screen’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 5 seeks classified information about alleged 

NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 5 on the grounds that 

it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The DOJ Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 

terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.    

Thus, the DOJ Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory.   

INTERROGATORY NO. 6:   DESCRIBE YOUR understanding of the definition of the 
term “discrete communication” as used in the 2014 NSA Minimization Procedures, and provide 
all information supporting that understanding.  

 
OBJECTION:  The DOJ Defendants object to Interrogatory No. 6 on the grounds that it 

seeks information that is irrelevant to jurisdictional issues, which are the only matters as to which 

the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1.  

The DOJ Defendants also object to the definition of the term “Describe” to the extent it calls for 

“identification of all persons, communications, acts, transactions, events, agreements, 

recommendations, and Documents used, necessary, or desirable to support [the DOJ Defendants’ 
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narrative statement]” in response to Interrogatory No. 6 on the grounds that it is unduly 

burdensome and oppressive, and vague and ambiguous. 

The DOJ Defendants further object to Interrogatory No. 6 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘discrete communication’]” is unduly burdensome and oppressive, and in the context of this 

interrogatory so vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 6 seeks classified information about alleged 

NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 6 on the grounds that 

it seeks information (which can be neither confirmed nor denied) that is protected from 

disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) 

and 50 U.S.C. § 3605(a).  The DOJ Defendants also object to any instruction or purported 

requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify and/or describe information withheld on 

this basis as unduly burdensome and oppressive and itself calling for information protected by 

these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that set forth in the NSA Defendants’ answer to 

this interrogatory.  Thus, the DOJ Defendants refer Plaintiff to the NSA Defendants’ response to 

this interrogatory.   

INTERROGATORY NO. 7:   DESCRIBE YOUR understanding of all features that a 
series of INTERNET PACKETS comprising an “Internet transaction” has in common, as the 
term “Internet transaction” is used in at page 10 n.3 of the Brief for Defendants–Appellees, 
Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding. For example, the INTERNET PACKETS comprising an “Internet 
transaction” might share source and destination IP addresses, source and destination ports, and 
protocol type (albeit with the source and destination IP addresses and ports reversed for packets 
flowing in the opposite direction).  
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OBJECTION:  DOJ Defendants object to the definition of the term “Describe” to the 

extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the DOJ 

Defendants’ narrative statement]” in response to Interrogatory No. 7 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The DOJ Defendants further object to Interrogatory No. 7 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the ‘features that a 

series of Internet packets comprising an “Internet transaction” has in common’]” is unduly 

burdensome and oppressive, and in the context of this interrogatory so vague and ambiguous as 

to be incapable of reasoned response. 

Finally, the DOJ Defendants object to Interrogatory No. 7 on the ground that it seeks 

classified information about alleged NSA intelligence activities that is protected from disclosure 

by the state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 

U.S.C. § 3605(a).  The DOJ Defendants object to any instruction or purported requirement, see 

Fed. R. Civ. P. 26(b)(5)(A), to identify and/or describe information withheld on this basis as 

unduly burdensome and oppressive and itself calling for information protected by these 

privileges. 

INTERROGATORY NO. 8:   DESCRIBE YOUR understanding of the definitions of the 
terms “single communication transaction” and “multi-communication transaction” as used by the 
government in its submission to the Foreign Intelligence Surveillance Court, filed on August 16, 
2011, and provide all information supporting that understanding. See [Redacted], 2011 WL 
10945618, at *9 (FISC Oct. 3, 2011).  

 
OBJECTION:  The DOJ Defendants object to Interrogatory No. 8 on the grounds that it 

seeks information that is irrelevant to jurisdictional issues, which are the only matters as to which 

the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

The DOJ Defendants also object to the definition of the term “Describe” to the extent it calls for 
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“identification of all persons, communications, acts, transactions, events, agreements, 

recommendations, and Documents used, necessary, or desirable to support [the DOJ Defendants’ 

narrative statement]” in response to Interrogatory No. 8 on the grounds that it is unduly 

burdensome and oppressive, and vague and ambiguous.   

The DOJ Defendants also object to Interrogatory No. 8 as vague and ambiguous insofar 

as it attributes the phrase “single communication transaction” to a Government document when 

in fact the phrase is taken from an opinion of the Foreign Intelligence Surveillance Court that 

does not purport to quote directly from the referenced Government document.  See [Redacted], 

2011 WL 10945618, at *9 (FISC Oct. 3, 2011).  

The DOJ Defendants further object to Interrogatory No. 8 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the terms ‘single 

communication transaction’ and ‘multi-communication transaction’]” is unduly burdensome and 

oppressive, and in the context of this interrogatory so vague and ambiguous as to be incapable of 

reasoned response. 

Finally, to the extent that Interrogatory No. 8 seeks classified information about alleged 

NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 8 on the grounds that 

it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The DOJ Defendants 

also object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that set forth in the NSA Defendants’ answer to 
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this interrogatory.  Thus, the DOJ Defendants refer Plaintiff to the NSA Defendants’ response to 

this interrogatory.    

INTERROGATORY NO. 9:   DESCRIBE YOUR understanding of the definitions of the 
terms “access” and “larger body of international communications” as used at page 10 of the Brief 
for Defendants–Appellees, Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), 
and provide all information supporting that understanding.  

 
OBJECTION:  The DOJ Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the DOJ 

Defendants’ narrative statement]” in response to Interrogatory No. 9 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The DOJ Defendants further object to Interrogatory No. 9 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the terms ‘access’ and 

‘larger body of international communications’]” is unduly burdensome and oppressive, and in the 

context of this interrogatory so vague and ambiguous as to be incapable of reasoned response. 

Finally, to the extent that Interrogatory No. 9 seeks classified information about alleged 

NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 9 on the grounds that 

it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The DOJ Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 
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terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.  

Thus, the DOJ Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory.  

 INTERROGATORY NO. 10:  DESCRIBE YOUR understanding of the definition of 
the term “acquired” as used at page 10 of the Brief for Defendants–Appellees, Wikimedia 
Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding.  

 
OBJECTION:  The DOJ Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the DOJ 

Defendants’ narrative statement]” in response to Interrogatory No. 10 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The DOJ Defendants further object to Interrogatory No. 10 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the term ‘acquired’]” 

is unduly burdensome and oppressive, and in the context of this interrogatory so vague and 

ambiguous as to be incapable of reasoned response. 

Finally, to the extent that Interrogatory No. 10 seeks classified information about alleged 

NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 10 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The DOJ Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome or oppressive and itself 

calling for information protected by these privileges. 

 RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 
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terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.  

Thus, the DOJ Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory.   

INTERROGATORY NO. 11:  DESCRIBE YOUR understanding of the definition of the 
term “collection” as used at page 10 n.3 of the Brief for Defendants–Appellees, Wikimedia 
Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding.  

 
OBJECTION:  The DOJ Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the DOJ 

Defendants’ narrative statement]” in response to Interrogatory No. 11 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The DOJ Defendants further object to Interrogatory No. 11 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the term 

‘collection’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response. 

Finally, to the extent that Interrogatory No. 11 seeks classified information about alleged 

NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 11 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The DOJ Defendants 

object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to identify 

and/or describe information withheld on this basis as unduly burdensome and oppressive and 

itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 
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terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.  

Thus, the DOJ Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory.   

INTERROGATORY NO. 12:  DESCRIBE YOUR understanding of the definition of 
the term “Internet ‘backbone’” as used at page 1 of the Brief for Defendants–Appellees, 
Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding.  

 
OBJECTION:  The DOJ Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the DOJ 

Defendants’ narrative statement]” in response to Interrogatory No. 12 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The DOJ Defendants further object to Interrogatory No. 12 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the term ‘Internet 

‘backbone’’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response. 

Finally, to the extent that Interrogatory No. 12 seeks classified information about alleged 

NSA intelligence activities, the DOJ Defendants object to Interrogatory No. 12 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The DOJ Defendants 

also object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

DOJ Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that set forth in the NSA Defendants’ answer to 
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this interrogatory.  Thus, the DOJ Defendants refer Plaintiff to the NSA Defendants’ response to 

this interrogatory.   

INTERROGATORY NO. 13:  DESCRIBE in detail all steps taken by the NSA to 
PROCESS communications in the course of Upstream surveillance.  

 
OBJECTION:  The DOJ Defendants object to Interrogatory No. 13 on the grounds that 

it seeks information that is irrelevant to jurisdictional issues, which are the only matters as to 

which the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 

at 1.  The DOJ Defendants object to the definition of the term “Describe” to the extent it calls for 

“identification of all persons, communications, acts, transactions, events, agreements, 

recommendations, and Documents used, necessary, or desirable to support [the DOJ Defendants’ 

narrative statement]” in response to Interrogatory No. 13 on the grounds that it is unduly 

burdensome and oppressive, and vague and ambiguous. 

Finally, the DOJ Defendants object to Interrogatory No. 13 on the ground that it seeks 

information about alleged NSA intelligence activities  that is protected from disclosure by the 

state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 

3605(a).  The DOJ Defendants object to any instruction or purported requirement, see Fed. R. 

Civ. P. 26(b)(5)(A), to identify and/or describe information withheld on this basis as unduly 

burdensome and oppressive and itself calling for information protected by these privileges. 

INTERROGATORY NO. 14:  DESCRIBE the entire process by which, pursuant to 
Upstream surveillance, the contents of INTERNET COMMUNICATIONS are INTERACTED 
WITH.  

 
OBJECTION:  The DOJ Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the DOJ 

Defendants’ narrative statement]” in response to Interrogatory No. 14 on the grounds that it is 
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unduly burdensome and oppressive, and vague and ambiguous.  The DOJ Defendants also object 

to the definition of “Interacted With” as compound, and, insofar as it incorporates the definition 

of “Review,” also as unduly burdensome and oppressive, and so vague and ambiguous as to 

render this interrogatory incapable of reasoned response.   

 The DOJ Defendants further object to Interrogatory No. 14 to the extent grounds that it 

seeks information that is irrelevant to jurisdictional issues, which are the only matters as to which 

the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1.  

 Finally, the DOJ Defendants object to Interrogatory No. 14 on the ground that it seeks 

information about alleged NSA intelligence activities  that is protected from disclosure by the 

state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 

3605(a).  The DOJ Defendants object to any instruction or purported requirement, see Fed. R. 

Civ. P. 26(b)(5)(A), to identify and/or describe information withheld on this basis as unduly 

burdensome and oppressive and itself calling for information protected by these privileges.  

Dated:  January 8, 2018 
 
 

CHAD A. READLER 
Acting Assistant Attorney General 
 
ANTHONY J. COPPOLINO 
Deputy Branch Director 
 
JAMES J. GILLIGAN 
Special Litigation Counsel 
 
/s/ Rodney Patton 
RODNEY PATTON 
Senior Trial Counsel 
 
JULIA A. BERMAN 
CAROLINE J. ANDERSON 
TIMOTHY A. JOHNSON 
Trial Attorneys 
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U.S Department of Justice 
Civil Division, Federal Programs Branch 
20 Massachusetts Ave., N.W., Room 6102 
Washington, D.C.  20001 
Phone:  (202) 305-7919 
Fax:  (202) 616-8470 
Email:  rodney.patton@usdoj.gov 
 
Counsel for Defendants Department of Justice 
and Attorney General Jefferson B. Sessions, III, 
in His Official Capacity 
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Pursuant to 28 U.S.C. § 1746.1, G. BRAD!.F.Y WEINSHF.IMER., declare under penalty 

of perjury that the foregoing answers to PlaintiffWikimedia's Interrogatories are true and correct 

to the best of my knowledge and belici~ based on my personal knowledge and information made 

available to me in the course of my duties and responsibilities as the Acting Chief of Stafl' and 

the Director of Risk Management and Strategy for the National Security Division, United States 

Department of Justice. 

Executed this ~ay of January, 2018 

Acting ief of Staff and Director of 
Risk Management and Strategy 

National Security Division 
United States Depart1nent of Justice 
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IN THE UNITED ST ATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

WIKIMEDIA FOUNDATIO , 

Plaintiff, 

V. 

NATIONAL SECURITY AGENCY, et al. , 

Defendants. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

~~~~~~~~~~~~~~~~) 

No. l 5-cv-00662-TSE 

OBJECTIONS AND RESPONSES OF DEFENDANTS 
DEPARTMENT OF JUSTICE AND JEFFERSON B. SESSIONS, III, TO PLAINTIFF'S 
FIRST AND SECOND SETS OF REQUESTS FOR PRODUCTION OF DOCUMENTS 

Pursuant to Rule 34 of the Federal Rules of Civil Procedure and District of Maryland Local 

Rule I 04, Defendants Department of Justice ("DOJ") and Jefferson B. Sessions, III , in his official 

capacity as Attorney General (together, the "DOJ Defendants"), by their undersigned attorneys, 

object and respond as follows to Plaintiff Wikimedia Foundation's Request for Production of 

Documents and Second Set of Requests for Production of Documents, dated November 7 and 29, 

2017, respectively. 

GENERAL OBJECTIONS AND OBJECTIONS TO DEFINITIONS AND 
INSTRUCTIONS 

I. The DOJ Defendants object to Plaintiff's Requests for Production of Documents to 

the extent, as set forth in response to specific requests below, that they seek information regarding 

the intelligence activities of the National Security Agency ("NSA"), which is absolutely protected 

from disclosure by 50 U.S.C. § 3605(a). 

2. The DOJ Defendants object to Plaintiffs Requests for Production of Documents to 

the extent, as set forth in response to specific requests below, they seek information that is 
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irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case. See October 3, 2017, Order, ECF No. 117 at 1. 

3. As set forth in response to specific requests below, the DOJ Defendants object to 

the definition of the term "Circuit" as vague and ambiguous insofar as it is meant, by its reference 

to the use of that term in the Privacy and Civil Liberties Oversight Board's "Report on the 

Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence Surveillance 

Act'" (the "PCLOB Section 702 Report"), to assign the term "Circuit" a meaning other than its 

ordinary meaning in the telecommunications industry. The PCLOB is an independent agency 

within the Executive Branch, and the DOJ Defendants do not have information regarding what, if 

anything, that entity intended by the term "Circuit'" beyond the ordinary meaning of that term 

within the telecommunications industry as understood by the DOJ Defendants. 

4. As set forth in response to specific requests below, the DOJ Defendants object to 

the definition of the term " Internet Transaction" as vague and ambiguous insofar as it is meant, by 

its reference to the use of that term in the PC LOB Section 702 Report, to assign the term " Internet 

Transaction" a meaning other than that understood by the DOJ Defendants. The PCLOB is an 

independent agency within the Executive Branch, and the DOJ Defendants do not have information 

regarding what, if anything, that entity intended by the term "Internet Transaction" beyond the 

meaning of that term as understood by the DOJ Defendants. 

5. As set forth in response to specific requests below, the DOJ Defendants object to 

the definition of "Review" as compound, unduly burdensome and oppressive, and so vague and 

ambiguous as to render the specific requests in which it is used incapable of reasoned response. 

6. As set forth in response to specific requests below, the DOJ Defendants object to 

the definition of "Interacted With" as compound, and, insofar as it incorporates the definition of 

"Review," also as unduly burdensome and oppressive, and so vague and ambiguous in the context 
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of specific requests as to render the specific requests in which it is used incapable of reasoned 

response. 

7. As set forth in response to specific requests below, the DOJ Defendants object to 

Plaintiffs Requests for Production of Documents to the extent that they seek information that is 

protected from disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. 

§ 3024(i)(l). 

8. As set forth in response to specific requests below, the DOJ Defendants object to 

Instruction No. 9 in Plaintiffs Requests for Production of Documents, regarding the preparation of 

a privilege log, to the extent that providing the requested information as to each document for 

which privilege is claimed would itself divulge privileged information. 

9. The fo llowing objections and responses are based upon information currently 

known to the DOJ Defendants, and they reserve the right to supplement or amend their objections 

and responses should additional or different info rmation become available. 

I 0. The DOJ Defendants object to Plaintiffs Requests for Production of Documents to 

the extent that any of them seeks the production of any documents or information not specifically 

involving the acquisition oflnternet transactions through the use ofNSA's Upstream Internet 

acquisition techniques pursuant to Section 702 of the Foreign Intelligence Surveillance Act 

("FISA"), 50 U.S.C. § 188l a. In formulating these responses to Plaintifrs Requests for Production 

of Documents, the DOJ Defendants have limited the scope of their inquiry of knowledgeable 

persons, as well as their searches of appropriate records, to those persons and records reasonably 

calculated to possess information and documents specifically involving the acquisition of Internet 

transactions through the use ofNSA's Upstream Internet acquisition techniques pursuant to 

Section 702 of the FISA. 
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11. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any request or as a waiver of any objection 

or privilege generally. Inadvertent disclosure or unauthorized disclosure of information subject to 

a claim of privilege shall not be deemed a waiver of such privilege. 

OBJECTIONS AND RESPONSES TO PLAINTIFF'S FIRST SET OF REQUESTS 
FOR PRODUCTION OF DOCUMENTS 

REQUEST FOR PRODUCTION NO. 1: All DOCUMENTS referenced, paraphrased, 
or summarized in YOUR answers to Interrogatories. 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they do not reference, paraphrase, or summarize any documents in their 

answers to Plaintiffs interrogatories. Accordingly, there are no documents in the DOJ 

Defendants ' possession, custody, or control that are responsive to this request. 

REQUEST FOR PRODUCTION NO. 2: DOCUMENTS sufficient to show or estimate 
the average number of optical fibers within the international submarine cables that carry 
INTERNET COMMUNICATIONS into and out of the UNITED ST A TES. 

OBJECTION: The DOJ Defendants object to Request for Production No. 2 as unduly 

burdensome and oppressive insofar as it requests that the DOJ Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the DOJ Defendants from public sources. The DOJ Defendants also object to Request for 

Production No. 2 as unduly burdensome and oppressive and irrelevant to Plaintiffs standing to 

seek prospective relief insofar as it seeks information dating back to July 8, 2008. The DOJ 

Defendants further object to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control. 
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REQUEST FOR PRODUCTION NO. 3: Al l DOCUMENTS listing, depicting, tallying, 
or describing the international submarine cables that carry INTERNET COMM UNI CATIONS into 
and out of the UNITED ST A TES. 

OBJECTION: The DOJ Defendants object to Request for Production No. 3 as unduly 

burdensome and oppressive insofar as it requests that the DOJ Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the DOJ Defendants from public sources. The DOJ Defendants also object to Request for 

Production No. 3 as unduly burdensome and oppressive and irrelevant to Plaintiff's standing to 

seek prospective relief insofar as it seeks information dating back to July 8, 2008. The DOJ 

Defendants further object to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)( l ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 4: All DOCUMENTS listing, depicting, tallying, 
or describing the points at which international submarine cables that carry INTERNET 
COMMUNICATIONS into and out of the UNITED STATES arrive at or depart from the UNITED 
STATES. 

OBJECTION: The DOJ Defendants object to Request for Production No. 4 as unduly 

burdensome and oppressive insofar as it requests that the DOJ Defendants produce information 

regarding the telecommunications infrastructure that is equally avai lable to the Plaintiff as it is to 

the DOJ Defendants from public sources. The DOJ Defendants also object to Request for 

Production No. 4 as unduly burdensome and oppressive and irrelevant to Plaintiffs standing to 

seek prospective relief insofar as it seeks information dating back to July 8, 2008. The DOJ 

Defendants further object to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)( l ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 
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RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 5: All DOCUMENTS listing, depicting, tallying, 
or describing the terrestrial cables that are part of the INTERNET BACKBONE within the 
UNITED STATES. 

OBJECTION: The DOJ Defendants object to Request for Production No. 5 as unduly 

burdensome and oppressive insofar as it requests that the DOJ Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the DOI Defendants from public sources. The DOJ Defendants also object to Request for 

Production No. 5 as unduly burdensome and oppressive and irrelevant to Plaintiff's standing to 

seek prospective relief insofar as it seeks information dating back to July 8, 2008. The DOJ 

Defendants further obj ect to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)( l ), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have been unable to locate documents responsive to thi s request 

within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 6: DOCUMENTS suffic ient to show or estimate 
the number of persons TARGETED for Upstream surveillance pursuant to 50 U.S.C. § 188 l a in 
each of the years 2010, 20 11 , 2012, 20 13, 2014. 2015, 201 6, and the first six months of 20 17. 

OBJECTION: The DOJ Defendants object to Request for Production No. 6 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case, see October 3, 2017, Order, 

ECF No. 11 7 at 1, and which do not include Plaintiff's ·'dragnet" theory of standing rejected by the 

Fourth Circuit, see Wikimedia Found. v. NSA , 857 F.3d 193, 213-16 (4th Cir. 2017). The DOJ 

Defendants also object to Request for Production No. 6 as unduly burdensome and oppressive and 
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irrelevant to Plaintiffs standing to seek prospective relief insofar as it seeks information dating 

back to 20 I 0. 

The DOJ Defendants further object to Request for Production No. 6 on the grounds that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privi lege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control ; but the DOJ Defendants refer Plaintiff to the NSA 

Defendants' response to this request. 

REQUEST FOR PRODUCTION NO. 7: DOCUMENTS sufficient to show or estimate 
the number of SELECTORS used in conducting Upstream surveillance in each of the years 2010, 
2011. 2012, 2013, 2014, 2015, 2016, and the first six months of2017. 

OBJECTION: The DOJ Defendants object to Request for Production No. 7 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case, see October 3, 2017, Order, 

ECF No. 117 at 1, and which do not include Plaintiffs '·dragnet" theory of standing rejected by 

the Fourth Circuit, see Wikimedia Found. v. NSA, 857 F.3d 193, 213-16 (4th Cir. 2017). The 

DOJ Defendants also object to Request for Production No. 7 as unduly burdensome and 

oppressive and irrelevant to Plaintiff's standing to seek prospective relief insofar as it seeks 

information dating back to 2010. 

The DOJ Defendants further object to Request for Production No. 7 on the grounds that 

it seeks information regarding alleged intell igence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure 

by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 
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RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have identified approximately ninety documents within their 

possession, custody, or control arguably responsive this request. These documents are classified, 

and are being withheld in full on the basis of the objections stated above. The DOJ Defendants 

object to this request to the extent it purports to require them to describe the nature of the materials 

withheld on these grounds, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and oppressive 

in the context of these requests as a whole, and as seeking disclosures of information that is itself 

protected by 50 U.S.C. § 3024(i)( l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 8: DOCUMENTS sufficient to show or estimate 
the number of INTERNET COMMUNICATIONS and/or INTERNET TRANSACTIONS 
COPIED using Upstream surveillance in each of the years 2010, 2011, 2012, 2013, 2014, 2015, 
2016, and the first six months of2017. 

OBJECTION: The DOJ Defendants object to Request for Production No. 8 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief insofar 

as it seeks information dating back to 20 I 0. 

The DOJ Defendants also object to the definition of the term " Internet Transaction" as 

vague and ambiguous insofar as it is meant, by its reference to the PCLOB Section 702 Report, to 

assign the term " Internet Transaction" a meaning other than that understood by the DOJ 

Defendants. The PCLOB is an independent agency within the Executive Branch, and the DOJ 

Defendants do not have information regarding what, if anything, that entity intended by the term 

"Internet Transaction" beyond the meaning of that term as understood by the DOJ Defendants. 

The DOJ Defendants further object to Request for Production No. 8 on the grounds that it 

seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(l). 
8 
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The DOJ Defendants further object to Request fo r Production No. 8 insofar as it purports to 

require them to state whether there exist responsive materials that they are withholding on the basis 

of the foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and to describe the nature of the 

materials withheld, if any, on the basis of 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the 

state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and oppressive in the 

context of these requests as a whole, and as itself seeking disclosures of information that is 

protected by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 9: DOCUMENTS sufficient to show or estimate 
the number of INTERNET COMMUNICATIONS and/or INTERNET TRANSACTIONS 
REVIEWED for SELECTORS using Upstream surveillance in each of the years 2010, 2011, 20 12. 
2013 , 2014, 2015, 2016, and the first six months of2017. 

OBJECTION: The DOJ Defendants object to Request for Production No. 9 as unduly 

burdensome and oppressive and irrelevant to Plaintiff's standing to seek prospective relief 

insofar as it seeks information dating back to 2010. 

The DOJ Defendants also object to Request for Production No. 9 on the grounds that the 

definition of the term " Internet Transaction" is vague and ambiguous insofar as it is meant, by its 

reference to the PCLOB Section 702 Report, to assign the term " Internet Transaction" a meaning 

other than that understood by the DOJ Defendants. The PCLOB is an independent agency within 

the Executive Branch, and the DOJ Defendants do not have information regarding what, if 

anything, that entity intended by the term ·' Internet Transaction" beyond the meaning of that term 

as understood by the DOJ Defendants. 

Furthermore, the DOJ Defendants object to Request for Production No. 9 on the grounds 

that the term "Review," as defined by Plaintiff, encompasses so many fundamentally different 

actions that as used herein it renders this request compound, unduly burdensome and 

9 

Case 1:15-cv-00662-TSE   Document 125-19   Filed 03/26/18   Page 10 of 28



oppressive, vague and ambiguous, and particularly when viewed in the context of the phrase, 

"reviewed for selectors," incapable of reasoned response. 

Finally, the DOJ Defendants object to Request for Production No. 9 on the grounds 

that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which is a lso protected 

from disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 

3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants state that they have been unable to locate documents responsive to this request within 

their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 10: DOCUMENTS sufficient to show or 
estimate the number of INTERNET COMMUNICATIONS and/or fNTERNET 
TRANSACTIONS RETAfNED using Upstream surveillance in each of the years 20 10, 20 1 I , 
2012, 2013, 20 14, 20 15, 2016, and the first six months of2017. 

OBJECTION: The DOJ Defendants object to Request for Production No. 10 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 11 7 at 1. The DOJ Defendants also object to Request for Production No. 10 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to 2010. 

The DOJ Defendants further object to Request for Production No. I 0 on the grounds that 

the definition of the term " Internet Transaction" is vague and ambiguous insofar as it is meant, 

by its reference to the PCLOB Section 702 Report, to assign the term "Internet Transaction" a 

meaning other than that understood by the DOJ Defendants. The PCLOB is an independent 

agency within the Executive Branch, and the DOJ Defendants do not have information regarding 
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what, if anything, that entity intended by the term "Internet Transaction" beyond the meaning of 

that term as understood by the DOJ Defendants. 

Finally, the DOJ Defendants object to Request for Production No. 10 on the grounds that 

it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l ). 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have identified five documents in their possession, custody, or 

control that contain information that are, in part, arguably responsive to this request. Redacted 

versions of three of these five documents showing all arguably responsive information are 

attached as Attachment A. Unredacted versions of these three documents, as well as the 

unredacted versions of the two documents being withheld in full, are being withheld on the basis 

of the objections stated above. The DOJ Defendants object to this request to the extent it purports 

to require them to describe the nature of the materials withheld on these grounds, see Fed. R. 

Civ. P. 26(b)(5)(A), as unduly burdensome and oppressive in the context of these requests as a 

whole, and as seeking disclosures of information that is itself protected by 50 U.S.C. § 

3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 11: DOCUMENTS sufficient to show or 
estimate the number of INTERNET COMMUNICATIONS and/or INTERNET 
TRANSACTIONS RETAINED using Upstream surveillance that are to, from, or about "U.S. 
persons;· in each of the years 2010, 2011, 2012, 2013, 2014, 2015, 2016, and the first six months 
of2017. 

OBJECTION: The DOJ Defendants object to Request for Production No. 11 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to 20 I 0. 

I I 
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The DOI Defendants also object to Request for Production No. 11 on the grounds that the 

definition of the term " Internet Transaction" is vague and ambiguous insofar as it is meant, by 

its reference to the PCLOB Section 702 Report, to assign the term "Internet Transaction" a 

meaning other than that understood by the DOI Defendants. The PCLOB is an independent 

agency within the Executive Branch, and the DOI Defendants do not have information 

regarding what, if anything, that entity intended by the term "Internet Transaction" beyond the 

meaning of that term as understood by the DOI Defendants. 

Furthermore, the DOI Defendants object to Request for Production No. 11 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case, see October 3, 2017, Order. 

ECF No. 117 at 1. 

Finally, the DOI Defendants object to Request for Production No. 11 on the grounds 

that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. §3605(a), and which is also protected from 

disclosure by the state secrets privi lege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants state that they have been unable to locate documents responsive to this request within 

their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 12: DOCUMENTS sufficient to show or 
estimate the average number of discrete INTERNET COMMUNICATIONS contained in a 
multi-communication transaction. 

OBJECTION: The DOI Defendants object to Request for Production No. 12 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 
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ECF No. 117 at 1. The DOJ Defendants object to Request for Production No. 12 as vague and 

ambiguous insofar as it fails to specify the universe of communications for which the "average 

number" in a multi-communication transaction is requested. The DOJ Defendants also object to 

Request for Production No. 12 as unduly burdensome and oppressive and irrelevant to Plaintiff' s 

standing to seek prospective relief insofar as it seeks information dating back to July 8, 2008. 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 13: DOCUMENTS sufficient to show or 
estimate the number of CIRCUITS on which the NSA conducted Upstream surveillance in each 
of the years 2010, 2011, 2012, 2013, 2014, 2015, 2016, and the first six months of 2017. 

OBJECTION: The DOJ Defendants object to Request for Production No. 13 as unduly 

burdensome and oppressive and irrelevant to Plaintiff's standing to seek prospective relief 

insofar as it seeks information dating back to 20 I 0. 

The DOJ Defendants also object to Request for Production No. 13 on the grounds that the 

definition of the term "Circuit" is vague and ambiguous insofar as it is meant, by its reference to 

the use of that term in the PC LOB Section 702 Report, to assign the term "Circuit" a meaning 

other than its ordinary meaning in the telecommunications industry. The PCLOB is an 

independent agency within the Executive Branch, and the DOJ Defendants do not have 

information regarding what, if anything, that agency intended by the term "Circuit" beyond the 

ordinary meaning of that term within the telecommunications industry as it is understood by the 

DOJ Defendants. 

Finally, the DOJ Defendants object to Request for Production No. 13 on the grounds that 

it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 
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protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 14: DOCUMENTS sufficient to show or 
estimate the combined bandwidth of the CIRCUITS on which the NSA conducted Upstream 
surveillance in each of the years 2010, 2011, 2012, 2013, 2014, 2015, 2016, and the first six 
months of 2017. 

OBJECTION: The DOJ Defendants object to Request for Production No. 14 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to 2010. 

The DOJ Defendants also object to Request for Production No. 14 on the grounds that the 

definition of the term "Circuit" is vague and ambiguous insofar as it is meant, by its reference to 

the use of that term in the PC LOB Section 702 Report, to assign the term "Circuit" a meaning 

other than its ordinary meaning in the telecommunications industry. The PCLOB is an 

independent agency within the Executive Branch, and the DOJ Defendants do not have 

information regarding what, if anything, that entity intended by the term "Circuit" beyond the 

ordinary meaning of that term within the telecommunications industry as it is understood by the 

DOJ Defendants. 

Finally, the DOJ Defendants object to Request for Production No. 14 on the grounds that 

it seeks information regarding alleged intell igence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(I). 
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RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 15: DOCUMENTS sufficient to show or 
estimate the number of "international Internet link[ s ]"- as that term was used by the government 
in its submission to the Foreign Intelligence Surveillance Court, titled "Government' s Response 
to the Court's Briefing Order of May 9, 2011," and filed on June 1, 2011, see [Redacted] , 2011 
WL 10945618, at *15 (F.I.S.C. Oct. 3, 2011)-monitored using Upstream surveillance in each of 
the years 2010, 2011, 2012, 2013, 2014, 2015, 2016, and the first six months of2017. 

OBJECTION: The DOJ Defendants object to Request for Production No. 15 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to 2010. The DOJ Defendants also object to Request 

for Production No. 15 on the ground that it attributes the phrase "international Internet link" to a 

Government document when in fact the phrase is taken from an opinion of the Foreign 

Intelligence Surveillance Court ("FISC") that does not purport to quote directly from the 

referenced Government document. See [Redacted], 2011 WL 10945618, at * 15 (FISC Oct. 3, 

2011 ). Whether the phrase "international Internet link" is contained within the referenced 

Government document is information (which can be neither confirmed nor denied) that is 

protected from disclosure by the state secrets privilege and the statutory privileges under 50 

U.S.C. § 3024(i)(l) and 50 U.S.C. § 3605(a). 

Finally, the DOJ Defendants object to Request for Production No. 15 on the grounds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absol utely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(l). 
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RESPONSE: In light of the objection stated above regarding the phrase "international 

Internet link," for purposes of responding to this request, the DOJ Defendants construe that 

phrase to mean " location." So construing the request, the DOJ Defendants respond that they 

have been unable to locate documents responsive to this request within their possession, custody, 

or control. 

REQUEST FOR PRODUCTION NO. 16: DOCUMENTS sufficient to show the 
number of Internet "chokepoints" or "choke points" (as that term is used by YOU) inside the 
UNITED STATES through which INTERN A TI ON AL COMMUNICATIONS enter and leave 
the UNITED STATES and where the NSA has established Upstream surveillance collection or 
PROCESSING capabilities. 

OBJECTION: The DOJ Defendants object to Request for Production No. 16 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to July 8, 2008. 

The DOJ Defendants also object to Request for Production No. 16 as vague and 

ambiguous insofar as it does not specify where or in what context the DOJ Defendants allegedly 

use the term "chokepoints" or "choke points." To the extent that Plaintiffs reference to that 

term alludes to what is described in the Amended Complaint as an "NSA slide; · see Am. 

Comp!. ,~ 68, the DOJ Defendants object to this Request for Production as implicitly seeking 

information (which can be neither confirmed nor denied) regarding the authenticity of the 

purported slide, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which 

is also protected by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 

3024(i)(l). 

Finally, the DOJ Defendants object to Request for Production No. 16 on the grounds that 

it seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 
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which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(l). 

RESPONSE: In light of the objection stated above regarding the terms "chokepoints" 

and "choke points," for purposes of responding to this request, the DOJ Defendants construe 

those terms to mean " location." So construing the request, the DOJ Defendants respond that 

they have been unable to locate documents responsive to this request within their possession, 

custody, or control. 

REQUEST FOR PRODUCTION NO. 17: All DOCUMENTS defining or describing 
the meaning of the term "Internet transaction." 

OBJECTION: The DOJ Defendants object to Request for Production No. 17 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order. 

ECF No. 117 at I. The DOJ Defendants also object to Request for Production No. 17 as unduly 

burdensome and oppressive insofar as it seeks "all documents .. defining or describing the 

meaning of the term "Internet transaction," rather than documents sufficient to define that term. 

The DOJ Defendants further object to Request for Production No. 17 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants refer Plaintiff to the NSA Defendants' response to this request. In addition, the DOJ 

Defendants have identified four documents in their possession, custody, or control arguably 

responsive this request. Redacted versions of three of these four documents are attached as 

Attachment B. A fourth responsive document is being withheld in full. Unredacted versions of 
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all four documents are being withheld on the basis of the objections stated above. The DOJ 

Defendants object to this request to the extent it purports to require them to describe the nature of 

the materials withheld on these grounds, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome 

and oppressive in the context of these requests as a whole, and as seeking disclosures of 

information that is itself protected by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the 

state secrets privilege. 

REQUEST FOR PRODUCTION NO. 18: All Foreign Intelligence Surveillance 
Court-approved targeting procedures relevant at any time to DEFENDA TS' implementation of 
Upstream surveillance. 

OBJECTION: The DOJ Defendants object to Request for Production No. 18 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 117 at 1. The DOJ Defendants also object to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiff' s standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The DOJ Defendants further object to Request for Production No. 18 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants refer Plaintiff to the NSA Defendants· response to this request, identifying the 

following two responsive documents publicly avai lable in redacted form: Procedures Used by the 

National Security Agency for Targeting Non-United States Persons Reasonably Believed to be 

Located Outside the United States to Acquire Foreign Intelligence Information Pursuant to 
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Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended, adopted by the 

Attorney General July 24, 2014 and submitted to the Foreign Intelligence Surveillance Court on 

or about July 25, 2014; and Procedures Used by the National Security Agency for Targeting 

Non-United States Persons Reasonably Believed to be Located Outside the United States to 

Acquire Foreign Intelligence Information Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act of 1978, as Amended, adopted by the Attorney General March 29, 2017 and 

submitted to the Foreign Intelligence Surveillance Court on or about March 30, 2017. All other 

sets of relevant NSA Targeting Procedures are being withheld in full. The DOJ Defendants 

further object to this request, insofar as it purports to require them to describe the nature of the 

information redacted from these documents, and the nature of the classified information 

contained in other sets of relevant NSA Section 702 Targeting Procedures, see Fed. R. Civ. P. 

26(b )(5)(A), as unduly burdensome and oppressive in the context of these requests as a whole, 

and as seeking information protected from disclosure by 50 U.S.C. § 3024(i), 50 U.S.C. § 

3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 19: All Foreign Intelligence Surveillance 
Court-approved minimization procedures relevant at any time to DEFENDANTS' 
implementation of Upstream surveillance. 

OBJECTION: The DOJ Defendants object to Request for Production No. 19 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 117 at 1. The DOJ Defendants also object to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiff's standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 
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The DOI Defendants further object to Request for Production No. 19 to the extent that it 

seeks information alleged intelligence activities of the NSA, which is abso lutely protected from 

disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by the state 

secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants refer Plaintiff to the NSA Defendants' response to this request, identifyi ng the 

fo llowing responsive documents publicly available in redacted form: Minimization Procedures 

Used by the National Security Agency in Connection with Acquisitions of Foreign Intelligence 

Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as 

Amended, adopted by the Attorney General on October 31, 2011 and submitted to the Foreign 

Intelligence Surveillance Court on or about October 31, 2011 ; Minimization Procedures Used by 

the National Security Agency in Connection with Acquisitions of Foreign Intelligence 

Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as 

Amended, adopted by the Attorney General on July 24, 20 14 and submitted to the Foreign 

Intelligence Surveillance Court on or about July 28, 2014; Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended, 

adopted by the Attorney General on July 10, 2015 and submitted to the Foreign Intelligence 

Surveillance Court on or about July 15, 2015; and Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended, 

adopted by the Attorney General on March 29, 20 17 and submitted to the Fore ign Intelligence 

Surveillance Court on or about March 30, 20 17. All other relevant sets ofNSA Minimization 
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Procedures are being withheld in full. The DOJ Defendants further object to this request, insofar 

as it purports to require them to describe the nature of the information redacted from these 

documents, and the nature of the classified information contained in all other relevant sets of 

NSA Section 702 Minimization Procedures, see Fed. R. Civ. P. 26(b)(5)(A), as unduly 

burdensome and oppressive in the context of these requests as a whole, and as seeking 

information protected from disclosure by 50 U.S.C. § 3024(i), 50 U.S.C. § 3605(a), and/or the 

state secrets privilege. 

REQUEST FOR PRODUCTION NO. 20: Any supplemental procedures relevant at 
any time to DEFENDANTS' implementation of Upstream surveillance. 

OBJECTION: The DOJ Defendants object to Request for Production No. 20 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 117 at 1. The DOJ Defendants also object to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiff's standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The DOJ Defendants further object to Request for Production No. 20 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the DOJ 

Defendants respond that they have identified three documents in their possession, custody, or 

control arguably responsive to this request. A redacted version of one of these documents is 

attached as Attachment C. An unredacted version of this document, as well as the other two 

classified documents withheld in full, are being withheld on the basis of the objections stated 
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above. The DOJ Defendants object to this request to the extent it purports to require them to 

describe the nature of the materials withheld on these grounds, see Fed. R. C iv. P. 26(b)(5)(A), 

as unduly burdensome and oppressive in the context of these requests as a whole, and as seeking 

disclosures of information that is itself protected by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), 

and/or the state secrets privi lege. 

REQUEST FOR PRODUCTION NO. 21: All Foreign Intell igence Surveillance 
Court, Foreign Intelligence Survei ll ance Court of Review, and Supreme Court orders and 
opinions CONCERNING Upstream surveillance. 

OBJECTION: The DOJ Defendants object to Request for Production No. 21 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 117 at l. The DOJ Defendants also object to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiffs standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The DOJ Defendants further object to Request for Production No. 21 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected fro m disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiv ing them, the DOJ 

Defendants state that neither the Foreign Intelligence Surveillance Court of Review nor the 

Supreme Court has issued any orders or opinions concerning NSA' s Upstream Internet 

surveillance. With regard to FISC orders or opinions concerning Upstream surveillance, many 

of those orders and opinions are already publicly available in redacted form as a result of 
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declassification pursuant to the USA FREEDOM Act, disclosures in response to Freedom of 

Information Act ("FOIA") requests, and disclosures pursuant to the Transparency Initiative. 

First, in accordance with section 402 of the USA-FREEDOM Act, Pub. L. 114-23, 129 

Stat. 268, 281-82, codified at 50 U.S.C. § 1872, all FISC opinions and orders issued on or after 

June 2, 2015, that include a significant construction or interpretation of any provision of law, 

including FISA Section 702, 50 U.S.C. § l 881a, are now publicly available (in redacted form as 

appropriate) and equally accessible to Plaintiff as they are to the DOJ Defendants, at various 

locations on the ODNI public website. 

Second, the Government has disclosed in redacted form (as appropriate) to the Electronic 

Frontier Foundation in response to a FOIA request "all decisions, orders, or opinions of the FISC 

or the FISC-R submitted to Congress by the Attorney General pursuant to section 6002 of the 

Intelligence Reform and Terrorism Prevention Act of2004 (50 U.S.C. section 187l(a)(5)); 50 

U.S.C. sections 187l (c)( l) & (2); and 50 U.S.C. section 1881f(b)( l )(D) between July 1, 2003 

and June 1, 2015, which have not been previously declassified and made public (to include those 

decisions, orders, or opinions previously identified by the Department of Justice to the Brennan 

Center, 

https://www.brennancenter.org/sites/default/files/publications/The New Era of Secret Law.pd 

f) , that remain classified." Those documents are now publicly available (in redacted form) and 

equally accessible to Plaintiff as they are to the DOJ Defendants, at various locations on the 

ODNI public website. 

Third, the Government has also disclosed (in redacted form as appropriate) other FISC 

opinions and orders concerning Upstream surveillance pursuant to other FOIA requests and those 

opinions and orders can also be found at various locations on the ODNI public website. 
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Finally, the Government has also disclosed (in redacted form as appropriate) other FISC 

opinions and orders concerning Upstream surveillance pursuant to the Transparency Initiative. 

Those FISC opinions and orders can also be found at various locations on the ODNI public 

website. 

Unredacted versions of the above-referenced documents, and any other FISC orders and 

opinions concerning Upstream surveillance not referenced above, are being withheld on the basis 

of the objections stated above. The DOJ Defendants object to this request insofar as it purports 

to require them to describe the nature of the materials withheld on the basis of 50 U.S.C. § 

3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege, see Fed. R. Civ. P. 

26(b)(5)(A), as unduly burdensome and oppressive in the context of these requests as a whole, 

and as seeking disclosures of information that is itself protected by 50 U .S.C. § 3024(i)( 1 ), 50 

U.S.C. § 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 22: All Foreign Intelligence Surveillance 
Court, Foreign Intelligence Surveillance Court of Review, and Supreme Court submissions 
CONCERNING Upstream surveillance. 

OBJECTION: The DOJ Defendants object to Request for Production No. 22 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 117 at 1. The DOJ Defendants also object to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiffs standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The DOJ Defendants further object to Request for Production No. 22 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 
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protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: To the extent not produced in response to Plaintiffs other Requests for 

Production herein, the DOJ Defendants have identified between I 0,000 and 15,000 pages of 

responsive documents to this request and can state that all documents responsive to this request 

are being withheld on the basis of the objections stated above. The DOJ Defendants object to 

this request insofar as it purports to require them to describe the nature of the materials withheld 

on the basis of 50 U.S .C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege, see 

Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and oppressive in the context of these 

requests as a whole, and as seeking disclosures of information that is itself protected by 50 

U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

OBJECTIONS AND RESPONSES TO PLAINTIFF'S SECOND 
SET OF REQUESTS FOR PRODUCTION OF DOCUMENTS 

REQUEST FOR PRODUCTION NO. 23: Any INTERNET COMMUNICATION of 
WIKIMEDIA that any DEFENDANT INTERACTED WITH in connection Upstream 
surveillance. 

OBJECTION: The DOJ Defendants object to Request for Production No. 23 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to July 8, 2008. 

The DOJ Defendants also object to Request for Production No. 23 to the extent that it 

seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privi lege, and the statutory privilege 

under 50 U.S.C. § 3024(i)( l). 

25 

Case 1:15-cv-00662-TSE   Document 125-19   Filed 03/26/18   Page 26 of 28



The DOJ Defendants further object to this Request for Production No. 23 insofar as it 

purports to require them (i) to state whether there exist responsive materials that they are 

withholding on the basis of the foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and (ii) to 

describe the nature of the materials withheld, if any, on the basis of 50 U.S.C. § 3024(i)( 1 ), 50 

U.S.C. § 3605(a), and/or the state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly 

burdensome and oppressive in the context of these requests as a whole, and as seeking 

disclosures of information that is itself protected by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), 

and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 24: Any DOCUMENTS CONCERNING any 
INTERACTION WITH the INTERNET COMMUNICATIONS of WIKIMEDIA in connection 
with Upstream surveillance. 

OBJECTION: The DOJ Defendants object to Request for Production No. 24 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief 

insofar as it seeks information dating back to July 8, 2008. 

The DOJ Defendants also object to Request for Production o. 24 to the extent that it 

seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)( l). 

The DOJ Defendants further object to this Request for Production insofar as it purports to 

require them (i) to state whether there exist responsive materials that they are withholding on the 

basis of the foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and (ii) to describe the nature 

of the materials withheld, if any, on the basis of 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), 

and/or the state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and 
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oppressive in the context of these requests as a whole, and as seeking disclosures of information 

that is itself protected by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets 

privilege. 

DATED: January 8, 2018 

CHAD A. READLER 
Acting Assistant Attorney General 

ANTHONY J. COPPOLINO 
Deputy Branch Director 

JAMES J. GILLIGAN 
Special Litigation Counsel 

Isl Rodney Patton 
RODNEY PATTON 
Senior Trial Counsel 

JULIA A. BERMAN 
TIMOTHY A. JOHNSON 
Trial Attorneys 

U.S. Department of Justice 
Civil Division, Federal Programs Branch 
20 Massachusetts Avenue, N.W., Room 7320 
Washington, D.C. 2000 1 
E-mail: rodney.patton@usdoj.gov 
Phone: (202)305-79 19 
Fax: (202) 616-8470 

Counsel for the DOJ Defendants 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

_______________________________________ 
 
   WIKIMEDIA FOUNDATION, 
 

   Plaintiff, 
 

v. 
 
   NATIONAL SECURITY AGENCY, et al., 
 

   Defendants. 
_______________________________________ 

 
) 
) 
) 
) 
) 
)  No. 1:15-cv-00662-TSE 
) 
) 
) 
) 
) 

OBJECTIONS AND RESPONSES BY DEFENDANTS OFFICE 
OF THE DIRECTOR OF NATIONAL INTELLIGENCE AND DANIEL 

COATS, DIRECTOR OF NATIONAL INTELLIGENCE, TO PLAINTIFF’S 
          FIRST AND SECOND SETS OF REQUESTS FOR ADMISSION           

 
 Pursuant to Rule 36 of the Federal Rules of Civil Procedure and District of Maryland 

Local Rule 104, Defendants Office of the Director of National Intelligence (“ODNI”) and Daniel 

Coats, in his official capacity as the Director of National Intelligence (together, the “ODNI 

Defendants”), by their undersigned attorneys, object and respond as follows to Plaintiff 

Wikimedia Foundation’s first and second sets of Requests for Admission, dated November 7 and 

29, 2017, respectively.  

GENERAL OBJECTIONS AND 
OBJECTIONS TO DEFINITIONS AND INSTRUCTIONS 

 
1. The ODNI Defendants object to Plaintiff’s Requests for Admission to the extent, 

as set forth in response to specific requests below, that they are improper attempts to use requests 

for admission as discovery devices, specifically, as interrogatories. 

2. The ODNI Defendants object to Plaintiff’s Requests for Admission to the extent, 

as set forth in response to specific requests below, that they seek information regarding the 

intelligence activities of the National Security Agency (“NSA”), which is absolutely protected 

from disclosure by 50 U.S.C. § 3605(a).  
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3. The ODNI Defendants object to Plaintiff’s Requests for Admission to the extent, 

as set forth in response to specific requests below, they seek information that is irrelevant to 

jurisdictional issues, which are the only matters as to which the Court has authorized discovery 

in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

4. As set forth in response to specific requests below, the ODNI Defendants object 

to the definition of the term “Circuit” as vague and ambiguous insofar as it is meant, by its 

reference to the use of that term in the Privacy and Civil Liberties Oversight Board’s “Report on 

the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act” (the “PCLOB Section 702 Report”) to assign the term “Circuit” a meaning 

other than its ordinary meaning in the telecommunications industry.  The PCLOB is an 

independent agency within the Executive Branch, and the ODNI Defendants do not have 

information regarding what, if anything, that entity intended by the term “Circuit” beyond the 

ordinary meaning of that term within the telecommunications industry as understood by the 

ODNI Defendants. 

5. As set forth in response to specific requests below, the ODNI Defendants object 

to the definition of the term “Internet Transaction” as vague and ambiguous insofar as it is 

meant, by its reference to the use of that term in the PCLOB Section 702 Report, to assign the 

term “Internet Transaction” a meaning other than that understood by the ODNI Defendants.  The 

PCLOB is an independent agency within the Executive Branch, and the ODNI Defendants do not 

have information regarding what, if anything, that entity intended by the term “Internet 

Transaction” beyond the meaning of that term as understood by the ODNI Defendants.   

6. As set forth in response to specific requests below, the ODNI Defendants object 

to the definition of “Review” as compound, unduly burdensome and oppressive, and so vague 

and ambiguous as to render specific requests in which it is used incapable of reasoned response. 
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7.  As set forth in response to specific requests below, the ODNI Defendants object 

to the definition of “Interacted With” as compound, and, insofar as it incorporates the definition 

of “Review,” also as unduly burdensome and oppressive, and so vague and ambiguous as to 

render specific requests in which it is used incapable of reasoned response.   

8. As set forth in response to specific requests below, the ODNI Defendants object 

to Plaintiff’s Requests for Admission to the extent that they seek information that is protected 

from disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. 

§ 3024(i)(1).   

9. The following objections and responses are based upon information currently 

known to the ODNI Defendants, and they reserve the right to supplement or amend their 

objections and responses should additional or different information become available. 

10. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any request or as a waiver of any objection 

or privilege generally.  Inadvertent disclosure or unauthorized disclosure of information subject 

to a claim of privilege shall not be deemed a waiver of such privilege. 

OBJECTIONS AND RESPONSES TO FIRST SET OF REQUESTS FOR ADMISSION 

REQUEST FOR ADMISSION NO. 1:  Admit that there are between 45 and 55 
international submarine cables that carry INTERNET COMMUNICATIONS directly into or 
directly out of the UNITED STATES. 

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 1 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 1 as unduly 

burdensome and oppressive insofar as it requests that the ODNI Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the ODNI Defendants from public sources.   
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RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA, and on that basis admit for purposes of this 

action the response of defendants NSA and Adm. Michael S. Rogers, in his official capacity as 

Director of the NSA (together, the “NSA Defendants”), to this request for admission. 

REQUEST FOR ADMISSION NO. 2:  Admit that the international submarine cables 
that carry INTERNET COMMUNICATIONS directly into or directly out of the UNITED 
STATES make landfall at approximately 40 to 45 different landing points within the UNITED 
STATES.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 2 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 2 as unduly 

burdensome and oppressive insofar as it requests that the ODNI Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the ODNI Defendants from public sources. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.   

REQUEST FOR ADMISSION NO. 3:  Admit that the INTERNET BACKBONE 
includes international submarine cables that carry INTERNET COMMUNICATIONS into and 
out of the UNITED STATES.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 3 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 
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interrogatory.  The ODNI Defendants further object to Request for Admission No. 3 as unduly 

burdensome and oppressive insofar as it requests that the ODNI Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the ODNI Defendants from public sources. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission. 

REQUEST FOR ADMISSION NO. 4:  Admit that the INTERNET BACKBONE 
includes high-capacity terrestrial cables that carry traffic within the UNITED STATES.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 4 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 4 as unduly 

burdensome and oppressive insofar as it requests that the ODNI Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the ODNI Defendants from public sources. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission. 

  

Case 1:15-cv-00662-TSE   Document 125-20   Filed 03/26/18   Page 6 of 22



6 

REQUEST FOR ADMISSION NO. 5:  Admit that, in conducting Upstream 
surveillance, the NSA COPIES INTERNET COMMUNICATIONS that are in transit on the 
INTERNET BACKBONE, prior to RETAINING INTERNET COMMUNICATIONS that 
contain a SELECTOR.  

OBJECTION:  The ODNI Defendants object to Request for Admission No. 5 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 5 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1).  

REQUEST FOR ADMISSION NO. 6:  Admit that, in conducting Upstream 
surveillance, the NSA REVIEWS the contents of INTERNET COMMUNICATIONS that are in 
transit on the INTERNET BACKBONE, prior to RETAINING INTERNET 
COMMUNICATIONS that contain a SELECTOR.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 6 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 6 to the extent 

that it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).   

The ODNI Defendants also object to Request for Admission No. 6 insofar as the 

definition of “Reviews,” by encompassing so many fundamentally different actions, renders this 

request compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of 

reasoned response.   

  RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state based on reasonable inquiry that they have no knowledge or readily 
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obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission.  

 
REQUEST FOR ADMISSION NO. 7:  Admit that, in conducting Upstream 

surveillance, the NSA COPIES INTERNET COMMUNICATIONS in BULK that are in transit 
on the INTERNET BACKBONE.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 7 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 7 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 8:  Admit that, in conducting Upstream 
surveillance, the NSA REVIEWS the contents of INTERNET COMMUNICATIONS in BULK 
that are in transit on the INTERNET BACKBONE.  

 
 OBJECTION:  The ODNI Defendants object to Request for Admission No. 8 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 8 to the extent 

that it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1). 

 The ODNI Defendants also object to Request for Admission No. 8 insofar as the 

definition of “Reviews,” by encompassing so many fundamentally different actions, renders this 
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request compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of 

reasoned response.   

  RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission. 

REQUEST FOR ADMISSION NO. 9:  Admit that, in conducting Upstream 
surveillance, the NSA COPIES INTERNET COMMUNICATIONS that are neither to nor from 
TARGETS, prior to RETAINING INTERNET COMMUNICATIONS that contain a 
SELECTOR.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 9 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 9 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 10:  Admit that, in conducting Upstream 
surveillance, the NSA REVIEWS the contents of INTERNET COMMUNICATIONS that are 
neither to nor from TARGETS, prior to RETAINING INTERNET COMMUNICATIONS that 
contain a SELECTOR.  

 
 OBJECTION:  The ODNI Defendants object to Request for Admission No. 10 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 10 to the 

extent that it seeks information regarding alleged intelligence activities of the NSA, which is 
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absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1). 

 The ODNI Defendants also object to Request for Admission No. 10 insofar as the 

definition of “Reviews,” by encompassing so many fundamentally different actions, renders this 

request compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of 

reasoned response.   

  RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission. 

REQUEST FOR ADMISSION NO. 11:  Admit that the NSA does not consider an 
INTERNET COMMUNICATION “collected,” within the meaning of the 2014 NSA 
Minimization Procedures, until after it has REVIEWED the contents of the communication and 
has selected it for RETENTION.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 11 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants also object to Request for Admission No. 11 because what 

the NSA “consider[s]” the collection of an Internet communication to be, within the meaning of 

the 2014 NSA Section 702 Minimization Procedures or otherwise, is irrelevant to jurisdictional 

issues, which are the only matters as to which the Court has authorized discovery in this case.  

See October 3, 2017, Order, ECF No. 117 at 1.   

 The ODNI Defendants also object to Request for Admission No. 11 to the extent that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 
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the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).  Finally, the 

ODNI Defendants object to Request for Admission No. 11 insofar as the definition of 

“Reviews,” by encompassing so many fundamentally different actions, renders this request 

compound, unduly burdensome and oppressive, vague and ambiguous, and incapable of reasoned 

response.  

 RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission. 

REQUEST FOR ADMISSION NO. 12:  Admit that, in the course of Upstream 
surveillance, the NSA RETAINS WHOLLY DOMESTIC COMMUNICATIONS.  

 
 OBJECTION:  The ODNI Defendants object to Request for Admission No. 12 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 12 because it 

seeks information that is irrelevant to jurisdictional issues, which are the only matters as to which 

the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

 RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state based on reasonable inquiry that they have no knowledge or readily 

obtainable information concerning the subject matter of this request that is independent of the 

knowledge and information possessed by the NSA Defendants, and on that basis admit for 

purposes of this action the response of the NSA Defendants to this request for admission. 

REQUEST FOR ADMISSION NO. 13:  Admit that the NSA conducts Upstream 
surveillance on multiple INTERNET BACKBONE CIRCUITS.  
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OBJECTION:  The ODNI Defendants object to Request for Admission No. 13 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants further object to Request for Admission No. 13 on the 

grounds that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 14:  Admit that the NSA conducts Upstream 
surveillance on multiple “international Internet link[s],” as that term is used by the government 
in its submission to the Foreign Intelligence Surveillance Court, titled “Government’s Response 
to the Court’s Briefing Order of May 9, 2011,” and filed on June 1, 2011, see [Redacted], 2011 
WL 10945618, at *15 (FISC Oct. 3, 2011).  

 
 OBJECTION:  The ODNI Defendants object to Request for Admission No. 14 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants also object to Request for Admission No. 14 on the ground 

that it attributes the phrase “international Internet link” to a Government document when in fact 

the phrase is taken from an opinion of the Foreign Intelligence Surveillance Court (“FISC”) that 

does not purport to quote directly from the referenced Government document.  See [Redacted], 

2011 WL 10945618, at *15 (FISC Oct. 3, 2011).  Whether the phrase “international Internet 

link” is contained within the referenced Government document is information (which can be 

neither confirmed nor denied) that is protected from disclosure by the state secrets privilege and 

the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

The ODNI Defendants further object to Request for Admission No. 14 on the grounds 

that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 
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§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 15:  Admit that the NSA conducts Upstream 
surveillance at multiple INTERNET BACKBONE “chokepoints” or “choke points” (as that term 
is used by YOU).  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 15 as an 

improper attempt to use a request for admission as a discovery device, specifically, as an 

interrogatory.  The ODNI Defendants also object to Request for Admission No. 15 as vague and 

ambiguous insofar as it does not specify where or in what context the ODNI Defendants 

allegedly used the term “chokepoints” or “choke points.”  To the extent that Plaintiff’s reference 

to that term alludes to what is described in the Amended Complaint as an “NSA slide,” see Am. 

Compl., ¶ 68, the ODNI Defendants object to this Request for Admission as implicitly seeking 

information (which can be neither confirmed nor denied) regarding the authenticity of the 

purported slide, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which 

is also protected from disclosure by the state secrets privilege, and the statutory privilege under 

50 U.S.C. §3024(i)(1). 

The ODNI Defendants further object to Request for Admission No. 15 on the grounds 

that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(1). 

REQUEST FOR ADMISSION NO. 16:  Admit that the document attached hereto as 
Exhibit A, titled “Why are we interested in HTTP?,” is a true and correct excerpted copy of a 
genuine document.  
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OBJECTION:  The ODNI Defendants object to Request for Admission No. 16 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit A “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit A as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 16 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 17:  Admit that the statements within the document 
attached hereto as Exhibit A were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 17 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit A as evidence of intelligence activities allegedly conducted by the NSA, on the grounds 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 18:  Admit that statements within the document 
attached hereto as Exhibit A were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 18 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit A as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 
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REQUEST FOR ADMISSION NO. 19:  Admit that the document attached hereto as 
Exhibit B, titled “Fingerprints and Appids,” and “Fingerprints and Appids (more),” is a true and 
correct excerpted copy of a genuine document.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 19 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit B “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit B as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 19 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 20:  Admit that the statements within the document 
attached hereto as Exhibit B were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

OBJECTION:  The ODNI Defendants object to Request for Admission No. 20 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit B as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 21:  Admit that statements within the document 
attached hereto as Exhibit B were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 21 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit B as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 
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from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 22:  Admit that the document attached hereto as 
Exhibit C, “Seven Access Sites—International ‘Choke Points’,” is a true and correct excerpted 
copy of a genuine document.  

OBJECTION:  The ODNI Defendants object to Request for Admission No. 22 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit C “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit C as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 22 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 23:  Admit that the statements within the document 
attached hereto as Exhibit C were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 23 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit C as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 24:  Admit that statements within the document 
attached hereto as Exhibit C were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 24 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 
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Exhibit C as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 25:  Admit that the document attached hereto as 
Exhibit D, titled “SSO’s Support to the FBI for Implementation of their Cyber FISA Orders,” is a 
true and correct copy of a genuine document.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 25 as 

irrelevant, and as vague and ambiguous insofar as it does not specify what kind of document 

Plaintiff claims Exhibit D “genuine[ly]” to be.  To the extent that Plaintiff seeks to establish the 

authenticity of Exhibit D as evidence of intelligence activities allegedly conducted by the NSA, 

Defendants also object to Request for Admission No. 25 on the grounds that it seeks information 

(which can be neither confirmed nor denied) that is protected from disclosure by the state secrets 

privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 26:  Admit that the statements within the document 
attached hereto as Exhibit D were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 26 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit D as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 27:  Admit that statements within the document 
attached hereto as Exhibit D were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

Case 1:15-cv-00662-TSE   Document 125-20   Filed 03/26/18   Page 17 of 22



17 

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 27 as 

irrelevant, and, to the extent Plaintiff seeks to establish the admissibility of statements made in 

Exhibit D as evidence of intelligence activities allegedly conducted by the NSA, on the ground 

that this request seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. 

§ 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 28:  Admit that the document attached hereto as 
Exhibit E, titled “Procedures Used by the National Security Agency for Targeting Non-United 
States Persons Reasonably Believed to be Located Outside the United States to Acquire Foreign 
Intelligence Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 
1978, as Amended” and dated July 28, 2009 (the “NSA Targeting Procedures”) is a true and 
correct copy of a genuine document.  

OBJECTION:  To the extent that Plaintiff seeks to establish the authenticity of 

Exhibit E as evidence of targeting procedures allegedly used by the NSA in 2009, the ODNI 

Defendants object to Request for Admission No. 28 (i) as irrelevant to jurisdictional issues, 

which are the only matters as to which the Court has authorized discovery in this case, see 

October 3, 2017, Order, ECF No. 117 at 1, (ii) as irrelevant, in particular, to Plaintiff’s standing 

to seek prospective relief, and (iii) on the ground that it seeks information (which can be neither 

confirmed nor denied) that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 29:  Admit that the statements within the document 
attached hereto as Exhibit E were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  To the extent Plaintiff seeks to establish the admissibility of statements 

made in Exhibit E as evidence of intelligence activities allegedly conducted by the NSA in 2009, 

the ODNI Defendants object to Request for Admission No. 29 as irrelevant and on the grounds 
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that it seeks information (which can be neither confirmed nor denied) that is protected from 

disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) 

and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 30:  Admit that statements within the document 
attached hereto as Exhibit E were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

OBJECTION:  To the extent Plaintiff seeks to establish the admissibility of statements 

made in Exhibit E as evidence of intelligence activities allegedly conducted by the NSA in 2009, 

the ODNI Defendants object to Request for Admission No. 30 as irrelevant and on the grounds 

that it seeks information (which can be neither confirmed nor denied) that is protected from 

disclosure by the state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) 

and 50 U.S.C. § 3605(a). 

REQUEST FOR ADMISSION NO. 31:  Admit that the document attached hereto as 
Exhibit F, titled “Minimization Procedures Used by the National Security Agency in Connection 
with Acquisitions of Foreign Intelligence Information Pursuant to Section 702 of the Foreign 
Intelligence Surveillance Act of 1978, As Amended,” dated July 2014, and available at 
https://www.dni.gov/files/documents/
0928/2014%20NSA%20702%20Minimization%20Procedures.pdf, is a true and correct copy of a 
genuine document.  

 
 OBJECTION:  The ODNI Defendants object to Request for Admission No. 31 as 

irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Subject to the objection stated above, and without waiving it, the ODNI 

Defendants admit that Exhibit 1 to the NSA Defendants’ responses to these requests is a true and 

correct (public) copy of the “Minimization Procedures Used by the National Security Agency in 

Connection with Acquisitions of Foreign Intelligence Information Pursuant to Section 702 of the 

Foreign Intelligence Surveillance Act of 1978, As Amended,” dated July 2014, and available at 

https://www.dni.gov/files/documents/0928/2014%20NSA%20702%20Minimization%20Procedures.pdf.  
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REQUEST FOR ADMISSION NO. 32:  Admit that the statements within the document 
attached hereto as Exhibit F were made by YOUR employees on matters within the scope of 
their employment during the course of their employment.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 32 as 

irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Subject to the objection stated above, and without waiving it, the ODNI 

Defendants admit that the 2014 NSA Section 702 Minimization Procedures, Exhibit 1 to the 

NSA Defendants’ responses to these requests, were adopted by the Attorney General of the 

United States, in consultation with the Director of National Intelligence, as attested by the 

Attorney General’s signature thereto. 

REQUEST FOR ADMISSION NO. 33:  Admit that statements within the document 
attached hereto as Exhibit F were made by persons YOU authorized to make statements on the 
subjects of the statements within the document.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 33 as 

irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1. 

RESPONSE:  Subject to the objection stated above, and without waiving it, the ODNI 

Defendants admit that the 2014 NSA Section 702 Minimization Procedures, Exhibit 1 to the 

NSA Defendants’ responses to these requests, were adopted by the Attorney General of the 

United States, in consultation with the Director of National Intelligence, as attested by the 

Attorney General’s signature thereto. 

 
OBJECTIONS AND RESPONSES TO SECOND SET OF REQUESTS FOR ADMISSION  

 
REQUEST FOR ADMISSION NO. 34:  Admit that, in conducting Upstream 

surveillance, the NSA has COPIED at least one WIKIMEDIA INTERNET 
COMMUNICATION.  
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OBJECTION:  The ODNI Defendants object to Request for Admission No. 34 on the 

grounds that it seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privilege under 50 U.S.C. 

§ 3024(i)(1).  The ODNI Defendants further object to Request for Admission No. 34 on the 

grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a). 

 
REQUEST FOR ADMISSION NO. 35:  Admit that, in conducting Upstream 

surveillance, the NSA has REVIEWED the content of at least one WIKIMEDIA INTERNET 
COMMUNICATION.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 35 on the 

grounds that it seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privilege under 50 U.S.C. 

§ 3024(i)(1).  The ODNI Defendants further object to Request for Admission No. 35 on the 

grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a). 

The ODNI Defendants also object to Request for Admission No. 35 insofar as the 

definition of “Review[ed],” by encompassing so many fundamentally different actions, renders 

this request compound, unduly burdensome and oppressive, vague and ambiguous, and incapable 

of reasoned response. 

 
REQUEST FOR ADMISSION NO. 36:  Admit that, in conducting Upstream 

surveillance, the NSA has RETAINED at least one WIKIMEDIA INTERNET 
COMMUNICATION.  

 
OBJECTION:  The ODNI Defendants object to Request for Admission No. 36 on the 

grounds that it seeks information (which can be neither confirmed nor denied) that is protected 

from disclosure by the state secrets privilege and the statutory privilege under 50 U.S.C. 
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§ 3024(i)(1).  The ODNI Defendants further object to Request for Admission No. 36 on the 

grounds that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a). 

  
Dated:  January 8, 2018 
 
 

CHAD A. READLER 
Acting Assistant Attorney General 
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Deputy Branch Director 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

_______________________________________ 
 
   WIKIMEDIA FOUNDATION, 
 

   Plaintiff, 
 

v. 
 
   NATIONAL SECURITY AGENCY, et al., 
 

   Defendants. 
_______________________________________ 

 
) 
) 
) 
) 
) 
)  No. 1:15-cv-00662-TSE 
) 
) 
) 
) 
) 

OBJECTIONS AND RESPONSES BY DEFENDANTS OFFICE OF THE DIRECTOR 
OF NATIONAL INTELLIGENCE AND DANIELCOATS, DIRECTOR OF NATIONAL 

         INTELLIGENCE, TO PLAINTIFF’S INTERROGATORIES          
 

 Pursuant to Rule 33 of the Federal Rules of Civil Procedure and District of Maryland 

Local Rule 104, Defendants Office of the Director of National Intelligence (“ODNI”) and Daniel 

Coats, in his official capacity as the Director of National Intelligence (together, the “ODNI 

Defendants”), by their undersigned attorneys, object and respond as follows to Plaintiff 

Wikimedia Foundation’s Interrogatories, dated November 7, 2017.  

GENERAL OBJECTIONS AND  
OBJECTIONS TO DEFINITIONS AND INSTRUCTIONS 

 
1. The ODNI Defendants object to Plaintiff’s Interrogatories to the extent, as set 

forth in response to specific interrogatories below, that they seek information regarding the 

activities of the National Security Agency (“NSA”), which is absolutely protected from 

disclosure by the statutory privilege under 50 U.S.C. § 3605(a).  

2. The ODNI Defendants object to Plaintiff’s Interrogatories to the extent, as set 

forth in response to specific interrogatories below, they seek information that is irrelevant to 

jurisdictional issues, which are the only matters as to which the Court has authorized discovery 

in this case.  See October 3, 2017, Order, ECF No. 117 at 1.  
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3. As set forth in response to each interrogatory below, the ODNI Defendants object 

to the definition the term “Describe” to the extent it calls for “identification of all persons, 

communications, acts, transactions, events, agreements, recommendations, and Documents used, 

necessary, or desirable to support [the ODNI Defendants’ narrative statement]” on the grounds 

that it is unduly burdensome and oppressive, and vague and ambiguous. 

4. As set forth in response to specific interrogatories below, the ODNI Defendants 

object to the definition of the term “Circuit” as vague and ambiguous insofar as it is meant, by its 

reference to the use of that term in the Privacy and Civil Liberties Oversight Board’s “Report on 

the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act” (the “PCLOB Section 702 Report”) to assign the term “Circuit” a meaning 

other than its ordinary meaning in the telecommunications industry.  The PCLOB is an 

independent agency within the Executive Branch, and the ODNI Defendants do not have 

information regarding what, if anything, that entity intended by the term “Circuit” beyond the 

ordinary meaning of that term within the telecommunications industry as understood by the 

ODNI Defendants. 

5. As set forth in response to specific interrogatories below, the ODNI Defendants 

object to the definition of the term “Internet Transaction” as vague and ambiguous insofar as it is 

meant, by its reference to the use of that term in the PCLOB Section 702 Report, to assign the 

term “Internet Transaction” a meaning other than that understood by the ODNI Defendants.  The 

PCLOB is an independent agency within the Executive Branch, and the ODNI Defendants do not 

have information regarding what, if anything, that entity intended by the term “Internet 

Transaction” beyond the meaning of that term as understood by the ODNI Defendants.   

6. As set forth in response to specific interrogatories below, the ODNI Defendants 

object to the definition of the term “Review” as compound, unduly burdensome and oppressive, 
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and so vague and ambiguous as to render the specific interrogatories in which it is used incapable 

of reasoned response. 

7.  As set forth in response to specific interrogatories below, the ODNI Defendants 

object to the definition of the term “Interacted With” as compound, and, insofar as it incorporates 

the definition of “Review,” also as unduly burdensome and oppressive, and so vague and 

ambiguous as to render the specific interrogatories in which it is used incapable of reasoned 

response.   

8. As set forth in response to specific interrogatories below, the ODNI Defendants 

object to Plaintiff’s Interrogatories to the extent that they seek information that is protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(1).   

9. As set forth in response to specific interrogatories below, the ODNI Defendants 

object to Instruction No. 3 in Plaintiff’s Interrogatories to the extent that identification or 

description of each document or oral communication as to which privilege is claimed would 

itself divulge privileged information. 

10. The ODNI Defendants object to Plaintiff’s Interrogatories to the extent that they 

seek information not involving the NSA’s Upstream Internet acquisition techniques as 

authorized by Section 702 of the Foreign Intelligence Surveillance Act (“FISA”), 50 U.S.C. 

§ 1881a.  In formulating these answers, the ODNI Defendants have limited the scope of their 

inquiry of knowledgeable persons, as well as their searches of appropriate records, to those 

persons and records reasonably calculated to possess information involving the NSA’s Upstream 

Internet acquisition techniques as authorized by Section 702 of the FISA. 

11. The following objections and responses are based upon information currently 

known to the ODNI Defendants, and they reserve the right to supplement or amend their 

objections and responses should additional or different information become available. 
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12. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any interrogatory or as a waiver of any 

objection or privilege generally.  Inadvertent disclosure or unauthorized disclosure of 

information subject to a claim of privilege shall not be deemed a waiver of such privilege. 

OBJECTIONS AND RESPONSES TO INTERROGATORIES 

INTERROGATORY NO. 1:   DESCRIBE YOUR understanding of the definition of the 
term “international Internet link” as used by the government in its submission to the Foreign 
Intelligence Surveillance Court— titled “Government’s Response to the Court’s Briefing Order 
of May 9, 2011,” and filed on June 1, 2011, see [Redacted], 2011 WL 10945618, at *15 (FISC 
Oct. 3, 2011)—and provide all information supporting that understanding. 

 
OBJECTION:  The ODNI Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the NSA 

Defendants’ narrative statement]” in response to Interrogatory No. 1 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

                The ODNI Defendants also object to Interrogatory No. 1 on the ground that it 

attributes the phrase “international Internet link” to a Government document when in fact the 

phrase is taken from an opinion of the Foreign Intelligence Surveillance Court that does not 

purport to quote directly from the referenced Government document.  See [Redacted], 2011 WL 

10945618, at *15 (FISC Oct. 3, 2011).  Whether the phrase “international Internet link” is 

contained within the referenced Government document is information (which can be neither 

confirmed nor denied) that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).         

                The ODNI Defendants further object to Interrogatory No. 1 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 
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term ‘international Internet link’]” is unduly burdensome and oppressive, and in the context of 

this interrogatory so vague and ambiguous as to be incapable of reasoned response. 

                Finally, to the extent that Interrogatory No. 1 seeks classified information about 

alleged NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 1 on the 

ground that it seeks information that is protected from disclosure by the state secrets privilege 

and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges.   

 
INTERROGATORY NO. 2:   DESCRIBE YOUR understanding of the definition of the 

term “circuit” as used at pages 36 to 37 of the PCLOB Report, and provide all information 
supporting that understanding, including but not limited to all information furnished by 
DEFENDANTS to the Privacy and Civil Liberties Oversight Board concerning this term.  

 
OBJECTION:  The ODNI Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the 

ODNI Defendants’ narrative statement]” in response to Interrogatory No. 2 on the grounds that it 

is unduly burdensome and oppressive, and vague and ambiguous. 

 The ODNI Defendants also object to Interrogatory No. 2 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘circuit’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response.   

 The ODNI Defendants further object to this interrogatory on the ground that the PCLOB 

is an independent agency within the Executive Branch, and the ODNI Defendants do not have 

information regarding what, if anything, that entity intended by the term “circuit” beyond the 
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ordinary meaning of that term within the telecommunications industry as understood by the 

ODNI Defendants. 

 Finally, to the extent that Interrogatory No. 2 seeks classified information about alleged 

NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 2 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges.  

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants do not have any additional knowledge or information regarding the subject 

matter of this interrogatory beyond that set forth in the NSA Defendants’ answer to this 

interrogatory or the PCLOB’s Section 702 Report itself.  Thus, the ODNI Defendants refer 

Plaintiff to the PCLOB’s Section 702 Report and to the NSA Defendants’ response to this 

interrogatory. 

 
INTERROGATORY NO. 3:   DESCRIBE YOUR understanding of the definition of the 

term “filtering mechanism” as used at pages 10 and 47–48 of the Brief for Defendants–
Appellees, Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all 
information supporting that understanding.  

 
OBJECTION:  The ODNI Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the 

ODNI Defendants’ narrative statement]” in response to Interrogatory No. 3 on the grounds that it 

is unduly burdensome and oppressive, and vague and ambiguous. 
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The ODNI Defendants further object to Interrogatory No. 3 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘filtering mechanism’]” is unduly burdensome and oppressive, and in the context of this 

interrogatory so vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 3 seeks classified information about alleged 

NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 3 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 

terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.  

Thus, the ODNI Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory.   

INTERROGATORY NO. 4:   DESCRIBE YOUR understanding of the definition of the 
term “scanned” as used at page 10 of the Memorandum in Support of Defendants’ Motion to 
Dismiss the First Amended Complaint, Wikimedia Foundation v. NSA, No. 15-cv-662-TSE (D. 
Md. Aug. 6, 2015), and provide all information supporting that understanding.  

 
OBJECTION:  The ODNI Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the 

ODNI Defendants’ narrative statement]” in response to Interrogatory No. 4 on the grounds that it 

is unduly burdensome and oppressive, and vague and ambiguous. 
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The ODNI Defendants further object to Interrogatory No. 4 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘scanned’]” is unduly burdensome and oppressive, and in the context of this interrogatory 

so vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 4 seeks classified information about alleged 

NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 4 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 

terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.  

Thus, the ODNI Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory.   

INTERROGATORY NO. 5:   DESCRIBE YOUR understanding of the definition of the 
term “screen” as used at page 48 of the Brief for Defendants–Appellees, Wikimedia Foundation 
v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information supporting that 
understanding.  

 
OBJECTION:  The ODNI Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the 

ODNI Defendants’ narrative statement]” in response to Interrogatory No. 5 on the grounds that it 

is unduly burdensome and oppressive, and vague and ambiguous. 
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The ODNI Defendants further object to Interrogatory No. 5 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘screen’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 5 seeks classified information about alleged 

NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 5 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 

terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.  

Thus, the ODNI Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory. 

INTERROGATORY NO. 6:   DESCRIBE YOUR understanding of the definition of the 
term “discrete communication” as used in the 2014 NSA Minimization Procedures, and provide 
all information supporting that understanding.  

 
 OBJECTION:  The ODNI Defendants object to Interrogatory No. 6 on the grounds that 

it seeks information that is irrelevant to jurisdictional issues, which are the only matters as to 

which the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 

at 1.  The ODNI Defendants also object to the definition of the term “Describe” to the extent it 

calls for “identification of all persons, communications, acts, transactions, events, agreements, 

recommendations, and Documents used, necessary, or desirable to support [the ODNI 
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Defendants’ narrative statement]” in response to Interrogatory No. 6 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

The ODNI Defendants further object to Interrogatory No. 6 on the grounds that the 

instruction to “provide all information supporting [their] understanding [of the definition of the 

term ‘discrete communication’]” is unduly burdensome and oppressive, and in the context of this 

interrogatory so vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 6 seeks classified information about alleged 

NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 6 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 

 RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that set forth in the NSA Defendants’ answer to 

this interrogatory.  Thus, the ODNI Defendants refer Plaintiff to the NSA Defendants’ response 

to this interrogatory. 

INTERROGATORY NO. 7:   DESCRIBE YOUR understanding of all features that a 
series of INTERNET PACKETS comprising an “Internet transaction” has in common, as the 
term “Internet transaction” is used in at page 10 n.3 of the Brief for Defendants–Appellees, 
Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding. For example, the INTERNET PACKETS comprising an “Internet 
transaction” might share source and destination IP addresses, source and destination ports, and 
protocol type (albeit with the source and destination IP addresses and ports reversed for packets 
flowing in the opposite direction).  
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OBJECTION:  ODNI Defendants object to the definition of the term “Describe” to the 

extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the 

ODNI Defendants’ narrative statement]” in response to Interrogatory No. 7 on the grounds that it 

is unduly burdensome and oppressive, and vague and ambiguous. 

The ODNI Defendants further object to Interrogatory No. 7 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the ‘features that a 

series of Internet packets comprising an “Internet transaction” has in common’]” is unduly 

burdensome and oppressive, and in the context of this interrogatory so vague and ambiguous as 

to be incapable of reasoned response. 

 Finally, the ODNI Defendants object to Interrogatory No. 7 on the ground that it seeks 

classified information about alleged NSA intelligence activities that is protected from disclosure 

by the state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 

U.S.C. § 3605(a).  The ODNI Defendants object to any instruction or purported requirement, see 

Fed. R. Civ. P. 26(b)(5)(A), to identify and/or describe information withheld on this basis as 

unduly burdensome and oppressive and itself calling for information protected by these 

privileges. 

 
INTERROGATORY NO. 8:   DESCRIBE YOUR understanding of the definitions of the 

terms “single communication transaction” and “multi-communication transaction” as used by the 
government in its submission to the Foreign Intelligence Surveillance Court, filed on August 16, 
2011, and provide all information supporting that understanding. See [Redacted], 2011 WL 
10945618, at *9 (FISC Oct. 3, 2011).  

 
OBJECTION:  The ODNI Defendants object to Interrogatory No. 8 on the grounds that 

it seeks information that is irrelevant to jurisdictional issues, which are the only matters as to 

which the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 
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at 1. The ODNI Defendants also object to the definition of the term “Describe” to the extent it 

calls for “identification of all persons, communications, acts, transactions, events, agreements, 

recommendations, and Documents used, necessary, or desirable to support [the ODNI 

Defendants’ narrative statement]” in response to Interrogatory No. 8 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous.   

The ODNI Defendants also object to Interrogatory No. 8 as vague and ambiguous insofar 

as it attributes the phrase “single communication transaction” to a Government document when 

in fact the phrase is taken from an opinion of the Foreign Intelligence Surveillance Court that 

does not purport to quote directly from the referenced Government document.  See [Redacted], 

2011 WL 10945618, at *9 (FISC Oct. 3, 2011).  

The ODNI Defendants further object to Interrogatory No. 8 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the terms ‘single 

communication transaction’ and ‘multi-communication transaction’]” is unduly burdensome and 

oppressive, and in the context of this interrogatory so vague and ambiguous as to be incapable of 

reasoned response. 

 Finally, to the extent that Interrogatory No. 8 seeks classified information about alleged 

NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 8 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state that they do not have any additional knowledge or information regarding 
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the subject matter of this interrogatory beyond that set forth in the NSA Defendants’ answer to 

this interrogatory.  Thus, the ODNI Defendants refer Plaintiff to the NSA Defendants’ response 

to this interrogatory.   

INTERROGATORY NO. 9:   DESCRIBE YOUR understanding of the definitions of the 
terms “access” and “larger body of international communications” as used at page 10 of the Brief 
for Defendants–Appellees, Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), 
and provide all information supporting that understanding.  

 
OBJECTION:  The ODNI Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the 

ODNI Defendants’ narrative statement]” in response to Interrogatory No. 9 on the grounds that it 

is unduly burdensome and oppressive, and vague and ambiguous. 

The ODNI Defendants further object to Interrogatory No. 9 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the terms ‘access’ and 

‘larger body of international communications’]” is unduly burdensome and oppressive, and in the 

context of this interrogatory so vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 9 seeks classified information about alleged 

NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 9 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 

RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants respond that they do not have any additional knowledge or information 
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regarding the subject matter of this interrogatory beyond that possessed by the NSA, and, in 

unclassified terms, can state no more than is set forth in the NSA Defendants’ answer to this 

interrogatory.  Thus, the ODNI Defendants refer Plaintiff to the NSA Defendants’ response to 

this interrogatory.   

INTERROGATORY NO. 10:  DESCRIBE YOUR understanding of the definition of 
the term “acquired” as used at page 10 of the Brief for Defendants–Appellees, Wikimedia 
Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding.  

 
OBJECTION:  The ODNI Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the 

ODNI Defendants’ narrative statement]” in response to Interrogatory No. 10 on the grounds that 

it is unduly burdensome and oppressive, and vague and ambiguous. 

The ODNI Defendants further object to Interrogatory No. 10 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the term ‘acquired’]” 

is unduly burdensome and oppressive, and in the context of this interrogatory so vague and 

ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 10 seeks classified information about alleged 

NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 10 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 
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RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 

terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.  

Thus, the ODNI Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory.   

INTERROGATORY NO. 11:  DESCRIBE YOUR understanding of the definition of the 
term “collection” as used at page 10 n.3 of the Brief for Defendants–Appellees, Wikimedia 
Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding.  

 
OBJECTION:  The ODNI Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the 

ODNI Defendants’ narrative statement]” in response to Interrogatory No. 11 on the grounds that 

it is unduly burdensome and oppressive, and vague and ambiguous. 

The ODNI Defendants further object to Interrogatory No. 11 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the term 

‘collection’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response. 

 Finally, to the extent that Interrogatory No. 11 seeks classified information about alleged 

NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 11 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 
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 RESPONSE:  Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that possessed by the NSA, and, in unclassified 

terms, can state no more than is set forth in the NSA Defendants’ answer to this interrogatory.  

Thus, the ODNI Defendants refer Plaintiff to the NSA Defendants’ response to this interrogatory.   

INTERROGATORY NO. 12:  DESCRIBE YOUR understanding of the definition of 
the term “Internet ‘backbone’” as used at page 1 of the Brief for Defendants–Appellees, 
Wikimedia Foundation v. NSA, No. 15-2560 (4th Cir. April 11, 2016), and provide all information 
supporting that understanding.  

 
OBJECTION:  The ODNI Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the 

ODNI Defendants’ narrative statement]” in response to Interrogatory No. 12 on the grounds that 

it is unduly burdensome and oppressive, and vague and ambiguous. 

The ODNI Defendants further object to Interrogatory No. 12 on the grounds that its 

instruction to “provide all information supporting [their] understanding [of the term ‘Internet 

‘backbone’]” is unduly burdensome and oppressive, and in the context of this interrogatory so 

vague and ambiguous as to be incapable of reasoned response. 

Finally, to the extent that Interrogatory No. 12 seeks classified information about alleged 

NSA intelligence activities, the ODNI Defendants object to Interrogatory No. 12 on the grounds 

that it seeks information that is protected from disclosure by the state secrets privilege and the 

statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The ODNI 

Defendants object to any instruction or purported requirement, see Fed. R. Civ. P. 26(b)(5)(A), to 

identify and/or describe information withheld on this basis as unduly burdensome and oppressive 

and itself calling for information protected by these privileges. 
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RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state that they do not have any additional knowledge or information regarding 

the subject matter of this interrogatory beyond that set forth in the NSA Defendants’ answer to 

this interrogatory.  Thus, the ODNI Defendants refer Plaintiff to the NSA Defendants’ response 

to this interrogatory.  

INTERROGATORY NO. 13:  DESCRIBE in detail all steps taken by the NSA to 
PROCESS communications in the course of Upstream surveillance.  

 
 OBJECTION:  The ODNI Defendants object to Interrogatory No. 13 on the grounds that 

it seeks information that is irrelevant to jurisdictional issues, which are the only matters as to 

which the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 

at 1.  The ODNI Defendants object to the definition of the term “Describe” to the extent it calls 

for “identification of all persons, communications, acts, transactions, events, agreements, 

recommendations, and Documents used, necessary, or desirable to support [the ODNI 

Defendants’ narrative statement]” in response to Interrogatory No. 13 on the grounds that it is 

unduly burdensome and oppressive, and vague and ambiguous. 

 Finally, the ODNI Defendants object to Interrogatory No. 13 on the ground that it seeks 

information about alleged NSA intelligence activities that is protected from disclosure by the 

state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 

3605(a).  The ODNI Defendants object to any instruction or purported requirement, see Fed. R. 

Civ. P. 26(b)(5)(A), to identify and/or describe information withheld on this basis as unduly 

burdensome and oppressive and itself calling for information protected by these privileges. 

 
INTERROGATORY NO. 14:  DESCRIBE the entire process by which, pursuant to 

Upstream surveillance, the contents of INTERNET COMMUNICATIONS are INTERACTED 
WITH.  
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OBJECTION:  The ODNI Defendants object to the definition of the term “Describe” to 

the extent it calls for “identification of all persons, communications, acts, transactions, events, 

agreements, recommendations, and Documents used, necessary, or desirable to support [the 

ODNI Defendants’ narrative statement]” in response to Interrogatory No. 14 on the grounds that 

it is unduly burdensome and oppressive, and vague and ambiguous.  The ODNI Defendants also 

object to the definition of “Interacted With” as compound, and, insofar as it incorporates the 

definition of “Review,” also as unduly burdensome and oppressive, and so vague and ambiguous 

as to render this interrogatory incapable of reasoned response.   

 The ODNI Defendants further object to Interrogatory No. 14 to the extent grounds that it 

seeks information that is irrelevant to jurisdictional issues, which are the only matters as to which 

the Court has authorized discovery in this case.  See October 3, 2017, Order, ECF No. 117 at 1.  

 Finally, the ODNI Defendants object to Interrogatory No. 14 on the ground that it seeks 

information about alleged NSA intelligence activities that is protected from disclosure by the 

state secrets privilege and the statutory privileges under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. 

§ 3605(a).  The ODNI Defendants object to any instruction or purported requirement, see Fed. R. 

Civ. P. 26(b)(5)(A), to identify and/or describe information withheld on this basis as unduly 

burdensome and oppressive and itself calling for information protected by these privileges. 
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Dated:  December 22, 2017 
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Pursuant to 28 U.S.C. § 1746. L Alyssa McCarthy, declare under penalty of perjury that 

the fo regoing answers to Plaintiff Wikimedia's Interrogatories are true and correct to the best of 

my knowledge and belief, based on my personal knowledge and information made available to 

me in the course of my duties and responsibilities of Associate General Counsel, Office of the 

General Counsel. 

Executed thisll_~y of December, 2017 

Alyssa cCarthy 
Associate General Counsel 
Office of the General Counsel 
Office of the Director of National I ntcl I igcnce 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

WIKIMEDIA FOUNDATION, 

Plaintiff, 

V. 

NATIONAL SECURITY AGENCY, et al., 

Defendants. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

~~~~~~~~~~~~~~~~) 

No. 15-cv-00662-TSE 

REVISED OBJECTIONS AND RESPONSES OF DEFENDANTS OFFICE OF THE 
DIRECTOR OF NATIONAL INTELLIGENCE, AND DANIEL COATS, 

DIRECTOR OF NATIONAL INTELLIGENCE, TO PLAINTIFF'S FIRST 
AND SECOND SETS OF REQUESTS FOR PRODUCTION OF DOCUMENTS 

Pursuant to Rule 34 of the Federal Rules of Civil Procedure and District of Maryland Local 

Rule 104, Defendants Office of the Director of National Intelligence ("ODNI"), and Daniel Coats. 

in his official capacity as the Director of National Intelligence (together, the "ODNI Defendants"), 

by their undersigned attorneys, object and respond as follows to Plaintiff Wikimedia Foundation's 

Request for Production of Documents and Second Set of Requests for Production of Documents, 

dated November 7 and 29, 2017, respectively. 1 

GENERAL OBJECTIONS AND 
OBJECTIONS TO DEFINTIONS AND INSTRUCTIONS 

I. The ODNI Defendants object to Plaintiffs Requests for Production of Documents 

to the extent, as set forth in response to specific requests below, that they seek information 

regarding the intelligence activities of the National Security Agency ("NSA"). which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a). 

1 These Revised Objections and Responses supersede and replace the ODNI Defendants' 
Objections and Responses dated January 8, 2018. 
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2. The ODNI Defendants object to Plaintiffs Requests for Production of Documents 

to the extent, as set forth in response to specific requests below. they seek information that is 

irrelevant to jurisdictional issues, which are the only matters as to which the Court has authorized 

discovery in this case. See October 3, 2017, Order, ECF No. 117 at 1. 

3. As set forth in response to specific requests below, the ODNI Defendants object to 

the definition of the term "Circuit" as vague and ambiguous insofar as it is meant, by its reference 

to the use of that term in the Privacy and Civil Liberties Oversight Board's "Report on the 

Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence Surveillance 

Act" (the "PCLOB Section 702 Report"), to assign the term "Circuit" a meaning other than its 

ordinary meaning in the telecommunications industry. The PCLOB is an independent agency 

within the Executive Branch, and the ODNI Defendants do not have information regarding what, if 

anything, that entity intended by the term "Circuit" beyond the ordinary meaning of that term 

within the telecommunications industry as understood by the ODNI Defendants. 

4. As set forth in response to specific requests below, the ODNI Defendants object to 

the definition of the term "Internet Transaction" as vague and ambiguous insofar as it is meant, by 

its reference to the use of that term in the PCLOB Section 702 Report, to assign the term '·Internet 

Transaction" a meaning other than that understood by the ODNI Defendants. The PCLOB is an 

independent agency within the Executive Branch, and the ODNI Defendants do not have 

information regarding what, if anything, that entity intended by the term " Internet Transaction" 

beyond the meaning of that term as understood by the ODNI Defendants. 

5. As set forth in response to specific requests below, the ODNI Defendants object to 

the definition of "Review" as compound, unduly burdensome and oppressive, and so vague and 

ambiguous as to render the specific requests in which it is used incapable of reasoned response. 

2 
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6. As set forth in response to specific requests below, the ODNI Defendants object to 

the definition of " Interacted With" as compound, and, insofar as it incorporates the definition of 

"Review," also as unduly burdensome and oppressive, and so vague and ambiguous as to render 

the specific requests in which it is used incapable of reasoned response. 

7. As set forth in response to specific requests below, the ODNI Defendants object to 

Plaintiff's Requests for Production of Documents to the extent that they seek information that is 

protected from disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. 

§ 3024(i)(l). 

8. As set forth in response to specific requests below, the ODNI Defendants object to 

Instruction No. 9 in Plaintiffs Requests for Production of Documents, regarding the preparation of 

a privilege log, to the extent that providing the requested information as to each document for 

which privilege is claimed would itself divulge privileged information. 

9. The following objections and responses are based upon information currently 

known to the ODNI Defendants, and they reserve the right to supplement or amend their objections 

and responses should additional or different information become available. 

I 0. The ODNI Defendants object to Plaintiffs Requests for Production of Documents 

to the extent that any of them seeks the production of any documents or information not 

specifically involving the acquisition of Internet transactions through the use ofNSA's Upstream 

Internet acquisition techniques pursuant to Section 702 of the Foreign Intelligence Surveillance Act 

("FISA"), 50 U.S.C. § 1881a. In formulating these responses to Plaintiffs Requests for Production 

of Documents, the ODNI Defendants have limited the scope of their inquiry of knowledgeable 

persons, as well as their searches of appropriate records, to those persons and records reasonably 

calculated to possess information and documents specifically involving the acquisition of Internet 

3 
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transactions through the use ofNSA's Upstream Internet acquisition techniques pursuant to 

Section 702 of the FISA. 

11. Nothing contained in the following objections and responses shall be construed as 

a waiver of any applicable objection or privilege as to any request or as a waiver of any objection 

or privilege generally. Inadvertent disclosure or unauthorized disclosure of information subject to 

a claim of privilege shall not be deemed a waiver of such privilege. 

OBJECTIONS AND RESPONSES TO PLAINTIFF'S FIRST 
SET OF REQUESTS FOR PRODUCTION OF DOCUMENTS 

REQUEST FOR PRODUCTION NO. 1: All DOCUMENTS referenced, paraphrased, 
or summarized in YOUR answers to Interrogatories. 

RESPONSE: Subject to the objections stated above, and without waiving them, the ODNI 

Defendants respond that they do not reference, paraphrase, or summarize any documents in their 

answers to Plaintiffs interrogatories. Accordingly, there are no documents in the ODNI 

Defendants' possession, custody, or control that are responsive to this request. 

REQUEST FOR PRODUCTION NO. 2: DOCUMENTS sufficient to show or estimate 
the average number of optical fibers within the international submarine cables that carry 
INTERNET COMMUNICATIONS into and out of the UNITED STATES. 

OBJECTION: The ODNI Defendants object to Request for Production No. 2 as unduly 

burdensome and oppressive insofar as it requests that the ODNI Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the ODNI Defendants from public sources. The ODNI Defendants also object to Request for 

Production No. 2 as unduly burdensome and oppressive and irrelevant to Plaintiffs standing to 

seek prospective relief insofar as it seeks information dating back to July 8, 2008. The ODNI 

Defendants further object to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 
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RESPONSE: Subject to the objections stated above, and without waiving them, the ODNI 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 3: All DOCUMENTS listing, depicting, tallying, 
or describing the international submarine cables that carry fNTERNET COMMUNICATIONS into 
and out of the UNITED STATES. 

OBJECTION: The ODNI Defendants object to Request for Production No. 3 as unduly 

burdensome and oppressive insofar as it requests that the ODNI Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the ODNI Defendants from public sources. The ODNI Defendants also object to Request for 

Production No. 3 as unduly burdensome and oppressive and irrelevant to Plaintiffs standing to 

seek prospective relief insofar as it seeks information dating back to July 8, 2008. The ODNI 

Defendants further object to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

RESPONSE: Subject to the objections stated above, and without waiving them, the ODNI 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 4: All DOCUMENTS listing, depicting, tallying, 
or describing the points at which international submarine cables that carry fNTERNET 
COMMUNICATIONS into and out of the UNITED STA TES arrive at or depart from the UNITED 
STATES. 

OBJECTION: The ODNI Defendants object to Request for Production No. 4 as unduly 

burdensome and oppressive insofar as it requests that the ODNI Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the ODNI Defendants from public sources. The ODNI Defendants also object to Request for 

Production No. 4 as unduly burdensome and oppressive and irrelevant to Plaintiff's standing to 
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seek prospective relief insofar as it seeks information dating back to July 8, 2008. The ODNI 

Defendants further object to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

RESPONSE: Subject to the objections stated above, and without waiving them, the ODNI 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 5: All DOCUMENTS listing, depicting, tallying, 
or describing the terrestrial cables that are part of the INTERNET BACKBONE within the 
UNITED ST A TES. 

OBJECTION: The OD I Defendants object to Request for Production No. 5 as unduly 

burdensome and oppressive insofar as it requests that the ODNI Defendants produce information 

regarding the telecommunications infrastructure that is equally available to the Plaintiff as it is to 

the ODNI Defendants from public sources. The ODNI Defendants also object to Request for 

Production No. 5 as unduly burdensome and oppressive and irrelevant to Plaintiffs standing to 

seek prospective relief insofar as it seeks information dating back to July 8, 2008. The ODNI 

Defendants further object to this request to the extent it seeks information that is protected from 

disclosure by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

RESPONSE: Subject to the objections stated above, and without waiving them, the ODNI 

Defendants respond that they have been unable to locate documents responsive to this request 

within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 6: DOCUMENTS sufficient to show or estimate 
the number of persons TARGETED for Upstream surveillance pursuant to 50 U.S.C. § 1881a in 
each of the years 2010, 2011, 20 12, 2013, 2014, 2015, 2016, and the first six months of2017. 

OBJECTION: The ODNI Defendants object to Request for Production No. 6 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case, see October 3, 2017, Order, 
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ECF No. 117 at 1, and which do not include Plaintiffs "dragnet'. theory of standing rejected by the 

Fourth Circuit, see Wikimedia Found. v. NSA, 857 F.3d 193. 213-16 (4th Cir. 2017). The ODNI 

Defendants also object to Request for Production No. 6 as unduly burdensome and oppressive and 

irrelevant to Plaintiffs standing to seek prospective relief insofar as it seeks information dating 

back to 2010. 

The ODNI Defendants further object to Request for Production No. 6 on the grounds that it 

seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, ODNI has 

published Statistical Transparency Reports Regarding Use of National Security Authorities for 

calendar years 2013 , 2014, 20 15, and 2016, which include estimates of the numbers of targets 

affected by the U.S. Government's use of surveillance authority, including but not limited to 

section 702 of the Foreign Intelligence Surveillance Act, 50 U.S.C. § 1881 a. These reports are 

available, and are equally accessible to Plaintiff as they are to the ODNI Defendants, at the 

following Internet addresses: 

• https://www.dni.gov/files/tp/National Security Authorities Transparency Report CY 
2013.pdf 

• https://www.dni .gov/fi les/icotr/CY%20Statistical%20Transparency%20Report.pdf 

• https://icontherecord.tumblr.com/transparency/odni transparencyreport cy2015 

• https://www.dni.gov/files/icotr/ic transparecy report cy2016 5 2 17.pdf 

Other than the above-referenced documents, the ODNI Defendants have been unable to 

locate documents responsive to this request within their possession, custody, or control. 
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REQUEST FOR PRODUCTION NO. 7: DOCUMENTS sufficient to show or estimate 
the number of SELECTORS used in conducting Upstream surveillance in each of the years 2010, 
2011 , 2012, 20 13, 20 14, 2015, 2016, and the first six months of2017. 

OBJECTION: The ODNI Defendants object to Request for Production o. 7 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case, see October 3, 2017, Order, 

ECF No. 11 7 at 1, and which do not include Plaintiffs '·dragnet" theory of standing rejected by 

the Fourth Circuit, see Wikimedia Found. v. NSA , 857 F.3d 193, 213-16 (4th Cir. 2017). The 

ODNI Defendants also object to Request for Production No. 7 as unduly burdensome and 

oppressive and irrelevant to Plaintiffs standing to seek prospective relief insofar as it seeks 

information dating back to 2010. 

The ODNI Defendants further object to Request for Production No. 7 on the grounds 

that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. 

§ 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the ODNI 

Defendants respond that they have identified twenty-three documents with in their possession, 

custody, or control arguably responsive thi s request. These documents are classified and are being 

withheld in full on the basis of the objections stated above. The ODNI Defendants object to this 

request to the extent it purports to require them to describe the nature of the materials withheld on 

these grounds, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and oppressive in the 

context of these requests as a whole. 

8 

Case 1:15-cv-00662-TSE   Document 125-22   Filed 03/26/18   Page 9 of 29



REQUEST FOR PRODUCTION NO. 8: DOCUMENTS sufficient to show or estimate 
the number of INTERNET COMMUNICATIONS and/or INTERNET TRANSACTIONS 
COPIED using Upstream surveillance in each of the years 2010, 20 11 , 2012, 2013, 2014, 2015, 
20 16, and the fi rst six months of 2017. 

OBJECTION: The ODNI Defendants object to Request for Production No. 8 as unduly 

burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective relief insofar 

as it seeks information dating back to 2010. 

The ODNI Defendants also object to the definition of the term "Internet Transaction" as 

vague and ambiguous insofar as it is meant, by its reference to the PCLOB Section 702 Report, to 

assign the term " Internet Transaction" a meaning other than that understood by the ODNI 

Defendants. The PCLOB is an independent agency within the Executive Branch, and the ODNI 

Defendants do not have information regarding what, if anything, that entity intended by the term 

"Internet Transaction" beyond the meaning of that term as understood by the ODNI Defendants. 

The ODNI Defendants further object to Request for Production No. 8 on the grounds that it 

seeks information (which can be neither confirmed nor denied) regarding alleged inte ll igence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(I). 

The ODNI Defendants further object to Request fo r Production No. 8 insofar as it purports 

to require them to state whether there ex ist responsive materials that they are withholding on the 

basis of the foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and to describe the nature of the 

materials withheld, if any, on the basis of the 50 U.S.C. § 3024(i)( l ), 50 U.S.C. § 3605(a), and/or 

the state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and oppressive in 

the context of these requests as a whole, and as seeking disclosures of information that is itself 

protected by 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 
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REQUEST FOR PRODUCTION NO. 9: DOCUMENTS sufficient to show or estimate 
the number of INTERNET COMM UNI CATIONS and/or INTERNET TRANSACTIONS 
REVIEWED for SELECTORS using Upstream surveillance in each of the years 2010, 2011 , 2012, 
2013, 2014, 2015, 2016, and the first six months of 2017. 

OBJECTION: The ODNI Defendants object to Request for Production No. 9 as 

unduly burdensome and oppressive and irrelevant to Plaintiff's standing to seek prospective 

relief insofar as it seeks information dating back to 20 I 0. 

The ODNI Defendants also object to Request for Production No. 9 on the grounds that the 

definition of the term " Internet Transaction" is vague and ambiguous insofar as it is meant, by its 

reference to the PCLOB Section 702 Report, to assign the term "Internet Transaction" a meaning 

other than that understood by the ODNI Defendants. The PCLOB is an independent agency 

within the Executive Branch, and the ODNI Defendants do not have information regarding what, 

if anything, that entity intended by the term " Internet Transaction" beyond the meaning of that 

term as understood by the ODNI Defendants. 

Furthermore, the ODNI Defendants object to Request for Production No. 9 on the 

grounds that the term "Review," as defined by Plaintiff, encompasses so many fundamentally 

different actions that as used herein it renders this request compound, unduly burdensome and 

oppressive, vague and ambiguous, and particularly when viewed in the context of the phrase, 

"reviewed for selectors,'· incapable of reasoned response. 

Finally, the ODNI Defendants object to Request for Production No. 9 on the grounds 

that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected 

from disclosure by the state secrets privilege, and the statutory privilege under 50 U.S.C. 

§ 3024(i)(l). 
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RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants respond that they have been unable to locate documents responsive to this 

request within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 10: DOCUMENTS sufficient to show or 
estimate the number of INTERNET COMMUNICATIONS and/or INTERNET 
TRANSACTIONS RETAINED using Upstream surveillance in each of the years 2010, 2011, 
2012, 2013, 2014, 2015, 2016, and the first six months of2017. 

OBJECTION: The ODNI Defendants object to Request for Production No. 10 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF o. 117 at 1. The ODNI Defendants also object to Request for Production No. 10 as 

unduly burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective 

relief insofar as it seeks information dating back to 2010. 

The ODNI Defendants further object to Request for Production No. I 0 on the grounds 

that the definition of the term "Internet Transaction'· is vague and ambiguous insofar as it is 

meant, by its reference to the PCLOB Section 702 Report, to assign the term "Internet 

Transaction" a meaning other than that understood by the ODNI Defendants. The PCLOB is an 

independent agency within the Executive Branch, and the ODNI Defendants do not have 

information regarding what, if anything, that entity intended by the term " Internet Transaction" 

beyond the meaning of that term as understood by the ODNI Defendants. 

Finally, the ODNI Defendants object to Request for Production No. 10 on the grounds 

that it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)( l ). 
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RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants respond that they have identified two documents in their possession, custody, 

or control arguably responsive this request. A redacted version of one of these documents, 

which reflects the arguably responsive information, is available at the following Internet address: 

• https://www.dni.gov/fi les/icotr/NYT /Government' s%20Supplement%20to%20J une% 
201 %20and%20June%2028.%20201 l %20Submissions%20(August%2016.%20201 l 
1QQf 

An unredacted version of this document, as well as the other classified document 

withheld in full, are being withheld on the basis of the objections stated above. The ODNI 

Defendants object to this request to the extent it purports to require them to describe the nature of 

the materials withheld on these grounds, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome 

and oppressive in the context of these requests as a whole. 

REQUEST FOR PRODUCTION NO. 11: DOCUMENTS sufficient to show or 
estimate the number of INTERNET COMMUNICATIONS and/or INTERNET 
TRANSACTIONS RETAINED using Upstream surveillance that are to, from, or about "U.S. 
persons," in each of the years 2010, 2011 , 2012, 2013, 2014, 2015, 2016, and the first six months 
of 2017. 

OBJECTION: The ODNI Defendants object to Request for Production No. 11 as 

unduly burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective 

relief insofar as it seeks information dating back to 2010. 

The ODNI Defendants also object to Request for Production No. 11 on the grounds that 

the definition of the term "Internet Transaction'· is vague and ambiguous insofar as it is meant, 

by its reference to the PCLOB Section 702 Report, to assign the term " Internet Transaction'· a 

meaning other than that understood by the ODNI Defendants. The PCLOB is an independent 

agency within the Executive Branch, and the ODNI Defendants do not have information 
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regarding what, if anything, that entity intended by the term "Internet Transaction" beyond the 

meaning of that term as understood by the ODNI Defendants. 

Furthermore, the ODNI Defendants object to Request for Production No. 11 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case, see October 3, 2017, Order, 

ECF No. 117 at 1. 

Finally, the ODNI Defendants object to Request for Production No. 11 on the grounds 

that it seeks information regarding alleged intelligence activities of the NSA, which is 

absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from 

disclosure by the state secrets privilege, and the statutory privilege under 50 U .S.C. § 3024(i)(I). 

RESPONSE: Subject to the objections stated above, and w ithout waiving them, the 

ODNI Defendants respond that they have been unable to locate documents responsive to thi s 

request within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 12: DOCUMENTS sufficient to show or 
estimate the average number of discrete INTERNET COMMUNICATIONS contained in a 
multi-communication transaction. 

OBJECTION: The ODNI Defendants object to Request for Production No. 12 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized d iscovery in this case. See October 3, 2017, Order, 

ECF No. 11 7 at 1. The ODNI Defendants object to Request for Production No. 12 as vague and 

ambiguous insofar as it fail s to specify the universe of communications for which the "average 

number" in a multi-communication transaction is requested. The ODNI Defendants also object 

to Request for Production No. 12 as unduly burdensome and oppressive and irrelevant to 
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Plaintiff's standing to seek prospective relief insofar as it seeks information dating back to 

July 8, 2008. 

RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants respond that they have been unable to locate documents responsive to this 

request within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 13: DOCUMENTS sufficient to show or 
estimate the number of CIRCUITS on which the NSA conducted Upstream surveillance in each 
of the years 2010, 20 11 , 2012, 2013, 2014, 2015, 2016, and the first six months of2017. 

OBJECTION: The ODNI Defendants object to Request for Production No. 13 as 

unduly burdensome and oppressive and irrelevant to Plaintiff' s standing to seek prospective 

relief insofar as it seeks information dating back to 2010. 

The ODNI Defendants also object to Request for Production No. 13 on the grounds that 

the definition of the term "Circuit'" is vague and ambiguous insofar as it is meant, by its reference 

to the use of that term in the PC LOB Section 702 Report, to assign the term "Circuit" a meaning 

other than its ordinary meaning in the telecommunications industry. The PCLOB is an 

independent agency within the Executive Branch, and the ODNJ Defendants do not have 

information regarding what, if anything, that entity intended by the term "Circuit" beyond the 

ordinary meaning of that term within the telecommunications industry as understood by the 

ODNI Defendants. 

Finally, the ODNI Defendants object to Request for Production No. 13 on the grounds 

that it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 
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RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants respond that they have been unable to locate documents responsive to this 

request within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 14: DOCUMENTS sufficient to show or 
estimate the combined bandwidth of the CIRCUITS on which the NSA conducted Upstream 
surveillance in each of the years 2010, 2011, 2012, 2013, 2014, 2015, 2016, and the first six 
months of 2017. 

OBJECTION: The ODNI Defendants object to Request for Production No. 14 as 

unduly burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective 

relief insofar as it seeks information dating back to 2010. 

The ODNI Defendants also object to Request for Production No. 14 on the grounds that 

the definition of "Circuit" as vague and ambiguous insofar as it is meant, by its reference to the 

use of that term in the PCLOB Section 702 Report, to assign the term "Circuit" a meaning other 

than its ordinary meaning in the telecommunications industry. The PCLOB is an independent 

agency within the Executive Branch, and the ODNI Defendants do not have information 

regarding what, if anything, that entity intended by the term "Circuit" beyond the ordinary 

meaning of that term within the telecommunications industry as understood by the ODNI 

Defendants. 

Finally, the ODNI Defendants object to Request for Production No. 14 on the grounds 

that it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(J) . 

RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants respond that they have been unable to locate documents responsive to this 

request within their possession, custody, or control. 
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REQUEST FOR PRODUCTION NO. 15: DOCUMENTS sufficient to show or 
estimate the number of "international Internet link[ s ]"- as that term was used by the government 
in its submission to the Foreign Intelligence Surveillance Court, titled "Government's Response 
to the Court's Briefing Order of May 9, 2011,'. and filed on June 1, 2011 , see [Redacted], 2011 
WL 10945618, at *15 (F.l.S.C. Oct. 3, 2011)-monitored using Upstream surveillance in each of 
the years 2010, 201 1, 2012, 2013 , 2014, 2015, 2016, and the first six months of2017. 

OBJECTION: The ODNI Defendants object to Request for Production No. 15 as 

unduly burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective 

relief insofar as it seeks information dating back to 20 I 0. The ODNI Defendants also object to 

Request for Production No. 15 on the ground that it attributes the phrase " international Internet 

link" to a Government document when in fact the phrase is taken from an opinion of the Foreign 

Intelligence Surveillance Court ("FISC") that does not purport to quote directly from the 

referenced Government document. See [Redacted}, 2011 WL 10945618, at * 15 (FISC Oct. 3, 

2011 ). Whether the phrase "international Internet link" is contained within the referenced 

Government document is information (which can neither be confirmed nor denied) that is 

protected from disclosure by the state secrets privilege and statutory privileges under 50 U.S.C. § 

3024(i)(l) and 50 U.S.C. § 3605(a). 

Finally, the ODNI Defendants object to Request for Production No. 15 on the grounds 

that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: In light of the objection stated above regarding the phrase "international 

Internet link," for the purposes of responding to this request, the ODNI Defendants construe this 

phrase to mean " location." So construing this request, the ODNI Defendants respond that they 
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have been unable to locate documents responsive to this request within their possession, custody, 

or control. 

REQUEST FOR PRODUCTION NO. 16: DOCUMENTS sufficient to show the 
number of Internet "chokepoints" or "choke points" (as that term is used by YOU) inside the 
UNITED ST A TES through which INTERNATIONAL COMMUNICATIONS enter and leave 
the UNITED ST A TES and where the NSA has established Upstream surveillance collection or 
PROCESSING capabi lities. 

OBJECTION: The ODNI Defendants object to Request for Production No. 16 as 

unduly burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective 

relief insofar as it seeks information dating back to July 8, 2008. 

The ODNl Defendants also object to Request for Production No. 16 as vague and 

ambiguous insofar as it does not specify where or in what context the ODNI Defendants 

allegedly use the term "chokepoints" or "choke points." To the extent that Plaintiffs reference 

to that term alludes to what is described in the Amended Complaint as an "NSA slide," see Am. 

Comp!. ~ 68, the ODNI Defendants object to this Request for Production as implicitly seeking 

information (which can be neither confirmed nor denied) regarding the authenticity of the 

purported slide, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and which 

is also protected from disclosure by the state secrets privilege, and the statutory privilege under 

50 U.S.C. § 3024(i)(l ). 

Finally, the ODNI Defendants object to Request for Production No. 16 on the grounds 

that it seeks information (which can be neither confirmed nor denied) regarding alleged 

intelligence activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. 

§ 3605(a), and which is also protected from disclosure by the state secrets privilege, and the 

statutory privilege under 50 U.S.C. § 3024(i)(l). 
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RESPONSE: In light of the objection stated above regarding the terms "chokepoints" 

and "choke points," for the purposes of responding to this request, the ODNI Defendants 

construe those terms to mean " location." So construing this request, the ODNI Defendants 

respond that they have been unable to locate documents responsive to this request within their 

possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 17: All DOCUMENTS defining or describing 
the meaning of the term "Internet transaction." 

OBJECTION: The ODNI Defendants object to Request for Production No. 17 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 117 at 1. The ODNI Defendants also object to Request for Production No. 17 as 

unduly burdensome and oppressive insofar as it seeks "all documents" defining or describing the 

meaning of the term " Internet transaction," rather than documents sufficient to define that term. 

The ODNI Defendants further object to Request for Production No. 17 to the extent it seeks 

documents protected by the deliberative process privilege. 

Finally, the ODNI Defendants obj ect to Request for Production No. 17 to the extent that 

it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants refer Plaintiff to the response of defendants NSA and Adm. Michael S. 

Rogers, in his official capacity as Director of the NSA (together, the "NSA Defendants"), to this 

request identify ing the responsive documents publicly available in redacted form. In addition, 

the ODNI Defendants have identified documents in their possession, custody, or control arguably 
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responsive this request. Redacted versions of three of these documents are avai \able at the 

following Internet addresses: 

• https://www.dni.gov/fi les/icotr/NYT /Government' s%20Supplement%20to%20J une% 
201 %20and%20J une%2028, %202011%20Submissions%20(August%2016, %202011 
1lli!f 

• https://www.dni.gov/files/documents/0716/0ctober-20 l 1-Bates-Opinion-
and%200rder-20140716.pdf 

• https://www.dni.gov/files/documents/Joint%20Statement%20F AA%20Reauthorizatio 
n%20Hearing%20-%20December%202011.pdf 

Unredacted versions of these documents, as well as the other documents withheld in full , 

are being withheld on the basis of the objections stated above. The ODNI Defendants object to 

this request to the extent it purports to require them to describe the nature of the materials 

withheld on these grounds, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and 

oppressive in the context of these requests as a whole. 

REQUEST FOR PRODUCTION NO. 18: All Foreign Intelligence Surveillance 
Court-approved targeting procedures relevant at any time to DEFENDANTS' implementation of 
Upstream surveillance. 

OBJECTION: The ODNI Defendants object to Request for Production No. 18 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 11 7 at I. The ODNI Defendants also object to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiff's standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The ODNI Defendants further object to Request for Production No. 18 to the extent that 

it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 
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protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants refer Plaintiff to the NSA Defendants' response to this request, identifying the 

following two responsive documents publicly avai lable in redacted form: Procedures Used by the 

National Security Agency for Targeting Non-United States Persons Reasonably Believed to be 

Located Outside the United States to Acquire Fore ign Intelligence Information Pursuant to 

Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended, adopted by the 

Attorney General July 24, 20 14, and submitted to the Foreign Intelligence Surveillance Court on 

or about July 25, 20 14; and Procedures Used by the National Security Agency for Targeting 

Non-United States Persons Reasonably Believed to be Located Outside the United States to 

Acquire Foreign Intelligence Information Pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act of 1978, as Amended, adopted by the Attorney General March 29, 2017, and 

submitted to the Foreign Intelligence Surveillance Court on or about March 30, 2017. All other 

sets of relevant NSA Targeting Procedures are being withheld in full. The ODNI Defendants 

further object to this request, insofar as it purports to require them to describe the nature of the 

information redacted from these documents, and the nature of the classified information 

contained in other sets of relevant NSA Section 702 Targeting Procedures, see Fed. R. Civ. P. 

26(b)(5)(A), as unduly burdensome and oppressive in the context of these requests as a whole, 

and as seeking information protected from disclosure by 50 U.S.C. § 3024(i), 50 U.S.C. 

§ 3605(a), and/or the state secrets privilege. 
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REQUEST FOR PRODUCTION NO. 19: All Foreign Intelligence Surveillance 
Court-approved minimization procedures relevant at any time to DEFENDANTS ' 
implementation of Upstream surveillance. 

OBJECTION: The ODNI Defendants object to Request for Production No. 19 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 117 at 1. The ODNI Defendants also object to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiffs standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The ODNI Defendants further object to Request for Production No. 19 to the extent that 

it seeks information regarding alleged intelligence activities of the NSA, which is abso lutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants refer Plaintiff to the NSA Defendants· response to this request, identifying the 

following responsive documents publicly available in redacted form: Minimization Procedures 

Used by the National Security Agency in Connection with Acquisitions of Foreign Intelligence 

Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as 

Amended, adopted by the Attorney General on October 31, 2011, and submi tted to the Foreign 

Intelligence Surveillance Court on or about October 31, 2011; Minimization Procedures Used by 

the National Security Agency in Connection with Acquisitions of Foreign Intelligence 

Information Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as 

Amended, adopted by the Attorney General on July 24, 2014, and submitted to the Foreign 

Intelligence Surveillance Court on or about July 28, 2014; Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 
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Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended, 

adopted by the Attorney General on July 10, 20 15, and submitted to the Foreign Intelligence 

Surveillance Court on or about July 15, 2015; and Minimization Procedures Used by the 

National Security Agency in Connection with Acquisitions of Foreign Intelligence Information 

Pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as Amended, 

adopted by the Attorney General on March 29, 2017, and submitted to the Foreign Intelligence 

Surveillance Court on or about March 30, 2017. All other relevant sets of NSA Minimization 

Procedures are being withheld in full. The ODNI Defendants further object to this request, 

insofar as it purports to require them to describe the nature of the information redacted from 

these documents, and the nature of the classified information contained in all other relevant sets 

of NSA Section 702 Minimization Procedures, see Fed. R. Civ. P. 26(b)(5)(A), as unduly 

burdensome and oppressive in the context of these requests as a whole, and as seeking 

information protected from disclosure by 50 U.S.C. § 3024(i), 50 U.S.C. § 3605(a), and/or the 

state secrets privilege. 

REQUEST FOR PRODUCTION NO. 20: Any supplemental procedures relevant at 
any time to DEFENDANTS' implementation of Upstream surveillance. 

OBJECTION: The ODNI Defendants object to Request for Production No. 20 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order. 

ECF No. 11 7 at 1. The ODNI Defendants also object to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiffs standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The ODNI Defendants further object to Request for Production No. 20 to the extent that 

it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 
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protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants respond that they have been unable to locate documents responsive to this 

request within their possession, custody, or control. 

REQUEST FOR PRODUCTION NO. 21: All Foreign Intelligence Surveillance 
Court, Foreign Intelligence Surveillance Court of Review, and Supreme Court orders and 
opinions CONCERNING Upstream surveillance. 

OBJECTION: The ODNI Defendants object to Request for Production No. 21 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 20 17, Order, 

ECF No. 11 7 at 1. The ODNI Defendants also obj ect to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiff's standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The ODNI Defendants further object to Request for Production No. 21 to the extent that 

it seeks info rmation regarding alleged intelligence activities of the NSA, which is absolutely 

protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(l). 

RESPONSE: Subject to the objections stated above, and without waiving them, the 

ODNI Defendants state that neither the Foreign Intelligence Surveillance Court of Review nor 

the Supreme Court has issued any orders or opinions concerning NSA's Upstream Internet 

surveillance. With regard to FISC orders or opinions concerning Upstream surveil lance, many 

of those orders and opinions are already publicly available in redacted form as a result of 
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declassification pursuant to the USA FREEDOM Act, disclosures in response to Freedom of 

Information Act ("FOIA") requests, and disclosures pursuant to the Transparency Initiative. 

First, in accordance with section 402 of the USA FREEDOM Act, Pub. L. 114-23, 129 

Stat. 268, 281-82, codified at 50 U.S.C. § 1872, all FISC opinions and orders issued on or after 

June 2, 2015, that include a significant construction or interpretation of any provision of law, 

including FISA Section 702, 50 U .S.C. § 1881 a, are now publicly available (in redacted form as 

appropriate) and equally accessible to Plaintiff as they are to the ODNI Defendants, at various 

locations on the ODNI public website. 

Second, the Government has disclosed in redacted form (as appropriate) to the Electronic 

Frontier Foundation in response to a FOIA request "all decisions, orders, or opinions of the FISC 

or the FISC-R submitted to Congress by the Attorney General pursuant to section 6002 of the 

Intelligence Reform and Terrorism Prevention Act of2004 (50 U.S.C. section 187l(a)(5)); 50 

U.S.C. sections 187l(c)(l) & (2); and 50 U.S.C. section 188lf(b)(1)(D) between July 1, 2003 

and June 1, 2015, which have not been previously declassified and made public (to include those 

decisions, orders, or opinions previously identified by the Department of Justice to the Brennan 

Center, https://www.brennancenter.org/sites/default/files/publicationsfrhe_New_ Era_of_ Secret_ Law.pdf), 

that remain classified." Those documents are now publicly available (in redacted form) and 

equally accessible to Plaintiff as they are to the ODNI Defendants, at various locations on the 

ODNI public website. 

Third, the Government has also disclosed (in redacted form as appropriate) other FISC 

opinions and orders concerning Upstream surveillance pursuant to other FOIA requests and those 

opinions and orders can also be found at various locations on the ODNI public website. 

24 

Case 1:15-cv-00662-TSE   Document 125-22   Filed 03/26/18   Page 25 of 29



Finally, the Government has also disclosed (in redacted form as appropriate) other FISC 

opinions and orders concerning Upstream surveillance pursuant to the Transparency 

Initiative. Those FISC opinions and orders can also be found at various locations on the ODNI 

public website. 

Unredacted versions of the above-referenced documents, and other FISC orders and 

opinions concerning Upstream survei llance not referenced above, if any, are being withheld on 

the basis of the objections stated above. The ODNI Defendants further object to this request 

insofar as it purports to require them to describe the nature of the materials withheld on the basis 

of 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), and/or the state secrets privilege, see Fed. R. Civ. 

P. 26(b)(5)(A), as unduly burdensome and oppressive in the context of these requests as a whole, 

and as seeking information protected from di sclosure by 50 U.S.C. § 3024(i), 50 U.S.C. 

§ 3605(a), and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 22: All Foreign Intelligence Surveillance 
Court, Foreign Intelligence Surveillance Court of Review, and Supreme Court submissions 
CONCERNING Upstream surveillance. 

OBJECTION: The ODNI Defendants object to Request for Production No. 22 on the 

grounds that it seeks information that is irrelevant to jurisdictional issues, which are the only 

matters as to which the Court has authorized discovery in this case. See October 3, 2017, Order, 

ECF No. 11 7 at 1. The ODNI Defendants also object to this request as unduly burdensome and 

oppressive and irrelevant to Plaintiffs standing to seek prospective relief insofar as it seeks 

information dating back to July 8, 2008. 

The ODNI Defendants further object to Request for Production No. 22 to the extent that 

it seeks information regarding alleged intelligence activities of the NSA, which is absolutely 
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protected from disclosure by 50 U.S.C. § 3605(a), and which is also protected from disclosure by 

the state secrets privilege, and the statutory privilege under 50 U.S.C. § 3024(i)(I). 

RESPONSE: To the extent not produced in response to Plaintiffs other Requests for 

Production herein, any responsive documents the ODNI Defendants may have would be a subset 

of those in the possession, custody, and control of defendants Department of Justice ("DOJ'') and 

Jefferson B. Sessions, III , in his official capacity as Attorney General (together, the "DOJ 

Defendants"), and are being withheld on the basis of the objections stated abov.e. The ODNI 

Defendants further object to this request insofar as it purports to require them to describe the 

nature of the materials withheld on the basis of 50 U.S.C. § 3024(i)(l), 50 U.S.C. § 3605(a), 

and/or the state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly burdensome and 

oppressive in the context of these requests as a whole, and as seeking information protected from 

disclosure by 50 U.S.C. § 3024(i), 50 U.S.C. § 3605(a), and/or the state secrets privilege. 

OBJECTIONS AND RESPONSES TO PLAINTIFF'S SECOND 
SET OF REQUESTS FOR PRODUCTION OF DOCUMENTS 

REQUEST FOR PRODUCTION NO. 23: Any INTERNET COMMUNICATIO of 
WIKIMEDIA that any DEFENDANT INTERACTED WITH in connection Upstream 
survei llance. 

OBJECTION: The ODNI Defendants object to Request for Production No. 23 as 

unduly burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective 

relief insofar as it seeks information dating back to July 8, 2008. 

The ODNI Defendants also object to Request for Production No. 23 to the extent that it 

seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U .S.C. § 3605(a), and 
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which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(l). 

The ODNI Defendants further object to Request for Production No. 23 insofar as it 

purports to require them (i) to state whether there exist responsive materials that they are 

withholding on the basis of the foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and (ii) to 

describe the nature of the materials withheld, if any, on the basis of 50 U.S.C. § 3024(i)(l). 50 

U.S.C. § 3605(a), and/or the state secrets privilege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly 

burdensome and oppressive in the context of these requests as a whole, and as seeking the 

disclosure of information that is itself protected by 50 U.S.C. § 3024(i), 50 U.S.C. § 3605(a), 

and/or the state secrets privilege. 

REQUEST FOR PRODUCTION NO. 24: Any DOCUMENTS CONCERNING any 
INTERACTION WITH the INTERNET COMMUNICATIONS of WIKIMEDIA in connection 
with Upstream surveillance. 

OBJECTION: The ODNI Defendants object to Request for Production No. 24 as 

unduly burdensome and oppressive and irrelevant to Plaintiffs standing to seek prospective 

relief insofar as it seeks information dating back to July 8, 2008. 

The ODNI Defendants also object to Request for Production No. 24 to the extent that it 

seeks information (which can be neither confirmed nor denied) regarding alleged intelligence 

activities of the NSA, which is absolutely protected from disclosure by 50 U.S.C. § 3605(a), and 

which is also protected from disclosure by the state secrets privilege, and the statutory privilege 

under 50 U.S.C. § 3024(i)(l). 

The ODNI Defendants further object to Request for Production No. 24 insofar as it 

purports to require them (i) to state whether there exist responsive materials that they are 

withholding on the basis of the foregoing objections, see Fed. R. Civ. P. 34(b)(2)(C), and (ii) to 
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describe the nature of the materials withheld, if any, on the basis of 50 U.S.C. § 3024(i)(l), 50 

U.S.C. § 3605(a), and/or the state secrets privi lege, see Fed. R. Civ. P. 26(b)(5)(A), as unduly 

burdensome and oppressive in the context of these requests as a whole, and as seeking the 

disclosure of information that is itself protected by 50 U.S.C. § 3024(i), 50 U.S.C. § 3605(a), 

and/or the state secrets privilege. 

Dated: February 5, 2018 
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Entry RFP#s 

I. 6. 7 

') 10, IL 
-· 12 

-

S l:::CR E:'fNl>JO 1· o R~J 

Wikimedia Foundation v. NSA, No. 1: 15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Overall Nature of Privileged Information Description Classification 

(i) sources and methods of authorized 
collection~ (ii) nature or identity of Database[s] containing TS//SI specific individual(s) targeted or information concerning NSA ·s 

(at a minimum) facility(ies) tasked pursuant to FISA SIGINT targets § 702; and (iii) operational information 
concerning intelligence activities 

(i) sources and methods of authorized 
collection; (ii) raw SIG INT collected 

Preserved 702 data collected pursuant to FISA § 702; (iii) nature or 
identity of specific individual(s) targeted pursuant to the upstream TS//SI//NF or facility(ies) tasked pursuant to FISA 

internet collection technique on § 702; and (iv) information if disclosed or before March 17, 20 I 7 that could be used by a foreign 
intelligence target to escape collection or 
minimize the likelihood of collection 

S eC R eT//l>J 0 ~ 0 RT>~ 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U .S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP#s 

10, 11 , 3. 12 

13, 15, 4. 16, 17 

SEC R FF//i>JO FO R))J 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) sources and methods of authorized 
collection; (ii) raw SIGINT collected 
pursuant to FISA § 702; (iii) nature or 

702 data collected pursuant to identity of specific individual(s) targeted 
the upstream internet collection TS//SI//NF or facility(ies) tasked pursuant to FISA 
technique after March 17. 20 I 7 § 702; and (iv) information if disclosed 

that could be used by a foreign 
intelligence target to escape collection or 
minimize the like lihood of collection 

(i) sources and methods of authorized 
collection; (ii) nature or identity of 

Classified Declaration of specific individual(s) targeted or 

Admiral Michael S. Rogers. facility(ies) tasked pursuant to FISA 

Director, National Security TS//STLW//SI. 
§ 702; (iii) operational information 
concerning NSA intelligence activities; 

Agency~ dated February [ 16]. 
1• //0C/NF (iv) identities of assisting electronic 2018, filed ex parte, in camera 

in Jewel v. National Security communications service providers; and 
(v) information if discJosed that could be Agency, No. 4:08-cv-4373-JSW used by a foreign intelligence target to 
escape collection or minimize the 
likelihood of collection 

2 

SEC RET//l>J 0 F' 0 Ri>J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 
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Entry RFP#s 

5. 13, 14, 
15, 16 

6. 15, 16 

7. 15, 16 

s eC ReT//}J 0 y 0 R~J 

Wikimedia Foundation v. NSA, No. 1: 15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) sources and methods of authorized 

Documents identifying one [or collection: (ii) nature or identity of 
specific individual(s) targeted or more than one] circuit on facility(ies) tasked pursuant to FISA which NSA conducted 

Upstream surveil1ance for TS//SI//NF § 702; (iii) operational information 

periods during the years 2015, (at a minimum) concerning NSA intelligence activities; 

2016 and the first six months of and (iv) information if disclosed that 

2017. could be used by a foreign intelligence 
target to escape collection or minimize 
the likelihood of collection 

Word document prepared by (i) sources and methods of authorized 
counsel on or about February I. collection; (ii) operational information 
2018, in connection with concerning NSA intelligence activities~ 
ongoing litigation in Jewel v. (iii) identities of assisting electronic 
National Security Agency, No. TS//SI- /INF communications service providers; (iv) 
4:08-cv-4373-JSW, containing. memorialization of communication 
among other things, the between attorney and client concerning 
location[ s] where Upstream information requested by counsel to 
surveillance occurs. provide legal advice 

Power point presentation. last (i) sources and methods of authorized modified on or about October collection: and (ii) operational 2016. containing information TS//S I//OCINF 
concerning. among other information concerning NSA 

things, Upstream infrastructure. intelligence activities 

3 

SECRET//]).mfOR}'J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 u .s.c. § 3024(i)( l ); 
Attorney-Client 
Communication 
Privilege; Attorney 
Work Product Privilege 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l) 
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Entry RFP#s 

8. 19 

9. 19 

10. 19 

SBCRE'.:TPI>JOrORI>J 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall 
Classification Nature of Privileged Information 

Minimization Procedures used (i) procedures followed to ensure that 

by the NSA in connection with information acquired through lawful 

acquisitions of foreio-n collection is retained, used, and 
0 

intelligence information TS//SI//NF disseminated in a manner that protects 

pursuant to FISA § 702~ dated the privacy of United States persons; (ii) 

August 5, 2008 extent to which acquired 
communications may be used or 
disclosed 

Minimization Procedures used (i) procedures followed to ensure that 

by the NSA in connection with information acquired through lawful 

acquisitions of foreign collection is retained, used, and 

intelligence information S//SI//NF disseminated in a manner that protects 

pursuant to FISA § 702, dated the privacy of United States persons; (ii) 

[REDACTED], 2009 extent to which acquired 
communications may be used or 
disclosed 

Minimization Procedures used (i) procedures followed to ensure that 

by the NSA in connection with information acquired through lawful 

acquisitions of foreign collection is retained, used, and 

intelligence information TS//SI//NF disseminated in a manner that protects 

pursuant to FISA § 702, dated the privacy of United States persons; (ii) 

[REDACTED], 2010 extent to which acquired 
communications may be used or 
disclosed 

4 

S E:C RBT//l>J 0 F 0 RI>J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U .S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 
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Entry RFP#s 

1 I. 17, 19 

12. 17. 19 

S~CRETk~JOrOR~J 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) types of communications collected; 
(ii) sources and methods of authorized 

Amended Minimization collection; (iii) procedures followed to 
Procedures used by the NSA in ensure that information acquired through 
connection with acquisitions of TS//Sl//NF lawful collection is retained, used, and 
foreign intelligence information disseminated in a manner that protects 
pursuant to FISA § 702, dated the privacy of United States persons; (iv) 
October 3 I , 20 I I extent to which acquired 

communications may be used or 
disclosed 

(i) types of communications collected; 
(ii) sources and methods of authorized 

Minimization Procedures used collection; (iii) procedures followed to 
by the NSA in connection with ensure that information acquired through 
acquisitions of foreign lawful collection is retained, used, and 
intelligence information TS//SI//NF disseminated in a manner that protects 
pursuant to FlSA § 702, dated the privacy of United States persons; (iv) 
August 24, 2012 extent to which acquired 

communications may be used or 
disclosed 

5 

S ESC R EST//])i~ 0 f 0 R~J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP#s 

13. 17. 19 

14. 17, 19 

15. 17, 19 

S ~:C RKfkI>JO r 0 RI>J 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

Minimization Procedures used (i) types of communications collected; 

by the NSA in connection with (ii) sources and methods of authorized 

acquisitions of foreign collection; (iii) procedures followed to 

intelligence information TS//SI//NF ensure that information acquired through 
lawful collection is retained, used, and 

pursuant to FISA § 702, dated disseminated in a manner that protects 
November 13, 2013 the privacy of United States persons 

Minimization Procedures used 
by the NSA in connection with (i) types of communications collected; 
acquisitions of foreign TS//SI//NF (ii) sources and methods of authorized intelligence information collection pursuant to FISA § 702, dated 
July 28, 2014 

Minimization Procedures used (i) types of communications collected; 
by the NSA in connection with (ii) sources and methods of authorized 
acquisitions of foreign TS//SI//NF collection; and (iii ) procedures regarding 
intelligence information the retention, dissemination, and use of 
pursuant to FISA § 702, dated attorney-client communications acquired 
Julyl0,2015 pursuant to FISA § 702 

6 

S eC RET//I>J 0 F 0 RI>4 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( l) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( l) 
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Entry RFP#s 

16. 17, I 9 

17. I 7, 19 

~ECRETkf),JOFORi"J 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) types of communications collected; 
Minimization Procedures used (ii) sources and methods of authorized 
by the NSA in connection with collection; (iii) extent to which acquired 
acquisitions of foreign TS//SI//NF communications may be used or 
intelligence information disclosed; and (iv) procedures regarding 
pursuant to FISA § 702. dated the retention. dissemination, and use of 
September 26, 20 I 6 attorney-client communications acquired 

pursuant to FISA § 702 

(i) types of communications collected; 
Amended Minimization (ii) sources and methods of authorized 
Procedures used by the NSA in collection; (iii) extent to which acquired 
connection with acquisitions of communications may be used or 
foreign intelligence information TS//SI//NF disclosed; and (iv) procedures regarding 
pursuant to FISA § 702, dated the retention, dissemination, and use of 
March 30, 2017 attorney-client communications acquired 

pursuant to FISA § 702 

7 

S HG RET//'J>sJO v 0 Rt'J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U .S.C. § 3024(i)( I) 
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Entry RFP#s 

18. 18 

~ E"TR ¥T//T> 10 v n R r>J 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Overall Description Classification Nature of Privileged Information 

(i) categories of information and analytic 
techniques used, and procedures 
followed, to ensure that persons targeted 
under FISA § 702 are reasonably 
believed to be non-United States persons 

Procedures used by the NSA located outside the United States; (ii) 

for targeting non-United States categories of information and analytic 

persons reasonably believed to techniques used. and procedures 

be located outside the United TS//SI//NF 
fol lowed, to assess whether a target is 

States to acquire foreign expected to possess. receive, and/or is 

intelligence information likely to communicate foreign 

pursuant to FISA § 702, dated intelligence information; 

August 5, 2008 (iii) information if disclosed that could 
be used by a foreign intelligence target 
to escape collection or minimize the 
likelihood of collection; (iv) sources and 
methods of authorized collection; (v) 
descriptions of government systems; and 
(vi) types of communications collected 

8 

~ ¥r R ¥.T 11T>J 0 i:: () R T>J 

I 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP#s 

19. 18 

~i;ru J;T lt)J()r(UHJ 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) categories of information and analytic 
techniques used, and procedures 
followed, to ensure that persons targeted 
under FISA § 702 are non-United States 
persons reasonably believed to be 
located outside the United States; (ii) 

Procedures used by the NSA categories of information and analytic 
for targeting non-United States techniques used. and procedures 
persons reasonably believed to followed , to assess whether a target is 
be located outside the United TS//SI//NF expected to possess. receive, and/or is 
States to acquire foreign likely to communicate foreign 
in tel I igence information intelligence information; (iii) 
pursuant to FISA § 702, dated information if disclosed that could be 
[REDACTED] , 2009 used by a foreign intelligence target to 

escape collection or minimize the 
likelihood of collection; (iv) sources and 
methods of authorized collection; 
(v) descriptions of government systems; 
and (vi) types of communications 
collected 

9 

SECRET//~~ 0 F' 0 R])~ 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP#s 

20. 18 

' ¥ CU R' T/Cf>JQ J; ()~ f>J 

Wikimedia Foundation v. NSA, No. I :15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) categories of information and analytic 
techniques used, and procedures 
followed, to ensure that persons targeted 
under FISA § 702 are non-United States 
persons reasonably believed to be 
located outside the United States; (ii) 

Procedures used by the NSA categories of information and analytic 
for targeting non-United States techniques used. and procedures 
persons reasonably believed to followed, to assess whether a target is 
be located outside the United TS//SI//NF expected to possess, receive, and/or is 
States to acquire foreign likely to communicate foreign 
intelligence information intelligence information~ (iii) 
pursuant to FISA § 702, dated information if disclosed that could be 
[REDACTED], 2010 used by a foreign intelligence target to 

escape collection or minimize the 
likelihood of collection ; (iv) sources and 
methods of authorized collection; 
(v) descriptions of government systems; 
and (vi) types of communications 
collected 

10 

SEC RET//l>4 0 :F 0 Rl>4 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(1) 
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Entry RFP#s 

21. 18 

S E;C RE6T//~J 0 F 0 R ~~ 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) categories of information and analytic 
techniques used, and procedures 
followed, to ensure that persons targeted 
under FISA § 702 are non-United States 
persons reasonably believed to be 

Procedures used by the NSA located outside the United States; (ii) 

for targeting non-United States categories of information and analytic 

persons reasonably believed to techniques used. and procedures 

be located outside the United TS//SI//NF 
followed, to assess whether a target is 

States to acquire foreign expected to possess, receive, and/or is 

inte 11 igence information likely to communicate foreign 

pursuant to FISA § 702, dated intelligence information; (iii) 

April 20/22, 2011 information if disclosed that could be 
used by a foreign intelligence target to 
escape collection or minimize the 
likelihood of collection; (iv) sources and 
methods of authorized collection; (v) 
descriptions of government systems; and 
(vi) types of communications collected 

11 

SeCReTk~JOFOR~J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 
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Entry RFP#s 

22. 18 

S ECRE3T//T>JO r 0 RT>J 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) categories of information and analytic 
techniques used, and procedures 
followed, to ensure that persons targeted 
under FISA § 702 are reasonably 
believed to be non-United States persons 

Procedures used by the NSA located outside the United States; (ii) 

for targeting non-United States categories of information and analytic 

persons reasonably believed to techniques used. and procedures 

be located outside the United TS//SI//NF 
followed, to assess whether a target is 

States to acquire foreign expected to possess~ receive, and/or is 

intelligence information likely to communicate foreign 

pursuant to FISA § 702, dated in tel I igence information; (ii i)information 

August 24~ 2012 if disclosed that could be used by a 
foreign intelligence target to escape 
collection or minimize the likelihood of 
collection ; (iv) sources and methods of 
authorized collection; (v) descriptions of 
government systems; and (vi) types of 
communications collected 

12 

SEC R F:T141T>J 0 F' 0 Rl>J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP#s 

23. 18 

SECReTk})JOfORN 

Wikimedia Foundation v. NSA, No. 1: 15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) categories of information and analytic 
techniques used, and procedures 
followed, to ensure that persons targeted 
under FISA § 702 are reasonably 
believed to be non-United States persons 

Procedures used by the NSA located outside the United States; (ii) 

for targeting non-United States categories of information and analytic 

persons reasonably believed to techniques used. and procedures 

be located outside the United TS//SI//NF 
followed, to assess whether a target is 

States to acquire foreign 
expected to possess, receive, and/or is 

intelligence information 
likely to communicate foreign 

pursuant to FISA § 702, dated 
intelligence information; (iii) 

July 3 ) ' 20) 3 
information if disclosed that could be 
used by a foreign intelligence target to 
escape collection or minimize the 
likelihood of collection; (iv) sources and 
methods of authorized collection; (v) 
descriptions of government systems; and 
(vi) types of communications collected 

13 

SEC RETN~JOf OR~* 

Basis for Withholding 

State Secrets Privilege; 
50 U .S.C. § 3605(a); 
50 U .S.C. § 3024(i)( I) 
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Entry RFP#s 

24. 18 

s ~c RE::T//~JO r 0 R~J 

Wikimedia Foundation v. NSA, No. l: 15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) categories of information and analytic 
techniques used, and procedures 
followed, to ensure that persons targeted 
under FISA § 702 are reasonably 
believed to be non-United States persons 

Procedures used by the NSA located outside the United States; (ii) 

for targeting non-United States 
categories of information and analytic 

persons reasonably believed to techniques used. and procedures 

be located outside the United TS//SI//NF 
followed , to assess whether a target is 

States to acquire foreign expected to possess, receive, and/or is 

intelligence information likely to communicate foreign 

pursuant to FISA § 702, dated intelligence information~ (iii) 

July 28, 2014 descriptions of government systems; (iv) 
types of communications collected; (v) 
information if disclosed that could be 
used by a foreign intelligence target to 
escape collection or minimize the 
likelihood of collection; and (vi) sources 
and methods of authorized collection 

14 

SE:CRET//~JOFOR~J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP#s 

25. 18 

S E::C R E':T//~J 0 r· 0 R ~4 

Wikimedia Foundation v. NSA, No. 1: 15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) categories of information and analytic 
techniques used, and procedures 
followed, to ensure that persons targeted 
under FISA § 702 are reasonably 
believed to be non-United States persons 
located outside the United States; (ii) 

Procedures used by the NSA categories of information and analytic 
for targeting non-United States techniques used. and procedures 
persons reasonably believed to followed, to assess whether a target is 
be located outside the United TS//SI//NF expected to possess, receive, and/or is 
States to acquire foreign likely to communicate foreign 
intelligence information intelligence information~ (iii) 
pursuant to FISA § 702, dated descriptions of government systems; (iv) 
Jul 1 O. 2015. types of communications collected; (v) 

information if disclosed that could be 
used by a foreign intelligence target to 
escape collection or minimize the 
likelihood of collection; and (vi) sources 
and methods of authorized collection 

15 

S f:C ReT//~J 0 F 0 R~J 

Basis for Withholding 

State Secrets· Privilege; 
50 U.S.C. § 3605(a); 
50 U .S.C. § 3024(i)(I) 
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Entry RFP#s 

26. 18 

~ECR~T//~JOrOR~J 

Wikimedia Foundation v. NSA, No. 1 :15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) categories of information and analytic 
techniques used, and procedures 
followed, to ensure that persons targeted 
under FISA § 702 are reasonably 
believed to be non-United States persons 

Procedures used by the NSA located outside the United States; (ii) 

for targeting non-United States categories of information and analytic 

persons reasonably believed to techniques used. and procedures 

be located outside the United 
TS//SI//NF 

followed, to assess whether a target is 

States to acquire foreign expected to possess, receive, and/or is 

intelligence information likely to communicate foreign 

pursuant to FISA § 702, dated intelligence information; (iii) 

September 26, 2016 descriptions of government systems; (iv) 
types of communications collected; (v) 
information if disclosed that could be 
used by a foreign intelligence target to 
escape collection or minimize the 
likelihood of collection; and (vi) sources 
and methods of authorized collection 

16 

S E:C RE:Tk~JO F 0 R~J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U .S.C. § 3024(i)(J) 
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Entry RFP#s 

27. 18 

>' i;;:r R ~'T ll~J() r () R ~J 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information C lassifica tio n 

(i) categories of information and analytic 
techniques used, and procedures 
followed, to ensure that persons targeted 
under FISA § 702 are reasonably 

Amended procedures used by believed to be non-United States persons 
the NSA for targeting non- located outside the United States; (ii) 
United States persons categories of information and analytic 
reasonably believed to be techniques used. and procedures 
located outside the United TS//SI//NF fol lowed, to assess whether a target is 
States to acquire foreign expected to possess, receive, and/or is 
intelligence information likely to communicate foreign 
pursuant to FISA § 702. dated intelligence information; (iii) 
March 30, 2017 information if disclosed that could be 

used by a foreign intel1 igence target to 
escape collection or minimize the 
likelihood of collection; and (iv) sources 
and methods of authorized collection 

17 

SEC RET//~J 0 F 0 RJ>J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(1) 
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Entry RFP#s 

28. 17 

~ H~ R ~, T 11~J () J; () R ~J 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) subject matter and/or scope of 
collection authorized under FISA § 702; 
(ii) sources and methods of authorized 
collection; (iii) types of communications 
collected; (iv) identities of assisting 
electronic communications service 
providers; (v) categories of information 
and analytic techniques used, and 

FISC Memorandum Opinion procedures followed, to assess whether a 
and Order (J. Bates) dated TS//SI//OC/NF target is a non-United States person 
October 3, 2011 reasonably believed to be outside the 

United States; (vi) information if 
disclosed that could be used by a foreign 
intelligence target to escape collection or 
minimize the likelihood of collection; 
(vii) descriptions of government 
systems; (viii) detailed technical and 
operational information concerning 
intelligence activities 

18 

SBC RBT//~J OF 0 R~J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( J) 
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Entry RFP#s 

29. 17 

s;;~·ru vT1nr.1oi;nu biJ 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

(i) subject matter and/or scope of 
collection authorized under FISA § 702; 
(ii) sources and methods of authorized 
collection; (iii) types of communications 
collected; (iv) identities of assisting 
electronic communications service 
providers~ (v) information if disclosed 

Governmenf s Response to the that could be used by a foreign 
FISC's May 9, 2011 Briefing S//OC/NF intelligence target to escape collection or 
Order dated June 1, 2011 minimize the likelihood of collection; 

(vi) descriptions of government systems; 
(vii) detailed technical and operational 
information concerning intelligence 
activities; (viii) nature and/or identities 
of entities concerning which the NSA 
seeks to acquire foreign intelligence 
information 

19 

SEC RET//~J 0 F 0 JU>J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U .S.C. § 3024(i)(1) 
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Entry RFP#s 

30. 21 

31. 22 

8 E::C RE:T1411>'JO r ()RI>'~ 

Wikimedia Foundation v. NSA, No. l: 15-cv-00662-TSE (D. Md.) 
NSA Privilege Log 
(March 19, 2018) 

Description Overall Nature of Privileged Information Classification 

With regard to Request for Production 
21, the NSA Defendants refer Plaintiff to 
the DOJ Defendants' privilege log 

Copies of Foreign intelligence The NSA entries for this request. Any responsive 
Survei !lance Court orders Defendants ref er documents the NSA Defendants have are 
concerning upstream collection Plaintiff to the DOJ a duplicative of those in the possession, 
under Foreign Intelligence Defendants' custody, and control of the DOJ 
Surveillance Act § 702 privilege log Defendants, and any information being 

withheld in those documents is withheld 
by NSA on the same basis as indicated 
in the DOJ Defendants' privilege log. 

With regard to Request for Production 
22, the NSA Defendants refer Plaintiff to 

Copies of submissions by the the DOJ Defendants' privilege log 
United States Government to The NSA entries for this request. Any responsive 
the Foreign Intelligence Defendants refer documents the NSA Defendants have are 
Surveillance concerning Plaintiff to the DOJ a duplicative of those in the possession, 
upstream co 1 lecti on under Defendants' custody, and control of the DOJ 
Foreign Intelligence privilege log Defendants, and any information being 
Surveillance Act § 702 withheld in those documents is withheld 

by NSA on the same basis as indicated 
in the DOJ Defendants' privilege log. 

20 

s eCRE:TN~JO i:o R~J 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 
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Entry RFP Date Issued 

1. 21 
. ()(ll) 

2. 21 - ()(IL) 

3. 21 .2009 

4. 21 - 010 
5. 21 . 010 

SECRET//NOFORN 
Wildmedia Foundation~·. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log1 

(March 19,2018) 

Description of Order Classification Nature of Privileged Information 

Order by Foreign Intelligence Surveillance Court 
("FISC") granting motion to extend time limit for 

( i) subject matter and scope of collection review of Certification of the Director of National s authorized unda § 702 of the Foreign Intelligence Intelligence and the Attorney General pursuant to Surveillance Act of 1978 ("FISA § 702"") § 702(g) of the Foreign Intelligence Sur\'eillance 
Act of 1978 ("'DN I/ AG 702(g) Certification") 

( i) subject matter and scope of collection Order granting motion to extend time limit for s review of DNl/AG 702(g) Ce11itkation authorized under FISA § 702 

FISC Order finding no court action required with (i) subject matter and scope of collection respect to 2008 DNI/AG 702(g) Certifications rS//Sl//OC/NF authorized under FISA § 702: (ii) sources and following compliance incident described in order in methods of authorized collection light of Government's remedial efforts 

(i) subject matter and scope of collection FISC order approving amended DNI/ AG 702(g) s Certification and revised minimization procedures authorized under FISA § 702 

(i) subject matter and scope of collection FISC order approving amended DNl/AG 702(g) s Certification and revised minimization procedures authorized under FISA § 702 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 lJ.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

1 In accordance with the parties· discussions following the 00.J Defendants' service of their objections to Plaintiffs document requests. the 00.J Defendants are logging 
li) only those FISC opinions and orders responsive to Plaintiffs request no. 21 that have not previously been publicly released by the Government at least in part, and (ii) only 
those submissions. responsive to Plaintiffs request no. 22, that were filed by the Government in connection with specified FISC opinions issued on April 26. 2017. I REDACTED] 
2014. August 26. 2014, September 20. 2012, November 30 and October 3, 20 I I. April 7, 2009, and September 4, 2008. (The parties have not yet reached agreement on a term 
search of documents responsive to request no. 22. and so no documents reflective of such a search arc included in this log.) During the parties' discussions Plaintiff did not take 
issue with the 00.J Defendants ' objections to preparing a privilege log for request nos. 7. I 0. and 17-10. Accordingly. the documents withheld by the OCH Defendants in response 
to those requests on the basis of privilege arc not included in this log. 

~FCA~TuNOFOA~r 

Case 1:15-cv-00662-TSE   Document 125-24   Filed 03/26/18   Page 2 of 46



Entry RFP 

6. 21 

7. 21 

8. 21 

9. 21 

10. 21 

11. 21 

8ECRET//NOFORN 
Wiliimedia Foundation"· NSA, No. I: 15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date Issued Description of Order Classification 

. 010 
FISC order approving amended DNI/AG 702(g) s Certification and revised minimization procedures. 

. ()IQ FISC order approving amended DNI/AG 702(g) s Certification and revised minimization procedures 

~010 FISC order approving amended DNl/AG 702(g) 
Certification and revised minimization procedures s 

FISC orders granting motion to extend time limits 05/09/2011 TS//Sl//NF for review of DNI/AG § 702 Certifications 

FISC orders granting motion to extend the time limit 07/14/2011 s for review of DNI/AG 702(g) Certifications 

FISC notices informing assisting electronic 
07/ 14/2011 communications service providers of 07114/2011 TS//Sl//NF 

extension 

SECRETh'NOFORN 
2 

Classifieel By: Ct:lief, OfleFatieAS 5eetieA, 01, PJSQ 1::15 ° GOii 
Qeri· eel FreA'I: QOJ/NSI SCG 1 INT elateel 2Q12Q7Q1, PJ5A SCG elateel 2Q13Q93Q 
QeelassiP, OA: 2Q43Q3Ql 

Nature of Privileged Information 

(i) subject matter and scope of collection 
authorized under FISA § 702 

(i) subject matter and scope of collection 
authorized under FISA § 702 

(i) subject matter and scope of collection 
authorized under FISA § 702 

(i) subject matter and scope of collection 
authorized under FISA § 702; (ii) sources and 
mdhods of authorized collection 

(i) subject matter and scope of collection 
authorized under FISA § 702 

(i) subject matter and scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection: (iii) identities of 
assisting electronic communications service 
providers 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(l) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

12. 21 

13. 21 

14. 21 

15. 21 

SECRETh'NOFORN 
Wikimediu Foundation~·. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date Issued Description of Order Classification 

FISC orders granting motion to extend the time limit TS//SI//NF 09/14/2011 
for review of DN I/ AG 702(g) certifications 

rlSC notices informing assisting electronic 
0911412011 communications service providers of09/14/201 I TS//SI//NF 

extension 

rise secondary orders informing assisting 

I 0/05/2011 electronic communications service providers of 
TS//SI//NF nature and time limits on collection authorized under 

rISA ~ 702 

FISC notices of continued acquisition authority, 
infom1ing assisting electronic communications 
service providers that Upstream acquisition of 11/01/2011 Internet communications remained authorized TS//SI//NF 

pending court action on Government's amendments 
to 20 I I DN I/ AG § 702(g) Certifications 

SECRET/fNOFORN 
3 

Classifies B'(: Cl=liei, 013eFatieAs 5eetieA, 01, ~~59 615A GO" 
9eFi\'eel FFaFA: QOJ/N51 5CG 1 INT elateel 2Q12Q7Q1, N5A 5CG elateel 2QBQ93Q 
9eelassify OR: 2gq393g1 

Nature of Privileged Information 

(i) subject matter and scope of collection 
authorized under FISA § 702 

(i) subject matter and scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection; (iii) identities of 
assisting electronic communications service 
providers 

( i) subject matter and scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection; (iii) identities of 
assisting electronic communications service 
providers 

(i) subject matter and scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection: and 
(iii) identities of assisting electronic 
communications service providers 

Basis for Withholding 

State Secrets Privilege: 
50 lJ.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l) 

State Secrets Privilege; 
50 lJ.S.C. § 3605(a); 
50 Ll .S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 u.s.c. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 lJ.S.C. § 3024(i)( I) 
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Entry RFP 

16. 21 

17. 21 

18. 21 

19. 21 

20. 21 

21. 21 

8ECRET!!NOFORN 
Wikimedia Foundation i•. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date Issued Description of Order Classification Nature of Privileged Information 

FISC order approving amended DNI/ AG § 702(g) 
( i) subject matter and scope of collection 09/20/2012 Certifications and revised targeting and s 

minimization procedures authorized under FISA § 702 

FISC order granting motion to extend the time limit (i) subject matter and scope of collection 
11/08/20 I 3 for review of DN I/ AG 702(g) Certifications s authorized under FISA § 702: and (ii) sources and 

following compliance incident described in order methods of authorized collection 

( i) subject matter and scope of collection under 

FISC order requiring the Government to provide 
TS.,l// 

FISA § 702: (ii) sources and methods and 

06/27/2014 details pertaining to a compliance incident operational details of authorized collection; and 

concerning a single. named target OC'NF (iii) nature or identity of specific individual( s) 
targeted or facility(ies) tasked pursuant to FISA 
§702 

FISC order requiring Government to explain 
\Vhether extension of time to review 2015 DNI/ AG § (i) subject matter and scope of collection under 07/07/20 I 5 
702(g) Certifications to allow meaningful amicus s FISA § 702 
assistance would be consistent with national security 

FISC order extending time to review 20 I 5 DNI/ AG 
(i) subject matter and scope of collection 07123/2015 § 702(g) certifications to allow for participation of 

amicus curiae s authorized under FISA § 702 

FISC order requiring the Government to describe the ( i) subject matter and scope of collection 

I 0/14/2015 basis for the retention of certain information in TS//Sl//NF authorized under FISA § 702; (ii) NSA analytic 

specific NSA repositories discussed in order techniques; and (iii) descriptions of government 
systems 

SECRETh'NOFORN 
4 

Glassitieel B1: Gl:iiet, 013eratieAs 5eetieA, 01, N5Q U5J.\ GO\' 
Qeriveel Freffl: QOJ/N515GG 1 INT elateel 29129791, NSA SGG elateel 29139939 
Qeelassitr OR: 29439391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(l) 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

22. 21 

23. 21 

24. 21 

25. 21 

26. 21 

27. 21 

8ECRIH/fNOFORN 
Wikimedia Foundation i•. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date Issued Description of Order Classification Nature of Privileged Information 

FISC order approving amended DNI/ AG 702(g) (i) subject matter and scope of collection 11/09/2015 s Certification and revised minimization procedures authorized under FISA § 702 

(i) subject matter and scope of collection under 
Supplemental FISC order requiring the Government FISA § 702; (ii) sources and methods of 

I 2/30/2015 to provide details pertaining to compliance incident S//OC/NF authorized collection: and (iii) nature or identity of 
concerning a singk, named target specific individua)(s) targeted or facility(ies) 

tasked pursuant to FISA § 702 

FISC order extending time to review 20 I 6 ON I/ AG (i) subject matter and scope of collection under I 0/26/2016 s § 702(.g) certifications FISA § 702 

FISC order granting further extension of period for (i) subject matter and scope of collection under 01/27/2017 TS//SI//NF review of2016 DNI/AG § 702(g) Certifications FISA § 702 

(i) subject matter and scope of collection 

FISC notices ofO I /27 /20 I 7 extension to assisting authorized under FISA § 702; (ii) sources and 
01/27/2017 TS//SJ//NF methods of authorized collection; (iii) identities of electronic communications service providers assisting electronic communications service 

providers 

FISC order approving amended 20 t 6 DNI/ AG § (i) subject matter and scope of collection under 04/26/2017 702(g) Certifications and revised minimization s 
procedures. FISA § 702 

SECRETNNOFORN 
5 

ClassiJie~ 81: Cl:lieJ, OperatieAs SeetieA, 01, ~SQ blSJ!: GOV 
l=>Pri.,PFI rrRR'l: (:)()J 1J)J!\I !\CC: 1 IJ)JT Fl::itPFI 7t:l17t:l::Zt:l1. ~J!\ 11 !\C-C: Fl::itPFI 7t:l1 ~t:IQ~r::l 

Qeelassifiy OA: ~9439391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i){I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

28. 21 

29. 21 

Entry RFP 

30. 22 

31. 22 

8ECREThNOFORN 
Wikimedia Foundation\.'. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date Issued Description of Order Classification 

FJSC order approving 2016 DNI/ AG § 702(g) 
04/26/2017 Certifications and targeting and minimization s 

procedures. 

Supplemental FISC order requiring the Government 
TS//Sl-G// 07/25/2017 to provide details pertaining to a compliance 

OC/NF/FJSA incident concerning a single. named target. 

Date of Description of Document(s) Classification Submission 

Governmenf s Ex Parte Submission of Replacement 
Certification and Related Procedures and Request for 

08/05/2008 an Order Approving Such Certification and TS! IS 11 /0C/N F 
Procedures, including a proposed Order for the 
Foreign Intelligence Surveillance Court ("FISC"). 

Ce1tification of the Director of National JntelJigence 
and the Attorney General pursuant to § 702(g) of the 08/05/2008 
Foreign Intelligence Surveillance Act of 1978 S//OC/NF 

("DNJ/ AG 702(g) Certification"') 

SECRETHNOFORN 
6 

Classifieet 81: C~ief, O~eFatieAS SeetieA, 01, PJSQ ~SA GO'/ 
QeriYeet FFeFA: E>OJ/NSI SCG 1 INT aatea 29129791, NS" SCG aatea 29139939 
Qeelassif>, OA: 2943133131 

Nature of Privileged Information 

(i) subject matter and scope of collection under 
FISA § 702 

(i) subject matter and scope of collection under 
FISA § 702; (ii) sources and methods of 
authorized collection: and (iii) nature or identity of 
specific individual{s) targeted or facility(ies) 
tasked pursuant to FJSA § 702 

Nature of Privileged Information 

( i) subject matter and/or scope of collection 
authorized under§ 702 of the Foreign Intelligence 
Surveillance Act of 1978 ("FISA § 702") 

(i) subject matter and/or scope of collection 
authorized under FJSA § 702; and (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information 

~ 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 u.s.c. § 3024(i)( 1) 

Basis for Withholding 

State Secrets Privikge; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605{a); 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

32. 22 

33. 22 

SECRET//NOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Information Submission 

(i) subject matter and/or scope of collection 
authorized under FISA ~ 702; (ii) nature and/or 
identities of entities concerning \Vhich the NSA 

08/05/2008 Affidavit of the Director. National Security Agency TS//Sl//NF seeks to acquire foreign intelligence information; 
('"NSA "'). in support of DNI/ AG 702(g) Certification (iii) sources and methods of authorized collection; 

(iv) types of communications collected: and 
(v) identities of assisting electronic 
communications service providers 

( i) categories of information and analytic 
techniques used. and procedures followed. to 
ensure that persons targeted under FISA § 702 are 
reasonably believed to be non-United States 
persons located outside the United States; 
(ii) categories of information and analytic 

Procedures used by the NSA for targeting non- techniques used, and procedures followed, to 

08/05/2008 United States persons reasonably believed to be TS//Sl//NF assess whether a target is expected to possess, 
located outside the United States to acquire foreign receive, and/or is likely to communicate foreign 
intelligence information pursuant to FISA § 702 intelligence information: (iii) information if 

disclosed that could be used by a foreign 
intelligence target to escape collection or minimize 
the likelihood of collection: (iv) sources and 
methods of authorized collection: (v) descriptions 
of government systems; and (vi) types of 
communications collected 

SECRETHNOFORN 
7 

Classifieel B,: CRiei, 013eFatieAS SeetieA, 01, PJSQ us,o, GOV 
Qeri •es FreFA: QOJ 'NSI sec 1 INT sates 2QllQ7Q1. NSA sec sates 2QHQQ~Q 
Qeelassifv OA: 2Q43Q3Q1 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. ~ 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

34. 22 

35. 22 

36. 22 

SECRET/tNOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

Minimization Procedures used by the NSA in 
08/05/2008 connection with acquisitions of foreign intelligence TS//Sl//NF 

information pursuant to FISA § 702 

Exhibit listing entities concerning which the NSA 
08/05/2008 seeks to acquire intelligence information under TS//Sl//OC/NF 

DNI/AG 702(g) Certification 

Government's Preliminary Responses to Certain 08/26/2008 Questions Posed by the Court TS//Sl//OC/NF 

SECRETHNOFORN 
8 

Classi~ieel 81: Cl=tie~, O~eFatiaAs SeetiaA, QI, NSE> blS A CQV 
E>eFiveel FFaA'I: E>QJ;'~JSI sec 1 INT elateel 2Q12Q7Ql, ~JSA sec elateel 2Ql3Q93Q 
9eelassif'y' 0A: 2QQ3Q391 

Nature of Privileged Information 

(i) procedures followed to ensure that information 
acquired through lawful collection is retained, 
used, and disseminated in a manner that protects 
the privacy of United States persons; and (ii) extent 
to which acquired communications may be used or 
disclosed 

(i) nature and/or identities of entities concerning 
which the NSA seeks to acquire foreign 
intelligence information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection: (iii) procedures 
followed to ensure that persons targeted under 
FISA § 702 are reasonably believed to be non-
United States persons located outside the United 
States; (iv) nature and/or identities of entities 
concerning which the NSA seeks to acquire foreign 
intelligence information; (v) information if 
disclosed that could be used by a foreign 
intelligence target to escape collection or minimize 
the likelihood of collection: and (iv) sources and 
methods of authorized collection 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege: 
50 U.S.C. § 3605(a); 
50 u.s.c. § 3024(i)(1) 
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Entry RFP 

37. 22 

38. 22 

39. 22 

8ECRET/tNOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

08/28/2008 Notice of Filing Concerning 50 U.S.C. § 1806(i) TS//Sl//OC /NF 

09/02/2008 Notice of Clarification and Correction S//SI//NF 

Notice of compliance incident regarding collection 
12/23/2008 pursuant to Section 702 of the Fl SA Amendrnents TS//SI//NF 

Act of 2008 

SECRET//NOFORN 
9 

elassifieel 81: el:lief, 013eratieAs SeetieA, 01, NSQ blSA GO" 
Qeriweel Freffi: QOJ/NSI sec 1 INT elateel 29129791, ~~SA sec elateel 29139939 
Qeelassif>, OR: 29H93Ql 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702 

(i) subject matter and/or scope of collection 
authorized under FlSA § 702; (ii) categories of 
information and analytic techniques used, and 
procedures followed to ensure that persons targeted 
under FISA § 702 are reasonably believed to be 
non-United States persons located outside the 
United States. 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
(iii) nature or identity of specific individual( s) 
targeted or facility(ies) tasked pursuant to FISA 
§ 702; (iv) identities of assisting electronic 
communications service providers; (v) types of 
communications collected; and (vi) sources and 
methods of authorized collection 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 u .s.c. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

40. 22 

41. 22 

8ECRET//NOFORN 
Wikimedia Foundation i•. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Information Submission 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
(iii) nature or identity of specific individual(s) 

Notice of compliance incident regarding collection targeted or facility(ies) tasked pursuant to FISA 

02/05/2009 pursuant to Section 702 of the FISA Amendments TS//Sl//NF § 702: (iv) identities of assisting electronic 
communications service providers: (v) types of Act of 2008 communications collected; (vi) sources and 
methods of authorized collection; (vii) descriptions 
of government systems; and (viii) information if 
disclosed that could be used by a foreign 
intelligence target to escape collection or minimize 
the likelihood of collection 

(i) subject matter and/or scope of collection 

0210512009 Motion for an Order Extending Time Limit Pursuant S//OC/NF authorized under FISA § 702: (ii) sources and 
to 50 U .S.C. § 1881 ali)(2) methods of authorized collection; and 

(iii) descriptions of government systems 

8ElCRETt/NOFORN 
10 

Classifiea B,: Cl'lief, 019eFatieAS SeetieA, 01, NSQ 615 °'GOV 
Qefi'·ea FFeA'I: QOJ{NSI SCG 1 INT aatea 29129791, ~~S~ SCG aatea 29139939 
Qeelassit', OR: 29438391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 u.s.c. § 3024(i)( 1) 
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Entry RFP 

42. 22 

SECRET/fNOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 

Date of 
Submission 

03/17/2009 

Description of Document(s) 

Government ' s sun 
Court"s order of 

Classifieel By: GAief, 9~efa1:ieA5 SeetieA, 91, PJSE> l:JSA 69V 

(March 19, 2018) 

Classification 

TS//Sl//OC/NF 

SECRET/fNOFORN 
11 

E>eriveel FreR'I: EJOJ/NSI SCG 1 INT elateel 29129791, PJSA SCG elateel 29139939 
E>eelassifty OR: 29439391 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
(iii) nature or identity of specific individual(s) 
targeted or facility(ies) tasked pursuant to FISA 
§ 702: (iv) identities of assisting electronic 
communications service providers: (v) types of 
communications collected; (vi) sources and 
methods of authorized collection; (vii) descriptions 
of government systems; and (viii) extent of 
authorized dissemination of acquired 
communications within the IC 

Basis for Withholding 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(l) 
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Entry RFP 

43. 22 

44. 22 

45. 22 

SECREJTHNOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

04/02/2009 Government's Secon- nl to its Response to 
the Court's Order of 2009 TS//Sl//NF 

Government's Ex Parte Submission of Replacement . 009 Certification and Related Procedures and Request for 
Sl!OCINF an Order Approving Such Certification and 

Procedures. including a proposed Order for the FISC. . ()()9 
DNl/AG 702(g) Certification S//OC/NF 

SECRETHNOFORN 
12 

Classifies B 1: CAief, 013eFatieAs 5eetieA, OI, ~159 l::J5/l GO" 
Qeri'·ea FFeA'I: QOJ/NSI sec 1 INT aatea 2Q12Q7Ql, ~ISA sec aatea 2Ql3Q93Q 
E>eelassiF, OA: 2QHQ3Q1 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
(iii) nature or identity of specific individual(s) 
targeted or facility(ies) taskt:d pursuant to FISA 
§ 702; (iv) identities of assisting electronic 
communications service providers: (v) types of 
communications collected; (vi) sources and 
methods of authorized collection; (vii) descriptions 
of government systems; (viii) extent of authorized 
dissemination of acquired communications within 
the IC; and (ix) information if disclosed that could 
be used by a foreign intelligence target to escape 
collection or minimize the likelihood of collection 

(i) subject matter and/or scope of collection 
authorized under FISA § 702 

( i) subject matter and/or scope of collection 
authorized under FISA § 702 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

Case 1:15-cv-00662-TSE   Document 125-24   Filed 03/26/18   Page 13 of 46



Entry RFP 

46. 22 

47. 22 

SECRETh'NOFORN 
Wikimedia Foundation v. NSA, No. I: 15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

- 009 Affidavit of the Director. NSA, in support of TS//SI//NF DNI/ AG 702(g) Certification 

Procedures used by the NSA for targeting non-

. (1()9 
United States persons reasonably believed to be 
located outside the United States to acquire foreign TS//SI//NF 

intelligence information pursuant to FISA § 702 

SECRETNNOFORN 
13 

Clrii;i;ifiE'i:I Q CRiE'f. OBE'FritiAR'i ~E'l':tiAR. 01. PJ~i:> LJ~A ~011 

E>eri1eel FrerTt: E>O::l/NSI SCC 1 INT elateel 2912Q791, NSP SCC elateel 29139939 
E>eelassifv OA: 29439391 

Nature of Privileged Information 

( i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
(iii) sources and methods of authorized collection; 
(iv) types of communications collected; and 
(v) identities of assisting electronic 
communications service providers 

(i) categories of information and analytic 
techniques used. and procedures followed. to 
ensure that persons targeted under FISA § 702 are 
reasonably believed to be non-United States 
persons located outside the United States; 
(ii) categories of information and analytic 
techniques used, and procedures followed, to 
assess whether a target is expected to possess, 
receive, and/or is likely to communicate foreign 
intelligence information: (iii) information if 
disclosed that could be used by a foreign 
intelligence target to escape collection or minimize 
the likelihood of collection: (iv) sources and 
methods of authorized collection; (v) descriptions 
of government systems; and (vi) types of 
communications collected 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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SECRET//NOFORN 
Wikimedia Foundation''· NSA, No. 1: 15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Information I Basis for Withholding Entrv I RFP I S b . . • u m1ssmn 

48. 22 

49. 22 

(i) procedures foJlowed to ensure that information 

Minimization Procedures used by the NSA in 

I 
acquired through lawful collection is retained, S t S t p · .1 I d d d. . d. h I ta e ecre s nv1 cge: 

I - 009 J connection with acquisitions of foreign intelligence S//SI//NF use . ~n 1ss_em1~1ate m a manner t at pr~tects 50 U .S.C. ~ 3605(a); 

information pursuant to FISA ~ 702 the pr~vacy 01.Un1ted State~ pe~·sons; and (11) extent 50 U.S.C. § 3024(i)( 1) 
to which acqmred communications may be used or · 
disclosed 

(i) subject matter and/or scope of collection 

I - 2009 I Government's Ex Pa~t~ St~tement Concerning 
authorized under FISA § 702; (ii) extent to which I State Secrets Privilege: 

I TS//SJ//OC/NF I acquired communications may be used or 50 U .S.C. § 3605(a): DNJ/ AG 702(g) Ce1t1hcation 
disclosed: and (iii) identities of assisting electronic 50 U.S.C. § 3024(i)( I) 

SECRETh'NOFORN 
14 

Classi~ieel By: C~ie~, OJ!eFatieAS SeetieA, 01, PJSE> USA GOV 
Defi' eel i;Feffl: E>OJ/PJSI SCG 1 IPJT elateel 2Q12Q7Ql, PJSA: SCG elateel 2Ql3Q93Q 
DeelassiP, OA: 2Q43Q3Ql 

communications service providers 
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Entry RFP 

50. 22 

51. 22 

SECRET//NOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19,2018) 

Date of 
Description of Document(s) Classification Submission 

. 2(J0Y Govarnrn:nt" s Rl!sponse to the Court's Order of 
~()()9 TS//SI//OC/NF 

Preliminary Notice of Compliance Incidents 
04/19/2011 Regarding Collection Pursuant to Section 702 TS//SI//NF 

8ECRET/INOFORN 
15 

Classifiee 81: GRief, O~eratieAs SeetieA, 01, NSQ l:JSA GOV 
E>erivee FreFA: QOJ/NSI SGG 1 INT elatee 2Q12Q7Ql, ~JS'\ SC6 elatee 2Q13Q93Q 
E>eelassiP, OA: 29439391 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
(iii) nature or identity of specific individual(s) 
targeted or facility(ies) tasked pursuant to FISA 
§ 702: (iv) identities of assisting electronic 
communications service providers: (v) types of 
communications collected; (vi) sources and 
methods of authorized collection; (vii) descriptions 
of government systems; (viii) extent of authorized 
dissemination of acquired communications within 
the IC; and (ix) information if disclosed that could 
be used by a foreign intelligence target to escape 
collection or minimize the likelihood of collection 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) sources and 
methods of authorized collection: (iii) descriptions 
of government systems; (iv) types of 
communications collected: and (v) identities of 
assisting electronic communications service 
providers 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

52. 22 

53. 22 

54. 22 

SECRET/+NOFORN 
Wikimediu Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Information Submission 

Government' s Ex Parte Submission of 
Reauthorization Certifications and Related (i) subject matter and/or scope of collection 

04/20/2011 Procedures. Ex Parte Submission of Amended S//OC/NF authorized under FISA § 702: and (ii) nature and/or 
04/22/2011 Certifications, and Request for an Order Approving identities of entities concerning which the NSA 

Such Certifications and Amended Certifications, seeks to acquire foreign intelligence information 
including proposed orders for the FISC 

(i) subject matter and/or scope of collection 
04/20/2011 ONT/AG 702(g) Certifications S//OC/NF authorized under FJSA § 702; and (ii) nature and/or 
04/22/2011 identities of entities concerning which the NSA 

seeks to acquire foreign intelligence information 

(i) subject matter and/or scope of collection 
authorized under FJSA § 702: (ii) nature and/or 
identities of entities concerning which the NSA 

04/20/2011 Affidavits of the Director, NSA, in support of TS//Sl//NF seeks to acquire foreign intelligence information; 
04/22/2011 DNJ/ AG 702( g) Certifications (iii) sources and methods of authorized collection: 

(iv) types of communications collected: and 
(v) identities of assisting electronic 
communications service providers 

SECRET/.fNOFORN 
16 

Classifieel B~': CRief, Of!eFatieA5 5eetieA, 01, N59 615 Ai GOV 
9eFiveEI FFem: QOJ/PJ51 5CG 1 INT elateel 29129791, PJ5Ai 5CG elateel 29139939 
Qeelassif>y OA: 29439391 

Basis for Withholding 

State Secrets Privilege: 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024( i)( 1 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( l) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 
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Entry RFP 

55. 22 

S.11;CRIH//NOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Na tu re of Privileged Information Submission 

(i) categories of information and analytic 
techniques used, and procedures followed, to 
ensure that persons targeted under FISA § 702 are 
reasonably believed to be non-United States 
persons located outside the United States: 
(ii) categories of information and analytic 

Procedures used by the NSA for targeting non- techniques used, and procedures followed. to 
04/20/2011 United States persons reasonably believed to be TS//SI//NF assess whether a target is expected to possess, 
04/22/2011 located outside the United States to acquire foreign receive. and/or is likely to communicate foreign 

intelligence information pursuant to FISA § 702 intelligence information; (iii) information if 
disclosed that could be used by a foreign 
intelligence target to escape collection or minimize 
the likelihood of collection; (iv) sources and 
methods of authorized collection; (v) descriptions 
of government systems: and (vi) types of 
communications collected 

SECRETHNOFORN 
17 

Classifies B1: Cl'lief, OJJeratieAs SeetieA, 01, NSQ l:JSO. GO" 
Qeri"eel i;reA'I: QOJ/NSI SCG 1 INT elateel 29129791, ~~S" SGG elateel 29139939 
Qeelassif>y GA: 29439391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

56. 22 

57. 22 

SECRET//NOFORN 
Wikimedia Foundation l'. NSA, No. I: 15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

Clarification of National Security Agency's 
05/02/2011 Upstream Collection Pursuant to Section 702 of TS//Sl//NF 

FISA 

Motion for Orders Extending Time Limits Pursuant 
05/05/2011 to 50 U.S.C. § 188laU)(2). and proposed orders for TS//Sl//OC/NF 

the FISC 

SECRETNNOFORN 
18 

Classifieel 81: Cl:tief, O~eFatieAs SeetieA, 01, PJSQ USA GOV 
Qerivea FFeA'l: QOJJNSI SCG 1 INT eateel 29129791, NS/' SCG aateel 29139939 
9eelassifry OR: 2QHQ3Ql 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection: (iii) descriptions 
of government systems; (iv) types of 
communications collected: (v) identities of 
assisting electronic communications service 
providers; and (vi) categories of information and 
analytic techniques used, and procedures followed, 
to ensure that persons targeted under FISA § 702 
are reasonably believed to be non-United States 
persons located outside the United States 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) sources and 
methods of authorized collection; (iii) descriptions 
of government systems: (iv) types of 
communications collected; and (v) identities of 
assisting electronic communications service 
providers 

Basis for Withholding 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

58. 22 

59. 22 

SECRET/JNOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Information Submission 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection; (iii) descriptions 

Notice of Filing of Government's Response to the of government systems; (iv) types of 
06/01/2011 Court ' s Briefing Order of May 9, 2011 TS! IS 11 /0C INF communications collected: (v) identities of 

assisting electronic communications service 
providers; and (vi) nature or identity of specific 
individual(s) targeted or facilities tasked pursuant 
to FISA § 702 

(i) subject matter and/or scope of coJlection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection: (iii) descriptions 

Notice of Filing of Government's Response to the of government systems; (iv) types of 
06/28/20 I 1 Court ' s Supplemental Questions of June 17, 201 I TS//Sl//OC/NF communications collected; (v) identities of 

assisting electronic communications service 
providers: and (vi) nature or identity of specific 
individual(s) targeted or facilities tasked pursuant 
to FISA § 702 

SECRET/fNOFORN 
19 

Classiiiea 81: Cl:liei, Oi:ieFatieAs 5eetieA, 01, N5Q lJ5A GOV 
QeFi1eel FFeA'I: QOJ/PJ515CG 1 INT elateel 2QHQ7Ql, PJ5A 5CG elateel 29139939 
Qeelassifrr' OA: 2Q~3Q3Ql 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 
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Entry RFP 

60. 22 

61. 22 

62. 22 

8ECRIHh'NOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of 
Submission Description of Document(s) Classification 

0711412011 Motion for Orders Extending Time Limits Pursuant 
TS//S l//OC INF to 50 U.S.C. § 1881 a(j)(1) 

08/16/2011 Notice of Filing of Government's Supplement to its TS//Sl//OC/NF Submissions of June is1 and June 281h, 20 J t 

Notice of Clarifications regarding four clarifications 
for the record concerning certain statements made in 

08/30/2011 documents previously submitted to the FISC and 
TS//SI/INF how the NSA will apply its section 702 minimization 

procedures to certain communications 

Sf:lCRETh'NOFORN 
20 

ClassiJiea B~: C~ieJ, O~eFatieAS SeetiBA, QI, NSQ y5,o GO'' 
9eFivea FFeffl: QOJ/NSI sec 1 INT aatea 2Q12Q7Q1, ~JS,.O, sec aatea 2Q13Q93Q 
Qeelassifty OR: 2QHQ3Q1 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection: (iii) descriptions 
of government systems; (iv) types of 
communications collected: and (v) identities of 
assisting electronic communications service 
providers 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) sources and 
methods of authorized collection; (iii) descriptions 
of government systems; (iv) types of 
communications collected; and (v) identities of 
assisting electronic communications service 
providers 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) sources and 
methods of authorized collection; (iii) descriptions 
of government systems: (iv) types of 
communications collected; and (v) identities of 
assisting electronic communications service 
providers 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

63. 22 

64. 22 

65. 22 

66. 22 

SECRET//NOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

Letter to FTSC providing cedain additional 
09/09/2011 information related to questions raised by the Court TS//SJ//NF 

and discussed during the September 7, 2011 hearing 

Letter to the FISC providing supplemental 
09/13/2011 information to the September 9. 2011 TS//Sl//NF 

correspondence to the Court 

I 0/05/2011 Motion for Secondary Orders to Certain Electronic TS//Sl//OC/NF Communications Service Providers 

Government's Ex Parte Request for Issuance of 
10/31/2011 Notices, including proposed notices for Continued TS//Sl//OC/NF 

Acquisition Authority for the FISC to review 

SECRETh'NOFORN 
21 

elassiiiee B,: Cl:~iei, OJJeFatieA5 SeetieR, 01, ~~SQ l::/SA GO\/ 
9erivee FreFR: QOJ/NSI sec 1 INT eatee 29129791, NSA sec eatee 29139939 
9eelassifv OA: 2QHQ3Ql 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection: (iii) descriptions 
of government systems; (iv) types of 
communications collected: and (v) identities of 
assisting electronic communications service 
providers 

( i) subject matter and/or scope of collection 
authorized under FISA § 702: and (ii) sources and 
methods of authorized collection 

( i) subject matter and/or scope of collection 
authorized under FJSA § 702: (ii) sources and 
methods of authorized collection; (iii) types of 
communications collected; and (iv) identities of 
assisting electronic communications service 
providers 

(i) subject matter and/or scope of collection 
authorized under FJSA § 702: (ii) sources and 
methods of authorized collection; (iii) types of 
communications collected: and (iv) identities of 
assisting electronic communications service 
providers 

Basis for Withholding 
-

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 
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Entry RFP 

67. 22 

68. 22 

69. 22 

70. 22 

8ECRET/!NOFORN 
Wikimedia Foundation ii. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Information Submission 

Government's Ex Parte Submission of Amendment (i) subject matter and/or scope of collection 

10/31/2011 to Ce1tifications and Related Procedures, Ex Parte S//OC/NF 
authorized under FISA § 702; and (ii) nature and/or 

Submission of Amended Minimization Procedures, identities of entities concerning \Vhich the NSA 
including proposed orders for the FISC seeks to acquire foreign intelligence information 

(i) subject matter and/or scope of collection 

10/31/2011 Amended DNI/ AG 702(g) Certifications S//OC/NF 
authorized under FISA § 702: and (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information 

(i) types of communications collected; (ii) sources 
and methods of authorized collection; 

Amended Minimization Procedures used by the NSA 
(iii) procedures followed to ensure that information 

10/31/2011 in connection with acquisitions of foreign TS//Sl//NF acquired through lawful collection is retained, 

intelligence information pursuant to FISA § 702 
used, and disseminated in a manner that protects 
the privacy of United States persons: and 
(iv) extent to which acquired communications may 
be used or disclosed 

Motion to Extend Time to file memorandum in ( i) subject matter and/or scope of collection 
11/04/2011 response to the Court's Briefing Order of October 13, S//OC/NF authorized under FISA § 702 

2011. including proposed order for the FISC. 

SECRETh'NOFORN 
22 

Classi~iea B't': Cl=lie~, 9JJeFatieAS SeetieA, QI, NSQ 61SA GQ'/ 
9eFi1ea FFeffi: QQJ/NSI SCG 1 INT aatea 2912Q7Ql, ~JSI' SCG aatea 2QBQ93Q 
Qeelassifv 9R: 2Q~3Q3Ql 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 u.s.c. § 3024(i){1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

71. 22 

72. 22 

73. 22 

SECRETN'NOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19,2018) 

Date of 
Description of Document(s) Classification Nature of Privileged Information Submission 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) types of 
communications collected; (iii) procedures 
follo\\'ed to ensure that persons targeted under 

Notice of Filing of Government's Responses to FISC FISA § 702 are reasonably believed to be non-

I l/J 5/201 I Questions Re: Amended 20 I I Section 702 TS//SJ//OC/NF United States persons located outside the United 

Certifications States; (iv) procedures regarding the retention, 
dissemination, and use of communications 
acquired pursuant to FISA § 702: (v) types of 
communications collected: and (vi) identities of 
assisting electronic communications service 
providers 

(i) subject matter and/or scope of collection 

Government's Response to the Court's Briefing authorized under FISA § 702; (ii) nature or identity 
I 1/22/2011 Order of October 13, 201 l TS//Sl//OC/NF of specific individuaJ(s) targeted or facilities tasked 

pursuant to FISA § 702; and (iii) sources and 
methods of authorized collection 

(i) subject matter and/or scope of collection 

Preliminary Notice of Compliance Incident authorized under FJSA § 702: (ii) types of 
I 1/23/2011 TS! IS 11 /0CINF communications collected: and (iii) identities of Regarding Collection Pursuant to Section 702 assisting electronic communications service 

providers 

SECRETh'NOFORN 
23 

Classifies B,: CRief, Of!eFatieAs SeetieA, 01, PJSQ 615 A GOV 
Qeri'·ee i;re~: QOJ/NSI SCC 1 INT aatea 2Q12Q7Ql, PJSA SCC elateel 2Q13Q93Q 
QeelassiP, OR: 2Q439391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(1 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

74. 22 

75. 22 

76. 22 

77. 22 

SECRETNNOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

Notice concerning NSA 's application of amended 
11/29/2011 NSA section 702 minimization procedures to certain TS//SI//OC/NF 

transactions 

Government's Ex Parte Submission of 
Reauthorization Certifications and Related 
Procedures. Ex Parte Submission of Amended 08/24/2012 Certifications. and Request for an Order Approving TS//S 11 /0C/NF 

Such Certifications and Amended Certifications, 
including proposed orders for FISC 

08/24/2012 DNI/AG 702(g) Certifications S//OC/NF 

08/24/2012 Affidavits of the Acting Director. NSA, in support of TS//Sl//NF DNI/AG 702(g) Certifications 

SECRETh'NOFORN 
24 

Classifies 87: Gl:1ief, Of3eratieAs SeetieA, 01, NSQ l:JS 0 GOV 
Qerivee FreA'l: QOJ/NSI SCG 1 l~H elateel 2Q12Q7Ql, ~JSA SCG elateel 2Q13Q93Q 
Qeelassify OA: 2QHQ3Ql 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) descriptions of 
government systems: (iii) types of communications 
collected: and (iv) sources and methods of 
authorized collection 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; and (ii) nature and/or 
identities of entities concerning w-hich the NSA 
seeks to acquire foreign intelligence information 

t.i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
(iii) sources and methods of authorized collection: 
(iv) types of communications collected: and 
(v) identities of assisting electronic 
communications service providers 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

78. 22 

79. 22 

81!5CRIH//NOFORN 
Wikimedia Foundation i•. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of 
Description of Document(s) Classification Nature of Privileged Information Submission 

(i) categories of information and analytic 
techniques used, and procedures followed, to 
ensure that persons targeted under FISA § 702 are 
reasonably believed to be non-United States 
persons located outside the United States: 
(ii) categories of information and analytic 

Procedures used by the NSA for targeting non- techniques used, and procedures followed. to 

08/24/2012 United States persons reasonably believed to be TS//SI//NF assess whether a target is expected to possess, 
located outside the United States to acquire foreign receive. and/or is likely to communicate foreign 
intelligence information pursuant to FISA § 702 intelligence information; (iii) descriptions of 

government systems: (iv) types of communications 
collected: (v) information if disclosed that could be 
used by a foreign intelligence target to escape 
collection or minimize the likelihood of collection: 
and (vi) sources and methods of authorized 
collection 

(i) types of communications collected; (ii) sources 
and methods of authorized collection: 

Minimization Procedures used by the NSA in (iii) procedures followed to ensure that information 

08/24/2012 connection with acquisitions of foreign intelligence TS//Sl//NF acquired through lawful collection is retained. 

information pursuant to FISA § 702 used, and disseminated in a manner that protects 
the privacy of United States persons: and 
(iv) extent to which acquired communications may 
be used or disclosed 

SECRETHNOFORN 
25 

Classifies B1: Cl:tief, O~eratieRs §eetieR, 01, N§Q 61§A GOV 
Qeri1ea Fram: QOJ/N§I §CG 1 INT sateel 29129791, N§,O, §CG elates 29139939 
Qeelassifv OR: 29439391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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SECRIH//NOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of I Basis for Withholding Entrv I RFP I S b . . Description of Document(s) Classification Nature of Privileged Information · u m1ss1on 

Exhibits listing entities concerning which the NSA (i) subject matter and/or scope of collection St S t p · -1 h ·. d d FISA § 702· d ··1 . d/ 1 · ate . ecre s nv1 ege; 
80. I 22 I 08/24/2012 I seeks to acquire foreign intelligence information TS//Sl//OC/NF ~ut ~r~ze ~n ~r. . . , an. (_11 natme an or 50 U.S.C. § 3605(a); 

under DNI/ AG 702(g) Certifications 1dent1t1es of e_nt1t1es ~on~erm~g w h1c!1 the NS_A 50 U .S.C. § 3024(i)( 1) 
seeks to acquire foreign mtelhgencc information · 

(i) procedures followed to ensure that persons 

Letter to the FISC and aUat:hmi;nt. a memorandum targeted under FISA § 702 are reasonably believed 

from NSA entitled. to be non-United States persons located outside the 
United States; (ii) extent to which acquired I ~late Secre~s Privilege: 

81. 22 I 08/2812012 I. TS//SI//NF communications may be used or disclosed: .'.l0 U.S.C. § 3605(a): 
(iii) nature and/or identitks of entities concerning 50 U .S.C. § 3024(i)( I) 
which the NSA seeks to acquire foreign 
intelligence information; and (iv) descriptions of 
government systems 

Supplement to the Government's Ex Parte (i) subject matter and/or scope of collection 
Submission of Reauthorization Certifications and authorized under FISA § 702: (ii) descriptions of St t S t p · .1 I 0911212012 I Related Procedures, Ex Parte Submission of .:. f . . I a c ecre s nv1 ege; 

82. 22 TS//Sl//OC/NF governmen~ systems: (111) types o co~mumc~t1ons 50 U.S.C. § 3605(a); 
Amended Certifications, and Request for an Order collect~d; (1v) sources and met~ods of a~1thonzed 50 U.S.C. § 3024(i)( 1) 
Approving Such Certifications and Amended collect1on; and (v) extent to which acqmred · 
Certifications communications may be used or disclosed 

I 0311812014 I N?tice of N~A · s Assessment of Purge Practices and 
I 

(i) descriptions of government systems; and State Secrets Privilege; 
83. I 22 s I (ii) extent to which acquired communications may 50 U.S.C. § 3605(a); Discovery of Incomplete Purges 

be used or disclosed 50 U.S.C. § 3024(i)( I) 

SECRET//NOFORN 
26 

elassiiiea 81: ef:iief, OfJeratieAs SeetiaA, 01, PJSQ US 0 GOV 
E>erivea Fraffi: QOJ/PJSI SeG 1 INT aatea 2Q12Q7Ql, PJS,A SeG aatea 2Q13EJ939 
Qeelassifiy OA: 29439391 
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Entry RFP 

84. 22 

85. 22 

SEiCR:EiTt/NOFORN 
Wikimedia Foundation i•. NSA, No. 1: 15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Information Submission 

Supplemental Notice of NSA 's Assessment of Purge S//REL TO (i) descriptions of government systems: (ii) extent 
05/29/2014 Practices and Discovery of Incomplete Purges llSA, FVEY to which acquired communications may be used or 

disclosed 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) descriptions of 
government systems; (iii) types of communications 
collected; (iv) sources and methods of authorized 
collection; (v) nature or identity of specific 
individuals targeted and/or facilities tasked 
pursuant to FISA § 702; (vi) categories of 

Verified Report in Response to Order of June 27, TS~I// information and analytic techniques used, and 
07/18/2014 procedures followed, to ensure that persons 2014 OC/NF targeted under FISA § 702 are reasonably believed 

to be non-United States persons located outside the 
United States; (vii) categories of information and 
analytic techniques used, and procedures followed, 
to assess whether a target is expected to possess, 
receive, and/or is likely to communicate foreign 
intelligence information; and (viii) extent to which 
acquired communications may be used or disclosed 

SEiCREiT//NOFORN 
27 

elassifieel Bt: el:tief, O~eratieAs SeetieA, 01, NSQ l:JSA GOV 
E>eri"ea Freffi: E>OJ/~JSI sec 1 INT aatea 2Q12Q7Ql, ~JSl' sec elateel 2Q13Q93Q 
E>eelassi~ OR: 2Q43Q3Ql 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( 1) 
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Entry RFP 

86. 22 

87. 22 

88. 22 

' 

SECRET//NOFORN 
Wikimedia Foundation v. NSA, No. l: 15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of 
Description of Document(s) Classification Submission 

07/25/2014 Notice Regarding NSA Purge Practices TS//Sl//NF 

Government's Ex Parte Submission of 
Reauthorization Certifications and Related TS//SI// 07/28/2014 Procedures, Ex Parte Submission of Amended 

OC/NF Certifications. and Request for an Order Approving 
Such Certifications and Amended Certifications 

07/28/2014 ON I/ AG 702(g) Certifications S//OC/NF 

SECRETllNOFORN 
28 

Classiiieel Bt: Cl:1iei, 013erati0As 5eetieA, 01, PJ59 615A GOV 
Qeriveel Freffi: QOJ/PJ51 5CG 1 IPJT elates 29129791, PJ5A 5CG elates 29139939 
Qeelassifv OA: 29439391 

Nature of Privileged Information 

(i) descriptions of government systems: (ii) extent 
to which acquired communications may be used or 
disclosed: and (iii) types of communications 
collected 

(i) subject matter and/or scope of collection 
authorized under FJSA § 702: (ii) descriptions of 
government systems: (iii) types of communications 
collected: (iv) sources and methods of authorized 
collection: and (v) categories of information and 
analytic techniques used, and procedures followed, 
to ensure that persons targeted under FJSA § 702 
are reasonably believed to be non-United States 
persons located outside the United States; 
(vi) extent to which acquired communications may 
be used or disclosed; and (vii) nature or identity of 
specific individuals targeted and/or facilities tasked 
pursuant to FISA § 702 

(i) subject matter and/or scope of collection 
authorized under FJSA § 702: and (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. ~ 3024(i)(I) 
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Entry RFP 

89. 22 

90. 22 

~J;CRJ;T 11"NO~OR"N 

Wikimedia Foundation l'. NSA, No. 1: l 5-cv-00662-TSE (D.Md,) 
DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

0712812014 Affidavits of the Acting Director, NSA, in support of 
TS//Sl//NF DNJ/AG 702(g) Certifications 

Procedures used by the NSA for targeting non-

07/28/2014 United States persons reasonably believed to be TS//SJ//NF located outside the United States to acquire foreign 
intelligence information pursuant to FJSA § 702 

SECRET//NOFORN 
29 

ClassifieEI B): Cl'lief, 013eratieAs SeetieA, 01, ~JS!;) l:ISA GOV 
Qeriweel Fre~: QOJ/~JSI sec 1 INT aateel 2Q12Q7Ql, NSA sec elateel 2Q13Q93Q 
Qeelassifty OA: 2Q43Q3Ql 

Nature of Privileged Information 

{ i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entitks concerning which the NSA 
seeks to acquire foreign intelligence information; 
{iii) sources and methods of authorized collection; 
(iv) types of communications collected; and 
(v) identities of assisting electronic 
communications service providers 

(i) categories of information and analytic 
techniques used, and procedures followed, to 
ensure that persons targeted under FISA * 702 are 
reasonably believed to be non-United States 
persons located outside the United States; 
(ii) categories of information and analytic 
techniques used, and procedures followed, to 
assess whether a target is expected to possess, 
receive, and/or is likely to communicate foreign 
intelligence information: (iii) descriptions of 
government systems; (iv) types of communications 
collected; (v) information if disclosed that could be 
used by a foreign intelligence target to escape 
collection or minimize the likelihood of collection; 
and (vi) sources and methods of authorized 
collection 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

91. 22 

92. 22 

93. 22 

SECRET//NOFORN 
Wikimedia Foundation i•. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

Minimization Procedures used by the NSA in 
07/28/2014 connection with acquisitions of foreign intelligence TS//Sl//NF 

information pursuant to FISA § 702 

Exhibits listing entities concerning which the NSA 
07/28/2014 seeks to acquire foreign intelligence information TS//S 11/0C/NF 

under ONT/AG 702(g) Certifications 

Update Regarding Compliance Incidents Reported in 
07/30/2014 the December 2013. March 2014, and June 2014 TS//Sl//NF 

Section 702 Quarterly Reports 

SECRETNNOFORN 
30 

Classiiieel B·,·: Cl=tiei, O~eFatieAS SeetieA, 01, l\ISE> l::JSA CO\I 
9eriveel FFeFJt: 90J/NSI sec 111\!T elateel 2912Q791, ~JSA sec Elateel 29139939 
E>eelassify OA: 29439391 

Nature of Privileged Information 

(i) types of communications collected: and 
(ii) sources and methods of authorized collection 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: and (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information 

(i) descriptions of government systems: (ii) nature 
or identity of specific individuals targeted and/or 
facilities tasked pursuant to FISA § 702: 
(iii) procedures followed to ensure that persons 
targeted under FTSA § 702 are reasonably believed 
to be non-United States persons located outside the 
United States: (iv) procedures regarding the 
retention. dissemination, and use of attorney-client 
communications acquired pursuant to FTSA § 702: 
( v) types of communications collected; (vi) extent 
to which acquired communications may be used or 
disclosed; and (vii) sources and methods of 
authorized collection 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

94. 22 

95. 22 

96. 22 

SECRET/INOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

Preliminary Notice of Compliance Incident 
09/18/15 Regarding the Querying of Section 702-Acquired TS//SI//NF 

Data 

Preliminary Notice of Possible Compliance Incident 
11/10/15 Regarding the Dissemination of FISA-acquired TS//SI//NF 

Information 

Supplemental Notice of Compliance Incident 12/22/15 TS//SI//NF Regarding [] Improper Queries 

SECRETHNOFORN 
31 

Glassifieel 81: Gl:lief, 013eratieRs SeetieR, 01, PlSQ l:JSP GO" 
Qeri.eel i;reFR: QOJ/PlSI SCG 1 IPH elateel 2Q12Q7Ql, PlSA SGG elateel 2Q13Q93El 
Qeelassif>,' OR: 2Q43Q3Ell 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection; and (iii) types of 
communications collected 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection; (iii) types of 
communications collected; (iv) extent of authorized 
dissemination of acquired communications within 
the IC: and ( v) descriptions of government systems 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) sources and 
methods of authorized collection; (iii) types of 
communications collected; (iv) procedures 
followed to ensure that information acquired 
through lawful collection is retained; used, and 
disseminated in a manner that protects the privacy 
of United States persons; ( v) extent of authorized 
dissemination of acquired communications within 
the IC: and (vi) descriptions of government 
systems 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

97. 22 

98. 22 

SECRETltNOFORN 
Wildmedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Information Submission 

(i) subject matter and/or scope of collection 
authorized under FJSA § 702; (ii) sources and 
methods of authorized collection; (iii) types of 

12/29/15 Notice Regarding the Scope of Section 702 Pre- TS//SI/INF communications collected: (iv) descriptions of 
Tasking Review of [Certain Information] government systems; and (v) procedures followed 

to ensure that persons targeted under FJSA § 702 
are reasonably believed to be non-United States 
persons located outside the United States 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection; (iii) types of 

Preliminary Notice of Compliance Incident communications collected; (iv) descriptions of 
06/28/2016 Regard ing Collection Pursuant to Section 702 TS//SI/INF government systems: and (v) procedures followed 

to ~nsure that information acquired through lawful 
collection is retained, used, and disseminated in a 
manner that protects the privacy of United States 
persons 

SECRET//NOFORN 
32 

Classiiieel By: Cl:1iei, OfteFatieA5 SeetieA, 01, ~JSQ l:JSs°' GOV 
9eri ·eel FFeffi: QQJ/NSI sec 1 INT elateel 2Q12Q7Ql, ~JSA sec elateel 2Q13Q93Q 
9eelassif>y OR: 29439391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(t) 
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Entry RFP 

99. 22 

SECRETh'NOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Jn formation Submission 

ti) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
ti ii) sources and methods of authorized collection; 

Notice of Compliance Incidents Regarding Improper (iv) types of communications collected; 
06/29/16 Queries TS//SI//NF (v) procedures follov.-ed to ensure that information 

acquired through lawful collection is retained. 
used. and disseminated in a manner that protects 
the privacy of United States persons; 
(vi) descriptions of government systems; and 
(vii) nature or identity of specific individual(s) or 
facility(ies) tasked pursuant to FISA 

SECRETHNOFORN 
33 

Classifiee B,: CRief, 013eFatieRs 5eetieR, OI, fll59 Y50. GOV 
QeFiweEi FFeFR: QO:l/N51 5CG 1 INT eateel 29129791, ~J5,0, 5CG eatee 29139939 
Qeelassify OR: 29439391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

100. 22 

SISCRET/i'NOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

Update Regarding the Scope of Section 702 Pre-
08/24/2016 Tasking Review of (Certain Information] TS//SJ//NF 

8ECRETHNOFORN 
34 

Classifie~ B~: Cl:iief, GJ:JeFatieAS SeetieA, QI, NSQ 6f5A GQV 
E>eFi11eel FFBFA: E>QJ/~'51 SCG 1 INT elateel 20129701, ~'51' 5CG elateel 20130930 
E>eelassi~ OR: 20430301 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FJSA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
(iii) nature or identity of specific individual(s) 
targeted or facility(ies) tasked pursuant to FJSA 
§ 702; (iv) sources and methods of authorized 
collection; (v) types of communications collected; 
(vi) extent of authorized dissemination of acquired 
communications within the JC; (vii) descriptions of 
government systems: and (viii) procedures 
followed to ensure that persons targeted under 
FISA § 702 are reasonably believed to be non-
United States persons located outside the United 
States 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

l 0 I. 22 

SECRETJfNOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of 
Description of Document(s) Classification Nature of Privileged Information Submission 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information ; 
(iii) nature or identity of specific individual(s) 
targeted or facility(ies) tasked pursuant to FISA 
§ 702; (iv) sources and methods of authorized 

09/13/2016 Update Regarding Post-Targeting Content Reviews S//NF collection; (v) types of communications collected; 
(vi) identities of assisting electronic 
communications service providers; 
(vii) descriptions of government systems; and 
(viii) procedures followed to ensure that persons 
targeted under FISA § 702 are reasonably believed 
to be non-United States persons located outside the 
United States 

SECRETNNOFORN 
35 

Classifies By: Cl:!ief, Q~eFatieRS SeetieR, QI, PJSQ blSA GQV 
Qerivea FreFR: QQJ/PJSI SCG 1 INT elateel 29129791, PJS" SCG elateel 29139939 
Qeelassif>y 9R: 29439391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 u.s.c. § 3024(i)( l) 
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Entry RFP 

102. 22 

SECRETNNOFORN 
Wikimedia Foundation v. NSA, No. 1: 15-cv-00662-TSE (0.Md,) 

OOJ Privilege Log 
(March 19, 2018) 

Date of 
Description of Document(s) Classification Nature of Privileged Information Submission 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information: 
(iii) nature or identity of specific individual(s) 
targeted or facility(ies) tasked pursuant to FISA 
§ 702; (iv) sources and methods of authorized 
collection; (v) types of communications collected; 
(vi) identities of assisting electronic 

Preliminary Notice of Compliance Incident communications service providers; (vii) extent of 
09/21/2016 Regarding [a Specified Number of] Section 702- TS//Sl//NF authorized dissemination of acquired 

Tasked Facilities communications within the IC: (viii) descriptions 
of government systems communications service 
providers; (ix) procedures followed to ensure that 
persons targeted under FISA § 702 are reasonably 
believed to be non-United States persons located 
outside the United States; and (x) procedures 
followed to ensure that information acquired 
through lawful collection is retained. used. and 
disseminated in a manner that protects the privacy 
of United States persons 

SECRET/!NOFORN 
36 

Classifies B): Gl:lief, Q~eratieRs 5eetiaR, QI, N5E> 615 A GQV 
E'>eri\ea FreFR: E>ONN515GG 1 INT aatea 2Q12Q7Q1, ~J5/\ SGG aatea 2Q13Q93Q 
E>eelassif>, OR: 2Q43Q3Q1 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 
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Entry RFP 

103. 22 

104. 22 

SECRET//NOFORN 
Wikimediu Foundation v. NSA, No. I: I 5-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

Government's Ex Parte Submission of 
Reauthori zation Certifications and Related 

09/26/2016 Procedures. Ex Parte Submission of Amended TS//S l//OC/N F 
Certifications, and Request for an Order Approving 
Such Certifications and Amended Certifications 

09/26/2016 DNI/AG 702(g) Certifications TS//SI//OC/NF 

SECRET//NOFORN 
37 

Classifies 81: C~ief, O~eratieAs SeetieA, 01, NSE> bJSt' GO'I 
E>eri•1ea FreFR: E>OJ/NSI SCG 1 Im aatea 2Q12Q7Ql, ~JSA SCG aateel 2Ql3Q93Q 
E>eelassit) DA: 29439391 

Nature of Privileged Information 

( i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
(iii) nature or identity of specific individual(s) 
targeted or facility(ies) tasked pursuant to FISA 
§ 702; (iv) sources and methods of authorized 
collection; (v) types of communications collected; 
(vi) identities of assisting electronic 
communications service providers; (vii) extent of 
authorized dissemination of acquired 
communications within the IC and 
(viii) descriptions of government systems 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; and (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

105. 22 

106. 22 

~ii;C'A J;T "~Oli'OA)J 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 
DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

09/26/2016 Affidavits of the Director, NSA, in support of TS//SI//NF DNJ/ AG 702(g) Certifications 

Procedures used by the NSA for targeting non-

09/26/2016 United States persons reasonably believed to be TS//SI//NF located outside the United States to acquire foreign 
intelligence information pursuant to FJSA § 702 

5ECRETh'NOFORN 
38 

Classifieel B·r: Cl:tief, OJJeratieAs SeetieA, 01, NSQ l:JSA COi/ 
Qeri'w'eel FreA:i: QOJ{~JSI SCG 1 INT elateel 2Q12Q7Ql, NS/\ SCG elateel 2QBQ93Q 
QeelassiP, OR: 2943Q3Ql 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning \Vhich the NSA 
seeks to acquire foreign intelligence information; 
(iii) sources and methods of authorized collection; 
(iv) types of communications collected; and 
( v) identities of assisting electronic 
communications service providers 

( i) categories of information and analytic 
techniques used. and procedures followed. to 
ensure that persons targeted under FISA § 702 are 
reasonably believed to be non-United States 
persons located outside the United States; 
(ii) categories of information and analytic 
techniques used, and procedures followed, to 
assess whether a target is expected to possess, 
receive, and/or is likely to communicate foreign 
intelligence information: (iii) descriptions of 
government systems; (iv) types of communications 
collected; (v) information if disclosed that could be 
used by a foreign intelligence target to escape 
collection or minimize the likelihood of collection; 
and (vi) sources and methods of authorized 
collection 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U .S.C. § 3024( i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

107. 22 

108. 22 

109. 22 

SECRETNNOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Submission 

Minimization Procedures used by the NSA in 
09/26/2016 connection with acquisitions of foreign intelligence TS//SI//NF 

information pursuant to FISA § 702 

Exhibits listing entities concerning which the NSA 
09/26/2016 seeks to acquire foreign intelligence information TS//SI//OC/NF 

under DNI/ AG 702(g) Certifications 

09/30/2016 Final Notice of Compliance Incidents Regarding TS//SI//NF Improper Queries 

SECRET//NOFORN 
39 

Classi~ieel By: C~id, O~eratieRS 5eetieR, 01, N59 bJ5A GOV 
9eri1i•eel FreFR: 90J/N51 5CG 1 INT elateel 29129791, ~~5A 5C6 elateel 29139939 
Qeelassi~ OR: 29438391 

Nature of Privileged Information 

(i) types of communications collected; (ii) sources 
and methods of authorized collection; (iii) extent 
to which acquired communications may be used or 
disclosed; and (iv) procedures regarding the 
retention, dissemination, and use of attorney-client 
communications acquired pursuant to FISA § 702 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; and (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information; 
(iii) nature or identity of specific individual(s) 
targeted or facility(ies) tasked pursuant to FISA: 
(iv) sources and methods of authorized collection; 
and (v) types of communications collected 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

I 10. 22 

II I. 22 

I 12. 22 

~J:'Cll~T"~OJ:OR~ 

Wikimedia Foundation v. NSA, No. l:IS-cv-00662-TSE (D.Md,) 
DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Information Submission 

(i) subject matter and/or scope of collection 
authorized under FJSA § 702; (ii) nature and/or 

Supplemental Notice of Compliance incident identities of entities conceming which the NSA 
09/30/2016 Regarding Collection Pursuant to Section 702 TS//Sl//NF seeks to acquire foreign intelligence information; 

(iii) sources and methods of authorized collection; 
(iv) types of communications collected; and 
(v) descriptions of government systems 

Preliminary and Supplemental Notice of Compliance (i) subject matter and/or scope of collection 

10/26/2016 Incidents Regarding the Querying of Section 702- TS//SI//NF authorized under FlSA § 702: (ii) sources and 
methods of authorized collection; and Acquired Data (iii) descriptions of government systems 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) sources and 

Supplemental Notice of Compliance Incidents methods of authorized collection; (iii) categories of 

01/03/2017 Regarding the Querying of Section 702-Acquired TS//SJ//NF information and analytic techniques used, and 

Data procedures followed, to assess whether a target is 
expected to possess. receive, and/or is likely to 
communicate foreign intelligence information; and 
(iv) descriptions of government systems 

SECREJT//NOFORN 
40 

Classifies 8~: Cl:lief, 91=1eFatieAs 5ee~ieA, 91, P45E> 6151' GQ'/ 
E>eFi11eel FreRt: E>OJ/NSI SCG 1 INT eateel 29129791, ~JSA SCG elateel 29139939 
E>eelassif>, OA: 29439391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)(I) 
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113. 22 

114. 22 

115. 22 

SECRETHNOFOR:N 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of 
Submission Description of Document(s) Classification 

In re: DNI/ AG 702(g) Certifications []. and their 01/27/2017 TS//SI//NF predecessor Certifications. Docket Numbers 702(i)-[] 

01/27/2017 Notice of Extension s 

Supplemental Notice Regarding the National 

02/24/2017 Security Agency's (NSA) Signals Intelligence 
(SIG INT) Information Storage Taxonomy and Purge TS//SI//NF 

Process for FISA-Acquired Information 

SECRETHNOFORN 
41 

Gla55ifiea B): Gl:iief, 9t:JeFatiBR5 5eetieA, 01, N5E> l:J5A GOV 
E>eri'·ea Fram: E>OJ/NSI sec 1 INT Elates 2Q12Q7Ql, ~JS\ sec Elates 2Q13Q93Q 
E>eela55iP, OR: 2Q43Q3Ql 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection: (iii) categories of 
information and analytic techniques used. and 
procedures followed. to assess whether a target is 
expected to possess. receive, and/or is likely to 
communicate foreign intelligence information; and 
(iv) descriptions of government systems 

(i) subject matter and/or scope of collection 
authorized under FISA § 702 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence infom1ation: 
(iii) sources and methods of authorized collection; 
(iv) types of communications collected: and 
(v) descriptions of government systems 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U .S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U .S.C. § 3605(a): 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

116. 22 

117. 22 

• 
118. 22 

119. 22 

SECREH'NOFORN 
Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of 
Submission Description of Document(s) Classification 

0311312017 Supplemental Letter Regarding Post-Targeting S//NF Content Reviews 

0313012017 Cover Filing for Amended DNI/ AG 702(g) 
Certifications TS//SI//NF 

03/30/2017 Amended DNI/ AG 702(g) Certifications S//OC/NF 

Affidavits of the Director. NSA. in support of 
03/30/2017 Amended DNI/ AG 702(g) Certifications TS//SI//NF 

SECRETNNOFORN 
42 

elassifieel 8~: el:!ief, Q~eFatiaAs SeetiaA, QI, ~JS9 l:JS a, GQ'/ 
9eFit'eel Freffl: 9QJ/NSI Sec 1 Im elateel 2:9UQ7Ql. ~JSA sec elates 2:9139939 
9eelassif>y OR: ~Q43Q3Ql 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection; (iii) types of 
communications collected: and (iv) descriptions of 
government systems 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) sources and 
methods of authorized collection; (iii) types of 
communications collected; and (iv) descriptions of 
government systems 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: and (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) nature and/or 
identities of entities concerning which the NSA 
seeks to acquire foreign intelligence infomrntion: 
(iii) sources and methods of authorized collection: 
(iv) types of communications collected; and 
( v) identities of assisting electronic 
communications service providers 

Basis for Withholding 

State Secrets Privilege: 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 u.s.c. § 3024li)(I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( l) 

State Secrets Privilege: 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 
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Entry RFP 

120. 22 

121. 22 

8ECRIH//NOFORN 
Wikimedia Foundation v. NSA, No. I: 15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of 
Description of Document(s) Classification Submission 

Amended procedures used by the NSA for targeting 

0313012017 non-United States persons reasonably believed to be TS//Sl//NF located outside the United States to acquire foreign 
intelligence information pursuant to FlSA § 702 

Amended Minimization Procedures used by the NSA 
03/30/2017 in connection with acquisitions of foreign TS//Sl//NF 

intelligence information pursuant to FTSA § 702 

SECRET//NOFORN 
43 

Classifies 81: Cl=lief, 013eFatieAs SeetieA, 01, NSQ USA GOV 
QeFivee Freffi: E>OJ/NSI SCG 1 l~H aatee 2Q12Q7Ql, ~jSA SCG aatee 2Q13Q93Q 
E>eelassifa; GA: 2Q43Q3Ql 

Nature of Privileged Information 

(i) categories of information and anal)1ic 
techniques used, and procedures followed, to 
ensure that persons targeted under FISA § 702 are 
reasonably believed to be non-United States 
persons located outside the United States: 
(ii) categories of information and anal)tic 
techniques used, and procedures followed. to 
assess whether a target is expected to possess, 
receive. and/or is likely to communicate foreign 
intelligence information; (iii) information if 
disclosed that could be used by a foreign 
intelligence target to escape collection or minimize 
the likelihood of collection; and (iv) sources and 
methods of authorized collection 

(i) types of communications collected; (ii) sources 
and methods of authorized collection; (iii) extent to 
which acquired communications may be used or 
disclosed; and {iv) procedures regarding the 
retention, dissemination, and use of attorney-client 
communications acquired pursuant to FISA § 702 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. ~ 3605(a); 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( I) 
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Entry RFP 

122. 22 

123. 22 

124. 22 

125. 22 

126. 22 

SECRETNNOFORN 
Wikimedia Foundation v. NSA, No. I: 15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of Description of Document(s) Classification Nature of Privileged Information Submission 

Supplemental Notice of Compliance Incidents (i) subject matter and/or scope of collection 

04/03/2017 Regarding Improper Queries TS//SI//NF authorized under FISA § 702; (ii) sources and 
methods of authorized collection; and (iii) 
descriptions of government systems 

(i) subject matter and/or scope of collection 

04/07/2017 Preliminary Notice of Potential Compliance TS//Sl//NF authorized under FISA § 702: (ii) sources and 
Incidents Regarding Improper Queries methods of authorized collection; and (iii) 

descriptions of government systems 

( i) subject matter and/or scope of collection 

04/12/2017 Preliminary Notice of Potential Compliance TS//SI/INF authorized under FISA § 702: (ii) sources and 
Incidents Regarding Improper Queries methods of authorized collection: and (iii) 

descriptions of government systems 

(i) subject matter and/or scope of collection 

06/15/2017 Section 702-Acquired Internet Transactions Existing TS//SJ//NF authorized under FISA § 702; (ii) sources and 
in NSA "s [Systems] methods of authorized collection; and 

(iii) descriptions of government systems 

(i) subject matter and/or scope of collection 

07/13/2017 Supplemental Notice of Compliance Incidents TS//SI//NF authorized under FISA § 702: (ii) sources and 
Regarding Improper Queries methods of authorized collection; and 

(iii) descriptions of government systems 

SECRET//NOFORN 
44 

Classifies B,: Cl:lief, OperatieAs 5eetieA, 01, N59 Y5A GOV 
bleriweEi FreA'I: t>OJ/N51 5CG 1 INT aateEi 29129791, ~j5A 5CG aatea 29139939 
Qeelassi~ DA: 29439391 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege: 
50 U.S.C. § 3605(a): 
50 U.S.C. § 3024(i)( I) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 
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127. 22 

128. 22 

129. 22 

130. 22 

SECRETi'INOFORN 
Wikimedia Foundation v. NSA, No. 1: 15-cv-00662-TSE (D.Md,) 

DOJ Privilege Log 
(March 19, 2018) 

Date of 
Description of Document(s) Classification Submission 

Notice of Compliance Incident Regarding Improper 
07/ 13/2017 Queries TS//SI//NF 

Governmenfs First Update Regarding Information 
07/25/2017 Acquired on or Before March 17. 2017, Pursuant to TS//SI//NF 

NSA "s Section 702 Upstream Internet Collection 

Government" s Second Update Regarding 
Information Acquired on or Before March 17. 2017, 

10/23/2017 Pursuant to NSA ·s Section 702 Upstream Internet TS//SI//NF 
Collection 

Governmenfs Third Update Regarding Information 
01 / 19/J 8 Acquired on or Before March 17. 2017, Pursuant to TS//Sl//NF 

NSA "s Section 702 Upstream Internet Collection 

SECRETh'NOFORN 
45 

Classifiea Bt: Cl:lief, O~eratieRs SeetieR, 01, NSE> YS/l, GOV 
E>erivea FFem: E>OJ{NSI SCG 1 INT aateef 2Q12Q7Ql, ~JSA SCG aatea 2Q13Q93Q 
E>eelassif>, OR: 2Q43Q3Q1 

Nature of Privileged Information 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection. 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection; and 
(iii) descriptions of government systems 

(i) subject matter and/or scope of collection 
authorized under FISA § 702: (ii) sources and 
methods of authorized collection: and 
(iii) descriptions of government systems 

(i) subject matter and/or scope of collection 
authorized under FISA § 702; (ii) sources and 
methods of authorized collection; and 
(iii) descriptions of government systems 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(I) 

State Secrets Privilege: 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)( 1) 

State Secrets Privilege: 
50 U.S.C. § 3605(a); 
50 lJ.S.C. § 3024(i)( I) 
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Entry RFP 

1. 7 

2. 7 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
ODNI Privilege Log 

(March 19, 2018) 

Description of Overall Nature of Privileged Information Documents Classification 

(i) subject matter and scope of collection 
authorized under FISA § 702; (ii) sources and 

Semi-annual joint methods of authorized collection; 
assessments of the (iii) Intelligence Community ("IC") analytic 
Director of National techniques; (iv) categories of information and 
Intelligence and analytic techniques used, and procedures 
Attorney General TS//SI//NF followed, to ensure that persons targeted under 
pursuant to the FISA § 702 are reasonably believed to be 
Foreign Intelligence located outside the United States; (v) extent of 
Surveillance Act authorized dissemination of acquired 
("FISA") § 702(1)( 1 ), communications within the IC; (vi) 
2015-2017 identification of IC repositories and systems; 

and (vii) extent to which acquired 
communications may be used or disclosed 

(i) subject matter and scope of collection 
authorized under FISA § 702; (ii) nature and 

Annual reviews of identities of targets; (iii) sources and methods of 
the Director of the authorized collection; (iv) NSA analytic 
National Security techniques; (v) categories of information and 
Agency ("NSA") TS//SI//NF /FISA analytic techniques used, and procedures 
pursuant to FISA followed, to ensure that persons targeted under 
§ 702(1)(3), 2015- FISA § 702 are reasonably believed to be 
2017 located outside the United States; and (vi) extent 

of authorized dissemination of acquired 
communications within the IC 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 u.s.c. § 3024(i)(l) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 u.s.c. § 3024(i)(l) 
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Entry RFP 

3. 13, 15, 
16, 17 

3. 17 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
ODNI Privilege Log 

(March 19, 2018) 

Description of Overall Nature of Privileged Information Documents Classification 

Classified 
Declaration of (i) sources and methods of authorized collection; 
Admiral Michael S. (ii) nature or identity of specific individual( s) 
Rogers, Director, targeted or facility(ies) tasked pursuant to FISA 
National Security § 702; (iii) operational information concerning 
Agency, dated TS//STLW//SI- NSA intelligence activities; (iv) identities of 
February [16], 2018, ECI AMB//OC/NF assisting electronic communications service 
filed ex parte, in providers; and ( v) information if disclosed that 
camera in Jewel v. could be used by a foreign intelligence target to 
National Security escape collection or minimize the likelihood of 
Agency, No. 4:08-cv- collection 
4373-JSW 

With regard to Request for Production 17, the 
ODNI Defendants refer Plaintiff to the NSA 

Copies ofNSA Defendants' privilege log entries for this request 

minimization numbered 8-17 which log copies of NSA 

procedures approved minimization procedures. Any responsive 
documents the ODNI Defendants have are the by the Foreign TS//SI//NF same as or a subset of those in the possession, Intelligence custody, and control of the NSA Defendants, Surveillance Court 

("FISC"), 2008-2017 and any information being withheld in those 
documents is withheld by ODNI on the same 
basis as indicated in the NSA Defendants' 
privilege log. 

2 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l) 
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Entry RFP 

4. 18 

5. 19 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
ODNI Privilege Log 

(March 19, 2018) 

Description of Overall Nature of Privileged Information Documents Classification 

With regard to Request for Production 18, the 
ODNI Defendants refer Plaintiff to the NSA 
Defendants' privilege log entries for this request 

Copies of NSA numbered 18-27. Any responsive documents 
targeting procedures TS//Sl//NF the ODNI Defendants have are the same as or a 
approved by the subset of those in the possession, custody, and 
FISC, 2008-2017 control of the NSA Defendants, and any 

information being withheld in those documents 
is withheld by ODNI on the same basis as 
indicated in the NSA Defendants' privilege log. 

With regard to Request for Production 19, the 
ODNI Defendants refer Plaintiff to the NSA 

Copies of NSA Defendants' privilege log entries for this request 

minimization numbered 8-17. Any responsive documents the 
ODNI Defendants have are the same as or a procedures approved TS//Sl//NF subset of those in the possession, custody, and by the FISC, 2008- control of the NSA Defendants, and any 2017 information being withheld in those documents 
is withheld by ODNI on the same basis as 
indicated in the NSA Defendants' privilege log. 

3 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 u.s.c. § 3024(i)(l) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l) 
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6. 21 

7 22 

Wikimedia Foundation v. NSA, No. 1:15-cv-00662-TSE (D. Md.) 
ODNI Privilege Log 

(March 19, 2018) 

Description of Overall Nature of Privileged Information Documents Classification 

With regard to Request for Production 21, the 
ODNI Defendants refer Plaintiff to the DOJ 

Copies of FISC TheODNI Defendants' privilege log entries for this request 

orders concerning Defendants refer numbered 1-29. Any responsive documents the 
ODNI Defendants have are the same as or a upstream collection Plaintiff to the subset of those in the possession, custody, and under FISA § 702, DOJ Defendants' 

2009-2017 privilege log control of the DOJ Defendants, and any 
information being withheld in those documents 
is withheld by ODNI on the same basis as 
indicated in the DOJ Defendants' privilege log. 

With regard to Request for Production 22, the 
Copies of ODNI Defendants refer Plaintiff to the DOJ 
submissions by the Defendants' privilege log entries for this request 
United States TheODNI numbered 30-130. Any responsive documents 
Government to the Defendants refer the ODNI Defendants have are the same as or a 
FISC concerning Plaintiff to the subset of those in the possession, custody, and 
upstream collection DOJ Defendants' control of the DOJ Defendants, and any 
under FISA § 702, privilege log information being withheld in those documents 
2008-2018 is withheld by ODNI on the same basis as 

indicated in the DOJ Defendants' privilege log. 

4 

Basis for Withholding 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l) 

State Secrets Privilege; 
50 U.S.C. § 3605(a); 
50 U.S.C. § 3024(i)(l) 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
WIKIMEDIA FOUNDATION, * 

 Plaintiff, * 

v.  * Civil Action No.: 15-cv-00662-TSE 

NATIONAL SECURITY AGENCY, et al., * 

 Defendants. * 

*   *   *   *   *   *   *   *   *   *   * 

PLEASE TAKE NOTICE that, in accordance with Federal Rule of Civil Procedure 

30(b)(6), Plaintiff Wikimedia Foundation, through its counsel, the American Civil Liberties 

Union Foundation, the Knight First Amendment Institute at Columbia University, and the 

American Civil Liberties Union Foundation of Maryland, will take the deposition on oral 

examination of the Designee(s) of National Security Agency (“NSA”) on April 2, 2018 at 10:00 

a.m. at the offices of the American Civil Liberties Union Foundation, 125 Broad Street, New 

York, New York 10004, or wherever counsel shall later agree to conduct the deposition, so long 

as such designation is made with sufficient time to make all necessary arrangements. The 

deposition will be recorded by sound, sound-and-visual, or stenographic means by an officer of 

the court with the power to administer oaths. The deposition will continue from day to day until 

complete as allowed by applicable rules.  

Pursuant to Federal Rule of Civil Procedure 30(b)(6), please designate the person or 

persons most knowledgeable and prepared to testify on the matters described in the “Topics of 

Examination” below, and who are known or reasonably available to you. 
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TOPICS OF EXAMINATION 

1. The structure and functions of the Internet backbone and its component parts that 

transmit Internet communications subject to Upstream surveillance conducted under 

Section 702 of the Foreign Intelligence Surveillance Act (hereinafter, “Upstream 

surveillance”), including: the high-capacity submarine and terrestrial cables that transmit 

Internet communications directly into or directly out of the United States; the high-

capacity terrestrial cables that transmit international Internet communications within the 

United States; the type and number of circuits carried on these Internet backbone cables; 

and the switches, routers, exchanges, or other points at which Internet backbone cables or 

circuits originate, terminate, or connect. 

2. The definitions and meanings, as understood by the NSA, of terms that have been used in 

official public disclosures to describe Upstream surveillance, including the terms: circuit, 

link, Internet backbone, Internet transaction, Internet communication, international 

Internet link, scan, screen, filter, access, acquire, collect, ingest, filtering mechanism, 

screening mechanism, discrete communication, single communication transaction 

(“SCT”), multi-communication transaction (“MCT”), and larger body of international 

communications.1  

3. The ways in which the NSA or telecommunications providers acting on the NSA’s behalf 

access or interact with Internet communications in the course of Upstream surveillance—

                                                 
1 See, e.g., Government’s Response to the Court’s Briefing Order of May 9, 2011 (NSA-WIKI 
00237–00277); [Redacted], No. [Redacted], 2011 WL 10945618 (FISC Oct. 3, 2011); Mem. 
Opinion & Order, [Redacted], No. [Redacted] (FISC Apr. 26, 2017); Privacy & Civil Liberties 
Oversight Board (“PCLOB”), Public Hearing Regarding the Surveillance Program Operated 
Pursuant to Section 702 of the Foreign Intelligence Surveillance Act (Mar. 19, 2014); PCLOB, 
Report on the Surveillance Program Operated Pursuant to Section 702 of FISA (2014), including 
pages 7–10, 12–13, 22, 30–41 & n.157, 79, 111 n.476, 119–26, 143–45; NSA targeting and 
minimization procedures applicable to Section 702 surveillance. 

Case 1:15-cv-00662-TSE   Document 125-26   Filed 03/26/18   Page 3 of 5



 

3 
 

including the interception, copying, filtering, reviewing, screening, scanning, ingestion, 

and retention of Internet communications—and any NSA procedures relating to these 

activities. 

4. The breadth and magnitude of Upstream surveillance, including: 

a. The number and type of Internet communications or Internet transactions 

intercepted, accessed, copied, filtered, reviewed, screened, scanned, ingested, 

and/or retained by the NSA in the course of Upstream surveillance; 

b. The number of targets under Upstream surveillance and Section 702 surveillance 

in total; 

c. The number of selectors used by the NSA in Upstream surveillance; and 

d. The number of circuits, international Internet links, and Internet backbone 

chokepoints on or at which the NSA conducts and has conducted Upstream 

surveillance. 

5. If the NSA contends, for the purpose of contesting jurisdiction, that encryption bears in 

any way on the interception, accessing, copying, filtering, reviewing, screening, 

scanning, ingestion, or retention of Wikimedia’s communications in the course of 

Upstream surveillance, the protocols used to encrypt communications subject to 

Upstream surveillance for which the NSA has the ability to decrypt, decipher, or render 

intelligible the contents of those communications.  

6. The facts related to Upstream surveillance that the NSA has disclosed, or authorized the 

disclosure of, to the Foreign Intelligence Surveillance Court, the Foreign Intelligence 

Surveillance Court of Review, the United States Supreme Court, and/or the Privacy and 

Civil Liberties Oversight Board and that it has subsequently declassified.  
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Dated: March 17, 2018                                                           /s/ Ashley Gorski  
        Ashley Gorski 
        Patrick Toomey 
        Asma Peracha 
        American Civil Liberties Union 

             Foundation 
        125 Broad Street, 18th Floor 
        New York, NY 10004 
        Phone: (212) 549-2500 
        Fax: (212) 549-2654 
        agorski@aclu.org 
 
 
        Counsel for Plaintiff 
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U.S. Department of Justice 
 
Civil Division 
Federal Programs Branch 
 
P.O. Box 883 
Washington, D.C.  20044

_______________________________________________________________________________________________________ 
 
James J. Gilligan       Telephone:  (202) 514-3358 
Special Litigation Counsel                    E-mail:  james.gilligan@usdoj.gov 
 
 
      March 22, 2018 
 
VIA ELECTRONIC MAIL 
 
Patrick Toomey, Esq. 
American Civil Liberties Union Foundation 
125 Broad Street, 18th Floor 
New York, NY 10004 
 
 Re:  Wikimedia Foundation v. National Security Agency, et al., 
   No. 1:15-cv-00662-TSE (D. Md.)                                         
 
Dear Patrick: 
 
 Defendant National Security Agency (“NSA”) sets forth below its objections to 
Plaintiff’s notice of deposition of Defendant NSA pursuant to Federal Rule of Civil 
Procedure 30(b)(6).  Defendant’s counsel are prepared to meet and confer with you 
regarding the objections set forth below at a date and time mutually convenient to all 
parties concerned. 
 

SPECIFIC OBJECTIONS TO RULE 30(B)(6) DEPOSITION TOPICS 
 
1.   The structure and functions of the Internet backbone and its component parts that 

transmit Internet communications subject to Upstream surveillance conducted under 
Section 702 of the Foreign Intelligence Surveillance Act (hereinafter, “Upstream 
surveillance”), including: the high-capacity submarine and terrestrial cables that 
transmit Internet communications directly into or directly out of the United States; the 
high-capacity terrestrial cables that transmit international Internet communications 
within the United States; the type and number of circuits carried on these Internet 
backbone cables; and the switches, routers, exchanges, or other points at which 
Internet backbone cables or circuits originate, terminate, or connect. 

 
OBJECTION:  The NSA objects to a Rule 30(b)(6) deposition on this topic to the extent 
that it seeks to elicit information about the sources and methods and operational details of 
Upstream surveillance that is protected from disclosure by the state secrets privilege and 
the statutory privileges established under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  
To the extent that this topic seeks generic information about the “structure and functions 
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of the Internet backbone and its component parts” that is as available to Plaintiff as it is 
the Defendants, the NSA objects to this topic as unduly burdensome and oppressive and 
as seeking expert testimony that is not properly the subject of a Rule 30(b)(6) fact 
deposition.  Counsel for the NSA is prepared to meet and confer with Plaintiff’s counsel, 
however, to ascertain whether this topic encompasses unclassified information for which 
a Rule 30(b)(6) deposition would be appropriate, subject to the terms and conditions 
stated below. 
 
2.  The definitions and meanings, as understood by the NSA, of terms that have been 

used in official public disclosures to describe Upstream surveillance, including the 
terms: circuit, link, Internet backbone, Internet transaction, Internet communication, 
international Internet link, scan, screen, filter, access, acquire, collect, ingest, filtering 
mechanism, screening mechanism, discrete communication, single communication 
transaction (“SCT”), multi-communication transaction (“MCT”), and larger body of 
international communications. [footnote omitted] 

 
RESPONSE:  The NSA objects to this topic to the extent it is meant to elicit information 
about the sources and methods and operational details of Upstream surveillance that is 
protected from disclosure by the state secrets privilege and the statutory privileges 
established under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA does not 
object to providing unclassified deposition testimony on this topic, subject to the terms 
and conditions stated below, so far as it ascertainably encompasses unclassified 
information for which a Rule 30(b)(6) deposition would be appropriate. 
 
3.  The ways in which the NSA or telecommunications providers acting on the NSA’s 

behalf access or interact with Internet communications in the course of Upstream 
surveillance – including the interception, copying, filtering, reviewing, screening, 
scanning, ingestion, and retention of Internet communications – and any NSA 
procedures relating to these activities. 

 
RESPONSE:  The NSA objects to this topic to the extent it is meant to elicit information 
about the sources and methods and operational details of Upstream surveillance that is 
protected from disclosure by the state secrets privilege and the statutory privileges 
established under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA does not 
object to providing unclassified deposition testimony on this topic, subject to the terms 
and conditions stated below, so far as it ascertainably encompasses unclassified 
information for which a Rule 30(b)(6) deposition would be appropriate. 
 
4.  The breadth and magnitude of Upstream surveillance, including: (a) the number and 

type of Internet communications or Internet transactions intercepted, accessed, 
copied, filtered, reviewed, screened, scanned, ingested, and/or retained by the NSA in 
the course of Upstream surveillance; (b) the number of targets under Upstream 
surveillance and Section 702 surveillance in total; (c) the number of selectors used by 
the NSA in Upstream surveillance; and (d) the number of circuits, international 
Internet links, and Internet backbone chokepoints on or at which the NSA conducts 
and has conducted Upstream surveillance. 
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OBJECTION: The NSA objects to a Rule 30(b)(6) deposition on the subjects identified 
in the topic above (which are also the subjects of earlier written discovery objected to by 
the NSA) on the grounds that “[t]he breadth and magnitude of Upstream surveillance,” 
including the information identified in subparts (a), (c), and (d), above, is protected from 
disclosure by the state secrets privilege and the statutory privileges established under 
50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a).  The NSA also objects to subpart (b), to 
the extent it seeks to elicit testimony regarding “the number of targets under Upstream 
surveillance,” on the same grounds.   To the extent subpart (b) seeks testimony regarding 
“[t]he number of targets under . . . Section 702 surveillance in total,” the NSA objects 
that this information has already been publicly released by the Government, and a Rule 
30(b)(6) deposition on this publicly available information would be unduly burdensome 
and cumulative. 
 
5.   If the NSA contends, for the purpose of contesting jurisdiction, that encryption bears 

in any way on the interception, accessing, copying, filtering, reviewing, screening, 
scanning, ingestion, or retention of Wikimedia’s communications in the course of 
Upstream surveillance, the protocols used to encrypt communications subject to 
Upstream surveillance for which the NSA has the ability to decrypt, decipher, or 
render intelligible the contents of those communications.  

 
OBJECTION: The NSA objects to a Rule 30(b)(6) deposition on this topic on the 
grounds that it calls upon the NSA to confirm or deny the existence of “protocols used to 
encrypt communications subject to Upstream surveillance for which the NSA [allegedly] 
has the ability to decrypt, decipher, or render intelligible the contents of those 
communications.” The NSA cannot offer testimony concerning its ability or inability to 
decrypt, decipher, or render intelligible the contents of encrypted communications 
without revealing sources and methods of intelligence-gathering that are protected from 
disclosure by the state secrets privilege and the statutory privileges established under 
50 U.S.C. §3024(i)(1) and 50 U.S.C. § 3605(a). 
 
6.  The facts related to Upstream surveillance that the NSA has disclosed, or authorized 

the disclosure of, to the Foreign Intelligence Surveillance Court, the Foreign 
Intelligence Surveillance Court of Review, the United States Supreme Court, and/or 
the Privacy and Civil Liberties Oversight Board and that it has subsequently 
declassified. 

 
RESPONSE:  The NSA objects to this topic to the extent it is intended to elicit 
information about (i) the sources and methods and operational details of Upstream 
surveillance that is protected from disclosure by the state secrets privilege and the 
statutory privileges established under 50 U.S.C. § 3024(i)(1) and 50 U.S.C. § 3605(a), or 
(ii) matters placed under seal by the FISC.  To the extent this topic seeks testimony 
regarding “facts related to Upstream surveillance that the NSA has disclosed, or 
authorized the disclosure of, . . . and that it has subsequently declassified,” the NSA 
objects that this information has already been publicly released by the Government, and a 
Rule 30(b)(6) deposition on this publicly available information would be unduly 
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burdensome and cumulative.  The NSA does not object to providing unclassified 
deposition testimony on this topic, subject to the terms and conditions stated below, so far 
as it ascertainably encompasses unclassified information that is not under seal by the 
FISC for which a Rule 30(b)(6) deposition would be appropriate. 
 

TERMS AND CONDITIONS OF DEPOSITIONS 
 
The deposition of witnesses who possess classified information about NSA intelligence-
gathering activities on subjects concerning alleged NSA surveillance presents significant 
risk for unauthorized disclosures of classified information that reasonably could be 
expected to cause exceptionally grave damage to the national security.  Therefore, the 
NSA also objects to conducting the depositions contemplated by Plaintiff’s Rule 30(b)(6) 
notice to the NSA, except pursuant to the following terms and conditions: 
 

1.  The depositions shall not be video- or audio-taped.  If practical, the 
stenographer for the deposition should be cleared at the TS//SCI level and create the 
transcript in a manner that protects the transcript as if it contained classified information 
until the Government confirms that the transcript is unclassified. 

 
2.  Each deposition must take place at a location providing access to a Sensitive 

Compartmented Information Facility (“SCIF”) where Government counsel and/or 
witnesses can discuss information classified up to the TS//SCI level, should the need arise 
to do so during the deposition in order to prevent disclosure of classified information 
protected by the state secrets privilege and the statutory privileges established under 
50 U.S.C. § 3024(i)(1) and/or 50 U.S.C. § 3605(a) (“protected, privileged, or classified 
information”). 

 
3.  An attorney for the U.S. Government present at a deposition may make such 

objections as he or she deems in good faith to be necessary to prevent the unauthorized 
disclosure of protected, privileged, or classified information. 

 
4.  An attorney for the U.S. Government may, at any time, direct the witness not to 

answer a question or to stop responding to a question if he or she deems in good faith that 
it is necessary to prevent the unauthorized disclosure or protected, privileged, or 
classified information. 

 
5. An attorney for the U.S. Government (or the witness) may stop the deposition 

at any time in order to confer privately with the witness (or counsel) concerning 
prevention of the unauthorized disclosure of protected, privileged, or classified 
information. 

 
6.  Following the deposition the Government shall have a reasonable opportunity 

to conduct a review of the transcript for protected, privileged, or classified information, 
and to redact any protected, privileged, or classified information, prior to release of the 
transcript to Plaintiff’s counsel. 
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7.  Nothing in the testimony of a witness will constitute or be construed as a 
waiver of applicable protections or privileges. 

 
 Finally, the NSA objects to Plaintiff’s Rule 30(b)(6) deposition notice as unduly 
burdensome and oppressive insofar as it purports to schedule the deposition to take place 
on Monday, April 2, 2018, the day after Easter Sunday, at the offices of Plaintiff’s 
counsel in New York, New York, which is neither in the forum district nor the location of 
the NSA’s principal place of business.   
 
 As noted above, Defendant’s counsel are prepared to meet and confer with you 
regarding the objections set forth herein at a date and time mutually convenient to all 
parties concerned. 
 

Very truly yours, 
 

/s/ Jim Gilligan 
 

James J. Gilligan 
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. !j}. ~- :.: ·. : . . · 
. ih"f ~.LL. ·.:i· .. ': ·· ... 

UNITED STATES s:.mVE:; .. l .. ;'. ·::: ., . 

SECiffi'F//ORCOlUJOFORN 

FOREIGN INTELliGENCE SURVEILLANCE cc.Wk~H -l PM 4: '+ 1 

.. ------·------NOTICEOFjijL'iNGOFGOV'MNNIBNT'S"RESPQNSJr--·------· ----·-; 
TO THE COURT'S DRIEFING ORDER OF MAY 91 ZOll ; 

THE UNITED STATES OF AMERICA, through the undersigned Department of 

J~tice attorney, respectfully submits the attached factual and legal response to the 

SECR'B'f//ORCON,NOFORN 
---·-~-~-- ---~·· ··-·-- --··-··- -·----· ·-··. -·-

Classifieci by: ... ----------". 

Reason: 
Declassify on: .. 

NYTv OOJ, 16 CIV 7020 000364 
NSA-WIRI 00234 
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questions posed by this Court in its Briefing 01·der of May 9, 2011, concerning the 

above-referenced matters. The Government may seek to supplement and/or modify its 

response as appropriate during any hearing that the Court may hold in the above-

captioned matters. (S//OC,NF) 

United States Department of Justice 

I 
... ·-··· .... -··· ·-------· ·-··--- I . ---- ..... - -·· ............... -·· -· ...... ·-··-· ···--'--·-----·-... ·--------.. -·--· ·- .. ·-··"·' 

I 
i 
I 
I 
I 
i 
I 
! 

~-----·- ~----·-·· ·------ ~--·--- -- ·-·-··· ------------------------ -- _ .. ·-··---· ----·~-;--~· 

SECRBTJ/QRCON,NOFORN .. :. 
2 
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YEJUFICATIQN 

I declare under pemilty of pet jury that the facts set forth in the attached 

Government's Response to the Court's Brlefing C?rder.ofMay 9, 2011, are true and 

correct based upon my best inforl!lation, knowledge and belief. Executed pursuant to 

Title 28, Ututed States Code, § 1746, 011 this 1" day of June, 2011. (S) . . 

Signals Intelligence Directorate Compliance Architect 
National Security Agency 

SBCRB'FI/ORcON;NOFORN 
R. · ... ,. 
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GOVERNMENT'S RESPONSE TO THE 
COURT'S BRIEFING ORDER OF MAY 9,1011 

1. ~nt's May l Letter can be read to take the position 
-are conimunicatfons authorized for collection unde!rr~th:e~=~ 
Certifications that have previously been approved by the Court. ('FBf/SffiHfl) 

a. Fo1· )low long has NSAi\.:b~ee=n~~~ng 
upstream collection? 'i 

Under the Section 702 Certifications, NSA 
communications.'; E.g., DNI/AG 702(g) CertificlS.ticm

1 

Affidavit of General Keith B. Alexander, Dfrector, Na1~onal S1ec11rity .M.&<wcy 
20, 2011, at 1 · 

limited 

In the context ofNSA's upstream collection techniques, NSA acquires Internet 
communications in the fonn of "tninsactions," which in this filing refers to a complement of 
''packets" traversing the Internet that together may be understood by a device on the Internet and, 
where applicable, rendered in an intelligible form to the user of that device.1 A "transaction" 
might 'contain infonnation or data representing commUnication (e.g., an e-mail 
message), or multiple discrete conununicat!ODB As further described in 
the response to question 2 below, whenever a a transaction, 
NSA's "upstream" Intemet collection techniques are designed to identify and acqnire that 
transaction. (TS/ISY/m<3 

. ~ . . 
1 While the terms "Intemet communication" and "transmission" have been used to describe the types of 
coromunication~ N~A acquires, NSA believes that, in the context of upstream collection, •transaction" is 
the more precise tenn fi:am a technical penspective, because "trallllmission" could ba wlderstqod to mean 

.. -·· ......... __ !ll data bein_g exchanged on theintemetwithin a specific time period by a specific device, and an 
"lntemetcommi.iii.lcatiOri"mayaciiiiilly Cliiifiimmiiltipl6 to&I"callyrep-arate oommunications-betweeu· or·-···---·--.. -- . " 
among persons. fJiS/ISJJINF) · 

The transactions discussed herein - whether they contain single or multiple discrete 
. ~ons having a commonality of a single user¥ should not be confused with the two 
-compliance incidents initially reported to the Collrt on Aprill9, 
dlscusred below in tbe Involved 
unrelated 

. -- -- ------- --- ---------- • --·-- •M-. 
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At the time of acquisition. NSA's upstream Internet collection dovi~ arc, with limited 
exceptions. further desCribed below, not presently capable of distinguishing transactions 
containing only a single ~te communication to, from, or about a tasked selector from 
transactions containllig multilJle discrete communications, not all of which may be to, from, or 
about a tasked selector. 2 Thus, in order to acquire transactions containing one or more 
communications to, from, or about a tasked selector, it has been necessary for NSA to employ 
these same upstream Internet collection techniques throughout the entire timefram:e of all 

. certifications authorized under Section 702 of the Foreign Intelligence Surveillance Act of 1978, 
as amended (hereinafter "FISA" or "the Act"), and the Protect America Act of 2007, Pub. L. No. 
110-SS, 121 Stat 552 (Aug. S, 2007) (hereinafter '~PAA"). It was also necessary for NSA to 

mlJ:•Ictt:lent the electronic survei11ance authorized 

b. According to the May 2 Letter, Include the full 
content of email message. that 1re not to, from or user of a tareeted 
selector. They also may Include discrete communications as to which all 
communicants are within the Uni~ed States. Please explain how the acquisition of 
such transmissions: (TS#SYfNP) 

f. comports with the government's representations to the Court regarding the 
scope of upstream colledton under Section 702 and the approvals granted by the 

I J II I . I~ a I I t I onsln Dockets 702(1) 08-01.-
see, e. e., Docket No. 702(i)-08-0l, Aug •. 

27,2008 Hearing Transcript at 19-26, 40-41 and Sept. 4, 2008 Memorandum 
Opinion at 15-lO, 38); f£8//SY!t~ 

The Government has concluded, after a careful review of the record, that its priot 
representatioDS to the Court regarding the ste,Ps NSA mlist take in order to acquire single, 

·-- --- -· - disaret-.oommunicatiOilS-to,J'rom,.or. abo.ula.t~~1Qr digp.Q! ~~ ex.P.lain all of the 
means by which such communications arc acquired through NS'A's upstream.C:Ofiection·-·-··-·--.. ·-------·- ·-.. - , 
techniques. The Government will attempt through this .filing to provide the Court with a more 
thorough explanation of this technically complex collection. This notwithstanding, the 
Govemn~ent respectfully submits that for the reasons set forth in its responses to questions 2.ii., 

1 SpccJficaJly, as is discussed in the GovelDlDCtlt's response to questions 2(c) and (d) of the Court's . 
briefing order, NSA does have the 

:}:()~' 8ECR:KT/{()0MINTN9~N;NOPORN 

2 
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2.ili., and 5 below, NSA's prior l!lld ongoing acquisition ofinfonnation utilizing its upstream· 
collection techniques is consistent with the Court's prior orders, meets the requirements of 
Section 702, and is consistent with the Fourth Amendment. (TB/ISFI/t<iry 

b. According to the May 2 include the full 
content of email messages that are or of a targeted 
selector. They also may Include discrete communications as to which all 
communicants are within the United States. Please explain how the acquisition of 
such transmissions: (TS/fSfffl'IF) 

1!. meets the requirements of Section 702, including, but not limited to, the 
requirement that targeting procedures must be reas\)nably designed to "prevent 
the intentional acquisition of any communication as to wlii<;h the sender and all 
Intended recipients an known at the time of acquisition to be located In the 
lfiiited States", and, (TB//SFI~ffl . 

NSA'S TARGETING PROCEDURES ARE REASONABLY DESIGNED TO PREVENT 
THE INTENTIONAL ACQUISmON OF COMMUNICATIONS AS TO WHICH THE 
SENDER AND ALL INTENDED RECJPmNTS ARE KNOWN AT TilE TIME OF 
ACQUISITION TO BE LOCATED IN THE UNITED STATES. {S} 

Under Sectjon 702, the Government targets "persons reasonably belieyed to be located 
outside the United·States to acquire foreign intelligence irifo1mation." 50 U.S.C. § 1881a(a). 
The Government detennines whether the targeting of a person is consistent with Section 702 by 
applying Court-approved targeting procedures. 50 U.S.C. § 188la(d). These targeting 
procedures must be "reasona:Qly designed to (A) ensure that any acquisition authorized under 
subsection [702(a)] is limited to targeting pemons reasonably believed to be located outside the 
United States; and(B) preyent the intentional acquisition of any commnnicatioo as to which the 
sender and all intended recipients are known at the time of acquisition to be located in the United 
States." .50 U.S.C. § 188la(d)(l). (U) 

A. The 'User of a Tasl(ed Selector Is the Person Being Targeted by all 
···· · ·· ·· ··---••·· --------AcquisltlofiS·IiyNSA'~-uvsti:eanrCollection;-Indndlng-'I'l'ansactlons-*ha~---------

Contain Multiple Discrete Communications (TSI!BII~ffl 

As previously explained to the Court, the Government "targets" a person by tasking fur 
collection a "selector" account) believed to be used by that person. See, e.g., lit 
1·e DNIIA.G 702(i)-08-0l, Mem. Op. at.8 (USFISC Sept. 4, 
~008) (hereinafter Op.''). NSA acquires foreign intelligence infonnation through 
the tasking of se!ectoiS collecting communications to or from a selector used by a targeted 
pemon (hereil.la.f1er "to/from com.mnnications'') and by collecting com.mnnications thatl'efer to or 

· are about a selector used by a targeted person (hereinafter "abouts commnnications"). Id. 
· · -·(l'SHST//U!') ·------ · ·--·· -·-·- ·-···--------·--·-..... - ... ·-·-------· __ -·---------·-·-· 

'fOP SBCR:I!lT/JC9MIN'FifOR€0N,NOFOR:N 

.. 3' 
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In both ofthese types of acquisition, the person being ''tar~" is the user of the tasked 
selector, who, by operation of the targeting procedures, is a non-United States person reasonably 
believed to be located outside the United StAtes. Specifically, "the persons targeted by 
acquisition of to/from communications are the users of the tasked selectors, .. because "their 
communications are intentionally selected for acquisition." -M:em. Op. at 15. Similarly, 
the person being targeted by acquisition of abouts communications is also the user of the tasked 
selector, ubecause the government's purpose in acquiring ·about communications is to obtain 
information about that user." ld at 18 (citation omitted). (TS//BllflW) 

This remains true for all !lcquisitiori.s cOnducted by NSA's upstream collection --
including transactions containing seve.ral discrete communications. only one of which may be to, 
from, or about the user of a tasked selector. As discussed above, the fact that there also may be 
communications to, from,_ or about persons other than the target in the transaction does not mean 
that those p~sons are also being targeted by the acquisition. The sole reason a transaction is 
selected for acquisition is that it contains the presence of a tasked selector used by a person who 
has heen subjected to NSA:'s tatgeting piocedmu? :Endeod, at the tim&& tl:a&saQUOA is a~-r-----..: 
NSA cannot always know whether the transaction includes other data or information 
representing communications that arc not to, from, or about the target, let alone always have 
knowledge of the parties to those communications. Cf. - Mem. Op. at 18-19 (noting that with respect to abouts conununications. "the government may have no knowledge of (the partjes 
to a communication) prior to acquisition"). It therefore cannot be said that the acquisition of a 

: · transaction containing multiple discrete communicatio11s results in the intentional targeting of 
any of the parties to those communications other than the user·oftho tasked selector. Cf United 
States -v. Bin Laden, 126 F. Supp. 2d 264, 281 (S.D.N.Y. 2000), a.ffd sub nom. In re Terrorist 
Bombings of U.S. Embassies in East Africa, 552 F.3d 157 (2d Cir. 2008). cert. denied sub nom. 
El-Hage v. United Statea, 130 S.Ct. 1050 (2010) (acknowledging that in light of United States v. 
Verdugo-Urquidez, 494 U.S. 259, 265 (1990), and Title III "incidental interception" case law, 
overseas surveillance of a United States pemon ten'Orism suspect would bave posed no Fourth 
Amendment problem "if the Governnient had not been aware of {his] identity or of his 
complicity in the [terrorism] enterprise"). (TS#SINOC,NF) 

:~ 4 -· 
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B. NSA's Targeting Proc.edures are Reasonably Designed to Prevent the 
Intentional Acquisition of Communications as to Whfcb the Sender and All 
Intended Reclplents Are Known at the Time of Acquisition to be in the 
United States {ST 

Iu conducting acquisitions targeting fue user of a tal!ked selector, fue Government ''may 
not intentionally acquire any communication as to which fue srmder and all intended recipients 
axe known at fue time of acquisition to be located in fue United States." 50 U.S.C: § 188la(bX4). 
As noted above, the targeting procedures must be reasonably designed to prevent such 
intentional acquisitions. With respect to to/from communications, "because a user of a tasked 
selector is a p111ty to every to/from communication' acquired by NSA, a reasonsble belief that the 
users of tasked selectors are outside fue United States will ensure fuat NSA does not intentionslly 
acquh-e any to/from communication 'as to which the sender and all intended recipients are known 
at the time of acquisition to be located in fue United States."' ~em. Op. at 15 (citation 
omltted). Wlth l'espect to upstream colh:clion that may contain abeli!s eem;mum;atigils, NS A's 
targeting procedures provide that: · 

E.g., Amendment 1 to DNiiAG 702(~ Certifioation-Dooket No. 702(i)-Ex. A, 
filed Aug. 12, 2010, at 1-:? (b.ereinafter "NSA Targeting Procedures"). Although""i'::' 

· provisions on their face suggest separate technical means might apply only to fue "abouts" aspect 
ofNSA's upstream collectiou, in practice these provisions cUl'Iently apply to any Internet 
transaction collected upstream. ('fS//SJII99,:!~ 

States." In reDNIIAG 702(g) Cel'tifo:atilm 
Preliminary Response to Questions Court, filed Aug. 26, 2008, at 3. The 
Government also has represented that fuese IP filters "have been effective in limitirig fue 
collection to communications with at least one communicant located outside the United States." 

TOP 8BCRETN€0MIN'FNORCON,NOPOR:N 
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!d. at.4. Except in one circumstan.9e previously reported to the Court,.s the Government is not 
aware of a. case whe.re an about collection resulted in the acquisition of a communication where 
both ends were i.naidc the United States. NSA therefore cQDtinues to believe that these prior 
representations remain accurate. Accordingly, for tho· reasons described below, the Government 
respectfully submits that NSA's targeting procedures are reasonably designed to prevent, in the 
context ofNSA's upstrsm collection, "the intentional acquisition of any communication as to 

· which. the sender and all intended recipients are to be located in 
the United States," including· Internet communications 
have not been previously described to the Court. 50 U.S.C. § 1 

1. Bow NSA's lP Filters Work ~ 

. . ··- · - ·----·-

~p S'E~TJ/COMINTNORCON,NOFORN 

.. ·~ 
:.. 6 . .. :,;;. ... 
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Adc!iticllllllJly, at the time of a,cquisitio·n, 
limited exceptions further described below, not presently capable of distinguishing transactions 
containing only a single discrete communication to, from.or about a targeted selector fro~ 
transactions containing multiple discrete commuuications.7 A.ccordingfy, NSA cannot prevent 

· the acqirlsi.tion of, or even mark for that may 
· feature multiple discrete coxnmuni•catilons 

7 8~ Govermnl!llt's response to questions 2(c) and (d) infra. (U) 

. . 
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Ell~cejpl for the one instance noted above conceming an error by an electronic 
NSA is not aware instance in which its upstream 

are subject to au IP filter 
nevertheless to which the sender and all 
mtefuled rectp!imt8 wereimown at frre time ofacqllisitieR te ae !eGBII:d in the United States II 
Tlus includes those situations in which ~SA right coll~ unrelated communiQations when 
acquiring Internet communications that include multiple, discre!e communications. (TS//8Y.<P!F) 

. ---·------;;-It is note~~y th:;~~;;o~;; :~:~:~ha~~~l~ .in th~-~cq~lsltl~; ~f-d;;;;;.;;ti~·~~~u~ic;.!k;Ii'S~vas- ·- - _ ... · 
first identified not by the provider, but by an NSA analyst who recognized a domestic communication in 
NSA 's repositories, realized that such a domestic communication should not have been acquired, and 
properly reported the communication through NSA channels. NSA lnv<)Stigated this matter and found 
that domestic communications · ln its IP filter 
technology, but instead The 
domestic overcollection caused by this im:id<:nt :rep:reBl~nbm a vet:y sllll\!lt p'ortlon 
during the t4ne period of the overcol!ection, and an even smaller portion ofNSA's collection since t11e 
initiation of its Secti.on 702 acquisitions, but the error was still discovered and remedied. It is therefore 
particularly noteworthy that no NSA analyst bas o'herwise yet discovered a wholly domestic 

· _,_. --· --- - ·-·communicatlon·m·NSA's-repasitorles.collected.throu~U!!l!I~Il'•m. col!~!i'?ll.I!Y.sl':'~s. (TSI/sY,'OO,U£') . --· ... --. -_. __ ... ___ .. -·-· 

TOP SJ!lCRET/ICOM:I:NTi/ORCON,NOFORl'l 
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In· May 2011, NSA conducted two tests of its Section 702 upstream collection in order to 
In~=~'!_tl:aru~actionbetween a user in the United States 

In swn, the Goveroment submits that the two test samples discussed above, coupled with 
the fact that, except as no red above, no NSA analyst has yet discovered in NSA 's repositories a 
wholly domestic communication collecred through NSA's upstream collection sysrems, strongly 
suggests thst NSA's or single Jnremet communications between users 
in the United Ststes occurs only in a.vecy small of 

transaction containing a communication from a person 
be located in tb.e United States.12 {TS//BY~~ 

"Additionally, as discussed elsewhere herein, even if the sender is located ln the United States, the 
·----·-· ... ·- - ·-communicstion-likfl1y. will-not.contain any reliable. infunna!ion.!lmL'IlQill!!.!m.a]lle !!!!~ .!o det~~!! t)l_e_ 

time of acquisition the sender's locstion. (1'SI/9If/ee;M!') --- · · - -· ·-

1!0P SECBETJf09MIN'f//ORCeN;NOPORN 
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2. The-Means by Which NSA Prevents the Intentional Acquisition of Communications as to Which the Sender and All Intended Recipients 
Are Known to be Located In the United St~tes at the Ti~e of Acquisition 
Are Reasonable ~ 

This Court baa fou.nd that NSA's targeting procedures are reasonably designed to prevent 
the mtentional acquisition of communications in which tho sender and all intended recipients are 
known at the·· of acquisition to be located in the United States. In approving DNI/ AG 702(g) 
Certification with respect to NSA's upstream collection of "abouts ~ communications, in 
particular;the Court noted that NSA "relies on~eans of ensuring that a~ 
least one party to the located outside the United States.11 ~em. Op. at 
19. As describ¢ above, those are NSA's.use of"an Intem~t Protocol filter 
fo eD.SUie that the · is located 

NSA, 

had prevented the acquisition of wholly domestic 
and recognizing that it is that a wholly 

acoutreld. aa a result of 
the Court found that were 

ihteuti<>na1 acquisition as to which all 
parties are in the United States." ~em. Op. at 20 & n.17. The Govellll1leut respectfully 
submits that there is no aspeet ofNSA's upstream collection, as further described herein, that 
would prevent file Court :from continuing to fmd that NSA's fllrgeting procedures are reasonably 
designed to prevent the intentional acquisition of communications as 'to which the sender and all 
intended recipients are known at the time of acquisition to be in the United States. 
ffSI/Srff<)C,~ 

Two aspects ofNSA's upstream collection activity that have not been specifically 
addressed by NSA acqtltres 

fact that NSA 
.:;:whethen~trievinga -· _ , _ ·--..... 

communication, or a several discrete comniunications -- possibly resulting 
in the a~uisition of wholly domestic oorumunications. (TS/fSYIOC~NF) 

T-OP 8KCRBT/!C9MIN:ri/OR€9N;NOPOR:N 
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in which NSA could acquire a 
targeting 

~ ,. '... -

.:,.. ... . ·~ • . 11 
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Accordingly, NSA has di:osigned its systems so that it should never intentionally acquire a 
communication as to which t:be sender and all intended recipients are known at the time of 
acquisition to be located in the United States. To the extent that NSA does unintentionally 
acquire such communications, NSA must treat' these conununications in accordance with its 
minimization procedures --just as it must for other types of conununicatiolis that it is prohibited 
from intentionally collecting under subsection 702(b), but nevertheless sometimes does 
unintentionally acquire, such as conununications acquired from a target while that target is 
located liiSid'e tl\1! untied Sllltes. f.FSf/9JI/OG,NF) ·----------

c. Conclusion (U) 

Although for different reasons than those discussed ab9ve, the Court has recognized that 
it is "theoretically possible that a wholly domestic communication could be acquired" through 
NSA's upstream collection o.f "abouts" communications. ~em. Op. at 20 n.17. For the 
reasonS outlined above, the Government respectfully submits that, despite tbe theoretical 
scenarios under which NSA could acquire communications through its upstream· collection as to 
which the sender and all intended recipients are located in the United Stl\tes, NSA's targeting 
procedures are reasonably designed to prevent such acquisitions where· the location of the sender 
·and all intended recipients is known at the time of acquisition. f.FSIIS'fffOG,NF) 

Tile 1'emal11der oftllis page intentionally left blank • 
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--- --·----...... ---·~· --------- ··- ..... -· ~-- ··-- ----- .... - - - --- -- ---------- --- -·· --
'fOP SBCRM'H€0rtHN'l'/lORCON,N0¥0RN 

,., ·12 

NYTvOOJ, 16 CIV 7020 000378 
NSA-WIKI 00248 

Case 1:15-cv-00662-TSE   Document 125-28   Filed 03/26/18   Page 16 of 45



Approved for public release\ 
· All \YIIhheld lnfonna11on "'"""P' underb(~ and 1>(3' ·~ 1h • 1'0P SBCRB'f/1€0l\U:P'I'f/JeR€0N,NOFO~l '__,,as 0 e!Wloe noted. 

b. According to the May 2 Include j;he full 
content of emali messages· that are not to, or of a targeted 
selector. They also may include discrete communications as to which all 
communicants are within the United States. Please explain how the acquisition of 
such transmissions: ('f~/f9f!JN:r5 

ill. is consistent with the'Fourth Amendmertt. ('fSitsY/l!tfj 

NSA's ACQUISITION OFTRANSACT~ONS CONTAINING MULTIPLE DISCRETE 
COMMUNICATIONS IS CONSISTENT WITH THEFOVR.m AMENDMENT. 
(TS//SI/INF) 

Section 702 requires the Attorney General (AG) and the Director ofNatiomil Intelligence 
(DNI) to execute a certification attesting, among other things, that the targeting and minimization 
procedures are consistent witltl'be req11iremeats eftlle l'o'n:th Amendment. 50 us. c .. § 
1881 a(g)(2)(A)(iv). In reviewing a certification, Section 702 in tum requires the Court to en~r 
an order approving the certification and the use ofthe targeting and minimization pro~edures if 
the Comt fmds, among other things, that those procedures are consistent with the requirements of 
the Fourth Amendment. Id. § 188la(i)(3)(A). The issue for the Court in light of the above-
described nature and scope ofNSA's upstream collection is whether, in l.ight of a governmental 
inierest "of the highest order ofmaguitude,'~ NSA's targeting andrninin:rization proceaures 
sufficiently protect the individual privacy interests of United States persons whose 
communications are inadvertently acquired. In re Dil·ectives Pursuant to Section I 05B of tile 
Foreign Intelligence Surveillance Act, 551 F.3d 1004, ·1012 (Foreign Int. Smv. Ct. Rev. 2008) 
(hereinafter "In re DiJ·ectives"). E*£/lSif/:NF) · 

The Fourth Amendment protects the right "to be secure : . . against unreasonable seatches 
and seiZl.U-es" and directs that "no Warrants shall iss)le, but upon probable cause, supported by 
Oath or affumation, and particularly describing the place to be searched, and the persons or' 
things to be seized." U.S. Canst. amend. rv. As demonstrated below, the Fourth Amen.d!nent 
requires no warrant here, and the upstream collection conducted by NSA is a reasonable exercise 
of governmental power that satisfies the Fourth Amendment. {;TSiiSiflNF) ... - .. .,. ___ ~ ··-"-·--·------·-----·-·--------------·--·------·---

A. The Warrant Requirement Does Not Apply to NSA's Acqulsitlo;~f---------·--· 
Trall!iactlons Containing Multiple Discrete Communications. (TS//SYJNF) 

The Supreme Court has recoguized exceptions to the Fourth Amendment's wsrrant 
requirement ''when special ,needs, beyond the normal need for law enforcement, make the 
warrant and probable-cause requirement impracticable." Gr!lfin v. WiscOJlSin, 483 U.S. 868, 873 
(1987) (intetnal quotations omitted); see also Vernonia Sell. Diat. 47Jv. Acton, 5!5 U.S. 646, 
653 (!995) (quoting Gr!lfin). The Foreign Intelligence Surveillance Court of Review, in 
upholding the Government's implementation of the P AA, held that a foreign intelligence 

· · · ---·-· -·- · -- · · -exception-existsJ'when·1!urveillance.is.conducted. to_obtainl'9.W&!! intelligence for national 
. security _purposes and is directed against foreign powers or agents of ro.:cign-powei'S reasoiiioW - · 

TOP SEC1lE'fi}C0!\HN'fh'OR€0N;NOFORN . 
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believed to be located outside the United States." In re Directives, 551 F.3d at 1012. See also In 
reSealed Case, 310F3d 717,742 (Foreign Int. Surv. Ct. Rev. 2002) C'[A]ll the .. . courts to 
have decided the issue [have] hold that the President did have inherent authority to conduct 
wanantless searches to obtain foreign intelligence information."). (TS/ISJIINF) 

In approving a previous Section ?02 certificati.Ollt this Court has found that Section 702 
acquisitions "fall within the exception recognized by the Court of Review" in that they ''target · 

. persona reasonably believed to be located outside the United States who will have been assessed 
by NSA to possess and/or to be likely to communicate foreign intelligence information 
concerning a foreign power authorized for a-uisition under the Certification., and al'e 
~tconducted for national security putpOSCS.11 Mem. Op. at 35 (citations o~tted}. 
Spoci~cally, this Court rccogliized that the o view's rationale for applying a foreign 
intelligonce exception "appl[ies] with equal force" to Section 702 acquisitions, in that the , 
Government's purpose in conducting Section 702 acquisitions goes well beyond a nol'll}allaw 
enforcement objective and involves 11'the acquisition from overseas foreign agents of foreign 
ilitelligence to help protect rmtiomd secwity,' a eireumat:ae.ee 'in whkh tbc govemment's interest 
is particularly intense.m Id. at 35-36 (quoting In re Directives~ 551 F.3d at 1011). In addition, 
this Court, noting the likely volume of Section 702 acquisitions and the fact that those 
acquisitions il~gets who are attempting to conceal their communications, found that 
"[s)ubjecting -number of targets to a wan:ant process inevitably would result in delays 
and, at least occasionally, in failures to obtain pmshable foreign intelligence information, to the 
detriment ofnational securitY." ~em. Op. at 36; see also United States v. 1hwng Dinh 
Hung, 629 F.2d 908, 913 (4th C~ ("attempts to counter foreigll threats to the national 
security require the utmost" s~ealtb. speed, and secrecy' such that ''[a] warrant requirement would 
add a procedural hurdle that would reduce the flexibility of executive foreigJl intelligence 
initiatives, [and] in some cases del~y executive response to foreign intelligence threats ... "). The · 
Court's previous finding that the foreign intelligence exception applies to Section 702 
acquisitions remains equally applicable here. ffS//Sli~W) 

K NSA's Acquisition of'l'i'ansactio~s Containing Moltiple Discrete 
Comm~nications is Reasonable Under the Fourth Amendment. (TS/fSli/Nf) 

···- ··· _ - ··--------~ere.!. as here, the foreign intelligence exception applies, "governmental action intruding 
on individuai pnvac'fiiileresfSmust~rt-with"the -Fourth-Amendment'& reasonableness.-- .. . -· --- ... ___ _ 
requirement." In reDirectives. 551 F.3d at 1012. In.evaluatingthe reasonableness ofthe 
Gove1nment's action, a court must consider the totality of the circumstances, see United States v. 
Knights, 534 U.S. 112, 118 (2001), taking into account "the nature of the government intrusion 
and how the intrusion is implemented." In re Directivei, 551 F,3d at 1012 (citing Tennessee v. 
Garner, 471 U.S. 1, 8 (1985) and United States v: Place, 462 U.S. 696, 703 (1983)). In 

· balancing these interesta, the Court of Review has observed that ''[t)he more important the 
government's interest, the greater the intrusion that may be constitutionally tolerated.'' In re 

· Directives, 551 F.3d at 1012 (citing Mu:higan v. Summers, 452 U.S. 692, 701-0S (1981)). "If the 
protections that are in place for individual privacy interests are sufficient in light of the 

- ··· ··- -·· · ·- · · -· gOVt"mtt!cntalintere$-a~-stake; the-een.stitutioll81-Seales .will.tilt i.u.faYm:.2Lu.M.o1dbJg the . 
· govemment's ~ti~ns·". I<!- (f8JISJJ~ff:? ·. ·- ··- ·--··- -· ---- .. - · ---

.'FOP SECR:B'FHCOMfN'f!JORCON,NOJ!ORN 
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1. NSA 's Acquisition of Transactions Containing Multiple Discrete 
Communications Implicates Fourth Amendment-Protected Interests. 
(TS!r'Sfl~ · 

Although targeting under Section 702 is limited .to non-United States persons reasonably 
believed to be located outside the United States, who are not entitled to prqtection under the 
Fourth Amendment, see, e.g., ~em, Op. at 37, this Court. bas recognized that conducting 
acquisitions u!J.der Section 702 creates a "real arid non-trivial likelihood of intrusion on F.ourth 
Amendment-protected interests" ofUnited·States persons or persons located in the United States 
who, for example, communicate directly with a Section 702 target, id. at 38.14 In particular, as 
described herein, NSA's upstream collection may incidentally acquire information concerning 
United States persons within transactions containing multiple discrete communications, only one 
of which is to, from, or about a person targeted under Section 702. (fS{/Sf/1!~ 

2. !he Government's futexest In the Forelplntallig811.ee Iuforma«on 
Contained in All T!·ansactiolis, Including Those Containing Multiple 

· Discrete Communications, is Paramount. ('fS{IfJIIINF) 

On the other side of the ledger, it is axiomatic that the Government's interest in obtaining 
foreign intelligence infonnation to protect the Nation's security and conduct its foreign affairs is 

·paramount. See, e.g., Halgv. Agee, 453 U.S. 280,307 (1981) ("[l]t is 'obvious and unargl1llb!e' 
that no governmental interest is moxe ccmpelling than the security of fue Nation." (citations 
omitted)). Equally indisputable is tho Government's intarest in conducting acquisitions of 

· fon:ign intelligence info1mation15 under Section 702 of the Act. See .. Mem. Op. at 37 

"Although the scbpe of Fourth Amendment protection for e-mail is not settled, the Government has 
argued before this Court that United States persons have a reasonable expectation of privacy in the 
content of such electronic COllllllunications. See, e.g., United States of America's Supplemental Brief on 
the Fourth Amendment, Docket No. l05B(g) 07..01, filed Feb. 15,2008, at 1. The Government likewise 
assumes for purposes of !his filing that the collection implicates privacy interests 
protected by the Fourth Amendment. ('F&'i&f/INF'j 

.... · · ............ -I"-"Folelgn:lnl:lll.li'genceinforniation" is·derfuod as; ...... ·· -- ~ .................... - ..... : ......... ·-·-·-· ..... : ......... ··--·-__ ------· --·-· . 

(1) info1ll!lltion that relates to, and if conceming a United States person is necessary to, the ability of 
the United States to protect against --
(A) actiJal or potential attack or other grave hostile acts of a foreign power or au agent of a 

fdreign power; 
(B) sabotage, international terrorism, or the international proliferation of weapons of mass 

destruction by e. foreign power or an agent of a foreign power; or · 
(C) clandestine intelligence activities by an intelligence service or networlt of a. foreign power or 

by an agent of •· foreign power; or 
{2) information with respect to a foreign power or foreign territory that relates to, and if concerning a 

·--- ............... -···-·-- ·T:Tnited·.gtat""llerson is-neeessacy-ta.- .... - ..... _ .. --...... ·-----
{A) the national derense or the security of the United States; or 

. (B) the conduct ·of1he foreign affairs of.the United-States~. -
+Or SEGml:+!ICQ!\miT.'/ORGON,NOFORN 

15' ··- - . .. - .. ., 
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C'The governments national security interest in conducting these acquisitions 'is of the highest 
551 F.3d at . For example, 

The Supreme Court has indicated that in addition to examining the g6vemmental interest 
at stake, some consideration of the efficacy of the search being implemented --that is, some 
measure of fit between the search and the desired objective-- is also relevant to the . 
reasonableness analysis. See, e.g., Knights, 534 U.-S. at 119 (noting that the reasonableness of a 
searell. "is determined by assessing, on the one band. the degree to which it intrudes upon an 
individual"s privacy and, on the other, the degree to which [the search] is needed for the 
prom.otion oflegitiniate governmental interests. 11 (intenlal quotation marks omitted)); see also 
Board ofEduc. v. Earls, 536 U.S. 822, 834 (2002) (••Finally, this Court must consider the nature 
and immediacy of the government's concerns and the efficacy of the Policy in meeting them.")). 
Here, NSA's acquisition of transactions through upstream collection is an essential and 
iueplaceable means of acquiring valuable foreign intelligence information that promotes the 

····--··------pamnount governmentillnteresrolprot~tttritJre-Nation·and'·conducting-1~foreign-affflirs ... -- ....... -·- . -····-.. . . 
~~!lBYflW, 

. . 
The AG and DNI have attested that a significant purpose of all. acqui~tions under Section 

702, which includes those conducted by NSNs upstream coJlection, is ·to obtain foreign 
intelligence information. These acquisitions are conducted'in accordance with FISC~approved 
targeting procedures reasonably designed to ensure that the acquisitions are directed "towal'd 
communications that are likely to yield the foreign intelligence infonnation sought, an4 thereby 

- --·- --- --~~ -- · "~·-····- - ---- --··-·- ----····---- OM _____ ________________ ~------·--------· · - - --------
50 U.S.C. § 180l{e). (U) 

'fOP Sf}CRM¥fCOMiN'fY/ORCON',NOPOR'I' 
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afford a degree of particularity that is reasonable under the Fourth Amendment. 11 ~em. 
Op. at 39-40 (footnote omitted). Indeed, certaht of the valuable foreign intelligence infonnation 
NSA seeks to acquire through upstream collection of transactions simply cannot be acquired by 
any other means. \fS//SrJ!NF} 

Specifically, as this Court has recognized, NSA's upstream 
important because it is capable of acquiring llflllr~:eted comm~lllic>atillllB 

!!!!!~~~n, 11 such 

,:.· '· . 1"1 
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in transactions acquired t:hrQugh NSA's upstream co11ection. Valuable foreign intelligence 
information such as this simply cannot be obtained by means other than the acquisition of 
transactions through NSA's upstream collection. (TS/JSY~H<1 . . . 

3. The Acquisition of Foreign Intelligence Information Contained in 
Transactions Is Conducted Using the Least Intrusive Means Available. 
(TSl'ISlWNF) 

The fact that NSA's upstream collection acquires transactions that may contain several 
discrete communications, only one of which is to, from, or about a tasked selector, does not 
render NSA's upstteam collection unreasonable. See In re Directives, 551 F.3d at 1015 ("It is 
settled beyond peradventure that incidental collections occurring as a result of constitutionally 
pemusstble acqu1strtons do not 1endex those aeql:tisitietlS "tmma¥JiUl, ") ~itations omitted)); .see 
also United States v. Bin Laden, 126 F. Supp. 2d 264, 280 (S.D.N.Y. 2000) ("[I]ncidental 
interception of a person's conversations during an otherwise lawful' [Title ill] surveillance is not 
violative of the Fourth Amendment.,.); cf'Scott v. United States, 436 U.S. 12&, 140 (1978) · 
(recognizing that 11there are surely cases, such as the one at bar [involving a Title ill wiretap]~ 
where the percent'!ge ofnonpertinent calls is relatively high and yet their interception was still 
reasonable"). Indeed, the Supreme Court has repeatedly rejected suggestions that reasonableness 
requires 11tho least intrusive search practicable." City l!fOntario y. Qtwn, 130 S. Ct. 2619, 2632 
(2010) (quotation marks omitted); see, e.g .• Earls, 5.36 U.S. at ~37 C'[T]his Court has repeatedly 
stated that !easonableness under the Fourth Amendment does not require employin;S the least 
intrusive means, because the logic of such elaborate less-restrictive-alternative argwnents could 
raise insuperable barriers to the exercise of virtually all search-and-seizure powers." (inte~ 
quotation marks omitted)); Vernonia, Sl5 U.S. at 663 ("We have repeatedly refused to declare 

.. .. . . ~- ...... . ·- - ··-····'"····· .. .. --·--· , . 
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that only the 'least intrusive' search practicable can be reasonable under the Fourth 
Amendment,"). fFS,'fSF/~W} · 

. Although not demanded by the Fourth .Amendment, NSA ia nevertheless conducting "the 
leaSt intrusive search practicable" when a single tramaction which may contain 
several discrete communications, only one information 

selector. 

rendar 
to extract only the discrete 

communication that is .to, from, Ol' about a tasked selector. The 21112 way to obtain the foreign 
mtelllgence IIlfillmatton coiitaiued wifuin thai diserete eemmtl!liGatiDn, therefore, is to acquire 
the entire transaction in whiCh it is contained. The fact that other, non-pertinent information 
within the transaction may also be incidentally and unavoidably acquired simply cannot render 
the acquisition of the transaction unreasonable. See Umted States v. Wuagneux, 683 F.2d 1343, 
1352-53 (11th Cir.l982) (observing that "a searCh.ll).llybe as ext~ive as reasollablyrequired to 
locate the items described in the warrant, 11 and on that basis concluding that it was 11reaso.nable 
for the agents [executing the search] to remove intact files, books and folders when-a particular 
document within the file was identified as falling within the scope of the warrant11); United States· 
v .. Beusch, 596 F.2d 871, 876-77 (9th Cir. 1979) (rejecting argument that "pages in a single 
volume of written material must be separated by ·Searchers so that only those pages which 
actually contain the evidence sought may be seized"). fffl{fSl'f/NF} · 

At the same time, NSA is making every reasonable effort to ensure that its upstream 
colleetion acquires this singularly valuable foreign intelligence information in a manner that 
minimizes the intrusion into the personal privacy of United States persons to the greatest extent 
possible. As discussed above, these acqllisitions are conducted in accordance with FISC- . 
approved targeting procedures reasonably designed to ensure that the acquisitions are directed 

·---·----~~f?.~~unications that are likely to yield the foreign intelligence information 
sought." ~em. op. at" 39=«<t (ftrotnote omitted):-The-applieatiooof.the targeting._ _____ _ 
ptocedures ·further ensures that "[t]he targeting of communicatiQnS pursuant to Section 702 is 
desig11ed in~er that diminishes the likelihood that United States person information will be 
obta:ined."- Mem. Op. at 23; c.f. In re Directives, Docket No. 105B(g):07-0l, Mem. Op. 
at 87 (USFISC April25, 2008) (recognizing that "the Vlllit majority of perSons who are located 
. overseas are non United States persons and that most of their communications are with other, 
non-United States persons, who· are located overseas'~ (footnote omitted), aj]'d, 551 F.3d 1004 
(Foreign Tnt. Surv. Ct. Rev. 2008). Lastly, to the extent that United States person information is 
incidentally acquired in the acquisition of a whole traru;action by NSA's upstream collection, 

··-- ·- -·-····---:---·-··-·...,-~-~·· -· ------~--
17 See Government's response to questions 2(c) ~d (d)uj/i-;;:-(05-:- ·- -'------ . -"·--·---------·-
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such information vvill be handled in accordance with strict minimization procedures, as discussed 
in more detail below. ('fS/ISb'~W) 

4. United States Person Information Acquired Incidentally Through NSA's 
Acquisition of Transactions Containin& ~ultip~e Discrete · 
Communications is Protected by NSA'a Section 702 Minimization 
Procedures. (TSliSri~ 

As discussed above, the fact that NSA's upstream collection may result in the incidental 
acquisition of communications of United States persons cannot, by itself, render the overall 
collection UDI'easonable. Instead, courts have repeatedly found support for the constitutionality 
of foreign intelligence activities resulting in the incidental acquisition of United States person . 
information in the existence and application of ro~ust minimization procedures. See, e.g., In re 
Directives, 551 F. 3d at 1015 (recognizing that minimization procedures are a 11means ofl'educing 

........... ,.r of incidental intrusions into the privacy of non-targeted United States persons"); 

U.S.C. § 1801 (h){l) ''constitute a safeguard against improper use of infonnatlon about United 
States persons that is inadvertently or incidentally acquired, and therefore contribute to the 

· Court's overall assessment that the targeting and minimization procedul'CS are consistent with the 
Fourth Amendment11). As explained belOW1 NSA•s current Section 702 minimization procedul-es, 
which this Court prevjously has found to satisfy the definition of minimization procedures iu 50 
U.S.C. § 180l(h)(l),18 adequately protect the privacy interests ofUnited States persons whose 
communications may be incidentally acquired through NSA's upstream collection and thus 
contribute significantly to the overall reasonableness of that colJection. · (i'SJJSll~~ 

At the outset, it is worth noting that NSA's acquisition of Internet transactions containing 
multiple discrete communications does not necessarily increase the risk that NSA will 

-

. lly acquire United States person infonnation. For example, as discUssed above, the 
means by which NSA ensures it does not intentionally acqu~ 

communicati,ons limits 1he acquisition of certain transactions such as~ 
to persons located outside the United States~ can be wesumed to be non-United · 
States-persons. Thus, to the extent that the ...__of those non-Ynited States persons 

. ------·-·--c~ conununieations that are not to, from, or about a· targeted selector, those communications 
· are unlikely-to be-11mte<rs'fates person commwltcations·.- -see-.lrr-re-.8irectives,-Deeket .. Na, .. -.......... ~ · ···- --... -··-- .. . 

lOSB(g):0?-01, .Me.m. Op. at 87 (recognizing that 11the vast majority of persons who are located 
overseas are non United States persons and that most of their communications are with other, 
non-United States persons, who are located overseas11) (footnote omitted). For this same reason, 
~erson infomultion would be obtained the of a -s no greater than in the acquisition of a 

11 50 U.S.C. § 180l(hX1) defines "minimizationprOOedures" as 11specific procedures, which shall be 
adopted by the Attorney G~eral, that are reasonably designed in light of the purpose and technique of the 
particular surveillance, to minimize the acquisition and retentiott1 and prohibit the dissemination, of 

-.i1btlpublicly available--info.rmation-collOtmmg unconse.nting. United. StAt~~~Q~ ~~~istent with the 
need of tho United States to obtain, produce, and disseminate f<lreign intelligence infonnation}i'-(U) - · · · · · ·· .. - - · 

'FOP SJBCH'f'/ICOMIN'l'NORCON,NOFORN 

20 

NYT v DOJ . . 16 CIV 7020 000386 
NSA-WIKI 00256 

Case 1:15-cv-00662-TSE   Document 125-28   Filed 03/26/18   Page 24 of 45



App10'18<1 for public rere..... Alll>ilhheld information exempt under b(1) and b(3) except as othelwfae ~-
'f()i> ~Cmll'f/JCOi\HN'F/IflRCON;NOf'OR:N 

a. Acqul.!itlon (U) 

As discussed above, with limited exceptions,19 it is technologically infeasible for NSA's 
upstream collection to acquire only the discrete communication to, from, or about a taaked 
selector that may be contained in a transaction containing multiple discrete communications. 
That does not mean, however, that the minimization procedm:es governing NSA's upstream 
collection do not adequately minimize the acquisition of any United States person i)lformation 
that may be contained in those transactions. Specifically, minimization procedures must be 
reasonably designed to minimize.the acquisition ofnonpublicly available information concerning 
w1constnting United States persons "consistent with the need of the United States to obtain, 
produce, and disseminate foreign intelligence information." 50 U.S.C. § 1801(h)(l). As 
diScussed above, the only way to obtain the foteigll itrtellige~~ee iaf&mlaticm ~Oiataill.ed withjn 8 

discrete communication is to acquire the entire transaction in which it is contained. Thus, to the 
extent that United States person infoxmation may be contained within other discrete 
communications not to, from, or about the target in that transaction, the acquisition of such 
United States person infonnation would be "consistent with the need of the United States to 
obtain ... foreign intelligence infonnation." ('fSI/SI/fN!') 

Congress has recogoized that "in many cases it may not be possible fur teciurical.reasons 
to avoid acquiring all information" when conducting fureign intelligence surveillance. H.R. Rep. 
No. 95-1283, pt. l, at 55 (1978); see aLso id. at 56 ("Itmay·notbe possible or reasonable to avoid 
acquhing all converilations."); cf. Scott, 436 U.S. at 140 (recognizing that Title m "does not 
forbid the interception of. all nonrelevant con'{ersatioiis, but rather instructs the agents to conduct 
the surveillance in such as mann~r as to 'minimize' the interception of such conversations"). 
Rather, in situations where, as here, it is teclwologically infeasible to avoid incidentally 
acquiring communications that are not to, from, or about the target, "the ressonab!e 4esign of the 
[minimization] procedures must emphasize the minimization of retention and dissemination." 
H.R. Rep. No. 95-!283, pt. 1, at S5, (TSIJBIIfl<F) 

·····-··-··-·-·-·'--·--····· ---·-·-·-o;·· Rereiitlon ·(Or-···---···-·····------··---·-·---·----------····---··-·····--·-·-..... -···--···--··-···--·· 

··~ ···'--·- ~··· 

In addition, for reasons discussed more fully below, nothing in the statutory defmition of 
tninimization procedures obligates NSA to immediately destroy any United States person 
information in a communication that is not to, fi:om., or about a tasked selector within a 
~ansaction acquired by NSA's upstream collection. (TS#BifiNF) 

-~------,.--- --···· -·-·--·-··· ---· 
19 See supra footnote 6. (U) ---··-------·-··-·--····--"":'" -~-----····--··· 
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l. Deatruction Is Not Technological~y Feasible -fFSffSJI~ 

First, Congress intended that the obligation to destroy non-pertinent information would. 
attach only if the destruction of such information is feasible. See H.R. Rep. No. 95-1283, pt. 1, 
at 56 ("By minimizing retention, the committee intends that information acquired, which is not 
necessary for obtaining[,] producing, or disseminating foreign intelligence information, be 
destroyed wherefeasi.ble, 11 (omp~is added)). That is because Congress recognized that in some 
cases, the pertinent and non-pertinent information may be co-mingled in such a way as to make it 
tecbnolo&;.cally infeasJ."ble to segregate the pertinentinformation from the non-pertinent 
information and then destroy the latter. See id. ("The committee recOgnizes that it may not be 
feasible to ~ut and paste files or erase part oftaP,es where some information is relevant and some 
is not."). ffS#Sfl}t~ · 

A transaction containing several communications, only one of which contai~ the tasked 
selector, 1S to NSA's systeiiiS teclillo!ogiuldly htdisl:inglrishable frem a-tmns~ti.oD comainingfT..._a - -----
single message to, from, or about a tasked selector. TI1at is true both for NSA's collection 
systems and for the NSA systems that process and then route Section 702-acquired. information 
to NSA's corporate stores. Thus, unlike other instances whore it is technologically possible for 
certain kinds of communications to be recognized, segx:ega.ted, and prevented from being routed 
to NSA's co.tporate stores, the transaction as a whole, including all of the discrete 
cominunications that may be included within it, is forwarded to NSA corporate stores, where it is 
available to NSA analysts. (TS/ISIIRW) 

The transaction is likewise not divisible into the discrete communications within it even 
ance it resi~s in an NSA corporate s~re. That is because NSA assesses that it is not 
technologically feasible to extract, post-acquisition, only the discrete communication that is to, 
from, or about. a tasked selector within a transaction without destabilizing -- and potentially 
rendering unusable -- some or an· of tl;le collected transaction, including the single, discrete 
communication which is to, from or about the tasked selector. Thus, au NSA analyst cannot, for 
example, simply cut out any pertinent part of the transaction (i.e., the discrete communication 
that contains the tasked selector)~ paste it into a new record, and then discard the.remainder. In 

....... - ........... --... thi! way~ the transactions at issue here are a present-day version of the very same problem that I Congressreca.gtrlzed oveitruity ·yeaiS-ea-rlie~tr.,-that·in· some-cases;· »it .. might-not:·be. feasible .. .. ·-· ..... ··- ..... . . 
to cut and paste files .. . where some information is relevant and some is not. 11 H.R. Rep No. 95-
1283, pt. I, at 56. Given that Congress recognized it might be necessary to re~in all acquired 
information ·regardless of its pertinenco because destruction of the non-pertinent infonnation may 
not be feasible, minimization procedures that permit the retention of transactions in their · 
entireties because their further divisibility is infeasible (if not technologically impossible) are 

·consistent with the statutory requirement that such procedures minimize the retention of United 
States person information. (TS},IBY}NFt 

---··. ·- · ---. ----·- ·---- ·--- -------- --- - - ----.. - -----·- ~:. --------- ... ·----· .. 
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il. Retention oflJnlted States Person Information Can Be Effectively 
Minimized Through Restrictions on its Retrieval f!ffi:JfMJftiffl') 

Second, although it is not required thst all non-pertinent '{)nited 'States person information 
be destroyed, NSA's retention of non-pertinent information conceming innocent United States 
persons is not without bounds. FISA's legislative history suggests that the retention of such 
information could still be eftectively minimized through means other than destruction. See H.R. 
Rep. No. 95-1283, pt. l, at 56 ("There area number of means and techniques which the 
minimization procedures may require to achieve the purposes set out in the definition."). Of 
particular relevance here, Congress recognized that minimizing the retention of such information 
can be accomplished by making the infillmation "not retrievable by the name of the innocent 
person" through the application of "rigorous and strict controls." ld. at 58-59. Those "rigorous 
and strict controls," however, need only be applied to the retention of United States person 
infonnation "for purposes other than counterintelligence or counterterrorism." ld. That is 
because Cdngress mfended 11\at 11 [ s!gnifimlllt degtee oflatitude be gYie!l ill G9ualcl'intel!igence 
and counterterrorism cases with respect to the mtention of information." ld. at 59. EfSh'Sff!Ml') 

NSA's current Section 702 minimization procedures flatly prohibit the use of United 
States person names or identifters to retrieve any Section w;z-w;qutt 
~· See, e.g., Amendment I to DNYAG 702(g) Certific.atio,n: 
~· B, filed-2010, § 3(bX5) (hereinafter "NSA Section 702milltimi:zatil)n 
pi'Ocedures"). This "rigorous and strict control[]" applies even to United States person 
infonnation that relates to counterintelligence or counterterrorism, despite Congress's st11ted 
intent that agencies should have "a significant degree oflatitude ... with respect to the retention 
of [such] infonnation." H.R. Rep: No. 95-1283, pt. 1, at 59; see ld. at 58-59 (recognizing that 
"for. an extended period it may be nece.,Sllry to have infonnstion conceming [the] acquaintances 
[of a hypothetical FlSA target] retrievable" for analytic purposes, even though "[a]mong his 
contacts and acquaintances ... there are likely to be a large number of innocent persons"). 
NSA's current Section 702 minimization procedures thus require the retention of information 
concerning United Ststes persons (innocent or otherWise) to be minimized to a significantly 
gl'eater degl'ee than is necessary for those pi'Ocedures to be re!IBonable. (TSI/S1fll:~ 

. -·· --·· -- -· ·· -· -·--·-··or'Coiirse; ilie ·aii.\ieinm:eiif-see;JCS"the COUl'rullPi:llvafoi're,nserl-1-fSA 
minimization procedures that would enable NSIA 1malys:ts 
liB selection terms if those selection terms are 
information. E.g., DNIIAG 702(g) Certifi<:at.i<m 
Apr. 20, 2011, § 3(b)(5). Under these revised NSA Section 702 pi'Ocedures, the 
use of such selection terms must be approved in aceordance with NSA procedures. Id. The 
Government is still in the process of developing the NSA procedures governirig the use ofUnited 
States person identifiers liB selection terms. Until those procedUl'CS are completed, NSA analysts 
will not begin using United States person identifiers as selection terms. The Government will 
ensure that these NSA procedures contain "rigorous aii.d strict controls" on the retrieval ofUnited 

---- · · - ··--·-"Srilt!B-p<i1'lfoninformation-consistent-with ststutozy-Tequiraments.and.Congressillnal.intem._HJL_ __ _ 
Rep. No. 95-1283, pt._l, at 59. (1'S>'ISifiNF) -· 
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. c. Dissemination (U) 

As discussed above, the NSA current Section 702minimization procedures prohibit the 
use of United States person identifiers to retrieve any Section 702-acquired communications in 
NSA systems. Accordingly, the only way incidentally acquired Unlted States person information 
cuuently will be reviewed by an NSA analyst is if that information appears in a communication 
that the analyst has retrieved using a pemiissible query teim - i.e., one that iB reasonably likely 
to retum information about non-United States person fill'eign intelligence targets. See ;NSA 

· , Section (02 minimization procedures,§ 3(b)(5). Any identifiable United States person 
irifonnation contained in a communication retrieved in this manner would be subject to the 
dissemination restrictions in the NSA Section 702 minimization procedures, which operate to 
ensure that any dissemination ofUnited States person information is consistent with the Act; 
These restrictions apply regardless of whether the United States person information is contained 
in a discrete communication that is to, from, or about a tasked selector. Moreover, the same 
dtssemmatton restiic!llliiB wtll conlinue fu apply to BJl'l' Urtited Sllltes piiE!loll-informatiWJ..------,--
retrieved through the use of a United States person identifier as a selection term in !lOOOrdance · 
with NSA's revised 702 minimization procedures. Indeed, given the small probability that an 
inci~ntally acquired communication of a United States person that is not to, from, or about a 
tasked selector would contain fOreign intelligence infonnation or evidence of a crime, it is highly 
unlikely that NSA. would disseminate any infonnation from that incidentally acquii:ed 

·communication, let alone infonnation concerning the United States person. (TSI/SY~ll?) 

.. ' -24· . . , . ~ .. 
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d. identified as distinct from 
other, discrete users, the time of acquisition Ol' 
thereafter? If so, can NS"A filter its Section 702 collection on this b.asis? (TSft'Sfl/tW) 

Except as described'above, at the time of acquisition, NSA is not presently capable of 
separating out ttausactions that contain multiple el~ctronic communi!lations into logical 
constituent parts without destabilizing-- and potentially rendering unusable- some or all of the 
entire collected transaction, including any particular communication therein which is in-flict to, 
from, or about the tasked selector. Each electronic communication service develops 

-· ..... --- · ---- piOfocii!SIIiitpefformthemvt'CII'S' in-----------------

15 An NSA l!D"lyst would, how!'Ver, b& able to copy a portion of the rendared view of a transaction 
. contained in a NSA'corporate sto1-e and then paste it Into a new record on a different system, such' as an 

·-- - ---- --·--:analytic store. ·Even-so;-the-or,lg!na!-tnmsaction,.fromuch.that.o.opy..l!i~ wq)l!d be J:l?lalnei! in the 
.. corporate store in its original state, whiCh cannot be altered for the reasons discussed below. f£SIIfJii!Nfjf -- .. ---- .. 

27 

NYTv DOJ, .16 CIV 7020_000393 

NSA-WIKI 00263 

Case 1:15-cv-00662-TSE   Document 125-28   Filed 03/26/18   Page 31 of 45



/1M wllhheld fnbme1lon ~ tnfer b(1) a b(3) except aa otherwise noted. 
'f'OP SHCRR'f'//€01\H:N'l¥/ORCON;NOPOR:N' . . 

Each of the major providers change protocols often to suit their own business pwposes, and it is 
therefore generally riot possible for NSA to isolate or separate out individual pieces of 
information contained within single transactions at the time ofNSA acquisition. Any protocol in 
use could be by the provider tomottow 

uc;lfVJ;J(JIOU above. at the time of acquisition it is not technologically feasible for 
NSA to extract any particular communication that is to, from, or about a tasked selector within a 
transaction contaiDi:ng multiple discrete coininunications. (TSNS11/NF) 

For the same reasons that p~otocol volatility and myriad user settings prevent the 
extraction of only discrete communications at the point of acquisition, it is not technologically 
feasible to ext:t:act, post-acquisition, only the specific communica.tion(s) to, from, or about a 
tasked selector within a transaction without destabilizing -- and potentially rendering unusable --
some or all of the collected transaction, includip._g any particular communication therein which is 
to, from, or about the tasked se~ector. Thus, an NSA analyst cannot, for example, simply cut out 
the discrete communication that contains the tasked selector, -paste it into a new record, and then 
discard the remainder. ·(fS/ISJf~.f.F) · 

notes that NSA uses Internet Protocol (IP) filtering and .. 
prevent the intentional acquJsition of 

communications as to whfeh the and aU lmown recipients are inside the United 
···· --·----·-----· ··-~M&y-2-:btter·at-3.. (TBI/St/INF}- ··---·----·-··-·--·-- ···----· ---- ---- -· .. ·-- ·-·-----

a. app1nes IP IDtering in the context of 
('fSI/SJfli'az). 
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NSA acquires Internet communications by collecting the individual packets of data that 
make up those communications. As required by NSA's targeting procedures, aU Internet 
communications data packets that may contain abouts infOrmation that NSA intercepts through 
its Section 702 upstream collection must either pass an "Internet Protocol filter to ensure 
that the infui!llation is located 

·-· 2.9 , .. -- ··- . .... ... -· 
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~sition oft or even 
multiple discrete communications 

b. In the collection of 11to/from." communications, are the communl~nts always the 
Individual us~rs of particular or does NSA 
sometimes consider Please 
explain. ~~'JJ/¥.Jln-

In the collection of "to/from" communications, NSA considers the communicants as 
the individual users of particular selectors. More particularly, NSA considers those 

4. and volume, does NSA's collection o 
under Section 70Z compare with th 

Internet communications (such as e-man messages) between or amone individual users? 
rn;~sY~~ · 

: I ' I • &f • t 
. It · I I I lo\ • 

As a result of the present technologicalumllta1ll.OiltS1 

t • I : 

NSA cannot precisely measure the number of 
I discrete communications 

fur that figure with trailSac:UoJilS C<>nUtinit~g 
discrete commurucation witho~t manually ex~ each transaction 
that NSA has acquiied. o provide an estimate of the volume of s:uch 
collection at the Court1s request, NSA performed a selies of queries into 

· · transactions in Questio~n. 

· · · •· - •· ·- ·- --- ~6NSkiit>~sth:B.t it·isiikety that this·9% figtln:dnr:.ludes·-~f.the.user. of the.targe.t~.d. s~J~tQI ... - · 
. ~erself. fi'SI/BIIINf; 
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~was a manually intensive and imprecise means to quantifY the volume of 
-collection and should not be interpreted to suggest that any teehnologi.cal method 
of pre-filtering can l:ie applied to the collection before it is available to the analyst. (TSHBIHHF} 

5. Given that some of the Information atqulred through upstr~m collectiDn Js likely tD 
constitute •1electronie surveillance" as defined in 50 U.S.C. § 1801(f)(2) that has not 
been apprDved by this Court, how does the continued acquisition of, or the further use 
or dlsseminat!Dn of, such information comport with the restl'ictiou:s of 50 U.S. C. 
§ 180!>(a)(1) and (a)(2)? (fSI/9fJ~/¥1 

I. THE CONTINUED ACQUISITION, USE, AND DISSEMINATION OF 
INFORMATION ACQUIRED THROUGH UPSTREAM COLLECTION DOES 
NOT VIOLATE SO U.S.C. § 1809 •. (l'Sf/SY/Nf) 

A. Introduction (U) 

Section 702 ofFISA, as codified at 50 U.S.C. § 188la, provides that "[n]otwithstanding 
any other provision ofla:w," upon the issuance of an appropriate Order from the court, the 
Attorney General (AG) and the Director of National futelligence (DNI) may jointly authorize tho 
targetiug of non· United States persons reasonably believed to be located outside the United · 
States to acquire foreigu intelligence information as long as certain conditions set out in 
subsection 702(b) are met. The joint authorizations of the AG and the DNI authoriz-ed NSA's 
upstream acquisition of communications that are to, il."Om, or about a. tasked selector. The Court, 
in tum, approved the implementiug certifications as well.as the use of proffered targeting and 
minimization procedures. Accordingly, because the acquisition of communications to, from, or 
about a tasked selector was authorized by the AG and DNI, and the Court. approved the 
cer\ifications and procedures used to implement those authorizations, NSA 's acquisition of such 
communications upstream does not constitute unauthorized electronic surveillance and, . , 

_ --··-·-~-..... tJlerefQ~J.does_not yi~~~ the terms of 50 U.S.C .. § 1809. (l'S{ISff/Nl.') · · : 
0 •• ---- ••--•r•-•-•••-·-•-•••--- --·-•-••••--•••• -••••-·---~-----· '•' '''"'••• ''''"'' •••••- ·- • •-• ••---: 

As noted above, the Government readily acknowleci&es that it did not fully ·descl'ibe to the ' 
· Court-that the upatream collection teehni~e would result in NSA · 
-types of Internet transactions that could inc.lude multip•le indiviifiiaf, 

discussed below, however, · 
authorizations. Nor does it moan that the incidental acquisition of communications that are not 
to, from, or about a tasked select9r as a consequence qf obtaining communications that are to or 
from a tasked selector or contain reference to a tasked selector, exceeds the scope of those 

.. ---··--·-authorizaiio~. "Forth~ same relis-dllr,thlfelovernment-respectfully-suggests·that·the·Gr-d&J.'!l.Q:t: ----... : .•. - ... _ 

.. , ...... 31 . ·- ·-
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this Court upon which those authorizations rely likewise remain valid. Thus, Section 1809 .is not 
implicated by NSN s upstream collection activ~ties unde.r Section 702. fl'SI/SIIfl~P) 

B. Statutory Framework (U) 

i. Section 1809 (U) 

Under Subsection 1809(a), a person is guilty of a criminal offense if he or she 
"intentionally (1) engages in e1ectronic surveillance under color oflaw, exc.ept as authorized by 
this Act ., .; or (2) disclose[&] or uses information obtained under color of law by electronic 
surveillance, knowing or having reason to know that the infonnation was obtained t11rough 
electronic surveillimce not autho~zed by this Act.'.l7 (U) 

For purposes of Section 1809 the issue is whether the Government's prior failure to fully 
explain to the Court the stq>s NSA must take in order acquire commurucations to, from, or about 
a tasked selector, and certain technica11imitations regarding the IP address filtering it applies, 
means that 1he acquisition of such communications was not authorized by the DNT and AG, and 
inconsistent with Com:t approval of the targeting and minimization procedures. (TSNSYR'W} 

ii. Section 702 Collection Authorizations ES) 

Pursuant to 50 U.S.C. § 188la(a); "notwithstanding any other provision of law;" the AG 
and the DNI may jointly authorize for a period of up to one year the targeting of non-United 
States persons reasonably believed to be located outside the United States to acquire foreign 
intelligence informationt subject to targeting and minimization procedures approved by this 
Court, '81ld certain limitations set out in §1881a(b). Authorizations are premised on certifications 
to the Court, in which the AG and DNI attest to the fact that, among other things, the targeting 
and minimization procedures comply with certain statutory requirements and the Fourth 

27 This Court has previously noted that the legislative history of this provision focuses on a 
.. - .. -···· ----·pt~or.bill-that.waasubgtantjally..di.ft'tmlt...fmm.tM..~t.QYisio~~~~QJ!.entl~~ted and codified. 

See -Op~-- -------

at 6-7 (Dec. 10, 201 0). Yet, both the predecessor use 
intentionally, which has been described'as '"carefully chosen" and intended to limit criminal culpability to 
those who act with a "conscious objective or desire" to commit a viola~on. Su H.R. Rep. No. 95-1283, 
pt.l.·at 97 (1978) ("The word ' intentionally' was carefully chosen. It is intended to reflect the most strict 
standard for criminal culpability . . . . The Government would have t~ prove beyond a reasonable ·qoubt 
both that the conduct engaged 'in was in fact a violation, and that it was engaged in with a conscious 
objective or desire to commit a violation.''). Based upon discussions between responsible NSA officials 
and the Depattment of Justiee cDOJ) and the office of the Director of National Intelli~ce (ODNI) and 

· · ·- ·- · ··· ---noJmd-ODNI'~·ofdocuments-related-te·thia ·matter,..DQJ.and-ONDNI.bave..not found.any ___ -· - · _ ____ ____ ·_ .. 
. indication that there was a conscious objective or desire to violate the authorizations here. (FBIISFII?W) ... . .. . - . . -: . . . .. . . . 

TOP SKCRET/I.COMiNFHOROON,NOFORN 
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Amendment. 50 U.S.C. § 188la(g)(2). Authorizations become effective ''upon the issuance of 
an order [of this Comt]" approving the certification and the use of the targeting and minimization 
procedures as consistent with the statute and the Fourth Amendment. Id. §§ 188la(a) (AG and 
DNI autholizations go into effect upon "issuance of an order"); !881a(i)(2)-(3) (laying out scope 
of FISC review).'8 ('FS{/SJif.NF) · 

Thus, if an acquisition is authorized by theAG and DNI, and the certification and 
targeting and minimization procedures which implement that authorization are approved by the 
Court, and the authorization remains valid, then the acquisition does not constitute unauthorized 
electronic surveillance under 50 U.S.C. § 1801(1)(2) and is not a violation of 50 U.S. C. § 1.809. 
(TS/l8JJ~;a') 

C. At a Min!mum, the Upstream Acquisition of Single, Dllicret~ Communications 
To, From, or About a Tasked Selector Was Authorized by the AG and the DNI 
(TSII8JI~IF} 

The relevant AG and DNI authorizations and the targeting procedures the AG approved 
explicitly permit the acquisition Qf Internet communications that are .to, from, or about a tasked 
selector. See, e.g., NSA Targeting Procedures at I (describing the safeguards used in the 
acquisition of"about" as compared with "to/from" communications). In addition, the 
accompanying Affidavits of the Director ofNSA described upstream collection in a paragraph 
detailing the various methods of such acqui~itions. See, e.g .. , DNI/AG 702(g) 

Affidavit of General Keith B. Alexander, 
Director, NSA, filed July 16, 2010, 'If 4. Thus, it is clear that the authorizatious pennit- at a 
minimum- the upstream acquisition of single, discret~ communicatious to, from, or about a 
tasked selector. (TS/1Sli/l?ll9 

As describ¢ in detail in response to questions 2 and 3 above, due to certain technological 
limitations, in general the only way NSA can currently acquire as patt of its upstream collection 
single, discrete conununications to, from, or about a tssked sele~tor 

...... - ... -· b:'(ootafuiiigthefutemenramaetiofi1fofWhlth tlto~e-emrununicatiilns·a:rn·pa:rt;- Pur Internet" "·-----· --:----·--
transaction can inclnde eitl1er a single, discrete communication to, from, or about 11 tasked . . . 

28 For reauthori:I!B.tions, the AG and the DNI submit, to the extent possible, a certification to the 
FISC laying out, among other things, the targeting'and m!nimi:I!B.tion procedures adopted at less! 30 days 
prior to the expiration of the prior authorization. The prior autho1ization remains in effect, 
notwithstanding the otherwjse applicable expiration date, pending the FISC's issuance of an order ivith 
respect to the certification for reauthorization. 50 U.S.C. § 188Ja(i)(5). The scope of the court's review 
is ~· SS.':'~!o! ::a~tho!izatio~s _as_~ is_for initi~lau_th~rization!._ Id. §_LBS.~a~i)_(S){Bl·. ~ --~---- _ . .. 
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selector o~ several discrete communications, only one of which may be 
to, from, or about a tasked o., .... ..,..u. 

Where an Internet transaction includes multiple _communications, not all of which are to, 
from, or about a tasked selector, it currently may not be technologically feasible for NSA to 
separate out, at the time of acquisition or thereafter, the discrete electronic communications 
within that ~ction that are to, from, or about a tasked selector. Indeed, at the time of 
acquisition,_ NSA 's upstream Internet collection devices are, with limited ex~pticm, not capable 
~or :fu.x1:her separating discrete electronic communications----
-within a single Inteluet tJ:ansaction. Thus, in some cases, NSA ~ 
communications to, .from, or about a tasked selector, as authorized by the certification, only by 
obtaining the Intemet transaction of which those COIDID:unicatipns may be just a part. 
(fSNSJI/NF) 

In this respect, the upstream acquisition of Internet transactions whiCh conta1~ multipl~, 
discrete communications 'not all of which are (and, in some instances, only one of which is) to, 
from or about a tasked selector is akin to the Government's seizure of a book Qr intact file that 
contahls a single page or document that a searcll warrant_ authorizes the government to seize. In 
United States v. Wuagneux, 683 F.2d 1343, for example, the Eleventh Circuit rejected appellants' 
argument that a search was unreasonable because the agents seized an entire file, book, or binder 
if they identified a single documen~ within the file, book, or binder as being within the 
authorization of the wan-ant. As the court explained, "a search may be as extensive as 
reasonably required to locate items described in the wammtn I d. at 1352. It was. therefore 
.. reasonable for the agents to remove intact files, books and folders when a particular document 
within the file was identified as falling within the scope of the wanant." Id. at 1353. ·See also 
United States v. Rogers, 521. F.3d 5, 10 (1st Cir. 2008) (concluding that a videotape is a 
"plausible repository of a photo" and that therefore a wanant authorizing seizure of•-photos" 
allowed the seizure and review of two videotapes); United States v. Ch.ristiM, 687 F: 2d 749, 760 
(3d Cir. 1982) (en ban~) (emphasizing that ''no tenet of the Fourth Amendment prohibits a search 

·-·· · · ·· ··· - · ·- ·--·merely·because"it-eannot-be-performed· with-sw:gical.precision. Nor do.cs .. the Fourth.Am_ep~~~ .... .. _ · ·~ .. __ . _ . 
prohibit seizure of an item, such~ a singl~.ledgc.r, merely because it .happens to conblin other 
information not covered by the scope of. the warrant.,; United States v. Beusch, 596 F.2d 87-l , - . 
876-77 (9th Cir. 1979) (rejecting argument that "pages in a single volume of written material 
must be separated by searchers so that only those pages which actually contain the evidence may 
be seized"). (TS//Sli/UF7 

. -
That the certifications by the AG and DNI did not 8pecifically describ~ this aspect of 

NSA!s upstream collection does not m~n that collection was unauthorized b.Y the AG and DNI. 
. - - ·---· -·- · ... -Agahl,.case.law_hlyglYil:!g.!Jl~ ~e.a~Qnab!eness of searches con9ucted pursuant to criminal search 

wammt8 is instructive on this point. For example, ·fuD~U~ ;.·u,;~Jsiaiu~-44flfs~238t-~S!f- ·· 
(1979), the Supreme·cotut recogniud that 11[o]ften in ·executing a warrant the police may find.it . 
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necessary to interfere 'with privacy rights not explicitly considered by the judge who issued the 
warrant." !d. at 257. See United States v. Grubbs, 547 U.S. 90, 98 (2006) ("'Nothing in the 
language of the Constitution or in this Court's decisions interpreting !hat language suggests that, 
in addition to the [J;equirementS'set forth .in the text], search warrants also must include a 
specification of the precise manner in which they are to be executed.'") (quoting Dalia, 441 U.S. 
238, 257 (1979)). This is especially true whertt as in Dalia, "[t]here is no indication that [the] 
intrusion went beyond what was necessary'' to effectuate the search authorized. Dalia, 441 U.S. 
at 258 n. 20. f.FSJ'fS:fltNFJ 

Like the seizure of an entire book or file simply because it contained a single page or 
document -.yithin the scope of tho warrant, NSA only acquires an Internet transaction containing 
several discrete communications if at least one of those communications within the transaction.is 
to, from, or·about a tasked selector. Moreover, unlike the agents in Wuagneux, who presumably 

-----eeeEl!!iljj,dfi.hhaiii'•Rl~>flapted-te-seil!:e sal.?' the >espOilsive pages out of the books and files searohed, excc;pt in 
limited circumstances, NSA bas no choice but to acquire the whole Internet transaction in order 
to acquire the to, from, or about communication the DNI and AO authorized NSA to collect. 
NSA only acquires an Internet transaction if in fact it contains at least one communication to, 
from, or Rbout a tasked selector. NSA's acquisition of Internet transactions containing several 
discrete communications, only one of which is to, from, or about a tasked selector, is therefore 
"as extensive as re!lllonably required to locate the items described" in the DNI and AG's 
authorization, and thus cannot be said to exceed the scope of that authorization. (TS//BflfNF) 

Moreover, as described in response to questio':"' 1 (b )(ii) and (iii), the Government h!lll 
concluded that such collection fillly complies with the statutory requirements and the Fourth 
Amendment. Having now considered the adc!itional infozmation that is being presented to this 
Court, the AG and DNI have conflnned that their prior authorizations remain valid. 
Accordingly, Government personnel who rely on those authorizations to engage in ongoing 
acquisition are not engaging in unauthorized electronic surveillance, much less· doing so 
"intentionally." (T81/Sli'8.fF7 

""·-··---·--·-·---... --· ···-· ·---·,·-··-··-·--·-·--.. --- .. -· ----~- ·-·--..... - ------ ---·-.. ---.. ·-··----··----·---------·--~-- -··-·-----------

D. The Court Approved the C,!ertifications and Targeting and Minimization 
Procedures Used to Implement the Authorizations of the'AG and DNI (TS#SllnW) 

A second issue concerns whether this Court's orders cover the full scope of the 
authorizations, and, if not, whether that affects the validity of the AO and DNI authorizations. 
Like the AO and DNI authorizations, in approving the applicable certifications and the use of the 
proffered targeting and mirii:mization procedures this Court's Opinions and Orders clearly 

· · ·· --· --·· ··--contemplated-and~pproved-seme-upstream.col.lection.of.communications.to.,fi:.um,_oubP.lltJ!._ ·--. ·-·-· 
. . target .. See, e.g:-1-4em. Op. at 15-17 (describing acquisition of communi'!'ltions to, from, 

. ' . ·- .. -· . . . . - -· ... . . 
TOP ~G:Ri&Tt.'CO:MINTNORCON,NOFORN 
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and about a target).29 Thus, for the reas~ns described above, the acquisition ofintemet 
transactions that include at least one communication to, from, or about a target falls within the 
scope of the Court's Orders- even if additional communications are also incidentally acquired 
due to limits in technology. (TS/~:&'INP) 

The fact that the Government did not fully explain to the Court all of the means by which 
· such communications are acquired through NSA's upstream collection techniques does not mean 
that such ~uisitions are beyond the scope ofthe Court's approval, just as in the criminal context 
a search d~ not exceed the scope of a warrant because the Government did not explain to the 
issuing court ~11 of the possible means of execution, even when they are known beforehand and 
could possibly implicate privacy rights. See Dalia, 441 U.S. at 257 n.l9 (noting that "[n]othing 
in the decisions of this Court . .. indicates that officers requesting a Wan-ant should be 
constitutionally required to set forth the anticipated means for exeeution even in. those cases 
where they know beforehand that [an additional intrusion such as] unannounced or forced entry 
likely will be necessary."). In addition, as discussed herein, the incidental acquisitions do not go 
beyond. what is reasonably necess~ to acquire the foreign intelligence infonnation contained in 
a commmiication to, from, OT about a targeted selector within a transaction. See id. at 258 n: 20. 
(T&/fSIIA~F) 

h1 any event, the Government believes that the additional infonnation should not alter the 
Court's ultimate conclu.sion that the targeting and minimization procedures previously approved 
are consistent with the statutory requirements, including all the requirements of§ 188la(b), and 
the Fourth Amendment, and the Court's orders therefore remain valid. Cf. Franks v. Delaware, 
438 U.S. 154 (1978) (establishing that a search warrant is valid unless it was obtained as the 
result of a knowing and intentional false statement or recldess diSregard for the truth and the 
remaining co~tent i~ insufficient to establish the requisite probable cause needed to obtain the 
warrant). "('fSHSII~W) 

Pursuant to § 1881a, the Court reviews the following issues: (i) whether the AG and DNI 
certifications contain all the required elements; (ll) whether the targeting procedures are· 

····-·-----coliifsteil1wiffi tfie"teq_ii.trementsoT"§"·rmardJCIJ;-cmr Whellier tne Iniiiimnafioif procedures are···-· ··- --· --·· · --· ·· . 
consistent with§ 1881a(iXe)(l); and (iv) whether the targeting and minimization procedures are 
consistent with the requirements of the Fourth AmendiDent. 50 U.S.C. § 188la(i)(2), {3). See 
also i.d. § 1881a(i)(5)(B) (specifYing that reauthorizations are to be reviewed under the eame 

29 Bach of the relevant 2010 FISC Ordera is based on the "reason~ stated in the Memorandum 
Opinion issued herewith." These Opinions, in tum, rely on the analysis conducted by 

_._ .:._ -- ---the..Courtjn · · arulrely.on.tb.fi.an.alysis . .oha.rli~-·-- ··--·- ·-· ·- -· ·-- .. 
FISC Opinions, including Docket 702(i)-08-0l. (f811FHI!ffF) 
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standards)." The Government believes that the Court's ultimate conclusions with respect to each 
of these issues should not change based on the additional information provided. {'FBf/ffii'fNF~ 

First, there is no suggestion that the prior certifications failed to contain all the required 
elements. {'FBt/SflflifFJ 

Second, while the Governm~t acknowledges that it did not fully expiajn to the Court the 
steps NSA must take in order to implement its Section 702 upstream lntelnet collec&on 
techniques, and certain technical limitations regarding its IP address filtering, the Court did 
'approve the DNIIAG certifications and the use of targeting and :minimization procedures which 
authorized the acquisition of communications to, from, or about tasked selectors. As discussed 
above'and in response to questions l(b)(ii) (iil') and 3, Internet tra11sactions are collected because 
they contain at least one discrete communication to, from, or about' a tasked sel~r. Each 
tasked selector has undergone .review, prior to tasking, designed to ensure that the user is a non-
United States perso~ reasonably believe to be located outstde the Omted Stares. Moreover, With 
respect to "abouts" communications, for the reasons discussed in the response to question 
l(b)(ii}, NSA,'s targeting procedures are reasonably designed to prevent the intentional 
acquisition of any communications as to which the sender aJUi all intended recipients are known 
at the time of acquisition to be located in the United States.30 ThUs, NSA is targeting persons 
reasonably believed to be outside the United States and is not intentionally acquiring 
communications in which both the sender and all intended recipients. are known at the time of 
acquisition to be in the United States .. (TS/,ISII~ 

Third, as described throughout, in many cases, it is pot technologically feasible for NSA 
. to acquire only Internet transactions that contain a single, discrete communication to, from, or 

about a tasked selector that may b~ contained in an Internet communication containing multiple 
discret~comrnunications. As discussed in detail in resJ?onse to questions 
1 (b )(ii) and (iii), this does not rnean that NSA's procedures do not adequately minimize the 
acquisition of any U.S. person infonnation that may be contained within those transrniBsions. 

. Rather, the minimization procedures fully comport with all statutot-y requirements. (fSI/ffii'.'J.~ ...... ~---~ ----·-·----- -·--·-;-~----. -----··---·-· .... - .. ---·------··--· ····-.. ·········-·-·-·---7"·---·----·---"'··-···---· ·:--
3·0 As the Court is aware, § 188la(b)( 4) provides that an acquisition authorized under section 702, "may 
not intentionally ac~ any communication as to which the sender and all intended recipients are known 
at the time of the acquisition to be located in the United States ... " Although this prohibition could be 

. read at first glance to be absolute, another provision of Section 702 indicates otherwise. Specifically; § 
188la(d)(l)(B) provides that the targeting procedures that the AG, in consultation with the DNI, must 
adopt in connection with an acquisition autholized under section 702 need only be "reasonably designed 
to . : . prevent the intentional acquisition of any communication as to which the sender and all intended 
recipients are known at the time of the acquisition to be located in the United States.'~ (U) 

. - +-- --~- ---·------------------· ····-------------·- --·-------·-·--·· ... - -----···-
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Finally, as descnoed in response to question 1 (b Xiii). the targeting and minimization 
_procedures fully comply with the Fourth Amendment. (T&'ISJJIUF) 

Thus, tb.e additional information the Government has provided concerning details of its 
upstream collection does not - in the Government's view- undercut the validity of the targeting 
or minimization procedures . .(Ti//SJ/}NPj 

E. Compliance with the Authorizations: Use and Disclosure (TS#SYR'W) . . 

As described abovC. § 1809(a)(2) crlniinalizes the intentional use and d_isclosure of 
electronic surveillapce, "knowing or having reason to know that the information was obtained 
through electronic surveillance not authorized by this Act." Having concluded that the upstream 
collection conducted by NSA falls within the scope of the relevant authorizations, the 
Government respectfully submits that the continued use and disclosure of. suc.h infonnation is 
ttktwtse vafid, so long as the.miuimization pmeedt:lf'eH1'P~ by the Cgm:t (and..discusse~d""inL£------
detail in response to qtiestions l(bXii) and (ill)) are followed.31 "fl'S/ISII~W) 

6. Please provide an update regardJug the -over collection incidents 
described in the government's letter to the Cou~t dated Aprill9, 2011. 

The April19, 2011, notice to the Court described two overcollection incidents .involving 
llll.'lllolUI.lli that had . 

31 Although this apalysis has focuaed on acquisitions conducted pursuant to the 2010 Section 
188la Authorizations; the Gove111lllellt'believes that, for all of the reasons discussed be.rein, the upstream 
collection conducted pursuant to preVious certifications authotized 'Wlder Section 1881 a of the Foreign 
Intelligence Surveillance the Act of2007 Pub. L. No. ~ 

TOP SBCR:E=t'NCOMIN'IWORCON,NOFOR:N . 
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. 32 In particular, section3(b)(l) ofNSA's Section 702 Mhlimization Procedures state: 
--·· -··-·-·-···-·~-~----- -·-·--·-·-·-"··---·-·"'' .. -··----------·---·--······. -·- ~- ........ -·-·-·-----·-________ _._ ------ -·---····-···-····-·-· . . Personnel will exercise .reasonable judgment in determining whether infoiiil!ltion 

acquired must be minimized and will destroy inadvertently acquired communications of 
or concerning a United States person at the earliest practicable pon1t in the processing 
cycle at which such communication can be identified either: as pi early not relevant to the 
authorized putpose oftbe acquisition (e.g., the communication does not contain foreign· 
intelligence information); or, as not containing evidence of a crime which may be 
disseminated under these procedures. Suc;h inadvertently acquired communications of or 
concerning a United States person may be retained no ionger than five years in any event. 
The communications that may be retained lnclu$ electronic communicatipns 
acquired because of limitations on .~A's ability to lUter communications. 

------ ......... --- -·-------... - .... ---·----·· -· ........... . 
(Emphasis added). {S>I'Sl} 

'F8P Sl!lCR:Iil'F/1€01\ffN'tYlORCON;Neli'ORN 
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As in the ---incident. each ~ins at least one communication that is to, 
p:om, or a~02-taslcedsele~ . 

• 
r ' ' • 

The April19 notice also advised the Court that NSA would "exanun~ 
· . · and other upstream collection systelll8 to ensure that IDtc)bJI!~ms 

occurring in those systems.'' NSA now reports that unlike 

--'- - --·- -··- ·-·· - -·---·- -· .....•.... ··--
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7. Are there any other issues of additional information that should be brought to dle 
Court's attention wl!lle It is cGnsidering the certifications and amendments filed in the 
above-captioned dockets? 

At this time, the Department of Justice (DOJ) and Office of the Director of National 
Intelligence (ODNI) are currently investigating certain. possible incidents of non-compliance 
about which the Department of Justice intends to file preliminary notices in accordance with the 
rule of this Court. These incidents do not relate to any of the matters discussed in this filing and, 

~&mfel'H!aliea s-tl:y a"ailable to DOT and ODNJ, the Government does not he]iew 
that the nature of these incidents is sufficiently serious such that they would bear on the Court's 
·consideration of the certifications and amendments filed in the above-captioned dockets. 
(Sf/OC,lW} 

........ ~- - . -·o:--,. -·~·-=--~-~-=~--=· ---,.-----·· ------ _____ , ______________________________________ ---~-- ----····-·· 

·- ; 

33 All discussed in response to 
of infoxmation in cerJ>Iln ca'"' 
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Follow-up Questions Regarding Section 702 Certifications 
June 17, 2011 

1. The government's Response to the Court's Briefing Order of May 9, 2011("June1 
Submission") states that Internet transactions acquired by NSA in its upstream collection may 
contain not only multiple discrete communications some of which are neither to from nor about 
a tasked selector but also 

at25. 

pertain to persons other 
than the users of tasked selectors, including persons in the United States or U.S. persons? 

2. The June 1 Submission states that "no NSA analyst has yet discovered in NSA's repositories a 
wholly domestic communication." June 1 Submission at 9. 

a. What is meant by "wholly domestic communication" in this statement? Does the term 
include the discrete communications that might be embedded within acquired 
transactions? 
b. What is the likelihood that an analyst viewing information obtained through a 
transactional acquisition would have a basis for determining that a discrete 
communication embedded within the transaction is purely domestic? 

3. a. Might the non-targeted portion of a transaction ever be the sole basis for that 
transaction being responsive to an analyst's query? 
b. Upon retrieving information in response to a query, can an analyst readily distinguish 
that portion of a transaction that contains the targeted selector from other portions of a 
transaction? 

4. a. Please describe the manner in which the government minimizes discrete · 
communications and other information that is contained within acquired Internet 
transactions but that is neither to, from, nor about the user of a targeted selector. 
b. In particular, please explain how the government applies the provisions ofNSA's 
minimization procedures that use the term "communication" to the discrete 
communications and other non-target information contained within the transactions that 
are acquired. See. ~' NSA Minimization Procedures § 2( c) (defining 
''[c]ommunications of a United States person");§ 2(e) (defining "foreign 
communication" and "domestic communicationO"), § 3(b)(4) (discussing determination 

--·---· _ -·--__ ___ -· _. whether_.a_communicationJs_'.'foreign:'_oI _"domestic.:'), .. and.§-5._(discussing_handling of_ .. ·- _ __ ____ __ _ 
domestic communications). 

TOP SECRETl/COMil'HllOR:COl'+,l'tOFOIUt 
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c. Would all communications and within a transaction be 
treated the same when the minimization procedures are applied, or would there be 
different treatment? 

5. a. Once NSA has identified a portion of a transaction that does not contain targeted 
information, is it possible to mask or otherwise minimize the non-target information 
contained within the transaction? 
b. Why is NSA unable to delete and replace, or alter, an original transaction that contains 
non-target information? See June 1 Submission at 27-28. 

6. The government states that an Internet transaction that is acquired "is . .. not divisible into the 
discrete communications within it even once it resides in an NSA corporate store." June 1 
Submission at 22. Please reconcile that statement with the government's acknowledgment that 
"an analyst would ... be able to copy a portion of the rendered view of a transaction contained in 
a NSA corporate store and then paste it into a new record on a different system." Id. at 27 n.25. 

7. Please reconcile the government's statement that the "communicants" of to/from 
communications are "the individual users of icul le e 1 Submission at 30) 
with elsewhere in its 
response to the Court's questions (see, y., id. at 6 (discussing application of IP filtering)) . 

8 Wh t · th f: tual b · fi NSA' sserf th t " U 't d St t 

• "! 

See June 1 Submission at 11, 12. 

9. What is the factual basis for NSA's suggestion that 
- See June 1 Submission at 8 n.9 

I Id • 

10. The government repeatedly characterizes as "unintentional" NSA's collection of discrete 
non-target comm4nications as part of transactional acquisitions, 
Assuming arguendo that such collection can fairly be characterized as unintentional, please 
explain how 50 U.S.C. § 1806(i) applies to the discrete, wholly domestic communications that 
might be contained within a particular transaction. 

11. Please provide a thorough legal analysis supporting your view that the knowing and 
intentional acquisition of large volumes of Internet transactions containing discrete 
communications that are neither to, from, nor about a targeted selector (as well as other 
information not pertaining to the users of targeted selectors) is merely "incidental" to the 
!i_!:!~ori~~q_pu_~9s~ Qf!h~cgpe~t!o.!l_~ -~ whq_~_.anif t4~~Q!'§J~q_.gable _mider !h.~.Eqw:th _________ . 
Amendment. 

TOP SECRET/ICOMJNT//OR:CON,NOFORN 2 
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12. The statute requires the targeting procedures to "be reasonably designed to ensure that any 
acquisition ... is limited to targeting persons reasonably believed to be located outside the 
United States and [to] prevent the intentional acquisition of any communication as to which the 
sender and all intended recipients are known at the time of the acquisition to be located in ~he 
United States.'' 50 U.S.C. § 188la(d)(l). How can procedures that contemplate the knowing 
acquisition of huge volumes of transactions that will include quantifiable amounts of information 
relating to non-targets, including information of or about U.S. persons abroad or persons located 
in the United States, meet this statutory requirement? 

13. In its discussion of the Fourth Amendment, the government asserts that "upstream 
collection" in general is "an essential and irreplaceable means of acquiring valuable foreign 
intelligence information that promotes the paramount interest of protecting the Nation and 
conducting its foreign affairs." June 1 Submission at 16. 

a. To what extent can the same be said for the acquisition oflntemet transaction-
in particular? 

b. Is the acquisition of Internet transactions via upstream collection the only source for 
certain categories of foreign intelligence information? If so, what categories? 
c. Please describe with particularity what information NSA would acquire, and what 
information NSA would not acquire, ifNSA were, in comparison to its current collection, 
to limit its ac uisition of Internet communications to: 1 ac uisitions conducted with the 
assistance o and (2) 
the upstream collection r about tasked selectors 
that are (id. at 2, n.2). 

14. The Fourth Amendment also requires the Court to examine the nature and scope of the 
intrusion upon protected privacy interests. How can the Court conduct such an assessment if the 
government itself is unable to describe the nature and scope of the information that is acquired or 
the degree to which the collection includes information pertaining to U.S. persons or persons 
located in the United States? 

15. In light of the government's emphasis on the limited querying of Section 702 acquisitions 
that is currently permitted (see June 1 Submission at 23), why is it reasonable and appropriate to 
broaden the targeting procedures to permit querying using U.S.-person identifiers? 

16. The government acknowledges that it previously "did not fully explain all of the means by 
which ... communications are acquired through NSA's upstream collection techniques" (June 1 
Submission at 2), yet states that the "[Attorney General] and [Director ofNational Intelligence] 
have confinned that their prior authorizations remain valid" (id. at 35). At the time of each 
previous Certification under Section 702, were the Attorney General and the Director of National 

----~ ~--------
Certifications and collections still valid? 

TOP SECRET//CO~~T//ORCON,'NOFORN 3 
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NOTICE OF FILING OF GOVERNMENT'S RESPONSE 
TO THE COURT'S SUPPLEMENTAL QUESTIONS OF JUNE 17, 2011 · 

THE UNITED STATES OF AMERICA, through the undersigned Deparhnent of 

Justice attorney, respectfully submits the attached fachial and legal response to the 

SECRETHORCON,NOFORN 

Classified by: 
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supplemeri.tal questions provided by this Court to the Government on June 17, 2011, 

concerning the above-referenced matters. Given the complex nature o.f the Court's 

questions and t~e Government's responses, the United States is prepared to provide 

<my additional/supplemental information the Court believes would aid it in reviewing 

these matters. The Government may also seek to supplement and/or modify its · 

response as appropriate during any hearing that the Cow·t may hold in the above-

captioned matters. jS//OC,NF) 

Respectfully submitted, 

National Security Division 
United States DepaTtment of Justice 

-.8ECRBT/IORCON,N OFORN 
2 
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VERIFICATION 

1 declare under penalty of perjury that the facts set forth in the attached . 

Government's Response to the Court's Supplemental Questions of June 17, 2Qll, ai·e 

true and correct based upon my best iri°formation, knowledg.e and belief. Executed 

pursuant to· Title 28, United States Code~. § 1746, on this 28th day of June, 2011. -fS7 

Signals Intelligence Directorate Compliance 
Nationa l Security Agency 

5ECRET,l/OR:COn,NOFORN 
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GOVERNMENT>S RESPONSE TO THE 
COURT'S FOLLOW~UP QUESTIONS OF JUNE 17, 2011 

1. The government's Response to the Court's Briefing Order of May 9, 2011 ("June 1 
Submission") states that Internet transactions acquired by NSA in its upstream collection 
may contain not only multiple discrete communications (some of which are neither to, from, 
nor about a tasked selector), but also 

b. What is the likelihood that sue pertain to persons other 
than the users of tasked selectors, focluding persons in tie mted States or U.S·. persons? 

As was more fully explained in the Government's .June 1 Submission, the presence of a 
tasked selector is required in order for the National Secmity Agency's (NSA) upstream Internet 
collection devices to identify and then acquire Internet communications in the fonn of 
transactions. See June 1 Submission at 1, 24-26. The Court's question in l.a. further asks 
whether such transactions could includ 

infmmation, including that of persons other than a user of a tasked se ector, could be acquired by 
NSA in relation to any one or more of these communication services to the extent it is included 
within a transaction. This, ho~vever, is true even with respect to discrete conununications to, 

TOP SECRET//COMINT//ORCON/NOF.ORN 
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from, or about a tasked selector, depending on what the communicants chose to include within, · 
the communication. · 

Although personal information may be included in a transaction, the manner in which 
NSA conducts its upstream collection significantly dinllnishes the likelihood that such 
information would pertain to U.S. persons or persons ih the United States. As discussed more 
fully in the Government's response to question 14 below, NSA acquires certain transactions 
because they contain a discrete communication to or from a tasked selector used by a person who, 
by virtue of the apphcahon ofNS""A's targeting prnc;e""dmes, is a nowthrited-S-t-ates-pet'S<:>,tt---------
reasonably believed to be located outside the United States. NSA acquires h·ansactions that 
contain a discrete communication about a tasked selector using technical means that arc designed 
to ensure that such acquisition is directed at a person reasonably.believed to be located outside 

· the United States. The Court has previously recognized that "the vast majoiity of persons who 
are located overseas are non-United States persons and that most of their communications are 
with other, non-United States persons, who are located overseas." In re Directives to Yahoo!, 
Inc. Pursuant to Section 1 OSB of the Foreign Intelligence Surveillance Act, Docket No. 
105B(g):07-0l, Mem. Op. at 87 (USFISC April 25, 2008) (footnote omitted) (he1:einafter "In re 
Directives to Yahoo! Mem. Op.). Thus, it is reasonable to presume that most of the discrete 
communications that may be within an acquired transaction are between non-United States 
persons located out~ide the United States. (TSHSI//OC/NF) 

2. The June 1 Submission states that "no NSA analyst has yet discovered in NSA's 
repositories a wholly domestic communication." June 1 Submission at _9. 

a. What is meant by "wholly domestic communication" in this statement? Does the 
term include the discrete communications that might be embedded ''Vithin acquired 
transactions? 

By "wholly domestic communication" the Government means a communication as to 
which the sender and all intended recipients are located within the United States. The 
Govemmenf inclµdes within this term any discrete communication within a transaction where the 
sender and all intended recipients of the discrete communication were located in the United 
States at the time the communication was acquired. With the previously desclibed limited 
exception involving NSA analysts 
have yet to identify a wholly domestic commurucatlon m any ransac 1011 acqmred through 
NSA 's upstream c6llection systems. (TS//SI/~ff) - -- --

TOP SECRETHCOl'dlNTHORCON/NOFOR~ 
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b. 'Vhat is the likelihood that an analyst viewing information obtained through a 
transactional acquisition would have a basis for determining that a discrete· 
communication embedded within the transaction is purely domestic?° 

The likelihood that an NSA analyst would recognize that a transaction containing either 
a discrete conununication (e.g., an e-mail message) or multiple discrete communications._ 

· · · · e )ends on a number of fac~ 

. . 
3.a. Might the non-targeted portion of a transaction ever be the sole basis for that 
transaction being responsive to an analyst's query? 

Yes. All information acquired by NSA as a result of tasking the tai'geted foreign person' s 
selector -- whether initially determined to be foreign intelligence infonnation to, from, or about 
that targeted foreign person (or foreign intelligence information concerning other foreign persons 
or organizations) or incidentally acquired infonriation concerning other cuneritly non-targeted 
persons -- can be queried by analysts for foreign intelligence information. As a result, it is 
possible that any portion of a transaction. could be the sole basis for that transaction being 
responsive to an analyst's foreign intelligence que1y ofNSA databases. Such queries (which are 
subject to review), however, must be formulated by an analyst in accordance with NSA 
minimization procedw;es which require that computer selection terms used for scanning, such as 
telephone numbers, key words or phrases, or other disc1irninators, be limited to those selection 
. tem1s reasonably likely to return foreign intelligence infonnation. See, e.g., Amendment 1 to 

TOP SECRET//COMINT//ORCON/NOFORN 
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D-:t\11/ AG 702(g) Certification 
3(b )(5)_ (hereinafter "Cunent NSA Minimization Proce 

Ex. B, filed Aug. 12, 2010, § 
(TS HS Ji/NF) 

3.b. Upon retrieving information in response to a query, can an analyst readily distinguish 
that portion of a transaction that contains the targeted selector from other portions of a 
transaction? 

Yes. The tasked selector that resulted in NSA's acquisition of any particular transaction 
is discernable by analysts reviewing information in response to a query. The analytic tools used 
to display an acquired transaction allow NSA analysts to identify the tasked selectors that 
resulted in the acquisition of the transaction, thereby enabling analysts to determine the po1iion(s) 
of the transaction in which that selector appears. h1 some instances, the analyst may need to 
review the entirety of the transaction (including the underlying metadata or raw data) to identify 
where the tasked selector a ears, but even in these situations, the tasked selector is included and 

'fiable. 

4.a. Please describe the maniler in which the government minimizes discrete 
communications and other information that is contained within acquired Internet 
transactions but that is neither to, from, nor about the user of a tatgeted selector. 

4.b. In particular, please explain how the government applies the provisions of NSA's 
minimization pr~cedures that use the term "communication" to the discrete 
communications and other non-target information contained within the transactions that 
are acquired. See, e.g., NSA Minimization Procedures§ 2(c) (defining "[c]ommunications 
of a United States person"); § 2(e) (defining "foreign communication" and "domestic 
communication[]"),§ 3(b)(4) (discussing determination whether a communication is 
"foreign'' or "domestic"), and§ 5 (discussing handling of domestic communications). 

4.c. 'Vould ali communications 
treated the same when the minimization procedures are app 1e 
different treatment? 

vithin a transaction be 

3 The Govemment seeks the Court's approval of revised NSA Section 702 minimization procedures that would 
enable NSA analysts to use United States person identifiers as selection terms if !hose selection.tenns are reasonably 
~rn foreign intelligence information. See, e.g., DNI/AG 702(g) Certification-----
.._, Ex. B, filed Apr. 20, 201 1, § 3(b)(5) (hereinafter "Proposed NSA Min.imiz~der 
these revised NSA Section 702 minimization procedures, the use of such selection tenns must be approved in 
accordance with NSA procedures designed to ensure that the selection tenns are reasonably likely to return foreign 
intelligence iufom1ation. Id. The Government is still in the process of developing the NSA procedures governing 
tile use of United State-SlJers-on identifiers-as selection terms. Until those procedures are completed, NSA analysts 
will not begin using United States person identifiers as selection terms. (TSh'Sb'/Nf) . . 

TOP SECRETHCOMJNTHORCO:N/NOFOR1't 
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As required by FISA, see 50 U.S.C. §§ 188la(e), 180l(h), and 182l(h), .NSA's 
minimization procedures address the acquisition, retention, and dissemination of non-publicly 
available infmmation concerning unconsenting United States persons. See Current Minimization 
Procedures, § 1. 4 When NSA acquires an Internet transaction that contains multiple discrete 
comniunications, NSA considers each of those conununications to be separate 
"conununications" under its minimization procedures. Thus, for example, an NSA analyst 
would consider each discrete conununication within a larger Internet transaction as a separate 
communication for purposes of determining whether the communication is a foreign or domestic 
communication under NSA's minimization procedures. See, e.g., Current and Proposed NSA 
Minimization Procedures, § 2( e ) .. (T£J/£Ih'OC/NF) 

The manner in \Vhich acquisitions are conducted under Section 702 operates to minimize 
the acquisition of infonnation about United States persons. First, certain transactions are 
acquired because they contain a discrete conununication to or from a tasked selector used by a 
person who, by viztue of the application ofNSA's FISC-approved targeting procedures, is a non-
United States person reasonably believed to be located outside tlre-tln:ited-States:-'Fhls-Go-m+has:------
recognized that "the vast majority of persons who are located overseas are non-United States 
persons and that most of their c01ru1mnications are :with other, non-United States persons, who 
are located overseas." In re Directives to Yahoo! Mem. Op. at 87 (footnote omitted). 
Accordingly, it is reasonable to presume that most of the discrete communications that may be 
within the acquired transaction -- even those that are not to or from a tasked selector -- are 
between nqn-United States persons located outside the United States. Second, with respect to 
transactions that contain a discrete communication about a tasked selector, the technical means 
by whi<;:h NSA prevents the intentional acquisition of wholly domestic communications are 
designed to ensure that the acquisition of transactions is directed at persons i:easonably believed 
to be located outside the United States. As. a result, these persons reasonably also can be 
presumed to be non-United States .persons, and most of their communications -- including those 
that are not about a tasked selector -- can be presumed to be with other non-United States 
persons located outside the United States. Id. This combina~ion of targeting non-United States 
persons located outside the United States and· directing acquisitions at persons located outside t~e 
United States operates to significantly dimini sh the amount of infonnation pertainirig to United 
Stat~ns or persons in the United States that NSA acquires tlu·ough its upstream collection. 
See-Mem. Op. at 23 (recognizing that "[t]he targeting of corpmun.ications pursuant to 
Section 702 is designed in a manner that dimizushes the likelihood that U.S . person infonnation 
will be obtained"). (TSHS!//OCfNF) 

To be sure, it is possible that a transaction contaffiing multiple discrete communications 
only one of which is to, from, or about a tasked selector could contain U.S. person information. 
The acquisition of such information is an unavoidable by-product of the acquisition of the 
foreign intelligence information (i.e., the conununication to, from, or about a tasked selector) 
within the transaction. Yet it is important to note that, for purposes of the application ofNSA's 
cunent and proposed minimization procedures, the Government does not consider its acquisition 

4 NSA's proposed minirruzation procedures-cunently-before the eourt address these same issues. See-Proposed --------
NSA Minimization Procedures·§ I . -tst--
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of a discrete communication within a tr~nsactiou that is not to, from, or about a tasked selector to 
be "inadvertent." Subsection 3(b )(1) of NSA 's cunent and proposed minimization procedures 
requii:e i.nadve1iently acquired communications to be destroyed if they are "identified either: as 
clearly not relevant to the authorized purpose of the acquisition (e.g., the communication does 
not contain foreign ii1telligence information); or as not containing evidence of a clime \Vhich 
may not be disseminated under these procedures." Current and Proposed NSA Min.imjzation 
Procedures, § 3(b )(1 ). (TS//SI//NF7 

As described b elow in the Govenunent's response to question 10, the Government 
considers a discrete conununication that is not to, from, or about a tasked selector within a 
transaction to be acquired "incidentally," rather than "inadve1iently.". In the context of 
minimization, "incidental" and "i.nadve1ient" should not be considered synonymous. Given that 
the acquisition of the transaction is intentional, and given the Govenm1ent's knowledge that such 
tra~aetions may i:!lso include infom1ation that is not to, from, or about a tasked selector, the 
acquisition of th.is additional inf01matio.11 is not "inadve1ient." By contrast, the additionally 
acquired infonnation is "mc1dental" m that it is not the basis fm--tlre-coHectinn-bttt-is-rather-tt-----~-
necessary yet unavoidable consequence of acquiring foreign communications to, from, or about a 
tasked selector. See- Mem. Op. at 40 (concluding that the Government's minimization 
procedures "constitute a ·safeguard against improper use of information about U.S. persons that is 
inadve1iently or inciden~ally acquired") (emphasis added). 5 Otherwise, subsection 3(b )(1) of 
NSA's current and proposed minimization procedures would require the destruction of the entire 
transaction ---- even the very foreign intelligence information that resulted in the transaction's 
acquisition in the first place ---- if any discrete communication therein contained United States 
person information and was not to, from, or about a tasked selector. (Tg//SJf/OC/NF) 

Such an absurd result sinlply cannot be squared with Congress's explicit intent that non--
pertinent info1mation should be destroyed only if "feasible." See H.R. Rep. No. 95--1283, pt. 1, 
at 56 ("By mini.mi.zing retention, the committee intends that information acquii·ed, which is not 
necessary for obtaining[,] producing, or disseminating foreign intelligence infonnation, be 
destroyed where feasible." (emphasis added)). Congress recognized that in some cases, pe1iinent 
and non-pertii1ent infonnation may be co-mingled in such a \Vay as to make it technologically 
infeasible to segregate the pe1iinent infom1ation from the non-pertii1ent infonnation and then 

5 The Govenunent notes that at a single point iu its June I Submission, it incorrectly described the acquisition of a 
discrete communication that is not to, from, or about a tasked selector within a transaction to be acquired 
"inadvertently." See June 1 Submission at 13 ("The issue for the Cour:t in light of the above-described nature and 
scope ofNSA's upstream collection is whether, in light ofa govenuuental interest 'of the hlghest order of 
magnitude,' NSA's targeting and m.lllirrlization procedures ~ufficiently protect the individual privacy interests of 
United States persons whose communications are inadvertently acquired."). However, the Go\1enunent otherwise 
consistently described the acquisition of such communications ns "incidental," see, e.g., id. at 15 (''NSA's upstream 
collection may incidentally acquire information concerning United States persons with.in transactions containing 
multiple discrete communications, only one of which is to, from, or about a person targeted under Section 702."); id. 
at 19 ("The fact that other, non-pertinent infom1ation within the transaction may also be incidentally and 
unavoidably acquired simply cannot render the acquisition oftl1e transaction unreasonable."); id. ("[T]o the extent 
that U1lited States person info1mation is incidentally acquired in tbe acquisition of a whole transaction by NSA's 
upstream collection, sucnin.formation wiU-be handled; n accordance with strict minimization procedures.")·---------
(TS//~Il~lF) 

TOP SECRET/iCOMJNT//ORCON/NOFOR'l\T 
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destroy the latter. See id. ("The committee recognizes that it may not be feasible to cut and paste 
files or erase part of tapes where some inforwation is relevant and some is not."). Here,.it is not 
teclmologically feasible for NSA to extract, post-acquisition, only the discrete communication 
that is to, from, or about a tasked selector within a transaction. Thus, in order for NSA to retain 

· the foreign intelligence information within a transaction, it must retain the entire transaction, 
including any incidentally acquired infonnation about U.S. persons or persons in the United 
States contain~d therein. (TS/JSfh'NF) 

This incidentally acquired information in transactions is subjected to the same restricti~ns 
on use and dissemination that govern information obtained th.rough other means pursuant to 
Section 702 (such as through collection at Internet Service Providers). 6 The Court-bas 
previously found these rcstiictions on use and dis·semination in NSA's cunent minimization 
procedures to be consistent with the Act and the Fomth Amendment. See, e.g, In re DNJ/AG 
Certification Mem. Op. at 8-12 (USFISC- 2010); !n 
re DNIIAG Certification Mem. Op. at 8-1~~ · 
2009). Of course, the Government seeks t~mJ.-ufrev!sed--NS-A-SeeEie!'l-~...,..----
minimization procedures that would enable NSA analysts to use United States person identifiers 
as selection terms if those selection terms are reasonably likely to return foreign intelligence 
information. As discussed in its response to question 14 below, the Government respectfully 
suggests that these revised NSA minimization procedures are also consistent with the Act and the. 
Fourth Amendment. (TS/ISJl/OC/NF) 

fu sum, NSA treats each discrete communication contained within a larger Internet 
transaction as .a separate communication for purposes of its minimization procedures. Although 
it is possible that certain discrete communications containing.United States person information · 
will be retained, as described above, they remain subject to the same restrictions on use and 
dissemination imposed by NSA's minimization procedures. (TSH8Jf/OC/NF) 

5.a. Once NSA has identified a portion of a transaction that does not contain targeted 
information, is it possible to mask or otherwise minimize the non-target informa(ion 
contained withiri the transaction? 

No. The analytic tools used to display the acquired data to NSA analysts do not have a 
capability to mask infom1ation or otherwise minimize the non-target information contained 
with.in a transaction. See additional details provided in response to question 6 belmv. 
(T8//S1'f.NF) . 

6 Moreover, as discussed in response to question 3.b. above, NSA's inability to separate the discrete 
communications post-acquisition also meaus that the discrete communications are not displayed in NSA's SC-SSRs 

-- ~'\S separate communications, but rather clearly-retain-their-conuection to the entirety of-the original transaction, 
making it more apparent to NSA analysts the discrete communication's relationship to a tasked selector. 
(TSNSWOC.411') 
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5.b. 'Vhy is NSA unable to delete and replace, or alter, an original transaction that contains 
non-target information? See June 1 Submission at 27-28. 

The answer to this question is included in the response to question 6 below. (TSl/Slff}W) 

6. The government states that an Internet tra~saction that is acquired "is ... not divisible 
into the discrete communications within it even once it resides in an NSA corporate store." 
June 1 Submission at 22. Please reconcil.e that statement with the government's 
acknowledgment that "an analyst would ... be able to copy a portion of the rendered view 
of a transaction contained in a NSA corporate store and then paste it into a new record on 
a different system." Id. at 27 n.25. 

As discussed in the example o~information on pages 27-28 of the June 1 
____ _ _.,,S'..!:!u~bnn~ · ssion the data with.in such transactions is organized in a fashion meant to be displayed 

using w c 1 is no essarily a fonnat-in-whiebr-------
discrete communications that may e contame w1 · the transaction are distinguishable. In 
order for NSA to .identify and separate a transaction containing multiple conm1unications into 
those component parts, the transaction would require processing, parsing, and reformatting for 
those components intended for subsequent retention as separate communications. This is true at 
the point of acquisition and at any point pos~-acquisition, including at the point of display to the 
analyst, whether the.intent is to separate out a particular communication from the transaction for 

e ur ose of deletin it, re lacing it, masking it, or otherwise altering it. · 

Absent-apabilities as discussed above, attempts by NSA analysts to delete, 
replace 01: otherwise alter (e.g., mask or otherwise rninimize the non-target info1mation contained 
withiµ the transaction) a po1tion of a transaction intercepted through NSA's upstream collection 
teclmiques could similarly corrupt the integrity of the collection, destabilizing -- and potentially 
rende1ing unusable --·some or all of the collected transaction, including any particular 
communication therein for analytic or other purposes. Maintaining tl1e integiity of original 
transactions is paramount to NSA's retention and dissemination processes. Specifically, NSA 
has developed and implemented a comprehensive purge process designed to improve the 
completeness of data purges. The efficacy of th.is process depends in large measure on NSA's 
ability to trace data back to the original object (such as a transaction) in a SIGINT Collection -
Source Systems of.Record (SC-SSR). Maintaining the integrity of original transactions is also 
important for ensuring quality conh·ol ofNSA's foreign intelligence analysis of Internet 
communications, ~vhich frequently may contain more than one tasked selector or could be used 
by more than one analyst, depending on the target, mission, or specific foreign intelligence need 
to which it pertains. Thus, preserving the integi·ity of the data is dependent upon the retention of 
the original transaction in its original form as stored-i1rthe se-SSR. (TSHSIHOC/NF-) ---- --- --

TOP SECRETHCOl\oHNTHORCOP\t/NOFORN 
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The govenunent1s representation that an Internet transaction that is acquired "is.:. not 
divisible into the discrete communications within it even once it resides in an NSA co~ 
store" was intended to convey that it is not technologically feasible for NSA to create--
pro'cesses to divide transactions into discrete communications. Footnote '25 on page 27 of the 
June 1 Submission refers to the fact that it is possible for individual analysts to copy some of the 
information from a transaction in NSA corporate stores into a new document or file st~red on a 
se arate s stem, such as a See, e.g., DNI/ AG 702(g) Certification 

Trans. of Proceedings at 20-21 ~010) (for a 
discussion of . . The fact that such a co~act can be made, 
however, does not mean that the underlying transaction can then be altered in the c~e. 
For exam le if an analyst copied a po1iion of a transaction from an SC-SSR into a __ 

and then purged the transaction from the SC-SSR, the data copied into the 
would likewise have to be purged -- eyen if it contained foreign 

:intelligence information copied from a c01muunication to, from, or about a tasked selector --
becaus.e it could no longer be traced back to an object present in an SC-SSR. (TS/-/SWOC!}T;F) 

7. Please reconcile the government's statement that the "communicants" of to/from 
communications are "the individual users of particular selectors" (see June 1 Submission at 
30) witl elsewhere in 
its response to the Court's questions (see, e.g., 1 ofIP 
filtering)). 

ill 

the ca ovemmen s escnp 1011 ow 
NSA to detennine if one end of a 
to/from conununicatioli is outside ofthc Uni;ted States: s s·a e on page 30 of the June 1 
Submission, the conununicants in to/from communications are the in-
senders and intended recipients of those communications, rather than-

(TSHSIHOC/T@) 

, hmvever, in many instances it is not possible for NSA to 
See June 1 

As described in the June 1 Submission, there are scenarios under which NSA could 
unknowingly and unintentionally acquire a to/from communication in which the sender and all 
intended recipients are in the United States at the time of acquisition -- for example, if that 

TOP SECRET/fCOMINTHORCON/NOFORN 
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conununication 7 In the unlikely event that NSA 
does unintentionally acquire such a communication,.NSA will purge the communication unless 
its continued retention is authorized by the Attorney General in accordance with 50 U.S.C. 
§ 1806(i). If the communication is itself contained within a transaction that contains other 
discrete communications, the whole transaction will be purged unless its continued retention is 
authorized by the Attorney General in accordance with 50 U.S.C. § 1806(i), regardless of 
,-i,,hetber those other dis.crete cmmnun.ications are foreign. (TgtfS1~0CfNF) 

· 's the factual basis for NSA's assertions that "a United States person woul 

These factual assertions· by NSA are based upon tlIB"CrS"sessments-ofNSA- &ign-al"'l----------
Intelligence (SIGINT) persoill1el, who have been involved in NSA's Section 702 acquisitions 
· · e initiation of that collection, and many of whom have expe1ience · 

factual assertions in the June 1 Submission are also base on its review o · a samp mg of Section 
702-acquired ·communications, which is described on page 9 of the June 1 Submission. As is 
more fully discussed in that filing, NSA's review of- records between these two tests 

, nl records indicative of a non-targeteduSer 
in the United States. Furt 1er researc revea e 1a 

records were.actually copies of the same transaction, and NSA found no indication that any 
wholly domestic communications Vi1ere within this transaction. NSA assesses that the l'f'.Sults of 
these tests are consistent with the assessments made by NSA's SIGINT personnel in the June 1 
Submission. (TSl/SYIOCf/NF) 

9. 'Vhat is the factual· basis for NSA's suggestion that 
~ Sec June 1 Submission at 8 n.9 . 

. ~escribe<l, it would be very unlikely f~r 
~in which the sender and all intended rec p June 1 

ubmission at 11. Moreover, with the previously described limited exceptio1 
I t . • • I - I • · 

see id. at 6 & n.5, NSA analysts have yet to 1 

communication acquired through NSA's upstream collection systems. See id. at 9 (noting NSA's experience to date 
- - · ~SA''srest sam Jesstatingt hat the-only records possibly-indicative-of-a lJnited-Statcs~based-user 

id not reveal that any wholly domestic communications had beei1 acquired). 

TOP SECRETHCOMJNT//ORCOlWNOl70RN 
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10. The government repeatedly characterizes as "unintentional" NSA's c~ 
discrete non-target communications as part of tn:msactional acquisitions, -
- Assuming arguendo that such collection can fairly be·characterized as 
unintentional; please explain how 50 U.S.C. § 1806(i) applies to the discrete, wholly 
domestic communications that mig_ht be contained within a particular transaction. 

Subsection 1806(i) provides that " [i]n circumstances involving the unintentional 
acquisition by an electronic, mechanical, or other surveillance device of the contents of any 
cornmunication,8 under drcumstances in which a person has a reasonable expectation of privacy 
and a walTant would be required for law enforcement purposes, and if both the sender and all 
intended recipients are located ip the United States, such contents shall be desh·oyed upon 
recognition, unless the Attorney General determines that the contents indicates a threat of death 
or serious bodily ha1111 to any person." (U) 

The Govenunent's June 1. Submission described for the Collit that at the time of 
acquisition, NSA's Section 702 upstream Internet collection devices are generally not capable of 
distinguishing transactions containing only a single discrete communication to, from, or about a 
tasked selector from transactions containing multiple discrete communications, not all of which . 

8 Subsection l 80o(i) ong1nally covereelori.ly-radi-o-c:ommunfoations:;-but-was-amended-in-2008-to_coxer...a~ll _________ _ 
communications to make it teclmology neutral. See 154 Cong. Rec. S6133 (daily ed. June 25, 2008). (U) 

TOP SECRETHCOMINT//ORCON/NOFORN 

- -- -=. - -;n 

Case 1:15-cv-00662-TSE   Document 125-29   Filed 03/26/18   Page 18 of 34



NYT v DOJ, 16 CIV 7020_000425

Approved for public release. 
All withheld information exempt under b(1) and b(3) except as otherwise noted. 

TOP SECRETHCOMINTh'ORCON/NOFORN 

lS 
nevertheless not intending to acquire who y omes ic conumuuca 10 . , in the conte~t of 
acquiiing Internet transactions containing multiple discrete c01mnunications, i1ot all of which 
may be to, from, or about a tasked selector, the Govermnent recognizes that subsection l 806(i) 
could potentially be implicated to the extent that one of those discrete communications is a 
communication in which the sender and all intended recipients were located in the United States 
at the time of acquisition. Accordingly, in the event NSA recognizes a wholly domestic 
commuiucation which is not to, from, or about a tasked selectorwhich-i-t-has-t1t-rinten#eaa-ll.11---- --- -
acquired in the course of conducting its Section 702 upstream Internet collection, NSA would 
handle the entire transaction in accordance with subsection 1806(i) and either purge it or, if 
appropliate, seek authmization from the Attorney General to retain it. (TS//SJf/OG/WF) 

NSA's miniinization procedures, adopted by the Attorney General in consultation with 
the Director of National Intelligence, allow the Director ofNSA to execute a \;i,1aiver permitting 
the retention of wholly domestic conununications. See Current and Proposed NSA Minimization 
Procedures, § 5. However, this p"rovision applies to the acquisition of domestic communications 
when the Government has a reasonable, but mistaken, belief that the target is a non-United States 
person located outside the United States because NSA is intentionally but nustakenly acquiiing 
such conununicatiot}S. 10 This domestic communications carve-out does not apply to an 
unintentionally acqufred transaction that contains a wholly domestic communication (when 
recognized as such by NSA) along with other discrete communications, which is not to, from, or 
about a tasked selector. As described previously, NSA's Section 702 upstream Internet 
coHection devices are generally incapable of di_stinguishing transactions containii1g only a sii1gle 
discrete conununication to, from, or about a tasked selector from transactions containing multiple 
discrete conununications, not all of which may be to, from, or about a tasked selector at the time 
of acquisition; moreover, NSA cannot separate transactions containing multiple discrete 
communications ii1to logical constituent parts post-acquisition. Thus, in the event that NSA's 
Section 702 upstream Internet collection resulted in the unii1tentional acquisition of a transaction 
containing a wholly _domestic conununication, consistent with subsection 1806(i), NSA would 
purge the entire transaction, unless the Attorney General has authorized its retention after firs( 

9 NSA additionally advised the Coutt that except in certain limited circumstances, NSA cannot separate h·ansactions 
into logical constituent parts post-acquisition either without rendering the transaction unusable for analytic or other 
purposes. See June 1 Submission at 27 & n.27. (T£//£J,i/OC~W) 

-1 0 See Government's Analysis-of Section 1806(ij, DNJ/AG 702(g)_Certificat(Qn 
filed Aug. 28, 2008; - Mem. Op. at 25-27. (TSl/Sb'/OCfN'F:) 

TOP ~ECRETt/COl\4INT//ORCON/NOFORN 
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determinjng that its contents indicated a threat of death or serious bodily harm to any person. 11 

(TSNSF//OC/NF) 

11. Please provide a thorough legal analysis supporting your view that the knowing and 
_intentional acquisition of farge volumes of Internet transactions containing discrete 
communications that are neither to, from, nor about a targeted selector (as well as other 
inform.ation not pertaining to the users of targeted selectors) is merely "incidental" to the 
authorized purpose of the collection as a whole, and therefore reasonable under the Fourth 
Amendment. 

Fourth Amendment reasonableness is concerned only with the effect on Fourth 
Amendme~1t protected interests. Thus, in evaluating reasonableness under the Fourth 
Amendment, the relevant issue for the Comt in considering the acquisition of communications 
incidental to the purpose of this collection is the .extent to which such incidental communications 
involve United States persons or persons locateclitnlre--'f:Jrrited--States:-C;'~Gir.-at 
37-38 (recognizing that non-U.S. persons outside the United States "are n~ted by the 
Fomth Amendment" (citing United States v. Verdugo-Urqidez, 494 U.S. 259, 274·_ 75 (1990)). 
For the reasons more particularly explained in the Government's responses to question 1 above 
and question 14 below, most of the communications incidentally acquired pursuant to this 
collection have no effect on any Fourth Amendment protected interests. The Government 
acknowledges that it is possible that a transqction containing multiple discrete communications 
only one of\'vhich is to, from, or about a tasked selector could contain information pertaining to 
United States persons or persons locat~d in the United States. That, however, does not mean that 
the acquisition of multiple discrete communications is any more likely to result in the acquisition 
of United States person infonnation than in the collection of single, ctiscrete communications to, 
from, or about a non-United States person located outside the United States. This is particularly 
true because the technology NSA uses to prevent the acquisition of wholly domestic 
communications also acts to limit the acquisition of communications among and between United 
States persons.12 (TS//811/0C/NF) 

11 See also the Government's response to question 7 above, which explains that there are other scenarios under 
which NSA could unknowingly and unintentionally acquire a wholly domestic conununication. In the uulikely 
event that NSA does unintentionally acquire such a communication, NSA will purge the conunuuication upoh 
recognitiou unless its con'tinued retention is authorized by th~ Attorney General in accordance with subs~ction · 
1806(i). If the communication is itself contained within a transaction that contains other discrete communications, 
the whole transaction will be purged unless its continued retention .is authorized by the Attorney General in 
accordance with subsection l 806(i), regardless of whether those other discrete communications are foreign. 
(TSUSI//QCl}IF) 

12 For exam le the Court has ex ressed particular concern regarding the acquisition of 
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Moreover, even with respect to those instances in which U.S. person information is 
acquired, i1omis in both the FISA and criminal (Title III) contexts have recognized that the 
acquisition of communications incidental to the pmpose of a collection may be necessary to 
achieve the goal of a search or. surveillance, as well as reasonable under the Fourth Amendment. 
See, e.g., In re Directives Pursuant to Section 105B of the Foreign. Intelligence Surveillance Act, 
551 F.3d 1004, 1015 (Foreign Int. Surv. Ct. Rev. ~008) (hereinafter "In re Directives") ("It is 
settled beyond peradventure that incidental collections occuning as a result of constitutionally 
permissible acquisitions do not render those acquisitions unlawful.") (citations omitted)); United 
States v. Bin Laden, 126 F. Supp. 2d 264, 280 (S.D.N.Y. 2000), aff'd sub nom. In re Terrorist 
Bombings of US. Embassies in East Africa, 552 F.3d 157 (2d Cir. 2008), cert. denied sub nom. 
El-Hage v. United States, 130 S.Ct. 1050 (2010) ("[I]ncidental interception of a person's 
conversations dming an otherwise lawful [Title III] surveillance is not violative of the Fourth 
Amendment."). (TSHSFJIOCl~W) 

In cases where NSA acquires Internet transactions that include multiple discrete 
conununications, the Government conside1:s any discrete communications not to, from;-er-abfrlli,--------
the tasked selector to be incidentally acquired. Specifically, the Goverrunent's pmpose in 
acquiiing such a transaction is to acquire the foreign intelligence information likely contained 
within the discrete communication to, from, or about a tasked selector. HO\vever, because it is 
teclmologically infeasible for NSA's upstream collection systems to. extract only the discrete 
communication that is to, from, or about a tasked selector, the only way to obtain the foreign 
intellig~nce information in that discrete communication is to acquire the entire transaction. Thus, 
the acquisition of the other discrete communications within the traqsaction is properly considered 
"incidental," because it is a necessary but unavoidable consequence Of ach.ie',1ing the 
Government's goal of acquiring the foreign intelligence infonnation contained within the 
discrete conununication to, from, or about a tasked selector. See H.R. Rep. No. 95-1283, pt. I, at 
55 (1978) (noting that "in many cases it may not be possible for technical reasons to avoid 
acquhing all infonnation" when conducting foreign intelligence surveillance); see also ·id. at 56 
("[I]t may not be possible or reasonable to avoid acquiring all conversations."); cf United States 
v. AfcKinn.on, 721F.2d19; 23 (1st Cir. 1983) ("Evidence of crimes other than those authorized in a [Title III] wiretap wanant are intercepted 'incidentally' when they are the by-product of a bona 

. fide investigation of crimes specified in a valid warrant."). (TS//SIHOC/NF) 

That is not to say, however, that the acquisition of non-pertinent infom1ation is 
reasonable in all cases simply because the collection of that information is "incidental" to the 
purpose of the search. United States v. Ulrich, 228 Fed. Appx. 248, 252 (4th Cir. 2002) (noting 
that "fishing expeditions" or "a random explorato1y search or intrnsion" violate the Fourth 
Amendment) (quotation marks omitted). Here, NSA's acquisition of transactions is conducted in 
accordance with FISC-approved targeting pr9cedures reasonably d.esigued to ensure that the 
acquisitions are directed "toward communications that are likely to yield the foreign intelligence 
infonnation sought, and thereby afford a degree of particularity that is reasonable under the 
Fourth Amendment." -Mem. Op. at 39-40 (footnote omitted). The fact that such 
!ransactions may conta~ non-pertinent information -- even in significant amounts -- does not by 
itself render the acquisition of those transactions mu·e-asonable-1.mder the-Fourth-Amendment. 
See Scott v. United~tates, 436 U.S. 128,.140 .0978) (recognizing that "there arc surely cases, 
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such as the one at bar [in,rolving a Title III wiretap], where the percentage of nonpe1tinent calls 
is relatively high and yet their interception was still reasonable"); Abraham v. Count;v of . 
Greenville, 237 F.3d 386, 391 (4th Cir. 2001) ("[I]ncidental overhearing is endemic to 
surveillance."); United States v. Doolittle, 507 F.2d 1368, 1372 (5th Cir. 1975) ("There is no 
question that some inelevant and personal portions of gambling conversations were intercepted 
or that ce1iain nonpe1ti11ent conversations were intercepted. But this is inherent in the type of 
interception authorized by Title III, and we do not view the simple inclusion of such 
conversations, without more,· as vitiating an otheiwise valid wiretap.")13

; see also, e.g., Board of 
Educ. v. Earls, 536 U.S. 822, 837 (2002) ("[T)b.is Comt has repeatedly stated that reasonableness 
under the Fourth Amendment does not require employing the.least intrnsive means, because the 
logic of such elaborate less-restrictive-alternative arguments could raise insuperable baniers to 
the exercise of viitually all search-and-seizure powers.") (internal quotations marks omitted)). 
(T£//£Y/OC/NF) 

As such, the incidental collection at issue here is reasonable under the Fourth 
Amendment because it is a necessary and unavo1dab1el5y-produttu-f--i'\fSA....1.s-effort-to-obtfil;1tthe-------
foreign intelligence information contained within a discrete communication that is a part of a 
larger transaction which could contain non-pertinent communications. See United States v. 
Wuagneux, 683 F.2d 1343, 1352-53 (11th Cir. 1982) (observing that "a search may be as 
extensive as reasonably required to locate the items described in the wanant," and on tbat basis 
concludii1g that it was "reasonable for the agents [executing the search] to remove intact files, 
books, a!-ld folders when a particular document with.in thdl.le was identified as falling within the 
scope oftbe wa1nnt"); United States v. Beusch, 596 F.2d 87 1, 876-77 (9th Cir. 1979) (rejecting 
·argument that "pages in a single volume of written material must be separated by searchers so 
that only those pages which actually contain the evidence sought may be seized"). Moreover, as 
described ii1 the response below, NSA takes the steps it can to ensure that it conducts its Section 
702 upsh·eam collection in a mam1er that minimizes the intrnsion jnto the personal p1ivacy of 
United States persons. (TS//Sf/fOC/NF) 

12. The statute requires the targeting procedures to "be reasonably designed to ensure that 
any acquisition . . . is limited to targeting persons reasonably believed to be located outside 
the United States and [to] prevent the intentional acquisition of any communication as to 
which the sender and all intended recipients are known at the time of the acquisition to be 
located in the United States." 50 U.S.C. § 1881a(d)(l). Ho-w can procedures that 
contemplate the Im owing acquisition of huge volumes of transactions that will include 
quantifiable amounts of information relating to non-targets, including information of or 
about U.S. persons abroad or persons located in the United States, meet this statutory 
requirement? 

13 These cases upholding the Fourth Amendment reasonableness of Title III surv~illances that resulted in the 
acquisiliou of significant amounts of nonpertinent communications are particularly noteworthy given that Title 
Iain's r~uirement to minimize the acquisition of such communications is considerably stiicter than FJSA 's. See 
H.R Rep ." 95-128{pt. I , af36 ("It isrecognizeu tillft given the11ature of intelligence gathering, minimizing __ 
acquisition should not be stric~ as under [Title III] with respect to law enforcement surveillances."). (TSHSI-//NF) 
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For the reasons more particularly discussed in its response to question 1. b.ii. in the June 1 
Submission, which took into account the means by which commimications to, from, or about a 
tasked selector are acquired through NSA's upstream Internet collection techniques, the 
Government respectfully submits that NSA's targeting procedures are reasonably designed to 
ensure that an auth01ized acquisition is limited to targeting persons reasonably believed to be 
located outside the United States, and to prevent the intentional acquisition of any · 
communication as to which the sender and all intended recipients are knovm at the time of the 
acquisition to be located within the United. States. See June 1 Subrnission at 3-.12, 20-24. As · 
discussed in the Government's June 1 Submission, for acquisition of both to/from 
commuilications and abouts communications, the person being "targeted" is the user of the 
tasked selector, \1-'ho, by operation of the targeting procedures, is a non-United States person 
reasonably believed to be located outside the United States. See June 1 Submission at 3-4. This 
remains true for all Section 702 upstream acquisitions, including the acquisition of h·ansactions 
containing several discrete coimnun.ications, only one of which may be fo, from, or about the 
user of a tasked selector. (T8//8I/fNF) 

Specifically, the sole reason a transaction is selected for acquisition is that it contains the 
presence of a tasked selector used by a person who has been targeted in accordance \Vith NSA's 
targeting procedures. 14 Indeed, at the time a transaction is acquired, NSA cannot always know 
whether the transaction includes other data or inforn1ation representing communications that are 
not to, from, or abo~~t, let alone always have knowledge of the parties_ to those 
communications. q._Mem. Op. at 18-19 (noting that with respect to abouts 
cornmui:iications, "the government may have no knowledge of [the pa1ties to a com~mlication] 
prior to acquisition"). It therefore cannot be said that the acquisition of a transaction containing 
multiple discrete communications results in the intentional targeting of any of the parties to those 
commmlications other than the user of the tasked selector. Cf Bin Laden, 126 F. Supp. 2d at 28 1 
(aclrnowledgi.ng that in light of United States v. Verdugo-Urquidez, 494 U.S. 259, 265 (1990), 
an~ Title III '.'incidental interception" case la\v, overseas surveillance of a Unfred States person 
tenorism suspect would have posed no Fomih Amendment problem "if the Government had not 
been aware of [h.is] identity or ofhfa complicity in the [tenorism] enterprise"). The fact that a 
transaction acquired pursuant to the targeting procedures may also contain co1Il)11linications to, 
from, or about persons other than the µser of the tasked selector does not mean those persons are 
li.kew~se being targeted by that acquisition. Cf H.R. Rep. No. 95-1283, pt.'l, at 50 (explaining, 
with regard to electronic surveillance as defined by 50 U.S.C. § 1801(f)(l), that "[t]he term 
'intentionally targeting' includes the deliberate use of surveillance techniques which can monitor 
numerous channels of communication among numerous parties, where the techniques are 
designed to select out from among those communications the communications to which a 
pariicular U.S. person located in the United States is a paiiy, and where-the communications are 
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selected either by name or by other info1mation which would identify the particular person and 
would select out his conununications"). Rather, as discussed in the respo~se to question 11 
above, the acquisition of such non-pertinent communications is incidental to the purpose of the 
collection as a whole. and therefore reasonable under the Fourth Amendment. (TSHSI//NF) 

Similarly, to the extent that one of the discrete non-pertinent communications within an 
acquired transaction is a communication in which the sender and all intended recipients were 
located in the United States at the time of acquisition, the acquisition of th.is wholly domestic 
communication would be incidental and, as discussed in response to question.I 0 above, 
ml.intentional. NSA's targeting procedures require that, in conducting upstream collection of 
abouts communications, NSA either employ "an Internet Protocol filter to ensure that ~son 

· · eeks to obtain forei intelligence information is located overseas" or ·-
E.g., Amendment 1 to DNI/AG 702(g) 

Cetiification Ex .. A, filed~ 1-2; see also 
_ ___ __, Mcm. 0 . at 19. The Courthasprev10usly found thanl~means were 

"reasonably designed to prevent the intent10na acqms1 1011 o conun · · ons as to which-aHillr------ -
pa1ties are in the United States," while recogi.lizing that it is " sible that a wholly 

munication could be ac uired as a result of the 
Mem. , 1. 17. isc sse he 

~on, apart from one exception mvolvillg 
- NSA analysts have yet to identify a wholly domestic conunu111cat10n acqmred 
through NSA's upstream collection systems. See June 1 Submission at 8-9. Accordingly, the 
Gov~mment continues to believe that NSA's -means for preventing the acquisition of 
wholly domestic conunmlications remain efficacious, and that the theoretical scenarios in which 
NSA would acquire a wholly domestic communication do not prevent the Court from continuing 
to find that NSA 's targeting procedures are reasonably desigi.1ed to prevent the intentional 
acquisition of communications as to wllich the sender and all intended recipients are known at 
the time of acquisition to be in the United States". (TSllSIHOC/:NP) 

· To the extent that NSA does unintentionally acquire and then recognize such a wholly 
domestic c01mnunicati01i within an acquired transaction, as described in response to question 10 
above, NSA would be required to purge the entire transaction, unless the Attorney General 
determined "that the contents indicate[ d) a threat of death or serious bodily hmm to any person." 
(TS//SV/OC/NF) 

13. In its discussion of the Fourth Amendment, the government asserts that "upstream 
collection" in general is "an essential and irreplaceable means of acqu_iring valuable foreign 
intelligence information that promotes the paramount interest of prntecting the Nation and 
_conducting its foreign affairs." June 1 Submission at 16. 

a. To what extent can the same be said for the acquisition of Internet transactions -
) in particular? 
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b. Is the acquisition of ~nternet transactions via upstream collection the only source for 
certain categories of foreign intelligence information? If so, what categories? 

c. Please describe with particularity what information NSA would acquire, and what 
information NSA would not acquire, if NSA were, in comparison to its current 
collection, to limit its acquisition ications to: 1 uisitions 
~with the assistance of 

.... ~ ••• llli 11111' ~ .._ and (2) the upstrea ti f 
about tasked selectors that are 
(i!h at 2, n.2). 

The Government's assertion that upstream collection is "an essential and irreplaceable means 
of acquiring valuable foreign intelligence infonnation that promotes the paramount interest of 
protecting the Nation and conducting its foreign affairs" is equally applicable to its acquisition of 
Internet transactions. This is true because the Government's acquisition of Internet transactions 
is not a subset of its upstream collection of Internet commurucahons. Instead, acquisition of 
Internet transactions is the technical means by which all upstream collection of Internet 
communications accounts are acquired. (TSHSf//NF) 

Section 702 upstream collection of Internet communications provides NSA with certain 
t-ypes of information (further described below) which are extremely valuable to its national 
security mission. Disseminated end product reports derived from th.is collection have proven to 
be of critical value to high-level customers, including the White House, State Deparbnent, Joint 
Chiefs of Staff, the National Counterproliferation Center, Central Intelligence Agency (CIA), 
Defense Intelligence Agency, Federal Bureau of Investigation (FBI), and others. In addition, 

Section 702 upstream collection offers unique o.pportunities to detect target information, 
including but not lh11ited to the following examples: · · 

-~--~ 
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s sue , an as e ou as 
recognized, NSA's upstream collection is "unique y capable of acquiring ce1iain types of 
targeted communications containing valuable foreign intelligence infomrntion." In re DNI/AG 
Certification. Mem. Op. at 25-26 (USFISC -2009) 
(emphasis added; internal citations 01mtte . -:z:i::.g;.,~lfN-FT 

Additionally, NSA's Section 702 upstream collection would not acquire many of the 
above categoiies of communications, and thus the foreign intelligence contained within these 
communications, if NSA 's upstream collection were limited to acquisition solely of discrete 
communications to from, or about tasked selectors that are 

referenced in footnote 2 on page 2 o t 1e une 
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The Court's question asks ~or "categ01ies of foreign intelligence infom1ation" that can be 
obtained exclusively through NSA's acquisition of hltemet transactions via upstream collection. 
This is a difficult question to answer, as types of foreign intelligence may be conveyed through a 

· munication means. For example, · 

In an effort to fully answer the Comt's question, however, the Government respectfully 
submits the following examples of instances where NSA has obtained substantial foreign 
intelligence information from Section 702 upstream collection. The examples detail- only a few 
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of the many instances in which Section 702 upstream collection has provided such substantial 
foreign.intelligence. In man of these exam les, Section 702 upstream collection provided 
impo1tant leads that led to Although all forms of 
Section 702 upstream collection have proved to be o cnt1ca unpo ance to the NSA's national 
security mission, the examples below involve the acquisition by Section 702 upstream collection 
of communications other than 
(TSHSL'/NF) 

21 - - -
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14. The Fourth Amendment also requires the Court to examine the nature and scope of the 
intrusion upon protected privacy interests. How can the Court conduct such an assessment 
if the government itseI.i' is unable to describe t11e nature and scope of the information that is 
acquired or the degree to which the collection includes information pertaining to U.S. 
persons or persons located in the United States? · 

Although, as discussed above, it is difficult for the Government to fully describe to the 
Comt every possible type of information that may be contained within a transaction acquired 
through NSA 's upstream collection, the Govenunent respectfully suggests that the Co mt can 
nonetheless assess whether NSA 's upstream collection of such transactions is reasonable under 
the Fourth Amendment. (TS//SfHOCfNF) 

First, the Supreme Court has recognized that an appreciation of all of the possible ways a 
search can intrude upon interests protected by the Fomth Amendment is not an indispensable 
component of assessing the reasonableness of the search. See Dalia v. United States, 441 U.S . . 
238, 257 (1979) ("Often in executing a wanant th~ police may find it necessary to interfer~ with 
p1ivacy iights not explicitly considered by the judge who issued the warrant."); cf Payton v. New 
York, 445 U.S. 573, 601-02 (1980) (recognizing that "for Fourth Alncndment pmvoses, an arrest 
warrant founded on probable cause implicitly canies with it the limited auth01ity to entei· a 
dwelling in which the suspect lives when th~re is reason to believe the suspect is with.in," even 
though "an arrest warrant requirement may afford less (p1ivacy] protection than a search wa1rnnt . 
requirement"). Thus, the Government respectfully suggests that the Court can assess the Fomth 
Amendment reasonableness ofNSA's upstream collection even ifthe Government cannot fully 
desclibe every possible type of information that collection may acquire. (TS//Sl//OC~l'F) 
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Moreover, while it may be difficult for the Government to desctibe the full scope of the 
types of information that may be acquired by NSA 's upstream collection, it is neverthele.ss 
possible to ascertain the degree to which that information would pertain to United States persons 
at' persons located in the United States. For the reasons discussed below, the Govenunent does 
not believe that infonnation about United States persons or persons located .in the United States . 
would be acquired through NSA's upstream collection of transactions to a greater degree, ii1 
relative terms, than other types of communications acquired under Sect\on 702. (TSh'SI//OCfNF) 

FU-st, ce1iain transactions are acquired because they contain a discrete communication to 
or from a tasked selector used by a person who, by viiiue of the application ofNSA's FISC-
approved targeting procedures, is a non-United States person reasonably believed to be located 
outside the United States. This Court has recognized that "the vast majo1ity of persons who are 
located overseas are non-United States persons and that most of their communications are with · 
other, non-United States persons, who are located overseas." In re Directives to Yahoo! Mem. 
0 . at 87 footnote omitted). Accordingly, it is reasonable to presume that most of the discrete 
communications that may be with.in the acquired transaction are etween non- 111 e States 
persons located outside the United States. Second, with respect to transactions that contain a 
discrete communication a.bout a tasked selector, the techrtical means by which NSA prevents the 
intentional acquisition of wholly domestic communications is to enstire that the acquisitio.n of 
transactions is directed at persons reasonably believed to be located outside the United States. 
Again, these individuals reasonably can be presumed to be non-United States persons, and most 
of their communications can·be presumed to be with other non-United States pe~·so~s located 
outside the United States. Id. This combination of targeting non-United States ·persons located 
outside the United States and dll·ecting acquisitions at persons located outside the United States 

. operates to significantly diminish the likelihood that information pe1iaining to United States 
persons or persons in the United States will be acquired. (TSHSI//OC/NF) 

To be sure, it is possible that a transaction containing multiple discrete communications 
only one of which is to, from, or about a tasked selector could contain information pertaining to 
Uruted States persons or persons in· the United States. That, however, does not by itself mean 
that the volume of such information in transactions will be greater than in the collection of other 
t es of communications that have previously been discussed and approved. 

Moreover, the fact that within an acquired transaction-there may be multip~e discrete 
conunun.ications containing information pertai.nil1g to United States persons or persons in the 
United States can.not by itselfrenc.ler the acquisition of. that transaction umeasonable under the 
Fomih Amendment. As discussed a ave, the acquisitiOrfOf such- foformation is itrcidental to the -------· 
purpose of the transaction's acquisition -- the acquisition of the disc~te communication(s) to, 
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from, or about a tasked selector within the transaction. See In re Directives, 551 F.3d at 1015 
("It is settled beyond peradventure that incidental collections occurring as a result of 
constitutionally permissible acquisitions do not render those acquisitions unlawful.") (citations 
omitted)). (TSHSI/IOC/NF) 

In any event, any information pertaining to a United States person or person located in 
the United States present in a transaction contaliii.ng multiple discrete communications would be 
handled under the NSA mlilimization procedures in the exact same manner as if that information 
appeared in a discrete communication to, from, or about a tasked selector. For example, the use 
.and dissenlination of United States person infor.ination acquired from 

would be subject to the same restrictions as United States person 
. 

• • • 

15. In light of the government's emphasis on the lirilited querymg of Sect10n 70 
acquisitions that is currently permitted Csee June 1 Submission at 23), why is it reasonable 
and appropriate to broaden the targeting procedures to permit querying using U.S.-person 
identifiers? 

Although NSA's cmTent minimization procedures prollibit the use of United States 
person names or identifiers to retrieve any Section 702-acquired communications in NSA 
systems, see Cunent NSA Minimization Procedures,§ 3(b)(5), t~e statute requires.no such 
limitation. Rather, it is reasonable and appropriate for the Comt to approve the Government's 
proposal to enable NSA analysts to use United States person identifiers as selection tenns 
because the request is consistent with the statutorily required minimization procedures. See 
Proposed NSA Minimization Procedures § 3 (b )( 5)° (providing, in pertinent part, that "[ c ]ornputer 
selection terms used for scanning, such as telephone numbers, key words or phrases, or other 
discriminators, will be limited to those selection terms reasonably likely to return.foreign 
intelligence information. Any United States person identifiers used as terms to identify and 
select coirununications must be approved in accordance with NSA procedures.") (emphasis 
added). (TS//Sff/OCfNF) 

Minimization procedures must be designed to minimize the acquisition and retention, and 
prohlbit the dissemination, of nonpublicly availably information concerning unconsenting United 
States pe1'sons cons.istent with the need of the United States to obtain, produce, and disseminate 
foreign intelligence information. 50 U.S.C. § 1801 (h)(l ). Where, as here, "it may not be 
possible for technica~ reasons to avoid acquiring all information," Congress has recognized that 
mlllimization procedures "must emphasize the minimization ofretention and dissemination." 
H.R. Rep. No. 95-1283, pt. 1, at 55. Congress also acknowledged that "a significant degree of 
latitude be given in counterli1telligence and counterterrorism cases''. with respect to retention and 
dissemination of infonnation. Id. at 59. In light of such latitude, "rigorous and strict controls" 
should_.: and will -- be placed on the retrieval of United States person information and "its 

-------..,,~ 

dissemination or use for purposesot11er than counterintellig~nce or-countertenorism.''-ld-. - .--------
(T8h'8l//OC!}Jf) . 
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' 
With respect to acquisition, the Government's proposal to use United States person 

identifiers as selection tenns does not broaden the scope of what the Government can acquire 
under the certifications. Because, for the reasons detailed above, it is not possible "to avoid 
acquiring" the i.q.cidentally obtained information, the focus will be on the retention and 
dissemination provisions of the procedures. Id. at 55. As a general matter, NSA's minimization 
procedures contain detailed provisions regarding the retention and dissemination of United States 
person in~01mation that the Court has previously approved. See, e.g~em. Op. at 21-32, 
40-41. In addition, the Government's proposal provides that United~on'identifiers 
may only be used "in accordance with NSA procedures" governing the circumstances under 
which U.S. person. info1mation can be queried. Although the Government is still developing 
such procedures, and NSA analysts will not begin using United States identifiers as selection 
te1ms until they are completed, the· Government will ensure that the procedures contain "rigorous 
and stiict controls" for the retiieva1 and dissemiriation of United States person information to 
ensure that only selection tenns likely to produce foreign intelligence information are retrieved, 

d dissemination is limited to counterintelligence and counterterro1ism purposes. Moreover, 
the Gove1iunent' s proposed changes to NSA's n1llllmizat1011 proce ures reqmre rharM~-------
maintain records of all United States person identifiers approved for use as selection terms and 
that NSD and ODNI conduct oversight of.NSA 's activities. See Proposed NSA Minimization 
Procedures§ 3(b)(5). ('fS//SI//OC/fW) 

16. The government acknowledges that it previously "did not fully explain all of the means 
by which ... communications are acquired through NSA's upstream collection techniques" 
(June 1 Submission at 2), yet states that the "[Attorney General] and .[Director of National 
Intelligence] have confirmed that their prior authorizations remain valid" (.!!hat 35). At 
the time of each previous Certificatio1i under Section 702, were the Attorney Gen·eral and 
the Director of National Intelli ence aware that the acquisitions being approved inchided 
Internet "tr.ansactions" ? If so, why was the Court not informed? 
If not, why are the prior Certifications and co ections still valid? 

The Government acknowledges that its p1ior representations to the Court -- and to the 
Attorney General and Director of National Intelligence -- regarding the steps NSA must take in 
order to acquire single, discrete communications. to, from, or about a tasked selector did not fully 
explain all of the means by which such communications are acquired through NSA's upstream 
Internet collection techniques. See June 1 Submission at 2. That said, fot the reasons desc1ibed 
in the answer to question 5 in th~ June 1 Submission, both the piior Ce1iifications and collection 
remain valid. See June 1 Submission at 31-38. (T8h'8Il/OC/NF) 

The Ce1iifications executed by ~he AG and DNI and submitted to the Court for approval 
were based on an 1mderstanding that Section 702 collection would, at a minimum, acquire 
discrete communications that are to, from, or about a tasked selectoi-. As described in detail 
previously, due to ce1iain technological limitations, in general the only way that NSA can 
ac_guire ce1iain Internet communications upstream that are to, from, or about a tasked selector is 
by acquiring an Internet transaction \Vhich may .IDCluoe a single-;-discrete communication to,-from, 
or about a tas~ed selector (e.g., an e-mail message) or may include several discrete 
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conununications, only one of which may be to, from, or about a tasked selector. 17 See June 1 
Submission at 27-28. fo this respect, the acquisition is comparable to the Government's seizure 
of a video, book, or intact file that contains a single photo, page, or document that a search 
wa1rant authorizes the Government to seize. See, e.g., United States v. Rogers, 521 F.3d 5, 10 
(1st Cir. 2008) (concluding that a videotape is a "plausible repository of a photo" and that 
therefore a wan-ant autho1izing seizure of "photos" allowed the seizure and review of two 
videotapes, even though warrant did not include videotapes); Wuagn.eux, 683 F.2d at 13~3 
(holding that it was "reasonable for the agents to remove intact files, books and folders \\•hen a 
particular document within the file was identified as falling within the scope of the warrant."); 
United States v. Christine, 687 F. 2d 749, 760 (3d Cir. 1982) (en bane) (emphasizing that "no 
tenet of the Fomth Ame.ndment prohibits a search merely because it cannot be perfonned \\ii th 
surgical precision. Nor does the Fomth Amendment prohibit seizure of an item, such as a single 
ledger, merely because it happens to contain other information not covered by the scope of the · 
warrant."); Uiiited St(l-tes v. Bel.f,sch, 596 F.2d 871, 876-77 (9th Cir. 1979) (rejecting argument 
that" ages in a single volume of written material must be separated by searchers so that only 
those pa·ges which actually contam t e ev1 ence may e seize 'r.--None oft11ese cases eveniriii+ct------
that the warrant is somehow invalid because the magistrate did not know in advance that the 
search or seizure of authorized documents or photos would also encompass the search or seizure 
of additional, intermingled documents or photos, even in cases where such documents could 
have been physically separated from the larger files or books in which they were contained. 
Rather, it is well-established that warrants need not state with specificity the precise manner of 
execution, and, so long as it is reasoµable, a search or seizure will be upheld even if conducted in 
a manner that invades privacy in a manner not considered at the time the warrant was issued. 
See United States v. Grubbs, 547 U.S. 90, 98 (2006) ("Nothing in the language of the 
Constitution or in th.is Court's decisions interpreting that language suggests that, in addition to 
the [requirements set fmih in-the text], search warrants also must include a specification of the 
precise manner in which they are to be executed.") (citation omitted); Dalia, 441 U.S. at 259 
("Often in executing a waiTant the police may find it necessary to interfere with privacy rights 
not explicitly considered by the judge who issued the warrant"). (TSh'SV/OCtNF) 

Moreover, having considered the additional information that is being presented to this . 
Couti, the AG and DNI have confirmed that the collection fully complies with the statut01y 
requirements of Section 702, as well as the fourth Amendment, and that therefore ·the prior 
Certifications and collection remain valid. See June 1 Submission at 35. (TS//SV/OC/NF) 

As discussed previously, transactions are only acquired if they contain at least one 
discrete communication to, from, or about a tasked selector. Each tasked selector has undergone 
review, prior to tasking, to ensure that the user is a non-United States person reasonably believed 
to be outside the United States. Moreover, with respect to "abouts communications," the 
targeting.procedures are also reasonably designed to prevent the intentional acquisition of any 
communication as to which tI:ie sender and all int.ended recipients are known to be located in the 
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United States at the time of acquisition. See id. at 3-12, 28-30. Just as the Government's 
acquisition of an entire book based on the fact that a singl~ page falls within the scope of the 
warrant does not call into question the wanant's specificity, th~ incidental acquisition of 
additional communications that are not to, from, or about the tasked selector does not negate the 
validity of the targeting procedures that are relied on to acquire a particular transaction. 
(TS//SVIOCIHF) 

Moreover, the AG and DNI have confirmed that the additional infonuation regarding 
incidentally acquired conununications does not alter the validity of their prior Certifications. See 
id. at 35. As discussed in detail previously, the minimiz_ation and targeting procedures fully 
comp01t with all of the statuto1y requirements, including the requirement that the targeting 
procedures are reasonably designed to prevent the intentional acquisition of any communication 
as to which the sender and all intended recipients are known at the time of the acquisition to be 
located with.in the United Stat~s, see id. at 3-1 2, 20-24; and the procedures and guidelines are 
consistent with the requirements of the Fourth Amendment, see id. at 13-24. (TS//SIHOCIHF) 
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UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

MEMORANDUM OPINION 

These matters are before the Foreign lntelligence Surveillance Court ("FISC" or "Court") 

on: (1) the "Government's Ex Parte Submission of Reauthorization Certification and Related 

Procedures, Ex Parte Submission of Amended Ce1tifications, and Request for an Order 

Approving Such Certification and Amended Certifications" for DNl/AG 702(g) Certifications 

TOI' SECRE1'/J(i0JIBNTH-ORCON,NOFORN 
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, which was filed on April 20, 2011; (2) the "Government's Ex Parte 

Submission of Reauthorization Certification and Related Procedures, Ex Parte Submission of 

Amended Certifications, and Request for an Order Approving Such Certification and Amended 

Certifications" for DNl/AG 702(g) Certifications , which 

was filed on April 22, 2011; and (3) the "Government's Ex Parte Submission of Reauthorization 

Certification and Related Procedures, Ex Parte Submission of Amended Certifications, and 

Request for an Order Approving Such Certification and Amended Certifications" for DNl/AG 

702(g) Certifications 

2011.1 

, which was also filed on April 22, 

Through these submissions, the government seeks approval of the acquisition of certain 

telephone and Internet communications pursuant to Section 702 of the Foreign Intelligence 

Surveillance Act ("FISA" or the "Act"), 50 U.S.C. § 1881a, which requires judicial review for 

compliance with both statutory and constitutional requirements. For the reasons set forth below, 

the government's requests for approval are granted in part and denied in part. The Court 

concludes that one aspect of the proposed collection- the "upstream collection" of Internet 

transactions containing multiple communications - is, in some respects, deficient on statutory 

and constitutional grounds. 

1 For ease of reference, the Court will refer to these three filings collectively as the "April 
2011 Submissions." 
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I. BACKGROUND 

A. The Certifications and Amendments 

TI1e April 2011 Submissions include DNI/AG 702(g) Certification 

, all of which were executed by the Attorney 

General and the DirectorofNational Intelligence ("DNI") pursuant to Section 702. -

previous certifications have been submitted by the government and approved by the Court 

pursuant to Section 702. 

(collectively, the "Prior 702 

Dockets"). Each of the April 2011 Submissions also includes supporting affidavits by the 

Director or Acting Director of the National Security Agency (''NSA"), the Director of the Federal 

Bureau of Investigation ("FBI"), and the Director of the Central Intelligence Agency ("CIA"); 

two sets of targeting procedures, for use by NSA and FBI respectively; and three sets of 

minimization procedures, for use by NSA, FBI, and CIA, respectively.2 

Like the acquisitions approved by the Court in the eight Prior 702 Dockets, collection 

2 The targeting and minimization procedures accompanying Certification- are 
identical to those accompanying As discussed 
below, the NSA targeting procedures and FBI minimization procedures accompanying 
Certifications also are identical to the NSA targeting procedures 
and FBI minimization procedures that were submitted by the government and approved by the 
Court for use in connection with Certifications . The FBI targeting 
procedures and the NSA and CIA minimipition procedures that accompany the April 2011 
Submissions differ in several respects from the corresponding procedures that were submitted by 
the government and approved by the Court in connection with Certifications -· 
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under Certifications is limited to "the targeting of non-United 

States persons reasonably believed to be located outside the United States." Certification-

-

The April 2011 Submissions also include amendments to certifications that have been 

submitted by the government and approved by the Court in the Prior 702 Dockets. The 

amendments, which have been authorized by the Attorney General and the DNI, provide that 

information collected under the certifications in the Prior 702 Dockets will, effective upon the 

Court's approval of Certifications , be handled subject to the same 

'f6P SFJCRil'fl/COMIPfl'//ORCON1N9FOR.~ 
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revised NSA and CIA minimization procedures that have been submitted for use in connection 

with Certifications 

B. The May 2 "Clarification" Letter 

On May 2, 2011, the government filed with the Cowt a Jetter pursuant to FISC Rule 13(a) 

titled "Clarification ofNational Security Agency's Upstream Collection Pursuant to Section 702 

ofFISA" ("May 2 Letter"). The May 2 Letter disclosed to the Court for the first time that NSA's 

"upstream collection"3 of Internet communications includes the acquisition of entire 

"transaction[ s ]" 

- According to the May 2 Letter, such transactions may contain data that is wholly 

unrelated to the tasked selector, including the full content of discrete communications that are not 

to, from, or about the facility tasked for collection. ~id. at 2-3. The letter noted that NSA 

to ensure that 

"the person from whom it seeks to obtain foreign intelligence information is located overseas," 

but suggested that the government might lack confidence in the effectiveness of such measures as 

applied to Internet transactions. See id. at 3 (citation omitted). 

' The tenn "upstream collection" refers to NSA's interce tion of Internet 
communications as they transit 

, rather than to acquisiti~ from Internet service rovi ers such as 

. ·--
' The concept of "Internet transactions" is discussed more fully below. See infm, pages 

27-41 and note 23. 
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C. The Government's First Motion for Extensions of Time 

On May 5, 2011, the government filed a motion seeking to extend until July 22, 2011, the 

30-day periods in which the Court must otherwise complete its review of Certifications-

, and the amendments to the certifications in the Prior702 Dockets. See 

Motion for an Order Extending Time Limit Pursuant to 50 U.S.C. § 188JaG)(2) at l ("May 

Motion"). The period for FISC review of Certification 

was then set to expire on May 20, 2011, and the period for 

review of the other pending certifications and amendments was set to expire on May 22, 2011. 

Id. at 6.' 

The government noted in the May Motion that its efforts to address the issues raised in 

the May 2 Letter were still ongoing and that it intended to "supplement the record ... in a 

manner that will aid the Court in its review" of the certifications and amendments and in making 

the determinations required under Section 702. Id at 7. According to the May Motion, however, 

the government would "not be in a position to supplement the record until after the statutory time 

limits for such review have expired." M, The government further asserted that granting the 

requested extension of time would be consistent with national security, because, by operation of 

' 50 U.S.C. § 188la(i)(l)(B) requires the Court to complete its review of the certification 
and accompanying targeting and minimization procedures and issue an order under subsection 
188 la(i)(3) not later than 30 days after the date on which the certification and procedures are 
submitted. Pmsuant to subsection 188 la(i)(l )(C), the same time limit applies to review of an 
amended certification or amended procedures. However, 50 U.S.C. § 1881aG)(2) permits the 
Court, by order for reasons stated, to extend "as necessary for good cause in a manner consistent 
with national security," the time limit for the Court to complete its review and issue an order 
under Section 188la(i)(3). 
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statute, the government's acquisition of foreign intelligence information under Certifications 

could continue pending completion of the Court's review. See id. 

at 9-10. 

On May 9, 2011, the Court entered orders granting the government's May Motion. Based 

upon the representations in the motion, the Court found that there was good cause to extend the 

time limit for its review of the certifications to July 22, 2011, and that the extensions were 

consistent with national security. May 9, 2011 Orders at 4. 

D. The May 9 Briefin!J Order 

Because it appeared to the Court that the acquisitions described in the May 2 Letter 

exceeded 1he scope of collection previously disclosed by the government and approved by the 

Court, and might, in part, fall outside the scope of Section 702, the Court issued a Briefing Order 

on May 9, 2011 ("Briefing Order"), in which it directed the government to answer a number of 

questions in writing. Briefing Order at 3-5. On June I, 2011, the United States filed the 

"Government's Response to the Court's Briefing Order of May 9, 2011" ("June 1 Submission"). 

After reviewing the June 1 Submission, the Court, through its staff, directed the government to 

answer a number of follow-up questions. On June 28, 2011, the government submitted its 

written responses to the Court's follow-up questions in the "Government's Response to the 

Court's Follow-Up Questions of June 17, 2011" ("June 28 Submission"). 

E. The Government's Second Motion for Extensions of Time 

The Court met with senior officials of the Department of Justice on July 8, 2011, to 
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discuss the information provided by the government in the June 1 and June 28 Submissions. 

· During the meeting, the Court informed the government that it still bad serious concerns 

regarding NSA' s acquisition oflntetnet transactions and, in particular, whether the Court could 

make the findings necessruy to approve the acquisition of such transactions pursuant to Section 

702. The Court also noted its willingness to entertain any additional filings that the government 

might choose to make in an effort to address those concerns. 

On July 14, 2011, the government filed a motion seeking additional sixty-day extensions 

of the periods in which the Court must complete its review ofDNI/AG 702(g) Certifications 

, and the amendments to the certifications in the Prior 702 Dockets. 

Motion for Orders Extending Time Limits Pursuant to 50 U.S.C. § 1881a0)(2) ("July Motion").~ 

In its July Motion, the government indicated that it was in the process of compiling 

additional information regarding the nature and scope ofNSA's upstream collection, and that it 

was "examining whether enhancements to NSA's systems or processes could be made to further 

ensure that information acquired through NSA's upstream collection is handled in accordance 

with the requirements of the Act." 14. at 8. Because additional time would be needed to 

supplement the record, however, the government represented that a 60-day extension would be 

necessruy. Id. at 8, 11. The government argued that granting the request for an additional 

extension of time would be consistent with national security, because, by operation of statute, the 

6 As discussed above, by operation of the Court's order of May 9, 2011, pursuant to 50 
U.S.C. § 188laG)(2), the Court was required to complete its review of, and issue orders under 50 
U.S.C.§ 188la(i)(3) concerning, DNI/AG 702(g) Certification 
and the amendments to the certifications in the Prior 702 Dockets, by July 22, 2011. 14. at 6. 
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government's acquisition of foreign intelligence information under Certifications 

ould continue pending completion of the Court's review. li. at 9-10. 

On July 14, 2011, the Court entered orders granting the government's motion. Based 

upon the representations in the motion, the Court found that there was good cause to extend the 

time limit for its review of the certifications to September 20, 2011, and that the extensions were 

consistent with national security. July 14, 2011 Orders at 4. 

F. The August 16 and August 30 Submissions 

On August 16, 2011, the government filed a supplement to the June 1 and .lune 28 

Submissions ("August 16 Submission"). In the August 16 Submission, the government 

described the results of "a manual review by [NSA] of a statistically representative sample of the 

nature and scope of the Internet communications acquired through NSA's, .. Section 702 

upstream collection during a six-month period." Notice of Filing of Aug. 16 Submission at 2. 

Following a meeting between the Court staff and representatives of the Department of Justice on 

August 22, 2011, the government submitted· a further filing on August 30, 2011("August30 

Submission"). 

G. The Hearing and the Government's Final Written Submission 

Following review of the August 30 Submission, the Court held a hearing on September 7, 

2011, to ask additional questions ofNSA and the Department of Justice regarding the 

government's statistical analysis and the implications of that analysis. The government made its 
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final written submissions on September 9, 201 I, and September 13, 201 I ("September 9 

Submission" and "September 13 Submission," respectively). 

H. The Final Extension of Time 

On September I 4, 2011, the Court entered orders further extending the deadline for its 

completion of the review of the certifications and amendments filed as part of the April 

Submissions. The Court explained that "[g]iven the complexity of the issues presented in these 

matters coupled with the Court's need to fully analyze the supplemental information provided by 

the government in recent filings, the last of which was submitted to the Court on September 13, 

2011, the Court will not be able to complete its review of, and issue orders ... concerning [the 

certifications and amendments] by September 20, 2011." 

The Court further explained that although it had originally 

intended to extend the deadline by only one week, the government had advised the Court that 

"for technical reasons, such a brief extension would compromise the government's ability to 

ensure a seamless transition from one Certification to the next." 

Accordingly, the Court extended the deadline to October 10, 

2011. 
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ll. REVIEW OF CERTIF1CAT10NS 

The Court must review a certification submitted pursuant to Section 702 ofFISA "to 

determine whether [it] contains all the required elements." 50 U.S.C. § 188la(i)(2)(A). The 

Court's examination of Certifications confinns that: 

(1) the certifications have been made under oath by the Attorney General and the DNI, as 
required by SO U.S.C. § 1881a(g)(l)(A), ~Certification 

(2) the certifications contain each of the attestations required by SO U.S.C. 
§ 188 la(g)(2)(A), see Certification 

(3) as required by SO U.S.C. § 1881a(g)(2)(B), each of the certifications is accompanied 
by the applicable targeting procedures7 and minimization procedures;' 

(4) each of the certifications is supported by the affidavits of appropriate national security 
officials, as described in SO U.S.C. § 188la(g)(2)(C);9 and 

(5) each of the certifications includes an effective date for the authorization in compliance 

7 See April 2011 Submissions, NSA Targeting Procedures and FBI Targeting Procedures 
(attached to Certifications ). 

8 See April 2011 Submissions, NSA Minimization Procedures, FBI Minimization 
Procedures, and CIA Minimization Procedures (attached to Certifications 

9 See April 2011 Submissions, Affidavits of John C. Inglis, Acting Director, NSA 
(attached to Certifications ; Affidavit of Oen. Keith B. Alexander, 
U.S. Anny, Director, NSA (attached to Certification ; Affidavits of Robert S. 
Mueller, III, Director, FBI (attached to Certifications 
Affidavits of Leon E. Panetta, Director, CIA 
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~)(D), ~ C.ertification .__..,. 
The Court therefore finds that Certificatio 

~ontain all the required elements. 50 U.S.C. § 188 la(i)(2)(A). 

III. REVIEW OF THE AMENDMENTS TO THE CERTIFICATIONS IN THE PRIOR 
DOCKETS. 

Under the judicial review procedures that apply to amendments by virtue of Section 

1881a(i)(l)(C), the Court must review each of the amended certifications "to determine whether 

the certification contains all the required elements." 50 U.S.C. § 1881a(i)(2)(A). The Court has 

previously determined that the certifications in each of the Prior 702 Dockets, as originally 

submitted to the Court and previously amended, contained all the required elements. 11 Like the 

prior certifications and amendments, the amendments now before the Court were executed under 

oath by the Attorney General and the DNI, as required by 50 U.S.C. § 1881a(g)(l)(A), and 

submitted to the Court within the time allowed under 50 U.S.C. § !881a(i)(l)(C). See 

10 The statement described in 50 U.S.C. § 188la(g)(2)(E) is not required in this case 
because there has been no "exigent circumstances" determination under Section 188la(c)(2). 
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Certificatio 12 Pursuant 

to Section l88la(g)(2)(A)(ii), the latest amendments include the attestations of the Attorney 

General and the DNI that the accompanying NSA and CIA minimization procedures meet the 

statutory definition of minimization procedures, are consistent with the requirements of the 

Fourth Amendment, and will be submitted to the Court for approval. Certificatio~ 

. The latest amendments also 

include effective dates that comply with 50 U.S.C. § 1881 a(g)(2)(D) and § 1881 a(i)(l ). 

Certification All other aspects 

of the certifications in the Prior 702 Dockets - including the further attestations made therein in 

accordance with§ 1881a(g)(2)(A), the NSA targeting procedures and FBI minimization 

procedures submitted therewith in accordance with§ 1881a(g)(2){B),13 and the affidavits 

executed in support thereof in accordance with § 188 la(g)(2)(C) - are unaltered by the latest 

amendments. 

In light of the foregoing, the Court finds that the certifications in the Prior 702 Dockets, 

as amended, each contain all the required elements. 50 U .S.C. § 1881 a(i)(2)(A). 

12 The amendments to the certifications in the Prior 702 Dockets were approved by the 
Attorney General on April 11, 2011, and by the DNI on April 13, 2011. See Ce1tification-

ll Of course, targeting under the certifications filed in the Prior 702 Dockets will no 
longer be permitted following the Court's issuance of an order on Certifications -
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IV. REVIEW OF THE TARGETING AND MINIMIZATION PROCEDURES 

The Court is required to review the targeting and minimization procedures to determine 

whether they are consistent with the requirements of 50 U.S.C. § 1881a(d)(l) and (e)(l). ~ 

50 U.S.C. § 1881a(i)(2)(B) and (C); see also 50 U.S.C. § 188la(i)(l)(C) (providing that amended 

procedures must be reviewed under the same standard). Section 188la(d)(l) provides that the 

targeting procedures must be "reasonably designed" to "ensure that any acquisition authorized 

under [the certification) is limited to targeting persons reasonably believed to be located outside 

the United States" and to "prevent the intentional acquisition of any communication as to which 

the sender and all intended recipients are known at the time of the acquisition to be located in the 

United States." Section 188la(e)(l) requires that the minimization procedures "meet the 

definition of minimization procedures under [50 U.S.C. §§] 180l(h) or 1821(4) .... " Most 

notably, that definition requires "specific procedures, which shall be adopted by the Attorney 

General, that are reasonably designed in light of the purpose and technique of the particular 

[surveillance or physical search], to minimize the acquisition and retention, and prohibit the 

dissemination, of non publicly available information concerning unconsenting United States 

persons consistent with the need of the United States to obtain, produce, and disseminate foreign 

intelligence information." 50 U.S.C. §§ !80l(h) & 1821(4). Finally, the Court must determine 

whether the targeting and minimization procedures are consistent with the requirements of the 

Fourth Amendment. 50 U.S.C. § 1881a(i)(3)(A). 
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A. The Effect of the Government's Disclosures RegardjngNSA's Acquisition of 
Internet Transactions on the Court's Review of the Targeting and Minimization 
Procedures 

The Court's review of the targeting and minimization procedures submitted with the 

April 2011 Submissions ls complicated by the government's recent revelation that NSA's 

acquisition of Internet communications through its upstream collection under Section 702 is 

accomplished by acquiring Internet "transactions," which may contain a single, discrete 

communication, or multiple discrete communications, including communications that are neither 

to, from, nor about targeted facilities. June 1 Submission at 1-2. That revelation fundamentally 

alters the Court's understanding of the scope of the collection conducted pursuant to Section 702 

and requires careful reexamination of many of the assessments and presumptio11S underlying its 

prior approvals. 

In the first Section 702 docket, , the government disclosed that 

its Section 702 collection would include both telephone and Internet communications. 

According to the government, the acquisition of telephonic communications would be limited to 

"to/from" communications - !&., communications to or from a tasked facility. The govenunent 

explained, however, that the Internet communications acquired would include both to/from 

communications and "about" communications - i,&, communications containing a reference to 

the name of the tasked account. ~ 

Based upon the government's descriptiollS of the proposed collection, the Court understood that 

the acquisition of Internet communications under Section 702 would be limited to discrete 

"to/from" communications between or among individual account users and to "about" 
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communications falling wi~ specific categories that had been first described to the Court 

in prior proceedings. 

Declaration of Director ofNSA at 20-22. The Court's analysis and ultimate 

approval of the targeting and minimization procedures in Docket No.-· and in the 

othe~ Prior 702 Dockets, depended upon the government's representations regarding the 

scope of the collection. In conducting its review and granting those approvals, the Court did not 

take into account NSA's acquisition of Internet transactions, which now materially and 

fundamentally alters the statutory and constitutional analysis." 

14 The Court is troubled that the government's revelations regarding NSA's acquisition 
of Internet transactions mark the third instance in less than three years in which the government 
has disclosed a substantial misrepresentation regarding the scope of a major collection program. 

In March, 2009, the Court concluded that its authorization ofNSA's bulk acquisition of 
telephone call detail records from in the so-called "big business 
records" matter "ha[d] been premised on a flawed depiction of how the NSA uses [the acquired] 
metadata," and that "[t]his misperception by the FISC existed from the inception of its authorized 
collection in May 2006, buttressed by repeated inaccurate statements made in the government's 
submissions, and despite a government-devised and Court-mandated oversight regime." Docket 
No. BR 08-13, March 2, 2009 Order at 10-11. Contrary to the government's repeated 
assurances, NSA had been routinely running queries of the meta data using querying terms that 
did not meet the required standard for querying. The Court concluded that this requirement had 
been "so frequently and systemically violated that it can fairly be said that this critical element of 
the overall ... regime has never functioned effectively."!!!,. 

Sh011ly thereafter, the goverrunent made a similar disclosure regarding NSA' s bulk 
·acquisition of metadata regarding Internet communications in the so-called "big pen register" 
matter. In the government repo1ied that, from the time of the initial Court 
authorization in 2004, NSA had been continually collecting various forms of data falling outside 
the scope of the Court's orders, and that"' [v]irtually every PRITT record' generated by this 
~some data that had not been authorized for collection." Docket No. PR/IT• 
- Mem. Op. at 20-21. This long-running and systemic overcollection had 

(continued ... ) 

Page 16 

NSA-WIKI 00164 

Case 1:15-cv-00662-TSE   Document 125-30   Filed 03/26/18   Page 17 of 82



TOP SECRET/ICOMINTHORCON,N0FORN 

The government's submissions make clear not only that NSA has been acquiring Internet 

transactions since before the Court's approval of the first Section 702 certification in 2008," but 

also that NSA seeks to continue the collection of Internet transactions. Because NSA' s 

acquisition oflnternet transactions presents difficult questions, the Court will conduct its review 

in two stages. Consistent with the approach it has followed in past reviews of Section 702 

certifications and amendments, the Court will first consider the targeting and minimization 

procedures as applied to the acquisition of communications other than Internet transactions - i.e., 

to the discrete communications between or among the users of telephone and Internet 

communications facilities that are to or from a facility tasked for collection.16 The Court will 

14( •.• continued) 
occurred despite the government's repeated assurances over the course of nearly-ears that 

authorizations granted by docket number 
and previous docket numbers only collect, or collected, authorized metadata." Id. 

at 20. The overcollection was not detected by NSA until after an "end-to-end review" of the 
PRITT metadata program that had been completed by the agency on August 11, 2009. I!;h 

1' The government's revelations regarding the scope ofNSA 's upstream collection 
implicate 50 U.S.C. § 1809(a), which makes it a crime (1) to "engage[] in electronic surveillance 
under color oflaw except as authorized" by statute or (2) to "disclose[] or use[] information 
obtained under color of law by electronic surveillance, knowing or having reason to know that 
the information was obtained through electronic surveillance not authorized" by statute. See 

(concluding that Section 
l 809(a)(2) precluded the Court from approving the government's proposed use of, among other 
things, certain data acquired by NSA without statutory authority through its "upstream 
collection"). The Court will address Section l 809(a) and related issues in a separate order. 

16 As noted, the Court previously authorized the acquisition otJI categories of "about" 
communications. The Court now understands that all "about" communications are acquired by 
means ofNSA's acquisition of Internet transactions through its upstream collection. ~ June I 
Submission at 1-2, see also Sept. 7, 2011 Hearing Tr. at 76. Accordingly, the Court considers the 

(continued ... ) 
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then assess the effect of the recent disclosures regarding NSA's collection of Internet transactions 

on its ability to make the fmdings necessary to approve the certifications and the NSA targeting 

and minimization procedures. 17 

B. The Unmodified Procedures 

The govenunent represents that the NSA targeting procedures and the FBI minimization 

procedures filed with the April 2011 Submissions are identical to the corresponding procedures 

that were submitted to the Court in Docket Nos. 

The Court has reviewed each of these sets of procedures and confirmed that is the case. In fact, 

the NSA targeting procedures and FBI minimization procedures now before the Court are copies 

16( ••• continued) 
-ategories of"about" communications to be a subset of the Internet transactions that NSA 
acquires. The Court's discussion of the manner in which the government proposes to apply its 
targeting and minimization procedures to Internet transactions generally also applies to the. 
categories of "about" communications. ~ i.nflll, pages 41-79. 

17 The FBI and the CIA do not receive unminimized communications that have been 
acquired through NSA's upstream collection of Internet communications. Sept. 7, 2011 Hearing 
Tr. at 61-62. Accordingly, the discussion oflnternet transactions that appears below does not 
affect the Court's conclusions that the FBI targeting procedures, the CIA minimization 
procedures, and the FBI minimization procedw·es meet the statutory and constitutional 
requirements. 

18 ~Government's Ex Parte Submission of Reauthorization Certification and Related 
Procedures, Ex Parte Submission of Amended Certifications, and Request for an Order 
A rovin Such Certification and Amended Certifications for DNI/ AG 702(g) Certifications 

; Government's Ex Parte Submission of Reauthorization 
Certification and Related Procedures, Ex Parte Submission of Amended Certifications, and 
Request for an Order A proving Such Certification and Amended Certifications for DNI/ AG 
702(g) Certifications ; Government's Ex Parle 
Submission of Reautho1ization Certification and Related Procedures, Ex Parte Submission of 
Amended Certifications, and Request for an Order Approving Such Certification and Amended 
Certifications for DNI/ AG 702(g) Certifications 
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of the procedures that were initially filed on July 29, 2009, in Docket No. - 19 The 

Court found in those prior dockets that the targeting and minimization procedures were 

consistent with the requirements of 50 U.S.C. § 1881a(d)-(e) and with the Fourth Amendment. 

mDocketNo. 

- The Court is prepared to renew its past findings that the NSA targeting procedures 

(as applied to forms of to/from communications that have previously been described to the 

Court) and the FBI minimization procedures are consistent with the requirements of 50 U .S.C. § 

1881a(d)-(e) and with the Fourth Amendment.20 

C. The Amended Procedures 

& noted above, the FBI targeting procedures and the NSA and CIA minimization 

procedures submitted with the April 2011 Submissions differ in a number of respects from the 

corresponding procedures that were submitted by the government and approved by the Court in 

connection with Certifications . For the reasons that follow, the 

Court finds that, as applied to the previously authorized collection of discrete communications to 

or from a tasked facility, the amended FBI targeting procedures and the amended NSA and CIA 

19 Co ies of those same procedures were also submitted in Docket Nos. -

20 The Court notes that the FBI minimization procedures are not "set forth in a clear and 
self-contained manner, without resort to cross-referencing," as required by FISC Rule 12, which 
became effective on November I, 2010. The Court expects that future submissions by the 
government will comport with this requirement. 
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minimization procedures are consistent with the requirements of 50 U.S. C. § 1881 a( d).( e) and 

with the Fourth Amendment. 

1. The Amended FBI Targeting Procedures 

The govenunent has made three changes to the FBI targeting procedures, all of which 

involve Section I.4. That provision requires the FBI, 

The new language proposed by the government would allow the FBI to 

The govenunent has advised the Court that this change was prompted 

by the fact that 

the current procedures require the FBI to 

eliminate the requirement of 

Nevertheless, 

. The change is intended to 

The second change, reflected in subparagraph (a) of Section I.4, would allow the FBI, 

under certain circumstances, to 

Page20 
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- The above-described changes to the FBI targeting procedures pose no obstacle to a 

finding by the Court that the FBI targeting procedures are "reasonably designed" to "ensure that 

any acquisition authorized , . , is limited to targeting persons reasonably believed to be located 

outside the United States" and to "prevent the intentional acquisition of any communication as 10 

which the sender and all intended recipients are known at the time of the acquisition to be located 

in the United States." 50 U.S.C. § 188la(d)(l). 
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- Furthennore, as the Court has previously noted, before the FBI targeting procedures are 

applied, NSA will have followed its own targeting procedures in determining that the user of the 

facility to be tasked for collection is a non-United States person reasonably believed to be located 

outside the U11ited States. See Docket No. 

FBI targeting procedures apply in addition to the NSA targeting procedures, 

Id. The Court has previously fowid that the NSA targeting 

procedures proposed for use in connection with Certifications are 

reasonably designed to ensure that the users of tasked selectors are non-United States persons 

reasonably believed to be located outside the United States and also consistent with the Fourth 

Amendment. See Docket No 

. It therefore follows that the 

amended FBI targeting procedures, which provide additional assurance that the users of tasked 

accowits are non-United States persons located outside the United States, also pass muster. 

2. The Amended NSA Minimization Procedures 

The most significant change to the NSA minimization procedures regards the rules for 

querying the data that NSA acquires pursuant to Section 702. The procedures previously 

approved by the Court effectively impose a wholesale bar on queries using United States-Person 

identifiers. The government has broadened Section 3(b )(5) to allow NSA to query the vast 

ml\jority of its Section 702 collection using United States-Person identifiers, subject to approval 
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pursuant to internal NSA procedures and oversight by the Department of Justice.21 Like all other 

NSA queries of the Section 702 collection, queries using United States-person identifiers would 

be limited to those reasonably likely to yield foreign intelligence information. NSA 

Minimization Procedures § 3(b)(S). The Department of Justice and the Office of the DNI would 

be required to conduct oversight regarding NSA 's use of United States-person identifiers in such 

queries. See ill.. 

This relaxation of the querying rules does not alter the Court's prior conclusion that NSA 

minimization procedures meet the statutory definition of minimization procedures, The Standard 

Minimization Procedures for FBI Electronic Surveillance and Physical Search Conducted Under 

the Foreign Intelligence Surveillance Act ("FBI SMPs") contain an analogous provision allowing 

queries of unminimized PISA-acquired information using identifiers - including United States-

person identifiers - when such queries are designed to yield foreign intelligence information. 

~FBI SMPs § ID.D. In granting hundreds of applications for electronic surveillance or 

physical search since 2008, including applications targeting United States persons and persons in 

the United States, the Court has found that the FBI SMPs meet the definitions of minimization 

procedures at 50 U.S.C. §§ 1801(h) and 1821(4). It follows that the substantially-similar 

21 The government is still in the process of developing its internal procedures and will 
not permit NSA analysts to begin using United States-person identifiers as selection terms until 
those procedures are completed. June 28 Submission at 4 n.3. In addition, the government has 
clarified that United States-person identifiers will llQ! be used to query the fruits ofNSA's 
upstream collection. Aug. 30 Submission at 11. NSA's upstream collection acquires 
approximately 9% of the total Internet communications acquired by NSA under Section 702. 
Aug. 16 Submission at 2. 
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querying provision found at Section 3(b )(5) of the amended NSA minimization procedures 

should not be problematic in a collection that is focused on non-United States persons located 

outside the United States and that, in the aggregate, is less likely to result in the acquisition of 

nonpublic infonnation regarding non-consenting United States persons. 

A second change to the NSA minimization procedures is the addition oflanguage 

specifying that the five-year retention period for communications that are not subject to earlier 

destruction runs from the expiration date of the certification authorizing the collection. SM NSA 

Minimization Procedures,§§ 3(b)(l), 3(c), 5(3)(b), and 6(a)(l)(b). The NSA minimization 

procedures that were previously approved by the Court included a retention period of five years, 

but those procedures do not specify when the five-year period begins to run. The change 

proposed here harmonizes the procedures with the corresponding provision of the FBI 

minimization procedures for Section 702 that has already been approved by the Court. See FBI 

Minimization Procedures at 3 (if j). 

The two remaining changes to the NSA minimization procedures are intended to clarify 

the scope of the existing procedures. The government has added language to Section I to make 

explicit that the procedures apply not only to NSA employees, but also to any other persons 

engaged in Section 702-related activities that are conducted under the direction, authority or 

control of the Director ofNSA. NSA Minimization Procedures at I. According to the 

government, this new language is intended to clarify that Central Security Service personnel 

conducting signals intelligence operations authorized by Section 702 are bound by the 

procedures, even when they are deployed with a militruy unit and subject to the military chain of 
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command. The second clarifying amendment is a change to the definition of"identification ofa 

United States person" in Section 2. The new language eliminates a potential ambiguity that 

might have resulted in the inappropriate treatment of the name, unique title, or address of a 

United States person as non-identifying information in certain circumstances. .lfL. at 2. These 

amendments, which resolve any arguable ambiguity in favor of broader application of the 

protections found in the procedures, raise no concerns. 

3. The Amended CIA Minimization Procedures 

The CIA minimization procedures include a new querying provision similar to the 

provision that the government proposes to add to the NSA minimization procedures and that is 

discussed above. CIA Minimization Procedures § 4. The new language would allow the CIA to 

conduct queries of Section 702-acquired information using United States-person identifiers. AU 

CIA queries of the Section 702 collection would be subject to review by the Department of 

Justice and the Office of the DNI. ~ i4.. For the reasons stated above with respect to the 

relaxed querying provision in the amended NSA minimization procedures, the addition of the 

new CIA querying provision does not preclude the Court from concluding that the amended CIA 

minimization procedures satisfy the statutory definition of minimization procedures and comply 

with the Fourth Amendment." 

The amended CIA minimization procedures include a definition of"United States person 

identity," a tenn that is not defined in the current version of the procedures. CIA Minimization 

22 The Court understands that NSA does not share its upstream collection in 
unminimized form with the CIA. 

TOP SE;Cmff'//€8'.PMN'F/IOR:CON,NOFORN 
Page25 

NSA-WIKI 00173 

Case 1:15-cv-00662-TSE   Document 125-30   Filed 03/26/18   Page 26 of 82



TOP SECRET//COMIN1WORCON;NOFORN 

Procedures § 1.b. The proposed definition closely tracks the revised definition of "identification 

of a United States person" that is included in the amended NSA minimization procedures and 

discussed above. For the same reasons, the addition of this definition, which clarifies the range 

of protected information, raises no concerns in the context of the CIA minimization procedures. 

Another new provision of the CIA minimization procedures prescribes the manner in 

which the CIA must store unminimized Section 702-acquired communications. See CIA 

Minimization Procedures § 2. The same provision establishes a default retention period for 

unminimized communications that do not qualify for longer retention under one of three separate 

provisions. ~kl... Absent an extension by the Director of the National Clandestine Service or 

one of his superiors, that default retention petiod is five years from the date of the expiration of 

the certification authorizing the collection. Id. As noted above, this is 1he same default retention 

period that appears in the FBI minimization procedures that have previously been approved by 

the Court. See FBI Minimization Procedures at 3 <if j). 

The government also has added new language to the CIA minimization procedures to 

clarify that United States person information deemed to qualify for retention based on its public 

availability or on the consent of the person to whom it pertains may be kept indefinitely and 

stored separately from the unminimized infonnation subject to the default storage and retention 

rules set forth in new Section 2, which is discussed above. CIA Minimization Procedures § 2. 

Because FISA's minimization requirements are limited to the acquisition, retention, and 

dissemination of"nonpub!icly available information concerning unconsenting United States 

persons," this provision raises no statutory concern. ~ 50 U.S.C. §§ 1801(h)(l), 1821(4)(A) 
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(emphasis added). It likewise raises no Fourth Amendment problem. ~Katz v. United States, 

389 U.S. 347, 351 (1967) ("What a person knowingly exposes to the public ... is not a subject of 

Fourth Amendment protection."). 

Finally, a new provision would expressly allow the CIA to retain information acquired 

pursuant to Section 702 in emergency backup systems that may be used to restore data in the 

event of a system failure. CIA Minimization Procedures § 6( e ). Only non-analyst technical 

personnel will have access to data stored in data backup systems. Id. Further, in the event that 

such systems are used to restore lost, destroyed, or inaccessible data, the CIA must apply its 

minimization procedures to the transferred data. hL The FBI minimization procedures that have 

previously been approved by the Court contemplate the storage of Section 702 collection in 

emergency backup systems that are not accessible to analysts, subject to similar restrictions. See 

FBI Minimization Procedures at 2 ('II e.3). The Court likewise sees no problem with the addition 

of Section 6(e) to the CIA minimization procedures. 

D. The Effect of the Government's Disclosures Regarding NSA's Acquisition of 
Internet Iransactions 

Based on the governn1ent's prior representations, the Court has previously analyzed 

NSA's targeting and minimization procedures only in the context ofNSA acquiring discrete 

communications. Now, however, in light of the government's revelations as to the manner in 

whlch NSA acquires Internet communications, it is clear that NSA acquires "Internet 
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transactions,"23 including transactions that contain a single discrete communication ("Single 

Conununication Transactions" or "SCTs''), and transactions that contain multiple discrete 

communications ("Multi-[CJomrnunication Transactions" or "MCTs"), ~Aug. 16 Submission 

at I. 

The Court has repeatedly noted that the government's targeting and minimization 

procedures must be considered in light of the communications actually acquired. See Docket No. 

("Substantial implementation problems can, 

notwithstanding the government's intent, speak to whether the applicable targeting procedures 

are 'reasonably designed' to acquire only the communications of non-U.S. persons outside the 

United States."), see also Docket No. 

Until now, the Court had a singular understanding of the nature of NSA' s acquisitions under 

Section 702. Accordingly, analysis of the implementation of the procedures focused on whether 

NSA's procedures were applied effectively in that context and whether the procedures adequately 

addressed over-collections that occurred. But, for the first time, the government has now advised 

the Court that the volume and nature of the information it has been collecting is fundamentally 

different from what the Court had been led to believe. Therefore, the Court must, as a matter of 

first impression, consider whether, in view of NSA' s acquisition of Internet transactions, the 

targeting and minimization procedures satisfy the statutory standards and comport with the 

23 The government describes an Internet "transaction" as "a complement of 'packets' 
traversing the Internet that together may be understood by a device on the Internet and, where 
applicable, rendered in an intelligible form to the user of that device." June I Submission at l. 
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Fourth Amendment. 

For the reasons set forth below, the Court finds that NSA's targeting procedures, as the 

government proposes to implement them in connection with MCTs, are consistent with the 

requirements of 50 U.S.C. §1881a(d)(l). However, the Court is unable to find that NSA's 

minimization procedures, as the government proposes to apply them in connection with MCTs, 

are "reasonably designed in light of the purpose and technique of the particular [surveillance or 

physical search], to minimize the acquisition and retention, and prohibit the dissemination, of 

nonpublicly available information concerning unconsenting United States persons consistent 

with the need of the United States to obtain, produce, and disseminate foreign intelligence 

information." 50 U.S.C. §§ !80l(h)(I) &1821(4)(A). The Court is also unable to fmd that 

NSA's targeting and minimization procedures, as the government proposes to implement them in 

connection with MCTs, are consistent with the Fourth Amendment. 

l. The Scope ofNSA's Upstream Collection 

NSA acquires more than two hundred fifty million Internet communications each year 

pursuant to Section 702, but the vast majority of these communications are obtained from 

lntemet service providers and are not at issue here.24 Sept. 9 Submission at 1; Aug. 16 

Submission at Appendix A. Indeed, NSA's upstream collection constitutes only approximately 

24 In addition to its upstream co~ discrete Internet communications 
from Internet service providers such as--
- Aug. 16 Submission at 2; Aug. 30 Submission at 11; see also Sept. 7, 2011 Hearing Tr. 
at 75-77. NSA refers to this non-upstream collection as its "PRISM collection." Aug. 30 
Submission at 11. The Court understands that NSA does not acquire "Internet transactions" 
through its PRISM collection. ~Aug. 16 Submission at 1. 
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9% of the total Internet communications being acquired by NSA under Section 702. Sept. 9 

Submission at 1; Aug. 16 Submission at 2. 

Although small in relative terms, NSA's upstream collection is significant for three 

reasons. First, NSA's upstream collection is "uniquely capable of acquiring certain types of 

targeted communications containing valuable foreign intelligence information."25 Docket No. 

Second, the Court now understands that, in order to coJlect those targeted Internet 

communications, NSA's upstream collection devices acquire lnternet transactions, and NSA 

acquires millions of such transactions each year.26 Third, the government has acknowledged that, 

due to the technological challenges associated with acquiring lnternet transactions, NSA is 

unable to exclude certain Internet transactions from .its upstream collection. See June I 

Submission at 3-12. 

In its June I Submission, the government explained that NSA's upstream collection 

devices have technological limitations that significantly affect the scope of collection. -

26 NSA acquired more than 13.25 million Internet transactions through its upstream 
collection between January I, 2011, and June 30, 2011. ~Aug. 16 Submission at 2; see also 
Sept. 9 Submission at 1 -2. 
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. ~id. at 7. Moreover, at the time of 

acquisition, NSA's upstream Internet collection devices are generally incapable of distinguishing 

between transactions containing only a single discrete communication to, from, or about a tasked 

selector and transactions containing multiple discrete communications, not all of which may be 

to, from, or about-a tasked selector.27 M. at 2. 

As a practical matter, this means that NSA's upstream collection devices acquire any 

Internet transaction transiting the device if the transaction contains a targeted selector anywhere 

within it, and: 

~i9.,at6. 

The practical implications ofNSA's acquisition of Internet transactions through its 

upstream collection for the Court's statutory and Fourth Amendment analyses are difficult to 

assess. The sheer volume of transactions acquired by NSA through its upstream collection is 

such that any meaningful review of the entire body of the transactions is not feasible. As a result, 

the Court.cannot know for certain the exact number of wholly domestic communications 

acquired through this collection, nor can it know the number of non-target communications 
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acquired or the extent to which those communications are to or from United States persons or 

persons in the United States. Instead, NSA and the Court can only look at samples of the data 

and then draw whatever reasonable conclusions they can from those samples. Even if the Court 

accepts the validity of conclusions derived from statistical analyses, there are significant hurdles 

in assessing NSA's upstream collection. Internet service providers are constantly changing their 

protocols and the services they provide, and often give users the ability to customize how they 

use a particular service." IQ. at 24-25. As a result, it is impossible to define with any specificity 

the universe of transactions that will be acquired by NSA's upstream collection at any point in 

the future. 

Recognizing that further revelations concerning what NSA has actually acquired through 

its 702 collection, together with the constant evolution of the Internet, may alter the Court's 

analysis at some point in the future, the Court must, nevertheless, consider whether NSA's 

targeting and minirnizatiou procedures are consistent with PISA and the Fourth Amendment 

based on the record now before it. In view of the revelations about how NSA is actually 

conducting its upstream collection, two fundamental underpi1U1ings of the Court's prior 

assessments no longer hold true. 
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First, the Court previously understood that NSA's technical measures29 would prevent the 

acquisition of any communication as to which the sender and all intended recipients were located 

in the United States ("wholly domestic communication") except for "theoretically possible" cases 

The Court now understands, however, that NSA has acquired, is 

acquiring, and, if the certifications and procedures now before the Court are approved, will 

continue to acquire, tens of thousands of wholly domestic communications. NSA's manual 

review of a statistically representative sample drawn from its upstream collection30 reveals that 

NSA acquires approximately 2,000-10,000 MCTs each year that contain at least one wholly 

domestic communication.31 See Aug. 16 Submission at 9. In addition to these MCTs, NSA 

30 In an effort to address the Court's concerns, NSA conducted a manual review of a 
random sample consisting of 50,440 Internet transactions taken from the more than 13 .25 million 
Internet transactions acquired through NSA's upstream collection during a six month period. l)s£ 
generally Aug. 16 Submission (describing NSA's manual review and the conclusions NSA drew 
therefrom). The statistical conclusions reflected in this Memorandum Opinion are drawn from 
NSA's analysis of that random sample. 

31 Of the approximately 13.25 million Internet transactions acquired by NSA through its 
upstream collection during the six-month period, between 996 and 4,965 are MCTs that contain a 
wholly domestic communication not to, from, or about a tasked selector. Aug. 16 Submission at 
9. 
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likely acquires tens of thousands !llQm wholly domestic communications every year,32 given that 

NSA's upstream collection devices will acquire a wholly domestic "about" SCT if it is routed 

internationally." Moreover, the actual number of wholly domestic communications acquired 

32 NSA's manual review focused on examining the MCTs acquired through NSA's 
upstream collection in order to assess whether any contained wholly domestic communications. 
Sept. 7, 2011 Hearing Tr. at 13-14. As a result, once NSA determined that a transaction 
contained a single, discrete communication, no further analysis of that transaction was done.~ 
Aug. 16 Submission at 3. After the Court expressed concern that this category of transactions 
might also contain wholly domestic communications, NSA conducted a further review. See 
Sept. 9 Submission at 4. NSA ultimately did not provide the Court with an estimate of the 
number of wholly domestic "about" SCTs that may be acquired through its upstream collection. 
Instead, NSA has concluded that "the probability of encountering wholly domestic 
communications in transactions that feature only a single, discrete communication should be 
smaller - and certainly no greater - than potentially encountering wholly domestic 
communications within MCTs." Sept. 13 Submission at 2. 

The Court understands this to mean that the percentage of wholly domestic 
communications within the universe ofSCTs acquired through NSA's upstream collection 
should not exceed the percentage of MCTs containing a wholly domestic communication that 
NSA found when it examined all of the MCTs within its statistical sample. Since NSA found 10 
MCTs with wholly domestic communications within the 5,081 MCTs reviewed, the relevant 
percentage is .197% (10/5,081). Aug. 16 Submission at 5. 

NSA's manual review found that approximately 90% of the 50,440 transactions in the 
sample were SCTs. Id. at 3. Ninety percent of the approximately 13.25 million total Intemet 
transactions acquired by NSA through its upstream collection during the six-month period, works 
out to be approximately 11,925,000 transactions. Those 11,925,000 transactions would 
constitute the universe ofSCTs acquired during the six-month period, and .197% of that universe 
would be approximately 23,000 wholly domestic SCTs. Thus, NSA may be acquiring as many 
as 46,000 wholly domestic "about" SCTs each year, in addition to the 2,000-10,000 MCTs 
referenced above. 

33 Internet communications are "nearly always transmitted from a sender to a recipient 
through multiple legs before reaching their final destination." June 1 Submission at 6. For 
ex le, an e-mail messa e sent from the user o~ to the user of 

will at the very least travel from the user's 
own computer, to , to , and then to the computer of th 
user. IQ,_ Because the communication's route is made up of multiple legs, the transaction used to 
transmit the communication across any particular leg of the route need only identify the IP 

(continued ... ) 
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may be still higher in view ofNSA's inability conclusively to determine whether a significant 

portion of the MCTs within its sample contained wholly domestic communications.34 

Second, the Court previously understood that NSA's upstream collection would only 

acquire the communication of a United States person or a person in the United States if: 1) that 

33( ... continued) 
addresses at either end of that leg in order to properly route the communication. Id. at 7. As a 
result, for each leg of the route, the transaction header will onl contain the IP addresses at either 
end of that articular le . hi.. 

34 During its manual review, NSA was unable to determ.ine whether 224 of the 5,081 
MCTs reviewed contained any wholly domestic communications, because the transactions 
lacked sufficient information for NSA to determ.ine the location or identity of the "active user" 
(i&., the individual using the electronic conununications account/address/identifier to interact 
with his/her Internet service provider). Aug. 16 Submission at 7. NSA then conducted an 
intensive review of all available inform.ation for each of these MCTs, including examining the 
contents of each discrete communication contained within it, but was still unable to determine 
conclusively whether any of these MCTs contained wholly domestic communications. Sept. 9 
Submission at 3. NSA asserts that "it is reasonable to presume that [1l1e] 224 MCTs do not 
contain wholly domestic communications," but concedes that, due to the limitations of the 
technical means used to prevent the acquisition of wholly domestic communications, NSA may 
acquire wholly domestic communications. ~Aug. 30 Submission at 7-8. TI1e Court is 
prepared to accept that the number of wholly domestic communications acquired in this category 
ofMCTs is relatively small, for the reasons stated in the government's August 30 Submission. 
However, when considering NSA's upstream collection as a whole, and the limitations ofNSA's 
technical means, the Court is not prepared to presume that the number of wholly domestic 
communications contained within this category of communications will be zero. Accordingly, 
the Court concludes that this category of communications acquired through NSA's upstreani 
collection may drive the total number of wholly domestic communications acquired slightly 
higher. 
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person was in direct contact with a targeted selector; 2) the communication referenced the 

targeted selector, and the communication fell into one o. specific categories of "about" 

communications; or 3) despite the operation of the targeting procedures, United States persons or 

persons inside the United States were mistakenly targeted. See Docket No. 

. But the Court now understands that, in addition to these 

communications, NSA's upstream collection also acquires: a) the communications of United 

States persons and persons in the United States that are not to, from, or about a tasked selector 

and that are acquired solely because the communication is contained within an MCT that 

somewhere references a tasked selector-

and b) any Internet transaction that references a targeted selector, regardless of 

whether the transaction falls within one of the. previously identified categories of"about 

communications,"~ June I Submission at 24-27. 

On the current record, it is difficult to assess how many MCTs acquired by NSA actually 

contain a communication of or concerning a United States person,3' or a communication to or 

from a person in the United States. This is because NSA' s manual review of its upstream 

collection focused primarily on wholly domestic communications - j&, if one party to the 

35 NSA's minimization procedures define "[c]ommunications ofa United States person" 
to include "all communications to which a United States person is a party." NSA Minimization 
Procedures § 2( c ). "Communications concerning a United States person" include "all 
communications in which a United States person is discussed or mentioned, except where such 
communications reveal only publicly-available information about the person. Ill. § 2(b ). 
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communication was determined to be outside the United States, the communication was not 

further analyzed. Aug. 16 Submission at 1-2. Nevertheless, NSA's manual review did consider 

the location and identity of the active user for each MCT acquired, and this information -when 

considered together with certain presumptions -- shows that NSA is likely acquiring tens of 

thousands of discrete communications of non-target United States persons and persons in the 

United States, by virtue of the fact that their communications are included in MCTs selected for 

'acquisition by NSA's upstream collection devices.36 

To illustrate, based upon NSA's analysis of the location and identity of the active user for 

the MCTs it reviewed, MCTs can be divided into four categories: 

I. MCTs as to which the active user is the user of the tasked facility(!&, the target of the 
acquisition) and is reasonably believed to be located outside the United States;37 

2. MCTs as to which the active user is a non-target who is believed to be located inside 
the United States; 

3. MCTs as to which the active user is a non-target who is believed to be located outside 
the United States; and 

36 Although there is some overlap between this category of communications and the tens 
of thousands of wholly domestic communications discussed above, the overlap is limited to 
MCTs containing wholly domestic communications. To the extent that the wholly domestic 
communications acquired are SCTs, they are excluded from the MCTs referenced here. 
Similarly, to the extent communications of non-target United States persons and .persons in the 
United States that are contained within the tens of thousands ofMCTs referenced here are not 
wholly domestic, they would not be included in the wholly domestic communications referenced 
above. 

37 Although it is possible for an active user target to be located in the United States, 
NSA's targeting procedures require NSA to terminate collection if it determines that a target has 
entered the United States. NSA Targeting Procedures at 7-8. Accordingly, the Court excludes 
this potential category from its analysis. 
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4. MCTs as to which the active user's identity or location cannot be determined. 

Aug. I 6 Submission at 4-8. 

With regard to the first category, if the target is the active user, then it is reasonable to 

presume that all of the discrete communications within an MCT will be to or from the target. 

Although United States persons and persons in the United States may be party to any ofthose 

communications, NSA's acquisition of such communications is of Jess concern than the 

communications described in the following categories because the communicants were in direct 

communication with a tasked facility, and the acquisition presumptively serves the foreign 

intelligence purpose of the collection. NSA acquires roughly 300-400 thousand such MCTs per 

year.JS 

For the second category, since the active user is a non-target who is located inside the 

United States, there is no reason to believe that all of the discrete communications contained 

within the MCTs will be to, from, or about the targeted selector (although there would need to be 

at least one such communication in order for NSA's upstream devices to acquire the transaction). 

Further, because the active user is in the United States, the Court presumes that the majority of 

that person's communications will be with other persons in the United States, many of whom 

will be United States persons. NSA acquires approximately 7,000-8,000 such MCTs per year, 

each of which likely contains one or more non-target discrete communications to or from other 

38 NSA acquired between I 68,853 and 206,922 MCTs as to which the active user was the 
target over the six-month period covered by the sample. Aug. J 6 Suh mission at 9. 
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persons in the United States. 39 

The third category is similar to the second in that the active user is a non-target. 

Therefore, there is no reason to believe that all of the communications within the MCTs will be 

to, from, or about the targeted selector (although there would need to be at least one such 

communication in order for NSA's upstream devices to acquire the transaction). However, 

because the active user is believed to be located outside the United States, the Court presumes 

that most of that persons's communications will be with other persons who are outside the 

United States, most of whom will be non-United States persons. That said, the Court notes that 

some of these MCTs are likely to contain non-target communications of or concerning United 

States persons, or that are to or from a person in the United States.'0 The Court has no way of 

knowing precisely how many such communications are acquired, Nevertheless, it appears that 

NSA acquires at least 1.3 million such MCTs each year,41 so even if only 1% of these MCTs 

39 In its manual review, NSA identified ten MCTs as to which the active user was in the 
United States and that contained at least one wholly domestic communication. See Aug. 16 
Submission at 5-7. NSA also identified seven additional MCTs as to which the active user was 
in the United States. Id.. at 5. Although NSA determined that at least one party to each of the 
communications within the seven MCTs was reasonably believed to be located outside the 
United States, NSA did not indicate whether any of the communicants were United States 
persons or persons in the United States. Id.. The Court sees no reason to treat these two 
categories of MCTs differently because the active users for both were in the United States. 
Seventeen MCTs constitutes .3% of the MCTs reviewed (5,081), and .3% of the 1.29-1.39 
million MCTs NSA acquires every six months ~i.!i. at 8) is 3,870- 4,170, or 7,740-8,340 every 
year. 

40 The government has acknowledged as much in its submissions. ~June 28 
Submission at 5. 

41 Based 011 its manual review, NSA assessed that 2668 of the 5,081 MCTs reviewed 
(continued ... ) 
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contain a single non-target communication of or concerning a United States person, or that is to 

or from a person in the United States, NSA would be acquiring in excess of 10,000 additional 

discrete communications each year that are of or concerning United States persons, or that are to 

or from a person in the United States. 

The fourth category is the most problematic, because without the identity of the active 

user - i.e., whether the user is the target or a non-target - or the active user's location, it is 

difficult to detennine what preswnptions to make about these MCTs. NSA acquires 

approximately 97,000-140,000 such MCTs each year.42 In the ~ontext of wholly domestic 

communications, the government urges the Court to apply a series of presumptions that lead to 

the conclusion that this category would not contain any wholly domestic communications. Aug. 

30 Submission at 4-8. The Court questions the validity of those presumptions, as applied to 

wholly domestic communications, but certainly is not inclined to apply them to assessing the 

likelihood that MCTs might contain communications of or concerning United States persons, or 

communications to or from persons in the United States. The active users for some of these 

"( ... continued) 
(approximately 52%) had a non-target active user who was reasonably believed to be located 
outside the United States. Aug. 16 Submission at 4-5. Fifty-two percent of the 1.29 to 1.39 
million MCTs that NSA assessed were acquired through its upstream collection every six months 
would work out to 670,800 - 722,800 MCTs, or approximately 1.3-I .4 million MCTs per year 
that have a non-target active user believed to be located outside the United States. 

From this, NSA concluded that it acquired between 4&,609 
and 70, 168 such MCTs every six months through its upstream collection (or approximately 
97,000-140,000 such MCTs each year). kJ,. at 9 n.27. 
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MCTs may be located in the United States, and, even ifthe active user is located overseas, the 

MCTs may contain non-target communications of or concerning United States persons or that are 

to or from persons in the United States. Accordingly, this "unknown" category likely adds 

substantially to the number of non-target communications of or concerning United States persons 

or that are to or from persons in the United States being acquired by NSA each year. 

In sum, then, NSA's upstream collection is a small, but unique part of the government's 

overall collection under Section 702 of the FAA. NSA acquires valuable information through its 

upstream collection, but not without substantial intrusions on Fourth Amendment-protected 

interests. Indeed, the record before this Court establishes that NSA 's acquisition of Internet 

transactions likely results in NSA acquiring annually tens of thousands of wholly domestic 

communications, and tens of thousands of non-target communications of persons who have little 

or no relationship to the target but who are protected under the Fourth Amendment. Both 

acquisitions raise questions as to whether NSA's targeting and minimization procedures comport 

with FISA and the Fourth Amendment. 

2. NSA' s Tarl!eting Procedures 

The Court will first consider whether NSA's acquisition ofintemet transactions through 

its upstream collection, as described above, means that NSA's targeting procedures, as 

implemented, are not "reasonably designed" to: 1) "ensure that any acquisition authorized under 

[the certifications] is limited to targeting persons reasonably believed to be located outside the 

United States"; and 2) "prevent the intentional acquisition of any communication as to which the 

sender and all intended recipients are known at the time of the acquisition to be located in the 
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United States," 50 U.S.C. § 18~Ja(d)(l); id.§ (i)(2)(B). The Court concludes that the manner in 

which NSA is currently implementing the targeting procedures does not prevent the Court from 

making the necessary findings, and hence NSA's targeting procedures do not offend FISA. 

a. Targeting Persons Reasonably Believed to be Located 
Outside the United States 

To the extent NSA is acquiring lntemet transactions that contain a single discrete 

communication that is to, from, or about a tasked selector, the Court's previous analysis remains 

valid. As explained in greater detail in the Court's September 4, 2008 Memorandum Opinion, in 

this setting the person being targeted is the user of the tasked selector, and NSA's pre-targeting 

and post-targeting procedures ensure that NSA will only acquire such transactions so long as 

there is a reasonable belief that the target is located outside the United States. Docket No. 

But NSA's acquisition ofMCTs complicates the Court's analysis somewhat. With regard 

to "about" communications, the Court previously found that the user of the tasked facility was 

the "target" of the acquisition, because the government's purpose in acquiring such 

communications is to obtain information about that user. mid. at 18. Moreover, the 

communication is not acquired because the government has any interest in the parties to the 

communication, other than their potential relationship to the user of the tasked facility, and the 

parties to an "about" communication do not become targets unless and until they are separately 

vetted under the targeting procedures. mill,. at 18-19. 

In the case of"about" MCTs - i.e., MCTs that are acquired because a targeted selector is 

referenced somewhere in the transaction - NSA acquires not only the discrete communication 
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that references the tasked selector, but also in many cases the contents of other discrete 

communications that do not reference the tasked selector and to which no target is a party. ~ 

May 2 Letter at 2-3 By acquiring such MCTs, NSA likely 

acquires tens of thousands of additional communications of non-targets each year, many of 

whom have no relationship whatsoever with the user of the tasked selector. While the Court has 

concerns about NSA's acquisition of these non-target communications, the Court accepts the 

government's representation that the "sole reason [a non-target's MCI] is selected for 

acquisition is that it contains the presence of a tasked selector used by a person who has been 

subjected to NSA's targeting procedures." June I Submission at 4. Moreover, at the time of 

acquisition, NSA's upstream collection devices often lack the capability to detennine whether a 

transaction contains a single communication or multiple communications, or to identify the 

parties to any particular communication within a transaction. See id. Therefore, the Court has 

no reason to believe that NSA, by acquiring Internet transactions containing multiple 

communications, is targeting anyone other than the user of the tasked selector. & United States 

v. Chemical Found .. Inc., 272 U.S. I, 14-15 (1926) ("The presumption of regularity supports the 

official acts of public officers, and, in the absence of clear evidence to the contrary, courts 

presume that they have properly discharged their official duties."). 

b. Acquisition of Wholly Domestic Communications 

NSA's acquisition of Internet transactions complicates the analysis required by Section 

1881a(d)(l)(B), since the record shows that the government knowingly acquires tens of 

thousands of wholly domestic communications each year. At first blush, it might seem obvious 
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that targeting procedures that permit such acquisitions could not be "reasonably designed , .. to 

prevent the intentional acquisition of any communication as to which the sender and all intended 

recipients are known at the time of the acquisition to be located in the United States." 50 U.S.C. 

§ 1881a(d)(l )(B). However, a closer examination of the language of the statute leads the Court 

to a different conclusion. 

The government focuses primarily on the "intentional acquisition" language in Section 

188 la( d)(l )(B). Specifically, the government argues that NSA is not "intentionally" acquiring 

wholly domestic communications because the government does not intend to acquire transactions 

containing communications that are wholly domestic and has implemented technical means to 

prevent the acquisition of such transactions. ~June 28 Submission at 12. This argument fails 

for several reasons. 

NSA targets a person under Section 702 certifications by acquiring communications to, 

from, or about a selector used by that person. Therefore, to the extent NSA's upstream collection 

devices acquire an Internet transaction containing a single, discrete communication that is to, 

from, or about a tasked selector, it can hardly be said that NSA's acquisition is "unintentional.'' 

In fact, the government has argued, and the Court has accepted, that the government intentionally 

acquires communications to and from a target, even when NSA reasonably - albeit mistakenly-

believes that the target is located outside the United States. See Docket No. 

With respect to MCTs, the sole reason NSA acquires such transactions is the presence of 

a tasked selector within the transaction. Because it is technologically infeasible for NSA's 
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upstream collection devices to acquire only the discrete communication to, from, or about a 

tasked selector that may be contained within an MCT, powever, the government argues that the 

only way to obtain the fureign intelligence information found within the discrete communication 

is to acquire the entire transaction in which it is contained. June l Submission at 21. As a result, 

the government intentionally acquires all discrete communications within an MCT, including 

those that are not to, from or about a tasked selector. m June 28 Submission at 12, 14; see also 

Sept. 7, 2011 Hearing Tr. at 33-34. 

The fact that NSA's technical measures cannot prevent NSA from acquiring transactions 

containing wholly domestic communications under certain circumstances does not render NSA 's 

acquisition of those transactions "unintentional." The government repeatedly characterizes such 

acquisitions as a "failure" ofNSA' s "technical means." June 28 Submission at 12; see also Sept. 

7, 2011 Hearing Tr. at 35-36. However, there is nothing in the record to suggest thatNSA's 

technical means are malfunctioning or otherwise failing to operate a.~ designed. Indeed, the 

government readily concedes that NSA will acquire a wholly domestic "about" communication if 

the transaction containing the communication is routed through an intemational Internet link 

being monitored by NSA or is routed through a foreign server. ~June I Submission at 29. 

And in the case ofMCTs containing wholly domestic communications that are not to, from, or 

about a tasked selector, NSA has no way to determine, at the time of acquisition, that a particular 

communication within an MCT is wholly domestic. ~ i.Q, Furthermore, now that NSA's 

manual review of a sample ofits upst!'eam collection has confirmed that NSA likely acquires 

tens of thousands of wholly domestic communications each year, there is no question that the 
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government is knowingly acquiring Internet transactions that contain wholJy domestic 

communications through its upstream colJection.43 

The government argues that an NSA analyst's post-acquisition discovery that a particular 

Internet transaction contains a wholly domestic communication should retroactively render 

NSA's acquisition of that transaction "unintentional." June 28 Submission at 12. Tb.at argument 

is unavailing. NSA's collection devices are set to acquire transactions that contain a reference to 

the targeted selector. When the collection device acquires such a transaction, it is functioning 

precisely as it is intended, even when the transaction includes a wholly domestic communication. 

The language of the statute makes clear that it is the government's intention at the time of 

acquisition that matters, and the govetnment conceded as much at the hearing in this matter. 

Sept. 7, 2011 Hearing Tr. at 37-38. 

Accordingly, the Court finds that NSA intentionally acquires Internet transactions that 

reference a tasked selector through its upstream collection with the knowledge that there are tens 

of thousands ofwholJy domestic communications contained within those transactions. But this 

is not the end of the analysis. To return to the language of the statute, NSA's targeting 

procedures must be reasonably designed to prevent the intentiol.llll acquisition of"JIDY 

communication as to which the sender and all intended recipients are known at the time of 

43 It is generally settled that a person intends to produce a consequence either (a) when he 
acts with a purpose of producing that consequence or (b) when he acts knowing that the 
consequence is substantially certain to occur. Restatement (Third) of Torts§ 1 (2010); see also 
United States v. Dyer, 589 F.3d 520, 528 (1st Cir. 2009) (in criminal law, "'intent' ordinarily 
requires only that the defendant reasonably knew the proscribed result would occur"), £ll[l,, 
denied, 130 S. Ct. 2422 (2010). 
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acquisition to be located in the United States." 50 U.S.C. § I 88la(d)(l)(B) (emphasis added). 

The underscored language requires an acquisition-by-acquisition inquiry. Thus, the Court must 

consider whether, at the time NSA intentionally acquires a transaction through its upstream 

collection, NSA will know that the sender and all intended recipients of any particular 

communication within that transaction are located in the United States. 

Presently, it is not technically possible for NSA to configure its upstream collection 

devices 

the practical 

effect of this technological limitation is that NSA cannot know at the time it acquires an Internet 

transaction whether the sender and all intended recipients of any particular discrete 

communication contained within the transaction are located inside the United States. 

44 ~ fil!IID!, note 33. 
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Given that NSA's upstream collection devices lack the capacity to detect wholly domestic 

communications at the time an Internet transaction is acquired, the Court is inexorably led to the 

conclusion that the targeting procedures are "reasonably designed" to prevent the intentional 

acquisition of any communication as to which the sender and all intended recipients are known at 

the time of the acquisition to be located in the United States. This is true despite the fact that 

NSA knows with certainty that the upstream collection, viewed as a whole, results in the 

acquisition of wholly domestic communications. 

By expanding its Section 702 acquisitions to include the acquisition of Internet 

transactions through its upstream collection, NSA has, as a practical matter, circumvented the 

spirit of Section 1881 a(b )( 4) and ( d)(l) with regard to1that collection. NSA' s knowing 

acquisition of tens of thousands of wholly domestic communications through its upstream 

collection is a cause of concern for the Court. But the meaning of the relevant statutory provision 

is clear and application to the facts before the Court does not lead to an impossible or absurd 

result. The Court's review does not end with the targeting procedures, however. The Court must 

TOP 8i:CRE1WCOP.llNT.'/ORCON,NOFOR."' 
Page48 

NSA-WIKI 00196 

Case 1:15-cv-00662-TSE   Document 125-30   Filed 03/26/18   Page 49 of 82



TOP Sl!lCR:MY/€0l\HN1YIORCON,NOFORN 

also consider whether NSA' s minimization procedures are consistent with § 1881 a( e )(1) and 

whether NSA 's targeting and minimization procedures are consistent with the requirements of 

the Fourth Amendment. 

3. NSA' s Minimization Procedures, As AruiHed to MCis in the Manner 
Propose<! by the Government. Do Not Meet FISA's Definition of 
"Minimization Procedures" 

The Court next considers whether NSA's minimization procedures, as the government 

proposes to apply them to Internet transactions, meet the statutory requirements. As noted above, 

50 U.S.C. § 188la(e)(I) requires that the minimization procedure.~ "meet the definition of 

minimization procedures under [50 U.S.C. §§] 180l(h) or 1821(4) .... " That definition requires 

"specific procedures, which shall be adopted by the Attorney General, that are reasonably 

designed in light of the purpose and technique of the particular [surveillance or physical search], 

to minimize the acquisition and retention, and prohibit the dissemination, of nonpublicly 

available infonnation concerning unconsenting United States persons consistent with the need of 

the United States to obtain, produce, and disseminate foreign intelligence information." 50 

U.S.C. §§ 1801(h)(l) & 1821(4)(A). For the reasons stated below, the Court concludes that 

NSA's minimization procedures, as applied to MCTs in the manner proposed by the government, 

do not meet the statutory definition in all respects. 

a. The Minimization Framework 

NSA's minimization procedures do not expressly contemplate the acquisition ofMCTs, 

and the language of the procedures does not lend itself to straightforward application to MCTs. 

Most notably, various provisions of the NSA minimization procedures employ the term 
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"communication" as an operative term. As explained below, for instance, the rules governing 

retention, handling, and dissemination vary depending whether or not a communication is 

deemed to constitute a "domestic communication" instead of a "foreign communication,"~ 

NSA Minimization Procedures§§ 2(e), 5, 6, 7; a communication "of' or "concerning'' a U.S. 

person,~ id.§§ 2(b)·(c), 3(b)(l)-(2), 3(c); a "communication to, from, or about a target," j!L. 

§ 3(b)(4); or a "communication ... reasonably believed to contain foreign intelligence 

information or evidence of a crime," i!L. But MCTs can be fairly described as communications 

that contain several smaller communications. Applying the terms of the NSA minimization 

procedures to MCTs rather than discrete communications can produce very different results. 

In a recent submission, the government explained how NSA proposes to apply its 

minimization procedures to MCTs. See Aug. 30 Submission at 8-11.4' Before discussing the 

measures proposed by the government for handling MCTs, it is helpful to begin with a brief 

overview of the NSA minimization procedures themselves. The procedures require that all 

acquisitions "will be conducted in a manner designed, to the greatest extent feasible, to minimize 

the acquisition of information not relevant to the authorized purpose of the collection." NSA 

45 Although NSA has been collecting MCTs since before the Court's approval of the first 
Section 702 certification in 2008, ~June I Submission at 2, it has not, to date, applied the 
measures proposed here to the fruits of its upstream collection. Indeed, until NSA's manual 
review of a six-month sample of its upstream collection revealed the acquisition of wholly 
domestic communications, the government asserted that NSA had never found a wholly domestic 
communication in its upstream collection. ~ iQ, 
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Minimization Procedures § 3(a).~6 Following acquisition, the procedures require that, "[a]s a 

communication is reviewed, NSA analyst(s) will detennine whether it is a domestic or foreign 

communication to, from, or about a target and is reasonably believed to contain foreign 

intelligence information or evidence of a crime." Id. § 3(b )( 4). "Foreign communication means 

a communication that has at least one communicant outside of the United States." Id.§ 2(e). 

"All other conununications, including communications in which the sender and all intended 

recipients are reasonably believed to be located in the United States at the time of acquisition, are 

domestic communications." Id. In addition, domestic communications include "[a]ny 

communications acquired through the targeting of a person who at the time of targeting was 

reasonably believed to be located outside the United States but is in fact located inside the United 

States at the time such communications were acquired, and any communications acquired by 

targeting a person who at the time of the targeting was believed to be a non-United States person 

but was in fact a United States person .... " Id. § 3(d)(2). A domestic communication must be 

"promptly destroyed upon recognition unless the Director (or Acting Director) ofNSA 

specifically determines, in writing, thaf' the communication contains foreign intelligence 

46 Of course, NSA 's separate targeting procedures, discussed above, also govern the 
manner in which communications are acquired. 
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information or evidence of a crime, or that it falls into another narrow exception permitting 

retention. See ilk § 5 .4' 

Upon dete1mining that a communication is a "foreign communication," NSA must decide 

whether the communication is "of' or "concerning" a United States person. ML. § 6. 

"Communications of a United States person include all communications to which a United States 

person is a party." Id. § 2(c), "Communications concerning a United States person include all 

communications in which a United States person is discussed or mentioned, except where such 

communications reveal only publicly-available information about the person." ML.§ 2(b). 

A foreign communication that is of or concerning a United States person and that is 

determined to contain neither foreign intelligence info1mation nor evidence of a crime must be 

destroyed "at the earliest practicable point in the processing cycle," and "may be retained no 

longer than five years from the expiration date of the certification in any event." ML.§ 3(b)(l).4" 

47 Once such a determination is made by the Director, the domestic communications at 
issue are effectively treated as "foreign communications" for purposes of the rules regarding 
retention and dissemination. 

48 Although Section 3(b)(l) by its terms applies only to "inadvertently acquired 
communications of or concerning a United States person," the government has informed the 
Comt that this provision is intended to apply, and in practice is applied, to llll foreign 
communications of or concerning United States persons that contain neither foreign intelligence 
information nor evidence of a clime, Docket No. 702(i)-08-0 !, Sept. 2, 2008 Notice of 
Clarification and Correction at 3-5. Moreover, Section 3(c) of the procedures separately provides 
that foreign communications that do not qualify for retention and that '~are known to contain 
communications of or concerning United States persons will be destroyed upon recognition," 
and, like unreviewed communications, "may be retained no longer than five years from the 

(continued ... ) 
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A foreign communication that is of or concerning a United States person may be retained 

indefinitely if the "dissemination of such communications with reference to such United States 

persons would be permitted" under the dissemination provisions that are discussed below, or if it 

contains evidence of a crime. !Ii.§ 6(a)(2)-(3). If the retention of a foreign communication of or 

concerning a United States person is "necessary for the maintenance of technical databases," it 

may be retained for five years to allow for technical exploitation, or for longer than five years if 

more time is required for decryption or !fthe NSA Signals Intelligence Director "determines in 

writing that retention for a longer period is required to respond to authorized foreign intelligence 

or counterintelligence requirements." Ill..§ 6(a)(l). 

As a general rule, "[a] report based on communications of or concerning a United States 

person may be disseminated" only "ifthe identity of the United States person is deleted and a 

generic tenn or symbol is substituted so that the information cannot reasonably be connected 

with an identifiable United States person." !Ii.§ 6(b). A report including the identity of the 

United States person may be provided to a "recipient requiring the identity of such person for the 

pe1fonnance of official duties," but only if at least one of eight requirements is also met - for 

instance, if"the identity of the United States person is necessary to understand foreign 

intelligence infonnation or assess its importance," or if "information indicates the United States 

48( ... continued) 
expiration date of the certification authorizing the collection in any event." 
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person may be . .. an agent of a foreign power'' or that he is "engaging in international terrorism 

activities." IQ..49 

b. Proposed Minimization Measures for MCTs 

The government proposes that NSA 's minimization procedures be applied to MCTs in 

the following manner. After acquisition, upstream acquisitions, including MCTs, will reside in 

NSA repositories until they are accessed (~. in response to a query) by an NSA analyst 

performing his or her day-to-day work. NSA proposes adding a "cautionary banner" to the tools 

its analysts use to view the content of communications acquired through up~eam collection 

under Section 702. ~Aug. 30 Submission at 9. The banner, which will be "broadly displayed 

on [such] tools," will "direct analysts to consult guidance on how to identify MCTs and how to 

handle them." 14.. at 9 & n.6.50 Analysts will be trained to identify MCTs and to recognize 

wholly domestic communications contained within MCTs. ~:KL. at 8-9. 

When an analyst identifies an upstream acquisition as an MCT, the analyst will decide 

whether or not he or she "seek[s] to use a discrete communication within [the] MCT," 

49 The procedures also pennit NSA to provide unminimized communications to the CIA 
and FBI (subject to their own minimization procedures), and to foreign governments for the 
limited purpose of obtaining ''technical and linguistic assistance." NSA Minimization 
Procedures§§ 6(c), 8(b). Neither of these provisions has been used to share upstream 
acquisitions. Sept. 7, 2011 Hearing Tr. at 61-62 . . 

$() The banner will not be displayed for commwiications that "can be first identified 
through technical means where the active user is NSA's tasked selector or that contain only a 
single, discrete communication based on particular stable 'and well-known protocols." Aug. 30 
Submission at 9 n.6. ~ infm, note 27, and fil!lllll, note 54. 
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presumably by reviewing some or all of the MCT's contents. I>!. at 8.51 "NSA analysts seeking 

to use a discrete communication contained in an MCT (for example, in a FISA application, 

intelligence report, or Section 702 targeting) will assess whether the discrete communication is 

to, from, or about a tasked selector." I>!. The following framework will then be applied: 

• If the discrete communication that the analyst seeks to use is to, from, or about a tasked 
selector, "any U.S. person inforination in that communication will be handled in 
accordance with the NSA minimization procedures." I>!. Presumably, this means that the 
discrete communication will be treated as a "foreign communication" that is "of' or 
"concerning" a United States person, as described above. The MCT containing that 
communication remains available to analysts in NSA's repositories without any marking 
to indicate that it has been identified as an MCT or as a transaction containiug United 
States person information. 

• If the discrete communication sought to be used is not to, from, or about a tasked 
selector, and also not to or from an identifiable United States person, "that 
communication (including any U.S. person information therein) will be handled in 
accordance with the NSA minimiz.ation procedures." I>!. at 8-9.52 Presumably, this 
means that the discrete communication will be treated as a "foreign communication" or, if 
it contains information concerning a United States person, as a "foreign communication" 
"conceming a United States person,'' as described above. The MCT itselfremains 
available to analysts in NSA's repositories without any marking to indicate that it has 
been identified as an MCT or that it contains one or more communications that are not to, 
from, or about a targeted selector. 

si A transaction that is identified as an SCT rather than an MCT must be handled in 
accordance with the standard minimization procedures that are discussed above. 

" The Court understands that absent contrary information, NSA treats the user of an 
account who appears to be located in the United States as "an identifiable U.S. person." ~ 
Aug. 30 Submission at 9 n. 7 ("To help determine whether a discrete communication not to, from, 
or about a tasked selector is to or from a U.S. person, NSA would perform the same sort of 
technical analysis it would perform before tasking an electronic communications 
account/address/identifier in accordance with its section 702 targeting procedures."). 
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• A discrete communication that is not to, from, or about a tasked selector but that is to or 
from an identifiable United States person "cannot be used for any purpose other than to 
protect against an immediate threat to human life (e.g., force protection or hostage 
situations)." IlL at 9. Presumably, this is a reference to Section 1 of the minimization 
procedures, which allows NSA to deviate from the procedures in such narrow 
circumstances, subject to the requirement that prompt notice be given to the Office of the 
Director ofNational Intelligence, the Department of Justice, and the Court that the 
deviation bas occurred. Regardless of whether or not the discrete communication is used 
for this limited purpose, the MCT itself remains in NSA's databases without any marking 
to indicate that it is an MCT, or that it contains at least one communication that is to or 
from an identifiable United States person. ~ii!.,.; Sept. 7, 2011 Hearing Tr. at 61. 

• If the discrete communication sought to be used by the analyst (or another discrete 
communication within the MCT) is recognized as being wholly domestic, the entire MCT 
will be purged from NSA's systems. ~Aug. 30 Submission at 3. 

c. Statutory Analysis 

i. Acquisition 

The Court first considers how NSA's proposed handling of MCTs bears on whether 

NSA's minimization procedures are "reasonably designed in light of the purpose and technique 

of the particular surveillance, to minimize the muisitjon ... ofnonpublicly available 

information concerning unconsenting United States persons consistent with the need of the 

United States to obtain, produce, and disseminate foreign intelligence infonnation." ~ 50 

U.S.C. § 180l(h)(l) (emphasis added). Insofar as NSA likely acquires approximately 2,000-

10,000 MCTs each year that contain at least one wholly domestic communication that is neither 

to, from, nor about a targeted selector,53 and tens of thousands of conununications of or 

" As noted above, NSA's upstream collection also likely results in the acquisition of tens 
(continued ... ) 
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concerning United States persons with no direct connection to any target, the Court has serious 

concerns, The acquisition of such non-target communications, which are highly unlikely to have 

foreign intelligence value, obviously does not by itself serve the government's need to "obtain, 

produce, and disseminate foreign intelligence infonnation." ~ 50 U.S.C. § 180l(h)(l). 

The government submits, however, that the portions of MCTs that contain references to 

targeted selectors are likely to contain foreign intelligence infonnation, and that it is not feasible 

for NSA to limit its collection only to the relevant portion or portions of each MCT - i&,, the 

particular discrete communications that are to, from, or about a targeted selector. The Court 

53( ... continued) 
of thousands of wholly domestic SCTs that contain references to tar eted selectors. ~ 

es 33-34 & note 33 (discussing the limits 
Although the collection of wholly 

domestic "about" SCTs is troubling, they do not raise the same minimization-related concerns as 
discrete, wholly domestic communications that are neither to, from, nor about targeted selectors, 
or as discrete communications of or concerning United States persons with no direct connection 
to any target, either of which may be contained within MCTs. The Court has effectively 
concluded that certain communications containing a reference to a targeted selector are 
reasonably likely to contain foreign intelligence information, including communications between 
non-target accounts that contain the name of the targeted facility in the body of the message. & 
Docket No. 07-449, May 31, 2007 Primary Order at 12 (finding probable cause to believe that 
certain "about" communications were ''themselves being sent and/or received by one of the 
targeted foreign powers"). Insofar as the discrete, wholly domestic "about" communications at 
issue here are communications between non-target accounts that contain the name of the targeted 
facility, the same conclusion applies to them. Accordingly, in the language ofFISA's definition 
of minimization procedures, the acquisition of wholly domestic communications about targeted 
selectors will generally be "consistent with the need of the United States to obtain, produce, and 
disseminate foreign intelligence information." m 50 U.S.C. 1801(h)(l). Nevertheless, the 
Court understands that in the event NSA identifies a discrete, wholly domestic "about" 
communication in its databases, the communication will be destroyed upon recognition. See 
NSA Minimization Procedures§ 5. 
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accepts the government's assertion that the collection ofMCTs yields valuable foreign 

intelligence i11fonnation that by its nature cannot be acquired except through upstream collection. 

m Sept. 7, 201 l Hearing Tr. at 69-70, 74. For purposes of this discussion, the Court further 

accepts the government's assertion that it is not feasible for NSA to avoid the collection ofMCTs 

as part of its upstream collection or to limit its collection only to the specific portion or portions 

of each transaction that contains the targeted selector. See ill,. at 48-50; June 1 Submission at 

27.'~ The Court therefore concludes that NSA's minimization procedures are, given the current 

state of NSA 's technical capability, reasonably designed to minimize the acquisition of 

nonpublicly available information concerning unconsenting United States persons consistent with 

the need of the United States to obtain, produce, and disseminate foreign intelligence 

information. 

In any event, it is incumbent upon NSA to continue working to enhance its capability to 
limit acquisitions only to targeted communications. 
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ii. Retention 

The principal problem with the government's 'proposed handling ofMCTs relates to what 

will occur, and what will nQ1 occur, following acquisition. As noted above, the NSA 

minimization procedures generally require that, "[a]s a communication is reviewed, NSA 

analyst(s) will determine whether it is a domestic or foreign communication to, from, or about a 

target and is reasonably believed to contain foreign intelligence information or evidence of a 

crime,"~ NSA Minimization Procedures § 3(b)( 4), so that it can be promptly afforded the 

appropriate treatment under the procedures. The measures proposed by the government for 

MCTs, however, largely dispense with the requirement of prompt disposition upon initial review 

by an analyst. Rather than attempting to identify and segregate information "not relevant to the 

authorized purpose of the acquisition" or to destroy such information promptly following 

acquisition, NSA's proposed handling ofMCTs tends to maximize the retention of such 

information, including information of or concerning United States persons with no direct 

connection to any target. ~lil. § 3(b)(l). 

The proposed measures focus almost exclusively on the discrete communications within 

MCTs that analysts decide, after review, that they wish to use. m Aug. 30 Submission at 8-10. 

An analyst is not obligated to do anything with other portions of the MCT, including any wholly 

domestic discrete communications that are not immediately recognized as such, and 

communications of or concerning United States persons that have no direct connection to the 

targeted selector. ~ li!,,; Sept. 7, 2011 Hearing Tr. at 61. If, after reviewing the contents of an 
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entire MCT, the analyst decides that he or she does not wish to use any discrete communication 

contained therein, the analyst is not obligated to do anything unless it is immediately apparent to 

him or her that the MCT contains a wholly domestic communication (in which case the entire 

MCT is deleted).55 ~Aug. 30 Submission at 8-10. 

Except in the case of those recognized as containing at least one wholly domestic 

communication, MCTs that have been reviewed by analysts remain available to other analysts in 

NSA's repositories without any marking to identify them as MCTs. See kl,; Sept. 7, 2011 

Hearing Tr. at 61. Nor will MCTs be marked to identify them as containing discrete 

communications to or from United States persons but not to or from a targeted selector, or to 

indicate that they contain United States person information. See Aug. 30 Submission at 8-1 O; 

Sept. 7, 2011 Hearing Tr. at 61. All MCTs except those identified as containing one or more 

wholly domestic communications will be retained for a minimum of five years. The net effect is 

that thousands of wholly domestic communications (those that are never reviewed and those that 

are not recognized by analysts as being wholly domestic), and thousands of other discrete 

55 The government's submissions make clear that, in many cases, it will be difficult for 
analysts to determine whether a discrete communication contained within an MCT is a wholly 
domestic communication. NSA's recent manual review of a six-month representative sample of 
its upstream collection demonstrates how challenging it can be for NSA to recognize wholly 
domestic communications, even when the agency's full attention and effort are directed at the 
task. See generally Aug. 16 and Aug. 30 Submissions. It is doubtful that analysts whose 
attention and effort are focused on identifying and analyzing foreign intelligence information will 
be any more successful in identifying wholly domestic communications. Indeed, each year the 
government notifies the Court of numerous compliance incidents involving good-faith mistakes 
and omissions by NSA personnel who work with the Section 702 collection. 
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communications that are not to or from a targeted selector but that are to, from, or concerning a 

United States person, will be retained by NSA for at least five years, despite the fact that they 

have no direct connection to a targeted selector and, therefore, are unlikely to contain foreign 

intelligence information. 

It appears that NSA could do substantially more to minimize the retention of 

information concerning United States persons that is unrelated to the foreign intelligence purpose 

of its upstream collection. The government has not, for instance, demonstrated why it would not 

be feasible to limit access to upstream acquisitions to a smaller group of specially-trained 

analysts who could develop expertise in identifying and scrutinizing MCTs for wholly domestic 

communications and other discrete communications of or concerning United States persons. 

Alternatively, it is unclear why an analyst working within the framework proposed by the 

government should not be required, after identifying an MCT, to apply Section 3(b)(4) of the 

NSA minimization procedures to each discrete communication within the transaction. As noted 

above, Section 3(b)(4) states that "[a]s a communication is reviewed, NSA analyst(s) will 

determine whether it is a domestic or foreign communication to, from, or about a target and is 

reasonably believed to contain foreign intelligence information or evidence of a crime." NSA 

Minimization Procedures§ 3(b)(4). IftheMCTcontains inforrnation "of' or"conceming'' a 

United States person within the meaning of Sections (2)(b) and (2)(c) ofthe NSA minimization 

procedures, it is unclear why the analyst should not be required to mark it to identify it as such. 

At a minimum, it seems that the entire MCT could bC marked as an MCT. Such markings would 
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alert other NSA personnel who might encounter the MCT to take care in reviewing it, thus 

reducing the risk of error that seems to be inherent in the measures proposed by the government, 

which are applied by each analyst, acting alone and without the benefit of his or her colleagues' 

prior efforts. 56 Another potentially helpful step might be to adopt a shorter retention period for 

MCTs and unreviewed upstream communications so that such information "ages off" and is 

deleted from NSA' s repositories in less than five years. 

This discussion is not intended to provide a checklist of changes that, if made, would 

necessarily bring NSA's minimization procedures into compliance with the statute. Indeed, it 

may be that some of these measures are impracticable, and it may be that there are other pla11Sible 

(perhaps even better) steps that cowd be taken that are not mentioned here. But by not fully 

exploring such options, the government has failed to demonstrate that it has struck a reasonable 

balance between its foreign intelligence needs and the requirement that information concerning 

United States persons be protected. Under the circumstances, the Court is unable to find that, as 

applied to MCTs in the manner proposed by the govenunent, NSA's minimization procedures 

are "reasonably designed in light of the purpose and technique of the particular surveillance to 

minimize the ... retention ... of nonpublicly available information concerning unconsenting 

56 The government recently acknowledged that "it's pretty clear that it would be better" if 
NSA used such markings but that "[t]he feasibility of doing that [had not yet been] assessed." 
Sept. 7, 2011 Hearing Tr. at 56. 
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United States persons consistent with the need of the United States to obtain, produce, and 

disseminate foreign intelligence information."" ~ 50 U.S.C. §§ 180l(h)(l) & 1821(4)(A). 

iii. Dissemination 

The Court next turns to dissemination. At the outset, it must be noted that PISA imposes 

a stricter standard for dissemination than for acquisition or retention. While the statute requires 

procedures that are reasonably designed to "minimize" the acquisition and retention of 

information concerning United States persons consistent with the need of the United States to 

obtain, produce, and disseminate foreign intelligence information, the procedures must be 

reasonably designed to "prohibit" the dissemination of information concerning United States 

persons consistent with that need. See 50 U.S.C. § 1801(h)(l) (emphasis added). 

57 NSA's minimization procedures contain two provisions that state, in part, that "[t]he 
communications that ma be retained b NSA include electronic communications acquired 
because of limitations 

. The government further represented that it "ha[d] not seen" such a 
circumstance in collection under the Protect America Act ("PAA"), which was the predecessor to 
Section 702. Id. at 29, 30. And althoughNSA apparently was acquiring Internet transactions 
under the PAA, the government made no mention of such acquisitions in connection with these 
provisions of the minimization procedures (or otherwise). See .i>I, at 27-31. Accordingly, the 
Court does not read this language as purporting to justify the procedures proposed by the 
government for MCTs. In any event, such a reading would, for the reasons stated, be 
inconsistent with the statutory requirements for minimization. 
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As the Cowt understands it, no United States-person-identifying infonnation contained in 

any MCT will be disseminated except in accordance with the general requirements ofNSA's 

minimization procedures for "foreign communications" "of or concerning United States persons" 

that are discussed above. Specifically, "[a] report based on communications of or concerning a 

United States person may be disseminated" only "if the identity of the United States person is 

deleted and a generic term or symbol is substituted so that the information cannot reasonably be 

connected with an identifiable United States person." NSA Minimization Procedures § 6(b). A 

report including the identity of the United States person may be provided to a "recipient requiring 

the identity of such person for the performance of official duties," but only if at least one of eight 

requirements is also met - for instance, if "the identity of the United States person is necessary to 

understand foreign intelligence information or assess its importance." IQ/8 

This limitation on the dissemination of United States-person-identifying information is 

helpful. But the pertinent portion ofFISA's definition of minimization procedures applies not 

merely to information that identifies United States persons, but more broadly to the 

dissemination of"information concerning unconsenting United States persons." 50 U.S.C. § 

1801(h)(l) (emphasis added).59 The government has proposed several additional restrictions that 

58 Although Section 6(b) uses the term "report," the Court understands it to apply to the 
dissemination of United States-person-identifying information in any form. 

59 Another provision of the definition of minimization procedures bars the dissemination 
of information {other than certain fonns of foreign intelligence information) "in a manner that 

{continued ... ) 
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will have the effect of limiting the dissemination of"nonpublicly available infonnation 

concerning unconsenting United States persons consistent with the need of the United States to 

disseminate foreign intelligence information." Il;h First, as noted above, the government will 

destroy MCTs that are recognized by analysts as containing one or more discrete wholly 

domestic communications, Second, the government has asserted that NSA will not use any 

discrete comrounication within an MCT that is determined to be to or from a United States 

person but not to, from, or about a targeted selector, except when necessary to protect against an 

immediate threat to human life. ~ Aug. 30 Submission at 9. The Court understands this to 

mean, among other things, that no information from such a communication wiJI be disseminated 

in any form unless NSA determines it is necessary to serve this specific purpose. Third, the 

government has represented that whenever it is unable to confinn that at least one party to a 

discrete communication contained in an MCT is located outside the United States, it will not use 

any information contained in the discrete communication. See Sept. 7, 2011 Hearing Tr, at 52. 

The Court understands this limitation to mean that no information from such a discrete 

communication will be disseminated by NSA in any form. 

Communications as to which a United States person or a person inside the United States 

59(. .. continued) 
identifies any United States person," except when the person's identity is necessary to understand 
foreign intelligence information or to assess its importance. ~ 50 U,S,C, §§ 1801(h)(2), 
1821(4)(b). Congress's use of the distinct modifying terms "concerning" and "identifying" in 
two adjacent and closely-related provisions was presumably intended to have meaning, ~. ~. 
Russello y. United States. 464 U,S, 16, 23 (1983). 
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is a party are more likely than other communications to contain infonnation concerning United 

States persons. And when such a communication is neither to, from, nor about a targeted facility, 

it is highly unlikely that the "need of the United States to disseminate foreign intelligence 

information" would be served by the dissemination of United States-person infonnation 

contained therein. Hence, taken together, these measures will tend to prohibit the dissemination 

of infonnation concerning unconsenting United States persons when there is no foreign-

intelligence need to do so.60 Of course, the risk remains that infonnation concerning United 

States persons will not be recognized by NSA despite the good-faith application of the measures 

it proposes. But the Court cannot say that the risk is so great that it undennines the 

reasonableness of the measures proposed by NSA with respect to the dissemination of 

infonnation concerning United States persons.61 Accordingly, the Court concludes that NSA's 

60 Another measure that, on balance, is likely to mitigate somewhat the risk that 
information concerning United States persons will be disseminated in the absence of a forcign-
intelligence need is the recently-proposed prohibition on running queries of the Section .702 
upstream collection using United States-person identifiers. ~Aug. 30 Submission at 10~ 11. 
To be sure, any query, including a query based on non~United States-person infonnation, could 
yield United States-person information. Nevertheless, it stands to reason that queries based on 
information concerning United States persons are at least somewhat more likely than other 
queries to yield United States-person infonnation. Insofar as information concerning United 
States persons is not made available to analysts, it cannot be disseminated. Of course, this 
querying restriction does not address the retention problem that is discussed above. 

61 In reaching this conclusion regarding the risk that information concerning United 
States persons might be mistakenly disseminated, the Court is mindful that by taking additional 
steps to minimize the retention of such infonnation, NSA would also be reducing the likelihood 
that it might be dis.cieminated when the government has no foreign intelligence need to do so. 
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minimization procedures are reasonably designed to "prohibit the dissemination[] of nonpublicly 

available information concerning unconsenting United States persons consistent with the need of 

the United States to ... disseminate foreign intelligence information." ~ 50 U.S.C. 

§ 180J(h)(l).62 

4. NSA'S Tameting and Minimization Procedures Do Not. as 
Awlied to l!pstteam Collection that Includes MCTs. Satisfy the 
Requirements of the Fourth Amendment 

The final question for the Court is whether the targeting and minimization procedures are, 

as applied to upstream collection that includes MCTs, consistent with the Fourth Amendment, 

~ 50 U.S.C. § 188la(iX3)(A)-(B). The Fourth Amendment provides: 

The right of the people to be secure in their persons, houses, papers, and 
effects, against unreasonable searches and seizures, shall not be violated, and no 
Warrants shall issue, but upon probable cause, supported by Oath or affirmation, 
and particularly describing the place to be searched, and the persons or things to 
be seiz.ed. 

The Court has assumed in the prior Section 702 Dockets that at least in some 

circumstances, account holders have a reasonable expectation of privacy in electronic 

communications, and hence that the acquisition of such communications can result in a "search" 

or "seizure" within the meaning of the Fourth Amendment. ~.~Docket No. -

. The government accepts the proposition that the acquisition of 

62 The Court further concludes that the NSA minimization procedures, as the government 
proposes to apply them to MCTs, satisfy the requirements of 50 U.S.C. §§ l80l(hX2)-(3) and 
1821(4)(B)-(C). mfilllm!,note59(discussing50U.S.C. §§ 1801(1!)(2)& 1821(4)(B)). The 
requirements of 50 U.S.C. §§ 1801(11)(4) and J 821(4)(0) are inapplicable here. 
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electronic communications can result in a "search" or "seizure" under the Fourth Amendment. 

See Sept. 7, 2011 Hearing Tr. at 66. Indeed, the government has acknowledged in prior Section 

702 matters that the acquisition of communications from facilities used by United States persons 

located outside the United States "must be in conformity with the Fourth Amendment." Docket 

Nos . The same is true 

of the acquisition of communications from facilities used by United States persons and others 

within the United States. See United States v. Verdugo-Urquidez, 494 U.S. 259, 271 (1990) 

(recognizing that "aliens receive constitutional protections when they have come within the 

territory of the United States and developed substantial com1ections with this country"). 

a. The Warrant Requirement 

The Court has previously concluded that the acquisition of foreign intelligence 

information pursuant to Section 702 falls within the "foreign intelligence exception" to the 

warrant requirement of the Fourth Amendment. See Docket No. 

. The government's recent revelations regarding NSA 's acquisition of MCTs 

do not alter that conclusion. To be sure, the Court now understands that, as a result of the 

transactional nature of the upstrean1 collection, NSA acquires a substantially larger number of 

communications of or concerning United States persons and persons inside the United States 

than previously understood. Nevertheless, the collection as a whole is still directed at-

conducted for the purpose of national security - a 
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purpose going '"well beyond any garden-variety law enforcement objective.'" ~ ilh (quoting 

In re Directives, Docket No. 08-01, Opinion at 16 (FISA Ct. Rev. Aug. 22, 2008) (hereinafter 

"In re Directives")).63 Further, it remains true that the collection is undertaken in circumstances 

in which there is a '"high degree of probability that requiring a warrant would hinder the 

government's ability to collect time-sensitive information and, thus, would impede the vital 

national secu!'ity interests that are at stake."' lit at 36 (quoting In re Directives at 18). 

Accordingly, the government's revelation that NSA acquires MCTs as part of its Section 702 

upstream collection does not disturb the Court's prior conclusion that the government is not 

required to obtain a warrant before conducting acquisitions under NSA's targeting and 

minimization procedures. 

b. Reasonableness 

The question therefore becomes whether, taking into account NSA's acquisition and 

proposed handling of MCTs, the agency's targeting and minimization procedures are reasonable 

under the Fourth Amendment. As the Foreign Intelligence Surveillance Court of Review ("Court 

of Review") has explained, a court assessing reasonableness in this context must consider "the 

nature of the government intrusion and how the government intrusion is implemented. The more 

important the government's interest, the greater the intrusion that may be constitutionally 

63 A redacted, de-classified version of the opinion in Jn re Directives is published at 551 
F.3d 1004. The citations herein are to the unredacted, classified version of the opinion. 
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tolerated." In re Directives at 19-20 (citations omitted), quoted in Docket No 

. The court must therefore 

balance the interests at stake. If the protections that are in place for individual 
privacy interests are sufficient in light of the government interest at stake, the 
constitutional scales will tilt in favor of upholding the government's actions. If, 
however, those protections are insufficient to alleviate the risks of government 
error and abuse, the scales will tip toward a finding of unconstitutionality. 

I!:!.. at 20 (citations omitted), quoted in Docket No 

In conducting this balancing, the Court must consider the "totality of the circumstances." Id. at 

19. Given the all-encompassing nature of Fourth Amendment reasonableness review, the 

targeting and minimization procedures are most appropriately considered collectively. ~ 

Docket No. (following the same approach). 64 

The Court has previously recognized that the government's national security interest in 

conducting acquisitions pursuant to Section 702 "'is of the highest order of magnitude."' Docket 

No. (quoting In re Directives at 20). The Court has 

further accepted the government's representations that NSA's upstream collection is '"uniquely 

capable of acquiring certain types of targeted communications containing valuable foreign 

intelligence information."' Docket No. (quoting 

"' Reasonableness review under the Fourth Amendment is broader than the statutory 
assessment previously addressed, which is necessarily limited by the terms of the pertinent 
provisions ofFISA. 
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government filing). There is no reason to believe that the collection of MCTs results in the 

acquisition of Jess foreign intelligence information than the Court previously understood. 

Nevertheless, it must be noted that NSA's upstream collection makes up only a very 

small fraction of the agency's total collection pursuant to Section 702. As explained above, the 

collection of telephone communications under Section 702 is not implicated at all by the 

government's recent disclosures regarding NSA's acquisition ofMCTs. Nor do those disclosures 

affect NSA's collection oflnternet communications directly from Internet service providers. 

, which accounts for approximately 91 % of the Internet 

communications acquired by NSA each year under Section 702. ~ Aug. 16 Submission at 

Appendix A. And the government recently advised that NSA now has the capability, at the time 

of acquisition, to identify approximately 40% of its upstream collection as constituting discrete 

communications (non-MCTs) that are to, from, or about a targeted selector. ~ i!L at I n.2. 

Accordingly, only approximately 5.4% (40% of9"Al) ofNSA's aggregate collection oflnternet 

communications (and an even smaller portion of the total collection) under Section 702 is at 

issue here. The national security interest at stake must be assessed bearing these numbers in 

mind. 

The government's recent disclosures regarding the acquisition ofMCTs most directly 

affect the privacy side of the Fourth Amendment balance. The Court's prior approvals of the 

targeting and minimization procedures rested on its conclusion that the procedures "reasonably 

confine acquisitions to targets who are non-U.S, persons outside the United States," who thus 
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"are not protected by the Fourth Amendment." Docket No 

- The Court's approvals also rested upon the understanding that acquisitions under the 

procedures "will intrude on interests protected by the Fourth Amendment only to the extent that 

(1) despite the operation of the targeting procedures, U.S. persons, or persons actually in the 

United States, are mistakenly targeted; or (2) U.S. persons, or persons located. in the United 

States, are parties to communications to or from tasked selectors (or, in certain circumstances, 

communications that contain a refurence to a tasked selector)." ld. at 38. But NSA's acquisition 

ofMCTs substantially broadens the circumstances in which Fourth Amendment-protected 

interests are intruded upon by NSA's Section 702 collection. Until now, the Court has not 

considered these acquisitions in its Fourth Amendment analysis. 

Both in terms of its size and its nature, the intrusion resulting from NSA 's acquisition of 

MCTs is substantial. The Court now understands that each year, NSA's upstream collection 

likely results in the acquisition of roughly two to ten thousand discrete wholly domestic 

communications that are neither to, from, nor about a targeted selector, as well as tens of 

thousands of other communications that are to or from a United States person or a person in the 

United States but that are neither to, from, nor about a targeted selector.65 In arguing that NSA's 

" As discussed earlier, NSA also likely acquires tens of thousands of discrete, wholly 
domestic communications that are "about" a targeted fucility. Because these communications are 
reasonably likely to contain foreign intelligence information and thus, generally speaking, serve 
the government's foreign intelligence needs, they do not present the same Fourth Amendment 
concerns as the non-target communications discussed here. ~ l!l!ml!. note 53. 
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targeting and minimization procedures satisfy 1he Four1h Amendment notwi1hstanding the 

acquisition ofMCTs, the government stresses that 1he number of protected communications 

acquired is relatively small in comparison to the total number of Internet communications 

obtained by NSA through its upstream collection. That is true enough, given the enonnous 

volume ofintemet transactions acquired by NSA through its upstream collection (approximately 

26.5 million annually). But the number is small only in that relative sense. The Court recognizes 

that the ratio of non-target, Fourth Amendment-protected communications to the total number of 

communications must be considered in the Four1h Amendment balancing. But in conducting a 

review under the Constitution that requires consideration of the totality of the circumstances,~ 

In re Directives at 19, the Court must also take into account the absolute number of non-target, 

protected communications that are acquired. In absolute terms, tens of thousands of non-target, 

protected communications annually is a :ym large number. 

The nature of the intrusion at issue is also an important consideration in the Fourth 

Amendment balancing. ~.e.g., Board of Educ. v. Earls, 536 U.S. 822, 832 (2002); Vernonia 

Sch. Dist. 47Jv. Acton, 515 U.S. 646, 659 (1995). At issue here are the personal 

communications of U.S. persons and persons in the United States. A person's "papers" are 

among the four items that are specifically listed in the Fourth Amendment as subject to 

protection against unreasonable search and seizure. Whether they are transmitted by letter, 
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telephone or e-mail, a person's private communications are akin to personal papers. Indeed, the 

Supreme Court has held that the parties to telephone communications and the senders and 

recipients of written communications generally have a reasonable expectation of privacy in the 

contents of those communications. ~ ~ 389 U.S. at 352; United States v. United States 

Djst. Ct. (Keith), 407 U.S. 297, 313 (1972); United States y. Jacob5en. 466 U.S. 109, 114 (1984). 

The intrusion resulting from the interception of the contents of electronic communications is, 

generally speaking, no less substantial." 

The government stresses that the non-target communications of concern here (discrete 

wholly domestic communications and other discrete communications to or from a United States 

person or a person in the United States that are neither to, from, nor about a targeted selector) are 

acquired incidentally rather than purposefully. ~June 28 Submission at 13-14. Insofar as 

NSA acquires entire MCTs because it lacks the technical means to limit collection only to the 

discrete portion or portions of each MCT that contain a reference to the targeted selector, the 

Court is satisfied that is the case. But as the government correctly recognizes, the acquisition of 

non-target information is not necessarily reasonable under the Fourth Amendment simply 

66 Of course, not every interception by the government of a personal communication 
results in a "search" or "seizure" within the meaning of the Fourth Amendment. Whether a 
particular intrusion constitutes a search or seizure depends on the specific facts and 
circumstances involved. 
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because its collection is incidental to the purpose of the search or surveillance. See id. at 14. 

There surely are circumstances in which incidental intrusions can be so substantial as to render a 

search or seizure unreasonable. To use an extreme example, if the only way for the government 

to obtain communications to or from a particular targeted required also acquiring 

all communications to or from every other , such collection would certainly raise 

very serious Fourth Amendment concerns. 

Here, the quantity and nature of the infonnation that is "incidentally" collected 

distinguishes this matter from the prior instances in which this Court and the Court of Review 

have considered incidental acquisitions. As explained above, the quantity of incidentally-

acquired, non-target, protected communications being acquired by NSA through its upstream 

collection is, in absolute terms, very large, and the resulting intrusion is, in each instance, 

likewise very substantial. And with regard to the nature of the acquisition, the govennnent 

acknowledged in a prior Section 702 docket that the term "incidental interception" is "most 

commonly understood to refer to an intercepted communication between a target using a facility 

subject to surveillance and a third party using a facility not subject to surveillance." Docket Nos. 

This is the sort of 

acquisition that the Court of Review was addressing in In re Directives when it stated that 

"incidental collections occurring as a result of constitutionally pennissible acquisitions do not 
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render those acquisitions unlawful." In re Directives at 30. But here. by contrast, the incidental 

acquisitions of concern are not direct communications between a non-target third party and the 

user of the targeted facility. Nor are they the communications of non-targets that refer directly to 

a targeted selector. Rather, the communications of concern here are acquired simply because 

fuey appear somewhere in the same transaction as a separate communication that is to, from, or 

about the targeted facility.67 

The distinction is significant and impacts the Fourth Amendment balancing. A discrete 

communication as to which the user of the targeted facility is a party or in which the targeted 

67 The Court of Review plainly limited its holding regarding incidental collection to the 
facts before it. ~ In re Directives at 30 ("On these facts, incidentally collected communications 
of non-targeted United States persons do not violate the Fourth Amendment.") (emphasis added). 
The dispute in In re Directives involved the acquisition by NSA of discrete to/from 
communications from an Internet Service Provider, not NSA's upstream collection oflntemet 
transactions. Accordingly, the Court of Review had no occasion to consider NSA • s acquisition 
ofMCTs (or even "about'' communications, for that matter). Furthermore, the Court of Review 
noted that "[t]he government assures us that it does not maintain a database of incidentally 
collected information from non-targeted United States persons, and there is no evidence to the 
contrary." IQ... Here, however, the government proposes measures that will allow NSA to retain 
non-target United States person information in its databases for at least five years. 

The Title III cases cited by the government ~June 28 Submission at 14-15) are 
likewise distinguishable. Abraham y, Courrty of Greenville, 237 F.3d 386, 391 (4th Cir. 2001), 
did not involve incidental overhears al all. The others involved allegedly non-pertinent 
communications to or from the facilities for which wiretap authorization had been granted, rather 
than communications to or from non-targeted facilities. ~Scott v. Unit.ed States, 436 U.S. 
128, 130-31 (1978), United Stateli y. McKinnon, 721F.2d19, 23 (1st Cir. 1983), and~ 
States v. Doolittle, 507 F.2d 1368, 1371, afrd en bane, 518 F.2d 500 (5th Cir. 1975). 
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facility is mentioned is much more likely to contain foreign intelligence information than is a 

separate communication that is acquired simply because it happens to be within the same 

transaction as a communication involving a targeted facility. Hence, the national security need 

for acquiring, retaining, and disseminating the fonner category of communications is greater than 

the justification for acquiring, retaining, and disseminating the latter fonn of communication. 

The Court of Review and this Court have recognized that the procedures governing 

retention, use, and dissemination bear on the reasonableness under the Fourth Amendment of a 

program for collecting foreign intelligence infonnation. ~ In re Directives at 29-30; Docket 

No. As explained in the discussion ofNSA's 

minimization procedures above, the measures proposed by NSA for handling MCTs tend to 

maximize, rather than minimize, the retention of non-target infonnation, including infonnation 

of or concerning United States persons. Instead of requiring the prompt review and proper 

disposition of non-target infonnation (to the extent it is feasible to do so), NSA's proposed 

measures focus almost exclusively on those portions of an MCT that an analyst decides, after 

review, that he or she wishes to use. An analyst is not required to detennine whether other 

portions of the MCT constitute discrete communications to or from a United States person or a 

person in the United States, or contain infonnation concerning a United States person or person 

inside the United States, or, having made such a determination, to do anything about it. Only 
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those MCTs that are immediately recognized as containing a wholly domestic discrete 

communication are purged, while other MCTs remain in NSA's repositories for five or more 

years, without being marked as MCTs. Nor, if an MCT contains a discrete communication of, or 

other infonnation concerning, a United States person or person in the United States, is the MCT 

marked as such. Accordingly, each analyst who retrieves an MCT and wishes to use a portion 

thereof is left to apply the proposed minimization measures alone, from beginning to end, and 

without the benefit of his colleagues' prior review and analysis. Given the limited review of 

MCfs that is required, and the difficulty of the task of identifying protected information within 

an MCT, the government's proposed measures seem to enhance, rather than reduce, the risk of 

error, overretention, and dissemination of non-target information, including information 

protected by the Fourth Amendment. 

In sum, NSA's collection of MCTs results in the acquisition of a very large number of 

Fourth Amendment-protected communications that have no direct connection to any targeted 

facility and thus do not serve the national security needs underlying the Section 702 collection as 

a whole. Rather than attempting to identify and segregate the non-target, Fourth-Amendment 

protected information promptly following acquisition, NSA's proposed handling ofMCTs tends 

to maximize the retention of such information and hence to enhance the risk that it will be used 

and disseminated. Under the totality of the circumstances, then, the Court is unable to find that 
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the gove11unent's proposed application of NS A's targeting and minimization procedures to 

MCTs is consistent with the requirements of the Fourth Amendment. The Court does not 

foreclose the possibility that the government might be able to tailor the scope ofNSA's upstream 

collection, or adopt more stringent post-acquisition safeguards, in a manner that would satisfy the 

reasonableness requirement of the Fourth Amendment. 68 

V. CONCLUSION 

For the foregoing reasons, the government's requests for approval of the certifications 

and procedures contained in the April 2011 Submissions are granted in part and denied in part. 

The Court concludes that one aspect of the proposed collection- the "upstream collection" of 

Internet transactions containing multiple communications, or MCTs - is, in some respects, 

deficient on statutory and constitutional grounds. Specifically, the Court finds as follows: 

1. Certifications and the amendments to the Certifications 

in the Prior 702 Dockets, contain all the required elements; 

68 As the government notes,~ June 1 Submission at 18-19, the Supreme Court has 
"repeatedly refused to declare that only the 'least intrusive' search practicable can be reasonable 
under the Fourth Amendment." City of Ontario v. Quon, -U.S.-, 130 S. Ct. 2619, 2632 
(2010) (citations and internal quotation marks omitted). The foregoing discussion should not be 
understood to suggest otherwise. Rather, the Court holds only that the means actually chosen by 
the government to accomplish its Section 702 upstream collection are, with respect to MCTs, 
excessively intrusive in light of the purpose of the collection as a whole. 
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2. As applied to telephone communications and discrete Internet communications that 

are to or from a facility tasked for collection, to non-MCT "about" communications falling 

within th- categories previously described by the govemment,69 and to MCTs as to which the 

"active user" is known to be a tasked selector, the targeting and minimization procedures adopted 

in accordance with 50 U.S.C. § 188la(d)-(e) are consistent with the requirements of those 

subsections and with the Fourth Amendment to the Constitution of the United States; 

3. NSA's targeting procedures, as the government proposes to implement them in 

connection with the acquisition ofMCTs, meet the requirements of 50 U.S.C. § 1881a(d); 

4. NSA's minimization procedures, as the government proposes to apply them to MCTs 

as to which the "active user" is not known to be a tasked selector, do not meet the requirements 

of 50 U.S.C. § l 88la(e) with respect to retention; and 

5. NSA's targeting and minimization procedures, as the government proposes to apply 

them to MCTs as to which the "active user" is not known to be a tasked selector, are inconsistent 

with the requirements of the Fourth Amendment. 

69 See Docket No. 
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Orders approving the certifications and amendments in part are being entered 

contemporaneously herewith. 

ENIBRED this 3rd day of October, 2011. 

-DoputyC!ork, 
~thlsdocwncnt 

Is a true and corre~t copy of 
th~original. 
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TOP SECRETI/Sif/ORCON,NOFORN 

UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

MEMORANDUM OPINION 

This matter is before the Foreign Intelligence Surveillance Court ("FISC" or "Court") on 

the "Government's Ex Parte Submission of Reauthorization Certification and Related 

Procedures, Ex Parte Submission of Amended Certifications, and Request for an Order 

Approving Such Certification and Amended Certifications," which was filed on August 24, 2012 

TOP SECRET/fSI//ORCON,NOFORN 
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("August 24 Submission"). Through the August 24 Submission, the government seeks approval 

of the acquisition of certain telephone and Internet communications pursuant to Section 702 of 

the Foreign Intelligence Surveillance Act ("FISA" or the "Act"), 50 U.S.C. § 1881a, which 

requires judicial review for compliance with both statutory and constitutional requirements. For 

the reasons set fmih below, the government's request for approval is granted. 

I. BACKGROUND 

of which were executed by the Attorney 

General and the Acting Director of National Intelligence ("DNI") pursuant to Section 702. Each 

of the is accompanied by the supporting affidavits of the Acting Director of 

the National Security Agency ("NSA"), the Director of the Federal Bureau oflnvestigation 

("FBI"), and the Director of the Central Intelligence Agency ("CIA"); two sets of targeting 

procedmes, for use by NSA and FBI respectively; and four sets of minimization procedures, for 

use by NSA, FBI, CIA, and the National Counterterrorism Center ("NCTC"), respectively. 

Like the acquisitions approved by the Comi in all prior Section 702 dockets, collection 

· limited to "the targeting of non-United 

States persons reasonably believed to be located outside the United States." 
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The August 24 Submission also includes amendments to certifications that have been 

submitted by the government and approved by the Court in all prior Section 702 dockets. See 

702 Dockets"). The amendments, which have been authorized by the Attorney General and the 

DNI, provide that information collected under the certifications in the Prior 702 Dockets will, 

effective upon the Court's approval of handled 

subject to the same minimization procedures that have been submitted for use in connection with 

TOP SECR:ETH81//0RCON,NOFORN Page3 
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II. REVIEW OF CERTIFICATIONS 

The Court must review a certification submitted pursuant to Section 702 ofFISA "to 

detennine whether [it] contains all the required elements." 50 U.S.C. § 1881a(i)(2)(A). The 

Court's examination of that: 

(1) the certifications have been made under oath by the Attorney General and the DNI, 1 as 
I . t I I ' :: C! • :_, • 

•• • I • I. I'. - • II 'I 'I. I 
• • 

(3) as required by 50 U.S.C. § 1881a(g)(2)(B), each ofthe certifications is accompanied 
by the applicable targeting procedures2 and minimization procedures;3 

( 4) each of the certifications is supported by the affidavits of appropriate national security 
officials, as described in 50 U.S.C. § 1881a(g)(2)(C);4 and 

(5) each of the cetiifications includes an effective date for the authorization in compliance 

1 The Principal Deputy Director ofNational Intelligence, in her capacity as Acting DNI, 
executed the Certifications in accordance with 50 U.S.C. § 403-3A(a)(6), which provides in 
pertinent part that "the Principal Deputy Director ofNational Intelligence shall act for, and 
exercise the powers of, the Director ofNational Intelligence during the absence or disability of 
the Director ofNational Intelligence." 

2 The NSA targeting procedures and FBI targeting procedures are attached to each of the 
certifications as Exhibits A and C, respectively. 

3 The NSA minimization procedures, FBI minimization pro 
procedures, and NCTC minimization procedures are attached to each of 
Exhibits B, D, E, and G, respectively. 

of John C. Inglis, Acting Director, NSA (Tab 1 to 
S. Mueller, III, Director, FBI 
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TI1e Court therefore finds that 

tain all the required elements. 50 U.S.C. § 1881a(i)(2){A). 

Ill. REVIEW OF THE AMENDMENTS TO THE CERTIFICATIONS IN THE PRIOR 
DOCKETS 

Under the judicial review procedures that apply to amendments by virtue of Section 

1881 a(i)(l )(C), the Court must review each of the amended certifications " to determine whether 

the certification contains all the required elements." 50 U.S.C. § 188la(i)(2)(A). The Court has 

previously determined that each of the certifications filed in the Prior 702 dockets, as originally 

submitted to the Court and previously amended, contained all the required elements. Like the 

prior cetiifications and amendments, the amendments now before the Court were executed under 

oath by the Attorney General and the DNI, as required by 50 U.S.C. § 1881a(g){l )(A), and 

submitted to the Court within the time allowed under 50 U.S.C. § 1881a(i)(l)(C). See 

ursuant to 

Section 1881a(g)(2)(A)(ii), the latest amendments include the attestations of the Attorney 

General and the DNI that the accompanying NSA and CIA minimization procedures meet the 

statutory definition of minimization procedures, are consistent with the requirements ofthe 

Fourth Amendment, and will be submitted to the Comt for approval. 

latest amendments also 

5 The statement described in 50 U.S. C. § 1881 a(g)(2)(E) is not required in this case 
because there has been no "exigent circumstances" determination under Section 1881 a( c )(2). 
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include effective dates that comply with 50 U.S.C. § 1881a(g)(2)(D) and§ 1881a(i)(l). 

other aspects 

of the cettifications in the Prior 702 dockets- including the further attestations made therein in 

accordance with Section 1881a(g)(2)(A), the FBI and NSA targeting procedures submitted 

therewith in accordance with Section 1881a(g)(2)(B),6 and the affidavits executed in support 

thereof in accordance with Section 1881 a(g)(2)(C) - are unaltered by the latest amendments. 

In light of the foregoing, the Comi finds that the certifications in the Prior 702 Dockets, 

as amended, each contain all the required elements. 50 U.S. C. § 1881 a(i)(2)(A). 

IV. REVIEW OF THE TARGETING AND MINIMIZATION PROCEDURES 

The Comi is required to review the targeting and minimization procedures to determine 

whether they are consistent with the requirements of 50 U.S.C. § 188la(d)(l) and (e)(l). See 

50 U.S.C. § 1881a(i)(2)(B) and (C); see also 50 U.S.C. § 188la(i)(l)(C) (providing that amended 

procedures must be reviewed under the same standard). Section 1881 a( d)(l) provides that the 

targeting procedures must be "reasonably designed" to "ensure that any acquisition authorized 

under [the cetiification] is limited to targeting persons reasonably believed to be located outside 

the United States" and to "prevent the intentional acquisition of any communication as to which 

the sender and all intended recipients are known at the time of the acquisition to be located in the 

United States." Section 188la(e)(l) requires that the minimization procedures "meet the 

definition ofminimizationprocedures under [50 U.S.C . §§] 1801(h) or 1821(4)," which is set out 

6 Ofcourse, 
longer be permitted once 

TOP SECRETHSIHORCON,NOFORl\f 
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in full in Subpart B below. Finally, the CoUit must determine whether the targeting and 

minimization procedures are consistent with the requirements of the Fourth Amendment. 50 

U.S.C. § 1881a(i)(3)(A). 

A. The NSA and FBI Targeting Procedures Meet the Statutory Requirements. 

The NSA and FBI targeting procedures included as Exhibits A and C, respectively, to the 

August 24 Submission differ in several respects from the corresponding procedures that have 

previously been approved by the Court. The government has edited Sections II and IV of the 

NSA targeting procedures, which address "Post-Targeting Analysis by NSA" and "Oversight and 

Compliance," respectively. Section II.b of the targeting procedures describes the process used by 

NSA to determine when collection on a tasked electronic communications facility ~. an e-mail 

account) must stop because a user of the facility has entered the United States. See Amended 

NSA Targeting Procedures at 6 (§ II.b). The changes, which are clarifying rather than 

substantive in nature, serve the purpose of describing this process more precisely. The revised 

provision is consistent with the government's prior representations to the Court regarding NSA's 

post-targeting analysis and presents no difficulty under Section 1881 a( d). See Docket Nos. 

June 2, 2010 Mem. Op. at 19-23. 

The government has made tlu·ee changes to Section IV of the NSA targeting procedures. 

First, the provision has been amended to require NSA to "implement a compliance program" and 

"conduct ongoing oversight, with respect to its exercise of the authority under section 702 of the 

Act, including the associated targeting and minimization procedures adopted in accordance with 

Section 702., Amended NSA Targeting Procedures at 7 (§ IV). The addition of this undertaking 
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obviously raises no issue under Section 188la(d). Second, the government has replaced several 

references to particular components ofNSA in Section IV with references to NSA generally. Id. 

at 7-8 (§ IV). This change has the effect of making the entire agency, rather than any particular 

component, responsible for ensuring adherence to particular oversight and compliance 

requirements set forth in the procedures. Because this change does not alter what must be done, 

it also presents no concern for the Court under Section 188la(d). Third, no issue is presented by 

changing the required frequency for oversight reviews by the Department of Justice (DOJ) and 

the Office of the Director ofNational Intelligence (ODNI) "at least once every sixty days," see 

Targeting Procedures at 8 (§IV), to "approximately once every 

two months," see Amended NSA Targeting Procedures at 8 (§IV). 

The government has made only one change to the FBI targeting procedures that have 

previously been approved by the Court. 

See Amended FBI Targeting Procedures at 2 (§ 

1.4). 

alteration does not result in any substantive 

change and, therefore, presents no issue under Section 1881a(d)(l). 

For the reasons stated above and in the Court's opinions in the Ptior 702 Dockets, the 

Court concludes that the revised NSA and FBI targeting procedures are reasonably designed: (1) 

to ensure that any acquisition authorized under s 
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limited to targeting persons reasonably believed to be located outside the United States, and (2) 

to prevent the intentional acquisition of any communication as to which the sender and all 

intended recipients are known at the time of the acquisition to be located in the United States, as 

required by Section 1881a(d). 

B. All Four Sets of Minimization Procedures Satisfy the Statutory Requirements. 

The NSA, FBI, and CIA minimization procedures attached as Exhibits B, D, and E of the 

August 24 Submission differ in some respects from the corresponding procedures that were 

submitted by the government and approved by the Coutt in connection with Certifications 

NCTC minimization procedures included as Exhibit G to the 

August Submission are entirely new. 

As noted above, the Court must determine whether these procedures meet the statutory 

definition of minimization procedures set forth at 50 U.S.C. §§ 1801(h) and 1821(4). See 50 

U.S.C. § 1881a(e)(l). The definitions at Sections 180l(h) and 1821(4) are substantively identical 

for present purposes and define "minimization procedures" in pertinent part as: 

(1) specific procedures, which shall be adopted by the Attomey General, that are 
reasonably designed in light of the purpose and technique of the particular 
surveillance [or physical search], to minimize the acquisition and retention, and 
prohibit the dissemination, of nonpublicly available information concerning 
unconsenting United States persons consistent with the need of the United States 
to obtain, produce, and disseminate foreign intelligence information;CJ 

7 Section 1801 (e) defines "foreign intelligence infmmation" as 

(1) information that relates to, and if concerning a United States person is 
necessary to, the ability of the United States to protect against-

(continued ... ) 
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(2) procedures that require that nonpublicly available information, which is not 
foreign intelligence infonnation, as defined in [50 U.S.C. § 1801(e)(l)], shall not 
be disseminated in a manner that identifies any United States person, without such 
person's consent, unless such person's identity is necessary to understand foreign 
intelligence infonnation or assess its importance; [and] 

(3) notwithstanding paragraphs (1) and (2), procedures that allow for the retention 
and dissemination of information that is evidence of a crime which has been, is 
being, or is about to be committed and that is to be retained or disseminated for 
law enforcement purposes. 

50 U.S.C. § 1801(h); see also id. § 1821(4).8 For the reasons set forth below, the Court 

concludes that the minimization procedures filed as patt of the August 24 Submission satisfy this 

definition, as required by 50 U.S.C. § 188la(e). 

7( ... continued) 
(A) actual or potential attack or other grave hostile acts of a foreign power 
or an agent of a foreign power; 

(B) sabotage, international tenmism, or the intemational proliferation of 
weapons of mass destruction by a foreign power or an agent of a foreign 
power; or 

(C) clandestine intelligence activities by an intelligence service or network 
of a foreign power or by an agent of a foreign power; or 

(2) information with respect to a foreign power or a foreign territory that relates to, and if 
concerning a United States person is necessary to -

(A) the national defense or the security of the United States; or 

(B) the conduct of the foreign affairs of the United States. 

8 The definitions of"minimization procedures" s.et forth in these provisions are 
substantively identical (although Section 1821 ( 4)(A) refers to "the purpose~ ... of the particular 
physical search") (emphasis added). For ease of reference, subsequent citations refer only to the 
definition set fmth at Section 1801(h)). 
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I. The CIA Minimization Procedures. 

The government has made several changes to the CIA minimization procedures. 

Queries of Section 702 Information. The government has modified Section 4, which 

addresses the querying by CIA of information collected pursuant to Section 702. Like the 

previously-approved provision, the revised provision still generally requires that CIA queries of 

Section 702 information be "reasonably designed to find and extract foreign intelligence 

information"; that CIA keep records of such queries; and that DOJ and ODNI review the query 

records. See Amended CIA Minimization Procedures at 3 (§ 4). However, new qualifying 

language in the amended provision states that notwithstanding these general requirements, CIA 

personnel may: (1) "query CIA electronic and data storage systems that contain metadata to find, 

extract, and analyze metadata[9] pertaining to conununications"; (2) "use such metadata to 

analyze conununications'' ; (3) "upload or transfer some or all such metadata to other CIA 

electronic and data storage systems for authorized foreign intelligence purposes"; and ( 4) 

"disseminat[e] ... metadata from communications acquired under Section 702 of the Act ... in 

accordance with the applicable provisions of these procedures." Id. (§ 4.a). 

The FBI Minimization Procedures previously approved by the Coutt contain a similar 

provision for metadata queries. See,~. Docket No. Minimization 

Procedures at 16 (§ 3.D ("Retention- Queries ofElectronic and Data Storage Systems 

9 The procedures provide that '"metadata' is dialing, routing, addressing, or signaling 
infonnation associated with a communication, but does not include information concerning the 
substance, purport, or meaning of the communication." Amended CIA Minimization Procedures 
at 1 (§ 1.c). 
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Containing Raw FISA-acquired Information")). 

Section 4 of the CIA minimization procedures has also been modified to clarify that for 

purposes of the procedures, "the term query does not include a user's search or query of a CIA 

electronic and data storage system that contains raw FISA-acquired information, where the user 

does not receive the underlying raw FISA-acquired infonnation in response to the search or 

otherwise have access to the raw FISA-acquired information that is searched." Amended CIA 

Minimization Procedures at 3 (§ 4.b). This addition to Section 4 clarifies that a search that 

merely notifies the querying analyst of the existence of responsive Section 702 information -

without actually providing access to the information itself- is not subject to the general querying 

restrictions of Section 4. Because this addition does not affect the circumstances under which 

CIA may acquire, retain, or disseminate U.S.-person information, it presents no concern under 

Section 1801 (h). 
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Oversight Functions and Vulnerability Assessments. The government has also added two 

new provisions to Section 6 of the CIA minimization procedures. The first provides that nothing 

in the procedures prohibits the performance of"lawful oversight functions" by CIA itself, or by . 

DOJ, ODNI, or the "applicable Offices of the Inspectors General." Amended CIA Minimization 

Procedures at 4 (§6.f). The new language merely makes explicit that the procedures should not 

be read to obstruct or hinder lawful and appropriate oversight functions. The Court has 

previously approved a similar provision in the Section 702 context. The previously-approved 

FBI minimization procedures, for instance, include a provision 

Docket No FBI Minimization Procedures at 3 (§ I.F). The new CIA provision is 

broader, insofar as it expressly contemplates that certain agencies outside of CIA may perform 

oversight functions and in so doing could conceivably receive U.S. person information. The 

Court is satisfied, however, that limited disclosure of information to these recipients in order for 

them to discharge their oversight responsibility does not run afoul of Section 1801 (h). 

The second new component of Section 6 states that nothing in the procedures prevents 

CIA from conducting "vulnerability assessments using information acquired pursuant to Section 

702 of the Act in order to ensure that CIA systems have not been compromised." Amended CIA 

Minimization Procedures at 4 (§ 6.g). This language allows CIA to use infonnation collected 

under Section 702 in efforts to prevent its infmmation systems from being compromised by 

malware or other similar threats and to detect and remedy intrusions after they have occun·ed. 

The new language states that Section 702 information used for vulnerability assessments may be 
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"retained for one year solely for that limited purpose," and "may be disseminated only in 

accordance with the applicable provisions of these procedures." Id. at 4-5 (§ 6.g). This provision 

changes nothing about the circumstances in which CIA may acquire or disseminate Section 702 

information. Though the new provision broadens CIA's authority to retain certain Section 702 

information, including U.S. person information, the resulting change is modest in scope. 

Furthetmore, the new provision is narrowly tailored to serve an important national security 

purpose; maintaining the integrity of CIA's systems is essential to the agency's fulfillment of its 

mission to produce, obtain, and disseminate foreign intelligenc~ infonnation. This amendment is 

consistent with Section 1801 (h). 

Waiver of Destruction Requirement. Finally, the government has made a minor change to 

Section 8 of the CIA minimization procedures. Section 8 generally requires the CIA to destroy 

any communication that is acquired through the targeting of a person who at the time of targeting 

was reasonably believed to be a non-U.S. person located outside the United States, but who was 

in fact, at the time of acquisition, a U.S. person or a person located in the United States. 

Amended CIA Minimization Procedures at 7 (§ 8). The Director of the CIA may waive the 

destruction requirement for such a communication by making a specific detennination in writing 

that the communication contains significant foreign intelligence infmmation or evidence of a 

crime. Id. New language further clarifies that such waiver determinations must be made "on a 

communication-by-communication" basis. I d. This further specification of the waiver process 

presents no issue under Section 1801 (h). 
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2. The FBI and NCTC Minimization Procedures. 10 

Presumptions Regarding U.S. Person Status. The government has altered the language of 

the FBI minimization procedures regarding when it is appropriate 

procedures require the FBI to 

I Minimization Procedures at 2 (§I. C). However, the previously-

approved procedures pennitted the FBI 

id. at 3 (§ I. C). The amended procedures adopt a uniform mle that allows the 

Amended FBI Minimization Procedures at 2-3 (§ I.D). 

This change brings the FBI minimization procedures into line with 

10 The FBI minimization procedures previously submitted by the government and 
approved by the Court consist of a copy of the Standard Minimization Procedures for FBI 
Electronic Surveillance and Physical in a number of respects by a three-page 
cover document. See, M,, Docket No 'sEx Parte Submission of 
Reauthorization Certification and , Ex Parte Submission of Amended 
Cettifications, and Request for an Order Approving Such Certification and Amendment 
Certifications, Exh. D (filed Apr. 22, 2011). Although the amended FBI minimization 
procedures are substantively similar in many respects to the previously-approved procedures, the 
amended procedures consist of a single, self-contained document that does not resort to cross-
referencing. This formatting change reduces the risk of confusion and mistake and serves to 
bring the procedures into conformity with the FISC mles, which now restrict cross-referencing in 
procedures submitted to the Court for review. See FISC Rule 12 (adopted Nov. 1, 2010). 
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non-U.S. persons located outside the United States, the Court concludes that this change to the 

FBI minimization procedures, 

comports with the definition of minimization procedures set fmih at Section 180l(h). 

The government has added language providing that 

notwithstanding the remainder of the procedures, 

Amended FBI Minimization Procedures 

at 3 (§I. G). Like the similar provision of the amended CIA minimization procedures that is 

discussed above, this new provision of the FBI procedures is nan·owly tailored to serve its 

purpose. See id. at 3-4 (§1. 

The Court similarly finds that this change to the FBI 

procedures is consistent with the requirements of Section 1801 (h). 11 

government has modified the previously-

11 The government has also broadened Section I.G to include "lawful oversight" ofthe 
FBI by DOJ, ODNI, and "applicable Offices ofthe Inspectors General," in addition to oversight 
by the FBI itself. See Amended FBI Minimization Procedures at 3 (§ I. G). Like the similar 
amendment to the CIA minimization procedures discussed above, this change presents no issue 
under Section 180l(h). 
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approved provision regarding FBI queries of infmmation acquired under Section 702. -

(§ III.D). 

id. Like the similar change to the CIA minimization procedures 

discussed above, this change presents no issue under Section 1801 (h). 

The government has deleted the provisions of the 

FBI minimization procedures limiting the acquisition and use of 

DocketN Minimization Procedures at 8-9 (§ 2.C); id. at 13-14 (§ III.C.2). In 

the context of telephone and Internet communications, the term 

- See id. at 8-9 (§ 2.C). The Standard Minimization Procedures for FBI Electronic 

Surveillance and Physical Search limit the circumstances in which such communications can be 

retained and used for investigative or analytical purposes. See Docket No. Standard 

Minimization Procedures for FBI Electronic Surveillance and Physical Search at 13-14 (§ III.C.2) 

(as approved by the FISC on May 18, 2012). Although the same restrictions appear in prior 

versions of the FBI's Section 702 minimization procedures, they have no practical effect because 

Docket No 

FBI Minimization Procedures, Cover Document at 1. In light ofthat definition (which is retained 
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in the amended procedures12), there are no the FBI to minimize. 

Because the deletion of the provisions regarding does not alter the 

manner in which the FBI acquires, retains, or disseminates Section 702 information, this change 

is not problematic under Section 1801 (h).13 

The government has added a new provision to the FBI 

minimization procedures requiring the FBI 

See Amended FBI Minimization 

Procedures at 9-10 (§ III.C.2). This change obviously presents no issue under Section 1801(h). 

The govemment has made a minor change to the 

-provision set forth in the final paragraph of Section Ill. A of the amended FBI 

minimization procedures. This provision, 

-generally requires the FBI to remove from its systems any communication that is 

acquired through the targeting of a person who at the time of targeting was reasonably believed 

to be a non-U.S. person located outside the United States but who is located inside the United 

States at the time of acquisition or is subsequently determined to be aU .S. person. See Amended 

FBI Minimization Procedures at 6 (§ III.A). The Director or Deputy Director of the FBI may 

13 The Court reaches this conclusion with the understanding the FBI does not acquire, 
either directly or through NSA, so-called "about" communications - i.e., communications that 
are not to or from a tasked facility but merely contain a reference to a tasked facility. Certain 
"about" communications are acquired by NSA through its upstream collection oflntemet 
communications, the fruits of which are not shared with FBI or CIA in unminimized fonn. See 
Nov. 30 Op., supra, at 7 n.3. 
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making a specific detennination in writing th~ 

provision contains new language further clarifYing 

Id. The amended 

must be made 

basis. 

· amendment to the FBI procedures does not alter 

the requirements of the and therefore presents no issue under Section 1801(h). 

The amended FBI minimization procedures retain a 

previously-approved provision requiring 

Amended FBI Minimization Procedures at 19 (§ ITI.G.l.a). However, new language provides 

that an AD (or his superior) 

Id. The amended provision further 

states that 

Id. This change limits the FBI's discretion t~ Section 

702 information and, therefore, presents no concern under Section 1801(h). 

The amended FBI minimization procedures retain the 
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previously-approved requirements with one minor 

change. See Amended FBI Minimization Procedures at 12-16 (§ III.E). The previously-

approved minimization procedures require that, when the FBI determines 

has been identified, the FBI 

Docket FBI Minimization Procedures at 18 (§ III.E.l.c) & 20 (§ III.E.2.c). The 

amended FBI Minimization Procedures require the FBI 

See Amended 

FBI Minimization Procedures at 12-13 (§ lli.E.l.c) & 14 (§ TII.E.2.c). The Court recently 

approved identical changes to the Standard Minimization Procedures for FBI Electronic 

Surveillance and Physical Search. See Docket Numbers 18, 

2012 Mem. Op. and Order ("May 18 Opinion") at 18-19. The Court sees no reason to reach a 

different result here, in the context of collection that is directed at non-U.S. persons located 

outside the United States and, therefore, less likely 

Dissemination. The dissemination provisions of the FBI minimization procedures reflect 

a number of changes from the previously-approved procedures. Three of these changes conform 

the Section 702 minimization procedures to the dissemination provisions of the recently-revised 

Standard Minimization Procedures for FBI Electronic Surveillance and Physical Search: 
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Procedures at 21 (§ IV.A) (emphasis added). 

Amended FBI Minimization Procedures at 22-24 (§ IV.C). 

certain references to 
Compare,~. Docket 

at 30-31 (§ IV.D), with Amended FBI Minimization 
at 24 (§ IV.D). The government advises that this change in terminology is not 

(continued ... ) 
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For the reasons set forth in the May 18 Opinion approving the same modifications to the 

Standard Minimization Procedures for FBI Electronic Surveillance and Physical Search, the 

Court concludes that these changes to the amended FBI minimization procedures for Section 702 

acquisitions also are consistent with the requirements of Section 1801(h). In reaching this 

conclusion, the Court relies upon the same Executive Branch representations on which it relied in 

the May 18 Opinion. 

The amended FBI minimization procedures contain a new provision permitting the FBI, 

in the event Section 702 information 

Amended FBI Minimization 

Procedures at 26 (§ IV. H). This provision closely tracks language that the Court has approved as 

a supplemental minimization procedure in numerous orders granting authority to conduct 

electronic surveillance and physical search in cases 

See,~. Docket No. Order and Warrant at 10. 

The Court sees no issue under Section 1801 (h) with the inclusion of such a provision in the 

Section 702 minimization procedures. 

Finally, the amended FBI minimization procedures 

15( •• • continued) 
intended to have any substantive effect. See May 18 Op. at 13 n.23. 

TOP 8ECRETHSI//ORCON,NOFORN Page 22 

Case 1:15-cv-00662-TSE   Document 125-31   Filed 03/26/18   Page 23 of 48



TOP SECRETI/SJHORCON,NOFORN 

Amended FBI Minimization Procedures at 26 ( § IV. 

NCTC is "the primary organization in the United States Government for analyzing and 

integrating all intelligence ... pertaining to terrorism and counterterrorism," excepting 

exclusively domestic matters. 50 U.S.C. § 404o(d)(l). Its responsibilities include "ensur[ing] 

that agencies, as appropriate, have access to and receive all-source intelligence suppmt needed to 

execute their countertenorism plans" and "disseminat[ing] tenorism information, including 

cutTent terrorism threat analysis, to the President" and other executive branch officials, as well as 

"the appropriate committees of Congress." § 404o(d)(4), (f)(l)(D). It also has "primary 

responsibility within the United States Government for conducting net assessments of terrorist 

threats." § 404o(f)(l )(G). 

Pursuant to an order issued in 2008, NCTC was authorized to receive certain FISA-
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derived infonnation from tenorism cases that FBI had uploaded to i does 

not contain raw FISA infonnation. Rather, it contains FBI investigative reports and other work 

product, some of which contain FISA information. As a result, FISA-derived information 

regarding U.S. persons that NCTC personnel can acces~as already been subject to 

minimization by the FBI. The Court approved procedures in 2008 that permit the FBI top 
) 

Oct. 8, 2008 Mem. Op. at 3-6. The Court 

found that 

ld. at 3. 

See Docket No. 

(continued ... ) 
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The new Section N.G of the amended Section 702 FBI minimization procedures and the 

new NCTC minimization procedures are consistent with the requirements of Section 1801 (h). In 

light ofNCTC's important role in analyzing and processing intelligence regarding terrorism and 

counterterrorism, providing it with access to tenorism- and counterterrorism-related information 

in FBI general indices is consistent with the need of the United Sates to obtain, produce, and 

disseminate foreign intelligence infom1ation, as required by Section 1801(h)(1). Given the non-

U.S. person, overseas focus of Section 702 collection, the information at issue w.-
to contain U.S. person information 

that is not foreign intelligence information as defined in Section 1801 ( e )(1 ), which is the 

principal concern of Section 1801(h)(2). Finally, the FBI will have applied its own minimization 

procedures to the information at issue here before it is shared with NCTC, and those procedures 

allow the dissemination of evidence of a crime for law enforcement purposes. See Amended FBI 

Minimization Procedures at 22-24 (§ IV.B & C). Accordingly, the Court is satisfied that the FBI 

and NCTC minimization procedures, taken together, permit the dissemination of evidence of a 

clime for law enforcement purposes, as required by Section 1801(h)(3). 

3. The NSA Minimization Procedures. 

The NSA minimization procedures have been altered in a number of respects. Before 

addressing the changes, some background discussion is warranted. 

The amended FBI procedures at issue here do not petmit the sharing of 
......................... ~ ..... Section 702 infonnation with NCTC. 
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a. The Scope ofNSA 's Upstream Collection. 

Last year, following the submission of Certifications 

renewal, the government made a series of submissions to the Court disclosing that it had 

materially misrepresented the scope ofNSA's ''upstream collection" under Section 702 (and 

prior authorities including the Protect America Act). The term "upstream collection" refers to 

the acquisition of Internet communications as they transit the "internet backbone" facilities. 

as opposed to the collection of communications directly 

from Internet service providers like See Docket Nos.-

3, 2011 Memorandum Opinion ("Oct. 3 Op.") at 5 n.3. 

Since 2006, the government had represented that NSA's upstream collection only acquired 

discrete communications to or from a facility tasked for acquisition and communications that 

referenced the tasked facility (so-called "about" communications). See id. at 15-16. With regard 

to the latter category, the government had repeatedly assured the Court that NSA only acquired 

-specific categories of"about" communications. Id. 

The government's 2011 submissions made clear, however, that NSA's upstream 

collection was much broader than the government had previously represented. For the first time, 

the government explained that NSA's upstream collection results in the acquisition of"h1temet 

transactions" instead of discrete communications to, from or about a tasked selector. See id . at 

15. Internet transactions, the government would ultimately acknowledge, could and often do 

contain multiple discrete communications, including wholly domestic non-target 

communications and other non-target communications to, from, or concerning U.S. persons. Id. 
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While the government was able to show that the percentage of wholly domestic non-target 

communications and other non-target communications to, from) or concerning U.S. persons 

being acquired was small relative to the total volume of Internet communications acquired by the 

NSA pursuant to section 702, the acquisition of such communications nonetheless presented a 

significant issue for the Court in reviewing the procedures. In fact) it appeared that NSA was 

annually acquiring tens ofthousands of Internet transactions containing at least one wholly 

domestic communication; that many of these wholly domestic cmmnunications were not to, 

from, or about a targeted facility; and that NSA was also likely annually acquiring tens of 

thousands of additional Internet transactions containing one or more non-target communications 

to or from U.S. persons or persons in the United States. Id. at 33) 37. 

In the October 3 Opinion, the Court approved in large part 

the accompanying targeting and minimization procedures. The Court 

concluded, however, that one aspect of the proposed collection - NSA's upstream collection of 

Internet transactions containing multiple communications, or "MCTs)'-was, in some respects, 

deficient on statutory and constitutional grounds. The Court concluded that although NSA's 

targeting procedures met the statutory requirements, the NSA minimization procedures, as the 

government proposed to apply them to MCTs, did not satisfy the statutory definition of 

"minimization procedures" with respect to retention. Oct. 3 Op. at 59-63. As applied to the 

upstream collection of Intemet transactions, the Cowt found that the procedures were not 

reasonably designed to minimize the retention of U.S. person information consistent with the 

govemment's national security needs. Id. at 62-63. The Court explained that the net effect of the 
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procedures would have been that thousands of wholly domestic communications, and thousands 

of other discrete communications that are not to or :fi:om a targeted selector but that are to, from, 

or concerning United States persons, would be retained by NSA for at least five years, despite the 

fact that they have no direct cmmection to a targeted selector and, therefore, were unlikely to 

contain foreign intelligence information. Id. at 60-61 . For the same reason, the Court concluded 

that NSA's procedures, as the government proposed to apply then to MCTs, failed to satisfy the 

requirements of the Fourth Amendment. Id . at 78-79. The Court noted that the government 

might be able to remedy the deficiencies that it had identified, either by tailoring its upstream 

acquisition or by adopting more stringent post-acquisition safeguards. Id . at 61-62, 79. 

By operation of the statute, the government was pennitted to continue the problematic 

portion of its collection for 30 days while taking steps to remedy the deficiencies identified in the 

October 3 order and opinion. See 50 U.S.C. § 1881a(i)(3)(B). In late October of2011, the 

government timely submitted amended NSA minimization procedures that included additional 

provisions regarding NSNs upstream collection. The amended procedures, which took effect on 

October 31, 2011 ("Oct. 31, 2011 NSA Minimization Procedures"), require NSA to restrict 

access to the portions of its ongoing upstream collection that are most likely to contain wholly 

domestic communications and non-target information that is subject to statutory or Fourth 

Amendment protection. See Nov. 30 Op. at 7-9. Segregated Internet transactions can be moved 

to NSA's general repositories only after having been detennined by a specially trained analyst 

not to contain a wholly domestic communication. Id. at 8. Any transaction containing a wholly 

domestic communication (whether segregated or not) would be purged upon recognition. Id. at 
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8, 9. Any transaction moved fi:om segregation to NSA's general repositories would be 

permanently marked as having previously been segregated. Id. at 8. On the non-segregated side, 

any discrete communication within an Internet transaction that an analyst wishes to use is subject 

to additional checks. Id. at 8-10. NSA is not permitted to use any discrete, non-target 

communication that is determined to be to or from a U.S. person or a person who appears to be in 

the United States, other than to protect against an immediate threat to human life. ld. at 9. 

Finally, all upstream acquisitions are retained for a default maximum period of two, rather than 

five, years. Id. at 10-11. 

The Court concluded in the November 30 Opinion that the October 31, 2011 NSA 

Minimization Procedures adequately remedied the deficiencies that had been identified in the 

October 3 opinion. Id. at 14-15. Accordingly, NSA was able to continue its upstream collection 

ofinternet transactions (including MCTs) without interruption, but pursuant to amended 

procedures that are consistent with statutoty and constitutional requirements. 

However, issues remained with respect to the past upstream collection residing in NSA's 

databases. Because NSA's upstream collection almost certainly included at least some 

acquisitions constituting "electronic surveillance" within the meaning of 50 U.S.C. § 1801 (f), 

any overcollection resulting from the government's misrepresentation of the scope of that 

collection implicates 50 U.S.C. § 1809(a)(2). Section 1809(a)(2) makes it a crime to "disclose[] 

or use[] information obtained under color of law by electronic surveillance, knowing or having 

reason to know that the information was obtained through electronic surveillance not authorized" 

by statute. The Court therefore directed the government to make a written submission addressing 
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the applicability of Section 1809(a), which the government did on November 22, 2011. See 

Docket No. ct. 13, 2011 Briefing Order, and 

Government's Response to the Court's Briefing Order of Oct. 13, 2011 (arguing that Section 

1809(a)(2) does not apply). 

Beginning late in 2011, the govemment began taking steps that had the effect of 

mitigating any Section 1809(a)(2) problem, including the risk that information subject to the 

statutory criminal prohibition might be used or disclosed in an application filed before this Court. 

The government informed the Court in October 2011 that although the amended NSA procedures 

do not by their terms apply to information acquired before October 31, NSA would apply 

portions of the procedures to the past upstream collection, including certain limitations on the use 

or disclosure of such information. See Nov. 30 Opinion at 20-21. Although it was not 

technically feasible for NSA to segregate the past upstream collection in the same way it is now 

segregating the incoming upstream acquisitions, the government explained that it would apply 

the remaining components of the amended procedures approved by the Court to the previously-

collected data, including (1) the prohibition on using discrete, non-target communications 

detennined to be to or from a U.S. person or a person in the United States, and (2) the two-year 

age-off requirement. See id. at 21. 

Thereafter, in April2012, the govemment orally infonned the Court that NSA had made 

a "corporate decision" to purge all data in its repositories that can be identified as having been 

acquired through upstream collection before the October 31, 2011 effective date of the amended 

NSA minimization procedures approved by the Court in the November 30 Opinion. NSA's 
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effort to purge that information, to th.e extent it is reasonably feasible to do so, is now complete. 

See Aug. 24 Submission at 9-10.17 

Finally, NSA has adopted measures to deal with the possibility that it has issued reports 

based on upstream collection that was unauthorized. NSA has identified that were 

issued from the inception of its collection under Section 702 to October 31, 2011, that rely at 

least in part on information derived from NSA's upstream acquisitions from that period. See 

Sept. 12,2012 Supplement to the Government's Ex Parte Submission of Reauthorization 

Certifications at 2 ("Sept. 12 Submission"). The government advises that, of the 

II have been confirmed to be based entirely upon communications that are to, from or about 

persons properly targeted under Section 702 and therefore present no issue under Section 

1809(a)(2). See id. The govemment is unable to make similar assurances, however, regarding 

the remaining-reports. Accordingly, NSA will direct the recipients ofthose~eports 

(both within NSA and outside the agency) not to further use or disseminate infmmation 

contained therein without first obtaining NSA's express approval. Id. at 3-4. Upon receipt of 

such a request, NSA will review the relevant report to determine whether continued use thereof is 

17 The govemment has informed the Court that NSA stores some of 
collection in 

See Aug. 24 Submission at 14-16. Assuming that NSA 
cannot with reasonable effort identify information in its repositories as the fruit of an 
unauthorized electronic surveillance, such information falls outside the scope of Section 
1809(a)(2), which by its terms applies only when there is knowledge or "reason to know that the 
infonnation was obtained through electronic surveillance not authorized" by statute. 
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appropriate. Id. at 4. 18 Finally, the government has informed the Court that it will not use any 

report that cites to upstream collection acquired prior to October 31 , 2011 in an application to 

this Court absent express notice to, and approval of, the Court. Aug. 24 Submission at 24. 

Taken together, the remedial steps taken by the government since October 2011 greatly 

reduce the risk that NSA will run afoul ofSection1809(a)(2) in its handling ofthe past upstream 

acquisitions made under color of Section 702. NSA's self-imposed prohibition on using non-

target communications to or from a U.S. person or a person in the United States helped to ensure 

that the fruits of unauthorized electronic surveillance were not used or disclosed while it was 

working to purge the pre-October 31, 2011 upstream collection. And NSA's subsequent purge of 

that collection from its repositories and the above-described measures it has taken with respect to 

derivative reports further reduce the risk of a problem under Section 1809(a)(2). Finally, the 

amended NSA minimization procedures provide that in the event, despite NSA's effort to purge 

the prior upstream collection, the agency discovers an Internet transaction acquired before 

October 31,2011, such transaction must be purged upon recognition. See Amended NSA 

Minimization Procedures at 8 § 3(c)(3). In light of the foregoing, it appears to the Court that the 

outstanding issues raised by NSA's upstream collection of Internet transactions have been 

resolved, subject to the discussion of changes to the minimization procedures that appears 

18 For instance, NSA may detetmine that the report is fully suppmted by cited 
communications other than the ones obtained through upstream communication. Sept. 12 
Submission at 4. In other instances, NSA may revise the report so that it no longer relies upon 
upstream communications and reissue it. Id. If such steps are not feasible because the report 
cannot be supported without the upstream communication, NSA will cancel the report. Id. 
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below. 19 

b. Changes to the NSA Minimization Procedures. 

"Processing" versus "handling" information. In a number of places in the amended 

NSA minimization procedures, the govemment has replaced the term "processed" with the word 

"handled." See Amended NSA Minimization Procedures at 9 (§ 5(1)) & 12 (§§ 6(c)(1) & 

6(c)(2)). Both the previously-approved NSA minimization procedures and the amended 

procedures define the terms "processed" or "processing" to mean "any step necessary to convert 

a communication into an intelligible fotm intended for human inspection." Id. at 2 (§ 2(h)). The 

previously-approved procedures did not unifonnly use the terms in a mam1er consistent with that 

nmrow definition. This clarifying change remedies that inconsistency by using the distinct term 

"handled" or "handling" to refer to the treatment of communications after they have been 

rendered intelligible for human inspection. This non-substantive change reduces the potential for 

confusion and mistake and raises no issue under Section 1801 (h). 

Oversight Functions. Like the amended CIA and FBI minimization procedures discussed 

above, the ame11ded NSA minimization procedures contain language stating that the procedures 

do not restrict the exercise of"lawfu] oversight" ofNSA by NSA itself, DOJ, ODNI, or "the 

applicable Offices of Inspectors General." .Amended NSA Minimization Procedures at 1 (§ 1). 

For the same reasons, the Court finds that this provision is consistent with Section 1801(h). 

19 Under the circumstances, the Court finds it unnecessary to futiher address the 
arguments advanced by the government in its November 22, 2011 response to the Court's 
October 13, 2011 briefing order regarding Section 1809(a), particularly those regar~ing the scope 
of prior Section 702 authorizations. 
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Vulnerability or Network Assessments. The amended NSA minimization procedures aJso 

state that the procedures do not restrict NSA's performance of"vulnerability or network 

assessments using information acquired pursuant to Section 702 . . . in order to ensure that NSA 

systems are not or have not been compromised." Amended NSA Minimization Procedures at 1 

(§ 1). 

- this "vulnerability or network assessments" language also raises no concern under Section 

1801(h). The language allows NSA to use infonnation collected under Section 702 in effmis to 

prevent its infotmation systems from being compromised by mal ware or other similar tlu·eats and 

to detect and remedy intmsions after they have occurred. Maintaining the integrity ofNSA's 

systems is essential to the agency's fulfillment of its national security mission, including the 

acquisition, production, and dissemination of foreign intelligence infmmation. The new 

language is narrowly crafted to serve that purpose, stating that Section 702 infonnation used for 

vulnerability or network assessments may be "retained for one year solely for that limited 

purpose," and "may be disseminated only in accordance with the applicable provisions of these 

procedures." Id. at 1 (§ 1). 

Upstream Collection. The government has made several changes to Section 3(b) of the 

NSA minimization procedures, which, among other things, addresses NSA's handling oflnternet 

transactions acquired tlu·ough its upstream collection. Section (3)(b )( 4)(af0 generally requires 

NSA to use technical means to segregate and restrict access to the two categories ofMCTs that 

20 The goverrnnent has renumbered portions of Section 3 so that the substance of Section 
3(b)(5) of the previously-approved procedures now appears in Section 3(b)(4). 
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are most likely to contain non-target infonnation concerning U.S. persons or persons in the 

United States. See Nov. 30, 2012 Mem. Op. at 11-12. The amended procedures include new 

language stating that notwithstanding this general segregation requirement, ''NSA may process 

Internet transactions . . . in order to render such transactions intelligible to analysts." See 

Amended NSA Minimization Procedures at 4 (§ 3(b)(4)(a)(1)). The Court's understanding is 

that this new language pennits NSA to render Internet transactions intelligible to humans before 

segregating them in accordance with Section 3(b)(4)(a). With the understanding that the 

procedures continue to preclude access to Internet transactions by intelligence analysts until after 

segregation (and even then, only in accordance with the remainder of the procedures), the Court 

is satisfied that this amendment is consistent with Section 1801(h). 

The previously approved procedures required NSA to "destroyO upon recognition" any 

Internet transaction containing a discrete wholly domestic communications (i.e., a 

communication as to which the sender and ~11 intended recipients are reasonably believed to be in 

the United States). See Oct. 31, 2011 NSA Minimization Procedures at 4 § 3(b)(5)(a)(l)(a); see 

also Nov. 30, 2011 Mem. Op. at 9. The amended procedures state that Internet transactions 

recognized as containing a discrete wholly domestic communication must "be handled in 

accordance with Section 5 below." Amended NSA Minimization Procedures at 4-5 (§§ 

3(b)(4)(a)(2)(a), 3(b)(4)(b)(l)). Section 5 requires as a general rule that "a communication 

identified as a domestic communication (and if applicable the Intemet transaction in which it is 

contained) will be promptly destroyed upon recognition." Id. at 8 (§ 5). As explained below, 

however, Section 5 allows the Director ofNSA to waive the destruction of a particular 
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communication under certain circumstances. Id. at 8-9 (§ 5). Accordingly, the effect of this 

amendment to Section 3(b) is to convert what was an absolute destruction requirement into a 

qualified destruction requirement. Nevertheless, as discussed below, the circumstances in which 

a Director's waiver may be granted are narrowly defined, so that the Court is satisfied that this 

amendment to the NSA minimization procedures is consistent with Section 1801 (h). 

Another change to Section 3(b) of the NSA minimization procedures involves metadata. 

The procedures approved by the Court in the November 30, 2011 Memorandum Opinion contain 

a provision allowing NSA to copy metadata from Internet transactions that are not subject to 

segregation pursuant to Section 3(b) without first complying with the other rules for handling 

non-segregated transactions- i.e., without ruling out that the metadata pe1iained to a discrete 

wholly domestic communication or to a discrete non-target communication to or from a U.S. 

person or a person inside the United States. See Nov. 30, 2011 Mem. Op. at 15-20. Metadata 

copied pursuant to this provision must be handled in accordance with the other provisions of the 

procedures. Id. at 16. Furthermore, in the event that NSA later identifies an Internet transaction 

as containing a wholly domestic communication, any metadata that has been extracted from that 

transaction must be destroyed. Id. 

The amended procedures retain this provision, but now expressly limit it to Internet 

h·ansactions acquired on or after October 31, 2011. Amended NSA Minimization Procedures at 

6 (§ 3(b)(4)(b)(4)). This date change accounts for the fact that, as discussed above, NSA's 

upstream acquisitions before that date have been subject to an earlier set of minimization 

procedures that did not provide for the extraction and use ofmetadata by NSA. See Nov. 30, 
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2011 Mem. Op. at 20-21. The addition of the date makes clear that although the amended NSA 

minimization procedures now generally apply to Section 702 inf01mation acquired by NSA under 

all certifications, this metadata provision continues to apply only to infonnation acquired under 

the 2011 and 2012 certifications. Because this amendment serves only to preserve the status quo 

with respect to metadata, it presents no issue under Section l801(h). 

Destruction of Raw Data. The government has amended Section 3( c) of the N,SA 

minimization procedures, which limits the retention of raw Section 702 information acquired by 

NSA. Like the previously-approved procedures, the amended procedures provide a d~fault 

retention period of two years for upstream Internet communications and a default retention 

period of five years for all other communications. See Amended NSA Minimization Procedures 

at 7 (§ 3(c)). The government has added language to Section 3(c) to make clearer that these 

retention limits are subject to separate provisions of the procedures, which may allow a particular 

communication to be retained longer-~' because it contains U.S. person-identifying 

information that is necessary to understand foreign intelligence information or assess its 

importance. See id. at 7 (§ 3(c)); id. at 10-11 (§ 6). New language also makes clear that the 

determination that a communication qualifies for retention beyond the default "age off' period 

must be made by NSA on a communication-by-communication basis and, in the case of Internet 

transactions, is subject to the special rules set forth in Section 3(b) of the procedures. Id. at 7 (§ 

3(c)). These clarifying changes raise no issue under Section 180l(h). 

The final change to Section 3(c) is new language requiting NSA to destroy upon 

recognition " [a]ny Internet transaction acquired through NSA's upstream collection techniques 
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prior to October 31, 2011." Amended NSA Minimization Procedures at 8 (§ 3(c)(3)). As 

discussed above, NSA has deleted "all data objects identified as acquired through NSA's 

upstream Internet collection techniques on or before October 31, 20 11 ." See Aug. 24 

Submission at 9. This new language formalizes NSA' s undertaking to destroy any additional 

information that is hererafter identified as having been acquired through its prior upstream 

Internet collection and presents no issue under Section 1801(h). 

Waiver of Destruction Requirement. The previously-approved NSA minimization 

procedures generally require that NSA destroy upon recognition any connnunication that is 

defined as a domestic communication. Oct. 31,2011 NSA Minimization Procedures at 8 (§ 5). 

Domestic communications include: (1) any communication that does not have at least one 

communicant outside the United States, see id. at 2 (§ 2(e)); (2) any communication acquired 

through the targeting of a person who at the time of targeting was reasonably believed to be 

located outside the United States but is in fact located inside the United States at the time such 

communication was acquired, id . at 7 (§ 3(d)(2)); and (3) any communication acquired by 

targeting a person who at the time of targeting was believed to be a non-u:s. person but was in 

fact a U.S. person, id. The destruction requirement can be waived, however, if the Director or 

Acting Director of the NSA "specifically determines in writing" that: 

(1) the communication is "reasonably believed to contain significant foreign 
intelligence information," in which case it can be "provided to the FBI (including 
United States person identities) for possible dissemination in accordance with its 
minimization procedures"; 

(2) the communication is "reasonably believed to contain evidence of a crime," in 
which case it can be disseminated to appropriate federal law enforcement 
authorities and retained for a reasonable period of time to permit appropriate 
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access by law enforcement agencies; 

(3) the communication is reasonably believed to contain information necessary to 
be retained for cryptanalytic, traffic analytic, or signal exploitation purposes, or 
information necessary to understand or assess a security vulnerability, in which 
case it can be obtained for a period sufficient to permit exploitation; or 

(4) the communication contains information pe1iaining to a threat of serious harm 
to life or property. 

See id. The previously-approved procedures further provide that notwithstanding these 

requirements: (1) "if a domestic communication indicates that a target has entered the United 

States, NSA may advise FBI of that fact"; and (2) NSA may retain and provide to FBI and CIA 

certain information deemed necessary "for collection avoidance purposes." Id. at 9 (§ 5). 

the government has amended Section 5 to further clarify that waivers may only 

be made on a "communication-by-communication basis." See Amended NSA Minimization 

Procedures at 8 (§ 5). This change does not alter the requirements of the waiver provision and 

raises no concern under Section 1801(h).21 

21 In October 2011, the government reported a compliance incident involving NSA's 
application of Section 5. The incident was the subject of a more detailed follow-up submission 
made on August 28, 2012 ("Aug. 28 Submission"). As previously approved by the Court, 
Section 5 states that a waiver may occur only when "the Director (or Acting Director) 
specifically determines, in wtiting," that one of the four enumerated criteria is met with respect to 
"[a] communication." See,~. Oct. 31 , 2011 NSA Minimization Procedures at 8 (§ 5). In 
accordance with this language, the government represented to the Court in 2008 that the waiver 

would be· applied on a "case-by-case basis" rather than categorically. Docket No. 
Aug. 27, 2008 Hrg. Tr Court relied on tllis representation in 

approving Section 5. Docket No. 4, 2008 Mem. Op. at 25 n.24. 

In March 2011, however, the Acting Director ofNSA made an "advance waiver 
(continued ... ) 
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Another change to Section 5 is the addition of new language that limits the types of 

domestic communications that may be the subject of a destruction waiver. As amended, the 

provision requires the Director (or Acting Director) to specifically determine in writing not only 

that one of the four enumerated conditions is satisfied, but also that " the sender or intended 

recipient of the domestic communication had. been properly targeted under Section 702 of the 

Act." See Amended NSA Minimization Procedures at 8 (§ 5). The change has the practical 

effect of limiting the reach of the waiver provision to domestic communications acquired with 

the reasonable but mistaken belief that the target is a non-U.S. person located outside the United 

States. This nanowing amendment is consistent with the requirements of Section 180l(h). 

A third change to Section 5 of the NSA minimization procedures broadens the effect of a 

waiver made on the ground that the communication at issue contains significant foreign 

intelligence information. While the previously-approved language of Section 5( 1) states that a 

21
( ... continued) 

determination" pursuant to which NSA personnel could thereafter deem "certain terrorism-
related communications that met specific cliteria . . . to contain 'significant foreign intelligence' 
and hence ... subject to a destruction waiver." Aug. 28 Submission at 2. This advance waiver 
determination was relied upon seven times by NSA personnel until September 2011 , when it was 
rescinded as inconsistent with the requirements of Section 5. I d. It was later detennined, 
however, that in six of those instances no waiver was required. Id. After reporting the incident 
to the Court, DOJ and NSA undertook a review ofNSA's practice under Section 5 of the 
procedures. That review revealed that NSA has used the waiver provision on 16 other occasions 
and that each of those other waivers was consistent with the requirements of Section 5. Id. at 3. 
Furthermore, NSA, working together with DOJ, has undertaken a number of steps to improve 
coordination of guidance involving NSA's FISA authorities (including Section 702) and is 
continuing to strengthen its internal compliance infrastructure. Id. at 3-6. In light of the 
corrective measures taken by the government following the "advance waiver determination" 
incident, the Court is satisfied that the incident does not preclude a finding that NSA's 
minimization procedures satisfy the requirements of Section 1801(h). 
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communication retained on that basis can be "provided to the FBI ... for possible dissemination 

in accordance with its minimization procedures," Oct. 31, 2011 NSA Minimization Procedures 

at 8 (§ 5(1)), the amended provision states that such a communication "may be retained, handled, 

and disseminated in accordance with these procedures," Amended NSA Minimization 

Procedures at 9 (§ 5(1)). The result of this change is that NSA may retain, use, and disseminate 

such a communication as if it constitutes a "foreign communication." See Amended NSA 

Minimization Procedures at 1 0-12 (§ § 6-7) (setting forth rules for retention and dissemination of 

foreign communications). Read in isolation, this amendment appears to give NSA substantially 

more leeway to retain, use, and disseminate a domestic communication that is the subject of the 

waiver on "significant foreign intelligence" grounds. As discussed in the preceding paragraph, 

however, the waiver provision, as amended, now may be applied only to those domestic 

communications acquired with a reasonable, but mistaken, belief that the target is a non-U.S. 

person located outside the United States. The Court has previously recognized that Section 702 

authorizes the government to acquire such communications. See Docket No Sept. 

4, 2008 Mem. Op. at 25-26. Moreover, if a communication retained on this basis contains U.S.-

person identifying information, that information must be deleted before the communication can 

be disseminated outside NSA unless one of eight specific exceptions applies. See Amended 

NSA Minimization Procedures at 11-12 (§ 6(b)). Under the circumstances, the Court is satisfied 

that this amendment to Section 5(1) ofthe NSA minimization procedures is consistent with 

Section 1801 (h). 

Another change to the NSA minimization procedures provides that in the event a 
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domestic communication subject to a waiver by the Director or Acting Director is contained 

within an Internet transaction, NSA may retain the entire transaction. See Amended 

Minimization Procedures at 9 (§ 5). This change addresses NSA's inability to disaggregate 

Internet transactions that it has acquired under Section 702 without destabilizing its systems. See 

Docket Nos. 

Briefing Order of May 9, 2011 (filed June 1, 2012) at 22. The change permits NSA to retain not 

just the particular portion of an Internet transaction that is deemed to qualify for a waiver, but 

also other unrelated portions of the transaction within which it was acquired, which may include 

non-target U.S. person information with no foreign intelligence value. For several reasons, the 

Court is satisfied that this change is consistent with the requirements of Section 1801 (h). First, 

NSA has only applied the waiver provision 16 times since Section 702 collection commenced in 

2008. See Aug. 28 Submission at 2. Furthermore, as discussed above and in the November 30 

Opinion, NSA's minimization procedures include special handling requirements for Internet 

transactions, including protections for non-target U.S. person infmmation, that will apply to any 

transaction that is retained by NSA following a Section 5 waiver. Finally, the procedures require 

NSA to delete U.S.-person identifying infonnation from a communication before disseminating it 

outside the agency, unless one of eight specific exceptions applies. See Amended NSA 

Minimization Procedures at 11-12 (§ 6(b)). 

The final change to Section 5 involves what NSA may do, absent a Director's waiver, in 

the event that a domestic communication indicates that a target has entered the United States. 

The previously-approved procedures allow NSA to advise the FBI of the fact of the target's entty 
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into the United States and to retain and provide to FBI and CIA technical information about the 

communication for "collection avoidance purposes." Oct. 31, 2011 NSA Minimization 

Procedures at 9 (§ 5). The amended procedures permit NSA not only to inform the FBI of the 

fact of the target's entry into the United States and share with the FBI and CIA the same teclmical 

"collection avoidance" information, but also to provide to the FBI "any infonnation concerning 

the target's location that is contained in the communication." Amended NSA Minimization 

Procedures at 10 (§ 5). In. addition, the amended provision states that NSA "may retain the 

communication from which such information is derived but shall restrict the further use or 

dissemination of the communication by placing it on the Master Purge List (MPL)." Id. This 

change to Section 5 allows NSA to share limited information with the FBI and serves to better 

facilitate the transition from Section 702 coverage. of the target to other forms of surveillance or 

investigation that are permitted within the United States. The Court is satisfied that this 

amendment to the procedures is consistent with Section 1801(h). 

C. The Targeting and Minimization Procedures Are Consistent with the Fourth 
Amendment. 

The final question before the Court is whether the targeting and minimization procedures 

included as part of the August 24 Submission are consistent with the Fourth Amendment. See 50 

U.S.C. § I 881 a(i)(3)(A). Largely for the same reasons that the Court has concluded that the 

amended procedures meet the requirements of Section 1881a(d)-(e), the Court is also satisfied 

that the amended procedures are reasonable under the Fourth Amendment. The basic framework 

of protections formed by the previously-approved procedures remains intact. Many of the 

amendments made by the govenunent add to those protections or merely serve to clarify what is 
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required of the government. The remaining changes do not individually or collectively alter the 

Court's ptior conclusion that the targeting and minimization procedures are consistent with the 

Fourth Amendment. 

IV. CONCLUSION 

For the foregoing reasons, the Court finds that the certifications and amendments 

submitted in the above-captioned dockets pursuant to Section 1881a(g) contain all the required 

elements and that the targeting and minimization procedures adopted in accordance with Section 

1881a(d)-(e) are consistent with the requirements of those subsections and with the Foutth 

Amendment. 

Orders approving the certifications, the amendments, and the use of the accompanying 

procedures are being entered contemporaneously herewith . 

.-rl1 
ENTERED this J./5 day of September 2012, in Docket Nos. 

Judge, United States Foreign 
Intelligence Surveillance Court 
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SECRET 

UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

ORDER 

For the reasons stated in the Memorandum Opinion issued contemporaneously herewith, 

and in reliance upon the entire record in this matter, the Court finds, pursuant to 50 U.S.C. § 

1881 a(i)(3 )(A), that the cert~fications referenced above contain all the required elements and that 

the targeting procedures and minimization procedures approved for use in connection with those 

certifications are consistent with 50 U.S.C. §1881a(d)-(e) and with the Fomih Amendment. 

Accordingly, it is hereby ORDERED, pursuant to 50 U.S.C. § 1881a(i)(3)(A), that the 

certifications and the use of such procedures are approved. 
ft.- r) 0-20-201 2 P(!!:i : ~'i 6 

ENTERED this ,._,0 day of September 2012, at Eastern Time, in 

DocketN 

Judge, United States Roreign 
Intelligence Surveillance Court 

SECRET 
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UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

ORDER 

For the reasons stated in the Memorandum Opinion issued contemporaneously herewith, 

and in reliance upon the entire record in this matter, the Cou1t finds, pursuant to 50 U.S.C. § 

1881a(i)(3)(A), that the certifications referenced above, as amended on August 23,2012, contain 

all the required elements and that the targeting procedures and minimization procedures 

approved for use in connection with those amended certifications are consistent with the 

requirements of 50 U.S. C. §1881a(d)-(e) and with the Fourth Amendment. 

SECRET 

Case 1:15-cv-00662-TSE   Document 125-31   Filed 03/26/18   Page 47 of 48



8ECRE'F 

Accordingly, it is hereby ORDERED, pursuant to 50 U.S.C. § 1881a(i)(3)(A), that the 

amended certifications and the use of such procedures are approved. 
~ 0 9 - ;~ 0 - 2 0 1 2 p 0 5 : 56 

ENTERED this ~q- day of September 2012, at Eastern Time, in 

Docket Nos. 

Judge, United States Foreign 
Intelligence Surveillance Court 
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UNITED STATES 

·FttOd 
Unltfd S~ 1-'"ot"efgn 

lntellfgencti Sutvtt~lllance Court 

AfR 2 6 2017 
LeeAnn Flynn Hall, Clerk of Court 

... """""""",.-v';.:....:o~.m-.h .. .,,., , tJ • ..-.._,. ·•·, . ,. .......,. 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

MEMORANDUM OPINION AND ORDER 

These matters are before the Foreign Intelligence Surveillance Court ("FISC" or "Court") 

on the "Government's Ex Parte Submission ofReauthorization Certifications and Related 

Procedures, Ex Parte Submission of Amended Certifications, and Request for an Order 

Approving Such Certifications and Amended Certifications," which was filed on September 26, 

2016 ("September 26,2016 Submission"), and the "Government's Ex Parte Submission of 

Amendments to DNI/ AG 702(g) Certifications and Ex Parte Submission of Amended Targeting 

and Minimization Procedures," which was filed on March 30, 2017 ("March 30,2017 

Submission"). (Collectively, the September 26, 2016 and March 30, 2017 Submissions will be 
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refeJTed lo herein as the "2016 Certification Submissions.") For the reasons explained below, the 

govetnment's request for approval of the certifications and procedures accompanying the 

September 26,2016 Submission, as amended by the March 30,2017 Submission, is granted, 

subject to cet1ain reporting requirements. The Court's approval of the amended ce1iifications 

and accompanying targeting and miruimization procedures is set out :in separate orders, which are 

being entered contemporaneously herewith. 

I. BACKGROUND 

A. The lnitial 2016 Certifications 

l11e September 26, 2016 Submission included~ certifications that were executed by 

the Attorney General ("AG") and the Director of National Intelligence (''DNI") pursuant to 

Section 702 of the 

ach ofthe ~ce11ifications submitted in September 

(collectively referred to as "the Initial 2016 Certifications") was accompanied by the supp01ting 

affidavits of the Director of the National Security Agency ("NSA"), the Director of the Federal 

Bureau of Investigation ("FBI"), the Director of the Centtal Intelligence Agency ("CIA"), and the 

Director of the National Countertenorism Center ("NCTC"); two sets of targeting procedures, for 

use by the NSA and FBI respectively; 1 and four sets of minimization procedures, for use by the 

1 The targeting procedures for each ofthe fnitial2016 Certifications are identical. The 
(continued ... ) 
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NSA, FBi, ClA, and NCTC respectively.2 The September 26, 2016 Submission also included an 

explanatory memorand-um prepared by the Departmet1t of Justice ("DOJ") ("September 26, 2016 

Memorandwt1''). 

The Coutt was required to complete its review oftbelnitial2016 Certiiications within 30 

days of their submission,i.c., by October 26, 2016. See 50 U.S.C. § 1881a(i)(l)(B). The Court 

may extend tbis period, however, "as necessary tor good cause in a manner consistent with 

national security." See 50 U.S.C. § 1 881aU)(2). The Court has issued two s-uch extensions in 

these matters. 

1( ... continued) 
targeting procedures for the NSA ("NSA Targeting Procedures") appe~:~r as Exhibit A to each of 
the 2016 Certifications and the March 30,2017 Submission includes identical amendments to 
those procedures for each of the certifications. (Unless otherwise specified, references to those 
targeting procedures shall refer to the procedures as amended, as discussed below, in the March 
30, 2017 Submission.) The targeting procedures for the FBI ("FBI Targeting Procedures") 
appear as Exhibit C to each of the 2016 Certifications and are not amended by the March 30, 
2017 Submission. 

2 The minimization procedures for each of the Initia120 16 Certifications are identicaL 
The minimization procedures for the NSA ("NSA Minimization Procedures") appear as Exhibit 
B to each' of the 2016 Ce1tifications and the March 30, 2017 Subtnissjon includes identical 
amendments to those procedures for each of the certifications. (Unless otherwise specified, 
references to those minimization procedures sha11 refer to the procedures as amended, as 
discussed below, in the March 30, 2017 S1.1bmission.) The minimization procedures for the FBI 
("FBJ Minimization Procedures'') appear as Exhibit D to each of the 2016 Certifications. The 
minimization proccdun:s for the CIA ("CIA Minimization Procedures") app<,-ar as Exhibit E to 
each of the 2016 Certifications. The minim.ization procedures for the NCTC ('NCTC 
Minimization Procedures") appear as Exhibit G to each ofthe 2016 Certifications. The 
minimization procedures for tbe FBI, CIA, and NCTC are not amended by the March 30, 2017 
Submission. 
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On October 24, 2016, the government orally apprised the Cow1 of significant no11-

compliance with the NSA's minimization procedures involving queries of data acquired under 

Section 702 using U.S. person identifiers. The full scope of non-compliant querying practic·es 

had not been previously disclosed to the Court. Two clays later, on the day the Court otherwise 

wo-u ld have had to complete its review of the certifications and procedures, the government made 

a written submission regarding those compliance problems,~ October 26, 2016, Preliminary 

and Supplemental Notice of Compliance Incidents Regarding the Querying of Section 702-

Acquired Data (''October 26,2016 Notice''), and the CoUlt held a hearing to address them. The 

government reported that it was working to ascertain tl1e cause(s) of those compliance problems 

atld develop a remedial plan to address then'l. Without furtber information about the compliance 

problems and the government's remedial efforts, tbe Court was not in a position to assess 

whether the minimization procedures accompanying the Initial 2016 Certifications, as they would 

be implemented, would comply with statutory standards and were consistent with the 

tequirements of the Fourth Amendment. Sec 50 U .S.C. § 1881a(i)(3)(A)-(B). Accordingly, the 

Court found good cause to extend the time limit for i ts review of the Initial 2016 Certifications 

through Jail\.Jary 31, 2017, and, based on the govemment's representations, found that such 

extension was consistent with national security.3 See Docket N 

rder entered on Oct. 26,2016 ('c0ctober26, 2016 Order"). 

3 By operation of the statute, the predecessors to each of the Initial 2016 Certifications 
and tl1e procedures accompanying them remained in effect during the extended periods fOl' the 
C0mt's consideration of the 2016 Certifications. See 50 U.S.C. § 188l a(i)(3)(A)-(B). 
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On January 3, 2017, the govemment made a further submission describing its efforts to 

ascertain the scope and causes of those compliance problems and discussing potential solutions 

to them. See Janua1y 3, 2017, Supplemental Notice of Compliance Incidents Regarding the 

Querying of Section 702-Acquired Data ("January 3, 2017 Notice"). The Court was not satisfied 

that the government had sufficiently ascertained the scope of the compliance problems or 

developed and implemented adequate solutions for them and communicated a number of 

questions and concems to tbe goverrunent. The govermnent submitted another update on 

January 27, 2017, in which it informed the Court that, due to the complexity of the issues 

involved, NSA would not be in a position to provide thorough responses to the Court's questions 

and concems by January 31, 2017. See January 27, 2017, Letter Iu re: DNI/AG 702(g) 

Certifications and their Predecessor Certifications ("January 27, 

2017 Letter"). The govemment submitted that a further extension, through May 26, 2017, was 

necessary for it to address those issues and that such extension would be consistent with national 

security. The Comt granted a shorter extension, thr h A ·1 28 2017 :£ :. . t t d. 't 

order approving the extension. See Docket Nos. 

Order entered on Jan. 27, 2017 ("January 27, 2017 Order"). 

B. The 201 7 Amendments 

On March 30, 2017, the Attomey General and Director of National Intelligence, acting 

pursuant to 50 U.S.C. § 188la(i)(l)(C), executed Amendments to each ofthe~Initial 20l 6 

Certifications. See Amendment to 
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'·""''""·····vely, the "2017 Amendments").4 As discussed below, those 

amendments substantially change how NSA will conduct certain aspects of Section 702 

collection, and largely resolve the compliance problems mentioned above. The March 30, 2017 

Submission included the 2017 Amendments, a revised supporting affidavit by the Director of 

NSA, and revised targeting and minimization procedures for NSA, which replace Exhibits A and 

B, respectively, to each ofthelnitial2016 Certifications. That submission also included an 

explanatory memorandum prepared by DOJ ("March 30, 2017 Memorandum"). 

C. Subject Matter of the Certifications 

Each of the 2016 Certifications involves "the targeting of non-United States persons 

reasonably believed to be located outside the United States to acquire foreign intelligence 

4 Unless otherwise stated, subsequent references to the "2016 Certifications" are to the 
Initial 2016 Certifications and accompanying procedures, as later amended by the 2017 
Amendments and the accompanying revised procedures. 
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Each ofthe 2016 Certifications generally proposes to continue acquisitions of foreign 

intelligence infmmation that are now being conducted under the COITesponding certification 

made in 2015 ("the 2015 Certifications"). See September 26, 2016 Memorandum at 2. The 

2015 Certifications, which are similarly differentiated by subject matter and 

were approved by theFlSC on November 6, 2015.5 The 2015 Certifications, in 

turn, genera11y renewed authorizations to acquire foreign inteJlig~nce infom1ation under a series 

of cettifications made by the AG and DNI pursuant to Section 702 that dates back to 2008.6 The 

government also seeks approval of amendments to the certifications in the Prior 702 Dockets, 

such that the NSA, CIA, FBI and NCTC henceforward will apply the same minimization 

5 See Docket Memorandum Opinion 
and Order entered on Nov. 6, 2015 6, 2015 Opinion"). The Court issued an order 
on November 9, 2015, approving amendments to prior Section 702 certifications and authorizing 
the use of revised minimization procedures in connection with those certifications. 

These dockets, together with Docket 
are collectively referred to as "the Prior 702 Dockets." 
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procedures to information obtained under prior certifications as they will to information to be 

This practice, long approved by the FISC, has the advantage of 

applying a single set of updated procedures to Section 702-acquired information rather than 

requiring personnel to follow different rules for information acquired on different dates. 

D. Review of Compliance Issues 

The Court's review of targeting and minimization procedures under Section 702 is not 

confined to the procedures as written; rather, the Court also examines how the procedures have 

been and will be implemented. See, M,., Docket No.-, Memorandum Opinion 

entered on Apr. 7, 2009, at 22-24 ("April 7, 2009 Opinion"); Docket Nos. 

Memorandum Opinion entered on Aug. 30,2013, at 6-11 ("August 30, 

2013 Opinion"). Accordingly, for purposes of its review of the 2016 Cetiifications, the Court 

has examined quarterly compliance reports submitted by the government since the most recent 

FISC review of Section 702 certifications and procedures was completed on November 6, 2015/ 

as well as individual notices of non-compliance relating to implementation of Section 702. The 

Court held a hearing on October 4, 2016, to address certain issues raised by the September 26, 

7 See Quarterly Reports to the FISC Concerning Compliance Matters Under Section 702 
ofFISA, submitted on December 18,2015, March 18, 2016, June 17, 2016, September 16,2016, 
December 16, 2016 and March 17, 2017. These reports are cited herein in the fonn "[Date J 
Compliance Report." 
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20 16 Submission, as well as ce1tain compliance issues regarding the government's collection and 

handling of infonnation under prior certifications ("October 4, 2016 Hearing").8 The Court held 

a fmther hearing on October 26,2016, to address matters raised in the October 26, 2016 Notice 

("October 26, 2016 flearing''). 9 

II. REVIEW OF CERTIFICATIONS AND OF 
THEm. PREDECESSOR CERTIFlCATIONS AS AMENDED BY THE 
SEPTEMBER 26,2016 AND MARCH 30,2017 SUBMISSIONS 

rhe Court must review a certiiication submitted pursuant to Section 702 "to determine 

whether [it] contains all the required elements.'' 50 U.S.C. § 188la(i)(2)(A). The Court' s 

examination of Certifications as amended by the 2017 

Amendments, con£rms that: 

(1) the certifications have been made under oath as 
rP11l1111"Prl by 50 U.S.C. § 188} a(g)(J )(A), 

(2) the certifications contain each of the attestations 
§ 1881 

(3) as required by 50 U.S.C. § 188 la(g)(2)(B), each ofthe certifications is 
accompanied by the applicable targeting procedures and minimization procedures; 

8 See generally Transcript of Proceedings Held Before the Honorable Rosemary M . 
Collyer on October 4, 2016 ("October 4, 2016 Transcript"). 

9 See generally Transctipt ofPL'oceed1ngs Held Before the Honorable Rosemary M. 
Collyer on October 26, 2016 ("October 26,2016 Transcript"). 
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( 4) each of the certifications is supported by the affidavits of appropriate national 
security officials, as described in 50 U.S.C. § 1881 a(g)(2)(C);10 and 

(5) each of the certifications includes an effective date for the authorization in 
compliance with 50 U.S.C. § 1881a(g)(2)(D)- specifically, the certifications 
become effective on April28, 2017, or on the date upon which this Court issues 
an order the certifications under Section 1881 whichever is 

The Court therefore finds 

Similarly, the Court has reviewed the certifications in the Prior 702 Dockets, as amended 

by the 2016 Certifications, and finds that they also contain all the elements required by the 

statute. Id. 12 

10 See Affidavits of Admiral Michael S. Rogers, United States Navy, Director, NSA; 
Affidavits of James B. Corney, Director, FBI; Affidavits of John 0. Brennan, Director, CIA; and 
Affidavits of Nicholas Rasmussen, Director, NCTC, which are appended to each of 
Certifications Admiral Rogers filed amended affidavits in 
connection with the March 30, 2017 Submission. 

11 The statement described in 50 U.S.C. § 1881a(g)(2)(E) is not required in this case 
because there has been no "exigent circumstances" determination under Section 1881a(c)(2). 

12 The effective dates for the amendments to the certifications in the Prior 702 Dockets 
are the same as the effective dates for the 2016 Certifications. 
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III. REVIEW OF THE TARGETING AND MINIMIZATION PROCEDURES 

The Court is also required, pursuant to 50 U.S.C. § 1881a(i)(2)(B) and (C), to review the 

targeting and minimization procedures to determine whether they are consistent with the 

requirements of 50 U.S.C. § 1881a(d)(l) and (e)(l). Pursuant to 50 U.S.C. § 1881a(i)(3)(A), the 

Court further assesses whether the targeting and minimization procedures are consistent with the 

requirements of the Fourth Amendment. 

A. Statutory Standards for Targeting Procedures 

Section 188la(d)(l) requires targeting procedures that are "reasonably designed" to 

"ensure that any acquisition authorized under [the certification] is limited to targeting persons 

reasonably believed to be located outside the United States" and to "prevent the intentional 

acquisition of any communication as to which the sender and all intended recipients are known at 

the time of the acquisition to be located in the United States." In addition to these statutory 

requirements, the govenunent uses the targeting procedures as a means of complying with 

Section 18 81 a(b )(3 ), which provides that acquisitions "may not intentionally target a United 

States person reasonably believed to be located outside the United States." The FISC considers 

steps taken pursuant to these procedures to avoid targeting United States persons as relevant to 

its assessment of whether the procedures are consistent with the requirements of the Fourth 

Amendment. . See Docket No. 702(i)~08-0l, Memorandum Opinion entered on Sept. 4, 2008, at 

14 ("September 4, 2008 Opinion"). 

Under the procedures adopted by the government, NSA is the lead agency in making 

targeting decisions under Section 702. Pursuant to its targeting procedures, NSA may target for 
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acquisition a particular "selector/' which is typically a facility such as a telephone number ore 

mail address. The FBI Targeting Procedures come into play in cases 

that has been tasked under the NSA Targeting 

Procedures. See FBI Targeting Procedures * I.l. "Thus, the FBJ Targeting Procedures apply in 

addition to the NSA Targeting Procedures, whenever acquired." 

September 4, 2008 Opinion at 20 (emphasis in original). Proposed changes to the existing NSA 

and FBI targeting procedures are discussed below. 

B. Statutory Standards for Minimization Procedures 

Section 1881 a( e)(l ), in tum, requires minimization procedures that "meet the definition 

of minimization procedures under [50 U.S.C. §] I 801 (h) or 182] (4)]." Sections 180J(h) and 

I 821 ( 4) define "minimization procedures" in pertinent part as: 

(1) specific procedures, which shall be adopted by the Attorney 
General, that are r~asonably designed in light of the purpose and 
teclmique of the particular surveillance [or physical search], to 
minimize the acquisition and retention, and prohibit t11e 
dissemination, ofnonpublicly available information concerning 
uoconsenting United States persons consistent with the need of the 
Uni ted States to obtain; produce, ant! disseminate tbreign 
intelligence inf(mnation;C3J 

13 Section 1801 (e) defines "forei!:,'Il intelligence information" as 

(1) information that relates to, and if concerning a United States person is 
necessary to, the ability of the United States to protect against-

(A) actual or potential attack or other grave hostile acts of a foreign power 
or an agent of a foreign power; 

(B) sabotage, intemational terrorism, or the internationu] proliferation of 
(continued ... ) 
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(2) procedures that require that nonpublicly available infonnation, 
which is not foreign intelligence information, as defined in [50 
U.S.C. § 1801(e)(1)], shall not be disseminated in a manner that 
identifies any United States person, without such person's consent, 
unless such person's identity is necessary to understand foreign 
intelligence information or assess its importance; [and] 

(3) notwithstanding paragraphs (1) and (2), procedures that allow 
for the retention and dissemination of information that is evidence 
of a crime which has been, is being, or is about to be committed 
and that is to be retained or disseminated for law enforcement 
purposes[.] 

50 U.S.C. § 1801(h); see also id. § 1821(4).14 Each agency having access to "raw," or 

unminimized, 15 information obtained under Section 702 is governed by its own set of 

1\ .. continued) 
weapons of mass destruction by a foreign power or an agent of a foreign 
power; or 

(C) clandestine intelligence activities by an intelligence service or network 
of a foreign power or by an agent of a foreign power; or 

(2) information with respect to a foreign power or a foreign territory that relates to, and if 
concerning a United States person is necessary to-

(A) the national defense or the security of the United States; or 

(B) the conduct of the foreign affairs of the United States. 

14 The definitions of"minimization procedures" set forth in these provisions are 
substantively identical (although Section 1821 ( 4)(A) refers to "the purposes ... of the particular 
physical search"). For ease of reference, subsequent citations refer only to the definition set forth 
at Section 180l(h). 

15 This opinion uses the terms "raw" and "unminimized" interchangeably. The proposed 
NCTC Minimization Procedures define "raw" information as "section 702-acquired information 
that (i) is in the same or substantially the same format as when NSA or FBI acquired it, or (ii) has 
been processed only as necessary to render it into a form in which it can be evaluated to 

(continued ... ) 
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minimization procedures in its handling of Section 702 information. U mler Section 

1881 a(i)(2)(C), the Court must determine whether the agencies' respective minimization 

pmcedures meettbe.statutory definition of minimization procedures set torth at 50 U.S.C. §§ 

1801(h) or 1821(4), as appropriate. 

The most significant changes to the procedures proposed by the govemment in 

connection with the 2016 Certifications relate to: (i) the changes in the scope ofNSA collection 

under Section 702, as reflected in tbe March 30, 2017 Amendments; and (ii) the government's 

proposal in U1e September 26, 2016 Submission to allow NCTC access to umninimized 

information acquired by NSA and FBI 

Because those changes cut across several sets of procedures, each is discussed individually in a 

separate section. This opinion then examines several other changes to various sets of procedures 

jJroposed by the governn1ent in the September 26, 2016 Submission. The opinion then will 

assess whether, taken as a whole and including the proposed changes, the proposed targeting and 

minimization procedures satisfy applicable statutory and Fourth Amendment ~·equirements. 

C. · Significant Changes to NSA Targeting and Minimization Procedures in the March 
30, 2017 Submission 

The October 26, 2016 Notice disclosed that an NSA Inspector General (IG) review and 

report and NSA Office of Compliance for Operations (OCO) verification activities indicated that, 

1SC, .. continued) 
determine whether it reasonably appears to be foreign jntel!igence illfonnation or to be necessary 
to understand foreign intelligence infonnation or assess its importance.,' NCTC Mjnimization 
Procedures§ A.J.~. 

TOP SECRET//81//0RCONINOFOR.."\t P~ge 14 

Case 1:15-cv-00662-TSE   Document 125-32   Filed 03/26/18   Page 15 of 100



TOP SECRET//81//0RCON/NOFORN 

with greater frequency than previously disclosed to the Court, NSA analysts had used U.S.-

person identifiers to query the results oflnternet "upstream" collection, even though NSA's 

Section 702 minimization procedures prohibited such queries. To understand why such queries 

were prohibited, and why this disclosure gave the Court substantial concern, some historical 

background is necessary. 

1. Upstream Collection and the Acquisition of MCTs 

"Upstream" collection of Internet communications refers to NSA's interception of such 

communications as they transit the facilities of an Internet backbone carrier 

-as distinguished from acquiring communications from systems operated by Internet 

service providers 16 Upstream Internet collection 

constitutes a small percentage ofNSA's overall collection of Internet communications under 

Section 702, see,~' October 3, 2011 Memorandum Opinion at 23 n.21 (noting that, at that 

time, upstream Internet collection constituted only 9% ofNSA's Internet collection), but it has 

represented more than its share of the challenges in implementing Section 702. 

In 2011, the government disclosed that, as part of its upstream collection of Internet 

transactions, NSA acquired certain "Multiple Communication Transactions" or "MCTs."17 

Mc~m,ora1ndum Opinion, October 3, 2011 ("October 
3, 2011 Memorandum Opinion"), at 5 n.3. For purposes ofthe discussion that follows, 
familiarity with that opinion is presumed. As discussed below, NSA does not share raw 
upstream collection (Internet or telephony) with any other agency. 

17 NSA's procedures define an Internet transaction as consisting of either a discrete 
communication (e.g., an individual e-mail) or multiple discrete communications obtained within 

(continued ... ) 
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MCTs might take the fonn containing 

multiple e-mail messages 

-· See March 30,2017 Memorandum at 8 n.8. The te1m "active user" refers to the 

user of a communication service to or from whom the MCT is in transit when it is acquired (e.g., 

the user of an e-mail account 

Eventually, as discussed below, a complicated set of minimization rules was adopted for 

handling different types ofMCTs, based on whether the active user was the target18 and, if not, 

the nationality and location (to the extent known) of the active user. 

Moreover, NSA upstream collection acquired Internet communications that were to, from 

or about (i.e., containing a reference to) a selector tasked for acquisition under Section 702. As a 

result, upstream collection could acquire an entire MCT for which the active user was a non-

target and that mostly pertained to non-targets, merely because a single discrete communication 

within the MCT was to, from or contained a reference to a tasked selector. Such acquisitions 

could take place even if the non-target active user was a U.S. person in the United States and the 

MCT contained a large number of domestic communications19 that did not pertliin to the foreign 

17( ••• continued) 
an MCT. See NSA Targeting Procedures § I, at 2 n.l; NSA Minimization Procedures § 2(g). 

18 With a narrow exception 
all users of a selector tasked for 

considered targets. See March 30, 2017 Memorandum at 6 n. 7. 

19 In this opinion, "domestic communications" are communications in which the sender 
(continued ... ) 
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intelligence target who used the tasked selector. Because of those types of acquisitions 

particularly, upstream Internet collection was "more likely than other forms of Section 702 

collection to contain information of or concerning United States persons with no foreign 

intelligence value." November 6, 2015 Opinion at 25 n.21. 

It should be noted, however, that not all MCTs in which the active user is a non-target are 

equally problematic; for example, some MCTs within that description may involve an active user 

who is a non-U.S. person outside the United States, and for that reason are less likely to contain a 

large volume of information about U.S. persons or domestic communications. 

2. The 2011 Finding of Deficiency and Measures to Remedy the Deficiency 

In its October 3, 201l_Memorandum Opinion, the Court found the NSA's minimization 

procedures, proffered in connection with Section 702 certifications then under consideration, 

statutorily and constitutionally deficient with respect to their protection of U.S. person 

information within certain types ofMCTs. See October 3, 2011 Memorandum Opinion at 49-80. 

In response to the Court's deficiency finding, the government submitted amended minimization 

procedures that placed significant new restrictions on NSA's retention, use, and dissemination of 

MCTs. Those procedures included a sequestration regime for more problematic categories of 

MCTs.20 A shorter retention period was also put into place, whereby an MCT of any type could 

not be retained longer than two years after the expiration of the certification pursuant to which it 

19( ... continued) 
and all intended recipients are in the United States. 

20 This sequestration regime is discussed in Section IV below in connection with an 
instance ofNSA's not complying with that regime. 
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was acquired, unless applicable retention criteria were met. And, of greatest relevance to the 

present discussion, those procedures categorically prohibited NSA analysts :from using known 

U.S.-person identifiers to query the results of upstream Internet collection. In substantial reliance 

on these and other changes, the Court approved the modified procedures for acquiring and 

handling MCTs. See In re DNI/ AG 702(g) Certifications 

Memorandum Opinion, November 30, 

2011 ("November 30, 2011 Memorandum Opinion"). 

The Court also observed that one category of MCTs presented far fewer statutory and 

constitutional difficulties than the others: 

[I)fthe target is the active user, then it is reasonable to presume that all of the 
discrete communications within an MCT will be to or from the target. Although 
United States persons and persons in the United States may be party to any of 
those communications, NSA' s acquisition of such communications is of less 
concern than the communications described in the [other] categories [of MCTs] 
because the communicants were in direct communication with a tasked facility, 
and the acquisition presumptively serves the foreign intelligence purpose of the 
collection. 

October 3, 2011 Memorandum Opinion at 38. See also id. at 58 n.54 ("The government has also 

suggested that NSA may have limited capability, at the time of acquisition, to identify some 

. MCTs as to which the "active user" is a tasked selector. To the extent that NSA is able to do so, 

such acquisitions would be consistent with FISA and the Fourth Amendment because all 

discrete communications within this class of MCTs would consist of communications to or :from 

a tasked selector.") (internal citation omitted, emphasis added); id. at 80 (finding that the 
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proposed NSA procedures, although deficient as applied to other forms of MCTs, were 

consistent with the statute and the Fourth Amendment as applied to "MCTs as to which the 

'active user' is known to be a tasked selector"). That point is significant to the current matters: 

as discussed below, the 2016 Certifications only authorize acquisition ofMCTs when the active 

user is the target of acquisition. 

3. The October 26.2016 Notice and Hearing 

Since 2011, NSA's minimization procedures have prohibited use ofU.S.-person 

identifiers to query the results of upstream Internet collection under Section 702. The October 

26, 2016 Notice informed the Court that NSA analysts had been conducting such queries in 

violation of that prohibition, with much greater frequency than had previously been disclosed to 

the Court. The Notice described the results of an NSA IG Report which analyzed queries using a 

set of known U.S.-person identifiers (those associated with targets under Sections 704 and 705(b) 

of the Act, 50 U.S.C. §§ 1881c and 1881d(b)), during the first three months of2015, in a subset 

of particular NSA systems that contain the results of Internet upstream collection. That relatively 

nmmw inquiry found that. analysts had made. separate queries using. U.S.-person 

identifiers that improperly ran against upstream Internet data. The government reported that the 

NSA IG and OCO were conducting other reviews covering different time periods, with 

preliminary results suggesting that the problem was widespread during all periods under review. 

At the October 26,2016 hearing, the Court ascribed the government's failure to disclose 

those IG and OCO reviews at the October 4, 2016 hearing to an institutional "lack of candor" on 

NSA's part and emphasized that "this is a very serious Fourth Amendment issue." October 26, 
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2016 Transcript at 5-6. The Court found that, in light of the recent revelations, it did not have 

sufficient infonnation to assess whether the proposed minimization procedures accompanying 

the Initial2016 Certifications would comply with statutmy and Fourth Amendment requirements, 

as implemented. Based on the government's representation that an extension of time through 

January 31,2017, would provide the government sufficient opportunity to assess and report on 

the scope of the problem and an appropriate remedial plan, and was consistent with the national 

security, the Court extended the time period for its consideration ofthe 2016 Cettifications to 

that date. 

4. The January 3, 2017 Supplemental Notice and January 27,2017 Letter 

In anticipation ofthe January 31 deadline, the government updated the Court on these 

querying issues in the January 3, 2017 Notice. That Notice indicated that the IG's follow-on 

study (covering the first quarter of2016) was still ongoing. A separate OCO review, limited in 

many of the same ways as the IG studies, and covering the periods of April through December 

2015 and April through July of 2016, found that some. improper queries were conducted by 

• analysts during those periods.21 The January 3, 2017 Notice stated that "human error was the 

primary factor" in these incidents, but also suggested that system design issues contributed. For 

21 NSA further reported that OCO reviewed queries involving a number of identifiers for 
known U.S. persons who were not targets under Sections 704 or 705(b) of the Act, and which 
were associated with "certain terrorism-related events that had occurred in the United States." 
January 3, 2017 Notice at 6. NSA OCO such which improperly ran 
against Section 702 Internet data. 
"'""'1rP1'Y'I called which NSA use to 

a current or prospective target ofNSA collection, including 
under Section 702. I d. at 6-7. 

TOP SECRET//81//0RCON/NOFOR~ Page 20 

Case 1:15-cv-00662-TSE   Document 125-32   Filed 03/26/18   Page 21 of 100



TOP SEGRET//81//0RCON/NOFORN 

example, some systems that are used to query multiple datasets simultaneously required analysts 

to "opt-out" of querying Section 702 upstream Internet data rather. than requiring an affirmative 

"opt-in," which, in the Court's view, would have been more conducive to compliance. See 

January 3, 2017 Notice at 5-6. It also appeared that NSA had not yet fully assessed the scope of 

the problem: the IG and OCO reviews "did not include systems through which queries are 

conducted ofupstream data but that do not interface with NSA's query audit system." Id. at 3 

n.6. Although NSD and ODNI undertook to work with NSA to identify other tools and systems 

in which NSA analysts were able to query upstream data, id., and the government proposed 

training and technical measures, it was clear to the Court that the issue was not yet fully scoped 

out. 

On January 27,2017, the government provided further information on the technical and 

training measures NSA was taking and proposed to take to address this issue. NSA was 

implementing its technical measures only on systems with respect to the system thought to be 

used most frequently to query Section 702 data. The government still had not ascertained the full 

range of systems that might have been used to conduct improper U.S.-person queries. See,~. 

January 27, 2017 Letter at 5 ("NSA is progressing with its efforts to identify other tools or 

systems that analysts are using to query upstream data."). The government also reported that the 

NSA IG study for the first quarter of2016 had found. improper queries, a substantial 
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improvement over the first quarter of 2015.22 But NSA was still working to determine the scope 

of its U.S,-person query problem and to identify all relevant storage systems and querying tools. 

The January 27, 2017 Letter concluded that, "[b]ased on the complexity of the issues, 

NSA will not be in a position to provide thorough responses [to the Court's questions] on or 

before January 31, 2017." January 27, 2017 Letter. The government represented that a further 

extension of the Court's time to consider the 2016 Certifications through May 26, 2017, would 

be consistent with the national security and would allow the government time to investigate and 

remedy the problem. 

The Court granted an extension only through April 28, 2017.23 January 27, 2017 Order at 

6. In doing so, the Court noted its concern about the extent of non-compliance with "important 

safeguards for interests protected by the Fourth Amendment." Id. at 5. The Court also observed 

that, while recent remedial measures appeared promising, they were being implemented only on 

certain systems, while other systems remained to be assessed. Id. at 5-6. 

On March 17, 2017, the government reported that NSA was still attempting to identify all 

systems that store upstream data and all tools used to query such data, though that effort was 

nearly complete. March 17, 2017 Compliance Report at 100. NSA had also redoubled training 

on querying requirements and made technical upgrades to certain commonly-used querying tools 

22 h1 addition to the findings ofthe IG and OCO reviews, the government identifies 
improper queries in the course of regular oversight efforts. The government reports those 
incidents to the Court through individual notices and quarterly reports. 

23 By operation of Section 1881a(i)(1)(B), the government's submission on March 30, 
2017, of amendments to the 2016 Certifications and revised procedures started a new 30-day 
period for Court review, which ends on April29, 2017. 
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that were designed to reduce the likelihood of non·compliant queries. I d. at I 00·1 01. 

Meanwhile, the government continued to report further compliance issues regarding the handling 

and querying of upstream Internet collection24 and to investigate potential root causes of non-

compliant querying practices. April 7, 2017 Preliminary Notice (Queries) at 4 n.4. 

5. The 2017 Amendments 

As embodied in the March 30, 2017 Submission, the government has chosen a new 

course: · sequestering and then 

destroying raw upstream Internet data previously collected; and substantially narrowing the scope 

ofupstream collection Most significantly, the government will eliminate 

"abouts" collection altogether, which will have the effect of eliminating acquisition ofthe more 

problematic types ofMCTs. These changes should substantially reduce the acquisition of non-

pertinent information concerning U.S. persons pursuant to Section 702. 

As ofMarch 17,2017, NSA 

Revisions to the NSA Minimization Procedures now state that all Internet 

transactions acquired on or before that date and existing in NSA's institutionally managed 

24 See April 7, 2017, Preliminary Notice of Compliance Incidents Regarding the Labeling 
and Querying of Section 702-Acquired Data ("April 7, 2017 Preliminary Notice (Mislabeling)") 
(nearly IIIII communications acquired through upstream Internet collection were "incorrectly 
labeled" as acquired from Internet service providers and, as a result, likely subject to prohibited 
queries using U.S.-person identifiers); April 7, 2017, Preliminary Notice of Potential Compliance 
Incidents Regarding Improper Queries ("April 7, 2017 Preliminary Notice (Queries)") 
(identifying another. potential violations of prohibition on using U.S.-person identifiers to 
query Internet upstream collection). 
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repositori es~5 will be sequestered pending destruction such that "NSA personnel wilJ not be able 

to access the[m} for analytical purposes." March 301 2017 Memorandum at 4; ~ NSA 

Minimization Procedures §3(b)(4)a. 

NSA will destroy such sequestered lntemet transactions as soon as practicable tlu-ough an 

accelerated ag~offprocess. See NSA Minimization Procedures §3(b)(4)a. The government 

represents that the age-off may take up to one year to complete and verify (with quru1erly reports 

to the Coutt), and that: 

Pending destmction, sequestered transactions (a) will not be subject to separate 
age-off or purge processes that otherwise would apply to them, see March 30, 
2017 Memorandum at 15- I 6 & nn. 16-17; and (b) will be available only to NSA 
technical and compliance personnel for the limited purposes of ensuring the 
integrity ofthe systems used to store them and the controls that limit other 
employees' access to them, seeid. at 14n.13; NSAMinimization Procedures 
§3(b)(4)a. 

Copies of sequestered transactions will remain in backup and archive systems, not 
avrulable for use by intelligence analysts, until they age off of those systems in the 
ordinary course. See March 30, 2017 Memorandum at 14 n. 1 3; 

Sequestered transactions may be retained for litigation putposes as contemplated 
by Section 3(c)(3) of the NSA Minimization Procedures, subject to prompt 
notification to the Court. See id. at 16·17 & n.l S. 

Certain records derived from upstream Intemet communications (many of which 
have been evaluated and found to meet retention standards) will be retained by 
NSA, even thm1gh the underlying raw Internet transactions from which they are 

25 The March 30, 2017 Submission does not define what an "institutionally managed 
repository'' is. If the government intends not to apply the above-described sequester-and-destroy 
process to any information acquired on or befoTe March 17, 2017, by Intemet. upslreru:n collection 
because the information is not contained in an "institutionally managed l'epository," il shaH 
describe the relevant circumstances in a written submission to be made no later than June 2, 
2017; however, the govemme11t need not submit such a descript1on for circumstances referenced 
in this Opinion and Order as ones in which NSA may retain such information. 
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derived might be subject to destruction. These records include serialized 
intelligence reports and evaluated and minimized traffic disseminations; 
completed transcripts and transcriptions of Internet transactions; 

information used to surmort IJVV<lVH 

taskings and FISA to Court; and 
March 30, 2017 Memorandum at 20-24. 

Finally, upstream collection of Internet transactions 

-for communications to or from a targeted person, but "abouts" con1munications may 

no longer be acquired. The NSA Targeting Procedures are amended to state that "[a]cquisitions 

conducted under these procedures will be limited to communications to or fi·om persons targeted 

in accordance with these procedures," NSA Targeting Procedures § I, at 2 (emphasis added), and 

NSA's Minimization Procedures now state that Internet transactions acquired after March 17, 

2017, "that are not to or from a person targeted in accordance with NSA's section 702 targeting 

procedures are unauthorized acquisitions and therefore will be destroyed upon recognition." 

NSA Minimization Procedures§ 3(b)(4)b.28 Because they are regarded as unauthorized, the 

government will rep01i any acquisition of such communications to the Court as an incident of 

non-compliance. See March 30,2017 Memorandum at 17-18. 

23. 

28 The targeting procedures still require NSA either to use Internet Protocol (IP) filtering 
of upstream Internet collection to "limit such · to Internet transactions that .·,... ... ·-·-
and/or terminate outside the United States" 

Id. 
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Confbnning changes are made throughout the NSA Mini:inization Procedures to remove 

references to "abouts" collection. Section 3(b )( 4) of those procedures, in particular, is 

significantly revised and streamlined to reflect the narrower scope of auth01ized collection. For 

example, detailed procedures previously appearing in Section 3(b)(4) requiring sequestration and 

spedal handling ofMCTs in especially problematic categories (e.g., those in which the "active 

user" is a non-target who is in the United States or whose location is unknown) are removed. 

Because NSA is no longer authorized to acquire those forms ofMCTs, if it somehow acquires 

one, NSA must now destroy it upon recognition. 29 

NSA may continue to acquire MCTs under the amended procedures, but only when it can 

ensure that the target is a party to the entire MCT or, in other words, when the target is the active 

29 Internet transactions properly acquired through NSA upstream collection after March 
17,2017, wiH continue to remain subject to a two-year retention limit, "unJess the NSA 
specifically determines that at least one discrete communication within the Internet transaction 
meets the retention standards,, in the NSA Minimization Procedures. See NSA Minimization 
Procedures § 3(c)(2). This reflects no change from the current procedures. 
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•
30 See March 30, 2017 

Memorandum at 10. 

It will still be possible, however, for NSA to acquire an MCT that contains a domestic 

IfNSA 

determines that the sender and all intended recipients of a discrete communication within an 

MCT were located in the United States at the time of that discrete communication, then the entire 

MCT must be promptly destroyed, see NSA Minimization Procedures§ 5, unless the Director 

makes the required waiver determination for each and every domestic communication contained 

in the MCT. March 30, 2017 Memorandum at 9 n.9.31 

US-Person Queries. In light of the elimination of"abouts" communications from 

Section 702 upstream collection, the govennnent proposes a change to Section 3(b )( 5) of the 

NSA Minimization Procedures that would remove the prohibition on NSA analysts conducting 

30 This enumeration is without prejudice to NSA's ability to acquire other types of 
communications if it can limit acquisition to communications to or from a target as required by 
the new procedures. 

31 The NSA Minimization Procedures generally take an "ali-or-nothing" approach to 
retention or destruction ofMCTs. Thus, an MCT in which any discrete communication is not to 
or from a target is also subject to destruction in its entirety. See NSA Minimization Procedures§ 
3(b)(4)b; March 30, 2017 Memorandum at 13 n.12 ("[I]ffor some reason NSA acquires an 
Internet transaction in which any discrete communication contained therein is not to or from a 
section 702 target, NSA must destroy such transactions upon recognition."). 
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queries oflntemet upstream data using identifiers of known U.S. persons. Under this proposal, 

NSA analysts could query upstream data using known U.S. person identifiers, subject to the same 

requirements that apply to their queries of other Section 702-acquired data. Specifically, any 

query involving a U.S.-person identifier is subject to NSA internal approval requirements and 

"require( s] a statement of facts establishing that the use of any such identifier as a selection tetm 

is reasonably likely to return foreign intelligence information." NSA is required to maintain 

records of all such determinations and those records are subject to review by NSD and ODNI. 

See NSA Minimization Procedures§ 3(b)(5).32 

The Court agrees that the removal of"abouts" communications eliminates the types of 

communications presenting the Court the greatest level of constitutional and statutory concern. 

As discussed above, the October 3, 2011 Memorandum Opinion (finding the then-proposed NSA 

Minimization Procedures deficient in their handling of some types of MCTs) noted that MCTs in 

which the target was the active user, and therefore a party to all of the discrete communications 

within the MCT, did not present the same statutory and constitutional concerns as other MCTs. 

The Court is therefore satisfied that queries using U.S.-person identifiers may now be permitted 

to run against information obtained by the above-described, more limited form of upstream 

Internet collection, subject to the same restrictions as apply to querying other forms of Section 

32 The Court understands that DOJ and ODNI review all U.S.-person identifiers approved 
for use in querying contents of Section 702-acquired communications as well as the written 
documentation of the foreign intelligence justifications for each such query during bi-monthly 
compliance reviews. See November 6, 2015 Opinion at 25 n.22. 
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702-acquired data.33 See generally October 3, 2011 Memorandum Opinion at 22-24 (finding that 

addition of a provision allowing N'SA to query non-upstream Internet transactions using U.S. 

person identifiers was consistent w ith the statute and the Foul'th Amendment); November 6, 2015 

Opinion at 24-26 (after inviting views of amicus curiae on this issue, finding that the CJA and 

NSA minimization procedures permitting Sl.lch queries comported with the statute and the Fourth 

AmeJ1dment). 

The Court conch1des that, taken as a whole, these changes strengthen the basis for finding 

that the NSA Targeting Procedures meet the requirements of Section l881a(d)(l) (lnd that the 

NSA Minimization Procedures meet the definition of such procedures in Section 1801 (h). The 

elimination of'1abouts" collection and, consequently, the more problematic forms ofMCTs, 

focuses Section 702 acquisitions more sharply on communications to or from Section 702 

targets, who are reasonably believed to be non-U.S. persons outside the United States and 

ax.pl:lcted to receive or communicate foreign intelligence information. That sharper focus shollld 

have the effect that U.S. person infonnation acquired under Section 702 will come more 

33 Of course, NSA still needs to take all reasonable and necessary steps to investigate and 
close out the compliance incidents described in the October 26, 2016 Notice and sllbsequent 
snbmissions relating to the improper use ofU.S.-person identifiers to query tenus in NSA 
upstream data. 111e Court is approving on a going-forward basis, subject to the above~mentioned 
requirements1 use ofU.S.-person identifiers to query the results of a narrower form oflnternet 
upstr,eam collection. That approval, and the reasoning that supports it, by no means suggest that 
the Comt approves or excuses violations that occurred under the prior procedures. 
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predominantly from non-domestic communications that are relevant to the foreign intelligence 

needs on which the pertinent targeting decisions were based.34 

D. NCTC Raw Take Sharing 

1. 

The September 26, 2016 Submission proposes for the first time to allow NCTC access to 

unminimized information acquired by NSA and FBI pursuant to 

Previously, NCTC only had access to minimized Section 702-acquired 

information residing in FBI's general indices and relating to certain categories of investigations 

concerning international terrorism. NCTC has not, and will not under the government's 

proposal, engage in FISA collection of its own. It does, however, have significant experience 

with handling FISA-acquired information, including unminimized information obtained pursuant 

to Titles I and III and Sections 704 and 705(b) of the Act, pursuant to AG- and FISC-approved 

minimization procedures. 

Beginning in 2008, NCTC was authorized to receive cettain FISA-derived information 

from terrorism cases that FBI had uploaded into its Automated Case Support ("ACS") system. 

FISA information residing in ACS has been minimized by FBI and appears in investigative 

34 When the Court approved the prior, broader form ofnn•otr<'•<>tn 
in reliance on the assertion that, due 

some communications of foreign 
intelligence interest could only be acquired by such means. See October 3, 2011 Memorandum 
Opinion at 31 & n. 27, 43, 57-58. This Opinion and Order does not question the propriety of 
acquiring "abouts" communications and MCTs as approved by the Court since 2011, subject to 
the rigorous safeguards imposed on such acquisitions. The concerns raised in the current matters 
stem from NSA's failure to adhere fully to those safeguards. 
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reports and other work product. The FISC in 2008 found that NCTC's access to such 

information in ACS was "consistent with the need of the United States to obtain, produce, and 

disseminate foreign intelligence information" under 50 U.S.C. § 180l(h)(l). Docket No .• 

~Memorandum Opinion and Order entered on Oct. 8, 2008, at 3-6. Later, in 2012, NCTC 

was granted access to raw information from terrorism cases obtained under Titles I and III and 

Sections 704 and 705(b) of the Act, subject to expanded minimization procedures. See Docket 

Nos. , Memorandum Opinion and Order entered on May 18, 2012 

("May 18,2012 Opinion"). 

NCTC also has experience handling information obtained under Section 702 of the Act. 

Since 2012, NCTC has had access to minimized information obtained under Section 702 through 

its access to certain case categories in FBI's general indices (including ACS and another system 

known as Sentinel). See Docket Nos 

Memorandum Opinion entered on Sept. 20, 2012, at 22-25 ("September 20, 2012 Opinion"). 

In each instance in which the FISC has authorized expanded sharing ofFISA-acquired 

-information with NCTC, the FISC has recognized NCTC's role as the government's primary 

organization for analyzing and integrating all intelligence pertaining to international terrorism 

and counterterrorism. For example, in approving NCTC's access to minimized Section 702-

acquired information in FBI general indices in 2012, the FISC observed that NCTC was 

statutorily charged with ensuring that intelligence agencies receive all-source intelltgence support 

and that executive and legislative branch officials have access to international terrorism-related 

intelligence information and analysis to meet their constitutional responsibilities. See id. at 23 
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(citing then-applicable statutory provisions); see also Affidavits of Nicholas Rasmussen, 

Director, NCTC, appended at Tab 5 to each of the 2016 Certifications, at 1. The government 

further avers in support of the current proposal that: (1) NCTC is statutorily charged with 

providing "strategic operational plans for the civilian and military counterterrorism intelligence 

and operations across agency boundaries, both inside and outside the United States;" and (2) the 

NCTC Director "is assigned 'primaty responsibility within the United States Government for 

conducting net assessments of terrorist threats."' September 26, 2016 Memorandum at 12-13 

(citing 50 U.S.C. § 3056(f)(l)(B) and (G)). 

The Court is satisfied that NCTC's receipt of information acquired 

is consistent with its mission. As for the NCTC's need to have access to 

this information in raw form, the government asserts that NCTC's ability to obtain Section 702-

acquired information more quickly and in a form closer to its original, and to examine that 

infmmation in NCTC systems, using its own analytical tools in the context of potentially related 

information available in NCTC systems, will enhance NCTC's ability to produce 

counterterrorism foreign intelligence information. See September 26, 2016 Memorandum at 13-

14. The government provides an example in which NCTC was able to use its access to raw 

FISA-acquired information from collection under other provisions ofFISA to provide a timely 

and unique assessment that was shared with other elements of the Intelligence Community in 

support of their intelligence collection and analysis functions. See id. at 15. One would hope that 

this is one of many such examples. 

TOP SECRETHSih'ORCON/NOFOIL""t Page 32 

Case 1:15-cv-00662-TSE   Document 125-32   Filed 03/26/18   Page 33 of 100



:J'OP SECRE1'/1Sli/ORCONINOFORN 

In any event, as noted above, the government's proffered rationale for sharing raw 

infonnation with NCTC was accepted by the FISC in the context ofinfotmation obtained under 

other provisions of the Act, and the Court is persuaded that it applies with equal force in the 

context of collection under Section 702. Among other things, the volume of collection under 

Section 702 militates in favor ofbringing all available analytical resources to bear on the careful 

analysis and exploitation of foreign intelligence information from such collection. The CoUli 

a] so credits the assertion that time can be of the es.sence in many rapidly-unfolding 

counteliell'Orism investigations, The Court is persqaded that timely access to raw Section 702-

acquired infonnation will enhance NCTC's abiljty to perfmm its distinct mission, to suppot1 the 

activities of other .elements of the Intelligence Community, and to provide valuable input to 

senior decisionmakei's in the Executive Branch and Congress. 

Moreover, the information acquired 

though voluminous - is tbe result of targeting persons reasonably believed to be non-United 

States persons located outside the United States. For that reason, jt is unlikely to contain as higl1 

a proportion of information concellling United States persons as information acquired by FISA 

electronic surveillance and physical search, which often involve targets who are United States 

persons and typically are directed at persons in the United States. 

To be sute, information concerning unconsenting United States persons bas beet1 and will 

continue to be acquired under Section 702 

pruiicularly. The minimization procedures must carefully regulate the goverrunent's use and 

dissemination of such U.S. person information in order to satisfy the defmition of"minimization 
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procedures" at Section 1801 (h). The procedures NCTC will be required to follow with respect to 

its handling of such information are examined in detail below. 

The Court also finds that the scope ofthe proposed sharing with NCTC is appropriate. 

Consistent with NCTC's mission, the proposed sharing ofunminimizcd Section 702-acquired 

information is limited The government notes that 

the sharing will not include telephony data or the results of upstream Intemet collection; in other 

words, it will be limited to Intemet communications obtained with the assistance of the direct 

providers of the communication services involved. See September 26,2016 Memorandum at 10-

11. NCTC will receive raw in 

and subject totll~ ~::nne limitations as CIA (no upstream Intemet collection and no telephony). 

The government undertakes to notify the Court before altering these arrangements and 

providing raw telephony or upstream Intemet data to NCTC, FBI or CIA. See id. at 11 n.7; 

accord March 30, 2017 Memorandum at 9-10 n.l 0. With regard to upstream Internet collection, 

the Court has determined that mere notification to the FISC would be insufficient, especially as 

NSA is in the process oftransitioning to a narrower form of collection and segregating and 

destroying the results of the prior, broader collection. Accordingly, the Court is ordering that raw 

information obtained by NSA's upstream Internet collection under Section 702 shall not be 

provided to FBI, CIA or NCTC unless it is done pursuant to revised minimization procedures 

that are adopted by the AG and DNI and submitted to the FISC for review in conformance with 

Section 702. 
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With that limitation, the Court finds that NCTC's receipt ofraw information acquired 

subject to appropriate minimization procedures 

as described below. will "minimize the ... retention, and prohibit the dissemination, of 

nolipublicly available infonnation concerning unconsenting United States persons consistent with 

the need of the United States to obtain 1 produce, and disseminate foreign intelligence 

information." 50 U .S.C. § 1801 (h)(l ).35 The NCTC has followed AG- and FISC-approved 

minim.ization procedures in connection with its ptior receipt ofFISA-acquired infonnation, 

including Section 702-acquired infonuation, with relatively few documented instances of 

noncompliance. See generally Docket Nos. 

Memorandum Opinion and Order entered on Aug. 26, 20] 4 Opinion ("August 26, 2014 

Opinion") at 37 {noting that "no significant C<.lmpliance issues have arisen ttnder [NCTC's 

Section 702 minimization] procedures"). 

a. Changes to FBI and NSA Procedures Relating to Raw Intbnnation 
Sharing with NCTC 

As noted above, the extension ofraw infonnation slurring to NCTC requires changes to 

several sets ofprocedures.36 First, FBI's targeting procedures, and FBI and NSA's minimization 

procedures, are each amended to reflect the fact that those agencies may now provide to NCTC 

35 With regard to§ 1801 (h)(2)'s limitation on the disseminatio11 of United States person 
identities, the Court adopts the analysis set out at pages 7-8 of the May 18,2012 Opinion. 

36 Some technical, contonning edits to the certifications and procedures occasioned by 
the extension of raw information sharing to NCTC are not discussed herein because they raise no 
issues matetial to the Court's review. Certain other changes to the proposed certifications and 
procedures are not discussed for the same reason. 
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wuninimized communications obtained under 

FBI Targeting Procedures§ !.6; NSA Minimization Procedures§ 6(c)(3); FBI Minimization 

Procedures§ V.E. NCTC is required to identify to NSA those individual Section 702 selectors 

tor which it wishes to receive umninimized information, and is required to apply its own 

approved minimization procedures to such jnformation. See NSA MinimizaUon Procedures § 

6(c)(3); FBI Minimization Procedures§ V.E. 

b. Cbattges to NCTC Minimization Proced'ures Relating to Raw 
lnfonnation Sharing with NCTC 

The NCTC Minimization Procedures have been enhanced significantly to accow1t for its 

receiving raw infonnation under Section 702. But they are not ct·afted out of whole cloth. They 

are modeled on the previously-approved minimization procedures that apply to NCTC's receipt 

ofintonnation under Titles 1 and m and Sections 704 and 705(b) of the Act.37 Modifications are 

proposed to address issues that are unique to Section 702 collection and in some instances to 

hannonize the proposed NCTC procedures with those used by the FBl, NSA, and CIA in their 

handling of Section 702~acquired information. Several key elements of the NCTC Minimization 

Procedures at·e discussed below, focusit1g on instanceS in which they depart from the previously 

approved NCTC Title l Procedures . .lg 

37 For ease of reference, this opinion refers to these procedures (the ''National 
Countertenorism Center Standard Minimization Procedures for h1fonnation Acquired by the 
Federal Bureau oflnvestigation Pursuant to Title f, Title IIT, or Section 704 or 705(b) offbe 
Foreign Inte1Jigence Surveillance Act'') as the "NCTC Title I Procedures." 

:lR The government does not propose targeting procedures for NCTC, so NCTC will not 
be authorized to engage in any Section 702 collection. 
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The NCTC Minimization Procedures do not have a provision restricting NCTC's 

processing, retention, and dissemination of third-party information. In NCTC's Title I 

Procedures, third-party information is defined to include "communications of individuals who 

are not the targets of the collection," and to exclude "any information contained in a 

communication to which the target is a party." NCTC Title I Procedures § A.3.h. Third-party 

information thus defined is subject to stricter retention, processing, and dissemination limitations 

under NCTC's Title I Procedures than information directly involving the target. See id. § C.4. 

In 2012, the FBI removed similar third-party information provisions from its Section 702 

minimization procedures. In approving that change, the Court explained that in the context of 

Section 702 collection such rules 

have no practical effect because the term "target" is defined as "the user(s) of a 
targeted selector." In light of that definition ... there are no "third party'' 
communications [in Section 702 collection] for the FBI to minimize. Because the 
deletion of the provisions regarding third party communications does not alter the 
manner in which the FBI acquires, retains, or disseminates Section 702 
information, this change is not problematic under Section 1801 (h). 

September 20, 2012 Opinion at 17-18 (internal citations omitted). For the same reason, the 

omission of provisions present in NCTC's Title I Procedures governing the NCTC's retention; 

processing, and dissemination of third-party information from its Section 702 minimization 

procedures presents no impediment to their approval. 

Exclusion and Departure Provisions. The NCTC Minimization Procedures contain 

certain exclusions and departure provisions that are consistent with the NCTC Title I Procedures 

with two notable exceptions: 
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(1) An exch1sio11 is added for the pedb1mance oflawful oversight functions ofNSD, 

ODNI, relevant Inspectors General, and NCTC itself, which is consistentwith 

parallel provisions in other agencies' procedures. See NCTC Minimization 

Procedures§ A.6.e; NSA Minimization Procedures§ 1; FBI Minimization 

Procedures§ I.G; CIA Minimization Procedures§ 6(f); and 

(2) A separate exclusion addresses compliance with congressional and judicial 

mandates. NCTC Minimization Procedures § A.6.d. 

The lattel' provision was amended across all the agencies' minimization procedures in the 

September 26, 2016 Submission and is the subject of separate discussion below. 

U.S. Person Presumptions. In general, the procedures provide a rebuttable presumption 

that persons known to be in the United States are United States persons, and those known or 

reasonably believed to be outside the United States are non-United States persons. Id. § A4.a 

and b. The NCTC Minimization Procedures diverge slightly fi·om their Title I counterpart with 

respect to individuals whose locations are not known. 

NCTC Title 1 Procedures§ A.4.a. That approacl1 makes 

sense in those procedures, which apply to infmmation predominantly obtained by electronic 

surveillance and physical search 

-directed at persons in the United 

States. 
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A.4.c. 

NCTC Minimization Procedures 

§A.4.e. 

the Court assesses that Section 702 collection is more analogous to 

than it is to other forms of collection that are regulated by the NCTC Title I Procedures and that 

the application of the is appropriate in this context. Section 702 collection 

focuses exclusively on electronic data and communications collected with the assistance of 

electronic communication service providers, and its targets are reasonably believed to be non-

U.S. persons located overseas. The presumption of non-U.S. person status for a communicant 

whose location is not known is also consistent with the presumptions allowed under the FBI and 

NSA's current and proposed Section 702 minimization procedures. See NSA Minimization 

Procedures§ 2(k)(2); FBI Minimization Procedures§ I.D. The Court finds the same framework 

reasonable as applied to NCTC's handling of Section 702 information and consistent with the 

requirements ofSection 1801(h). See September20, 2012 Opinion at 15-16 (approving parallel 

change to FBI Section 702 Minimization Procedures).39 

Retention. The NCTC Minimization Procedures impose a retention schedule and 

framework that are consistent with those followed by FBI for Section 702-acquired information 

39 The NCTC Minimization Procedures also include provisions regarding unincorporated 
associations and aliens who have been admitted for lawful permanent residence (NCTC 
Minimization Procedures § A.4.c and d) that track current provisions in the NSA Minimization 
Procedures(§ 2(k)(3) and (4)). The Court sees no issue with these provisions. 
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and, with a few immaterial exceptions not warranting separate discussion, with corresponding 

provisions of the NCTC Title I Procedures. In brief, information that the NCTC retains on an 

electronic and data storage system, but has not reviewed, generally must be destroyed after five 

years from the expiration date of the certification authorizing the collection. NCTC 

Minimization Procedures § B.2.a. Inf01mation retained on such systems that has been reviewed, 

but not identified as information that reasonably appears to be foreign intelligence information, 

to be necessary to understand foreign intelligence information or assess its importance, or to be 

evidence of a crime is generally subject to special access controls after ten years from such 

expiration date, and shall be destroyed after fifteen years from such date. Id. § B.2.b.40 

In one respect, the proposed NCTC Minimization Procedures are more restrictive than the 

NCTC Title I Procedures: Unlike the NCTC Title I Procedures, the NCTC Minimization 

Procedures expressly provide that the prescribed time limits for retention apply to metadata 

repositories. NCTC Minimization Procedures§ C.3; see October 4, 2016 Transcript at 7. They 

further require appropriate training and access controls for NCTC employees granted access to 

Section 702-acquired information. NCTC Minimization Procedures§§ B. I, F.l, F.2 and F.3. 

They also require that such information be maintained in secure systems that enable NCTC to 

mark or otherwise identify communications that meet the standards for retention. Id. Consistent 

with the procedures followed by other agencies, the NCTC Minimization Procedures require 

40 Generally speaking, information identified as meeting one of those criteria is not 
subject to the above-described temporal limitations on retention. Id. § B.3. See, however, the 
discussion on page 46 below regarding limitations on retention and use of evidence of a crime 
that is not foreign intelligence information. 

TOP SECRET/t8I//ORCON/NOFORN Page 40 

Case 1:15-cv-00662-TSE   Document 125-32   Filed 03/26/18   Page 41 of 100



TOP 8ECRET//8I//ORCON/NOFO~~ 

destruction of infonnation obtained under a reasonable, but mistaken, belief that the target was 

appropriate for Section 702 collection, subject to limited waiver provisions. Id. § B.4. Finally, 

they include provisions for retention of information reasonably believed to be necessary for, or 

potentially discoverable in, administrative, civil or criminal litigation. Id. §B.S. Analogous 

provisions already appear in NSA's and CIA's Minimization Procedures. See NSA 

Minimization Procedures§ 3(c)(4); CIA Minimization Procedures§ 11. 

Processing. The NCTC Minimization Procedures set standards for queries of data 

obtained under Section 702, including requiring written justifications for queries using U.S. 

person identifiers that are subject to subsequent review and oversight by NSD and ODNI. NCTC 

Minimization Procedures § C.l; see also id. § C.3 (metadata queries "must be reasonably likely 

to return foreign intelligence information"). They apply heightened handling requirements to 

sensitive infonnation and privileged communications. The provisions for sensitive infonnation 

are essentially identical to those found in the NCTC Title I Procedures. Compare NCTC 

Minimization Procedures§ C.4 with NCTC Title I Procedures§ C.S. 

The proposed procedures for NCTC's handling of privileged communications obtained 

under Section 702 closely track those found in NSA's and CIA's Section 702 minimization 

procedures. Compare NCTC Minimization Procedures§ C.S with NSA Minimization 

Procedures§ 4; CIA Minimization Procedures§ 7. The NCTC Minimization Procedures require, 

among other things, the destruction of attorney-client communications that are affirmatively 

determined not to contain foreign intelligence information or evidence of a crime. See NCTC 

Minimization Procedures§ C.S.a. If an attorney-client communication appears to contain foreign 
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intelligence information or evidence of a crime, 

Sec id. § C.5.b, c, and c. Communications containing privileged information 

will be segregated when such information pertains to a criminal charge in the United States,. 

See id. § C.5.c, d, e, and f. 

- See id. § C.5.i. -
See id. § C.5.g and h. 

The Court closely examined substantial revisions to the NSA and CIA procedures as they 

relate to privileged communications in 2015, and found that they "serve to enhance the protection 

of privileged information" and "present no concern under Section 1801(h)." See November 6, 

2015 Opinion at 18. The Court now finds the same to be true with respect to the NCTC 

Minimization Procedures. 

Dissemination. The dissemination provisions of the NCTC Minimization Procedures(§ 

D) provide for disseminations in a manner consistent with CIA's and NSA's handling of Section 

702-acquired information. They also track in all material respects the NCTC Title I Procedures, 

which have been found to satisfY Section 1801 (h). 
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Handling of Information in FBI General Indices. The NCTC Minimization Procedures, 

like the NCTC Title I Procedures, include a separate section that addresses NCTC's handling of 

minimized Section 702 inf01mation made available to it through FBI's general indices. This 

provision of the NCTC Minimization Procedures tracks the corresponding provision of the 

NCTC Title I Procedures. Compare NCTC Minimization Procedures § E with NCTC Title I 

Procedures § E. The government points out that the description of individuals who are expected 

to be allowed access to information in such systems ("NCTC personnel") is meant to be broader 

than the defined term "NCTC employees" that is used in all other instances throughout the 

proposed NCTC Minimization Procedures. The government explains that the broader term 

"NCTC personnel" is meant to encompass (in addition to the NCTC employees, detailees, and 

contractors who would qualify as "NCTC employees" as defmed in the proposed procedures, see 

NCTC Minimization Procedures § A.3.b) NCTC assignees from other agencies. The 

government explains that, consistent with the current NCTC Section 702 minimization 

procedures, such assignees will continue to have access to minimized information in FBI general 

indices but will not be allowed to access raw Section 702-acquired information. September 26, 

2016 Memorandum at 15 n.9. The Court assesses that is a sensible distinction. 

Two Additional Issues. Two particular provisions in the agencies' proposed 

minimization procedures relating to NCTC represent departures from current practice under 

Section 702 and merit separate discussion. Those provisions pertain to NCTC's retention of 

evidence of a crime and receipt of information from FBI and NSA for collection avoidance 

purposes. 
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NCTC 's Retention of Evidence of Crime. The predecessor procedures that regulated 

NCTC's retention, use, and dissemination of minimized Section 702 information obtained 

through FBI's general indices acknowledged that some of the information made available to 

NCTC might constitute evidence of a crime, but not foreign intelligence information or 

information necessary to understand such information or assess its importance. As a law 

enforcement agency, FBI would have a reason to maintain such information in its general 

indices, where NCTC employees might encounter it. NCTC, as a non-law-enforcement agency, 

was precluded under its previous Section 702 minimization procedures from retaining (in its own 

systems), using or disseminating such infonnation. By contrast, under the new NCTC 

Minimization Procedures (and only with respect to information it receives in raw form),41 NCTC 

may retain and disseminate evidence of a crime for law enforcement purposes. See NCTC 

Minimization Procedures§§ A.7, D.2. This proposed approach is consistent with Sections A.7 

and D.2 of the NCTC Title I Procedures. 

The government asserts that, under the proposed NCTC Minimization Procedures, 

NCTC might review raw information that has not been, and may never be, reviewed by any other 

agency. As such, the government posits, NCTC must disseminate evidence of a crime to meet its 

"crime reporting obligations" under Executive Order 12333 and other applicable law. See 

41 As noted above, the new NCTC Minimization Procedures incorporate (in Section E) 
the rules currently governing NCTC's retention, use, and dissemination of minimized 
information that it obtains through FBI's general indices. NCTC continues to be prohibited from 
retaining, using or disseminating information it obtains from those indices that constitutes 
evidence of a crime, but not foreign intelligence information, with anyone, including law 
enforcement, for reasons explained below. See NCTC Minimization Procedures§ E.2 
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September 26, 2016 Memorandum at 16-17. Under NCTC' s minimization procedures as now in 

effect, NCTC only has access to information from FBI indices that has already been reviewed 

and minimized by FBI, so it is presumed that FBI would have taken all necessary steps with 

respect to actionable law enforcement information. Under that construct, NCTC could, as 

required by its procedures, simply disregard and delete that information from its holdings (unless 
--·- ------------~-----···---

there was a foreign intelligence reason for NCTC to retain it). The government asserts that the 

same would not be true with respect to raw information passed to NCTC. See id. 

It is less readily apparent, however, why NCTC would need to retain evidence of a crime 

after it has been passed to a law enforcement agency. The government asserts that NCTC needs 

to preserve original copies of the relevant information in order to be able to respond to potential 

follow-on requests for information or assistance from law enforcement. See October 4, 2016 

Transcript at 4-6.42 In other words, NCTC would have no reason to retain the information for its 

own purposes, but it would have a need for retention that derives from the needs of the law 

enforcement agency to which NCTC passed the information. The government further posits that 

NCTC may be the only agency that retains a copy of the relevant information and thus may be the 

only entity able to respond to follow-up requests from law enforcement. See October 4, 2016 

Transcript at 5. 

42 The government correctly points out that in its opinion approving the NCTC's Title I 
Procedures, which contain identical provisions with respect to crime reporting and evidence of a 
crime, the Court found that those provisions met the statutory definition of minimization 
procedures in Section 1801(h)(3), which prescribes procedures that "allow for the retention and 
dissemination of information that is evidence of a crime which has been, is being, or is about to 
be committed and that is to be retained or disseminated for law enforcement purposes." See 
September 26, 2016 Memorandum at 16 n.lO. 
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The Court credits the government's explanation ofNCTC's derivative need to retain such 

information for law enforcement purposes. It bears emphasis, however, that NCTC may retain 

and disseminate evidence of a crime that is not foreign intelligence information or necessary to 

understand foreign intelligence information or assess its importance and otherwise would be 

subject to destruction under the generally applicable age-off schedule,~ NCTC Minimization 

Procedures§ B.2, only in furtherance of those law enforcement purposes. See id. § D.2. The 

Court understands and expects that NCTC will only retain such information- including after it 

has been disseminated in compliance with crime reporting obligations, ~ id. § A. 7 - for so long 

as is reasonably necessary to respond to law enforcement requests of the kind posited by the 

government. In the interim, NCTC shall make no independent use of such information. The 

Court directs the government to take steps to ensure that NCTC abides by these limitations and 

that any failures to do so are appropriately identified and reported to the FISC. 

Collection Avoidance. The FBI and NSA would also be allowed, under proposed 

amendments to their respective procedures, to share with NCTC for "collection avoidance" 

purposes information about domestic communications obtained under Section 702 that indicate 

that a targeted person is in the United States or otherwise should no longer be targeted under 

Section 702. See NSA Minimization Procedures § 5; FBI Minimization Procedures § ID.A. 

These provisions now allow sharing of such information among FBI, NSA, and CIA. At first it 

was not clear to the Court why this provision should be extended to include NCTC, given that 

NCTC engages in no independent collection under Section 702, or, so far as the Court is aware, 

under any other authorities. 
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Indeed, it seemed counterintuitive 

to the Court that an agency not engaged in collection would need to receive information, 

otherwise subject to destruction, for "collection avoidance purposes." 

The government's response is that NCTC, upon receipt of such info11Tlation, might be in a 

position to ''connect the dots" and identify other individuals who might not be viable targets for 

Section 702 collection (or perhaps other facilities that might be used by the same individual and 

should not be targeted). See September 26, 2016 Memorandum at 17-18. Such information 

would also put NCTC on notice that the selector, or related selectors, might not be viable for 

nomination to be targeted for collection by other agencies. 1d. The government adds that FBI 

and NSA typically onJy share the minimum information necessary for collection avoidance 

purposes, such as technical information from the relevant communjcation or a mere notification 

that the communication triggered a flag regarding the propriety of targeting someone. I d. 

Because the government offers a plausible explanation of the need tor sharing such 

information with NCTC, the Court is prepared lo approve the provisions in question, with t.he 

understanding that NCTC may not use or disclose this information except as needed for 

collection avoidance purposes. 43 

S'llbject to the above-described understandings, lbe Court finds that the proposed 

minimization procedures for NCTCs handling of raw infonnation acquired under . 

43 NSA's procedures, for example, require that a domestic communication retained for 
collection avoidance purposes be placed on the NSA's "Master Purge List" (''MPL"), which 
prevents further analytical use or dissemination of the communication for any other reason. See 
NSA Mjnimization Procedures § 5. 
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and the modifications to the other agencies' procedw-es 

relating to NCTC's receipt of such infonnation, are reasonable. The NCTC Minimization 

Procedures address retention, use, and dissemination of Section 702-acquired information in 

ways that ate consistent with Logical analogues. Indeed, the FISC has approved all the major 

elements of those procedures in the context of other FISA minimization procedures) and the 
------

Court finds that, taken as a whole and as applied to raw information acquired under . 

the NCTC Minimization Procedures conform to 50 U.S.C. 

§ 1801(h). 

E. Other Changes to Targeting and MjrumizationProcedures in the September 26, 
2016 Submission 

1. Changes to FBI Minimization J>rocedures Permitting the Retention of 
Section 702-Acguired Information Subject to Preservation Obligations 
Arising fi:om Litigation 

In 2014, the FISC approved provisions -permitting FBI, NSA, and CIA to retain Section 

702-acquired infonnation subject to specific preservation obligations arising in litigation 

concerning the lawfulness of Section 702. See August 26, 2014 Opinion at 21-25. Under those 

provisions, information otherwise subject to destruction under the agencies' respective 

minimization procedures would nonetheless be retained to satisfy litigation preservation 

obligations. Access to information retained under those provisions is tightly restricted. See id. at 

21. 23. 

The NSA and CIA minimization procedures accompanying the2015 Certifications 

included revisions to these "litigation hold" provisions. Among other things, those procedures 

included new provisions whereby NSA and CIA may retain for litigation purposes Section 702~ 
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acquired information otherwise subject to destruction requirements that are not set forth in the 

minimization procedures, provided that access to such information is strictly controlled as 

prescribed in the procedures. 44 The government must promptly notify the Court and seek its 

approval whenever this provision is invoked. See NSA Minimization Procedures § 3(c)(4)b; 

CIA Minimization Procedures § 11.b . 
.. -· ·-----·--·---------- . ----·-···-··------

The litigation hold provisions also require NSA and CIA to provide DOJ with a summary 

of all litigation matters requiring preservation of Section 702-acquired information, a description 

of the Section 702-acquired information being retained, and, if possible based on the information 

available to the agencies, the status of each litigation matter. See NSA Minimization Procedures 

§ 3(c)(4)a and b; CIA Minimization Procedures§ ll.a and b.45 The FISC, in considering the 

2015 Certifications, appointed amicus curiae to help it evaluate these litigation hold provisions. 

The FISC agreed with the amicus's assessment that the revised liti~ation hold provisions 

"comport with the requirements of Section 1801 (h) and strike a reasonable and appropriate 

44 As stated in the November 6, 2015 Opinion, the Court understands this provision to 
apply to destruction requirements arising under a FISC order, a FISC rule, or other FISC-
approved procedures- e.g., the requirement that NSA destroy any communication acquired 
through the intentional targeting of a person reasonably believed to be a United States person or 
to be located in the United States, see NSA Targeting Procedures§ N. 

45 The FISC has ordered the government to submit a report at the end of each year 
identifying matters in which FBI, NSA or CIA is retaining Section 702-acquired information that 
would otherwise be subject to destruction in order to satisfy a litigation preservation obligation. 
See August 26, 2014 Opinion at 42. The Court has reviewed the litigation hold reports filed by 
the government in December 2015 and December 2016. The Court is reaffirming that reporting 
obligation and .extending it to NCTC. 
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balance between the retention limitations reflected in FISA and the govenunent's need to comply 

with its litigation-related obligations." November 6, 2015 Opinion at 16. 

The proposed NCTC Minimization Procedures, like NSA's and CIA's, include litigation 

hold provisions that address departures from destruction requirements arising under NCTC's 

minimization procedures and from other sources. See NCTC Minimization Procedures§ B.S. 

The government proposes now to expand the FBI Minimization Procedures to address the latter 

situation and to bring FBI's litigation hold provisions more closely into line with those of the 

other agencies. 

In 2015, with the concurrence of a 

FISC-appointed amicus curiae, the FISC found these procedures appropriate as applied to NSA 

and CIA. November 6, 2015 Opinion at 16. The Court sees no basis for a contrary conclusio11 

now with regard to the NCTC and FBI. 

The Court emphasizes, however, the need promptly to notify and seek leave of the Court 

to retain information pursuant to such provisions. 
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&t 2-3. The Court will not look favorably on s-imilarly lengthy delays in deciding whether to 

comply with an otherwise applicab)e destruction requirement or seek FISC approval to retain 

information in anticipation of bringing criminal cbatges. 

2. Clarification of Age-off Requirements for Encrypted Information Under 
the FBI Minimization Procedures 

In its 2015 Submission, the government added a new provision to tbe FBI Minimization 

Procedures permitting the FBI to retain Section 702-acquired information that is encrypted or 

believed to contain secret meaning for any period of time during which such material is subject 

to, or of use in, cryptanalysis or otherwise deciphering secret meaning. Access to such 

information is restricted to FBI personnel engaged! in cryptanalysis or deciphering secret 

meaning. See FBI Minimization Procedures § ill.G.5. Nonpublicly available infonnation 

concerning tmconsenting United States persons retained under the provision cannot be used for 

any other purpose unless such use i!s permitted under a different provision of the minimization 

procedures. See id. Once infonnation retained under this provision is decrypted or its secret 

meaning is ascertained, the generally-applicable retention rules apply. The government stated 

that it would calculate the age-off date for such infonnation from the later of the date of 

decryption or the date of expiration of the certification pursuant to which the information was 
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acquired. See Docket Nos. July 15,2015, 

Memorandum Regarding Government's Ex Parte Submission of Reauthorization Certifications 

and Related Procedures, Ex Parte Submission of Amended Certifications, and Request For an 

Order Approving Such Certifications and Amended Certifications at 18. But the procedures 

themselves were silent on this point. 
-- - ---------------------------------------

When it approved the 2015 Certifications, the FISC encouraged the government to make 

this calculation methodology explicit in future versions of the procedures. November 6, 2015 

has done so. The FBI Minimization Procedures now 

3. Revisions to Minimization Provisions Permitting Compliance with 
Judicial or Legislative Mandates 

The NSA and CIA minimization procedures approved in the November 6, 2015 Opinion 

each state that "[n]othing in these procedures shall prohibit the retention, processing, or 

dissemination of information reasonably necessary to comply with specific constitutional, 

judicial, or legislative mandates." See November 6, 2015 Opinion at 21 (citing relevant 

provisions of procedures). The FISC took issue with the facial breadth of these provisions, 
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observing that •'[a] provision that would allow the NSA and ClA to deviate from any ofthe[] 

restrictions [in their respective minimization procedures) based upon unspecified 'mandates' 

could undermine the Court's ability to find that the procedures satisfy" statutory requirements. 

ld. at 22. The FISC addressed this issue in three ways. First, in order to avoid finding a 

deficiency irl the procedures, it applied an interpretive gloss that the govenunent had previously 

articulated with regard to similar language in another set of minimization procedures, to the 

effect that such provisions wou1d be invoked sparingly and applied only to directives specifically 

calling for the infoxmation at jssue, and not to Executive Branch orders or directives. ML_ at 22. 

The FISC emphasized that it ~<rnust construe the phrase 'specific constitutional} judicial, or 

legislative mandates' to include only those mandates containing language that clearly and 

specifically requires action in contravention of an otherwise-applicable provision of the 

requirement of the micimization procedures." Id. at 23. Second, to ensure that these provisions 

were actually applied in a manner consistent with the FISC's understanding, the government was 

directed to report any action in reliance on this provision to the FISC promptly and in writing, 

along with a written justification for each such action. Id. at 23-24.46 Finally, the government 

was encouraged to consider replacing these broadly-worded provisions with language more 

narrowly tailored to the above-described intent. ld. at 24 n.20. 

The gove.rnment proffered revisions to these provisions in the Seple)nber 26, 2016 

Submission. The provisions, as revised and incorporated in all ofth~ agencies' minimization 

46 This reporting requirement is carried forward by this Opinion and Order. The Court 
understands tbat tl'lis provision bas not yet been invoked. 

TOP S.ECRET//SII/ORCON/NO~ORN Page 53 

Case 1:15-cv-00662-TSE   Document 125-32   Filed 03/26/18   Page 54 of 100



procedures, now require lhat the departure be "necessary to comply with a specific congressional 

mandate or order of a cowt within the United States." NSA Minimization Procedures § 1; FBl 

Mi.nllnization Procedures § I.G; CIA Minimization Procedures§ 6.g; NCTC Minimization 

Procedures § A.6.d. The Court finds the revised language acceptable, but again wishes to 

emphasize that it expects this provision to be interpreted natTowly. 

As described in the September 26, 2016 Memorandum at 6-7, the government has 

received requests from members of Congress, including 14 members of the House Judiciary 

Cotnmittee, for estimates ofthe number of communications of U.S. persons that have been 

acquired under Section 702. Responding to such requests would requireNSA, and possibly other 

agencies, to structure queries designed to elicit information concerning U.S. persons with no 

foreign intelligence purpose, facially in violation of applicab1e minimization procedures. Such 

requests, which have not taken the fonn of a subpoena or other legal process, would not 

constitute legal mandates for purposes of the departure provision discussed above. Instead, the 

government submits thai, in order to respond to such requests, it may take actions that 

contravec11e otherwise applicable minimization requirements pursuant to provisions of the 

minimization procedures that allow for pertom1ance oflawfu1 oversight functions. For example, 

the NSAMinimization Procedures state that nothing in them shall restrict ''NSA's perfonnance 

oflawful oversight functions of its personnel or systems, or lawful oversight functions" ofNSD, 

ODNI, or relevant Inspectors General. NSA Minimization Procedures § 1; see also FBI 

Minimization Procedures § LG (same); CIA Minimization Procedures § 6.f (same); NCTC 

Minimization Procedures § A.6.e (same). The govemment also unde1took to notify the Court 
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"promptly" if it "uses this provision to respond to such congressional oversight i nquiries." 

September 26, 2016 Memorandum at 7.47 

Although these provisions could more clearly address responses to requests from 

congressional overseers, the Court believes they can be fairly read to authorize actions necessary 

to respond to the requests described by the government. The Court directs the government to 
---------

provide prompt written notification of any instance when an agency acts in contravention of 

otherwise applicable minimization requirements in order to respond to an oversight request fi:om 

any outside entity other than those currently specified in its procedures. The Court expects the 

government to make such a submission regarding its response to the above-referenced 

congressional requests promptly upon completion of that response. 

47 The government has since orally notified the Court that, in order to respond to these 
requests and in reliance on this provision of its minimization procedures, NSA has made some 
otherwise-noncompliant queries of data acquired under Section 702 by means other than 
upstream Internet collection. 

TOP SECRET/ISII/ORCON/NOI'OR.~ Page 55 

Case 1:15-cv-00662-TSE   Document 125-32   Filed 03/26/18   Page 56 of 100



The Court does not view this change, which deals with 

agencies authorized to receive 

unminimized Section 702-acquired information, as problematic, provided that information is 

shared only with entities authorized to receive it (in the case ofNCTC, information obtained 

pursuant to . The legality of raw information sharing 

fundamentally rests on the foreign :intelligence need to provide the information to the receiving 

agency and that agency's implementation ofFISA-compliant minimization procedures. 

Accordingly, the Court concludes that this change does not preclude it from finding that the FBI 

Targeting Procedures meet the requirements of Section 1881a(d)(l). 
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F. Conclusions 

l. The NSA and FBl Targeting Procedures Comply With Statutory 
Reguirements and Are Reasonably Designed to Prevent the Targeting of 
United States Persons 

To summarize, the proposed changes to NSA's targeting procedures now make clear that 

acquisitions thereunder will be limited to communications to or from persons targeted for 

acquisition under Section 702. FBI's revised targeting procedures allow it to-

The Court has no difficulty 

finding that these changes, individually and taken together, do not detract from its earlier 

holdings with regard to the sufficiency and legality of the FBI and NSA targeting procedures. 

For the reasons stated above and in the Court's opinions in the Prior 702 Dockets, the 

Court concludes that the NSA Targeting Procedures and the FBI Targeting Procedures, as 

written, are reasonably designed, as required by Section 1881a(d)(l): (1) to ensure that any 

acquisition authorized under the 2016 Certifications is: limited to targeting persons reasonably 

believed to be located outside the United States, and (2) to prevent the intentional acquisition of 

any communication as to which the sender and aU intended recipients are known at the time of 

the. acquisition to be located in the United States. Moreover, for the reasons stated above and in 

the Court's opinions in the Prior 702 Dockets, the Court concludes that the NSA and FBI 

Targeting Procedures, as written, are reasonably designed to prevent United States persons from 
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being targeted for acquisition - a finding that is relevant to the Cou:rfs analysis, which is set out 

below, of whether the procedures are consistent with the requirements of the Fourth Amendment. 

2. The FBL NSA. CIA, and NCTC Minimization Procedures Comply With 
Statutory Requirements 

For the reasons stated above and in the Court's opinions in the Prior 702 Dockets, the 

the definition of minimization procedures at Section 180l(h). In the November 6, 2015 Opinion, 

the FISC foW1d that the minimization procedures accompanying the 2015 Certifications met 

statutory and constitutional standards. The FISC recommended two changes to the procedures in 

future submissions. In both instances, the government bas acted on those suggestions, proposing 

changes to narrow the "legal mandate" exception to each agency's minimization. procedures and 

define more precisely the time limits placed on FBI's retention of information believed to be 

encrypted or contain secret meaning. Both changes further cabin the relevant agencies' 

discretion and enhance the protection of nonpublicly available infonnation concerning 

unconsenting United States persons.48 

Other changes to minimization procedures pertain to FBI's retention of information for 

"litigation hold" purposes and enable 

with NCTC. (As noted above, NCTC's revised procedures incorporate 

~8 As discussed above, the NSA Minimization Procedures have been revjsed to eliminate 
acquisition of"abouts" communications and the most problematic forms ofMCTs. As a result 
of that change, the Court no longer views the prohibition on U .S.-person queries in NSA 
upstream collection to be necessary to comport with the statute or, as discussed below, the Fouith 
Amendment 
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elements from various other procedures, with appropriate adaptations to fit the context of Section 

702.) The Court concludes that none of the proposed changes to the agencies ' minimization 

procedures, individually or collectively, precludes the Court from .finding that such procedures 

comport with Section 1 80l(h). 

Accordingly, the Court finds that the agencies' proposed minimization procedures meet 

the requirements of 50 U.S.C. § 1801(h). That finding is made in reliance on (1) the above-

stated limjtations on (a) the types of information that will, and will not, be shared in raw form 

with the FBI, CIA, and NCTC, and (b) NCTC's retention, use or disclosure of evidence of a 

crime and information received from other agencies for collection avoidance purposes; and (2) 

the expectation that the government will faithfully comply with the reporting requirements set 

forth below , in the procedures themselves, and in Rule 13 of the FISC Rules of Procedure. 

G. The Targeting and Minimization Procedures Are Consistent with the Fourth 
Amendment 

The Court must also assess whether the targeting and minimization procedures are 

consistenl with the requirements ofthe Fourth Amendment. See 50 U.S.C. § J 88la(i)(3)(A). 

The Fourth Amendment states: 

The right of the people to be secure in their persons, houses, 
papers, and effects, against unreasonable searches and seizures, 
shall not be violated~ and no Warrants shall issue, but upon 
probable cause, supported by Oath or affirmation, and particularly 
describing the place to be searched, and the persons or things to be 
seized. 

U.S. Const. amend. IV. 
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Reasonableness is '"the ultimate touchstone of the Fourth Amendment. mIn re Certified 

Question of Law, Docket No. 16-01, Opinion at 31 (FISA Ct. Rev. Apr. 14, 2016) (per curiam) 

("In reCertified Question")49 (quoting Riley v. California, 134 S. Ct. 2473, 2482 (2014)). 50 In 

assessing the reasonableness of a governmental intrusion under the Fourth Amendment, a court 

must "balance the interests at stake" under the "totality of the circumstances." In re Directives at 

20. Specifically, a court must "balance ... the degree of the government's intrusion on 

individual privacy" against "the degree to which that intrusion furthers the government's 

legitimate interest." In reCertified Question at 31. "The more important the government's 

interest, the greater the intrusion that may be constitutionally tolerated." In re Directives at 19-

20. 

If the protections that are in place for individual privacy interests are sufficient in 
light of the governmental interest at stake, the constitutional scales will tilt in 

49 A declassified version of this opinion is available at: 
www.dni.gov/files/icotr/FISCR%0pinion%2016-0l. pdf. 

50 Although "[t]he warrant requirement is generally a tolerable proxy for 'reasonableness' 
when the government is seeking to unearth evidence of criminal wrongdoing, ... it fails properly 
to balance the interests at stake" when "the government is instead seeking to preserve the 
nation's security from foreign threats." In reCertified Question at 3. Accordingly, a warrant is 
not required to conduct surveillance "to obtain foreign intelligence for national secut;ity purposes 
... directed against foreign powers or agents of foreign powers reasonably believed to be located 
outside the United States." In re Directives Pursuant to Section 105B ofFISA, Docket No. 08-
01, Opinion at 18-19 (FISA Ct. Rev. Aug. 22, 2008) ("In re Directives"). (A declassified 
version of In re Directives is available at 551 F.3d 1004 (FISA Ct. Rev. 2008)). The FISC has 
repeatedly reached the same conclusion regarding Section 702 acquisitions. See, ~. November 
6, 2015 Opinion at 36-37; September 4, 2008 Opinion at 34-36; accord United States v. 
Hasbajrami, 2016 WL 1029500 at *7-*9 (E.D.N.Y. March 8, 2016); United States v. Mohamud, 
2014 WL 2866749 at *15-*18 (D. Or. June 24, 2014). 
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favor of upholding the government's actions. If, however, those protections are 
insufficient to alleviate the risks of government error and abuse, the scales will tip 
toward a finding of unconstitutionality. 

Id. at 20. 

"Collecting foreign intelligence with an eye toward safeguarding the nation's security 

serves ... a particularly intense interest" that is "different from the government's interest in the 

workaday enforcement of the criminal law." lnre Certified Question at 29 (internal quotation 

marks omitted); see also id. at 31 (noting "the paramount interest in investigating possible threats 

to national secutity"). For that reason, "the government1s investigative interest in cases arising 

under FISA is at the highest level and weighs heavily in the constitutional balancing process." 

ld. at 32. 

On the other side of the balance is the degree of intrusion on individual privacy interests 

protected by the Fourth Amendment. The degree of intrusion here is limited by restrictions on 

how the government targets acquisitions under Section 702 and how it handles information post ... 

acquisition. For reasons explained above, the Court has found that the targeting procedures now 

before it are reasonably designed to limit acquisitions to targeted persons reasonably believed to 

be non-United States persons located outside the United States, whose privacy interests are not 

protected by the Fourth Amendment. See,~. November 6, 2015 Opinion at 38; September 4, 

2008 Opinion at 37 (citing United States v. Verdugo-Urquidez, 494 U.S. 259; 274-75 (1990)). 

That is not to say, however, that targeting non~ United States persons located outside the United 

States for acquisition under Section 702 never implicates interests protected by the Fourth 

Amendment. Undet the revised procedures, the government may acquire communications to 
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which United States persons and persons within the United States are parties when sucb persons 

comrnumcate with a Section 702 target. 51 Therefore it is necessary to consider bow information 

from those communications will be handled. 

Steps taken by the govemment to restrict the use or disclosure of information after it has 

been acquired can reduce the intrusiveness of the acquisition for purposes of assessing its 

reasonableness under the Fourth Amendment See In reCertified Question at 35. ln the Prior 

702 Dockets, the FISC found that "earlier versions of the various agencies' targeting and 

minimization procedures adequately protected the substantial Fourth Amendment interests that 

are implicated by the acquisition of communications ofsoch United States persons." November 

6, 2015 Opinion at 38~39 (citing August26, 2014 Opinion at38-40; Al\gust 30,2013 Opinion at 

24-25). Specifically, "'the combined effect of these procedures''' was "'to substantially reduce 

the risk that non~target information concerning United States persons or persons inside the 

United States will be used or dissem.lnated' and to ensure th.at 'non~target information that is 

subject to protection under FlSA or the Fourth Alnendment is not retained any longer than is 

reasonably necessary."' November 6, 2015 Opinion at 39 (quoting August 26, 2014 Opjnion at 

40). 

The November 6, 2015 Opinion included a careful analysis of the rules for querying 

Section ?02 information using United States person identifiers under the minimization 

procedures for the NSA, the CIA, and especially the FBI. See Kovember 6, 2015 Opinion at 24-

51 NSA's elimination of"abouts'' collection should reduce the number of communications 
acquired under Section 702 to which a U.S. person or a person in the United States is a party. 
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36,39-45. After receiving briefing and oral argument from an amicus curiae appointed under 50 

U.S.C. § 1803(i)(2)(B), the FISC concluded that, although its review did not involve treating 

each query as a separate action subject to a test for Fourth Amendment reasonableness, tl1e 

querying rules were relevant to its assessment of whether the procedures as a whole were 

reasonable under the Fourth Amendment. November 6, 2015 Opinion at 40-41. The FISC ----
further determined that the querying rules did not preclude a finding that the procedures were 

consistent with the requirements of the Fourth Amendment. ld . .at 44-45. 

In the procedures now before the Court, the relevant provisions of the CIA and FBI 

mjnimization procedures remain unchanged,~ CIA Minimization Procedures at § 4; FBI 

Minunization Procedures at§§ III.D, N.D, and the NCTC procedures generally track the 

pertinent requirements of the CIA Minimization Procedures. See NCTC Minimization 

Procedures at§ C.3Y 

Vlith regard to the querying rules in the CIA and NCTC procedures, the Court adopts the 

analysis of the November 6, 2015 Opinion. 

As discussed above, NSA 's procedures now limit all acquisitions - including upstream 

lntemet acquisitions - to communiaations to or from an authorized Section 702 target. That 

limitation places upstream Internet collection in a posture similar to otl1er forms of Section 702 

collection for the purpose of assessing reasonableness under the Fourth Amendment. The 

revised procedures subject NSA 's use of U.S. person identifiers to query the results of its newly-

52 Unlike the CIA procedures, ll1e NCTC procedw:es require that queries of Section 702 
metadata, as well as contents, be reasonably designed to retum foreign intelligence information. 
NCTC Minimization Procedures at§ C.3. 
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limited upstream Internet collection to the same limitatioilS and re-quirements that apply to its use 

of such identifiers to query information acquired by other fonns of Section 702 collection. See 

NSAMinimization Procedures§ 3(b)(5). For that reason, the analysis in the November 6, 2015 

Opinion remains valid regarding why NSA's procedures comport. with Fourth .Alnendment 

standards of reasonableness with regard to such U.S. person queries, even as applied to queries of 

upstream Internet collection. 

As discussed in the November 6, 2015 Opinion, the FBI's minimization procedures 

contemplate queries conducted to elicit foreign intelligence information and queries conducted to 

elicit evidence of crimes. With respect to the latter type of query, the FISC's approval of the FBI 

minimization procedures in 2015 was bolstered by the government's assessment that ''FBI 

queries designed to elicit evidence of crimes unrelated to foreign intelligence rarely, if ever, 

produce responsive results" from Section 702 information. See November 6, 2015 Opinion at 

44. To confirm the continued accuracy of that assessment, the FISC ordered the government to 

report on "each instance after December 4, 2015, in which FBI personnel receive and review 

Section 702-acquired infonnation that the FBI identifies as concerning a United States person in 

response to a query that is not designed to find and extract foreign intelligence information.'' ld. 

at78. 

The gov.ernment has repotted one set of queries as responsive to thls requirement. On 

an FBI analyst reviewing Section 702 infonnation found an email message in 

which a person in the United States gave detailed descriptions of violent, abusive acts-

conunitted ~hildren. Notice regarding FBI queries of Section 702-
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acquired information designed to return evidence of a crime unrelated to foreign intelligence 

Notice"), at 2. [n an effort to identify additional evidence of abuse, the FBI 

ran queries of Section 702 information using the names of the suspected abuser, the apparent 

vjctims, and other terms derived from that e-mail message. Those queries only retrieved the 

previously reviewed e~mail message from which the query terms were derived. Id. Pursuant to 
------'---

Section l.F of its minimization procedures, the FBI disseminated information about the child 

abuse to a local child protective services agency, 

The undersigned judge finds persuasive the November 6, 2015 Opinion' s analysis of the 

FBI's querying rules. The single reported instance of queries that returned U.S. person 

information umelated to foreign intelligence information does not detract from that analysis, 

especially since those queries did not result in any further intrusion on privacy: they merely 

retrieved information already known to the analyst who ran the queries. 53 

For the reasons stated above, neither the NCTC' s receipt ofUllJninimized infonnation 

acquired regarding counterten·orism targets, subject to its applying the NCTC Mjnimizatioo 

Procedures, nor the other above-described modifications to the targeting and minimization 

procedures, causes the Court to deviate from prior assessments that the targeting and 

min1mization procedures are consistent with the requirements ofthe Fourth Amendment. 

53 The Court notes, however, that the FBI djd not identify those queries as responsive to 
the Court's reporting requirement until NSD asked whether any such queries had been made in 
the course of gathering information about the Section I.F dissemination. Notice 
at 2. The Court is carrying forward this reporting requirement and expects the government to 
take further steps to ensure compliance with it. 
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IV. THE COMPLIANCE AND IMPLEMENTATION ISSUES REPORTED BY THE 
GOVERNMENT DO NOT WARRANT A FINDING THAT, AS 
IMPLEMENTED, THE TARGETING AND MINIMIZATION PROCEDURES 
ARE DEFICIENT. 

The FISC has consistently understood its review of targeting and minimization 

procedures under Section 702 to include examining how the procedures have been and will be 

---~ -----1mplemented. See,~. Novem15er 6, 2015 Opmwn at 7; August 3(},2013--0pinion at 6-11~-

22; April 7, 2009 Opinion at 22-25. As the Foreign Intelligence Surveillance Court of Review 

has noted, FISC "supervision of the execution of pen register orders further reduces the risk that 

such measures will be employed under circumstances, or in a manner, that unreasonably intrudes 

on individuals' privacy interests." In reCertified Question at 36-37. The same conclusion 

applies to FISC examination of how the government implements the Section 702 procedures. 

For purposes of this examination, "the controlling norms are ones of reasonableness, not 

perfection," November 6, 2015 Opinion at 45, under both Section 70254 and the Fourth 

Amendment. 55 The Court evaluates the reasonableness of "the program as a whole," not of 

individual actions in isolation. November 6, 2015 Opinion at 40-41. The assessment of 

54 See 50 U.S.C. § 1881a(d)(1) (requiring targeting procedures that are "reasonably 
designed to" limit targeting to "persons reasonably believed to be located outside the United 
States" and to "prevent the intentional acquisition" of communications to which all parties are 
known to be in the United States); § 1881a(e)(l) (requiring minimization procedures as defined 
in§§ 1801(h)(l) or 1821( 4), i.e., procedures "reasonably designed" to minimize acquisition and 
retention, and to prohibit dissemination, of information concerning United States persons, 
consistent with foreign intelligence needs). 

55 See,~. United States v. Knights, 534 U.S. 112, 118 (2001) ("The touchstone ofthe 
Fourth Amendment is reasonableness .... ");In re Directives at 34 (surveillances found to be 
reasonable under the Fourth Amendment where "the risks of error and abuse are within 
acceptable limits and effective minimization procedures are in place"). 
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reasonableness takes due account ofthe fact that implementing Section 702 is "a large and 

complex endeavor ... effected through thousands of discrete targeting decisions for individual 

selectors,"56 each of which implicates selector-specific pre-tasking and post-tasking 

requirements, November 6, 201 5 Op~nion at 45-46, and that for all information acquired under 

Section 702, minimization procedures impose "detailed rules concerning .. . retention, use, and 

dissemination .... " Id. at 46. As the FISC has previously observed: 

Given the number of decisions and volume of infonnation involved, it should not 
be surprising that occasionally errors are made. Moreover, the government 
necessarily relies on -processes in performing post-tasldng checks, see, 
~.August 30,2013 Opinion at 7-9, and in acquiring, routing, storing, and when 
appropriate purging Section 702 jnfonnation. See,~. April 7, 2009 Opinion at 
17-22. Because of factors such as changes in communications technology or 
inadvertent en·or, these processes do not always function as i,ntended. 

Overall, the Court concludes that the targeting and minimization procedures satisfy 

applicable statutory requirements and are reasonable under the Fourth Amendment, despite the 

reported i11Stances of non-compliance in prior implementation. The Court bases this conclusion 

in large measure on the extensive oversight conducted within the implementing agencies and by 

the DOJ and ODNI. Due to those efforts, it appears that compliance issues are generally 

56 For example, NSA "repmis that, on average, approximately- facilities we:re 
under task at any given time between December 1, 2016 and February 28, 2017." March 17, 
2016 at 1 otnote omitted). Facilities tasked for acquisition include 
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identified and remedied in a timely and appropriate fashion. 57 Nonetheless, the Court believes it 

beneficial to discuss certain ongoing or recent compliance issues and, in some cases, direct the 

government to provide additional information. 

A. Resolution of Issues Addressed in the November 6, 2015 Opinion 

The November 6, 2015 Opinion discussed several significant compliance problems that 

were then pending. See November 6, 2015 Opinion at 47-77. With the exception of non-

compliance with minimization procedures related to attorney-client privileged communications, 

which are discussed separately, those compliance issues have been resolved as described below. 

1. 

while the 2015 Certifications were pending, the government filed a 

notice(' Notice") indicating that a failure of access controls in an FBI database 

containing raw Section 702-acquired information resulted in-FBI employees 

improperly receiving access to such information. --otice at 1. Specifically, 

57 Too often, however, the government fails to meet its obligation to provide prompt 
notification to the FISC when non-compliance is discovered. See FISC Rule of Procedure 13(b ). 
For example, it is unpersuasive to attribute- even "in part"- an eleven-month delay in 
submitting a preliminary notice to ''NSA's efforts to develop remedial steps," see April 7, 2017 
Preliminary Notice (Mislabeling) at 1 n.l, 2, when the purpose of a preliminary notice is to 
advise the Court while investigation or remediation is still ongoing. See also, M, February 28, 
2017 Notice of a Compliance Incident Regarding Incomplete Purges of Information Obtained 
Pursuant to Multiple FISA Authorities ("February 28, 2017 Notice") at 1-2, n.3 (five-month 
delay attributed "to administrative issues surrounding the reorganization ofNSA offices and 
personnel"). The Court intends to monitor closely the timeliness of the government's reporting 
of non-compliance regarding Section 702 implementation. 
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such access. Id. at l, n.l. This resulted in violations of Sections lli.A and ID.B of the FBI's 

minimization procedures. 58 The government provided testimony on this issue at a hearing on 

filed a Supplemental Notice on 

indicating that 

FISA-acqui.red products were "exported" who were not 

authorized to access these products. Notice at2. 

On the government filed what was styled as a Final Notice on this issue 

~otice"). That notice indicated that the 

not disseminated the FISA -acquired products; 

and all. users had deleted from their systems the raw FISA-acqui.red information they had 

exported. 

58 As then in effect and as now proposed, Section ill. A of the FBI Minimization 
Procedures requires the FBI to "retain all FISA-acquired information under appropriately secure 
conditions that limit access to such information only to authorized users in accordance with [the 
FBI Minimization Procedures] and other applicable FBI procedures." FBI Minimization 
Procedures § ill. A. Section III.B of the FBI Minimization Procedures further requires the FBI to 
grant access to raw Section 702-acqujred infom1ation in a manner that is "consistent with the 
FBI's foreign intelligence information-gathering and information-sharing responsibilities, ... 
[p]ennitting access . . . only by individuals who require access in order to perform their job 
duties[.]" Id. § ill.B. It also requires users with access to FISA-acquired infonnation to receive 
trairung on minimization requirements. Id. § lll.B.4. 
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appropriately remedied this incident. 

2. NSA Failures to Complete Required Purges 

On July 13, 2015, the Government filed a notice regarding NSA' s purge processes for 

FJSA-acquired information in its mission management systems ("July 13, 2015 Notice'} That 

notice indicated that the NSA had not been removing records associated wHb Section 702 data 

subject to purge from its database. July 13, 2015 Notice at 3. 

On October 5, 2015, the government filed a Supplemental Notice regarding NSNs purge 

processes for FISA-acquired information ("October 5, 2015 Notice''). That notice indicated that 

NSA had now removed from all Section 702-acquired records that were 

marked as subject to purge. October 5, 2015Notice at2. On October 28,2015, however, the 

government filed another Supplemental Notice regarding NSA's purge processes ("October 28~ 

2015 Notice'') in wruch it reported that a technical malfunction in had 

rendered the aforementioned purges incomplete. October 281 2015 Notice at 2. 

On January 14,2016, the government filed a Supplemental Notice ("January 14,2016 

Notice") indicating that as of October 30, 2015, was properly configured to 

remove records subject to purge and corresponding to identifiers on the MPL. January 14, 2016 
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Nulice at 2. At that time NSA bad completed purging records that had been added to the MPL 

between 2011 and 2015. Id. On September 22, 2016, the government filed another 

Supplemental Notice ("September 22, 2016 Notice on confirming that as of 

February 2016, the NSA bad removed from aU historical Section 702-

acquired records subject to purge.59 September22, 2016 Notice at 2. 

The July 13, 2015 Notice also reported "a compliance incident regarding FISA-acquired 

information subject to purge or age off that [was] being retained in two ofNSA' s compliance 

mission management systems, and - in a manner that is "potentially 

inconsistent ·v.rith NSA's FISA-related minimization procedures.~> July 13,2015 Notice at 2, 5. 

Subsequent communications between the govemment and FISC staff revealed that 

and - may also have been retaining data, the use or disclosure of which could violate 

50 U.S.C. § 1809(a)(2). The November 6, 2015 Opinion directed the government to provide 

additional information about NSA's retention of certain categories of information in 

and - November 6, 2015 Opinion at 78. 

On December 18,2015, the government flied a detailed description of its plan and 

timeline for remedying improper retention in and - See Prior 702 

Dockets, V erified Response to the Court's Order Dated November 6, 2015, filed on Dec. 18, 

59 The government also disclosed in the January 14,2016 Notice 
was not configured to age off aU FISA-acqui.red information pursuant to relevant minimization 
~ry 14, 2016 Notice at 2. As of August 3, 2016, the NSA had removed from 
---aU Section 702-acquired information identified as due for destruction under 
the retention periods set by the NSA Minimization Procedw·es, and prospectively, the NSA wil1 
remove Section 702-acquired rnforrnation from in compliance with those 
retention periods. September 221 2016 Notice on at 2. 

TOP SECRET/lSII/ORCON/NOFORN Page 71 

Case 1:15-cv-00662-TSE   Document 125-32   Filed 03/26/18   Page 72 of 100



TOP 8ECRETi/8II/ORCON/NOFORN 

2015. On September 22, 2016, the government provided a written update on the NSA's efforts 

to remove from and - information that was subject to purge or age-off 

under the NSA Minimization Procedures ("September 22, 2016 Notice on and 

As of February 17, 2016, NSA had removed from and 

- all Section 702-acquired infonnatiotl subject to age-off under the five- and two-year 

retention periods set by the NSA Minimization Procedures. September 22, 2016 Notice on 

and - at 2. As of September 9, 2016, the NSA had deleted from 

and - all historical Section 702-acquired data potentially subject to§ 

J 809(a)(2), and it had developed a plan to deal prospectively with information potentiaJiy subject 

to § 1809(a)(2). Id. at 3. Finally, as of September 9, 2016, the NSA had removed from 

and - other categories of information that the November 6,. 2015 

Opjnjon had identified as not permissible for retention in and- (e.g., 

attorney-client communications that do not contain foreign intelligence information or evidence 

of a crime). Id. at 3-4. 

B. Issues Arising Under the NSA Targeting Procedures 

NSA's targeting procedures require that analysts, before tasking a selector for acquisition, 

make a reasonable assessment that the user of the selector is a non-U.S. person located outside 

the United States. See NSA Targeting Procedures § 1. Post-tasking, analysts are required to take 

reasonable steps to confirm that the selector continues to be used by a non-U.S. person located 

outside the United States. See NSA Targeting Procedures § 2. Those requirements directly bear 

on statutory limitations on Section 702 acquisitions. See 50 U.S.C. § 188la(c)(l)(A), (d)(l)(A) 
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(targeting procedures must be reasonably designed to ensure that acquisitions are limited to 

targeting persons reasonably believed to be outside the United States); § 1881a(b)(3), ( 4) 

(government may not intentionally target a United States person reasonably believed to be 

outside the United States or intentionally acquire any communication as to which the sender and 

all intended recipients are known at time of acquisition to be in the United States). 

Compliance and implementation issues have arisen regarding these pre-tasking 

assessments and post-tasking reviews. While those issues merit discussion, the Court does not 

believe they are sufficiently serious or pervasive to warrant finding that the targeting procedures 

do not meet the above-described statutory requirements or are inconsistent with the Fourth 

Amendment. 

1. Scope of Pre-Tasking Review of-

One of the measures taken by NSA analysts to fulfill pre-tasking obligations is to check 

for information that may be probative of 

-· According to a notice filed by the government on August 24, 2016, NSA analysts often 

relied on the above-referenced tool to as part of those pre-

tasking checks. August 24, 2016 Update Regarding the Scope of Section 702 Pre-Tasking 

Review of-at 2 ("August 24,2016 Update"). The data was 
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limited, as - only 

Id. In certain circumstances, the results could 

have provided an incomplete and misleading impression 

The govemment acknowledges 

that the sufficiency of running a - .. as the sole basis for a pre-tasking assessment 

"depends upon the information known about the target from other sources and the nature of the 

information returned by the --Id. Subsequent investigation revealed Ill 
instances of improper taskings. See August 24, 2016 Update at 2, n.2. NSA placed on its :tv1PL 

information obtained as a result of these taskings. Id. at 2. 60 

NSA has developed a new too] for analysts to use for pre-tasking checks-

August 24, 

2016 Update at 4. "ln addition NSA 's new tool is also 

that will greatly enhance 

analysts' pre-tasking reviews." ld. 

6° For discussion of the government's processes for purging Section 702 information, see 
March 17, 2017 Compliance Report at 2-5. 
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While the described functionality of the new tool improves on some ofthe limitations of 

- it should not be seen as a panacea. In the Court's view, the fundamental cause of 

these improper taskings was not the limitations of- or other- tools, but rather 

the failure of analysts in these particular cases to pursue reasonable lines of inquiry regarding . 

See, u;,., August 24, 2016 Update at 3-
. It remains the obligation of 

analysts to exercise due diligence in the particular circumstances of each pre-tasking review, 

rather than to presume that using a given - tool or protocol will suffice. The government 

acknowledges that sometimes, after deploying the new tool, "additional research will be 

necessary to satisfy the totality of the circumstances test [for pre-tasking reviews] contained in 

the NSA Targeting Procedures," icl at 5, and addresses in its training efforts how NSA analysts 

should understand and comply with this requirement. See October 4, 2016 Transcript at 19-20. 

2. Freyuem;y uf Post-Tasking Review of Contents 

While the government did not report the following information as involving non-

compliance with tbe NSA's targeting procedures, the Cowi believes it bears significantly on how 

those procedures are implemented and therefore merits discussion. 

The NSA's targeting procedures do not require analysts to reyjew the contents of 

communications acquired from tasking a particular selector at fixed intervals. Instead, they 

provide tbat such content review "will be conducted according to analytic and intelligence 

TOP SE€RET//SI//ORCONINOFORN Page 75 

Case 1:15-cv-00662-TSE   Document 125-32   Filed 03/26/18   Page 76 of 100



TOP 8ECRET,4'8II/ORCON/NOFOR...l\l" 

requirements and priorities." See, £h&.., NSA Targeting Procedures§ II at 6.61 As previously 

described to the FISC, however, NSA follows a policy whereby such content review is performed 

no later than-days after the first acquisition and at intervals of no more than. 

-days thereafter. See September 13,2016, Update Regarding Post~ Targeting Content 

Reviews ("September 13, 2016 Update") at 2; Docket No. 
----------

Memorandum Opinion at 9~10 (FISA Ct. Oct. 24, 2014). 

NSA and FBI analysts with access to Section 702 data are trained on this policy, while 

CIA analysts receive training that "is consistent with" the policy and are instructed "to review 

content as it is acquired." September 13, 2016 Update at 3.62 According to a supplemental letter 

filed on March 13,2017 ("March 13, 2017 Supp. Letter"), the government monitors compliance 

with the policy with regard to Section 702 data in an NSA repository called-but 

otherwise does not comprehensively monitor or verify whether analysts in fact conduct content 

reviews in conformance with that policy. March 13, 2017 Supp. Letter at 2.63 For that reason, 

See NSA Targeting Procedures § 2 at 7 n. 2~3. 

63 NSA routes most forms of Internet communications acquired under Section 702 to a 
repository called March 13,2017 Supp. Letter at 2. For review of communications 
in-NSA has that monitors whether content checks are 
performed, sends prompts to analysts to conduct- and I II I reviews, and sends overdue 
notices. Id. at 1~2. NSA does not have such an alert system for other repositories containing 

(continued ... ) 
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deviations from the policy may not be detected unless and until the circumstances are examined 

for other purposes. See September 13, 2016 Update at 3. 

To address this concern, the government undertakes "to notify the Court ... when, in 

connection with compliance incidents, the government also learns that content was not reviewed 

in accordance with the applicable policy." Id. at 4. The government further undertakes to advise 

the FISC "of the total number of instances in which the government's investigation into a 

potential [non-compliance] incident revealed that content review was not timely conducted in 

accordance with [this policy)," even if the government determines that, strictly speaking, there 

was no violation of the targeting procedures themselves. See id. That figure will be included in 

each of the government's quarterly compliance reports. Id. 

On March 13,2017, the government reported the results of an examination of the 

performance o~ and- content reviews for data in during January-

March 2016. March 13,2017 Supp. Letter at 2. That examination revealed a compliance rate of 

approximately 79% for -reviews and 99% for . Id. NSA plans to issue an 

advisory to personnel reminding them of the policy. I d. at 3. 

The Court intends to scrutinize the information submitted regarding future deviations 

from this policy. It also encourages the government to explore further measures, through 

63( ... continued) 
Section 702 information, though it has plans to develop systems for additional repositories by the 
end of2017. Id. at 2-3. FBI and CIA do not have comparable systems. October 4, 2016 
Transcript at 21, 24. 
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-processes or otherwise, to prompt analysts to conduct content reviews in accordance 

with this policy, and to monitor or verify adherence to it. 

C. Issues Arising Under the NSA Minimization Procedures 

In addition to the improper use ofU.S.-person identifiers to query the results of upstream 

Internet data discussed above, noteworthy compliance issues have arisen with regard to NSA' s 

upstream collection of Internet communications and querying of Section 702-acquired data. 

1. NSA Upstream Collection of Internet Communications 

Under the pre-2017 Amendments version of the NSA Minimization Procedures, NSA is 

required to "take reasonable steps post-acquisition to identify and segregate through technical 

means" those MCTs that are particularly likely to involve communicants in the United States; 

specifically, those for which "the active user of the transaction (i.e., the electronic 

communications account/address/identifier used to send or receive the Internet transaction to or 

from a service provider) is reasonably believed to be located in the United States; or the location 

of the active user is unknown." NSA Minimization Procedures § 3(b )( 4 )a. (prior to the 2017 

Amendments). Those procedures permit only certain NSA analysts "who have been trained to 

review such transactions for the purpose of identifYing those that contain discrete 

communications as to which the sender and all intended recipients are reasonably believed to be 

located in the United States" to access MCTs that have been segregated in the manner described 

above. § 3(b )( 4)a.2. Information in a segregated MCT "may not be moved or copied from the 

segregated repository or otherwise used for foreign intelligence purposes unless it has been 

determined that the transaction does not contain any discrete communication as to which the 
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sender and all intended recipients are re&sonably believed to be located in the United States." ~ 

3(b)(4)a.2.(a).64 

Starting in April 2015, a error affected NSA's upstream collection .. 

See September 30, 2016 S"Upple,uental Notice of Compliance Incident Regarding Collection 

Pursuant to Section 702 ("September 30, 2016 Supp. Notice") at 1. The error was discovered on 
-------------- - ---

January 26, 2016, and corrected on a going-forward basis the next day. Id. 

This error led to two types of compliance problems. First, it resulted in the 

1lllauthorized acquisition oflnternet ''communications from facilities that only partially matched 

authorized Section 702 [selectors] (e.g., 

- , ld. at 1-2. It appeai's that the government has taken appropriate steps to identify and 

purge the improperly acquired information. Id. at 2-3. NSA has positively identified. ('data 

objects" as having been subject to thjs over-collection. ld. In addition, based on the nature of the 

- error and the technical characteristics of information likely to have been 

improperly collected due to the error, NSA has identified in excess of- "data objects" that 

may have been over-collected. ld. at 3. Because it was not technically feasible for NSA to 

identify within that set any and aU objects that actuaJJy had been over-collected, NSA has put 

- -plus objectsJ as well as the. objects positively identified as having been over-co11ected, 

on its MPL. Id.; see also March 17,2017 Quarterly Report at 114-15. 

114 In practice, however, no analysts received the requisite training in order to work with 
the segregated MCTs. October 4, 2016 Transcript at 41-43. 
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Second, the-error resulted in failures in the technical processes whereby 

NSA identified MCTs that are subject to the segregation regime described above. Specifically, 

some MCTs may have been wrongly identified and labeled as ones in which the active user was 

the target, which would have resulted in those MCTs not being segregated. September 30,2016 

Supp. Notice at 3-4. To the extent wrongly-identified MCTs were actually ones for which the 
--------------------------------~--------~---------~ 

active user is reasonably believed to have been located in the United States or for whom the 

active user's location was unknown, they should have been segregated and subject to the above-

described heightened access controls. Any large-scale failure to identify and segregate MCTs 

subject to those heightened access controls would have threatened to undermine one of the 

safeguards on which the FISC relied in 2011 when it approved the procedures adopted by the 

government in response to the FISC's prior finding of deficiency. See November 30, 2011 

Opinion at 11-15. 

The Court did not find entirely satisfactory the government's explanations of the scope 

of those segregation errors and the adequacy of its response to them and addressed some of its 

concerns at the October 4, 2016 Hearing. See,~, October 4, 2016 Transcript at 35-38.65 

Questions about the adequacy of steps previously taken to respond to the errors, however, are no 

longer material to the Court's review of the NSA Minimization Procedures. Under the revised 

65 The government later reported it had inadvertently misstated the percentage ofNSA's 
overall Internet collection during the relevant period that could have been affected by 

error (the government first reported the percentage as roughly 1.3%, when it 
was roughly 3.7%). April11, 2017 Notice of Material Misstatement and Supplemental Notice of 
Compliance Incidents Regarding Collection Pursuant to Section 702 at 2. 
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NSA Minimization Procedures, the results of upstream Internet collection during the relevant 

timeframe must be segregated and destroyed. 

2. Improper Querying- Communications 

U.S. person identifiers may be used to query Section 702 data only if they are ftrst 

"approved in accordance with [internal] NSA procedures1 which must require a statement of facts 

establishing that the use of any such identifier as a selection tenn is reasonably likely to return 

foreign intelligence infonnation.'' NSA Minimization Procedures§ 3(b)(5).66 In perfmming 

such queries, NSA analysts sometimes use a tool called .. __ can be used to query 

data repositories, including one called - September 30, 2016 Final Notice of 

Compliance Incidents Regarding hnproper Queries ("September 30, 2016 Final Notice") at 1. - communications acquired pursuant to Section 702, as well as otber 

FISA authorities, Id. 

In May and June 20] 6, NSA reported to oversight personnel in the ODNl and DOJ that, 

since approximately 201 2, use of- to query communications in- had resulted in 

inadvertent violations of the above-described querying m1es for Section 702 information. ld. 

The violations resulted from analysts not recognizing the need to avoid querying datasets for 

which querying requirements were not satisfied or not understanding how to formulate-

queries to exclude such datasets. Id. at 1-2. 

66 As previously noted, NSA may not use U.S. -person identifiers to quety the results of 
upstream Internet colJection until the 2017 Amendments take effect) but will be able to run such 
queries of the narrower form of upstream Internet collection contemplated under the 2017 
Amendments, subject to the approval process descn'bed above. 
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NSA examined all queries using identifiers tor "U.S. persons targeted pursuant to 

Sections 704 and 705(b) ofFISA using the-tool in-... from November 1, 

2015 to May 1, 2016." Id. at 2-3 (footnote omitted). Based on that examination, "NSA estimates 

that approximately eighty-five percent of those queries, representinglll queries conducted by 

approximately. targeted offices, were not compliant with the applicable minimization 

procedures." Id. at 3. Many of these non-compliant queries involved use of the same identifiers 

over different date ranges. Id. Even so, a non-compliance rate of 85% raises substantial 

questions about the propriety of using of-to query FISA data. While the government 

reports that it is unable to provide a reliable estimate of the number of non-compliant queries 

since 2012, id., there is no apparent reason to believe the November 2015-April2016 period 

coincided with an unusually high error rate. 

The government reports that NSA "is unable to identify any reporting or other 

disseminations that may have been based on information returned by [these] non-compliant 

queries" because "NSA's disseminations are sourced to specific objects," not to the queries that 

may have presented those objects to the analyst. Id. at 6. Moreover,- query results are 

generally retained for just 

The NSA has taken steps to educate analysts on the proper use of-it has provided 

a "reminder" to all analysts about the need "to limit queries across authorities in with 

67 Information retrieved by an improper query might nonetheless satisfy the requirements 
for dissemination; indeed, absent a second violation of the minimization procedures, separate 
from the improper query, one would expect any disseminated information to have satisfied those 
requirements. 
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an explanation of how different types of queries operate; it issued a separate "Compliance 

Advisory," which further addressed querying practices using- to all NSA target offices; 

and it revised a ''banner" presented to users of-to emphasize that U.S. person identifiers 

should never be used for a type of query (called a "selector query'') that runs "against all data 

[that] an analyst is authorized to access." Id. at 1, 6. 

At the October 4, 2016 Hearing, the government represented that, based on ongoing 

oversight efforts, those measures appear to have been effective in improving how analysts use 

-to query Section 702 data. October 4, 2016 Transcript at 47-49. On April3, 2017, the 

government reported to the Court that it had reaffirmed that assessment, based on discussions 

with NSA analysts and the absence of additional non-compliant queries I Apri13, 

2017, Supplemental Notice of Compliance Incidents Regarding hnproper Queries, at 3. In view 

of these remedial steps, the Court believes that, notwithstanding the above-described non-

compliance, the NSA Minimization Procedures meet the statutory definition of"minimization 

procedures" and are consistent with the requirements of the Fourth Amendment. 

D. Issues Arising Under the FBI Minimization Procedures 

The following violations of the FBI's minimization procedures merit discussion. 

1. Improper Disclosures of Raw Information 

On March 9, 2016, DOJ oversight personnel conducting a minimization review at the 

FBI' learned that the FBI had disclosed raw FISA information, including but not 

limited to Section 702-acquired information, to a 

Compliance Report at 92. .. is part of 
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and "is largely staffed by private contractors" 

certainllll contractors had access to raw FISA 

infonnation on FBl storage systems Id. The apparent purpose for t11e 

FBI's granting such access was to receive analytical assistance 

Nonetheless, th~ contractors had access to raw 

FTSA infonnation that went wel1 beyond what was necessary to respond to the FBI's requests; 

• The FBI discontinued the above-described access to raw FISA information as of April 18, 

2016. -

The contractors in question received training on the FBI minimization procedmes, stored 

the raw information only on FBI systems, and did not disseminate it fhrther. Id. at 93. 

Nonetheless, the above-described practices violated the governing minimization procedures. 

Section liLA of the FBI's minimization procedures (as then in effect and as now proposed) 

provides: "The FBI must retain all FISA-acquired inf01mation under appropriately secure 

conditions that limit access to such information only lo authorized users in accordance with these 

and other applicable FBI procedures. These retention procedures apply to FISA-acquired 

information retained in any form." The FBI may disseminate Section 702-acquired info.tmation 

only in accordance with Section V of those procedures. FBI Minimization Procedures § Ill.C.l. 

Under Section V.D of those procedmes1 personnel working for another federal agency 

such as - may receive raw information acquired under Section 702 in order to 
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provide technical or linguistic assistance to the FBI, but only if certain restrictions are followed. 

See id. § V.D. Those restrictions were not in place with regard to the .. contractors: their 

access was not limited to raw information for which the FBl sought assistance and access 

continued even after they had completed work in response to an FBI request. 

Compliance Report at 93. At the October 4, 2016 Hearing, the govermnent represented that it 
----------

was investigating whether there have been similar cases in which the FBI improperly afforded 

non-FBI personnel access to raw FISA-acquired information on FBI systems. October 4, 2016 

Transcript at 64. 

In a separate violation of its minimization procedures, the FBI delivered raw Section 702-

acquired information to a - contractor 

Compliance Report at 131 . The information in question pertains to -

- as a federal agency, could receive raw Section 702-acquired information in 

order to provide technical assistance to the FBI, subject to the requirements of Section V.D of the 

FBI Minimization Procedures. See FBI Minimization Procedures § V .D ("FBI is authorized to 
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disclose FISA-acquired information to assisting federal agencies for further processing and 

analysis," subject to specified restrictions) (emphasis added). -however, is not a federal 

agency and the - personnel who worked with the information were ('not directly supervised 

I 

by or otherwise under the direction and control Compliance 

Report at 132. For these reasons, the govenunent concluded that the FBI bad given the 

information to the private entity - not to an assisting federal agency. See id.68 

explained why giving - personnel access to the raw information during installation of the 

tool would not involve a separate violation of the FBI Minimization Procedures. Accordingly, 

the Court is ordering the government to provide additional information regarding this second 

grant of access to raw Section 702 information. 

These violations, when placed in the context of Section 702 acquisitions in their entirety, 

do not preclude a finding that the FBI Minimization Procedures meet the statutory definition of 

"minimization procedures" and are consistent with the requirements of the Fourth Amendment. 

contractors worked in a federal facility under the 
superv1s10n Compliance 
Report at 93. It appears that the govennnent views the above-described disclosures of 
information to the .. contractors as disclosures to a federal agency, rather than to a private 
entity or private individuals. In any event, the government acknowledges that those disclosures 
were improper for other reasons, so the Court need not reach this question. 
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The improper access previously afforded the ~on tractors has been discontinued, while the 

information disclosed t~ pertains to just. tasked selectors. 

The Court is nonetheless concerned about the FBPs apparent disregard of minimization 

rules and whether the FBI may be engaging in similal' disclosures of raw Section 702 information 

that have not been reported.('9 Accordingly, the Court is directing the govemment to provide 
-----------

additional as described be1ow. 

2. Potentia] Over-Retention of Section 702 Information 

Last year, in the context of approving the standard minimization procedures employed by 

the FBI for electronic surveillance and physical search conducted under Titles I and lll ofFISA, a 

judge of the FISC observed: 

FBI personnel who develop storage systems for PISA-acquired information and 
decide under what circumstances FISA-acquired infonnation is placed on those 
systems are bound by applicable millimization procedures and FISC orders, no 
less so than an agent conducting a FISC-authorized physical search or an analyst 
preparing a report for dissemination. 

Docket No. - Opinion and Order at 45 (FISA Ct. May 17, 2016). Recent disclosures 

regarding systems maintained by the FBI suggest that raw FISA 

69 The improper access granted to th~ contractors was in 
-and seems 1o have been the result of deliberate decisiorunaking. 
Compliance Report at 92-93 ~access to FBI systems was the subject of an interagency 
memorandum of understanding entered into-. Despite the existence of an interagency 
memorandum of understanding (presumably prepared or reviewed by FBI lawyers), no notice of 
tltis practice was given to the FISC unW 2016. Of course, such a memorandum of understanding 
could not override the restrictions of Section 702 minimization procedures. 
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information, including Section 702 information, may be retained on those systems in violation of 

applicable minimization requirements. 

The government has-not identified the provisions of the FBI Minimization Procedures it 

believes are implicated by the above-described retention practices. Based on the information 
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provided, however, those practices appear inconsistent with the provisions governing retention 

on electronic and data storage systems, see FBI Minimization Procedures § III.G.l, on ad hoc 

systems, id. § N.A-B, and in connection with litigation, id. § ill.G.4. Nearly four months ago, 

the government undertook to address this indefinite retention of information on the above-

described systems in a subsequent filing, ~ December 29, 2016 Report at 1 0-11, but has not 

done so. Accordingly, the Court is directing the government to provide pertinent information, as 

described below. 

3. Review Teams for Attorney-Client Communications 

The Section 702 minimization procedures 

have specific rules for handling attorney-client communications. Because the FBI 
has law enforcement responsibilities and often works closely with prosecutors in 
criminal cases, its procedures have detailed requirements for cases in which a 
target is known to be charged with a federal crime. Unless otherwise authorized 
by the [National Security Division ofDOJ], the FBI must establish a separate 
review team whose members have no role in the prosecution of the charged 
criminal matter to conduct the initial review of such a target's communications. 
When that review team identifies a privileged communication concerning the 
charged criminal matter, the original record or portion thereof containing that 
privileged communication is sequestered with the FISC and other copies are 
destroyed (save only any electronic version retained as an archival backup, access 
to which is restricted). 

November 6, 2015 Opinion at 47-48 (citations and internal quotation marks omitted). 

Failures of the FBI to comply with this "review team" requirement for particular targets 

have been a focus of the FISC's concern since 2014. See id. at 48-52; August 26,2014 Opinion 

at 35-36. The government generally ascribed those failures to misunderstanding or confusion on 

the part of individuals- for example, when an agent is generally aware of the review team 

requirement but mistakenly believes that it does not apply when the charging instrument is under 
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seal. November 6, 2015 Opiruon at 50. The govenunent advised that it was emphasizing the 

review team requirement in ongoing training and oversight efforts, and that such emphasis had 

resulted in the identification and coiTection of additional cases in which review teams had not 

been properly established. Id. at 51. 

• targets who have been subject to criminal charges- there was a delay of over two 

years in establishing review teams. - Prehminary Notice of Compliance 

Incident Regardin~ Section 702-Tasked Facilities (' Preliminary 

Notice") at 2-3. The pdmary cause of this delay was that the responsible case agent was unaware 

of the review team requirement. That agent took the appropriate steps after reviewing an 

advisory that reminded FBI personnel about the requirement in- Id. at 3.71 The 

government also reported a delay of approximately one month during 

before establishing a review team after a target was charged in a sealed complaint. The delay 

appears to have been the result of lack of coordination among FBI field offices. According to the 

government, the review teams have completed examination of communications acquired prior to 
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their creation for both incidents and did not discover any privileged communications.-

Ill Compliance Report at 77, 105. 
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A separate source of under-inclusiveness is when personnel do not identify and segregate 

FBI examination of the enoneously-excluded 

communications is ongoing and, so far, has not identified any attorney-client privileged 

communications concerning a charged matter. Compliance Report at 119. 

A different em affecte~- accounts during November 

28-30, 2016. That problem bas been solved prospectively. Although some communications for 
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those tasked accounts were accessed before being segregated for the review team, none of them 

contained privileged information. Id. at 83 n.58. 

In order to address some of the sources of such under-inclusiveness, the FBI has 

implemented a new- process for -

addition, the FBI and NSA have taken steps to address the 

difficulties encountered with regard to Id. at 4. 

It seems clear that the review team requirement should continue to be a point of emphasis 

in the government's training and oversight efforts. The measures taken to improve processes for 

identifying and routing information subject to the review team requirement appear well-suited to 

address the described under-inclusiveness problems. 1n view of those efforts, and the fact that 

lapses to date appear to have resulted in few, if any, prjvileged communications concerning 

charged matters being reviewed by investigators other than review team members, errors in 

implementing the review team requirements do not preclude a finding that the FBI Minimization 

Procedures meet the statutory definition of "minimization procedures" and are consistent with 

the requirements of the Fourth Amendment. 
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E. Issues Arising Under the CIA Minimization Procedures 

In the course of investigating a separate compliance incident that occurred in December 

2016,72 the CIA discovered several problems with its purge practices. First, the software script 

used to identify communications subject to purge requirements within a storage system .. 

not been identifying all communications subject to purge that had been acquired by 

December 28, 2016, Preliminary Notice 

of Compliance Incidents and Material Misstatements Regarding Collection Pursuant to Title I 

and Title III and Section 702 ofFISA, at 4. As of March 29, 2017, CIA was in the process of 

remedying the incomplete purges. Supplemental Notice Regarding Incomplete Purges of 

Collection Acquired Pursuant to Section 702 ofFISA, filed on March 29, 2017 ("March 29, 2017 

Supp. Notice") at 2. 

Further investigation of the December 2016 incident revealed similar problems with 

scripts used to purge metadata from CIA repositories 

March 29, 2017 Supp. Notice at 2-3. The government reports CIA has corrected those script 

problems and completed the required purges, except for certain information relating-

facilities, for which remedial efforts are ongoing. Id. at 3 & n.4. 

72 That incident appears to have been remedied,~ id. at 3, and in and of itself does not 
merit discussion in this Opinion. 
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Ir~ late March 2017, also in the course of investigating the December 2016 incident, CJA 

discovered another fortn of purging error affecting March24, 2017, 

Notice of Compliance Incident Regarding Incomplete Age Off ofData Acquired Pursuant to 

Section 702 ofFlSA at 2. The government is examining the scope of that error. Jd. 

The government has not advised the Cm.1rt for how long these various p1lrge-re1ated 

problems persisted before CIA discovered them in the course of investigating the separate 

incident. It appears that, having recognized the problems, CLA is taking reasonable steps to 

address them. Nonetheless, the Court encourages the government to take proactive measures to 

verify that the automated processes upon which it relies to implement minimization requirements 

are functiqning as intended. 

V. CONCLUSION 

For the foregoing reasons, the Court finds that: {1) the 2016 Certifications, as amended by 

the 2017 Amendments, as well as the certifications in the Prior 702 Dockets as amended by those 

documentsJ contain all the required statutory elements; (2) the targeting and minimization 

procedures to be implemented regarding acquisitions conducted pursuant to the 2016 

Certifications, as amended by the 2017 Amendments, comply with 50 U.S. C. §1881a(d)~(e) and 

are consistent with the requirements oftbe Fourth Amendment; and {3) the minimization 

procedures to be implemented regarding information acquired under prior Section 702 

certifications comply with 50 U.S.C. §188la(dHe) and are consistent with tbe requirements of 

the Fourth Amendment. Orders approving the amended certifications and use of the 

accompanying procedures are being entered contemporaneous) y herewith. 
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For the reasons discussed above, it is HEREBY ORDERED as follows: 

1. Raw information obtained byNSA's upstream Internet collection under Section 702 

shall not be provided to FBI, CIA or NCTC unless it is done pursuant to revised minimization 

procedures that are adopted by the AG and DNI and submitted to the FISC for review in 

confo1mance with Section 702. 
-------- --------------------------~-------

2. The government shall take steps to ensure that NCTC retains raw Section 702-

acquired information that is determined to be evidence of a crime but not foreign intelligence 

information beyond the generally applicable age-off period specified in Section B.2 of the NCTC 

Minimization Procedures only as long as reasonably necessary to serve a law enforcement 

purpose and that NCTC does not use or disclose such information other than for a law 

enforcement purpose. The government shall report in writing on such steps when it seeks to 

renew or amend 

3. On or before December 31 of each calendar year, the government shall submit a 

written report to the FISC: (a) describing all administrative, civil or criminal litigation matters 

necessitating preservation by FBI, NSA, CIA or NCTC of Section 702-acquired information that 

would otherwise be subject to destruction, including the docket number and court or agency in 

which such litigation matter is pending; (b) describing the Section 702-acquired information 

preserved for each such litigation matter; and (c) describing the status of each such litigation 

matter. 

4. The government shall promptly submit a written report describing each instance in 

which FBI, NSA, CIA or NCTC invokes the provision of its minimization procedures stating that 
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nothing in those procedures shall prohibit the "retention, processing, analysis or dissemination of 

infonnation necessary to comply with a specific congressional mandate or order of a court within 

the United States[.)" See NSA Minimization Procedures § 1; CIA Minimization Procedures 

§ 6.g; FBI Minimization Procedures§ I.G; NCTC Minimization Procedures § A6.d. Each such 

report shall desclibe the circumstances of the deviation from the procedures and identify the 

specific mandate on wruch the deviation was based. 

5. The government shall promptly submit a written report describing any instance in 

which an agency departs from any provision in its minimization procedures in reliance in whole 

or in part on the provision therein for lawful oversight when responding to an oversight request 

by an entity other than the oversight entities expressly referenced in the agency's procedures. 

See NSA Minimization Procedures § 1; CIA Minimization Procedures § 6.f; FBI Minimization 

Procedures§ I.G; NCTC Minimization Procedures§ A.6.e. Each such report shall desc..nbe the 

circumstances of the deviation from the procedures and identify the specific oversight activity on 

which the deviation was based. 

6. No later than June 16, 2017, the govenunent shall submit a written report; 

(a) describing the extent to which raw FlSA information, including Section 702 

infonnation, is retained: 
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(b) assessing whether such retention complies with applicable minimization 

requirements; and 

(c) to the extent that noncompliance is found, describing the steps the government is 

taking or plans to take to discontinue the above-described forms of retention or bring 

them into compliance with applicable minimization requirements. 
-- ·-- -- ~--··~------------

7. No later than June 16, 2017, the govenunent shall submit one or more written reports 

that provide the following: 

(a) the results ofthe government's investigation of whether there have been additional 

cases in which the FBI improperly afforded non-FBI personnel access to raw FISA-

acquired information on FBI systems; and 

(b) a description of the installation of 

8. At 90-day intervals, the government shall submit written updates on NSA's 

implementation of the above-described sequester-and-destroy process to info1mation acquired on 

or before March 17, 2017, by upstream Internet collection under Section 702. 

9. If the government intends not to apply the above-described sequester-and-destroy 

process to information acquired on or before March 17, 2017, by upstream Internet collection 
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under Section 702 because the information is not contained in an "institutionally managed 

repository," it shall describe the relevant circumstances in a written submission to be made no 

later than June 2, 2017; however, the government need not submit such a description for 

circumstances referenced in this Opinion and Order as ones in which NSA could retain such 

information. 

10. The government shall promptly submit in writing a report concerning each instance 

in which FBI personnel receive and review Section 702-acquired information that the FBI 

identifies as concerning a United States person in response to a query that is not designed to find 

and extract foreign intelligence information. The report should include a detailed description of 

the information at issue and the manner in which it has been or will be used for analytical, 

investigative or evidentiary purposes. It shall also identify the query terms used to elicit the 

information and provide the FBI's basis for concluding that the query was consistent with 

applicable minimization procedures. 

ENTERED this~ day of April, 2017, in Docket Nos. -· 

1, . Cllid Doputy Clerk, 
r:IE3Cl :;r;dii':t th9;- !!·,;~: cJocu! ncnt is 8 
in.tn nnd •.XJil•o·<~t · of li'!G Ol'iginal. 

Judge, United tates Foreign 
Intelligence Surveillance Court 
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PROCEDURES USED BY THE NATIONAL SECURITY AGENCY F~~t~~ 3: 56 
NON-UNITED STATES PERSONS REASONABLY BELIEVED TO;I:p~.LQ~ATED 

OUTSIDE THE UNITED STATES TO ACQUIRE FOREIGN INTEittt~~~NH HA LL 
INFORMATION PURSU~ TO SECTION 702 OF THE FOREIGN INTEIJ.tJfGE~R T . 

SURVEILLA.t~CE ACT OF 1978, AS AMENDED 

(81 These procedures address: (I) the manner in which the National Security Agency/Central 
Security Service (NSA) will detennine that a person targeted under section 702 of the Foreign 
Intelligence Surveillance Act of 1978, as amended (FISA or "the Act"), is a non-United States 
person reasonably believed to be located outside the United States ("foreignness determination"); 
(II) the post-targeting analysis done by NSA to ensure that the targeting of such person does not 
intentionilly target a person known at the time of acquisition to be located in the United States · 
and does not result in the intentional acquisition of any communication as to which the sender 
and all intended recipients are known at the time of acquisition to be located in the United States; 
(III) the documentation ofNSA's foreignness determination; (IV) compliance and oversight; and 
(V) departures from these procedures. 

I. (S) DETERl\.fiNATION OF WHETHER THE ACQUISITION TARGETS NON-
UNITED STATES PERSONS REASONABLY BELIEVED TO BE LOCATED OUTSIDE 
THE UNITED STATES 

E81 NSA determines whether a person is anon-United States person reasonably believed to be 
outside the United States in light of the totality of the circumstances based on the infonnation 
available with to that PeJ~so11. 

E81 NSA analysts examine the following thre~ categories of information, as appropriate under the 
circumstances, to make the above determination: (1) they examine the lead information they 
have received regarding the potential target or the facility that has generated interest in 

- - ---~~--------- -

he 
location of the person, or knows iriformation that would 
location; and (3) they determine or verify 
information about the person's location. NSA may use information from any one or a 

. combination of these categories of information in. evaluating the totality of the circumstances to 
d~ts:nnin~.Jhatthe_p_o..t.entia1Jarge..tisJ.o_c..at~d_o_u1sid_e_the ll_nit~tates,_. ---------------

Detived From: N8NC88M 1 52 
- . I)atc;i:20070108 

Deelassify On: 20320108 
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(TS//Sl) In addition, in those cases where NSA seeks to acquire communications about the target 
that are not to or from the target, NSA will either employ an Internet Protocol filter to ensure that 
the person from whom it seeks to obtain information is located overseas, or I 

In either event, NSA will direct 
surveillance at a party to the communication reasonably believed to be o-qtside the United States. 

(81 Lead Information 

t£1 When NSA proposes to direct surveillance at a target, it does so because NSA has already 
learned something about the target or the facility or facilities the target uses to communicate. 
Accordingly, NSA will ·examine the lead information to determine what it reveals about the 
physical location of the target, including 

E81 The following are exaf!lples of the types of lead information that NSA may examine: 

~Information NSA Has About the Target's Location and/or Facility or Facilities Used by 
the Target 

· -(81 NSA may. also review information in its databases, including repositories of information 
collected by NSA and by other intelligence to 
determine if the person's location, or information providing evidence about the person's location, 
is already known. The NSA databases that would be used for this purpose contain information . . . . . 

~OP SE~RE~'/SI//N.OEQRN//20329108 
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~NSA 

~ Assessment of theN on-United States Person Statu~ of the Target 

~) In many cases, the information that NSA examines in order to detennine whether a target is 
reasonably believed to be located outside the United States also bear the non-United 
States status of that For ex1un1:>1e, 

Lli..LlHU.~ > 

information contained in NSA databases, including . by NSA 
and by other intelligence agencies, may indicate that the target is a non-United States person. 

TOP SECRET/ISII/NOFORN//2(}32Q1J)8 
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(8} Assessment of the Foreign Intelligence Purpose of the Targeting 

€81 In assessing whether the target possesses, is expected to receive, and/or is likely to 
communicate foreign mtelligence information. concerning a foreign power or foreign territory, 
NS~ considers, among other things, the following factors: 

a. With respect to telephone communications: 

=:- - TOP SE£.RE.T//Sif/NOFORN//203291Q8 
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• 

b . . With respect to Internet communications: 

• 

• 

• 

t_OB SECRETI/81f/N9FORN//29329108~-
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• 

ll.-{8} POST-TARGETING ANALYSIS BY NSA 

tslfSI) After a person has been targeted for acquisition by NSA, NSA will conduct post-targeting 
analysis.· Such arialysis is designed to detect those occasions when a person who when targeted 
was reasonably believed to be located outside the United States has since entered the United 
States, and will enable NSA to take steps to prevent the intentional acquisition of any. 
communication as to which the sender and all intended recipients are 1mown at the time of 
acquisition to be located in the United States, or the intentional targeting of a person ·who is 
inside the United States. Such analysis may include: 

a) $1 For telephone numbers: 

• 

• NSA analysts may analyze content for indications that a foreign target has entered or 
intends to enter the United States. Such content analysis will be conducted according to 
analytic and intelligence requirements and priorities . 

..... JOJ:l 8_ECRETI/81l/NQFO.FNJj29329198 
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• 

• NSA analysts may analyze content for indications that a target has entered or intends to 
enter the United States. Such content analysis will be conducted according to analytic 
and intelligence requirements and priorities.2 

ES) IfNSA determines that a target has entered the United St11tes, it will follow the procedureS 
set forth in section IV of this · the tennination of the from the 

without 

ES) NSA analysts will also analyze content for indications that a target is a Umted States person.3 

Such content analysis will be conducted according to analytic and intelligence requirements and 
priorities. IfNSA determines that a target who at the time ·of targeting was believed to be a non-
United States person is believed to be a United States person, it will follow·the procedures set 
forth in section IV of this document, including the termination of the acquisition from the target 
without delay. · 

ill. (S) DOCUMENTATION 

E81 Analysts who request tasking will document in the tasking database a citation or citations to 
the information that led them to reasonably believe that a targeted person is located outside the 

TOE SECRET/fSIHNOFOJ.!N//1032Ql08 
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United States. Before tasking is approved, the database entry for that tasking will be reviewed in 
order to verify that the database entry contains the necessary citations. 

A citation is a reference that identifies the source of the information, 
The citation will enable those 

responsible for conducting oversight to and review the that led NSA analysts 
to conclude that a target is reasonably believed to be located outside the United States. 

f8j Analysts also will identify the foreign power or foreign territory about which they expect to 
obtain foreign intelligence information pursuant to the proposed targeting. 

IV. (8j OVERSIGHT. AND COMPLIANCE 

E8j NSA will implernent a compliance program, and will conduct ongoing oversight, with 
respect to its exercise of the authority under section 702 of the Act, including the associated 
targeting and minimization procedures adopted in accordance with section 702. NSA will 
develop and d~liver training regarding the applicable procedures to ensure intelligence personnel 
responsible for approving the targeting of persons under these procedures, as well as analysts . 
with access to the acquired foreign intelligence infonnation understand their responsibilities and 
the procedur~ that apply to this acquisition. NSA has established processes for ensuring that 
raw traffic is labele-d and stored only in ;mthorized repositories, and is accessible only to those 
who have had the proper training. NSA will eonduct ongoing oversight activities and will make 
any necessary reports, including those relating to incidents of noncompliance, to the NSA 
Inspector General and OGC, in accordance with its NSA charter. NSA will also ensure that 
necessary corrective actions are taken to address any identified deficiencies. To that end, NSA 
will conduct periodic spot checks of targeting decisions and intelligence disseminations to ensure· 
compliance with established procedures, and conduct periodic spot checks of queries in data 
repositories. 

E81 The Department of Justice (DOJ) and the Office of the Director ofNational Intelligence 
(ODNI) will ·conduct oversight ofNSA's exercise of the authority under section 702 of the Act, 
which will include periodic reviews by DOJ and ODNI personnel to evaluate the implementation 
of the procedures. Such reviews will occur approximately once every two months. 

f8j NSA will report to DOJ, to the ODNI Office of General Counsel, and to the ODNI Civil 
Liberties Protection Officer any incidents of noncompliance with these procedures by NSA 
personnel that result in the intentional targeting of a person reasonably believed to be located in 
the United States, the intentional targeting of a United States person, or the intentional 
acquisition of any communication in which the sender and all intended recipients are known at 
the tii:ne of acquisition to be located within. the United States. NSA will provide such reports 
within five business days of learning of ~e incident. Any information· acquired by intentionally 
targeting a United States person or a person not reasonably believed to be outside the United 
States. at the time of such targeting will be purged from NSA databases. 

fSj NSA will repmt to DOJ through the Deputy Assistant Attorney General in the National 
Security Division with-responsibility for intelligence operations and-oversight, to the ODNI 
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Office of General Counsel, and to the ODNI Civil Liberties Protection Officer, any incidents of 
noncompliance (inclucling overcollection) by any electronic communication service provider to 
whom the Attorney General and Director ofNational Intelligence issued a dil:ective under . 
section 702. Such report will be made within five business days after determining that the 
electronic communication service provider has not complied or does not intend to comply with a 
directive. 

ESJ In the event that NSA concludes that a person is reasonably believed to be located outside the 
United States and after targeting this person learns that the person is inside the United States, or 
jJNSA concludes that a person who at the time of targeting was believed to be a non-United 
States person is believed to be a United States person, it will take the following steps: 

1) Terminate the acquisition without delay and determine whether to seek a Court order 
under another section of the Act. IfNSA inadvertently acquires a communication 
sent to or fi·om the target while the target is or was located inside the United States, 
including any communication where the sender and all intended recipients are 
reasonably believed to be located inside the United States at the time of acquisition, 
such communication will be treated in accordance with the applicable minimization 
procedures. 

2) Report the incident to DOJ through the Deputy Assistant Attorney General in the 
National Security Division with responsibility for intelligence operations and 
oversight, to the ODNI Office of General Counsel, and· to the ODNI Civil Liberties 
Protection Officer within five business days. 

V. (8} DEPARTURE FROM PROCEDURES 

E87 If, in order to protect against an immediate threat to the national security, NSA determines 
that it must take action, on a temporary basis, in apparent departure from these procedures and 
that it is not feasible to obtain a timely modification of these procedures from the Attorney 
General and Director ofNational Intelligence, NSA may take such action and will report that 
activity promptly to DOJ through the Deputy Assistant Attorney General in the National Security 
Division with responsibility for intelligence operations and oversight, to the ODNI Office of 
General Counsel, and to the ODNI Civil Liberties Protection Officer. Under such circumstances, 
the Government will continue to adhere to a11 of the statutory limitations set forth in subsection 
702(b) of the Act. 

-;TOP SECRET/tSI//.NO_FORN/129329.108 
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