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U.S. Department of Justice

Office of Legal Counsel

Office of the Assisiant Attorney General Washington, D.C. 20530

May 6, 2004

MEMORANDUM FOR THE ATTORNEY GENERAL

Re: Review of the Legality of the STELLAR WIND Program (FSHS-STEWHANE}
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rorseererifcoraro——srerarwanliilif o ronn
Derived fram:  “Presidenuat Authorization for Specified Electronic Surveitlance
Activities During a Limited Period to Detect and Prevent Acts of
Terrorism Within the United Siates,” dated Oct. 4, 2001, and
subsequent related Presidential authorizations

Declassify only upon determination by the President
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You have asked this Office to undertake a lhorough reexamination of the STELLAR
WIND program as it is currently operated to confirm that the aclions that the President has
directed the Depariment of Defense to undertake through the National Security Agency (NSA)
are lawful. STELLAR WIND is a highly classified and strictly compartmented program of
electronic surveillance within the United States that President Bush directed the Department of
Defense to undertake on October 4, 2001 in response to the attacks of September 11, 2001.
Specifically, the program is designed to counter the threat of further terrorist attacks on the
territorial United States by detecting communications that will disclose terrorist operatives,
terrorist plans, or other infonmation that can enable the discuption of such attacks, particularly the
identification of al Qaeda operatives within the United States. The President’s initia! directive (o
the Secretary of Defense authorized the STELLAR WIND program for 30 days. Since then, the
President has periodically (roughly every 30 to 45 days)} reauthorized the program.

R AW I I, ALY &t BT

After describing the injtiation of STELLAR WIND, modifications to the pregram, and its
current operation, including the periodic reaythorizations by the President, this memorandam
provides a legal analysis of the program in four parts. In Part I, we briefly examine STELLAR
WIND undet Bxccuuve Order 12,333, 46 Fed. ch 59, 941 (’Dec 4,198 1), the Executwe Order
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rorsecrer/ilillcomra-sreLear-winpjisrorony

In Pact [1, we address the statulory framework that governs the interception of
communicalions in the United States and ils application (o the first of the three major pans of the
STELLAR WIND program - that is, targeted intevception of the content of international
communtcations involving suspecled terrorists. Specifically, we address the Forgign [ntelligence
Surveillance Act (FISA), as amended, S0 U.S.C. §§ 1801-1862 (2000 & Supp. § 2001), and
relevan( related provisions in Title lII of the Omaibus Crime Control and Safe Stregts Act of
1968, as amended, 18 U.S.C. §§ 2510-252) (“Title 1II"} {2000 & Supp. 1 2001).

we turn to a new analysis of
STELLAR WIND in relation to FISA based on the recognition that a proper legal review should
not examine FISA in isolation. Rather, in the context of STELLAR WIND collection in the
ongoing conflict with al Qaeda, the restrictions in FISA must be read in light of the express
authorization enacted by Congress on September 18, 2001 providing the President autherity “to
use all necessary and appropriate force against those nations, organizations, or persons he
deterrnines planned, authorized, conunitted, or aided (he terrorist attacks” of September 11,
Authorization for Use of Military Force, Pub. L. No. 107-40, § 2(a), 115 Stat. 224, 224 (Sept. 18,
2001) (reported as a note to 50 U.S.C.A, § 1541) {“Congressicnal Authorization™). The
Congressional Authorization js significant for our analysis in two respects. First, it is properly
understood as an express authorization for surveillance activities — including the content
collection undertaken as part of STELLAR WIND - targeted against &l Qaeda and affiliated
organizations thal come within its terms. Second, even if it did not provide express authority for
the targeted content cotlection undertaken us purt of STELLAR WIND, al a minimwn the
Congressional Authorization creates sufficient ambiguity concerning the application of FISA in
this context that the canon of constitutional avoidance can properly be invoked to.construe the
Congressional Authorization to overcome restrictions in FISA, in this context.

FSHSESTEWANE

We

conclude that in the circumstances of the current armed conflict with al Qaeda, the restrictions sel
out in FISA, as applied to targeted efforts to intercept the communications of the enemy in order
to prevent further armed altacks on the United States, would he an unconstitutional infringement

' Unless atherwise noted, alt United States Code citations in tiis memorandum ace to the 2000 edition, (U)
’ 3



Case 1:13-cv-09198-AT Document 71-4 Filed 04/20/16 Page 5 of 36

rop sEorEH [ corrsrercan-vapiiili o roRry

on the constitutionally assigned powers of the President. The President has inherent
constitulional authorily as Commander in Chicf and sole organ for the nation in forgign affairs to
conduct warrantless surveillance of enemy forces for intelligence pucposes to detect and disrupt
armed aitacks on the Unit Cano 3 \ i jdent’
exercise of that autborty.
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Finally, in Part V, we examine STELLAR WIND content collection and meta data
collection (for both telephony and e-mail) under the requitements of the Fourth Amendment.
Although no statutory requirements prevent the President [rom conducting surveillance under
STELLAR WIND, elecironic surveillance under STELLAR WIND must still comply with the
requirements of the Fourth Amendment. We reaffirm our conclustons (i) that 4s (o conlent
eollection, STELLAR WIND activities come within an exception to the Warrant Clause and
satisly the Fourth Amendment's requirement of reasonableness, and {ii} that meta dala collection
does not implicate the Fourth Amendment. The activities authorized under STELLAR WIND

are thus constitutionally permissible. (FSH#SHSTLW/ANE

BACKGROUND (U1
A, September 11, 2001 (1Y)

On September 11, 2001, the al Qaeda terrorist network launched a set of coordinated
altacks along the East Coast of the United States. Four coramereial airliners, each apparently
carefully selected because it was fully loaded with fuel For a transcontinental flight, were
hijacked by al Qaeda operatives. Two were targeted at the Nation’s financial center in New York
and were deliberately flown into the two towers of the World Trade Center. The third was
targetad at (he headquarters of the Nation’s armed forces, the Pentagon. The fourth was
apparently headed loward Washington, D.C., when passengers struggled with the hijackers and
the plane crashed in Penmsylvania. Subscquent debricfings of captured al Qacda operatives have
confirmed that the intended target of this plane was either the White House or the Capilol
building, which suggests thai its intended mission was a decapitation strike ~ 2n attempt to
- eliminate critical governmental leaders by killing either the President or a large percentage of the
members of the Legislative Branch. These attacks resulted in approximately 3,000 deaths — the
highest single-day death toll fram foreign hostite action. in the Nation's history. Thay also shut
down air travel in the United States for several days, closed the New York Stock Exchange for
days, and caused billions of dotlars in damage to the economy. (U)

On September 14, 200], the Prestdent declared 2 gational emergency “by reason of the
terrouist attacks at the World Teade Center, New York, New York, and the Pentagon, and the
continuing and immediate threat of further attacks on the United States.” Procfamation No.
7463, 66 Fed. Reg. 48,199 (Sept. 14, 2001}, The United States also launched a massive military
response, both at home and abroad. In the United States, combat air pattols were immediately

_egtablished over major metropolitan areas and were maintained 24 howrs a day unti) Apal 20027
The United States also imunediately began plans for a military response directed at al Qaeda’s
base of operations in Afghanistair. O September 14, 2001, both houses of Congress passed a
Jjoint resolution authorizing the President “to use all necessary and appropriate force against those
nations, organizations, or persons he determines planned, authonzed, committed, or aided the
terrorist allacks™ of September 1. Congressional Authorization § 2(a). Congress also expressly

» I

5
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acknowledged thal lhe attacks sendered it “necessary and appropriate” for the United States to
exercise its right “to protect United States citizens both at home and abroad,” and acknowledged
in particular (hat the “the President has authority under the Conslitution to Lake action to deter
and prevent acts of inlernational lerrorism against the United States.” Jd. pmbl. Acting under his
constitutional autliority us Cornmander in Chief, and with the support ol Congress, the President
dispatched forces to Afghanistan and, with the cooperation of the Northern Alliance, toppled the
Taliban regime from power Military operations Lo seek oul resurgent elements of the Taliban
regime and al Qaeda fighlers continue in Afghanistan to this day. See, e.g., Mike Wise and Josh
White, Ex-NFL Player Tillman Killed in Combat, Wash. Post, Apr. 24, 2004, al Al (noting that
“there are slill more than 10,000 U.S. troops in the countty and fighting continues against
remnants of the Taliban and al Qaeda™). €5)

As the President made explicit in his Military Qrder of November 13, 2001, authorizing
the use of military commissions to iry lesronists, (he attacks of September 11 “created a state of
armed conflicl.” Military Order, § 1(a), 66 Fed. Reg. 57,833, 57,833 (Wov. 13, 2001); see also
Memorandum for Alberio R. Gonzales, Counsel 1o the President, from Patrick F.Philbin, Deputy
Assistant Attomey General, Office of Legal Counsel, Re: Legality of the Use of Military
Conuenissions To Try Terroriste 22-28 (Nov. 6, 2001) (concluding that altacks established a state
of armed conflict permitting invocation of the laws of war}. Indeed, shortly after the attacks
NATO took the unprecedented step of invoking article § of the North Atlantic Treaty, which
provides that an “armed attack against one or more af [the parties] shall be considered an attack
against them all.” North Atlantic Treaty, Apr. 4, 1949, ant. 5, 63 Stat. 2241, 2244, 34 UN.T.S.
243, 246; see also Staternent by NATO Secretary General Lord Robertson (Oct. 2, 2001),
available at hitp:/iwww.nato.int/docw/speechy/2001/501 1002a.htm (“{It has now been determined
that the attack against the United States on 11 September was directed from abroad and shall
therefore be regarded as an action covered by Article 5 of (he Washington Traaty ... .""). The
President also detetmined in his Military Order that al Qaeda terrorists *possess both the
capability and the intertion to undertake further terrorist attacks against the United States that, if
not detected and prevented, will cause mass deaths, mass injuries, and magsive destruction of
property, and may place at risk the continuity of the operations of the United Sates Governunent,”
and concluded that “an extraordinary emergency exists for national defense purposes.” Military
Order, § 1(c), (g), 66 Fed. Reg. at 57,833-34. (U) .

B. fuitiation of STELLAR WIND (FSA/SI-STLWANE)

Against {his unfolding background of events in the fall of 2001, there was substantial
concern that al Qaeda was preparing a further attack within the United States. Al Qaeda had
demonstrated its ability to infiltrate agents into the United States undetected and have them carry
oul devastaling attacks, and it was suspected that further agents were likely already in postition
within the Nation’s borders, Indeed, to this day finding al Qacda sleeper agents in the United
States remains one of the (op concerns in the war on terronism. As FBI Director Mueller recently
stated in classified testimony before Congress, “[t]he task of Snding and neutratizing al-Qa’ida
operatives that have already entered the U.S. and have esiablished themselves in American
society is one of our most serjous inteliigence and law enforcement challenges.” Testimony of
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Robert S. Mueller, Tl, Director, FBI, Before the Senate Select Comm. on Intelligence 5 (Feb. 24,
2004) (S/JORCON NF). {SHNF)

To counter that threat, on October 4, 2001, the President ditecied the Secretary of
Defense to use the capabilities of the Department of Delense, in parlivular (he National Securit

allacks within the United Stales. This progratn is known by the code name “STELLAR WIND.”
The electronie surveillance activities that the President authorized under STELLAR WIND fall
into two broad categories: {1) interception of the content of certain communications, and (2)
collestion of keader/router /adn'; essing informetion on communications, such a5 disling number

hich there was nrohahle cause 1o beligye

Presidential Authorizaiion for
pécified Electronic Survellance Activities During a Lintited Period to Detect and Prevent Acts
of Tervorism Within the United States (Oct. 4, 2001) EFS/SHCOMINTEFEVHANT
(“October 2001 Authorization"),

The President further directed that the Department of Defense should minimize the
information ¢ollected concerning American cilizens, copsistent with the object of detecting and
preventing terrorism. See October 2001 Authonzation
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The President based his decision to initiate the progrant on specific ﬁndmgs coneerning
the nature of thc thrca( facing lhe United States and the g protect

econd, the President noted that he bad considered (he magnitude and probabilily o
desiruction that could result frem further terrorist atlacks; the need to detect and prevent such
attacks, particularly through effective electronic surveillance that could be initiated swiftly and
with secrecy; the possible intrusion into the privacy of American citizens that might result from
the eleclronic surveillance being authorized; the absence of more narrowly tajlored means gf

oblaining the O i that wag the ohieat of  sprvetHanas’ fng

Upon ¢onsideration of these taclors, the Presigend
determined thaf d that this
emergeucy constitute) that supposted
conducling the described sturvelllance witiioul resorl (o Judicial warranis. The President
noted, however, that he intended (o inform the appropriale members of the Senate and t >
ol Representatives as soon as that could be done congislent with national defense needsW

C. Rcmtthonzatmu«; aed the Reauthorization Process CFEHEL-STEWNE

As noted above, the President's Authorization of October 4, 2001, was limited in duration
and set its own expiration date for thirty days from the date on which it was signed. Since then,
the STELLAR WIND program has been periodically reauthorized by the President, with ¢ach
authorization lasting a defined time period, typically 30 to 45 days. The restriction of each
authorization to a limited duration has ensured that the basic findings described above upon
which the President assesses the need for (he STELLAR WIND program are re-evaluated by the

¥ We nole that, iz compliance with the Presideat's instructions, the chiwirmen snd rankiog wmipority
members of the House and Sanate intelligence committees were briefed periodically on STRLLAR WINE by the
Direetor of the NSA ip 2002 and 2003,
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Presideot and his senior advisers based on current information every time that the program is

reauthorized. FSASL-STEWANG

The reautharization process operates as follows. As the period of each reauthorization
nears an end, the Director of Central [atelligence (DCI) prepares 2 memorandum for the
President outlining selected cunen! information concerming the continuing threat that al Qaeda
poses for conducling attacks in the United Stales, as well as information describing the broader
context of al Qaeda plans to attack U.S. interests around the world, Both the DI and the
Secretary of Defense review that memorandum and sign a recommendation that the President
should reauthonize STELLAR WIND based on (he continuing threal posed by potential (errorist
atlacks within the United States. That recommendation is then reviewed by this Office. Based
upon the information provided in the recommendation, and also taking into account information
available to the President from all sources, this Office assesses whether there is a sufficient
factual basis demons(rating a threat of terrorist attacks in the United States (ot it to continue to be
reasonable under the standards of the Fourth Amendmend for the President to authorize the
warrantless searches involved in STELLAR WIND. (The delails of the constitutional analysis
this Office has applied are reviewed in Part V of this memorandum.) As explained in more detail
below, since the inceplion of STELLAR WIND, intelligence from various sources {particularly -
from interrogations of detained al Qaeda operatives) has provided a continuing flow of
information indicating that al Qaeda has had, and continues to have, multiple redundant plans for
execuling fauther attacks within the United States. These strategies are al vari
planning and execution, and some have been distupted. They include plans fo

¢ proposed STELLAR reauthorizations, this Office has advised you that the proposed
reauthorization would satisfy relevant constitutional standards of reasonableness under the
Fourth Amendnient, as described in this Office’s earlier memoranda. Based on that advice, you
have approved as to form and legality each reauthorization to date, except for the Authorization
of March 11, 2004 (discussed further below), and forwarded it fo the President for his action.

ESHE-ETENHANS

Bach authorlz‘ulon aIso mcludcs the mstrucnons noted above to mmmuze the information
; and preventing

D.  Modifications to STELLAR WIND Authorify (ESHSI-STEWANE)

The scope of the authorization for elecironic surveillance under STELLAR WIND has
changed over time. The changes are most easily understood as being divid hases: (i}
those that occurred before March 2004, and (ii) those that occurred in March 2004,

(FSHSLSTEWATR

9
rorsbererfeorurrsrepan-wnalfscronn
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subscquent reauthotizations unil
uthority using the same operative ferms.

. Operation of the Program and the Modifications of March-ZOM
. E;S%u"‘; S%E !!!qq m’

econd, mare substantial series of changes to STRELLAR WIND took piace in March
004. To understand these changes, it is necessary to understand some background
concemning how tie NSA accomplishes the collection activity authorized under STELLAR

WIND. (FSHSI-ST- WA

o Il '
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Tlurd the March t1, 2004 Au 5

Fipally, the President, exercising lus constitutionat authority under Article I1
determined that the March [, 2004 Authorization and all prior Authorizations were lawful
exercises of the President’s authority under Article I, including the Commander-in-Chief

Clause. [ s s vm
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In the March 19, 2004 Modification, the President also clarified the scope of the
authorization for intercepting the content of conununications. He made clear that the
Authorization applied where there were regsg arounds to believe that a communicant wa

lt gFETHL O AT P2 1143113 s thrathy

- This "fn!éttiomndum analyzes STELLAR WIND ag it currently operates.!! To summarize,
that includes solely the following autherities:

(1)  the authority lo intercept the content of international communications “for which,
based on the factual and practical considerations of everyday life on which
reasonable and prudent persons act, there are reasonable grounds o believe . , .
[that] a party to such communication is a group engaged it intemational terrorism,

... oractivities in preparation therefor, or any agent of such a group,” as long as that

OLC 028
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group is al Qaeda, an affiliate of al Qaeda or another inlemational terrorist group
that the President has detenmined hoth (a) is in armed confiict with the United
States and (b) poses a threat of hostile action within the United States;"?

(3)

E. Prior Opinions of this Office (U)

OLC 029
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You have asked us (0 undertake a thorough review of the current program {o ensure thal 3

ts lawful, FFSASE-STEWANE

ANALYSIS (1))

i. STELLAR WIND Uunder Executive Order 12,333 {3545-STEWANE)

OLC 030
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rorsecrerircormnr-strrranwpjioronn

11,  Conteut Collection ~ Statutory Analysis (FSHSE-STEWANE)

In1 this Part, we turn to an analysis of STELLAR WIND content coliection under relevant
stalutes regulating the government's jnterception of communications, specifically under the
framework established by the Foreign Intelligence Surveillance Act and title JII of the Ominibus
Crime Contro! and Safe Streets Act of 1968, Generally speaking, FISA sels out several
authorities for the governmeat to use in gathering foreign intelligence (including authority 1o
intercept communicatious, conduct physical searches, and install pen registers); establishes
certain procedures that must be followed for these authorities to be used (procedures (hat usually

“involve applying for and oblaining an order from a special court); and, for some of these
authorities, provides that the processes provided by FISA are the exclusive means for the
government to engage in the activity described. Title IT and related provisions codified in tite
18 of the United States Code provide authorities for the use of electronic surveiltance for law
enforcement pwposes. Because the statutory provisions goveming the interception of the
content of communicalions are different under both regimes from those govenung the
interception of dialing number/routing information, we analyze the authorities under STELLAR
WIND that relate to collection of meta data separately in Parts [T and IV. (FSHSESTIAAE

Generally speaking, FISA provides what purports {o be, according to the terms of the
statule, the exclusive means for intercepting the eontent of communications in the United States
for foreign intelligence purposes. Specifically, FISA sels out a definition of “electronic
surveillance™ - a definition that includes any interception in the United States of the contents of

‘* FISA defines “(¢]lectonic surveillance” as:

{1} the acquisstion by an electronic, mechanical; or other surveillance device of the
cantetts of any wire or radio commupnication sent by or inteaded (o be received by & particular, -
knawn United States person wlhio is in the United States, if the conients ace acquired by
intentionatly targeting that Uniled States person, undet ¢ircumstances in which 2 person has a
reasonable expecution of privacy and & warrant woutd be required for law enforcement purpases;

(2) tre zcquisition by an elecironic, mechanical, or other surveillance device of the
contents of any wire communication 0 of from & person in the United States, without the consent

OLC 031
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a “wire communication” 1o or from a person in the United States — and provides specific
procedures that must be followed for the governnment to engage in “electronic surveillance™ as
thus defined for foreign intelligence purposes. As a general matler, for electronic surveillance to
be conducted, FISA requires that the Attamey Geoeral or Deputy Attomey General approve an
application for an order thal must be submiited (o a special Article 111 court created by FISA -
the Foreign lutelligence Surveillance Court (FISC). See 54 U.5.C. § 1804 (2000 & Supp. |
2001)." The application for an order mus! demonstrate, among other things, that there is
probable cause to believe that the target is & forcigh power or an agent of a foreign power, See
id. § 1805{a)(3)(A). It must also contain a cerlification from the Assistant to the President for
National Security Affairs or an officer of the United States appointed by the President with the-
advice and consent of the Senate and having responsibilities in the area of national security or
defense that the information sought is foreign intelligence information (as delined by FISA), that
cannot reasonably be oblained by normal investigalive means, See id. § 1804{a}(7). FISA
further requires details about the methods that will be used to obtain the information and the
particular facilities that will be the subject of the interception. See id. § (804(a)(4), (a)(8).

FSHSI-EFIVANE :

FISA expressly makes it a felony offense, puaishable by up to § years in prison, for any
person intentionally to conduct electronic surveillance under color of law except as provided by
statute. See 50 U.S.C. § 1809."" This provision is corplemented by an interlocking provision in
Title M1 ~ the portion of the ¢riminal cade that provides the mechanism for oblaining wire taps
for law enforcement purposes. Seclion 2511 of title 18 makes it an offense, also punishable by
up Lo 5 years in prison, for any person to infercept 4 communication excepl as specifically
provided in that chapter. 18 U.S.C. § 2511(1)(a), (4)(a). One of the exceplions expressly
provided is that it is not unlawful for “an officer, employee, or agent of the United States . . . Lo
conduct elecironic surveillance, as defined in section 10} of the Foreign Intelligencs Surveillance
Act of 1978, as authorized by that Act.” Jd. § 2511(2)(e) (emphasis added). On their face, these
provisions make FISA, and the authorization process it requires, the exclusive lawful means for
the Bxecutive to engage in “electronic surveillance,” as defined in the Act for foreign intelligence

of any party thereto, if such acquisition occwss in the United States. . ;

(3) the intentional acqusition by an electranic, mechanical, or other survetliance device
of the contents of any redio communicatior, under citcumstances in which a person has a
reesonable expectation of privacy and 2 warrant would be required for law enforcement purposes,
and if both the seader and alf intepded recipiants are lacated within the United States; or

(4) the installation or use of an electronic, mechanical, or other surveillance device in the
United States fot monitoring to acquire information, ather than from a wire ot tadio
conunuiication, under cireurnsiznces in which z parson has a reasonable expectation of privacy
and a warmant would be required for law enforcement prurposes.

50 U.S.C. § 1305¢f) (2000 & Supys. 1 2001). (FSHSLSTLWANE)

% Section 104 of FISA speaks otily of the Attoraey General, but seetion 101(g) defines “Attarmey General”
ta include the Deputy Attarney Genersl. See 50 U.S.C. § 1801(p). CFSHES-STLWANE)

M See also 50 U.5.C. § 1810 (providing for civil liability as well). (FSUSE-SFLWAMTD
20
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purposes. Indeed, this exclusivity is expressly emphasized in section 251 [{2)([), which states
that “procedures ia this chapter or chapler 121 [addressing access 10 stored wire and electronic
communications and customer records] and the Foreign Intelligence Surveillance Act of 1978
shall be the exclusive means by which electronic surveillance, as defined in section Q1 of such
Act, and the interception of domestic wire, oral, and electranic cormnunications may be

conducted.” fd. § 2511(2)(f) (2000 & Supp. [2001). (FSHSESTEWHNE)

As we explain in Part I1.B, 8 proper analysis

of STELLAR -must not consider FISA in isolation. Rather, it must take into account the
Congressional Authorization for Use of Military Force. We conclude that the Congressional
Authorization is critical for STELLAR WIND in two respects. First, its plain terms can properly
be understood as an express authorization for surveillance targeted specifically at al Qaeda and
affiliated tervérist organizations. The Congressional Authorization effectively exempts such
surveillance from the requirements of FISA. Second, even if it does nol provide such express
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authority, at a minintun the Congressional Authorization creates sufficient ambiguily conceming
the application of FISA (bat it fustifies applying the canon of constitutional avaidance to construe
the Congressional Authorization and FISA in conjunction such that FISA does not preclude (he
surveillance ordered by the President in STELLAR WIND. Finally, in Part IL.C we explain that,
even if constitutionat narrowing could not be applied 10 avoid a conflict between STELLAR
WIND and FISA, the content collection the President has ordered, which specifically targets
coimmunications of the enemy in time of war, would be iawful because the restrictions of FISA
would be unconslitutional as applied in this contexl as an impermissible infringement on the
President’s constitutional powers as Commander in Chief. (FSHSE-STEWAE

A. Prior Opinions of this Office — Constitutional Aveidance (U)

Reading FISA to prohibit the content cotlection the President has ordered in STELLAR
WIND would, at & minimum, rais¢ serious doubls about the constitutionality of the statute. As
we explaia in greater detail below, see Part [1.C.1, the President has inherent constitutional
authority to conduct warrantless electronic surveillance for foreign intelligence purposes.
Indeed, it was established at the time FISA was enacted that the President had such an inherent.
constitutional power, See, e.g., United States v. Butenko, 494 ¥.2d 593 (3d Cir. 1974) (en banc).
A statute that purports to eliminate the President’s ability 10 exercise what the courls have
recognized as an inhereut constitutional authority - particularly a statute that would eliminate his
ability to conduct that surveillance during a time of armed conflict for the express purpose of’
thwarting attacks an the United States — al a minimurm raises serious constitutional questions,

(FSHSL-STLWHAE

When faced wilh a siatute that may present an unconstitutional infringement on the
powers.of the President, our first task is to determine whether the statute may be construed {o
avoid the constitutional difficulty. As the Supreme Court has explained, “if an otherwise
acceptable construclion of a statute would raise serious constitutional problems, and where an
alternative interpretation of (he statufe is ‘fairly possible,” we arc obligated to construe the statute
to avoid such problems.” JNS v. §t. Cyr, 533 ULS, 289, 299-300 (2001} {citations omitted); see
also Crowell v. Benson, 285 U.S. 22, 62 (1932) (*When the validity of an act of the Congress is
drawn in question, and even if a serious doubt of constitutionality is raised, it is a cardinal
principle that this Court will first ascertain whether a construction of the statute is fairly possible
by which the question may be avoided.™); Ashwander v. TVA, 297 U.S. 288, 345-48 (1936)
(Brandeis, I., concurring). In part, this rule of construction reffects a recognition that Congress
should be presumed (o act constitutionally and that one shoutd not “lightly assume that Congress
intended to . . . usurp power constitutiopally farbidden it.”” Edward J. DeBartolo Corp. v.
Florida Gulf Coast Bldg. & Consir. Trades Council, 485 1U.S. 568, 575 (1988). As a result,
“when a particular interpretation of a statute invokes the outer limits of Congress’ power, we
expect a clear indication that Congress intended that result,” St Cyr, 533 U.S. at 299, see also
NLRB v. Catholic Bishop of Chicago, 440 U.S. 490, 506-07 (1979). (U}

This Office has always adhered (o the rule of construction described abave and generally
wil] apply all reasonable interpretive tools to avoid an uncoustitutional encroachment upon the
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President’s constitutional powers where such an interptetation is possible. Cf Franklin v,
Massachuseus, 505 U.S. 788, §00-01 (1992) (“Out of respect for the separation of powers and
the unique constititional position of the President, we find thal textual silence is nol enough 1o
subjecl the President to the provisions of the [Administrative Procedure Act]. We would require
an express slateraent by Congress before assuming it intended the President’s perfonnance of his
statutory dulies to be reviewed for abuse of discretion.”), As the Supreme Courl has recognized,
moreover, the canon of constitutional avoidance has parficular importance in the realm of
national security and national defense, where the President's constitutional authority is at its
highest. See Department of the Navy v. £gan, 484 U.S. 518, 527, 530 (1988) (explaining that
presidential authority to protect classified information flows direcily from a “constitutional
investment of power in the President™ and.thal as a resull “unless Congress specifically has
provided otherwise, courts traditionally have been retuctant to intrude upon the authorily of the
Execulive in military and national securily affairs™), William N. Eskridge, Jr., Dynamic Statutory
Interpreiation 325 (1994) (describing “[s]uper-strong rule against congressional interference with
the president’s authority over foreign affairs and national security"); of. Publie Citizert v.
Depariment of Justice, 491 U.S. 440, 466 (1989) (“Our reluctance {o decide constitutional issues
is especially great where, as here, they concern the relative powers of coordinate branches of
government.”). Thus, this Office will typically construe a general statuté, even one that is
written in unqualified terms, to be implicitly limited so as 10l to infringe on the President’s
Commander-in-Chief powers. Cf. id. at 464-66 (applying avoidance canon even where statute
created no ambiguity on its face). Only if Congress provides a clear indication that it is
altespting to regulate the President’s authority as Commander in Chief and in the tealm of
national seourity will we construe the statufe 10 apply.”® (U)

The constitutional avoidance canon, however, can be used to avotd a serious
constitutional infirmity in a statufe only if a construction avoiding the problem is “fairly
possible,” Crowell v. Benson, 285 U.S, at 62, and ot in cases where “Congress specifically has
provided otherwise,” Egan, 484 U.S. at 530. “Statutes should be construed to avoid
constitutional questions, but this interpretive canon is not a license . . . to rewrite language

¥ For example, this Office bas concluded {hut, despite statulory sestrictions upon the use of Title 111
wiretap information and restrictions on the use of grand jury informaticn under Federal Rule of Criminal Procedure
6(e}, the Presideut has an inlievent constitutional authority 1o receive alt foreiga intelligence tnformation in the
hands of the governmen! necessary for him to Gulfill kis constitutions) responstbilities and that statutes and cules
should be undersiood to include au implied exception so as aot to intecfere with that authority. See Memorandum
for the Deputy Attomey General (rom Jay S. Bybee, Assistant Attomey General, Gffice of Legal Counsel, Re:
Effect of the Pamriol Act on Disclosure to the President and Other Federal Officials of Grand Jury and Title 11T
Information Refating to Netional Security and Foreign Affalrs 1 (July 22, 2002); Memorandum for Frances Fragos
Townsend, Counsel, Office of Intelligence Policy aad Review, from Randolgh ID. Moss, Assistant Attorney
Geuneral, Office of Legal Counscl, Re: Title 1l Elecironic Surveillance Material and she Inteliigence Comnmunity 13-
14 (Oct. 17, 2000); Memorandurs {or Gerald A, Schroeder, Acting Counsel, Office of Intelligence Policy and ’
Review, from Richard L. Shiffrin, Deputy Assistant Attomey General, Office of Legal Caunsel, Re: Grand Jury
Material and the Intelligence Conimunity 14-17 (Aug. 14, 1997); see also Rainbow Navigation, Inc. v. Departnient
of the Navy, 783 F.2d 1072, 1078 (D.C. Cir. 1986) (Scalia, J.) (suggesting that an “essentially domestic statte™
might have to be undersioad as “subject to an implied excoption in deference to” the President's “constitutionally
conferred powers as commander-in-chief” that the statute was not meant to dispiace). (L)
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epacted by the legislature.” Salinas v. United States, 522 U.8. 52, 59-60 {1997) (intemal
quolation marks omilled). If Congress has made it clear that it inlends FISA to provide a
comprehensive restraint an the Executive’s ability (o conduc! foreign intelligence surveillance,
then the question whether FISA’s constraints are unconstitutional cannot be avoided

FSHE-STFLEVWAAS
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B.  Analysis of STELLAR WIND Under FISA Must Take [oto Account {he
September 2001 Co{ngressional Autborization for Use of Military Force

L3 k4 hOAT -y L!

In the particular context of STELLAR WIND, however, FISA cannot properly be
examined in isolation. Rather, analysis must also take into account the Cangressional
Authorization for Use of Military Force passed specifically in response to the September 11
attacks. As explained below, that Congressional Authorization is properly read ta provide
explicit authority for the targeted content collection undertaken in STELLAR WIND. Moreover,
even if it did not itself provide authority for STELLAR WIND, at a mininum the Congressional
Authorization makes the application of FISA in this context sufficiently arabiguous that the
canon of constitutional aveidance properly applies to avoid 1 conflict here between FISA and

STELLAR WIND. {FS#5-SFLWNEY

1. The Congressional Authorization provides express authority for

STELLAR WIND content collection (FSAST-STLWADED)

On September 18, 200{ Congress voted (o authorize the President “to use all necessary
and appropriate [orce against those nations, organizations, or persons he determines planned,
authorized, committed, or aided the terrorist atlacks that occurred on September 11, 2001.”
Congressional Authorization § 2(a}. [n authorizing “a/l necessary and appropriate force”
(emiphasis added), the Authorization necessarily included the use of signals intelligence
capabilities, which are a ctiticuf; and traditionial, tog] for finding the enemy so {hat destrctive
force can be brought to bear on him. The Authotization, moreover, expressly gave the President
awthority to undertake activities both domestically and overseas. Thus, the operative terms state
that the President is authorized to use force “in order to prevent any future acts of international
terrorism against the United States,” id., an objective which, given the recent attacks within the
Nation's botders and the continuing use of combat zir patrols throughout the country at the time
Congress acted, certainly conternplated the possibility of military action within the United States.
The preambulatory clauses, moreover, recite that the United Stales should exercise its rights “lo
protect United States citizens both ar home and abroad.” Jd. pmbl, (emphasis added). As
commentators have acknowledged, the broad terms of the Congressional Authonization “creat[e)
very nearly plenary presidential power to conduct the present war on terrorism, through the use
of military and other means, against enemies both abroad and possibly even within the borders of
the United States, as identified by the President, and without apparent limitation as to duration,
scope, and tacfics.” Michae! Stokes Paulsen, Youngstown Goes to War, 19 Coust. Comment.
2185, 222-23 (2002); see also id. at 252 (slating that the Authorization “constitutes a truly
extraordinary congressional grant to the President of extraordinary discretion in the use of
military power for an indefinite period of time"). (U)

The application of signals intelligence aclivities to infemational communications to detect
cornugtications between enemy forces and persons within tle United States should be

understood to fall within the Congressional Authorization becaunse intercepting such
communications has been a standard practice of Commanders in Chief in past major conflicts
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where there was any possibility of an attack on the United States. As early as the Civil War, the
“advantages of intercepting military telegraphic communications were not long overlooked.
(Confederate] General Jeb Stuart actually had his own personal wiretapper travel alang with him
in the field.” Samuel Dash et al., The Eavesdroppers 23(1971). Shortly alter Congress declared
wat on Germany in World War [, President Wilson (citing only his constilutional powers and the
declaration of war) ordered the censorship of messages sent outside the United States via
submarine cables, telegraph and telephone Jines. See Exec. Order No. 2604 (Apr. 28, 191(7)
(attached al Tab G).¥ A few months later, the Trading with the Enemy Act authorized
governmen! censorship of “communications by mail, cable, radio, or other means of transmission
passing between the United Slates and any foreign country.” Pub. L. No. 65-91, § 3(d), 40 Stat.
411, 413 (1917). On December 8, 1941, the day afler Pearl Harbor was attacked, President
Roosevell gave the Director of the FBI “temporary powers (o direct all news censorship and to
control all other telecommunications (raffic in and out of the United States.” Jack A. Gotischalk,
“Consisient with Security” . . . A History of American Mifitary Press Censorship, § Comm. & L.
35, 39 (1983) {(emphasis added); see also Memorandum for the Secretary of War, Navy, State,
Treasury, Postmaster General, Federal Communications Commission, from Franklin D.
Roosevelt (Dec, 8, 1941), in Offictal and Confidential File of FBI Director J. Edgar Hoover,
Microfilm Reel 3, Folder 60 (attached at Tab [). President Roosevelt soon supplanied that
lemporary regime by establishing an Office of Censorship in accordance with the War Powers
Act of 1941. See I'ub. L. No. 77-354, § 303, 55 Stat. 838, 840-41 (Dec. 18, 1941); Gottschalk, 5
Conun. & L. at 40. The censorship regime gave the goverment access to “comununications by
mail, cable, radio, or other means of transtnission passing between the United Stales and any
foreign country.” Jd.; see.also Exec. Order No, 8985, § 1, 6 Fed. Reg. 6623, 6625 (Dec. 19,
1941) (attached at Tab J). In addition, the United States government systematically listened
surreptitiously to electronic comimunications as part of the war offort. See Dash, Eavesdroppers
at 30 ("During {World War IT] wiretapping was used extensively by military intelligence and
secret service personnel (n combat areas abroad, as well 45 by the FBI and secret service in this

country.”}. (FSHSL-STILAMAAIE)

In light of such prior wartime practice, the content collection activities conducied under
STELLAR WIND appear {o fit squarely within the sweeping terros of the Congressional
Authorization. The use of signals intelligence to identify and pinpoint the enemy is a traditional
component of wartime military operations employed to defeat the enemy and to prevent enenly
attacks in the United States. Here, as in other conflicts, it happens that the enemy may use public
communications networks, and some of the enemy may already be in the United States. While
those factors may be present in this conflict to a greater degree than in the past, neither is novel.
Moreover, bath factors were well known at the time Congress acted. Wartime interception of
international communications on public networks to identify commuunications that may be of
assistance to the enemy should thus be uaderstood as one of the standard methods of dealing

» The scope of the aorder was later extended to cocompass megsages seni 10 “points without the United
States or 1o points oo or near the Mexican border through which messages may be despatched for purpose of
evading the censorship herein provided.” Exec. Order No. 2967 (Sept. 26, 1918} (attached at Tab H), '
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with the enemy that Congress can be presumed to have authorized in giving its approval to “alf
necessary and appropriate force™ that the President would deem required to defend the Nation.
Congressional Authorization § 2(a) (emphasis added).?® EFSHST-STWATE)

Conten( collection under STELLAR WIND, moreover, is specifically targeted at
communijcations for which there is a reason to- believe (hat one of the communicants is an agent
of al Qaeda or one of its affilialed organizations. The comtent collection is thus, as the terms of
ithe Congressional Authorization indicate, directed “against those . . . organizalions, or persons
{the President) determines planned, suthorized, commiiled, or aided the terrorist attacks that
oceurred on September 11, 2001™ and is undertaken “in order (o prevent any fulure acts of
internafional terrorism against the United States."®® Congressional Authorization § 2(a). As
noted above, section 111 of FISA, 50 U.S.C. § 1811, provides that the President may undertake
elestronic surveitlance without regard to the restrictions in FISA for 4 period of 15 days after a
congressional declaration of war. The legislative history of FISA indicates thal this exception
was limited to 15 days because that period was thought sufficient for the President to secure

* legislation easing the restrictions of FISA for the conflict at hand. See H.R. Conf. Rep. No. 95-
1720, at 34, reprinted in 1978 U.S.C.C.AN. 4048, 4063 {stating that “the ¢conferees intend that
this period will atlow lime for consideration of any amendment to this act that may be
appropriate during a wartime emergency™). The Congressional Authorization functions as
precisely such legistation: it is emergency legislation passed to address a specific armed conflict
and expressly designed to authorize whatever military actions the Executive deems appropriate lo
safeguard the Unifed States. In it the Excoutive sought and received a blanket authorization from
Congress for all uses of the military against al (Qaeda that might be necessary to prevent future
terrorist attacks against the United States. The mere fact that the Authorization does not
expressly amend FISA is not material. By its plain terms it gives clear authorization for “atl
necessary and appropriate force™ against al Qaeda that the President deems required “to protect
United States citizens both at home and abroad” from those (including al Qaeda) who “planned,
authorized, comumitied, or aided™ the Seplember L[ attacks. Congressional Authorization pmbl.,

2 In other contexis, we have taken a similar approach to interpreting the Congressiopat Authorizaton.
Thus, for example, detaitting eacrmy combatants is also a siendard part of warfare. As a result, we have concluded
ihal the Congressional Authorization expressly authodzes stch detentions, aven of American citizens. See
Memorandw for Damie! J. Dryant, Assistant Attomey Genecal, Office of Legislative Affairs, rom John C. Yoo,
Deputy Assistant Attomey (ieneral, Oflice of Legal Conasel, Re: Applicabiitty of 18 U.8.C. § 400! (a) 10 Mifiiary
Detention of United States Citizens 6 (June 27, 2002); accord Hemdi v. Rumsfeld, 316 F.3d 450, 467 (4th Cir, 2003)
(holding that “capturing and detaining enemy combatants is an isherent par! of warfare" and that the “*necessary
and appropriate force’ referenced in the congressional resolution necessarily includes” such action), cert. granted,
124 8. C1. 981 (2004). But see Padilla v. Rumsfeld, 352 F.3d 695, 722-23 (2d Cir. 2003) (holding that, except “in
(e battleficld context swhere detentions are necessacy to carry ouf the wac,” the Congrassional Authosization is nos
sufficieaily "clear” aul “unmiseakeble” tu yveride the restrictions on detaining U.S. citizens in § 4001}, cert.
granted, 124 §. Ct. 1353 (2004). (U}

¥ As nated abgve, see supra pp. 16, 17, STELLAR WIND content-coticetion authority is bimited to
comsuunications suspected to be those of al Qacda, at Qaeda-affilisted arganizations and other intermational terrorist
groups that the Presidens determines both () ave in aomed conflict with the United States and (ii) pose a threat of
hosfile sction within the United States.
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§ 2(a). 1t is perfectly natural (hat Congress did not attempt to single out into subcategories every
aspect of the use of the armed forces it was authorizing, for as the Supreme Court has recognized,
even in normal times oulside the context of a crisis “Congress cannol anticipate and legislate
with regard to every possible action the President may find it necessary 1o take.” Dames &
Moaore v. Regan, 453 U.S. 654, 678 (1981). Moreaver, when dealing wilh military affairs,
Congress may delegate in broader lerms than it uses in other aress. See, ¢.g., Loving v. United
States, 517 U.S. 748, 772 (1996) (noting that “the same limitations on delegation do not apply”
to duties that are linked to the Conynander-in-Chief power); cf. Zemel v. Rusk, 38) U.S. 1,17
(1965) (“[B]ecause of the changeable and explosive nature of contemporary international
relations . . . Congress — in giving the Executive authority over matters of foreign affairs — must -
of necessity paint with a brush broader than that it customarily wields in domestic areas.™).

Thus, the Congressional Authorization can be trealed as the type of wartime exceplion that was
contemplated in FISA's legislative history. Bven if FISA had not envisioned legislation limating
the application oL FISA in specific conflicts, the Congressional Authorization, as a later-in-time —
and arguably more specific - statute must prevail over FISA 1o the extent of any inconsistency.

The Congressional Authorization contains another provision {hat is particularly
significant in this context. Congress expressly recognized that "“the Presiden! has authority under
the Constilution to lake action to deter and prevent acts of international terrorisin against the
United States.” Congressional Authorization, pmbl. That provision gives express congressional
rccognition to the President’s inherent constilutional authority to take action to defend the United
States sven without congressional support. That is a stiking recognition of presidential authority
from Congress, for while the courts have long acknowledged an inherent authority in the
President to take action to protect Americans abroad, see, e.g., Durand v. Hollins, § F. Cas. 111,
112 (C.C.S.D.N.Y. 1860) (No. 4186), and to protect the Nation from attack, see, e.g., The Prize
Cases, 67 U.S. (2 Black) 635, 668 (1863), at [cast since the War Powers Resolution, Fab, L. No.
93-148, 87 Stat. 555 (1973), codified at 50 U.5.C. §§ 1541-1548, there has been no cotparable
recogunition of such inheren! authority by Congress, and certainly not a sweeping recognition of
authority such as that here. Cf 50 U.S.C. § 1541(c) (recognizing President’s intherem )
constitutional authority (o use force in response ta an attack oo the United States). This
provision cannot be discounted, moreover, as mere éxuberance in (he immediate aftermath of
September 11, for the same terms were repeated by Congress more than a year later in the
Authorization for Use of Military Force Against Iraq Resolution of 2002. Pub. L. No. 107-243,

¥ It 15 true that repeals by implication are disfavored and we should attempt ta construe two statutes as
being “capable of co-existonca.” Ruckelshaus v. Mousanto, 467 U.S. 986, 1017, 1018 (1984). 1n this instance,
however, the otdinary restrictions int FISA cannot cootinue to apply i€ the Congressional Authorization is
sppropriately consmued to bave its full effect. Tue ordinary consuaints in FISA would preclude the President from
doing preciscly what the Congressionst Authorization altows: using “all necessary and apgropriate force . . . ta
prevent any firture acts of international terrorism against thy United States' by al Qaeda. Congressional .
Authonzation § 2¢a). Noi only did the Coungressional Authorization come later than FISA, but iLis also more
specific in the scase that it applies ooly to 2 particular conflicy, wheceas FISA is 8 genera] statute intended ta govern
all “electronic surveillance' {as defined in S0 U.8.C. § t§01(€)}. Tf FISA aud the Congressional Authotization
“Irreconcitably] conflict,” thea the Congresstonal Authorization must prevail over FISA to the extent of the
incansistency. See Radzanower v, Youche Ross & Co., 426 US. 148, 154 (1976). EFSHS-STLNANG
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pmbl., 116 Stat. 1498, 1500 (Oct. 16, 2002) (*[T)he President has'authcrity under the
Constitution (o take action in order lo deter and prevent acts of intemational terrorism against the
United States . ...""). That recognition of inherent authority, moreover, is particularly significant
in the FISA conlext because, as explained above, one of the specific amendments implemented
by FISA was removing any acknowledgment from section 251 1(3) of tiile 18 of the Executive’s
inherent constitutional authority (o conduct foreign intelligence surveillance. At leastin the
conlext of the conflict with al Qaeda, however, Congress appears to have acknowledged a
sweeping inherent Executive authority to “deter and prevent” attacks that logically shoutd
include the ability to carty out signals intelligence activilics necessary to detect such planned

altacks. CFSHSE-STEVWHANG

To be sure, the broad construction of the Congressionsl Authorization owtlined above is
not withoul sorne difliculties. Some countervailing considerations might be raised (o suggest
that the Authorization should not be read to extend into the field covered by FISA, In particular,
shorily afler the Authorization was passed Congress tumed to consider a number of legislative
proposals from the Administration, some of which specifically amended FISA, See, e.g., USA
PATRIOT Act, Pub, L. No. 107-56, § 218, 115 Stat. 272, 291 {Oct. 26, 2001) (amending section
104(a)(7)(B) of FISA. to require that the acquisition of foreign intelligence information be a
“significant purpose’ of the surveiilance order being soughit, rather than “the purpose™). Thus, it
might be argued that the Congressional Authorization cannot properly be construed to grant the
President authority to undertake electronic surveillance without regard to the restrictions in FISA
because, if the Congressional Aulhurization setually had applied so broadly, tho specilic
amendments 1o FISA that Congress passed a few weeks later in the PATRIOT Act would have

been superfluous. (FSASESTIAHANE

We do not think, however, thal the amendments to FISA in the PATRIOT Act can justify
narrowing the broad tenns of the Congresaional Authorization. To start with, the Authorization
addresses the use of the amrhed forces solely in the context of the particular armed conflict of
which the September 11 attacks were 2 part. To come within the scope of the Authorization,
surveillance activity must be directed “against those nations, organizations, or persons [the
President] determines planaed, authorized, committed, or aided the terrorist attacks tiat occurred
on September 11, 2001.” Congressional Authorization § 2(a). The Authorization thus eliminates
the restrictions of FISA solely for that category of foreign intelligence surveiilance cases,
Subsequent amendments to FISA itself, however, modified the authorities for foreign
intelligence surveillance in oll cases, whether related to the particular armed conflict with al
Qaeda or not. Given the broader impact of such amendments, it cannot be said thst they were
superfluous even if the Congressional Authorization broadty authorized electronic surveillance
direcied ageinst al Qaeda and affiliated organizations. (FSASESTLWAER

That understanding is bolstered by an examination of the specific amendments to FISA
that were passed, becanse each addressed a shortcoming in FISA that warranted a remedy for all
efforts to gather foreign intelligence, not just for efforts in the cantext of an armed conflict, much
less the present one against al Qaeda. Indeed, some addressed issues that had been identified as
requiring a legislative remedy long before the Septernber 1 [ attacks occurred. For lhese
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antendments, the September § | attacks merely secved as a catalyst for spurring legislative change
that was required in any event. For example, Congress changed the standard required for the
certification from the government (o obtain a FISA order from a certification that “the purpose™
of the surveillance was obtaining foreign intelligence Lo a certificalion thal “a significant
purpose” of he sweveillance was obtaining foreign inteligence. See USA PATRIOT Act § 218,
115 Stat. at 291 (codified at 50 US.C. §§ 1804(a)(7)(B), 1823(&)(?)(B)). That change was
designed to help dismantle the “wall” that had developed separating criminal investigalions from
foreign intelligence investigations within the Depariment of Justice. See generally In re Sealed
Case, 310 F3d 717, 725-30 (Foreign Intel, Surv. Ct. of Rev. 2002). The “wall" had been
identified as a significant problem hampering the government’s cfficient use of foreign
inteiligence infonnation well before the September 11 atfacks and in contexts unrelated to
tertorist. See, e.g., Final Report of the Atiorney General's Review Team on the Handling of the
Los Alamos National Laboratory Investigation 710, 729, 732 (May 2000); General Accounting
Office, FB] /ntelligence Investigaiions: Coordination Within Justice on Counterintelligence
Criminal Matters Is Limited (GAO-01-780) 3, 31 (July 2001). Indeed, this Office was asked as
long ago as 1995 to consider whether, under the terms of FISA as il then existed, an application
for a surveillance arder could be successful without establishing thal the “primary” purpose of
the surveillancé was gathering foreign intelligence. See Memorandum for Michael Vatis, Deputy
Director, Executive Office for National Security, from Walter Dellinger, Assistant Attormey
General, Office of Legal Counsel, Re: Standards for Searches Under Foreign Intelligence
Surveillance Ace (Feb. 14, 1995). The PATRIOT Act thus provided the epportunity for
addressing 2 longstanding shortcoming it FISA that had an impaci on foreign intelligence
gathering generally. (U)

Similarly, shortly afier the PATRIOT Act was passed, the Administeation sought
additional legislation expanding to 72 hours (from 24 hours) the tinje period the government has
for filing an application with the FISC afler the Attorney Geueral has authorized the emergency
initiation of electronic surveillavce. See Intelligence Authorization Act for Fiscal Year 2002,
Pub. L. No. 107-108, § 314(a), 115 Stat. 1394, 1402 (Dec. 28, 2001). That change was also
needed for the proper functioning of FISA generafly, not simply for surveillance of agents of al
Qaeda. In the wake of the September 1! attacks, there was bound to be a substantial increase in
the volume of surveillance conducted under FISA, which would strain existing resources. Asa
result, it was undoubtedly recognized that, in order for the emergency authority to be useful as a
practical matter in any foreign intelligence case, the Department of Justice would need more than
24 howuts to prepare applications after initiating emergency surveillance. Similar broadly based
considerations underpinned the other amendments to FISA that were enacted in the fall of 2001.

- LR Y

As a result, we conclude that the enactment of amendments to FISA after the passage of
the Congressional Authorization does not compe! a narrower reading of the broad terms of the
Authorization. The unqualified terms of the Congressional Authorization are broad enough on
their face to include authority to conduct signals intelligence activity within the United States.
We believe that the Congressional Authorization can thes be read to provide specific authority -
during this armed couflict that overrides the limitations it FISA. The Suprerme Court has

mm.mmmg;swmw
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repeatedly made clear that in the field of foreign alfairs and particularly in the field of war
powers and national securily, congressional enaciments will be broadly construed where they
indicate support for the exercise of Execulive authority. See, e.g., Haig v. Agee, 453 U.S, 280,
293-303 (1981); United States ex rel. Knauff v. Shaughnessy, 338 U.S. 537, 543-45 (1950); ¢f.
Agee, 453 U.S. at 291 (in “the areas of foreign policy aud national security . . . congressional
silence is not to be equated with congressional disapproval™); Dames & Moore v. Regan, 453
U.S 654, 678-82 (1981) (even where there is no express congressional authorization, fegislation
in related ficld may be construed to indicate congressional acquiescence in Executive action).
Here, the broad terus of the Congressional Authorization are ¢asily read (o encompass authority
for signals intelligence activilies directed against al Qacda and its effiliales. (FSHSESTEWHNE

2. At a mipjmum, the Congressional Authorization bofsters the case for
applying (he cavon of constitutional avoidance CFEAST-STEWHANE) -

Even if we did not believe that the Congressional Authorization provided a ¢lear result on
{kiis point, at the very least the Congressional Authorization — which was expressly designed to
give the President broad autherily Lo respond to the threat posed by al Qaeda as he saw fit -
creates a signiftcant ambiguity conceming whether the restrictions of FISA apply to electronic
surveillance undertaken in the context of the conflict with al Qaeda. That ambiguity decisively
tips the scales in favor of applying the canon of constitutional avoidance to counstrue the
Congressional Authorization and RISA in combination so that the restrictions of FISA do nol
apply to the President’s actions as Commander in Chicf in attempting to thwait further terrorist
attacks on the United States. As noted above, in this wartite context the application of FISA (o
restrict the President’s ability (o conduct surveiltance he deems necessary to detect and distupt
further attacks would raise grave consfitutional questions. The additional ambiguity created by
the Congressional Authorization suffices, in our view, o warrant invoking the canon of
-constitutional avoidance and thus justifies reading the Congressional Authorization to eliminate
the constitutional issues that would otherwise arise if FISA were construed to Limit the
Commander in Chief's ability to conduct signals intelligence to thwart terrorist attacks.
Application of the canon is particularly warranted, moreover, given Congress’s express
recognition in the terms of its Authorization that the President has inherent authority under the
Counstitution to take steps to protect the Nation against attack. The final prearabulatory clause of
the Authorization squarely states that “the President has authority under the Canstitution to take
action to deter and prevent acts of intemnational terrorism against the United States.”
Congressional Authorization pmbl. As commentators have recognized, this clause “constitutes
an extraordinarily sweeping congressional recognition of independent presidential constiturional
power to employ the war power to combat terrorism.” Paulsen, 19 Const. Comment. at 252,
That congressional recognition of inlierent presidential authority holsters the conclusion that,
when FISA and the Congressional Authorization are read together, the canon of constitutional
avoidance should be applied because it cannol be said that Congress has unequivocally indicated
an intention to risk a constitutionally dubious exercise of power by restricting the authority of the
Commander in Chief to conduct signals intelligence in responding to the tervorist aftacks.

FRHSL-STLVHAE
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In sum, the constitutional avoidance canon is properly applied to conclude that the
- Congressional Authorization removes the restrictions of FISA for electronic surveillance
undertaken by the Department of Defense and directed “agamsl those natlons orgamzauons or

persons [the President] determines plann '
thiii iurred on September L1, 2001,

fits (hat description.” (FSHST-STEW/HNE}

As aresult, we believe
that a thorough and prudent approach o analyzing the legality of STELLAR WIND must also
take into account the possibility that FISA may be read a5 prohibiting the electronic surveillance
activities at issue here. We turn to that analysis below. (FSASESTLWANED
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C. If FISA Purparted To Prohibit Targeted, Wartime Surveillance Against the
Enemy Under STELLAR WIND, It Would Be Unconstitutional as Applied

: : 3

Assuming that FISA cannot be interpreted to avoid the coustitutional ssues that anse if it
dors, facth must next examine
whether FISA, a8 applied 1n the pariicutar circumstances of surveillance directed by the
Commauder in Chief in the midst of an armed conflict and designed to detect and prevent attacks
upon the United States. is unconstifulional, We conclude that it is. (FSAS-STLWAMNE

L. Even in peacetine, abscut congressional action, the President has
ioherent constilniional authority, consistent with the Fourth
Amendment, to order warrantless foreigu intelligence surveillance

PSS-S WAANED

We begin our analysis by setting 1o ane side for the moment both the particular warline
context at issue here and the statutory constraints imposed by FISA to examine the pre-existing
constitutional authority of the President in this field in the absence of any action by Congress. Il
has long been established thal, even in peacetime, the President has an inherent constilutional
authority, consistent with the Fourth Amendment, to conduct warrantless searches for foreign
intelligence putposes. The Constitution vests power in the President as Commander in Chief of
(e arrned forves, see U.S. Const. art. [1, § 2, and, in making him Chief Executive, granis him,

- authority over the conduct of the Nation's foreign affairs. As the Supretne Court has explained,
“[t]he President is the sole organ of the nation in its external refations, and ifs sole representative
with foreign nations.” United States v. Curtiss-Wright Export Corp., 299 U.8. 304, 319 (1936)
{internal quotation marks and citations omitted). These sources of authority grant the President
isherent power both to take measures 1o protect national security information, see, 2.,
Dapariment of the Navy v. Egan, 484 U.5, 518, 527 (1988), and more gonerally to protect the
secutity of the Nation from foreign attack. Cf. The Prize Cases, 67 U.S. (2 Black) 635, 668
(1863). To carry oul these responsibilitics, the President must have suthority to gather
information necessary for the execution of his office. The Founders, afier all, inteaded the
President to be clothed with all authority necessary to carry out the responsibilities assigned 1o
him as Commander in Chief and Chief Executive. See, e.g., The Federalist No. 23, at 147
(Alexander Hamilton) (Jacob E. Cooke ed. 1961) (explaining that the federal government will be
“cloathed with all the powers requisite to the complete execution of its trust™); id. No. 41, at 269
(James Madison) (“Security against foreign danger is one of the primi{ive objects of civil
society. . .. The powers requisite for attaining it must be effectually confided to the feederal
couneils.”); see also Jofinson v. Eisentrager, 339 U.S. 763, T88 (1950) ("The first of the
enwmerated powers of the President is thal he shall be Commander-in-Chicf of the Army and
WNavy of the United States. And, of course, grant of war power includes all that is necessary and
proper for carrying these powers into execution.” (citation omitted)). Thus, it has long been
recognized that he has authority to hire spies, see, e.g., Torten v. United States, 92 U.S. 105, 106
(1876), and his authority to collect intelligence necessary for the conduct of foreign affairs hay
frequently been acknowledged. See Chicago & 8. Air Lines v. Waterman S.5. Corp., 333 U.S.
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103, 113 (1948) (“The President, both as Commandet-in-Chief and as the Nation™s organ for
foreign affairs, has available intelligence services whosé reports neither are nor ought to be
published to the world."); Curriss-Wright, 299 U.S. at 320 (“He has his confidentia) sources of
information. He has his agents in the form of diplomatic, consular and other officials.”).

When it comes to collecting foreign intelligence information within the United States, of
course, the President must exercise his inherent authorities consistently with the requirements of
the Fourth Amendment.? Determining the scope of the President’s inherent constitutional
authority io this field, therefore, requires analysis of the requirements of the Fourth Amendment
- at Jeast to the extent of determining whether or not the Fourth Amendment imposes a warrant
requirement on searches conducted for foreign intelligence purposes. Ifit does, then a statute
such as FISA that also imposes a procedure for judicial authorization cannot be said to encroach
upon authorities the President would otherwise have X (FSASI-STLWAMED

The Fourth Amendruent prohibits “unreasonable searches and seizures” and directs that
“no Warrants shall issue, bul upon probable cause.” U.S. Copst. amend. IV. In “the criminal
context,” as the Supreme Coust has pointed out, “reasonableness usually vequires a showing of
probable cause™ and a warrant. Board of Educ. v. Earls, 536 U.S. 822, 828 (2002). The warrant
and prohable cause requirement, however, is far from universal, Rather, the “Fourtth
Amendment's central requirement is one of reasonableness,” and the rules the Court has
developed to implerent that tequirement “[s]lometimes . . . requite warrants.” fllinois v.
MeArthur, 531 U.S. 326, 330 (2001); see also, e.g., Farls, 536 U.S. at 828 (“The probable cause
standard, however, is peculiarly related to criminal investigations and may be unsuited to
determining the reasonebleness of administrative searches where the Governunent seeks to
prevent (he development of hazardous conditions.” (emphasis added; internal quotation marks

omitted)). ()

[z particular, the Supreme Court has repeatedly made clear that in situations involving
“special nceds™ that go beyond a routine imlerest in law enforcement, there may be exceptions to
the watrant requirement. Thus, the Court has explained that there are circumstances ““when
special needs, beyond the normal need for law enforcement, make the warrant and probable-
cause requirement impraclicable.”” Vernionia Sch. Dist. 47J v. Acton, 515 U.8. 646, 653 (1995)
(quoting Griffin v. Wisconsin, 483 U.S. 868, 873 (1987)), see also McArthur, 531 U.S. at 330
(*We nonetheless have made it clear that there are exceplions to the warran! requirement. When
faced with special law enforcement needs, diminished expeclations of privacy, minimal

#'The Fourth Amendment does not protect aliens outside the Uaited States. See United Stafes v. Verduga-
Urquidez, 494 U.S. 259 (1990). (U)

¥ We assume for purposes of the discussion here that content cotlection uader STELLAR WIND is subject
10 the requirements of the Fourth Amendment. fn Part V of this memorandum, wé address the reasonableness upder
the Fourth Amendment of the specific kiods of collection that occur snder STELLAR WIND. In addilion, we note
that there may be & basis far concluding that STELLAR WIND is a rdlituy operation 1o which the Fourth
Amendment does not even apply. See igffa n.84. FSHSSTAVANE}
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intrusions, or the like, the Court has found that certain general, or individual, circumstances may
render a warantless seacch or seizure reasonable.™). 1t is difficull to encapsulale in a nutshell the
different circumstances the Court has found qualifying as “special needs" justifying warrantless
scarches. But generally wihen the govenunent faces an increased need to be able 1o reacl swiftly
and flexibly, or when there are interests in public safety at stake beyond the interests in law
enforcement, the Court has found the warrant requirement inapplicable. (U)

Thus, among other things, the Court has permitted warrantless sedrches to search praperty
of students in public schools, see New Jersey v. T.1.0., 469 U.S. 325, 340 (1985) (noting that
watrant requirement would “unduly interfere with the maintenance of the swift and informal
disciplinary procedures needed in the schools™), to screen athletes and students involved in extra-
cuzricular activities al public schools for drug use, see Vernonia, 515 U.S. at §54-655; Earls, 536
U.S. at 829-38, and to conduct drug testing of railraad personnel involved in train accidents,
see Skinner v, Railway Labor Executives' Ass'n, 489 U.S. 602, 634 (1989). Indeed, in many
special needs cases the Court has even approved suspicionless searches or seizures. See, e.g.,
Earls, 536 U.S. at 829-38 (suspicionless drug testing of public school students involved in extra-
curricular activities); Michigan Dep 't of State Police v. Sitz, 496 U.S. 444, 449-55 (1990) (road
block to check all motorists for sigus of drunken driving); United States v. Martinez-Fuerie, 428
U.S. 543, 562 (1976) (road block near the border to check vehicles for illegal immigrants), But
see City of Indianapolis v. Edmond, 531 U.5. 32, 41 (2000) (striking down use of roadblock to
check for narcotics activity because its “primary pucpose was to detect evidence of erdinary
criminal wrongdoing™). (U)

The field of foreign mtelligence collection presents another case of “special needs beyond
the normal need for law enforcement™ where the Fowth Amendraent’s touchstone of
reasonableness can be satisfied without resort to a warrant. In foreign intelligencs investigations,
(ke targets of surveillance are agents of (oreign powers who may be specially trained in
concealing their activities from our govemnment and whose activities may be particularly difficult
to detect. The Executive requires a greater degree of {lexibility in this field to respond with
speed and absolute secrecy to the ever-changing array of foreipn threats it faces. The object of
searches in this field, moreover, is securing information necessary 1o protect the national security
from the hostile designs of foreign powers, including even the possibility of a foreign attack on

the Nation, (FSHST-STEWANE

Given those distinot interests at stake, it is not surprising that every federal court that has
ruled on the question has concluded that, even in peacetime, the President has inherent
constitutional authority, consistent with the Fourth Amendment, to conduet searches for foreign
intelligence purposes withowt securing a judicial warrant. See Uniited States v. Clay, 430 F.2d
165, 172 (5th Cir. 1970); United States v. Brown, 484 F.2d 418 (5th Cir, 1973); United States v
Butenko, 494 F.2d 593 (3d Cir. 1974) (en banc); United States v. Buck, 548 F.2d 871, 875 (9th
Cir. 1977); United States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980). But ¢f. Zweibon v.
Mitchell, 516 F.2d 594 (D.C. Cir. 1975) (en bane) (dictum in plurality epinion suggesting that
warrant would be required even in foreign intelligence investigation). FFSAST-STEWHANE)
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To be sure, the Supreme Court has Jefl this precise question open. In (nited States v.
United States Distriet Court, 407 U.S. 297 (1972) (Keith), the Supreme Court concluded that the
Fourth Amendment’s warrant requirement applics to investigations of purely domestic threals to
securily — such as domestic terrorism. The Courl made clear, however, that it was not addressing
Executive authonty to conduct foreign intelligence survelilance: *“[Tlhe instant case requires no
judgment on the scope of the President’s surveillance power with respect lo the activilies of
foreign powers, within or without this country.” /4. at 308; see also id. at 321-322 & n.20 ("We
have not addressed, and express no opinion as lo, the issues which may be involved with respect

to activities of foreign powers or their agents.”). (FSHSI-STENHANTE

Indeed, {our of the courts of appeals noted above decided — after Keith, and expressly
taking KNeitl into account — that the President has inherent authority 1o conduct warrantless
sucveiliance in the foreign intelligence context. As the Fourth Citcuit observed in Truong, “the
needs of the execulive are so compelling in the area of foreign intelligence, anlike the area of
domestic security, that 2 uniform warran! requirement would . . . unduly frustrate the Presiden in
camrying out his foreign affairs responsibilities.” 629 F.2d at 9! 3 (internal quotation marks
omitted). The courl pointed out that a warrant requirement would be a hurdle that would reduce
the Executive's flexibility in responding to foreign threats that “require the utmost stealtly, speed,
and secrecy.” fd. It also would potentially jeopardize security by increasing “the chance of leaks
regarding sensitive execulive operations.” fd. I is true fhat the Supreme Courl had discounted
such concerns in the domestic security context, see Keith, 407 U.S. at 319-20, but as the Fourth
Circuit explained, in dealing with hostile agenls of foreign powers, the concerns are arguably
more compelling, More important, in the area of foreign intelligence the expertise of the
Executive is paramount. While courts may be well-adupted to ascertaining whether there is
probable cause to believe that a crime under domestic law has been committed, they would be ill-
equipped (o review executive determinations conceming the need 1o conduct a particular search,
or surveillance to secure vital foreign intelligence. See Truong, 629 F.2d at 913-14. Cf. Curtiss-
Wright, 259 U.S, at 320 (*[The President] Las the befter opportunity of knowing the condilions
which prevail in foreign countries, and especially is this true in time of war. He has his -
confidential sources of information.”). Itis not only the Executive’s expertise that is critical,
moreover. As the Fourth Circuit pointed out, the Executive has a consfitulionally superior
position in matters pertaining (o foreign affairs and national security: “Perhaps most crucially,
the executive branch not only bas superior expertise in the area of foreign intelligence, it is also
constitutionally designated as the pre-eminent authority in foreign affairs.” Truang, 629 F.2d at
914. The court thus concluded that there was an important separation of powers inferest in not
having the judiciary intrude on the field of foreign intelligence collecton: “[T]he separation of
powers requices us lo acknowledge the principal responsibility of the President for foreign affairs
and concomitantly for foreign intelligence surveillance.” 1d.; ¢f. Haig v. Agee, 453 U.8. 280, 292
(1981} (“Matters intimately related to foreign policy and national security are rarely proper
subjects for judicial intervention.”), We agree with that analysls.3' (FSHS-STEWATS

* In addition, there is & furtier basis on which Keirh is readily distinguished. As Keith made cless, one of
the significant concerus driving the Court's conclusion in the domestic security context was the inevitable
connection between perceived threats to domestic security sad political dissent. Ag the Court explained: “Fourth
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In the specific context of STELLAR WIND, moreover, the case for inherent executive
authority ta conduct surveillance in the absence of congressional action is substantially stronger
for at least iwo reasons. First and foremost, all of the precedents outlined above addressed
inherent executive authority under the foreign alfairs power to conduct surveillance in a routine
peacetime context® They did not even consider the authority of the Commander in Chief to
gather intelligence in the context of an ongoing artmed conflict in which the mainland United
States had already been under attack and in which the intelligence-gathering efforis at issue were
designed 10 thwart (urther armed attacks. The case for inherent executive authority is necessarily
much stronger in the latter seenatio, wh[ch is precisely the circuntstance presented by STELLAR

WIND. (FSHSSTLWANE)

Second, it also bears noling that in the 19703 the Supreme Court had barely started to
develop the “special needs™ jurisprudence of warrantless searches under the Fourth Amendment.
The first case usually considered part of that line of decisions is United States v. Martinez-
Fuerle, 428 U.S. 543, decided in 1976 ~ after three courts of appeals decisions addressing
warrantless forsign intelligence surveittance had already been handed down. The next Supreme
Court decision applying a rationale ¢learly in the line of “special needs” jurisprudence was not
until 1985, see New Jersey v. T.L.O., 469 U.S. 325,* and the jurisprudence was hot really
developed until the 1990s.” Thus, the courts of appeals decisions deseribed above all decided in
favor of an inherent executive authority to conduct warraniless foreign intelligence searches even
before the Supreme Court had clarified the major doctrinal developments in Fourth Ameadment
law that now provide the clearest support for such an authority. EFSHSEI-STAEAEY

Executive practice, of course, also demonstrates a consistent understanding that the
President has inherent constitutional authonity, in accordance with the dictates of thie Fourth
Amendment, to conduct warrantless searches and surveillance within the United States for

Arnendinent protections become the moce necessary when the targels of official surveillance may hes those suspected
of unorthodoxy in their political beliofs. The dauger to political disseat is acule where the Governaen! atlempts to
act under 50 vague a cancepl a3 the power to protect ‘domestic security.'” Keith, 407 U8, at 314; see also id. at 320
{“Security survetllinces are especially sensltive because of the inherent vagueness of the dowmestic security concent,
the necessarily broad end continuing nature of intelligence gathiering, 2nd the temptation to-utilize such
survcdlanccs to aversee pobt:cal diss ent.") Surveﬂla.nc:t: of domesnc groups neccssanly raises a Fnst Amendmnnt

Supreme Court's conclusion that (i warrant requiremicat should apply in the dormestic secunly context is thus
simply absent in the foreign intelligence cealm. EFSHSL-STLWALE)

" The surveillance in Truong, while in some sense conpected to the Viemam coaflict and is afiermath,
taok place in 1977 and 1978, see 629 F.2d at 312, aficr the close of active bostilities. (FSAHSESTERHARD

P The tenn “special veeds™ appears to have been coined by Justice Blackman in bis coucurrence ia T.L.O.
See 469 U.S. at 351 (Blackmuy, J., concurming in judgment). CRSASL-STLWANEY
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foreign intelligence purposes. Wirelaps for such purposes have been authorized by Presidents at
leas! since the administration of Roosevelt in 1940. See, e.g., United States v. United States
District Conrt, 444 F.24 651, 669-71 (61h Cir, 1971) (reproducing as an appendix memoranda
from Presidenis Roosevel(, Truman, and Johnson). Befare (he passage of FISA in 1978, all
foreign intelligence wiretaps and searches were canducied without any judicial order pursuant to
the President’s inherent authority. See, e.g., Truong, 629 F.2d at 912-14; United States v. Bin
Laden, 126 F. Supp. 2d 264, 273 (S.D.N,Y. 2000) (“Warcantless foreign intelligence collection
has been an established practice of the Executive Branch for decades.”). When FISA was first
passed, morcover, it addressed solely electronic surveillance and made no provision for physical
searches. See Pub, L. No. 103-359, § 807, (08 Stat, 3423, 3443-53 (1994) (adding provision for
physical searches). As a resull, after a brief interlude during which applications for arders for
physical searches were made to the FISC despile the absence of any statulory procedure, the
Executive continued to conduct searches under its awn inherent authority. Indeed, in 1981, the
Reagan Administration, after filing an appiication with the FISC for an order authorizing a
physical search, filed a memorandum with the court explaining that the court had no jurisdiction
to issue the requesled order and explaining that the search could properly be conducted without a
warrant pursuant {0 the President’s inherent constitutional authonty. See S. Rep. No. 97-280, at
t4 (1981) (“The Department of Justice has long held the view that the President and, by
delegation, the Altorney General have constitutional authority to approve warrantless physical
searches directed against foreign powers or theis agents for intelligence purposes.”). This Office
has also repeatedly recognized the constitutional authority of the President 1o engage in
warrantless surveillance and searches for foreign intellipence purposes.’* (TEHSI-EFLWAHATD)

Intelltgence — Warranidess

eCironIc survettiasce — Lommen L.arriers, X}, Warraniless Foreign Intglligence
Survaillance ~ Use of Television ~ Beegers, 2 ()p O L C 14 15{1978) ("{T]be President can autherize warrantles
electronic surveillance of an agent of a foreign povser, pursuant to his constitutional power to gadier foreign
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These examples, loo, all relate to assertions of execulive authorily in a rouline, peacetime
context. Again, the President’s authority is necessanly heightened when he acts during wartime
as Commander-in-Chief to pratect the Nation (rom attack. Thus, not surprisingly, as noted
abiove, Presidents Wilson and Roosevelt did nol hesitate to assert executive authority to conduct
surveillance — through censoring communications — upon (he outbreak of war. See supra p. 30.

FSHSESTEVANEY

2. FISA is uncoastitutional as applied in this context (ESASESTWARHES

While it is thus uncontroversial (hat the President has inherent aulhiority to conduct
wairantless searches for foxeign intelligence purposes in the absence of cangressional action, the
restrictions imposed in FISA prescnt a distincl question: whether the President’s coustitutional
authority in this field is exclusive, or whether Congress may, through FISA, impose a
requirement to secure judicial authorization for such searches. To be mote precise, analysis of
STELLAR WIND presents an even narrower question: namely, whether, in the context of an
angoing armed conflict, Congress may, through FISA, impose restrictions on the means by
which the Commander in Chief may use the capabilities of the Department of Defense to gather
intelligence about (he eneny in order to thwart further foreign attacks on the United States.

FSHBESTEWAES

As discussed below, the conflict of congressional and executive authority in this context
presents a difficuft question — oné for which there are few if any precedents directly on point in
the history of the Republic. In almost every previous instance in which the country has been
threatened by war or imminent foreign attack and the President has taken extraordinary measures
to secure the national defense, Congress hias acted to support the Executive through affirmative
legislation granting the President broad wartime powers,’ or else the Executive has acted in

3 As explained above, we bielieve that the better coustruction of the Congressionat Anthorization for Use
of Military Force in the preseat conflict is that it also reflects precisely such & congressional endorsemeant of
Exccuuve action and authorizes the content collection undertakicn in STRLLAR WIND. In thig part of our analysis,
hiowever, we are agswming, in the allemative, that the Avthorization cannot be read so broadly and (hat FISA by its
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exigent circumstances in the absence of any congressional action whatsoever (for example,
President Lincoln’s actions ip 1861 in proclaiming a blockade of the southern States and
instituting conscription). In the classic separation of powers analysis set out by Justice Jackson
in Youngstown, such circumstances describe either “category I” situations — where the legislature
has provided an “express or implied authorization™ for the Executive — or “category 11" situations
- where Congress may have same shared autborily over the subject, but has chosen not Lo
exercise it. See Youngstown Sheel & Tube Co. v. Sawyer, 343 U.S, 579, 635-37 (1952); see ulsa
Dames & Moore v. Regan, 453 U.S. 654, 668-69 (1981) (generally fottowing Jackson’s
framework). Here, however, we confront an exercisc of Executive authority that falls into
“category [II" of Justice Jackson’s classification. Seg 343 U.S. at 637-38. The President (for
purposes of this argument in the alternative) is seeking (o exercise his authority as Commander in
Chief to conduct intelligence surveillance that Congress has exptessly restricted by statute.

ERSHSI-STLWANE)

At bottom, therefore, analysis of the constitutionality of FISA in the context of
STELLAR WIND centers on two questions; (i) whether the signals intelligence collection the
President wishes to undertake is such a core exercise of Commander-in-Chicf control over the
armed forces during armed conflict that Congress canniot mterfere with it at all or,

{i1) alternatively, whether the particular restrictions imposed by FISA are such that their
application would impermissibly frustrate the President’s exercise of his constitutionally

assigned duties as Commander in Clief. (F8#S-STEWANEY

As a background for that context-speeific analysis, however, we think it is useful first to
examine briefly the constitutional basis for Congress’s assertion of aathority in FISA to regulate
Use President’s inherent powers over foreign intelligence gathering even in the general, peacetime
contexi. Bven in that non-wartimme context, the assertion of authority in FISA, and in particular
the requirement that the Executive seek orders for surveillance from Article ¥ courts, is not frec
from constitutional doubt. Of course, if the constitutionality of some aspects of FISA is open to
any doubt even in the run-of-the-mill peacetime context, it follows a fortiori that 1he legitimacy
of congressional encroachments on Executive power will only be more difficult to sustain where
they involve trenching upon decisions of the Commander in Chief in the midst of a war. Thus,
after identifying some of the questions surtounding {he cangressional assertion of autharity in
FISA generally, we proceed to the specific analysis of I‘ISA as applied in the wartime context of

STELLAR WIND, (FSHSI-5FWANEY

a. Even outside the context of wartime surveillance of the epemy,
tite scope of Congress’s power to vestrict the President’s
inberent authority to conduct foreign intclligence surveiliance

is unclear (FSHSFSTERIAE

To frame the analysis of the specific, wartime operation of STELLAR WIND, it is
important (o note at the outset that, even in the contexi of general foreign intelligence collection

terms prohibits the STELLAR WIND contant collection absent an order from the FISC. (FEASI-STLWAANE
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in non-wartume situations, the source and scope of cangressional power to restrict execulive
action through FISA is somewhat uncertain. We start from the fundamental proposition that in
assigaing to the President as Chief Executive the preeminent role in handling the foreign affairs
of the Nation, the Constitution grants substantive powers to the President. As explained above,
the President’s role as sole organ for the Nation has long been recognized as carrying with it
substantive powers in the ficld of national securily and foreign intelligence. This Office has
traced (he source olthis authority Lo the Vesting Clause of Article [I, which states that “[t]he
executive Power shall be vested in a President of the United States of America.” U.S. Const.
art. [I, § 1. Thus, we have explained that the Vesting Clause “has tong been held to confer on the
President plenary autharily to represenl the Uniled States and to pursue its interests outside the
borders of the country, subject only te limils specifically set forth in the Constitution itself and to
such statutory Jimitations as the Constitution permits Congress to impose by exercising one of'its
enumeraled powers” The President 's Compliance with the “Timely Notification ™ Reguirement
of Section 501(b) of the National Security Act, 10 Op. Q.L.C. 159, 160-61 (1986) (“Timely
Notification Requirement Op."). Significantly, we have concluded that the “conduct of secret
negotiations and intelligence operations lies at the very heart of the President’s executive power.”
Id. at 165. The President’s authority in this field is suftficiently comprehensive that the entire
structure of federa] restrictions for protecting pational security information has been created
solely by presidential order, not by statute. Sz generally Depariment of the Navy v. Egan, 484
U.S. 518, 527, 530 (1988); see also New York Times Co. v. United States, 403 U.8. 713, 729-30
(1971) (Stewart, 1., concurring) (“{I]t is the constitutional duty of the Executive -- as a matter of
sovereign prerogative and not as 2 matter of law as the courts know law - through the
premulgation and enforcement of execulive regulations, to protect the confidentiality necessary
to.carry out its responsibilities in the field of international relations and national defense.”).
-Similarly, the NSA is entirely a creature of the Hxecutive — it has no organic statute defining or

timiting its fimctions. (FSAST-SHAHAES

Moreover, it 1s settied beyond dispute that, although Congress is also grantéd some
powers in the area of foreign affairs, certain presidential authorities in that realm are wholly
beyond the power of Congress to interfers with by legistation. For example, as the Supreme
Court explained in Curtiss-Wright, the President “makes treaties with the advice and consent of
the Senate; but he alone negotiates. Into the field of negotiations the Senate cannot intrude; and
Congress itself is powerless to invade it.” 299 U.S. at 319. Similarly, President Washington
established early m the history of the Republic the Exgoutive’s absolute authority Lo maintain the
secrecy of negotiations with foreign powers, even against congressional efforts to secure
information, /d. at 320-21 (quoting Washingtou’s 1796 message to the House of Representatives
regarding documents relative to the Jay Treaty). Recognizing presidential authority in this field,
this Office has stated that “cangressional legislation authorizing extraterritorial diplomatic and
intelligence activilies is superflluous, and . . . ststutes infringing e President’s inhierent Article 1
anthority would be unconstitutional.” Timely Notification Reguirement Op., 10 Op. O.L.C. at

164. (U)

- Whether the President’s power to conduct foreign intelligence searches within the United
States §s one of the inherent presidential powers with which Congress cannot interfere presents a

43
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difficult question. It is not immediately obvious which of Congress’s enumerated powers in the
field of foreign affairs would provide authorily to regulate the President’s use aof conslitutional
methods of collecting foreign intelligence. Congress has authority to “regutate Commerce with
foreign Nations,” to impaose “Duties, Imposts and Excises,” and to “define and punish Piracies
and Felonies committed on the high Seas, and Offenses against the Law of Nations * U.S. Const.
arl. [, § 8, ¢is. 1,3, 10. But none of those powers suggesls a specific authoriy to regulate the
Exscutive’s mielligence-gathering activities. Of course, the power to regulate both foreign and
interstate commerce gives Congress authorily generally to regulate the facilities that are used for
carrying communijcations, and that may arguably provide Cangress sufficient authority to limit
lhe inferceptions the Bxecutive can undertake. A general power to regulale commmerce, however,
provides a weak basis for interfering with the President’s preeminent position in the field of
national securily and foreign intelligence. Intelligence gathering, after alt, is as this Office has
stated belore, at he “hearl” of Exccutive functions. Since the lime of the Founding it has been
recognized that matters requiring secrecy — and intelligence in particular - are quinlesseatially
Executive funictions. See, e.g., The Federalist No. 64, at 435 (John Jay) (“The convention have
done well therefore in so dispasing of the power of making treaties, that although the president
must in forming (hem act by the advice and consent of the senate, yet he will be able to manage
the business of intelligence in such manner as prudence may suggest.”’).® (FSASI-STEVWHANID

¥ T'wo ather congzessiunal powers — the power to “make Rules for the (Jovernment and Regulation of the
land and naval Forces,” and the Necessary and Proper Clause, U.S, Const. art. [, § 8, cls. 14, 18 - are even less
likely sources for congressional authiosity in this confext. (FSH#ST-STLWHANE

As this Office hay previously noted, the former clause should be coastrued as authorizing Congress 1o
"prescribfe] a code of conduct governing military Life” rather than to “confrol actual ntlitary operations.” Letter far
Hon. Aslen Specter, U.S, Senate, from Charlez J. Cooper, Assistant Attomey Goneral, Office of Lega) Counsel 8
(Dec. 16, LOBTY; see also Chappedl v. Wallace, 462 U.S. 296, 301 (1983} (noting that the clavse responded to the
need (o establish “rights, dutics, and respunsibilities in the Gasmework of the military estoblishment, including
regulations, procedures, and remedies related to military discipline™); of. Memonnduwm for William J. Haynes, {1,
General Counsef, Department of Defease, from Jay 8, Bybee, Assistant Attomey Qeneral, Office of Legal Counssl,
Re: The President's Power as Commander in Chief ta Transfor Caprured Terrarists to the Control and Cusiody of
Foreign Nations 6 (Mar. 13, 2002) (Congress's authority to make rules for the government aod regulation of the
land and Baval forces is lintited o the discipline of U.S. maops, and daes not extend to “the rules of engagement and
treatment conceming egemy combatants”), (L)

The Necessary and Propes Clause, by its own terms, allows Congress only to “cmy[] into Execution™ other
powers granted {n the Canstitution. Such a power could not, of course, be used to limit or tupinge upon one af
those other powers (the President's iaherent avthority to conduct warrantless surveillance under the Commander-in-
Chief power). Cf. George K. Walker, United States National Security Law and United Nations Peacekesping or
Peacemaking Operations, 29 Wake Forest L. Rev. 435, 479 (1994) (“The [Necessary and Proper] clzuse autharizes
Congress (0 act with respect to its own functions 8s well as thase of other branches except where the Constitution
forhids it, or in the Jimited pumber of instances where exclusive power is specificaily vested elsewhere. The power
(o preserve, protect, and defend, as Commander-in-Chief, is solely vested in the President, Thus, although the
Congress might provide armed forces, Congress cannot dictate to the Presideat how to use them.") (internal
quotation marks and footnotes omitied); Sailkrtshna Prakasly, The Essentiol Mearing of Executive Power, 2003 U,
LiL. L. Rev. 701, 740 (“The Necessary and Proper Clause permits Congress to assist e president in the exercise of
his powers; i does not grant Congress 2 license to reallocale or abridge powers already vested by the
Constuution."). (U)

WWW
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The legislative history of FISA amply demonstrates that (he constitutional basis for the
legislation was open (o considerable doubt even al the time the statute was enacled and that even
supporters of the bil! recognized thal he atiempt to regulate the President's authority in this field
presented an untested question of constitational law that the Supreme Court might resolve by
finding the statute unconstitulional. For example, while not opposing the legislation, Attomey
General Levi nonctheless, when pressed by the Senate Judiciary Commiltee, testifted that the
President has an inherent canstijutional power in this field “which cannot be limited, no matter
what the Congress says.” See Foreign Iielligence Surveillance Act of 1976: Hearing Before the
Subcomm. on Crim. Laws and Procs. of the Senate Comm. on the Judiciary, 94th Cong. 17
(1976) (1976 FISA Hearing"). Similarly, former Deputy Attorney General Laurence Silberman
noted that previous drafls of the legislation had properly recognized that if the President had an
inhercnl power in this field - “inherent,” as be put it, “meaning beyond congressional control” -~
there should be a reservation in the bill acknowledging that constitulional authority. He
concluded that the case for such a reservation was “probably constitutionally compelling.”
Foreign Intelligence Electronic Surveillance: Hearings Before the Subcomm. on Legislation of
the House Perm. Select Comm. on Intelligence 217, 223 (1978) (staternent of Lavrence H.
Silberman).*” Senator McClellan, a member of the Judiciary Committes, noted his view that, as
of 1974, given a constitutional power in the President to conduct warrantless intelligence
surveitlance, “no statute could change or alter it.” 976 FISA Hearing at 2. And even if the law
had developed since 1974, he still coneluded in 1976 that *“under any reasonable reading of the
relevant court decisions, this bill approaches the outside limits of our Constitutional power to
prescribe restrictions on and judicial participation in the President’s responsibility ta protect this
country from threais from abroad, shether it be by elecironic surveillance ot other lawful
means.” Jd. Indeed, the Conference Repod took the unusual step of expressly acknowledging
that, while Congress was attempting to {oreclose the President’s reliance on inherent
constitutional authority to conduct surveillance outside the dictates of FISA, “the establishment
by this act of exclusive nicans by which the President may conduct elecironic surveitlance does
nol foreclose a different decision by the Supreme Cowtd.” H.R. Conf. Rep. No. 95-1720, at 35,
reprinted in 1978 U.S.C.C.A.N, 4048, 4064. The Conference Report thus effectively
acknowledged that the congressional foray info regulating the Executive's inherent authority to
conduct foreign intelligence surveillance - even in 2 non-war context — was sufficiently apen to
doubt that the statute might be struck down. (FSHSE-STEWAE)

Even Senator Kennedy, one of the most ardent supporiers of the legislation,
acknowledged that it raised substantial constitutional questions that would likely have to be
resolved by the Supreme Courtl. He admitted that “[i]f the President does have the [inherent
constitutional ] power {io engage in elecironic swrveillance for national security purposes], then
deprecistion of it in Congressional enactments cannot unilaterally diminish it. As with claims of

¥ The 2002 per curians apinion of the Foreign Inteltigence Surveillance Court of Review (for a panel that
included Judge Sitberman) noted that, in Yight of intervening Supreme Court cases, there s no longer “much left to
an argument”’ that Silberman had made in s [978 wstimony about FISA’s being ingonsistent with “Article Ul case
or controversy respoasibilities of federal judges because of the segret, non-adversary process.” i re Sealed Case,
310 F.3d 717, 732 0.19. That coostitutional objection was, of course, completely separate from the one based upon

the President’s inherent powers. (FSHS-STLWANE}
47
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Executive privilege and other tnherent Presidential powers, the Supreme Court remains the final
arbiter.” 1976 FISA Hearing at 3. Moreover, Senator Kennedy and other senators effectively
highlighted their own perception (hal the legislation might well go beyond the constitutional
powers of Congress as they repealedly sought assurances from Executive branch officials
concerning the fact that “this President has indicated thal he would be bound by [the legistation]”
and speculated about “Thjow binding is it going to really be in terms of future Presidents?” /d. at
16; see also id. al 23 (Sen. Hruska) (“"How binding would that kind of a law be upon a successor
President who would say . . . Tam going to ¢ngage in {hat kind of surveillance becauscitisa

_ power derived directly from the Constitution and cannot be inhibited by congressional
enaciment?”). The senators’ emphasis on the current President's acquicscence in the legislation,
and (repidalion concerning the positions future Presidents might take, makes sense only if they
were sufficiently doubtful of the constitutional basis for FISA that they conceived of the bill as
more of a praclical compromise hetween a particular President and Congress rather than an
exercise of authority pranted fo Congress under the Constitution, which would necessarily bind

future Presidents as the law of the land. (FSASESTLWANE)

Finally, other members of Congress focused on the point that, whatever the scope of
Congress's authority to impose some form of restriction on the President's conduct of foreign
intelligence surveillance, the particular restriclion imposed in FISA - requiring resort o an
Article I coud for a surveillance order — raised its own sepacation-of-powers problem. Four
members of the House's Permanent Seleot Commitiee on Intelligence ceiticized this procedure on
conslitulional grounds and argued that it “would thrust the judicial branch into the arenus of

-foreign affairs and thereby improperly subject ‘political” decisions to ‘judicial intrusion.”” H.R.
Rep. No. 95-1283, Pt. 1, at 111 (1978). They concluded that it “is clearly inappropriate to inject
the Judiciary into this realin of foreign affaixs and national defense which is constitutionally
delegated to the President and to the Congress.” /4. at 114. Similar concerns about
constitutionality were raised by dissenters from the Conference Repost, who noted that “this
legislation attempts to do that which it cannot do: transfer a constitutionally granted power from
one branch of government to another.™ 124 Cong. Rec. 33,787, 33,788 (Oct. 5, 1978).

(ESHEL-STLWANE)

The only court thai has addressed the relative powers of Congress and the President in
this field, as far as we are aware, has suggested that the balance tips decidedly in the President’s
favor, The Foreign Intelligence Surveillance Court of Review recently noted that all courts to
have addressed the issue have “held that the President did have inherent authority to conduct
warrantless searches (o obtain foreign intelligence information.” /n re Sealed Case, 310 F.3d
717, 742 (Foreign [ntel. Surv. Ct. of Rev. 2002). On the basis of that unbroken line of precedent,
the Court “[tock] for granted that the President does have thai authority,” and concluded that,
“assuming that is so, FISA could not encroach on the President’s constitutional power,” Jd,
Although that slatement was made without extended analysis, it is the only judicial statement on

3 In the past, other cousts have declined tg cxpress a view on that issue one way or the other. See, e.g.,
Butenko, 494 F.2d a1 601 (*We do not intimate, at this time, any view whatsqever as the proper teselution of the
possible clash of the constitutional powers of the President and Cangress.™). (FS#SI-BTEW/ND
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point, and it comes from the specialized appellate court crealed expressly to deal with foreign

infelligence issues under FISA. (FSHSESTEVWAND)
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b. In the narrow context of intercepfion of enemy
communications in the midst of an armed cooflict, FISA is

unconstitutional as applicd FSASESTRWATD

For analysis of STELLAR WTND, however, we need not address such a broad question,
nor need we focus our analysis solely on the President’s general authorily in the realm of foreign
affsirs as Chiel Executive. To the contrary, the activities authorized in STELLAR WIND are
also — and indeed, primarily - an exercise of the President’s authority as Commander in Chief.
That authority, moreover, is being exercised in a parlicular factual context that involves using the
resources of the Department of Defense in an armed conflict to defend the Nation from renewed
altack at the hands of an enemy that has already inflicted the single deadliest foreign attack in the
Nation’s history. As explained above, each Presidential Autharization for a renewal of the
STELLAR WIND authorily is based on a review of current threat information fron which the
 President concludes that al Qaceda

Mareh 11, 2004 Authorizatio In
addition, the Authorization makes clear thuf the slectronic surveillance is being authorjzed “for
the purpose of detection and prevention of terrorist acts within the United States,” Ja.
Surveillance designed (o delect communications that may reveal eritical information about an
attack planned by enemy forces is a classic form of signals mtelligence operation that is a key
part of the militery strategy for defending the country. Especially given thal the enemy in this
conflict has already demonstrated an ability to insert agents into the country surreptitiously to
caiTy out attacks, the imperative demand for such intelligence as part of the military plan for
defending the counlry is obvious.

Accardingly, our analysis facuses solely an those circumstances.
{ bears emphasis, moreover, that the question of congressional autherity to regulate the
BExecufive’s powers to gather foreign intelligence has never been addressed in such a context.

FEHST-STLNVAND

Bven in that narrow context, the conflict between the restrictions imposed by Congress in
FISA and the President's inherent authorilies as Commander in Chief presents a complex and in
many respects novel question. As set out below, we now conclude that, at least in the narrow
circumstances presented by STELLAR WIND in the current conflict with al Qacda and its

affiliated terrorist organizations, (he President has exclusive constitutional authority, derived
from his dual roles as Commander in Chief and sole organ for the Nation in foreign affairs, to

$1 | |
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. > -
order warcantless foreign inlelligence surveillance targeted at communicalions of the ¢hemy that

Congress cannol override by legislation. Provisions in FISA thal, by their terms, would prohibit
the warrantless content collection undertaken under STELLAR WIND are thus unconstitutional

. as applied in this conlext. (FSASISTHEWAES

As noted above, there are few precedents to provide conerete guidance concerming
exactly where the line should be drawn defining core Commander-in-Chief auhorities with
which Congress cannol interfere. This Office has long concluded, based on decisions of the
Supreme Court, that the Commander-in-Chief Clause is a substantive grant of autherity to the
President. See, e.g., Memorandum for Charles W. Colson, Special Counse! to the President,
from Williaro H. Rehnquist, Assistant Atlomey General, Office of Legal Counsel, Re: The
President and the War Power: South Vietnam and the Cambodian Sanciuaries 5 (May 22, 1970)
(“Cambodian Sanctwaries”) (“[T)he designation of the President as Commandur-in-Chief of the
Armed Forces is a substantive grant of power.”). It is thus well established in principle that the
Clause provides some area of exclusive Bxecative authority beyond congressional control. The
core of the Commander-in-Chief power is the authority to direct the armed forces in conducting a
military campaign. Thus, the Supreme Court has made elear thal the *President alone” is
“constilutionally invested with the entire charge of hostile operations.” Hamilion v. Dillin, 88
U.S. (21 Wall) 73, B7 (1874); see also United States v. Sweeny, 157 U.S. 281, 284 (1895)
(“[The object of the [Commander-in-Chief Clanse) is evidently to vest in the President . . . such
supreme and undivided conmunand as would be necessary to the prosecution of a successful war.”
{emphasis added)); The Federalist No. 74, at 500 (Hamilton) {“Of all the cares or concerns of
government, the direction of war most peculiarly demands those qualities which distinguish the
exercise of power by a single hand. The direction of war implies the direction of the common
streagth; and the power of directing and employing the comurnon strength, forms au usual and
essential part in the definition of the executive authority.”). Similarly, the Court has stated that,
“[a}s commander-in-chief, [the President] is authorized to direct the movements of the aaval and
military forces placed by law at his command, and to employ them in the manner he may deen
most effectual to harass and conquer and subdue the enemy.” Fleming v. Page, 50 U.S. (9 How.)
603, 615 (1850). As Chief Justice Chase explained in 1866, Congress's power “extends to all
legislation essential to the prosscution of war with vigor and success, excep! such as interferes
with the command of the forces and the conduct of campaigns. That power and duty belong to
the President as commander-in-chief.” Fx parte Milligan, 71 U.S. (4 Wall) 2, 139 (1866)
(Chase, C.J., concurring) {émphasis added); ¢f. Stewart v. Kahn, 78 U.S. (11 Wall.) 493, 506
(1870) (*“The measures {0 be taken in carrying on war . . . are not defined (in the Constitution).
The decision of all such questions rests wholly in the discretion of those to whom the substantial
powers involved are confided by the Constitution.”). (FSH#SESTLWHANE

The President’s authority, moregver, is at its height in responding to an attack upon the
United States. As the Supreme Court emphasized in the Prize Cases, the President is “bound to
resist force by force™; he need not await any congressional sanction fo defend the Nation from
attack and “[h]e must determine what degree of force the crisis demands.” The Prize Cases, 67
U.S. (2 Black) 635, 668, 670 (1863). Based on such authorities, this QOffice has concluded that
Congress has no power to interfere with presidential decisions concerning the actual management
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of a military campaign. See, e.g., Memorandum for Daniel J. Bryant, Assistant Attorney
General, Office of Legistative Affairs, from Patrick Philkin, Deputy Assistant Attomey General,
Office of Legal Counsel, Re: Swift Justice Authorization Act 11-14 (Apr. 8, 2002); Truining of
Brinsh Flying Students in the United States, 40 Qp. Ay Gen. 58, 61 (1941) (“[T]n virtue-of his
rank as head of the forces, hic has certain powers and duties with which Congress cannot
interfere.” (internal quotation marks omilted)).”® As we have noted, “fi]t has never been doubted
that the President's power as Conmandert-in-Chiel authorizes himn, and him alone, to conduct
armed hostilities which have bezen lawfully instiluted.” Cambodian Sanctuaries at LS. And as
we explained in detail above, see supra pp. 29-30, the interception of enemy communications is a
traditional element of the conduct of such hostilities during wartime and necessarity lies al core
of the President's Commander-in-Chief power. EES#SI-STEWH/NE

We believe that STELLAR WIND comes squately within the Commander in Chiel's
authorily 10 conduct the campaign against al Qaeda as patl of the current armed conflicl and that
congressional efforts to prohibit the President’s efforts to inlercept enetrly corumunications
through STELLAR WIND would be an unconstitutional encroachment on the Comunandet-in-

Chief power. EFSHSI-SELWANE)

@ Atong similar fines, Francis Lieber, a principal legat adviser to the Union Amiy during the Civil War,
explained that the “direction of military movemsnt ‘belangs o command, and neither the power of Congress to
raise and support armies, vor the power to make reles (or the government and regulaton of the land and caval
forces, nar the power 1o declare war, gives it the command of the army. Here the constitutional power of the

_President as commander-in-chiel is exclusive.”™ Claronce A. Bardah), War Powers of the Executive in the United
States 118 (l921) (quohng Lieber, Remarks an Army Regulations L8). ()
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On the other side of the balance, there are instances in which executive practice has
recognized some congressional control over the Brecutive’s decisions concemning the armed
forces. No example of which we are aware, however, involves an attempt at congressional

‘regulation of the actual conduct of a campaign against enemy forces.® For example, just before

o

, - % Many bave pointed (o the annual message that Bresident Thomas Jefferson sent to Congress in 1801 as
stipport for the propesition that executive practice in the early days of the Republic acknowledged congressions)
power to regulaie even the President’s convnand over Lhe armed forces. See, e.g., Youngsrawn, 343 U.S. st 64 0.10
(Jackson, 1., concutring); Edward S, Corwin, The President’s Controf of Farcign Relations 131-33 (1917); Louis
Fisier, Presidential #ar Pawer 25 (1995); see alse Abrabam D. Sofacr, War, Foreign Affairs, and Constitutional
Power: The Origing 212 (1976) (“Most comsmentators have accepled this famous statement of deference to
Congress as accurafe and made v good faith.”). tn the message, JefTerson suggested that 2 naval force he had
dispatched to the Mediterranean to answer Uireals to Aznerican shipping from the Barhacy powers was
“[u)uauthorized by the Constitution, without the sanction of Congress, to go beyond the line of defense.” Sofser,
War, Foreign Affairs, and Constinaional Pawer a1 212 {quoting, 11 Annals of Congress 11-12). Bt the arders
actually given to (he naval commanders were quite diffecent. They instructed the officers that; if upon their arrival

55
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World War ll, Attomey General Robert Jackson concluded that the Neutrality Act prolnbiled
President Roosevelt from selling certain armed haval vessels (so-called “mosquilo” boats) and
sending them to Greal Britain. See Acquisition of Naval and Air Bases in Exchange for Over-
Age Desiroyers, 39 Op. Att’y Gen, 484, 496 (1940). Thus, he concluded that Congress could
control the Commander in Chiefs ability (o transfer that war materel. Tha( conclusion,
however, does not imply any acceptance of direct congressional regulation of the Commander in
Chief’s control of the means and methods of engaging the enemy in an actual conflict. Indeed,
Congress’s authority in the context of controlling the sale of American naval vessels 1o another
couniry was arguably bolslered in part by Congress’s authoriy over “provid{ing] and
matitain[ing] a Navy.” U.8. Const. anl. I, § 8, cl. [3. Similarly, in Youngstown Sheet & Tube
Co. v. Sawyer, the Truman Administration readity conceded that, if Congress had by statute
prohibited the setzure of steel mills, Congress’s action would have been controlling. See Bref
for Petitioner at 150, Youngsiown, 343 U.S. 579 (1952) (Nos. 744 and 745) (“The President has
made clear his readiness to accept and execute any Congressional revision of his judgment as to
the necessary and appropriate means of dealing with the emergency in the stee! industry.”).
There again, however, that concession conceming congressional control over a matter of
economic produclion thal might be related Lo the war effort implied no concession conceming

control over the methods of engaging (he enemy. FSHSI-STLWHANT)

Lastly, in terms of execulive authotities, there are many instances in which the Executive,
after taking unilateral action in a wartime emergency, has subsequently sought congressional
ratification of those activns, Most fairiously, President Lincoln sought congressional sanction in
1861 for having enlisted temnporary voluntesrs in the anmy and having enlarged the regular army
and navy while Congress was in recess. See Message to Congress in Special Session (July 4,
L861), in Abraham Lincoln: Speeches and Writings, 1859-1865 at 252 (Don E. Fetwvenhacher ed.
1989). In his pyoclamation ordering these actions, Lincoln explained that his orders would “be
submitted to Congress as soon as assembled.”” Proclemation of May 3, 18617, 12 Stat. 1260.
Such examples shed relatively little light, however, on the distinct question of Presidential
authonity to defy Congress. A decision to seek congressional support can be prompted by many
‘motivations, including a desire for palitical support, and thus does not necessarily reflect any
legal determination that Congress’s power an a particular subject is paramount, In modern {imes,
after al}, several administrations have sought congressional authorizations for use of military
force without conceding that such authorizations were in any way constitutionally required and
while preserving the ability to assert the unconstitutionality ef the War Powers Resolution. See,
e.g., Statement on Siguing the Resolution Authorizing the Use of Military Farce Against Irag, |
Pub. Papers of George Bush 40 (1991} (*[M]y request for cangressional support did not .

in the Mediterranean they should discover (hat the Barbary powers had declared war against the United States, “you
will then distribute your force in such maunner . . . 5o a5 best 1o protect our commerce and chastise their insofcnec —
by sinking, buming or destroying their ghips and vesscls wherever you shall find them.” 4. at 210 (quoting Naval
Documents Related to the United States War With the Barbary Powers 465-67 (1939)); see also David P, Currie,
The Constitution in Congress: The Jeffersanians, 1801-1829 at 128 (2005} (“Neither the Adminisiration's arders
nor the Navy's actious reflected the narraw view of presidential authority Jefferson espoused 1 bis Annual
Message.™); id. at 127 ("Jefferson’s pious words to Congress were to & considersble exrent belied by his own
actions.™), (U}
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constifute any change in the tong-standing positions of the execwtive branch on either the
President's couslitutional authority to use the Armed Forces to defend vital U.S. interests or the
constitutionality of the War Powers Resolution.”). Moreover, mauny actions for which
congressional support has been sought - such as President Lincoln’s action in raising an ammy in
1861 — quite likely do fall primarily under Congress's Article | powers. See U.S. Const. art. |,

§ 8, cl. 12 (granting Congress power ‘(o raise and support Armies™). Again, however, such
actions are readily distinguishable from the direct control over the conduct of a campaign againsi
the enemy. Past practice in seeking congressional support in various other siluations thus sheds

litile light on the precise separation of powers issue here. (FSHS-STEWANE)

There are two decisions of the Supreme Courl that address a conflict between asserted
wartine powers of the Commander in Chief and congressional legislation and that resolve the
conflict in favor of Conpress. They are Litle v. Barreme, 6 U.S. (2 Cranch) 170 (1804), and
Youngsiown Sheet & Tube Co. v. Smwyer, 343 U.S. 579 (1952). These are the cases invariably
cited by proponents of a congressional authority to regulate the Commander-in-Chief power. We
conciude, however, that both are distinguishable from the sitvation presented by STELLAR
WIND in the conflict with al Queda and thus that they do not support the constitutionality of the

vestrictions in FISA as applied here, (FSASHSTLNAHS

Barreme involved a libel brought to recover a ship seized by an officer of the United
States Navy on the high seas during the Quasi War with Franee in 1799. The claimant sought
return of the ship and damages from the officer on the theory that the seizure had been unlawful.
The seizure had been based upon the officer’s orders implementing an act of Congress
suspending commerce between the United States and France. In essence, the orders from the
President to the officer had directed him to seize any American ship bound fo or frem a French
port. The ship in question was suspected of sailing from a French porl. The statute on which the
arders were based, iowever, had authorized solely the seizure of American ships baund {0 8
French port. The Supreme Cowrt concluded that the orders given by the President could not
authorize a seizure beyond the terms of the statute — that 15, they could not authorize anything
beyond seizures of ships sailing fo a French port. As the Court put it, “the legislature seem to
have prescribed that the manner in which this law shall be earried into execution, was (o exclude
a seizure of any vessel not bound to a French port.” Jd, at 177-78 (emphasis omitted). Asa
result, the Court ruled not only that the seizure was not authorized, but also that the officer was
liable in damages, despite having acted within his orders. See id. at 178-79. The decision has
been broadly characterized by some a5 one in which the Covrt concluded that Congress could
restrict by statute the means by which the President as Comumander in Chaef gould direct the
armed forces 1o carry on a war. See, e.g., Gleanon, Constitutional Diplomacy at 13 (*'In Little
.. ., an implied congressional prohibilion against certain naval seizures prevailed over the
President’s constilulional power as comnandet-in-chief.” (fuolnote vmitted)); Foreign and
Military Intelligence, Book I' Firal Rep. of the Senate Select Comm. to Study Gov'tal Operations
with Respect to Intelligence Activities, 3. Rep. No. 94-755, at 39 (1976) (characlerizing Barreme
as “affim[ing]” the “constitutional power of Congress” to limil “the types of seizures that could
be made™ by the Navy); ¢f Heary P. Monaghan, The Pratective Power of the Presidency, 93
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Colum. L. Rev. 1, 24-25 (1993) (arguing that Barrente establishes the principle that the President
has no authority to act “contra legem, even in an emergency'). CFSHSE-STLWHANG

We think such a charactenzation greatly overstales the scope of the decision, which is
limited in three substantial ways. Firsl, the operative section of the statule m question reslricted
the movements of and granted authority to scize American merchant ships.* It was not a
provision that purpocied to regulate by statute the steps the Commander in Chief could lake in
confronting armed vessels of the enemy. Thus, neither in Barrene nor in any other case arising
from the Quasi War (so far as we are aware) did the Supreme Court have occasion Lo rule on
whether, even in the limited and peculiar circumstances of the Quasi War, Congress could have
placed some restriction an the orders the Commander in Chief could issue concerning direct
engagements with enemy forces,* We think that distinction is particunlarly imporiant when the
content collection aspect of STELLLAR WINT is under consideration, because content collection
is directed solely against targeted telephone numbers or g-mails where there is a reason for

believing that one of the comumunicanis is an enemy. (FSHSFSTEWAANE)

Second, and relatedly, it is significant thal the statute in Barreme was expressly cast, not
as a fimitation on the conduct of warfare, but rather as a measure on a subject witlun the core of
Congress's responsibilities under Article I - regulating foreign commerce. See supra n.43

© The text of the first section of the act provided that “from and afler the first day of March next no ship of
vessel owned, hired or emplayed, wholly or ini part, by any persop resident within the United States, and which shall
depar? there from, shall be allowed (2 proceed direcily, or from any intermediate pott or place, to any port or place
withio the territory of the French republic.” Barreme, 6 VLS. (2 Cranch) at | 70 (quoting Act of February 9, 1799)
{¢mphases omificd). Section § provided “[1jhat it shall be lawful for the Prasideut of tic Uniled States, (o give
instructions to the commanders of the public armed ships of the United States, to stop and examine any ship or
vessel of the United States, on the high sea, which there may be reason to suspect to be engaged in any traffic or
cormerce wontrary to the true tenor hereof: and if, upon examination, it shall appear that such ship or vessel is
bound or sailing to any pon ot place within, the lerritory of the French republic, ot her dependeacies, contrary to the
intent of this act, it shall be the duty of the commander of such public atmed vessel, (o seize every such ship or
vessel engaged in such illicit commerce . . ..™ /d. at 171 {(empbases omitied). (U)

“ In face, if anything the one case that came alose o mising such a question tends 10 suggest that the Court
would ot have upheld such 4 restriction. In that case tie Court was careful to coustrue the statutes involved so as
ot to restrict the ability of the armed vessels of the United States t engage armed vessels under French cootral. In
Talbot v. Seeman, 5 U.S. (I Cranch) | (1801t), the (1.3.5. Constitution dad captured an armed merchant vessel, the
Amelig, that, altbough originally under a neniral flag, bad previously been captured and manned by a prize crew
from the French navy. The Couri explained that, under the starutes then in force, there was no law authorizing a
public armed vessel of the United States ta capture such a vessel because, tochrically, in conterplation of $aw it
was still a neutral vessel until the French prige crew had brought it to port and had it formally adjudicated a lawful
prize. Seeid. at 30-3]. The Court concluded that the ¢apturc was lawful, however, because the captain of the
Constitution had probable cavse at the iime of the captuce to doubt the chiaracter of the ship. The Court went on ta
-explain, moreover, that cven if “the character of the Amelia biad been completely ascertained,” the capture still
would have been lawful because “as she was an armed vessel under Fronch authority, and in a condition 0 sunoy
the American commerce, il was [the American captain’s) duty 10 render her incapable of mischief” /d. at 32. The
Court reached tal conclusion even though there was alsa no act of Congress authorizing public anned vessels of
the United States 1o seize such vessels under French control. The Court concluded that the stafutes miust
nevertheless be constoued (o permit, and certainly oot to prohibit, such an action. A a132-33. (U)

38
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(quoting text of Act of February 9, 1799). It happened that many of the actions taken by the
armed forces during the Quasi War invalved solety entforcing restrictions such as that conlained
in the slatule in Barreme. But (hal was part and parcel of the peculiar and limiled nature of the
war that gave it its name. The measures thal Congress imposed restricting commerce took center
stage in the “conflict” because the extent of full-blown hostilities between the armed lorces was
extremely limited. See Alexander DeConde, The Quasi-War 126 (1966) ("“The laws themselves
were half measutes . . . ., were basically defenisive, and were to expire when the commanders of
French ships stopped their depredations against American corumerce. This was why, from the
American point of view, the clash with France was a quasi-war.”). (FSASHSTLWANED

Finally, reviewing Berreme in light of both coalemporary decisions addressing the nature
of the conflict wilh France and later precedents, such as the Prize Cases, 67 U.S. (2 Black) 635
(1863), makes clear that the Supreme Court considered the unusual and limited nature of the
maritime “war” with France a critical factor in concluding that statutes might constrain the
Commander in Chiel’s directives to the armed forces. The Court’s decision was fundamentally
based oo the premise tha the state of affairs with France was nol sufficiently akin (o a full-scale
war for the President to invoke under his own inherent authority the full rights of war that, in
other cases, he nught have at his disposal. As a result, he required the special authorization of
Congress o act. The opinion of the lower court in the case, which is quoted at length in the
report of the Supreme Court decision, makes this premise clear. As the Jower court had
explained: “If & war of a common nature had existed between the United States and France, no
question would be made but the false papers found on boutd, the destruction of the log-book and
other papers, would be a sufficient excuse for the capture, detention and consequent damages. It
is anly to be considered whether the same principles as they respect neutrals are to be applied to

this case.” Id. at 173 (emphasis omitted). (FSASI-STLWHANE)

The opinion of the Supreme Court, delivered by Chief Justice Marshall, echoes the same
prnciple. In framing his discussion, Chief Justice Marshall niade clear that “[iJt is by no means
clear that the president of the United Stales whose high duty il is to ‘take care that the laws be
faith(ully executed,’ and who is commander in chief of the armies and navies of the Uniled
States, might not, without any special authority for that purpose, in the then existing state of
things, have empowered the officers commanding the armed vessels of the United States, (o seize
and send intto port for adjudication, American vessels which were forfeited by being engaged in
this illicit coramerce.” Id. at 177, In other words, “in the then exisling statc.of things™ there was
not a sufficientty clear state of war that the President might have exercised the rights of war to
stop and examine the vessel and interdict commerce with the enemy. Instead, he required
“special anthority far that purpose.” But if he required “special authority” from Congress, the
extent of that authority could necessarily be limited by whatever restrictions Congress might
impose. Of course, because the Court viewed “the then existing stale of things™ as insufficient
for the President to invoke the rights of war under his own inherent authority, the Court had no
occasion (o address the power of Congress to limit the Commander in Chief’s autherity in such a

case. (FEASLSTERHAE)
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This understanding is buttressed by contemporary decisions addressing other actions in
the Quasi War. Such decisions make il clear, for example, that the Court considered the limited
character of the war a peculiar state of affairs in intermational law. As Justice Moore explained
four years earlier in Bus v Tingy, 4 U.S. (4 Dall.} 37 (1800), “our situation is so extraordinary,
that I doubt whether a pacallel case ¢an be traced in the history of nations.” 4. at 39 {(Moore, 1.).
Members of the Court also indicated their understanding that a more “perfect” state of war in
itself could authorize the Executive lo exercise the rights of war, because in such a war “ils
exleni and operalions are only restricted and regulated by the jus belli, forming a part of the law
of nations.” Jd, at 44, 43 (Chase, J.). Indeed, the very same distinction between a full-fledged
state of war (which would inheremly authorize the President to invoke the rights of war as
recognized under the law of nations) and a more qualified state of hostilities (where
congressional aulhorization would be necessary) was also discussed, although it was not central
lo the holding, in Bas v. Tingy. The crilical issue in the case was whether a particular statute
defining the rights of salvage and the portions to be paid for salvage applied to a friendly vessel
recaptured from the French, or whether its application was more restricted in time. Justice
Washington explained his view thal the taw should apply “whenever such a war should exist
between the United States and France, or any other nation, as according to the law of nations, or
special authority, would justify the recapture of friendly vessels.” [fd. at 41-42 (Washington, J.).
That phrasing clearly reflects the assumption that the recapture of & vessel might be authorized
either by the type of war that existed in itseif or by “special autherity” provided by Congress.
Similarly, Justice Washinglon went on to explain that in another case he had concluded as circuit
justice that “neither the sort of war thut subsisted, nor (he special comuuission under which the
American acted, authorised” the capture of a particutar vessel. /d. at 42 (emphases altered).
Again, this analysis reflects the assumption that the Quasi War was not the “sort of war” thal
permitted the Executive (o exercise the full rghts of war under the Commandler in Chief’s
inherent authority, but thal such wars could arise. Given the limited nature of the Quasi War, of
course, in Bas the Court had no oceasion to consider the question whether Congress might
restrict the Commander in Chief’s orders 10 the navy in a situation where the “sort of war thal
subsisted” would have allowed the President on his own authority to invoke the full rights of war

under the law of nations. (FSHSE-STEW/ATE)

Understood in this light, it seems clear that in the Supreme Court’s view, Barreme did not
involve a situation in which there was a sufficiently full-scale war that would, in and of itself,

- suffice to (rigger the powers of the President as Commander in Chief to direct the armed forces
in a campaign. And thus the Court had no accasion to ¢onsider whether Congress might by
statute restrict the President’s power to direct the armed forces as he might see €it in such a
conflict. Much less did the Court consider in Barreme the situation where a full-scale war was
initiated by a foreign atlack - a situation in which, as the Court later made clear in the Prize
Cases, the President would need no special authority from Congress: “If a war be made by
invasion of a fareign nation, the President is not only authorized but bound to resist force by
force. He does not initiate the war, but is bound to accept the challenge without waiting for any
special legislative authority.™ 67 U.S. (2 Black) at 668. (FS#SESTLWAHNE)
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The limited nature of the conflict at issue in Barreme distinguishes it from the current
stale of armed conflict belween the United States and al Qaeda. This conflict has included a full-
scale atlack an the United States that killed thousands of civilians aad precipitated an
unprecedentedly broad Congressional Authorization for the Use of Military Force followed by
major military operalions by U.S. armed forces that continuc to this day. (FS#SI-STEHAEY

The second Supreme Court decision thatinvolves a direct clash between asserted powers
of the Commander in Chiefl and Congress is ¥oungstown, Some commentators have invoked the
holding in Youngsiown and the analysis in Justice Jacksoa’s concurrence to conclude that, at
least when it occurs within the United States, foreign intelligence collection is an area where the
Legislalive and Executive branches share cancurrent authority and that Congress may by statute
comprehensively regulaic the activilics of the Executive. See, e.g., David 8. Eggen, Note,
Executive Order 12,333: An Assessment of the Validity of Warrantless National Security
Searches, 1983 Duke L. J. 611, 636-37; ¢/ John Norton Moare el al., National Security Law
1025 (1990). The case is also roulinely cited more broadly as an affirmation 'of Congress’s
powers even in the face of claims by the Commander in Chief in wartime. [€ is true that
Youngstown involved a situation in which the Exective, relying inter alia on the Commander-
in-Chief power, attempted to take action that Congress had apparently foreclosed by statute, and
that the Supreme Court held the execulive action invalid, Beyond a superficial paralte! at that
level of generality, however, we do not think the analogy to Youngstows is apl.

CRSHSI-STEWANEY

Youngstown involved an efforl by the Prosident - in the face of a threatened work
stoppage —to seize and run steel mills. Steel was a vilal resource far manufacturers to produce
the weapons and other materiel that were necessary to support troops overseas in Korea, See 343
U.S. at 582-84. In drafting the Labor Management Relations Act of 1947 (also known as the
Taft-Hartley Act) Congress had expressly considered the possibility of giving the President the
power to effect such a seizure of indusiry in a time of national emergency. It had rejected that
option, however, and instead provided different mechanisms for resolving labor disputes. See id.
at 586. Other statutes, moreaver, did provide certain mechardsms for seizing industries to ensure
production vital to national defense. See id. at 585-86 & n.2. President Truman, however, chose
not to follow any of these mechanisms and instead asserted inherent authority to seize the milis

to ensure the production of steel. (FSHSI-STEWAN)

The Court rejected the President’s assertion of powers under the Commander-in-Chief
Clause primarily because the connection between the President’s actian and the core
Commander-in-Chief function of commanding the armed farces was simply too atienuated. As
the Court pointed out, “fe}ven though ‘theater of war' [may] be an expanding concept,” the case
cleaily did nol involve the suthority over “day-to-day fighting in a theater of war” Jd. at 587.
Tastead, it involved a dramatic extension of the President’s authority from control over military
operations to conirol over an industry that was vital for supplying other industries that in turn
produced iterus vital for the forces overseas. The almost limitless implications of the theory
behind President Truman's approach — which could potentially permit the President unilateral
authority to control any sector of the economy deemed vital to a war effort — was clearly an
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importan!t factor influencing the Cowrt's decision. Indeed, Justice Jackson's influential
concwiting opinion reveals a clear concem for what might be termed foreign-to-domestic
presidential boolstrapping. The United States became involved in the Korean conflict through
President Truman’s unilateral decision, witheut consulling Congress, to commit U.S. troops to
the defense of South Korea when the North invaded in 1950, That was a national s¢euriy and
foreign policy decision to involve U.S. troops in a wholly foreign war. In Youngsiown, the
President was claiming authority, based upon that foreign war, to extend far-reaching presidential
control into vast sectors of the domestic economy. Justice Jackson expressed “alarm({]” al a
theory under which “a President whose conduct of foreign aflairs is so targely uncontrolied, and
often even is unknown, can vastly enlarge his mastery over the internal affairs of the country by
his own commitment of the Nation’s armed forces to some foreign venture.” Jd at 642 (Jackson,

J., concurring). (FSHSI-STEWANE

Critically, moreover, President Truman’s action involved extending the Executive's
authorily into a field where the Constitution had assigned Congress, in the ordinary case, a
preeminent role. Ay the majority explained, under the Commerce Clpuse, Congress “can make
laws regulating the relationships between employers and employees, prescribing rules designed
1o settle labor disputes, and {ixing wages and working condittons in certain fields of our
economy. The Constitution did not subject (his law-making power of Congress to presidential or
military superviston or control.” Id. al 588; see also id, at 587 ("This is 4 job for the Nation’s
lawmakers, not for its military authorities.”). 1 addition, as Justice Jackson pointed out in
concurrence, Congress is alse given express authority to ““raise and support Anmies’ and “‘to
provide and maintain a Navy." Id. at 643 (Jackson, J., concurring) (quoting U.S. Const, art. 1,

§ 8, cls. 12, 13). These grants of authority seemed to give “Congress primary responsibility for
supplying the armed forces,” id., and the crisis at hand involved a matter of supply. Thus,
Youngstown involved an assertion of executive pawer tiat not only stretched far afield from core
Commander-in-Chief functions, but that did so by intruding info areas where Congress had been
given an express, and likely dominant, role by the Constitution. (FSASI-STEWATE)

The sitvation here presents a very different picture. First, the exercise of exegutive
authority here is not several steps rentoved from the actual conduct of a military campaign. To
the contrary, conten( collection under STELLAR WIND is an intelligence operation undertaken
by the Departtnent of Defense specifically ta defect operational commurtications of etieiny forces
that will enable the Uniled States to detect and disrupt planned attacks, largely by detecting
enemy agents already within the United States. Al Qaeda has already demonstrated an ability,
both on September 11 and subsequently (in cases such as Jose Padilla and Ali al-Marti®) to
insert agents into the United States. As explained above, the efforts under STELLAR WIND to
intercept contmunications that would lead to the discovery of more such agents or other planned

* Al-Matri entercd the United States on September 10, 2001. He was originally “detained in December
2001 a5 2 material witness believed to have evidence about [he terrorist attacks of September 11, and the President
later determined hie is “an enenty combutant affiliaced with al Qasda.” Al-Marr v. Rumsfeld, 360 F.3d 747, 708 (7th
Cir. 2004). @y
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attacks on the Uniled States are a core exercise of Commander-in-Chief authority in the midst of

an armed conflict. (FSASE-STEWANE

In addition, the theme that appeared most strongly in Justice Jackson's concurrence in
Yousigstown cxpressing a concern for a foan of presidential bool-strapping stnuply does not apply
n thié context. Justice Jackson evinced a concern for two aspects of what might be termed boot-
strapping in the Bxecutive's position in Youngstown. First, the President had used his own
inherent constitutional authority to comunit U.S. troops to the Korean conflict. He was then
attempting, without any exptess authorization for the conflict from Congress, to expand his
authority further on 1he basis of the need to suppori the troops already committed to hostilities.
Here, however, Congress expressly provided the President sweeping authority immediately after
September 11, 2001 to use “sll necessary and appropriate force” as he deemed required to protect
the Nation from fuctber attack. Congressional Authorization § 2(8). Second, in Youngsiawn
Justice Jackson was concerned that the President was using an exercise of his Commandet-in-
Chief powers in the foreign realm to justify his assumption of authority over domeslic matters
within the United States. Again, this concern must be understood in light of both the particular
context of the Korean conflict and the type of powers being asserted. There, the conflict was
strictly confined to the Korean peninsula overseas, and there was no suggestion that the
President's actions in the United States had any connection whatsoever to meeting an enemy
threat within the United States. As a result, Youngstowst must not be overread to suggest that the
President’s authorities for engaging the engmy are necessarily somehow less exiensive inside the
United States than they are abroad. The extent of the President's authorities will necessarily
depend on where the enemy is found. Long before Youngstown, il was recognized that, in a
large-scale conflict, the area of operations could readily extend to the continental HUnited States,
even when there are no major engagements of armed forces here. As long ago as 1920 in the
context of the trial of a German officer for spying in World War |, it was recognized that “[w]ith
the progress made in obtaining ways and means for devastation and destruction, the territory of
the United States was certainly within the field of active operations” during the war, particularly
in the port of New York, and that a spy in the United Stales might easily have aided the “hostile
operations” of U-boals off the coast. Uhnited States ex rel. Wessels v. McDonald, 265 F. 754, 764
(E.D.N.Y. 1920). Similarly, in World Wat I, in Ex parte Quirin, 317 U.S. 1 (1942), the
Suprerne Court readily recognized that the President had anthority as Commander in Chief to
capture and try agents of the ¢enemy in the United States, and indeed that he could do so even if
they had never “entered the (heatre or zone of aclive military operations.™ Id. at 38.%

(FSHSI-STLWAHNE)

In this conflict, moreover, the baltlefield was brought (o the United States in the most
literat way on September 11, 2001, and ongoing intelligence indicates that further attacks on the
United States will be attemipted. Tn addition, in this conflict, preciscly because the enemy

“ But see Padilla v. Rumsfeld, 352 ¥.3d 695, 712 (2d Cir. 2003) (halding that an al Qaeda operanve seized
in Chicago could not be detained in South Carglina without statutory authorization because “the President tacks
inherent ¢constitutional anthority zs Commander-in-Chief (o detain American citizens on American 50il outside a
zone of combat®), eert. granred, 124 S, Cr. 1353 (2604). (U)
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operates by stealth and secks to infil{rate the United States undetected, it is the intelligence front
that 1s the most vital aspect of the battle for protecting America. Thus, while some justices in
Youngstown expressed concem al the President’s efforts to ¢laim Cowumnander-in-Chief pawers
for aclions taken in the United Stafes, that concern must be understood in the context of a conflict
thal was limiled wholly (o foreign soil. The North Koreans in 1950 had ne ability to project
force against the continental United States and the Court in Youngstown was not confronted with
such a concem. Al Qaeda, by contrast, has demanstrated itself more successful at projecting
force against the mainland United States than any foreign enemy since British troops burned
Washington, D.C., in the Warof 1812. There is cerlainly nothing in Youngstown (o sugges! that
the Cour? would not agree that, after an altack such as Septemnber 11, American soil was most
emphatically part of the battle zone and that the President’s Comnmander-in-Chief powers would
fully apply to seek out, engage, and defeat the enemy — even in the United States. Similarly,
there is certainly no question of presidential bootstrapping from a “foreign venture” here. This
conflict was thrust upon the Nalion by a foreign atlack carried out directly on American soil.

FSHE-STEWHNTY
Finally, an assettion of gxecutive authority here does not involve extending presidential

power into spheres ordinarily reserved for Congress the contrary, as outlined above
congressional authority in this field is hardly clear,

In short, we do not think that Youngstown provides any persuasive precedent suggesting
that Congress may constitutionally prohibit the President from engaging in the activities

contemplated in STELLAR WIND, €ESASE-STEW/ATE
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FSHS-STEYHANE

Taking into account all the considerations oullined above, we conclude that the signals
imelligence activily undertaken to collect the content of enemy communications under
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STELLAR WIND comes within the core powers of the Commander in Chief in conducling a
military campaign and that provisions in FISA or Title 11] that would prohibit it are
unconstitutional as applied. It is crilicat to our conclusion that the issue arises in the context of 2
war instiftied by an aitack on the United States and necessitating the use of the armed forces (o
defend the Nalton from allack. That brngs this situstion tnto the core of the President’s
Commander-in-Chicl powers [t has Jong been recognized that the President has extensive
unilateral authority even io initiate anned action to protect American lives abroad. See, e.g.,
Durand v, Hollins, 8 F. Cas. 111, 112 (C.C.5.D.N.Y. 1860) (No. 4186). If anything, we believe
that power is greater when the Nation itself is under attack. Tt is fortunate that in our history the
courts have not frequently had occasion to address the powers of the President in responding to
such aggression. In the one precedent most squarely on point, however, the Supreme Court made
abundantly clear that his authority is broad indeed. As the Court put it in the Prize Cases, “[ilf
war be made by invasion of a foreign nation, the President is not only authonized but bound ta
resist force by foree,” 67 U.S. (2 Black) at 668, and “[h]e must determine what degree of force
the crisis demands,” «/. at 670, [( is true thal the Court had no occasion there (o consider the
relative powers of Congress and the President if they should come into conflict. Nevertheless,
the Court’s language in the Prize Cases suggests that if there is any area that lies at the care of
the Commander in Chiel’s power, t is aclions taken directly (o engage the enery in prolecting
the Nation from an attack, [n this regard, it bears emphasis that the obligation {0 “protect each of
{the States) against Invasion” is one of the few affirmative obligations the Constitution places on
the federal government with tespect to the States. U.8. Ceonst. art. IV, § 4. It is primarily the
President, moreaver, who must carry out that charge. Indeed, defense of the Nation is an aspect
of the explicit cath of office that the Constitution prescribes for the President, which states that
the President shall ““to the best of [his] Ability, preserve, protect and defend the Constitution of
the United States.’” U.S. Const. art. II, § 1. Here, we conclude that the content collection
activities under STELLAR WIND are precisely a core exercise of Commander-in-Chief powets
to detect and engage the enemy in protecting the Nation from attack in the midst of a war and
that Congress may not by statute restrict the Commander in Chief’s decisions about such a matter

involving the conduct of a campaign. (FSHSI-STEWANE)

Even if we did not conclude that STELLAR WIND was within the core of the
Commander-in-Chief power with which Congress cannot interfere, we would conclude that the
restrictions in FISA wouald frustrate the President’s ability fo carry out his constitutionally
assigned functions as Commander in Chief and are iropenmissible on that basis. As noted above,
even in prior opinions suggesting that Congress has the power to restrict the Executive's actions
in foreign intelligence collection this Office has always preserved the caveat thaf such restrictions

watild be penuissible only where they do not “go so far as lo render it itmpossible for the
presiden t perform his consttutionaly préscroed ﬁmﬁons."“
Several factors combine to make the FISA process an insufficient mechanism tor responding o

the crisis the President has faced in the wake of the Septetber 11 attacks. (FSASEI-STEWANE)
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To summarize, we conclude only that when (he Nation has been thrust into an ammed
conilict by a foreign attack on the United States and the President determines in his role as
Commander in Chief and sole organ for the Nation in foreign affairs that it is essential for
defense against a further foreign aftack to use the signals intelligence capabijlities of the
Departtnent of Defense within the United States, he has inherent conslitutional authority to direct
electronic surveillance without a warrant to intercept the suspected communijcations of the enemy
- an authority that Congress cannot curtail. We need not, and do not, express any view on
whether the restrictions imposed in FISA are a constitutional exercise of congressiona) power in
circumstances of more routine foreign imtelligence gathering that do not implicate an armed
conflict and direct efforts (o safeguard the Nation from 3 credible danger of foreign attack.
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IXI.  Telephony Dlaling-Type Meta Data Callection — Statutory Analysis

' The second major aspect of the STELLAR WIND program as it is currently opetated is
the collection of telecommunications dialing-type daw“ This
data, known as “meta data," does not mclode the content of communications. Rather, if consists
essentially of the telephone number of the calling party, the (elephone number of the called party,
and the date, time, and duralion of the telephone call. For ease of reference, we will refer (o (his

~ aspect of STELLAR WIND as meta data collection. (FSASHSTEWANE}
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"V, STELLAR WIND Under the Fourth Amendment (FSAS-STEWAANEY
The analysis above establishes that the constraints imposed by FISA and title 18 that

would seem to prohibit the activities undertaken in STELLAR WIND are either best construed to

have been superseded by the C ongressroml Aulhouzano

¢ final step in our analysis requircs an examination of STELLAR WIND under the
tendment, EFSASL-STAM/AT

In determining the scope of executive power lo conduct foreign intelligence searches, we
have already concluded above that there is an ex ceplion (¢ the Fourth Amendment’s warrant
requireruent for such searches. See Part I1.C.1, supra. For that analysis, we assuned that some
activities undertaken under STELLAR WIND would be subject to the Fourth Amendment. ft
remains for us now to turn to a more comprehensive examination of STELLAR WIND under the
Fourth Amendment. Once again, we divide our analysis to address separately (i} interception of
the ¢ontent of comumunications and (ii) the acquisitiop of meta data, (FEHSI-STLWHANE)

We recognize that there may be a sound argument for the praposition that the Fourth
Anendment does not even apply to a military operation such as STELLAR WIND.* Assuming
arguendp, however, that it does apply, we analyze STELLAR WIND's content interceptions
under (he Fourth Amendment standard of reasonableness. As the Supreme Court has explained,
this analysis tequires a balancing of the governmental interest at stake against the degree of

¥ See, ¢.p , Memorandum for Alberto R, Ganzales, Counsel to the President, and William J, Haynes, 1,
General Counsel, Department of Defense, from John C. Yoo, Deputy Assistant Attorney General, and Robert J.
Delahunty, Specral Counsel, Office of Legal Counsel, Re: Authoriry for Use of Milltary Force To Combat Terrorist
Activities Within the United States 25 (Oct. 23, 2001} (“In light of the well-settled understanding that constituiional
constraints must give way in same respects to the exigencies of war, we (hiik that the better view is that the Fourth
Amendment does nat apply to domestic military operntions desigied to deter and prevent further terrorist attecks.™).

(L)
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infrusion into protecied areas of privacy. See, e.g., Buard of Educe. v. Earls, 536 U.S. 822, 829
(2002) (“[Wie generally delznnine the reasonableness ol a search by balancing the nature of the
intrusion on the individual’s privacy against the promotion of legitimate governmental
interests.”). Under that balancing, we conclude thal the searches at issue here are reasonable,

(FSHSH-SFHANG

As [or meta dala collection, as explained below, we conclude that under the Supreme
Court’s decision in Smith v. Maryland, 442 U.S. 735 (1979), the interception of the routing
information for both telephone ¢alls and e-mails does not implicate any Fourth Amendment

interests.® (FSHS-STEWHNE

A STELLAR WIND Content Interceptions Are Reasonable Under Balancing-
of-Interests Analysis (FSHS-STRWANE

Under the standard balancing of interests analysis used for gauging reasonableness, the
STELLAR WIND interceptions would pass muster under the Fourth Amendment. As the
Supreme Court has emphusized repeatedly, “{t]he touchstone of the Fousth Amendment is
reasonableness, and the reasonableness of a search i1s determined by assessing, on the one hand,
the degree to which it intrudes upon an individual’s privacy and, an the other, the degree to
which it is needed for the pramotion of legilimate goveramenta! interests.” United States v.
Knights, 534 U.S. 112, 118-19 (2001). The Court has {ound a search reasonable when, under the
totality of the circumstances, the “importance of thie govermmental interests” has outweighed the
“nature and quality of the inlrusion o the individual’s Fourth Amendment interests.” Tennessee

v. Garner, 4T1U.S. 1, 8 (1985). (FGAHST-SELWHNE)

We begin by addressing the individual privacy interests af stake. There can be no doubt
thal, as a general maiter, interception of the content of telephone communications implicates a
significant privacy interest of the individual whose conversation is intercepted. The Supreme
Court has made clear at least since Katz v. United States, 389 1.8, 347 (1967), that individuals
have a substantial and constitutionalty protected reasonable expectation of privacy that their
telephone conversations will not be subject ta governmental eavesdrapping. The same privacy
interest likely applies, absent individual circumstances lessening that interest, to the contents of
e-mail communications, Although the individual privacy interes(s at stake may be substantial, it
1s well recognized that a variety of governmental interests — including routine law enforcement
and foreign-inteltigence gathering - can overcome those interests, (FSHSI-STLWANE)

On the other side of the fedger here, the government’s interest ig conducting the
surveillance is the most compelling interest possible — securing the Mation from foreign attack in
the midst of an armed conflict. One attack has already taken thousands of lives and placcd the
Nation in state of armed conflict. Defending the Nation from attack is perhaps the most

% Although this memorandum eveluates the STELLAR WIND program under the Fourth Amendment, we
do not here analyze (he specific procedures followed by the NSA in implementing the program.

FSHE-STEWATS
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important function of the federal government ~ and one of the (ew express obligations of the
governinenl enshrined in the Constitution, See U.S. Const. art. [V, § 4 (“The Umted States shall
guarantee 10 every State in this Union s Republican Farw of Govemmenl, and shall protect each
of them against Invasion . ., ."} (craphasis added). As the Supreme Court has declared, (i)t is
‘ubvivus and unarguable’ thal no govemmental interest is more compelling than the security of
the Nation.” Heaig v. Agee, 453 U.S. 280, 307 (1981). Cf. The Federalist No. 23, al 148
(Alexander Hamilton) (Jacob E. Cooke ed. 1961) (“[T}here can be no limitation of that authoerity,
which is o provide for (he defence and protection of the community, in any matler essential to ils

efficacy.”). (FSHSL-STAHAES

As we have explained in previous mt-moranda,_the
government’s overwhelming inlerest in detecting and thwarting fusther al Qaeda atlacks is ¢asity

sufficient o make reasonable the inlrusion into privacy involved in intercepling selected
communications. The nalion has already suffered one attack that disrupted the Nation’s {inancial
center for days and that successfuily struck at the command and control center for the Nation’s
military. In initiating STELLAR WIND, moreover, the President specifically concluded that al
Qaeda had the ability and inteat to carty oul further attacks that could result in massive loss of
Life and destruction of property and (hat might even threaten the conlinuity of the federal
government. As noted above. the Scptemher 1L attack incorporated some aspects of a deliberate

Of course, because the magmtude of the govemmam s mtcrcst here depends in part upon
the threat posed by al Qaeda, § .
balance to change over time.

t 1s thus significant for the reasonableness of the STELLAR
program that the President has established a system under which the surveillapes is
authorized only for a limiled period, typically for 30 to 45 days, This ensures (hat the
justification for the program is regularly reexamined. Indeed, each reauthorization is
accompanied by a fresh reasseasment of the current threat posed by al Qaeda. As explained
above, before each reauthorization, the Dicector of Central Intelligence and the Secretary of
Defense prepare a memorandum for the President highlighting some of the current information
relating to threats from al Qaeda and providing their assessment as to whether al Qaeda still
poses a substantial threat of carrying oul an attack in the United States. Each Presidential
Authorization of the program is thus based on a currcnt threat assessment and includes the
President’s specific deternination that, based upon information available to him from all sources,

, W@m#—ﬁ%%%ﬁ-m
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We should also note Ilcre—that, even based

upon the limited range of information available to us - which is less than the tolality ol
information upon which the President bases his decisions concerming the continuation of
STELLAR WIND - there is ample basis on which to conclude that the threat posed by al Qaeda
continues to be of a sulficient ;nagnitude 1o justify the STELLAR WIND program for Fourth
Armendment purposes. We nole here only some of the highlights that have appeared in the
{hreat-related intelligence reporting available to the President and relevant for evaluating the
current threat posed by al Qagda: (FSHSE-STIRADE)
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Finally, as part of the balancing of interests to evaluate Fourth Amendment
reasonableness, we think it is significant that content interception under STELLAR WIND is
limited solely to those intemational communications for which “there are reasonable grounds to
believe . . . [that] a party to such communication is a group engaged in international terrorism, or
activities in preparation therefor, or any agent of such a group.” March 11, 2004 Authorization

The interception is thus targeted precisely at communications for which there is already a
reasonable basis to think there is a terrorism connection. This is relevant because (he Supreme
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Court has indicaled that in evaluating reasonableness, one should consider the “efficacy of the]
means for addressing the problem.” Vernonia Sch. Dist. 47J v, Acton, 515 U.S. 646, 663 (1995);
see also Earls, 536 1.S. at 834 (“Finally, this Court must consider the nature and immediacy of
the govermment's concerns and the efficacy of the Policy in meeting them.™). This does not
mean, of course, that reasonablencss requires the “least intrusive" or most “narrowly tailored”
means for oblaining information. Ta the contrary, the Supreme Court has repealedly rejected
such suggestions. See, e.g., Earls, 536 U.S. al §37 ([ T]his Court has repeatedly slated that
reasonableness under the Fourth Amendment does not require employing the least intrusive
means, because the logic of such elaborate less-restrictive-alternative arguments could raise
insuperable barriers to the exercise of virtually all search-and-seizure powers.”) (internal
quotation marks omitied); Fernonia, 515 U.S. at 663 (*We have repeatedly refused lo declare
that only the ‘least intrusive' search practicable can be reasonable under the Fourth
Amendment.”). Nevertheless, the Court has indicated that some consideration of the efficacy of
the search being implemented — thal is, some measure of fit between the search and (he desired
objective — is relevant (o the reasonableness analysis.* Thus, a program of surveillance that
operated by listening to the conient of every telephone call in the United States in order to find
those calls that migly relate lo terrorism would require us to consider a rather difference balance
here. STELLAR WIND, however, is precisely targeted to intercept solely those international
cormmuuications for which there are reasonable grounds #lready o believe there is a terronism
connection, a limitation which further strongly suppotts the reasonableness of the searches.

FSHSESTLWANT

In light of the considerations outlined above, taking into account the totality of the
circumstances, including the nature of the privacy interest at stake, the overwhelming
governmental interest involved, the threat that al Qaeda continues to pose 1o the United States,
and the targeted nawre of the surveillance at issue, we conclude that the content interception
undertaken through STELLAR WIND continues to be reasonable under the Fourth Amendment.

(FSHEESTEWIANE)

¥ This considewtion has often been refevant in cases that involve somie form of suspicionless search. Even
in thosc cascs, morcover, the Court has nade clear that the measure of efficacy required is ntot 3 stringent or
demanding numenical measure of success. For exarnple, n considering the use of warrantless road blocks to
accomplish temporary seizres of autamobiles 1o screen drivers for signs of drunken driving, the Court nated that
the road blocks resulted wn the arrest for drunken driving of only 1.6 percent of the drivers passiug through the
checkpoint. The Cowrt coneluded that this success rate established sufficisnt “efficacy™ to sustain die
constitutionality of the practice. Sze Michigan Dep 't of State Pulice v, Sitz, 496 U.S. 444, 454-55 (1990).
Similazly, the Court has approved the use of roadblocks that detested illegat immigrants in only (.12 percent of (he
vehicles passing through the checkpoint. See United States v Martinez-Fuerte, 428 U.S. 543, 554 (1976). What the
Court has warned against is the use of random and standardless searches, giving potentially arbitrary discretion to
officers conducting the scatches, for which there is “#o empirical evidence” to support the conclusion that (hey wili
pramote the governmenl objective at hand. Sitz, 496 U.S. at 4534. (U)
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B. Acquisition of Meta Data Does Not Imiplicate the Fourth Amengment

The Faurth Amendmenl analysis for the acquisition of meta data is substantially simpler.
The Supreme Court has squarely deterrnined that an individual has ne Fourth Amendment
protecied “legitimate expeclation of privacy regarding (he numbers he dialed on his phone.”
Smith v. Maryland, 442 U.8. 735, 742 (1979} (interal quolation marks omitted). In Sarith, the
, Court was consideting the warrantless use of a pen register (o record the numbers thal a person
had called on his telepbone. In evaluating whether an individual could claim a reasonable
expectation of privacy in such numbers, the Court explained that (elephone subscribers know that
they mwust convey the numbers they wish to call lo the telephone company in order for the
company to complete the call for them. T addition, subscribers know (hal the teleplione
company can and usually does record such numbers for billing purposes. As a resudt, the Court
concluded that subscribers cannot ¢laim “any general expectation thal the numbers they dial will
rerain secrel.” /d. at 743, The situation fell squarely inta the line of cases in which the Court
had ruled that “a person has nio legitimate expectation of privacy in information he voluntarily
turns aver to third parties.” /o at 743-44; see also United States v. Miller, 425 U.S. 435, 443
(1976) (“This Court has held repeatedly that the Fourth Amendment does niot prohibit the
obtaining of information revealed to a third party and conveyed by him to Government
authorities, even tf the information is revealed on the assumnption that it will be used only for a
lirgjted purpose and the confidence placed in the third party will not be betrayed.”). There could
be, therefore, “ne legitimate expectation of privacy here,” 442 U).8. at 744.

First, e-matl users have no subjective expectation of privacy in e-mait meta data
information. Just like the aumbers that a calier dials on a telephone, the addressing information
on an e-mail is freely shared with an e-matl service provider to enable the delivery of the

IGYCatt LRNER a request for

business records is lrrclevnm (‘or pumases ol' the coasnmtlonui ana!ysls The fact remauwns that the information
gathered - the dialing number information showing with whom 2 person hias beea in contact - is nat protected under

the Fourth Amendment., £FSHS-STEWINE
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message. The user fully knows that he must share that information to have his mail delivered.™
Eqws lllé.~; Sq:{ n“q ;Fa

Second, even if a user could somehow clair a subjective expeclation of privacy in e-mail
meta data, that is nol an expectation “that sociely is prepared lo recognize as ‘reasonable.”™ Katz,
389 1).S. at 361 (Harlan, J., concurring). Just as (elephone users who “voluntarily convey[]”
information to the phone company “ia the ordinary cotirse” of making a call “assum{e} the risk™
that this information will be passed on to the government or others, Smith, 442 (1.5. at 744
{(internal quotation marks ornitted), so too do e-mail users assume the risk that the addressing
information on their e-mails may be shared. Thus, such addressing information is simply not

prolecied by the Fourth Amendment. (FSASH-STRWAES

This conclusion is strongly supported by another analogy that could be used to assess the
Fourth Amendment protection warranted for addressing information on e-mails - the analogy 1o
regular letlers in the U.S. mail. Lower courts have consisteatly concluded that the Fourth
Amendment is not implicated by “mait covers,” through which postal officials monitor and
report for regular letter mail the same type of informalion contained in e-mail meta data - i.e.,
information on the face of the envelope, including the name of the addressee, the postmark, the
name and address of the sender (il it appears), and the class of mail. See, e.g., United States v.
Chonte, 576 F.2d 165, 174-77 (9th Cir. 1978); ¢f. Uhnited States v. Charbonneau, 979 F. Supp.
1177, 1184 (8.D. Ohio 1997) (“E-mail is aimost equivalent to sending a letter via the mails.”);
United States v. Maxwell, 45 M.J. 406, 418 (C.A.AF. 1996} (“In a sense, e-mail is like 2
tetter.™). Courts have reasoned that *[s]enders knowingly expose[] the outsides of the mail to
postal employees and others,” Choate, 576 F.2d at 177, and therefore have “no reasonable
expectation that such information will remain unobserved,” id, at 175; see also Vreeken v. Dawis,
718 F.2d 343, 347-48 (10th Cir. 1983) (concluding the "mail cover at issue in the instani case is
indistinguishable in any iraporiant respect from the pen register at issue in Smith™); United States
v. DePoli, 628 F.2d 779, 786 (2d Cir. 1980} (“[T]here is no reasonable expectation of privacy
with regard to the outside of a fetter . . . .); United States v. Huie, 593 F.2d 14, 15 (5th Cir.
1979) (per curiam) (“There is no reascnable expectation of privacy in information placed on the
cxterior of mailed ilems . . . ). Commentators have also recognized that e-mail addressing
information is analogous to telephone numbers and mail covers, see Orin S. Kerr, fnternes
Surveillance Law after the USA PATRIOT Act: The Big Brother That Isn't, 97 Nw. U. L. Rev.
607, 611-15 (2003}, and that, “[gliven the logic of Smith, the [Supreme] Court is unlikely (o
recognize a constitutional difference between e-mait addressing information and the infonmation
that a telephone pen register reveals,” Tracey Maclia, Katz, Kyllo, and Techrology, 72 Miss. LJ.

51, 132 (2002). (FSHSI-STEWHAE

% The Swmith Coust also noled that telephone customers must realize that telephane companies will track
dialing information in some cases because it “aid{s] in the identification of persons making annoying ot abscene
calls.” Smith, 442 U.S. at 742. The same subjective expectations hold true for ugers of Internet e-mail, who should
know that [SPs can keep records to identify and supgrcss Yannoying or obscene” messages from ananymous
senders. Individuals are regularly bambacded with unsolicited, offensive materinf through Internel e-mail, and the
senders of such e~mail intentionally cloak their identity. See The CAN-SPAM Act of 2003, Pub. L. No. {08-187,
§ 2(a),117 Stat. 2699, 2699-700 (congressional (indings on this point), {FSHSI-STLWANEY
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In qur view, therefore, well-established principles indicate that the cotlection of e-mail
meta data does nol qualify as a “search”™ implicating the Fourth Amendment.¥?

FESHSHSTEYHAY
Tbus, we affirm our conclusion that STELLAR WIND meta data collection does not
involve the collection of information in which persons have a legitimate expectation of privac
that it does not amount to a search under the Fourth Amendment. H
CONCLUSION (W)

Por the foregoing reasons, we conclude thal, notwithstanding the prohibitions of FISA
and title 18, under the current ciccumstances of the ongoing armed conflict with al Qacda and in
light of the broad authotity conferred in the Congressional Authorization, the President, as
Commander in Chief and Chief Executive, has legal authority to authorize the NSA to conduct
the signals-intelligence activities described above; that lie activities, to the extent they are
searches subjest to the Fourth Amendment, comport with the requirements of the Fourth
Amendment; and thus that the operation of the STELLAR WIND program as described above is

lawkul. (FSASFSTLEVHAN-

Please let me know ifwe can be of further assistance. (U)

O it

Jack L. Goldsmith, 10
Assistant Attorney General

1 should be clear from the discussion above that STELLAR
mela data collection wvolves the acqusition of data borh for telephone calls and for e-mails ard that our
Fourth Amendment analysis above applies to both. CRS#SE-STLAWANTR
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