
Relevant Entity Douments Provided
1 Formal or informal policies, guidance, procedures, 

bulletins, memoranda, and/or legal opinions pertaining 
to TTRTs, including but not limited to, records 
concerning:

1(a) How travelers are screened and/or targeted for 
interviews or inspection by TTRTs

1(b) Profiling based on race, religion, ethnicity, and/or 
national origin and their proxies, such as name or 
appearance;

1(C) Whether and how a watchlist nomination may result 
from TTRT interviews or inspection

1(d) The retention, storage, sharing, and/or deletion of 
information about travelers subject to TTRT interviews or 
inspection

CBP Systems Policy

2 Training and/or course materials for TTRT officers, 
whether developed by CBP or by other agencies, 
including but not limited to materials related to reliance 
on race, religion, ethnicity, and/or national origin and 
their proxies;

3 Formal or informal reports, evaluations, audits, or 
analyses concerning the effectiveness of TTRTs

4 Records sufficient to show, since January 1, 2017
4(a) The number of individuals denied entry as a result ofTTRT 

activities and their immigration status and/or basis for 
application for admission

4(b) The races, ethnicities, and/or national origins of the 
individuals denied entry as a result ofTTRT activities

5 Records sufficient to show, since January 1, 2017

5(a)

The number of individuals targeted for interview or 
inspection by TTRTs and their immigration status and/or 
basis for application for admission

5(b)

The races, ethnicities, and/or national origins of the 
individuals targeted for interview or inspection by TTR Ts

5(c)

The number of individuals targeted for interview or 
inspection by TTRTs for the purpose of gathering 
information about third parties, including watchlisted 
persons

Requested Records

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)
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Relevant Entity Douments ProvidedRequested Records
6

Records sufficient to show the number of individuals 
nominated to a watchlist by TTRTs since January 1, 2017

7 Records sufficient to show, since January 1, 2017
7(a) The number of individuals targeted for interview or 

inspection by TTR Ts who were asked to but declined to 
sign Form 1-275, "Withdrawal of Application for 
Admission"

7(b) The number of individuals targeted for interview or 
inspection by TTRTs who signed Form 1-275

7(c) The number of individuals targeted for interview or 
inspection by TTRTs for whom Forms 1-867 A, which 
contains a record of the basis for CBP's determination 
that an individual is subject to Expedited Removal, and/or 
l- 867B, which consists of questions designed to assess 
whether a traveler has a fear of returning to his or her 
country, were prepared

7(d) The number of individuals targeted for interview or 
inspection by TTR Ts for whom Form 1-870, "Notice and 
Order of Expedited Removal," was prepared

8 Records concerning complaints, grievances, and/or 
concerns raised by CBP officers or other government 
officials related to TTRTs

9 Records concerning investigations of and/or disciplinary 
action related to TTRT officers;

10
All records created, sent, received, referenced, and/or 
used in fulfilling and/or responding to this Request.

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)
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MAY 2 2 2019 

MEMORANDUM FOR: 

FROM: 

SUBJECT: 

a .. a .. • • • • 

(b) (?)(E) 
xecut1ve Operations 

Office of Field Operations 

1300 Pennsylvania Avenue NW 
Washingcon, DC 20229 

U.S. Customs and 
Border Protection 

Border Search of Electronic Devices - Field Guidance (Revised) 

In an effo11 to enhance U.S. Customs and Border Protection's (CBP) efforts 

·af o 1s Division, is updating the January 12, 20 18, memo to 
Please carefully review CBP Directive 3340-049A, 

Border Search of Electronic Devices and the u dated muster and ensure that ou are familiar 
with all of its requirements. 

If an Advanced Search is to be performed on the device of an individual arrested at the time of 
CBP's examination, the search must be undertaken as part of a border search and not as a search 
incident to arrest. Following the Supreme Court's decision in Riley v. California, 134 S. Ct. 
24 73 (2014), law enforcement may not conduct a search incident to an-est of information in an 
arrestee's cell phone or other electronic media or storage device. 

For Official Use OnJy//Law Enforcement Sensitive 
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The guidance outlined in the attached muster must be disseminated to all CBP Officers 
performing border searches. CBP managers and supervisors must be personally involved in 
ensuring that this Directive and related uidance is followed. If you have a!ijuesti°jjjlease 
have a member of your staff contac • • • OD Director at DJ.BJ W ,,,n,...rogram Manager at I • I 

Attachment 

For Official Use Only//Law Enforcement Sensitive 
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Weekly Muster for CBP Officers 

Weck of Muster: May 13, 2019 

Topic: Border Search of Electronic Devices - Directive 3340-049A 

Headquarters POC: (b) (6), (b) (7)(C) 

Office: Office of Field Operations, Tactical Operations Division 

U.S. Customs and Border Protection (CBP), Office of Field Operations (OFO), Tactical 
Operations Division, is reaffinning policy and providing guidance regarding the updated CBP 
Directive 3340-049A, Border Search ofE!ectronic Devices, issued January 4, 2018 and 
additional guidance to the muster issued January 12, 2018. The additional guidance can be 
found in the last bullet of this muster. Please carefully review the updated Directive in particular 
5.1.4 and ensure that you are familiar with all of its requirements. Border searches of electronic 
devices (including but not limited, to cell phones, laptops, hard drives, flash drives, and SIM 
cards) must be performed judiciously and responsibly and with close adherence to CBP policy. 

Many factors may constitute a national securi ty concern or create reasonable suspicion of a 
violation of the laws enforced or administered by CBP. All articulable factors resulting in an 
Advanced Search should be clearl documented. In accordance to OFO policy, 

• 
• 

• 

• 

• 
• 

If an Advanced Search is to be performed on the device of an individual arrested at the time of 
CB P's examination, the search must be undertaken as part of a border search and not as a search 
incident to arrest. Following the Supreme Court's decision in Riley v. California, 134 S. Ct. 
24 73 (2014), law enforcement may not conduct a search incident to arrest of information in an 
arrestee's cell phone or other electronic media or storage device. 

(b) (?)(E) 
For Official Use Only//Law Enforcement Sensitive 
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(b) (7)(E) 
Travelers are obligated to present electronic devices and the information contained therein in a 
condition that allows inspection of the device and its contents. If a traveler refuses to provide a 
password, or present the phone for inspection, Officers should consult a supervisor regarding 
possible detention of the device. 

In addition, as set forth in section 5.2 of the Directive, Officers will contact the CBP 
Associate/ Assistant Chief Counsel office prior to any border search of files or other materials 
that are identified or have been asserted to be protected by attorney-client privilege or attorney 
work product privilege. During the inspection and interaction with the traveler, Officers will 
seek clarification, if practicable in writing, from the individual asserting this privilege as to 
specific files, file types, fo lders, categories of files , attorney or client names, email addresses, 
phone numbers, or other particulars that may be of assistance in identifying privileged 
information. 

An !OEM must be completed for every border search of an electronic device, whether basic or 
advanced. As noted in prior guidance, all narratives must include a clear and detailed description 
of the reasons for the Officer's decision to search or to detain an electronic device, or copies 
thereof, for further inspection. 

Supervisors must thoroughly review and confirm this information prior to approving the report. 

For Official Use Only//Law Enforcement Sensitive 

CLEAR v. CBP, 19-CV-07079  HOWARD DECLARATION  EXHIBIT H  006



DEPARTMENT OF HOMELAND SECURITY 
U.S. Customs and Border Protection 

CDP DIRECTIVE NO WJ-] DATE: June 71 2014 
ORIGINATING OFFICE: OFO:NTC 
REVIEW DATE: June 2017 

SUBJECT: Passenger Analytical Unit Procedures for Targeting High-Risk Travelers 

1 PURPOSE. 

The purpose of this directive is to provide operational guidance and communication protocols for 
personnel assigned to passenger targeting duties as part of U.S. Customs and Border Protection's 
layered border enforcement strategy. 

2 POLICY. 

2.1 CBP's priority mission is to safeguard the American homeland and protect the public 
against terrorists and instruments of terror, by detecting and interdicting the cross-border 
movement of terrorists and their funding, weapons, and instruments, including weapons of mass 
effect (WME) and their precursors. 

2.2 CBP identifies high risk travelers arriving at or departing from a U.S. port of entry 
(POE). Once identified, CBP conducts additional research and analysis and takes appropriate 
action, which includes but is not limited to interdicting, preventing boarding, denying entry, 
arresting, pursuing criminal prosecution, conducting secondary examination, or collaborating 
with investigative and intelligence partners to further investigations or enforcement actions. 

3 DEFINITIONS. 

3.1 Automated Targeting System {A1;S'): Decision support tool that compares traveler, cargo, 
and conveyance information against law enforcement, intelligence, and other enforcement data 
using risk-based targeting scenarios and assessments and assists CBP personnel in identifying 
individuals who, and cargo which, warrant additional inspection or examination. 

3.2 CBP Personnel: For the purpose of this directive, is defined as CBP Officers (CBPO), 
CBP Agricultural Specialists (CBP AS), and supervisory CBPO or CBP AS. 

3.3 Counter-Terrorism ReS.JJOnse (CTR): A capability available at each port of entry 
commensurate with operational requirements to respond to known or suspected terrorists 
attempting to enter the United States. 

3.4 High-Risk Traveler: Those travelers deemed by CBP to pose a potential threat to the 
safety or security of the homeland or those likely to be inadmissible upon arrival to the United 
States. 
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(b) (?)(E) 
3.6 Immigration Advisory Program (JAP)!Joint Security Program (JSP): CBP officers 
deployed to key transit hubs overseas to work with border control authorities, foreign law 
enforcement, and air carriers to identify and prevent terrorists and other high-risk passengers 
from boarding aircraft destined to the United States. 

3.7 No Board Recommendation: Recommendation to carriers to deny the boarding of certain 
high-risk individuals. 

(b) (?)(E) 
3.9 Passenger Analytical Units (PAU): Any Field Office or Port unit, in any operational 
environment, involved in the targeting or analysis of passengers destined to or departing from the 
United States to include, but not limited to, officially designated PAUs, Regional Carrier Liaison 
Groups (RCLGs), or CBP personnel assigned to perform (b) (?)(E) 

3.10 PA U Supervisor: CBP supervisor responsible for the management and oversight of 
Passenger Analytical Units (PAUs). 

3.11 Ports ofEntry: Designated locations (seaports, airports, or land border ports) where CBP 
personnel are authorized to accept entries of merchandise, inspect travelers, collect duties, and 
enforce the various provisions of CBP and other agency laws. 

3.12 Post Seizure Analysis: The process of analyzing the facts and circumstance surrounding 
a significant enforcement action to identify additional links and/or methods of operations that 
may result in additional seizures or intercepts. 

3.13 Pre-Departure Targeting: A review of high-risk traveler data, prior to the departure of a 
carrier which transmits advance traveler data, to identify those who may pose a threat to that 
carrier or to national security or who would likely be inadmissible upon arrival to the United 
States. 

3.14 Regional Carrier Liaison Groups (RCLG): CBP components, established in Honolulu, 
Miami, and New York, that function as regional points of contact for international carriers and 
foreign immigration authorities. The RCLG respond to carrier inquiries concerning the validity 
of travel documents presented or admissibility of travelers. Additionally, CBP officers at the 
NTC-P work with the RCLG officers to make recommendations to foreign carriers that boarding 
be denied to individuals traveling to the United States who have been identified as being national 
security related threats, ineligible for admission or who are traveling on fraudulent or 
fraudulently obtained documents prior to boarding a flight to the United States. 
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3.15 Targeting: Risk assessment conducted through research using all available infonnation, 
including U.S. government systems and open source infonnation in conjunction with established 
analytical techniques and procedures to identify high-risk individuals. 

3 .16 Targeting Framework (J'FJ: A case management system comprised of customizable 
framework components for intelligence-based research and vetting. It is the case management 
system used by the National Targeting Center and is available to field personnel. 

3.17 Terrorist Screening Database O:SDB): Database maintained by the Terrorist Screening 
Center containing sensitive but unclassified identifiers (ex. names and dates ofbi 
individuals who based on reasonable sus icio are known or sus ected terrorists. 

3.18 Transnational Organized Crime: Organized crime coordinated across international 
borders, involving groups or networks of individuals working in more than one country to plan 
and execute illegal business ventures. 

4 AUTHORITY/REFERENCES. 

• Immigration and Nationality Act (INA); 
• Title 19 of the U.S. Code; 
• =ding To Potential Terrorists Seeking Entry into the United States, Directive pp 
• Commissioner's Situation Room Reporting, Directive 
• Incident Mana ement Coordination Directive 
• 
• NTC and Passenger Analytical Units (PA Us) memo and muster, April 2012; 
• Ni f I ii r C nt R i r J 2012 . . . : . - -
• (b) (?)(E) 
• National Passenger Targeting Programs and Policies memo and muster, January 2010; 
• Use of Regional Carrier Liaison Groups (RCLGs) in Support of the National Targeting 

Center - Passenger (NTC-PJ Operations memo, Janu 20 IO; 
• 

• 

• 

• 
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• Port of Entry Use of the Intelligence and Operations Framework System memo, October 
2009; 

• National Targeting Center - Passenger Outbound Targeting Initiative (b) (7)(E) 
memo, Se tember 2009; 

• 
• Preclearance Alert Procedures memo and muster, August 2008; 

• (b) (7)(E) 
• CBP Air Advanced Passenger Information System (APIS) Guide, April 2008; 
• DHS Policy for Internal Information Exchange and Sharing, February 2007; 
• Seaport and Airport Passenger Analysis Unit Memo, December 2006. 

5 RESPONSIBLITIES. 

5.1 Office of the Commissioner 

5.1.1 The Commissioner has overall responsibility for establishing policy regarding CBP 
targeting of high risk travelers. 

5.2 Office of Field Operations 

5.2. l The Assistant Commissioner, Office of Field Operations (OFO), is responsible for 
ensuring this directive is provided to and adhered to by all Field Offices. 

5.2.2 The Executive Director, National Targeting Center (NTC), is responsible for providing 
policy and program oversight for PAUs operating in the air, land, and maritime environments. 

5.2.3 The Executive Directors, NTC and Operations (OPS), are responsible for facilitating 
collaboration between PAU and Tactical Analytical Units (TAU). 

5.2.4 The Executive Director, Admissibility and Passenger Programs (APP) is responsible for 
ensuring coordination between IAP/JSP and PAUs. 

5.2.5 The Executive Director, Mission Support, is responsible for coordinating PAU related 
training in collaboration with NTC. 

5.2.6 The Director, NTC-Passenger, is responsible for conducting strategic targeting and 
analysis related to travelers arriving at, destined to, or departing from the United States and 
providing tactical information and analytical support to the field, including PAUs. 

5.2.7 Directors, Field Operations (DFO), shall ensure that POE(s) under their supervision have 
developed procedures consistent with this directive. DFOs are responsible for ensuring 
compliance with the National Treasury Employees Union (NTEU) agreement regarding bid, 
rotation, and placement ofCBP personnel within PAUs. 
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5.3 National Targeting Center - Passenger (NTC-P) 

5.3.1 NTC-P has the primary responsibility for targeting high-risk passengers prior to boarding 
a commercial carrier bound for the United States in the air and sea environments, and 
coordinating appropriate responses with the field, including PAUs, RCLG and IAP. 

5.3.2 NTC-P is responsible for coordinating CBP field-level activities related to anti-terrorism 
efforts with other headquarters-level government agencies, including the Terrorist Screening 
Center. 

5.4 Port Management 

5.4.1 Port Directors are responsible for ensuring that local procedures are developed consistent 
with this directive. 

5.4.2 Port Directors are responsible for ensuring that CBP personnel assigned to PAUs adhere 
to the provisions of this directive and local procedures. 

5.4.3 Port Directors, or their designees, are responsible for maintaining appropriate levels of 
PAU staffing during operational hours and ensuring that those personnel possess the skill sets 
necessary to identify and fully assess suspected high-risk travelers. At those locations where 
limited resources preclude the establishment of a PAU, Port Directors are responsible for 
assigning CBP personnel to vet travelers consistent with the policies and procedures in this 
directive. 

5.4.4 Port Directors, or their designees, are responsible for ensuring that PAUs conduct 
targeting and risk assessment on passengers for all modes of travel pertinent to the operational 
environments within their area of responsibility. 

5.4.7 Port Directors, or their designees, are responsible for ensuring designated PAU personnel 
obtain and maintain access to ATS, TECS, and other law enforcement and/or passenger targeting 
databases, as appropriate. 

5 4 s P rt o· t th . d . 
I I :. ~ 'bl f• th tall fl di 'th 

(b) (7)(E) 
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5.4.9 Port Directors, or their designees, are responsible for ensuring necessary reporting, to 
include Commissioner's Situation Room notification, is completed, as required. 

5.4.10 Port Directors, or their designees, are responsible for acquiring resources ( e.g. equipment, 
available technology, etc.) required by PAUs to enhance the effective identification and 
assessment of suspected high-risk travelers. 

5.4.11 The PAU Supervisor, or their designee, is responsible for maintaining user accesses to 
the respective PAU group mail list to facilitate collaboration with other targeting, analytical, 
intelligence, or investigative units. 

5.5 CDP Personnel Assigned to PAUs 

5.5.1 CBP personnel are required to abide by the procedures set forth within this directive and 
all other existing policies and directives. 

5.5.2 CBP personnel are responsible for obtaining and maintaining access to the appropriate 
targeting and research systems in addition to maintaining subject matter expertise in the use of 
those systems. CBP personnel must remain knowledgeable of system updates and targeting 
techniques as they become available. 

when available and as soon as is operationally feasible. 

5.5.4 CBP personnel must apply comprehensive research and analysis methodolo ies to detect 

high-risk travelers. PAU must also be able to document enforcement findings in a timely and 
accurate manner in accordance with existing policy, coordinate appropriate enforcement actions, 
access and review classified information as appropriate, and be able to effectively represent CBP 
as a liaison with internal and external stakeholders. 

5.6 Office of Intelligence and Investigative Liaison (OIIL) 

5.6.1 The Office of Intelligence and Investigative Liaison is responsible for providing OFO 
with tactical information and analytical support to facilitate and refine strategic targeting. 

5. 7 Office of Training and Development (OTD) 

5.7.1 The Office of Training and Development is responsible for facilitating the training needs 
and requirements of OFO. 

5.8 Office of Information and Technology (OIT) 

5.8.1 The Targeting & Analysis Systems Program Directorate (T ASPD) is responsible for 
maintaining existing targeting systems and enhancing such systems to meet OFO targeting needs 
and requirements. 
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6 PAU PROCEDURES. 

6.1 Access and System Requirements 

6.1.1 At a minimum, PAU must have access to and be knowledgeable in the use of the 
following source systems: 

6.1.2 PAU must, at a minimum, set 
(b) (7)(E) 

• 
• 
• 
• 
• 

(b) (?)(E) 

6.2 PAU Targeting Procedures 

(b) (7)(E) 

6.2.1 PAU must utilize all available automated tools to conduct advance targeting and risk 
assessments on travelers arriving in their area of responsibility to identify those who are high risk 
due to issues including, but not limited to: 

• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
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6.2.2 PAU must conduct the below (b) (7)(E) 

• 
• 
• 
• 
• 
• 

(b) (?)(E) 

6.2.3 PAU must identify and coordinate, with appropriate notifications and/or lookouts, the 
examination of suspected high risk travelers consistent with the procedures established within 
this directive and existing CBP policy. 

6.2.5 Following port management notification, the PAU must notify NTC-P when information 
is develo ed which 

(b) (7)(E) (b) dWE)) 
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(b) (?)(E) 
6.2.11 PAU must ensure that notifications and coordination with ICE/HSI, FBI/JTTF, and local 
law enforcement are conducted as appropriate and in accordance with existing policy. 

6.2.14 PAU must provide all pertinent details to the appropriate CBP personnel to ensure that all 
necessary notifications are made and after-action reporting is detailed and accurate. 

6.3 ATS-P (b) (?)(E) 

(b) (7)(E) , 6.3.1 PAU must monitor the ATS-P dentify high risk travelers for the 
purpose of coordinating secondary examinations and enforcement actions, as appropriate. 
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6.4 ATS-P (b) (7)(E) 

6.4.3 PAU must immediately notify management at the POE of any issues or concerns 
identified during research and coordinate with NTC-P, as appropriate. 

6.S ATS-P (b) (7)(E) 
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6.6 TECS Subject Record Procedures 

6.6.1 PA U personnel are responsible for ensuring that infonnation included in TECS subject 
records, for which they are the owner, be complete, accurate, and relevant in order to enhance 
CBP's targeting, enforcement, and facilitation operations. 

6.6.2 The primary responsibility for the quality ofTECS subject records rests with the owner 
of the record. Record owner responsibilities include: 

• Ensuring that information contained in a TECS subject record serves a legitimate law 
enforcement or regulatory purpose; 

• Ensuring the validity, comprehensiveness, and accuracy of the original data provided; 
• Making appropriate modifications to existing records whenever new information is 

developed or original information becomes obsolete; 
• Updating records to provide details of operational or enforcement related events and/or 

results. 
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6.7 (b) (7)(E) 

6.~ Immigration Advisory Program (IAP) / Joint Security Program (JSP) Coordination 
Procedures 

6.8.1 The PAU will be the primary point of contact for matters requiring coordination between 
IAP/JSP and the U.S. POE, except as detailed below in 6.8.2. 

6 8 2 IAP/JSP must continue to coordinate throu h the NTC P related to matters with a nexus -

concerns. 

(b) (7)(E) 
(b) (/ )( I:: ) 

6.8.3 Telephonic contact is required from the IAP/JSP location to the PAU with responsibility 
over the U.S. POE for all matters of a time sensitive nature and/or re uirin 

6.8.4 Upon telephonic contact the PAU must conduct research on the (b) (7)(E) 
facilitate engagement with port management, and enter subject records, as appropnate. 

6.8.5 Electronic notification to the PAU group mail list may be appropriate for matters that are 
not time sensitive and do not require concurrence/coordination from the POE. 

6.9 Post Seizure Analysis (PSA) 

6.9.1 PAU must conduct a PSA following any significant enforcement action within their area 
of responsibility as soon as possible after the occurrence of the enforcement action. 

(b) (7)(E) 
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(b) (7)(E) 
694 A I I I I I b ed th 1 fth PSA th PAU ·11 d 

(b) (?)(E) 
6.9.5 PAU will collaborate with the TAU to (b) (7)(E) 

(b) (7)(E) hat may be of value to other field or national components. 

7 NO PRIVATE RIGHT OF ACTION. 

7.1 This document is an internal policy statement of CBP and does not create or confer any 
rights, privileges, or benefits for any person or party. 

8 DISCLOSURE OF INFORMATION. 

8.1 This directive contains information which may be exempt from public disclosure 
pursuant to U.S. law, including the Freedom oflnformation Act (5 U.S.C. § 552) and executive 
privilege. Information may not be disclosed to the public to include any court proceeding 
without express written authority of the NTC, in consultation with the Office of Chief Counsel, 
as appropriate. 

agner 
Acting Assistant Commissioner 
Office of I:ield Operations 
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TTRT- Tactical Terrorism Response Team e :fo~d~~s:::::::ea:::. 

U.S. Customs and Border Protection's Office of Field Operations established Tactical Terrorism Response Teams 
(TTRTs) to provide immediate counterterrorism (CT) response capabilities at and between our nation's Ports of Entry 
(POEs). Utilizing skillsets that TTRT 
members are tasked with responding to and effectively countering current and evolving U.S. National Security 
threats. is responsible for TTRT oversight, 
providing resources to field TTRTs, and fostering partnerships with national and international law enforcement entities 
in support of the CT mission. TTRT is active at hroughout the U.S. and Pre-Clearance, and • (b) (7)(E) 

(b) (7)(E) 

~-------~ TTRT Synopsis 

Training Duties and Responsibilities 

R . • • 't' d t' 1· 

(b) (?)(E) 
C d t h d I . t 

(b) (?)(E) 
Coord inate and synchronize efforts 

among teams and units (b) (7)(E) 
within the local area of responsibility. 

. . . . . . . . . 
. • • (b) (7)(E) .- • 

Statistics 

In Fiscal Year (FY) 17, TTRT 

conducted a total of [01flI@1vams 
resulting in 1,626 denials of 

admission. 

(b) (7)(E) 

(b) (7)(E)·. · • ,: 

· · ·· · ·cb) c1)c~l <1J<EJ ( b) (7) ( E) 
Brief and manaqe recurrinq 

dissemination of relevant information 

and intelligence to senior management 
and frontline personnel, to include 
sensitive and classified briefings to 

senior manaqement for decision-makinq 
purposes. 

Attend bi-weekly classified briefinqs. 
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From:
To:
Cc:
Subject: Tactical Terrorism Response Team (TTRT) Role and Responsibilities
Date: Thursday, August 4, 2016 4:03:13 PM

ALCON,
 
This a reminder that the Tactical Terrorism Response Team (TTRT) has a defined mission to provide
immediate counter terrorism response capabilities at our nation’s ports of entry.  Participants are
responsible for identifying, interviewing,  and processing known and suspected terrorists.  Due to
their performance of duties that are directly related to National Security, their access to classified
information, and their receipt of regular classified briefings, TTRT participants are excluded from the
bargaining unit.
 
Although the travel of will always be of significant
concern and a primary TTRT responsibility,

 Identification of these individuals is
central to the TTRT mission requiring active engagement with arriving and departing persons.  As
such, TTRT members not specifically assigned to a team analytical role should spend the majority of
their workday directly addressing high risk flights and subjects of interest.
 
In light of these defined duties and the need for team members to diligently address the potential
threat through direct contact with passengers please refrain from, to the
greatest extent possible, assigning TTRT personnel non-discretionary duties that are not necessary to
support their activities and require significant time away from flight operations (i.e.

 
Your support in this effort is greatly appreciated.
 
If you have any questions or require additional information, please let me know.
 

SCBPO, Border Security Coordinator

 
Warning: FOR OFFICIAL USE ONLY (FOUO) - LAW ENFORCEMENT SENSITIVE (LES): This email and any attached documents are FOR OFFICIAL USE ONLY. 
It contains information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552).  This document is to be
controlled, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to SENSITIVE BUT UNCLASSIFIED information and
is not to be released to the public or other personnel who do not have a valid need to know without prior approval from the originator. Further
transmission of LAW ENFORCEMENT SENSITIVE information is limited by The Privacy Act (5 U.S.C. 552(a)) and Trade Secrets Act (18 U.S.C. 1905), in
accordance with the Third Agency Rule. If you are not the intended recipient or agent responsible for delivering the information to the intended
recipient, unauthorized disclosure, copying, distribution or use of the contents of this transmission is strictly prohibited. If you have received this
transmission in error, please notify the sender and delete all copies from your system.

 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

-
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Tactical Terrorism Response Team -
(b) (7)(E) 

(b) (7)(E) 
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• 

Review, Rrioritize, and ORerationalize sensitive and classified information and intelligence. 

(b) (?)(E) rchand 
analysis to identify (b) (?)(E) 

Coordinate and synchronize efforts among teams and units with a er. nexus within the local area ot 
resRonsibil ity. 

Conduct...various. law.enforcement.: activities including 
(b) (?)(E) exams. • . . - . -

• Briefing, and recurring dissemination of, relevant information ana intelligence to senior management 
and_frontline_personnel, to include sensitive and classified briefings to senio~ management fo~ · 
dec1s1on-makmg RUrRoses. 

• ForfeiL Bargaininf! Unit rights in order to] 
(b) (?)(E)i.s welras Active Shoote~ ifrainlng 

(b) (7)(E) 

(b) (7)(E) 
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Abbreviation & Acronym Guide 

ACE - Aut omated Commercial Environment 

ACRQ-A.rnerican Citizen Record Query, US Passport Database (CCD) 

ACS- Automated Commercial System 

AFI - Analytical Framework for Intelligence 

A-1',lS- Automated Manifm System 

(b) (7)(E) 
ATS- Automated Targeting System (P-Passenger, L-Land) 

(b) (7)(E) 

BI- Baclcground Investigation 

(b) (7)(E) 
CCD- Consular Consolidated Database (DOS) 

CFR - See Code of Federal Regulations. 

CI S- Citizenship and Immigration Services (OHS) 

CLASS- Consular Lookout and Support System (DOS Lookout System, CCD) 

COA- Class of Admission (E.G. Bl , Fl , Etc .) 

COB- Country of Birth 

COC- Cowitry of Citizenship 

(b) (7)(E) 
CTAB- Counter Terrorism Ad,~sorv Board 

(b)(7)(E) 
CTR- Counter Terrorism Response (Replaced By TTRT) 

DOE- Date of Entry 

(b ) (7)(E) 
DOS- Department of State 

DV- Diversity Visa (Visa Lottery) 

(b) (?)(E) 

(b) (7)(E) 
Fincen - Financ.ial Crimes Enforcement Network 

FNU- First Name Unknown 

F OUO- For Official Use Only 

(b) (7)(E) 
GES - Global Enmllmeut System (Trusted Travelers Programs) 

(b) (7)(E) 
HSI VSP- Homeland Sec urity Investigations, Visa Security Program 

IAP- Immigration Adv isory Program (NTCP Work Unit & Overseas Advisors) 

IRS- Intelligence Reporting System 

IT AR- International Traffic in Anns Regulations (control, export & import of defense-related items I weapons) 

IV- Immigrant Vi"' 

(b) (7)(E) 
KST- Known or Suspected Terrorist 

LNU- Last Name Unknown 

NAILS- National Automated Immigration Lookout System 

NCIC- National C.rime Information Center (TECS) 

NCT C- National Cow)te.nerrorism Cemer-

(b) (7)(E) 
NIV- Nonirnmigrant Visa 

NMI- No Middle Initial 

NTCC- Notionnl Tflfgcting Center Cargo 

NTCP- National Targeting Center Passenger 

(b) (7)(E) 
OCOl'i"lJS- Outside the Contiguous United States 
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OIIL- CBP Office of Intelligence and lnves1igative Liaison (Now 01) 

PCQS - Person Centric Query Service 

PD- Pre-Departure (NTCP Worlc Unit) 

TSD B- Terrorist Screening Database 

(b) (7)(E) 
UP AX- Unified Passenger Vetting System (Replacing TF) 

VRS- Visa Revocation Service (CCD) 

(b) (7)(E) 
' . 
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mem er.s ass1gne 
lbH?JIEJnave oeen Rromotea to SuRerviso~ 

nave ta l<en ROSitions witn t ne !JlifF. 
nave were nirea as SRecial ~gents witn HSI 

as nirea as a SRecial :ti.gent witn F.BI 

is now ana Intel Researcn Sr2ecialist witn t ne (b) (7)(E) 

, er.vea on a if"D~ to Immigrant ~_gyjs~ y P.rogram in l!onaon , Engla a 
ser.vea on ifDY. to t ne (b) (7)(E) at l:leaaguarters 

Ill 
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Standard 
Ooerating 
Procedures 

Tactical Terrorism Response Team 

We are the guardians of our Nation's borders. 

We are America's frontllne. 

We safeguard th American homeland 

at and beyond our. borders. 

We protect the American publfc against terrorists 

and the instruments of terror. 

We steadfastly enforce the laws of the United States 

while fostering our Nation~ economic security 

through lawful lnternaUonal trade and travel. 

We serve the American public with 

vigilance, Integrity and professionalism. 
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Originating Office:       

Distribution: CBP AREA MANAGERS, SUPERVISORS, AND OFFICERS  
 

AREA PORT OF    ISSUE DATE:  01/16/2017 

STANDARD OPERATING PROCEDURES               REVISED: 
         

 

SUBJECT: TACTICAL TERRORISM RESPONSE TEAM (TTRT)  

__________________________________________________________________________ 

 

PURPOSE:  The purpose of this document is to provide U.S. Customs and 

Border Protection (CBP) officers and managers with local standard operating procedures (SOP) 

regarding the responsibilities of the Tactical Terrorism Response Team (TTRT).   

 

OVERVIEW: 

 Comprised of personnel with a specialization in analytics, task force operations, counter 

terrorism response, and/or enforcement operations.   

 TTRT members are required to obtain and maintain

 Immersed in the current and developing threat picture through the continuous review of 

sensitive and classified information and engagement with all relevant stakeholders.   

 Serve as key conduit of information at both the officer/agent level and the senior managerial 

level.   

o For example, TTRT personnel would serve as the primary contact at the port for 

coordination with the  

 In constant and direct contact with the National Targeting Center (NTC) on issues related to 

sensitive information.   

 Personnel assigned to the TTRT will serve three-year assignments with two optional one-

year extensions. 

 

DUTIES: 

 Interviewing of and collecting information on known or suspected terrorists. 

 Liaising with stakeholders to include federal, state, and local counterparts as well as trade 

and community partners. 

o 

 Required to have regular access to classified information. 

o Reviewing, prioritizing, and operationalizing sensitive and classified information and 

intelligence. 

 Recurring dissemination of relevant information and intelligence to senior management and 

frontline personnel, to include sensitive and classified briefings to senior management for 

decision-making purposes.   

 Conducting various law enforcement activities including securing of evidence 

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
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and potential crime scenes, and document and media exploitation. 
• Conducting research and analysis to detennine --- (b) (7)(E) 

0 

0 (b) (7)(E) 
• (b) (7)(E) 

(b) (7)(E) 
and conducting special operations that address (b) (?)(E) 

• Coordinating and synchronizing effo1is among teams and units with a CT nexus within the 
local area of responsibility. 

RESPONSIBILITIES: 
• TTRT will be responsible for conducting an intensive secondary inspection, document 

review, interview/questioning, and examination to identify known or suspected tenorists or 

tenorist instilllllents. 

• Will document and record all pe1iinent info1mation regarding the encounter with the subject 

to includem>JQUJ 
• Will update all applicable CBP systems with the appropriate infonnation pe1iaining to the 

counter-ten orism interview/ examination. 

• The TTRT Officer will be responsible for updating inspection results within (b) (7)(E) 
(b) (7)(E) 

o TTRT will conectly document work perfo1med by TTRT, per NTC guidelines. 

• Provide ti-avelers with CBP Fonn 6065 (Collllllent Card) following all negative inspections 

and/or searches. 

• Personal searches of travelers are required to reflect set guidelines found in the Personal 
Search Handbook (CIS HB 3300-04B). 

• It is the responsibility ofTTRT members to comply with all applicable DHS and CBP use of 

force and fireaims guidelines and policies. 

BORDER SEARCH OF ELECTRONIC DEVICES: 
• Supporting CBP Policy: 

2 
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• 

o Border Search of Electrnnic Devices Containing Infonnation (CBP Directive No. 

3340-049) . 

• Searches of electronic devices will be documented in 
the presence of a supervisor. In circumstances where operational considerations prevent a 

supervisor from remaining present for the entire search, or where a superviso1y presence 

is not practicable, the examining Officer shall, as soon as possible, notify the appropriate 
supervisor about the search and any results thereof. 

o Documentation withir fflfft-mst explain the reason for the search. 

• An Officer may detain electronic devices, or copies of info1mation contained therein, for 

a brief, reasonable period of time to perfonn a thorough border search. The search may 
take place on-site or at an off-site location, and is to be completed as expeditiously as 

possible. Unless extenuating circumstances exist, the detention of devices ordinarily 

should not exceed five (5) days. 

• The Officer will obtain consent from traveler when applicable. 

• The searching Officer must provide traveler with CBP "tear sheet" Inspection of 
Electronic Devices following search of all media devices. 

3 
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4 
 

 

 

 
 

 

NOTIFICATIONS: 

 All to NTC and/or require immediate Supervisor notification. 

 Proper and timely notifications must be made to the TTRT Program Management Office 

whenever the TTRT has an encounter that would  

. 

SUPPORTING CBP POLICIES: 

 CBP Directive No.

 CBP Directive No. 5410-003:

 

 CBP Directive No. 3340-049: 

 

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)

(b) (7)(E)- -
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J,AN 1 1 2017 ... 

MEMORANDUM FOR: - - I . • 

I - • - • I•- ' • 

1300 Pennsylvania Avenue NW 
Washingt0n, DC 20229 

U.S. Customs and 
Border Protection 

(b) (6), (b) (?)(C) 
FROM: 

SUBJECT: 

. Executive Director 
~ ational Targeti1 g enter 

0 Tactical Terrorism Response Team System Repo1ting 

The purpose of this memorandum is to provide updated guidance to Tactical Terrorism Response 
Teams (TTRT) regarding the recording of secondary inspection results in their respective 
database(s). This guidance supersedes previous memorandums regarding TTRT inspection 
closeouts. 

(b) (7)(E) 

(b) (?)(E) 
In order to accurately document work performed by TTRT, this memorandum provides guidance 

(b) (?)(E) 

Further guidance is in the attached muster. 

(b) (7)(E) 
Please direct personnel to the (b) (7)(E) to ensure 
proper documentation of inspections. 

Should you have any questions, please have a member of your staff contact Program Manager IIIW-~!111;,;gram Manager 

Unclassificd//For Officia l Use Only//Law Enforcement Sensitive 
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Muster 2017-01 

Week of Muster: Upon Receipt 

Headquarters POC: Operations, Counter Terrorism Division 

Subject: Tactical Terrorism Response Team System Reporting 

• 

• 

• 

• 

Unclassified//For Official Use Only/IL.aw Enforcement Sensitive 
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TTRT Closeout Code Box 

(b) (?)(E) 

(b) (7)(E) 

Unclassified//For Official Use Only//Law Enforcement Sensitive 
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(b) (?)(E) 

Unclassified//For Official Use Only//Law Enforcement Sensitive 
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MEMORANDUM FOR: 

FROM: 

See Distribution 

Executive Director 
National Targeting Center 
Office of Field Operations 

SUBJECT: Tactical Tenorism Response Team Responsibilities 

In 2015 U.S. Customs and Border Protection (CBP) established the Tactical Tenorism Response 
Teams (TTRTs) to provide immediate counterten orism res onse ca abilities at our nation's po1is 
of entry. In collaboration with the TTRT is the primary unit 
responsible for the inspection and processing of known and suspected ten orists and those 

(b) (7)(E) In accordance with current policy, the po1i of 
entiy is ultimately responsible for the detennination of admissibility, taking into account the 

(b) (7)(E) 

Today, ove1\Wf8Mr~P Officers and Agents are assigned to field-based TTRT Teams located allfll 
Po1is ofEntiy (POEs), including Pre-Clearance locations, and ~dfPJP@r.s. Border Pat:I'ol 
(USBP) Sectors. In addition, TTRT officers go on TDYs in suppo1i of many CBP initiatives 
such as the hnmigration Adviso1y Program (IAP) and Joint Security Program (JSP). 

d are immersed in the 
cmTent and developing threat picture through the continuous review (b) (7)(E) 
(b) (7)(E) Because members of TTRT perfo1m duties which directly affect national security, 

they are excluded from the bargaining unit. 

At a minimum, TTRT members will perfo1m the following functions to combat te1rnrism and 
protect national security: 

AOR SPECIFIC OPERATIONS 
TTRT members are expected to analyze local trends and gather intelligence to conduct 
operations. TTRT members can gauge the efficiency and effectiveness of the counte1ienorism 
efforts conducted by maintaining a record of operations developed. 

(b) (7)(E) 
(b) (7)(E) 

an est, seizure, or dete1mination that an individual is inadmissible), the info1mation derived from 
the interview and documented in the inspection remarks provide invaluab­
immediate and/or future use. Documented exam findings are referenced ~ 

(b) (?)(E) 
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(b) (?)(E) 

(b) (?)(E) These are meant to augment the skills, knowledge, and experience of our TTRT 
officers, who represent the best resource to identify individuals conducting activities that pose a 
tenorism risk. Customized training and a dedication to counte11en orism s ecific · ob functions 
provide TTRT members with the tools 
IIIIIDlflillllutilizing the trainin received TTRT members must conduct exams on all 
subjects identified within 
and other travelers suspected of having a nexus to ten oris 
who aiTive to a port of entiy . 

, · · , , · , .. , · (b) (7)(E) 

(b) (?)(E) 
(b) (?)(E) 
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Thank you for your continued suppo1i of the TTRT. If you have an 
memorandum lease have a member of our staff contact 

Distribution: 

Executive Director, Operations 
Director, Field Operations, Baltimore 
Director, Field Operations, Chicago 
Director, Field Operations, Detroit 
Director, Field Operations, Los Angeles 
Director, Field Operations, New York 
Director, Field Operations, San Diego 
Director, Preclearance Operations 

uestions concerning this 
Director, 
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What does TTRT stands for? 
TTRT i:.. 

- actic~I 
- error1sm 
: E~nse 

5 
CLEAR v. CBP, 19-CV-07079  HOWARD DECLARATION  EXHIBIT H  047



TTRT was a pilot program created by 
@US CUSTOMS AND BORDER PROTECTION @ 

with the main purpose of 
terrorists flying under the US Goyernment 

radar • ~, 

6 
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It's success rate was so 
high that the 

TEAMS became a 
of the 

Department of 

Homeland 
Security 

7 
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TTRT • Tactical Terrorism Response T earn 0 ~rd~~·~:::, 

U.S. Customs and Border Protection's Office of Field Operations established Tactical Terrorism Response Teams 
(TTRTs) to provide immediate counterterrorism (Cn response capabilities at and between our nation's Ports of Entry 
(POEs). Utilizing skillsets that focus on enhanced interviewing techniques, analytics, and media exploitation, TTRT 
members are tasked with responding to and effectively countering current and evolving U.S. National Security 

threats. The National Targeting Center's (NT() is responsible for TTRT oversight, 
providing resources to field TTRTs, and fostering partnerships with national and international law enforcement entities 

in support of the CT mission. TTRT is active a hroughout the U.S. and Pre-Clearance, and a-
U.S. Border Patrol Sectors. 

9 
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TTRT Synopsis 

Dutie s a nd Res p o n s lblllt le s 

E>eam1ne and interview travelers known 
or suspected of having a ne,cus to 
ter-ronsrn oit ano 11"1 oetween ..-u~s .. 

R.ev,@'W. priontiz.@. &nd o~ra1,on3hZ@ 
sensitive ond clas.s,fied 1nformat1on and 

,ntelligence. 

C h d 

(b) (7)(E) 
Coord1no1e and synchron,ze eftons 

among t~ams ana units witn a CT nexus 
w 1th1n t:hc loc.>I orc-o of rcspon$1b1hty. 

Conduct vario 
actiV1tie-s includin 
of ev,de-nce-. and 

Brief and manage recumng 
d1ssem,nat,on of ,~levant ,nfonnat,on 

and intelligence to senior management 
and rronu,ne personnel, to ,nclude 
scns,uve ano Ch'9ss1nc-o onenngs to 

senior management for de<1sion-maklng 
pun:,oses. 

Anend bi-weekly ctass1fled bnefings. 

S ta tis tics 

In Fiscal v .. a, (F j 17 TTRT 
condu ct~d a total of .. xams 

resu1t1ng 1n 1.oz e n 1d s 01 
..>ctm1ss,on. 

(b) (7)(E) 
tn rv 18. TTRT ccndvcted ., totol of 11DIQDf e x ams: r'e~vle:1n9 1n 2..48S 

en,als of adm,ss,on. 

(b) (?)(E) 

10 
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TTRT is a specialized unit with 
with the ability to: 

(b) (7)(E) 

(b) (7)(E) 

• Have to one of the largest Data Base in the US 
Government 

11 
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TTRT combines the TACTICAL PROFICIENCY 
with an ANALYTICAL ADVANTAGE 

! . ; \ 
\ ) 
·\~~ ~ 'I I; ' I ' 

,/ 
, \ I 

I 

I 
I ' ' 

" ' ,;; ( ·. ~ t 
I ~ • 

1 

~ \ 

... 
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Within the Tactical Proficiencies TTRT 
is trained to conduct: 

13 
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CBP / TTRT, UNDER BORDER SEARCH AUTHORITY 

CAN: 

CONDUCT AIRCRAFTS AND VESSELS SEARCHES THAT 
TRAVEL BETWEEN (b) (7)(E) 

IMMIGRATION STATUS OF PASSENGERS THAT TRAVEL 
BETWEEN (b} (7)(E) 

14 
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Interviewing and 
Interrogation 
of Known or 

Suspected 

Reviewing, 
Prioritizing, 

Operationalizing 
Sensitive & 

Classified 
Information & 

Intelligence 

Liaising with 
Stakeholders to 
include Federal, 
State and Local 

Custody of Evidence, 
Securing Crime 
Scenes, 

(b) (7)(E) 

16 
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Di:>:,eminate 

Intelligence 

Information to 
SPnior ManagPmPnt 

& Frontline Personnel 

Synchronize 
Efforts with 

TEAMS 
with 

Counterterrorism 

Ne><US 

(b) (7)(E) 

(b) (?)(E) 
& Conduct Special 
Operations to 

(b) (7)(E) 

17 
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National Targeting Center (b) (7)(E) ~ U.S. Customs and 
~ Border Prot~ction 

(b) (6), (b) (7)(C), (b) (7)(E) 

20 
CLEAR v. CBP, 19-CV-07079  HOWARD DECLARATION  EXHIBIT H  062



Tactical Terrorism Response Team ~ U.S. Customs and 
~ Border Prot~ction 

(b) (6), (b) (7)(C), (b) (7)(E) 

21 
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National Targeting Center (b) (7)(E) ~ U.S. Customs and 
~ Border Prot~ction 

(b) (6), (b) (7)(C}, (b) (7)(E) 

22 
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(b) (6), (b) (7)(C), (b) (7)(E)
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24 
CLEAR v. CBP, 19-CV-07079  HOWARD DECLARATION  EXHIBIT H  066



Slide 24

Add the Washington Post News about 
9/4/2019

Solo un ejemplo...hay que arreglarlo
9/4/2019

(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C

(b) (6), (b) (7)(C)

--
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--Maduru'1; cx-1;py d1icf land1; in U.S. arrncd wilh 
allegations against Venezuelan government 

f ilt!lulP.'91nlJ!'IV9W: M,'ldu,o''!. •·· '..W ct, ... ! 1,,..,;-.\I:<, .11i<>i".1fl((l', ,ll'11'i',! fl'.'l\l''111 T-...iJl 

- - Ii ~ 

ij;be 
-IDQ.SJ)ington 

~st 

(b) (6), (b) (7)(C), (b) (7)(E) 
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National TargeUng Center ·. 
. (b) (7)(E) . . . . .- , 

~ U.S. Cu~tom~ ,md w Bordt•r Prutt.•ction 

(b) (6), (b) (7)(C), (b) (7)(E) 
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National Targeting Center' ,: 
. (b) (])(E) . ·. ·•· 0 

c. 

~ US. Cu,;1om~ ,md w Border Prole<:tion 

(b) (6), (b) (7)(C), (b) (7)(E) 
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Slide 29

(b) (6), (b) (7)(C), (b) (7)(E)
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National TargeUng Center ·. 
. (b) (7)(E) . . . . .- , 

~ U.S. Cu~tom~ ,md w Bordt•r Prutt.•ction 

(b) (6), (b) (7)(C), (b) (7)(E) 
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Wt> art> tht> guardians of our Nation's bordt>rs. 

We are America's frontline. 

We safeguard the American homeland 
at and beyond our borders. 

I'~'' • I;, j(l' 1 'r, i,: I 1 •' 

' We protect the American people ~\ inst , .. 
terrorists and the instruments of~ ~r::::;;~,;,,,:. . ·. ·.: : 

..,_ '"'''"ct::'.~:;~•.~'.."'' . l' 

We steadfasdy enforce the laws of the United States , 
while fostering our Nation's economic security through 

lawful international trade and travel. 
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We are the guardians of our Nation's borders. 

We are America's frontline. 

We safeguard the American homeland 

at and beyond our borders. . 

4
/IIJ ' I It 1
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We protect the American people ~~.!lUL . : ... : .. :. ·.· 
terrorists and the instruments of.t~Qf;;~m!~i,~,~:>:.'·: ·: ·.' • 1 

' :<\.~(~,1:,,o:"'noo11010110,.1 -

1 . · )C n•r;•r:,1rJ1.-1,11c ··• ~ 

We steadfastly enforce the laws of the United States · 

while fostering our Nation's economic security through 
lawful international trade and travel. 

We serve the American people with vigilance, 
integrity, and professionalism. 

.• 1 • • . , . 

(b) (?)(E) OFFICE 

TACTICAL TERROR 

(?)(E) 

' ,t'>; v+• :, . 
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Originating Office       

Distribution: CBP MANAGERS, SUPERVISORS, AND OFFICERS  

 

AREA PORT OF   ISSUE DATE:  01/20/2018 

STANDARD OPERATING PROCEDURES               REVISED: 

         

 

SUBJECT: TACTICAL TERRORISM RESPONSE TEAM (TTRT)  

__________________________________________________________________________ 

 

PURPOSE:  The purpose of this document is to provide U.S. Customs and Border Protection (CBP) officers 

and managers with local standard operating procedures (SOP) regarding the responsibilities of the Tactical Terrorism 

Response Team (TTRT).   

 

OVERVIEW:  

 Comprised of personnel with a specialization in analytics, task force operations, counter terrorism response, and/or 

enforcement operations.   

 TTRT members are required to obtain and maintain

 Immersed in the current and developing threat picture through the continuous review of sensitive and classified 

information and engagement with all relevant stakeholders.   

 Serve as key conduit of information at both the officer/agent level and the senior managerial level.   

o For example, TTRT personnel would serve as the primary contact at the port for coordination with the

 

 In constant and direct contact with the National Targeting Center (NTC) on issues related to sensitive information.   

 Personnel assigned to the TTRT will serve three-year assignments with two optional one-year extensions. 

 

DUTIES: 

 Interviewing of and collecting information on known or suspected terrorists. 

 Liaising with stakeholders to include federal, state, and local counterparts as well as trade and community partners. 

o 

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)

---------~--------
-

-
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(b) (?)(E) 
• Required to have regular access to classified information. 

o Reviewing, priorit izing, and operationa lizing sensit ive and classified information and intelligence. 

• Recurring dissemination of relevant information and intelligence to senior management and frontline personnel, to 

include sensitive and classified briefings to senior management for decision-making purposes. 

• Conducting various law enforcement activities including (b) (7)(E) -ecuring of evidence and potential crime scenes, 

and document and media exploitation. 

• Conducting research and analysis to determine 

• nd conducting special operations that address 

• Coordinating and synchronizing efforts among teams and units with a CT nexus w ithin the local area of responsibility. 

RESPONSI Bl LITI ES: 

• TTRT w ill be responsible for conducting an intensive secondary inspection, document review, 

interview/questioning, and examination to identify known or suspected terrorists or terrorist instruments. 

• W il l document and record al l pertinent information regarding the encounter with the subject to include""[0_,I .. ,.~,..., .... , 

W>JPIII 
• W il l update all applicable CBP systems with the appropriate information pertaining to the counter-terrorism 

interview/examination. 

• The TTRT Officer w ill be responsible for updating inspection results within (b) (7)(E) 
o TTRT w ill correctly document work performed by TTRT, per NTC guidelines. 

• Proviele tra•relers with CBP Form 606§ (CommeRt Carel) ~ollowiRg all Regatiire iRspectioRs a Rel/or searches. 

• Persona l searches of travelers are required to reflect set guidelines found in the Personal Search Handbook (CIS 

HB 3300-04B). 

• It is the responsibility of TTRT members to comply w ith al l applicable DHS and CBP use of force and firearms 

guidelines and policies. 

BORDER SEARCH OF ELECTRONIC DEVICES: 

• Supporting CBP Policy: 

o Border Search of Electronic Devices Containing Information (CBP Directive No. 3340-049A). 
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 

 Searches of electronic devices will be documented in TECS IOEM and be conducted in the presence of a 

supervisor. In circumstances where operational considerations prevent a supervisor from remaining present for 

the entire search, or where a supervisory presence is not practicable, the examining Officer shall, as soon as 

possible, notify the appropriate supervisor about the search and any results thereof.  

o Documentation within IOEM must explain the reason for the search. 

 An Officer may detain electronic devices, or copies of information contained therein, for a brief, reasonable 

period of time to perform a thorough border search. The search may take place on-site or at an off-site location, 

and is to be completed as expeditiously as possible. Unless extenuating circumstances exist, the detention of 

devices ordinarily should not exceed five (5) days. 

 The Officer will obtain consent from traveler when applicable. 

 The searching Officer must provide traveler with CBP “tear sheet” Inspection of Electronic Devices following 

search of all media devices. 

 

 

 
 

 

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)
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 
 

 

NOTIFICATIONS: 

 All to NTC and/or require immediate Supervisor notification. 

 Proper and timely notifications must be made to the TTRT Program Management Office whenever the TTRT has 

an encounter that would

o 
o 
o 
o 
o 
o 
o 

SUPPORTING CBP POLICIES: 

 CBP Directive No.

 CBP Directive No.

 CBP Directive No. 3340-049A: Border Search of Electronic Devices Containing Information. 

 

 

(b) (7)(E)

(b) (7)(E) (b) (7)(E)

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

- -

-
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A Homeland 
V'Security 

What is Watchlisting? 

Watch listing is the analysis of 
individual identities which consist of 
behavioral, biographic, biologic, and 
intangible elements, that, when 
combined in a nomination, have the 
potential to provide intelligence for 
the purpose of identifying and screen­
ing individuals to better protect the 
American people. 

Terrorism and/or Terrorist Activities: 

Acts that: (a) involve violent acts or 
acts dangerous to human life, 
property, or infrastructure that may 
be a violation of US law, or may have 
been, if those acts were committed in 
the United States; and (b) appear 
intended to intimidate or coerce a 
civilian population, influence the 
policy of a government by intimidation 
or coercion, or affect the conduct of 
government by mass destruction, 
assassination, kidnapping, or hostage 
-taking. 

Watchlisting Standard: 

• Reasonabie SQ.lspicion" is the 
standard that must be met in order to 
nominate an individual. Nominators 
must rely on articulable intelligence 
or information, taken together with 
any rational inferences that can be 
drawn from that intelligence or 
information, that a subject is 
engaged , has been engaged, or 
intends to engage, in conduct 
constituting in preparation for, in aid 
or in furtherance of, or related to, 
terrorism and or terrorism activity. 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

Introduction 
The consolidat ed terrorist watchlist , also 

known as the Terrorist Screening Data­

base (TSDB), is one of the most effect ive 

counterterrorism tools used by the US 

Government. It supports the ability of 

frontline screening agencies to positively 

identify known or suspected terrorists 

(KST) trying to obtain visas, enter the 

country, board aircraft, or engage in other 

activity that cou ld threaten the Homeland. 

Homeland Security partners play a 

significant role in terrorist screening and 

a vast amount of terrorism information 

possessed by the Department of 

Homeland Security (DHS) is obtained 

during the encounter/screening process. 

Each encounter with a KST presents an 

opportunity to gain valuable intelligence 

and information. OHS has a responsibil ity 

to analyze and share this information. 

The Terrorist Screening Center (TSC) 

maintains the TSDB (the Watch list), which 

supports the ability of frontline screening 

agencies to positively identify KSTs. 

While undertaking these activities, TSC is 

also dedicated to ensuring the repository 

is maintained in a manner consistent with 

protecting the privacy and civi l liberties of 

Americans. 

The National Counterterrorism Center 

(NCTC), as established by the Intelligence 

Reform and Terrorism Prevention Act of 

2004, manages the Terrorist Ident ities 

Datamart Environment (TIDE), which 

serves as the US Government's central 

repository of information on international 

terrorist identit ies. TIDE data informs the 

Watch list and various terrorist screening 

systems and supports the Intelligence 

Community's overall counterterrorism 

mission. 

"As Secretary, you have my 
commitment to tirelessly protect our 
country from threats, secure our 
borders, and enforce the law while 
expediting lawful trade and travel. 
In pursuit of those missions, please 
know that I take seriously our legal 
responsibilities to balance the 
security of our homeland with the 
protection of privacy, civil rights, and 
civil liberties." 

General John Kelly 
Secretary of Homeland Security 

(U) WARNING: This document contains information that may be exempt from public release under the Freedom of 
Information Act (5 USC 552}. This document is t o be controlled, handled, transmitted, distributed, and disposed of in 
accordance w ith Department of Homeland Security po licy relating to FOUO information, and is not to be released to 

the public o r personnel who do not have a va lid need to know w ithout prior approva l from the originating agency. 
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NCTC/TIDE 

• Created to serve as t he central & shamd !knowledge 

bank on peraons associated with liflt.ematlona! 

terrorism and terrorist IUQups 

• Maintains identifying and derogatory information 

• Final arbiter of TIDE 

• Classified database t hat contains terrorism 

information and persons associated with 

international terrorism 

• can retai n recon:ls not yet eligible for entry into the 

TSDB 

• Can retWn USPERs with a connection to 

lntematlonal terrorism 

• Standard for inclusion: 

TSC/TSDB 

• Created t o consolidate t he Government's approach 

to terrorism watchllstlng and screening 

• Receives nominations of domestic terrorists from 

t he FBI and international terrorists from NClrC 

• Validates all nominations in the TSDB and confi rms 

all encounter matches 

• Finni arbiter of li'SDB and Identity resolution 

• U//FOUO database with on Identifying 

Information (no derogatory Information) 

• Considered "lfhe Watchtisr 

• Can retain USPERs with a connection to domestic 

or international terrorism 

• Standard for inclusion: Reasonable Su icion 
unless an a licable exce tion exists 
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Watchllstlng Authorities and Protections 
Homeland Security Act (2002) 
authorizes the OHS Office of Intelligence and Analysis [to) access, 

receive, and analyze law enforcement and intelligence information 

f rom federal, state, and local agencies and the private sector to 

identify the nature, scope, and identity of terrorist threats to the US. 

The Intelligence Refomrn and 'lerrorism Prevention Ad. (2004) 
created the NCTC and an information sharing environment for the 

Hlonrne!and Security Presidential Directive 24 (2008) 
underscores the value of biometrics in achieving 

effective terrorism screening and emphasizes the need 

for a layered approach to identifying and screening of 

individuals, as no single mechanism is sufficient. 

Watclllisting_ Guidance[UJIDDa] 
standardized the watchl isting community's nomination 

sharing of terrorism information in a manner consistent with nation- and screening processes. The US Government's watch-

al security and with applicable legal standards relating to privacy listing process attempts to protect the American people 

and civi l liberties. Additionally, it facilitated the availability of infor- from a terrorist attack, while safeguarding privacy, civi l 

mation in a form and manner that aids its use in analysis, investiga- rights, and civil liberties. 

tions, and operations. 

Homeland Security Presidential Directive 6 (2003) 
instructed the US Attorney General to establish an organization to 

consolidate the Government's approach to terrorism screening and 

to provide for the appropriate and lawfu l use of terrorism infor­

mation in screening processes. To implement the directive, the US 

Attorney General created the TSC. 

(b) (7)(E) 
ExecUJtJve Order 13388 (2005) 
requires the head of each Department or Agency that possesses or 

acquires terrorism information to promptly give access to the infor­

mation to the head of each other agency that has counterterrorism 

functions, unless otherwise directed by the President. 

(b )(3), (b) (7)(E) 

WA'lCHLISTIING PROlECTlOINS: 

• Nominations of I.IS Persons receive special handlling to ensure compliance with proscribed Haws, policies, 
protections, and ExeclJltive Orders, as welB as to ensure proper intemgency coordination. 

• J;lrst Amendment protected activity alone shall not ~ the basis for nomlnatll!'lig an. lndlvldua.l ror lnclUJSlon In the 
TSDB 

• IJS persons nominated by DHS are reviewed annualty to ensure they continue to meet watohlisting criteria 

• Legal or Use Restrtctlonis are In place to protect lntemgenoo sources and methods an.d sensitive law 
enforcement techniqUJes 

• Collectlon, mtcn.tJolJ'I, and dissemination or US person Information eomiplles with lntt':lllhtenoo Overal!\!ht 
protections aind policies stipulated in Executive Order 12333 

(b) (?)(E) 
• lndividus~ are eligible for removal if tlhey ino longer meet tlhe cuitena or the individual can apply for redress 
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Common Acronyms/Definitions: 

(b) (7)(E) 
• Domestic Terrorism: An act of Domestic Terrorism occurs primarily within t he territorial jurisdiction of the U.S. and may include Domes­

tic or International terrorist actors. 

• Domestic Terrorist {071): A Domestic Terrorist is not inspired by, and does not take direction from, an international terrorist group or 

foreign power. 

• Expanded Selectee (eSEL): Persons selected for enhanced screening. 

• Known or Suspected Terrorist (KST): 

• A known terrorist is a member of a terrorist group or an individual who has been arrested. charged. indicted. or convicted (etc.) of a 

crime related to terrorism. 

• A suspected terrorist is an individual who is reasonably suspected of engaging or intending to engage in terrorism. 

• NlaUonal Cr1me lnformaUon Center (NCIC) KS71' FIie: Law Enforcement access to the TSDB 

(b )(3), (b) (?)(E) 
• No Fly: Any person, regardless of citizenship, who represents one of the following. 

I . A threat of committing an act of internat ional or domestic terrorism with respect to an aircraft. 

2. A threat of committing an act of domest ic terrorism with respect to the homeland. 

3. A threat of committing an act of international terrorism against any U.S. Government faci lity abroad and associated or supporting 

personnel. 

4. A threat of engaging in or conducting a violent act of terrorism and is operat ionally capable of doing so 

(b) (?)(E) 
• Selectee {SEL): Individuals receive enhanced screening based on specified derogatory information. 

(b)(3), (b) (7)(E) 
• TECS: Department of Homeland Security database used to screen travelers at US ports-of-entry and foreign departure points. 

• Te1Torist ldlentities DatamartEnvircnment (VlDE): The US Government's central repository of information on internationa l terrorist 

identit ies. 

(b)(3), (b) (?)(E) 
• Terrorist.Screening Database (71'SDB): Maintains the identit ies of domestic and international terrorists and other subjects for screening 

purposes by DHS, the Department of State, US Law Enforcement, and foreign partners. 
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UNC 

Int roductions/Salutations 

U.S. Custon1s and 
Border Protection ~~....,,.~-
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National Targeting:ce_n~er " ,· ~ \ A us.c_""""''.dn<I 
(b) (7)(E) - ~~~• ~ Dord.,Protcctwn 

Welcome 
Tactical Terrorism Response Team 

Orientation 20-02 

Introductions 

• Name 
• Port 
• Where were you on September 11. 200 I'! 
• What are you bopins to set out of th.is course? 

2 
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· ·°' . ' , . ~J.\ e US. CuSlom, dnd National Targeting,Ce_o~er I ~ · Dord,·r Protectwn 

(b)(?)(E) - _/ 

Welcome 
Tactical Terrorism Response Team 

Orientation 20-02 

House Rules 

• Hours of the training 
• Bathroom 
• Breaks 
• Lunch 
• Phones while i11stmctio11 is ~iven 
• Respect the Brass 

,---~·--, 
,· <'~ .· 

·-~~~tl . 
~~-

/ -

' 

: . ' . ' 
·. ~ ' 

' '• 

• 08-16, however be patient, work w ith times as we will have many presenters. 
Sometimes breaks, lunch, or class close w ill vary 

• Go whenever you need, please don' t be on your phones in class, step outside 
• Get you as many as possible, usually 15 minutes but will vary 

• Lunch w ill be 11-12 
• Please do no be typing away on computers during class unless it's a section that is 

required to use computers 
• Please stand everytime you see star and above 

3 
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· ·°' . ' , . ~J.\ e US. CuSlom, dnd National Targeting,Ce_o~er - I ~· Dord,·r Protectwn 

(b) (7)(E) _/ 

Welcome 
Tactical Terrorism Response Team 

Orientation 20-02 
Un the Job t ra ining 

·mrll 
• POC: Branch Cbi~'\WfWfW!Rlfff! 
• Hours: 0800- 1600 ·-• POC: PMl@IWJWVWll 
• Hours: 1300-2100 

•11(11 
• POC: P1vt fl2WIIR!MJE!) 
• Hours: 1200-2000 

• (b) (7)(E) 

• 08-16, however be patient, work with times as we will have many presenters. 
Sometimes breaks, lunch, or class close will vary 

• Go whenever you need, please don' t be on your phones in class, step outside 
• Get you as many as possible, usually 15 minutes but will vary 

• Lunch will be 11-12 
• Please do no be typing away on computers during class unless it's a section that is 

required to use computers 
• Please stand everytime you see star and above 

4 
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National Targeting~CeJlter " ,· .J., us. CuSlom, dnd --- ~:\ e 
(b) (7)(E) · - - ~ Dord,•r Protectwn 

Welcome 
Tactical Terrorism Response Team 

Orientation 20-02 

Virginia/Washington DC 

• One Loudoun 
• Wineries 
• Bicycles for rent 
• N•tivunl Mnll 

• Wllite House 
• Arlington Cemeteiy 
• POVRooftop 
• Hamilton 
• Old Et,l,it O,ill 

• Jon Seafood and Steak 
• Cuba Libre 
• Washington Capitals Hockey 
• DC United Soccer 

• Things to do 

5 
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National Targeting~CeJlter " ,· l· us. CuSlom, dnd --- ~:\ e 
(b) (7 )( E) - _:, Dord,•r Protectwn 

Welcome 
Tactical Terrorism Response Team 

Orientation 20-02 
Contact Information 

• 

Ronald Reagan Building_,,., 
1300 Pennsylvania Ave. NW iif111i111 

Washington, DC 20004 

(b) (7)(E) 
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National Targeting~CeJlter " ,· .J., us. CuSlom, dnd --- ~:\ e 
. _ ~ llordc.•r Protechon 

(b)(7)(E) _/ 

Welcome 
Tactical Terrorism Response Team 

Orientation 20-02 

Activity: 

• G 

• 
• 
• 

(b) (7)(E) 

• f? 

• Discuss as a class 

(b) (7)(E) 

7 
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(b) (7)(E) 
Pilot Program 

(b) (7)(E) 

CBP Directive 3340-049A 

As more and more travelers cany infonnation in electrnnic f01m, the frequency of 
examining electrnnic devices naturally tends to increase. Even with this, these types of 
searches occur in extremely small percentage of border crossings. The vast majority of 
travelers who cross the border with a laptop or other electrnnic device enter the United 
States without CBP ever inspecting their device. 

• For FY 2017, there were 388,379,188 total passengers and only 30,150 Border Searched 
of Electronic Devices. Statics show that on the average xx of electronic devices were 
search 
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What is (b) (7)(E) Pilot? 
(b) (?)(E) 

; -~ ~ . .. ;;-· 

3. ~-•,- -~ -: . .. 
- ... = . 

(b) (?)(E) 

• 

• 

• 

• 
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I I • - II 
(b) (7)(E) 

(b) (7)(E) 

History of 

equipment 1s ep oye at 
is still a pilot - funding remains an issue. 

1U)mIB1is a partnership; 

• HQ Office of Field Operations, Tactical Operations Division 

Prngrammatic Responsibility 

• WDila)>artners 

(b) (7)(E) 

(b) (7)(E) 

• CBP Office of Technology and Information, Laboratory and Scientific Services (LSS) 
• Training and Equipment Expertise 

• CBP Office of Field Operations. 

• CBP Office of Chief Counsel 
• Legal Guidance and Counsel 

• CBP Field Offices 
• Users and Consumers 

• ICE 
• Users and Consumers 

(b) (7)(E) 

(b) (7)(E) 
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Volatility of 
• CBP does not discriminate 

against travelers 
• Litigious environment 
• Office of Regulations and 

Rulings & Civil Rights and 
Civil Liberties 

· Wft'I(il Privacy Issues 
91 Circuit Decision(s) 

Riley v. California 
(2014) 

~--~ 

~-s .. ~ ::;.-:tl~f:::. ~:.·or ~~:: 
th..,t m19fit bo k•pl on an arr",t.e•, person ... 

·"--

(b) (7)(E) 

CBP does not disc1iminate against travelers by singling them out for searches based on race, religion, 
or ethnicity. 
We are under constant scrntiny from civil 1ight groups such as; Office of Regulations and Rulings & 
Civil Rights and Civil Libe1ties who want more transparency and Congress. CBP has fo1med a 
Working Group onru>IDil9)Privacy Issues. 

• Po1~·equired for the use o 
thelllllllVl.l.fl. 

• All factors leading to a finding of reasonable suspicion must be documented appropriately in the 
IOEM. 
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Litgation 

• Knight First Amendment Institute at Columbia 
University v. Department of Homeland 
Security 

• Muslim Advocates v. Department of 
Homeland Security 

• Alasaad v. Nielsen 
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OIG Audit/Findings 

• 1. Officers not documenting actions 

• 2. Disabling Data Connections 

• 3. Ensure equipment accounted for and 
license renewed 

• 4. Delete information from flashdrives 

• 5. Develop performance, measures, evaluate 
and establish as a Program of Record 
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Congressional 

• Senate Homeland Security and Governmental 
Affairs Committee 

• Leahy's bill, 0 To place restrictions on searches 
and seizures of electronic devices at the 
border." I 

• The bill wou ld also restrict CBP's border search 
authority 

• DEAC testified to defend CBP search authorit 
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Updated CBP Directive 
• CBP Directive 3340-049A 

Section 5.1 .2 

Section 5.1 .3 

Section 5 .1 .4 

Section 5 .2.1 

Section 5.3 
Many factors may constitute a 
national security concern or 
create reasonable suspicion of 
a violation of the laws enforced 
or administered b CBP. -----------

Directive Key Points; 

5.1.2 - Officers will ensure that airplane mode or other appropriate measm·e is e1:.1Ployed to disable network connectivity 
and avoid accessing info1mation that is solely stored remotely (e.g., in "the cloud"). 

5 .1 . 3 - This section introduces the concept of a Basic Search, which is a search that does not meet the requirements of an 
Advanced Search. 

5.1.4 - This section introduces the concept of an Advanced Search as a search using a connection to extemal equipment, 
which requires GS-14 supervisor approval and may be pe1fon11ed when there is a national secm-i.ty concem or reasonable 
suspicion of a violation of the laws enforced or administered by CBP. 

5.2.1 - This section and its subsections cla1-i.fy the procedm·es for review and handling of attomey-client p1-i.vileged material 
encountered in the com·se of a border search. 

5.3 - This section and its subsections cla1-i.fy the procedtu·es for handling devices that are encrypted or passcode-protected 
or otherwise not presented for inspection in a manner that facilitates a border search. 

Many factors may constitute a national security concern or create reasonable suspicion of a violation of the laws enforced 
or administered by CBP. All articu lable factors result ing in an Advanced Search should be clearly documented. For 
example, the presence of an individual on a government-operated and government-vetted terrorist watch list is in itself 
sufficient to conduct an Advanced Search, but the IOEM should also document any additional articulable factors that may 
be present. 
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(b) (?)(E) Policy - Use of 
equipment 

• ru)IDitalequipment is for I 
OFFICIAL USE ONLY. 

· m>IUDalequipment must 
be inventoried. 

• All Thumb Drives mus 
barcoded. 

• [IDIUU1quipment is for OFFICIAL USE ONLY 

• At no time should it be used to examine any media that is not the subject of a Border 
Search. 

• WJIUI«a}quipment must be inventoried. 

• All Thumb Drives must be barcoded. 
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Policy - Use of (b) (?)(E) 

equipment 
• Basic Search refers to Basic examinations 

• Advance Search refers to (b) (?)(E) 

• Advanced Search requires GS-14 supervisor 
approval, or approval of a manager with 
responsibilities comparable to a GS-14 
supervisor, and may be performed only when 
there is a national security concern or 
reasonable suspicion of a violation of the laws 
enforced or ad

5
minis~ered by CBP. 

• Basic Search refers to Manual 
examinations 

• Advance Search refers to 
(b) (7)(E) 

• Advanced Search requires GS-14 supervisor approval, or approval of a manager with 
responsibilities comparable to a GS-14 supervisor, and may be performed on ly when 
there is a national security concern or reasonable suspicion of a violation of the laws 

enforced or administered by CBP. 
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Policy - Use of (b) (7)(E) 

passengers 
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• 

(b) (7)(E) Policy - Use of 
equipment 

• If an advanced search is to be performed on 
the device of subject arrested at the time of 
examination, the search must be performed as 
a border search and not incident to arrest. 

This should be documented as such in the IOEM. 
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• 

(b) (7)(E) Policy - Use of 
equipment 

Reason for Search - Ve1y Impo11ant -
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Policy - Use of (b) (7)(E) 

ICE has a separate policy; ICE may concunently exercise their border search under their 
policy 

Per ICE policy, when CBP transfers an electronic device for analysis, ICE Special Agents 
are responsible for advising CBP of the status within 10 calendar days 
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TECS Mod Electronic Media Report 
• February 18 , 2016 

• IOEM is required 

• Narrative 
- Supervisor witness/notification 

- Tear Sheet 

- Disable data connections 

- "Media Screening Equipment" 
• Supervisor Approval 

In order to effectively monitor electronic media searches, the Office of Information Technology, in 
conjunction with Tactical Operations Division, developed the function in TECS to capture the 
specifics of these very sensitive searches. 

TECS Mod Electronic Media Report went into production on February 18, 2016. 
• !OEM is required 
• Na.native should identify witnessing supervisor or supe1viso1y notification information. 
• Nauative must include a statement that the tear sheet was presented to the individual or an 

art iculation of why the tear sheet was not provided 
• Narrn!ive mus~ NOT i_nclude the term[IJADbr specific names of equipment, example is to use 

"media screemng eqmpment" 
• Supervisor must approve !OEM by the end of work shift. 

Inspection of Operations Electronic Media Tracking (IOEM)- Background 
• On January 1, 2012, !OEM became the primary function for capturing the sear·ch of electronic 

devices. 
• The !OEM is a TECS transaction used to track and record sear·ches of electronic media devices, 

such as cell phones and laptop computers, which are detained, seized, destroyed, transfened to 
another agency, or returned to the traveler dming a secondary inspection. 

• The tracking and recording of electronic media/devices is completed as part of a traveler's 
inspection when entering and/or exiting the United States. Email notifications ar·e generated 
throughout this process to notify record owners (and their supervisors), that actions have been or 
need to be completed to close an !OEM report. 

• The !OEM functionality was developed in response to a Management Inspection Division 
recommendation that was further endorsed by the DHS's Civil Rights Civil Libert ies Unit. 
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TECS Mod Electronic Media Report 

TECS Mod comes equip with drop down menus for easy choice selection and "red" asterisk 
mandato1y field reminders. 

(b) (7)(E) 
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TECS Mod Electronic Media Report 

On-screen field "Help" is available just like the legacy (b) (7)(E) 
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TECS Mod Electronic Media Report 

On-line "Help" is available that walk you thrn the many electronic media repo1t functions to 
include; video and road map charts. 
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IOEM Narratives 
• IOEM is required. 
• The narrative must link back to the reason for the search 

(b) (?)(E) 
• Narrative must answer the "5" W's. (who, what, where, 

when and why) 
• Narrative must identify witnessing supervisor or 

supervisory notification information. 
• Narrat ive must include a statement that the tear sheet 

was presented to the individual or an articulation of why 
the tear sheet was not provided. 

• !OEM is required. 
• The narrative must link back to the reason for the search (b) (7)(E) 

(b) (7)(E) 
• Na1Tative must answer the "5" W 's. (who, what, where, when and why). 
• Narrative must identify witnessing supervisor or superviso1y notification infonnation. 
• Narrative must include a statement that the tear sheet was presented to the individual or 

an aiiiculation of why the teai· sheet was not provided. 
• Narrative must state data connections disabled. 
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IOEM Narratives 

• Narrative must NOT include the termPPJMMrr specific names of 
equipment, example is to use "media screening equipment" 

(b) (?)(E) 
• Supervisor must approve IOEM by the end of work shift. 
• The narratives should be clear and concise addressing the s W's (Who, 

What When, and Where) 
l!l'lfJ!"l'J J~ , .. ,o!!"IJ'!l!!§Q~C~li.y!"'-~JC!!'!,.'ll'li !l'!J c'!"l'~lll'l!!!tJll!l"tl '!!!!§Jll!!!'i, 'l!!!JC!"Q -

• Narrative must NOT include the te1mmIUitahr specific names of equipment, example 
is to use "media screening equipment" 

• (b) (7)(E) 
• Supervisor Must approve IOEM by the end of work shift. 
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Value of (b) (7)(E) 
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(b) (?)(E) Procedures 

(b) (7)(E) 
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(b) (7)(E) Procedures 
3. Visually verify that there is no network connectivity on tf-.4JIW}~mputer: 

No Wired Connectivity No Wireless Connectivity 

No Wired Connectivity No Wireless Connectivity 

• j•• l~I y::;:i r• , 11:13 AM 
~ -ill ~ 3/30/2017 

• 'i•• , I i• , 11:13 AM 
taJ x ~ 3/30/2017 
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• 

• 

• 

• 
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(b) (7)(E) Procedures 

(b) (?)(E) 

• 

• 

• 

• 

• A TECS Mod IOEM will be completed for each (b) (7)(E) 
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(b) (7)(E) 

26 CLEAR v. CBP, 19-CV-07079  HOWARD DECLARATION  EXHIBIT H  126



(b) (7)(E) Responsibilities 
• The creation of a record in IOEM in no way replaces the 

necessity of creating an IOIL if the circumstances 
surrounding the search merit further recordation other 
than solely an electronic media search . 

• The creation of a record in IOEM in no way replaces the necessity of creating an IOIL if 
the circumstances smTounding the search merit fmi her recordation other than solely an 
electrnnic media search. 

• 

(b) (7)(E) 
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• 

• 

(b) (7)(E) Responsibilities 

documenting the examination in the TECS Mod IOEM and 
completing all applicable documentation such as the Form 6051, or 
6051 Das appropriate. 

• The field office conducting the extraction should 
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Tear Sheet 
Information Sheet on 
Inspection of Electronic 
Devices 

• Tear sheets may be 
obtained b fill in out 

JI 

'•·.1>,.:..--=-:. ----,41 .. __ _ ---·------------ -- ·--·-- ·--·------· -------­··----­-----·-·­·---------·-- ---·--------. - . -----------·-------- · --- ·---
-- ---------

-----------------. - -
--------~ -------- -- ...... - - ..... .. ---- ----

J 

---.,-=---~==-=-==-=--~---------------
:smn---, -~,.. -

MUST be presented to all individuals that have an electronic device detained or seized, 
EXCLUDING those instances involving[mIUIIS1oerations. 

The rea lity ... 

http://www.cbp.gov/xp/ cgov / travel/admissibi lity/ 

Tear sheets may be obtained by fi ll ing out CBP form nd 
submitting it to the 
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Questions? 
(b) (7)(E) 

Does anyone have any questions at this time? 

(b) (?)(E) 

Traveling Public; 

For general questions or concerns about yow- inspection, you may contact CBP's Customer 
Service Center at 1-877-CBP-5511 (for callers in the United States), 703-526-4200 (for 
international callers), or 1-866-880-6582 (TDD) Monday through Friday between 8:30 a.m. 
and 5:00 p.m. Eastern Time. 
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Closed 

Closed 

Closed 

Closed 

FOUO - OPR LE Sensitive 

21 -DEC-16 

13-JAN-17 

06-JUN-18 

10-DEC-19 

SCBPO reported classified document left unsecured in the office, 
Seattle, WA 
TTRT alleged a document classified at the Secret level appeared to be 
mishandled or stored incorrectly, Detroit, Ml. 
Misuse of the Tactical Terrorism Response Team Program (TTRP) by 
unidentified managers, Detroit, Ml 
CBPO allegedly mishandling • unauthorized 
Orlando, FL 

FOUO - OPR LE Sensitive 
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FOUO - OPR LE Sensitive 

Status Re orted Date Case Summary 
Misuse of the Tactical Terrorism Response Team 

Closed 06-JUN-18 Program (TTRP) by unidentified managers, Detroit, Ml 

FOUO - OPR LE Sensitive 
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July 31, 2020 
 
 
Scarlet Kim 
American Civil Liberties Union 
125 Broad Street, 18th Floor 
New York, NY 10004 
 
Re: CBP-2020-012037 
 
Dear Ms. Kim: 
 
This is a fourth response to your Freedom of Information Act (FOIA) request to U.S. Customs 
and Border Protection (CBP) on November 13, 2019.  You requested the following records: 
 

1. Formal or informal policies, guidance, procedures, bulletins, memoranda, and/or legal 
opinions pertaining to TTRTs, including but not limited to, records concerning: 

a. How travelers are screened and/or targeted for interviews or inspection by 
TTRTs; 

b. Profiling based on race, religion, ethnicity, and/or national origin and their 
proxies, such as name or appearance; 

c. Whether and how a watchlist nomination may result from TTRT 
interviews or inspection; 

d. The retention, storage, sharing, and/or deletion of information about 
travelers subject to TTRT interviews or inspection;. 

 
2. Training and/or course materials for TTRT officers, whether developed by CBP or by 

other agencies, including but not limited to materials related to reliance on race, religion, 
ethnicity, and/or national origin and their proxies; 
 

3. Formal or informal reports, evaluations, audits, or analyses concerning the effectiveness 
of TTRTs; 
 

4. Records sufficient to show, since January 1, 2017: 
 

a. The number of individuals denied entry as a result of TTRT activities and their 
immigration status and/or basis for application for admission; 

b. The races, ethnicities, and/or national origins of the individuals denied entry as a 
result of TTRT activities; 

 
5. Records sufficient to show, since January 1, 2017: 

a. The number of individuals targeted for interview or inspection by TTRTs and 
their immigration status and/or basis for application for admission; 
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b. The races, ethnicities, and/or national origins of the individuals targeted for 
interview or inspection by TTRTs; 

c. The number of individuals targeted for interview or inspection by TTRTs for the 
purpose of gathering information about third parties, including watchlisted 
persons; 

 
6. Records sufficient to show the number of individuals nominated to a watchlist by TTRTs 

since January 1, 2017; 
 

7. Records sufficient to show, since January 1, 2017: 
 

a. The number of individuals targeted for interview or inspection by TTRTs who 
were asked to but declined to sign Form 1-275, "Withdrawal of Application for 
Admission"; 

b. The number of individuals targeted for interview or inspection by TTRTs who 
signed Form 1-275; 

c. The number of individuals targeted for interview or inspection by TTRTs for 
whom Forms 1-867 A, which contains a record of the basis for CBP's 
determination that an individual is subject to Expedited Removal, and/or l- 867B, 
which consists of questions designed to assess whether a traveler has a fear of 
returning to his or her country, were prepared; 

d. The number of individuals targeted for interview or inspection by TTRTs for 
whom Form 1-870, "Notice and Order of Expedited Removal," was prepared; 

 
8. Records concerning complaints, grievances, and/or concerns raised by CBP officers or 

other government officials related to TTRTs; 
 

9. Records concerning investigations of and/or disciplinary action related to TTRT officers;1 
 

10. All records created, sent, received, referenced, and/or used in fulfilling and/or responding 
to this Request. 

 
For this release, CBP FOIA has reviewed 280 pages of records and made the following 
determinations: 
 

- 280 pages of records that are partially released pursuant to Title 5 U.S.C. § 552 (b)(3), 
(b)(6), (B)(7)(C), and (B)(7)(E). 

 
Additional information regarding the applicable exemptions and response can be found at the 
following link: https://www.cbp.gov/document/guidance/exemption-definitions. 
 

                                                            
1 On June 18, 2020, Ms. Kim indicated that her client consented to narrowing Category # 9 to “records concerning 
investigations of and/or disciplinary action related to TTRT officers with respect to the three categories proposed 
((1) profiling, (2) First Amendment concerns and (3) recording, retaining and disseminating information) on the 
condition that CBP also add a fourth category: misuse or abuse of TTRT/TTRP (Tactical Terrorism Response 
Program).” 
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Copies of the FOIA and DHS regulations are available at www.dhs.gov/foia. 
 
 
 
As this matter is currently in litigation, if you need further assistance or would like to discuss any 
aspect of this response, please contact Kathleen Mahoney, Assistant United States Attorney. 
 
Sincerely, 
 
 
 
Patrick Howard 
Branch Chief 
U.S. Customs and Border Protection, FOIA Division 
Privacy and Diversity Office 
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