Requested Records

Relevant Entity

Douments Provided

Formal or informal policies, guidance, procedures,
bulletins, memoranda, and/or legal opinions pertaining
to TTRTs, including but not limited to, records
concerning:
1(a) How travelers are screened and/or targeted for
interviews or inspection by TTRTs
1(b) Profiling based on race, religion, ethnicity, and/or
national origin and their proxies, such as name or
appearance;

b) (5), (b) (7)(E
1(C) Whether and how a watchlist nomination may result (6) (5), (b) (7)(E)

from TTRT interviews or inspection

1(d) The retention, storage, sharing, and/or deletion of
information about travelers subject to TTRT interviews or
inspection

CBP Systems Policy

Training and/or course materials for TTRT officers,
whether developed by CBP or by other agencies,
including but not limited to materials related to reliance
on race, religion, ethnicity, and/or national origin and
their proxies;

Formal or informal reports, evaluations, audits, or
analyses concerning the effectiveness of TTRTs

Records sufficient to show, since January 1, 2017
4(a) The number of individuals denied entry as a result of TTRT
activities and their immigration status and/or basis for
application for admission

4(b) The races, ethnicities, and/or national origins of the
individuals denied entry as a result of TTRT activities

Records sufficient to show, since January 1, 2017
The number of individuals targeted for interview or
inspection by TTRTs and their immigration status and/or
5(a) basis for application for admission

The races, ethnicities, and/or national origins of the
individuals targeted for interview or inspection by TTR Ts

5(b)
The number of individuals targeted for interview or
inspection by TTRTs for the purpose of gathering
information about third parties, including watchlisted
5(c) persons

(b) (5), (b) (7)(E)

(b) (5), (b) (7)(E)
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Requested Records

Relevant Entity

Douments Provided

Records sufficient to show the number of individuals
nominated to a watchlist by TTRTs since January 1, 2017

Records sufficient to show, since January 1, 2017

7(a) The number of individuals targeted for interview or

inspection by TTR Ts who were asked to but declined to
sign Form 1-275, "Withdrawal of Application for
Admission"

7(b) The number of individuals targeted for interview or

inspection by TTRTs who signed Form 1-275

7(c) The number of individuals targeted for interview or

inspection by TTRTs for whom Forms 1-867 A, which
contains a record of the basis for CBP's determination
that an individual is subject to Expedited Removal, and/or
I- 867B, which consists of questions designed to assess
whether a traveler has a fear of returning to his or her
country, were prepared

7(d) The number of individuals targeted for interview or

Records concerning complaints, grievances, and/or
concerns raised by CBP officers or other government
officials related to TTRTs

Records concerning investigations of and/or disciplinary

action related to TTRT officers;

All records created, sent, received, referenced, and/or
used in fulfilling and/or responding to this Request.

inspection by TTR Ts for whom Form 1-870, "Notice and
Order of Expedited Removal," was prepared

(b) (5). (b) (7)(E)
(b) (5). (b) ()(E)
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1300 Pennsylvania Avenue NW
Washington, DC 20229

MAY 2 2 2019

MEMORANDUM FOR:

FROM:
xecutive Operations
Office of Field Operations
SUBJECT: Border Search of Electronic Devices — Field Guidance (Revised)

In an effort to enhance U.S. Customs and Border Protection’s (CBP) efforts

the Office
Division, is updating the January 12, 2018, memo to
Please carefully review CBP Directive 3340-049A,
Barder Search of Electronic Devices and the updated muster and ensure that you are familiar
with all of its requirements.

of Field Operations. Tactical Operations

[f an Advanced Search is to be performed on the device of an individual arrested at the time of
CBP’s examination, the search must be undertaken as part of a border search and not as a search
incident to arrest. Following the Supreme Court's decision in Riley v. California, 134 S. Ct.
2473 (2014), law enforcement may not conduct a search incident to arrest of information in an
arrestee's cell phone or othgr electronic media or storage device.

For Official Use Only//Law Enforcement Sensitive
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WIS

The guidance outlined in the attached muster must be disseminated to all CBP Officers
performing border searches. CBP managers and supervisors must be personally involved in
ensuring that this Directive and related guidance is followed. If you have any questions, please
have a member of your staff contac {QEQNOIGIEITOD Director at IO IONOINI®)

RIS 0oram Manager at

Attachment

For Official Use Only//Law Enforcement Sensitive
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Weekly Muster for CBP Officers

Week of Muster: May 13, 2019

Topic: Border Search of Electronic Devices — Directive 3340-049A
Headquarters POC: (b) (6), (b) (7)(C)

Office: Office of IField Operations, Tactical Operations Division

U.S. Customs and Border Protection (CBP), Office of Field Operations (OFO), Tactical
Operations Division, is reaffirming policy and providing guidance regarding the updated CBP
Directive 3340-049A, Border Search of Electronic Devices, issued January 4, 2018 and
additional guidance to the muster issued January 12, 2018. The additional guidance can be
found in the last bullet of this muster. Please carefully review the updated Directive in particular
5.1.4 and ensure that you are familiar with all of its requirements. Border searches of electronic
devices (including but not limited, to cell phones, laptops, hard drives, flash drives, and SIM
cards) must be performed judiciously and responsibly and with close adherence to CBP policy.

Many factors may constitute a national security concern or create reasonable suspicion of a
violation of the laws enforced or administered by CBP. All articulable factors resulting in an
Advanced Search should be clearly documented. In accordance to OFO policy,

b) (7)(E

®

[ ]

[ ]

If an Advanced Search is to be performed on the device of an individual arrested at the time of
CBP’s examination, the search must be undertaken as part of a border search and not as a search
incident to arrest. Following the Supreme Court's decision in Riley v. California, 134 S. Ct.
2473 (2014), law enforcement may not conduct a search incident to arrest of information in an
arrestee's cell phone or other electronic media or storage device.

(b) (7)(E)

For Official Use Only//Law Enforcement Sensitive
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(b) (7)(E)

Travelers are obligated to present electronic devices and the information contained therein in a
condition that allows inspection of the device and its contents. If a traveler refuses to provide a
password, or present the phone for inspection, Officers should consult a supervisor regarding
possible detention of the device.

In addition, as set forth in section 5.2 of the Directive, Officers will contact the CBP
Associate/Assistant Chief Counsel office prior to any border search of files or other materials
that are identified or have been asserted to be protected by attorney-client privilege or attorney
work product privilege. During the inspection and interaction with the traveler, Officers will
seek clarification, if practicable in writing, from the individual asserting this privilege as to
specific files, file types, folders, categories of files, attorney or client names, email addresses,
phone numbers, or other particulars that may be of assistance in identifying privileged
information.

An IOEM must be completed for every border search of an electronic device, whether basic or
advanced. As noted in prior guidance, all narratives must include a clear and detailed description
of the reasons for the Officer’s decision to search or to detain an electronic device, or copies

thereof, for further inspection.

Supervisors must thoroughly review and confirm this information prior to approving the report.

For Official Use Only//Law Enforcement Sensitive
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DEPARTMENT OF HOMELAND SECURITY
U.S. Customs and Border Protection

CBP DIRECTIVE NO.W DATE: June 7, 2014

ORIGINATING OFFICE: OFO:NTC
REVIEW DATE: June 2017

SUBJECT: Passenger Analytical Unit Procedures for Targeting High-Risk Travelers

1 PURPOSE.

The purpose of this directive is to provide operational guidance and communication protocols for
personnel assigned to passenger targeting duties as part of U.S. Customs and Border Protection’s
layered border enforcement strategy.

2 POLICY.

2.1  CBP’s priority mission is to safeguard the American homeland and protect the public
against terrorists and instruments of terror, by detecting and interdicting the cross-border
movement of terrorists and their funding, weapons, and instruments, including weapons of mass
effect (WME) and their precursors.

2.2  CBP identifies high risk travelers arriving at or departing from a U.S. port of entry
(POE). Once identified, CBP conducts additional research and analysis and takes appropriate
action, which includes but is not limited to interdicting, preventing boarding, denying entry,
arresting, pursuing criminal prosecution, conducting secondary examination, or collaborating
with investigative and intelligence partners to further investigations or enforcement actions.

3 DEFINITIONS.

3.1  Automated Targeting System (ATS): Decision support tool that compares traveler, cargo,
and conveyance information against law enforcement, intelligence, and other enforcement data

using risk-based targeting scenarios and assessments and assists CBP personnel in identifying
individuals who, and cargo which, warrant additional inspection or examination.

3.2  CBP Personnel: For the purpose of this directive, is defined as CBP Officers (CBPO),
CBP Agricultural Specialists (CBPAS), and supervisory CBPO or CBPAS.

3.3  Counter-Terrorism Response (CTR): A capability available at each port of entry

commensurate with operational requirements to respond to known or suspected terrorists
attempting to enter the United States.

34  High-Risk Traveler: Those travelers deemed by CBP to pose a potential threat to the
safety or security of the homeland or those likely to be inadmissible upon arrival to the United
States.

FOR-OFFIGIAL- USE ONLY/LAW- ENFORCEMENT-SENSITIVE

CLEARv. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 007


BCAB3NA
Cross-Out


(0) (7)(E)

3.6  Immigration Advisory Program (IAP)/Joint Security Program (JSP): CBP officers
deployed to key transit hubs overseas to work with border control authorities, foreign law
enforcement, and air carriers to identify and prevent terrorists and other high-risk passengers
from boarding aircraft destined to the United States.

3.7  No Board Recommendation: Recommendation to carriers to deny the boarding of certain
high-risk individuals.

(b) (7)(E)

3.9  Passenger Analytical Units (PAU): Any Field Office or Port unit, in any operational
environment, involved in the targeting or analysis of passengers destined to or departing from the
United States to include, but not limited to, officially designated PAUs, Regional Carrier Liaison
Groups (RCLGs), or CBP personnel assigned to perform (b) (7)(E)

3.10  PAU Supervisor: CBP supervisor responsible for the management and oversight of
Passenger Analytical Units (PAUs).

3.11  Ports of Entry: Designated locations (seaports, airports, or land border ports) where CBP
personnel are authorized to accept entries of merchandise, inspect travelers, collect duties, and
enforce the various provisions of CBP and other agency laws.

3.12  Post Seizure Analysis: The process of analyzing the facts and circumstance surrounding
a significant enforcement action to identify additional links and/or methods of operations that
may result in additional seizures or intercepts.

3.13  Pre-Departure Targeting: A review of high-risk traveler data, prior to the departure of a
carrier which transmits advance traveler data, to identify those who may pose a threat to that
carrier or to national security or who would likely be inadmissible upon arrival to the United
States.

3.14  Regional Carrier Liaison Groups (RCLG): CBP components, established in Honolulu,
Miami, and New York, that function as regional points of contact for international carriers and
foreign immigration authorities. The RCLG respond to carrier inquiries concerning the validity
of travel documents presented or admissibility of travelers. Additionally, CBP officers at the
NTC-P work with the RCLG officers to make recommendations to foreign carriers that boarding
be denied to individuals traveling to the United States who have been identified as being national
security related threats, ineligible for admission or who are traveling on fraudulent or
fraudulently obtained documents prior to boarding a flight to the United States.

FOR-OFFICIAL-USE-ONLY HAW-ENFORCEMENT-SENSITIVE
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3.15 [TIargeting: Risk assessment conducted through research using all available information,
including U.S. government systems and open source information in conjunction with established
analytical techniques and procedures to identify high-risk individuals.

3.16 TIargeting Framework (TF): A case management system comprised of customizable
framework components for intelligence-based research and vetting. It is the case management
system used by the National Targeting Center and is available to field personnel.

3.17  Terrorist Screening Database (TSDB): Database maintained by the Terrorist Screening
Center containing sensitive but unclassified identifiers (ex. names and dates of bi
individuals who, based on reasonable suspicion, are known or suspected terrorists.

3.18 Transnational Organized Crime: Organized crime coordinated across international
borders, involving groups or networks of individuals working in more than one country to plan
and execute illegal business ventures.

4 AUTHORITY/REFERENCES.

e Immigration and Nationality Act (INA),
Title 19 of the U.S. Code; -
Resiondfng To Potential Terrorists Seeking Entry into the United States, Direclive

Commissioner's Situation Room Reporting, Directive K(OKEHI(=)
Incident Management Coordination, Directive[(JREA=)

(b) (7)(E)
NTC and Passenger Analytical Units (PAUs) memo and muster, April 2012;

National Tarietini Center Reorianizm‘ian memal Jmmﬁ 201 2'|

e National Passenger Targeting Programs and Policies memo and muster, January 2010;
e Use of Regional Carrier Liaison Groups (RCLGs) in Support of the National Targeting

Center — Passenger (NTC-P) Operations memo, January 2010;

Outbound Passenger Operations memo, June 2010;
e Modification to the Automated Targeting System-Passenger (ATS-P) Processing Procedures

iar Outbound Tarierini memo, Febmﬁ 2009'i
®
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e Port of Entry Use of the Intelligence and Operations Framework System memo, October

2009; |
(b) (7)(E)

National Targeting Center — Passenger Outbound Targeting Initiative
memo, September 2009;

Preclearance Alert Procedures memo and muster, August 2008;

: (b) (7)(E)

CBP Air Advanced Passenger Information System (APIS) Guide, April 2008;
DHS Policy for Internal Information Exchange and Sharing, February 2007;
Seaport and Airport Passenger Analysis Unit Memo, December 2006.

5 RESPONSIBLITIES,
5.1 Office of the Commissioner

5.1.1 The Commissioner has overall responsibility for establishing policy regarding CBP
targeting of high risk travelers.

5.2  Office of Field Operations

5.2.1 The Assistant Commissioner, Office of Field Operations (OFQ), is responsible for
ensuring this directive is provided to and adhered to by all Field Offices.

5.2.2 The Executive Director, National Targeting Center INTC), is responsible for providing
policy and program oversight for PAUs operating in the air, land, and maritime environments.

5.2.3 The Executive Directors, NTC and Operations (OPS), are responsible for facilitating
collaboration between PAU and Tactical Analytical Units (TAU).

5.2.4 The Executive Director, Admissibility and Passenger Programs (APP) is responsible for
ensuring coordination between IAP/JSP and PAUs.

5.2.5 The Executive Director, Mission Support, is responsible for coordinating PAU related
training in collaboration with NTC.

5.2.6 The Director, NTC-Passenger, is responsible for conducting strategic targeting and
analysis related to travelers arriving at, destined to, or departing from the United States and
providing tactical information and analytical support to the field, including PAUs.

5.2.7 Directors, Field Operations (DFO), shall ensure that POE(s) under their supervision have
developed procedures consistent with this directive. DFOs are responsible for ensuring
compliance with the National Treasury Employees Union (NTEU) agreement regarding bid,
rotation, and placement of CBP personnel within PAUs.
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53  National Targeting Center - Passenger (NTC-P)

5.3.1 NTC-P has the primary responsibility for targeting high-risk passengers prior to boarding
a commercial carrier bound for the United States in the air and sea environments, and
coordinating appropriate responses with the field, including PAUs, RCLG and IAP.

5.3.2 NTC-P is responsible for coordinating CBP field-level activities related to anti-terrorism
efforts with other headquarters-level government agencies, including the Terrorist Screening
Center.

54  Port Management

5.4.1 Port Directors are responsible for ensuring that local procedures are developed consistent
with this directive.

5.42 Port Directors are responsible for ensuring that CBP personnel assigned to PAUs adhere
to the provisions of this directive and local procedures.

5.4.3 Port Directors, or their designees, are responsible for maintaining appropriate levels of
PAU staffing during operational hours and ensuring that those personnel possess the skill sets
necessary to identify and fully assess suspected high-risk travelers. At those locations where
limited resources preclude the establishment of a PAU, Port Directors are responsible for
assigning CBP personnel to vet travelers consistent with the policies and procedures in this
directive.

5.4.4 Port Directors, or their designees, are responsible for ensuring that PAUs conduct
targeting and risk assessment on passengers for all modes of travel pertinent to the operational
environments within their area of responsibility.

5.4.5 Port Directors, or thelr desxgnccs are responsible for ensuring that PAUs review the

(b) (7)(E)

or their locations in order to

5.4.6 Port Directors, or their demgnees, are responsible for 1dent1fy1ng and ensuring PAUs in
thelr area of respons1b111ty receive the mandated o peting 0 priate to their

5.4.7 Port Directors, or their designees, are responsible for ensuring designated PAU personnel
obtain and maintain access to ATS, TECS, and other law enforcement and/or passenger targeting
databases, as appropriate.

5.4.8 Port Directors, or their designees, are responsible for ensuring that all findings with a
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5.4.9 Port Directors, or their designees, are responsible for ensuring necessary reporting, to
include Commissioner’s Situation Room notification, is completed, as required.

5.4.10 Port Directors, or their designees, are responsible for acquiring resources (e.g. equipment,
available technology, etc.) required by PAUSs to enhance the effective identification and
assessment of suspected high-risk travelers.

5.4.11 The PAU Supervisor, or their designee, is responsible for maintaining user accesses to
the respective PAU group mail list to facilitate collaboration with other targeting, analytical,
intelligence, or investigative units.

5.5  CBP Personnel Assigned to PAUs

5.5.1 CBP personnel are required to abide by the procedures set forth within this directive and
all other existing policies and directives.

5.5.2 CBP personnel are responsible for obtaining and maintaining access to the appropriate
targeting and research systems in addition to maintaining subject matter expertise in the use of
those systems. CBP personnel must remain knowledgeable of system updates and targeting
techniques as they become available.

5.5.3 CBP personnel are required to complete mandated passenger targeting training
priate to their environment and operational requirements
(b) (7)(E)

when available and as soon as is operationally feasible.

5.5.4 CBP personnel must apply comprehensive research and analysis methodologies to detect

high-risk travelers. PAU must also be able to document enforcement findings in a timely and
accurate manner in accordance with existing policy, coordinate appropriate enforcement actions,
access and review classified information as appropriate, and be able to effectively represent CBP
as a liaison with internal and external stakeholders.

5.6  Office of Intelligence and Investigative Liaison (OIIL)

5.6.1 The Office of Intelligence and Investigative Liaison is responsible for providing OFO
with tactical information and analytical support to facilitate and refine strategic targeting.

5.7  Office of Training and Development (OTD)

5.7.1 The Office of Training and Development is responsible for facilitating the training needs
and requirements of OFO.

5.8  Office of Information and Technology (OIT)

5.8.1 The Targeting & Analysis Systems Program Directorate (TASPD) is responsible for
maintaining existing targeting systems and enhancing such systems to meet OFO targeting needs
and requirements.
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6 PAU PROCEDURES.
6.1  Access and System Requirements

6.1.1 Ataminimum, PAU must have access to and be knowledgeable in the use of the
following source systems:

b) (7)(E

6.1.2 PAU must, at a minimum, set (b) (7)(E)

OIVE

(b) (7)(E)

6.2 PAU Targeting Procedures

6.2.1 PAU must utilize all available automated tools to conduct advance targeting and risk
assessments on travelers arriving in their area of responsibility to identify those who are high risk
due to issues including, but not limited to:

(b) (7)(E)

FOR OFFICIAL USE ONLY-/LAW ENFORCEMENT-SENSITIVE

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 013


BCAB3NA
Cross-Out


6.2.2 PAU must conduct the below (b) (7)(E)

o) (7)(E

6.2.3 PAU must identify and coordinate, with appropriate notifications and/or lookouts, the
examination of suspected high risk travelers consistent with the procedures established within
this directive and existing CBP policy.

6.2.4 If PAU discovers an

(b) (7)(E) g
identified travelers, and there is imminent travel to the United States, they must notify
management at the POE immediately.

6.2.5 Following port management notification, the PAU must notify NTC-P when information
is developed which (b) (7)(E)

(b) (7)(E)

D) (7)(E
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(b) (7)(E)

6.2.11 PAU must ensure that notifications and coordination with ICE/HSI, FBI/JTTF, and local
law enforcement are conducted as appropriate and in accordance with existing policy.

(0) (7)(E)

6.2.14 PAU must provide all pertinent details to the appropriate CBP personnel to ensure that all
necessary notifications are made and after-action reporting is detailed and accurate.

63  ATS-P (b) (7)(E)
6.3.1 PAU must monitor the ATS-P (XA (=i dentify high risk travelers for the

purpose of coordinating secondary examinations and enforcement actions, as appropriate.
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b) (7)(E

64 ATS-P (b) (7)(E)

VIV

6.4.3 PAU must immediately notify management at the POE of any issues or concems
identified during research and coordinate with NTC-P, as appropriate.

65 ATs-PHOIUIGE

(0) (7)(E)
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(0) (7)(E)

6.6 TECS Subject Record Procedures

6.6.1 PAU personnel are responsible for ensuring that information included in TECS subject
records, for which they are the owner, be complete, accurate, and relevant in order to enhance
CBP’s targeting, enforcement, and facilitation operations.

6.6.2 The primary responsibility for the quality of TECS subject records rests with the owner
of the record. Record owner responsibilities include:

¢ Ensuring that information contained in a TECS subject record serves a legltxmate law
enforcement or regulatory purpose;

¢ Ensuring the validity, comprehensiveness, and accuracy of the original data provided;

e Making appropriate modifications to existing records whenever new information is
developed or original information becomes obsolete;

o Updating records to provide details of operational or enforcement related events and/or
results.

D) (7)(E
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6.7 (b) (7)(E)

)(E

6.8 Immigration Advisory Program (IAP)/ Joint Security Program (JSP) Coordination
Procedures

6.8.1 The PAU will be the primary point of contact for matters requiring coordination between
IAP/JSP and the U.S. POE, except as detailed below in 6.8.2.

6.8.2 IAP/JSP must continue to coordinate through the NTC-P related to matters with a nexus

concermns.

6.8.3 Telephonic contact is required from the IAP/JSP location to the PAU with responsibility
over the U.S. POE for all matters of a time sensitive nature and/or requiring
concurrence/coordination (e.g.

6.8.4 Upon telephonic contact the PAU must conduct research on the|IR(IYG(S)

facilitate engagement with port management, and enter subject records, as appropriate.

6.8.5 Electronic notification to the PAU group mail list may be appropriate for matters that are
not time sensitive and do not require concurrence/coordination from the POE.

6.9  Post Seizure Analysis (PSA)

6.9.1 PAU must conduct a PSA following any significant enforcement action within their area
of responsibility as soon as possible after the occurrence of the enforcement action.

(b) (7)(E)
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(b) (7)(E)

6.9.4 As airoiriate based uion the results of the PSAI the PAU will iroduce

6.9.5 PAU will collaborate with the TAU to (b) (7)(E)
(b) (7)E) hat may be of value to other field or national components.

7 NO PRIVATE RIGHT OF ACTION.

7.1 This document is an internal policy statement of CBP and does not create or confer any
rights, privileges, or benefits for any person or party.

8 DISCLOSURE OF INFORMATION.

8.1  This directive contains information which may be exempt from public disclosure
pursuant to U.S. law, including the Freedom of Information Act (5 U.S.C. § 552) and executive
privilege. Information may not be disclosed to the public to include any court proceeding
without express written authority of the NTC, in consultation with the Office of Chief Counsel,
as appropriate.

(b) (6), (b) (7)(C)

oim ¥, Wagner
Acting Assistant Commissioner
Office of Field Operations
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TTRT- Tactical Terrorism Response Team & uscusomsand
P )

U.S. Customs and Border Protection’s Office of Field Operations established Tactical Terrorism Response Teams
(TTRTs) to provide immediate counterterrorism (CT) response capabilities at and between our nation’s Ports of Entry
(POEs). Utilizing skillsets that (b) (7)(E) TTRT
members are tasked with responding to and effectively countering current and evolving U.S. National Security
threats. (b) (7)(E) is responsible for TTRT oversight,
providing resources to field TTRTs, and fostering partnerships with national and international law enforcement entities

in support of the CT mission. TTRT is active at (XIS PW:hroughout the U.S. and Pre-Clearance, and SIS
(b) (7)(E)

TTRT Synopsis

0 £

Training Duties and Responsibilities Statistics

rioritize, and operationalize

In Fiscal Year (FY) 17, TTRT
conducted a total of QXL xams
resulting in 1,626 denials of
admission.

(b) (7)(E)

Review,

Conduct research and analisis to

Coordinate and synchronize efforts

among teams and units (b) (7)(E)

within the local area of responsibility. In FY 18, TTRT conducted a total of
(XU xams resulting in 2,485
Conduct various law enforcement denials of admission.

activities including (b) (7)(E) kecuring
of evidence, and (b) (7)(E)

(b) (7)(E)

Brief and manage recurring
dissemination of relevant information
and intelligence to senior management
and frontline personnel, to include
sensitive and classified briefings to
senior management for decision-making
purposes.

Attend bi-weekly classified briefings.
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Subject: Tactical Terrorism Response Team (TTRT) Role and Responsibilities
Date: Thursday, August 4, 2016 4:03:13 PM
ALCON,

This a reminder that the Tactical Terrorism Response Team (TTRT) has a defined mission to provide
immediate counter terrorism response capabilities at our nation’s ports of entry. Participants are
responsible for identifying, interviewing, and processing known and suspected terrorists. Due to
their performance of duties that are directly related to National Security, their access to classified
information, and their receipt of regular classified briefings, TTRT participants are excluded from the
bargaining unit.

Although the travel of (b) (7)(E) ill always be of significant
concern and a primary TTRT responsibility, (b) (7)(E)
(b) (7)(E) Identification of these individuals is

central to the TTRT mission requiring active engagement with arriving and departing persons. As
such, TTRT members not specifically assigned to a team analytical role should spend the majority of
their workday directly addressing high risk flights and subjects of interest.

In light of these defined duties and the need for team members to diligently address the potential

threat through direct contact with passengers (KGOS case refrain from, to the

greatest extent possible, assigning TTRT personnel non-discretionary duties that are not necessary to
support their activities and require significant time away from flight operations (i.c. ()K€

(b) (7)(E)
Your support in this effort is greatly appreciated.

If you have any questions or require additional information, please let me know.

(b) (6), (b) (7)(C)
SCBPO, Border Security Coordinator

WIOROIGI®

Warning: FOR OFFICIAL USE ONLY (FOUO) - LAW ENFORCEMENT SENSITIVE (LES): This email and any attached documents are FOR OFFICIAL USE ONLY.
It contains information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552). This document is to be
controlled, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to SENSITIVE BUT UNCLASSIFIED information and
is not to be released to the public or other personnel who do not have a valid need to know without prior approval from the originator. Further
transmission of LAW ENFORCEMENT SENSITIVE information is limited by The Privacy Act (5 U.S.C. 552(a)) and Trade Secrets Act (18 U.S.C. 1905), in
accordance with the Third Agency Rule. If you are not the intended recipient or agent responsible for delivering the information to the intended
recipient, unauthorized disclosure, copying, distribution or use of the contents of this transmission is strictly prohibited. If you have received this

transmission in error, please notify the sender and delete all copies from your system.
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Tactical Terrorism Response Team -

(b) (7)(E)

(b) (7)(E)

—



Terrorism
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Roles and Responsibilities

U.S. Customs and Border Protection’s Office of Field Operations
established Tactical Terrorism Response Teams (TTRTs) to provide
immediate counterterrorism response capabilities at and between
our nation’s ports of entry. Utilizing skillsets that focus on
enhanced interviewing techniques, analytics, and media
exPloitation, TTRT members are tasked with responding to and
effectively countering current and evolving national security
threats. The National Targeting Center’s (NTC) (b) (7)E)

(b) (7)(E)is responsible for TTRT oversight, provid

the field while fostering partnerships with national and
international law enforcement entities in support of the
counterterrorism mission. TTRT is active at (b) (7)(E) throughout
the U.S. and preclearance and has been established in (b) (7)(E)US
Border Patrol sectors.




N

TTRT Officers

(b) (7)(E) B )L/)E)

lov enforcement actiit

to senior management
management for

F iing Unt . -

(b) (7)(E)




Trainings

(6) (6). (b) (7)(C), (b) (7)(E)




Terrorist Screening Database (TSDB)

(7)(E)

’ [EL i R
- : lviauals.
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erms to Know

Abbreviation & Acronym Guide ( b ) ( 7 ) ( E )
ACE - Automated Commercial Environment Fincen- Financial Crimes Enforcement Networle
ACRQ- American Citizen Record Query, US Passport Database (CCD) FNU- Firet Name Unknown

ACS- Automated Commercial System FOUO- For Official Use Oaly

(b) (7)(E)

ted T

(b) (7)(E)

HSI VSP- Homeland Sccunity Investigations, Visa Sccurity Program

AFI — Analytical Framework for Intelligence
AMS- Automated Manifest System

(b) (7)(E)
ATS- Automated Targeting System (P-Passenger, L-Land)
(b) (7)(E)
BI- Background Investigation
(b) (7)(E)
CCD- Consular Consolidated Database (DOS)
CFR - See Code of Federal Regulations.

TAP- Immigraticn Advisory Program (NTCP Work Umit & Overseas Ad

IRS- Intelligence Reporting System

ITAR- International Traffic 1n Arms Regulations (controls export & unport of defense-related stems ' weapons)

IV- Immigrant Visa

(b) (7)(E)

KST- Enown or Suspected Terrorist

CIS- Citizenship and Immigration Services (DHS)

CLASS- Consular Iockout and Support System (DOS Lockout System, CCD)
COA- Class of Admission (E.G. B1, F1, Etc.)
COB- Country of Birth

LNU- Last Name Unknown

o . NAILS- National Automated Immigration Lookout Syetem
COC- Country of Citizenship

(b) (7)(E)

CTAB- C-oune ecrs .an' Board
CTR- Counter Terrorism Response (Replaced By TTRT)
DOE- Date of Entry

(b) (7)(E)

DOS- Department of State

NCIC- National Crime Information Center (TECS)
NCTC- National Counterierrorism Center

NIV- Nomimmigrant Visa

NMI- No Middle Initial

NTCC- National Targeting C Cargo

NT'CP- National Targeting Center Passenger

(b) (7)(E)

OCONUS- Outside the Contisuous United States

c ot ot EAR Ve BR) 19-CV-07079 HOWARD DECLARATIO

DV- Diversity Visa (Visa Lottery)




Terms to Know

OIIL- CBP Office of Int igative Liaison (Now OI}

7)(

nt Computer System (Law Enforcement Computer System - Green Screen)

PCQS —Person Centru

PD- Pre-Departure (NTC

TECS- Treasury Enfor

TSDB- Te; Q.reen_'nc Database
b) 7)E)

TPAX- Unified P_w;:nt er Vet stem (Replacing TF)

VRS- Visa Revocation Servic

(b) (7)(E)

ATS_P or UPASD

WILS- Watchhsting Servics

T

b) (7)(E)




O OETTRT Members

A= "?.;ﬁ nl—

(b) (7)E)




e Standard
' Operating
Procedures

Tactical Terrorism Response Team

We are the guardians of our Nation’s borders.

We are America’s frontline.

We safeguard the American homeland
at and beyond our borders.

We protect the American public against terrorists
and the instruments of terror,

We steadfastly enforce the laws of the United States

while fostering our Nation’s economic security
through lawful international trade and travel,

We serve the American public with

vigilance, integrity and professionalism.

CLEARv. CBP, 19-CV-07079 HOWARD




Originating Office:
Distribution: CBP AREA MANAGERS, SUPERVISORS, AND OFFICERS

AREA PORT OF BOIUIG) ISSUE DATE: 01/16/2017
STANDARD OPERATING PROCEDURES REVISED:

SUBJECT: TACTICAL TERRORISM RESPONSE TEAM (TTRT)

PURPOSE: The purpose of this document is to provide [ XIS .S. Customs and
Border Protection (CBP) officers and managers with local standard operating procedures (SOP)

regarding the responsibilities of the Tactical Terrorism Response Team (TTRT).

OVERVIEW:
e Comprised of personnel with a specialization in analytics, task force operations, counter
terrorism response, and/or enforcement operations.

e TTRT members are reiuired to obtain and maintain (b) (7)(E)

e Immersed in the current and developing threat picture through the continuous review of
sensitive and classified information and engagement with all relevant stakeholders.

e Serve as key conduit of information at both the officer/agent level and the senior managerial
level.

o For example, TTRT personnel would serve as the primary contact at the port for
coordinaton withthe RO NG I

e In constant and direct contact with the National Targeting Center (NTC) on issues related to
sensitive information.

e Personnel assigned to the TTRT will serve three-year assignments with two optional one-
year extensions.

DUTIES:
e Interviewing of and collecting information on known or suspected terrorists.

e Liaising with stakeholders to include federal, state, and local counterparts as well as trade
and community partners.

HOIVO

e Required to have regular access to classified information.

o Reviewing, prioritizing, and operationalizing sensitive and classified information and
intelligence.

e Recurring dissemination of relevant information and intelligence to senior management and
frontline personnel, to include sensitive and classified briefings to senior management for
decision-making purposes.

e Conducting various law enforcement activities including ()K€ sccuring of evidence

1
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and potential crime scenes, and document and media exploitation.
C onductmg research and analysis to determine (b) (7)(E)

i (b) (7)(E)

and conducting special operations that address

Coordinating and synchronizing efforts among teams and units with a CT nexus within the
local area of responsibility.

RESPONSIBILITIES:

TTRT will be responsible for conducting an intensive secondary inspection, document
review, interview/questioning, and examination to identify known or suspected terrorists or
terrorist mstruments.

Will document and record all pertinent information regarding the encounter with the subject
to include [(QNEAIS)

Will update all applicable CBP systems with the appropriate information pertaining to the
counter-terrorism interview/examination.

The TTRT Officer will be responsible for updating inspection results within (b) (7)(E)
(b) (7)(E)

o TTRT will correctly document work performed by TTRT, per NTC guidelines.

b) (7)(E

Provide travelers with CBP Form 6065 (Comment Card) following all negative inspections

and/or searches.

Personal searches of travelers are required to reflect set guidelines found in the Personal
Search Handbook (CIS HB 3300-04B).

It is the responsibility of TTRT members to comply with all applicable DHS and CBP use of
force and firearms guidelines and policies.

BORDER SEARCH OF ELECTRONIC DEVICES:

e Supporting CBP Policy:

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 033



o Border Search of Electronic Devices Containing Information (CBP Directive No.
3340-049).

(b) (7)(E

Searches of electronic devices will be documented in J{XU{SMnd be conducted in
the presence of a supervisor. In circumstances where operational considerations prevent a
supervisor from remaining present for the entire search, or where a supervisory presence
1s not practicable, the examining Officer shall, as soon as possible, notify the appropriate
supervisor about the search and any results thereof.

o Documentation within @R must explain the reason for the search.
An Officer may detain electronic devices, or copies of information contained therein, for
a brief, reasonable period of time to perform a thorough border search. The search may
take place on-site or at an off-site location, and is to be completed as expeditiously as
possible. Unless extenuating circumstances exist, the detention of devices ordinarily
should not exceed five (5) days.

The Officer will obtain consent from traveler when applicable.

The searching Officer must provide traveler with CBP “tear sheet” Inspection of
Electronic Devices following search of all media devices.

(b) (7)(E)

D) (/)
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(D) (7)(E

NOTIFICATIONS:
o All[@IQIEYo NTC and/or Rrequire immediate Supervisor notification.

Proper and timely notifications must be made to the TTRT Program Management Office

whenever the TTRT has an encounter that would (b) (7)(E)

SUPPORTING CBP POLICIES:
CBP Directive No. (b) (7)(E)

(b) (7)(E)

CBP Directive No. 5410-003: (b) (7)(E)

CBP Directive No. 3340-049: (b) (7)(E)

(b) (7)(E)
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1300 Pennsylvania Avenue NW
Washington, DC 20229

U.S. Customs and
Border Protection

JAN 1 1 2017

MEMORANDUM FOR: Executive Directors
Directors, Field ()pudt]on:,

6), (b) (7)(C)

FROM: Executive Director
-f__j!"National Targetirig Center

SUBJECT: [ Tactical Terrorism Response Team System Reporting

The purpose of this memorandum is to provide updated guidance to Tactical Terrorism Response
Teams (TTRT) regarding the recording of secondary inspection results in their respective
database(s). This guidance supersedes previous memorandums regarding TTRT inspection
closeouts.

On February 1, 2017, NTC- (b) (7)(E)

() (7)(E)
~(b) (7)(E)

Further guidance is in the attached muster.

(b) (7)(E)

Please direct personnel to the (b) (7)(E) to ensure

proper documentation of inspections.

Should you have any questions, please have a member of your staff contact Program Manager
(b) (6), (b) (7)(C)E (b) (6), (b) (7)(0) or at (QAQNGES) Program Manager
(b) (6), (b) (7)(C) (b) (6), (b) (7)(C) (L) (6). (b) (7)(C)
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BCAB3NA
Cross-Out


Muster 2017-01

Week of Muster: Upon Receipt

Headquarters POC: Operations, Counter Terrorism Division

Subject: Tactical Terrorism Response Team System Reporting
e OnFebruary 1, 2017, NTC (b) (7)(E)

(0) (7)(E)
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BCAB3NA
Cross-Out


TTRT Closeout Code Box

(b) (7)(E)

(b) (7)(E)

D) (7)(E

CLEARv. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 038


BCAB3NA
Cross-Out


(b) (7)(E)

0) (7)(E)

Unelassified//For Official Use Onlyv//I Enf ESanEte
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BCAB3NA
Cross-Out


MEMORANDUM FOR: See Distribution

FROM: Executive Director
National Targeting Center
Office of Field Operations

SUBJECT: Tactical Terrorism Response Team Responsibilities

In 2015 U.S. Customs and Border Protection (CBP) established the Tactical Terrorism Response
Teams (TTRTs) to provide immediate counterterrorism response capabilities at our nation's ports
of entry. In collaboration with ‘rhe_mEHTTRT is the primary unit

responsible for the inspection and processing of known and suspected terrorists and those

(b) (7)(E) In accordance with current policy, the port of

entry 1s ultimately responsible for the determination of admissibility, taking into account the

(b) (7)(E)

Today, overjgllic BP Officers and Agents are assigned to field-based TTRT Teams located B ()
Ports of Entry (POESs), including Pre-Clearance locations, and atWJ.S. Border Patrol

(USBP) Sectors. In addition, TTRT officers go on TDYs in support of many CBP initiatives

such as the Immigration Advisory Program (IAP) and Joint Security Program (JSP).

CBP Officers who are assioned to TTRT are subject matter experts in Counterterrorism (CT

nd are immersed in the
current and developing threat picture through the continuous review (b) (7)(E)

O XCISIYB-cause members of TTRT perform duties which directly affect national security,
they are excluded from the bargaining unit.

At a minimum, TTRT members will perform the following functions to combat terrorism and
protect national security:

AOR SPECIFIC OPERATIONS

TTRT members are expected to analyze local trends and gather intelligence to conduct
operations. TTRT members can gauge the efficiency and effectiveness of the counterterrorism
efforts conducted by maintaining a record of operations developed.

Although the results of an interview may not yield immediate results (e.g.
arrest, seizure, or determination that an individual 1s madmissible), the information derived from

the interview and documented in the inspection remarks provide invaluable intelligence for
immediate and/or future use. Documented exam findings are referenced -mﬁ-

(b) (7)(E)
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feedback developed from negative and positive encounters,

(b) (7)(E) We encourage the TTRT memb
(b) (7)(E)

(b) (7)(E)

remains a significant concern

for DHS/CBP,

( b) ( 7)(E) In order to fulfill CBP's core mission of
safeguarding the Homeland and protecting the American public against terrorism

These (I ECA{=I 21c meant to augment the skills, knowledge, and experience of our TTRT
officers, who represent the best resource to identify individuals conducting activities that pose a
terrorism risk. Customized training and a dedication to counterterrorism specific job functions

provide TTRT members with the tools
(b) (7)E) tilizing the training received, TTRT members must conduct exams on all

subjects identified within
and other travelers suspected of having a nexus to terrorism

who arrive to a port of entry.

D) (7)(E

While we continue to coordinate (b

(b) (7)(E)

BRIEFINGS

(b) (7)(E)
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D) (7)(E

Thank you for your continued support of the TTRT. If you have any questions concerning this
memorandum, please have a member of your staff contactf{S)K(C)M{IXEA(®] Director,

(b) (6), (b) (7)(C), (b) (7)(E)

Distribution:

Executive Director, Operations
Director, Field Operations, Baltimore
Director, Field Operations, Chicago
Director, Field Operations, Detroit
Director, Field Operations, Los Angeles
Director, Field Operations, New York
Director, Field Operations, San Diego
Director, Preclearance Operations
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This presentation is designated FOR OFFICIAL USE ONLY. It may contain information which is Law
Enforcement Sensitive; attorney-client privileged, attorney work-product, U.S. Government
information, or that may be exempt from public release under the Freedom of Information Act
(5USCS552). This document is to be controlled, handled, transmitted, distributed, and disposed of in

accordance with DHS policy relating to FOUO information, and is not to be released to the public or
personnel who do not have a valid "need-to-know" without prior approval from the (b) (7)(E)
(b) (7XE) & the OFO Field Liaison Division.
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[ welcome to the (b) (7)(E)TTRT

presentation
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(b) (7)(E)
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What does TTRT stands for?

TTRT is.

actical

errorism

Emnse
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TTRT was a pilot program created by
© US CUSTOMS AND BORDER PROTECTION ®
with the main purpose of

terrorists flying under the US Government

radar /2
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It’s success rate was so
high that the
TEAMS became a

of the

Department of
Homeland
Security
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(1

TTRT- Tactical Terrorism Response Team @4 s

(AT
>
Pt
o

U.S. Customs and Border Protection’s Office of Field Operations established Tactical Terrorism Response Teams
(TTRTs) to provide immediate counterterrorism (CT) response capabilities at and between our nation’s Ports of Entry
(POEs). Utilizing skillsets that focus on enhanced interviewing techniques, analytics, and media exploitation, TTRT
members are tasked with responding to and effectively countering current and evolving U.S. National Security
threats. The National Targeting Center's (NTC)is responsible for TTRT oversight,
providing resources tofield TTRTs, and fostering partnerships with national and international law enforcement entities

in support of the CT mission. TTRT s active s {CYREAIERXhroughout the U.S, and Pre-Clearance, and a e
U.S. Border Patrol Sectors.

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 051




Training

(7)(E

TTRT Synopsis

N

Duties and Responsibilities
Examine and interview travelers known
or suspected of having a nexus to

LEronsm at ang N Detween FUES

Review, priontize. and og

sensitive and classified information and

intelligence.

Conduct research and analy (=]

)(E)

Coordinate and synchronize efforts
among Teams and units with a CT nexus
ibility

within the local arca of respc

Conduct vario
activities including
of evid

=rTent
a

(b) (7YE)

nce, and

Brief and manage recurning
dissemination of relevant information
and intelligence 1o senior management

nnel, 1o include
1ed Drienngs o

and frontline per
SENSITVE and clas

zsenior managemant for decision-making

PUrposes.

Attend bi-weekly classified briefings.

Statistics

In Fiscal Year (FY)L 17 TTIRT
conducted a total of ®ams
l(".ull!l\g in 1,626 denials of

admissicn.

b) (7)(E

In FY 18, TTRT conducted a total of

(b) (7

exame resulting in 2,485

denials of admission.

b) (7)

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 052
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TTRT is a specialized unit with (b) (7)(E)
with the ability to:

~(b) (7)(E)

* Collect at the US Border

* Have to one of the largest Data Base in the US
Government

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 053
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TTRT combines the TACTICAL PROFICIENCY
with an ANALYTICAL ADVANTAGE

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 054
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Within the Tactical Proficiencies TTRT
is trained to conduct:

(b) (7)(E)
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CBP / TTRT, UNDER BORDER SEARCH AUTHORITY
CAN:

CONDUCT AIRCRAFTS AND VESSELS SEARCHES THAT
TRAVELBETWEEN (b) (7)(E)

AND

IMMIGRATION STATUS OF PASSENGERS THAT TRAVEL
BETWEEN (b) (7)(E)

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 056
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WITHOUT
A
WARRANT
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Interviewing and
Interrogation

of Known or
Suspected
Terrorists

Reviewing,
Prioritizing,
Operationalizing
Sensitive &
Classified
Information &
Intelligence

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 058

Liaising with
Stakeholders to
include Federal,
State and Local
Law Enforcement

~(b) (7)(E)
Custody of Evidence,
Securing Crime

Scenes,

(7)E)
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Disseminate
Intelligence (b) (7)( E)
Informationto |
Senior Management |
& Frontline Personnel

Coordinate & “QUINESEONSISIEINESSE
Synchronize ) (b) (7)(E)
Efforts with '
TEAMS
with

.  (b) (7)(E)

& Conduct Special
Operations to

Nexus

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 059
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(b) (7)(E) (b) (7)(E)




National Targeting Center (b) (7)(E) U3, Casous ad

(b) (6), (b) (7)(C), (b) (7)(E)
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Tactical Terrorism Response Team

(b) (6), (b) (7)(C), (b) (7)(E)
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U.5. Customs and
National Targeting Center Border Protection

(b) (6), (b) (7)(C) (b) (7)(E)
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(b) (6), (b) (7)(C), (b) (7)(E)




(b) (6), (b) (7)(C), (b) (7)(E)

Venezuela Intelligence Chief
Exposes Organized Crime Links in
Maduro Govt

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 066
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Slide 24

BRI Add the Washington Post News about [QYONOIGIG]
(b) (6), (b) (7)(C) EIZIEEE

Solo un ejemplo...hay que arreglarlo
(b) (6), (b) (/)(C) JEEME
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Maduro’s ex-spy chiel lands in U.S. armed with
. .. & o~
allegations against Venezuelan government Che
Washington

Post

(b) (6), (b) (7)(C), (b) (7)(E)

Hy Anthony Faiola
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N&tﬂ)ﬂal Targetj * - f ) :305 dcelrlg :n‘l: .ntn‘dn
() (7)

(b) (6), (b) (7)(C), (b) (7)(E)
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(b) (6), (b) (7)(C), (b) (7)(E)




(b) (6), (b) (7)(C), (b) (7)(E)
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LS. Customs and
' . Border Protection

(b) (T)(E)

(b) (6), (b) (7)(C), (b) (7)(E)
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= U.5. Customs and
4y Border Protection

National Targeting Center
(b) (7)(

(b) (6), (b) (7)(C), (b) (7)(E)
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(b) (7)(E)
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(b) (6), (b) (7)(C), (b) (7)(E)
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(b) (6), (b) (7)(C), (b) (7)(E)




HOMNO X
ABOVE ALI

@ US CUSTOMS AND BORDER PROTECTION @
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We are the quardians of our Nation's bordes.
We are America's frontline.

We safeguard the American homeland
at and beyond our borders.

00,
< 101001015 7 MM

00101010 -
mo]i:lfomm

2101010119¢

We protect the American people dgainst ™ S ity
8,4 » .Mm

terrorists and the instruments of &

We steadfastly enforce the laws of the United States
while fostering our Nation's economic security through
lawful international trade and travel.

We serve the American people with vigilance,
integrity, and professionali
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We are the guardians of our Nation's bordets.
We are America's frontline.

We safeguard the American homeland
at and beyond our borders.

We protect the American people

terrorists and the instruments o _;. e

We steadfastly enforce the laws of the United States
while fostering our Nation's economic security lhrough
lawful international trade and travel.

We serve the American people with vigilance,
integrity, and professionalism.
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Originating Office (b) (7)(E)
Distribution: CBP () NEAI(Z 1 ANAGERS, SUPERVISORS, AND OFFICERS

AReA PORT OF ((OXE@I(D); ISSUE DATE: 01/20/2018

STANDARD OPERATING PROCEDURES REVISED:

SUBJECT: TACTICAL TERRORISM RESPONSE TEAM (TTRT)

PURPOSE: The purpose of this document is to provide (b) (7)(E) U.S. Customs and Border Protection (CBP) officers
and managers with local standard operating procedures (SOP) regarding the responsibilities of the Tactical Terrorism
Response Team (TTRT).

OVERVIEW:

e Comprised of personnel with a specialization in analytics, task force operations, counter terrorism response, and/or
enforcement operations.

TTRT members are required to obtain and maintain (b) (7)(E)
(b) (7)(E)

Immersed in the current and developing threat picture through the continuous review of sensitive and classified
information and engagement with all relevant stakeholders.

Serve as key conduit of information at both the officer/agent level and the senior managerial level.

o For example, TTRT personnel would serve as the primary contact at the port for coordination with the ((S)KEI(=)
(b) (7)(E)

In constant and direct contact with the National Targeting Center (NTC) on issues related to sensitive information.
Personnel assigned to the TTRT will serve three-year assignments with £we optional one-year extensions.

DUTIES:

e Interviewing of and collecting information on known or suspected terrorists.
e Liaising with stakeholders to include federal, state, and local counterparts as well as trade and community partners.

" (b) (7)(E)
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VIV

Required to have regular access to classified information.
o Reviewing, prioritizing, and operationalizing sensitive and classified information and intelligence.

e Recurring dissemination of relevant information and intelligence to senior management and frontline personnel, to
include sensitive and classified briefings to senior management for decision-making purposes.

e Conducting various law enforcement activities including (b) (7)(E) securing of evidence and potential crime scenes,

and document and media exploitation.

Conducting research and analysis to determine (b) 7)(E

3 () (7)(E)

° (b) (7)(E) and conducting special operations that address )(E)
e Coordinating and synchronizing efforts among teams and units with a CT nexus W|th|n the local area of responsibility.

RESPONSIBILITIES:

e TTRT will be responsible for conducting an intensive secondary inspection, document review,
interview/questioning, and examination to identify known or suspected terrorists or terrorist instruments.

e Will document and record all pertinent information regarding the encounter with the subject to include

(b) (7)(E)

e Will update all applicable CBP systems with the appropriate information pertaining to the counter-terrorism
interview/examination.

e The TTRT Officer will be responsible for updating inspection results within (b) (7)(E)

o TTRT will correctly document work performed by TTRT, per NTC guidelines.

e Personal searches of travelers are required to reflect set guidelines found in the Personal Search Handbook (CIS
HB 3300-04B).

e |tis the responsibility of TTRT members to comply with all applicable DHS and CBP use of force and firearms
guidelines and policies.

BORDER SEARCH OF ELECTRONIC DEVICES:

e Supporting CBP Policy:
o Border Search of Electronic Devices Containing Information (CBP Directive No. 3340-049A).
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WINIO

Searches of electronic devices will be documented in TECS IOEM and be conducted in the presence of a
supervisor. In circumstances where operational considerations prevent a supervisor from remaining present for
the entire search, or where a supervisory presence is not practicable, the examining Officer shall, as soon as
possible, notify the appropriate supervisor about the search and any results thereof.

o Documentation within IOEM must explain the reason for the search.

e An Officer may detain electronic devices, or copies of information contained therein, for a brief, reasonable
period of time to perform a thorough border search. The search may take place on-site or at an off-site location,
and is to be completed as expeditiously as possible. Unless extenuating circumstances exist, the detention of
devices ordinarily should not exceed five (5) days.

e The Officer will obtain consent from traveler when applicable.

e The searching Officer must provide traveler with CBP “tear sheet” Inspection of Electronic Devices following

search of all media devices.

WINIS

®) (1)(E)
D) (7)(E
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‘ WINIO,

NOTIFICATIONS:

NP (7)(E)2Nie and/orequire immediate Supervisor notification.

e Proper and timely notifications must be made to the TTRT Program Management Office whenever the TTRT has
an encounter that would

O O O O O O

SUPPORTING CBP POLICIES:

e CBP Directive No. (b) (7)(E)

(b) (7)(E)
(b) (7)(E)
e CBP Directive No. (b) (7)(E)

WINIS

e CBP Directive No. 3340-049A: Border Search of Electronic Devices Containing Information.

(b) (7)(E)
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‘A Homeland
FSecurity

What is Watchlisting?

Watchlisting is the analysis of
individual identities which consist of
behavioral, biographic, biologic, and
intangible elements, that, when
combined in a nomination, have the
potential to provide intelligence for
the purpose of identifying and screen-
ing individuals to better protect the
American people.

Terrorism and/or Terrorist Activities:

Acts that: (a) involve violent acts or
acts dangerous to human life,
property, or infrastructure that may
be a violation of US law, or may have
been, if those acts were committed in
the United States; and (b) appear
intended to intimidate or coerce a
civilian population, influence the
policy of a government by intimidation
or coercion, or affect the conduct of
government by mass destruction,
assassination, kidnapping, or hostage
-taking.

Watchlisting Standard:

“Reasanable Suspicion” is the
standard that must be met in order to
nominate an individual. Nominators
must rely on articulable intelligence
or information, taken together with
any rational inferences that can be
drawn from that intelligence or
information, that a subject is
engaged, has been engaged, or
intends to engage, in conduct
constituting in preparation for, in aid
or in furtherance of, or related to,
terrorism and or terrorism activity.

UNCLASSIFIED//FOR OFFICIAL USE ONLY

Introduction

The consolidated terrorist watchlist, also
known as the Terrorist Screening Data-
base (TSDB), is one of the most effective
counterterrorism tools used by the US
Government. It supports the ability of
frontline screening agencies to positively
identify known or suspected terrorists
(KST) trying to obtain visas, enter the
country, board aircraft, or engage in other
activity that could threaten the Homeland.

Homeland Security partners play a
significant role in terrorist screening and
a vast amount of terrorism information
possessed by the Department of
Homeland Security (DHS) is obtained
during the encounter/screening process.
Each encounter with a KST presents an
opportunity to gain valuable intelligence
and information. DHS has a responsibility
to analyze and share this information.

The Terrorist Screening Center (TSC)
maintains the TSDB (the Watchlist), which
supports the ability of frontline screening
agencies to positively identify KSTs.

While undertaking these activities, TSC is
also dedicated to ensuring the repository
is maintained in a manner consistent with
protecting the privacy and civil liberties of
Americans.

The National Counterterrorism Center
(NCTC), as established by the Intelligence
Reform and Terrorism Prevention Act of
2004, manages the Terrorist Identities
Datamart Environment (TIDE), which
serves as the US Government’s central
repository of information on international
terrorist identities. TIDE data informs the
Watchlist and various terrorist screening
systems and supports the Intelligence
Community’s overall counterterrorism
mission.

“As Secretary, you have my
commitment to tirelessly protect our
country from threats, secure our
borders, and enforce the law while
expediting lawful trade and travel.
In pursuit of those missions, please
know that | take seriously our legal
responsibilities to balance the
security of our homeland with the
protection of privacy, civil rights, and
civil liberties.”
General John Kelly
Secretary of Homeland Security

(U} WARNING: This document contains information that may be exempt from public release under the Freedom of
Information Act (5 USC 552). This document is to be controlled, handled, transmitted, distributed, and disposed of in
accordance with Department of Homeland Security policy relating to FOUO information, and is not to be released to
the public or personnel who do not have a valid need to know without prior approval from the originating agency.
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3), (b) (7)(E)

NCTC/TIDE
NCTC

Created to setve as the central & shared knowledge
bank on persons assoclated with International
termorism and terrorist groups

Maintains identifying and derogatory infarmation
« Final arbiter of TIDE
TIDE

e (lassified database that contains terrorism
information and persans associated with
international terrarism

Can retain records not yet eligible for entry into the
TSDB

Can retain USPERs with a connection to
international terronism

Standard for inclusion: jnformation perfaining to
terrorism

CLEAR v.

TSC/TSDB

Created to consolldate the Govermment's approach
to temorem watchlisting and screening

Receives nominations of domestic terrorists from
the FB| and intemational terrorists from NCTC

Validates all nominations inthe TSDB and confirms
all encounter matches

Finzal arblier of TSDB and ldentlty resolution

Ispe

U//FOUQ database with onlv Identifying
Information (no derogatory Information)

Considered “The Watchlist”

Can retain USPERs with a connection to domestic
orinternational terrorism

Standard for inclusion: Reasenable Suspicion
unless an applicable exception exists
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Watchlisting Authorities and Protections

Homeland Security Act (2002)

authorizes the DHS Office of Intelligence and Analysis [to] access,
receive, and analyze law enforcement and intelligence information
from federal, state, and local agencies and the private sector to
identify the nature, scope, and identity of terrorist threats to the US.

The Intelligence Reform and Terrorism Prevention Act (2004}
created the NCTC and an information sharing environment for the
sharing of terrorism information in a manner consistent with nation-

Homeland Security Presidential Directive 24 (2008)
underscores the value of biometrics in achieving
effective terrorism screening and emphasizes the need
for a layered approach to identifying and screening of
individuals, as no single mechanism is sufficient.

Watchlisting Guidance (XS]
standardized the watchlisting community’s nomination
and sereening processes. The US Government's watch-

al security and with applicable legal standards relating to privacy listing process attempts to protect the American people

from a terrorist attack, while safeguarding privacy, civil
rights, and civil liberties.

D) (/)(E

and civil liberties. Additionally, it facilitated the availability of infor-
mation in a form and manner that aids its use in analysis, investiga-
tions, and operations.

Homeland Security Presidential Directive 6 (2003)

instructed the US Attorney General to establish an organization to
consolidate the Government's approach to terrorism screening and
to provide for the appropriate and lawful use of terrorism infor-
mation in screening processes. To implement the directive, the US
Attorney General created the TSC.

Executive Order 13388 (20085}

requires the head of each Department or Agency that possesses or
acquires terrorism information to promptly give access to the infor-
mation to the head of each other agency that has counterterrorism

b)(3), (b) (7)(E

functions, unless otherwise directed by the President.

WATCHLISTING PROTECTIONS:

Nominations of US Persons receive special handling to ensure compliance with proscribed laws, policies,
protections, and Executive Orders, as well as to ensure proper interagency coordination.

Elrst Amendment protected activity alona shall not be the basls for nominating an individual for incluslon In the
TSDB

US persons nerninated by DHS are reviewed annually to ensure they continue to meet watchlisting criteria

Legal or Use Restrictions are In place to protect Intelligance sources and methods and sansliive law
enforcement techniques

Collection, retentlon, and disseminatlon of US person Information complies with Intelligence Qversight
protections and policies stipulated in Executive Order 12333

(b) (7)(E)

Individuals are eligible for removalif they no longer meet the criteria or the individual can apply for redress
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Common Acronyms/Definltions:

* Domestic Terrorism: An act of Domestic Terrorism occurs primarily within the territorial jurisdiction of the U.S. and may include Domes-

tic or International terrorist actors.

o [Domestic Teronst (DT): A Domestic Terrorist is not inspired by, and does not take direction from, an international terrorist group or
foreign power.

s Expanded Selectee {eSEL): Persons selected for enhanced screening.

*  HKnown or Suspected Terrorist (KST)

o Aknown terroristis a member of a terrorist group or an individual who has been arrested, charged, indicted. or convicted (etc.) of a

crime related to terrorism.

® Asuspected terrorist is an individual who is reasonably suspected of engaging orintending to engage in terrorism.

* National Grime Information Genter (NCGIG) KST File: Law Enforcement access to the TSDB

(0)(3), (b) (7)(E)

* Mo Fly. Any person, regardless of citizenship, who represents one of the following.
1. A threat of committing an act of international or domestic terrorism with respect to an aircraft.

2. A threat of committing an act of domestic terrorism with respect to the homeland.

3. A threat of committing an act of international terrorism against any U.S. Government facility abroad and associated or supporting

personnel.

4. A threat of engaging in or conducting a violent act of terrorism and is operationally capable of doing so

(b) (7)(E)

® Selectee (SEL): Individuals receive enhanced screening based on specified derogatory information.

(0)(3), (b) (7)(E)

s TECS: Department of Homeland Security database used to screen travelers at US ports-of-entry and foreigh departure points.

*  Terrorist Identities Datamart Envirennment {TIDE): The US Government's central repository of information on international terrorist
identities.

(b)(3), (b) (7)(E)

o  Temorist Soreening Database (TSDB): Maintains the identities of domestic and international terrorists and other subjects for screening
purposes by DHS, the Department of State, US Law Enforcement, and foreign partners.

0)(3), (b) (7 )(E
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U.S. Customs and
Border Protection

NATIONALTARGETING CENTER

(b) (7)(E)

|lf <3

VIGILANCE * SERVICE = INTEGRITY

Introductions/Salutations
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National Targeting Center

(b) (7)(E)

Tactical Terrorism Response Team
Orientation 20-02

Introductions

Name

Port

Where were vou on September 11. 20017
What are you hoping to get out of this course?
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National Targeting Center
(b) (7)(E)

Welcome

Tactical Terrorism Response Team
Orientation 20-02

House Rules

Hours of the training

Bathroom

Breaks

Lunch

Phones while instruction is given
Respect the Brass

L L

* 08-16, however be patient, work with times as we will have many presenters.
Sometimes breaks, lunch, or class close will vary

* Go whenever you need, please don’t be on your phones in class, step outside

* Get you as many as possible, usually 15 minutes but will vary

* Lunch will be 11-12

* Please do no be typing away on computers during class unless it’s a section that is
required to use computers

» Please stand everytime you see star and above
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Border Protection

National Targeﬁngcenter ‘ _ , 3 . ) U5, Customs and

(b) (7)(E)

Welcome

Tactical Terrorism Response Team
Orientation 20-02

Un the Job Iraining
M (b) (7){E)
e POC: Branch Chief [QISOIHE
o Hours: 0800-1600
+ [BIULE

« roc: PMBIOKQ
¢ THours: 1300-2100
Pl (b) (7)(E)

08-16, however be patient, work with times as we will have many presenters.

Sometimes breaks, lunch, or class close will vary

* Go whenever you need, please don’t be on your phones in class, step outside

* Get you as many as possible, usually 15 minutes but will vary

* Lunch will be 11-12

* Please do no be typing away on computers during class unless it’s a section that is
required to use computers

» Please stand everytime you see star and above
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National Targeting Center
(b) (7)(E)

Welcome

Tactical Terrorism Response Team
Orientation 20-02

Virginia/Washington DC

One Loudoun

Wineries

Bicyeles for rent
Nativual Mall

White House

Arlington Cemetery
POV Rooftop

Hamilton

Old Ebbit Guill

Joe's Seafood and Steak
Cuba Libre

Washington Capitals Hockey
DC United Soccer

® & 8 & 4 ® & B ® 3 @

* Things to do
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National Targeting Center

(b) (7)(E)

Welcome

Tactical Terrorism Response Team
Orientation 20-02
Contact Information

Ronald Reagan Buildin
1300 Pennsylvania Ave. NW
Washington, DC 20004

(b) (7)(E)

(b) (6), (b) (7)(C)
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National Targeting Center
(b) (7)(E)

Welcome BEICHESICHE

Tactical Terrorism Response Team
Orientation 20-02

(b) (7)(E)

o  Groups of 2
[ ]
L ]
[ ]
-
L ]

Discuss as a class
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(b) (7)(E)

Pilot Program
WINO)

CBP Directive 3340-049A

As more and more travelers carry information in electronic form, the frequency of
examining electronic devices naturally tends to increase. Even with this, these types of
searches occur in extremely small percentage of border crossings. The vast majority of
travelers who cross the border with a laptop or other electronic device enter the United
States without CBP ever inspecting their device.

* For FY 2017, there were 388,379,188 total passengers and only 30,150 Border Searched

of Electronic Devices. Statics show that on the average xx of electronic devices were
search
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What is (QREIS] Pilot?
(b) (7)(E)
‘@mmﬂﬁ

¢ *‘ SEARCHES

(b) (7)(E)

(b) (7)(E

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBIT H 102



History of KA

P) ()5 ’ -i

nensed o ) (TUE)
(RO -quipment 15 dep oyed at (b) (7T)(E)
(b) {TI(E_ is still a pilot — funding remains an issue.

AWNS)i< = partnership;
HQ Office of Field Operations, Tactical Operations Division
Programmatic Responsibility
LIWBpartners
CBP Office of Technology and Information, Laboratory and Scientific Services (LSS)
Training and Equipment Expertise
CBP Office of Field Operations
(b) (T)(E)
CBP Office of Chief Counsel
Legal Guidance and Counsel
CBP Field Offices
Users and Consumers

ICE
Users and Consumers

(b) (7)(E)
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Volatility of

+ CBP does not discriminate
against travelers

- Litigious environment

* Office of Regulations and
Rulings & Civil Rights and
Civil Liberties

. mPrivacy Issues
+ 9" Circuit Decision(s)

Riley v. California

201«-)

el phnu differ i both »
other objects
llul lmgl'!l l‘wh)h on an arln.u-s p'rm

CBP does not discriminate against travelers by singling them out for searches based on race, religion,
or ethnicity.

We are under constant scrutiny from civil right groups such as; Office of Regulations and Rulings &
Civil Rights and C1v11 leemes who want more transparency and Congress. CBP has formed a
Working Group on[{s)] I' wacy Issues.

(b) (7)(E)

« Port Director approval is required for the use o to conduct a border search of
™ 0) (1)E) |

« All factors leading to a finding of reasonable suspicion must be documented appropriately in the
IOEM.
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Litgation

* Knight First Amendment Institute at Columbia
University v. Department of Homeland

Security
* Muslim Advocates v. Department of
Homeland Security

* Alasaad v. Nielsen
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OIG Audit/Findings

+ 1. Officers not documenting actions
* 2. Disabling Data Connections

» 3. Ensure equipment accounted for and
license renewed

* 4. Delete information from flashdrives

» 5. Develop performance, measures, evaluate
and establish as a Program of Record
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Congressional

» Senate Homeland Security and Governmental
Affairs Committee

* Leahy’s bill, “To place restrictions on searches
and seizures of electronic devices at the
border,”

* The bill would also restrict CBP’s border search
authority

» DEAC testified to defend CBP search authorit
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Updated CBP Directive

+ CBP Directive 3340-049A
— Section 5.1.2
— Section 5.1.3
— Section 5.1.4
— Section 5.2.1

— Section 5.3

+ Many factors may constitute a
national security concern or
create reasonable suspicion of
a violation of the laws enforced
or administered by CBP.

Updated CBP Directive 3340-049A. dated Jan 4. 2018. Border Search of Electronic Devices Containing Information.
A'must read for ALL mnvolved in [ NNOIGIE NI

Directive Key Points:

5.1.2 — Officers will ensure that airplane mode or other appropriate measure is loyed to disable network connectivity
and avoid accessing information that is solely stored remotely (e.g., in “the cloud"';.

5.1.3 — This section introduces the concept of a Basic Search, which is a search that does not meet the requirements of an
Advanced Search.

5.1.4 — This section introduces the concept of an Advanced Search as a search using a connection to external equipment,
which requires GS-14 supervisor approval and may be performed when there is a national security concern or reasonable
suspicion of a violation of the laws enforced or administered by CBP.

5.2.1 — This section and its subsections clarify the procedures for review and handling of attorney-client privileged material
encountered in the course of a border search.

5.3 — This section and its subsections clarify the procedures for handling devices that are encrypted or passcode-protected
or otherwise not presented for inspection in a manner that facilitates a border search.

Many factors may constitute a national security concern or create reasonable suspicion of a violation of the laws enforced
or administered by CBP. All articulable factors resulting in an Advanced Search should be clearly documented. For
example, the presence of an individual on a government-operated and government-vetted terrorist watch list is in itself
sufficient to conduct an Advanced Search, but the IOEM should also document any additional articulable factors that may
be present.
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Policy — Use of (RGNS

equipment

- [BX@E)quipment is for (b) (7)(E)

OFFICIAL USE ONLY.
- [BIWBlequipment must

be inventoried.
« All Thumb Drives musthe

) )E)

- (DX quipment is for OFFICIAL USE ONLY.

» At no time should it be used to examine any media that is not the subject of a Border

Search.

o (XU} quipment must be inventoried.
* All Thumb Drives must be barcoded.
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Policy — Use of fEAGRS)

equipment
» Basic Search refers to Basic examinations

+ Advance Search refers to (b) (7)(E)

» Advanced Search requires GS-14 supervisor
approval, or approval of a manager with
responsibilities comparable to a GS-14
supervisor, and may be performed only when
there is a national security concern or
reasonable suspicion of a violation of the laws
enforced or administered by CBP.

« Basic Search refers to Manual
examinations

« Advance Search refers to

(b) (7)(E)

* Advanced Search requires GS-14 supervisor approval, or approval of a manager with
responsibilities  comparable to a GS-14 supervisor, and may be performed only when
there is a national security concern or reasonable suspicion of a violation of the laws
enforced or administered by CBP.

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBITH 110
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Policy — Use of (QXQUS)

equipment

[(b) (7)

The use of (QREBIUR) quipment will now be authorized on all inbound and outbound
passeners ORI

D) (7

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBITH 111
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Policy — Use of (XIS,

equipment

[ (D) (7)(E

* |f an advanced search is to be performed on
the device of subject arrested at the time of
examination, the search must be performed as
a border search and not incident to arrest.

This should be documented as such in the IOEM.

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBITH 112

12



Policy — Use of (RIS

equipment

(D) (7)(E

Reason for Search — Very Important -
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Policy — Use of () XA

equipment

D) (7)(E)

D)

ICE has a separate policy; ICE may concurrently exercise their border search under their
policy

Per ICE policy, when CBP transfers an electronic device for analysis, ICE Special Agents
are responsible for advising CBP of the status within 10 calendar days

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBITH 114
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TECS Mod Electronic Media Report

= February 18, 2016
IOEM is required
* Narrative

— Supervisor witness/notification

— Tear Sheet

— Disable data connections b 7 E

— "Media Screening Equipment”

* Supervicor Approval

In order to effectively monitor electronic media searches, the Office of Information Technology. in
conjunction with Tactical Operations Division, developed the function in TECS to capture the
specifics of these very sensitive searches.

TECS Mod Electronic Media Report went into production on February 18, 2016.

IOEM is required
Narrative should identify witnessing supervisor or supervisory notification information.

Narrative must include a statement that the tear sheet was presented to the individual or an
articulation of why the tear sheet was not provided

Narrative must NOT include the term{{X@IRbr specific names of equipment, example is to use
“media screening equipment”

Supervisor must approve IOEM by the end of work shift.

Inspection of Operations Electronic Media Tracking (IOEM)- Background

On January 1. 2012, IOEM became the primary function for capturing the search of electronic
devices.

The IOEM is a TECS transaction used to track and record searches of electronic media devices,
such as cell phones and laptop computers, which are detained, seized, destroyed, transferred to
another agency, or returned to the traveler during a secondary inspection.

The tracking and recording of electronic media/devices is completed as part of a traveler’s
inspection when entering and/or exiting the United States. Email notifications are generated
throughout this process to notify I'ECOI'g owners (and their supervisors), that actions have been or
need to be completed to close an IOEM report.

The TOEM functionality was developed in response fo a Manalgement Inspection Division
recommendation that was further endorsed by the DHS’s Civil Rights Civil Liberties Unit.

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBITH 115

15



TECS Mod Electronic Media Report

(7)(E

TECS Mod comes equip with drop down menus for easy choice selection and “red” asterisk

mandatory field reminders.
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TECS Mod Electronic Media Report

b) (7)(E

On-screen field “Help” is available just like the legacy{()REAI{=)]
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TECS Mod Electronic Media Report

b) (7)(E

On-line “Help” is available that walk you thru the many electronic media report functions to
include; video and road map charts.
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[OEM Narratives

« |OEM is required.
* The narrative must link back to the reason for the search

WIS

Narrative must answer the “5” W's. (who, what, where,
when and why)

* Narrative must identify witnessing supervisor or
supervisory noltification information.

+ Narrative must include a statement that the tear sheet
was presented to the individual or an articulation of why
the tear sheet was not provided.

IOEM is required.

The narrative must link back to the reason for the search (b) (7)(E)

(b) (7)(E)
Narrative must answer the “5” W’s. (who, what, where, when and why).
Narrative must identify witnessing supervisor or supervisory notification information.
Narrative must include a statement that the tear sheet was presented to the individual or
an articulation of why the tear sheet was not provided.
Narrative must state data connections disabled.
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[OEM Narratives

+ Narrative must NOT include the term (RS or specific names of
equipment, example is to use “media screening equipment”

(b) (7)(E)

» Supervisor must approve IOEM by the end of work shift.

* The narratives should be clear and concise addressing the 5 W’s (Who,
What When, and Where)

» Narrative must NOT include the term ({XENSor specific names of equipment, example
is to use “media screening equipment”

| (b) (7)(E)

» Supervisor Must approve IOEM by the end of work shift.
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Value of [WAGID

(b) (7)(E)

D) (7)(E
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WAWIOEProcedures

(0) (7)(E)
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X Procedures

3. Visually verify that there is no network connectivityon th 8(b) (T)(E) omputer:
No Wired Connectivity No Wireless Connectivity

No Wired Connectivity No Wireless Connectivity

e 11:12 AM =
alade A L 3/30/2017 « M dat

11:12 AM
3/30/2017

Only after you verify that there is no connectivity you are allowedto
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[BXWIBProcedures

(D) (7)(E)

(0) (7)(E)
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WEWISIProcedures

- ATECS Mod IOEM will be completed for each (XS]

(b) (7)(E

« A TECS Mod IOEM will be completed for each [ QTGN
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OISR esponsibilities

« The creation of a record in IOEM in no way replaces the
necessity of creating an IOIL if the circumstances
surrounding the search merit further recordation other
than solely an electronic media search.

j(b) (7)(E

» The creation of a record in IOEM in no way replaces the necessity of creating an IOIL 1f
the circumstances surrounding the search merit further recordation other than solely an
electronic media search.

| (D) (7)(E)
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L]

documenting the examination in the TECS Mod IOEM and
completing all applicable documentation such as the Form 6051, or
6051D as appropriate.

The field office conducting the extraction should

IR R esponsibilities

" (b) (1)(E)

» The officer(s) conducting the RS- < »mination are responsible for completing 1n a
timely fashion, all after-action reporting requirements,

D) (7)(E
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Tear Sheet

= |nformation Sheet on
Inspection of Electronic i
Devices _u.......-.-...
¢ Tear sheets may be
obtained by filling out

(b) (7)(E)
(b) (7)(E)
it to the [KOIQIE)!

(b) (7)(E)

MUST be presented to all individuals that have an electronic device detained or seized,

EXCLUDING those instances involving\d} perations.

The reality...
http://www.cbp.gov/xp/cgov/travel/admissibility/

Tear sheets may be

obtained by filling out CBP form nd
submitting it to the
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D) (7)(E
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Questions?
(b) (7)(E)

Does anyone have any questions at this time?

(b) (7)(E)

Traveling Public;

For general questions or concerns about your inspection, you may contact CBP’s Customer
Service Center at 1-877-CBP-5511 (for callers in the United States), 703-526-4200 (for

international callers), or 1-866-880-6582 (TDD) Monday through Friday between 8:30 a.m.
and 5:00 p.m. Eastern Time.
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FOUO — OPR LE Sensit

Case Type Status Reported Date _|Case Summary _
(b) (7)( E) SCBPO reported classified document left unsecured in the office,

Management Referral Closed 21-DEC-16 Seattle, WA

TTRT alleged a document classified at the Secret level appeared to be
Management Referral Closed 13-JAN-17 mishandled or _stored irlcorrectly, I_I)etroit, MI._ _

Misuse of the Tactical Terrorism Response Team Program (TTRP) by
Information Only Closed 06-JUN-18 unidentified managers, Detroit, Ml

CBPO allegedly mishandiing QIfiEunauthorize Jii{QIUIEIN |
Investigation CBP OPR Closed 10-DEC-19 Orlando, FL

EOUO_ OPR LE Sensiti

CLEAR v. CBP, 19-CV-07079 HOWARD DECLARATION EXHIBITH 134


BCAB3NA
Cross-Out

BCAB3NA
Cross-Out


FOUO — OPR LE Sensit

Status

Reported Date

Case Summary

nformation Only

Closed

06-JUN-18

Misuse of the Tactical Terrorism Response Team
Program (TTRP) by unidentified managers, Detroit, MI

|Case # ECase Type

EOUO_OPR LE Sensi
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July 31, 2020

Scarlet Kim

American Civil Liberties Union
125 Broad Street, 18" Floor
New York, NY 10004

Re: CBP-2020-012037
Dear Ms. Kim:

This is a fourth response to your Freedom of Information Act (FOIA) request to U.S. Customs
and Border Protection (CBP) on November 13, 2019. You requested the following records:

1. Formal or informal policies, guidance, procedures, bulletins, memoranda, and/or legal
opinions pertaining to TTRTs, including but not limited to, records concerning:

a. How travelers are screened and/or targeted for interviews or inspection by
TTRTs;

b. Profiling based on race, religion, ethnicity, and/or national origin and their
proxies, such as name or appearance;

C. Whether and how a watchlist nomination may result from TTRT
interviews or inspection;

d. The retention, storage, sharing, and/or deletion of information about

travelers subject to TTRT interviews or inspection;.

no

Training and/or course materials for TTRT officers, whether developed by CBP or by
other agencies, including but not limited to materials related to reliance on race, religion,
ethnicity, and/or national origin and their proxies;

3. Formal or informal reports, evaluations, audits, or analyses concerning the effectiveness
of TTRTSs;

4. Records sufficient to show, since January 1, 2017:

a. The number of individuals denied entry as a result of TTRT activities and their
immigration status and/or basis for application for admission;

b. The races, ethnicities, and/or national origins of the individuals denied entry as a
result of TTRT activities;

5. Records sufficient to show, since January 1, 2017:

a. The number of individuals targeted for interview or inspection by TTRTs and
their immigration status and/or basis for application for admission;

CLEAR v. BOP, 19-CV-07079 (RER) HOWARD DECLARATION EXHIBIT | 001



b. The races, ethnicities, and/or national origins of the individuals targeted for
interview or inspection by TTRTs;

c. The number of individuals targeted for interview or inspection by TTRTs for the
purpose of gathering information about third parties, including watchlisted
persons;

6. Records sufficient to show the number of individuals nominated to a watchlist by TTRTs
since January 1, 2017,

7. Records sufficient to show, since January 1, 2017:

a. The number of individuals targeted for interview or inspection by TTRTs who
were asked to but declined to sign Form 1-275, "Withdrawal of Application for
Admission™;

b. The number of individuals targeted for interview or inspection by TTRTs who
signed Form 1-275;

c. The number of individuals targeted for interview or inspection by TTRTs for
whom Forms 1-867 A, which contains a record of the basis for CBP's
determination that an individual is subject to Expedited Removal, and/or I- 867B,
which consists of questions designed to assess whether a traveler has a fear of
returning to his or her country, were prepared;

d. The number of individuals targeted for interview or inspection by TTRTs for
whom Form 1-870, "Notice and Order of Expedited Removal," was prepared;

8. Records concerning complaints, grievances, and/or concerns raised by CBP officers or
other government officials related to TTRTS;

9. Records concerning investigations of and/or disciplinary action related to TTRT officers;*

10. All records created, sent, received, referenced, and/or used in fulfilling and/or responding
to this Request.

For this release, CBP FOIA has reviewed 280 pages of records and made the following
determinations:

- 280 pages of records that are partially released pursuant to Title 5 U.S.C. § 552 (b)(3),
(b)(6), (B)(7)(C), and (B)(7)(E).

Additional information regarding the applicable exemptions and response can be found at the
following link: https://www.cbp.gov/document/guidance/exemption-definitions.

1 On June 18, 2020, Ms. Kim indicated that her client consented to narrowing Category # 9 to “records concerning
investigations of and/or disciplinary action related to TTRT officers with respect to the three categories proposed
((2) profiling, (2) First Amendment concerns and (3) recording, retaining and disseminating information) on the
condition that CBP also add a fourth category: misuse or abuse of TTRT/TTRP (Tactical Terrorism Response
Program).”
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Copies of the FOIA and DHS regulations are available at www.dhs.gov/foia.

As this matter is currently in litigation, if you need further assistance or would like to discuss any
aspect of this response, please contact Kathleen Mahoney, Assistant United States Attorney.

Sincerely,

Paticoie 7%40@4/

Patrick Howard

Branch Chief

U.S. Customs and Border Protection, FOIA Division
Privacy and Diversity Office
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Drafted February 11, 2016

Attachment A

Restraint Chart

Restraint Chart
Detainees will remain in the highest threat class qualified until released or transferred to another

agency.

Risk Classification

Restraints Required

Group A
All detainees not in Group B or C.

Discretionary

Group B
Non-ambulatory Detainees.

Detainees requiring mechanical assistance or
devices to perform or maintain basic life
sustaining functions.

Detainees requiring medication to sustain normal
life functions.

Only restraints recommended and approved
by a medical professional, May include
pharmacological restraints only when
administered by a medical professional with
a written order from a physician.

Group C
Detainees who CBP or another agency will
prosecute (e.g. smuggling cases).

Detainees who at any time were charged or
convicted of criminal violations involving
coercion, threat of force, assault, violence, or
killing any person or animal.

Detainees meeting the definition of “aggravated
felon” in the section 101(a)(43) of the INA.

Detainees who are or have been verbally or
physically abusive, combative, confrontational,
vulgar or coercive during the course of their CBP
processing or custody, or who have otherwise
indicated willingness or intent to be non-
compliant.

- Detainees serving criminal sentences, being
transferred or delivered to other jurisdictions
where criminal proceedings may be pending.

Detainees who are escape risks or national
security risks.

Minimum; Handcuffs

Recommended: Handcuffs and shackles or
leg weights. When supported by articulable
reasons, additional restraints, such as belly
chains, black boxes, leg irons or knee straps,
may be used.
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