August 7, 2020

Scarlet Kim

American Civil Liberties Union
125 Broad Street, 18" Floor
New York, NY 10004

Re: CBP-2020-012037
Dear Ms. Kim:

This is a fifth response to your Freedom of Information Act (FOIA) request to U.S. Customs and
Border Protection (CBP) on November 13, 2019. You requested the following records:

1. Formal or informal policies, guidance, procedures, bulletins, memoranda, and/or legal
opinions pertaining to TTRTs, including but not limited to, records concerning:

a. How travelers are screened and/or targeted for interviews or inspection by
TTRTs;

b. Profiling based on race, religion, ethnicity, and/or national origin and their
proxies, such as name or appearance;

C. Whether and how a watchlist nomination may result from TTRT
interviews or inspection;

d. The retention, storage, sharing, and/or deletion of information about

travelers subject to TTRT interviews or inspection;.

no

Training and/or course materials for TTRT officers, whether developed by CBP or by
other agencies, including but not limited to materials related to reliance on race, religion,
ethnicity, and/or national origin and their proxies;

3. Formal or informal reports, evaluations, audits, or analyses concerning the effectiveness
of TTRTSs;

e

Records sufficient to show, since January 1, 2017:

a. The number of individuals denied entry as a result of TTRT activities and their
immigration status and/or basis for application for admission;

b. The races, ethnicities, and/or national origins of the individuals denied entry as a
result of TTRT activities;

o

Records sufficient to show, since January 1, 2017:
a. The number of individuals targeted for interview or inspection by TTRTs and
their immigration status and/or basis for application for admission;
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b. The races, ethnicities, and/or national origins of the individuals targeted for
interview or inspection by TTRTs;

c. The number of individuals targeted for interview or inspection by TTRTs for the
purpose of gathering information about third parties, including watchlisted
persons;

6. Records sufficient to show the number of individuals nominated to a watchlist by TTRTs
since January 1, 2017,

7. Records sufficient to show, since January 1, 2017:

a. The number of individuals targeted for interview or inspection by TTRTs who
were asked to but declined to sign Form 1-275, "Withdrawal of Application for
Admission™;

b. The number of individuals targeted for interview or inspection by TTRTs who
signed Form 1-275;

c. The number of individuals targeted for interview or inspection by TTRTs for
whom Forms 1-867 A, which contains a record of the basis for CBP's
determination that an individual is subject to Expedited Removal, and/or I- 867B,
which consists of questions designed to assess whether a traveler has a fear of
returning to his or her country, were prepared;

d. The number of individuals targeted for interview or inspection by TTRTs for
whom Form 1-870, "Notice and Order of Expedited Removal," was prepared;

8. Records concerning complaints, grievances, and/or concerns raised by CBP officers or
other government officials related to TTRTS;

9. Records concerning investigations of and/or disciplinary action related to TTRT officers;*

10. All records created, sent, received, referenced, and/or used in fulfilling and/or responding
to this Request.

For this release, CBP FOIA has reviewed 386 pages of records and made the following
determinations:

- 386 pages of records that are partially released pursuant to Title 5 U.S.C. § 552 (b)(3),
(b)(6), (B)(7)(C), and (B)(7)(E).

Additional information regarding the applicable exemptions and response can be found at the
following link: https://www.cbp.gov/document/guidance/exemption-definitions.

1 On June 18, 2020, Ms. Kim indicated that her client consented to narrowing Category # 9 to “records concerning
investigations of and/or disciplinary action related to TTRT officers with respect to the three categories proposed
((2) profiling, (2) First Amendment concerns and (3) recording, retaining and disseminating information) on the
condition that CBP also add a fourth category: misuse or abuse of TTRT/TTRP (Tactical Terrorism Response
Program).”
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Copies of the FOIA and DHS regulations are available at www.dhs.gov/foia.

As this matter is currently in litigation, if you need further assistance or would like to discuss any
aspect of this response, please contact Kathleen Mahoney, Assistant United States Attorney.

Sincerely,

Paticori V%Wﬁ/w/

Patrick Howard

Branch Chief

U.S. Customs and Border Protection, FOIA Division
Privacy and Diversity Office
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1. Held for other agency? Yes ] No [
Name of Agency:

2. Certified Mail No.

3. Investigative Case No.

DEPARTMENT OF HOMELAND SECURITY
DETENTION NOTICE AND CUSTODY

(b) (7)(E)

4. General Order No RECEIPT FOR
i i ' DETAINED PROPERTY
5. Exo\;let;s Command Ceetle;‘ :;lotrﬁed? Handbook 5200-09
Date: __Time:
6. Port Code 7. Date of Detention (mm/dd/yyyy) 8. Time (Use 24 Hours) 9. Entry Number
10. Detained from: 11. Seal or Other ID No.
Name: 12. Misc. Nos.
Address: 13. Remarks:
[Telephone No.
[14. FPF No. (For DHS Lab Use Only)
¢ ) DDDDDDDDDDI‘II‘IF’]D 1]
15. Point of Contact Information - Send all correspondence to: | 16. Additional Information/Action Request from Importer/Exporter/
Subject
Telephone No.( ) FaxNo.( )

17. Reason for Detention:

18. Tests or Inquiries to be Conducted:

19. PROPERTY (By Line |

tem) Attach DHS Form 58 if conveyance

a. b. Description . G d. e. f.
Line Packages Measurement Est. Dom. Samples Sent to DHG Lab
Item No. Number  Type Qty. UM Value Date
$ Yes Q Nol | 1 7
$ Yej% Nol | 1 1
$ Yes| INo[ ] 1 1
$ Yes| INo[ | 1/ 4
20. Detaining Officer Name
[
Print__ Signature Date
21. ACCEPTANCE/CHAIN OF CUSTODY
a. b. c. d. e.
Line Item Description Print Signature Date
No. Name/Title/Organization

Shipments may be detained for up to 30 days, unless statutory authority or interagency agreement mandates that a longer period of
time is required, or the importer/exporter/subject requests a longer detention period through the Port Director.

DHS 6051A Continuation Sheet Attached? Yes[] No[]
Previous editions are obsolete

DHS Form 6051D (08/09)
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12.
13.

14.
15.
16.
17.
18.

19,
19a.

19b.
19¢.

19d.
19e.
19f.

20.

Detention Notice and Custody Receipt for Detained Property

BLOCK DESCRIPTIONS (Fill in all sections that apply)

Held for other agency

Certified Mail No.
Investigative Case No.
General Order No.
Exodus Command Center

Port Code

Date of Detention
Time

Entry No.
Detained from

. Seal or Other ID No.

Misc. Nos.
Remarks

FPF No.

Point of Contact Information
Additional Information
Reason for Detention

Tests or Inquiries to be Conducted

Property
Line Item No.

Description
Packages

Measurement
Estimated Domestic Value
Samples Sent to Lab

Detaining Officer Name

21. Acceptance/Chain of Custody

21a.
21b.
21c.

21d.
21e.

Line item No.
Description
Print Name

Signature
Date

Enter an “X" in the appropriate box to indicate yes or no. If yes, provide
agency name.

Enter number from Post Office recelpt.

Enter Ol Investigative Case Number or 1A File Number Only.

Enter the 15 digit General Order Number.

Enter an “X” on the appropriate box to indicate yes or no. If yes, provide
date and time. (Export detentions only)

Enter the Port Code.

Enter date of detention in month/day/year.

Enter time of incident in 24-hour format (e.g. 1600).

Enter the Entry Number.

Enter the name, address and telephone number of the person whose
property has been detained.

Enter Baggage Claim Number, Evidence Bag Number, DHS seal, or any
other identification attached to the property.

Enter other agency case number, for example.

Enter any remarks which may be relevant or which may be of assistance
in storing or maintaining the property. Reference any previous DHS
6051D number.

Enter the FPF Number. (For DHS Lab Use Only)

Enter the local CBP office, SAIC, Port, or FPF address and

telephone number, as appropriate.

Enter the information and/or action request from party-in-interest.

Enter explanation of why the item(s) is/are being detained.

Enter the process being conducted to determine if item(s) is/are in
violation.

Enter information in items 19a through 19f.

Enter group items by tariff number or SEACATS category code. Line
item number corresponds to the line item number in SEACATS.

Enter brief description of detained item.

Enter the number and type of packaging containing the property.

(e.g. BX=box, BA=bale, EN=envelope)

The block contains the quantity of the detained item given in

the units of measure entered in the Unit of Measurement block.

For NARCOTICS, the net weight is entered.

Enter the estimated domestic value of the item seized.

Enter an "X in the box to determine if a sample was sent to the DHS
Lab and list the date sent.

Enter printed name of detalning officer, sign and date (first officer taking
custody of the property). This initiates the Chain of Custody for all items
described in Block 19. Signature is for ALL line items, including any
DHS 6051A continuation sheet(s).

Enter the line item number(s) from Block 19 being accepted.

(e.g. 1,2,3 and 5; or 1-3, )

Enter item(s) being accepted. The word “"ALL" or equivalent is NOT
acceptable.

Enter the nameftitie/organization of the individual accepting custody of
item(s).

Have individual accepting custody of item(s) sign in this block.

Enter date custody is accepted.

DHS Form 6051D (08/09)
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U.S. CUSTOMS AND BORDER PROTECTION

CBP DIRECTIVE NO. 3340-049A DATE: January 4, 2018
’ ORIGINATING OFFICE: FO:TO
SUPERSEDES: Directive 3340-049
REVIEW DATE: January 2021

SUBJECT: BORDER SEARCH OF ELECTRONIC DEVICES

1 PURPOSE. To provide guidance and standard operating procedures for searching,
reviewing, retaining, and sharing information contained in computers, tablets, removable media,
disks, drives, tapes, mobile phones, cameras, music and other media players, and any other
communication, electronic, or digital devices subject to inbound and outbound border searches
by U.S. Customs and Border Protection (CBP). These searches are conducted in furtherance of
CBP’s customs, immigration, law enforcement, and homeland security responsibilities and to
ensure compliance with customs, immigration, and other laws that CBP is authorized to enforce
and administer.

These searches are part of CBP’s longstanding practice and are essential to enforcing the law at
the U.S. border and to protecting border security. They help detect evidence relating to terrorism
and other national security matters, human and bulk cash smuggling, contraband, and child
pormography. They can also reveal information about financial and commercial crimes, such as
those relating to copyright, trademark, and export control violations. They can be vital to risk
assessments that otherwise may be predicated on limited or no advance information about a
given traveler or item, and they can enhance critical information sharing with, and feedback
from, elements of the federal government responsible for analyzing terrorist threat

information. Finally, searches at the border are often integral to a determination of an
individual’s intentions upon entry and provide additional information relevant to admissibility
under the immigration laws.

2 POLICY’

2.1  CBP will protect the rights of individuals against unreasonable search and seizure and
ensure privacy protections while accomplishing its enforcement mission.

2.2  All CBP Officers, Border Patrol Agents, Air and Marine Agents, Office of Professional
Responsibility Agents, and other officials authorized by CBP to perform border searches shall
adhere to the policy described in this Directive and any implementing policy memoranda or
musters.
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2.3 This Directive governs border searches of electronic devices — including any inbound or
outbound search pursuant to longstanding border search authority and conducted at the physical
border, the functional equivalent of the border, or the extended border, consistent with law and
agency policy. For purposes of this Directive, this excludes actions taken to determine if a
device functions (e.g., turning a device on and off); or actions taken to determine if physical
contraband is concealed within the device itself; or the review of information voluntarily
provided by an individual in an electronic format (e.g., when an individual shows an e-ticket on
an electronic device to an Officer, or when an alien proffers information to establish
admissibility). This Directive does not limit CBP’s authority to conduct other lawful searches of
electronic devices, such as those performed pursuant to a warrant, consent, or abandonment, or in
response to exigent circumstances; it does not limit CBP’s ability to record impressions relating
to border encounters; it does not restrict the dissemination of information as required by
applicable statutes and Executive Orders.

2.4 - This Directive does not govern searches of shipments containing commercial quantities
of electronic devices (e.g., an importation of hundreds of laptop computers transiting from the
factory to the distributor).

2.5  This Directive does not supersede Restrictions on Importation of Seditious Matter,
Directive 2210-001A. Seditious materials encountered through a border search should continue
to be handled pursuant to Directive 2210-001A or any successor thereto.

2.6  This Directive does not supersede Processing Foreign Diplomatic and Consular
Officials, Directive 3340-032. Diplomatic and consular officials encountered at the border, the
functional equivalent of the border (FEB), or extended border should continue to be processed
pursuant to Directive 3340-032 or any successor thereto.

2.7  This Directive applies to searches performed by or at the request of CBP. With respect to
searches performed by U.S. Immigration and Customs Enforcement (ICE), Homeland Security
Investigations (HSI) Special Agents exercise concurrently-held border search authority that is
covered by ICE’s own policy and procedures. When CBP detains, seizes, or retains electronic
devices, or copies of information therefrom, and conveys such to ICE for analysis, investigation,
and disposition (with appropriate documentation), the conveyance to ICE is not limited by the
terms of this Directive, and ICE policy will apply upon receipt by ICE.

3 DEFINITIONS

3.1 Officer. A Customs and Border Protection Officer, Border Patrol Agent, Air and Marine
Agent, Office of Professional Responsibility Special Agent, or any other official of CBP
authorized to conduct border searches.

3.2  Electronic Device. Any device that may contain information in an electronic or digital

form, such as computers, tablets, disks, drives, tapes, mobile phones and other communication
devices, cameras, music and other media players.
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3.3  Destruction. For electronic records, destruction is deleting, overwriting, or degaussing in
compliance with CBP Information Systems Security Policies and Procedures Handbook, CIS HB
1400-05C. _

4 AUTHORITY/REFERENCES. 6 U.S.C. §§ 122,202,211; 8 U.S.C. §§ 1225, 1357,
and other pertinent provisions of the immigration laws and regulations; 19 U.S.C. §§ 482, 507,
1461, 1496, 1581, 1582, 1589a, 1595a(d), and other pertinent provisions of customs laws and
regulations; 31 U.S.C. § 5317 and other pertinent provisions relating to monetary instruments; 22
U.S.C. § 401 and other laws relating to exports; Guidelines for Detention and Seizures of
Pornographic Materials, Directive 4410-001B; Disclosure of Business Confidential Information
to Third Parties, Directive 1450-015; Accountability and Control of Custody Receipt for
Detained and Seized Property (CF6051), Directive 5240-00S.

The plenary authority of the Federal Government to conduct searches and inspections of persons
and merchandise crossing our nation’s borders is well-established and extensive; control of the
border is a fundamental principle of sovereignty. “[T]he United States, as sovereign, has the
inherent authority to protect, and a paramount interest in protecting, its territorial integrity.”
United States v. Flores-Montano, 541 U.S. 149, 153 (2004). “The Government’s interest in
preventing the entry of unwanted persons and effects is at its zenith at the international border.
Time and again, [the Supreme Court has] stated that ‘searches made at the border, pursuant to the
longstanding right of the sovereign to protect itself by stopping and examining persons and
property crossing into this country, are reasonable simply by virtue of the fact that they occur at
‘the border.’” Id. at 152-53 (quoting United States v. Ramsey, 431 U.S. 606, 616

(1977)). “Routine searches of the persons and effects of entrants [into the United States] are not
subject to any requirement of reasonable suspicion, probable cause, or warrant.” United States v.
Montoya de Hernandez, 473 U.S. 531, 538 (1985). Additionally, the authority to conduct border
searches extends not only to persons and merchandise entering the United States, but applies
equally to those departing the country. See, e.g., United States v. Boumelhem, 339 F.3d 414,
422-23 (6th Cir. 2003); United States v. Odutayo, 406 F.3d 386, 391-92 (5th Cir. 2005); United
States v. Oriakhi, 57 F.3d 1290, 1296-97 (4th Cir. 1995); United States v. Ezeiruaku, 936 F.2d
136, 143 (3d Cir. 1991); United States v. Cardona, 769 F.2d 625, 629 (9th Cir. 1985); United
States v. Udofot, 711 F.2d 831, 839-40 (8th Cir. 1983).

As a constitutional matter, border search authority is premised in part on a reduced expectation
of privacy associated with international travel. See Flores-Montano, 541 U.S. at 154 (noting that
“the expectation of privacy is less at the border than it is in the interior”). Persons and
merchandise encountered by CBP at the international border are not only subject to inspection
under U.S. law, they also have been or will be abroad and generally subject to the legal
authorities of at least one other sovereign. See Boumelhem, 339 F.3d at 423.

In addition to longstanding federal court precedent recognizing the constitutional authority of the
U.S. government to conduct border searches, numerous federal statutes and regulations also
authorize CBP to inspect and examine all individuals and merchandise entering or departing the
United States, including all types of personal property, such as electronic devices. See,e.g., 8
U.S.C. §§ 1225, 1357; 19 U.S.C. §§ 482, 507, 1461, 1496, 1581, 1582, 1589a, 1595a; see also
19 C.F.R. § 162.6 (“All persons, baggage, and merchandise arriving in the Customs territory of
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the United States from places outside thereof are liable to inspection and search by a Customs
officer.”). These authorities support CBP’s enforcement and administration of federal law at the
border and facilitate the inspection of merchandise and people to fulfill the immigration,
customs, agriculture, and counterterrorism missions of the Department. This includes, among
other things, the responsibility to “ensure the interdiction of persons and goods illegally entering
or exiting the United States”; “detect, respond to, and interdict terrorists, drug smugglers and
traffickers, human smugglers and traffickers, and other persons who may undermine the security
of the United States”; “safeguard the borders of the United States to protect against the entry of
dangerous goods™; “enforce and administer all immigration laws™; “detér and prevent the illegal
entry of terrorists, terrorist weapons, persons, and contraband”; and “conduct inspections at []
ports of entry to safeguard the United States from terrorism and illegal entry of persons.”

6 US.C. §211.

CBP must conduct border searches of electronic devices in accordance with statutory and
regulatory authorities and applicable judicial precedent. CBP’s broad authority to conduct
border searches is well-established, and courts have rejected a categorical exception to the border
search doctrine for electronic devices. Nevertheless, as a policy matter, this Directive imposes
certain requirements, above and beyond prevailing constitutional and legal requirements, to
ensure that the authority for border search of electronic devices is exercised judiciously,
responsibly, and consistent with the public trust.

5 - PROCEDURES
5.1 Border Searches

5.1.1 Border searches may be performed by an Officer or other individual authorized to
perform or assist in such searches (e.g., under 19 U.S.C. § 507).

5.1.2 Border searches of electronic devices may include searches of the information stored on
the device when it is presented for inspection or during its detention by CBP for an inbound or
outbound border inspection. The border search will include an examination of only the
information that is resident upon the device and accessible through the device’s operating system
or through other software, tools, or applications. Officers may not intentionally use the device to
access information that is solely stored remotely. To avoid retrieving or accessing information
stored remotely and not otherwise present on the device, Officers will either request that the
traveler disable connectivity to any network (e.g., by placing the device in airplane mode), or,
where warranted by national security, law enforcement, officer safety, or other operational
considerations, Officers will themselves disable network connectivity. Officers should also take
care to ensure, throughout the course of a border search, that they do not take actions that would
make any changes to the contents of the device.

5.1.3 Basic Search. Any border search of an electronic device that is not an advanced search,
as described below, may be referred to as a basic search. In the course of a basic search, with or
without suspicion, an Officer may examine an electronic device and may review and analyze
information encountered at the border, subject to the requirements and limitations provided
herein and applicable law. ‘ '
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5.1.4 Advanced Search. An advanced search is any search in which an Officer connects
external equipment, through a wired or wireless connection, to an electronic device not merely to
gain access to the device, but to review, copy, and/or analyze its contents. In instances in which
there is reasonable suspicion of activity in violation of the laws enforced or administered by
CBP, or in which there is a national security concern, and with supervisory approval at the Grade
14 level or higher (or a manager with comparable responsibilities), an Officer may perform an
advanced search of an electronic device. Many factors may create reasonable suspicion or
constitute a national security concern; examples include the existence of a relevant national
security-related lookout in combination with other articulable factors as appropriate, or the
presence of an individual on a government-operated and government-vetted terrorist watch list.

5.1.5 Searches of electronic devices will be documented in"appropriate CBP systems, and
advanced searches should be conducted in the presence of a supervisor. In circumstances where
operational considerations prevent a supervisor from remaining present for the entire advanced
search, or where supervisory presence is not practicable, the examining Officer shall, as soon as
possible, notify the appropriate supervisor about the search and any results thereof.

5.1.6 Searches of electronic devices should be conducted in the presence of the individual
whose information is being examined unless there are national security, law enforcement, officer
safety, or other operational considerations that make it inappropriate to permit the individual to
remain present. Permitting an individual to remain present during a search does not necessarily
mean that the individual shall observe the search itself. If permitting an individual to observe the
search could reveal law enforcement techniques or potentially compromise other operational
considerations, the individual will not be permitted to observe the search itself.

52 Review and Handling of Privileged or Other Sensitive Material

5.2.1 Officers encountering information they identify as, or that is asserted to be, protected by
the attorney-client privilege or attorney work product doctrine shall adhere to the following
procedures.

5.2.1.1 The Officer shall seek clarification, if practicable in writing, from the individual
asserting this privilege as to specific files, file types, folders, categories of files, attorney or client
names, email addresses, phone numbers, or other particulars that may assist CBP in identifying
privileged information.

5.2.1.2 Prior to any border search of files or other materials over which a privilege has been
asserted, the Officer will contact the CBP Associate/Assistant Chief Counsel office. In
coordination with the CBP Associate/Assistant Chief Counsel office, which will coordinate with
the U.S. Attorney’s Office as needed, Officers will ensure the segregation of any privileged
material from other information examined during a border search to ensure that any privileged
material is handled appropriately while also ensuring that CBP accomplishes its critical border
security mission. This segregation process will occur through the establishment and employment
of a Filter Team composed of legal and operational representatives, or through another
appropriate measure with written concurrence of the CBP Associate/Assistant Chief Counsel
office.
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5.2.1.3 At the completion of the CBP review, unless any materials are identified that indicate an
imminent threat to homeland security, copies of materials maintained by CBP and determined to
be privileged will be destroyed, except for any copy maintained in coordination with the CBP
Associate/Assistant Chief Counsel office solely for purposes of complying with a litigation hold
or other requirement of law.

5.2.2 Other possibly sensitive information, such as medical records and work-related
information carried by journalists, shall be handled in accordance with any applicable federal law
and CBP policy. Questions regarding the review of these materials shall be directed to the CBP
Associate/Assistant Chief Counsel office, and this consultation shall be noted in appropriate CBP
systems.

5.2.3 Officers encountering business or commercial information in electronic devices shall treat
such information as business confidential information and shall protect that information from
unauthorized disclosure. Depending on the nature of the information presented, the Trade
Secrets Act, the Privacy Act, and other laws, as well as CBP policies, may govemn or restrict the
handling of the information. Any questions regarding the handling of business or commercial
information may be directed to the CBP Assoclate/Ass1stant Chief Counsel office or the CBP
Privacy Officer, as appropriate.

5.2.4 Information that is determined to be protected by law as privileged or sensitive will only
be shared with agencies or entities that have mechanisms in place to protect appropriately such
information, and such information will only be shared in accordance with this Directive.

5.3  Review and Handling of Passcode-Protected or Encrypted Information

5.3.1 Travelers are obligated to present electronic devices and the information contained
therein in a condition that allows inspection of the device and its contents. If presented with an
electronic device containing information that is protected by a passcode or encryption or other
security mechanism, an Officer may request the individual’s assistance in presenting the
electronic device and the information contained therein in a condition that allows inspection of
the device and its contents. Passcodes or other means of access may be requested and retained as
needed to facilitate the examination of an electronic device or information contained on an
electronic device, including information on the device that is accessible through software
applications present on the device that is being inspected or has been detained, seized, or retained
in accordance with this Directive.

5.3.2 Passcodes and other means of access obtained during the course of a border inspection
will only be utilized to facilitate the inspection of devices and information subject to border
search, will be deleted or destroyed when no longer needed to facilitate the search of a given
device, and may not be utilized to access information that is only stored remotely.

5.3.3 If an Officer is unable to complete an inspection of an electronic device because it is

protected by a passcode or encryption, the Officer may, in accordance with section 5.4 below,
detain the device pending a determination as to its admissibility, exclusion, or other disposition.
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5.3.4 Nothing in this Directive limits CBP’s ability, with respect to any device presented in a
manner that is not readily accessible for inspection, to seek technical assistance, or to use
external equipment or take other reasonable measures, or in consultation with the CBP
Associate/Assistant Chief Counsel office to pursue available legal remedies, to render a device in
a condition that allows for inspection of the device and its contents.

5.4  Detention and Review in Continuation of Border Search of Information

54.1 Detention and Review by CBP

An Officer may detain electronic devices, or copies of information contained therein, for a brief,
reasonable period of time to perform a thorough border search. The search may take place on-
site or at an off-site location, and is to be completed as expeditiously as possible. Unless
extenuating circumstances exist, the detention of devices ordinarily should not exceed five (5)
days. Devices must be presented in a manner that allows CBP to inspect their contents. Any
device not presented in such a manner may be subject to exclusion, detention, seizure, or other
appropriate action or disposition.

5.4.1.1 Approval of and Time Frames for Detention. Supervisory approval is required for
detaining electronic devices, or copies of information contained therein, for continuation of a

border search after an individual’s departure from the port or other location of detention. Port
Director; Patrol Agent in Charge; Director, Air Operations; Director, Marine Operations; Special
Agent in Charge; or other equivalent level manager approval is required to extend any such
detention beyond five (5) days. Extensions of detentions exceeding fifteen (15) days must be
approved by the Director, Field Operations; Chief Patrol Agent; Director, Air Operations;
Director, Marine Operations; Special Agent in Charge; or other equivalent manager, and may be
approved and re-approved in increments of no more than seven (7) days. Approvals for
detention and any extension thereof shall be noted in appropriate CBP systems.

5.4.1.2 Destruction. Except as noted in section 5.5 or elsewhere in this Directive, if after
reviewing the information pursuant to the time frames discussed in section 5.4, there is no
probable cause to seize the device or the information contained therein, any copies of the
information held by CBP must be destroyed, and any electronic device must be returned. Upon
this determination, the copy of the information will be destroyed as expeditiously as possible, but
no later than seven (7) days after such determination unless circumstances require additional
time, which must be approved by a supervisor and documented in an appropriate CBP system
and which must be no later than twenty-one (21) days after such determination. The destruction
shall be noted in appropriate CBP systems.

5.4.1.3 Notification of Border Search. When a border search of information is conducted on an
electronic device, the individual subject to search will be notified of the purpose and authority
for such search, how the individual may obtain more information on reporting concerns about
their search, and how the individual may seek redress from the agency if he or she feels
aggrieved by a search. If the Officer or other appropriate CBP official determines that the fact of
conducting this search cannot be disclosed to the individual transporting the device without
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impairing national security, law enforcement, officer safety, or other operational interests,
notification may be withheld.

5.4.1.4 Custody Receipt. If CBP determines it is necessary to detain temporarily an electronic
device to continue the search, the Officer detaining the device shall issue a completed Form
6051D to the individual prior to the individual’s departure.

5.4.2 Assistance

Officers may request assistance that may be needed to access and search an electronic device and
the information stored therein. Except with respect to assistance sought within CBP or from
ICE, the following subsections of 5.4.2 govern requests for assistance.

5.4.2.1 Technical Assistance. Officers may sometimes need technical assistance to render a
device and its contents in a condition that allows for inspection. For example, Officers may
encounter a device or information that is not readily accessible for inspection due to encryption
or password protection. Officers may also require translation assistance to inspect information
that is in a foreign language. In such situations, Officers may convey electronic devices or
copies of information contained therein to seek technical assistance.

5.4.2.2 Subject Matter Assistance — With Reasonable Suspicion or National Security Concern.

Officers may encounter information that requires referral to subject matter experts to determine
the meaning, context, or value of information contained therein as it relates to the laws enforced
or administered by CBP. Therefore, Officers may convey electronic devices or copies of
information contained therein for the purpose of obtaining subject matter assistance when there
is a national security concern or they have reasonable suspicion of activities in violation of the
laws enforced or administered by CBP.

5.4.2.3 Approvals for Seeking Assistance. Requests for assistance require supervisory approval
and shall be properly documented and recorded in CBP systems. If an electronic device is to be
detained after the individual’s departure, the Officer detaining the device shall execute a Form
6051D and provide a copy to the individual prior to the individual’s departure. All transfers of
the custody of the electronic device will be recorded on the Form 6051D.

5.4.2.4 Electronic devices should be transferred only when necessary to render the requested
assistance. Otherwise, a copy of data from the device should be conveyed in lieu of the device in
accordance with this Directive. '

5.4.2.5 When an electronic device or information contained therein is conveyed for assistance,
the individual subject to search will be notified of the conveyance unless the Officer or other
appropriate CBP official determines, in consultation with the receiving agency or other entity as
appropriate, that notification would impair national security, law enforcement, officer safety, or
other operational interests. If CBP seeks assistance for counterterrorism purposes, if a relevant
national security-related lookout applies, or if the individual is on a government-operated and
government-vetted terrorist watch list, the individual will not be notified of the conveyance, the
existence of a relevant national security-related lookout, or his or her presence on a watch list.
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When notification is made to the individual, the Officer will annotate the notification in CBP
systems and on the Form 6051D.

5.4.3 Responses and Time for Assistance

5.4.3.1 Responses Required. Agencies or entities receiving a request for assistance in
conducting a border search are expected to provide such assistance as expeditiously as possible.
Where subject matter assistance is requested, responses should include all appropriate findings,
observations, and conclusions relating to the laws enforced or administered by CBP.

5.4.3.2 Time for Assistance. Responses from assisting agencies or entities are expected in an
expeditious manner so that CBP may complete the border search in a reasonable period of time.
Unless otherwise approved by the Director Field Operations; Chief Patrol Agent; Director, Air
Operations; Director, Marine Operations; Special Agent in Charge; or equivalent level manager,
responses should be received within fifteen (15) days. If the assisting agency or entity is unable
to respond in that period of time, the Director Field Operations; Chief Patrol Agent; Director, Air
Operations; Director, Marine Operations; Special Agent in Charge; or equivalent level manager
may permit extensions in increments of seven (7) days.

5.4.3.3 Revocation of a Request for Assistance. If at any time a CBP supervisor involved in a
request for assistance is not satisfied with the assistance provided, the timeliness of assistance, or
any other articulable reason, the request for assistance may be revoked, and the CBP supervisor
may require the assisting agency or entity to return to CBP all electronic devices provided, and
any copies thereof, as expeditiously as possible, except as noted in 5.5.2.3. Any such revocation
shall be documented in appropriate CBP systems. When CBP has revoked a request for
assistance because of the lack of a timely response, CBP may initiate the request with another
agency or entity pursuant to the procedures outlined in this Directive.

5.4.3.4 Destruction. Except as noted in section 5.5.1 below or elsewhere in this Directive, if
after reviewing information, probable cause to seize the device or the information from the
device does not exist, CBP will retain no copies of the information.

5.5 Retention and Sharing of Information Fouqd in Border Searches
5.5.1 Retention and Sharing of Information Found in Border Searches

5.5.1.1 Retention with Probable Cause. Officers may seize and retain an electronic device, or
copies of information from the device, when, based on a review of the electronic device
encountered or on other facts and circumstances, they determine there is probable cause to
believe that the device, or copy of the contents from the device, contains evidence of a violation
of law that CBP is authorized to enforce or administer.

5.5.1.2 Retention of Information in CBP Privacy Act-Compliant Systems. Without probable
cause to seize an electronic device or a copy of information contained therein, CBP may retain

only information relating to immigration, customs, and other enforcement matters if such
retention is consistent with the applicable system of records notice. For example, information
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collected in the course of immigration processing for the purposes of present and future
admissibility of an alien may be retained in the A-file, Central Index System, TECS, and/or E3
or other systems as may be appropriate and consistent with the policies governing such systems.

5.5.1.3 Sharing Generally. Nothing in this Directive limits the authority of CBP to share copies
of information contained in electronic devices (or portions thereof), which are retained in
accordance with this Directive, with federal, state, local, and foreign law enforcement agencies
to the extent consistent with applicable law and policy.

5.5.1.4 Sharing of Terrorism Information. Nothing in this Directive is intended to limit the
sharing of terrorism-related information to the extent the sharing of such information is
authorized by statute, Presidential Directive, or DHS policy. Consistent with 6 U.S.C. §
122(d)(2) and other applicable law and policy, CBP, as a component of DHS, will promptly
share any terrorism information encountered in the course of a border search with entities of the
federal government responsible for analyzing terrorist threat information. In the case of such
terrorism information sharing, the entity receiving the information will be responsible for
providing CBP with all appropriate findings, observations, and conclusions relating to the laws
enforced by CBP. The receiving entity will be responsible for managing retention and
disposition of information it receives in accordance with its own legal authorities and
responsibilities.

5.5.1.5 Safeguarding Data During Storage and Conveyance. CBP will appropriately safeguard

information retained, copied, or seized under this Directive and during conveyance. Appropriate
safeguards include keeping materials in locked cabinets or rooms, documenting and tracking
copies to ensure appropriate disposition, and other safeguards during conveyance such as
password protection or physical protections. Any suspected loss or compromise of information
that contains personal data retained, copied, or seized under this Directive must be immediately
reported to the CBP Office of Professional Responsibility and to the Port Director; Patrol Agent
in Charge; Director, Air Operations; Director, Marine Operations; Special Agent in Charge; or
equivalent level manager.

5.5.1.6 Destruction. Except as noted in this section or elsewhere in this Directive, if after
reviewing information, there exists no probable cause to seize the information, CBP will retain
no copies of the information.

5.5.2 Retention by Agencies or Entities Providing Technical or Subject Matter Assistance

5.5.2.1 During Assistance. All electronic devices, or copies of information contained therein,
provided to an assisting agency or entity may be retained for the period of time needed to
provide the requested assistance to CBP or in accordance with section 5.5.2.3 below.

5.5.2.2 Return or Destruction. CBP will request that at the conclusion of the requested
assistance, all information be returned to CBP as expeditiously as possible, and that the assisting
agency or entity advise CBP in accordance with section 5.4.3 above. In addition, the assisting
agency or entity should destroy all copies of the information conveyed unless section 5.5.2.3
below applies. In the event that any electronic devices are conveyed, they must not be destroyed;
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they are to be returned to CBP unless seized by an assisting agency based on probable cause or
retained per 5.5.2.3.

5.5.2.3 Retention with Independent Authority. If an assisting federal agency elects to continue
to retain or seize an electronic device or information contained therein, that agency assumes
responsibility for processing the retention or seizure. Copies may be retained by an assisting
federal agency only if and to the extent that it has the independent legal authority to do so — for
example, when the information relates to terrorism or national security and the assisting agency
is authorized by law to receive and analyze such information. In such cases, the retaining agency
should advise CBP of its decision to retain information under its own authority. '

5.6  Reporting Requirements

5.6.1 The Officer performing the border search of information shall be responsible for
completing all after-action reporting requirements. This responsibility includes ensuring the
completion of all applicable documentation such as the Form 6051D when appropriate, and
creation and/or updating records in CBP systems. Reports are to be created and updated in an
accurate, thorough, and timely manner. Reports must include all information related to the
search through the final disposition including supervisory approvals and extensions when
appropriate.

5.6.2 In instances where an electronic device or copy of information contained therein is
forwarded within CBP as noted in section 5.4.1, the receiving Officer is responsible for
recording all information related to the search from the point of receipt forward through the final
disposition.

5.6.3 Reporting requirements for this Directive are in addition to, and do not replace, any other
applicable reporting requirements.

5.7 Management Requirements

5.7.1 The duty supervisor shall ensure that the Officer completes a thorough inspection and
that all notification, documentation, and reporting requirements are accomplished.

5.7.2 The appropriate CBP second-line supervisor shall approve and monitor the status of the
detention of all electronic devices or copies of information contained therein.

5.7.3 The appropriate CBP second-line supervisdr shall approve and monitor the status of the
transfer of any electronic device or copies of information contained therein for translation,
decryption, or subject matter assistance from another agency or entity.

5.7.4 The Director, Field Operations; Chief Patrol Agent; Director, Air Operations; Director,
Marine Operations; Special Agent in Charge; or equivalent level manager shall establish
protocols to monitor the proper documentation and recording of searches conducted pursuant to
this Directive and the detention, transfer, and final disposition of electronic devices or copies of
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information contained therein in order to ensure compliance with the procedures outlined in this
Directive.

5.7.5 Officers will ensure, in coordination with field management as appropriate, that upon
receipt of any subpoena or other request for testimony or information regarding the border search
of an electronic device in any litigation or proceeding, notification is made to the appropriate
CBP Associate/Assistant Chief Counsel office.

6 MEASUREMENT. CBP Headquarters will continue to develop and maintain
appropriate mechanisms to ensure that statistics regarding border searches of electronic devices,
and the results thereof, can be generated from CBP systems using data elements entered by
Officers pursuant to this Directive.

7 AUDIT. CBP Management Inspection will develop and periodically administer an
auditing mechanism to review whether border searches of electronic devices are being conducted
in conformity with this Directive.

8 NO PRIVATE RIGHT CREATED. This Directive is an internal policy statement of
U.S. Customs and Border Protection and does not create or confer any rights, privileges, or
benefits on any person or party.

9 REVIEW. This Directive shall be reviewed and updated, as necessary, at least every
three years.

10 DISCLOSURE. This Directive may be shared with the public.

11 SUPERSEDES. Procedures for Border Search/Examination of Documents, Paper, and
Electronic Information (July 5, 2007) and Policy Regarding Border Search of Information (July
16, 2008), to the extent they pertain to electronic devices; CBP Directive No. 3340-049, Border
Searches of Electronic Devices Containing Information (August 20, 2009).

Acting Commissioner
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OFFICIAL USE ONLY SENSITIVE Page 2 of 5

DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER
(b) (N(E)

PREPARED BY

(b) (6), (b) (7)(C)
REPORT OF INVESTIGATION

CONTINUATION 2. REPORT NUMBER
001

10. NARRATIVE

DETAILS OF INVESTIGATION:
On November 27, 2018, the Joint Intake Center (JIC), Washington, D.C., received an email and

attachments from Supervisory U.S. Customs and Border Protection (CBP) Officer (SCBPO
QICHCIUICHCIYIGEE scsrORRMME<ported on November 19, 2018, atmd@
(b) (7)(E) passenger (b) (6), (b) (7)(C) a U.S. citizen (USC),
requested a supervisor following his CBP inspection. SCBPO jiliiliire ported had
been inspected by the Tactical Terrorism Response Team (TTRT) as the result of an [(NI(3)
inspection included electronic media, which in this case, was a cellular
phone. QISR questioned CBP's authority to inspect electronic media and the reason for
CBP's use of airplane mode while conducting the inspection. [QIQEQIQIR\was advised, use of
airplane mode was to ensure only data contained on the device was inspected .[QEQEQIGI®) then
showed SCBPO §igili§: Snapchat notification on his phone, claiming it was received while CBP

conducted the inspection and it should have been in airplane mode. QEQNOIWI® - dvised CBP will
be hearing from his lawyer.

During CBP inspection, CBPO QKO ROIVIGNEOXBIEN nomentarily turned the airplane
mode off. CBPO kMR reported he did not conduct any of the inspection while airplane mode
was off.

The following is a re-creation of the email SCBPO iiilll§submitted to the JIC. No changes have
been made to grammar, punctuation or spelling.

<BEGIN>

Good Morning,

| am reporting an incident that occurred on November 19, 2018 at (b) (7)(E)
(b) (7)(E)

As the Supervisor on duty, | spoke with US citizen passenger (b) (6), (b) (7)(C) after
he requested a Supervisor. The subject had been inspected by TTRT as the result of an [(QXQI3)

W&Part of this inspection included an inspection of the electronic media, which in this case
was a cellular phone.

The subject asked questions about CBP's authority to inspect electronic media and the reason for
the use of airplane mode when CBP conducts their inspection. | explained that this was to ensure
that only the data contained on the device was inspected, so that information located remotely was
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DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER

OIVE)

PREPARED BY

(b) (6), (b) (7)(C)

REPORT OF INVESTIGATION

CONTINUATION 2. REPORT NUMBER

001

10. NARRATIVE

not inadvertently reviewed. The subject than proceeded to show me a notification on his phone
from Snapchat that he claimed was received while the phone was with CBP and should have been
in airplane mode. The subject claimed the only way this could have occurred was that the phone
was taken out of airplane mode during the inspection. | indicated that this would be investigated
further. | provided my full name and badge number, as well as the inspecting Officer's last names
to the subject and he departed indicating that CBP would be "hearing from his lawyer".

| questioned the TTRT Officers that completed the inspection regarding the possibility of the phone
being taken out of airplane mode. CBPhad completed the interview on the subject,
however CBPO ssisted and had completed the electronic media inspection. CBPO
indicated to me that the phone had been momentarily taken out of airplane mode. Upon realizing
this mistake, airplane mode was immediately turned back on, and the inspection was completed.
ceBPOjlindicated that the phone was not inspected while airplane mode was off.

| requested memos from both CBPOjiiiiiiliand CBPORISERIMR egarding this incident. CCTV
footage is not available for this as the electronic media was inspected outside of the interview
rooms. | spoke with CBPOjjjjiiilreminding him of the need to strictly adhere to the policy
regarding the inspection of electronic media. | also sent out a reminder to the TTRT about the
use. | am notifying the Joint Intake Center as per Section 5.5.1.5 of CBP directive 3340-049A,
Border Search of Electronic Devices (attached). This Section states:

Any suspected loss or compromised of information that contains personal data retained, copied, or
seized under this Directive must be immediately reported the CBP Office of Professional

Responsibly and to the Port Director...
Should you require anything further from me, please do not hesitate to ask.

Respectfully,

(b) (6), (b) (7)(C)
Supervisory CBP Officer
Tactical Terrorism Response Team
(b) (7)(E)
(b) (6), (b) (7)(C)
Cell: QXONGIG(®)
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1. CASE NUMBER

(b) (7)(E)

PREPARED BY

(b) (6), (b) (7)(C)

2. REPORT NUMBER
001

10. NARRATIVE
<END>
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DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER

(b) (7)(E)

PREPARED BY
(b) (6), (b) (7)(C)

2. REPORT NUMBER
001

REPORT OF INVESTIGATION
Exhibit List
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From: (b) (6), (b) (7)(C)
To: JOINT INTAKE

Ce: (b) (6), (b) (7)(C)
Subject: Electronic Media Inspection - 11/19/2018
Date: Tuesday, November 27, 2018 4:36:38 AM

Attachments: SCBPORIRIRIES\ e mo . pdf

(b) (6). (b) (7)(C|

df
(6) (6). (b) (7)(C) Py

image001.jpg
CBP Directive 3340-049A Border Search of Electronic Devices Jan 04 2018.pdf

Good Morning,

| am reporting an incident that occurred on November 19, 2018 at QNI

(b) (7)(E)
As the Supervisor on duty, | spoke with US citizen passenger i QIQOKOIVI®)

after he requested a Supervisor. The subject had been inspected by TTRT as the result of an
(OXQI(SM Part of this inspection included an inspection of the electronic media, which
in this case was a cellular phone.

The subject asked questions about CBP’s authority to inspect electronic media and the reason
for the use of airplane mode when CBP conducts their inspection. | explained that this was to
ensure that only the data contained on the device was inspected, so that information located
remotely was not inadvertently reviewed. The subject than proceeded to show me a
notification on his phone from Snapchat that he claimed was received while the phone was
with CBP and should have been in airplane mode. The subject claimed the only way this could
have occurred was that the phone was taken out of airplane mode during the inspection. |
indicated that this would be investigated further. I provided my full name and badge number,
as well as the inspecting Officer’s last names to the subject and he departed indicating that
CBP would be “hearing from his lawyer”.

I questioned the TTRT Officers that completed the inspection regarding the possibility of the
phone being taken out of airplane mode. CBPO |RIMRIRhad completed the interview on the
subject, however CBPO |jjjifiliissisted and had completed the electronic media inspection.
CBPOindicated to me that the phone had been momentarily taken out of airplane mode.
Upon realizing this mistake, airplane mode was immediately turned back on, and the
inspection was completed. CBPindicated that the phone was not inspected while
airplane mode was off.

I requested memos from both CBPORiNd CBPORIREERIegarding this incident. CCTV
footage is not available for this as the electronic media was inspected outside of the interview
rooms. | spoke with CBP eminding him of the need to strictly adhere to the policy
regarding the inspection of electronic media. | also sent out a reminder to the TTRT about the
use. I am notifying the Joint Intake Center as per Section 5.5.1.5 of CBP directive 3340-049A,
Border Search of Electronic Devices (attached). This Section states:

Any suspected loss or compromised of information that contains personal data
retained, copied, or seized under this Directive must be immediately reported the CBP
Office of Professional Responsibly and to the Port Director...

Should you require anything further from me, please do not hesitate to ask.
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Respectfully,

(b) (6), (b) (7)(C)

Supervisory CBP Officer

Tactical Terrorism Response Team
(b) (7)(E)

(b) (6), (b) (7)(C)

CBP_Badge
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U.S. Customs and Border Protection
U.S. Department of Homeland Security
TECS - Person Query - Detail

11/27/2018 08:41 EST Generated By: [OXOROXQI(S) Page 1 of 3
INCIDENT NUMBER: (b) (7)(E) APPROVAL STATUS: Appr oved
INCIDENT TYPE: (b) (7)(E)

SUMMARY

Incident Time

Incident Date

11/19/ 2018 15: 22
Port Code

Site Code

Location

Personal Search Performed

N - No

Document Type lDocument Number FIN Number

P - PASSPORT (b) (6). (b) (7)(C)

Last Name First Name Middle Initial ‘Date of birth

(b) (6). (0) ()(C) b) (6), (b QICHOIVI®)

Gender Citizenship Race Hispanic

M- Mle USA - UNI TED STATES B - BLACK OR AFRICAN [N - NOT OF H SPANI C

AMERI CAN OR LATINO ORIG N
Height Weight Hair Eyes
(b) (6), (b) (7)(C) BK - BLACK BR - BROM

!Address

OIGCHOIVIE®)

City State Zip Country

OIONOIVI®) USA - UNI TED STATES

Conveyance Type Inbound/Outbound
C - COWERCI AL AIR Il - In
Carrier Code ‘ Flight/Vessel Number Crew

Departure/Destination Port

Departure/Destination Country
UA - UNITED N - No OICHOIVI®N USA - UNI TED
Al RLI NES, | NC. \

STATES
Created By Officer ‘ Supervisor

‘ Primary Officer
(b) (6), (b) (7)(C) PIGHOIGISM SUP CsP | (0) (6), ) (N(C) [Ke:a
\ |OFFI CER] |OFFI CER)

| REMARKS
Subj ect was previously inspected on 19 Nov 2018 regarding his brother [QKONOIQI®)
(b) (6), (b) (7)(C), (b) (7)(E)

The subject was asked to clarify some information about his brother. QIGHOIGI@S: at ed t hat

his brother contacts himby calling froma payphone and through What sApp.

VWhen asked for
contact information for his brother,

the subject stated that he did not save it. The

subj ect also stated he does not send hisrother money hinself but that his parents
are the ones who send hi s{QJ@I@brot her noney. In addition the subject stated that his
@IQG) ot her i's possibly (b) (6), (b) (7)(C), (b) (7)(E)

for his uncle but was not
able to clarify his uncle s nane or

his brother’s type of enpl oynent at the acadeny.
BRIRIR st at ed he has been outside of the U S. since Friday staying at his cousin, RSIRIQS

BRI house at (b) (6), (b) (7)(C) near the (b) (7)(E) |

(b) (7)(E) (Open research shows that the address is possibly T QICNOIGIE®)
OICONOINI® subject was not able to provide any contact information for his cousin but

stated that he conmunicates with his cousin through Facebook nessenger.
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U.S. Customs and Border Protection
U.S. Department of Homeland Security
TECS - Person Query - Detail

11/27/2018 08:41 EST Generated By HOXONROIQVI(®) Page 2 of 3

Baggage exam was conducted with negative results.

Phone exam was conpleted with (b) (7)(E) aut hori zed by SCBPO RISHRIGIR Phone

exam nation reveal ed that SNSMBhas deleted all phone nunbers associated with
RERARIR si nce TTRT exam on 18 Nov 2018. Additional pictures were found on [QESESIMR nhone

of other IN(JNGIS)
Additionally there is evidence that the subject (b) (7)(E) overseas to
t he[QRQI@A| ong with other people in (b) (7)(E)

WIS

The subj ect was asked about a conversation he had with his brother in which his brother
stated he was no | onger speaking to any famly. The subject stated that he was not aware
of the conversation but that famlies have fights.

RIGIRIvas contacted prior to rel ease, and authorized approval to board flight.
At the conclusion of the interview the subject appeared to be agitated and asked why
o ficers kept asking about [QNONMEX@I®]and not his other family. The subject also asked
if it was a crime to travel to [(QJEI(R)and asked what his brother did. The subject also
stated that his brother has done nothing wong. Please note that the subject appeared to
be (b) (7)(E)
I (7 €4 (5 I -
mentioned at the beginning that he missed his flight the night before. Please see
yesterday’'s inspection for nore informati on on the subject.

eI ectroni ¢ nedi a was searched and returned (b) (7)(E) Manual exam of
cel | phone was conducted for (b) (7)(E) by [QNGIG] TTRT,

approved by SCBPORISHRIMIR Devi ce exanined was an i Phone. Device was unlocked by ISESIGS
with cellular and data connection disabled by REIMR0rior to the exam conmenci ng.

Ai rpl ane node was nonentarily turned off during exam but was quickly turned back on. No
nedi a search was conducted while Airplane node was turned off. The i Phone was returned to
the traveler at the conclusion of the exam An “lnspection of Electronic Devices Tear
sheet” and “Look at the CBP Inspection Process” panphlet were not provided due to QNGBS

(b) (7)(E)

The subject then requested to speak with a Supervisor. SCBPORKEREspoke with the subject
who was then rel eased.

**Supervi sor notes: Subject requested to speak with a Supervisor. SCBPOREMRIERspoke with
the subject and it was brought to the attention of SCBPORKMMMMR hat a message was received
on the phone while it was in airplane node. The subject stated this could not have
happened unl ess airpl ane node was di sabl ed. Subject was upset about the exam SCBPO
provided his nane and badge nunber, as well as the |ast names of the inspecting Oficers.

(b) (6), (b) (7)(C)
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SCBPOIRERIR eni ed the subject’'s request for the inspecting Officers first names and badge
nunbers as the information was not pertinent to the inspection.

SCBPORIRIBR s ked CBPORREBMR:bout the airpl ane node status. CBPORIIRMEE ndi cated that
ai rpl ane node was nmonentarily turned off during exam but was quickly turned back on, and
that no medi a search was conducted while airplane node was turned off. This situation is

under review by CBP nanagenment in KOXQIE)
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U.S. CUSTOMS AND BORDER PROTECTION

CBP DIRECTIVE NO. 3340-049A DATE: January 4, 2018
' ORIGINATING OFFICE: FO:TO
SUPERSEDES: Directive 3340-049
REVIEW DATE: January 2021

SUBJECT: BORDER SEARCH OF ELECTRONIC DEVICES

1 PURPOSE. To provide guidance and standard operating procedures for searching,
reviewing, retaining, and sharing information contained in computers, tablets, removable media,
disks, drives, tapes, mobile phones, cameras, music and other media players, and any other
communication, electronic, or digital devices subject to inbound and outbound border searches
by U.S. Customs and Border Protection (CBP). These searches are conducted in furtherance of
CBP’s customs, immigration, law enforcement, and homeland security responsibilities and to
ensure compliance with customs, immigration, and other laws that CBP is authorized to enforce
and administer.

These searches are part of CBP’s longstanding practice and are essential to enforcing the law at
the U.S. border and to protecting border security. They help detect evidence relating to terrorism
and other national security matters, human and bulk cash smuggling, contraband, and child
pornography. They can also reveal information about financial and commercial crimes, such as
those relating to copyright, trademark, and export control violations. They can be vital to risk
assessments that otherwise may be predicated on limited or no advance information about a
given traveler or item, and they can enhance critical information sharing with, and feedback
from, elements of the federal government responsible for analyzing terrorist threat

information. Finally, searches at the border are often integral to a determination of an
individual’s intentions upon entry and provide additional information relevant to admissibility
under the immigration laws.

2 POLICY

2.1  CBP will protect the rights of individuals against unreasonable search and seizure and
ensure privacy protections while accomplishing its enforcement mission.

2.2 All CBP Officers, Border Patrol Agents, Air and Marine Agents, Office of Professional
Responsibility Agents, and other officials authorized by CBP to perform border searches shall
adhere to the policy described in this Directive and any implementing policy memoranda or
musters.
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2.3 This Directive governs border searches of electronic devices — including any inbound or
outbound search pursuant to longstanding border search authority and conducted at the physical
border, the functional equivalent of the border, or the extended border, consistent with law and
agency policy. For purposes of this Directive, this excludes actions taken to determine if a
device functions (e.g., turning a device on and off); or actions taken to determine if physical
contraband is concealed within the device itself; or the review of information voluntarily
provided by an individual in an electronic format (e.g., when an individual shows an e-ticket on
an electronic device to an Officer, or when an alien proffers information to establish
admissibility). This Directive does not limit CBP’s authority to conduct other lawful searches of
electronic devices, such as those performed pursuant to a warrant, consent, or abandonment, or in
response to exigent circumstances; it does not limit CBP’s ability to record impressions relating
to border encounters; it does not restrict the dissemination of information as required by
applicable statutes and Executive Orders.

2.4 - This Directive does not govern searches of shipments containing commercial quantities
of electronic devices (e.g., an importation of hundreds of laptop computers transiting from the
factory to the distributor).

2.5  This Directive does not supersede Restrictions on Importation of Seditious Matter,
Directive 2210-001A. Seditious materials encountered through a border search should continue
to be handled pursuant to Directive 2210-001A or any successor thereto.

2.6  This Directive does not supersede Processing Foreign Diplomatic and Consular
Officials, Directive 3340-032. Diplomatic and consular officials encountered at the border, the
functional equivalent of the border (FEB), or extended border should continue to be processed
pursuant to Directive 3340-032 or any successor thereto.

2.7  This Directive applies to searches performed by or at the request of CBP. With respect to
searches performed by U.S. Immigration and Customs Enforcement (ICE), Homeland Security
Investigations (HSI) Special Agents exercise concurrently-held border search authority that is
covered by ICE’s own policy and procedures. When CBP detains, seizes, or retains electronic
devices, or copies of information therefrom, and conveys such to ICE for analysis, investigation,
and disposition (with appropriate documentation), the conveyance to ICE is not limited by the
terms of this Directive, and ICE policy will apply upon receipt by ICE.

3 DEFINITIONS

3.1 Officer. A Customs and Border Protection Officer, Border Patrol Agent, Air and Marine
Agent, Office of Professional Responsibility Special Agent, or any other official of CBP
authorized to conduct border searches.

3.2  Electronic Device. Any device that may contain information in an electronic or digital

form, such as computers, tablets, disks, drives, tapes, mobile phones and other communication
devices, cameras, music and other media players.
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3.3  Destruction. For electronic records, destruction is deleting, overwriting, or degaussing in
compliance with CBP Information Systems Security Policies and Procedures Handbook, CIS HB
1400-05C. .

4 AUTHORITY/REFERENCES. 6 U.S.C. §§ 122,202, 211; 8 U.S.C. §§ 1225, 1357,
and other pertinent provisions of the immigration laws and regulations; 19 U.S.C. §§ 482, 507,
1461, 1496, 1581, 1582, 1589a, 1595a(d), and other pertinent provisions of customs laws and
regulations; 31 U.S.C. § 5317 and other pertinent provisions relating to monetary instruments; 22
U.S.C. § 401 and other laws relating to exports; Guidelines for Detention and Seizures of
Pornographic Materials, Directive 4410-001B; Disclosure of Business Confidential Information
to Third Parties, Directive 1450-015; Accountability and Control of Custody Receipt for
Detained and Seized Property (CF6051), Directive 5240-005.

The plenary authority of the Federal Government to conduct searches and inspections of persons
and merchandise crossing our nation’s borders is well-established and extensive; control of the
border is a fundamental principle of sovereignty. “[T]he United States, as sovereign, has the
inherent authority to protect, and a paramount interest in protecting, its territorial integrity.”
United States v. Flores-Montano, 541 U.S. 149, 153 (2004). “The Government’s interest in
preventing the entry of unwanted persons and effects is at its zenith at the international border.
Time and again, [the Supreme Court has] stated that ‘searches made at the border, pursuant to the
longstanding right of the sovereign to protect itself by stopping and examining persons and
property crossing into this country, are reasonable simply by virtue of the fact that they occur at
the border.”” Id. at 152-53 (quoting United States v. Ramsey, 431 U.S. 606, 616

(1977)). “Routine searches of the persons and effects of entrants [into the United States] are not
subject to any requirement of reasonable suspicion, probable cause, or warrant.” United States v.
Montoya de Hernandez, 473 U.S. 531, 538 (1985). Additionally, the authority to conduct border
searches extends not only to persons and merchandise entering the United States, but applies
equally to those departing the country. See, e.g., United States v. Boumelhem, 339 F.3d 414,
422-23 (6th Cir. 2003); United States v. Odutayo, 406 F.3d 386, 391-92 (5th Cir. 2005); United
States v. Oriakhi, 57 F.3d 1290, 1296-97 (4th Cir. 1995); United States v. Ezeiruaku, 936 F.2d
136, 143 (3d Cir. 1991); United States v. Cardona, 769 F.2d 625, 629 (9th Cir. 1985); United
States v. Udofot, 711 F.2d 831, 839-40 (8th Cir. 1983).

As a constitutional matter, border search authority is premised in part on a reduced expectation
of privacy associated with international travel. See Flores-Montano, 541 U.S. at 154 (noting that
“the expectation of privacy is less at the border than it is in the interior”). Persons and
merchandise encountered by CBP at the international border are not only subject to inspection
under U.S. law, they also have been or will be abroad and generally subject to the legal
authorities of at least one other sovereign. See Boumelhem, 339 F.3d at 423.

In addition to longstanding federal court precedent recognizing the constitutional authority of the
U.S. government to conduct border searches, numerous federal statutes and regulations also
authorize CBP to inspect and examine all individuals and merchandise entering or departing the
United States, including all types of personal property, such as electronic devices. See, e.g., 8
U.S.C. §§ 1225, 1357; 19 U.S.C. §§ 482, 507, 1461, 1496, 1581, 1582, 1589a, 1595a; see also
19 C.F.R. § 162.6 (“All persons, baggage, and merchandise arriving in the Customs territory of
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the United States from places outside thereof are liable to inspection and search by a Customs
officer.”). These authorities support CBP’s enforcement and administration of federal law at the
border and facilitate the inspection of merchandise and people to fulfill the immigration,
customs, agriculture, and counterterrorism missions of the Department. This includes, among
other things, the responsibility to “ensure the interdiction of persons and goods illegally entering
or exiting the United States”; “detect, respond to, and interdict terrorists, drug smugglers and
traffickers, human smugglers and traffickers, and other persons who may undermine the security
of the United States”; “safeguard the borders of the United States to protect against the entry of
dangerous goods”; “enforce and administer all immigration laws™; “deter and prevent the illegal
entry of terrorists, terrorist weapons, persons, and contraband”; and “conduct inspections at []
ports of entry to safeguard the United States from terrorism and illegal entry of persons.”

6 US.C. § 211.

CBP must conduct border searches of electronic devices in accordance with statutory and
regulatory authorities and applicable judicial precedent. CBP’s broad authority to conduct
border searches is well-established, and courts have rejected a categorical exception to the border
search doctrine for electronic devices. Nevertheless, as a policy matter, this Directive imposes
certain requirements, above and beyond prevailing constitutional and legal requirements, to
ensure that the authority for border search of electronic devices is exercised judiciously,
responsibly, and consistent with the public trust.

5 PROCEDURES
5.1 Border Searches

5.1.1 Border searches may be performed by an Officer or other individual authorized to
perform or assist in such searches (e.g., under 19 U.S.C. § 507).

5.1.2 Border searches of electronic devices may include searches of the information stored on
the device when it is presented for inspection or during its detention by CBP for an inbound or
outbound border inspection. The border search will include an examination of only the
information that is resident upon the device and accessible through the device’s operating system
or through other software, tools, or applications. Officers may not intentionally use the device to
access information that is solely stored remotely. To avoid retrieving or accessing information
stored remotely and not otherwise present on the device, Officers will either request that the
traveler disable connectivity to any network (e.g., by placing the device in airplane mode), or,
where warranted by national security, law enforcement, officer safety, or other operational
considerations, Officers will themselves disable network connectivity. Officers should also take
care to ensure, throughout the course of a border search, that they do not take actions that would
make any changes to the contents of the device.

5.1.3 Basic Search. Any border search of an electronic device that is not an advanced search,
as described below, may be referred to as a basic search. In the course of a basic search, with or
without suspicion, an Officer may examine an electronic device and may review and analyze
information encountered at the border, subject to the requirements and limitations provided
herein and applicable law. '
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5.1.4 Advanced Search. An advanced search is any search in which an Officer connects
external equipment, through a wired or wireless connection, to an electronic device not merely to
gain access to the device, but to review, copy, and/or analyze its contents. In instances in which
there is reasonable suspicion of activity in violation of the laws enforced or administered by
CBP, or in which there is a national security concern, and with supervisory approval at the Grade
14 level or higher (or a manager with comparable responsibilities), an Officer may perform an
advanced search of an electronic device. Many factors may create reasonable suspicion or
constitute a national security concern; examples include the existence of a relevant national
security-related lookout in combination with other articulable factors as appropriate, or the
presence of an individual on a government-operated and government-vetted terrorist watch list.

5.1.5 Searches of electronic devices will be documented in appropriate CBP systems, and
advanced searches should be conducted in the presence of a supervisor. In circumstances where
operational considerations prevent a supervisor from remaining present for the entire advanced
search, or where supervisory presence is not practicable, the examining Officer shall, as soon as
possible, notify the appropriate supervisor about the search and any results thereof.

5.1.6 Searches of electronic devices should be conducted in the presence of the individual
whose information is being examined unless there are national security, law enforcement, officer
safety, or other operational considerations that make it inappropriate to permit the individual to
remain present. Permitting an individual to remain present during a search does not necessarily
mean that the individual shall observe the search itself. If permitting an individual to observe the
search could reveal law enforcement techniques or potentially compromise other operational
considerations, the individual will not be permitted to observe the search itself.

5.2  Review and Handling of Privileged or Other Sensitive Material

5.2.1 Officers encountering information they identify as, or that is asserted to be, protected by
the attorney-client privilege or attorney work product doctrine shall adhere to the following
procedures.

5.2.1.1 The Officer shall seek clarification, if practicable in writing, from the individual
asserting this privilege as to specific files, file types, folders, categories of files, attorney or client
names, email addresses, phone numbers, or other particulars that may assist CBP in identifying
privileged information.

5.2.1.2 Prior to any border search of files or other materials over which a privilege has been
asserted, the Officer will contact the CBP Associate/Assistant Chief Counsel office. In
coordination with the CBP Associate/Assistant Chief Counsel office, which will coordinate with
the U.S. Attorney’s Office as needed, Officers will ensure the segregation of any privileged
material from other information examined during a border search to ensure that any privileged
material is handled appropriately while also ensuring that CBP accomplishes its critical border
security mission. This segregation process will occur through the establishment and employment
of a Filter Team composed of legal and operational representatives, or through another
appropriate measure with written concurrence of the CBP Associate/Assistant Chief Counsel
office.
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5.2.1.3 At the completion of the CBP review, unless any materials are identified that indicate an
imminent threat to homeland security, copies of materials maintained by CBP and determined to
be privileged will be destroyed, except for any copy maintained in coordination with the CBP
Associate/Assistant Chief Counsel office solely for purposes of complying with a litigation hold
or other requirement of law.

5.2.2 Other possibly sensitive information, such as medical records and work-related
information carried by journalists, shall be handled in accordance with any applicable federal law
and CBP policy. Questions regarding the review of these materials shall be directed to the CBP
Associate/Assistant Chief Counsel office, and this consultation shall be noted in appropriate CBP
systems.

5.2.3 Officers encountering business or commercial information in electronic devices shall treat
such information as business confidential information and shall protect that information from
unauthorized disclosure. Depending on the nature of the information presented, the Trade
Secrets Act, the Privacy Act, and other laws, as well as CBP policies, may govern or restrict the
handling of the information. Any questions regarding the handling of business or commercial
information may be directed to the CBP Associate/Assistant Chief Counsel office or the CBP
Privacy Officer, as appropriate.

5.2.4 Information that is determined to be protected by law as privileged or sensitive will only
be shared with agencies or entities that have mechanisms in place to protect appropriately such
information, and such information will only be shared in accordance with this Directive.

5.3 Review and Handling of Passcode-Protected or Encrypted Information

5.3.1 Travelers are obligated to present electronic devices and the information contained
therein in a condition that allows inspection of the device and its contents. If presented with an
electronic device containing information that is protected by a passcode or encryption or other
security mechanism, an Officer may request the individual’s assistance in presenting the
electronic device and the information contained therein in a condition that allows inspection of
the device and its contents. Passcodes or other means of access may be requested and retained as
needed to facilitate the examination of an electronic device or information contained on an
electronic device, including information on the device that is accessible through software
applications present on the device that is being inspected or has been detained, seized, or retained
in accordance with this Directive.

5.3.2 Passcodes and other means of access obtained during the course of a border inspection
will only be utilized to facilitate the inspection of devices and information subject to border
search, will be deleted or destroyed when no longer needed to facilitate the search of a given
device, and may not be utilized to access information that is only stored remotely.

5.3.3 If an Officer is unable to complete an inspection of an electronic device because it is

protected by a passcode or encryption, the Officer may, in accordance with section 5.4 below,
detain the device pending a determination as to its admissibility, exclusion, or other disposition.
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5.3.4 Nothing in this Directive limits CBP’s ability, with respect to any device presented in a
manner that is not readily accessible for inspection, to seek technical assistance, or to use
external equipment or take other reasonable measures, or in consultation with the CBP
Associate/Assistant Chief Counsel office to pursue available legal remedies, to render a device in
a condition that allows for inspection of the device and its contents.

54 Detention and Review in Continuation of Border Search of Information

5.4.1 Detention and Review by CBP

An Officer may detain electronic devices, or copies of information contained therein, for a brief,
reasonable period of time to perform a thorough border search. The search may take place on-
site or at an off-site location, and is to be completed as expeditiously as possible. Unless
extenuating circumstances exist, the detention of devices ordinarily should not exceed five (5)
days. Devices must be presented in a manner that allows CBP to inspect their contents. Any
device not presented in such a manner may be subject to exclusion, detention, seizure, or other
appropriate action or disposition.

5.4.1.1 Approval of and Time Frames for Detention. Supervisory approval is required for
detaining electronic devices, or copies of information contained therein, for continuation of a
border search after an individual’s departure from the port or other location of detention. Port
Director; Patrol Agent in Charge; Director, Air Operations; Director, Marine Operations; Special
Agent in Charge; or other equivalent level manager approval is required to extend any such
detention beyond five (5) days. Extensions of detentions exceeding fifteen (15) days must be
approved by the Director, Field Operations; Chief Patrol Agent; Director, Air Operations;
Director, Marine Operations; Special Agent in Charge; or other equivalent manager, and may be
approved and re-approved in increments of no more than seven (7) days. Approvals for
detention and any extension thereof shall be noted in appropriate CBP systems.

5.4.1.2 Destruction. Except as noted in section 5.5 or elsewhere in this Directive, if after
reviewing the information pursuant to the time frames discussed in section 5.4, there is no
probable cause to seize the device or the information contained therein, any copies of the
information held by CBP must be destroyed, and any electronic device must be returned. Upon
this determination, the copy of the information will be destroyed as expeditiously as possible, but
no later than seven (7) days after such determination unless circumstances require additional
time, which must be approved by a supervisor and documented in an appropriate CBP system
and which must be no later than twenty-one (21) days after such determination. The destruction
shall be noted in appropriate CBP systems.

5.4.1.3 Notification of Border Search. When a border search of information is conducted on an
electronic device, the individual subject to search will be notified of the purpose and authority
for such search, how the individual may obtain more information on reporting concerns about
their search, and how the individual may seek redress from the agency if he or she feels
aggrieved by a search. If the Officer or other appropriate CBP official determines that the fact of
conducting this search cannot be disclosed to the individual transporting the device without
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impairing national security, law enforcement, officer safety, or other operational interests,
notification may be withheld.

5.4.1.4 Custody Receipt. If CBP determines it is necessary to detain temporarily an electronic
device to continue the search, the Officer detaining the device shall issue a completed Form
6051D to the individual prior to the individual’s departure.

5.4.2 Assistance
Officers may request assistance that may be needed to access and search an electronic device and

the information stored therein. Except with respect to assistance sought within CBP or from
ICE, the following subsections of 5.4.2 govern requests for assistance.

5.4.2.1 Technical Assistance. Officers may sometimes need technical assistance to render a
device and its contents in a condition that allows for inspection. For example, Officers may
encounter a device or information that is not readily accessible for inspection due to encryption
or password protection. Officers may also require translation assistance to inspect information
that is in a foreign language. In such situations, Officers may convey electronic devices or
copies of information contained therein to seek technical assistance.

5.4.2.2 Subject Matter Assistance — With Reasonable Suspicion or National Security Concern.
Officers may encounter information that requires referral to subject matter experts to determine
the meaning, context, or value of information contained therein as it relates to the laws enforced
or administered by CBP. Therefore, Officers may convey electronic devices or copies of
information contained therein for the purpose of obtaining subject matter assistance when there
is a national security concern or they have reasonable suspicion of activities in violation of the
laws enforced or administered by CBP.

5.4.2.3 Approvals for Seeking Assistance. Requests for assistance require supervisory approval
and shall be properly documented and recorded in CBP systems. If an electronic device is to be
detained after the individual’s departure, the Officer detaining the device shall execute a Form
6051D and provide a copy to the individual prior to the individual’s departure. All transfers of
the custody of the electronic device will be recorded on the Form 6051D.

5.4.2.4 Electronic devices should be transferred only when necessary to render the requested
assistance. Otherwise, a copy of data from the device should be conveyed in lieu of the device in
accordance with this Directive. '

5.4.2.5 When an electronic device or information contained therein is conveyed for assistance,
the individual subject to search will be notified of the conveyance unless the Officer or other
appropriate CBP official determines, in consultation with the receiving agency or other entity as
appropriate, that notification would impair national security, law enforcement, officer safety, or
other operational interests. If CBP seeks assistance for counterterrorism purposes, if a relevant
national security-related lookout applies, or if the individual is on a government-operated and
government-vetted terrorist watch list, the individual will not be notified of the conveyance, the
existence of a relevant national security-related lookout, or his or her presence on a watch list.
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When notification is made to the individual, the Officer will annotate the notification in CBP
systems and on the Form 6051D.

5.4.3 Responses and Time for Assistance

5.4.3.1 Responses Required. Agencies or entities receiving a request for assistance in
conducting a border search are expected to provide such assistance as expeditiously as possible.
Where subject matter assistance is requested, responses should include all appropriate findings,
observations, and conclusions relating to the laws enforced or administered by CBP.

5.4.3.2 Time for Assistance. Responses from assisting agencies or entities are expected in an
expeditious manner so that CBP may complete the border search in a reasonable period of time.
Unless otherwise approved by the Director Field Operations; Chief Patrol Agent; Director, Air
Operations; Director, Marine Operations; Special Agent in Charge; or equivalent level manager,
responses should be received within fifteen (15) days. If the assisting agency or entity is unable
to respond in that period of time, the Director Field Operations; Chief Patrol Agent; Director, Air
Operations; Director, Marine Operations; Special Agent in Charge; or equivalent level manager
may permit extensions in increments of seven (7) days.

5.4.3.3 Revocation of a Request for Assistance. If at any time a CBP supervisor involved in a
request for assistance is not satisfied with the assistance provided, the timeliness of assistance, or
any other articulable reason, the request for assistance may be revoked, and the CBP supervisor
may require the assisting agency or entity to return to CBP all electronic devices provided, and
any copies thereof, as expeditiously as possible, except as noted in 5.5.2.3. Any such revocation
shall be documented in appropriate CBP systems. When CBP has revoked a request for
assistance because of the lack of a timely response, CBP may initiate the request with another
agency or entity pursuant to the procedures outlined in this Directive.

5.4.3.4 Destruction. Except as noted in section 5.5.1 below or elsewhere in this Directive, if
after reviewing information, probable cause to seize the device or the information from the
device does not exist, CBP will retain no copies of the information.

5.5 Retention and Sharing of Information Found in Border Searches
5.5.1 Retention and Sharing of Information Found in Border Searches

5.5.1.1 Retention with Probable Cause. Officers may seize and retain an electronic device, or
copies of information from the device, when, based on a review of the electronic device
encountered or on other facts and circumstances, they determine there is probable cause to
believe that the device, or copy of the contents from the device, contains evidence of a violation
of law that CBP is authorized to enforce or administer.

5.5.1.2 Retention of Information in CBP Privacy Act-Compliant Systems. Without probable
cause to seize an electronic device or a copy of information contained therein, CBP may retain

only information relating to immigration, customs, and other enforcement matters if such
retention is consistent with the applicable system of records notice. For example, information
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collected in the course of immigration processing for the purposes of present and future
admissibility of an alien may be retained in the A-file, Central Index System, TECS, and/or E3
or other systems as may be appropriate and consistent with the policies governing such systems.

5.5.1.3 Sharing Generally. Nothing in this Directive limits the authority of CBP to share copies
of information contained in electronic devices (or portions thereof), which are retained in
accordance with this Directive, with federal, state, local, and foreign law enforcement agencies
to the extent consistent with applicable law and policy.

5.5.1.4 Sharing of Terrorism Information. Nothing in this Directive is intended to limit the
sharing of terrorism-related information to the extent the sharing of such information is
authorized by statute, Presidential Directive, or DHS policy. Consistent with 6 U.S.C. §
122(d)(2) and other applicable law and policy, CBP, as a component of DHS, will promptly
share any terrorism information encountered in the course of a border search with entities of the
federal government responsible for analyzing terrorist threat information. In the case of such
terrorism information sharing, the entity receiving the information will be responsible for
providing CBP with all appropriate findings, observations, and conclusions relating to the laws
enforced by CBP. The receiving entity will be responsible for managing retention and
disposition of information it receives in accordance with its own legal authorities and
responsibilities.

5.5.1.5 Safeguarding Data During Storage and Conveyance. CBP will appropriately safeguard
information retained, copied, or seized under this Directive and during conveyance. Appropriate

safeguards include keeping materials in locked cabinets or rooms, documenting and tracking
copies to ensure appropriate disposition, and other safeguards during conveyance such as
password protection or physical protections. Any suspected loss or compromise of information
that contains personal data retained, copied, or seized under this Directive must be immediately
reported to the CBP Office of Professional Responsibility and to the Port Director; Patrol Agent
in Charge; Director, Air Operations; Director, Marine Operations; Special Agent in Charge; or
equivalent level manager.

5.5.1.6 Destruction. Except as noted in this section or elsewhere in this Directive, if after
reviewing information, there exists no probable cause to seize the information, CBP will retain
no copies of the information.

5.5.2 Retention by Agencies or Entities Providing Technical or Subject Matter Assistance

5.5.2.1 During Assistance. All electronic devices, or copies of information contained therein,
provided to an assisting agency or entity may be retained for the period of time needed to
provide the requested assistance to CBP or in accordance with section 5.5.2.3 below.

5.5.2.2 Return or Destruction. CBP will request that at the conclusion of the requested
assistance, all information be returned to CBP as expeditiously as possible, and that the assisting
agency or entity advise CBP in accordance with section 5.4.3 above. In addition, the assisting
agency or entity should destroy all copies of the information conveyed unless section 5.5.2.3
below applies. In the event that any electronic devices are conveyed, they must not be destroyed;
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they are to be returned to CBP unless seized by an assisting agency based on probable cause or
retained per 5.5.2.3.

5.5.2.3 Retention with Independent Authority. If an assisting federal agency elects to continue
to retain or seize an electronic device or information contained therein, that agency assumes
responsibility for processing the retention or seizure. Copies may be retained by an assisting
federal agency only if and to the extent that it has the independent legal authority to do so - for
example, when the information relates to terrorism or national security and the assisting agency
is authorized by law to receive and analyze such information. In such cases, the retaining agency
should advise CBP of its decision to retain information under its own authority.

5.6  Reporting Requirements

5.6.1 The Officer performing the border search of information shall be responsible for
completing all after-action reporting requirements. This responsibility includes ensuring the
completion of all applicable documentation such as the Form 6051D when appropriate, and
creation and/or updating records in CBP systems. Reports are to be created and updated in an
accurate, thorough, and timely manner. Reports must include all information related to the
search through the final disposition including supervisory approvals and extensions when
appropriate.

5.6.2 Ininstances where an electronic device or copy of information contained therein is
forwarded within CBP as noted in section 5.4.1, the receiving Officer is responsible for
recording all information related to the search from the point of receipt forward through the final
disposition.

5.6.3 Reporting requirements for this Directive are in addition to, and do not replace, any other
applicable reporting requirements.

5.7 Management Requirements

5.7.1 The duty supervisor shall ensure that the Officer completes a thorough inspection and
that all notification, documentation, and reporting requirements are accomplished.

5.7.2 The appropriate CBP second-line supervisor shall approve and monitor the status of the
detention of all electronic devices or copies of information contained therein.

5.7.3 The appropriate CBP second-line supervisoi' shall approve and monitor the status of the
transfer of any electronic device or copies of information contained therein for translation,
decryption, or subject matter assistance from another agency or entity.

5.7.4 The Director, Field Operations; Chief Patrol Agent; Director, Air Operations; Director,
Marine Operations; Special Agent in Charge; or equivalent level manager shall establish
protocols to monitor the proper documentation and recording of searches conducted pursuant to
this Directive and the detention, transfer, and final disposition of electronic devices or copies of
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information contained therein in order to ensure compliance with the procedures outlined in this
Directive.

5.7.5 Officers will ensure, in coordination with field management as appropriate, that upon
receipt of any subpoena or other request for testimony or information regarding the border search
of an electronic device in any litigation or proceeding, notification is made to the appropriate
CBP Associate/Assistant Chief Counsel office.

6 MEASUREMENT. CBP Headquarters will continue to develop and maintain
appropriate mechanisms to ensure that statistics regarding border searches of electronic devices,
and the results thereof, can be generated from CBP systems using data elements entered by
Officers pursuant to this Directive.

7 AUDIT. CBP Management Inspection will develop and periodically administer an
auditing mechanism to review whether border searches of electronic devices are being conducted
in conformity with this Directive.

8 NO PRIVATE RIGHT CREATED. This Directive is an internal policy statement of
U.S. Customs and Border Protection and does not create or confer any rights, privileges, or
benefits on any person or party.

9 REVIEW. This Directive shall be reviewed and updated, as necessary, at least every
three years.

10 DISCLOSURE. This Directive may be shared with the public.

11 SUPERSEDES. Procedures for Border Search/Examination of Documents, Paper, and
Electronic Information (July 5, 2007) and Policy Regarding Border Search of Information (July
16, 2008), to the extent they pertain to electronic devices; CBP Directive No. 3340-049, Border
Searches of Electronic Devices Containing Information (August 20, 2009).

Acting Commissioner
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APPENDIX A-2

WEINGARTEN RIGHTS
EMPLOYEE NOTIFICATION REGARDING UNION REPRESENTATION

Pursuant to 5 USC §7114(a)(2)(B) you have the right to be represented during the
interview about to take place by a person designated by the exclusively recognized labor
organization for the unit in which you work, if|

(a) you reasonably believe that the results of this interview may result in
disciplinary action against you; and

(b) you request representation.

[ acknowledge receipt of the aforementioned notification of my right to representation.

(b) (6), (b) (7)(C)

3/12/19
(b.) (6), (b) (7)(C) 2-12-19

Investigator’s Name Date
(Agency representative)

FAcv FinDER

Investigator’s Position
(b) (6), (b) (7)(C)

Investigator’s Signature

- 310 -
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APPENDIX A-3

THIRD PARTY WITNESS INTERVIEW NOTIFICATION

You are not currently the subject of this investigation. However, you may be held
responsible for any false statements you make or for any violation of the CBP Code of
Conduct that you admit. Therefore, if at any time during the interview you reasonably
believe that you may be subjected to discipline as a result of your statements, you may
request representation by the exclusively recognized labor organization for the unit in
which you work.

I'acknowledge receipt of the aforementioned notification of my rights.

3/72/19

Signature of Employee Date
(b) (6), (b) (7)(C) 7o 2- (s
Investigator’s Name Date

(Agency representative)

FA'cf'z’ F

(b (6), (b) (7)(C)

Investigator’s Signature

poel
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APPENDIX A-2

WEINGARTEN RIGHTS
EMPLOYEE NOTIFICATION REGARDING UNION REPRESENTATION

Pursuant to 5 USC §7114(a)(2)(B) you have the right to be represented during the

interview about to take place by a person designated by the exclusively recognized labor
organization for the unit in which you work, if|

(a) you reasonably believe that the results of this interview may result in
disciplinary action against you; and

(b) you request representation.

I acknowledge receipt of the aforementioned notification of my right to representation.

b) (6), (b) (7)(C
(b) (6), (b) (7 P

(b) (6), (b) (7)(C) 2-12-19

Investigator’s Name Date
(Agency representative)

FAcv FinDER

Investigator’s Position

(b) (6), (b) (7)(C)

Investigator’s Signature
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APPENDIX A-3

THIRD PARTY WITNESS INTERVIEW NOTIFICATION

You are not currently the subject of this investigation. However, you may be held
responsible for any false statements you make or for any violation of the CBP Code of
Conduct that you admit. Therefore, if at any time during the interview you reasonably
believe that you may be subjected to discipline as a result of your statements, you may
request representation by the exclusively recognized labor organization for the unit in
which you work.

I'acknowledge receipt of the aforementioned notification of my rights.

3/72/19
Signature of Employee Date
(b) (6), (0) (7)(C) 7oz~ (9

Investigator’s Name Date
(Agency representative)

Fact F PpIEL

(b) (6), (b) (7)(C)

Investigator’s Signature
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APPENDIX A-2

WEINGARTEN RIGHTS
EMPLOYEE NOTIFICATION REGARDING UNION REPRESENTATION

Pursuant to 5 USC §7114(a)(2)(B) you have the right to be represented during the
interview about to take place by a person designated by the exclusively recognized labor
organization for the unit in which you work, if|

(a) you reasonably believe that the results of this interview may result in
disciplinary action against you; and

(b) you request representation.

[ acknowledge receipt of the aforementioned notification of my right to representation.

(b) (6), (b) (7)(C)
3/12/19

() (6), (b) (7(C) o a1

Investigator’s Name Date
(Agency representative)

FAcv FinDER

Investigator’s Position

(b) (6), (b) (7)(C)

Investigator’s Signature
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THIRD PARTY WITNESS INTERVIEW NOTIFICATION

You are not currently the subject of this investigation. However, you may be held
responsible for any false statements you make or for any violation of the CBP Code of
Conduct that you admit. Therefore, if at any time during the interview you reasonably
believe that you may be subjected to discipline as a result of your statements, you may
request representation by the exclusively recognized labor organization for the unit in
which you work.

I'acknowledge receipt of the aforementioned notification of my rights.

3/72/19

Signature of Employee Date
(b) (6), (b) (7)(C) 7o 2- (s
Investigator’s Name Date

(Agency representative)

FAcT FpdEL

Investigator’s Position

(b) (6), (b) (7)(C)
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relevant and require[] cooperation by all agency employees” and to “[a]ccess[] documents and files that may have
information deemed by CRCL to be relevant.” All communications and information submitted to CRCL are protected to
the maximum extent possible by the attorney-client and deliberative process privileges. However, CRCL is required,
under 6 U.S.C. § 345(b), to submit an annual report to Congress—also posted on CRCL's Web site—that is required to
detail “any allegations of [civil rights] abuses . . . and any actions taken by the Department in response to such
allegations.” Finally, 42 U.S.C. § 2000ee-1(e) prohibits reprisals or threats of reprisal by a federal employee for making
complaints to CRCL or for disclosing information to CRCL in the course of its investigations. CRCL requests the
information above in accordance with these authorities.

Thank you for your assistance with this request. Please let me know if you have any questions.

(b) (6), (b) (7)(C)
Contract Support Investigator
Compliance Branch
Office for Civil Rights and Civil Liberties

Department of Homeland Security
(b) (6), (b) (7)(C)
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(b) (7)(E)
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If you believe this correspondence is not within your section’s jurisdiction, indicate so below with any additional advisement instructions
— then, return same to BizOps: :

Reviewed by: .on Date:

D NOT WITHIN SECTION'S JURISDICTION (select, {f applicable)
0  ADVISE SENDER TO CONTACT (select all applicable)

. 1CE ERO DRIL {formerly
CBP INFO Center DOS Buresu of Consulay Affalrs PAO/CDH) USClS
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U.S. CUSTOMS AND BORDER PROTECTION

CBP DIRECTIVE NO. 3340-049A DATE: January 4, 2018
‘ ORIGINATING OFFICE: FO:TO
SUPERSEDES: Directive 3340-049
- REVIEW DATE: January 2021

SUBJECT: BORDER SEARCH OF ELECTRONIC DEVICES

1 PURPOSE. To provide guidance and standard operating procedures for searching,
reviewing, retaining, and sharing information contained in computers, tablets, removable media,
disks, drives, tapes, mobile phones, cameras, music and other media players, and any other
communication, electronic, or digital devices subject to inbound and outbound border searches
by U.S. Customs and Border Protection (CBP). These searches are conducted in furtherance of
CBP’s customs, immigration, law enforcement, and homeland security responsibilities and to
ensure compliance with customs, immigration, and other laws that CBP is authorized to enforce
and administer.

These searches are part of CBP’s longstanding practice and are essential to enforcing the law at
the U.S. border and to protecting border security. They help detect evidence relating to terrorism
and other national security matters, human and bulk cash smuggling, contraband, and child
pornography. They can also reveal information about financial and commercial crimes, such as
those relating to copyright, trademark, and export control violations. They can be vital to risk
assessments that otherwise may be predicated on limited or no advance information about a
given traveler or item, and they can enhance critical information sharing with, and feedback
from, elements of the federal government responsible for analyzing terrorist threat

information. Finally, searches at the border are often integral to a determination of an
individual’s intentions upon entry and provide additional information relevant to admissibility
under the immigration laws.

2 POLICY

2.1  CBP will protect the rights of individuals against unreasonable search and seizure and
ensure privacy protections while accomplishing its enforcement mission.

2.2 All CBP Officers, Border Patrol Agents, Air and Marine Agents, Office of Professional
Responsibility Agents, and other officials authorized by CBP to perform border searches shall
adhere to the policy described in this Directive and any implementing policy memoranda or
musters.
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2.3 This Directive governs border searches of electronic devices — including any inbound or
outbound search pursuant to longstanding border search authority and conducted at the physical
border, the functional equivalent of the border, or the extended border, consistent with law and
agency policy. For purposes of this Directive, this excludes actions taken to determine if a
device functions (e.g., turning a device on and off); or actions taken to determine if physical
contraband is concealed within the device itself; or the review of information voluntarily
provided by an individual in an electronic format (e.g., when an individual shows an e-ticket on
an electronic device to an Officer, or when an alien proffers information to establish
admissibility). This Directive does not limit CBP’s authority to conduct other lawful searches of
electronic devices, such as those performed pursuant to a warrant, consent, or abandonment, or in
response to exigent circumstances; it does not limit CBP’s ability to record impressions relating
to border encounters; it does not restrict the dissemination of information as required by
applicable statutes and Executive Orders.

24  -This Directive does not govern searches of shipments containing commercial quantities
of electronic devices (e.g., an importation of hundreds of laptop computers transiting from the
factory to the distributor).

25  This Directive does not supersede Restrictions on Importation of Seditious Matter,
Directive 2210-001A. Seditious materials encountered through a border search should continue
to be handled pursuant to Directive 2210-001A or any successor thereto.

2.6  This Directive does not supersede Processing Foreign Diplomatic and Consular
Officials, Directive 3340-032. Diplomatic and consular officials encountered at the border, the
functional equivalent of the border (FEB), or extended border should continue to be processed
pursuant to Directive 3340-032 or any successor thereto.

2.7  This Directive applies to searches performed by or at the request of CBP. With respect to
searches performed by U.S. Immigration and Customs Enforcement (ICE), Homeland Security
Investigations (HSI) Special Agents exercise concurrently-held border search authority that is
covered by ICE’s own policy and procedures. When CBP detains, seizes, or retains electronic
devices, or copies of information therefrom, and conveys such to ICE for analysis, investigation,
and disposition (with appropriate documentation), the conveyance to ICE is not limited by the
terms of this Directive, and ICE policy will apply upon receipt by ICE.

3 DEFINITIONS

3.1  Officer. A Customs and Border Protection Officer, Border Patrol Agent, Air and Marine
Agent, Office of Professional Responsibility Special Agent, or any other official of CBP
authorized to conduct border searches.

3.2 Electronic Device. Any device that may contain information in an electronic or digital
form, such as computers, tablets, disks, drives, tapes, mobile phones and other communication
devices, cameras, music and other media players.
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33  Destruction. For electronic records, destruction is deleting, overwriting, or degaussing in
compliance with CBP Information Systems Security Policies and Procedures Handbook, CIS HB
1400-05C. v

4 AUTHORITY/REFERENCES. 6 U.S.C. §§ 122, 202, 211; 8 U.S.C. §§ 1225, 1357,
and other pertinent provisions of the immigration laws and regulations; 19 U.S.C. §§ 482, 507,
1461, 1496, 1581, 1582, 1589a, 1595a(d), and other pertinent provisions of customs laws and
regulations; 31 U.S.C. § 5317 and other pertinent provisions relating to monetary instruments; 22
U.S.C. § 401 and other laws relating to exports; Guidelines for Detention and Seizures of
Pornographic Materials, Directive 4410-001B; Disclosure of Business Confidential Information
to Third Parties, Directive 1450-015; Accountability and Control of Custody Receipt for
Detained and Seized Property (CF6051), Directive 5240-005.

The plenary authority of the Federal Government to conduct searches and inspections of persons
and merchandise crossing our nation’s borders is well-established and extensive; control of the
border is a fundamental principle of sovereignty. “[T]he United States, as sovereign, has the
inherent authority to protect, and a paramount interest in protecting, its territorial integrity.”
United States v. Flores-Montano, 541 U.S. 149, 153 (2004). “The Government’s interest in
preventing the entry of unwanted persons and effects is at its zenith at the international border.
Time and again, [the Supreme Court has] stated that ‘searches made at the border, pursuant to the
longstanding right of the sovereign to protect itself by stopping and examining persons and
property crossing into this country, are reasonable simply by virtue of the fact that they occur at
the border.”” Id. at 152-53 (quoting United States v. Ramsey, 431 U.S. 606, 616

(1977)). “Routine searches of the persons and effects of entrants [into the United States] are not
subject to any requirement of reasonable suspicion, probable cause, or warrant.” United States v.
Montoya de Hernandez, 473 U.S. 531, 538 (1985). Additionally, the authority to conduct border
searches extends not only to persons and merchandise entering the United States, but applies
equally to those departing the country. See, e.g., United States v. Boumelhem, 339 F.3d 414,
422-23 (6th Cir. 2003); United States v. Odutayo, 406 F.3d 386, 391-92 (5th Cir. 2005); United
States v. Oriakhi, 57 F.3d 1290, 1296-97 (4th Cir. 1995); United States v. Ezeiruaku, 936 F.2d
136, 143 (3d Cir. 1991); United States v. Cardona, 769 F.2d 625, 629 (9th Cir. 1985); United
States v. Udofot, 711 F.2d 831, 839-40 (8th Cir. 1983).

As a constitutional matter, border search authority is premised in part on a reduced expectation
of privacy associated with international travel. See Flores-Montano, 541 U.S. at 154 (noting that
“the expectation of privacy is less at the border than it is in the interior™). Persons and
merchandise encountered by CBP at the international border are not only subject to inspection
under U.S. law, they also have been or will be abroad and generally subject to the legal
authorities of at least one other sovereign. See Boumelhem, 339 F.3d at 423.

In addition to longstanding federal court precedent recognizing the constitutional authority of the
U.S. government to conduct border searches, numerous federal statutes and regulations also
authorize CBP to inspect and examine all individuals and merchandise entering or departing the
United States, including all types of personal property, such as electronic devices. See, e.g., 8
U.S.C. §§ 1225, 1357; 19 U.S.C. §§ 482, 507, 1461, 1496, 1581, 1582, 1589a, 1595a; see also
19 C.F.R. § 162.6 (“All persons, baggage, and merchandise arriving in the Customs territory of
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the United States from places outside thereof are liable to inspection and search by a Customs
officer.”). These authorities support CBP’s enforcement and administration of federal law at the
border and facilitate the inspection of merchandise and people to fulfill the immigration,
customs, agriculture, and counterterrorism missions of the Department. This includes, among
other things, the responsibility to “ensure the interdiction of persons and goods illegally entering
or exiting the United States”; “detect, respond to, and interdict terrorists, drug smugglers and
traffickers, human smugglers and traffickers, and other persons who may undermine the security
of the United States”; “safeguard the borders of the United States to protect against the entry of
dangerous goods™; “enforce and administer all immigration laws”; “detér and prevent the illegal
entry of terrorists, terrorist weapons, persons, and contraband”; and “conduct inspections at []
ports of entry to safeguard the United States from terrorism and illegal entry of persons.”

6 US.C. §211.

CBP must conduct border searches of electronic devices in accordance with statutory and
regulatory authorities and applicable judicial precedent. CBP’s broad authority to conduct
border searches is well-established, and courts have rejected a categorical exception to the border
search doctrine for electronic devices. Nevertheless, as a policy matter, this Directive imposes
certain requirements, above and beyond prevailing constitutional and legal requirements, to
ensure that the authority for border search of electronic devices is exercised judiciously,
responsibly, and consistent with the public trust.

5 PROCEDURES
S.1 Border Searches

5.1.1 Border searches may be performed by an Officer or other individual authorized to
perform or assist in such searches (e.g., under 19 U.S.C. § 507).

5.1.2 Border searches of electronic devices may include searches of the information stored on
the device when it is presented for inspection or during its detention by CBP for an inbound or
outbound border inspection. The border search will include an examination of only the
information that is resident upon the device and accessible through the device’s operating system
or through other software, tools, or applications. Officers may not intentionally use the device to
access information that is solely stored remotely. To avoid retrieving or accessing information
stored remotely and not otherwise present on the device, Officers will either request that the
traveler disable connectivity to any network (e.g., by placing the device in airplane mode), or,
where warranted by national security, law enforcement, officer safety, or other operational
considerations, Officers will themselves disable network connectivity. Officers should also take
care to ensure, throughout the course of a border search, that they do not take actions that would
make any changes to the contents of the device.

5.1.3 Basic Search. Any border search of an electronic device that is not an advanced search,
as described below, may be referred to as a basic search. In the course of a basic search, with or
without suspicion, an Officer may examine an electronic device and may review and analyze
information encountered at the border, subject to the requlrements and limitations provided
herein and applicable law.
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5.1.4 Advanced Search. An advanced search is any search in which an Officer connects
external equipment, through a wired or wireless connection, to an electronic device not merely to
gain access to the device, but to review, copy, and/or analyze its contents. In instances in which
there is reasonable suspicion of activity in violation of the laws enforced or administered by
CBP, or in which there is a national security concern, and with supervisory approval at the Grade
14 level or higher (or a manager with comparable responsibilities), an Officer may perform an
advanced search of an electronic device. Many factors may create reasonable suspicion or
constitute a national security concern; examples include the existence of a relevant national
security-related lookout in combination with other articulable factors as appropriate, or the
presence of an individual on a government-operated and government-vetted terrorist watch list.

5.1.5 Searches of electronic devices will be documented in appropriate CBP systems, and
advanced searches should be conducted in the presence of a supervisor. In circumstances where
operational considerations prevent a supervisor from remaining present for the entire advanced
search, or where supervisory presence is not practicable, the examining Officer shall, as soon as
possible, notify the appropriate supervisor about the search and any results thereof.

5.1.6 Searches of electronic devices should be conducted in the presence of the individual
whose information is being examined unless there are national security, law enforcement, officer
safety, or other operational considerations that make it inappropriate to permit the individual to
remain present. Permitting an individual to remain present during a search does not necessarily
mean that the individual shall observe the search itself. If permitting an individual to observe the
search could reveal law enforcement techniques or potentially compromise other operational
considerations, the individual will not be permitted to observe the search itself.

5.2 Review and Handling of Privileged or Other Sensitive Material

5.2.1 Officers encountering information they identify as, or that is asserted to be, protected by
the attorney-client privilege or attorney work product doctrine shall adhere to the following
procedures.

5.2.1.1 The Officer shall seek clarification, if practicable in writing, from the individual
asserting this privilege as to specific files, file types, folders, categories of files, attorney or client
names, email addresses, phone numbers, or other particulars that may assist CBP in identifying
privileged information.

5.2.1.2 Prior to any border search of files or other materials over which a privilege has been
asserted, the Officer will contact the CBP Associate/Assistant Chief Counsel office. In
coordination with the CBP Associate/Assistant Chief Counsel office, which will coordinate with
the U.S. Attorney’s Office as needed, Officers will ensure the segregation of any privileged
material from other information examined during a border search to ensure that any privileged
material is handled appropriately while also ensuring that CBP accomplishes its critical border
security mission. This segregation process will occur through the establishment and employment
of a Filter Team composed of legal and operational representatives, or through another
appropriate measure with written concurrence of the CBP Associate/Assgstant Chief Counsel
office. '
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5.2.1.3 At the completion of the CBP review, unless any materials are identified that indicate an
imminent threat to homeland security, copies of materials maintained by CBP and determined to
be privileged will be destroyed, except for any copy maintained in coordination with the CBP
Associate/Assistant Chief Counsel office solely for purposes of complying with a litigation hold
or other requirement of law.

5.2.2 Other possibly sensitive information, such as medical records and work-related
information carried by journalists, shall be handled in accordance with any applicable federal law
and CBP policy. Questions regarding the review of these materials shall be directed to the CBP
Associate/Assistant Chief Counsel office, and this consultation shall be noted in appropriate CBP
systems.

5.2.3 Officers encountering business or commercial information in electronic devices shall treat
such information as business confidential information and shall protect that information from
unauthorized disclosure. Depending on the nature of the information presented, the Trade
Secrets Act, the Privacy Act, and other laws, as well as CBP policies, may govem or restrict the
handling of the information. Any questions regarding the handling of business or commercial
information may be directed to the CBP Associate/Assistant Chief Counsel office or the CBP
Privacy Officer, as appropriate.

5.2.4 Information that is determined to be protected by law as privileged or sensitive will only
be shared with agencies or entities that have mechanisms in place to protect appropriately such
information, and such information will only be shared in accordance with this Directive.

5.3  Review and Handling of Passcode-Protected or Encrypted Information

5.3.1 Travelers are obligated to present electronic devices and the information contained
therein in a condition that allows inspection of the device and its contents. If presented with an
electronic device containing information that is protected by a passcode or encryption or other
security mechanism, an Officer may request the individual’s assistance in presenting the
electronic device and the information contained therein in a condition that allows inspection of
the device and its contents. Passcodes or other means of access may be requested and retained as
needed to facilitate the examination of an electronic device or information contained on an
electronic device, including information on the device that is accessible through software
applications present on the device that is being inspected or has been detained, seized, or retained
in accordance with this Directive.

5.3.2 Passcodes and other means of access obtained during the course of a border inspection
will only be utilized to facilitate the inspection of devices and information subject to border
search, will be deleted or destroyed when no longer needed to facilitate the search of a given
device, and may not be utilized to access information that is only stored remotely.

5.3.3 Ifan Officer is unable to complete an inspection of an electronic device because it is

protected by a passcode or encryption, the Officer may, in accordance with section 5.4 below,
detain the device pending a determination as to its admissibility, exclusion, or other disposition.
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5.3.4 Nothing in this Directive limits CBP’s ability, with respect to any device presented in a
manner that is not readily accessible for inspection, to seek technical assistance, or to use
external equipment or take other reasonable measures, or in consultation with the CBP
Associate/Assistant Chief Counsel office to pursue available legal remedies, to render a device in
a condition that allows for inspection of the device and its contents.

5.4  Detention and Review in Continuation of Border Search of Information

5.4.1 Detention and Review by CBP

An Officer may detain electronic devices, or copies of information contained therein, for a brief,
reasonable period of time to perform a thorough border search. The search may take place on-
site or at an off-site location, and is to be completed as expeditiously as possible. Unless
extenuating circumstances exist, the detention of devices ordinarily should not exceed five (5)
days. Devices must be presented in a manner that allows CBP to inspect their contents. Any
device not presented in such a manner may be subject to exclusion, detention, seizure, or other
appropriate action or disposition.

5.4.1.1 Approval of and Time Frames for Detention. Supervisory approval is required for
detaining electronic devices, or copies of information contained therein, for continuation of a

border search after an individual’s departure from the port or other location of detention. Port
Director; Patrol Agent in Charge; Director, Air Operations; Director, Marine Operations; Special
Agent in Charge; or other equivalent level manager approval is required to extend any such
detention beyond five (5) days. Extensions of detentions exceeding fifteen (15) days must be
approved by the Director, Field Operations; Chief Patrol Agent; Director, Air Operations;
Director, Marine Operations; Special Agent in Charge; or other equivalent manager, and may be
approved and re-approved in increments of no more than seven (7) days. Approvals for
detention and any extension thereof shall be noted in appropriate CBP systems.

5.4.1.2 Destruction. Except as noted in section 5.5 or elsewhere in this Directive, if after
reviewing the information pursuant to the time frames discussed in section 5.4, there is no
probable cause to seize the device or the information contained therein, any copies of the
information held by CBP must be destroyed, and any electronic device must be returned. Upon
this determination, the copy of the information will be destroyed as expeditiously as possible, but
no later than seven (7) days after such determination unless circumstances require additional
time, which must be approved by a supervisor and documented in an appropriate CBP system
and which must be no later than twenty-one (21) days after such determination. The destruction
shall be noted in appropriate CBP systems.

5.4.1.3 Notification of Border Search. When a border search of information is conducted on an
electronic device, the individual subject to search will be notified of the purpose and authority
for such search, how the individual may obtain more information on reporting concerns about
their search, and how the individual may seek redress from the agency if he or she feels
aggrieved by a search. If the Officer or other appropriate CBP official determines that the fact of
conducting this search cannot be disclosed to the individual transporting the device without
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impairing national security, law enforcement, officer safety, or other operational interests,
notification may be withheld.

5.4.1.4 Custody Receipt. If CBP determines it is necessary to detain temporarily an electronic
device to continue the search, the Officer detaining the device shall issue a completed Form
6051D to the individual prior to the individual’s departure.

5.4.2 Assistance

Officers may request assistance that may be needed to access and search an electronic device and
the information stored therein. Except with respect to assistance sought within CBP or from
ICE, the following subsections of 5.4.2 govern requests for assistance.

5.4.2.1 Technical Assistance. Officers may sometimes need technical assistance to render a
device and its contents in a condition that allows for inspection. For example, Officers may
encounter a device or information that is not readily accessible for inspection due to encryption
or password protection. Officers may also require translation assistance to inspect information
that is in a foreign language. In such situations, Officers may convey electronic devices or
copies of information contained therein to seek technical assistance.

5.4.2.2 Subject Matter Assistance — With Reasonable Suspicion or National Security Concern.

Officers may encounter information that requires referral to subject matter experts to determine
the meaning, context, or value of information contained therein as it relates to the laws enforced
or administered by CBP. Therefore, Officers may convey electronic devices or copies of
information contained therein for the purpose of obtaining subject matter assistance when there
is a national security concemn or they have reasonable suspicion of activities in violation of the
laws enforced or administered by CBP.

5.4.2.3 Approvals for Seeking Assistance. Requests for assistance require supervisory approval
and shall be properly documented and recorded in CBP systems. If an electronic device is to be
detained after the individual’s departure, the Officer detaining the device shall execute a Form
6051D and provide a copy to the individual prior to the individual’s departure. All transfers of
the custody of the electronic device will be recorded on the Form 6051D.

5.4.2.4 Electronic devices should be transferred only when necessary to render the requested
assistance. Otherwise, a copy of data from the device should be conveyed in lieu of the device in
accordance with this Directive. '

5.4.2.5 When an electronic device or information contained therein is conveyed for assistance,
the individual subject to search will be notified of the conveyance unless the Officer or other
appropriate CBP official determines, in consultation with the receiving agency or other entity as
appropriate, that notification would impair national security, law enforcement, officer safety, or
other operational interests. If CBP seeks assistance for counterterrorism purposes, if a relevant
national security-related lookout applies, or if the individual is on a government-operated and
government-vetted terrorist watch list, the individual will not be notified of the conveyance, the
existence of a relevant national security-related lookout, or his or her presence on a watch list.
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When notification is made to the individual, the Officer will annotate the notification in CBP
systems and on the Form 6051D.

5.4.3 Responses and Time for Assistance

5.4.3.1 Responses Required.. Agencies or entities receiving a request for assistance in
conducting a border search are expected to provide such assistance as expeditiously as possible.
Where subject matter assistance is requested, responses should include all appropriate findings,
observations, and conclusions relating to the laws enforced or administered by CBP.

5.4.3.2 Time for Assistance. Responses from assisting agencies or entities are expected in an
expeditious manner so that CBP may complete the border search in a reasonable period of time.
Unless otherwise approved by the Director Field Operations; Chief Patrol Agent; Director, Air
Operations; Director, Marine Operations; Special Agent in Charge; or equivalent level manager,
responses should be received within fifteen (15) days. If the assisting agency or entity is unable
to respond in that period of time, the Director Field Operations; Chief Patrol Agent; Director, Air
Operations; Director, Marine Operations; Special Agent in Charge; or equivalent level manager
may permit extensions in increments of seven (7) days.

5.4.3.3 Revocation of a Request for Assistance. If at any time a CBP supervisor involved in a
request for assistance is not satisfied with the assistance provided, the timeliness of assistance, or
any other articulable reason, the request for assistance may be revoked, and the CBP supervisor
may require the assisting agency or entity to return to CBP all electronic devices provided, and
any copies thereof, as expeditiously as possible, except as noted in 5.5.2.3. Any such revocation
shall be documented in appropriate CBP systems. When CBP has revoked a request for
assistance because of the lack of a timely response, CBP may initiate the request with another
agency or entity pursuant to the procedures outlined in this Directive.

5.4.3.4 Destruction. Except as noted in section 5.5.1 below or elsewhere in this Directive, if
after reviewing information, probable cause to seize the device or the information from the
device does not exist, CBP will retain no copies of the information.

5.5 Retention and Sharing of Information Found in Border Searches
5.5.1 Retention and Sharing of Information Found in Border Searches

5.5.1.1 Retention with Probable Cause. Officers may seize and retain an electronic device, or
copies of information from the device, when, based on a review of the electronic device
encountered or on other facts and circumstances, they determine there is probable cause to
believe that the device, or copy of the contents from the device, contains evidence of a violation
of law that CBP is authorized to enforce or administer.

5.5.1.2 Retention of Information in CBP Privacy Act-Compliant Systems. Without probable
cause to seize an electronic device or a copy of information contained therein, CBP may retain

only information relating to immigration, customs, and other enforcement matters if such
retention is consistent with the applicable system of records notice. For example, information
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collected in the course of immigration processing for the purposes of present and future
admissibility of an alien may be retained in the A-file, Central Index System, TECS, and/or E3
or other systems as may be appropriate and consistent with the policies governing such systems.

5.5.1.3 Sharing Generally. Nothing in this Directive limits the authority of CBP to share copies
of information contained in electronic devices (or portions thereof), which are retained in
accordance with this Directive, with federal, state, local, and foreign law enforcement agencies
to the extent consistent with applicable law and policy.

5.5.1.4 Sharing of Terrorism Information. Nothing in this Directive is intended to limit the
sharing of terrorism-related information to the extent the sharing of such information is
authorized by statute, Presidential Directive, or DHS policy. Consistent with 6 U.S.C. §
122(d)(2) and other applicable law and policy, CBP, as a component of DHS, will promptly
share any terrorism information encountered in the course of a border search with entities of the
federal government responsible for analyzing terrorist threat information. In the case of such
terrorism information sharing, the entity receiving the information will be responsible for
providing CBP with all appropriate findings, observations, and conclusions relating to the laws
enforced by CBP. The receiving entity will be responsible for managing retention and
disposition of information it receives in accordance with its own legal authorities and
responsibilities.

5.5.1.5 Safeguarding Data During Storage and Conveyance. CBP will appropriately safeguard

information retained, copied, or seized under this Directive and during conveyance. Appropriate
safeguards include keeping materials in locked cabinets or rooms, documenting and tracking
copies to ensure appropriate disposition, and other safeguards during conveyance such as
password protection or physical protections. Any suspected loss or compromise of information
that contains personal data retained, copied, or seized under this Directive must be immediately
reported to the CBP Office of Professional Responsibility and to the Port Director; Patrol Agent
in Charge; Director, Air Operations; Director, Marine Operations; Special Agent in Charge; or
equivalent level manager.

5.5.1.6 Destruction. Except as noted in this section or elsewhere in this Directive, if after
reviewing information, there exists no probable cause to seize the information, CBP will retain
no copies of the information.

5.5.2 Retention by Agencies or Entities Providing Technical or Subject Matter Assistance

5.5.2.1 During Assistance. All electronic devices, or copies of information contained therein,
provided to an assisting agency or entity may be retained for the period of time needed to
provide the requested assistance to CBP or in accordance with section 5.5.2.3 below.

5.5.2.2 Retumn or Destruction. CBP will request that at the conclusion of the requested
assistance, all information be returned to CBP as expeditiously as possible, and that the assisting
agency or entity advise CBP in accordance with section 5.4.3 above. In addition, the assisting
agency or entity should destroy all copies of the information conveyed unless section 5.5.2.3
below applies. In the event that any electronic devices are conveyed, they must not be destroyed;
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they are to be returned to CBP unless seized by an assisting agency based on probable cause or
retained per 5.5.2.3.

5.5.2.3 Retention with Independent Authority. If an assisting federal agency elects to continue
to retain or seize an electronic device or information contained therein, that agency assumes
responsibility for processing the retention or seizure. Copies may be retained by an assisting
federal agency only if and to the extent that it has the independent legal authority to do so ~ for
example, when the information relates to terrorism or national security and the assisting agency
is authorized by law to receive and analyze such information. In such cases, the retaining agency
should advise CBP of its decision to retain information under its own authority.

5.6  Reporting Requirements

5.6.1 The Officer performing the border search of information shall be responsible for
completing all after-action reporting requirements. This responsibility includes ensuring the
completion of all applicable documentation such as the Form 6051D when appropriate, and
creation and/or updating records in CBP systems. Reports are to be created and updated in an
accurate, thorough, and timely manner. Reports must include all information related to the
search through the final disposition including supervisory approvals and extensions when
appropriate.

5.6.2 Ininstances where an electronic device or copy of information contained therein is
forwarded within CBP as noted in section 5.4.1, the receiving Officer is responsible for
recording all information related to the search from the point of receipt forward through the final
disposition.

5.6.3 Reporting requirements for this Directive are in addition to, and do not replace, any other
applicable reporting requirements.

5.7 Management Requirements

5.7.1 The duty supervisor shall ensure that the Officer completes a thorough inspection and
that all notification, documentation, and reporting requirements are accomplished.

5.7.2 The appropriate CBP second-line supervisor shall approve and monitor the status of the
detention of all electronic devices or copies of information contained therein.

5.7.3 The appropriate CBP second-line supervisoi' shall approve and monitor the status of the
transfer of any electronic device or copies of information contained therein for translation,
decryption, or subject matter assistance from another agency or entity.

5.7.4 The Director, Field Operations; Chief Patrol Agent; Director, Air Operations; Director,
Marine Operations; Special Agent in Charge; or equivalent level manager shall establish
protocols to monitor the proper documentation and recording of searches conducted pursuant to
this Directive and the detention, transfer, and final disposition of electronic devices or copies of
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information contained therein in order to ensure compliance with the procedures outlined in this
Directive.

5.7.5 Officers will ensure, in coordination with field management as appropriate, that upon
receipt of any subpoena or other request for testimony or information regarding the border search
of an electronic device in any litigation or proceeding, notification is made to the appropriate
CBP Associate/Assistant Chief Counsel office.

6 MEASUREMENT. CBP Headquarters will continue to develop and maintain
appropriate mechanisms to ensure that statistics regarding border searches of electronic devices,
and the results thereof, can be generated from CBP systems using data elements entered by
Officers pursuant to this Directive.

7 AUDIT. CBP Management Inspection will develop and periodically administer an
auditing mechanism to review whether border searches of electronic devices are being conducted
in conformity with this Directive.

8 NO PRIVATE RIGHT CREATED. This Directive is an internal policy statement of
U.S. Customs and Border Protection and does not create or confer any rights, privileges, or
benefits on any person or party. :

9 REVIEW. This Directive shall be reviewed and updated, as necessary, at least every
three years.

10 DISCLOSURE. This Directive may be shared with the public.

11 SUPERSEDES. Procedures for Border Search/Examination of Documents, Paper, and
Electronic Information (July 5, 2007) and Policy Regarding Border Search of Information (July
16, 2008), to the extent they pertain to electronic devices; CBP Directive No. 3340-049, Border
Searches of Electronic Devices Containing Information (August 20, 2009).

Acting Commissioner
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8 CFR § 292.5 - Service upon and action by attorney or representative of record. | CFR | ... Page 1 of 3

8 CFR § 292.5 - Service upon and action by
attorney or representative of record.

CFR

representative of record.

(a) Representative capacity. Whenever a person is required by
any of the provisions of this chapter to give or be given notice; to
serve or be served with any paper other than a warrant of arrest or

or waiver shall be given by or to, served by or upon, made by, or
requested of the attorney or representative of record, or the person
himself if unrepresented.

(b) Right to representation. Whenever an examination is
provided for in this chapter, the person involved shall have the
right to be represented by an attorney or representative who shall
be permitted to examine or cross-examine such person and
witnesses, to introduce evidence, to make objections which shall be
stated succinctly and entered on the record, and to submit briefs.
Provided, that nothing in this paragraph shall be construed to
provide any applicant for admission in either primary or secondary
inspection the right to representation, unless the applicant for
admission has become the focus of a criminal investigation and has
been taken into custody.

https://www.law.cainelledu/clefeextfB29205079 (RER) HOWARD DECLARATION EXHIBITI0/18%2019
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relevant and require[] cooperation by all agency employees” and to “[a]ccess[] documents and files that may have
information deemed by CRCL to be relevant.” All communications and information submitted to CRCL are protected to
the maximum extent possible by the attorney-client and deliberative process privileges. However, CRCL is required,
under 6 U.S.C. § 345(b), to submit an annual report to Congress—also posted on CRCL's Web site—that is required to
detail “any allegations of [civil rights] abuses . . . and any actions taken by the Department in response to such
allegations.” Finally, 42 U.S.C. § 2000ee-1(e) prohibits reprisals or threats of reprisal by a federal employee for making
complaints to CRCL or for disclosing information to CRCL in the course of its investigations. CRCL requests the
information above in accordance with these authorities.

Thank you for your assistance with this request. Please let me know if you have any questions.

(b) (6), (b) (7)(C)
Contract Support Investigator
Compliance Branch

Office for Civil Rights and Civil Liberties

Department of Homeland Security
(b) (6). (b) (7)(C)
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(b) (7)(E)
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U.S. CUSTOMS AND BORDER PROTECTION

CBP DIRECTIVE NO. 3340-049A DATE: January 4, 2018
' ORIGINATING OFFICE: FO:TO
SUPERSEDES: Directive 3340-049
REVIEW DATE: January 2021

SUBJECT: BORDER SEARCH OF ELECTRONIC DEVICES

1 PURPOSE. To provide guidance and standard operating procedures for searching,
reviewing, retaining, and sharing information contained in computers, tablets, removable media,
disks, drives, tapes, mobile phones, cameras, music and other media players, and any other
communication, electronic, or digital devices subject to inbound and outbound border searches
by U.S. Customs and Border Protection (CBP). These searches are conducted in furtherance of
CBP’s customs, immigration, law enforcement, and homeland security responsibilities and to
ensure compliance with customs, immigration, and other laws that CBP is authorized to enforce
and administer.

These searches are part of CBP’s longstanding practice and are essential to enforcing the law at
the U.S. border and to protecting border security. They help detect evidence relating to terrorism
and other national security matters, human and bulk cash smuggling, contraband, and child
pomography. They can also reveal information about financial and commercial crimes, such as
those relating to copyright, trademark, and export control violations. They can be vital to risk
assessments that otherwise may be predicated on limited or no advance information about a
given traveler or item, and they can enhance critical information sharing with, and feedback
from, elements of the federal government responsible for analyzing terrorist threat

information. Finally, searches at the border are often integral to a determination of an
individual’s intentions upon entry and provide additional information relevant to admissibility
under the immigration laws.

2 POLICY’

2.1  CBP will protect the rights of individuals against unreasonable search and seizure and
ensure privacy protections while accomplishing its enforcement mission.

22  All CBP Officers, Border Patrol Agents, Air and Marine Agents, Office of Professional
Responsibility Agents, and other officials authorized by CBP to perform border searches shall
adhere to the policy described in this Directive and any implementing policy memoranda or
musters.
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2.3  This Directive governs border searches of electronic devices — including any inbound or
outbound search pursuant to longstanding border search authority and conducted at the physical
border, the functional equivalent of the border, or the extended border, consistent with law and
agency policy. For purposes of this Directive, this excludes actions taken to determine if a
device functions (e.g., turning a device on and off); or actions taken to determine if physical
contraband is concealed within the device itself; or the review of information voluntarily
provided by an individual in an electronic format (e.g., when an individual shows an e-ticket on
an electronic device to an Officer, or when an alien proffers information to establish
admissibility). This Directive does not limit CBP’s authority to conduct other lawful searches of
electronic devices, such as those performed pursuant to a warrant, consent, or abandonment, or in
response to exigent circumstances; it does not limit CBP’s ability to record impressions relating
to border encounters; it does not restrict the dissemination of information as required by
applicable statutes and Executive Orders.

2.4  -This Directive does not govern searches of shipments containing commercial quantities
of electronic devices (e.g., an importation of hundreds of laptop computers transiting from the
factory to the distributor).

2.5  This Directive does not supersede Restrictions on Importation of Seditious Matter,
Directive 2210-001A, Seditious materials encountered through a border search should continue
to be handled pursuant to Directive 2210-001A or any successor thereto.

2.6  This Directive does not supersede Processing Foreign Diplomatic and Consular
Officials, Directive 3340-032. Diplomatic and consular officials encountered at the border, the
functional equivalent of the border (FEB), or extended border should continue to be processed
pursuant to Directive 3340-032 or any successor thereto.

2.7  This Directive applies to searches performed by or at the request of CBP. With respect to
searches performed by U.S. Immigration and Customs Enforcement (ICE), Homeland Security
Investigations (HSI) Special Agents exercise concurrently-held border search authority that is
covered by ICE’s own policy and procedures. When CBP detains, seizes, or retains electronic
devices, or copies of information therefrom, and conveys such to ICE for analysis, investigation,
and disposition (with appropriate documentation), the conveyance to ICE is not limited by the
terms of this Directive, and ICE policy will apply upon receipt by ICE.

3 DEFINITIONS

3.1  Officer. A Customs and Border Protection Officer, Border Patrol Agent, Air and Marine
Agent, Office of Professional Responsibility Special Agent, or any other official of CBP
authorized to conduct border searches.

3.2  Electronic Device. Any device that may contain information in an electronic or digital

form, such as computers, tablets, disks, drives, tapes, mobile phones and other communication
devices, cameras, music and other media players.
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33  Destruction. For electronic records, destruction is deleting, overwriting, or degaussing in
compliance with CBP Information Systems Security Policies and Procedures Handbook, CIS HB
1400-05C. :

4 AUTHORITY/REFERENCES. 6 U.S.C. §§ 122, 202, 211; 8 U.S.C. §§ 1225, 1357,
and other pertinent provisions of the immigration laws and regulations; 19 U.S.C. §§ 482, 507,
1461, 1496, 1581, 1582, 1589a, 1595a(d), and other pertinent provisions of customs laws and
regulations; 31 U.S.C. § 5317 and other pertinent provisions relating to monetary instruments; 22
U.S.C. § 401 and other laws relating to exports; Guidelines for Detention and Seizures of
Pornographic Materials, Directive 4410-001B; Disclosure of Business Confidential Information
to Third Parties, Directive 1450-015; Accountability and Control of Custody Receipt for
Detained and Seized Property (CF6051), Directive 5240-005.

The plenary authority of the Federal Government to conduct searches and inspections of persons
and merchandise crossing our nation’s borders is well-established and extensive; control of the
border is a fundamental principle of sovereignty. “[TJhe United States, as sovereign, has the
inherent authority to protect, and a paramount interest in protecting, its territorial integrity.”
United States v. Flores-Montano, 541 U.S. 149, 153 (2004). “The Government’s interest in
preventing the entry of unwanted persons and effects is at its zenith at the international border.
Time and again, [the Supreme Court has) stated that ‘searches made at the border, pursuant to the
longstanding right of the sovereign to protect itself by stopping and examining persons and
property crossing into this country, are reasonable simply by virtue of the fact that they occur at
the border.”™ Jd. at 152-53 (quoting United States v. Ramsey, 431 U.S. 606, 616

(1977)). “Routine searches of the persons and effects of entrants [into the United States] are not
subject to any requirement of reasonable suspicion, probable cause, or warrant.” Uhited States v.
Montoya de Hernandez, 473 U.S. 531, 538 (1985). Additionally, the authority to conduct border
searches extends not only to persons and merchandise entering the United States, but applies
equally to those departing the country. See, e.g., United States v. Boumelhem, 339 F.3d 414,
422-23 (6th Cir. 2003); United States v. Odutayo, 406 F.3d 386, 391-92 (5th Cir. 2005); United
States v. Oriakhi, 57 F.3d 1290, 1296-97 (4th Cir. 1995); United States v. Ezeiruaku, 936 F.2d
136, 143 (3d Cir. 1991); United States v. Cardona, 769 F.2d 625, 629 (9th Cir. 1985); United
States v. Udofot, 711 F.2d 831, 839-40 (8th Cir. 1983).

As a constitutional matter, border search authority is premised in part on a reduced expectation
of privacy associated with international travel. See Flores-Montano, 541 U.S. at 154 (noting that
“the expectation of privacy is less at the border than it is in the interior”). Persons and
merchandise encountered by CBP at the international border are not only subject to inspection
under U.S. law, they also have been or will be abroad and generally subject to the legal
authorities of at least one other sovereign. See Boumelhem, 339 F.3d at 423,

In addition to longstanding federal court precedent recognizing the constitutional authority of the
U.S. government to conduct border searches, numerous federal statutes and regulations also
authorize CBP to inspect and examine all individuals and merchandise entering or departing the
United States, including all types of personal property, such as electronic devices. See,e.g., 8
U.S.C. §§ 1225, 1357; 19 U.S.C. §§ 482, 507, 1461, 1496, 1581, 1582, 1589a, 1595a; see also
19 C.F.R. § 162.6 (“All persons, baggage, and merchandise arriving in the Customs territory of
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the United States from places outside thereof are liable to inspection and search by a Customs
officer.”). These authorities support CBP’s enforcement and administration of federal law at the
border and facilitate the inspection of merchandise and people to fulfill the immigration,
customs, agriculture, and counterterrorism missions of the Department. This includes, among
other things, the responsibility to “ensure the interdiction of persons and goods illegaily entering
or exiting the United States”; “detect, respond to, and interdict terrorists, drug smugglers and
traffickers, human smugglers and traffickers, and other persons who may undermine the security
of the United States”; “safeguard the borders of the United States to protect against the entry of
dangerous goods™; “enforce and administer all immigration laws™; “detér and prevent the illegal
entry of terrorists, terrorist weapons, persons, and contraband”; and “conduct inspections at []
polt;s; oé‘ entry to safeguard the United States from terrorism and illegal entry of persons.”

6 US.C. §211.

CBP must conduct border searches of electronic devices in accordance with statutory and
regulatory authorities and applicable judicial precedent. CBP’s broad authority to conduct
border searches is well-established, and courts have rejected a categorical exception to the border
search doctrine for electronic devices. Nevertheless, as a policy matter, this Directive imposes
certain requirements, above and beyond prevailing constitutional and legal requirements, to
ensure that the authority for border search of electronic devices is exercised judiciously,
responsibly, and consistent with the public trust.

5 PROCEDURES
8.1 Border Searches

5.1.1 Border searches may be performed by an Officer or other individual authorized to
perform or assist in such searches (e.g., under 19 U.S.C. § 507).

5.1.2  Border searches of electronic devices may include searches of the information stored on
the device when it is presented for inspection or during its detention by CBP for an inbound or
outbound border inspection. The border search will include an examination of only the
information that is resident upon the device and accessible through the device’s operating system
or through other software, tools, or applications. Officers may not intentionally use the device to
access information that is solely stored remotely. To avoid retrieving or accessing information
stored remotely and not otherwise present on the device, Officers will either request that the
traveler disable connectivity to any network (e.g., by placing the device in airplane mode), or,
where warranted by national security, law enforcement, officer safety, or other operational
considerations, Officers will themselves disable network connectivity. Officers should also take
care to ensure, throughout the course of a border search, that they do not take actions that would
make any changes to the contents of the device.

5.1.3 Basic Search. Any border search of an electronic device that is not an advanced search,
as described below, may be referred to as a basic search. In the course of a basic search, with or
without suspicion, an Officer may examine an electronic device and may review and analyze
information encountered at the border, subject to the requirements and limitations provided
herein and applicable law. ' :
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5.1.4 Advanced Search. An advanced search is any search in which an Officer connects
external equipment, through a wired or wireless connection, to an electronic device not merely to
gain access to the device, but to review, copy, and/or analyze its contents. In instances in which
there is reasonable suspicion of activity in violation of the laws enforced or administered by
CBP, or in which there is a national security concern, and with supervisory approval at the Grade
14 level or higher (or a manager with comparable responsibilities), an Officer may perform an
advanced search of an electronic device. Many factors may create reasonable suspicion or
constitute a national security concern; examples include the existence of a relevant national
security-related lookout in combination with other articulable factors as appropriate, or the
presence of an individual on a government-operated and government-vetted terrorist watch list.

5.1.5  Searches of electronic devices will be documented in appropriate CBP systems, and
advanced searches should be conducted in the presence of a supervisor. In circumstances where
operational considerations prevent a supervisor from remaining present for the entire advanced
search, or where supervisory presence is not practicable, the examining Officer shall, as soon as
possible, notify the appropriate supervisor about the search and any results thereof.

5.1.6 Searches of electronic devices should be conducted in the presence of the individual
whose information is being examined unless there are national security, law enforcement, officer
safety, or other operational considerations that make it inappropriate to permit the individual to
remain present. Permitting an individual to remain present during a search does not necessarily
mean that the individual shall observe the search itself. If permitting an individual to observe the
search could reveal law enforcement techniques or potentially compromise other operational
considerations, the individual will not be permitted to observe the search itself,

§.2  Review and Handling of Privileged or Other Sensitive Material

5.2.1 Officers encountering information they identify as, or that is asserted to be, protected by
the attomey-client privilege or attorney work product doctrine shall adhere to the following
procedures.

5.2.1.1 The Officer shall seek clarification, if practicable in writing, from the individual
asserting this privilege as to specific files, file types, folders, categories of files, attorney or client
names, email addresses, phone numbers, or other particulars that may assist CBP in identifying
privileged information.

5.2.1.2 Prior to any border search of files or other materials over which a privilege has been
asserted, the Officer will contact the CBP Associate/Assistant Chief Counsel office. In
coordination with the CBP Associate/Assistant Chief Counsel office, which will coordinate with
the U.S. Attorney’s Office as needed, Officers will ensure the segregation of any privileged
material from other information examined during a border search to ensure that any privileged
material is handled appropriately while also ensuring that CBP accomplishes its critical border
security mission. This segregation process will occur through the establishment and employment
of a Filter Team composed of legal and operational representatives, or through another
appropriate measure with written concurrence of the CBP Associate/Assistant Chief Counsel
office.
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5.2.1.3 At the completion of the CBP review, unless any materials are identified that indicate an
imminent threat to homeland security, copies of materials maintained by CBP and determined to
be privileged will be destroyed, except for any copy maintained in coordination with the CBP
Associate/Assistant Chief Counsel office solely for purposes of complying with a litigation hold
or other requirement of law.

5.2.2 Other possibly sensitive information, such as medical records and work-related
information carried by journalists, shall be handled in accordance with any applicable federal law
and CBP policy. Questions regarding the review of these materials shall be directed to the CBP
Associate/Assistant Chief Counsel office, and this consultation shall be noted in appropriate CBP
systems. '

5.2.3 Officers encountering business or commercial information in electronic devices shall treat
such information as business confidential information and shall protect that information from
unauthorized disclosure. Depending on the nature of the information presented, the Trade
Secrets Act, the Privacy Act, and other laws, as well as CBP policies, may govem or restrict the
handling of the information. Any questions regarding the handling of business or commercial
information may be directed to the CBP Associate/Assistant Chief Counsel office or the CBP
Privacy Officer, as appropriate.

5.2.4 Information that is determined to be protected by law as privileged or sensitive will only
be shared with agencies or entities that have mechanisms in place to protect appropriately such
information, and such information will only be shared in accordance with this Directive.

5.3  Review and Handling of Passcode-Protected or Encrypted Information

5.3.1 Travelers are obligated to present electronic devices and the information contained
therein in a condition that allows inspection of the device and its contents. If presented with an
electronic device containing information that is protected by a passcode or encryption or other
security mechanism, an Officer may request the individual’s assistance in presenting the
electronic device and the information contained therein in a condition that allows inspection of
the device and its contents. Passcodes or other means of access may be requested and retained as
needed to facilitate the examination of an electronic device or information contained on an
electronic device, including information on the device that is accessible through software
applications present on the device that is being inspected or has been detained, seized, or retained
in accordance with this Directive.

5.3.2 Passcodes and other means of access obtained during the course of a border inspection
will only be utilized to facilitate the inspection of devices and information subject to border
search, will be deleted or destroyed when no longer needed to facilitate the search of a given
device, and may not be utilized to access information that is only stored remotely.

5.3.3 If an Officer is unable to complete an inspection of an electronic device because it is

protected by a passcode or encryption, the Officer may, in accordance with section 5.4 below,
detain the device pending a determination as to its admissibility, exclusion, or other disposition.
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5.3.4 Nothing in this Directive limits CBP’s ability, with respect to any device presentedina
manner that is not readily accessible for inspection, to seek technical assistance, or to use
external equipment or take other reasonable measures, or in consultation with the CBP
Associate/Assistant Chief Counsel office to pursue available legal remedies, to render a device in
a condition that allows for inspection of the device and its contents.

54  Detention and Review in Continuation of Border Search of Information
5.4.1 Detention and Review by CBP

An Officer may detain electronic devices, or copies of information contained therein, for a brief,
reasonable period of time to perform a thorough border search. The search may take place on-
site or at an off-site location, and is to be completed as expeditiously as possible. Unless
extenuating circumstances exist, the detention of devices ordinarily should not exceed five (5)
days. Devices must be presented in a manner that allows CBP to inspect their contents. Any
device not presented in such a manner may be subject to exclusion, detention, seizure, or other
appropriate action or disposition,

54.1.1 Approval of and Time Frames for Detention. Supervisory approval is required for

detaining electronic devices, or copies of information contained therein, for continuation of a
border search after an individual’s departure from the port or other location of detention. Port
Director; Patrol Agent in Charge; Director, Air Operations; Director, Marine Operations; Special
Agent in Charge; or other equivalent level manager approval is required to extend any such
detention beyond five (5) days. Extensions of detentions exceeding fifteen (15) days must be
approved by the Director, Field Operations; Chief Patrol Agent; Director, Air Operations;
Director, Marine Operations; Special Agent in Charge; or other equivalent manager, and may be
approved and re-approved in increments of no more than seven (7) days. Approvals for
detention and any extension thereof shall be noted in appropriate CBP systems.

5.4.1.2 Destruction. Except as noted in section 5.5 or elsewhere in this Directive, if after
reviewing the information pursuant to the time frames discussed in section 5.4, there is no
probable cause to seize the device or the information contained therein, any copies of the
information held by CBP must be destroyed, and any electronic device must be returned. Upon
this determination, the copy of the information will be destroyed as expeditiously as possible, but
no later than seven (7) days after such determination unless circumstances require additional
time, which must be approved by a supervisor and documented in an appropriate CBP system
and which must be no later than twenty-one (21) days after such determination. The destruction
shall be noted in appropriate CBP systems.

5.4.1.3 Notification of Border Search. When a border search of information is conducted on an
electronic device, the individual subject to search will be notified of the purpose and authority
for such search, how the individual may obtain more information on reporting concerns about
their search, and how the individual may seek redress from the agency if he or she feels
aggrieved by a search. If the Officer or other appropriate CBP official determines that the fact of
conducting this search cannot be disclosed to the individual transporting the device without
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impairing national security, law enforcement, officer safety, or other operational interests,
notification may be withheld.

5.4.14 Custody Receipt. If CBP determines it is necessary to detain temporarily an electronic
device to continue the search, the Officer detaining the device shall issue a completed Form
6051D to the individual prior to the individual’s departure.

5.4.2 Assistance

Officers may request assistance that may be needed to access and search an electronic device and
the information stored therein. Except with respect to assistance sought within CBP or from
ICE, the following subsections of 5.4.2 govem requests for assistance.

5.4.2.1 Technical Assistance. Officers may sometimes need technical assistance to render a
device and its contents in a condition that allows for inspection. For example, Officers may
encounter a device or information that is not readily accessible for inspection due to encryption
or password protection. Officers may also require translation assistance to inspect information
that is in a foreign language. In such situations, Officers may convey electronic devices or
copies of information contained therein to seek technical assistance.

ST ASSISIance Reas e Suspicion or National Se oncemn.
Officers may encounter information that requires referral to subject matter experts to determine
the meaning, context, or value of information contained therein as it relates to the laws enforced
or administered by CBP. Therefore, Officers may convey electronic devices or copies of
information contained therein for the purpose of obtaining subject matter assistance when there
is a national security concern or they have reasonable suspicion of activities in violation of the
laws enforced or administered by CBP.

5.4.2.3 Approvals for Seeking Assistance. Requests for assistance require supervisory approval
and shall be properly documented and recorded in CBP systems. If an electronic device is to be
detained after the individual’s departure, the Officer detaining the device shall execute a Form
6051D and provide a copy to the individual prior to the individual’s departure. All transfers of
the custody of the electronic device will be recorded on the Form 6051D.

5.4.2.4 Electronic devices should be transferred only when necessary to render the requested
assistance. Otherwise, a copy of data from the device should be conveyed in lieu of the device in
accordance with this Directive. '

5.4.2.5 When an electronic device or information contained therein is conveyed for assistance,
the individual subject to search will be notified of the conveyance unless the Officer or other
appropriate CBP official determines, in consultation with the receiving agency or other entity as
appropriate, that notification would impair national security, law enforcement, officer safety, or
other operational interests. If CBP seeks assistance for counterterrorism purposes, if a relevant
national security-related lookout applies, or if the individual is on a government-operated and
government-vetted terrorist watch list, the individual will not be notified of the conveyance, the
existence of a relevant national security-related lookout, or his or her presence on a watch list.
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When notification is made to the individual, the Officer will annotate the notification in CBP
systems and on the Form 6051D.

5.4.3 Responses and Time for Assistance

5.4.3.1 Responses Required.. Agencies or entities receiving a request for assistance in
conducting a border search are expected to provide such assistance as expeditiously as possible.
Where subject matter assistance is requested, responses should include all appropriate findings,
observations, and conclusions relating to the laws enforced or administered by CBP.

54.3.2 Time for Assistance. Responses from assisting agencies or entities are expected in an
expeditious manner so that CBP may complete the border search in a reasonable period of time.
Unless otherwise approved by the Director Field Operations; Chief Patrol Agent; Director, Air
Operations; Director, Marine Operations; Special Agent in Charge; or equivalent level manager,
responses should be received within fifteen (15) days. If the assisting agency or entity is unable
to respond in that period of time, the Director Field Operations; Chief Patrol Agent; Director, Air
Operations; Director, Marine Operations; Special Agent in Charge; or equivalent level manager
may permit extensions in increments of seven (7) days.

5.4.3.3 Revocation of a Request for Assistance. If at any time a CBP supervisor involved in a

request for assistance is not satisfied with the assistance provided, the timeliness of assistance, or
any other articulable reason, the request for assistance may be revoked, and the CBP supervisor
may require the assisting agency or entity to return to CBP all electronic devices provided, and
any copies thereof, as expeditiously as possible, except as noted in 5.5.2.3. Any such revocation
shall be documented in appropriate CBP systems. When CBP has revoked a request for
assistance because of the lack of a timely response, CBP may initiate the request with another
agency or entity pursuant to the procedures outlined in this Directive.

5.4.3.4 Destruction. Except as noted in section 5.5.1 below or elsewhere in this Directive, if
after reviewing information, probable cause to seize the device or the information from the
device does not exist, CBP will retain no copies of the information.

5.5  Retention and Sharing of Information Found in Border Searches
5.5.1 Retention and Sharing of Information Found in Border Searches

5.5.1.1 Retention with Probable Cause. Officers may seize and retain an electronic device, or
copies of information from the device, when, based on a review of the electronic device
encountered or on other facts and circumstances, they determine there is probable cause to
believe that the device, or copy of the contents from the device, contains evidence of a violation
of law that CBP is authorized to enforce or administer. :

5.5.1.2 Retention of Information in CBP Privacy Act-Compliant Systems. Without probable

cause to seize an electronic device or a copy of information contained therein, CBP may retain
only information relating to immigration, customs, and other enforcement matters if such
retention is consistent with the applicable system of records notice. For example, information
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collected in the course of immigration processing for the purposes of present and future
admissibility of an alien may be retained in the A-file, Central Index System, TECS, and/or E3
or other systems as may be appropriate and consistent with the policies governing such systems.

5.5.1.3 Sharing Generally. Nothing in this Directive limits the authority of CBP to share copies
of information contained in electronic devices (or portions thereof), which are retained in
accordance with this Directive, with federal, state, local, and foreign law enforcement agencies
to the extent consistent with applicable law and policy.

5.5.1.4 Sharing of Terrorism Information. Nothing in this Directive is intended to limit the
sharing of terrorism-related information to the extent the sharing of such information is
authorized by statute, Presidential Directive, or DHS policy. Consistent with 6 U.S.C. §
122(d)(2) and other applicable law and policy, CBP, as a component of DHS, will promptly
share any terrorism information encountered in the course of a border search with entities of the
federal government responsible for analyzing terrorist threat information. In the case of such
terrorism information sharing, the entity receiving the information will be responsible for
providing CBP with all appropriate findings, observations, and conclusions relating to the laws
enforced by CBP. The receiving entity will be responsible for managing retention and
disposition of information it receives in accordance with its own legal authorities and
responsibilities.

5.5.1.5 Safe i Duri and Conveyance. CBP will appropriately safeguard

information retained, copied, or seized under this Directive and during conveyance. Appropriate
safeguards include keeping materials in locked cabinets or rooms, documenting and tracking
copies to ensure appropriate disposition, and other safeguards during conveyance such as
password protection or physical protections. Any suspected loss or compromise of information
that contains personal data retained, copied, or seized under this Directive must be immediately
reported to the CBP Office of Professional Responsibility and to the Port Director; Patrol Agent
in Charge; Director, Air Operations; Director, Marine Operations; Special Agent in Charge; or
equivalent level manager. )

5.5.1.6 Destruction. Except as noted in this section or elsewhere in this Directive, if after
reviewing information, there exists no probable cause to seize the information, CBP will retain
no copies of the information.

5.5.2 Retention by Agencies or Entities Providing Technical or Subject Matter Assistance

5.5.2.1 During Assistance. All electronic devices, or copies of information contained therein,
provided to an assisting agency or entity may be retained for the period of time needed to
provide the requested assistance to CBP or in accordance with section 5.5.2.3 below.

5.5.2.2 Retumn or Destruction. CBP will request that at the conclusion of the requested
assistance, all information be returned to CBP as expeditiously as possible, and that the assisting
agency or entity advise CBP in accordance with section 5.4.3 above. In addition, the assisting
agency or entity should destroy all copies of the information conveyed unless section 5.5.2.3
below applies. In the event that any electronic devices are conveyed, they must not be destroyed;
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they are to be returned to CBP unless seized by an assisting agency based on probable cause or
retained per 5.5.2.3.

5.5.2.3 Retention with Independent Authority. If an assisting federal agency elects to continue

to retain or seize an electronic device or information contained therein, that agency assumes
responsibility for processing the retention or seizure. Copies may be retained by an assisting
federal agency only if and to the extent that it has the independent legal authority to do so — for
example, when the information relates to terrorism or national security and the assisting agency
is authorized by law to receive and analyze such information. In such cases, the retaining agency
should advise CBP of.its decision to retain information under its own authority.

§.6 Reporting Requirements

5.6.1 The Officer performing the border search of information shall be responsible for
completing all after-action reporting requirements. This responsibility includes ensuring the
completion of all applicable documentation such as the Form 6051D when appropriate, and
creation and/or updating records in CBP systems. Reports are to be created and updated in an
accurate, thorough, and timely manner. Reports must include all information related to the
search through the final disposition including supervisory approvals and extensions when

appropriate.

5.6.2 Ininstances where an electronic device or copy of information contained therein is
forwarded within CBP as noted in section 5.4.1, the receiving Officer is responsible for
recording all information related to the search from the point of receipt forward through the final
disposition.

5.6.3 Reporting requirements for this Directive are in addition to, and do not replace, any other
applicable reporting requirements.

5.7 Management Requirements

5.7.1 The duty supervisor shall ensure that the Officer completes a thorough inspection and
that all notification, documentation, and reporting requirements are accomplished.

5.7.2 The appropriate CBP second-line supervisor shall approve and monitor the status of the
detention of all electronic devices or copies of information contained therein.

5.7.3 The appropriate CBP second-line supervisoi' shall approve and monitor the status of the
transfer of any electronic device or copies of information contained therein for translation,
decryption, or subject matter assistance from another agency or entity.

5.74 The Director, Field Operations; Chief Patrol Agent; Director, Air Operations; Director,
Marine Operations; Special Agent in Charge; or equivalent level manager shall establish
protocols to monitor the proper documentation and recording of searches conducted pursuant to
this Directive and the detention, transfer, and final disposition of electronic devices or copies of
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information contained therein in order to ensure compliance with the procedures outlined in this
Directive.

5.7.5 Officers will ensure, in coordination with field management as appropriate, that upon
receipt of any subpoena or other request for testimony or information regarding the border search
of an electronic device in any litigation or proceeding, notification is made to the appropriate
CBP Associate/Assistant Chief Counsel office.

6 MEASUREMENT. CBP Headquarters will continue to develop and maintain
appropriate mechanisms to ensure that statistics regarding border searches of electronic devices,
and the results thereof, can be generated from CBP systems using data elements entered by
Officers pursuant to this Directive.

7 AUDIT. CBP Management Inspection will develop and periodically administer an
auditing mechanism to review whether border searches of electronic devices are being conducted
in conformity with this Directive.

8 NO PRIVATE RIGHT CREATED. This Directive is an internal policy statement of
U.S. Customs and Border Protection and does not create or confer any rights, privileges, or
benefits on any person or party. :

9 REVIEW. This Directive shall be reviewed and updated, as necessary, at least every
three years.

10  DISCLOSURE. This Directive may be shared with the public.

11 SUPERSEDES. Procedures for Border Search/Examination of Documents, Paper, and
Electronic Information (July 5, 2007) and Policy Regarding Border Search of Information (July
16, 2008), to the extent they pertain to electronic devices; CBP Directive No. 3340-049, Border
Searches of Electronic Devices Containing Information (August 20, 2009).

Acting Commissioner
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8 CFR § 292.5 - Service upon and action by attorney or representative of record. | CFR | ... Page 1 of 3

8 CFR § 292.5 - Service upon and action by
attorney or representative of record.

CFR

representative of record.

(a) Representative capacity. Whenever a person is required by
any of the provisions of this chapter to give or be given notice; to
serve or be served with any paper other than a warrant of arrest or

or waiver shall be given by or to, served by or upon, made by, or
requested of the attorney or representative of record, or the person
himself if unrepresented.

(b) Right to representation. Whenever an examination is
provided for in this chapter, the person involved shall have the
right to be represented by an attorney or representative who shall
be permitted to examine or cross-examine such person and
witnesses, to introduce evidence, to make objections which shall be
stated succinctly and entered on the record, and to submit briefs.
Provided, that nothing in this paragraph shall be construed to
provide any applicant for admission in either primary or secondary
inspection the right to representation, unless the applicant for
admission has become the focus of a criminal investigation and has
been taken into custody.
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W

Detention Notlce and Custody Receipt for Detained Property

BLOCK szscmpnous (Fill in all sections that apply)

-t

Held for other agency

Certified Mail No.
Investigative Case No.
General Order No. .
Exodus Command Center

Port Code N
Date of Detention
Time
Entry No.

. Detained from

IPPND mrw

(=]

. Seal or Other ID No.

-
)

12. Misc. Nos.
13. Remarks

14. FPF No.
15. Point of Contact Information

16. Additional Information
17. Reason for Detention

18. Tests or Ingulres to be Conducted

19. Property :
193, Line Item No. +

" 19b. Description
19¢. Packages

19d. Measurement

19e. Eslimated Domestic Value
19f. Samples Sent to Lab

20. Detalning Officer Name

¥

21. Acceptance/Chain of Custody

21a. Line item No.
* 21b. Description
21¢. Print Name

21d.” Sighature
21e. Date

Enter an “X" in the appropriate box to indicate yes or no. If yes, provide
agency name. .

Enter number from Post Office recelpt. :

Enter Ol Investigative Case Number or 1A File Number Only.

Enter the 15 digit General Order Number.

Enter an "X* on the appropriate box to indicate yes or no. If yes, provide
date and time.(Export detentions only)

Enter the Port Code.

Enter date of detention in month/day/year.

Enter time of incident in 24-hour format (e.g. 1600).

Enter the Entry Number.

Enter the nams, address and telsphone number of the person whose
property has been detained.

Enter Baggage Claim Number, Evidence Bag Number, DHS seal, or any
other identification attached to the property.

Enter other agency case number, for example.

Enter any remarks which may be relevant or which may be of assistance
in storing or maintalning the property. Reference any previous DHS
6051D number.

Enter the FPF Number. (For DHS Lab Use Only)

Enter the local CBP office, SAIC, Port, or FPF address and

telephane number, as appropriate.

Enter the Information and/or action request from party-in-interest

Enter explanation of why the item(s) is/are being delained.

Enter the process being conducted to determine if item(s) is/are In
violation.

Enter information in items 19a through 19f.

Enter group items by tariff number or SEACATS category code. Line
item number corresponds to the line item number in SEACATS.

. Enter brief descriplion of detained item.

Enter the number and type of packeging containing the propeﬂy

(e.g. BX=box, BA=bale, EN=envelope)

The block contalns the quantity of the detained item given in

the unils of measure entered in the Unit of Measurement block.

For NARCOTICS, the net weight is entered.

Enter the estimated domestic value of the item seized.

Enter an "X" in the box to determine if a 2 sample was sent o the DHS
Lab and list the date 5il.’

Enter printed name of detaining officer, sign and date (first officer taking
custody of the property). This initiates the Chain of Custody for all items
described in Block 19. Signsture Is for ALL line items, including any
DHS 6051A continuation sheel(s).

Enter the line item nurnber(s) from Block 19 being accepted.

(e.9. 1,23 and 5; 0r 1-3,5)_

Enter tem(s) being accepted. The word "ALL" or equivalent is NOT
acceptable.

Enle{ the namelt!tle!organlzatlon of the individual accepting custody of
item(s)

Have individual accepting custody of item(s) sign in this'block.

Enter date custody is accepted.

DHS Form 6051D (08/09)
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S (D) (6), (b) (7)(C)

Cc:

Subject: RE: Management Referral -| (b) (7)(E)

Date: Monday, August 26, 2019 3:25:27 PM

subject BIEIM anagement Referral #[QNQIE)

Synopsis:

on duly 21, 2019, IIDICHOIGIGME:rived at (b) (7)(E) on

board IONONOIGI(®)

OIONOAWIS) |55 referred as an Augmented rule finding.

was processed by the Tactical Terrorism Response Team.

spoke to two supervisors prior to departing the Federal Inspection Service Area.
On July 22, 2019, fi led a complaint of discrimination against the officer that
processed him.

(6), () (7)(C) K on
(b) (6), (b) (7)(C) bresented an Afghan passport, (QEONCEQI(®)
RIRARIER| dentification card and a Letter of Acceptance for admission. [QEQECEISY vas the

subject of an (b) (7)(E) and was referred to passport control secondary.
QICNQIQI®\\as upset that OIONOINI(®) ere not exempt from

inspection upon returning to the United States.

QICHOIQI®ci aimed that TTRT [SREERI onored his SARBRRARI-nd his explanation that he
isalinguist. TTRT |giglRlERdocumented the fact that AR is A IOXCQNOIUIG)!
linguist and in possession of a JIQIONOIGIGINbut did not give REAKRSRRIR any type
of exemption from inspection.

scBPO ook notice of the RISERIRIRinterview and witnessed TTRTR B ki ng
basic interview questions and attempting to explain the exam process. SCBPCIl ithessed

TTRT RIRARIR offers for eak with a supervisor and witnessed
RISHRIYI® decline each time. SASUBSRMIS did speak with Supervisory Customs and Border
Protection Officer (SCBPO)§iilMbrior to departing and SCB eaffirmed that
as not profiled based on his beard, that the questioning was routine and not

because he was deemed athreat to the United States.

SCBPORIRERIEIRvas also able to speak with{QEQEONQI®) orior to him departing from the
Federal Inspection Service (FIS) Area. SCBPO ilialdalexpl ained the process and possible
reason for being inspected. [(QEQEOIQI®H so admitted to SCBPO REEREERhat TTRT
BRI as professional throughout the inspection but wasn't overly nice.

Recommendation:
Each of [QEQHOIYIS) | egations are Unfounded

(b) (6), (b) (7)(C)
Watch Commander
U.S. Customs and Border Protection

(b) (7)(E)
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From: (b) (6), (b) (7)(C)

Sent: Monday, August 12, 2019 3:22 PM

(b)
)

(b) (6), (b) (7)(C

Subject: Management Referral -

Good afternoon,

Attached for management’s review & dissemination as they deem appropriate: (A=)

WINO,

If it is concluded that no further action is deemed necessary, please indicate whether the allegation

is either:

Unsubstantiated — the evidence was inadequate to reach a conclusion; the allegation could not be

proved or disproved.

Unfounded — the allegation had no foundation in fact; the evidence disproved the allegation.

Thanks!
(b) (6), (b) (7)(C)
(b) (6), (b) (7)(C)
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protocol and procedures were properly followed. It is the recommendation of this office that the
matter be closed with no further action.

Attachments
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OFFICIAL USE ONLY SENSITIVE Page 1 0of 9

DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER
Customs and Border Protection (b) (7)(E)

PREPARED BY
(b) (6), (b) (7)(C)

REPORT OF INVESTIGATION 2. REPORT NUMBER
001

3. TITLE

EMPLOYEE, UNKNOWN/Unknown/1102 Harassment-Discriminatory (b) (7)(E)
(b) (N(E)

4. FINAL RESOLUTION

5. STATUS 6. TYPE OF REPORT 7. RELATED CASES
Initial Allegation

Report

8. TOPIC

Travelers alleged they were subjected to discrimination due to their religion, QKGOS

9. SYNOPSIS
On August 28, 2019, the Joint Intake Center (JIC), Washington, D.C., received U.S. Customs and
Border Protection (CBP) Compliments and Complaints Branch (CCB) referral, number

(OXI(SI forwarding the allegation of IRISIR According to the information provided by

the CCB, il |leged he and his family were subjected to discrimination due to their religion.

10. CASE OFFICER (Print Name & Title) 11. COMPLETION DATE 14. ORIGIN OFFICE
(OIONOIBI®@Y Joint intake Specialist | 04-SEP-2019 Jaint Intake Center

12. APPROVED BY(Print Name & Title) 13. APPROVED DATE 15. TELEPHONE NUMBER

(b) (6). (b) (7)(0) CBP OPR Special Agent 05-SEP-2019 No Phone Number

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMAINS THE PROPERTY OF THE DEPARTMENT OF HOMELAND SECURITY. ANY FURTHER REQUEST FOR
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTAINED HEREIN SHOULD BE REFERRED TO HEADQUARTERS, DEPARTMENT OF HOMELAND SECURITY, TOGETHER WITH A
COPY OF THE DOCUMENT.

HIS DOCUMENT CONTAINS INFORMATION REGARDING CURRENT AND ON-GOING ACTIVITIES OF A SENSITIVE NATURE. IT IS FOR THE EXCLUSIVE USE OF OFFICIAL U.S.
(GOVERNMENT AGENCIES AND REMAINS THE PROPERTY OF THE DEPARTMENT OF HOMELAND SECURITY IT CONTAINS NEITHER RECOMMENDATIONS NOR CONCLUSIONS OF THE

DEPARTMENT OF HOMELAND SECURITY. DISTRIBUTION OF THIS DOCUMENT HAS BEEN LIMITED AND FURTHER DISSEMINATION OR EXTRACTS FROM THE DOCUMENT MAY NOT BE
MADE WITHOUT PRIOR WRITTEN AUTHORIZATION OF THE ORIGINATOR.
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OFFICIAL USE ONLY SENSITIVE Page 2 of 9

DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER

(b) (/)(E)

PREPARED BY

(b) (6), (b) (7)(C)

REPORT OF INVESTIGATION

CONTINUATION 2. REPORT NUMBER

001

10. NARRATIVE
DETAILS OF INVESTIGATION

On August 28, 2019, the Joint Intake Center (JIC), Washington, D.C., received U.S. Customs and
Border Protection (CBP) Compliments and Comilalnts Branch (CCB) referral, number

(XIS orwarding the allegation of KRR According to the information provided by
the CCB sl lleged he and his family were subjected to discrimination due to their religion.
The following is a re-creation of the email submitted to the JIC. No changes have been made to
grammar, punctuation, or spelling.
<BEGIN>

Complaint: Outbound inspection at POE.

Discussion Thread
FOUO Law Enforcement Sensitive (KO REOX@I(®s/28/2019 08:40 AM

TECS ID: (b) (7)(E) Outbound inspection. Neg results.
Customer 08/28/2019 08:34 AM

(b) (6), (b) (7)(C)
P o) (6). (b) (7)(C)
(b) (6), (b) (7)(C)
Passpor{QICRQIUIS)

(b) (6), (b) (7)(C)

There were 3 officers in civilian clothing
2 white male ( one is a bit chubby wearing blue|nd second is short and slim ) and 1 darker

face ( might be middle eastern) by first name | believe and he's the one most aggressive
and rude and scary and most unprofessional especially when he got upset when my wife took my

QIONOIYI® o the bathroom.

(b) (6), (b) (7)(C)
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DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER

(b) (7)(E)

PREPARED BY

(b) (6), (b) (7)(C)

REPORT OF INVESTIGATION

CONTINUATION 2. REPORT NUMBER

001

10. NARRATIVE
(b) (6), (b) (7)(C)

(Always do right, this will gratify some people and astonish the rest)

Sent from my iPhone
Additional information needed.

Recently you requested personal assistance from our on-line support center. Below is a summary
of your request and our response.

Subject

Additional information needed.

Discussion Thread
Response Via Email (Public Information Officer) 08/28/2019 08:01 AM
Good Morning,

Thank you for taking the time to contact the U.S. Customs and Border Protection (CBP),

Compliments and Complaints Branch regarding your experience at the [E()XEHI(= o't of
entry on August 6, 2019.

In order to accurately review and respond to your concerns, we need more information. Please
provide your name, mailing address and telephone number, as well as, your date-of-birth,
passport number, the CBP Officer's name or description, and the color of their uniform.

Thank you for contacting us, we hope to hear from you shortly.

Regards,

U.S. Customs and Border Protection
CBP Information Center
Compliments and Complaints Branch

Customer By Web Form 08/26/2019 11:56 AM
I was traveling to my country of birth) with my wife( US BORN citizen ) while she was

OFFICIAL USE ONLY SENSITIVE
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OFFICIAL USE ONLY SENSITIVE Page 4 of 9

DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER

(b) (/)(E)

PREPARED BY
(b) (6), (b) (7)(C)

2. REPORT NUMBER
001

REPORT OF INVESTIGATION
CONTINUATION

10. NARRATIVE

wearing the hijab and my 2 kids age of SR and while i was going to board the flight to IR
was stopped by 3 CBP agents who lied to me and interrogated us for an hour in front of all the
travelers boarding the flight and also scared my wife and myself as i we were fugitives especially
when we are US citizens and have been visiting ince 2006.

they asked for my brothers phones numbers, emails, addresses, asked for my social media
accounts and my wife's and made us fell as if we were terrorists just because we are Muslims
they asked about my deceased parents and why was i going to

This is ridiculous and i need an answer ASAP BEFORE i send this to the media.

i wait to hear back from you
thank you

Question Reference [ QIGIE)

Category Level 1: Land Border, Airport, or Seaport
Category Level 2:

Category Level 3: (b) (7) (E)
Date Created: 08/26/2019 11:56 AM
Last Updated: 08/28/2019 08:01 AM
Status: In Progress

Cntry Code If Not US:

Phone Number:

First Name:

Middle Name:

Last Name:

Suffix:

Other Name:

City:

State/Provence:

Country:

Postal Code:

DOB: /I

Passport #:

Issuing Country:

Alien #:

[-94 #:

Trusted Traveler ID#:

Carrier-Vessel Name:
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DEPARTMENT OF HOMELAND SECURITY

REPORT OF INVESTIGATION
CONTINUATION

Page 5 of 9

1. CASE NUMBER
(b) (7)(E)

PREPARED BY

(b) (6), (b) (7)(C)

2. REPORT NUMBER
001

10. NARRATIVE
Flight Number:

Dist Field Office: (XTI,

Border Patrol Sector:

Badge Number:

Incident Date: 08/06/2019 12:00 PM
AgentsKnowledge:

ReachingAgent:

IssueResolved:

AgentsCourtesy:

ESTA Number:

Email:

Port of Entry:

Form Type: Departing 1st

Esta Group ID:

Complaint Founded:

GE Number:

APEC Number:

GOES Registration Number:
Other Program Number:
License Plate Number:
Aircraft Registration Number:
Uniform Selection:

License Plate State:

Created by Generic Supervisor: No
US Flag:

Pilot Certification Inspection:
Approximate Time:

Export Problem:

[-94 Number:

Express Mail Tracking:
Submitter First Name:
Submitter Last Name:

Is Internal Inc Closed?:

Address
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DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER

(b) (7)(E)
PREPARED BY

WIOROIY(®)

2. REPORT NUMBER
001

REPORT OF INVESTIGATION
CONTINUATION

10. NARRATIVE
Address - 2

Full Name F&L

General Aviation Location

Vessel Name

Marina

Cruising Permit Number

ESTA Application Number

Submitter Email

Response JOIONOIWI®N05/28/2019 08:01 AM
Good Morning,

Thank you for taking the time to contact the U.S. Customs and Border Protection (CBP),
Compliments and Complaints Branch regarding your experience at the port of
entry on August 6, 2019.

In order to accurately review and respond to your concerns, we need more information. Please
provide your name, mailing address and telephone number, as well as, your date-of-birth,

passport number, the CBP Officer's name or description, and the color of their uniform.

Thank you for contacting us, we hope to hear from you shortly.
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DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER
(b) (")(E)

PREPARED BY

(b) (6), (b) (7)(C)

REPORT OF INVESTIGATION

CONTINUATION 2. REPORT NUMBER

001

10. NARRATIVE
Regards,
(b) (6). (b) (7)(C)

U.S. Customs and Border Protection
CBP Information Center
Compliments and Complaints Branch

Customer 08/26/2019 11:56 AM
i was traveling to my country of birth) with my wife( US BORN citizen ) while she was
wearing the hijab and my 2 kids age of [ and while i was going to board the flight to |k

was stopped by 3 CBP agents who lied to me and interrogated us for an hour in front of all the
travelers boarding the flight and also scared my wife and myself as i we were fugitives especially
when we are US citizens and have been visiting [SiRsince 2006.

they asked for my brothers phones numbers, emails, addresses, asked for my social media
accounts and my wife's and made us fell as if we were terrorists just because we are Muslims
they asked about my deceased parents and why was i going to

This is ridiculous and i need an answer ASAP BEFORE i send this to the media.

i wait to hear back from you

thank you

Primary Contact
First Name:
Last Name:
Organization:

Kellh (D) (6), (b) (7)(C)

Title:

Contact Type:
SHETR (b) (6), (b) (7)(C)

Email - Alternate #1:
Emalil - Alternate #2:
Office Phone:
Mobile Phone:

Fax:
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DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER

(b) (7)(E)
PREPARED BY

(b) (6), (b) (7)(C)

2. REPORT NUMBER
001

REPORT OF INVESTIGATION
CONTINUATION

10. NARRATIVE

Assistant Phone:
Home Phone:
Street

City
State/Province
Postal Code
Country

Additional Information

<END>
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DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER

(b) (")(E)
PREPARED BY

WIOROIY(®)

2. REPORT NUMBER
001

REPORT OF INVESTIGATION
Exhibit List
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OFFICIAL USE ONLY SENSITIVE Page 1 of 3

DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER
Customs and Border Protection (b) (7)(E)

PREPARED BY

(b) (6), (b) (7)(C)

REPORT OF INVESTIGATION 2. REPORT NUMBER
001

3. TITLE

PICHOIVIGHGIVIEICBP OFFCR/1610 General Misconduct-Other Non-criminal QEGIE)

4. FINAL RESOLUTION

5. STATUS 6. TYPE OF REPORT 7. RELATED CASES

Initial Allegation
Report

8. TOPIC

RIG, Traveler alleged CBPO spoke to him using profanity; Traveler alleged CBPO's behavior was
inappr

9. SYNOPSIS

On September 16, 2019, the Joint Intake Center (JIC), Washington, D.C., received an email and
attachment from the U.S. Department of Homeland Security (DHS) Office of Inspector General
(OIG), complaint number (b) (7)(E) forwarding the allegation of [OIONOIGI®)
According to the information provided by the DHS OIG, FOXONOXWI®)alleged U.S. Customs
and Border Protection Officer (CBPO) JNONONOIGIORCXWISM spoke to him using profanity.

OICNOINI®)]alcged cBPO RIRBSAMS hehavior was inappropriate.

10. CASE OFFICER (Print Name & Title) 11. COMPLETION DATE 14. ORIGIN OFFICE
(b) (6), (b) (7)(C) Joint Intake Specialist 18-SEP-2019 Joint Intake Center

12. APPROVED BY(Print Name & Title) 13. APPROVED DATE 15. TELEPHONE NUMBER

(b) (6), (b) (7)(C)KelslzXelxx: Special Agent 18-SEP-2019 No Phone Number

THIS DOCUMENT IS LOANED TO YOU FOR OFFICIAL USE ONLY AND REMA NS THE PROPERTY OF THE DEPARTMENT OF HOMELAND SECURITY. ANY FURTHER REQUEST FOR
DISCLOSURE OF THIS DOCUMENT OR INFORMATION CONTA NED HEREIN SHOULD BE REFERRED TO HEADQUARTERS, DEPARTMENT OF HOMELAND SECURITY, TOGETHER WITH A
COPY OF THE DOCUMENT.

HIS DOCUMENT CONTA NS INFORMATION REGARD NG CURRENT AND ON-GO NG ACTIVITIES OF A SENSITIVE NATURE. IT IS FOR THE EXCLUSIVE USE OF OFFICIAL U.S.
(GOVERNMENT AGENCIES AND REMAINS THE PROPERTY OF THE DEPARTMENT OF HOMELAND SECURITY IT CONTAINS NEITHER RECOMMENDATIONS NOR CONCLUSIONS OF THE
DEPARTMENT OF HOMELAND SECURITY. DISTRIBUTION OF THIS DOCUMENT HAS BEEN LIMITED AND FURTHER DISSEM NATION OR EXTRACTS FROM THE DOCUMENT MAY NOT BE
MADE WITHOUT PRIOR WRITTEN AUTHORIZATION OF THE ORIGINATOR.
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DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER
(b) (7)(E)

PREPARED BY

(b) (6), (b) (7)(C)

REPORT OF INVESTIGATION

CONTINUATION 2. REPORT NUMBER

001

10. NARRATIVE
DETAILS OF INVESTIGATION

On September 16, 2019, the Joint Intake Center (JIC), Washington, D.C., received an email and
attachment from the U.S. Department of Homeland Security (DHS) Office of Inspector General
(OIG), complaint number (b) (7)(E) forwarding the allegation of FOXONOIVI(®)
According to the information provided by the DHS OIG, [QEOQONOXWI(®]-llcged U.S. Customs
and Border Protection Officer (CBPO) [((X(QMOXQ(®HM)ETR)] spoke to him using profanity.
(OIONOIVI®) leged CBPORIGNBIUI® Hhehavior was inappropriate.

The following is a re-creation of the DHS/OIG Referral submitted to the JIC. No changes have
been made to grammar, punctuation, or spelling.

<BEGIN>

OICHOINI®@)arrived to (b) (7)(E) on alleges CBP Officer RERMRSpoke to
him with profanity and an accusing tone Jiiis 2 KOX@IEN 1aw enforcement officer and felt
that Officer behavior was inappropriate.tates that during secondary
inspection Officer |§igiRIlcalled him by name and asked him to step aside. [Jiiglli§asked him

intrusive questions because of the country that he visited. QEQEMQIQI®Inhone rang as his ride

was waiting outside to pick him and his wife and 3-month-old baby up from the airport. RIRSSIMR

yelled, &€oeDona€™t answer the fucking phoneé&€ and almost snatched the phone out of his

hand. EIRERERAddressed [ERRERand told him to stop the use of profanity. told [N e
(b) ©), ©) (NC)

is a U.S Citizen and a law enforcement officer in the state RIS heieves he was treated
(b) (6), (b) (7)(C)

his wa because of his name. asked to speak to a supervisor and was refused. Officer

6), 7)(C - . . .
R - scorted (RIRIRIER || of the way outside of the airport. [KiRincludes he has a recording
of the incident in case an investigator would need the recording.

<END>
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DEPARTMENT OF HOMELAND SECURITY 1. CASE NUMBER

(b) (N)(E)

PREPARED BY
(b) (6), (b) (7)(C)
2. REPORT NUMBER
001

REPORT OF INVESTIGATION
Exhibit List
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con (b) (6), (b) (7)(C)

Cc:
Subject: RE: Area Port of A&\ 1anagement Referra [N QIG)

Date: Friday, March 27, 2020 8:30:17 AM

This case was determined “Unfounded” by OPR. Therefore, | am closing this case with no
action.

(b) (6), (b) (7)(C)

Please file in our tracker and close this case.

Thank you.
() (6), (b) (7)(C)

From: (b) (6)1 (b) (7)(C)

Sent: Thursday, March 26, 2020 5:03 PM

WIORWINI®

Subject Area Port of [(QE@I@IManagement Referral [QNGIE]

ALCON,

The attached documents are in reference to Area Port of [(QE@IE]Management
Referral IlIQIQIE)

Please provide your response to the MFO/TFO Integrity Officer; QAQNOIGI®
C.0.B. 05/11/2020.

For all questions or concerns, please feel free to contact me.

Thank you,

(b) (6), (b) (7)(C)

Integrity Officer

(b) (6), (b) (7)(C), (b) (7)(E)

From: (b) (6)' (b) (7)(C)

Sent: Friday, March 6, 2020 9:52 AM
To: WIONOIVI®)
Subject: RE: New Case, Port of (b) (7)(E)

Good morning, Sir,
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Please find the attached documents for the below case for the Area Port of ((QKEIES)
— CBPO allegedly mishandling nauthorized TECS queries.

This case was remanded by the DRB on 2/20, but held per your request due to international TDY.

Please let me know if there is anything else | can provide/do to assist.

Thank you!

(b) (6), (b) (7)(C)
Labor and Employee Relations Specialist
U. S. Customs and Border Protection

(b) (7)(E)

Office: [QIQKQIUI®)

cel- QIGHEIVIS)
Fax:
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(b) (6), (b) (7)(C)

From: (b) (6), (b) (7)(C)

Sent: Wednesday, February 22, 2017 11:50 AM
To:

Cc:

Subject: =YYA(b) (6), (b) (7)(C), (b) (7)(E)
Attachments:

(b) (6), (b) (7)(C), (b) (7)(E)

Please see below. | concur with W C/RISERIRe commendation to close with no action.

Thank you.

(b) (6), (b) (7(C)

Assistant Port Director, Passenger

Area Port of JNOYGIG)

Office QEQNQIUI®)
Cell QIONOIGI®)

From: JOIONOIGI(®)

Sent: Tuesday, February 21, 2017 4:40 PM
To: WIONOIVI®
Subject: RE: [(QIONOIVIONOIVIO)

Based on the attached statements from the Officers and Supervisor | would consider this unfounded. No further
action will be taken.

(b) (6), (b) (7)(C)

Watch Commander

U.S. Customs and Border Protection
(b) (7)(E)

(0) (6), (0) (NC)PLER)

Cell
(b) (6), (b) (7)(C)

From: QIONOIGI(®)

Sent: Tuesday, February 07,2017 8:15 AM
To:

(b) (6), (b) (7)(C)
Subject: QIONOIVYONOIGIS

(6) (6). () ()C)
(A)PD

1
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Attached is a Management Referral concerning CBPO [QIQEDIUGNOIWE Once this matter is reviewed and if it
1s concluded that no action is necessary, please provide an explanation of the findings, and specify whether the
allegation(s) are:

¢ Unsubstantiated — The evidence was inadequate to reach a conclusion. The allegation could not be
proved or disproved.
¢ Unfounded — The allegation has no foundation in fact. The evidence disproved the allegation.

If it 1s concluded that disciplinary action is necessary, please provide a closing memorandum with supporting
documentation for the recommended action to be taken. Please let me know if you have any questions or
concerns.

Thank you,

(b) (6), (b) (7)(C)

Labor-Emiloiee Relations Siecialist

Customs and Border Protection

(b) (7)(E)
6§b (7)(C)

(b) (7)(C)

(b) (6),
(b)

1is communication may contain sensitive data that must be controlled and not to be released to the public or
Thi icati / tai itive data that must b trolled and not to be released to the publi
personnel who do not have a valid "need-to-know." Such data are subject to the For Official Use Only
provisions in DHS Management Directive 11042.1. Data containing Personally Identifiable Information (PII)

(

must be secured in accordance with the DHS Handbook for Safesuarding Sensitive Personally Identifiable
Information dated October 31, 2008. If vou are not the addressee, or the person responsible for delivering it to
the addressee, you are hereby notified that reading, disseminating, distributing or copying this message is
strictly prohibited. If you have received this message by mistake, please immediately notify us by replying to the
message and delete the original message immediately thereafter.

2
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(b) (6), (b) (7)(C)

Subject: (D) (6), (b) (7)(C). (b) (T)(E)
Date: Wednesday, October 4, 2017 1:23:10 PM

Attachments: (b) (7)(E)

Good Afternoon,

The attached referral is being forwarded for informational awareness.
DHS OIG determined the secondary inspection was conducted properly.

The Department of Justice, Civil Rights Division and the United States Attorney’s Office,
Western District of New Y ork both cited lack of civil rights violation and declined
prosecution.

ThelgBiconsi ders the case closed unless there are other circumstances that you feel that it
should remain open for corrective action.

Thank you,

(b) (6), (b) (7)(C)

Integrity Officer

U.S. Customs and Border Protection

IV Fied Office

(b) (6), (b) (7)(C)

From: [QJONOIGI®!

Sent: Tuesday, September 26, 2017 10:15 AM

ce WIOROIWI®

(b) (6), (b) (7)(C)
g (b) (6), (b) (7)(C). (b) (7)(E)

(b) (6), (b) ()(C)

Please see attached for review and appropriate management action.

Thank you,

(b) (6), (b) (7)(C)
Labor and Employee Relations Specialist
Office of Human Resource Management

WIVIO
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cell

(b) (6). (b) (71)(C)

Your feedback is important to us! Click here to let us know how we’re doing.
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https://survey.max.gov/238941

Incident - OIGIE) Discrimination

Reference #
(b) (7)(E)

Status

New

Assigned To
(b) (6), (b) (7)(C)
Product

Discrimination
Other (Discrimination)

Category

Land Border, Airiort, or Seaport

Disposition
Travelers
US Citizen/US Residen

SLA
Not specified

Queue
Complaints

Date Created
11/27/2016 11:43 PM

Date Initial Solution Response
None

Last Updated
12/09/2016 09:40 AM

Customer SmartSense
+1 (on -3 to +3 scale)

Staff SmartSense
+1 (on -3 to +3 scale)

Response Needed
Yes

Language
English

Dist Field Office
(b) (N)(E)

PLOR
Not Warranted

Privacy Issue
No

Employee Conduct
Unprofessional

Referred out of CIC
No

Form Type
Compliment

Created by Generic Supervisor
No

Disposition (CF)
Under Review

Auto Close
No

Video Footage Attached
No

Page 1 of 2

Discrimination

Discussion Thread

Response (b) (6), (b) (7)(C) 12/09/2016 09:40 AM
Thank you for contacting the Compliments/Complaints Branch of the CBP INFO
Center concerning your experience at the -&xm- | regret you had a
bad experience and you can be assured CBP takes employee misconduct very
seriously and has clear policies against abuse of authority. Complaints of
unprofessional conduct are recorded and investigated and the appropriate action is
taken against CBP Officers who have violated these rules. | have forwarded your
concerns to the appropriate agency within the Department of Homeland Security for
whatever action deems appropriate. However, further communication may not be
forthcoming as the Privacy At prohibits ant disclosure of discipline taken towards CBP
personnel.

To keep our borders secure, everyone who arrives at aU.S. port of entry is subject to
inspection. We do not assume that you have done anything wrong. As part of the inspection
process, CBP officers must verify the identity of the person, determine the admissibility of the
traveler, and look for a variety of other prohibited items. You may be asked questions on:

e Your citizenship

The nature of your trip, and

e Anything you are bringing back to the United States that you did not have with you
when you left.

Unless exempt by diplomatic status, all travelers entering the United States, including U.S.
citizens, participate in routine Customs processing. We may also examine your baggage,
including electronic equipment, or your car, which we have the legal authority to do. The
authority to delay and speak with travelers derives from the United States Code (section
citations below) enables CBP to prevent the entry of persons who are inadmissible under the
Immigration and Nationality Act, and to prevent the smuggling of merchandise, including
narcotics and other contraband items, into the United States.

The exact legal citation for our search authority can be found in Title 19 of the United States
Code, Sections 482, 1467, 1496, 1581 and 1582. All persons, baggage, and other merchandise
arriving in or leaving the United States are subject to inspection and search by CBP officers.
Various laws (including 8 United States Code (U.S.C.) 1357, 19 U.S.C. 482, 1581, 1582)
enforced by CBP authorize such searches.

The Supreme Court decisions have upheld the doctrinethat CBP's search authority is unique
and does not violate the fourth amendment's protection against unreasonable searches and
seizures. However, with this authority, CBP expects all of its officers to conduct their duties in
a professional manner, and treat each traveler respectfully.

CBP understands that such searches are unpleasant and invasive, we have developed strict
guidelines for the conditions under which such a search would be conducted.

Compliments/Complaints Branch

12/09/2016 09:40 AM

FOUO Law Enforcement Sensitive [(JXONOXGQI(®)
pos - [(QIGKOIYIS)

Customer 11/27/2016 11:43 PM

Dear Sir or Madam,
My name is RIQNOIUIE)
USA Passport (b) (6), (b) (7)(C)
Came from (QIQRVIYLS)
(b) (6), (b) (7)(C)
November 27,2016
After visiting [EONOXRI®) arrived 11/10 -11/24)and RISEQIQIS) 11/24 - 11/27)
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Incident - E(ONEISMM Discrimination Page 2 of 2

Stopped by US customs S
And reason was | lost a lot of weight which surprised me because | took the same trip toith
my current weight in early 2014 and no one stopped me then.

| totally understand and don't mind at all to be questioned at any time and truly appreciate what US
customs does and | know how important their iob s in protecting my home and | will do any thing to
help them and make their job easier.But what had happen after the officer returned my passport and
told to go , so asked him why important the question of who violated me as child ( very personal and he
found it when went through my iPhone without my permission and genuinely don't like to share )

He immediately asked for my phone back and unlock again and step back and started to go through it
and write and opened my personal apps like Facebook and others , which intimidated me big time and
felt unsafe and in fear .

| asked to talk to a supervisor no one would help even outside .After more than 16 hours Flight | had to
Wa k to the international Terminal to talk to someone.

I'm violated and discriminate against .| hope someone will hear me.

I'm Very proud and grateful to be an American.

Thank you ,

Primary Contact

First Name:

Last Name:

Organization:

Login:

Title:

Contact Type:
Email: JOIONOIVI(®)]

Email - Alternate #1:

Email - Alternate #2:

Office Phone:
Mobile Phone:
Fax:

Assistant Phone:
Home Phone:
Street

City
State/Province
Postal Code
Country

Additional Information
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(b) (6), (b) (7)(C)

Subject: contact RAQEOIPOROIGIS TrCS Record Request
Date: Monday, August 26, 2019 5:19:17 PM
Attachments: RICHOIQIGHOIRIR) rB info Center.pdf

Hello CBP Colleagues,

On July 30, 2019, CRCL received a referral from the CBP INFO Center (VXOISE onsisting of
a submission byregarding his experience at the (b) (7)(E)

RIRIGon suly 21, 2019. RECHOIGIGtated that he worked for the [IIITIQICHOIGIGOIM - s
1 IIQICHOIGIEN Dspite presenting a ROXCONOXGIOM - (cged that the CBPOs at the
profiled him because of his ethnicity and bearded appearance.

In order to help CRCL determine how to process this matter, can you please provide TECS records

relating to[(QNQONQIQI®Inspection atighgiEon July 21, 2019?

Thanks,

(b) (6), (b) (7)(C)

(b) (6). (b) (7)(C)

Policy Advisor, Compliance Branch
Office for Civil Rights and Civil Liberties
U.S. Department of Homeland Security

QIONOIYIE) <) | QICKOIBI®) mobile)

Under 6 U.S.C. § 345 and 42 U.S.C. § 2000ee-1, CRCL reviews and assesses information concerning abuses of civil
rights or civil liberties by employees and officials of DHS. CRCL also reviews allegations that DHS employees,
programs, or activities failed to accommodate an individual’s disability under Section 504 of the Rehabilitation Act
of 1973, as amended, 29 U.S.C. 8 794(a). Federal law forbids retaliation or reprisal by any Federal employee
against a person who makes a complaint or discloses information to CRCL. 42 U.S.C. § 2000ee-1(€).
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | Encounters at Ports of 3 (b)(7)(E) Exemption (b)(7)(E) has been applied, which includes

1 Entry Identify information detailing statistics and data related to terrorism
Individuals with linked inspections. This data includes both location of
Potential Links to inspection and information collected. Such information is not
International Terrorism generally known or publicly disclosed. Disclosure of this law

enforcement data would be debilitating and detrimental to
both CBP and the law enforcement community, and it would
enable individuals to alter their patterns of conduct, adopt
new methods of operation, relocate, change associations, and
effectuate other countermeasures, thereby corrupting the
integrity of ongoing investigations and operations.

Withheld in Full | WLS Category Codes 2 (b)(7)(E) Exemption (b)(7)(E) has been applied, which includes
2 04-09-2019 information explaining law enforcement techniques and
procedures, including internal CBP systems and category
codes. Such internal category codes may lead to unauthorized
access of CBP systems. Such information is not generally
known or publicly disclosed. Disclosure of law enforcement
techniques and procedures would be debilitating and
detrimental to both CBP and the law enforcement
community, and it would enable individuals to alter their
patterns of conduct, adopt new methods of operation,
relocate, change associations, and effectuate other
countermeasures, thereby corrupting the integrity of ongoing
investigations and operations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document
Number

Description

Pages

Exemption

Basis for Exemption

Withheld in Full
3

2015 stamp guide

40

(b)(7)(E)

Exemption (b)(7)(E) has been applied, which includes information
explaining law enforcement techniques and procedures,
specifically with regard to inspecting immigration documents for
fraud. Additionally, this non-public information reveals law
enforcement terminology, techniques and procedures used to
assess a person’s admissibility when trying to enter the
United States. Release of this document would enable those
intending to enter the United States using fraudulent documents to
do so with greater ease. Such information is not generally known
or publicly disclosed. Disclosure of law enforcement techniques
and procedures would be debilitating and detrimental to both CBP
and the law enforcement community, and it would enable
individuals to alter their patterns of conduct, adopt new methods of
operation, relocate, change associations, and effectuate other
countermeasures, thereby corrupting the integrity of ongoing law
enforcement operations.

Withheld in Full
4

Tactical Terrorism
Response Team
Curriculum v2

(b)(7)(E)

Exemption (b)(7)(E) has been applied to details, training,
techniques, and objectives which the Agency considers law
enforcement sensitive information. Additionally, this non-
public information reveals law enforcement terminology,
techniques and procedures used to assess a person’s
admissibility when trying to enter the United States. This
information is not generally known or publicly disclosed.
Disclosure of law enforcement techniques and procedures and
internal agency investigative practices would be debilitating and
detrimental to both CBP and the law enforcement community, and
it would enable individuals to alter their patterns of conduct, adopt
new methods of operation, relocate, change associations, and
effectuate other countermeasures, thereby corrupting the integrity
of ongoing investigations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | TTRT Officer Reference | 35 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within

5 Job Aid 2020 (O] these documents to names, personally identifiable
(b)(7)(E) information and other identifying details of government

employees, including CBP, that would identify those
individuals if released. Government employees, including
CBP law enforcement officers, have a protectable privacy
interest in their identities that would be threatened by
disclosure. Release of such information would constitute an
unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes
information explaining law enforcement techniques and
procedures, including internal CBP systems and category
codes. Release of these category codes may assist
unauthorized access to CBP systems. Further, the document
includes information related to different interview and
vetting methods and techniques. Additionally, this non-
public information reveals law enforcement terminology,
techniques and procedures used to assess a person’s
admissibility when trying to enter the United States. This
information is not generally known or publicly disclosed.
Disclosure of law enforcement techniques and procedures
and internal agency investigative practices would be
debilitating and detrimental to both CBP and the law
enforcement community, and it would enable individuals to
alter their patterns of conduct, adopt new methods of
operation, relocate, change associations, and effectuate other
countermeasures, thereby corrupting the integrity of ongoing
operations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | TTRT Officer Reference | 38 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within

6 Job Aid 2029 (O] these documents to names, personally identifiable
(b)(7)(E) information and other identifying details of government

employees, including CBP, that would identify those
individuals if released. Government employees, including
CBP law enforcement officers, have a protectable privacy
interest in their identities that would be threatened by
disclosure. Release of such information would constitute an
unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes
information explaining law enforcement techniques and
procedures, including internal CBP systems and category
codes. Further, the document includes information related to
different interview and vetting methods and techniques. This
information is not generally known or publicly disclosed.
Disclosure of law enforcement techniques and procedures
and internal agency investigative practices would be
debilitating and detrimental to both CBP and the law
enforcement community, and it would enable individuals to
alter their patterns of conduct, adopt new methods of
operation, relocate, change associations, and effectuate other
countermeasures, thereby corrupting the integrity of ongoing
operations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | TTRT Officers 33 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within

7 Reference 072016 (O] these documents to names, personally identifiable
(b)(7)(E) information and other identifying details of government

employees, including CBP, that would identify those
individuals if released. Government employees, including
CBP law enforcement officers, have a protectable privacy
interest in their identities that would be threatened by
disclosure. Release of such information would constitute an
unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes
information explaining law enforcement techniques and
procedures, including internal CBP systems and category
codes. Further, the document includes information related to
different interview and vetting methods and techniques. This
information is not generally known or publicly disclosed.
Disclosure of law enforcement techniques and procedures
and internal agency investigative practices would be
debilitating and detrimental to both CBP and the law
enforcement community, and it would enable individuals to
alter their patterns of conduct, adopt new methods of
operation, relocate, change associations, and effectuate other
countermeasures, thereby corrupting the integrity of ongoing
operations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | TTRT Officers 39 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these

g Reference (b)(7)(C) documents to names, personally identifiable information and other
(b)(7)(E) identifying details of government employees, including CBP, that

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes information
explaining law enforcement techniques and procedures, including
internal CBP systems and category codes. Further, the document
includes information related to different interview and vetting
methods and techniques. This information is not generally known
or publicly disclosed. Disclosure of law enforcement techniques
and procedures and internal agency investigative practices would
be debilitating and detrimental to both CBP and the law
enforcement community, and it would enable individuals to alter
their patterns of conduct, adopt new methods of operation, relocate,
change associations, and effectuate other countermeasures, thereby
corrupting the integrity of ongoing operations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | 2.CTD TTRT101 28 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these

9 (b)(7)(C) documents to names, personally identifiable information and other
(b)(7)(E) identifying details of government employees, including CBP, that

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes information
explaining law enforcement techniques and procedures,
enforcement unit structures, and chains of command. Further,
information included in this document details location of certain
enforcement teams and enforcement actions. Finally, this
document contains information related to specific inspections by
CBP with individuals of interest to the Agency. This information
is not generally known or publicly disclosed. Disclosure of law
enforcement techniques and procedures and internal agency
investigative practices would be debilitating and detrimental to
both CBP and the law enforcement community, and it would
enable individuals to alter their patterns of conduct, adopt new
methods of operation, relocate, change associations, and effectuate
other countermeasures, thereby corrupting the integrity of ongoing
operations.

CLEARv. CBP, 19-CV-07079 (RER) HOWARD DECLARATION EXHIBIT M 007



CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | Map of TTRT Locations | 1 (b)(7)(E) Exemption (b)(7)(E) has been applied, which includes information
10 explaining law enforcement techniques and procedures, detailing

locations of certain enforcement teams and enforcement actions.
This information is not generally known or publicly disclosed.
Disclosure of law enforcement techniques and procedures and
internal agency investigative practices would be debilitating and
detrimental to both CBP and the law enforcement community, and
it would enable individuals to alter their patterns of conduct, adopt
new methods of operation, relocate, change associations, and
effectuate other countermeasures, thereby corrupting the integrity
of ongoing operations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | Culture and Religious 57 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these

11 Awareness Class (b)(7)(C) documents to names, personally identifiable information and other
(b)(7)(E) identifying details of government employees, including CBP, that

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes information
explaining law enforcement techniques and procedures, including
information related to different interview and vetting methods and
techniques, which if known could assist those illicit actors seeking
to avoid detection. Additionally, this document contains specific
information related to inspections completed by CBP with persons
of interest. This information is not generally known or publicly
disclosed. Disclosure of law enforcement techniques and
procedures and internal agency investigative practices would be
debilitating and detrimental to both CBP and the law enforcement
community, and it would enable individuals to alter their patterns
of conduct, adopt new methods of operation, relocate, change
associations, and effectuate other countermeasures, thereby
corrupting the integrity of ongoing operations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | SOP Border Search of 27 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these

12 Electronic Devices (b)(7)(C) documents to names, personally identifiable information and other
March 2019 (Title of (b)(7)(E) identifying details of government employees, including CBP, that

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

this document has been
altered to protect
information exempt

under (b)(7)(E))

Exemption (b)(7)(E) has been applied, which includes information
explaining law enforcement techniques and procedures, including
internal CBP systems and processes. Further, the document
includes information related to different enforcement techniques
and their applicability for use, which if known could assist those
illicit actors seeking to avoid detection. This information is not
generally known or publicly disclosed. Disclosure of law
enforcement techniques and procedures and internal agency
investigative practices would be debilitating and detrimental to
both CBP and the law enforcement community, and it would
enable individuals to alter their patterns of conduct, adopt new
methods of operation, relocate, change associations, and effectuate
other countermeasures, thereby corrupting the integrity of ongoing
operations.

CLEARv. CBP, 19-CV-07079 (RER) HOWARD DECLARATION EXHIBIT M 010



CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | CBP Counter 18 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these

13 proliferation Efforts — (b)(7)(C) documents to names, personally identifiable information and other
TTRT Training (b)(7)(E) identifying details of government employees, including CBP, that

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes information
explaining law enforcement techniques and procedures, including
information related to how CBP addresses certain threats.
Additionally, this document contains information related to how
CBP targets certain individuals for relevant inspections, which if
known could assist those illicit actors seeking to avoid detection.
This information is not generally known or publicly disclosed.
Disclosure of law enforcement techniques and procedures and
internal agency investigative practices would be debilitating and
detrimental to both CBP and the law enforcement community, and
it would enable individuals to alter their patterns of conduct, adopt
new methods of operation, relocate, change associations, and
effectuate other countermeasures, thereby corrupting the integrity
of ongoing operations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | CND 101 20200205 10 (b)(7)(E) Exemption (b)(7)(E) has been applied, which includes information
14 explaining law enforcement techniques and procedures, including

how CBP utilizes information to determine what individuals and/or
information will be subject to relevant inspections, which if known
could assist those illicit actors seeking to avoid detection. This
information is not generally known or publicly disclosed.
Disclosure of law enforcement techniques and procedures and
internal agency investigative practices would be debilitating and
detrimental to both CBP and the law enforcement community, and
it would enable individuals to alter their patterns of conduct, adopt
new methods of operation, relocate, change associations, and
effectuate other countermeasures, thereby corrupting the integrity
of ongoing operations.

Withheld in Full | CTD 10 TTRT 17 (b)(7)(E) Exemption (b)(7)(E) has been applied, which includes information
15 Orientation 20200304 explaining law enforcement techniques and procedures,
enforcement unit structures, and chains of command. Further,
information included in this document details location of certain
enforcement teams and enforcement actions, which if known could
assist those illicit actors seeking to avoid detection. Finally, this
document contains information related to specific inspections by
CBP with individuals of interest to the Agency. This information
is not generally known or publicly disclosed. Disclosure of law
enforcement techniques and procedures and internal agency
investigative practices would be debilitating and detrimental to
both CBP and the law enforcement community, and it would
enable individuals to alter their patterns of conduct, adopt new
methods of operation, relocate, change associations, and effectuate
other countermeasures, thereby corrupting the integrity of ongoing
operations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | Memorandum — 1 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these

16 Importance of Targeting (b)(7)(C) documents to names, personally identifiable information and other
Rules (b)(7)(E) identifying details of government employees, including CBP, that

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes information
explaining law enforcement techniques and procedures, including
information related to how CBP addresses certain threats, which if
known could assist those illicit actors seeking to avoid detection.
This information is not generally known or publicly disclosed.
Disclosure of law enforcement techniques and procedures and
internal agency investigative practices would be debilitating and
detrimental to both CBP and the law enforcement community, and
it would enable individuals to alter their patterns of conduct, adopt
new methods of operation, relocate, change associations, and
effectuate other countermeasures, thereby corrupting the integrity
of ongoing operations.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | Muster — 1 (b)(7)(E) Exemption (b)(7)(E) has been applied, which includes information

17 [redacted]October 7, explaining law enforcement techniques and procedures, including
2016 information related to how CBP addresses certain threats.

Additionally, this document contains information related to how
CBP addresses certain scenarios related to counter-terrorism,
which if known could assist those illicit actors seeking to avoid
detection. This information is not generally known or publicly
disclosed. Disclosure of law enforcement techniques and
procedures and internal agency investigative practices would be
debilitating and detrimental to both CBP and the law enforcement
community, and it would enable individuals to alter their patterns
of conduct, adopt new methods of operation, relocate, change
associations, and effectuate other countermeasures, thereby
corrupting the integrity of ongoing operations.

This title of this document was partially redacted for the same
rationale as above.
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CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | Muster — Updated 2 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these

18 Guidance [redacted] (b)(7)(C) documents to names, personally identifiable information and other
(b)(7)(E) identifying details of government employees, including CBP, that

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes information
explaining law enforcement techniques and procedures, including
information related to how CBP addresses certain threats. This
document also addresses how to process individuals should certain
circumstances arise, which if known could assist those illicit actors
seeking to avoid detection. This information is not generally
known or publicly disclosed. Disclosure of law enforcement
techniques and procedures and internal agency investigative
practices would be debilitating and detrimental to both CBP and
the law enforcement community, and it would enable individuals
to alter their patterns of conduct, adopt new methods of operation,
relocate, change  associations, and effectuate other
countermeasures, thereby corrupting the integrity of ongoing
operations.

The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.
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Withheld in Full | Nomination Referrals 18 (b)(7)(E) Exemption (b)(7)(E) has been applied, which includes information
19 explaining law enforcement techniques and procedures, including

information related to how CBP addresses certain threats,
including known and suspected terrorists; and includes
information explaining law enforcement techniques and
procedures, including internal CBP systems and category
codes.. This document also addresses how to process individuals
should specific circumstances arise, which if known could assist
those illicit actors seeking to avoid detection. This information is
not generally known or publicly disclosed. Finally, this document
contains information on internal CBP codes and processes.
Disclosure of law enforcement techniques and procedures and
internal agency investigative practices would be debilitating and
detrimental to both CBP and the law enforcement community, and
it would enable individuals to alter their patterns of conduct, adopt
new methods of operation, relocate, change associations, and
effectuate other countermeasures, thereby corrupting the integrity
of ongoing operations.

Withheld in Full | Op [redacted] Plan (Title | 2 (b)(7)(E) Exemption (b)(7)(E) has been applied to information compiled for
20 of this document has law enforcement purposes and operation details, target activity,
been altered to protect location(s), techniques, and objectives which the Agency considers

law enforcement sensitive information, which if known could

information exempt St th lici i 4 d : hi
under (b)(7)(E)) assist those 1llicit actors seeking to avol etection. This

information is not generally known or publicly disclosed.
Disclosure of this information would reveal both law enforcement
techniques and internal Agency procedure, which would interfere
with enforcement proceedings.

The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.
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Document Description Pages | Exemption | Basis for Exemption
Number
Withheld in Full | Operation [redacted] 4 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these
21 (Title of this document (b)(7)(C) documents to names, personally identifiable information and other
has been altered to (b)(7)(E) identifying details of government employees, including CBP, that
would identify those individuals if released. Government

rotect information
Exempt under (b)(7)(E)) employees, including CBP law enforcement officers, have a

protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied to information compiled for
law enforcement purposes and operation details, target activity,
location(s), techniques, and objectives which the Agency considers
law enforcement sensitive information, which if known could
assist those illicit actors seeking to avoid detection. This
information is not generally known or publicly disclosed.
Disclosure of this information would reveal both law enforcement
techniques and internal Agency procedure which would interfere
with enforcement proceedings.

The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.
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Document Description Pages | Exemption | Basis for Exemption
Number
Withheld in Full | Operation [redacted] 5 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these
22 (Title of this document (b)(7)(C) documents to names, personally identifiable information and other
has been altered to (b)(7)(E) identifying details of government employees, including CBP, that
would identify those individuals if released. Government

rotect information
Exempt under (b)(7)(E)) employees, including CBP law enforcement officers, have a

protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied to information compiled for
law enforcement purposes and operation details, target activity,
location(s), techniques, and objectives which the Agency considers
law enforcement sensitive information, which if known could
assist those illicit actors seeking to avoid detection. This
information is not generally known or publicly disclosed.
Disclosure of this information would reveal both law enforcement
techniques and internal Agency procedure which would interfere
with enforcement proceedings.

The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.

Withheld in Full | Operation [redacted] 3 (b)(7)(E) Exemption (b)(7)(E) has been applied to information compiled for
23 Plan (Title of this law enforcement purposes and operation details, target activity,
document has been location(s), techniques, and objectives which the Agency considers

law enforcement sensitive information, which if known could
assist those illicit actors seeking to avoid detection. This
information is not generally known or publicly disclosed.
Disclosure of this information would reveal both law enforcement
techniques and internal Agency procedure which would interfere
with enforcement proceedings.

altered to protect
information exempt
under (b)(7)(E))

The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.
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Document Description Pages | Exemption | Basis for Exemption
Number
Withheld in Full | Operation [redacted] 2 (b)(7)(E) Exemption (b)(7)(E) has been applied to information compiled for
24 (Title of this document law enforcement purposes and operation details, target activity,
has been altered to location(s), techniques, and objectives which the Agency considers
protect information law enforcement sensitive information, which if known could
exempt under (b)(7)(E)) assist those .1111c1t actors seeking to avoid Qetecthn. This
information is not generally known or publicly disclosed.
Disclosure of this information would reveal both law enforcement
techniques and internal Agency procedure which would interfere
with enforcement proceedings.
The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.
Withheld in Full | Operation [redacted] 4 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these
25 (Title of this document (b)(7)(C) documents to names, personally identifiable information and other
has been altered to (b)(7)(E) identifying details of government employees, including CBP, that

protect information
exempt under (b)(7)(E))

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied to information compiled for
law enforcement purposes and operation details, target activity,
location(s), techniques, and objectives which the Agency considers
law enforcement sensitive information, which if known could
assist those illicit actors seeking to avoid detection. This
information is not generally known or publicly disclosed.
Disclosure of this information would reveal both law enforcement
techniques and internal Agency procedure which would interfere
with enforcement proceedings.

The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.
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Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | Operation [redacted] 5 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these

26 (b)(7)(C) documents to names, personally identifiable information and other
(b)(7)(E) identifying details of government employees, including CBP, that

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied to information compiled for
law enforcement purposes and operation details, target activity,
location(s), techniques, and objectives which the Agency considers
law enforcement sensitive information, which if known could
assist those illicit actors seeking to avoid detection. This
information is not generally known or publicly disclosed.
Disclosure of this information would reveal both law enforcement
techniques and internal Agency procedure, which would interfere
with enforcement proceedings.

The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.
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Number

Withheld in Full | TOC Watchlisting 15 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these

27 Overview (b)(7)(C) documents to names, personally identifiable information and other
(b)(7)(E) identifying details of government employees, including CBP, that

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes information
explaining law enforcement techniques and procedures, including
information related to how CBP addresses certain threats.
Additionally, this document contains information related to how
CBP targets certain individuals for relevant inspections, which if
known could assist those illicit actors seeking to avoid detection.
This information is not generally known or publicly disclosed.
Disclosure of law enforcement techniques and procedures and
internal agency investigative practices would be debilitating and
detrimental to both CBP and the law enforcement community, and
it would enable individuals to alter their patterns of conduct, adopt
new methods of operation, relocate, change associations, and
effectuate other countermeasures, thereby corrupting the integrity
of ongoing operations.

CLEAR v. CBP, 19-CV-07079 (RER) HOWARD DECLARATION EXHIBIT M 021



CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079

Document Description Pages | Exemption | Basis for Exemption

Number

Withheld in Full | TTP_[redacted] 12 (b)(7)(E) Exemption (b)(7)(E) has been applied, which includes information
28 Presentation explaining law enforcement techniques and procedures, including

information related to how CBP addresses certain threats, which if
known could assist those illicit actors seeking to avoid detection.
This document also addresses how certain enforcement actions can
be utilized by CBP to meet mission critical challenges. This
information is not generally known or publicly disclosed. Finally,
this document contains information on internal CBP codes and
processes. Disclosure of law enforcement techniques and
procedures and internal agency investigative practices would be
debilitating and detrimental to both CBP and the law enforcement
community, and it would enable individuals to alter their patterns
of conduct, adopt new methods of operation, relocate, change
associations, and effectuate other countermeasures, thereby
corrupting the integrity of ongoing operations.

The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.
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Withheld in Full | TTRT [redacted] SOP 8 (b)(7)(E) Exemption (b)(7)(E) has been applied, which includes information
29 [redacted] BSI 2018 explaining law enforcement techniques and procedures, including

information related to how CBP addresses certain threats, which if
known could assist those illicit actors seeking to avoid detection.
This document also addresses how certain enforcement actions can
be utilized by CBP to meet mission critical challenges. This
information is not generally known or publicly disclosed. Finally,
this document contains information on internal CBP codes and
processes. Disclosure of law enforcement techniques and
procedures and internal agency investigative practices would be
debilitating and detrimental to both CBP and the law enforcement
community, and it would enable individuals to alter their patterns
of conduct, adopt new methods of operation, relocate, change
associations, and effectuate other countermeasures, thereby
corrupting the integrity of ongoing operations.

The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.
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Number

Withheld in Full | TTRT [redacted] 13 (b)(6) Exemptions (b)(6) and (b)(7)(C) have been applied within these

30 Accomplishments (b)(7)(C) documents to names, personally identifiable information and other
(b)(7)(E) identifying details of government employees, including CBP, that

would identify those individuals if released. Government
employees, including CBP law enforcement officers, have a
protectable privacy interest in their identities that would be
threatened by disclosure. Release of such information would
constitute an unwarranted invasion of personal privacy.

Exemption (b)(7)(E) has been applied, which includes information
detailing statistics and data related to terrorism linked inspections.
This data includes both location of inspection and information
collected, which if known could assist those illicit actors seeking
to avoid detection. Such information is not generally known or
publicly disclosed. Disclosure of this law enforcement data would
be debilitating and detrimental to both CBP and the law
enforcement community, and it would enable individuals to alter
their patterns of conduct, adopt new methods of operation, relocate,
change associations, and effectuate other countermeasures, thereby
corrupting the integrity of ongoing investigations and operations.

The title of this document has been redacted under Exemption
(b)(7)(E) for the same reasons as above.

Withheld in Full | OCC_Border Search of | 29 (b)(5) This document is a presentation by CBP legal counsel for CBP
31 Electronic Device personnel. As such, it consists of attorney-client privileged
Presentation February information and communication. During the communications at
2020 issue, CBP attorneys were acting within their capacity as legal

counsel for CBP, and the communications were for the purpose of
rendering legal services. As such, this document is privileged and
protected from disclosure under Exemption (b)(5).

CLEARv. CBP, 19-CV-07079 (RER) HOWARD DECLARATION EXHIBIT M 024



CBP Vaughn Index
CLEAR v. CBP; 19-CV-07079
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Withheld in Full | Enhanced 377 (b)(7)(E) Exemption (b)(7)(E) has been applied, which includes information
32 Communication Course explaining law enforcement techniques and procedures.

Specifically, this document addresses questioning techniques and
instruction regarding the detection of deceptive indicators, which
if known could assist those illicit actors seeking to avoid detection.
This information is not generally known or publicly disclosed.
Finally, this document contains information on internal CBP codes
and processes. Disclosure of law enforcement techniques and
procedures and internal agency investigative practices would be
debilitating and detrimental to both CBP and the law enforcement
community, and it would enable individuals to alter their patterns
of conduct, adopt new methods of operation, relocate, change
associations, and effectuate other countermeasures, thereby
corrupting the integrity of ongoing operations.
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