
reveal classified information. As a result. l have detem1ined that no portion of the documents 

could be reasonably segregated and released. 

41. The withheld infom1ation is also protected from release by statute and is exempt 

from release based on FOIA Exemption 3. 5 U .. C. § 552(b)(3). Specifically. there are three 

Exemption 3 statutes that protect from public release the technical means by which NSA effects 

its collection operations: 50 U.S.C. § 3605. 18 U.S.C. § 798. and 50 U.S.C. § 3024(i)( I). 

42. The withheld information clearl y relates to a "[unction of the National Security 

Agency:· 50 U .. C. § 3605. Indeed. this infonnation relates to one ofNSA 's primary functions. 

its SIGfNT mission. Any disclosure of the ~ithheld information regarding this intelligence 

source. and infom1ation regarding related methods would reveal NSA's capabilities and the 

tradecraft used to carry out this vi tal mission. Further. revealing these details would disclose 

''information '' ith respect to [NSA ·sJ activities .. in furtherance or its SIGINT mission. 50 

u.s.c. § 3605. 

43. Moreover. this information is protected from public release pursuant to 50 U.S.C. 

§ 3024(i)( l ), which states that '"[t]he Director of National Intelligence shall protect intelligence 

sources and methods from unauthorized disclosure.'' The withheld information concerns the 

intelligence sources and methods used by NSA to carry out its core foreign intelligence mission 

- i.e. , the means by which NSA acquires communications and derives useful foreign 

intelligence therefrom. Therefore. this information falls squarely within the protection or § 

3024(i)( I) and should be afforded absolute protection from re lease. 

44. Finally. the information is protected from release under 18 U.S.C. § 798. \.\hich 

protects from disclosure classified information concerning the communications intelligence 

acti ' ities of the United States. or information obtained by communications intelligence 
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processes. Disclosure of the' ithheld information about this intelligence source. and the related 

methods. would reveal key information about the means through which NSA collects and 

processes communication intell igence. thereby falling within the scope of protection offered by 

this statute. 

Legal Opinions 

45. NSA withheld from disclosure information relating to legal analyses of NSA 

collection and analysis programs and acti' ities \Hitten by the NSA OGC or NSD. The 

documents in this category include NSA Documents 7. 9. 14. 15. 16, 17, 18. 19. 20. 2L and 28. 

and NSD Document 31. Each of these documents contains details regarding IGINT sources 

and methods and legal ana lysis relating to those sources and methods. for most of the 

documents. the titles themselves are classified because the titles alone would reveal information 

about intelligence sources. such as the technical means by which communications are collected. 

and methods. such as analytic technique applied to collected data. Unclassified descriptions of 

each document. including the date. number of pages. and serial numbers ('\\here applicable) were 

released. NSA withheld details regarding the manner in which NSA selects its foreign 

intelligence targets. the technical means by which NSA collects communications intelligence. as 

well as the analytical tools and processes employed by NSA analysts to extract useful foreign 

intelligence from raw data. 

46. With respect to NSA Documents 7. 9. L·t L5, 18. and 21. as well as NSD 

Document 31. 1 ha' e determined that each document is cunently and properly classified in its 

entirety at the TOP SECRET le\'el in accordance with EO 13526. because the release of this 

information could reasonably be expected to cause exceptionally grave damage to the national 

security. Information contained in these documents pertains to intelligence activities. intelligence 
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sources or methods. or cryptology. or the vulnerabilities or capabilities of systems or projects 

relating to the national security and therefore meets the criteria for classification set forth in 

Sections 1.4(c) and l.4(g) of EO 13526. 

47. With respect to NSA Documents 16. 17. 19. and 20. and the withheld portions of 

NSA Document 28 (AEX 1 -t) marked '" ith a (b)( 1) exemption code. I have determined that each 

is currently and properly classified at the ECRET le\ el in accordance with EO 13526. because 

the release of this information could reasonably be expected to cause serious damage to the 

national security. Information contained in these documents pertains to intelligence activities. 

intelligence sources or methods, or cryptology. or the vulnerabilities or capabilities of systems or 

projects relating to the national security and therefore meet the criteria for classification set 

forth in Sections 1.4(c) and 1.4(g) of EO 13526. See supra.~ 30. 

48. Disclosure of the operational information withheld here \\Ould reveal a "'ide 

variety of details that could be used to counter NSA foreign intelligence activities. and cause 

serious harm to national security. As discussed above, disclosure of the technical details by 

v\hich NSA effects SIGINT collection. the scope of that collection, and the analytic techniques 

applied to the collected data would demonstrate the capabilities and limitations of the U.S. 

SIGINT system. the success (or lack of success) in acquiring certain types of communications. 

and the abilit) (or lack thereof) of NSA to derive useful foreign inte lligence infom1ation from 

particular categories of data. Once alerted to these methods, adversaries could develop 

additional countermeasures to thwart collection of electronic communications or hinder NSA ·s 

ability to derive useful foreign intelligence therefrom. uch a reaction ma) result in denial of 

access to targets' communications and loss of information critical to the national security and 

defense of the United States. 
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49. The information '' ithhcld in the documents listed in paragraph 45 is also 

protected from release by statute and exempt from release based on FOIA Exemption 3. 5 U.S.C. 

§ 552(b)(3). and specificall y. the three Exemption 3 statutes discussed above: 50 U.S.C. § 3605. 

50 U.S.C. § 3024(i)(l). and 18 U.S.C. § 798. 

50. Information regarding NSA ·s collection of communications and analytic 

capabi lities relate to a ··function of the National ecurity Agency:' 50 U.S.C. § 3605. Indeed. 

such information relates to one ofNSA ·s primary functions. its SlGTNT mission. The'"' ithheld 

operational information. if revealed. \\Ould also disclose .. information with respect to [N A"s] 

activities .. in furtherance of its SIGTNT mission. 50 U.S.C. § 3605. 

51. Moreover. this information is protected from public release pursuant to 50 U.S.C. 

§ 3024(i)(l ). which states that ·'[t]he Director of National Intelligence shall protect intelligence 

sources and methods from unauthorized disclosure."' The withheld operational details. such as 

the technical means of collection and anal) tic methodology. constitute the sources and methods 

used by NSA to carry out its SlGINT mission. Therefore. this information falls squarely ''ithin 

the protection of§ 3024(i)( I ) and should be afforded absolute protection from release. 

52. Additionally, this information is protected from release under 18 U.S.C. § 798. 

which protects from disclosure classified information concerning the communications 

intelligence activities of the United States. or information obtained by communications 

intelligence processes. Disclosure of the means by which NSA col lects communications. and the 

analytic techniques applied to collected data. ,,·ould reveal the sources and methods at the core 

of the U .. Government's communications intelligence activities. thereb) falling \o\ithin the 

scope or protection offered by this statue. 
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53. Finally, N A Documents 7, 14. 15. 16. 17, 18, 19, 20. 21, and 28 contain 

correspondence between NSA OGC and its internal clients. such as the Signals [ntelligence 

Directorate. the NSA organizatjon tasked wi th carrying out NSA ·s STGINT mission, which is 

protected under Exemption 5 of the FOIA because this correspondence includes privileged 

communications between Agency attorneys and Agency clients.6 "The attorney-client privilege 

protects communications (I) between a client and his or her attorney (2) that are intended to be. 

and in fact were kept con fidential (3) for the purpose or obtaining or providing legal assistance:· 

Brennan Center for Justice at New fork Unfl·. Sch. l?{ Lall· v. U.S Department C?{ Justice. 697 

F.Jd 184, 203 (2d Cir. 20 12). The communications at issue were made in order to provide legal 

advice to Agency clients on a variety of operational issues that arose under EO 12333, the 

communications were made in confidence. and have not since been used to publically justify 

NSA actions or expressly adopted as Agency policy. 

54. The legal analyses in all of the documents listed in Paragraph 45, with the 

exception of NSA Document 28. arc inextricably intertwined wi th the factual descriptions of 

NSA functjons and activities and classified operational details that gave rise to the questions 

being considered. so there are no reasonably segregable, non-exempt portions of those 

documents. 

55. Unlike the other documents listed in Paragraph 45, NSA determined that 

Document 28 ~as reasonably segregable. and therefore released it in part. I have reviewed this 

decision and determined that it remains correct. The withholdings in Document 28 were 

narrowly tailored to protect operational details regarding the SIGINT activities of NSA and 

privileged legal analysis and advice provided by NSA attorneys to NSA clients. as described 

6 NSA is not claiming that any portion ofNSA Document 9 or N D Document 31 is exempt 
from release under Exemption 5. 
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above. The limited information withheld in this document is exempt from release under 

Exemptions 1. 3. and 5 (as indicated by the exemption codes listed in the document) for the 

reasons descri bed above.7 All information withheld pursuant to Exemption 5 is independently 

exempt from public release based on Exemptions I and/or 3 of the FOlA. 

NSD Documcnt4 

56. NSD fu lly withheld Document 4 on its Vaughn index in pa11 because the release 

of any portion of that document would disclose classi1ied information about functions or 

activities of NSA. The document is a 20-page document dated 20 November 2007 and is 

described as .. SD Legal Memo on Amending DoD Procedmes and Accompanying 

Documentation." This document. including its full title, was withheld in full under Exemption I 

and Exemption 3. I have reviewed the information withheld and determined that the information 

is currently and properly classified at the SECRET level in accordance with EO 13526 because 

the release of this information could reasonably be expected to cause serious damage to the 

national security. The information withheld pertains to intell igence activi ti es, intelligence 

sources or methods, or cryptology. or the vulnerabilities or capabi lities of systems or projects 

relating to the national security and therefore meets the criteria for classification set for in 

Sections 1.4(c) and 1.4(g) of EO 13526. The harm to national security of releasing any portion 

of this document and the reasons that no portion of this document can be released without 

di sclosing classified information cannot be fully described on the public record. As a result my 

ex parte. in camera classified declaration more fu11 y explains why this document was withheld 

in fu ll. 

7 Certain paragraphs withheld in NSA Document 28 we re mistakenly marked with only 
Exemption 5 codes (see pgs. 3 and 7). Nevertheless, those paragraphs are also exempt from 
disclosure w1der Exemption 3, specifically 50 U.S.C. § 3605. because they describe NSA 
functions or activities. A properl y marked copy of NSA Document 28 is included in the set of 
documents attached hereto. 
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57. The information withheld in N 0 Document 4 also relates to a .. function of the 

National Security Agency:· 50 U.S.C. § 3605. Indeed. this inf01mation relates to one of NSA ·s 

primary functions, its SIGINT mission. Any disclosure of the withheld information would 

reveal NSA ·s capabilities and the tradecraft used to carry out this vital mission. Further. 

revealing these details would disclose •·information \Vith respect to lNSA 's] activities" in 

furtherance of its SIGINT mission. 50 U .. C. § 3605. Therefore. the information withheld is 

also protected from release by statute and is exempt from release based on FOIA Exemption 3. 5 

U.S.C. § 552(b)(3). 

OIG Report T-09-0019 

58. NSA fu lly withheld N A OIG Repo11 ST-09-00 19, NSA Document 23. because it 

is fully exempt from disclosure pursuant to FOlA Exemptions 1 and 3. The document is an 84-

page report by the NSA OIG concerning particular intelligence activities of the NSA. including 

the dissemination of communications intelligence to partner agencies. The report contains 

granular detail regarding the nature of NSA ·s intelligence partnerships, the types and amount of 

communications intelligence it collects and disseminates. the names of particular N A targets. 

the structure of NSA 's SIGINT databases, and suggestions by the OlG on how to imprme the 

dissemination of SIGJNT to partner agencies. NSA determined that there is no reasonably 

segregable. non-exempt information in the report. 

59. I have reviewed NSA's "ithholding in full of this document and determined both 

that this decision was correct and that the entirety of this document remains currently and 

properly classified at the TOP SECRET level in accordance with EO 13526 as its release of this 

could reasonably be expected to cause exceptionally grave damage to the national security. The 

information withheld pertains to intelligence activities, intelligence sources or methods, or 

cryptology. foreign activities of the United States. or the vulnerabilities or capabilities of systems 
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or projects relating to the national security and therefore meets the criteria for classification set 

forth in Sections 1.4(c). 1.4(d) and 1.4(g) of EO 13526. 

60. Disclosure of the types and amount of communications intelligence NSA collects 

and disseminates. and the names of particular NSA targets whose infom1ation has been 

disseminated, would demonstrate the capabilities and limitations of the U.S. SIGINT system. 

and the success (or lack of success) in acquiring certain types of communications. The 

collection of communications intelligence is central to NSA ·s mission and allows N A to 

provide unique and timely insight into the activities of foreign adversaries lor U.S. 

policymakers. Public disclosure of N A ·s capabilities to acquire specific types of 

communications would alert targets to the vulnerabilities of their communication (and 

converse!). vvhich of their communications arc not vulnerable). Foreign intelligence targets 

know how they communicate, so disc losure of this information would permit foreign adversaries 

to more effectively craft their communications ecurity efforts to frustrate the Government's 

collection of information crucial to the national security. 

61. Additionally, all of the information described above relates to a •·function of the 

National ecurity Agency." 50 U.S.C. § 3605. and is therefore also protected from release by 

FOIA Exemption 3. lndeed. this information relates to one of N A's primary functions. its 

SIGINT mission. A crucial part of NSA·s SIGINT mission involves the dissemination of 

communications intelligence to partner agencies. In addition. NSA further protected this 

infonnation based on 50 U .. C. § 302-t(i)(l). \\hich states that the Director of National 

Intelligence .. shall protect intelligence sources and methods from unauthorized disclosure.'' 

Finally, this infonnation is protected from relea e under 18 U.S.C. § 798. which protects from 

disclosure information concerning the communications intelligence activities of the United 
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States. or information obtained by communications intelligence processes. Any disclosure of the 

withheld information would reveal NSA ·s capabilities and the tradecraft used to carry out its 

vital communications intelligence mission. 

Intelligence Oversight Board Report-Fiscal Year 20 13. 1st Quarter 

62. NSA released, in part, 4 7 quarterly reports and 4 annual reports to the JOB from 

the 4th quarter of Fiscal Year ('·FY') 200 I to the 2nd quarter of FY2013.8 The release of these 

repmts totaled 617 pages. NSA conducted a line-by-line review of each report and released all 

reasonably segregable, non-exempt information. or these 51 reports. Plaintiffs selected the 

quru1erly report covering the l st quarter of FY20 13 for inclusion in the litigation sample.9 AEX 

15. 

63. The JOB reports discuss NSA intelligence activities undertaken pursuant to a 

variety of legal authorities, including EO 12333 and various portions of the Foreign Intelligence 

Surveillance Act (FlSA). as amended. Plaintiffs' FOIA request only sought information 

pertaining to electronic survei !lance undertaken pursuant to EO 12333. Therefore, none of the 

information concerning NSA activities under1aken pursuant to FISA authority is responsive to 

Plaintiffs· request. Nevertheless. NSA processed all portions of the document for release, 

consistent with Department of Defense policy. 

64. The limited information withheld from disclosure concerns technical details 

regarding the methods by which NSA collects communications intell igence. information 

regarding the structure of NSA 's SIGlNT databases. including the means by which U.S. 

8 Executive Order 12333, as amended. requires IC elements to repor1 to the JOB intelligence 
activities they have reason to believe may be unlawful or contrary to Executive Order or 
Presidential Directive. In general. each NSA report contains similar categories of information, 
including an OYervie\\ of recent oversight activities conducted by NSA 's OlG and OGC: 
signals intelligence activities affecting certain protected categories: and descriptions of specific 
incidents which may have been unlawful or contrary to applicable policies. 
9 This lOB report is NSA Document 79 and Bates Number 4165220. 
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Jntelligence Community personnel query NSA SIGINT databases, information that would tend 

to reveal when a particular co llection or analytic acti vity took place. information regarding the 

scope of N A ·s collection activities. and information regarding the internal organization of 

NSA. including names of the offices involved in these programs. See wpra. ~ 33. 

65. I have reviewed NSA ·s withholding of this limited information. which is owned 

by. produced by. or under the control of the . . Government. and determined both that this 

decision was correct and that the withheld infonnation remains currentl y and properly classified 

at levels ranging from CONFIDENTIAL to TOP SECRET in accordan.ce with EO 13526. 

because the release of this information could reasonably be expected to cause either dan1age. 

serious damage, or exceptionally grave damage to the national security. Each paragraph is 

marked with the level of classification appropriate for that section. Revealing technical details 

regarding the methods by which NSA collects communications intelligence. information 

regarding the structure of NSA ·s lGI T databases, including the means by v.hich U.S. IC 

personnel query NSA SIGINT collection systcms.10 infonnation that would tend to reveal when 

a particular co llection or analytic activity took place. and information regard ing the scope of 

NSA ·s collection activities could permit adversaries to develop countermeasures to frustrate 

NSA 's collection of their communications or hinder N A ·s abil ity to develop useful foreign 

intelligence from collected data. MoreoYer, information regarding the scope ofNSA 's co llection 

activities. and the dates associated with collection. analysis. and deletion of collected 

communications. would reveal the ability of N. A to collect ce11ain foreign intelligence 

information and the gaps in NSA 's abi lities. 

10 '·Querying .. refers to the process of searching N A ·s signals intelligence systems. The 
process of constructing and executing queries is tightly regulated and subject to rigorous 
technical and human audit controls. 
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66. Adversaries are kno"'n to study publicly released information about NSA 

activities. If those adversaries were made aware of the intelligence tradecraft employed by NSA. 

they could copy or mimic such tradecraft and direct it against the United States and its interests. 

Additionally. foreign intell igence targets kno'" ho·w they communicate. so disclosure of this 

information would permit foreign adversaries to more effectively craft their communications 

security efTorts to frustrate the Government" s collection of information crucial to the national 

security. uch a reaction may result in a loss of information critical to the national security and 

defense of the United States. Therefore. this information meets the criteria for classification set 

forth in Sections 1.4(c) and 1.4(g) of EO 13526. 

67. All of the wi thheld information. including information regard ing dates of specific 

NSA activities. and the names ofNSA personnel or organizations, is also protected from release 

by statute and is exempt from release based on FOIA Exemption 3. 5 U.S.C. § 552(b)(3). and 

specificall). the three Exemption 3 statutes discussed previously: 50 U.S.C. § 3605. I 8 U.S.C. 

§ 798, and 50 U.S.C. § 3024(i)( I). 

68. The information described above relates to a ··function of the National Security 

Agency." 50 U.S.C. § 3605. fndced. this information relates to one ofN A ·s primary functions. 

its SIGINT mission. Any disclosure of the \vithheld intelligence sources and related methods 

would reveal NSA's capabi li ties and the tradecraft used to carry out this vital mission. Further, 

revealing these details would disclose .. information with respect to [NSA.s] activities·· in 

furtherance of its SIGrNT mission. 50 U.S.C. § 3605. All of the information withheld under 

Exemption 3 (as indicated hy the exemption codes) is protected from release by this statute. 

69. Moreover. portions of the withheld inlonnation. as indicated by the specific 

exemption codes included in the released version of the report. is protected from public release 
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pursuant to SO U.S.C. § 3024(i)(1 ). which states that '·[t)he Director of National Intelligence 

shall protect intelligence sources and methods from unauthorized disclosure." The withheld 

information constitutes the sources and methods used by N A to carry out its SIGINT mission. 

Therefo re. this infonnation falls squarely within the protection of 50 U.S.C. § 3024(i)( I) and 

should be afforded absolute protection from release. 

70. Finally. as indicated by the exemption codes applied to portions of the lOB 

report. parts of the document are protected from release under 18 U.S.C. § 798. \vhich protects 

from disclosure classified information conceming the communications intelligence activities of 

the United States. or information obtained by communications intelligence processes. 

Disclosure of the withheld information about NSA ·s intell igence sources and methods would 

reveal key information about the means through which NSA collects and processes 

communication intelligence, thereby falling v. ithin the scope of protection oiTered by this statute. 

Classified Annex to DoD Procedures. United States Signals lntclligence Directive 18. 
and MD 432 

71. NSD produced the 1988 Classi tied Annex to the DoD Procedures under EO 

12333. which had been previously processed and relea ed in part by N A and ODNI in 

September 20 1-L 11 Further. N A relea ed. in part. the 20 II version of US lD POO 18.12 

Appendix J to USSID SPOO 18,13 and Signals Intelligence Directorate Management Directive 

(SMD) 432.14 Each of these documents implements EO 12333 and prescribes policies and 

procedures for ensuring that SIGINT is conducted in accordance with the EO and applicable Ja, . . 

The Classi tied Annex to the DoD Procedures under EO 12333 supplements the rules for SIGINT 

collection. retention. and dissemination cstabli hcd by DoD Directive 5240.01 and DoD 5240. 1-

11 The Classified Annex is NSD Bates Number N D094-1 25. 
12 USSJD P0018 is Bates Number 4086222 and attached to this declaration at AEX 16. 
13 Appendix J is Bates Number 4086223 and atLached to this declaration at AEX 17. 
14 SMD 432 is NSA Document 5 and attached to this declaration at AEX 18. 
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R, which govern in telligence activities conducted by DoD components, such as NSA, that affect 

United States persons. US SID SPOO 18 prescribes policies and procedures and assigns 

responsibilities to ensure that the missions and functions of the United tates SIGINT System 

(USSS) are conducted in a manner that safeguards the rights of U.S. persons. consistent with the 

Constitution. federal statutes, and EO l 2333. Appendix J to USSID SPOOl& establishes the 

procedures for USSS monitoring of rad io communications of suspected international narcotics 

traffickers. MD 432 is a policy of NSA's IGlNT Directorate that establishes procedural 

guidel ines for collection and dissemination of IGINT connected to U.S. fi eld exercises. NSA 

redacted only limited information in tJ1ese four documents and released all reasonably 

segregable, non-exempt information. The information withheld from these documents pertains 

to detai ls of hov.' NSA targets certain communications for col lection, the types of facilities that 

NSA may target. and the types of communications that NSA can collect in specific 

circumstances. 

72. have reviewed the withholding of information in these documents and 

determined both that this decision was corr~.;ct and that the information withheld remains 

currently and properly classified at the CONFID E TAL or SECRET levels in accordance with 

EO 13526, as indicated by the various portion markings in the documents. because the release of 

this information could reasonably be expected to cause damage. or serious damage. to the 

national security. Information contained in these documents pertains to intelligence activities. 

intelligence sources or methods. or cryptolog). or the \'ulnerabilities or capabilities of systems or 

projects relating to the national security and therefore meets the criteria for classification set 

forth in ections 1.4(c) and 1.4(g) of EO 13526. 
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73. Disclosure of the methods by which NSA determines which persons and fac ilities 

are of fo reign intelligence value and the procedures by which particular communications are 

targeted would reveal information from which targets could deri ve countermeasures to evade 

NSA surve illance by masquerading as persons whose communications either expl icitly are not or 

may not be authorized for collection. Appropriately targeting communications remains a 

primary requirement under all of NSA ·s auU1orities. As a result, revealing the precise methods 

and procedures by which NSA detenn ines that it is authorized to target particular 

communications could encouTage adversaries to adopt countermeasures that would make it more 

difficult for NSA to determine accurately the nature of their communications. such as the 

foreignness of those communications, thereby hindering the Government's col lection of 

information crucial to the national security of the United States. Additionally. disclosure of the 

specific sources from which communications may be collected would alert the targets to which 

cornmw1ications NSA did and did not collect. as well as reveal the nature and scope of NSA 

communications intelligence activities. Disclosure of this info1mation would allow targets to 

discern which of their communications may have been collected. as well as gaps in collection 

that could reveal that particular communications were '"safe."' 

74. Finall y. di sclosure of the technical detai ls regarding the types of communications 

that NSA may collect would demonstrate the capabilities and limitations of the U.S. SIGfNT 

system, and the success (or lack of success) in acquiring ce1tain types of conmlUnications. The 

collection of communications intelligence is central to NSA ' s mission and allows NSA to 

provide unique and timely insight into the activities of foreign adversaries for U.S. 

policymakers. Public disclosure of NSA's capabi lities to acquire specific types of 

communications. and the technical means and methods by which such acquisitions are e1Iected, 
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would alert targets to the vulnerabil ities of their communications (and conversely. which of their 

communications are not vulnerable). Once alerted. adversaries could develop additional 

countermeasures to thwart collection of electronic communications. Such a reaction may result 

in denial of access to targets' communications and therefore resul t in a loss of information 

critical to the national security and defense of the Uni ted States. 

75. Much of this information. as indicated by unique exemption codes applied to each 

withholding. is also protected from release by statute and therefore is exempt from release based 

on the FOIA Exemption 3. 5 U.S.C. § 552(b)(3), statutes: 50 U.S.C. § 3605. 18 U.S.C. § 798. 

and 50 U.S.C. § 3024(i)(1 ). 

76. The information described above relates to a .. function of the National Security 

Agency." 50 U.S.C. § 3605. Indeed, this information relates to one ofNSA's primary functions. 

its SIGINT mission. Any disclosure of the ,;..·ithheld operational details would reveal NSA ·s 

capabilities and the lradecraft used to carry out this vita l mission. Further, revealing these details 

would disclose "information with respect to [NSA ·s] activities" in furtherance of its SlGINT 

mission. 50 U.S.C. § 3605. 

77. Moreover, portions of the withheld information, as indicated by the specific 

exemption codes included in the released version of the documents, is protected from public 

release pursuant to 50 U .S.C. § 3024(i)( I ), which states that "[t)he Director of National 

Intelligence shall protect intelligence sources and meU10ds from unauthorized disclosure.'' The 

withheld information constitutes the sources and methods used by NSA to carry out its STGINT 

mission. Therefore. this information fal ls squarely within the protection of 50 U.S.C. 

§ 3024(i)( I )and should be afforded absolute protection from release. 

35 

Case 1:13-cv-09198-AT   Document 64-1   Filed 02/26/16   Page 15 of 21



78. Finally. as indicated by the exemption codes claims for portions of the 

documents, some of the withheld information is protected from release under 18 U.S.C. § 798. 

which protects fi·om disclosure classified information concerning the communications 

intelligence activities of the United States. or infom1ation obtained by communications 

intelligence processes. Disclosure of the withheld information about NSA"s intelligence sources 

and methods would reveal key information about the means through which NSA collects and 

processes communication intel ligence. thereby falling within the scope of protection offered by 

this statue. 

Records Referred by the Federal Bureau of Investigation (FBI) 

79. FBI refened a number of documents to NSA for reviev.r in connection with this 

litigation. Of those. it is my understanding that Plaintiffs have challenged only the document 

identified at FBI Bates Numbers 30-35 and described by FBT as '·Electronic Communication 

from the FBI"s Office of General CounseL National Security Law Branch to all FBI Oftices 

setting out the policy and procedure for requesting Attorney General authority under Executive 

Order 12333, Section 2.5 to collect intelligence on U.S. persons overseas.'· NSA requested that 

FBI"' ithhold a portion of page 3 of that document on behalf ofNSA. r have determined that the 

information that NSA requested be withheld is exempt from disclosure pursuant to FOIA 

Exemptions I and 3. The portion of that document withheld at NSA"s request concerns 

information about an intelligence target that is operationally useful to NSA in effecting 

communications surveillance. That information is currently and properly classified at the 

SECRET level in accordance with EO 13526. because the release of this information could 

reasonably be expected to cause serious damage to the national security, as described in greater 

detail above in Paragraphs 73 and 74. The operational details of NSA communications 
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intelligence activities constitute information about intelligence ac ti vi ties, intelligence sources or 

methods, or cryptology. or the vulnerabi lities or capabilities of systems or projects relating to the 

national security and therefore meet the criteria for classification set for in Sections 1.4(c) and 

1.4(g) of EO 13526. See supra ~ 30. Moreover, these classified operational details of NSA 

communications intelligence activities. including intelligence sources and methods. are also 

protected from release by statute and therefore are exempt from release based on the FOIA 

Exemption 3 statutes: 50 U.S.C. § 3605. 18 U .. C.§ 798. and 50 U.S.C. § 3024(i)( l ). See supra. 

~~ 32-36. 

Records Referred by the DOJ Office of Legal Counsel (OLC) 

80. OLC. in response to its separate stipulation with Plaintiffs, identified several 

documents that contain NSA information and referred those documents to NSA for review. Of 

those. it is my understanding that Plaintiffs have challenged certain OLC documents containing 

NSA information. identified on the OLC Index as OLC 2. 3. 4, 6. 8. 9. and l 0. and NSD 

Document 36. which is also an OLC memorandum. I have reviewed this matter and determined 

that each of these documents contains some information that is exempt from release pursuant to 

Exemptions I and 3. because the infotmation is currently and properl y classified under EO 

13526 and because its disclosw·e would reveal intelligence sources and methods protected by the 

National Security Act and the NSA Act of 1959. This information is currently and properly 

classified at the levels ranging from SECRET to TOP SECRET in accordance with EO 13526 

because the release of this information could reasonably be expected to cause either serious or 

exceptionally grave damage to the national security. Information withheld [rom these 

documents concerns the identities of NSA surveillance targets and the scope of NSA collection. 

including specific types of communications the NSA can and cannot collect under particular 
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surveillance programs. Tllis information pertains to intelligence acti vities, intelligence sources or 

methods, or cryptology, or the vulnerabilities or capabi lities of systems or projects relating to the 

national security and therefore meets the criteria for classification set fotth in Sections 1.4(c) and 

1.4(g) of EO 13526. Disclosure of the identities ofNSA targets and the scope ofNSA collection 

would reveal the capability of NSA and the IC to collect information about these targets and 

alert our adversaries about whether ce1tain past communications arc. or are not. likely to have 

been targeted and captured. Additional ly. this classified information. which relates to NSA 

communications intelligence activities. including intelligence sources and methods. is also 

protected from release by statute and therefore is exempt from release based on the FOIA 

Exemption 3 statutes: 50 U.S.C. § 3605, 18 U.S.C. § 798. and 50 U.S.C. § 3024(i)(l ). 

81. Because DOJ OLC has withheld in full documents OLC 2, 3. 4, 6, and 8. and 

NSD Document 36 pursuant to FOIA Exemption 5. as described in more detail in the 

Declaration of Paul Colborn ("Colburn Declaration .. ) filed contemporaneously in connection 

with tllis motion. I have not attempted to determine v.·hether and to what extent the classified 

information in those documents is reasonably segregablc. ln the event the Court detennines that 

the information in these documents was not properly wi thheld in full under Exemption 5, NSA 

and other agencies will undettake a line-by-line review to segregate and release any non-exempt 

information in these documents. 

82. NSA has conducted a line-by-line revtew of OLC 9. and all reasonably 

segregable, non-exempt portions of that document have been released. The limited information 

withheld is exempt from release under FOIA Exemptions 1 and 3. The information concerns 

NSA foreign intelligence activities, including information concerning communications 

intelligence targets, the scope ofNSA collection against those targets, and specific collection and 
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processing methods employed. This information pertains to intelligence activities. intelligence 

sources or methods. or cryptology. or the vulnerabilities or capabilities of systems or projects 

relating to the national security and therefore meets the criteria for classification set forth in 

Sections 1.4(c) and 1.4(g) of EO 13526. Some of the withheld information concerns 

communications intelligence targets. the scope of NSA collection. and certain collection 

methods. The unauthorized disclosure of this information could be reasonably expected to 

cause se rious damage to the national security for the reasons described in paragraph 80. supra. 

Accordingly. I have detem1ined that this information is currentl y and properly classi lied at the 

SECRET level in accordance with EO 13526. Some of the other information withheld concerns 

particularly sensitive intelligence co llection and processing techniques, the unauthorized 

disclosure of which could be reasonably expected to cause exceptionall y grave damage to the 

national security. Once alerted to these coJlection and processing methods. adversaries could 

develop additional countermeasures to thwart collection and effective analysis of electronic 

communications. Such a reaction may result in a loss of information critical to the national 

security and defense of the United States. Therefore. I have determined that this information is 

currently and properly classified at the TOP SECRET le el in accordance wi th EO 13526. 

83. Finall y. all of the classified information wi thheld from OLC 9 relates to NSA 

communications intelligence activities. including intelligence sources and methods. Therefore. 

the withheld information is also protected from release by statute. specifically: 50 U.S.C. § 3605. 

18 U.S.C. § 798. and 50 U.S.C. § 3024(i)(l). See supra. ~~ 32-36. Therefore. the infom1ation 

withheld from that document is exempt from release under both FOIA Exemptions 1 and 3. 

SEGREGABILITY 

84. All of these documents have been reviewed for purposes of complying with 

FOIA 's segregability provision. which requires the Go ernment to release ··any reasonably 
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segregable portion of a record·· after proper application of the FOIA exemptions. 5 U.S.C. 

§ 552(b). An intensive. line-by- line review of each document was performed.15 redactions were 

surgically applied to protect information exempted from release under the FOIA. and all 

reasonably segregable. non-exempt information has been released. 

85. Further. in accordance wi th EO 13526 § 1.7(e), with respect to all of the 

information withheld under Exemption 1. it is my judgment that any information that, viewed in 

isolation. could be considered unclassified, is nonetheless classified in the context of this case 

because it can reasonably be expected to reveal (directly or by implication) classified national 

secmity information concerning the timing or nature of intelligence activities. sources. and 

methods when combined with other information that might be avai lable to the public or 

adversaries of the Uni ted States. In these circumstances. the disclosure of even seemingly 

mundane information, such as document titles. when considered in conj tmction ·with other 

publicly available information, could reasonably be expected to assist a sophisticated adversary 

in deducing particular intelligence activities or sources and methods. and possibly lead to the use 

of countermeasures that may deprive the United States of critical intelligence. 

15 As noted above in paragraph 81, because all ofNSA's v\'ithholdings in OLC Documents 2, 3. 
4, 6. and 8. and NSD Document 36 are subsumed \vith in OLC's Exemption 5 withholdings, NSA 
has not conducted a segregability review of these documents at this time. ln the event the Court 
determines that information was not properly withheld under Exemption 5. NSA and other 
agencies will undertake a review to segregate and release any non-exempt information. 
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ANTHONY D. ROMERO 
EXECUTIVE DIRECTOR 

AMERICAN CIVILLIBEinl£5 UNION .. - . 

BY USPS MAIL 

Attn: Cindy Blacker 
NSA FOIA Requester Service Center/DJ4 
9800 Savage Road, Suite 6248 
Ft. George G. Meade, MD 20744-6248 

May 13,2013 

RE: FREEDOM OF INFORMATION ACT REQUEST 

Dear Ms. Blacker, 

The American Civil Liberties Union and the American Civil Liberties 
Union Foundation (together, the "ACLU") submit this request under the 
Freedom of Information Act ("FOIA"), 5 U.S.C. § 552, for access to 
documents relating to Executive Order 12,333, 3 C.F .R. 200 ( 1981 Comp.) 
("EO 12,333"). Specifically, we request the following records': 

1. Any records construing or interpreting the authority of the National 
Security Agency ("Agency") under Executive Order 12,333 or any 
regu lations issued thereunder; 

2. Any records describing the minimization procedures2 used by the 
Agency with regard to both intelligence collection and intelligence 
interception conducted pursuant to the Agency's authority under EO 
12,333 or any regulations issued thereunder; and 

3. Any records describing the standards that must be satisfied for the 
"collection," "acquisition," or "interception" of communications, as 
the Agency defines these terms, pursuant to the Agency's authority 
under EO 12,333 or any regulations issued thereunder. 

Records include but are not limited to electronic records, letters, correspondence, 
tape recordings, notes, data, memoranda, reports, email, computer source and object code, 
technical manuals, technical specifications, legal opinions, policy statements, and any other 
materials. 
2 Minimization procedures include but are not limited to rules, policies. or procedures 
addressing the collection, interception, handling, use, retention, and destruction of information 
relating to U.S. persons that is acquired in the course of intelligence activities. 

MAY 3 0 2013 

EXHIBIT 

j AEx j_ 
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DOCID: 4052264 

AMERICAN CIVIL LI8ERTIES 
UNION FOUNDATION 

N"'T IONAl OFFICE 

u~ 8ROAO STREET. 
t8TH FL. 

N ElJ; YORK, NY 1.C004• l400 

T(lll. S49 ·1Soo 

Fuu.st..9. ;r6s, 
WWW .ACl U.ORG 

OFfiCERS AND DIRECTORS 
SUSAH ~ . HERMAN PRESIDENT 

A NTH ONY 0. ROMeRO 
EXECUTIVE DIRECIOR 

Request for a Fee Limitation and Public Interest Fee Waiver 

The ACLU requests a waiver of search and review fees because the 
requested records are not sought for commercial use and because the ACLU is 
a "representative of the news media." 5 U.S.C. § 552(a)(4)(A)(ii)(ll). 
Dissemination of information about actual or alleged government activity is a 
critical and substantial component of the ACLU's mission and work. The 
ACLU disseminates this information to educate the public and promote the 
protection of civil liberties. lts regular means of disseminating and 
editorializing information obtained through FOlA requests include: a paper 
newsletter distributed to approximately 450,000 people; a bi-weekly 
electronic newsletter distributed to approximately 300,000 subscribers; 
published .reports, books, pamphlets, and fact sheets; a widely read blog; 
heavily visited websites, including an accountability microsite, 
http://www.aclu.org/accountability; and a video series. 

The ACLU therefore meets the statutory definition of a " representative 
of the news media" as an "entity that gathers information of potentia l interest 
to a segment of the public, uses its editorial skills to turn the raw materials 
into a distinct work, and distributes that work to an audience." 5 U.S.C. § 
552(a)(4)(A)(ii); see also Nat'! Sec. Archive v. Dep~ ofDef, 880 F'.2d 1381, 
1387 (D.C. Cir. 1989); cf Am. Civil Liberties Union v. Dep ~of Justice, 321 F. 
Supp. 2d 24, 29 n.5 (D.D.C. 2004) (finding non-profit public interest group to 
be "'primarily engaged in disseminating information' "). Indeed, the ACLU 
recently was held to be a "representative of the news media." Serv. Women:~ 
Action Network v. Dep 't of Defense, 888 F. Supp. 2d 282, 287-88 (D. Conn. 
20 I 2); see also Am. Civil Liberties Union of Wash. v. Dep i of Justice, No. 
C09-0642RSL, 2011 WL 88773 1, at* I 0 (W.D. Wash. Mar. I 0, 2011) (fi nding 
ACLU ofWashington to be a "representative of the news media"), 
reconsidered in part on other grounds, 20 I I WL 1900140 (W.O. Wash. May 
19, 2011). 

The ACLU also requests a waiver of all search, review, or duplication 
fees on the ground that disclosure of the requested information is in the public 
interest because: (I) it " is likely to contribute significantly to public 
understand ing of the operations or activities of the government," and (2) it " is 
not primarily in the commercial interest of the requester." 5 U.S.C. § 
552(a)(4)(A)(iii). This request clearly satisfies these criteria. 

First, the requested material concerns "the operations or activities" of 
the Agency. E.O. 12,333 is "intended to enhance human and technical 
collection techniques, especially those undertaken abroad, and the acquisition 
of signi ficant foreign intelligence, as well as the detection and countering of 
international terrorist activities and espionage conducted by foreign powers." 
EO I 2,333 § 2.2. It authorizes the intelligence community, including the 
Agency, to collect intelligence, and it sets forth certain limitations on 
intelligence-gathering activities relevant to civil li berties. In its brief in a 
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recent case before the Supreme Court of the United States~ the Government 
emphasized its authority to conduct surveillance of Americans' foreign 
contacts abroad under Executive Order No. 12,333, without conforming to 
various statutory restrictions. Brief for Petitioners, Clapper v. Amnesty Int 'I 
USA, No. 11 - 1025,2012 WL 3090949, at *45 (U.S. 2012). How the 
Government actually does this·, and whether it appropriately accommodates 
the constitutional rights of Amer.ican citizens and residents whose 
communications are intercepted in the course of that surveillance, are matters 
of great significance. 

Moreover, the requested materials will "contribute significantly to the 
public understanding" of the Agency's operations or activities. 5 U.S.C. § 
552(a)(4)(A)(iii). Though the subject of foreign-intelligence collection is a 
matter of great public interest and concern, little information on how the 
American intelligence community construes the authority conferred by EO 
12,333 and its implementing regulations is currently publicly available. 

For example, in the Clapper brief described above, the govemment 
makes no argument beyond a handful of one-sentence assertions of its 
authority under EO 12,333. See Brief for Petitioners, Clapper v. Amnesty Int 'I 
USA, No. Il-l 025 , 2012 WL 3090949 at *4, *33, *41, *45. Likewise, the 
publicly available administrative agency materials typically do little more 
than restate EO 12,333's limits on the intelligence community in slightly 
different ways or provide predictable definitions for terms left undefined in 
the executive order. See, e.g., Dep't of Def., DOD 5240 1-R, Procedures 
Governing the Activities of DOD Intelligence Components that Affect United 
States Persons § C2.3 .12 (Dec. 1982); Nat' I Sec. Agency, United States 
Signals Intelligence Directive 18 (July 1993); Army Regulation 38 1-1 0, US. 
Army Intelligence Procedures§ 2-2(1) (2007). Judicial treatments of EO 
12,333 contribute equally little to the public understanding ofthe limits of 
intelligence-gathering powers under EO 12,333. See, e.g., United States v. 
Marzook, 435 F. Supp. 2d 778 (N.D. Ill. 2006); United States v. Poindexter, 
727 F. Supp. 1470 (D.D.C. 1989); United Presbyterian Church in the US.A. 
v. Reagan, 738 F.2d 1375 (D.C. Cir. 19~4). 

For these reasons, we respectfully request that all fees re lated to the 
search, review, and duplication ofthe requested records be waived. If the 
search and review fees will not be waived, we ask that you contact us at the 
email address listed be low should the estimated fees resulting from this 
request exceed $ 1 00. 

*** 

We request that responsive electron ic records be provided 
electronically in their native file format, if possible. See 5 U.S.C. 
§ 552(a)(3)(B). Alternatively, we request that the records be provided 
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electronically in a text-searchable, static-image format (PDF), in the best 
image quality in the agency's possession, and in separate, Bates-stamped files. 

We also request that you provide an estimated date on which you will 
finish processing this request. See 5 U.S.C. § 552(a)(7)(B). 

If this FOIA request is denied in whole or in part, please provide the 
reasons for the denial, pursuant to 5 U.S.C. § 552(a)(6)(A)(i). In addition, 
please release all segregable portions of otherwise exempt material in 
accordance with 5 U.S.C. § 552(b). Furthermore, if any documents responsive 
to this request are classified, please identify those documents, including a date 
and document number where possible, so we may begin the process of 
requesting a Mandatory Declassification Review under the terms of Executive 
Order 13,526 (20 I 0). 

Thank you for your consideration of this request. If you have any 
questions or concerns, please do not hesitate to contact us at the emai l address 
listed below. Pursuant to 5 U.S.C. § 552(a)(6)(A)(i), we expect a response 
regarding this request within the twenty working-day statutory time limit. 

Sincerely, 

Alexander Abdo 
Staff Attorney 
National Security Project 
American Civil Liberties Union 

Phone: (2 12)549-2517 
Email: aabdo@aclu.org 
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DOCID: 4091714 
Phillips, Pamela 

From: 
Sent: 
To: 
Cc: 
Subject: 

Mr. Abdo, 

Phillips, Pamela 
Friday, June 28, 2013 10:30 AM 
'aabdo@aclu. org' 
Phillips, Pamela 
NSA FOIA Clarification 

Thank you for speaking to me this morning about your FOIA request and helping us to scope it into a 
manageable search. We will continue to work with the organizations conducting the searches, and if we need any 
additional information to further clarify as we proceed, I w ill give you another call or email you. For the record, here is 
what we decided about your request today: 

Case 70809- for records construing or interpreting the authority of NSA under O.E. 12333; records describing the 
minimization procedures used by the Agency; records describing the standards that must be satisfied for collection, 
acquisition, or interception of communications 

You agreed to limit the request to formally issued guidance (of which I mentioned various types, such as DoD Directions, 

NSA USSID, NSA Policies, various issuances relating to FISA, compliance training, and advisories). You agreed to omit 
guidance that simply reiterates or includes pieces and excerpts from the formal guidance. You also agreed that you are 
not seeking emails. Finally, you indicated that you would want any separate legal opinions that interpret the standards 
or define terms collection, acquisition, or interception to the extent that that opinion/interpretation is not included in 
the formal guidance. 

Please let me know if I have mischaracterized or misunderstood our conversation in any way. You will be 
receiving a formal interim response from us soon with two previously released documents. Thanks again. 

Pamela 

Pamela N. Phillips 
Chief, FOIAIPA Office (DJ4) 
FOIA Public Liaison Officer 
National Security Agency 
(301) 688-6527 
pnphill@nsa.gov 

EXHIBIT 

I A ex z. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

American Civil Liberties Union 
ATTN: Mr. Alexander Abdo 
National Office 
125 Broad Street, 18th Fl. 
New York, NY 10004-2400 

Dear Mr. Abdo: 

FOIA Case: 70809 
1 July 2013 

This is an initial response to your Freedom of Information Act (FOIA) 
request dated 13 May 2013, which was received by this office on 
30 May 2013, for access to documents relating to Executive Order 12333, 
3 C.F.R. 200, specially the following records: 

1. Any records construing or interpreting the authority of the National 
Security Agency ("Agency'') under Executive 12333 or any regulations 
issues thereunder; 

2. Any records describing the minimization procedures used by the 
Agency with regard to both intelligence collection and intelligence 
interception conducted pursuant to the Agency's authority under EO 
12333 or any regulations ussued thereunder; and 

3. Any records describing the standards that must be satisfied for the 
"collection," "acquisition," or "interception" of communications, as the 
Agency defines these terms, pursuant to the Agency's authority under 
EO 12333 or any regulations issued thereunder. 

In a telephone conversation on 28 June 2013, you agreed to narrow 
your request to allow us to process it more quickly and to avoid search fees, 
since we have already begun processing several requests for similar 
information. You agree to limit your request (as relates to the above three 
items) to formally issued guidance, omiting emails and omiting guidance that 
reiterates or includes excerpts from the formal guidance. In addition, you 
indicated that you still desire any separate legal opinions that interpret the 
standards or define the terms in item 3 above, to the extent that it is not 
included in the formal guidance. 

EXHIBIT 

I AEX3 
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FOIA Case: 70809 

Your request has been assigned Case Number 70809. This letter 
indicates that we have begun to process your request. There is certain 
information relating to this processing about which the FOIA and applicable 
Department of Defense (DoD) and NSA/CSS regulations require we inform 
you . For purposes of this request, you are considered an "all other'' 
requester. However, as we already indicated, the search is being conducted 
in response to other requests, so there will be no search fees assessed for this 
request. In addition, we do not plan to charge the duplication fees for the 
responsive material for any of the requesters. Therefore, we have not 
addressed your request for a waiver of fees. 

With this response, we enclose two documents (USSID 18 and 
NSA/CSS Policy 1-23, 81 pages in total) that were previously released under 
the FOIA. We are continuing our search for responsive materials and will 
contact you again as information becomes available. 

Correspondence related to your request should include the case 
number assigned to your request, which is included in the first paragraph 
of this letter. Your letter should be addressed to National Security Agency, 
FOIA Office (DJ4), 9800 Savage Road STE 6248, Ft. George G. Meade, MD 
20755-6248 or may be sent by facsimile to 443-479-3612. If sent by fax, it 
should be marked for the attention of the FOIA office. The telephone number 
of the FOIA office is 301-688-6527. 

Ends: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 
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DOCID: 4091715 
Phillips, Pamela 

From: 
Sent: 
To: 
Subject: 

Alexander Abdo (aabdo@aclu.org] 
Wednesday, August21, 201311 :04 PM 
Phillips, Pamela 
RE: NSA FOIA 70809 

Thank you so much, Pamela. 

We did in fact hear about the posting through a number of sources and have managed to download the 
documents from the website. 

Alex 

From: Phillips, Pamela [mailto:pnphill@nsa.gov] 
Sent: Wednesday, August 21, 2013 4:40 PM 
To: Alexander Abdo 
Cc: Phillips, Pamela 
Subject: NSA FOIA 70809 

Mr. Abdo, 

You may already be already aware, but my understanding is that the ODNI is going to post several documents this 
afternoon related to Section 702 were released today in a FOIA litigation case, some of which may also be responsive to 
your FOIA request to this agency for minimization procedures. They are to be posted to the ODNI website, and then 
later to the IContheRecord.tumblr.com website. We are continuing the processing of your request to this Agency and 
will respond further when documents are complete. 

Pamela 

Pamela N. Phillips 
Chief, FOIA/PA Office (DJ4) 
FOIA Public Liaison Officer 
National Security Agency 
(240) 373-1434 
pnphill@nsa.gov 
pnphill@nsa.smil.mil 

EXHIBIT 

I AEX Lf 
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ACLU NOV 1 8 2013 

AMERICAN CIVIL LIBERTIES UNION 

BY UPS 

NSA/CSS FOJAAppeal Authority (OJ4) 
National Security Agency 
9800 Savage Road, Suite 6248 
fl. George G. Meade, MD 20755-6248 

November 8, 2013 

RE: FREEDOM OF INFORMATION ACT APPEAL 

Dear Sir or Madam, 

The American Civil Liberties Union and the American Civil Liberties 
Union Foundation (together, the "ACLU") write to appeal from the 
constructive denial of their Freedom of lnfonnation Act request, submitted on 
May 13,2013, for documents relating to Executive Order 12,333,3 C.F.R. 
200 ( 198 1 Comp.) ("EO 12,333"). A copy of the request is attached here for 
reference. The ACLU received an acknowledgement of receipt dated July l , 
20 13 in a letter signed by Pamela N. Philips. The request was assigned the 
fo llowing identification number: 70809. 

Under the Freedom of Infonnation Act, detem1inations about whether 
an agency will produce documents must be made within 20 business days. See 
5 U.S.C. § 552(a)(6)(A)(i); 28 C.F.R. § l6.6(b). Where an agency cannot meet 
the statutory time limit due to unusual circumstances, the agency may extend 
the time limit by ten working days with written notice to the requester. 5. 
U.S.C. § 552(a)(6)(B). An agency denying a request in any respect must send 
the requester a signed letter including, among other things, a brief statement of 
the reasons for denial. 5 U.S.C. § 552(a)(6)(A)(i). 

Because the twenty-day statutory time has elapsed without a 
substantive response, the National Security Agency has constructively failed 
to meet its legal obligation to disclose the infonnation requested. By this 
appeal, we ask you to direct the timely disclosure of all records responsive to 
our request. 

EXHIBIT 

I AExs 
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We thank you for your consideration of th is appeal. Pursuant to 5 
U.S.C. § 552(a)(6)(A)(ii), we expect a response regarding this appeal within 
twenty days. I f you have any questions or concerns, please do not hesitate to 
contact me at the email address or telephone number indicated below. 

Sincerely, 

Alexander Abdo 
Staff Attorney 
National Security Project 
American Civil Liberties Union 
Phone: (2 12) 549-251 7 
Email: aabdo@aclu.org 
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BY USPS MAIL 

Attn: Cindy Blacker 
NSA FOIA Requester Service Center/DJ4 
9800 Savage Road, Suite 6248 
Ft. George G. Meade, MD 20744-6248 

May 13,2013 

RE: FREEDOM OF INFORMATION ACT REQUEST 

Dear Ms. Blacker, 

The American Civil Liberties Union and the American Civil Libert ies 
Union Foundation (together, the "ACLU") submit this request under the 
Freedom of Information Act ("FOIA"), 5 U.S.C. § 552, for access to 
documents relating to Executive Order 12,333, 3 C.F.R. 200 (1981 Comp.) 
("EO 12,333"). Specifically, we request the following records 1: 

1. Any records construing or interpreting the authority of the National 
Security Agency ("Agency") under Executive Order I 2,333 or any 
regulations issued thereunder; 

2. Any records describing the minimization procedures2 used by the 
Agency with regard to both intelligence collection and intelligence 
interception conducted pursuant to the Agency's authority under EO 
12,333 or any regulations issued thereunder; and 

3. Any reco rds describing the standards that must be satisfied for the 
"collection," ''acquisition," or " interception" of communications, as 
the Agency defines these terms, pursuant to the Agency's authority 
under EO 12,333 or any regulations issued thereunder. 

Records include but are not limited to electronic records, letters, correspondence, 
tape recordings, notes, data, memoranda, reports, email, computer source and object code, 
technical manuals, technical specifications, legal opinions, policy statements, and any other 
materials. 
2 Minimization procedures include but are not limited to rules, policies, or procedures 
addressing the collection, interception, handling, use, retention, and destruction of infonnation 
relating to U.S. persons that is acquired in the course of intelligence activities. 
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Request for a Fee Limitation and Public Interest Fee Waiver 

The ACLU requests a waiver of search and review fees because the 
requested records arc not sought for commercial use and because the ACLU is 
a "representative ofthe news media ." 5 U.S.C. § 552(a)(4)(A)(ii)(ll). 
Dissemination of information about actual or alleged government activity is a 
critical and substantial component of the ACLU's mission and work. The 
ACLU disseminates this information to educate the public and promote the 
protection of civil liberties. Its regular means of disseminating and 
editorializing information obtained through FOIA requests include: a paper 
newsletter distributed to approximately 450,000 people; a bi-weekly 
electronic newsletter distributed to approximately 300,000 subscribers; 
published reports, books, pamphlets, and fact sheets; a widely read blog; 
heavily visited websites, including an accountability microsite, 
http://www.aclu.org/accountability; and a video series. 

The ACLU therefore meets the statutory definition of a "representative 
of the news media" as an "entity that gathers information of potential interest 
to a segment of the public, uses its editorial skills to turn the raw materials 
into a distinct work, and distributes that work to an aud ience." 5 U.S.C. § 
552(a)(4)(A)(ii); see also Nat '/ Sec. Archive v. Dep ~ ofDef, 880 F.2d 1381, 
1387 (D.C. Cir. 1989); cf Am. Civil Liberties Union v. Dep 't of.Justice, 321 F. 
Supp. 2d 24, 29 n.5 (D.D.C. 2004) (finding non-profit public interest group to 
be '"primarily engaged in disseminating information"'). Indeed, the ACLU 
recently was held to be a "representat ive of the news media." Serv. Women s 
Action Network v. Dep 't of Defense, 888 F. Supp. 2d 282, 287-88 (D. Conn. 
20 12); see also Am. Civil Liberties Union of Wash. v. Dep ~ of.Justice, No. 
C09-0642RSL, 20 II WL 887731, at *I 0 (W.O. Wash. Mar. I 0, 20 II) (finding 
ACLU of Washington to be a "representative of the news media"), 
reconsidered in part on other grounds, 20 ll WL 1900140 (W.O. Wash. May 
19, 2011). 

The ACLU also requests a waiver of all search, review, or duplication 
fees on the ground that disclosure of the requested information is in the public 
interest because: (I) it "is likely to contribute significantly to public 
understanding of the operations or activities of the government," and (2) it " is 
not primarily in the commercial interest of the requester." 5 U.S.C. § 
552(a)(4)(A)(iii). This request clearly satisfies these criteria. 

First, the requested material concerns "the operations or activities" of 
the Agency. E.O. 12,333 is "intended to enhance human and technical 
collection techniques, especially those undertaken abroad, and the acquisition 
of significant foreign intelligence, as well as the detection and countering of 
international terrorist activities and espionage conducted by foreign powers." 
EO 12,333 § 2.2. It authorizes the intelligence community, including the 
Agency, to collect intelligence, and it sets forth certain limitations on 
intelligence-gathering activities relevant to civil liberties. In its brief in a 
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recent case before the Supreme Court of the United States, the Government 
emphasized its authority to conduct surveillance of Americans' foreign 
contacts abroad under Executive Order No. 12,333, without confonning to 
various statutory restrictions. Brief for Petitioners, Clapper v. Amnesty Int 'l 
USA , No. 11-1025,2012 WL 3090949, at *45 (U.S. 2012). How the 
Government actually does this, and whether it appropriately accommodates 
the constitutional rights of American citizens and residents whose 
communications are intercepted in the course of that surveillance, are matters 
of great significance. 

Moreover, the requested materials will "contribute significantly to the 
public understanding" of the Agency's operations or activities. 5 U.S.C. § 
552(a)(4)(A)(iii). Though the subject of foreign-intelligence collection is a 
matter of great public interest and concern, little information on how the 
American intelligence community construes the authority conferred by EO 
12,333 and its implementing regulations is currently publicly available. 

For example, in the Clapper brief described above, the government 
makes no argument beyond a handful of one-sentence assertions of its 
authority under EO 12,333. See Brief for Petitioners, Clapper v. Amnesty Int 'I 
USA, No. Il-l 025, 2012 WL 3090949 at *4, *33, *41, *45. Likewise, the 
publicly available administrative agency materials typically do little more 
than restate EO 12,333 's limits on the intelligence community in slightly 
different ways or provide predictable definitions for terms left undefined in 
the executive order. See, e.g., Dep't of Def., DOD 5240 1-R, Procedures 
Go vernin}? the Activities l?( DOD Intelligence Components that A.Oect United 
Srates Persons § C2.3 .12 (Dec. 1982); Nat' I Sec. Agency, United Stales 
Signals fnlel!igence Directive 18 (Ju ly 1993); Army Regulation 381-10, U.S. 
Army Intelligence Procedures ~ 2-2(1) (2007). Judicial treatments of EO 
12,333 contribute equally little to the public understanding of the limits of 
intelligence-gathering powers under EO 12,333. See, e.g., Uniled Stales v. 
Marzook, 435 F. Supp. 2d 778 (N.D. Ill. 2006); United Stales v. Poindexter, 
727 F. Supp. 1470 (D.D.C. 1989); United Presbyterian Church in 1he U.S.A. 
v. Reagan, 738 F.2d 1375 (D.C. Cir. 1984). 

For these reasons, we respectfully request that all fees related to the 
search, review, and duplication of the requested records be waived. If the 
search and review fees will not be waived, we ask that you contact us at the 
email address listed below should the estimated fees resulting from this 
request exceed $100. 

*** 

We request that responsive electronic records be provided 
electronically in their native file format, if possible. See 5 U.S.C. 
§ 552(a)(3)(B). Alternatively, we request that the records be provided 
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electronically in a text-searchable, static-image format (PDF), in the best 
image quality in the agency's possession, and in separate, Bates-stamped files. 

We also request that you provide an estimated date on which you will 
finish processing this request. See 5 U.S.C. § 552(a)(7)(B). 

If this FOIA request is denied in whole or in part, please provide the 
reasons for the denial, pursuant to 5 U.S.C. § 552(a)(6)(A)(i). In addition, 
please release all segregable portions of otherwise exempt material in 
accordance with 5 U.S.C. § 552(b). Furthermore, if any documents responsive 
to this request are classified, please identify those documents, including a date 
and document number where possible, so we may begin the process of 
requesting a Mandatory Declassification Review under the terms of Executive 
Order 13,526 (20 I 0). 

Thank you for your consideration of this request. If you have any 
questions or concerns, please do not hesitate to contact us at the email address 
listed below. Pursuant to 5 U.S.C. § 552(a)(6)(A)(i), we expect a response 
regarding this request within the twenty working-day statutory time limit. 

Sincerely, 

Alexander Abdo 
Staff Attorney 
National Security Project 
American Civil Liberties Union 

Phone: (212) 549-2517 
Email: aabdo@aclu.org 
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DOCID: 4091291 
Phillips. Pamela 

From: 
Sent: 
To: 
Cc: 
Subject: 

Mr. Abdo, 

Phillips, Pamela 
Monday, November 18, 2013 4:00PM 
'aabdo@aclu .org' 
Phillips, Pamela 
NSA FOIA Release of USSID SP0018 for 70809 (ACLU) 

Attached is a follow-up response to your FOIA request 70809 and the updated version of USSID SPOOlS (and 
Annex J). The ODNI is making another release of additional documents (nearly 2000 pages) relating to collection under 
Section SOl later today. You will be able to find it at www.dni.gov, as well as the DNI's public website 
IContheRecord.tumblr.com. Once you've had the opportunity to look through it, please let us know whether that 
material satisfies your FOIA request, or whether you require additional information from us. We will also send you the 
hard copy of your response and the documents unless you indicate that this email is sufficient. 

Abdo 70809.pdf USSID SP0018.pdf USSID SPOOlS 
Annex J.pdf 

Respectfully, 
Pamela 

Pamela N. Phillips 
Chief. FOIAIPA Office (DJ4) 
FOIA Public Liaison Officer 
National Security Agency 
(240) 373-1434 
pnphill@nsa.gov 
pnphill@nsa.smil.mil 

EXHIBIT 

1 I 4-t?xt; 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

American Civil Liberties Union 
ATIN: Mr. Alexander Abdo 
National Office 
125 Broad Street, 18th Fl. 
New York, NY 10004-2400 

Dear Mr. Abdo: 

FOIA Case: 70809A 
18 November 2013 

This further responds to your Freedom of Information Act (FOIA) request 
dated 13 May 2013 for access to documents relating to Executive Order (EO) 
12333, 3 C.F.R. 200, specifically the following records: 

1. Any records construing or interpreting the authority of the National 
Security Agency ("Agency") under EO 12333 or any regulations issues 
thereunder; 

2. Any records describing the minimization procedures used by the 
Agency with regard to both intelligence collection and intelligence 
interception conducted pursuant to the Agency's authority under EO 
12333 or any regulations ussued thereunder; and 

3. Any records describing the standards that must be satisfied for the 
"collection," "acquisition," or "interception" of communications, as the 
Agency defines these terms, pursuant to the Agency's authority under 
EO 12333 or any regulations issued thereunder. 

You agreed to narrow your request (as relates to the above three items) to 
formally issued guidance, omitting emails and omitting guidance that reiterates 
or includes excerpts from the formal guidance. In addition, you indicated that 
you still desire any separate legal opinions that interpret the standards or 
define the terms in item 3 above, to the extent that it is not included in the 
formal guidance. 

Two additional documents responsive to your request (USSID SP0018 
and Annex J) have been processed under the FOIA and are enclosed. Certain 
information, however, has been deleted from the enclosures. 

EXHIBIT 

I AfX1-
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FOIA Case: 70809A 

Some of the information deleted from the documents was found to be 
currently and properly classified in accordance with Executive Order 13526. 
This information meets the criteria for classification as set forth in 
Subparagraphs (c) and/or (d) of Section 1.4 and remains classified SECRET as 
provided in Section 1.2 of the Executive Order. The information is classified 
because its disclosure could reasonably be expected to cause serious damage 
to the n ational security. Because the information is currently and properly 
classified, it is exempt from disclosure pursuant to the first exemption of the 
FOIA (5 U.S.C. Section 552(b)(1)). 

In addition, this Agency is authorized by various statutes to protect 
certain information concerning its activities. We have d etermined that such 
information exists in these documents. Accordingly, those portions are exempt 
from disclosure pursuant to th e third exemption of the FOIA which provides for 
the withholding of information specifically protected from disclosure by statute. 
The specific statutes applicable in this case are Title 18 U.S. Code 798; Title 50 
U.S. Code 3024(i) (formerly Title 50 U.S. Code 403-l(i)); and Section 6, Public 
Law 86-36 (50 U.S. Code 3605, formerly 50 U.S. Code 402 note). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J . Sherman. Since these deletions may be 
construed as a partial denial of your request, you are hereby advised of this 
Agency's appeal procedures. Any person denied access to information may file 
an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The 
appeal must be postmarked no later than 60 calendar days from the date of the 
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS 
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE 
6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the 
initial denial of access and shall contain, in sufficient detail and particularity, 
the grounds upon which the requester believes release of the information is 
required. The NSA/CSS Appeal Authority will endeavor to respond to the 
appeal within 20 working days after receipt, absent any unusual 
circumstances. 

The State Departm ent has also asked that we protect information 
pursuant to 5 U.S.C. 552(b)(l). We will coordinate any appeal of the denial of 
that information with the State Department. 

Review of additional documents responsive to your request continues; 
they will be provided to you as they are completed. In addition, documents 
related to NSA collection activities and procedures continue to be released in 
litigation on behalf of the Intelligence Community (I C) by the Office of the 
Director of National Intelligence (ODNI). You will find those documents posted 
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on the ODNI web page, as well as on ICon the Record 
(IContheRecord.tumblr.com). 

Ends: 
ajs 

Sincerely, 

~~·,;:. 
\l_~/o 

PAMELA N. PHILLIPS 
Chief 

FOIA/PA Office 
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NATIONAL. SEC URITY AGENCY 
FORT OEORG8 Q . MEADE, MARYLAND 207!51!5-aOOO 

American Civil Liberties Union 
An"N: Mr. Alexander Abdo 
National Office 
I 25 Broad Street, 18111 Fl. 
New York. NY 10004-2400 

Dear Mr. Abdo; 

Case No: 70809 / Appeal No: 3866 
22 November 201 3 

This acknowledges receipt of your correspondence, dated S November 2013, appealing the National 
Security Agency's {NSA's) denial of your f reedom oflnformation Act (FOIA) request of I 3 May 2013 for 
access to documents relating to Executive Order (EO) 12333, specif!C8lly the following records: 

I . Any records construing or interpreting the authority of the National Security Agency 
('"Agency") under EO 12333 or any regulations issues thereunder, 

2. Any records describing the minimization procedures used by the Agency with regard to both 
intelligence collection and intelligence interception conducted pursuant to tho Agency' s authority 
under EO 12333 or any regulations ussucd thereunder; and 

J . Any records des,.ribing the standards that must be satisfied for the "collection," "acquisition,~ 
or "intercepti.on" of communications, as the Agency defines these te.rms, pursuant t.o the Agency's 
authority under EO 12333 or any regulations issued thereunder. 

Your appeal was received by the NSA Office of Associate General Counsel (Litigation) on 
19 November 2013 and bas been assigned Appeal Number 3ll66. 

Please be advised that appeals are processed in the order in which they are received, on a first· in. 
first-out basis. At this time, there are a large number of appeals ahead of yours in our queue. We will begin 
to process your appeal and will respond lo you again as soon as we are able. We appreciate your 
understanding in this matter. 

Correspondence related to your request should include the case an.d appeal numbers assigned to your 
request and be addressed to the National Security Agency, Office of AssociJitc General Counsel (Litigation), 
FOI.NI'A Appeals, 9800 Savage Road, Suite 6278, Ptlrt George G. Meade, MD 20755-6278; or it may be 
sent via facsimile to 44J-479·llll. If sent by fax, it should be marked fur the attention of"FOIA Appeals." 
for inquiries regarding the stlltus of your appeal, please contact this office via email at 
FOIA /\ppeal_Stlltus@nsa.gov. 

Sincerely, 

Brian C. 
fOiA/PA Appeals Program Manager 

Office of AsS<!Citlt.e General Counsel (Utiglltion) 

EXHIBIT 

I AEX 3 
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NSNCSS FOIA Appeal Authority (DJ4) 
National Security Agency 
9800 Savage Road STE 6248 
Ft. George G. M~~qe, MD 20755-6248 

January 9, 2014 

RE: FREEDOM QF INFORMATION ACT APPEAL 
FOIA REQUEST N~. 70809 

Dear Sir or Madam: 

The American Civil Liberties Union and American Civil Liberties Union 
Foundation (coll~~~ively, "ACLU") write to appeal from the response of the 
Nl:l1i<;>nal Security Agency/Central Security Service ("NSA") to FOIA request 
number 70809, attached hereto as Exhi\>it A. In that request, the ACLU seeks the 
following recor!is: 

1. Any·records construing or interpreting the authority of the National 
Security Agency ("Agency") under Executive Order 12,333 ("EO 
12,333") or any regulations issued thereunder; 

2. Any records describing the minimization procedures used by the 
Agency with regard to both intelligence collection and intelligence 
interception conqucted pursuant to the Agency's authority under 
EO 12,333 or any regulations issued thereunder; and 

3. Any records describing the standards that must be satisfied for the 
.. collection," '1acquisition," or "interception" of communiCations, 
as the Agency defines these terms, pursuant to the Agency's 
authority under EO 12,333 or any regulations issued thereunder. 

By letter dated July 1, 2013, attached hereto as Exhibit B, Pamela Phillips, 
Chief of the FOIA/PA Offi9e ~nclosed two documents responsive to the request, 
specifically USSID 18 (dated J~ly 27, 1993) and NSA/CSS Policy 1-23 (dated 
Mar. II, 2004). Those documents had previously been released to the public 

·under the FOJA and were produced to the ACLU with extensive redactions, each 
of which was annotat~d with one or more of the following asse~ed grounds for 
withholding: FQIA Exemption 1, FOIA Exemption 3 and three particular 
withholding statutes, 50 U.S.C. § 403, 18 U.S.C. § 798, and Pub. L. No. 86-36. 

EXHIBIT 

I AEXq 
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The letter indicated that searches for records responsive to the ACLU's request 
were ongoing. The letter did not indicate that is was a final dec.ision, and did not 
indicate that it was subject to appeal. 

In a second letter, dated November 18, 2013, and attached hereto as 
Exhibit C, Ms. Phillips produced two additional documents responsive to the 
request, specifically USSID SP0018 (dated Jan. 25, 2011), and Annex J (dated 
Apr. 24, 1986). These documents were also produced with extensive redactions 
pursuant to the FOIA Exemption I and 3, and the following specific withholding 
statutes: 50 U.S.C. § 3024(i), 18 U.S.C. § 798, and Pub. L. No. 86-36 § 6. The 
letter indicated that some of the Exemption 1 redactions had been made pursuant 
to a request from the Department of State. 

The November 18 letter further indicated that the NSA continued to 
review additional records ·responsive to the ACLU's request, but provided no 
timeline for issuance of a complete response to the request. The letter indicated 
that the redactions "may be construed as a partial denial of(the ACLU's) 
request," and advised the ACLU of the NSA's appeal procedures. 

This .Jetter therefore timely appeals the NSA' s decision to redact 
information from the four documents released to date. 1 FOIA enacts into law a 
strong policy favoring disclosure of agency records. Records may be withheld 
only if the agency can demonstrate that certain records, or portions thereof, come 
within one or mote narrowly construed exemptions. See Mead Data Cent. , Inc. v. 
U.S. Dep't of Air Force, 566 F.2d 242, 259 (D.C. Cir. 1977) ("The exemptions 
from the mandatory disclosure requirement of the FOIA are both narrowly drafted 
and narrowly construed in order to counterbalance the self-protective instincts of 
the bureaucracy which, like any organization, would prefer to operate under the 
relatively comforting gaze of only its own members rather than the more 
revealing "sunlight" of public scrutiny."). 

Here, the NSA has failed to adequately justify any of the redactions from 
the four documents in question, pffering only the conclusory assertion that various 
asserted groUnds for withholding apply to the redactions. The NSA has not 

1 The ACLU filed suit against the NSA on December 30, 2013, with respect to 
the FOIA request at issue in this appeal. See ACLUv. NSA, No. 13-cv-9198 
(S.D.N.Y. tiled Dec. 30, 2013). That lawsuit challenges the NSA's failure to 
timely produce all responsive records, and its failure to adjudicate and grant the 
ACLU's request for a waiver and limitation of fees. To the extent that the NSA's 
decision to redact the four documents released to date constitute agency decisions 
subject to administrative appeal, the ACLU :files this appeal in order to exhaust 
administrative remedies on that issue. In the event that this administrative appeal 
is unsuccessful, or is not timely decided, the ACLU may take steps necessary to 
obtain judicial review of the lawfulness of the NSA's redactions in the four 
documents at issue. 

2 
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provided any "detailed" or "specific" justifications for why any of the withheld 
information properiy comes within an exemption, as it is required to do. See 
generally Vaughn v. Rosen, 484 F.2d 820 (1973) ("[C)ourts will simply no longer 
accept conclusory and generalized allegations of exemptions."); Mead Data 
Central, Inc. v. US. Dep 't of the Air Force, 566 F.2d 242, 251 (D.C. Cir. 1977) 
("(T]he objective of the Vaughn requirements, to permit the requesting party to 
present its case effectively, is equally applicable to proceedings within the 
a~ency.''). 

Each of the grounds for withholding asserted by the NSA- FOIA 
Exemption 1 and various withholding statutes under FOlA Exemption 3-require 
the agency tQ demonstrate that the information redacted meets particular criteria. 
Thus, for instance, in order to withhold information pursuant to Exemption 1, the 
NSA must demonstrate that each item of redacted information is properly 
classified pursuant to Executive Order 13,526, which requires that information (1) 
is classified by an original classification authority, (2) is owned, produced, or 
controlled by the U.S. government, (3) pertains to one or more of eight 
classifiable subject matters specified in section 1.4 of the executive order, and ( 4) 
that unauthorized disclosure reasonably could be expected to result in damage to 
national security. Exec. Order No. 13,526 (Dec. 29, 2009). The NSA has not 
attempted to explc;tin why any of these four requirements are met with respect to 
any of the many redactions in the four documents at issue. Instead, the NSA's 
letter simply recites the requirements of the Executive Order and asserts that they 
have been met. See Exhibit B. This is plainly inadequate and does not suffice to 
overcome FOIA's strong presumption in favor of disclosure. 

The NSA has similarly failed to justify its invocation of the various 
withholding statutes it relies on under Exemption 3. For instance, 50 U.S.C. 
§ 3024(i) (and its predecessor, 50 U.S.C. § 403-1), covers only "intelligence 
sources and metho9s," yet the NSA has provided no description or other 
explanation of the withheld information to indicate that the redacted information 
would, if disclosed, reveal any intelligence source or method. 

In addition, the NSA may not redact information from the documents that 
it has elsewhere disclosed to the public through official channels. See Hudson 
River Sloop Clearwater, Inc. v. Dep 't of the Navy, 891 F .2d 414, 421 (2d Cir. 
1989): Moreover, where information has come into the public domain, whether 
through official channels or otherwise, agencies seeking to withhold that 
information bear a heightened burden to justify redactions because they must 
demonstrate that disclosure would somehow cause harm to national security even 
though the information has already become public. See Washington Post v. US. 
Dep 'I of Defense, 766 F. Supp. 1, 9- 11 (D.D.C. 1991). 
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In recent months, the NSA has oflicially disclosed a significant amount of 
information about its intelligence activities.2 Moreover, the press has reported on 
many other aspects of the NSA's activities, and those reports have been addressed 
by various government officials, including those at the NSA.3 The NSA's letters 
accompanying the redacted documents in question fai l to provide any indication 
that information redacted from those documents has not elsewhere been officially 
acknowledged. Nor do the letters provide any justification for withholding 
information in light of the extensive iriJonnatiori iiow in the public record. 

Because the NSA has failed to justify any of its redactions, we ask that the 
documents in question be released without redactions, or else that the ACLU be 
provided with an adequate justification for any remaining redactions. ln 
accordance with the FOIA, we expect a response within 20 working days. Please 
send any correspondence to the address indicated below. 

Sincerely, 

e oLJ, 
Alexander Abdo 
Staff Attorney 
American Civil Liberties Union 
Foundation 
125 Broad Street, 18th Floor 
New York, NY I 0004 
Tel: (212) 549-2517 
Fax: (212) 549-2629 
Email: aabdo@aclu.org 

2 See, e.g., Office of Director ofNat' l Intelligence, ICon the Record, 
icontherecord.tumblr.com; 60 Minutes: Inside the NSA (CBS News broadcast 
Dec. 16, 20 13). 

3 See generally, Time/ine of Edward Snowden Revelations, AI Jazeera America 
(last visited Jan. 7, 2014) (compiling and providing links to press reports since 
June 2013 regarding the NSA's activities), 
http://america.aljazeera.com/articles/multimedia/timeline-edward-snowden­
revelatiohs.html. 
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NATIONAL SECURITY AGENCY 
FORT GEORGE G . MEADE, MARYLAND 20755-6000 

Case No: 70809/ Appeal No: 3897 
24 January 2014 

American Civil Liberties Union 
ATTN: Mr. Alexander Abdo 
National Office 
125 Broad Street, 18th Fl. 
New York, NY 10004-2400 

Dear Mr. Abdo: 

This acknowledges receipt of your correspondence, dated 9 January 2014, appealing the National 
Security Agency's (NSA's) withholdings in four docwnents that were provided to you in response to your 
Freedom oflnfonnation Act (FOJA) request of 13 May 2013 for access to documents relating to Executive 
Order (EO) l 2333, specificaUy the following records: 

1. Any records construing or interpreting the authority of the National Security Agency 
("Agency") under EO 12333 or any regulations issues thereunder; 

2. Any records describing the minimization procedures used by the Agency with regard to both 
intelligence collection and intelligence interception conducted pursuant to the Agency's authority 
under EO 12333 or any regulations ussued thereunder; and 

3. Any records describing the standards that must be satisfied for the "collection," "acquisition," 
or "interception" of communications, as the Agency defines these tenus, pursuant to lhe Agency's 
authority under EO 12333 or any regulations issued thereunder. 

Your appeal was received by the NSA Office of Associate Genera] Counsel (Litigation) on 
17 January 2014 and has been assigned Appeal Number 3897. 

Please be advised that appeals are processed in the order in which they are received, on a first-in. 
first-out basis. At this time, there are a large number of appea1s ahead of yours in our queue. We will begin 
to process your appeal and will respond to you again as soon as we are able. We appreciate your 
understanding in this matter. 

Correspondence related to your request should include the case and appeal nwnbers assigned to your 
request and be addressed to the National Security Agency, Office of Associate General Counsel (Litigation). 
FOWPA Appeals, 9800 Savage Road, Suite 6278, Fort George G. Meade, MD 20755-6278; or it may be 
sent via facsimile to 443-4 79-1111. If sent by fax, it should be marked for the attention of "FOJA Appeals." 
For inqujries regarding the status of your appeal, please contact this office via email at 
FOIA _Appeal_ Status@nsa.gov. 

Sincerely, 

Brian C. 
FOIAIP A Appeals Program Manager 

Office of Associate General Counsel (Lit igation) 

EXHIBIT 

I A EX tO 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

ATIN ALEXANDER ABDO 
AMERICAN CIVIL LIBERTIES UNION 
NATIONAL OFFICE 
125 BROAD ST 18TH FL 
NEW YORK NY 10004-2400 

Dear Mr. Abdo: 

FOIA Case: 70809B 
1 May 2014 

This is our final response to your Freedom of Information Act (FOIA) 
request of 13 May 2013, which was received by this office on 30 May 2013, for 
access to documents relating to Executive Order 12333, 3 C.F.R. 200, 
specifically the following records: 

1. Any records construing or interpreting the authority of the National 
Security Agency ("Agency") under Executive 12333 or any regulations 
issued thereunder; 

2. Any records describing the minimization procedures used by the 
Agency with regard to both intelligence collection and intelligence 
interception conducted pursuant to the Agency's authority under EO 
12333 or any regulations issued thereunder; and 

3. Any records describing the standards that must be satisfied for the 
"collection," "acquisition," or "interception" of communications, as the 
Agency defines these terms, pursuant to the Agency's authority under 
EO 12333 or any regulations issued thereunder. 

A copy of your request is enclosed. Per a phone conversation on 
28 J une 2013, you agreed to narrow your request to formally issued guidance. 
Your request has been processed under the FOIA, and a search of our records 
identified several items that are responsive to your request. 

In our initial written response to you, dated 1 July 2013, we provided a 
copy of two documents that had been previously released, USSID 18 and 
NSA/ CSS Policy 1-23, and informed you that we were continuing to work on 
your request. We notified you via email on 2 1 August 2013 of the impending 

EXHIBIT 

I 4tx 11 
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ODNI release of documents to the ODNI website and later to the 
"IContheRecord" Tumblr website, indicating that some of the documents may 
be responsive to your request. You responded on 21 August 2013 that you 
were aware of the posting and had downloaded documents from the website. 
In our next written response to you, dated 18 November 2013, we provided a 
copy of USSID SP0018 and USSID SP0018 Annex J. Also on 
18 November 2013, we sent you an email with these two flles a ttached, and 
informed you of another impending ODNI document release of nearly 2000 
pages, and asked you to inform us whether that material satisfied your 
request. We did not receive a response, and we continued to process your 
request. 

We have completed our review, and determined that all but one 
document responsive to this request has been released by the ODNI. These 
documents can be found at wv.r\v.iconthcrccord .tmblr.com. The fmal document 
is enclosed. Certain information, however, has been deleted from the 
enclosure. 

Some of the information deleted from the document was found to be 
currently and properly classified in accordance with Executive Order 13526. 
This information meets the criteria for classification as set forth in 
Subparagraph (c) of Section 1.4 and remains classified TOP SECRET as 
provided in Section 1.2 of the Executive Order. The information is classified 
because its disclosure could reasonably be expected to cause exceptionally 
grave damage to the national security. Because the information is currently 
and properly classified, it is exempt from disclosure pursuant to the first 
exemption of the FOIA {5 U.S.C. Section 552{b)(1)). 

In addition, this Agency is authorized by various statutes to protect 
certain information concerning its activities. We have determined that such 
information exists in this document. Accordingly, those portions are exempt 
from disclosure pursuant to the third exemption of the FOIA which provides for 
·the withholding of information specifically protected from disclosure by statute. 
The specific statutes applicable in this case are Title 18 U.S. Code 798; 
Title 50 U.S. Code 3024(i); and Section 6, Public Law 86-36 (50 U.S. Code 
3605). 

The Initial Denial Authority for NSA information is the Associate Director 
for Policy and Records, David J. Sherman. Since these deletions may be 
construed as a partial denial of your request, you are hereby advised of this 
Agency's appeal procedures. Any person denied access to information may file 
an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The 
appeal must be postmarked no later than 60 calendar days from the date of the 
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS 
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FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE 
6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the 
initial denial of access and shall contain, in sufficient detail and particularity, 
the grounds upon which the requester believes release of the information is 
required. The NSA/CSS Appeal Authority will endeavor to respond to the 
appeal within 20 working days after receipt, absent any unusual 
circumstances. 

Ends: 
ajs 

Sincerely, 

PAMELA N. PHILLIPS 
Chief 

FOIA/ PA Office 
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UN ITED TATE DISTRICT COl'RT 
SOUTHF.RN 01 TRTCT OF NEW YORK 
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DOCUMENT 
ELECTRONICALLY FILED 

AMLRICAl\' CIVIL LIAERTIE UN!O ·.and 
A 1ERICA~ CIVIL LIBERTII:S UNION 
rOLNDAriON. 

DOC #: ___ --r-r--:----
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NATIONAL SECURITY AGENCY. 
CI:.NTRAL INTELLIGbNCE AGENCY, 
DEPARTMENT Of DEFEN E. 
DEPARTME T OF JUSTICE. and 
DEPARTMENTOF TATE. 

Defendants. 

13 ('i\. 9198 (A r) 

STIPULATION AND ORDER REGARDING DOCUI\1IENT EARCH ES 

WI IEREAS, on May 13. 2013, Plamtlll's the American Civi l Liberties Union anJ the 

American Civil Liberties Union Foundation {collecti\CI). ··Plaintiffs'') made requests {the 

"Requests'') pursuant to the Freedom of lnfom1ation Act ("FO IA ") to various government 

agencies. includtng, as relcHmt here. the National ecurit) Agenc) ("'lSi\''), the Central 

Intelligence Agency ('"CIA"), the Defense lmelligcncc Agenc) ("J)JA'') , the D-.:p3rtment of 

Justice's Oftice of Legal Counsel ("OLC .. ). the Departmt:nt of Ju:.ticc ·& National Sccurit) 

Division ('"NSD"). the J.ederal Bureau of Investigation ("FBI"} and the Depat1mcnl of State: 

("State'') (collectively, tht: '·Agencies'') relating to the Agencies· respective authorities pursuant 

to Executive Order ("EO'") 12.333. and activities umlenal-.cn pursuantt1.1 those authorities: 

WJ ICREAS. over the course of' the admtnistratave processing of Plaintiff's' rOIA 

requests. Plaintiffs came to agreement'> with I;)A and OLC regarding the scope of searches that 

EXHIBIT 
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these agencit!s \.\Ould perform in full resolution of the relevant Rcqucst5. and these agencies 

thcrcaf'ler began searching for and processing documents ba,ed on these agreements: 

WHCRLA . on December 30. 2013, Plamtiffs filed a complaint in the instant action 

against t11e NSA. CIA. the Department of Defense (''DoD"). the Department of .Justice (''DOJ"). 

and State (collecti\.ely. the "Defendants ... and together" ith Plaintiffs. the "Parties") seeking 

judicial assistance in securing the Agencies· responses to their Requests: 

WHERI:.AS. on February 18, 201~. Plaintiffs filed an amended complaint in this action: 

WIII:.RFAS. on March 3. 2014, Defendants ansv.ered the amended complaint: 

AND WHEREAS, the Parties have engaged in discussions in an attempt to reach 

agreement on the scope of searches that the Agencies will undertake in responc:c to the Requests. 

~OW. THEREFORE. it is hcrcb} STIPULATED and AGREED between the Parties as 

follov.s. 

I. The searches the Agencies agree to undertake that arc described herein arc 

deemed to fulfi llm full the Agenc1es' search obltgations under tht: respective Requests 

2. OLC ..,., iII continue to search for and process only those documents encompassed 

b~ the agreement it reached with Plaintifls during the administrative processing of the relevant 

Request. 

3. NS/\, CIA. Dlt\. FBI. and State will search for and proce:>s only the following 

categones of documents. 

a. Any formal regulations or pohcics relating to that Agency'~ authority under 

C:O 12,333 to unJenakc ·•[lectronic . urvcillance" (as that term is defined in 

EO 12.333) that implicates "United Sta tes Persons" (as that term is de tined in 

EO 12,333). includmg regulations or pt,licic relating to that 1\gency·s 
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acquisition. retenuon, dissemination. or use of information or communications 

to. from. or about United States Per:.ons under such authority. ' 

b. An} document that officially authorizes or modifies under EO 12.333 that 

Agency's use of specific programs. techniques, or types of l:lectron1c 

Surveillance that implicate United tate:. Persons, or documents that adopt or 

modify official rules or procedures for the Agency's acquisition. retention. 

disscm ination, or usc of in fonnation or communications to. li-om. or about 

United States persons under such authority generally or in the context of 

particular programs. techniques. or t) pes of Electronic Surveillance. 

c. Any t<.1rmallegal opinions addressing that Agency's authority under EO 

12,333 to unde11akc specific programs. techniques. or types of Electronic 

Surveillance that implicates United States Persons. including fonnal legal 

opinions relating to that Agency ·s acquisition. n:tention. dissemination. or use 

llf infom1ation or communications to. from. or about United States Persons 

under such authority generally or in the comext of particular programs. 

techniques, or types of Electronic SurYeillance. 

d. Any formal training matcnals or reference materials (such as handbooks. 

presentations. or manuals) that expound on or explain hov. that Agenc) 

implements its authorit) under EO 12.J31to undertake Electronic 

Surveillance that implic:ncs United States Persons. including its acqui<>ition. 

1 For purposes of this Stipul ation, surveillance that "implicates·· United States Persons means 
surveillance that is reasonably believed to involve the interception. acquisition. scann ing. or 
collection of information or communications to. from. or about a United States Person or persons 
e\ en if Lhe target of such surveill::mce is not n United <>tare'> Pcr'lon . 

... 
' 
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retention. dissemination. or use of mfom1ation or communications to, from. or 

about United States Persons under such authority. 

e. An) formal reports relating to Electronic urveillance under EO 12.333 

implicating United States Persons. one ot whose sections or subsections is 

devoted to (I) the Agency" s compliance. in undertaking such survei I lance. 

""ith EO 12,333. its implementing regulations. the Foreign Intelligence 

Survei llance Act, or the Founh Amendment ; or (2) the Agency's interception. 

acquisi tion. scnnning. or collection of the communications of United States 

Persons, whether '·incidental" or otherwise. in undertaking such surveillance: 

and that arc or v..ere: 

1. Aud1ored by the Agency"s mspecwr general or the functional 

equivalent thereof: 

ii. Submitted by the Agcnc) to Congress. the Office of the Director of 

National Intelligence. the Attorney General. or the Deputy Attomc} 

General; or 

tt t. Maintained by the ofticc of the Agency's director or head. 

4 NSD will search lor and process all documenrs responsive to the original FOIA 

Request submitted to it by Plaintiffs 

5. If. in the course of searching for the record'\ described in Paragraphs 3 or 4. an 

Agency discovers responsive records of other Agencies. it shall refer those documents to the 

originating Agency for processing. 

6 With respect to the categories of documents described in Paragr;~ph 3(b) ami 

3(e)(ii) abov~:. CIA wi ll search lor such materials onl) in the oflices of the Director. Deputy 
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D1rector, and Executi\ e Director of the Cl <\,as well as materials maintained at the directorate 

level. With respect to the catl.'gories of documents described in Paragraph 3(c) above. CIA wi ll 

search for such materials on I) in the part icular divis1011 of CIA ·s Ortice of General Counsel that 

is responsible for providing legal ad' ice on complex or no' t:l questions (the "CIA OGC 

Division"). With respect to the categories of documents described in Paragraph J(d) above. CIA 

will search for such materials created b) theLIA OGC Division or created or maintained at the 

directorate le,·el. 

7. Date limitations. 

a. Paragraphs 3(a)-(c). With respect to the categories of documents described in 

Paragraphs 3(a)-(c) above. each Agenc) will search for and process on I) 

documents that are currently in use or effect. or that were created or modi fied 

on or after September I I, 200 I 

b. Paragraph 3(d). With respect to the categories of documents described in 

Paragraph 3(d) above. each Agency will search lor and process only 

documents that are cun·ently in use or effect 

c. Paragraph 3(e) With rc~pect to the categories of documents descnbcd Ill 

Paragraph J(e) above. each Agenc) will in itially search for and process only 

documents created or modified on or after September 11, 2001: after the 

completion orthe Agency's production or these documents. the panies agree 

tO continue their discussions regarding whether scart hcs lor dowmems 

created before September 11. 2001 wil l be undertaken, including whether 

conducting such sean:hcs would be undul> burdensome to the Agencies. 

5 

Case 1:13-cv-09198-AT   Document 64-13   Filed 02/26/16   Page 5 of 7



Case 1:13-cv-09198-AT Document 30 Filed 05/09/14 Page 6 of 7 

8. Nothing in this Stipulation and Order, including the fact of its entry, should be 

taken as a concession by Defendants that Plaintiffs have "substantially prevailed" in this action 

in whole or in part, as that term is used in 5 U.S. C.§ 552(a)(4)(E). 

Dated: New York, New York 
May9,2014 

Dated: New Haven. Connecticut 
May9, 2014 

By: 

By: 
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P tri oroey 
AlexAbdo 
125 Broad Street, 18th Fl 
New York, NY 10005 
Phone: (212) 549-2500 
Fax: (212) 549-2654 
Email: ptoomey@aclu.org 

MEDIA FREEDOM AND INFORMATION 
A SSCLINIC 

D d . Scb 
Jonathan M. Manes 
P.O. Box. 208215 
New Haven, Cf 06520 
(212) 850-6103 

Counsel for Plaintiffs 
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Dated: New York, New York 
May 9, 2014 

SO ORDERED: 

ANALISA TORRES 
United States District Judge 

By: 

7 

PREET BHARARA 

nes 
Jean-David Bamea 
Assistant United States Attorneys 
86 Chambers Street, Third Floor 
New York, New York 10007 
Telephone: (212) 63 7 -2739rl679 
Facsimile: (212) 637-2730 
E-mail: david.jones6@usdoj.gov 

jean-david.bamea@usdoj .gov 

Counsel for Defendants 

May 9, 2014 

Date 
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American Civil Liberties Union et. al. v. National Security Agency et. al. 

Civil Action No. 13-9198 (AT) 
U.S. District Court 

Southern District of New York 

(U) Vaughn Index 

(U) This index contains a description of the 20 records released in full. denied in full or released in part by the NSA that have been included in Defendants' litigation 
sample. The disposition of the document(s) is noted with ·'RIF" which means released in full, "RIP" which means released-in-part, and " DIF'' which means denied 
in full. 

Documents Challenged by ACLU 
Doc. Date Title Description Disposition Exemption(s) Pages Production 

Date 
05 May 10 SID Management Directive (SMD) A Signals Intelligence Directorate RIP I - classified infonnation; 10 22 Sep 14 

432. Procedural Guidelines for Management Directive that provides 3 - 50 usc 3024(i), 
SIG INT Production on U.S. guidance to U.S. SIGINT System 18 usc 798. 
(Redacted] Field Exercises elements for issues related to 50 usc 3605 

SIGTNT production on certain field 
exercises. 'D1e withheld information 
includes details of classified NSA 
activities, including 
communications intelligence 
(COMINT) sources and methods. 

10 Nov 10 OGC Legal Memorandum A legal memorandum written by a DIF I -classified information; 6 22 Sep 14 
(In fonnat ion Memorandum; senior NSA intelligence law 3 - 50 usc 403. 
AGC(I L)-756-20 I 0) attorney for the Deputy General 18 usc 798, 

Counsel analyzing a classified NSA 50 usc 3605 
SIGINT activity under EO 12333 5 - privilege 
and USSID 18. The analysis 
includes non-segregable details of 
classified NSA activities, including 

~- ---- -
COMINT sources and methods. 

-- - - -----

EXHIBIT 
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Documents Challenged by ACLU 
Doc Doc. Date Title Description Disposition Exempt1on(s) Pages Production 
No. Date 
9 22 Jan 08 OGC Legal Background raper A background paper on NSA DIF I • classified information; 2 22 Scp 14 

[TITLE CLASSIFIED] authority under EO 12333 written 3 50 usc 403, 
by a senior NSA intelligence law 18 usc 798, 
attorney regarding a particular 50 usc 3605 
SIGINT activity. The paper includes 
non-scgregablc details of clas!lified 
NSA activities, including COMINT 
sources and methods. 

11 13 Jan 12 Legal Memorandum and A legal memorandum written by DIF I -classified information: 45 22 Sep 14 
Associated Approval DOJ concerning classified SIGINT 3 - 50 usc 403, 
Documentation [TITLE activities undertaken pursuant to 18 usc 798, 
CLASSIFIEDl EO 12333 and supporting 50 usc 3605 

documentation providing non- 5 - privilege 
segregrable details of classified 
NSA COM !NT activities, sources, 
and methods. 

12 09 Jan 12 Approval f>ackage for an NSA Approval package for a classified DIF I · classified infom1ation; 87 22 Sep 14 
Program [TITLE CLASSIFIED) NSA program, including a formal 3 50 USC403. 

legal memorandum written by DOJ 18 usc 798. 
concerning c lassified COMINT 50 usc 3605 
activities undertaken pursuant to 5 privilege 
E012333 and supporting 
documentation providing non-
segregable details of classified NSA 
COMINT activities, sources, nnd 
methods. 

13 13 Jan 12 Memo Approving NSA Program Documentation of approval for a OfF I -classified information; I 22 Sep 14 
[TITLE CLASSIFrED] classified NSA program undertaken 3 50 usc 30:!4(i), 

pursuant to EOI2333. The memo 18 usc 798. 
includes non-segregable details of 50 usc 3605 
classified NSA activities, including 
COM INT sources and methods. 

l N('J \\'-;II lf~f) 

2 
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Doc Doc. Date Title Description Disposition Fxemption(s) Pages Production 
No. Date 
14 14Jun 13 OGC Legal Memorandum [TlTLE A legal memorandum written by a DIF I -classified information : 5 22 Sep 14 

CLASSIFIED] senior NSA intell igence Jay. 3 50 usc 403, 
attorney concerning classified 18 usc 798, 
SIGINT activities. The analysis 50 usc 3605 
includes non-segregable details of 5 - privilege 
classified NSA activities, including 
COMINT sources and methods. 

15 16 May 12 OGC Legal Memorandum to SID A legal memorandum written by a DIF 1 -classified infonnation: I 22 Sep 14 
Director [TITLE CLASSrFTED] senior NSA intelligence law 3 - 50 usc 403, 

attorney for the Director ofNSA 's 18 usc 798, 
Signals Intelligence Directorate. 50 USC3605 
The analysis includes non- 5 privilege 
segregable details of classified NSA 
activities. including COMINT 
sources and methods. 

16 04 Feb I I OGC Legal Memorandum [TITLE A legal memorandum written by a DIF I -classified information: 3 22 Sep 14 
CLASSIFIED] senior NSA intelligence law 3 50 usc 3024(i). 

attorney providing legal guidance to 18 usc 798, 
the Signals Intelligence Directorate so usc 3605 
on classified activities undertaken 5 privilege 
pursuant to EO 12333 in support of 
NSA's SIGINT mission. The 
analys is includes non-segregable 

I 

details of classified NSA activities, I 

including COMINT sources and I 

methods. 
17 13 Feb 13 OGC Legal Memorandum, A legal memorandum written by a DIF I -classified information: 6 22 Sep 14 

AGC(TL): 2013-4626 [TITLE senior NSA intelligence law 3 50 usc 403, 
CLASSIFIED] attorney for the Director ofNSA ·s 18 usc 798, 

Signals Intelligence Directorate 50 usc 3605 
regarding audits ofSIGrNT 5 privilege 
activities undertaken pursuant to 
EO 12333. The analysis includes 
non-segregable details of classified 
NSA activities, including COMINT 

L___ - ---L__ -~-

sources and methods. 

l 'ICi t\~Sif.I ED 

3 
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18 14 Feb 13 OGC Legal Memorandum. A legal memorandum wrinen by a DIF I - classified information: 7 :!2 Sep 14 

AGC(IL): 2013-4640 [TITLE senior NSA intelligence law 3 - 50 usc 403. 
CLASSIFIED] attorney for NSA senior leaders 18 usc 798, 

regarding the protection of US 50 usc 3605 
Person information under EOI2333 5 privilege 
and related regulations. The 
analysis includes non-segregable 
details of classified NSA activities, 
including COMINT sources and 
methods. 

19 28 Sep II OGC Legal Memorandum, Serial: A legal memorandum written by a OIF I - classified information: 4 22 Sep 14 
GC/05111 I [TITLE CLASSIFI ED] senior NSA intelligence law .. 

.) 50 USC403, 
attorney for the Signals Intelligence 18 usc 798, 
Directorate regarding the protection 50 usc 3605 
of US Person information during 5 privilege 
classified SIGTNT activities 
undertaken pursuant to EO 123 33. 
The analysis includes non-
segregable details of classified NSA 
activities, including COMINT 
sources and methods. I 

20 25 May 12 OGC Legal Memorandum, A legal memorandum written by a Dlf I - classified information: 8 22 Sep 14 I 

AGC(IL): 20 12-29 12 fTTTLE senior NSA intell igence law 3 50 usc 3024{i), I 

CLASSIFIED] attorney for the Signals Intelligence 18 usc 798, I 

Directorate regarding querying data 50 usc 3605 
collected pursuant to EOI2333 . 5 - privilege 
The analysis includes non-
segregable details of classified NSA 
SIGTNT activities, including 
COMINT sources and methods. 

---

l ll'\Cf ,\S~IFJI:f) 

4 
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Doc Doc. Date Title Description Disposit ion Exemption(s) Pages Production 
No. Date 
2 1 II Feb II OGC Legal Memorandum ['I ITLE A legal memorandum written by a DIF I -classified information; 5 22 Sep 14 

CLASSIFIED] senior NSA intelligence law 3 - 50 usc 403. 
anomey for the Signals Intelligence 18 usc 798. 
Directorate regarding NSA · s 50 usc 3605 
authority to conduct certain 5 - privilege 
classified SIGINT activities. The 
analysis includes non-segregable 
details of classified NSA SIGJNT 
activities, including COMINT 
sources and methods. 

22 01 Dec 07 IG Report on an NSA Program: IG- A report by the NSA Office of DJ F I - classified information: 40 22 Sep 14 
10853-07 [TITLE CLASSIFIED] Inspector General on the 3 - 50 usc 3024(i), 

intelligence oversight process 18 usc 798, 
connected to a classified NSA 50 usc 3605 
program. The repon details 
classified NSA activities. including 
COMTNT sources and methods. 

23 20 Sep 10 IG Report ST·09-00 19 A repon by the NSA Office of Dlf' I - classified information: 84 22 Sep 14 
[TITLE CLASSIFIED] Inspector General on classified NSA 3 - 50 usc 3024(i), 

SIGINT activities. The report 18 usc 798, 
details such activities. including 50 usc 3605 

I COMINT sources and methods. 
.... I 

,.._ ,·..: I 

28 12 Jul07 OGC Memorandum for the Deputy A legal memorandum !Tom the NSA RIP I -classified information: 8 22 Oct 14 
Chief of Staff. Subject: Sharing of Associate General Counsel for 3 50 usc 3024 (i). 
''RAW SIGINT'' Through Database Operations ro the NSA Deputy 18 usc 798. 
Access Chief of Staff regard ing the sharing 50 usc 3605 I 

of raw SIGINT through database 5 privilege 
access. The withheld information 
includes privileged legal analysis 
and details regarding NSA 's 
organi7.ation, functions, and 
activities, including classified 
COMJNT sources and methods. 

l '\!(') \~SiflFD 

5 
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Doc Doc. Date Title Description Disposition Exemption(s) Pages Production 
No. Date 
79 4 March 2013 Quarterly Report to the President's One of 4 7 quarterly reports to the RIP I ·classified infomlation; 2 1 22 Dec 14 

Intelligence Oversight Board, I >~ Intelligence Oversight Board (4Q 3 50 usc 3024(i), 
Quarter FY20 13. 200 I -2Q 20 I 3) and 4 annual reports 18 usc 798, 

to the Intelligence Oversight Board 50 USC3605 
(2007, 2008,2009, 2010). TI1e 
reports detail compliance issues 
reported to the lOB by the NSA 
Office of Inspector General and the 
Office of General Counsel. 

, .. 
N/A (Bates 25 January 2011 US SID SPOO I R: Legal Compliance U.S. Signals Intelligence Directive RIP I - classified information: 52 18 Nov 13 
No. and U.S. Persons Minimization that prescribes policies and 3 50 usc 3024(i), 
4086222) Procedures procedures and assigns 18 usc 798, 

responsibilities to ensure that the 50 usc 3605 
missions and functions of the 
United States SJGrNT system are 
conducted in a manner that 
safeguards the constitutional rights 
ofU.S. persons. 

N/A (Bate!) 24 April 1986 USSID SPOO 18J: Procedures for An Annex to USSlD SPOO 18 that RIP I -classified information; 8 18 Nov 13 
No. Monitoring Radio Communications regulates certain SIGfNT activities " ..) 50 usc 3024(i), 
4086223) of Suspected International Narcotics against the radio communications of 18 usc 798, 

Traffickers suspected international narcotics 50 usc 3605 
traffickers. 

l "\1( I \~SIFIF!J 

6 
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DOCID : 4275162 
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OFFICE OF GENERAL COUNSEL 

MEMORANDUM FOR THE DEPUTY CHlEF OF STAFF 

THRU: GC 

SUBJECT: (U) SHARING OF ''RAW SIGINT' THROUGH DATABASE ACCESS 

(U/lFOU01 You have asked us to conduct a legal review in order to set out the limits -­
and the rationale associated with the limits -- on allowing personnel from other agencies access 
to NSA databases under the existing rules governing such access, and the advisability of changes 
to the Executive Order that would allow other agencies access to SIGINT databases. 

(U/,~Uot"We conclude that compliance with NSA's Attorney General-approved 
minimization procedures, which are requi red by Executive Order 12333 and are rooted in Fourth 
Amendment privacy protections, constrains NSA from granting to employees of other 
intelligence agencies widespread access to NSA content databases. These same procedures, 
largely for the same reasons, preclude such access for employees of customer agencies as well. 
By contrast, broad access to databases that contain exclusively communications metadata may 
lawfully be provided to other intelligence agencies, because communicants do not enjoy a 
constitutional expectation of privacy in such information. As a consequence, the Executive 
Order contemplates its widespread sharing among intelligence agencies. 

(U/J.FOUO) b)(3)-P.L. 86-36 
~---..:..&-------------------------...M;(S) 

I. (U) SIGU~T Dissemination Authorities and Limitations 

(U//f"OU01 NSA' s authority to collect, retain, and disseminate SJGINT is both 
established and limited by Executive Order 12333, United States lntell igence Activities, and 
promulgated in various departmental and agency policies.1 In general , the Executive Order 

1 (U) E.O. In33 assigns NSA the responsibility for dissemination of SIGINT information. The first Executh·e 
Order establishing tJ1c intelligence commmlit~ and authorizing entities within it to conduct particular intelligence 
:lcti\·ities was an outgrowth of the im·estigations in the 1970s by conuuittees chaired by Senator Church and 
Rcprcscntati,·c Pike. These committees unco\'ered ,·arious abuses by intelligence agencies that concemed the 
collection. retention and dissemination of infonnation co nee ruing U.S. persons. lending to both the Executi\ cOrder 

Derived From: NSA/CSSt\·1 1-52 

Dated: J?lllliiiiii~ ... ---
Declassify On: EXHIBIT 

~nnrnv~rl fnr R~l~~~~ hv NSA nn 1 0.?1 .?01 4 FOIA r.~~~ # 1 
I Aex. '4 
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A TIORNEY CLIENT PRIVILEGE: NO RELEASE OUTSIDE NSA WITHOUT OGC APPROVAL 

requires that all intelligence agencies - including NSA -- comply with Attorney General­
approved procedures before disseminating information concerning U.S. persons to other entities. 
Such procedures, the aim of which is to protect the privacy ofU.S. persons, require each agency 
to make conscious determinations about the in formation it seeks to disseminate. 

(U/fFOUO)'" At the same time, the Executive Order makes a broad exception to this 
general rule with respect to dissemination of information within the Intelligence Community 
(IC'). Specifically, it authorizes each agency within the IC- notwithstanding other procedural 
requirements -- to disseminate information to other appropriate agencies within the lC ''for the 
purposes of allowing the recipient agency to determine whether the information is relevant to its 
responsibilities and can be retained by it." 

(U//FOUO) This broad authority to disseminate information to other agencies in the 
intelligence community without first applying minimization procedures-- itself an ex.ception to 
the more general restriction on disseminating information concerning U.S. persons-- does not 
apply to " information derived from signals intelligence."2 This is so because of the underlying 
constitutional concerns associated with the acquisition of SIGTNT by the government. 
Specifically, the Supreme Court held 40 years ago that when the government engages in 
electronic surveillance, it is conducting a search and seizure under the Fourth Amendment; 
therefore the activity must be carried out in a manner that is reasonable, the touchstone 
requirement of the Fourth Amendment. 

(b)(1) 
(b)(3)-P.l . 86-36 
(b)(3)-18 ~sc 798 
(b)(3)-SO ~sc 3024(i) 
(b)(S) 

(5h'SJ') The Courts and Congress have long recognized, in light of the Fourth 
Amendment, that the appropriate manner in which to address the overbreadth that inheres in the 
act of conducting electronic survei llance is through the careful application of"minimization 

and to the Foreign Intelligence SurYeillance Act (FISA). as "ell as o,·ersight from Congressional committees. 

~ (U/!FOUO' .EO ID~:l . Part 2.:l. Collection of lnform~tion. slates: 
Agencies within the Intelligence Conununity are authorized to collect. retain or disseminate 
information concerning Unircd States persons only in nccordance with procedures established by 
the head of the agency concerned and appro\·cd by the Attorney General. consistent with the 
mathorities prodded by Pan I of this Order. In addition. ngencies within the Intelligence Conunuuity may 
disseminate informntion. other than information dcrh cd from signals intelligence. to each appropriate agency within 
the Intelligence Community for purposes of allowing the reci ient ae.encY to detcnninc "hether the Infomtatiou is 

,;.rc;;.;l.;;.e';..;.a;;.;.n.;;.t ;.;to;..;i.;;;ts;..;r.;;.;es=o;.;ns;.;.ib;;.;i;,;.;li,;;,lic;;.;s;..;a~n;.;;d..;;c,;;,at;,;,.l ,;;.be;...;.;re;.;.;ta;;.;.i;.;;ne;;.;;d;..;b;.;' ;..;. i;,;.;t......_ _____ ~------------.lfii)(3)-P .L 86-36 
)(5) 

r--------r--------------------------------------------------------~ 

SECRE:'f'77'COMIN'"f//R[LTO l:lSA. AtJS. CA.N, GBR, P4ZL//2932QHl8 
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A TIORNEY CLIENT PRIVILEGE: NO RELEASE OUTSIDE NSA W1THOUT OGC APPROVAL 

procedures," procedures desi.gned to reasonably limit the presence of non-pertinent information 
at each stage of the activity - collection, retention and dissemination. The Attorney General­
approved procedures required for every intelligence agency by the Executive Order serve the 
policy goal of preventing the circula6on of information concerning U S. persons around the 
government without good reason. The procedures take on additional significance based on 
consti tutional concerns in the case of SIGINT. Compliance with these procedural requirements 
is what rescues SIGINT activities from potentiall lausibJe char es of unconstitutionality: 

(b}(S) 
(b)(3)-P.L. 6-36 

(S/;'gJ) Constitutionally protected SIGINT information cannot be disseminated, even 
within the IC, unless NSA first subjects such information to the minimization procedures 
required by Executive Order 12333. Among the requirements of these procedures are: ( 1) 
di ssemination of signals intelligence shall be limited to authorized signals intelligence consumers 
in accordance with requirements and tasking established pursuant to Executive Order 12333, and 
(2) information th<1t identifies a U.S. person may be disseminated only if one of a group of 
criteria can be sati sfied; these criteria can be generally summarized as a requirement that NSA 
determine that the identifying infonnation is necessary to understand the foreign intelligence or 
assess its significance. For the same reasons, entities outside the IC cannot, consistent with the 
Attorney General-approved minimization procedures, be provided access to databases containing 
unprocessed and unminimized SlGINT information. 

2. (U//FOUO? Sha1ing Metadata vs. Sharing Content 

(SNSI) While the above reflects the current treatment of SIGINT information under the 
Executive Order and NSA's Attorney General-approved procedures, a significant bright line 
di stinction has evolved in the years since these were drafted. Specifically, NSA employs 
analysis of what it call s communications "metadata''- information that helps to effectuate 
communications but is not part of the substantive communication itself -- both as an end in itself 
and to guide and inform its collection of SIGINT content . While metadata is information 
derived from SJGlNT, and thus i.s formall y subject to the same procedural requirements prior to 
dissemination as is content, the underlying constitutional concerns that distinguish SIGINT from 
other intelligence activities do not exist in the metadata context. Indeed, the Supreme Court held 
in 1979 that a person does not enjoy a constitutional expectation of privacy in the numbers he 
dials on his telephone, even whi le he does enjoy such an expectation in the conversation that 
fol lmvs . ~ While statutory protection still exists with respect to communications metadata, we 

' (TS//St, j (b)(~) 

1'-----_____ ___.r-36 
1 (Sl?'~ IJ The Depat1mcnl of Justice has adopted the positionthal this analysis extends to other signaling. dialing. 
routing and addressin.t; information orher than the numbers one dials on his telephone. nnd NSA OGC concurs. 

~~t;CJU!:Tt/COMINTNREL TO USA •. H IS. CAo~, GBR. NZLN28329l98 (b)(3)-P.L. 86-36 
(b)(S) 
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have concluded that greater flexibility exists as a matter of law with respect to the 
dissemination of communications metadata than exists with respect to dissemination of 
content. ·· ( b l ( 1) 

(b) (3)-P.L. 86- 36 

(S//SI) Acting on the distinction between content andmetadata and the legal 
consequences that flow therefrom) fNSA has contributed bulk teleplr;lo;.;.n;.,j,y __ __, 
metadata, after masking the numbers that contain U.S. area codes/ to the interagency'-!-:-"':' __ _. 
database, where analysts from other intelligence agencies can and do access and analyze it.6 

(b ) ( 3 ) - P .L. 86- 36 

(SHSJ) In concuning with the dissemination of communications metadata to other IC 
agencies, OGC relied on two related notions. First. access to this body of metadata as a whole 
after automatically masking U.S. telephone numbers is consistent with the provision of the 
Executive Order authorizing each agency to provide acquired information to other appropriate 
agencies within the lC.I (bJ(3)-P.L 86-36 

(Sh'Sl) For the reasons set out above, OGC believes that sharing of SIGINT metadata 
with any U.S. person identifying information removed is permissible currently, with no change 
to any authorities, and such dissemination is taking place with respect to telephony metadata, and 
prospects are good for much more robust sharing within the IC in the near funt re. 7 

···········-------········-···-··------
0225P {6'11 Cir. June 18. 2007) at :;2 (lhi.rd pa11y subpoena to sen·ice provider to access information that is shared 
with it like(v creates no fourth Amendment problem) (emphasis added), 

' (U/iFOlJO) 1l1c legislative history of the FISA makes cleanhat Congress belieYed a U.S. telephone number is 
information tlutt identified a U.S. person. 

• ~Sh'Sl} NSA masks the U.S. telephone numbers for t\\O reasons. one more important than the other: first NSA 
docs so because it is constmincd by its AG-appro,·cd procedures to disseminate infonnation that identifies U.S. 
persons only when it has first concluded thattlle infonnmion is necessary to understand or assess the significance of 
foreign intelligence. Second. and more significantly. c\·ery intelligence agenc,· is rohibired bv ExecutiYe Order 
from askin<r another to do what it cannot lawfullv do itself. 

(bl (1 ) 

(b) ( 3 ) - . L . 8 6- 36 
(b ) (3)- 8 usc 798 
(b ) (3)- 0 usc 302 4 ( : 
( b ) ( 5 ) 

(b ) (3)-P .L. 86-36 
(b) ( 3 ) - 18 usc 798 ~fECIU!THCOMIN'iWREL 'TO USA, AlJS. C:o\N, GBR. j)f:£b//i!9329HI8 
(b) (3)-50 usc 3024 (i) 
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A TIORNEY CLIENT PRIVILEGE: NO RELEA SE OUTSIDE NSA WlTHOUT OGC A~N~ ~~ S L ~s~ 6~ ~~ 
(b ) ( 3 ) - 50 usc 3024 (i) 

(Sf/Sf) As a practical matter, metadata from electronic communications such as ~maiJ 
cannot be similarly shared at the moment under the same theory, because it is not possible. to . 
determine what communications are to or from U.S, persons nearly as readily as is the case witt) 
telephony, and often is not possible a t a lL I 

3. (U//f"OUO) Potential Changes to E.O. 12333 & AG-approYed Dissemination Procedures 

(Uh'FOUO' Finally , as part of the DNI information sharing in iti ative, the DNI received 
Presidenti al approval to recommend revisions to Executive Order 12333 . The ODNI OGC is 
reviewing the document and wi ll provide recommendat ions to the D NI by October 2007: the 
NSA OGC is the NSA lead on this action. and is in contact with the ODNI concerning it. {b)(3)-P.L. 86-36 

(b)(S) 

(b)(3)-P.L 86-36 
(b)(S) 

(Sh'~H) 
~--------------------------------------------------------~ 

I 
I 

{b) (3) - P . L . 86-36 
(b ) (3) -1 8 usc 798 

I 

(b ) (3l - so usc 3024 < i J 
(b ) (5) 

Sir{ ru: 17/( 0Mif~1'/tttEL '1'0 tJSA, AUS. CAN, GBft. Nl:I.Ji%6:ntH68 
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A TIORNEY CLIENT PRIVILEGE: NO RELEASE OUTSIDE NSA WITHOUT OGC APPROVAL 

(b (3)-P.L. 86-36 
(b (5) 

)(3)-P.L. 86-36 ~
)(1) 

- }(5) 

~------------------------------------------------------------------~ 1 

• ! 
,! 
I 

I • I . 

. I~--__ _____,. 
• 

·I...___ ___ ____, 
~ (U/ffOUO' In addition to the language of Section 2.3. the Executh·e Order also states that no Department or 
agency other than NSA may engage in signals intelligence ncti\'itics except pursuant to a delegation by the Secrctnl) 
of Defense. Section l . l l(b). This pro,·ision might also ha,·e to be changed in order to effect d:llabase nccess for 
other ngencies. 

SECI~ETl/COI\'IINTf/ft[l .. , TO USA. AUS. CAN, OBR NZLI/2832tll 08 
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. I lb)(1) b)(3)-P.L. 86-36 
b)(S) 

L-----------------------------------------------------------~ 

• 

(b)(S) I 
(b)(3)-P .L. 86-36 

(~, '~ !) 1 (~)(3)-P.l. 86-36 ,...--.....:._-....:.a..---- -------------------....,,(5) 

4. (U/fFOUOt Conclusion 

(S//Si' There are substantial and well -grounded legal limits on NSA' s ability to provide 
its partners and customers with access to raw SIGINT databases, both those that contain content 
and those that contain only metadata. Within those limits, NSA has lawfully expanded that 
access in two ways: with respect to content, we have expanded access by bringing IC partners 
within the SIG£NT production chain in carefully defined circumstances. With respect to 
metadata. we have aggressi vely pushed telephony metadata to IC partners, and have plans in 
place to increase dramatically both the types and the completeness of the metadata we share. 

(8//SI)- Based on the legal and prudential considerations set out above, it seems that 
access to metadata can and should be widespread within the IC, including military intelligence 
units, and should be used as a tool to inform and adjust content collection requirements. ln the 
absence of concrete benefit to the intelligence community in meeting the needs of the nation, we 
think that further requests for broader access to unevaluated and unminimized SIGINT content 
databases should continue to be on a case-by-case basis, rather than a wholesale basis, and 
should be the exception rather than the rule. FUtther, any decision to initiate a change to the 
NSA ·s procedures should be considered in light of the benefits weighed against what we think 
are genuine and serious risks. 

(U/FOUO) Please contact us if you would like to discuss this issue further. 

July 12, 2007 

/Is! I 

Associate General Counsel 
(Operations) 

SECRET/l€0 1\:JINT//REL ·ro U~it\. ,,VS. CHi, (;BR. NZL/126J2tl168 

(b) (3 ) -P . L. 8€ 
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~ECR;ET//COMINTNR£l, TO US.'c, .#cUS. CA.N, €iBR, PiZL/l!63!fH68 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

4March 2013 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHTBOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (lJ//t'OUO) Report to th.e Intelligence Oversigl~t ?oard on NSA Activities­
INFORMATION McMORAN.OUM 

(U/IfOUO} Except aspreviously reported to you or the President, or otherwise stated in the 
enclqsure, we have no ~eason. to believe that intell.igence activities of the National Security Agency during 
the quarter ending 31 December 20 J.i were unlawful or contmry to Executive Order .or Presidential 
Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as 
amended. · · 

(UII"fi'C:)U~ The Inspector General and the General Counsel continue.to exercise ove.rsigbtof 
Agency activities by inspections, su.ryeys, training, review of directives and guidelines, and advice and 
counsel. 

,}(~ ~Q')- - 11 

GEORGE IfLLAR~ 
Inspector General 

~/\_ ~ 
RAJESH DE 

General Coutlsel 

(U//t''OUO~ I concur in the report of the Inspector General und the General Counsel and hereby 
make it our combined report. 

Encl: 
Quarterly Report _ 

General, U.S. Army 
Director, NSA/Chief, CSS 

This document may be declassified and marked 
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'fOP !JECttEfi'J!'fi>'I'ALE~''f KE J'tff)tfl>'f1ltJF(jf(f•i 

I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

I.A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333 
Authority 

(U/If'OUO) Some incidents may involve more than one authority (e.g .. E.O. 12333, 
NSA/CSS Title I Foreign Intelligence Surveillance Act (FISA). FISA Amendments Act (FAA). 
Incidents involving more than one authority are included in the section for each inyolved 
authority. Thus, a single incident may produce multiple entries in this rep~~:, ... .---..-· ; ~~ g; -P . L. 86_36 

• . ... ······ · (.p) {3) -50 usc 3024 ( i) 
I.A.1 (U) Unintentional Targeting or Database Queries against United sta.tes 

Persons (USPs) or Foreign Persons in the Unitect. ,States 

(St/Sid1ti!L 'fO USA. PV~YJ During the fourth .quarter of calendar year 2012 (CY2012). 
the National Security Agency/Central Security Service (NSA/CSS) continued l I 
I I As part ofthat process. duplicate selectors were 
removed and the number of active s~lectors was reduced. At the end ofthe fourth quru1er of 
CY20 12. NSA/CSS ' s primary Jasking tools tbr telephone and Internet selectors contained 
approximately! lactive selectors. 

. (b ) ( 3)-P . L. 

(U/If'OUO) During the fourth quat1er ofCY20 12, inOinStances , .. ~ignal s intelligence 
(SIGINT) analysts inadvertently targeted communications to. from. or about USPs. while 
pursuing foreign intelligence taskjng or performed mistaken queries that potentially sought or 
returned information about USPs. Unless otherwise specified. all intercepts. query results. ru1d 
reports have been deleted or destroyed as required by United States SI GlNT Directive SPOO 18. 

I.A.1 .a. (U) Tasking Errors 

(TSf/SI/fftEL TO USA, F'v'EY) I I a,r~ analyst di scovered that selectors 
associated with a USP had erroneously been tasked because the analyst had overlooked 
information about the target's USP status. All selectors associated with the target were detasked . 
and all collected data was purged. 

(TSffSih'R:EL TO USA: f 17:fEY) I Jan analyst discovered that a selector 
tbr a foreig~ intellig~nce target that had been detasked was subseauently retasked -wni~ tge 

1 

86- 36 

target was 111 the Untted States. The analyst detasked the selectod J )b~ : 3 ~ - P.L. 86-36 

(Sl/Sl//REL TO USA. FVE't1l I -an~lysts . discovered that 
selectors associated with forei[!n intelligence targets that had be~n previously detasked because 
I fwere retasked while th~ targets were in the Ui1ited States. All 
selectors were detasked and no co Jection occurred. · 

(TSHSllfffli )l ~n analyst discovered thatO selectors associated 
with a USP had been erroneously tasked because information about the target's USP status was 

J>erh•ed From: NSA!(SSM 1-5:, rlated '!IJfJHIJ/07 

I I 
/Jeclu.utjy On: 2o.Mo3rJ4 

ffJP 6'f3t~fft$'tl'"f/:PAliEl•"f JiEJ'f}(JLC;S'!tt'fJF()Rl'l .·· 
(b)(1) 
{b)(3)-P.L. 86-36 
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d;J ( 3) -P. L. 86-36 
(b j\.( 3) - 50 usc 302 4 (i) 

not provided by an lntelligence Commuruty (JC) customer when the selector was being .._. 
researched tor tasking. The selector was detasked. and all data was deleted L.I -----.....----' 

ecause a 
befure. exeL.c-u~ti_n_g_t~he-co~l~le-c~ti~o-n_t_a~~-- -~A~ll-c-o~ll~e-ct-~~d~a-ta-w-·a-s-p-u-rg-ed~. ----------~ 

~~~g~-P.L. 86-36 fFSNSINR:EL TO USA~ FVI~Y)I I an analyst mistakenly requested 
tasking of his own personal identiJ!er instead oft he selector associated with a foreign 
intelligence target. The selector was detaskedl I 

(b) ( 1 ) 

I.A.1 .a.i. (U) Unauthorized Targeting (b) (3) -P. L . 86-36 
(b) (3) -:-50 usc 302 4 (i) 

(TSHSI/ft<U') I I an analyst discovered that a tele hone selector 
associated with a USP. formerly approved for tanzetin!! under a 

I I was tasked I .I Tlte se""'t-ec~t-o-r-, ... -,a-s-re-:-ta-sT",_-e-n--"'"T'"-~ 
.--·- I I A destruction waiver has been requested. and a request for FAA F04 
(b > < 1 l authorization has been submitted for future targeting . 
(b)(3)-P .L. 86-3~ ~ '-

,...---.:..;;..::.;,...:;;.;:.;.;...:....;;...:..r-::----::----:---:--' an analyst discovered that data had been collect~ 
. n tb~ .selector for a fo reign intelli<•ence tar ,et when the target was in the ·· ..... 

United States. 

(b) (1) 

I.A.1.b. (U) Database Queries 
(b) ( 3) - P. L . 8 6-3 6 
(b) (3) - 50 usc 3024 (i) 

• • L... ~ ' I I 

(UiffOUOi On D occasions during the fourth quarter. analysts performed overly broad 
or poorly constructed database qu·eries that potentially selected or return~ information about 
USPs. These ueries used 

that produced imprecise 
L.r-es-u'T.t~s-. ~1...,1 r-...,...o"'"":Tt 1-o-se-. -o-c-ca_s_Jo_n_s-. ~~ ~1e_q_t-le_r,..Ie_s_r-et~u-n-1 -r-r-.e~su-r.-ts-,-w"""'"'uch were deleted or aged off 
as required. and no reports were issued. AnaJysts who performed these querie~ were counseled 
by their management. 

.. , ., . ' ·., . 

. .. ·. 
(U) Procedural and other errors contributed to the following incidents: (b) (3)-P . L . 86-36 

• (8HSI/tR£L TO USA. fllty) On0ccasions during the fourth quarter. NSA analysts 
performed queries in raw traffic databases \vithout first conducting the necessa1y research 

(b) ( 1 ) 
(b) (3) -P . L. 86-36 

2 
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• 

• 

on the selectors. When the queries returned results, they were deleted and no reports were 
issued. 

on a selector for a foreign 

I I NSA had detaskedJhe.selector because th~. t~get -~<!Sin the United Sta!~-~- The 
query results were deletedl I -·· · · - ( b l (1) 

No resutrs ·were· returned. 

(b ) ( 3 ) -P . L . 86-36 

an analyst performed a query in a raw 
(b) 1) 

3)-P.L. 86-36 
<b>-P·>.-so usc 3024( i : 

• (£A1REL TO USA. f'v~Y) 1 

tSNSI/!REL TO USA. f'v'E!t) a database auditor discovered that an 
~~~~~~~~ 

analy~t h~d . mistakenly-perfonned ueries in a raw tramc database on the selectors tor 
l 6Tn , .. .... ,... .. . . . ..C\. foreign intelligence target in the ruted States. The analyst deleted the results. 
(b ) ( 3) - P . L . 86-'36 ·-- ·"·· "•· 

~ (:il tt~_IHR~L TO USA, fVEY)l . I an analyst pe1formed a query in a raw 
tr~ffic database on a selector that had been detennined·l Ito be associated 
w1th a USP. The analyst -d~leted the query and result, . 

~~~----~==========~--~ 
• (S/fgb'>~L TO USA. FYEYi 

~~~------~------~--~~------~~~~ n a raw traffic database on selectors associated with a taraet when it was 
known that he United States 

The analyst then sent the results 
~~----------~--~~~~----~--~--~~ of the query to another analyst. Subsequently. the analyst learned that the selector was 
registered to a USP. The analyst recalled the e-mail and deleted all query results. 

• (TSi/Sb'/t4F)I I analysts selected an incqnect 

'(b) (·1) 

database when performing queries on selectors associated \:Vith foreign intell igenc~ targets. 
No results were returned. · 

(b) ( 3 ) - P.L . 86- 36 . . • 
• (TS,'fSJ#tolf) I I a database auditor discovered that an analyst ;had 

mistakenly performed a query on a target authorized under FAA *705(b)._l ~-------' 
I ~ raw traffic database during the time the target was in the United States. The 
query and results were deleted-! I . . 

{ b ) (1) 
(b) ( 3) - P. L . 8 6-3 6 
{b) (3) - 5 0 usc 3 0 24(i ) 

Tt:W l~'EC'WET>5'Sft'fTAL£lff XEJ'}/(tLE;>'fltJF(Jit!f' 
3 
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• (~,4'~1//REL TO USA. FV~Y.)I I an analyst discovered that a query was 
performed on a selectorissociated with a foreign intelligence target while the target was in 
the United St_ates. · 

• f(S//SI!.
1
R::EL TO U~A iV§Y)·· L-,.,.......,..~----~~-~--~~:---:-------1 

··· I lin a raw traffic database on one of the selectors tor a foreign 
. ·intelligence target who arrived .in.the Uruted Statesl . I The analyst was 

.,.:::.,, · . ' · ·I : I because of database access problems. The 
~~ ~ g~·-P .i . ~6J§~tlts we~~ deleted ! I 

·. • (gt/S.:I/;4R£:L .TOHUSA,' FVEY)IL _______ _.I an analyst performed a query in the 
incorreCt raw-SIGINf database. The query and the results were deleted immediately. 

.,~b}\ i) •. 
(b ) (3)...,.P·. L. 

(b) ( 1 ) 

• an analyst unfamil iar with a query 
tool pertormed a que.ry in a ·raw traffic database 
No results were returned. · '-----------'*'++.H--.......1 

(b ) (3) -P .L. 86-36 
(b ) ( 3 ) - 5 0 usc 3024(i) 

because'--......,,..,...-:--r--------' 
86..:w,sults:.v.:··~ .e. et . 

• (SiiSI~:EL 'fO u~k PVI!\')1 I an analyst performed a query in a 
raw tt:atnc database on a list of selectors that included one associated with a USP. Upon 
discQyery ot the error. the analyst stopped the query and removed the se]ector. ·-.. - ......... 

• (S!ISl:Uii.JU, JQ U~A., .¥1/"SY)j jan analyst included a U.S. e-mail 
address instea.~ ·oqhe intend~d target' s e-mail address in a quety running in a raw traffic 
d.atabase. No ,:esuJts were retutned., 

• (SHSJ//REL TO USA.. FVf*i') ertormed a quety in a raw 
traffic database..---.;...._-~ ... ...:_ . ..__ _____ ....,.._j.. __ """-_..---, The analyst deleted 

• 

• 

the results without viewing the1i1· 

(TS//Sl/lt<lfi'J an analyst performed a qu.ery ill {t raw traffic database 
on a selector associated with a USP. A destruction waiver was appro-ved j I 
I I 
(S/,'SJ/i.R::EL TO US:>\. FVEY.)j I an analyst ran a query .in a raw 
tratll.c database on the .selectors associated with a foreign intelligence tart!et while the target 
was in the Unit~g<Stliies. The analyst deleted the query and results I I 

,, .. -··· 
(b) ( 1) 
(b ) ( 3) -P .L. 86-36 

(b) ( 3) - P. L. 8 6-3 6 (b} (3) -50 usc 3 02 4 (il 

4 
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TOP .U!CRP: T7!.517TAI I!:7v T /C I!: f110LP:li~'V1'0n:N (b ) (3) -P. L . 86-36 
(b ) (3 ) - 18 usc 798 
(b) (3 ) - 50 usc 3024 (i) 

I.A.1 .c. (U) Oetasking Delays 

(S!/SWR:Et 'TO USA. F'v'EY) A selector associated with a toreign intelligence target 
I 

J The delay occurred because I I 
I No collection 

Lo-cc-t-tr-re-d~. ------------------------------------------------~ 

(~l/~IJ.'Riil TO US A , fViiY)I litwas discovered that selectors 
tofl~foreign intell igence targets had been overlooked for detasking .and remained on task. 
Up'ond1scovery. the sel·ectors .. we~e detasked. 

(S/ISIHREL TO USA, 'FYE't')l · ·· · lduting .. a selector review, at\ analyst 
noticed that a selector tor a forei n intelligence target that had beeri"defasked·l--···-........ · · . I 

The selector \-Vas ·detasked . .. .. ··'"""'. (b ) (ll 
~------------------------------~ (bl (3)-P . L. 86- 36 

(SI/Slh'R£b TO USA. F'l E¥) l I when retasking a selector for a 
foreign intelligence target, an anaJyst discovered that the selector had remained ()ll task whi le the 
target was in the United States. No collection occurred during the tinw the target was in the . 
United States. . . .. · · 

(S//91//~Et TO u~·A. F v E '1: )I I It ~vas discovered that selectors tor a 
~eignintelligence target had remained on task despite information! I 
u he United States. All selectors were detasked I I 

(S/lSl/lttEL 'fO USA. f'V~"i -------.......,;;;;~~~~~;;....;.;;.;.;.;.;....;;;..;;.;;;.;..;;..;~...;..;;.;~ 
a fo reign intelli renee target bad been overlooked when 

··•······· 

TfJ.P l'E(W:ET,~{','J,q,iiE~lT KE J'!lfJl-BA~~i(JFfJRlV 
5 
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(TSf/Sih'REL TO USA, FY:EY) I I it was discovered thatO 
selectors tbr a tbreign intelligence target had beei1 overlooked-when ·other selectors tasked under 
FAA §702 authority were detasked ~ecause ·ofthe tan~et's U.S. travel. All selectors were 
detasked. at1d non-compliant 'FAA §702 data has bee•~ marked tor urgin12. It was also 
discovered that the selectors in a raw traffic 

Tfil" ( 1 l database. and the selectors were removetl 
(b) (3)-P . L. 86-36 ~--------------~ 

(Sf/SIHREL TO USA. FVf'tl 
~~--~~----------~~~----~~~~~~ delays in detasking the selectors fbr a toreign intelligence target who had entered the United 

States 

(S{iSI//REL TO USA. FVEY) I I an analyst learned that a selector for 
a toreign intelligence target had remained on task even though information was known on 
I I about the target's U.S. travel. The selector was detasked 1 
No collection occurred . ~--------~ 

·(siiSJ//REL TO U~A:.:fV:Wt) l l selectors for foreign 
intellig~11Ce target's were disc{)vered to have remained on task. even though related selectors had 

.. been detasked because the targets were in the United States. Upon discovery. the selectors were 
"('OH1l detasked: 
(b ) ( 3) - P. L. 86-36 

·: (£"''biHREt TO\JSA. FYEY)I.._· ______ ___, 
valid foreign intelligenc-e targets ha.,....."""-l'.,.......,......., ........ ........,loi.Yoolo.I...O~..,....~.~.~."-"~.._--------------,--..J 
Althou!!h information was availabJ· 

n the forwarding ofthe information. 
~~~~------~~~--~--T-----------~~ Upon discovery ofthe information L....:------:---~ the analyst initiated the detasking. 

Collection was deleted . and no reporting occurred . (b.) ( 1) 

I.A2 (U)I 1-

,... ,,..., • . ,..., ..., . .,..,.,_ , . • ,.., . ...,, , ..., " " I 
\ "'' "'"' • ~........ • .._.. '"''-'· ' • ~ ...... J I 

I.A3 (U) Unauthorized Access 

(b) (3) -P. L. 86-36 
(b) (3} -18 usc 798 
(b)(3 }..:.5o usc 3024(il 

I 

.... {b) (1) 

(b) ( 3 ) -P. L . 86-36 

(~''~.~ •. '~~:::.:... ~: --:~ .... ~ v J..; .. , 1._ ____ ~ _ __,1 it was discovered at NSNCSS 
Colorado (NSAC) that approximately )personnel , not all of whom had the proper authority 
or training. had had access to the l I 

(b ) (1) 

(b) ( 3) - P. L. 8 6-3 6 
6 (b) (3)-50 usc 3024(i) 
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( I;> ) ( 1 ) 

(b ) (3) -P.L. 86-36 
{b) (3 ) - 50 usc 3024 ( i ) 

.·· 

I INSAC has begun an in-depth review of all raw SIGINT 
data sources to ensure that raw SIGINT is being handled properly. 

(b ) (3) -P . L . 86-36 
(U/!IiOUO)I l it was discovered that raw SJGINT data was stored 

on a server not authorized to hold it. The data -vvas deleted and moved to an authorized location. 
A listing ofauthorized servers has been compiled to prevent future errors. 

I.A.4 (U) Data-Handling Error 

(TSf/81/lR::EL TO us~_FV£'A I lan analyst forwarded an e-mail to 
unauthorized recipients that ··included the identities ofUSPs. The e-mail was immediately 
recaned·:·. . 

-~~: g: - P. L. 86- 3 el~/.'81/~~f)j !an analyst forwarded in an e-mail to unauthorized 
recipients the results of a raw traffic database query that included terms associated with a USP. 
The e•mail was recalled the same day. 

(CJ/£ 1//~lF) I I NSA issued a memorandum that erroneou~.ltb 
1 contained a USP identity. I he memorandum was immediately -~~call~. (b: ; 3 ~ -P . L. 86_36 

(T~.41~1t/RJ!b TO Q~A. ¥\'~¥)I . - I l iSP intonnation was released to 
unauthorized .recipients in a chat room . The lllformatJon was recalled. and the recipients were 
instructed to destroy all copies. 

('fSiJSI//:R£L TO USA. F\'f¥1 I an NSA analyst provided a file 
containing raw SIGINT to an IC' analyst who was not authorized to receive it. Upon discovery of 
his mistak9 I the NSA analyst instructed the IC' analyst to delete the file. 

, 
identity of a U.S. entity had not been mas ·e 111 trat 1c passe 
was canceled. properly minimized, and reissued ,----.:...--f. _______ ...,_ __ ..., 

urged the traffic containing the umnasked U.S. identity. To prevent a recurrence, .......... , +·· ......-........ 
''{bl (1) 
(b)(3)-P.L . 86-36 

I.A.S (U) Systems Error .. -
( T~Sl/!t<ffM lit was discovered that a system lo.......:.::e"""~~---' 

L...-------------------------'!without sufficient 

T().P ~'E(.'RETA'IiJ,q:, i l~ENT fiE J'f/(JLEtJ,'yYJI't)RiV 
7 

Case 1:13-cv-09198-AT   Document 64-16   Filed 02/26/16   Page 8 of 21
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(b ) ( 3 )- P . L . 8 6-3 6 
(b ) ( 3 ) - 50 usc 3024 ( i ) 

documentation rea.ardinn the s stem's procedures for data ingest. age-off. or purge. Jnfonnation 
gathered indicated that the data retained in the system included 

Efforts to 
( b l ( 1 ) t 1e scope ot tle pro 
(b) ( 3 )-P . L . 86-36 

(b) (1 ) 

1. 8 . (U) Foreign Intelligence Surveillance Act (FISA) 

(Ui/f'OUO) Some incidents may involve more than one authority (e.g .. E.O. 12333. 
NSA/CSS Title I FISA, FAA ). Incidents involving more than one authority are included in the 
section for each involved authority. Thus. a single incident may produce multip le entries in this 
report. 

(U/~Ol:JQ) Incidents of non-compliance with any authority or approval granted by the 
Foreign Intelligence Slllvei llance Cotut (FISC') are repotted to the FISC, the Depa11ment of 
Justice. and the Office ofthe Director ofNational lntelligence. 

1.8.1. {U) NSAICSS Title I FISA 

1.8.1.a. (U) Detasking Delays 

(T&//SJ;L,C~JF) 

discovered that selectors for fo reign intelligence targets had not been detasked ~~---__. 
I I All selectors have 
been detasked. and non-compliant data has been marked for purging. 

· ··· ··••:•· 
(b ) {1) 

1. 8 .1.b. (U) Unauthorized Targeting 
(b) (3 ) -P.L . 86-36 

('fSrfS tm~F) I I an· analyst discovered that communications 
collected pursuant to FISA authority did not belong to the FISC -approved target. The selector 
used to target the communications was detasked and non-compliant data was marked tor 
purging. 

(TSNstm4f) I 

Data collected fi·om the selector has been requested ro be purged. 

(TS//SIHI>~F) I I an analyst learned that I I 
.-I --~.:....:::..:...:..:::.:..:;..:.::..!.!:::=======:::!..::..:..:::..::..;1 had been using the telephone number for a 

.._l_---:-:-~---~:---:~---:----~1 The telephone selector was detasked, and non­
compliant data was marked for purging. 

. .... 
(b) ( l) 

(b) (3 )-P . L . 86-36 

(b) (3l -P. L . 86-36 
(b) ( 3} - 18 usc 798 
(b) (3) - 50 usc 3024 (i) 

8 
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TI>P \'f('RFI<<~'l.CfJ4!,ENT KEJ'!J&lE;Sifttl()Yf}RJ'l (b ) ( 1 ) 

(b ) (3 ) -P. L. 86-36 
(b ) (3) - 18 usc 798 

('fSNSIHHF)I I an analyst discovered that a tasked telephone selector 
was associated with a U.S. entity. The data was purged f I . 
..---__;~;;;.;...;;~;..;;;."""""--.,------::-:--:-~ an analyst discovered that collection occurring 

on a cellular tele hone selector associated with a FISC-approved 
target The selector 

1Cb ) < 1 l was de~t-a"""s -. ...,.,.--------.,-------------------' 
(b)(3)-P . L . 86-3~ 

( I S/ISliiNf'J I it was discovered that a cellular tele hone number 
authorized for collection under a FISC Order 

The selector was detasked and non-com liant data was 
'-----:-' 
requested to be purged ~--------------------------' 

1.8.1.c. (U) Database Queries 

(T~//SliH'ff; I I an analyst performed a query in a raw traffic 
database on the selectors associated with a target after it had been determined that the target was 
no longer considered to be an agent of a foreign power. Non- compliant data was marked fo r 
purging. 

I.B.1.d. (U) Data-Handling Errors 
. ... ··· ··J~{'b) ( 1) 

, ...... ······ / \(b} (:? )-P .L. 86-36 

. (TSI[SI!flfl') I I "'hli;· i nvestigati .\g an incident. of improper . 
handling of I NSA dtscovered that analysts 111 vanmts orgamzat10ns 
were not handling Title I FISA data properly. NSA provided remedial training to analysts who 
access Title I FISA data. · 

st .discovered that 

I. B .2. (81/REL TO USA. fiVEY)I 
I ~ ~. --------------------~~ 

(U) Nothing to report. 

1.8.3. (TS/ISim~F) Business Records (BR) Order 

I.B.3 .a. (U) Data-Handling Error 

(b) (1) 
(b) (3)-P.L. 86-36 
(b) (3)-50 usc 3024 (1) 

(TS/IS I' iN F) I I it was disc~ hat meta&~~ ( 1 ) 
obtained under the FISA BR Court Order had been released 111 an e-maill__jcounterpa'if~ (3

) -P. L . 
86

-
36 

without required approval. The personnel involved were counseled on the proper dissemination 
procedures. Ultimately. the required approval was obtained. and. therefore. the e-mail was not 
recalled. 

T(A0 ~'E(;Jl:E1?S'!i.',q, f•'~EA'T KE J'JlOlE;S'A'lJF()R_N 
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TOP SECRET;5f'il/t 'ALE'fli''f KEJ'tff1Lfti~'Vf101tlV 

1.8.4. (U) FISA Amendments Act (FAA) 

(Uh'FOtJO) Some incidents may involve more than one authority (e.g. E.O. l2333, 
NSA/CSS Title 1 FISA. FAA). Incidents involving more than one authority are included in the 
sect ion for each involved authority. Thus. a single incident may produce multiple entries in this 
report 

I.B.4.a. (U) FAA Section 702 

(U/fFOUO~ NSA/CSS has implemented a process to ensure that FAA § 702 data 
re uired to be unzed is ur~.ted from NSA/CSS databases. NSA created a 

{b ) (3) -P . L. 86-36 

~--~--~--~~~~~----~----------------------~ 
to identify non-

compliant data that should be purged. 

I.B.4.a.i. (U) Tasking Errors 

(T~A1£IA'R£L TO USA. Ji\ff:Y) OnO occasions during the fourth quat1er. selectors 
were incorrectly tasked because oftypographical errors. The selectors were detasked. and the 
information has been purged. No reports were issued. 

(TS//SIHREL TO USA1 F\;EY) On O occasions, it was discovered that a selector had 
been tasked in error because the target did not meet the criteria of an FAA § 702 certification. 
The sele<:tors have been detasked. and the non-compliant data has been purged. No reports were 
issued. 

(TSNSlf/R:EL TO USA. FVEY) it was discovered that a selector 
had been erroneously tasked because information receiyed about the target's 
USP status had not been passed to the analvst before the selector was approved for tasking. In 
additiol_l, the sefector had remained on ~~sk I . I because of confusion about 
which analyst would submit the .. 9etask request AU non-compliant data has been marked for 
purging, and no repo.rts w.ere"fssued . 

.... ····· 

(T~iYSI/fRf~--~0 U~A. fi' __ vr::r 11 I an analyst discovered that a 
se!.~.e-tor .... tasked under the FAA §702 l !certification should have been 

. ·" tasked und·er thel !certification. The selector was detasked l 
~----------..... and all non-compliant data was marked tor purging . 

''(b) ( 1) .. 

(b) (3 ) - P. L . 86-31TSI/Sih'R-Eb T~ USA. VV~Yl l I it \.vas discovered that a selector 
was errone,ously .. task'ed[ I Upon discovery, ·the selector was immediately 
detasked. The no~1-compliant data was marked tbr purging. 

tTSf/Siffl~F) I I it was discovered that a selector had been retasked 
in error be<:ause an anal st had not followed ro er tasking rocedures. The selector had been 
detasked 

The selector was detask ed Non-compliant 
~----------------~ ~--------------~ data has been marked for purging . 

(b) (1) 
(b) ( 1) (b) ( 3 ) -P. L . 86-36 
(b) (3) - P .L. 86-36 
(b) (3)-18 usc 798 10 

(b) ( 3) - 50 usc 3024 (i) 
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'< b ) (1) 

(TS//Sl/,R£L TO USA, FVEY) I I it was discovered that a selector 
associated with a valid foreign intelligence target had been erroneously tasked because of a 
typographical error. Believed to be associated with a LJSP. the incorrect selector had been 
detasked. and non-conipliant data has been marked tbr purging. 

(T~,£tSI//R:EL TO USA,_ FVEY) I I an analyst learned that a selector 
had been erroneously tasked because an IC agency analyst had passed an incorrect selector. The 
selector was detask~ I and non-compliant data has been marked for 
purging. 

(b) <3 l -P . L . 6 6- 3 ~Tg//SI!~lli') ananalystdiscovered l l that 
a valid foreign intelligence target had been in communications with another person. while both 
were located in the United States. All non-compliant data associated with the dotNistlG. l 
communication was puroed and no repotts were issued ( b l < 3 l- P · L · 86-36 

=- • · .... · (b) (3 ) -so usc 302 4 (i 1 
'·. 

t'f5//SlHPcl3L TO USA. f\'tY) · OnO occasions. an analyst tasked a selector believed 
to be associated with a valid foreign intelligence target. but after tasking. the analyst received 
proof that the target was either a USP or not the intended target. In each situation. the selector 
was detasked and the non-compliant data was purged. 

. ............. ~'(b) (l) 
,,. ... (b ) (3)- P . L . 86-36 

.. ........... ··· I.B.4.a.ii. (U) Unauthorized Targeting 

(T~//~1/.~L TO USA. FVE't') OnQ.ceasion~· .. d:·;·i·ng the fourth uarter. collection · 
occurred on e-mail accounts . he.United States 

(Also included are occasions when 
~~----~--~--~ ~------------------~ States could not be confirmed.) 

.•. ·-" .'{b ) ( 1 ) 

I.B.4.a.iii. (U) Database Queries (b ) ( 3 ) - P . L . 86-36 

("fS//SJ/i'ftEL "fO USA. JiVE't') OnQ .ccasiot;s· d·~tl'ing the tburth quarter .. anal.y~ts 
pertbrmed in FAA * 702 data overly broad or poorly constructed database ueries that otehtially 
selected or returned information about USPs. These queries used 

tmprectse results. 

an analyst performed a query in an FAA § raw tra tc ata ase usmg se ectors assoctate 
with a USP target approved under FAA §70S( b) authority. The queries were not performed in 
ac-cordance with NSA internal procedures. The query and the results were deleted. 

(TSNSI//REL TO USA. F't'EYH I an analyst learned that a selector 
associated with a valid foreign intelligence target had remained tasked I 

I while the target was in the United States fi·om I I 
I by a second 

~a-n-alr-y-st:-. -u--po-n'T l ,e-a_r_lll_t~-o-o"""~•t""'!'t,..h. « e--=-tar--g~et:"'"s __ v_t s""':t t-. -Artt~tJ:'r"·l-at~t~u-n_e __ ,... hco_v_v-ev_e_r-. -.tl-lle_s_eco __ t_ld.,....Janalyst was not 

a~l I 
(b ) ( 1 ) 

'f(JP ,\'ECR£f;5'!JYI'fAf~ENT KEJ'}{(JtE;S5'10:P(JRN 
(b ) (3) -P . L . 86-36 

11 
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(b ) (1) 

( b ) ( 3 ) - P . L . 8 6- 3 6 'fNP S£CRE11~riflfAI.El~"f KE J'NfJf,E/'H9Y:JFfJ/tl•· 
(b) (3) -50 usc 3024(i } 

The first analyst immediately detasked the selector I land deleted the query 
and the results the tbllowing day. Both analysts were counseled on the proper procedures for 
ensuring that all selectors associated with a target are detasked. 

~ ~ . 

{T~ 'l511UR~L TO US'\:. f"'EY)I l an auditor discovered that an analyst 
had performed a query in an( bf a raw traffic database on a selector known to 
be a USP. Upon being. told ofthe mistake. the analyst immediately deleted the query and the 
resu lts. · (b l ( 1 > 

(b ) (3)-P.L . 86-36 

(TSh'StlfR:Et l'O USA F\'-EY) I I an analyst mistakenly queried on a 
selector associated with a USP as a result of not being familiar with the 11ew fimctional ity 
provided by the query tbrm. The analyst realized her mistake immediately and deleted the query 
and the resu Its. 

(TS//SIH~4f) analysts performed queries on 
selectors associated with a USP in a raw tratlic database without conducting the necessary 
research on the selectors. The queries and the results were deleted. 

~~~~~------------~~~~ (1) 

(b} (3 ) -P .L. 86-36 

r---~~~~~~~~~::!~:!ju._ _______ _J_!!El!lil_!!a:!!_ud~i~to~r~d~i~scovered that. on 
in an FAA * 702 raw tra tc database usinu electo rs associated with-a known USP. l jthe query ~and the results were deleted. No !eRQfiS were issued. , .•. ~~~ g~ -P . L . 

86
_

36 

(TS//Sl/fR£l TO USA. FV£Y)I I an analyst discovered c::J 
selectors associated with an individual ·who was not the intended target 

.... at-1do:-- -\.,-:-,h-o-:-h-a-:-d-tr-·a-v...,er-e-r-'to the United States. G selector that was correctly associated with the 
intended target was queried when the target was tn the United States. . . ·.,b l 11 l 

( oJ ( 3 > - P . L . 8 6-3 6 
I.B.4.a.iv (U) Detasking Delays · {b }-. .(3> -5o usc 302 4 {il 

~···· 

causing a delay in detasking of up to 24 hours on some requ.ests. '------------__. 
I ~etask selectors immediately upon request . 

it was discovered tha 

( b ) ( ll . 

(b) (3)- P.L. 86-36 t'f~ "~f''ftft 'f'Otf~j!ll: fHEH' . d' ed I d fl . · v t 1t was tscover t 1at 
selectors associated with valid foreiun intelligence tamets had remained on task while the tamets .... \,. \,. .... 

12 
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were in the United States. 

(TSh'Sii'/REL TO USA, FYEY)·I I it was discovered that!~.........,..---..,.,.,....--~ 
.__---:-----:"---:"--~~----,-~~-:------~~~~-:-~I the foreign intelligence 
target selector had remained .on task-while the target was in the United States. The selector was 
detasked Non-compl iant data has 

·'(b> (ll been m~ked for purging . 
(b ) (3i-"P .... L . 86-36 

' " .... ·· ····· ···. ('fg//Sli7't~:EL TO USA. F\'EY) I lit was discovered that D selectors 
associiited· .. wit!l a foreign jntelligence target had remained on task while the target was in the 
Uni ted States ti·oml I The delay occurred because ajunior 
analyst was unaware_ of_the· deta~kinf procedures. The selectors were n~t detaske~ bec.ause the 
target returned to a tore1gn locat1on L I All non-compliant data from 

~------------~ 
has been marked for purging. 

(TSHSih'REL TO USA. F't'EY) 
....----,lit was dj sco vered t hatc:Jselecto~....r_s_a_s_so-c""!"ia-t-ed~\,~~~th-val~id-fb-r-ei-g-n-i-n-te-ll""!"ig-e-n-c-e-t-ai-.g-e-ts-1-la~d 
remained on task when the targets arriv.ec! in the United States. On each occasion. the analyst 

''ll0Ja,, .. ; , ' 
'{ b ) ( 1) 
(b) (3) - P . L . 96-36 

--+1':s::.H~~J.....=I~~!r-f~~r-----~~---------, it 

was discovered that selectors associated with valid foreign intelligence tar!!ets had remained 
on task when the targets were in the United States. 

{'fS/ISI/lREL TO USA, 'f\'E¥)1 I it was discovered that a selector 
associated with a valid forei •n intelli!!ence taruet had remained on task whi le the target was in 
the United States. 

. 11011-
~~~~~~~~~~----------------------' . . ~:-~(b) ( 1 ) 

' (b ) (3 ) -P . L . 86-36 

(TS//51/fltft 10 USA. FYEY)l I an analyst discove~ed that a 
selector associated with a valid torei!!n intelli~ence target had remained on task when ~he target 
arrived in the United Statesl I The analyst believed that he had detasked 
the selector at that time. but it actually had remained on task l I All non-
compliant data was purged. and no reports were issued . 

(T~/J~It~L TO USA. F\t£¥) I l .it was discovered that a selector 
associated with a valid foreign intelligence target had remained on task while the target was in 
the United States from I I The selector remained tasked because the 
target had returned to a foreign location. The non-compliant data was purged. 

13 
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(TS/ISJH:R:EL TO USA, FV-EY)I I an analyst discovered that a 
selector associated with a valid fo reign intelli renee target had remained on task when the target 
visited the United States tl"om When the analyst was oriuinally 
notified that his target was in the United Statesl I the 
analyst initiate a etas ·mg. ut t 1e etasking. \vas i1ot executed. When the anaJyst_ was notified 
a second timel !that the target was Locat~ in the~·united States. the selector 
was immediately detasked. All non-compliant data was purged. ···· !~l 11 l 

. {b ) ( 3) - I? . L . 86-36 

(TS//Slfft•W) NSA anal sts. discovered that a selector had 
remained on task because of a so 

(TSIESIHREL TO USA. FV~'tj I I it \vas discovered that [:J 
selectors associated with0 valid foreign intelligence targets had remained on task while the 
target was in the United States. The selectors were detasked and the non-compliant data was 
purged. -.- - . 

-(T&'/SitfNP'I I an analyst discovered that D :selectors····-r6·> ! 1 l 
associated with a valid foreign intelli[.!ence target had .remained q!t task while the target J~~ 13 l - P · L · 

visiting the United States frOJ]}J . . . · I The ~nalysf was aware on 
I khnnhe target was in the United States ai1d believed that the selectors had 
been detasked that day. I I rhe analyst reali zed that the selectors had not 
been detasked but did not request the selectors to be detasked at that time because the target had 
returned to a tbreign location. All non-compliant data was purged . and no rep011s were issued. 

(TS//SI{{R£L TO USA. FYEY) I I an analyst discovered th~'R'b) < 1 l 
collecti.on had occurred o~electots associated with a valid forei-l!n intelligence tam.Jf l (.

3 
> -P · L · 

visitin!! the United StatesJ ·"' I 
I The collection occurred because the : 

- --- I 
I the selectors were detasked and the non-compliant data was purged. No 

'--------=---:-' reports were issued . 

(TSHSINREL TO USA. F\fflYj lananalyst discovered that0 
selectors associated with a valid foreign intelligence target had reni.ained on task when the tar~et 
was in the United States. I . I resu l~ta-ng__,.u-1--GO...,· rT'e-ct~J,...o_n_o-:t'l""!'tr1-e -:-ta_r_g~et:-w-.-T"'Tt.-e _ ... m-_~t. -e.-_ .M. -11"':"1 te-.. ~':"'"":"-"""'F1r----r-.--..... 

86- 36 

86- 36 

were detasked and the non-compliant data was purged . 
86- 36 

(TSf/SINREL TO USA. FVEY~ I it was .discovered that a selector 
associated with valid tbreiun intelligence tanzet had remained on task while the tamet was in the 
United States. 

because the taruet had returned to a foreiun location. 
~ ~ 

tb r purging . 

10P .\EtREl i!SI7Ti4LE7'tf KEJ'INJLE;VNfJ{0'fJRN 
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('f9f7'9lli'R£.L TO USA. FVEY) I I it was discovered that selectors 
n intelligence tar rets had remained on task while the tanrets were in 

All the selectors were detasked. and the non-compliant data was thatked for 
~p-u~rf.,..' I~ng,_ ____ __, 

. ;'i'b) ( 1 ) 

I.B.4.a.v. (U) Data-Handling Errors (b ) (3) -P.L. 86-36 

('f~//~l//ftEL TO U~A. PVE"11l I an analyst sent an e-mail. which 
included an attachment with FAA §702 data, to an lC analyst not authorized to receive it. Upon 
discovery. the recipient deleted the e-mail without opening the attachment. The analyst was 
counseled on proper data-handling procedures. 

(T~/!£I/fREL TO USA. FVPt') l J an analyst sent an e-mail. which 
included an attachment with FAA. § 702 data. to three analysts not authorized to receive it. Upon 
discovery. the recipients deleted the e-mail and the tile to which the information was 
downloaded. 

(T~figlh'R:EL TO USA. ~'VIiY)( tt was discovered that analysts were 
storing FAA § 702 data in directories wtthout controlling access to the information. The analysts 
were using outdated gu idance and were unaware ofthe proper procedures for handling FAA 
§702 data. The analysts were informed ofthe proper procedures . and the data was placed in 
proper directories. 

(ISU~l'/~L TO USA, FVE'I) I I an analyst discovered that 
software failed to place FAA §702 data in the proper file directory that would have provided 
access controls. Instead. the placement ofthe FAA §702 defaulted ~o a direc~1at could be 
accessed by unauthorized and untrained personnel. although highly unlikely. L_j 
I ~lu~n~es to the software were made to ensure the proper placement ofF AA 
§702 data. 

(SI/REL TO USA. F\'EY)j . I it.was discovered thad I 
'---.---:---:-----:----:--:-:-_.1 an anillyst had shared FAA § 7_02 data. with a second analyst not 
authorized to receive it. Upon discovery. access to the data was discontinued until the second 
analyst received the proper training on handling FAA §702 data. 

I.B.4.a.vi. (U) Unauthorized Access 
..::..( b ) (li 

(b ) ( 3 ) -P. L. 86-36 

.. a sitpervisor discovered that a 
analyst was acc~.ssing § 2 ata rom an unauthorized location. The 

._a_n~al~y-st_"_v-as-,-ap-p-ro .... ved tbr FAA § 702 data access but then transferred to another location on 
I Jat which time her access should have been terminated. Upon discovery ofthe 
incident. the analyst's access to FAA §702 was discontinued. 

{TSflSIHR:EL TO U5A. F vEY) j I an analyst discovered that another 
analyst was accessing FAA §702 data from an unauthorized location. The anal yst was approved 
for FAA § 702 data access! I but then transferred to another location in 

15 
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L...-____ _.1 at which time her access should have been terminated. Upon discovery of the 
incident the analyst' s access to FAA § 702 was discontinued. 

"{.b) ( l) 

!bl ! 1 l l.B.4.a.vii (U) Systems Error 
(b ) (3)-P . L. 86-36 

(b j (3) - P. L . 86- 36 
(b){j) - 50 usc 3024(1 ) 

{TSt/Sl N~l F) I 

/~. ' ,..., "~ ·~ 
1 v< v • · • 

I.B.4.b. (U) FAA Section 704 

(U) Section 704 ofthe FISA provides for the targeting of United States persons located 
outside the United States pursuant to a particularized court order. 

I.B.4.b.i. (U) Detasking Delays 

it was discovered that selectors for a FAA §704-

(b ) (1) 

I.B.4.c. (U) FAA Section 705(b) (b) (3) - P.L. 86- 36 

(U) Section 705(b) of the FISA provides tbr the targeting of United States persons 
located outside the United States upon authorization by the Attorney General when cotu1 orders 
have been obtained authorizing a physical search or electronic survei llance. 

I.B.4.c.i . (U) Database Queries 

(TS/181 NUF) I 

I 
(TSf/St /IHf'H I an analyst was notified by':-1 -:::----.,r----.....,;lt;.;.;.ha_t...;..a~ 

target tasked under FAA §705(b~ authority had returned ·to the ynit~i.StatesL.I ______ _, 

'('b) ( 1) 

(b) (3)- P.L. 86-36 
XOP ~·li,~RiiT<tSJlfA!.IiA'T KEYJ#Of,EPA'(}f'()SN 
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(b) ( 1) 
(b) ( 3) - P . L. 8 6 - 3 6 
(b) (3)-50 usc 3024 ( i) 
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F;.;.;;.;.;..;;.;;...~~....-__ r--:-:-----' To prevent future detaskinu delavs. NSA 
analysts reminded of the neces~ity . tol I 
FAA §705(b) targe s. ····-·· · .•.. 

I.C. (U) Consensual Collection {b ) ( l) 
(b ) ( 3 ) - P. L . 8 6- 3 6 

(U) Nothing to repoti . 

I. D. (U) Dissemination of U.S. Identities 

(T£//Sli/~(F) The NSA/CSS .~ntei·prise issued l I SIGINT product reports during the 
fourth quatter ofCY20 12. InO product re otis, disseminations were tound to be improper. and 
the reports were recalled as NSA/CSS and analysts learned of USPs. US. 
organizations. or U.S. entities named \vithout aut 1onzahon. , data in the recalled reports was 
deleted as required. and the repolts were not re-issued or were re-issued with proper 
minimization. 

I.E. (U) Counterintelligence Activities 

(U) Nothing to rep01t. 

LF. (U) Detection and Prevention of Violations 

(TSHSI//~4f) As previous! re otied. NSA has instituted a recess to help identity when 
the users of properly tasked !-r-------------__,~::o:.:h.:::.e..;;U~n:.:;it:;;ed.:::...;;S~ta:::t~es;;:;.. __,:.,N.;.:;S;:.:.A.:..'..::.s__, 
~ony process identified 
L_ji11-the f()urth uatter. Co.llected data was 
NSA' s rocess tor 

L-----------------------~----J· in the fomth quarter. 
Collected data was pu rged from NSA/CSS' s raw traffic reposi torl'es: ··· 

I.G. (U) Other ·.:.: ···' (b ) (3)-P.L . 8 6-36 
(b ) ( 1 ) 
(b ) (3 ) -P . L. 8 6-36 

(U/~U6) h0inst:ti.~s, database accesses \vere not terminated when analysts 
were deployed or reassigned t6 another site. Although not co11sidered violations ofE.O. 12333 or 
related directives. thea:Ccesses were terminated in accordance wjth NSA policy . In addition. 
there wasOinst~mce ofunauthorized access to raw SIGJNT and D instances of account 
sharing during the quarter. 

II. (U) NSA/CSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(U//FOUO) During the fourth qumter ofCY20 12, the OJG reviewed various NSN CSS 
intelligence activities to determine whether they had been conducted in accordance with statutes, 
E.O. s. AG-approved procedures, and Department ofDetense and internal directives. The 
problems uncovered were routine and the reviews showed that operating elements understand the 
restrictions on NSA/CSS activities. 

17 
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(b ) ( 1 ) 
(b ) ( 3 ) - P.L. 86-36 
(b) ( 3 ) - 18 usc 798 
<bl ( 3 l - so usc 3024 (il 

li .A. (GHREL TO USA, FVE¥) ~...1 __;..;.....__-------------~ 
~8/iREl , I f H :JSA. f VEY) During the field inspection ofl I 

.__ ______ _,I an ro inspector reviewed to program management. ro training provided to 
personnel assigned to the si te. and procedures for ensuring that all site personnel received 
required 10 training. The inspector' s overal l assessment was that the site had a rudimentary 10 
program that needed further documentation and development. The OlG recommended that the 
site document its 10 processes and procedures and conduct informal 10 t raining sessions for site 
personnel. 

II.B. (U) Special Study of the Research Directorate's (RD) Compliance Program 

(Ui/f'OUO) The NSA OIG summarized the results ofa review of the NSA RD' sr---1 
Com liance Prouram in a re ort published! l The review. conclucted L___J 

focused on the operation ofthe program by the Directorate's 10 
._c_o_n-lp_o_n_e_n~t.-~e-re_v_t-ew-...t~entified two areas of improvemenf for the 10 compliance program: 
program documentation and enhan<;ed controls to monitor IO training compliance for the RD 
workforce. · -

II.C. (U) Special Study: Assessment of Management Controls Over FAA §702 
(b l (3)-P . L . 86- 36 

(UI/.FOUO~ The NSA OIG reported the results of a review of the management controls 
implemented to provide reasonable assu rance of compliance with FAA §702. The report, 
published! !identified one instance ofnon-compliance and included 
recommendaiions to improve the overal l control environment in which fAA §702 authority is 
exercised. Information received after the report's issuance that had not been made available to 
the OIG during the initial review indicated that there had been no instance ofnon-compliance 
and that the control procedures are designed to comply with FAA §702. 

II.D. (U) Advisory Report on .... l ___ _,!compliance with NSAJCSS Authorities 

(U/J'f'OUetJ I the NSA OJG conducted a review ofc==J 
a technology demonstration that uses cloud computing.: In an advisory re 011 ublj.sl~eau--

1 hhe OIG found that controls on data ingestion and on a111ci ants 
required manual implementation to comply with NSAiCSS authorities. leaving .__ ___ _, 
compliance measures vulnerable to human error. Furthermore. these controlf were not 
sustainable outside the tightly controlled! jenvirorunent. ./ 

(b)(3)-P . L . 8 6-36 
II.E. (U) Ongoing Studies 

(li//FOUO) The following special studies were initiated duri ng the quarter and will be 
summarized in subsequent quarterly reports: 

• (li/,'FOUO) FAA §7021.__ _____ __ ___. 
• (U) Special Study: Assessment of Management Controls Over FAA § 702 - Revision 
• (U) Special Study ot1 jAuditing Control Framework for Signals 

Intelligence System Queries 
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• (U) Special Study ofthel I System 
(b) ( 3 ) - P • L . 8 6-3 6 

(U) Special Study ofthe Technology Directorate Mission Compliance Program 
• (U) Special Study ofthe Information Assurance Directorate Office ofOversight and 

Compliance Mission Compliance Program 

li .F. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to report 

li .G. (U) Congressional and 10 Board Notifications 

(bl,tgg~~f) l . IN SA notified the Cotigressional intelligence -~~~ g: -P . L . 
committees about a Title [ FISA compliance incident involving the misapplication of certaJn 
provisions ofNSA's minimization procedures. After learning ofone instance in which domestic 
communications encountered in the course of authorized collection had not been handled as 
required. senior NSA managers initiated a full -scale review. Although the review is ongoing. 
they have learned that there was no indication of will ful non-compliance of minimization 
procedures; personnel seem to have misapplied those procedures. Retraini ng sessions are 
ongomg. 

II.H. (U) Other Notifications 

(TS/IS im~f) The AG granted NSA/CSS approval forOintelligence-related collection 
activities associated with USP hostage and detainee cases. 

Il l. (U) Substantive Changes to the NSAICSS 10 Program 
(b) (1) 
(b) ( 3) - P. L . 8 6-3 6 

A. (U) 
~------------------------------~ 
(UJ+FOUOt As reported in the Second Quarter CY20 II repot1 . .NSA/CSS is developing a 

tool designed to automate the process of submitting mission compliance incident reports across 

86-36 

the worldwide NSA/CSS enterprise. The0 ·will become the Agei1cy's ceii'tr~.L.too J .. :fdf"·' .... (bl (3l - P · L · 86-36 

reporting al l potential mission compliance incidents and will proyiqe such· b'enefits as a 
streamlined management process. a central reposito ry, and .mehics data to su 0 11 root cause 
identification and trend arlys,s. The 0 is exp·ected to be implemented With 
the implementation of the .NSA wi ll be able to perform comprehensive tren an ys1s 

I I 
IV. (U) Changes to NSAICSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence ·Related Activities and the 
Reason for the Changes 

(U) Nothing to report. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to 
10 Programs 

T'tJP ~\'£(;1l£T;S'!J\.)'fA•~EliT 1'iE J'flOLC;$S'i0Ff)RPl 
19 
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(U) Nothing to report. 

VI. (U) Crimes Reporting 
·.{b) ( 1 ) 

(U) Nothing to Report 
(b} ( 3) - P. L. 8 6-3 6 
(b) (3) -50 usc 3024 ( i) 

VII. (U) Other Matters 

(Sh~~F) The NSA OlG is continuing: its investigation into an allegation reported in the 
Third Quarter CY20 12 rep011 that._·-------:--··-· -----------:-----' I I . 

1 J NSA verbally notified the Offtce of the Assistant to the Secreta1y of Defense for 
Intelligence Oversight ofth.is issue. 

(U) NSA/CSS has taken the following remedial actions: 

.. • ;~::~:t/CSS has obtained approyal from the !Jndersec~etary of Defense for 

Tol (1) 1 -
(b) ( 3) -P . L . 86-36.._ __ . -.....------------------' 
(b) (3)-50 usc 3024(i) . 

• (;$.{ft~F) NSA/CSS is working \vith thef I . 
• (SfR<W} I 

I 

I 

,....---, (U//FOUO) NSA/CSS does not anticipate that this.L.I --,-"1""":"'-----------' 
..__ _ _,lwill have any effect on national security or international relations. 

TOP sEt'RE IIJ.SIIIALEIV1 AI! J11tJtEIJ'NO'PONPI 
20 
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UNT;:EBD 

ST~S 

S~GNALS 

L'ITELLIGENCE 

D UQLC11INE 

US SID SPOO 18 

(U) LEGAL COMPLIANCE AND l i.S. PERSONS 1\IUNJJ\UZA TION 
PROCEDURES 

ISSU I!: DATE: 25 J anuary 20.11 

REVISED DATE: 

(U) OFFICE OF PRIMi\R\' CONCERN {Ol'C) 

National Security i\ge.ncy/Central Security Service (NSA/CSS). 
Signals lntemg:cnc:e Directorate (SlOl, Oflicl' nf (;eucral Counsel 

(ll) LEITER OF PROMU LGATlON, A.DMJNJSTRATION, AND AllTUORJZATION 

(U) TOJiiC or 
h om vtgalion 

( U) US SID SPOO t8 pt ascribe'S policies nnd p rocedurcs ·:Uld ru;sit~ns 
fl1SJ>OII(iihllit ies to ensure thnt thcll.14sions nnrl f\Hij:jions ofrhe 'United Stnti!S 
SIGINT Sy~em (USSS) m coniluoed in a ma1mer that ~regtHtrds the 
constitutional rjglns of U.S;· persons Tllis lJSSID delineates and pr.omull!alcs 
the USSS nlinlrhi·u uiou policy ru\d procedures re1111i~ to prmet1 the P.rivocy 

~p~p~r~~e~o=r~re~le~a~se~. ~t~e~ 

atlonal Sewrrty Agency on 
·JZ I'Jovember 20 '13. FOlA 
- ·e. 7. ?41 

AfX lJ. 
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(l l) USSID 
E1iillon 

(liJ Leg.a l 
Protection of 
Sttl~illve 
Ju formation 

(U) HBndllng of 
ussm 

1 U) Locnrlon .or 
OllidRI lJSS(I) 

(U)Am~ by 
Courratton; and 
Con•lllllln13 

(lf) i\Cct~S by 
T hird Pnrty 

;tf.iC::RE'f ,"JJ,.Rt:L TG L'9A FVfY 
lig.hls of l '.S. pe~·$orts. 

(Ul This USSID super'Sooes USSID SPOOl&. dntcd 27 J~1ly 19'>3. which muS1 
now b~ dc:.siroye.cl 

(UIIFOU.Ol Thrs USSID oomains sensitive infom1atlon a hut is legally protC(tctl 
from pUblic ~isdoSIJre nnd iS'Io be used only lbr official purposes o!Nntionnl 
Securhy A!.le•1cy/Cunt!'l11 Sl'Citrlty Service1> (NSNCSS) 

(Uitf'OUOI Users 1\\USl strictly ndhere to all clusiticntJoo and handling 
re51rie1 ion.~ (Sec NSA·f'S'i Clu:.sltipu!jprl 1\ lamt!ll. 1-'~J whew 

• '(U) storing ha.rd or sofi copies oflhli< USSID. ot' 

• (Ul hypcrllnking to this USSID. 

(U) UsCJ~ ~re respansible for the l!flilrue and mnnn~~ment oflhis USSID wht!n it 
·tS· SIOJ'cd locnlfy 

('U/.IFOb.'Ol The SIOINT Policy Systertl M11n~er will lunimnin nnd upd:Ue the 
<lllrTt:ttlofllcial USSIO ~n NSI\Net As wirrrmued. tlu: USSID wil l bt nvailnble 
ou lNTELlNK. 

(l l) Pur '!liSA clenrcn.ts to inclndt' the SlGHIIT Rxrend~ Entrq1rlsr: 

1 Ulif6tJO) USSS coll!ra'dOr> or consnltnnts asslghed to NSA/CSS 
Headquaner.; or to l.llher elements oft he SIOINT ljxtomdcd Hnit:rptiSl! >Ill! pre­
aurbmized for access m USSlDs·vi<t NSANet. lotelink. or in bnn:l-copy furmnt.s 
as nc.xled 10 pertllrm thclt johs. Howev«, fw those So."'\Silh•e USSIDs for which 
11ccess is j!ii;!~WO I'd ··C:Oflt ro l !ed. ~ll nsci'S, to include tomractors.. must undet!!O 
P.ddil io11sl seourity nnd tmsston venuJ!. 

(lll Outside NSA etcmetlts: 

(LV/FOUOj Non-USSS COIIUiiCtor:; 01 oonsuhlllll!; wnrJ..lt1g ill ~tetn:U fltcilities 
11re prc-m1thori ze'ct ii)r SQfl-eopy accesJ to USSIOs via NSANef o~ in seled~ 
CIISeS. via rNTELINK. if connectrvity to thusc: sssterns. is nllowl:\1 by the 
commctor's NSNCSS sp<lnsor. Wltete such connectivlly t& mll established. any 
hard-copy provision <If USSIT>~ m~sr be! a~uhcriz«l by th~S IGINT Policy 
System Manuger (NSTS· 'luiJ·~·l S.t. STE·,L J DSN:._I __ __. 

(U} Tills USSI D I~ no( 'n.:Jcn5llblc to mry TI1itd Pnny pnnuer (b)(3}-P.L. 88-36 

SfCltCT' ~r rftf!iL T(J t -s;e PVJ~ \ " 
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t l.l) Esec~livt.' 
Agent 

t U) ScctioJJ.s 

5FfiU7f. St Rt~L lO eft* F¥FY 
(U) tfn $hnrcabfe vtrsi()Ji (lflhis USSlD Is rcquc:stt'\1: 

• (l.~ refut lo U<:SIJD SPl1UO~ AJIJIA !:l. and 

• (lJ) <X\ntaCI the ablJI~prime Country Des!.. Ofti<:er In tile Foreign Af>fall'$ 
Directnmle. 

(U) The Executive Agent for 1his USSID is 

lis! I 
KEI'TFI B ALEXANDER 

General. U S, Am1y 
Director. NSAICbiefc CSS 

(U) TABLE OF CONTENTS 

SECTlON 1 · ! ll r Jlli:li'ACE 

SEC'rTON J- (lJ t i'OLIO 

SECTION 14 · Ill! COLLECTION 

SECTION !i- fl l I'RO('I~SS ING 

SECTION ·,; • tt:l Rt:T~'\'I'ION 

SECTION 7 - 1111 DISS£1\IINA TfO, 

SECTION 8 -Il l! tti:.SI' ONSIBII .. fTU:S 

SECTI.ON 9 ·!l it JJFl FI ITIONS 

(lf) Anutxes ftnd A NEX A· !lll l'ROCI::O l!Rl~S l i\lf'tEM t:l\ liMo riTU: I Of THf. 
App~nuiccs FO RF.IG~ l NTJI.'.LLIGf:NCE S liRVEILI...ANCK ACT 

APPENDIX .I· !llllf Oir:'EII STA:'\0Ait0 MINIMIMTIQN 
PRon;o LJ RILS Tt'OR ELECTRONIC SlfltVF.TI. LA-:\CE 
CQNDt Cl"r:D BY I"I'IE NATIO t\1. S ECfiRIT\' AGENCY !NSAJ 

ANNEX B • !Ul OI'ERA'OOI\AL ASSlST.\.NC£ TO ntF. FF. OERAL 
tWREAI' OF IN\ 'F.STIGA'riON 

Case 1:13-cv-09198-AT   Document 64-17   Filed 02/26/16   Page 3 of 52



DOCID: 4086222 

(U) Fourth 
Am curhnenr 
Protections 

(l l) Bnlnncing 
fo reign 
lurelll~eu ce Nee-d 
and l'rh•ary 
l ntere~<t 

A_l\jNL'\ C • illl SIGNALS INTE:LLJGE CE SliP PORT TO U.S. A;\'D 
Al.LIEU MILITAI{\ t-.X£nns t::. C"O IMAND AIITH()RITf!;S 

ANNE.'\ D • (UI TESTING OF ELECIRO IC EQUH'i\IENT 

A..'IINEX E - tl ll SEARCJI .\.Nil UF.\'EL.O l'~l ~: , 1' OI'F.It:\.TIONS 

AN NE:'\ C • fUl Tll-\JNING OF P~RSONNEL I~ T ilE OI'ERA flO~ 
ANn liS~; () rl SIGINT C()LLF:(~no~ ANI) OTII ER Slllt' h ii.J. .. \NO' 
EOllll';\1 El\ T 

ANNEX H -!Ill COI\SENT t<Oftii iS 

.ANNEX 1-ll!t FORl\1 P<)R ('t::R1'1P!Ci\:fi ()N OF QI'E:NLY 
ACI<NO\\ LtDGI>:O 11 TI liES 

ANNEX J • !!ilfflBbl J>n(,ln; lltlRI~. I~O it ~10!\ITOIUNC; IL\lHO 
Cmll\lliNJCATIONS OF SUSI'£Cr ED INTER ATIQN,\L 
l'ij ,\RCOTJCS TRAFFJO(ER 'i (/x•'llt•tl :icpur(lfci/y) 

ANNEX K - f5is' j-"lsi I 

{b)(1) 
--------------~x~d.p~.c~~~ss~ 

(0){3)·50 usc 3024(~ 
~)(3)·18 usc 7·98 SECTION I - (ll) PREFACE 

I. I. lU) The Fourth Amendmeut to the· Uwted States CollSlitur ion prorecrn 1111 
US flti'SOtlS any,vhere in thee \o,wld lind all persoll$ within I he United States 
fiom um:ensonable searc-hes ml(( !t!!lztt r~ by any p~rson oragen~-y Acting on 
bah~lf oft he lJ.S Governmt!llt. The Suprame C'ou.n b.as ml~d lh~• the 
inteJl;eption ofel ~tron.ic communicntio us is a serut11 aud s~izure wlth1n I he 
meaninJ! of the Fourth Amendment\ II is tberefbre tnl!!\darory tl111t signals 
)JUelligence (SlGIN f ) op~.rations be conducred pnrstJ nt11 ro procedures wluch 
met~ IJH! rearonnbl.enes's requirements of t l~ Fourth An'lendmeJll 

I 2 tU) In detcrmtrunJ:I. whe1her United Stalet~ SIOIN'l' Sy~te~n (I . .ISSS) 
operations are ~l'ell:;otwhle, ~ It Is necessary to balance tile L.S .. Govemnll:m's 
peed for forei)!.n 1nidli'g.e~rce informati{ln and the privacy interests ofpcs:;ons 
p.rotectcd by t.he Fourth Ameo<lment, Striking that bllli!JICCl bn~ COn$1merl mucn 
ttnle and efl"on by lll.l branches of rhe Umled Suues Governmem The results of 
thnl effi:tn are reflected. irt lht: refeie0te~~ listed hi &ctic!tl 2 below. Togl!lher 
these rc.-ferences (~\lire the minimization uf U.S. p,erson lnfonnntlon collected. 
pmcess..'<i, reuuiJed or dJss-eJnilllllecl by rhe U&l>S. Tho purpesc oftlus documem 

SEOtr1'' fUuRE!~. ro t •sA. F\ E'a 
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(IJ) MinimiZJtliou 
of U.S. l'r r.rou 
Inform Atiun 

( U) Oven;iglll 
Fu·nccion ~ 

( U} Refer<"nces 

~tEfltr'F ·s1. RTI ro USA: rvrv 
Is 10 lmpl~m~ril tl•csc mit\imlz.uion te!}tl lrem1'1ltli 

U (V) Severtli tlientes nm lhroughoul lhis USSID, The most imponom is th~l 
lnlclli~eitee ORet41il>tlS lm~ Ute proll:clion ol'con!W'lltiouul righls are no1 
iucompll!il>lc 11 is nOI m:c~uy 10 de,ty legjJimate tl.ircign iniell.tgcnce 
collccuon or suppri!Ss leguunarc foreign mtelh,gencc tnforwaliou to pro1ect the 
Fourth Ameudt)tl;'nl rig,l'lts <If U.S perwns 

I 4. lU) These minlrnizotion procedures implement 1he con&itutiol\lll prin\liple 
C1 f "reasonuble»CSS'1 by giving dilfereJU 'C.Illt?gOnes 0 f 11\divido aJs Wld enlities. 
different levels ofprotcclloit Thi!SI! levels ra~e ITom lhe strillj!e.\1 pm1ection 
ac~rded US cttizens ancl permanem residen1 :~~liens m 1he United Stales to 
provision~; relutiug to liHetgn diplomacs in the US. Tbese diflerenccs rdlecc yet 
another muin thenw \lflhese procedures, that i.s. rhat lh~ Iucus of ull fuceign 
intelligence opernbons i.s on foreign entili~ and p~rsons. 

I 5. (U) Nothmg tn these procedures slulll mtnct the 11erfimnnnte orlnwful 
colTipliMce or oversl~hl iunetions over 1he USSS 

SE<I10l\' 2- (\J) REFERENCES 

2.1 { U) The folf()Wi ng clocummt; ate referentes ll.'l this USSI D 

• (U) 50 U.S C !801. et seq .. Foretun lnulllitu~na~ Stn"Yelllnncc A(t 
IFJSr\1 of Ji17!L 1\S runended 

• (U) !ix~cl.llf l'"' (Jrdc•· l2:1•->. •United Stntes lmellig.en¢e Activities.." 11,~ 
an\el'lded 30 July 2008, 

• ~U) .. tU! ll"D Ducrli\'C' 'i!.llf Ill "DoD hllejllgence Activities.• d~ced 27 
AUJ!llst 2007 .. 

• (U) Ni\A 'CSS jJoJIC\ \lu 1-23. "'Procedu.rtli Goyerning NSN('SS 
Aclivities that a!Tect U.S. Persons." ns revised 29 Mily 1009 

• (U) DdD !tt"2ultlfit•u ~140. l ·K •·Procedures Gtwef11ing tile Actlvitlc.s ui 
Oo.O huclligcnce C"ompont!lus thnt Aftet'l Uni,ted Simes Person." daced 
Decen tber 19 82 

SECriO~ 3 - (ll) POLICY 

~~l.'ii~o~cy ~ud the 3.1. rU) The policy o.f lhc USSS is co TARGET or COLLECT only FOREIGN 
· ore•gn CO!v1MUNJCATIONS.• Tile l!SSS will hoi inletlllllllally COLLECT 
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Com m.u11 itntion~. 

Mission 

(U) Collertiou 

SEfltr T '31• IU3J TO r .. iA. F'cl:'' 
<;i:llnmuniClllions to. fium or nbont lJ S I)ERSONS or persohS· or ct)titi5 l11'1he 
U.S. eJ~cepl nssd ronh lrt this USSID. lfthe USSS innd ven~uly COLLECTS 
such conmuJli<:aJt.oiJS. 11 wil l proce!IS, retain and dtsseminm~ them only 111 
ac:U>rdancc with U1is USSI D 

• ( U) Capitoli7.cll words ln SectiMs J through Q are defined t~rms iu ~ruon 'l. 

SECI'rON 4 - (0) COLLECTION 

~ I. · ·; Communications wludt nt·e kMwn to be l<l. fTom or about a 
U.S PERSON IQI be 
it1tenrionally iutef(lept . or sel!!ated tl•rough the use t~fo SELEC'TION TERM. 
except in the fol lowiog mstauces: 

n. ( U,ttfOUOl .With rhe 1fPprovnl oft he United Stnt.es Foreign 
lntelligenae Surveillance Coot, ·euher under the condilions .outlinlo;.i m 
Atme, Aoftl)i8 USSlD or as permitted by other FJSA nuthoritics 

b. (UJ WJth th~· appi"'\'8.1 of the AJtorney Gcneml ofthe Unit-ed States, ift 

(I J (U\ T11e ('Ol.L.ECTION t$ directed .. agoim1. the tbllowmg: 

(a) (llfr'FOUGl Con.unu!llt ntion> to or from lJ S 
PIIRSONS ou~side lhe UNITED STATES ifStrd1 persa11s 
have beet18pproved lbr mrgctitljlC in accordru·tce with the 
terms of FISA (e 11. II~ tarl!.cled U S. PERSON i$ the 
suhjeat of;tn orde~ or nutlUl~iZl\tion ismted P\IISltnrtl It! 
Secrions 105. 703. 704, 01 705(b) of !11SA). o r 

(bJ ~Sf,SinftELI lntemn110nal cornmunicntions to, rrom. 

(c) 1 U/;FOb!O) ComrnwtillllllollS. wbich nrc ooi co or frcuu 
bul merely nbout US PERSONS (wherevc'ir loca!Od) 

(2) l Ul Tile person is an AGENT OF A FOREIGN POWER nnd 

(31 ,(U) Tlie pmpase of the COLLEC111dN is to a'c~Juire 
.siguificam FOREIGN lNTE.LLIGIONCE informttticm. 

~ (L!I/FOUO l With tbe npprov:al of the Due\i!Or. Na1ional Security 
Agency/Chief. Central Security Service (DlR.NSNCHCSS). so lonJl as 
iht' COLLECT) ON need nol be nppro\'ed l>y the Fordgn fntrlligenc~: 
Sufl•eill~nce .C:oun •OT tlie .!\IIC)fltcy Gec1~1nl, and 

!!f:EllE'I .SJ l~EI: T6 nil\ 1"'\"EY 

(b)(l) 

(D) t1 ) 
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(l:J)(.I) 
(b)(3)·P.L 86-36' 
(b)(3)-5Q usc 302-4!0 
(b)(3)-18 usc 798 

3ECRE1' SJ ,IfHL F-0 L~S/t; FYE'Y 
(II (UflfOUOl Tite person hll!i CONSEI'ffED. to the 
COLLECTION ~y el(ecutlng one ofrhe CONSENT forms 
oonmincd in Ann~:-; H. or 

(2) (·l..•ffFOIJOI nte person Is reasqnnbly bdievctl lo be held 
captive by n FOREIGN POWER or .proup er~!led in 
INTERNATIONAL TERRORISM. or 

(3) tSdRE:tJ 111c TARGETED I 

1-,----,---,,..,.,..--::=-:-cc=:::::-,..,..,.~land the DlRNSNCHCSS 
hllli nnp)'Oved th~ COLLECTION 111 tr«¢rdnnce '~ilh Annex I. or 

I I ~;J.:tween 3 U.S PERSON mlhe 
~~:~::::;The COLLECTION is directed S2-_~inst 

~ , S and a foreigr~ emity out~id~ t.hc Ul'JlTP:D 
STATES. the TARGET is the foreign cnrity. nnd rhc 
DIRNSNCHCSS hilS APP'"'·ert lhe COLLECTION in 
nccordonce with -\nn...x t:; . or 

(S) l!i,"/.~[Ji'RB:) Technical d.Mc~ (c.g_r,l --..,.......---,,.--,----l 
I !are employed 1<1 limit acqqisition by rl1e 
Osss ro ·cornulWlllllltions to or from tbe T AAGET or to spt'Crlic 
forn1;5 ofcommunicnrlons us«! by the TARGET(~: ~-- 1 I 
I 1 and the: 
COLLEt liON IS crrn.'di!d n$ilmSi I I !voice ~nd faaimilt corruL.u.,-u"""ri(-l-a..,.ll'"'o_n_s -w""·,,,..,, -on- e,...-----' 

(\))(!) 

COMf\;n.iNlC Al'il' inth~D STATES. nnd rhe TARGET 
ofllle COLLECTION iJ{__J (b)(1) 

(a) A non-U.S P,.ERSON l_,~tl~ out~ide the Ul'<'lTED 
STATES! I 

(bl I 

(6) ( l /1/FOi!O:I. C~1pies of npproyuls gmnh:d by the 
DIRNSA/CHCSS under these proviaions will bt retained in1he 
Otn.:t: ol'Geoernl Counstll fu1 re••iew l1y the Allorney General. 

d. (U) Emergency Sirunuons. 

(I ) (IJ/tF9l:JO:I Unless sepnrnte nuthp,rizmion uudet PISA is 
req utred by law. I in erne'ltenoy sil u~tio ns DlRNSAICHCSS rnny 

I IUttfOUOI CoUec.tion lluu con~ti1111cs "~e<.tlranic S!'lf\'ciUnnct" ns defined by fTISA can only be mrlhorizll~ in 
liL't.'Otdllnce with tlte tem1s uf FTSA Undolf c~rtaill circunlStanee.s, tbe Aubrney General rnay authorize 
~rneJl!etlcy collection tltnt a>nstitulcs "el ecrronic smvdllntrce'' under FISA For p~rpos\ls of FISA. tile term 

';£( lt i::'T.'~ !iJ kflLL ~FO l;SI'c F'tE'1 

Case 1:13-cv-09198-AT   Document 64-17   Filed 02/26/16   Page 7 of 52



DOCID: 4086222 
~~fl~t!'Pl 31, RF,I TO n:m, f'VEY 

authori?.e 11\e COLLECTION ofillfol'm!llion to. li'cun, ot··about 11 
lJ.S. PERSON who isolllside the. UNITED STATES when 
~ouring the pno1· nppnwal of the Attorney Geneml 1s 110t 
[II'ACflCil] bel'811$e 

Ia) (U) The tim!! required 10 ob1a111 such npprovnl would 
re$1111 in the. loss ol'signiticnm fORE IGN 
INTELLIGENCE nnd would c~use Sl!bSlantial hnrm In 
the nntional sec.u 111y. 

(hj ( Lr) A perS(ln's life or physknt sufety is reusoqably 
believed to be 1n1mmcdin1e dunget•. 

!c) Clll The physical secu•iiY llfaderense instnllnlion 11r 
gLwemmenr propen.y is reaSl:lnably believ<XI 10 be in 
immtdi»ll! dMger 

(2) (UUr61:J8j In those cases where ~h~ DI.RNSAJC'RCSS 
iluthoi·il.es eut~cency COLLECTION. e~cept for nctlons (nken 
111J.der parllgrnph d.( l)(bt nbuve. DIRNSAICH('SS slttdl lind th;Jt 
there is probable t':lllsc thru the T ARGI::"T meets onr of 1J1e 
following crito:J ia. 

(n) tll) A Jlcrsou who, fur or on bthalfofn FOREIGN 
POWER. is engaged in clamlesUne lm~lligence acll\ijies 
(including CO\'lll1 nclivlties intendoo to at'fect ~~~~~ JIUiiti cal 
or ~OV(!I'Jlllleniu! process). ·sabotage. or 
INTE.RNATI0NAL TERRORI.ST actlvHies. or activiu~ 
in prt!pnrtUion fur INTERNATIONAL TERRORIST 
activilies: or who COllSJllres with. or kuo.winf!JY oids and 

"clcdronic survelllnnee" encompasses I) the acq11i.sitio n b} an electronic. mecl\ll.lucal or ol.b.~r·SUI'\ eillancec 
device the romentK of any ,~;re or r~,dio communications sent by 0 1 intended 10 ~ tcccivcd by ll' pa11itulnr. 
known. Umrcd SIRles person iftbe conleJli:S are UCC:Ju.ired by intentionally t6rpe~ng the Li.S, per~n under 
cirtlltlllsfances in which :1 p~.rs<u1 h11s a rea~on~ble t"<pettatlon ofprivncy lind a warrMt would lle requ1red for 
lnw ~nforceme:m pu1poses, ab~c111 tlie U.S pet'$Pn's ~press or implied consent, :!}the ncq uisltion by electronic. 
mechanical. or oll1er survcillnncc device. of the UJntcurs of.:my wire trol.llmlmic~tion to Or ~'rom 11 person in the: 
United Stares, t~ilthoul tl1e cons¢tu of any p~ny there.to, ifsudt ncquJsltlon o~ttrs in the Unitoo Stmes. lxu does 
1101 induqe tho.se conununications of computer tre~passc rs thu1 would be permissible Ul\llitl s~-<:lion 2S l l(.l:)(t) of 
fi tle 18 of the Un tied Stn1cs Code: J) the imentional liCCjlllSition by an el.wronic. rnedr.mkal. orot,her 
stn·.,.dJinncl! device of !he rol'Ueilts lil fany l'llditHoli1muniCilti01L uuder circumstGDces in which 11 person has a 
~~~~~~le e~ped11tion ofrri\tncy nnd a wtlmml \~uuld be r«tuired if the a~qui !tltion w~re.undcttaken for law 
cnfur<:t!lll~lt purposes. ·1111( if both the ~encler nod aU inlended redpients are lo~"'rtt!id inside the United $tutes. or 
~1 tlw insulllnlio 11 or t1~ of an electronic, meclttUuc.ul. on.ltber surwfllnnce device in the Unued Srotes fur 
lmlmturing 10 aC(Juire htfonnmion. other than from ~win: ur t'ltdio conunurucauon. under circnmstM<:e!> in 
wlucb n person has J reasonable expe<:lation ofpnVllcy atl!l n Wll1T11Jll wutrld be requjr~ afthe :l!:llulsitiun were 
u.lldeJ1al.eu for )(lw enforcement purpo~s. 
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(b) ( U) A p.erson who is 1111 oflicer or employee of n 
FOREIGN POWER 

(c) (U) A perliOn unlawfull)' actinJ!. fur. or pursuant to tht 
dircction 'o( a FOR.EION POW"ER. Tile mere fuel tl1nt a 
per~o"'s acth~ties 111U) benelit or llu'ther the ai 1~ of3 
FOREIGN POWER is nm CJlough 10 bn n.(l that person 
uuderllli.s 5tlb~ion.. nl>Se~lt evidet1ce that the. pet son is 
111~ing direction frpm.lll"aai ng in kno\idng OOI1C<!I1 wilil 
Lhe FOREIGN PO~'ER 

(d) (U} A CORPORATION or othcr,cntity that isown.:d 
ot· ~ontrolled direclly or indin~ctly by n FOREIGN 
POWER.. 

(c) ( tJ) A person in comm:t with. or uctiug in 
CQllab<\rntiotl with. nn intelligence ~1r secul•ity ~rvice ol" a 
lorelgn power ror the purpo~ ofprovidil)i? ncces.s to 
iufom1alion or mru t:nnl clnssi iio:d by the Unil~l S!lues to 
wl.1icl) such ~lct'son has n,ccess 

(3) (U) Jn.alll'lfSell \\!here emergettc.y oollcctJOilisauthorJU.'d. the 
foUo"'i ng steps shHII be l'llken. 

ln) IU/:FOUO) TJ~e General CouJJSel will be notified 
immedi3tely that the! COLLECTlON has started 

(bl (UiifOUO) 11te Genenu Couusel \I~U iottiare 
i!nme,l:Jiatc effons to obtalJI A.Uorney General approval to 
c<1ntinue rhe collection. If i\t!Qf!JCY Gt:1teml approval Is 
M l obtaiJ1ed wilhlo 72 hours. the COLLE(! ION ,~,11 be 
termi naled If the Attomey Gencntl appro,•cs·the 
COLL~CTION. il mny cominue funhe period specltled 
in the Ql>pro.vnl 

e (U/lfEIUOj Annual reports to the Attorney Ge!•!!rnl are reqvrr«I tor 
COLLIJCTION conducted wider para!!mphs 4 l.c (3) ond (4). 
Re.<;j){)nsible analytic offi ces wi ll provide: su~h reports lluough lhe 
Sir:nnLs ltllell t ~c:n..:r;: Pl rec~pr ond the Uenemt Cn!! n~d (CC) to the 
DlRNSNCHCSS for frnnsmitlal to the A homey General by 31 Jnnuary 
Of eii.Ch year 

9EcR:Fr sr:ttFL TG nA n E't 
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._ltu_•JI __ ____J\ 

1

-l.Lcsr .. S:tJJR:ctJ I ! 
'(b)(1) 

(b)(l) 
(b)(3)-P .L 86-38 
(h)(3)-50 usc 3024(1) 
(b)(3l-18 usc 7-96 

1\ 1) lncid<mlnl 
Arqnisition nf 
t l.S. Pr rsou 
Informacion 

IIJl Nonre.sldrnr 
A.Jiet! Tnrgers 

a fSNS lflR:£i:) 

b fS!iStJ{Rr±) I 

U ( U) lnlonmulon •Jo. frQm ar llbQut U.S. PERSONS acttuircd incidentally ns a 
resuh QfCOLI.-ECT!ON directed agmn!!l :~pproprintl.' FOR!:;IGN 
INTELLIOENCE TARGETS nu1y be re111ined nnd processed ll\ acco.rdnnc.e w11h 
S,'CliO!t 5 ~nd S¢dlon b ofllus USSID 

-l -J. {Sf/Sf/.'ftf:L} j'fonresiden1 AlieJl TARGETS Enl~ring I lie UNlTE!D 
STATE-S. 

~- {&;'Sb'/RELJ I rthe con1munlea1ions oh l1Pnresidenl alten lotaled 
nbroad are being TARGETED mJd che USSS lenm$ thnt I lie it1dividual 
has emeretl 'll\e ONlTED STATES, COLLECTION may continue fllr n 
period of72 ht•m·s ~w(>vided thm continued COLLECTION is olhCI 111ise 
p~tll1itted by·FlSt:\-2 the DIRNSA/CHCSS i~advi~od immedi~tely. and 

( I ) lmm@iate eJ1'i>rt$ are lniriated to obrnin AtloiMy Gcl'lcrtll 
upprovnl , or 

b, (U) If !\111lri)l!)' Gc11ernl approV111 lsobt:llnlld. tbe COU.ECTJON mny 

2 t&ltl:l !Nl~L) There is no 12 hou.r l?tal'J: penod fur.coll~•k•n tlmt hm; b~t:n nutho[ized purn•ant to SeCIIoM 
702. 70 ~. i0-1, or 705(b) ofF! SA- Colh:cdlln under Si!((lioll~ 702, 703. 70-1, or 70S(t:1) ottFlS.>\ must be 
tepmnall!d 3S soan as the USSS !CIInts r,he 1Gf11.et hn$ entc:rtd the \)nited St~res Sin.tlllli'ly. OlRNSA may not 
authorize usc: ofn collection rec:bnique wh1le th.e rar~et rs le>oaled inside the U.ohed Stntes if use of the collecuoh 
tt....:hrticrue would qualify tLs ··electronic survdllan~e'· unde~· FISA. (se~< Foi:ILM!e I). 

(b)(1) 
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(U/IF6 tf6') U.S. 
••ersou ·rnrgets 

(U) Oit~crion 

fliJillin g, 

(l~ l>lstress 
Sign* 

(F) A 111(1111 IHIItl 

lnfor'" ~ rion 
Sys1ems 

srl\ It~ r '!;1 ,·ttt:t TO t1S ~ ... FYFY 
C()nlilwl' tb1· the le1~1h of time spe<:ifled it\ thl! opprovul 

c_flJ/,'f6UB) I fir Is detenuined 1 l'lm I. I lcoLLECTI ON mil)' co mluu "'e__,ll!,..,t""he--,di'""'sc~i...,et~lo...,n-o~!.-:-. trhe---1 
OJlCtntion~l clt,ncnJ 

d. ISfrSiio<RELJ 11 OJ' if Auomey 
Genetttl nppn.wal is not ob1ain witlun 71 Jours. COI..-LEc-i'lON 11'1U~I 
be1enninated I dAtto• ney Geneml 
npprovnl ls obtalni!d, or rl1t.~ ll1RlvuU•nl h:aves tltt"NITED STATES. 

-i 5 (UfffOUO) U.S. PERSON TARGETS Enteri rl_!! the UNITED STATES 

n. (LI/IFOI:IO) trcommu.oicalions to. from or nboul aU S. t>E.RSON 
JoCllred Dutside 1he UNiTED STATES are·bcing COLLECTED under 
Court or Atto rney ~netal approl'al a~ dcsc.ribcd il) St:erionS -i. l a n11d 
~ . t .b. above. rhe C'OLLECTION mu~t stop when the USSS learns that 
the lndi" idunl has ~n!ered the UNITED STAlES, 

b: (liJA=OUO) While the mdiv1dual is in the UNl.TITD STATES. 
COlLECTION may b'e res\rmed only wltfl the npprovnl oft he United 
States Foreign lntell ig.ence Sur\'elll:mce Cc,mn ns:describcd in :\lllll.'.l( ' ' 

·I 6 (Sffl~l) RcqucS!s to TAIWET U S PERSONS All propos.1ls fur 
COLLECTION agaimll U.S pE.R~ONS. I 

J ) musi be1-su--:-bm--:-il,...tcxl-:-1rhr-o-ug-.h...,t,-:-h-e-::S:o:-j!l-n"'u!rs--' 
lntellil!etl« DJ.I ~'<:!Lu' nnd the!!( to the DIRNSNCRCSS fo1' revio:w. (b)(t) 

.! 7 (UlffOUBJ Use ofdin-ction findin£ solei) to deti!rirtine the ltK'ftliou ofn 
tJansminer loc~l!\1 outsrtle of the UNITED STATES docs not I:On51lhno: 
ELECTRONIC SURVEILLANCE or COLLECTION even if directed 111 

ti311SJnillers bdle~e<l to. be us.!d by U.S. PERSONS. Unless COLLECTION of 
rhe couununlcations i~orJieJ'\vise aurhoriud under lh,e~ p1'0e<'Ciu• es, tl1e 
toJtlents of ccumnunicatlons to whn:h n U.S. P.ERSON IS n paoy 1.1\t.miloted in 
th~ t'Qiii'Se or:tJil'ecltOII li1lllin!! lDilY Only be Used 10 idemify the U'llllS.illJUer 

J :8. (U) Dtstres1!: si1,.rJ1ul:S tllll)' be i.menuonalty co!le<~ted, processed. retait~ed. and 
di~etninared wirhqur regurd \1> lh~re,1rictioljs contniru:tf in ll!ls USSlD. 

~ Q ( U) COM SEC M onltorins 11nd ~C1nil)' 1·escin!c! or Autommal lnform:uion 
Sy$1em.s Monirorirll:l for commul)kntions security pu.rposes mtls t be conducted 
wr lh the ~J:onsem ofrhc person b~n~ monitored and in nc~'ll rdam:e wtth the 

~ ... t J }CJC· .. ) 

(b)(1) 
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!'Sffitf"f "~I lttl. FU t''iA F"''fY 

proccdur¢3 estl!bllshcd iu NnriMnl 1 dccmnmunicrui,~JlS a11d lnti>rmmic1n 
s,,!cnv. S«u!ll \' Dil<!\.uw 6tl()_ Communiontions Se~'tl rity ('COMSEC) 
.Monitoring. dnted l(J April J 990 Monirorin!; iPr COI\1111\Itlii:llriollcS secmity 
liUt'po~ lS not governed by this USSTD lntnrstVc .secumy resting 10 assess 
!:l.oqJrity vulu~mbiliti'es in·nutonmrcd inronnntion sy~em5 likewise isuot 
governed by this USSI.D. 

SEC'IlON 5- (ll) PROCESSING 

(UJ Seleccloo Terms .5. L (3iiSM'R:ELj Use p]'Sclection Tenus Durip~ ProCClt~iny Whenn 
SELECTION TERM is imc.od~d 10 INTERCEPT D communiClltion on the 
basis of the conltlll of the communicallon. or l)eclluse- a corli.mwucalloo is 
enciphere.:l. rmher rhnn (In the basis of th<l iclcncity of the CPMMUNlCANT or 
cbc fuct that rhe C011llll\IIUOJilon IJU."l.lllOHS n pru titular u!rlivrdu.al. !he rollewiJlg 
nrles Apply 

a.. (StfSIHN:EL) No SELEC1'10N TERM that rs ren~'Omtbly likely 10 
n:iiult iurhe INTERCEPTION of cornn111nicnrlons hJor frcom n U.S 
PERSON .wllere~-er locmed . (tl)(1) 

tlay. be Dsed unless there is 
~..re.,.,.,..,ns~on ""'to'"'b""eU""· e""· v""'e""'t"'ha"'r "F""O:nREI"""G"'N"""'I N""l""'E"'1""1...!-IGENCE will be llbtained b\' 
use Ill: such S.lt LECTION TERM -

b, (UI.'FOlJOl No SELE\TION TERM thai has resuh~ in the 
rN"fERCE.P't'ION ofa ~ignificnm nllmb~ of tt;lmmunienlit,Jtlli to or 
Ji·om sucb perso11.s or entit·ies may be used unless ther:e is reason lo 
believe thnt FOREIGN lNfELLIGBNCE wi ll be ol>talned 

c:. (1)/i FOUO) SliLEC1JON TERMS tlrnl have resulted or are 
rea51lnably liki:l)' to cesulr illche INTERC'EPT.ION of.:orrunlllliClltioris 
to o.r from such persons or ent iti es $hall l;!e desiftn¢<1 to defe:11. to the 
!!:featest extent pmcticable ooder the arcumstances, I he 
INTERCEPTION oflht)Se comtltunic~tlons wlrich dQ nor contnin 
f:ORE.IGN INTELUGENCE 

5.:!. (Ui/rOUOl Annull'l Rev1ew by the SignAls lntelltger.ce Dlrectctr 

a. (U/i'POUO) All SELECTION ·rERMS !hat nre rC!ISOnnbly l ike!) to 
rcsuh in the INTERCEPTION ofwrruttulllcnlions loor from aU S 
PERSON ol' ll!i'rrls 'thru have resulted in the INTERCEt>TlON o1'11 
slj,ml ficant number o'f S\ldl communicurlons shall bil rc:\'it\\ed nnnually 
by. I he SignaJs lmelligence Director or a d¢liignee .. 

Sf:f'RET !I:i ! ,~E'L TO USA P<TY 
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t U) lnten·cpll!ll 
~1Jiterjal 

$pCIH?T Sl~ REI- TO l!S)t: 1"\.FY 
b. '(Lll/fOUO; 'T'h~ put pose of the re".•irtv ·sltnll be to de~enulne \VI\ether 
tlttre ili rea.sc•n to believe tlutt FOREIGN INTELLIGEN<'E will be 
obtai noel. or wi ll cominue to be obtained. by the use oftJu:se 
SELECTION TERMS 

c. (lJI. rouo, A ()Opy of the results of the .(t:IVI~W v.qJJ bt: jiiQVtded to 
lhe h~>fiC.:: ! ut C.icnctnl (IG) nru;l the Gr_ 

53, (U) Forviardlllg M l tll~rceptro l\IIUcrinl. FOREIGN 
COMMUN1C'AT10NS (\1lleckd by the USSS may~ n,rwrutlt:d as 
mtercept~J to NSA. tmer.medi:.ue t>rocesslllg fnc.iJrtie.s: a.nd o:t l1abornting 
~"entets 

:i.-1 (U\ Non-loreign Ctlt.rtmumcations. 

a (LJ) Comuwuicatiot~ betwte~1 pet&~.ll\9 it1the UNITED STATES 
Private communications solely between persons in the UNfTEO 
STATES lnadvenemly lruercept~ during U\e COU.ECLJON of 
f'ORElGN CPMMUNICATIOf:.IS ,~;u be promp1ly dt:siroyed unli:sl> 
tbc Attornc:.y Genernl <ietcrmincs that the contents Jtulkah: 11 threHI of 
death ol· ~rio us blldHy l~:~nn II) ntly peuon 

b. (U) C'ommu meat ions between U.S. PERSONS. ·C'onununicarion.s 
lkllely behveilll U.S PERSONS will be trc.i!l<!d as full ow~ 

( I ) (LH Conunun.icntions solelv. between U.S. PERSONS 
inndvcrtenlly imc.n:cptl?d durlfl!! lite COLLECTJON of 
FORI31GN COlviMUNICAllONS wtlllio desaroyl'(j upon 
remo.gnition. if reohnicaUy possible. excqJ! as pnl\'lded tn 
parn~:~ruph 5 4.d below 

(2) (U) N01 withstnnding the pre,edmg prOVlsiOil. CI)'JllOloJ:;ic 

dnln (e.~. si'g11nl ail(j enciphennem irtt\lrmlllion) and tc.c.hnh:nl 
ctnnmt~nieatiolls datu (e !.L . circuit uSDg~) mu~· lie t!Xtntdcd and 
a:emined from tl·JO:>e communictttions If necessary ·•o 

{n) tU) E~1abllsjt or ITI!.lintain imertej.lt. or 

tbl (U) Minimize unw<inu:d iruercept, llt 

{c) (U) Support cryptologic ope.rattuns relnted to 
FORBGN CONIMUNICATIONS 

c. (U) Commumcatio:n; luvolvi ng au OI.Jicer or Employee of th~ US. 
Goverrunent Communicttrions to nr ll-bm any officer or employee of 
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the US. <Wvernmem. or a11y Stole or local govcmmen1. will not lie 
mteotion.ally intercepted l n~dV'<!Tit!l11 INTERCEPnONS ofsuclt 
~'Ormmmica tions (including thnse between furei~n TARGETS and U.S. 
ufficiaJs) will bet rotated n!i indicated In paragJa11h~ 5.4 a 11ud b . above 

d. tU) Excepuons: N<Hwttl.istandtog the provisions ofpru:ngr·aphs 5 -tb. 
and c., the '))IRNSAICHCSS may waive th~ destnrcliOtl r't\1uiremcnt 
For international POmmunicatt\lll5 cunJ,aiuing. int~r alia. the lbllll\'<lng 
types orinfutmn.tron. 

(.1 ) Sig.nifreanr FOREIGN l.NLELLIGENCP.. or 

(2) E'ridcncc of a crhne or threat \lfdemh or !le~ious bodily 
h;mu to rmy pe.rsorr.. <tr 

(3) Atiomalies that tc~e.u a p<~lcmiul \'tllner~bility to U.S 
connnun icntlous securiry Communications for which rhc 
Allbrne) General ot .DLRNSAIC'HCSS's 1\'lllvet Is st~ughl 
.should llt.! f\1rwa(ilc:d 10 NSA/CSS, Attn· Slgnnl~ Intelligence 
D11.:cromte Onice of Oversight & Compliaoce tS\'J. 

tli) ltadio 5 • (ll\ Rndiu Commumcations wilh o Terminnlln the lfNITF.D STATFS 
C.mtrnu nications 

(b)(1) 
(b)(3)-P,L 86-36 
(b)(l3)-50 usc 3024(1,) 
(b)(3)-1 6 usc 796 

~ (r:fiiSb'/Rt;b.) All rndla cornmunl ... ·mlons that pails iwe~ c:l)annels with a 
tenninal in tlle UNITED STATES must b~ processed through n 
coinputer scan dict ionary or slmllnr device Unless those CllllllltUJIJc.auoos 
oc·~=Ur ov.:.r cluulnek< us..-d e-<clusi\<el} by 11 FOREION POWER 

b f9i'/!ilflRfiL') httcrn.:UiOntiJ etlrtlHlOU•3CCt!SS radiO COlDLllUiltCI\UOUS Wal 
llll35 9.' '"! cltlmncls with ntcnninal in the UNITED STATES, oilier Lhnrl 

I l,omunlcaJioiiS. mi!Y be proce;.s ed 
withom thoJ useorn dlmpUter scan 'ctionary or simitnr device if 
nec~nry to determine whether :1 channel coruuins COilltllllnicntio""~ of 
F.ORi;IGN 11'-'TELLIGENC'E interetit whiah NSA moy wish to coll~t 
Such processing rtu~y uot exceed two hours witboul lhe ·speci fie prior 
wriueJI npp roval oflhe Sig1111ls Intelligence Director or a dtffiij,Uiee Md. 
in any 1!'\'ent. &h.nll be llmhcffi 10 tbe mminmtn nmount of limo necessill)' 
to detl:!nuiu~ the o:uure ofcomn1unications on rhc ohcumel nnd the 
nmouut ofJ;uc'ih cormnuni~lions that Include FOREIGN 
I'NTELLIGE't\'CE. 0Jtce it is dctermincffi thnr the clJ<1tmei etlnt:tins 
soffident contJnunications ofF()REIGN I"NTELLIGENCE interest to 
wan'ant \0l.LE('TION nnd e.xploltorion 10 produce FOREJGN 
INTELLIGENCE. a cOU1J>IIIer sca:n dictionary or similnr devi<:e 11\ltSI be 
used for add irionnl 11rocessing. 

e (U//FOUO) Copies of nil wrine11 nppro'VJIIS made pursutuu to 5 j b 
must he providell to iht Cil nnd the It:• 
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SECTION 6- ( ) RETENTION 

(p) Rewuion uf () I (UI Retention ofConniiuniauiou.!l to. irolll 01 Ab'olll US. l'ERSONS 
Comm IUtkutious 

ll (UI E:'<cept a:sothen>Ji.se provided'" Annex A, Appr.ndht l . S~hon 4. 
communicat.i't111$ to, from or about US PERSONS that are intcrcepte\1 
by the IJSSS may be retained in U1eir original or IFPI\S<'I'ibed form only 
ns fbllows 

( 11 (Uf,'fOUO) U11enciphered commuaiomions not t.hought to 
oom~\n secret tnertnit1tt may be rt'flllued ror ihe years unless tiLe 
Signols h1telligem:e Oi1·ector detcrmi11~ ii1 wei ri ng 11101 rt!!c:ntion 
foro longer period ts (cquired to 1espond to au111oriud 
FOREJGN INTELUGENCE requlr.emctus 

(11 (tJI.'fQUOl Communicllllons necessary (o mn1ntaio techni<ml 
dattl bnses·lbt cryptanAlytic Clr tnrtlic nnnlytit purposes may be 
f1!1nii1L-d t(tr a P.erl01l suflidenl to :~llow a thi)I'OII~h i!Xploilation 
nnd JO ,pemlit access to data that nre. or are renSO!lRQiy belteved 
llkllly tt~ beconlt'. rel~vnnt tcfa etm'ent or future FOREIGN 
IN"n!.LLl(,iENCE re(Jllirem~m Suf11ciem duraaiou may \'nry 
wi.th tbc nature of the e.'lploitatJon aud may consist ofany period 
oftlrtie d\ll'lnJ! whith the technical data bl!Se ts llllliject to. or of 
tue In, cryptnnal)•sls. "lfB U.S l'E"RSON'S idenllty is 1101 

uecessary 10 mairn:tining teclmical d11ta b11.~. it sh11111d b~ 
deleted or replaced by a J!Cneuc 1c.rm \\~lCD prac1icabk 

b. (U) Communic;rtions which could be disseminated under Section 1. 
below (I.e. . without climJnmion of tl!:fuences 10 .U.S. PERSONS) mny be 
retaintlllln.theii· orig.ia\al or transl"fibtXI ·fun11 
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( l l) Focus of 
SIC lNT Rejtorts 

(U) Dissemination 
or U.S. PF. RSON 
Identities 

:C:ftt"l~f''fi•sl ft III TO UsA, F\"1'' 
0.2.. (ll) Access to mw rraffic stornse systems wltlolt conr~ 111 tclentnles of U.S 
PERSONS mu~t be limitetl tCI SIGINJ produlltion persounel Qt' othe~ persons 
who conduct sig-JJAis i rnellig_ence activhies under the tlirection. -ll\llhl;frity, or 
ront rQl Q ,. Dl RNSAlCHC SS . For mcm infornuuion tm access to SIGINL refer 
to UiSI[) CRJMn. 2 ; . 

SECTION 7. (\J) DlSSEI\UNATION 

7 I. (U) All SLGI.I~T r~ons will be wrillen sons 10 focus solely on the ndivities 
oftlm:i~n ctuliies and fl l1rll0ns end llteir n~;ct'Us. E"~~pt ns providl:d in Section 
7 2. .• FCiRE£GN ll'(rEL.liGENCE infonlllllion CQncernin& U.S PERSONS 
tlll1S1 be dtsseminmcd' tn a manner which docs not idemify the U.S. PERSON, 
Generic ol' ge11eral terms otphni.~es ll\ltSI besubstitllled for lhe Identity {eg . 
''U.S lirrn" lor t h~ spt!;:ifi1: qatn~: of a U:S, COR,PO~TION Ot "U $ 
PERSON" fot' the spcdtk nome ofn U.S. PERSON). File5 coorntru.ng. the 
itlentiti~s ofU.S. peroons·deleteU from STGTNT n:ports will be nmint~ined for 11 

nu1ximum period of. one year and any requests from SIGil'IT CtJstomers lbr su-:11 
tdentiries should be reJen·ed 111 I he Siguais lni~llu.wnce OireClornte' s Office of 
Joii1nuntlvH Snnrhil! Sen· lee:? (SJ2) 

7 l (Ul SJGlNT repons may inclu"dt> the identification ofn US. l'ERSON only 
if one of the tolltll~i'n!!, c:o~iriotis is mel nml n dctermin:Jliou is ma\Je by the 
~ppropciqte anRn:>va.l authority thnr the rllc.ipiem lw a net'\! for tli~ id~nfity lOr 
1.1Je purfonnancc ol'hi~ . officisl duties: 

11 (U) The US, PERSON lms CONSENTED t\J the di5'l;tlmi•wion of 
oomuuntica.tiorrs of. llr about. lmn or her llllcl has executoo 11\e 
·coNSI.iNT form found itt ,\ruwx H ofthi~ USSID. or 

b. (U) n1e lnf.orma.tiou is PUBUCLY AVAILABLE (i .t! . th~ 
infom1otion is del'ivt'() fro111 unclassilied lnfbu.nllllon Bvtlilnble to the 
~eneral publk). or · 

c fU} Tl~ id<!nt'ity ol'llte U.S PERSON is nec~ssury II) undei'Siulld llie 
EOREIGN INTELLIGENCE in.(QrmatiQn ~;~rnS$es$ its imp,wancl! The 
ful.lowh1s nonexclusive list ·conuuns ex.amplcs of!he l)'llil Qfinforrnalion 
ll'lnl moot. rhis Slanclnrd· 

(I) (lf) FOREIGN POWE.R or AGENT OF A FOREIGN 
POWER The in iMuittion indic.1tes thnt ttie U.S. PERSON Is a 
PORE1GN POWER or an AGENT OF A fORETGN POWER 

(2) (U'l Unauth(l(ized Disclom•te- ofCiru;sified hlforlllntlbn Tile 

!!EOtE1 ... IL Rt.::L 1'0 USA t'c t'l 
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(U) Ar1proval 
AulhOrlrics 

SEfRFf i51 REI: -ro US>\: rvn 
info nTIOiion li1drca1e5 thnt the U.S PERSON ntny b~engnged ttr 
till" unaurhod~l di~lo"SUr;e ufdnssilled infonnar lon, 

(3) fU) lnre.'ll<\lionnl Nnroorics Aerivlly. "n1e infonnnllon 
indi~:ares thl'llthe intlivir.lual lll~Y be en~nged itl imtm111ional 
uarcorics rraffickin~ aetiviues- (See f\nm;x J ofllus USSII) for 
f\lrr11cr lnt1.1r1r1ation ~-once111i m! individunls Involved In 
im~rnnrionnl t~ara.1tics cmffid,ing:j · 

(4) {U) Criminnl ACrriviry. Tite Informacion is evldimce lhlll the 
individual l'llll) be lnY~~Jv~ Ill n crime that hqs been rs being or 
Is nbout robe OOil'ullltLed . provldt>d Lbruthe·dissemuwuon •s fo, 
lnw enfol'l:.emt:ot purposes 

f5J lLtl llllclligencc TARGET. Til~ infutrll!lllon lnd.1c.tues rhutrhe 
US 'PERSON mtl}' be the TARGET of hostl.le intc!lig.cnce 
acri;.·,ties of a f OREIGN .POWER. 

(6}.tll) Threat to ~n.rety llle informarion indi'tntcs lhntth~ 
identity uf the U.S. PERSON is pertincru 10 n. poSSible threat to 
tho: safely or 1111~ person or organtzntion, im::Judittg rho~e wbo 11ft 

TA~GETS. viet.ims or hosrng.es of rt'.!Tf!RNATIONAL 
IER.ROI~IST organiznrioos. R.eponiog unirs shall idennfy to 'I I:' 
any l'ef'M eont11ining IIi<' ide.nriry ora US. PERSON rep1)rt~ 
under 111Ts !!ub$~'11on (I>) Field revonin~ 10 S t~ sliould be in I he 
fo1m ·ofn CRITICOMM m~1~e nn~ mclud.e the repon dare~ 
tiine-group tDTG). producnerilllnumber aJld lire rcasott for 
lnclu~ion ofthe U.S. PERSON'S id~I)Uiy 

(7) (til St'njot' EJ<eanive Brllnth Orl:icillllL TlJe ldemlty Is war of 
;1 senior onicial of U11.• Ex«ut.ive Brunch oflf1e U.S 
Government. l.u dus case only the orliciul's title will be 
dissctnlnated Dctmestk political or p~oal infurmntion on suc.b 
in~fi\!ithmlb wi ll be nclllher disseminated nor telaine\1. 

7 3 (U) Approval i!lilhoriries fortl\e relet~se ofider\ilties ufU.S. persotiS U11d~r 
Seaion 7 are M tb llo.ws: 

a. ((J) DrRNS.NCHCSS DIRNSAICHCSS lllUsl ilpprove disl>enllll!lllOII 
of 

( II The idCt\Cltrcs ofttn)' S~:hntor • .:rul!):res!ilna:n, officer. or 
employee uf1l1e L~isjnll\'e Bruncl1 of the 'U.S. Go\emmer11 

:.1~.\fti! t 1 SJt/RI J :rOI)SA: F\ 5 ·1 
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tU) l'rh·IJeged 
Comm uni -c:ttions 
Ru e! Criminrtl 
Artivi ly 

tul hn J)t oper 
Olss~rniu 11tioJ1 

,'JtL(:ltf'f '51 Ito Te I 'SA. r n '. 
'(2) The ioentHy of My person for tnw enforcemchl i>Urposcs. 

b tllJ Field l)nirs· and NSA Headqmu'tl."t'S Elements. All StGitiiT 
production mganl:tations ate nuthorl7.ed to dissemit1nte the ideillllie;. or 
U.S . .PERSONS when 

(I ) Tlic identity is pL>rtlnent to :he s,qfety of any persoo or 
· \trguuizatio.n; 

(2·) The ldenrity i$thar ofu s-snior oflidnl ofrhe El.ecuriw 
Branch: or 

(3•) l'l.le li.S PERSON h.tiS CONSENTED under parQl!.r:.IPh 72 ~ 
nbO\C. 

c. (lJ) SI!Plnls hltell igenc:¢ 'Dhectur and DesJynee~ 

( l ) Ln nll ott\er cases U.S PERSON ide.ml rles may be released 
only with cht' priCir ;tppro\'nl aft he Signnls Intelligence Direcror, 
Lhe Depu.ty Sijpmls Intelligence Director, the Chtcl; Sl~. the 
Deputy Chkf. s 12, Ot rhc Senior OpcrariQns Otlkel' of Ill.: 
Nrt!lonlll s~curity 0perarions C'i:lltet 

· (2) Fct'r law enforcement purp·oscs lnvolvin)? nat'colles· relnr~ 
inf0 t1nution. DlRNSA hus granted to the Signals huelligettce 
Di.rccwr authority fG disseminate U.S. identities.. 1'his·nmhority 
m'a)' ·mit I>~ fut'ihcr delc<,!llled. 

7 .f. lU) Pri1•ileged Comrnlinkntions nntl Criminal Attivity. All proposed 
dtsse~nluatlons ofint\'rm~tlon conSlilutln~ U.S PERSON prl'liilcgl!d 
oommunications ~e.g_ an:omey/cliem. d0C1orfpn1ienr) and nil infotmath:m 
conceruin!! crlm1unr activities or crlrmnnl ot judictal (ltO.:eedlll[ls iL\ ll.te 
UNITED STATES musi be reviewed hy the Oftic~ of.~netril Ci>ult5cl prior to 
d1ssemi tuulort 

7 :i. IUl If the name of a LI,S, PERSON is Improperly dis.st!minllf~f. the 
Incident .sllou.ld be reported to S l.~· nnd SV withtn 24 hours ofdisrovet)' oflhc 
error. 

SECTiON 8 • (ll) RESPONSlBlLJTIES 

SL?l~ET . .'!;J tt:Et 'fO L'~;A- F'' f 's 
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(U) lnS!Jl'<'IOr 
Gen. em I 

(ll) Cenenl 
CQnli !lel 

S I 1 U) The l llspec1or Gellerul shall 

a_ tll) Conduct regtllllr Jn~pelltlons and perform general oversi!.tlu of 
NSAICSS ncdvl1ies lo ensure complinno~ wllh lhis USSIO, 

b 1 Ul Esmblish procedures fur reporting by NS<VCSS Sl!!llllis 
ll}lelli!tCilce d~ni)n~ ()flheir activities ·.and t,irndlct'$ fo1'•ov~r&igh1 
purpr.ISCS. 

c. tu) R~110rl 1o I he: DllmSNCHCSS, annunl)y b) .i l Ociabtr. 
conceming NSNCSS oompllance wi1ltthis USSID. 

d {Uf Report <(UWlerly with tht DIRNSAICFIC'SS and Gc11er~l Counsel 
l<) I he Presidtnl's lnt~ll iJ.Lell~~ Oversight Board lltHHig.h I be As&ISitmt to 
1he Sooreta1-y orDcfeMe (lntclligcnce Q,·en;igln). 

8.2. (Ul Th~ Ge11ernl Counsel ~hall: 

n (U) Pnwi~k legal advice and .a~stan~e 10 nil demeu1s of the lJSSS 
regnrdiog SlGINT activhies RequestS 1br I .:gal auvice OllllllJillSpect of 
I heRe pro~e<lmes 111ny be scnt by \RITICOMM. seam: emnll. or hy 
NSAICSS .. l;e<:ltre h:lep,hon~ %:> -~ 121. STEI I or nvn • (b)(3)·P .L 86·36 
secorc t30 1) 6Rg.5CII5, 

b., (U) Pre-pa.re ond process pll npphcaJions. for Foreigrl ln1elligen.:e 
Sruveill:lncc Coun orders a.od requests lor Allomey Geneml nppm.vals 
required by 1hese pfllt«<url!S. 

t (U) A:dvrse the IG in irlSJ)e<:~ions ao.d ove.r.sigbt ofUSSS ncrlvllli'S. 

d. (U} Revle\v 1111~ assess for !~!gal !mplia~tions as rcqqt!Stod b) the 
DIRNSNCHCSS, Deputy Director. Kt Signals lntellittcncc Dm:ctor, 1)1 

I heir designet!S. all new mujtll req~ited.leJUS and internally gcncnual 
USSS nC1iviries 

e. (U) Advise tiSSS perS>nnel ofn~v lei!jslution and Clllll: 1111\' thntmay 
affcc1 USSS missions. ft1nctions. operl!tion!l. activi1ies. or prnl:licts. 

f (U) Repoit as t'equlred to 1he Atfornc:y General and I he President'.~ 
lnrclligen<".e Ov~rSTg:fn Board nnd pHwide copies ofsuch reports to t11e 
DIRNSAfCHCSS and affected agency• c:lemC!nts. 

g.. (U) Pn1c~""S req11es!s thnll any DoD i.melligence oomponell~ for ulllhorhy m 
use si!!unls es described In l'cocedorc 5. Pan 5. or ()pO :i~~ft 1-R, fur periods in 
f'iiccss of90 dnys inlh~do;.•velormlelll. tl:$1, tlr calibrrlllon of ELECTRONIC 
SURVEILLANCE Cf.lu ipmem illld uther equipme.nt· thal ct~n illler<:epi 
comn1unicnt inns 
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t Ul Sijlll~ls 
Intelligence 
Dhoect.or 

.';EfltEiT lSI 'Rr t l'o US-\. f'VEY 

8 :; OJ) T!11.: Sig.nnls lnrellif:!_cnce Direcior shull 

n (Ul Ensirre lhnlllll SIGINT producti<>n personnrl Understood artd 
m.ainwio n hi~h deg.ree ofawall:ness and se11Sltlvily 10 the requlrcmeins 
of rhis 'USSJD. 

b, (Ul .-\ppJyrhe p ro~·isiC'ns of this USSID to al) SIGINT produe1ion 
adivities. The Srgmrls lmellr!!encc Dirccrorale stuft' focal p.oint fo r 
USSID SJ>OCIIS (fom1erly USSID 181 mnucr-s rs ,S.y. 

c.. (Uj Conduct nece$snry rt'VIews ·ofSIGINT produmion acnvrties mid 
practices to c'rlsure cotlSishmcy with I his ussro 

d (U) Eosur\1 thar nll mw major rec1uircmcnts lcvic<J 011 1he USSS or 
Internally genernied ncrivilies nre considen!d for review by ll\e lit'. All 
activi~ies rhat mise questions oflnw or the pH)ptll' interpretation oft hili 
LlSSID must be revrewed by I be GC' prior to aco:r.epra.ncc or ex~utiorL 

(ll) All Elemems 8 4 (U) AH demenLS ol'rln! USSS shllll 
or I hi' lJSSS 

'(U) Agent of 
Foreign Power 

n (U) lmplt:rnenl this directive 11pon receipt 

b. (U) Prepurc heiv pn.lcedcrre5 or nm~litl or silt1pleme11~ ~slfng 
pl\lccodures as tequiri!d to ...,nsure ndherence to thi$. USSID. A copy of 
such procedures. sl:lal l be furwntded to NSAJCSS. AtttL S\' 

c.. (U) lmmedlntely infonn U1e Si¥IJnl~ lut.:Ht~t:llcy l)ifl~mlr ofar1y 
rasklrtg or in.struclion:s rhm oppt.ar 10 require actions at variance with rhis 
USSID 

de (U) Promplly repor1 10 the NSA J(i nnd consul! whh rhe NSA Gf on 
all adi\'ities that rnay mise a que!lllcm of .:ompliance with this USSllJ. 

SECTION 9 • (U) DEFINITIONS 

9 1 fU) AGENT OF A FOREIGN POWER meaus: 

a .. (U'I Any person. orber than a·U.S PERSON. who 

(I) ( U) Aets In \he UN11'ED STATES as dn omw or employee 
or a FOREIGN POWER. or ns a rneu1ber of a gronp engnged in 
INTERNATIONAL TERROR!Sl\•1 or o.ctlviLies ln preparmion 
rherc:fore, or 

3:1. \J\ rr !f!sJ I r~t tt ro USA- rvt·• 
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P) (U} Atts lhr, <:>ron behnlf of, a FOREIGN POWER that 
crtg"g~s in dnndesttnil intelli!!cru:e activities in th~ UNITeD 
STATES c<tntt11l)' to the interests oCthe UNITED STATES 
wiie<tlthe circuln~atlc$ of such person's lli'CSC!tte in the 
lJNfTED STATES ind iettt.e tho! such per.;on mny en).Uige in 
sttc·h trcti~· tti~s tntht: UNITED ST.o\LES. e>r when such pt:rs<Jn 
k'tiD\I'ingly aitis ot·llb&t$ MY pers!!rt lttth<' conduct of.!luoh 
~ctjyitics O( ~npwingly '~tiSJ:)il"i!S wit !'I l\11~ perscm II' trtg_~ge itl 
S\ICb !tCfiYIIies; Of 

b. ( U') AllY person. inclndint; e U.S PERSON. who 

( lliU) Know1ng.ly eng~ges in clrmdemine it)teHi~eru:e ~nthering 

llet ivitleS" lor, ''t on beilnll' or. a FOR.EIGI\ POWEll which 
m:t ivities involve. or mny tnvoh·e. n violation oft11c cnmmal 
stntutes ofllte-UNITED STATES; or 

(2) (U') Pursunm lo. the duect:ion ofnn imelligetu:e service or 
ru:twot•!> of n FO~EION POWER. ~~~winf!,ly eng~/feS in ;rny 
t\tht!t ~landesrine intelli~lll'lce aaivities fur, or Qtl bel~tr ot: Sllch 
FORElGN POWER. wluch act.i:vilies involve or nrc nlrom to 
in"ofve. a•vlolutlon ofrtw criminal Slatuteil ofthe UNITEV 
STATES. or 

(3) (U) ~nowingl~ cngnges lnsubOthge or iN11:RNATIONAI. 
TBRR0 R1SM. or RCiivifies that ;IJ'e In preparntion the~eof. for 
or on bebalfofo FOREIGN POWE.R; or 

(~'-I:(U) Knowinl!IY nids or3bets any P.<lf\1011 m tl1t! ct:lndnct ol' 
nctflliLies dl!.~cnbed itt pnragrCIJlhS 9.1.b. II) through (3) or 
knti1~in~ly c611rq>ites ''~th nny ~rSl'ln ro cngag:e in those 
acti~~ tles· 

c,·(U) For oil purposes otilt.:l thllnthe tondllct ofELECTRONTC 
SURVEJLLAN(:E as defined l;ty the Foreign lntelli!!cnce Su"·ciliMcc 
Aot (see Attuex Al. the pb.mse •AGGI\1" OF A FORElGN POWER" 
also mc-Ms hny person, lt1cludlng U S. PERSONS oufside the UNITED 
sn. TES. wl19 nre oftict!l:S or employees of II FOREIGN I>OWillt or 
wlto not unhrwfttlly tbr or pursuant to the dtrecdon ot'n I'OREIGN 
POWER. or who at'e In contact with or net in~ in eoll~boration v.it111111 
lnt\!lligence or security service ofil FOREIGN POWER for the flllll)O~ 
ofprovtd lflJ.l access to inforrmllton or mHicrt;J dassifietl by the 
UNITED ST AIES 0o\'Cff1ffi!!t'lt and to whidl th~ person hM orll:ts hnd 
l~Ccess. 'r)tl! tnel\! t:llCI that s person's activities may benefit ot furHtcr 
rhe II.U11$ of·il FOREIGN ?OW'E.R ts not coough to briol! tl1a1 person 
W1det this provisiotl. absent evidence thm th~ ~ersotl is rtikitl!\ drrection 
fmt')l or tu:Hn!!. in ~noivirr::; C<Jncen with a FOREIGN' POWER. 

9.2 (.Ul COLI,.ECTIOI'f nteJIIIS intentiunnl tnsl.mg or SEI,.ECTION of 

S£\ltffl 31 f\EL TO l 'SA F'tl\ 
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tdentified nonpubllc . .,mntunictUJQI\!l lbrwbs•"Ciuent processiey aimed ru 
reponirtf.! of reteptfon ~~ n file record. 

!U) Commtlllicaot 9 3 (U) C'OMJv1UNICANT means n senderoriuteJJded rec.i(JieJU ofs 
connnuniClltio n. 

(lll 9.-1 . tU) COMMUNlCATlONS ABOuT A U.S. I,ERSON ·are those in wh ach 
Commuuitftifous the U.S PERS0N l"S ltlcntlfied in 111e communlcntlon A U.S P£RSON I~ 

nbour n U.S. P~rs!ln iaemjlied when the person's tltlllll:. unique rille. address. 01 otll~t petwnal 
idc:ntiticr as revealed mlhe. communication tnthe context of activities 
l'Qnducltod by thnl p.:l'l\<)11 Clr ntllvitl!!.\ conducted by others And tdme:l to lh111 
person A mete rei'erence to> a produd by brand mh11e or mnnlttac\ttrer's nam~. 
e.g .. "Boemg 707" is no1 ru1 idemificaaion ofn U.S. person. 

1 UJ Cotl5cnt ll 5. (U) CO!'!SENT. for SIOINT purposes. means nn agreep1ent by n pC!son or 
orgnnizmion lo.permn rhe USSS 10 rru.c. pat:tiaul.ar octitilOS lhar uf'Fecr the per~<m 
oi organl2lllio'tl All3J.!n!cin<ll11 b)! an organizntian wuh the NatiotlBI Security 
Agency to permlt COLLECTION of infomlalion shall be deeml!d vnlid 
CONSENT if given on bellnlf of _such or:gnnizarlon by a.o officinl or tto,·emlng 
oocly detenninad by t.he CJC. Nntionnl St'Clirity A~l'RC)'. to.hnve actnal 0 1 

ap1iaicnt aut horily ro mah,e sucll an ng~n(nl 

(U) CorporHt ions 9,6 (U) CORPORATIONS. for purposes. of this USSJD. are entities leg-ully 
rccogni2ed !1$ ser>nrlth! from the pttson.~ \l'ho formt!d. own. or run them. 
rORPORA TIOI'JS linve the ltmipnnJity oftht: nation state un~er wfl()~ lttw-s 
they were furmed. Thus, CORPORATIONS 111corpormed unrler UNITI!D 
STATES federal or Slnte lnw are U.S PERSONS 

(U) Electronic q 7 tUl ELEC"rRONJC SURVEILLANCE m~nS' 
Su r'\'tillnn ce 

a. (lJ} ftlthe ca.s<: of an c:le.:tronic communiauion .. lhe acquisition ofn 
nonpublic cotnmullitalton by electronic means wtthour rhe CONSENT 
of a persOn who Is a· party to the communicatitfn 

b. (LI) lnthc Cllse ofn tmnclcctmuic comtrlllnicmt·,on_ the aarutsilion of 
II nonpllblia cotumunicruion by el«tmnic means· without t)ie 
C'ONS6NT of<l pe:;(ln who is \•lsibly pr~nt ~~ l)u: pl'a~ of 
,OOillnlW\lCaLiJ)Il 

t. (U) The 1enn ELECTRONIC SUR VEI'LLANC'E does not include the 
HSS: ofrodio direction finding equipment solely to determine the 
locauon of a transmitter. 
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Ill) II orti&n 
Commnulcntion 

l UJ f oreign 
Itt telllg.c11c~ 

.,IZCRIJ!f ~ SI 'REL ~FO t !SJt FVP's·-

9.8. HJl.FOR.EIGN COMMUNICATION menus o C<Jmmutticat!otl thnt hns.aL 
leas! one COMMUNICA.lllT outside of the UNITED STATES. o.r that is 
emlrely aintm.[l. FOR!;.IG/'i POWERS or b~Wfell a FOR.EfGN POWI:!.R and 
oflicinls·ofn FORf!JGK .POWER. but do~ nul mdude CtlmmumC1ltioru; 
lntcr<lepted by El.Ecr.RONIC SURVEILLANCE directed at ptei'nists itt tbe 
UNITED STA 'f.CS· usecl prt1domina11dy for residlltuial puiposes. 

9,9. (U) FOREIGN 11\TELLIGENCE me.~ns illfonnatiGtt t'clutlrt.tt ttl the. 
c;lpubilitles. intentions. Md hctlvities ofFOREfGN POWERS ur!nniz.ntions. 
or persons, tmd for p11rpos~ ofthiJi USS!D includes both posirlvc FOREIGN 
INTELLIGENCE. tmd Cl)untctintelligertc:e 

(U) Foreign Power 9 10 (Ul F.0R£10N POWER means· 

a (U) A foreign govecnruem or any com~oneul lhereot; wh:ether or uol 
rt~'gnized ~y th~. UNITED STATES. 

I~ ( ll) A fuclion of a forei~n nation or na1ions not sublilamil\lly 
composed ofUNfT:ED STATE.S PERSONS. 

e . .- (U) An crtiity that isop<'nly lll:~nowllldged by a f<>rei~n !f.OIICfumtnl' 
11r governments to be directed nod co.mrollt:d by llUQh fl1rellln 
goveruUlelll or g.overruJisnts. 

d eu1 A,g.roup,eng11p:ed in INTERl'sATIONAL TERRORISM or 
activules in preparation theroof. 

e. (ltl A toreign-bnsed poliTicnJ orgnoi:zmjon. 001 !iltbstnnunlly 
compo~ed ofUNITED STATES PERSONS. or 

f {U) An entity that is threc!ed and ronrrolled by n foreign go~<ernmenl 
or gnvcrnf11eJ\Is 

!U) lnten-e]ltion 9 I ,j !Ul iNTERC!::PTtON means th~ atqtlisition by the l!SSS througl1 
elecunnit mcnns of a ·tronpuhlic c:nnununiC1ltion to whtch it IS not nn intended 
~1ar1y. und the processing. oflhe alr'lteuls ofUIAI t!>t))llluntc<itlun 11110 01\ 
im¢Uigible fimn, bu·t do~ not include 1he display of;;ignals on visual display 
devices intended L0, perrniL tire exatrunaLion ot' the rechmanl chllfncrcnsti~ of 
me si~nals wfthoitl reference 10 the: lntormlllion oomeni oarl'ied by 1he sign.'ll 

(U I Int~rnntitm nl 9.12 !Ul INTEIU-IATIONAL TERRORISI'"I means acrivitics thnt: 
Tt>rtorism 

a. (U) l nvoln~ '~olem aels.oracts dangerous to l)ttt)13n life that are a 

st f il l:l ' J;l ~ ttrt ·ro Lh.'c rvt', 
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tU)' Publicly 
Available 
lnformMioll 

(t l) Scl~tlioti 

( U) Sckcliou Term 

( l l) T:t r~CI 

(lit) Uilitctl Stntes 

SllO\t;T ·51 iftf'i I. T<> liSA ff'<-t: 't' 
\'iolntioo of the ctililinnl la\vs l'!ftbe UNITED STATES orofnny State. 
or thfti· '~u1d be a <'riminnl 1iolutlon If commltteq within the 
jurisdiction ·oflhe liNITHD STATES or any Stme. 11nd 

b, (Ul Appeur to be imemltld ' 

(I) (UJ 10 intimidate (tr l'tlerce o dvll!an populmion, 

(1)1 U)lo influence llle poJicy of a gowrnmem by tlll:llllillnrtotl 
or coercion. or 

(3) (U} ID affect the conduct of a government b) assassination 
or ~ idtlllltPit1J:!. and 

c. (U) Occur lOilllly otuside the UNITED s'rATES. OJIIIlllSO::eml 
113tlonnl btJuodaries in t;;tms oflh~ means by which 1111~y are 

.acconwhshed. the peroons they appear intended to coerce or anrimidnte. 
or the local~ ittwhldt theit perpetratoFS opern1~ Ol' ~~- ·asylum 

9 13. I U) PUBUCL Y A V AIL<\BLE I NFORMA T(ON m~~~IS in ron nation th~t 
has been pu bli ~lled or brnw!cas~ for ):!etlcraJ public consumpttotl i$ n~·ai l nble 
nn request to a member of the general public. lins been seetl or lienrd by o 
c:JSunl observer, or h moM uvailable at " meeting o11en ·to t.hc J!Oneml pubhc. 

Q I~ (SNSIA'Rfli.J SELf.CiiON. as lipplied to manuAl tuld ei~'Citllnic 
ntncessirl" ;ualvi~ies. means. Uudmentiotwl insenion ofa j ) 
1--------------'rtelephone number. emml ~adre.'lSJ,_____.f 

it11o n cqmputer sc-an dictiOUal) or 
L,-,-~n-m..,...tlsca'"". - -n ...,l!~m""cle.,......to-, r..,.,-tl11e-p-u""l'p_o_se_o~ ftdentl fyintt mes!inge s o finu:reSI nmJ 
isointiug t.hcm. for furtlicr processing.. ~~~~-f>.L .86-38 

(ll)(a)-50 usc 3024(0 
----------~,b)(3H·tH~EiC 7!?8 

9. 1.5 (U/IfOUOj SELECTION TER!VI tntans 1he ce> lilposite ofiudMdtml 
Jerms 11li<d Ill etTett or dd~l S£LElnON ofpanioular co•umun«:atinns for 
l iH! purpose of IN'TERCE.I'TION. It comprises the emjtc term or sene& or 
Jenns so used, hut ntll any Sf!gle.J!llble retl1'l ~onraimld therein It nppltes ro both 
clectrouic aiUI numtutl prvces!>illl! 

9 16 llll TARGET. OR TARGETING' See COI..LECT10l,J 

9. 17 (U) UNITED STATES when usa! geoJrrbphlOilly. illclude.' the 50 strues 
and the District QJ'Cplu1nbi.a. Puerto Rko. G\J!tlll. American Sumo~. the US 
Virgiu Islands. the Northern Mariaua Islands. and any other l~rritoty or 
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possession i,Wer which· the UNITED STATES exeroises &Dv~t·eig nty 

(ll) United Stllles 9, I g (UJ UNITED STATES PERSON: 
Pcrsou 

a. (U) A t;iliWI of the UNITED STATES. 

b. (Ul An 11lien lawfully al;tmiitd:l fot !}emti!Jlei'l! re~iden~e in 1111: 
UNITE!) S']'A TES, 

c. (Ul lJnincorjJornted atrouj>S lln'd nssoclntions 11 substantln.l numb~r of 
the membL"f'S of which con~itute a or b. nbove. or 

d ·(U} COIU'ORATIONS incorporated iu the UNITI!D STATES_. 
inclutllug u.s. n4~ fl!lllg()vemmentnl nircrriti or vessels but 11(11 
induding those·enlities which are openly acknowledged by a fore1gn 
l)O\'NIIIIlt.lll,l M g<WeJ'tilllent.s IO be directed and COOII'OIIe.:l by thein, 

e. (U) The fu.ll"wing guidelines apply in detem1ining whether a person 
is 11 U S PERSON 

(I) (U) Ap~rson known to be currently in the Unit~'<! Stmes w1ll 
be ireuted as It U.S PERSON ut11ess ihM person i$ rensonabl)• 
idenllfte!J as analie11 who hns not heen odmi!t<'d tor pcmument 
residence or if the nAture oft he person's c<tmmunt~:l'lttons 01 
ot het 'iudicin 'In the tOhu!nts 01 circumstances of such 
comnmnicutiOII$ gi\'C rise to a reas>umble .bel,iefthnl ~ch 
person is·uot a U.S. PERSON. 

{2\! lJI .fio perSI.lll ~tl\IWn to be ctm~\lly ~~~rode ·I be UNITED 
STATES. orwh(lsc location is nnl kno\~11. wil l not be 1r~ued as 
a U.S 'PERSON unl& such Jlei'SOn i..~ rensouablj1 ide:llltied a!> 
such or 1he 11n1ure oft he pc:rson'.s C(ltmlJUnil!uticms 0 1 ~ther 
i.odte·in in the contems ordreumsumces of such 
comtnuuicntious give rise to a ren.wnnble beliefthnl such 
person Is a U.S. PERSON. 

(3} (U) A p'erScln ~ 1\l'IWn 10 be an allen nd t'nlued for permnncm 
res.idence may be l!S:mtned to h11ve lost slutus as u U.S 
PERSON lithe pen;ott leaves I he UNITED STATES and ti is 
kl.l~nv11 thai !he i1erson is 1101 in COtfllllinnce wi th the 
ndminist·rmive furmalities provided by law (S U.S,€ SllCiion 
1203) thm enable such persons 10 reenter the UNITED STATES 
witttrJut tegard lo the provl:siQIJS oflalv !bat wt~tild otl1erwi!i~ 
resuict anallel.l's emry imo 1M UNfrE'D STATES Tht: fnilnrc 
lo follow the st.ntulory procedures provide> 11 reasotrdble basis 10 

clinchtde tluu such lliien hns abandt.mcd nny lrue~\tion ,,f 
1\ltti'nwirii))!!. 81attt.s as a pem1ancn1 rc:$dt~l ~Hen 

~LE?Ill:.'1 ' !JI .. ItEL TO l'hA~ I '• E\ 
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(4l '(lJ.) An unincorporated ·asooclo.rion \~hose helldquntten ~re 
located on[1!idt jhe UNITEO STATES may be presumed 1~1 to 
ben U.S PERSON unless the USSS hns iuformniion indicmin~ 
tlmt nsubsthlll ial number ofmehtbcrs al'e cill:u:tlS of lllle 
UNITED STATES or i'll\(lJlS h1wfully ntlmitrtld fur p~nnnmmt 
residence. 

( ~l {I:J.I CORPORATIONS have tl1~ natioonliry of the 
smtioulsmte m wl1lch they are [ncorpomr~L CORPORATIONS 
fonilold under U.S tederul or11<\te l'aw nrc thus t).S pet~ns. 
eyen Ji:the corponu~ SIOdi. is furdgn -qwned The only 
exception set forU1 above is CORPORA TIO~S wbich are 
OJHmly .ttl.nowied!!ild to be dlrt'(;ted and controlled by fureign 
.&o;yornmems. Convc~fy. CORPORATIONS incorpon~ted in 
fOl'esgn cow\trit?'s are not U.S. PERSONS even if thaJ 
CORI'ORATION is a h'tlbsidiary of a U.S CORPORATION 

{61 (U) l\'ongoverm11ental ships and nircNU:\ are le]!al emilics 
ancl ha\'~ the nntionnlit)' of the rounrry in \VI)jcl't they are 
reyistercd. Ships ~nd <lirc.rn.ft fly the flag and ar~ sHbje~.l to r~e 
Ut\\ of their place ofrejl.ls!rntion. 

US SID SPOO 18 

A~~EX A- Cli l PROCEDURES LM PLE~ I ENTI NG T rr L £ I OF 
THE FOREIGN JNTELLJG£NC£ SU RVEILLANCE ACT 

tlil Forelgu 
Intelligence 
Sur~eiUn u ce Ace 

SE<..T ION l - (l 'l t•t <ltPOSI1 A s\IJ Al'l' LIC.\I.H LIT \ 

A I. t (U) Title I of 1 he fMS:i<J-t) llll!!'l!i!JenL c: SUJ'''¢ill;utcg Act (the Act) !!overru. 
the: conduct o,fcer,tuin Qi«!ronic survcill:snce acdvici~s within lise United Stmes 
to cOI!ecr forclgn imelligeJlcc information 

Al.2. (U} Tille I o l't h~ ~ CO\'i!J"S lhe intentional rollecdon oftl~ 
communications of a pmticuln.c known US, pe~:Son who is in the Unued Stmes.. 

SI..CRt.":f SJ rREL TO U£. \: p, E\ 

-
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( ll) 
PROCEDllR£ 
AND 
STANDARDS 

; ) ... , <l , ft, 1 I 

all wircltsps in the Unit <XI Stmcs. the noquishion of cenain rl(dio 
I:Clmrnllnkcations where all pnti1tl> to that commuoicftJitln. are located in the 
United Stmcs.. lllld rhc monlroring Dfinrnnnation i11 whicJ1 t11ere ts u reasol11lble 
e.xplic!ntion or pri-vacy 

AU. (UJ 11tc .'\~t r~qulrcs rlw oll s1,1ch survclllallces be directed ordy nt for~lgli 
powers 3od Utejr t!f!ems II$ d.;fin~'(! by th~ Aot ~nd ih~l nll.'suc:l1 sunrClllsno:~;S be 
8\tthom:ed· by the Unued Stotcs forei~n lnrell•gence Survci llauce Conn or 10 

tenni:n litnlled elr~tlnsttlncos.. bv the 1\tt•~rncy 001tcrtil. 

SECTION 2- (ll) GENE'RAL 

A2, I. (U) Procedures ami standards fbr securinJ! Court .orders or Afiorney 
Geneml ce.ttifictmons to condud eleatouic survei llances nre ~ limh inlhi: !lit 
Requests for such 011.let'$ or cenifie<)tiOll$ .should be i'Qrwnr.dcd b)r the 
appropriate Key Component through the NS. \ (i(' 10 the DIRNSAtCHCSS nnd 
should be accompanied by a Statement of 1 he fnctS and clrcuulS1anl;"l!s jusli tying 
11 belief lhnt the lill'!!et i>n foreign power or l!n Q!!eTil•of n to reign po"er 1111d thm 
each of the facililies or places 111 which the surveil lance. wi ll be direct~ are 
being used. or ~re· about to be used. by thfll furei.!)n power 1'11 w.,tent. 

A2.2. (U) lf tllc JJmpo-sed surveill ance meers the requiremcnrs of theM ood the 
Di rcctor ajlpro''CS Ill~ propo$111. auomeys in the QQ£ wi!l dnm the neCe$SIU}' 
coun ~pplicnaiou •Or retfLie.>it for Anpm~'Y Gem:rnl cef!ific .. rion 

SECTiON 3- (ll) 1\'UNJ.Mll.ATION fRO CE.DtiRES 

( l l·) S11rvuill:tuccc.$ A:.l, l {UflfUVO) SLII'Vei.llall<:t.o; nutllori~ by !Ire Ad are ll'quircd 10 tic canied 
om in accurdance 11~1.h rhe &land pucsuruu to the court order or Attorney 
Oent:ral cett ilic!iliou nutltot'izillft tbi!Lfllllticolttr survetflancc. tn some cases. the 
C4lun orders are tailored to address 1~nnicular proble~il;. and in chose instances 
th!!' NSA n1tomey v.i ll adVise the npproprinte NSA ofti.ces of-the renns of the 
court's oiders hi 1110st casl'S. ho\vevet. th'l' rourt ord~r will lncilrporate wttbout 
any .:han~es the mnndar~iud minimiZIJr ion procedures ~ei furth ln Amwndjx !. 

(Ill Gen~rnl 

Coun&el 
Responsibilities 

S.ECTION 4 - (ll) RESPONSLBJUTIES 

A-U . (U) Tlle GC' Wi ll l'Cvie11t tllltei(UCSIS I() conduct deClt'UIIIC Sll!Vcllliu:tces ILS 

ql!lined by lhe A£1, fl t~parc nil applications and lll3tcrnals required by t.he .C~L 
nnd provide pe~tl nent legal nclvic.e lind nssisnmce 10 nll elements o·lthe Untied 

!JECJt£.1 '!;t .. REb TO U!s/c f\"E'• 
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(l l) lri'S(I\'CIOr 
Gener;~ l 

Responsiblities 

(til SlGINT 
M11rrnger nntl 
Supet\•isor 
R.;s.J)omiblitie~ 

SEC!tr;'f;,!; f, :ttr~ 'f6 I .lA. F'<TY 
Statt!S SIGINT Systerrr. 

-----------
A.J..2 '(U) The lG Mil C(lnduct h:guhu inspcc:t lons and ow:r~lgbt of all SLGINT 
a\:11\~ti es to assure ~\1t11plia[IQe with this Oira.11 ve. 

AU (II) All SJ()JNT IIIMIIfll!l!IS and supf:f\·iSQrs whh responsil>ihties rchlting to 
rlre 1\ct wi ll ensur·c thnJ Liley llJ)(J tltcir personnel ate thoroug:Wy furnlhar will1 the 
.1U. lts impiNnenr ln~ i>•OCethrres. and any .:1.1ur1 ortl(lrs or Auorney Gi:ncrnl 
eenilicatlons pt:rtinenl ro their missron Pef$Qnnel with duties related ro the o\cr 
will cnnmrh the OC'$ office fur any J'CqulJ'ed legal advice and nssisti\JlC<! or 
trlliJJiu~ of riewly ri6sig,nlld pen~rnnel 

A~ A (U) Appropriate records will be maimllined demoi'!SiraUili! compli:urce 
with llre lermft of nil c~ur1 ordei'S arid Attomcy General corr.ilicntions. and any 
discrepnnci,l!ll in that regard will be promptly reponed tQ the offices of the Gf 
n nrl 10 

USSID SPOOlS, ANNEX A 

APPENDiX 1- (U) STANDARD l\HNIMIZATION PROCEDURES 
FOR ELECTRON1C SURVElL-LA1"1CE CONDUCTED BY THE 

NA TlONAL SECURITY AGENCY (NSA) 

UNITED S'rATES 

FOR£IGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON. D.C. 

STANOA'RD M INIMIZA TlON 

PROCEDURES FOR EI, ECTROI't1C SURVEILLANCE 

C0NDliCTED BV THE 1\A TlONAL SEClfRJTV AGENCY INSA) 

Pu iSitn'r\1 lo Sc:aion IOI(h)·ofthe Foreign l'ntelligelrCl! S~rveUhliloe Mt or 1978 (hetcinaflet "the Acj"). the 
loliowing procc:<tures ltqve bee11 adopted ~Y the Atrorney Geiu~rnl and shall be ro llowed, by I he NSA in 
nuplerneruiiiJ.I this. eleCTronic sul'V1li ilance: (tl) 

SLOtl.:r ~~J Jtli: TO t!:S \: tV L' 
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SECTION 1 · APPLICABILITY AND SCOPE !Ul 

Tlte!>e pr\l.:~u~s :1pply 10 the n~<)Jusition, ~:ele.nlion. u:re. l)nd dtsseminanon of non-publicly avadnb.le 
in·lormati<>n concerning otJ.consaui.o~ Uni 1 ed Strues p·ersons that is collected ill tllt>- t'Ou t'se or elecmuut 
sut'veillnll~ asordt::1\-d by tile United Stah:s Folt'i!,Ut Intelligence Surriiilf~nc.: Coun unde. Sechon !'U2(bl (lr 
3Ut~orlzl.'d by Atmrncy Gene(111 Cel'flficntlon under See1i,on IO!(aJ ofthe Act. These procedurcs·also npply to 
mm-Unni!(J States flersoos •vheie spcclflcalty tt'ldicaJed (U) 

SEC'riON 2- OEFlNITIONS llD 

In ~dl'lilion to the de'tlnilions in Se<~tion I tJ I ~~f the !'l~t. the fulll)witlg defii1itions .sh~IJ apply to th'esc 
proQ:dur~> · 

(n) Ac(!Ulsition menus the colkctio11 by NSA throii)!h electronic mean~ (If a 110npubli<: comnwnic~ttion to 
wh~cb it is 1101 nn inrcoded pnrty (Ln 

(b) CotrumtniC1\IiMs ~onllemjol• a !Juire!l Slates· person include all conlmunicaLil.>ns in which ~ Unuetl Sl~les 
pci'!Qn IS·diS<'l!sscd or meorion~t except wherecsnch CQmnhmioumns r.:vcnlonly publicly avnilnblc 
informntioll nbout the pl'l'.!iOtt (U) 

(C) C!!mll!um(fdtiqns pfa l!nit·ed States 11crson include all communioarions to \~hkh u Lni1ed Srute<; persort 1.s 
11 pnrty (\}) 

(d) Cons~nt i~ the <tg.reement b)• n perstm or. organizallon 10 pernui the NSA to take parriculnr nc1ions Lhm 
«fftc1 the per~1\ or or£'1il'll2llti\'lt Tt> be efll:ctivc. cousem must be !liven by rhc aft"ectl!'.l:l pctson or organluuon 
with su t'tkiQnt k11owlro!fe. to uodl!r!ilaml the action that 111ay be tn~en nnd the pos~ibll! consequ~:nr:es of1hnt 
acuon. Consent by an OtlJnniznlion shnll be deemed valid ifgJvcn on behall' oflhe or!!a111za1ton by an oflicral or 
guvctning bl1dy determined by the Cil!•teml Conn!icl . '\ISA. Ill h11ve ncumJ or rippnrent nutNor.iiy to make such nn 
11!\fCCil'ltlJU ( U) . 

(e) For~i11n oommunltgtion mcnns·<J OOil11'0~IIitntion thiU hos ntleast one corrunun1cant outside ortl'le Unitc.'d 
Stall'S. or that Is e•1urely amon~:~: 

( 1) tb•'~n P.Qwenr, 

(2) o.tliccrs and employees offorCI!-!11 p:owcrs; m 

{J) il fOl'Ci!!l1 f.IOW~'1' ana o ffio;:CI'S uremp lq~~ Of a foreign powet 

All olher ~'ilmmunlcations ar«."·dom~ic communicnllons. ffl CfO) 

(() Jdcnu Elcation of R. Unit~ States oer~ttn means· rhe ruw.te. unique title, :1ddress. or other pe!SODlll tdentiiier 
of a Uulted Stales pert;On in the-~'Ontc*t orncti~·ities oonducte(J liy thai per$)n or ~!=lh'ities· conduct{'<! by OlherJ 
thnt ~II! relntcd l(l that pem1n. A refetctlt;t' til n prnduc:t by brnnd name, or mmtu.fuCLure1's wnne orthe use of a 
11nmc 1n s descriptive sense_ e.g .. "Mt~nme Docrrrne." is not an identification of a. United Srnres person_ (9o€E'Oj 

I:;J· Pmwsed or pmccssinu ml!jlnS MY S)ep nect:s:<ruy 10 conven a cotnrmmic.ltian imo ~~~ inttlligihlt: fu11n 
im~nded for human inspection. (U) 

HL( ll£ FluS I ~LL f"tJ LS.'c Pal\ 
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I h) Publjqly ayadable jnformauon means infurmation that a member ol'lhc public could l)bl8Jn on Tl.'!luest by 
res~rch ih publk souJCes. or by CII$1Jnl obscrvalfun (U) 

til Techmool dam base meuns infilrmntion re11uncd IO.r cryptannlyuc. 11nffic uunbni'c. Qr Slgnnl cxpiQIInilon 
purposes (S•€CO) 

til Uniled Stntes oer.son means a Uniled Stmes person As detined in the Act 11'e:followJilg putddwes apply 
iri de!<,1runu1g wli~ther n person wh!)se ~OlliS i_$unl.•iown i$ ~United States pefs9nl (U) 

1 f J A person knowt1 to be currently in t11e. United Strues·wit! be treated us a United St.·ttes pcrsou unless 
flOSitlvely idenlltied as dn alien who lias not been mhniued for fll!l manton( resld~nc~ 01 unless tl1e ttnlure or 
pr,mnsl-ances <Jfthe person1s commorucmlon.s ·g.ive nse ton renoonnble belief rhnt St1ch perspo ill no! n United 
States person (U} 

(.2) A perwn ktlOWn to be cum:nrly outstde the Llllited Srl\les. or whose locnrion is unknown. w1ll not be 
;re.rued llS n Untted Stutes pel'son unless sut:b per!;M Cllll heiJOS!ti~ely tdentllle<l As-such. or the.nnture 01 
dt'c:mn$tnn~;es of the person's ~"Oiltmuuicatluns g!.vc: ri.s~ Hll! re~!iQnnble belief l(lat such person is a United S!ille~ 
p~rson ( Lll 

m A per~n known to be nn nlien ndmluecl fo~ Jlefll'l.\lllelll residenor: lose; jltnius U$ll Unitctl Srates f)CfliOrl iL' 
rhe personlenws tile Unued Scates nnd 1S notlf:l con•phance-with uri~ 8, Umted Stutes Code. ~rion 1203 
enabli!~ re;ettn)l illto tht Uuucd States Fnilut•c to lblll:lw the stntuh>ry procedures ~rt>viclc!S 11 r~!!Snllllble bn!!ls 
to ronchtde that tJty alum hns :Wondofled any imcmio9 ofrnnintnimng his statljs as 11 f)t.!rrliGneJ)t rcsideJil alien 
(l!) 

(..j) An unincorpornled :tssocl~tion who~ ~ea'dquat'fer~ or 11rim~ry otlice is lnC(Ited outside the Uniled Stat~ 
is presumed not to ben United Stares per.son unleiis there 1S infonnruJou indic.ttir.g that a substauunl number of 
Its members rue dtlzeu! ol'the Unlretl States ot·alian~ l.uwfully ruhniuL'<Ifur pert1111.nem restdeitt.: (UI 

S.ECfiON J • ACOt iiSJTION AND PROCESSING - GENERAL !U) 

(~) t\egujsiiinn (I.J} 

llte ~_!lulsi tiou ofinforuuwon by etwronlt; s.urvcill:llice sltnll be l'rulde i110econ:lnnce with thl' c.enitiCilrion 
oft he Att\ttn<:y C(,!nel31 QrLhe coon o£llc:r authori.:ip~ such s.urvei)lru~~:e and conduct~ in a ntnr)lu:r desi!ued. to 
the greatest extent rcusonably fensiblc. ro minunrze the ncqt11sirion ofinfurm~tion not relevmtt ro tht nuthon z~-d 
pbrposc oflhe sunicillancc. (S•CCEij 

[b) Veri!iration rUJ 

At the inlticnion of the ela:trontc syrvei!lance, the NSA or the f~-llerill Bureau Clt'ln\t!lillgmion. if providing. 
tlpernrional wpporr. shoJI vericy rhm ll\e communicnuon lines or tt'lephone numbers bein~ lar.gdl'd uri! thdlllt:<s 
01 nhn1bet's oflhe 1n11,<e~ mnhotizal by oourt Qr.der ol· Atlonu.'Y Gcnf"J'nl ~'l!l'tifiClltion. Thereafter, collectil)n 
p~n:nel \villmonitot the aajuisitlon of raw data altCJ;UIJ!r inter,•als to verifY rllfll 1he su.velllanc( is1101 
uwitlnb!y aequirintt conununir;ations mtl~ide the nurhoriz;ed scupe oftlte su 1vo:i l!au~e (lf information concemin!! 
tJnito:J Slnles persons 1101 relnted to tl'le purpose (lfthe Sllril~·illnncc (5 Cf.Ol 

t~) MMjtonng, RSS!.tnlJt!Lt. Mnd Prns:esSi!l!! CU\ 
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( IJ Rlcctwmo surve~Uance of the tat'{!!?! may 1:\e monitored comempocaneously. recorded aULomati.cally. oc 
botll (UI 

(2j Personnel wl~1 moni10r the electronic sttrveillnnce shall exercrse rea!lC)nnble judgemem rn dcrerrnining. 
whelher pnrtlcular lnfornrntlM ircqulred mu'st be minllniied and shall deslrl.'!y inruJVeiUHrlly llt<}Uired 
comlllunkation$ of or ooncerning "United St;rtt:S perSon at the t><~tlicsl prnct icable ptlcint in the pro~in£1 cyck 
at which such communication cnn be identified either as clearly uot rele.v!Ult to the authonud purpose oflhc­
~t i'Vt<lilnoce (I.e , the cammunlcaHon doe;; not rontaln furcign intellig.ellte infomraflon) or as containiug 
evlqellc~ ofll crime which may be diSSe!nitl!ll!l'll. tmder the~e procedures (S<€CO~ 

m C'ohimunit:lrlons of or co~ernil1 1! United Snrres ptrsons that may be rc:lnted to the IIIIUIOriz.ed purpose of 
tlro: SJ.HVeill:~nce rnny be f~lt'wnrded to analytic personnel re;,ponsibte fur prodlJCI'W hnelllgence InfOrmation 
rrom 1he collected data. Such comnurnications or ioforrtmtton 111ay be retamed at1d dtssemlnated only in 
nccotdnnce with Secllons ~ . 5. nnd 6 of thee.~<! pi'<:><:E(hll\lS i€7 

(4)' Ma!J1lltic tnl'es or other stotage wedlit tlnu conmirtncquired commurl!01111olli may be prtlC&ed. (3-H 'OI 

(~l E.nch ·r.ommunililation sholl be revreiVl'!l to dete~ruin e whether it is a do mesne or tlm~igtr cocrununicmron 
to or from the tW'{!ett!d premtses ru1d is reas.onl\bly b~lieved to contaltt foreign imdtlgenee i11formatitm or 
e\~dtnce ufa crime Only ~uch oornmur\icmions may be processed All other communicnllons may be reininl!(l 
or dis$emrtmted only rn ac,~rdnnce wi.Th Secr.ions 5·and 6 of these procedures. {S•C€0) 

(b) 1\•laguetir tnpell m ol h~r slo.rage me(lia contnlnmg. forti!;_r) comu1unic;t1tons may be SCllnlled by computer 
to identity :md [eleCI communicmions for annly.sls. Computer selection tem1s used tor S<:nnnin£,- such as 
t~lepho11~ llurnbets; k<!) word.s orphtllses. or othtr' dist:riminntors.. shnll 1101 include u~,~~~ St~tt$ !ll:rson nome~ 
or identifiers and shall be limited to those >ele\'ltlM terms ri.'a.o;ormbly m.ety to lrlea·uir~ .• - ,... __ 

I ktw ore muhori7.ed for intcntionnJ oollecrion uoder Executive Order 12'r.,,..,._,,...,.,,m"'p==e"'m"'e""ntt,..n::-:g:-, -----J 

procedute>. {5o€CO) (b)(l)' 

t7) fun her proccsslJlg.. retenuon (tnd clr.ssemuwtion offor.crg.rr oonunumcaHons shall be made i.n actordnn ce 
with se~'lidn:s 1. tr. and 7. tJS applicabl.:, below fTurthcr t>ro<:5SiJ·~ stora)!.l!' nod diss!ltuitmtion ofin:tdven~hll) 
;rcquin:d dont<'S\lc communict~tions shall be uande (n nccordnnce l\1th Scciions 4 and 5 below. (S CCO) 

[d) US P-ermns Efnplnved hv the Foteinn P(liiier ret-

Communrcatwns of or conccmir'll UnnE(I'Stntcs persons employed by n l.brcil!n power may beu.>ed and 
letnined ns otherwise pro"iclcli in thL'Se prncedtll'es e.~ctpt thnt 

t I) Sucl1 United SLates persons·shall not be identified rn cormecr.ion with aoy: (;()Dllllunicatron that the Jll!rsOn 
place!~ or rec-:lves on behnlf ofn'm»ltl'l' unless the identil10lll'ion Is permitted nnd~.r s~crion 6 of these 
pr'Qc~ures. anti 

(2) p~rsuhnl communi~~tiorrs ofUnilcd Stateil persons that eo!lld not be forcign intelligence may only lJl' 
retaint!(l. u!iCd. or dissemill!lted in accordnncc: whit Se<:~ion i of tlwsc procedures (s CCOl (b)(·tl 

(b)(3)•P L. 86-36 
(e) D<i5tiutticn ofRAI\ Datil t€t (b)(3J-SO usc 30Z<(i) 

(b)(3)·18 usc 798 

,-J.:IlWJlllJ.oic:al!Jl!lS..mrulLilJ!UiillllllllilW:W..iw:J.wl.iJJJuUJ.lll.\ reduced to p:rllJl bic or "l1ard copy" form such as 
slwll be reviewE(I for rt-tentiou itl ncCI1t'dnnce wit litho 

l.::::="""-::-:::::n-=,..,,.,=:-=:==u"=re=-=s.,....."'o""m"'n""w""rl"'rc=n""\t"'c•=ns~al\d o\hl!r lnfonnetfon. in any form, thnt do fll)l m~et 
SEUU±'P M<.JtEl ro l15k I'\ EY 
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such relenrion .s111ndards nnd lhal. are known ta conl.3in conllntttlic.ruions of or con;;ernm£ United Srntes persons 
shall bep1omptly desltoyl'd. (S C€01 

(I) No n-perci 11em c.'m'tl llllllliOSltons (til 

II} (01!10\U!1it!llt01!5 dil!erlllioed ll) fuJI wi!hin eslnblished Cill t1g'Ori~ o f IIOil·perrinenl COIIliUUOicil\iQil3. SUCh 
as those S1ll fru1l1 111 subparnp:rnph (o) of rhis setrion. ·should 11<)1 be r.ecained unle'SS they conium Information thai 
mny b(! d isscmlnntcd under Si!Cliiins 5 6. or 7 below t U) 

(2Jivtunuors mny listen w nU l:Oll'UL1unicruions. lnclutlin!! 1Jmse 1bru iluuallv appear w fall within established 
tau:l_!ories unli llhe) CM n:nse>nably dt.'li!rtninc I hat lh~: commutliC1llion cannot tJe disseminall'<i 1nKkr Sedions 
~ .. 6. ''r 7 below 1 S CCOI 

(.>} C'mnmunlcntiotK of Utliied $une~; per:,ons· will be nnnlyzed 10 eSlnbHsh cbteg.<~ries of coullntmiclltions 
that 11re 1101 penmet1t to the ;JLJthorized purpo~e ~1f t he Sltt'ieillance IU) 

(4) Titese catc:~ories sl10ulq be estnbli~l1cd :tfier ~ rea.'IOnable peJ iQd ofmon1iorinJ! lh~ comm!lnkalio~ oft he 
ia~ets. LUI 

(:') Information thm nppt:~rs II) l1e tbrcign l11tell l'gen~-e may be rct:tined evc:n ifh i$ AIX)IJit..-d b.S 11 !Hill ot"a 
commumcorlon fal li ng: wi1hin n.ca1egory thai is.!!enernl ly non·pertlnem. (5 ceo; 

(b) C~tc~urks OfiiOII·P.eilitHlllt communicalions which 1113Y Qe Ot:iplied in lhese.S.\IIvt:llhu\Ct in~lud~. 

(A) Calls to anti trorn United St:t.tes G.wetnmeot otlicials: 

(B) Cnlto; to and rrom children: 

(<') C'ttiiK to and from stttde11rs ~or infonnatil\11· ,,., ~ill. th~m inucad~mie end ~:•wo_rs. 

(0) Colis bet'~~" fiunil y' members: Md 

(8) Calls relming solely to persom1l ser'i'ice.:;. such as food orders_ transponoJJon. etc.. (S Cf9) 

(g) ('hatute in Tnruet's LaClllion or Smnrs fS C€'91 

( I) Duditg_ period~ on.nown exumlled abscilce by n lnf£eied 11¥-em of.a lbreign power (\-l)m pr~mises urnt~1 
!llln'ell.lnnc~. only commm1icauon9 10 wh(ch the taf{lel is a p11,tty n1ay be ret~int.'d nnd d.i~5ernlflllit:d, tS-C€0) 

(2.) Wh~n l ime ili reason to believe thaJ ih~ target dfan eltctronic surveilhu1ce I$ no longer a tbreign power 
or an 1ll;'ent of11 foreign po"er. or no longer oCQJ.lpies the preml~ m.uhoriud for 5urveil ltmce. 1na1 eh:ctronir 
stuvoilltlll'Ce shall be i.J.nmedi.rudy tt.!rmtru!led. w:td .sb.aJI not resume unle!IS J:ubs~uenrly approved under. the AcL 
Witen nny perron in\'Oived ir1 colleotiotl or pt·oce5liill!!c o'fan elec~ronic survcillorice being conducted pur:;unm IC 
tlw Act becom~~ awnn? ofinfonnmion hmd)og to indicate n nm1eunl chnr~ge ill ill~ status or lucU1iun of a ~~t):!t!l. 
I he person shall imme<liaiely ensure 1hn1. the NSA's Office ofGenernl Cout'ISel is also made aware of such 
inlonllntiou. tS•EE'Ol 

SEC riQN 'I· ACOlliSI'I'lQN ANO PROCESSING • SPEOAL J•RQCE.OURF.:S !Ul 
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(bl(1J 

SCCitf'f ,:;1 'Rtrt TOt FSA. F'e,FY 
(nl c,~IJeC!!OD Aynin.51 Result:ntinl Premi£l'll l&sffQ) 

(b~(3}-P,L 86-38 
(b)(3}-50 usc 3024(i) 
(b)(3)-18 usc 798 

(I J ,\n el~ctroni c swv-eilla:nce directed .at(aitlSI. premises locnted In the Unhe(l St.ot~~ and used lor residential 
purposes shall be conducted by rechnical mem1s desil:'o!led ID•Iimii rhe infonnntion ac uiced to communications 
that hm;e on.e cmnmtmicanl ol!t~ide the UoitCd Sintes.....,._..,-.,...,.,...-.,-.....,...------------.-' I !The tecllnical mem1s empl(\yed shall consist o · 
equ1p mem or c!<]'U 1pmem capabl.e of 1denti fying rnremarionalr='-"'==-.w-------r.o:-:r,-:o::-~t r.:,e~r 
pa·rticufnr lnicrnntlonnl COilllll\IDiCllliOIIS known (O bl'll$ed by tie l31'glllt't 'fOICI!/n power and I~ agehtS. 
Co•nn,1m1icntirrns· ro ()r rrorn the ta et resideniinl premises that nre· rnc~edl I 

f n rorilrl1Jl. power or llgenl of a torell:ll' 
'"::p-.c.~w-=er::-:-::lo-=ca-::1-.l!t:-rl ~ln=-r=-t ,.to:-:r-.ei-.$-.11-.tO-.-.u ,::-:,,-.ry~.-.o-.r-=o-.n-.t~hc~• ,..1 .:~~rc::'1fo::-gl~l·-.·co~u-.l::-:11~1)~' o~r~o~re~i~.n ciry telephone direct dinll~ codes ( nrfll 
Cll-'~l for the ilte.1lf in whicl1 sllch lpreitHI powers or ilt!I!I\IS are l_ocqted. (S•C€01 

1211 

r · .. 
L-------------------~ 

l~l :DtJmes~ic commuoicatioriS t hm nre IJlCidemolly acquired dttring collection against resldcmlnl premjses 
sllnll b~ handled under Sedlon 5 of th~ proc*'llfe!l (S-fCO) 

(bl Attorney-Client Cornmunical!ons te 

As soon 6!! it l;lecomes opp11rem l.hsl ~ ronnnuni!:'nl•on is bet,vceen a person \Vho is ~now11 tQ be under 
crinunw m~tctmem and an rurorncy who rc-presems rbat individual inrhe matter under tndicu:ncm tor someouc 
aC1111J.l. c111 bd1nlf oflhe altomcy). m11niroring ot'lhat con)muniCiltion will cea~ :md rhe eommuniC11tio11 slmll be 
idenriiied l!S.ttn ortomey-d.i~nt cornmuni<>ntion In p log mamtnined (or that purpo.se TI1e rell!\'i\111 porlion orthe 
tupe comaimnJ! tlla.t COI\I'eJsatlou wil.l be plac~ uuder Sl'OI and the Dcparrment of Just.lcc. Office on ntellltzen~ 
f>olicy tlnU Review. shnJI be no1itied :;o I hal "I'P''opriate Jlrocedures may be establlsl\t>d to pa'ote.:t sud1 
CQinnltHiicnllon~ from reVleiV or u~;e illllf\Y. crimi.otit prosecution. while pr~~rving forel:;n imelligence 
in!Ormarion contained J1erein (S CCOj 

St Cl'IO.N ~- DOMtSTIC COMMUNICATIONS !tJl 

(n) DilL~ttllrlJ!tiM (UI 

Coulahtmicalions identi-l'led o.s domestic cbmmlinicnticllls shnll be prompt I)' desuoyed. e:xcetll thnt. 

t I) tlomest1C couu.nunical!ons that are re.1sonnbly bdie,•ed to co main foreign imelli&cnce info.nra11tion si~JI 
be dissemulnled tL> the Federnl Burenti of l!tvest1g-ation (including Unitru Statc!;petsorltdemtttesj for possible 
timher di'l.~t!Jninati!)n b)' t))e Federail Bureau oflnve!;li!fnlion in accordance wilh ill> minimlz.at\on procedures. 

(2) domestic COJll UlUJlJCII:UO!IS that dO llt)J contnfJt rorei~l imclll~ence infurrnru!on. bu1 tfwl nre ron.sonnbly 
uelievdl t!) cont.tirt evidcnct> ofn crim~ thut hns been. is bclrtJ! . or i~ ahDur lobe ()Otmuiut\1. sJuul be 
dissem!llnred (incltulh~g llni!ed Srat~s pell'l;ln Wentit.ies) In npprop,riate Pcdemf l~w en!Orccmcr,u aui~Orilies. in 
:~c;:ol'llllllce wtth Section l06(bl oflhe Ai:t .antl cr1111es reptmang procedures ~pproved by 1 he Secreuuy of 
DerenilC ruld I he AttOnle)' Genernt: and 

SIKlllrt ', .!ildRn. 1'{) b'&\, P 'l' \ 
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{3) c:fomcst•c conunumcations 1hat are reasonably believed 10 contam technic.al data base infom1ntion. ns 
d~elin~l in Se>nion 2(i). may be dissi:lttlnntcd to the Federal Bureau ofHwesiigntiO•I 011d lo other elements of the 
U.S, SIGI'JT S)'St~n fS £TO) 

(b) l~etellthln !Ul 

II) 0Gmesti~ commLLnlcntions diS5ef.llJ.Ilatcd 10 Federn! law oofurcemem ~C1lCJes may be retamed by 1he 

NSA for n cea.'\Onnble period of 1 ime. not to excetcl six mombs (m nny short~ period se1 by ~oun <lrder). 10 
permit l<rw enfurcement ngencie.~ to ~teiennipe whether occess lo ori~nal rewrdir~gs of.sttch CCimmuniCJ~tions is 
l'cqutrcd fbr law enfim:emelll purposes.. (S CCOj 

(2) QQmeMi(: ct:~mlllllniqui~ns re-asonably hcllevcd 10 contain techmc.al .drua.base infon1lalu:m mny be 
n:ul!ncd l'i1 r n pcnod su nlcicm 10 allow a thoWu![h t!XJlloitatlon !llld to permh ucce3s to datn that :!re. en· arc 
ren~,,~!)Jy bellevlid likely 10 bec~ni<?' rdevnm to a c:u1rerll or future foreign Hnell igen~-e n:qulr.:mcm Sufficient 
rlur!llion may ~nty wic1J tl1e nature Qfthc '-''l<ploitation t.S•CE:O, 

a 1!' ihe romexJ of n c:cyp1nnnlylic lll'fol1. l.nnimcnlmtt> of li!i)hnical dilla bm;es require$ rete!Ui\111 of nil 
cmnmunicatloq& 1J1a1 ore enciphered or rcru;onnbly belie\led 10 contain secrer meanil18. and suflic1ent duntfion 
Jllll)' c:<H\Silit elf :ill)' period of thne dU1'i11g ''hiah e11Cf)'p1ed mnteriu.l is subjecl ro. or c:l fllse it'l. cryptntml.ysis. fS-
~ . 

h. In the case of cou'tmuluctuions 1 hat nre ilOI enciphel'cd or 01hcrwisc thou'g.ht to (•OJt!Jli'il secret merulli1g 
sufliciQJll clli!'nll<ln b; one ycolf unles$. the D<!:puty Direotor for Qpcrarions. f'!SA dCJemtinc..~ ifl wrltin!! 1ha1 
retenmm fur a lon~er pcnoo is rcq\lired to rcspood to aurhorized f'oretlfll •me.ll.i~en ce or countenntel.hgence 
ttqUJIClll<!nts. tS E'€'0l 

SECTION ti · FOREIGN COMMUNICATIONS OF OR COt CF.RNING UNITF.I.l STATES I' ERSONS 

l!ll 

fn) Reremjoo tUJ 

Foreig~ ron;ununication$ of or conceminl! U11it~l States persons ncquired by the '-lSA irnhe course of an 
electronic smvcillance subjti:t tatllese procedures. may be reroioed only 

(I} if lte<:essa!)• for the II\S.itlle113nCI! Of leclmical• dma bases RetellliOn for ~his purpose js permitted for 8 
pl'uod su fl:iciem 10 allow a rhowugh cxplonntt<>n ami IO•permit access to dnta thai nre. or nrl.' reasonably 
beli¢vcd II~ ely to l:x:comc:. rde\'nrll ro a curreiil or fulitre foreign intelli¥ence t'l!qutremei'lt SllfficieJJI dufillion 
m.ay \'llfY \\1lh 11te nall,lfe of1he expl1,1ita1ion, 

n In the conrext ol'n tryptlmalyrla e.lfon. mttiotMalt¢l! oftcchnical datn bare~ iefjulres retcnllon of nil 
cmnn11111io::uions th31 are endpliererl orreaso,mbly. believed to l~main ~ret me~rllng. :ut<j sufficient du1~11ion 
may consist ofnny period oftimc d\Hin~ which cnCI)Iptcd mnleri.~l is snbJe;:;t to. ol' of~t;'f.! m. cryJliMalysis 

b In tile cuse oi cotmnunicntitms 1hiulll'e not enciphered or o1herwise rhougbtto comuin secrei mearung. 
sufficiem durarion is one year unless the Deputy Di[ecmr fur Op~-rnlions. NSA. detcnniues in. writing tlmt 
reumrlon for a lon~er JICiiotl is required to J'il;:J.l\lnd to nu1hdrizcd f\;lrdgn intciU!!eru:c l:lt counterintelligence 
requi ~1)11!111 $'. . 

(2) lfdlss<ttuinntlort of such communic.ntl()ns with reference to such United ~tni<'S jlCUOllS IV11Uld lte 
permiltepmlder ~ub~ion (b) belo\\1. or 

SEAtfT' Sl1 Rf± 'l'O 1117\~ P <-E't 
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(J) tfthe mfonmtl!OII IS evtdence ofn crime thtll ha~ been. is being. or 1S nboutto be commtfted nnd i~ 
p1'1Wided hl nl)l>foprinte f~ernl lnw enforcement nil.lheil'ities (S· f'COJ 

(b) Dissemumlion flll 

A n-pon b~ 011 communicutions l)for eqncerning a United States peroon m~y be diS!>~minated in 
nccordrutce wnh Section 7 iftl1c tdcnti ty ofthe Lniled States person1sdd~ed and a genenc term or symbol is 
slibstJtutcd so rhnt the lnfunnatirm crumot tcasonnbty be canm.'l"1trl wiLil unld~nli finble United Srntes Jl<!t>On 
Othen,JSJ: dl.ssemln~tion ofimelllt~e11ce reporu.' based 011 communicauons or or j:Ooceming a Vnned Stntes 
p~rsnn mny \1nly be made ton redpiem r.C!(juiriJ'lg. 1he idenhty nfsuch person for fhe·performance of official 
ilmles bul only If arte:isi one ofllle followlr1~ ·arlleria is "'so met 

(I) rl1e United Sw1es person hns oonsem~d tn dissemination or 1he infom1a1ion of or concemm¥ the United 
StHte;l rerson j~ :w~ilable pnlil icly. 

(2} the idcntiry of the United Stares person is tlecessary m undetstand foreign intelligence information or 
asses.~ h~ importantt. e.tl ·· the ideinity of a ~ni~r official in the Ex~li~-e Branch, 

(31 the C011llltunicaLiou or iufotmntion ludkntes that the United States per·sottmay be. 

(Al an ns:cm ofn forcil!-Tl power: 

(F.l) u fiu\iigll power u~defined in St'\':tion IOI(a)(4) or (6) ofih~ Act , 

(C) re~idln~t o~tside th~ Ututed States arid holdillf! tUJ lltlioinl position in the govemtn~nt Clr milhary 
f.1rce; oft~ tiltcign P.llwct 

(D) a CJ!!rporatilln or othct Mtity tllllt is Clwned bt comrollllli directly or Indirectly bv 11 foret!lll power: ov 

(b) nctttlj? ut ~:t~l l nborntion with an ullelli.gence or security service ofn forei!ln power ond tbc Umted 
Sr;ut:!i pet'son Ita$. or IHLS hnd. a;;tess tO clnssitlcd lituionnl lla':urity infrmnaliott t'ir mqterial 

( 4) the communication or illfurmatton indi-cntr.s I hat the Unikd States person ma.y ·be the mrger of 
lntclligcnce nctiVlll~s ora foreign power: 

(5) the rommumcation or tnfornm [JO.n indicates tha1 the United Stales person is. CI\,\!!t&etl l.ll the utl31ilhorized 
di sclosure of dasslfied !Uitionnl security luformation. but only nile!' the <l!Tency thnr ol'igitllil~ the intbrmruion 
c;ertities that it i~ properly classified, 

(&lthe <:OtlHitU tlicnl it)n or 1'11formn1ion intlicntcs thnt the Uulrcd Slates 11erson may l~ ~1\\!lll!ir~g in 
intcttWticmal tcrruri~r nctivi.ties. 

f7) the III:<Juiilllion ofllle IJnlred Stutes persort!s communication wl!S nutiiOtUW by n coun order issued 
fltfr311ant til Section I 05 ''itl1~ Act and the communie<~li on tullY relate to the: foreign 11\tellig.ence purpCise of the 
~urvet11ance, 

(S),th< romrnuuic:;!tion or infurrnutiofl i~ rea!;bnul11y bel lewd fo contain evidence thru a ctimc has b{'i;!t, is 
being. m IS about IO be commitl~d- provided tflllt disst'minalion is for law eiJforcemelll i>U t:po~es and L~ mnde 111 

St.C:rtl:rs. Sf .. HLl lfO l S.'a. I"\ ·1. 'J 
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~c.:~;~rdllllc;e with Sectilln t06(bl of1he Act and ,;rimes reportinJl. procedures approved b,y rile Secret~ry of 
Defet1Se ruultlie Anoruey Gt!Ilarol. (U) 

SECTION 7 ·OTHER FOREIGN COMMliN.ICATIONS (l !) 

For~lgu C<lil)rnuricalions ofar ® IICI!P)\111; 3 I\Cin-Unlred Strues pf,!rson m3y be relained. u!,l:d. and 
1.bsseminaled ro any foon rn :rcc:.orda n~ wrlh other appl rcable law. re!!lrlollon. nnd policy. (U) 

SECTION 8' · COLLABORATl0N WI'I'H f'OR€fGN GOVERNMENTS !3-ece, 

tn') The shtlrilig or excllllrr.!)e or forelg rl communrtalforls governed b~ iht:Se procedures wilh slgnnls 
imelligcnce 3tllltOrilies ofcollabQnttil)f! tbreilin !;l;'lvemrl;Je.m$ (Seam~l Pnrhes) m>~Y b.e uncl l!ftuken by lhe NS.·\ 
only wirh the wmren assurance of the Second Pany thai lite use of Li ro~ forergn rommurut':llic:ms wrl l be sub;ecr 
hl 1Hc rc1enrion nnd disse~nlnlllion provisions of1Jrese proeedur~ (6 CfO) 

(l') l),)me.stic commumcntions Md communications IO•OI' ti'om Untied Srnrel> (ler!i011S slrn ll not he shared with 
S<!al ml Portles ( 5 GC8) 

(c) Fru:erg.n plain te.xt comnurmcations may.. be shared with Second Parties iflh~'Y are ftFst re\i~wed by .NSA 
nnlli.Y~ts. '"ll\1 slrnll remove rcfurenees 10 Unileil Stales pCfSOns thn1 nre nolneoessnry 10 undert1and or n~$CSS lh~ 
forei&n ir11dligence infonmnion comaln~d therein. (!i C'Cffi 

(d) FoH:i~n enciplt~ orencudeil oomrnunil'<llion> may be shared with Second PHrilei wilhout such pr·ior 
review. provicll'Cltlun a! least anll\10ily u U!JirCSl'ntati~c srunpl ing of tl10se shared corumQnicntions tbnr can be 
dedpbered or llecoded IS revre.,•l)d by the NSA to <msru:e lltnt ar1y references therein to United Stales persons are 
necessary 1\1 mrdershmd or :1~ Hie furelgn i ri1~lligct\cc infurmntion being dlsscrl11nated Corrective measmes 
wi1h r~p~~t 10 eJch targc! oc line shall be urlde(t~ken ~"necessary to l!lnlntpirt compliftn~e with I he ubow 
dis~~mrnnrion s1:mrlnrd The resuh.q ofeuoh review shnll be mnde nvnilable ro 1he Atrorney <1eneml or n 
tli!Sll!ilt~ fS €€91 

Appro nod by Jl;UOrney Geoeral JnJlet Reuo on I July I ()97 

~fCit El". ~L,II~Et; Ttl I I Sic F'• E¥ 

Case 1:13-cv-09198-AT   Document 64-17   Filed 02/26/16   Page 36 of 52



DOCID: 4066222 
!ief'RE'f .:it REL 'fO US•\; f'YfS 

USS ID SPOO 18 

ANNEX B - (U) OPERATIONAL ASSISTANCE TO THE 
FEDERAL BUREAU OF INVESTJGATION 

(t 1) QltCrntiou' l 
1\ SsiM n II ~~ 

SECI'ION I · ( l l ) CI!:.NERAL 

B I I (1.!) 'In a<;C(Inhln~ '~>ith (h~ prol'ision!> Clf Section 2.6 of'E 0 12.:3.•. and 
the NSAIFB! .MemorMdum of'llndeJ:smnding ofl5 November 1980. rJ1e 
National Seauity Agl'nil)' tn11y pm\'idc specialized «iltiptnent and t~ochnic..1l 
knowledge •tQ the FBI to assi:>~ the fBI in the ~nd'uGl of its !awfitl ~nctions. 

When re..1uesti.np SIIC.h assistance. the fBI wiU cerli.fy to tbe Genernl Counsel of 
NSNCSS that such ~qulpnient or techniCal k.ttowledge is' necessnry to tire 
acromplishmenr of one or more oftlic: FBI's lawful fi;nc:tions 

B 1.~ (UJ NSNC'SS tillY nlw pnwide expet1 pl'I'S(Innel to assiSt FBI pen;onnel 
in lhC oncratlOn or.ittSIUJJ ntJqn or specialized ei.JU)pmem \\hen tJtal equlpmenl is 
1.0 be employed to .collect forcig.tl lntelhg.t:l·l<:e When requesting the ll.'iSISl~ncc: 
ofe?Cpert per5orttlel. the FBI will ceni(Y 1~ the Gene.ml Omnscl tl1;11' suc)l 
i'SSistatltt is necess<~ry 10 <;<~Il ea fureigll inte(li],lejK:t' ancl thnt tlir: oppruval of 
1he Atromey Geueml fan~. when lle<;ess!lry. 11 wnrmnl from o.<:Durt ol'compeieiJ1 
juris<liction) hfl:S been obtui.ned. 

SECTION 2 • (ll l CONTROL 

(LI) Opera tiona I 82.1. (U) No opcmtiomd asstslnnce as discussed 10 Se. .. tion I shall be provided 
C'onh·ol ·l'vithbtll the express pet'nusslorl oft l1e DIRNSAICHCSS. Deputy Dire.:tor. 

NSNCSS. th~ SIOINr Director. onhe·~pu1y Director for Te<:lmology and 
SySiems. The SJGI!'-ol Director nnd the DirectOI' of lite Technology Directorate 
111:1) rtppt'o''e ti!I:IUI:Sis for snell i'lssistnnct only vJ11h the conqu'rence ofthe 
Geneml Couns.el 

- -----------------------

US SID SPOO 18 

ANNEX C- (U) SIGNALS I.NTELLLGENCE SUPPORT TO U.S. 
AND ALLIED MIL.ITARY EXERCISE COMMAND 

A UTHORJTJ ES 
SP,CR:ET ' !ii r'llfl.. 1'0 t.'&J\. F\ EY 
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(lq SIGfNT 
Su]lport 

(lf) Military. 
T:lrtl~'ill 

C1101 m nn i -ca-tion.~ 

!ll) HRndling of 
1\'lilillti') Tnttic.~l 
C: n 111 in urtl -cn titnts 

SECTlON I - (ll) POLICY 

C I L (U//fOUO) SJgi\3ls hllclllgeJlci! support til U.S. nml Allioo rilllitllf)' 
c-xcrcl~ command nulhoJi iits Is provi<led fur in I I. SIP CR 1111 and DoD 
Dirl'<.1ivc 5200. 17 (M-2) . .l~1i.ut Chiefs ofSiaff MemDnmdlJm MJCS il l-88. IS 
August 1988_ atid USSID CRtlOn . 16 Dec.al!'l~r J088, l'Slllhlish doctrine and 
proec:dures for ~11ovldlng signals httl!lligenct: suppon to miliJary commanders 
Thll pwcedures in th.ts Annex pmvide poli.:y gmd.elines fur snfeguardbl¥ t.he 
ri¥hiS ofUS pei'SI:Jll5 in the ~:ondllcl ofc:-:erci;;e SIGINT $1Jppott adivlties. 

SECTlON 2- (l l) DEFINITlONS 

C2 1. (Ul Uoired SHt.tes ond Allied m.t.litaty e-xercise communrcaticms. v.11htn 1l1e 
Uuitni Slate!> autl nbiood. Uu11 are m·~,-eli.snl) for the pi'oductit)n ofsilnu.ltucd 
foreign imelligcnce .ati\1 c()uutt!rinl~ligence or to penni! an anal~;is Qf 
communications security 

SECTION 3- (l l} PROCEUURES 

C3 I (U//FOUOI The lJSSS mn..v col!ee1. pro~ store. nnd dis~emin~te 
lililitllf)' tntti~nl t'llmmonlc.nions that a:re lllSl> comnttuucmions ot 01 

conceml ng. U.S peroons 

n. (UiirOUOl C~l l ~ction cflons will be ronducted 1n such a mru:uter as 
to U\'oid. to the ex,rei11 fensi.hle.. t l.~e intcrce]!l of no~-exerolse-relat«l 
COOlrllll OtC<lliOJlS 

b (.U/fFOUO} Militnry 1~aical collltnu n.ic~tlons mn) be stored nnd 
proces5W w1thctut d~leuou of refereocw to U.S per59115 if the names 
!IIIII comnutnleruioti~ l'lflh<' U.S persons whu o.re wrer cis~ pnrudpM!S, 
wlltlther uaiHt~ay. P,QV~I'l1~1011t. or' contractor. are ooma11retl in, or st!ch 
commttoacations consuturc. exercise-related communications or 
licti tiou~ ~ommtuiicnrlt.~ns or lnfotamition prepared fot the·exerct.se. 

c ium:;oum Comm~t nications of U.S pemrns nQt participating in thl.l 
exeroise tltat are itllldVl't:tl!!Uly ime1cepted tluritJ! Lhe. ·exercise shall be 
dcst roy~-d ,JS W\111 as fca.Sil-1~. provided 1hnt a reoml describing tl~e 

.sigml Qr frcq1rency user into:.clma>:~~l ;md g~ncnc terms may be re:t!lincd 
lor SJg,na l 1demHi.carlon nud Co!lectton -avo1dnnce purposes. 
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lmidvt'rieiuly i'ntcrcepicd C'Ofl'llllUliiCIItions tl\ut COIIltlin anomalies in 
enCiphered t~mtnunic!ltioins that reveal a potemial vulnerability to 
Unit~d Stntes communiemion.s security shouJd befor:wn.rrled ro •he 
lufilllnlltitlal .A~u l(llt>t' Djtdit•l, 

d. (UIIFOUOt Dissemirration ofaniJJuuy •exercase COIOJlllllllcatiGI'IS. 
e)Cet<:i·se ri!pons, oa illf\)r maiion tiles deriwd from such communlcu1lons 
shall be hnlited to 1hose nuthotitil'S and persons pnnitlp~ting in the 
C)Cercise or cOird11c1ing revJe'~ and crili,ques 1hewo f. 
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USSID SPOOlS 

ANNEX 0 - (U) TESTLNG OF ELECTRONIC EQUIPJ\IlENT 

llll Tl~tlng ur 
El~ctronir 

F:q u irun en 1 

\ ll) Testing 
Limitations 

SECTION I - (ll) P li RPOSE AND APPLICAB ILITY 

Dl I. (U) This Am1e». applies tu l h~ testing· ofcledromc equipment thnt has the 
capability to inti!rtept cl'l.mmunicati<lns nnd nther ne~u-public infunnruion 
T •$tit,t& iitolydes dev,do~\m~nl. calibration, at;ld ev:~luation of such etluiplt11!11l, 
nnd will be conducted. to the mu.ximum extent ptndkal. withltUL interception or 
nuwitoting. of U.S pcttsc.ms. 

SEC"fiO'N 2- (ll) PROCE:Dl lRES 

02. I. (U) The LISSS may res~ elect ronic equipment rhnt has the c:tpnhilil}• to 
llllereq>l commutllcallons ntl)il!lller iulbuuation subjeCt tO tbe fullowiflj? 
llmiuui(lt l~ . 

·n ( U) To the mn!'<illlutn e-~tem pt Attica I. the follo,~1ng should be ttsel:l 

( I) (U) Laboratory ·gcnerared sig:nels; 

I!) (Ul Com!l~unicntic>ns tTruu."Jniued between terminals located 
outside the United Stntes not used by ru1y known US person_ 

Pl (U) Official gnvemmell! B£lency <;onmntnicalloU5 \\~th the 
conseJll ofan appropriate offidn.l of thill agcllcy. or an 
Individual's w mn)unh:uliuns \\li1h lhe con5':!nt of1h~1 lndhidual. 

(4·) (U) Public broru!CIISt signals: or 

f~) (Ul Other comm1mi.cano.ns In whlch lh<:!:e IS· no rel\&Qnuble 
~pettnttOtl Of JlllvtiC)I (:IS approved ill each illS[Bl\CC by lbe 
NSNCSS Getwritl Coul1~el). 

b {UJ Where it is uot pr.aci.Jcal to 1es1 electronic equrpmc11L solely 
against Si¥nnls de$:ribed in paragra1'h Dl.l.a.. nbove. 1eslih~ 111ay be 
cond~o:ted. pnwitled· 
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( I) 1 U) The proposed let;! i!; coo••dinaled \villi lhc 
NSAICSS <'~nernl Counsel. 

(2) (U) The lt$tls lim'ited in soup~ and du11il ion 10 

!hot ne.;e$!;tuy 10 dck'T1Tiine the aapability ofrhe 
lllJ ui p ment; 

(~ J (U) NQ pflvtioular 11erwn 1s U1rge1ed \vii hom e!.l.llsenl 

o.nd l11s nut rensonab!l! '" olllain the tou.sem of the 
persons incidctllilliY sui.Jj~cted to ll1e $\l lvelllam:e. and 

I~) (U) Tho: l~"' dots 1101 exc1.11!d 90 cllli!!idar dnys 

ll (U.J Where 1he lest iu:vul.v~ rotnmu.nicutiuns other thw1 those 
1dt<ntified irq:mrn:,trajlh 02, l,a, and a rest period lon!'er lhnti QO 
qays is1equirt-d; 1he F'oreigl) l!uelligeuct Surveillam:e Act 
rf!\111 ires 1 hot. I he rest be approved by the Atlomcy Gene rat Such 
prl>j)O:;Jils nnd ptnns ~hull b~ subntitlt'd by USSS tltmCJlts 
through the Q~n~rnl Couuse! NSAICSS. to 1h~ 
DIRNSAJCHCSS fo• trnnSJ:nisSlun 10 the A11u1m:y Geuernl. The 
test proposul sl~<'lll s1aw the requil'cml.1ll lor lUi cxtclidcd I¢St 
involving such c~imlllu)lit<ttion~ she na10re of1 lht letlt. tlit 
or.ganiz.ation thar ·Will cond uc1 the tesr. nrtd the pmposetl 
tli spositi011 of <Ul)' sig nnts 01 OOillmunkations ncquin.-d ·dUri rtg 1he 
lest 

02 :t (U'J Th~ l'OJUem oru1\y coiml1unieation o·ther than oommunicntlOilS 
be!! ween 11011-U.S perso1~~ ()utsidt 1he United Srmes 11 hich kre ncqu1red during. 11 
rest nnd C\'ll.luru.ioo shall be· 

a (LI) Rlll~lnNI ~nd "sed onlx fur 1he purpose ofde~ernunil)g 1he 
capnbtJjry of1hc electrom.c cqu1 pment. 

b (U) Disdosed ~1ily ro per!\!lll.S C'\lltdud.il~ o1 evuhlilf\ng the rest. nnd 

c fll) Destroy ell bc!hre l}r immedlntely upon conipletlon oft he testing 

02.3 (U) The lechmcnl pammclers 0f a communication. such a-s fl:equency. 
modUI~tlort. and llme ofBctivily ofacquhed electronic. sigtmls. may \le retnined 
nud used fur te.ss reporllfltl orcoHeu~ion-a\'Oidart'e purposes Such paramescrs 
mm• be disseminnted to mh<!r Do.D imclligence componc·nts and olhcr ent111es 
nnthmized to cnnduCI elll_<:in:l'nlc S1rveillnru.'e, pro1'idl:d sud1 diSSl'llllnD.tion ~nd 
use are lih1iu:d so teshug. cv,aluation, or t:olh:ction ·3\'0!dl\OCc pnrposes 

US SID SPOO 18 

SrC:nt:r fH . l~l:l TO I S.'c F't 9) 
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AKN.EX E - (U) SEARCH AND DEVELOPMENT OPERATIONS 

(ll) Procedures 
fo1· S11fcguarding 
the Rights ofli.S. 
Perntts 

SECTION I - ttl) PROC1WlTRES 

E 1. 1. (U) This Annex prov1des the procedures for sa.tegunrding the eights ot'U.S. 
per.!l(llls when ~ontlucting SIGINT s~trch and llevclopln~·m IICIIviti~ 

E 1.2. (llflffiUO) The. USSS may conduct search and developmelll llCI.ivuies With 
respcd to signnls throutlhi>ut the radio ·spcttrul'n ul\det the folio wit~ llrnluUion5 

n. (U) SignsJs may be colle<.'tcd only fiu the purpose ofidentifyin,¥ those signals 
I hot 

ll I (U) May contnin intbrmnJ.ion relat-ed to the production of lbreil!n 
lmcll1!!ence ol' cotulterintcllil!cnce. . . . 
(;!) U) Are encir)her~>d or npl)ea.t' to coruain secret mcru.ung. 

( ~ ) l0) Are neCessal) 1(1 assure efficient ~gnal s JOtdlige~ coilo:Plllll or 
to avoid the collect:io•1 of unwu.rued .signals: or 

l•H !6HSINREL) Reve~l \'l.llnentbilities or Uni1oo States·(;()mrnumcntions 
·S<'CUJ'it)'. 

b. f&''SI//RELI Communi.cations originated or intended for r~1pt in the United 
Stures or orl!Iinnwd or intcru1ed lor rec-eipt by US. perro!lll $l1nll be JlrDcessed m 
acco•'dancc with S~tit•n 'of'USS'ID SPOOlS. pro,~dl:(lthut i11furmatlon 
necessnry for c~wl ogi ng the constih1ent elements oft he .signal environment m~y 
be processed and retaJ.ned 1f such lnformmion does uot identify n U.S. person 
lntbrmolion reveilli,ng a United Stales COintllUnjca(iolls sa:curlly l'illltetllhility llHi,)' 
be retained. 

c. f&;'Si/JREL) lnformntion n~c:es51UJ for c:nlalogin! the constitue11t 
ele.mems ofth.e siJ;nnl eoviromneru rooy be dil•semir~~~~ed 10 the e;<t;etlt 
auch lnformmiOJ'l docs JlOt ide111ify U.S. persollS.. Cot'tllllUllicauons 
equipment nomenc.ln1urc 111~y be ~isst-minnted lnf<mnmiorl t.l1at reveals a 
NUinerability to United States communications seauily m~y be 
dissemiuru.ed to the appropriate com.mwllclllions security authorit.ies. 

d (UI All informaJion obtnlned i.n the process of senrch and development 
tbru 3ppcaJs 10 be offoxei!f!l imell•~cm:e vnlue mny be forwnrded to 1he 
proper annJylit ofticc: 1Vitliin NSNC'SS for prQCesmng lllld di~seruluntion 
ill ac«>rdanc:e with rul~>run r>onions of! his USSIO. 

:sEt RET ;sr :REt l'O t ~37\ R E\ 
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USSID SPOOlS 

ANNEX F- (lJ) ll.LIClT COMMUNlCATIONS 

SECTION I - (U) PROCEDURES 

(lf) Il ~t~dliug or FLL (U) The USSS 111ay collect. retmn. proeess, w1d dissemin~te tlltcit 
lllidt Cnmrnu•li · <omnlunica{ions withoul reference lo the requirementS concerning US persons 
cllfion~ 

FJ.2, (Uf~FOUO) l11e tert11 "Ill icit comluuniCl!tion.s• Jrtenns n tommunitarion 
1 rnm;miu~ In viulltli~:~n ofeithet tile Communicatio us Atl ofl 93-l and rcl!ulatiuns 
issued thereunder or lnternurional agr~ements. wh1cli because ofits c.'<pli~it content. 
Ule3SI!!!e chtuncterlstks. l.)r method oftransmissillft, is reasont1bly belie"ed 10 be a 
communication 10 1.'/r from an ny,enl or ngent.S ol' foreig11 p(!wers. wt•ethe:r ot not US 
persons 

USSID SPOOlS 

ANNEX G - (U) TRALNING OF PERSONNEL IN THE 
OPERATION AND USE OF SI.GINT COLLECTION AND OTHER 

SURVEILLANCE EQUIP~lENT 

(U) Purpose 

Ill) Trniniug 

SEC'ftON I - (ll) APPti'CABILIT\' 

Gl. L (U) Tltis Amlel( 11pplics ll' a.J I USSS usc of SIOIN'f eol lectiot~ anti etll1er surveHinnce 
equipment for •l'hinln~ot purp1.1sa.1 

SECTlON 2 - (tl) POLICY 

G2 I {U) Tri!inillg ofUSSS perSI>nJlCI in th1! ol)etntion and use oiSIGINT t<l11ectlon 
equipment shall be con(juau~d. to the maximum extent thai is pOICtical. without 
llllerc.eption ofthe.commumcatiollli ofU.S persons or persons in the United StAles \\ilO 
hliv~ t'Hlt g-iveJt l'.Onse11t lo 'suth intetceptiort. Communic:mil>nll nntl inibriTutrion prott!<:tcd b) 
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(ll) Tr"lniug 
Guidanct 

if~ Forcign 1 111elli~ence SuMnllonce Ad (FISA) (see Ami~\ A) will not be cl)llccr~'tl for 
rrainin!:IIIUfPOse!i. 

SF.CTl ON 3 - (.U) PROCEDURES 

eM I (U) Thr: rrnining ol' USSS pctS~umd in the pperndon allCI \Usc ofSIGI!'IT r:ollection 
ru!d other surveillnnc.e equtpnletlr shall l.oclude ,gurdunoe rouce~·mog the requirements ami 
remrietiQnS of tile FlliA • CxellutiVc CMey 11?]3 .. nod this USSID 

G3.2. (U1 The u~-e·ofSLGl t>.fJ' oolle<!tio.n and other surveillance ~uipJll!!l11 for trruninl:! 
i>Ut'P<I!ieS is subject LO the 1\lllowil~ limitation~ 

a. (UI To Lhe maximum extent pracuclll, U~t! of such equJpment fur ttwni tlil 
P.t•rposl:s ~Inti I be d)rccrcd 111:\illnSI ot herwi~~e authorized im.elligetl(e mrgets 

b IU) The rotumus ·ofpri"rue comtllunicatiollll ofnonc.~nsenllnll' U.S. pt•x::ons Jnny 
ttotl,}c a~Jui t'cd un ii!S~ the person is oo auiholiml target a t: electronic surveillance. 
and 

c (U) The! electmnlc S\tf\lei llnncc wi llllc l imit~ in ~'l.1ent nnd duration 'to thm 
necessary 10 rrai11 pe1~onnel ln tbe use of the etjurpmenr. 

G3 3 (U) The limliarioJts i'n p:ita!:\t'aph G3 2: do nor 3pply inthe' li:il.luwing in~•luces 

:1 (U) PulJiit brvadtxiSt~. distress si!mnl& 01 officlnl tJniletl StAie!C (Juvcrnmt<nt 
co(l'lmnnications Hl<!Y bt tnntii!ored. prllvided tltat. \\•here lJ.OVermnem agency 
communiQlltioJJS are monitored. 111e consent ofa.n approprintc official as obtained; 
nnd 

b. CU) Mlni tllal acqulsiuotl of infom1illton is pcnlltll ed as reqllired for cnhbrolioo 
putp(lses-

G.3A (U} Information oollcctt'(l d.urutjl mun.iJJg thai uwolvl:li autl~<•rized intelligence 
targets llliiY be retained in aJ;cord:mt:·t' with Ssctl<'t\ 1.! oflhis US~1D· nr1d di5seniitlllh.-d in 
aoCQrdance wTth Secril.1n 7 ofrhis liSSID lnfonnuriM tither thnn disfr.:ss sii?Jlnls ccllecsed 
dunng tmini.J:.g that do~ not invol\1\! nuJhodzed intelltEence targets or ll1at i.s ncqmrecf 
·inadvertently shllli \Jc dt'l.iroyed as soon BS pnlctical or upoll completiun o !'Ut~ U'illlllrl,t! nod 
IIUI> 1101 be di}'>tlmlnated oi~tsW~ the! USSS fiu any purpose. DiSHt;SS slgnnl~ should be 
referred t.o thl! SIGINT DirectQr, 

!ffC,tfff St., ll±l 1'0 L$1\: I \ f'• 
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(llf Forms 

~Ec=ttt;'l dSI · l~f.L 'fO US.\ f'vTY 

l JSSID SPOOlS 

ANNEX 1-1- (U) CONSENT FORMS 

SECTION .1- (l l) PURPOSE 

---- -------------------------------------------
HI I ( U) "111e forms set fonh in this Amte;( li!IVC: been appnwtd by the N.utlonal 
S«.Uiily Agency's Ofllce IJfGenel:lJ Counsel (NSA. OG<') ru obtmn nnd record 
thoe e:-.press I:'Oil.Senl CJf n U.S. pers1?11 fllr clem1wts ofthe United Suites SJGTNT 
Sysf<>m (USSS) lO collect nt)d di~omillnie CO trununicatlons of or conternii)J! that 
penil.lo lor tbrei~n imelligence pll llYOses.. to include but not lim1t.ed to·furce 
protectlon. he~stllgi' rerov~ry. nnd oJher like purposa 

Hl l (U/JI"QI; Q) Founs I <Jnd 2 can beu5CCI to ob1am nnd re<:ord consent 10 

collel!l and diss<.111inatt! ·n U S. pcr31~n's c.ommuniaatlotlS as ~~'f!lJ as teti!rell~ to 
Ilk US !)e(SOfl Ul COIIlllllllliC!UiOIIS; r OI'I)lS 3 and .j only provide COJISI!l,U 10 .:ollect 
and dissen:Liu;1te ref~rtnacs : to th~ U.S. person but neither fom1 3 11or Form 4 
provides consent 10 co llem comniJ,mications to or frM1 the V S. person who ftas 
e~«uted the form, Each fomt comained in I hi$ Anna may be reproductd, 
pro1'ided the S«ntiry dAssifkiltllms (lop and bottom) nrc rcrnovt:d. lt 1s the 
I'CS('Iol".siliility l'lf lhe U!lef II) p-l'ojlerly tec(ns,sify the CPllmll fomltllal is ~itnble tO 
rhc IISCJ ·s purposes in acco('l.lance with requis)'te seqJrity yuiqeliMs and 
lJpenliiOnal ~:oms1 dermions oi'the custwncr whom 1he USSS is suppo111ng 

H 1.3. (·U) Section ~. I c. of United States Si!_!nals huellij,tenec! Directive SPOO 18 
&totes ibllt tile Director ofNSA (DIRNSA) husu.ut·hority IO·npprove the ronsen.sun.l 
collection of comnuuitenlions to. from. !lr libout U.S petSQns Elenle1ils of1l1e 
USSS proposing to cond,ud c~Hl~i.'!l lSUal collec1ion sl)ou ld forward a copy oflht 
exo:uted COnJ;Cnt ton>> and llll)' peninel)t mfonnation to th.e DIRNSA (or to the 
Senior Oper!ll lou.~ Office~ of lhl! Nntional Sc;;Ut'ity Operatitius Cetttt:r) fol' 
npproval of the proP9lied coi'!SeJ1~u~ I collection aetivity NSA OGC must nlso b~ 
notif1cd promptly ofrhe proposetl oolh:ctiL\n acti,•ity. 

HI 4 ( U} lf operntiolllll t if'l.'"1111lSiat)ces dlc;attl. con~m m3y be obtaiued (I roily or 
may be recorded on n form .mher I hun one ol"the forms ~•mtruJJed llltllis Annex 
1-loweve~ . nnv \'lUter lbrm or meJhod that is·used 10 obtain nud rceotd n U.S" 
persuo·s c:o~em for elements ofth~ USSS to collect and dl$seminak 
colllJlluuications of or conceruiog that persoo muST be ~viewed ~nd uppro,·ed. by 
NSA OGC. 

CONSEf\'T FOR.tvJ I 

:!; f.,.UtE'I .JI,.l<:Et Tt) L:Cl\, FYEY 
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NSA SIGNALS INTEL.LIGENC'E CONSENT i\GRBEMENT 

- ----------- ___ . bc1-eby conselll to the National SecuJ"ity 1\j!etl'C}' ur mher 
clcmcm> oflhe Urult.'d Shlh!S Si&I~Aill llltdl igence SySie~h undel1~h in~ to ~1. ami r.lis~eminat<' couimurlit:alion.s 
to. fron1. or teli:rencing me for the purpose of' 

l undel>tand t.hat. unless specitied otherwise in the Jliii'JlOse. ab(lv«!. commumcat10ns to. frmn. or r.eferenetng me: 
may bt sottylu a.ttd dil>-retttinnted while I am in the U.S dtltlttg the eflfctlve period ·Of my collsent This COJ'ISI!Ill 
Up(ilh:s to 1\rJmiuistrnti\'t' mess;1ges nleniug· clemems of lite Unit~ Stnles Sittnal~ lmdllgcnce System to this 
eon~~mT. :IS Wl!ll n& to any Slg:Jlnls mteHI!!.cnce repot1~ that 1ufly rela1c: to tbe pur(lllSe sluted nb<wc. 

Exc~'Pt as orhel\\~ rn>\itled by law. to iocltldc pr:pcedures undl!l .E:-cecutiye Otd.er 1233;, I his consent rover~ 
only inrormarion thnl relates to the purpose Statt!d abov~ and is ctfectiv.- tbr the pe·Jiod: 

(() ______________________ __ 
Sitmnl!t i1Uelligence ~rts contalniflll lnform.~tioh deuvcd from communicnllons to. li\•m. o1· rele1endn~ me 
rnuy only bt <li!\$cm inated to rile and to . llll~ to 
iltllcrs M specified by t h~ U.S. Govemment as otherv•ise perrniued by lnw. to include prt)cedures u.oder 
E'<ecu tiw Ord~r 1233:: 

Date 

Title 

PRIVACY .o\CT STATEMENT AutflDlity l11r. colleetin!!- infuunat ion IS contamed in Sectjon 6 of the National 
S<MH IIy Agt.mcy Atl of 195Q. Public Ln,.,. So-31'1, todltied at 50 ll S C •102 note, Executive Order (E 0 .! 12333. 
a;; amended: and EO 13526. NSA's Blankei Romine 'Uses· fuu nd nt 58 fed Re1:. I 0.5i11 ( 199>) and the SJ:Wdlic 
11ses fo110d in ciN!:.:\ I 3 nppl,y to this in.fo.1m1nt,ion Ofsdosurc ofrequesred info,:;-nation is volumary but refusqj 
to provrde reqoested ittformation may prevent NSA front effel:lli.ag thls cousem tbnn., 
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CONSENT FORM 2 

I. . h.erclly consent f() r h~ U.S CJovctumenr undi!t1akllig ro .;;eel; and 
dbs.:mrnatt: commurucatior~ to. Crom. or t:dcrendu!:\ me for the P.urpose of 

l u nd~t'S!llnr.l that. unles~ specific'! otherwise in the p~rpose nbove, almmunicatioru !1;1, from. ur refcren.,ng me 
mav he SOUJ!ht nnd dissi!minated while I mn 1rr the U.S du1'1n.!! tile effective period of my oonsem This c~nsenr 
applies to r.dmiuistratlvc mt'Ssuges nlertiug, clenuims of the: U.S Q)vemmeltt to I hi$ consent1 as well M ronny 
repons tJ1\11 may rd~te tq tht: PI1JPOse !;!nted aboye. 

E\t:Cj)las otherwise ptovidcd by law. to inchrde UJ)j:!licable US. Go\·ernment procedure$. this consent ouvel'$ 
only inlbrmatiun thor relutes ro tin: p\ltpr.'~e stm~~ abov~ and is effective for the pc~iolf 

10 ________________________ -

R,cpons. cQntainit~g tnfun11n.tiorl derived 0'0Jll"coumrunl0arions to. fi•onL ot 1 eter·~m:lf\! me may only be 
di~sernl'nnted to me und to • arid 19 othl!i5 as 
speci.li~ by the US jl()Ventmet11 ns Qtberwise permitted by law ro include ff)lplicable U.S Gj;wermnent 
prQcedu res 

Dnte 

Title 

PR-IVACY AfT STATEMENT Authority lbr colle.;ting lntimnatlon iseontarne<lln E.xrtutive Ofder 11.1.13 ~~ 
amended; and procedures issued ther.ew. The l)~!pnrlment of.Deftmse .Biru1ktl! Rmrtln.e Uses f011nd nt. 

apply to this intbrmntion Disclosure <>f r<:quest~od intbtmntion Is volumnry but refuSal to provide requ!!Sted 
infot'l11ntiurt muy prewr1t c:onipletion of·nctiQJl~ t,Q el1"ect this consent tom) 

~LC1t1~1 HI Rfb 1"0 l SA 1'\ E'1 
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CO'IJSENT F0RM 3 

;<.~SA SIGNAl.S INTF.J.LIGENC'E CONSENT AGTtEE!viENT 

- ----------- _ ___ hereby consem to the Nationu.l Setu1iry A!!cucy or mbtr 
clcmems tlfHI¢ Urrrted Sinres Signals ll\u~Jilg'cint~: sy~'fetll urrclenal.ing 1o St.>ek ami qi$:nilrmte rornmunicmions 
rel'et-enclng uu: for the vn~;pos~: of. 

I understand t.llltt. unless sp~:cl tied orherwi:se io I he p~~rpose above. communications referencing. me rnny. be 
:KlU~ht and dissemmrued while lam inlhe 0 S. during. the efl'ecnive 11e1it\d of til)' tonsenl This oonscnt npplies 
hl ,,rlminiHrali\e- ti1essagcs alc:ni'ng elements oflhe tl'11ited Slates Sigmrls fhtell it,!enct: Syst~rrt to 1his cl)rt~-enr. as 
wellrlS 111 uny slgrntls JnteiJ.igence rep.ons lhat may relate to the purpose stated above.. 

E.'>ce~ll as otherwfse provided by law. to lnclvde prot!L'iluses under Execu1ivc Order I 13~3. I his ronsent covers 
r)nly references to me in fore1!!il CQtrununioltll()llS :md infolmarion lhcrcfrorn that rei ales to the purpose. Slated 
alxwe and is·effi:<:rive- fuJ' th~petind : 

to ________________________ _ 

Si·gnnJs intelligeUCil reportS Cllnlllinil1j! ttltotm:ttlcm clerh·ed t)•om fi1r~ign COil11ll1111ication~ ~frrencing me lltn)' 
on!\· be dissenunated tO me and ro • and 10 o1i1ers a~ 

0 • 

specified by th(• U.S. G!il\'ernmcnl as·otbcrwisc pcmtitted by lnw. 10 1nclude pmcedur.cs under E.xec.ulive Order 
11333 

sr~natlne 
·' 

Date 

Tille 

PltiVA('Y ACT STATEMENT Autl~rity for collecting infurmmion is.cor~ined in S~1ion lltl f the Nntioltl!l 

~u:cnr.T , st • ur1 ro l·s t 1':\t v 
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SIJCllP'fsi'11 ~-HTl TO bT•'t P:r!..A/ 

S<b:Urity Ag.~liC}' Act of !959, Public Law g"6.3o, codified ut50 USC 401n(lt0!; E-xecutive Ordfr (EO) !2~33. 
as amended. Sl,ltl E 0 !3;\26 f'ISA's Blll!II-..et Ro.oti11e Uses. round at s·s Fed Rel! 10,511 .( 19~~) and the specific 
1lSCS found iu <it:.!-.1\ ll! Jli!JliY to.this Information. Disclosure of requested information is voluntnry but celi.1sal 
w provldi! reclut!:Sied lnformntmn mny prcveht NSI\ n·om efTectin,g. this con~t form 

CONSI!NT FORM 4 

CONSENT AGREEr>.<I.ENT 

hereby consem ro the US GQyernmenr ur!denak1ng to seek alld 
dl.!;semrrmlc! ·co1l1Jl1urucations refcrencitlg me for the purpose of 

I understund thnt, unless s.pct:lfled bthenvise in the purpos~ aoovc. conllllUniCJitionN rererencihg me mny be­
$0Ught and di!'!leJnil,mtc:d while I om in the U.S. during the efl'Cctive period ofmy consenr This consent applies 
to odmlrlistrntive lllessli!!CS ruertuli! elements oftlli.! U.S 0\>\·crnment to this ctJnsent. as well nsto any repons 
that may relate tO' the purpoSt su1t~i nbtlve. 

Exeept us otberwr.sc p10I'irled by law. to rndud.e appiJcabk U.S. GovermmenL proeedures. 1his consent eovers 
tmly (eft~ et11JJ!S to rne in forcign rommunlcnt!ons nnd lltlhtmnlion therefrom tb11t relnies to tlte purpose ilnteil 
~ln!\t.> and is etlective fur the p~riCI.d 

t~----------------------------
Repons conrnininj!: mformation denv.ed from foreign communicatiOns rcfercndnrt me may only be disse1t1ma1i:d 
to me ilrld t(' , and ID Of.i'lt'ts as spttilioo by th~ IJ.S. 
~overnmem as othcf\~<ise pennittl:d by law. to include applicable U S Government proC((Ivres 

Signntun: Dale 

Title-

PRIVACY .·\CT STATEMENf Autborlty fUr colledin~ infornlat i611 iscontRilled ln E.xecuti,•e Order !B3.>. as 
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SI:CRL'Pif' 8f ~ ltfL Tfl b~ac ,.\ .. F'(C'( 

llmcrtdOO.: Md llroc:edutes Issued thereto: Tlte DCJ)JIIitnent or Oefi.111Se Blon~ct Routine Uii.es found nt 

ht!t>' wi\'j!Q dcli:nS~: ~·~,- hlnnk 111 list'S sliunf 

~Pt>ll' h) th[i mfunnntion. Disdosur~ of reque;s~ed i t~fortnatiQn is vollirllnry b111 refust~lto provide reqr1estt.'d 
mformntlon may prevent completbn ofncuons to eiTecr this C{ltJSCnt forn1 

USSID SPOOlS 

ANNEX J- (U) F'ORM FOR CERTlFICATlON OF OPENLY 
ACKNOWLEDGED ENTITIES 

(tl) c~r·ti lirl l liQn 

Fo~m 

SECTION 1 - CERTJFlCA TJON FORM 

II I. (Ul The fttrm bel1\W should be used for Drreclot approvnls for tht! 
colleetion or cortunttniCllllolis of entities that are openly nckllo\\ledged to be 
diret.'tcd and c<rntrolled b.y n foteiJ>n power a.s sp«i lied in Se(tiou ~ of thl$ 
USSIO 

DIRECTOR. NSNCHIEJ' . CSS 

Cenific:arion !llr Openly Acknowledged Emiries Under 
Secllon .J. A l.(b) of the dns~ified Annex 
tn DOD :\2~0 IR 

CcrtificaJ1on to the Attome)' General· 

(b)(1) 
(b)(;!)-P.L 86-36 
(b)(3)-SO t:Jsc 3024(i) 

11 e'Direc1or. NSA. hereby cenifies that l'--:--:----:--:---:--' 
lcwatcd m the Unitl!d Stmes and openly ncknowlcdacd to 

'=c-=rre"'c""r="''n"'· nt':T"':e"'o~mro· lled by (Govcnunlmi X Is 11 n\.'\11 tnrncr f coll~tion 
The purpo~ or the su rvl;'illbti~e i!S (tu colltc inte!ligenc~ 
rogarding Governmem X) 111.acoordance WH vah mtcllrgencc roquiremems. 
The ~-ulve111nncc will entnil lntentlonnl interception ordl'!ilbt!J11te sdt<:tlon of 
rhe target's intt!ntatiomll conmtunlclltillnS. S1andnrd minimil'.at1on Jlroc«<or.:s 
wil l be applied to 3ny infhm1alinn collected thai rel-ates to U.S pt'rs<.H;s 

Directru. NSA!Chief. ·css 

Copy t1J Deputy Seore!.my or Detense 

(b)(1) 
lb)(3)-P.L 8&:38 
/:ti)(l).SQ usc 3024(1) 
(tl)(3)- t8 usc 798 
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tb)(S}·P.L Bll-36 

USSID SPOOlS 

{b)(l ) 
- {b)(3)-2 t 86.30 

ECTION J 
- (ll .-----------~ (b){3}-50 usc 30240) (b)(3)·18 usc 798 

r'~l· ~~~----------~~ ~K~'~' ~ru~>l ___________________________________________________________________________ _j

1 

I.__ _ __J_, . 

'-----------------------~ 

(b)(l ) 
(b)(3)-P.L. 88-36 
{b){3)·50 usc 3024(1) 
(b)(3)-18 usc 798 

tSt !il,'ii\EL ~-----------------. 
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Proceed To: 
,.., \ I Uimtor 1 SIC; 1"~1 I· IG I r tafT l SIG 11'( 1 Polin SrnfT l l ~SIV l lldl'\ 

Derhcd lirom: NSAfCSSM 1-52 
Dull'<! 8 Jannju}' 11101 

Dt"Cill~sify Ou: 10'1'1012' 

!.ll?t: 1\:f:T Sl !HLL FU l !.l~'c J \ F\ 
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SEERETi. SI :R:EL TO U:";A_ F\l:Y 

l J NITED 

STA'IlES 

SIGNALS 

IN:PE.LbiGENCE " ~ ~ ' " . 

DIRECTIVE 

USSID SP0018J 
(formerly USSID 18J) 

(U//FOUO) PROCEDUR:ES FO.R ~IONITORING RADIO 
COMMUNICATIONS OF SUSPECTED 

INTERNATIONAL N.~RCOTICS TRAFFICKERS 

OPC: The Signals Intelligence Directorate's Office of 
Oversight and Compliance 

24 April J 986 

LETTER OF PROM ULGATION 

(SNSJ) This Annex implements Section 2.3. and Section 2 6.(b) of Executive Order 12333. 
Section 372 and Section 374 ofTitle 10. United States Code. and special Attorney General 
procedures. It regulates certain COMJNT acti vities ofthe United States Signals Intelligence 
System which are directed against radio communications of suspected international narcotics 
traffickers. SIGINT activities directed auainst international narcotics traflickers or traffickin!! 

~ ~ 

activities that are not within the purview of this Annex are regulated by the basic USSID. 

Derived From: NSA!CSSJvl 1-5 2 

SECRET//SWREL 'fO US:A. FV:BY 

Dated ·I/J-~~~-­
EXHIBIT 

AEX J:t 
DeclassWv On 

j 
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(U//FOUO) This is the initial issue of this USSID SPOO 18. Annex J (tbrmerly USSID 18. 
Annex J). 

(U//FOUO) This USSID contains sensitive information that is legally protected from release to 
any member of the public and is to be used only for official purposes of the National Security 
Agency and its customers. Users must strictly adhere to all classification and handling 
restrictions (see (see S CSS Classi fication ~vlanual 12 3-2)} when storing hard or soft copies 
of this USSID or when hyperlinking to this USSlD. The SIGINT Policy System Manager will 
maintain and update this USSID on-line where users may access the most current version from 
the NSANet. Appropriate USSIDs will also be available on INTELINK. as warranted. Users are 
responsible for the update and management ofthis USSID when it is stored locally. 

(Ui/FOUO) United States SIGINT System (USSS) contractors or consultants assigned to 
NSA/CSS Headquarters or to other elements of the SIGlNT Extended Enterprise are pre­
authorized tbr access to USSIDs via NSANet. lNTELINK. or in hard-copy formats as needed to 
perform their jobs. However. for those sensitive USSlDs for which access is password ­
controlled. all users. to include contractors. must undergo additional security and mission vetting. 
Non-USSS contractors or consultants working at external facilities are pre-authorized tbr soft­
copy access to USSIDs via NSANet or INTELINK. if connectivity to those systems is allowed 
by the contractor's NSA/CSS sponsor. Where such connectivity is not established, any hard -copy 
provision of USSIDs must be authorized by the SIGINT Policy System Manager (NSTS: 963 -
3593. STU-Ill: (443) 4 79- 1442. DSN: 644-7492). 

(U//FOUO' This USSJD is not releasable to any Third Party partner. If a shareable version of 
this USSID is needed (see USSTD SP0002. Annex B (formerly USSID 2. Annex B)). please 
contact the appropriate Country Desk Officer in the Foreign Atfairs Directorate. 

THE EXECUTIVE AGENT: 

lsi 
WILLIAM E. ODOM 

Lieutenant General. USA 
Director. NSA/Chief. CSS 

TABLE OF CONTENTS 

SECTION I - (U) PURPOSE AND SCOPE 

SECTION 2 - (U) DEFINITIONS 
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5ECR£T. Sl . FlEL TO US.\: FYEY 

SECTION 3- (ll) COLLECTION 

SECTION 4- (l l) UETENTION 

SECTION 5 - (l l) DISSEM INATI ON 

SECTION 6 - (U) ID ENTIFICATION OF l i.S. PERSONS 

SECTION l - ( lJ) PlJ RPOSE AND SCOPE 

1.1 . (5//51) This Annex implements Section 2.3 .. and Section 2.6.(b) ofExecutive Order 
12333. Section 3 72. and Section 374 of Title I 0. United States Code. and special Attorney 
General procedures. It regulates certain COMINT activities ofthe United States SIGINT 
System (USSS) which are directed against radio communications of suspected international 
narcotics traffickers. Nothing contained in this Annex affects the basic authority ofthe USSS to 
collect and disseminate fo reig · · 'ng aspects ofintemational narcotics 
tratlicking activities. includinc other than those activities expressly addressed 
herein. SIGINT activities directe a!!ainst mternatwnal t1arcotics tratllckers or traffickin!.! ... •... ..... 

activities that are not within the purview of this Annex are regulated by the basic USSlD. 

1.2. (U/iFOUO~ The provisions ofthis Annex will be implemented only upon specific 
instmction from DIRNSA/CHSS or his desismee. (b)(1) 

~ {!>)(3)-P.L. 86-36 

SECTION 2 - (lJ) DEFINITIONS (~){3)-50 usc 3024(i) 
(b)(3)-18 usc 798 

2.1. fSH5I7 The following definitions apply to this Annex only. Unless cont radicted or . . 
otherwise supplemented by these definitions. the definitions contained in Section 3 of the basic 
USSTD SPOO 18 (formerly USSID 18) also apply to thi s Annex. 

a. f5H5ij International Narcotics Trafficker: Any person engaged in buying. selling.. 
manufacturing (to include any step in the process from cultivation to refining). or 
transporting controlled substances. as defined by the Attorney General. where such 
activities cross international boundaries. 

b.(~~ 

c. <-sttsHI 

I 
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.{b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-SO USC 3024(i) 
(b)(3)-18 usc 798 

d.(~ Wire Communications: Any communication carried in whole or pati by 
wire. cable or other like connection furnished or operated by any person engaged as a 
common carrier in providing or operating such facilities for the transmission of interstate 
or tbreign communications, Wire communications enjoy a reasonable expectation of 
privacy. The USSS may intentionaJly intercept communications of a U.S. person under 
circumstances where there is a reasonable expectation .of privacy of such 
communications. only with prior authorization of the Attorney Gene1:aL an order o.;;.f...;.;tl;.;.;le;;..__, 
Foreil!n Intell igence Surveillance Court. or prior consent of the U.S. person. thosJ 

1unaer 
~tr.fli~S~A~Il~ll~le~x~. ------------------------------------------------~ 

e. (~ United States: When used in a geographic sense. the term. "United States." 
means all areas under the territorial sovereignty of the United States. 

f (~ Territorial Limits: The waters and airspace adjacent to the Unites States. its 
territories and possessions, to a distance of twelve miles from the coastline. A 
communicant whose location has not otherwise been determined will be deemed a 
communicant outside the territorial limits unless the nature of the communications or 
other elements in the content or circumstances ofthe communications give rise to a 
reasonable belief that the communicant is located inside the territorial lirnits of the United 
States 

SECTION 3- (U) COLLECTION 

3.1 . fS//81) The USSS is authorized to intercept and to perform direction tinding against the 
radio communications ofpersons, including U.S. persons, whom the USSS reasonably suspects 
to be engaged in international narcotics trafficking activities when: 

a. ~ All communicants are located outside the Unjted States and its territorial 
limits and either: 

(I) (~ There exists a reasonable basis for belief that not all communicants 
are U.S. persons; or. 

(2) (6/tSI) At least one of the communicants is and the 
communications are expected to contain intonnation concerning 
illicit narcotics. ~...-__________ ___. 

b. (-SH5t1 All communicants are located inside the United States and its territorial 
limits and: · · (b)(1) 

(I) t..s::!..L1..C. A 1 f 1 · ·..J I t· b ;(!>)(3)-P.L. 86-36 
r.:;m-;nJ t east one o t 1e commumcants 1~ rv HC tb)(3)-SO usc 3024(i) ...._ __________ ..... ! (b)(3)-18 usc 798 
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(2) tsttStt The communicants are reasonably suspected to be engaged in 
narcotics trafficking activities at the time ofinterc.eption; and . 

Pl ffitffiH Collection is solely tor the purpose of acquiring informatiQn rela.ted 
to I ~!licit narcotics shipments: ·- · ·· · · ·· · · (b}(1) 

· · (b)(3)-P .l. 86-36 
' . . . . (b)(3)-50 usc 3024(i) 

c. (~ Some commumcants are located tnstde. and others located outstde. tl\'0)(3)-18 usc 798 
United States and either: 

3.2. f8l 

( L) ~ The communicant to be targeted is located outside the territorial 
limits: or. 

(2) f5ffflft The communicant to be targeted is located j 
within the territorial limits. but beyond the coastline oft~r:on~e ..,O-r:t~ll~le~a..,S~t~at~e~s.----.--' 

3.3. f€t Collection authorized under sub-paragraph 3. l.a. and subparagraph 3. l.c. (but not that 
authorized under sub-paragraph 3.l.b.) may be performed in support ofthe NSA foreign 
intelligence mission in response to toreign intelligence requirements approved by the Director of 
Central InteJlig:ence. 

SECTION 4- (lJ) RETENTION 

~- I. ~ Information obtained in the course ofthe collection authorized under paragraph 
3.1. that identifies U.S. persons. or communications obtained in the course of collection 
authorized under sub-paragraph 3. J .b. and subparagraph 3.1.c .. that are solely between U.S. 
persons. may be retained no longer than one year fi·om the date of intercept unless: 

a. t5HSf1 The SfGINT Director approves a longer retention period to support technical 
data bases; 

b. ~ The information is disseminated in accordance with Section 5. in which case 
retention is authorized fo r whatever period is deemed necessary to satisfy analytic 
requirements; 

c. tsH5ft The communications fi·om which the information is derived are encrypted. or 
are reasonably believed to contain a secret. meaning. in which case retention for an 
indetinite period is authorized; or. 

d. tsfTSf-J 

(b)(1) 
(b)(3)-P.L. 86-36 
(b}(3)-50 usc 3024(i) 
(b)(3)-18 usc 798 
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-U. tsitSfi Communications solely between U.S. persons acquired under subparagraph 3.l.a. 
(but not under subparagraph 3. J .b. and subparagraph 3. 1.c.). shall be disposed of upon 
recognition. except that: 

a. ('Stfflit Technical data concerning ti·equency and channel use (example: call signs. 
broadcast schedules. signal characteristics. etc.) may be retained for collection avoidance 
purposes: and. 

b. (~ lntbrmation concerning! !illicit narcotics shipments mav be 
retained in accordance with paragraph 4. 1 .. when at least one communicant is l I 

I I · · · . 
SECTION 5- (lJ) DISS.EMINATION 

. (tl)(1) 
{b)(3)-P.L. 86-36 
(b}(3)-50 usc 3024(1) 
(b)(3)-18 usc 798 

5.1. (~Dissemination of information of. or concerning. US. persons. derived from 
collection under subparagraph 3. J.a .. is governed by Section 8 of the basic USSID. except that: 

a. ('Stfflt1 Information concerning! · jitl icit narcotics shipments inay be 
disseminated to appropriate federal law enforcement agencies when: 

( l) ~ Not all communicants are U.S. persons~ or. 

(2) (~ All comtJlllllkants are U.S. persotis, and at least one communicant is 
.___ __ ____.I . 

b. fflffStt Technical data concerning frequency and channel use may be dissemjnated 
to appropriate federal law enforcement agencies regardless of whether the communicants 
are U.S. persons or not. 

5.2. ('Sii'Stj Dissemination ofinfonnation derived from collection under subparagraph 3.1.b. 
may be made only to r omprja)e ~err law enforcement agencies. ;llld only when _ihe 
information relates toillicit narcotics shipments. Technical data concerning 
fi-equency and channe: use may ~e ,1sseminated to appropriate law enforcement arncies even 
when !he m~derlymg commumcattons do not conta111 1nformatwn onl Llhc1t 
narcot1cs shtpments. · 

5.3. (-5Tf5ii Dissemination ofinformation concerning U.S. persons. derived fi·om collection 
performed under subparagraph 3.l.c .. may be made when: 

a. ~ The information is derived from monitoring communicants located outside 
the U.S. territorial limits: 

(I) ('&%+t To appropriate federal law enforcement agencies when the 
information concern4 ~llicit narc-otics shipments: or. 

(2) ~ In accordance with Section 8 of the basic USSID. when there exists 
a reasonable belief that not all communicants are U.S. persons. 

b. fflHSI1 The information is derived from monitoring communicants located inside 
U.S. territorial limits: 
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(I) ffl'ffSf7 Only to appropriate federal taw enforcement agencies: and 
I 

(b)(1) 
. ' (b)(3)-P .L. 86-36 

(b)(3)-50 usc 3024(i) 
(b)(3)-18 usc 798 

(2) t5H5f1 Only insofar as the information relates tq'-_____ __,JIIicit 
narcotics shipments. 

c. ~ Technical data conc-erning ti·equency and channel use. and direction finding 
resu lts. derived from any communication monitored under subparagraph 3. 1.c. may be 
disseminated to appropriate law enforcement agencies. 

5.-4. (U//F8UO) Information collected under subparagraph 3. l.a and subparagraph 3. l.c. may 
be disseminated to appropriate federal authorities when no information of. concerning. U.S. 
persons is involved. 

5 . .5 . t5ffS+1 Access to technical data bases wi ll be restricted to SIGtNT collection and analytic 
personnel. Requests fo r access from other persotmel or entities shall be referred to the SIGINT 
Director. except that technical data concerning. frequency and chat1J)el use. and direction finding 
results. derived from collection performed under Section 3. may be disseminated to appropriate 
fuderal law enforcement agencies without specific SlGINT Director approval. 

5.6. t€frSi:t Information revealing a threat to human life or physical safety may be 
disseminated by field elements to appropriate federal authorities without prior review by the 
SIGINT Director. On the other hand. dissemination of such information by NSA Headquarters' 
elements requires prior approval ofthe SIGINT Director. The National Security Operations 
Center (NSOC). Senior Operations Officer (SOO). is authorized to approve disseminati.on 
after normal duty hours or in time-sensitive situations. · 

S. 7. (CHSI) Information derived from intercepted communications. solely between U.S. 
persons. which does not relate tol fillicit narcotics. but which reveals significant 
foreign intelligence or counterintelligence affecting substantial national security interests. may 
be disseminated to appropriate federal authorities. if approved by DIRNSA. 

SECTION 6 - (U) lDENTlFICATlO.N OF U.S. PERSONS 

6. 1. t€j Field elements may provide the identities of U.S. persons to federal authorities when 
the information relates to a threat to human life or physical safety without prior case-by-case 
approval ofthe SIGI NT Director. 

6.2. (C/191) In all other cases. identification of U.S. persons in information disseminated 
outside the SlGlNT system requires approval ofthe SIGINT Director. After normal duty hours 
or in time-sensitive situations the NSOC SOO is authorized to act for the SIGINT Director. 

SI!C,.RE"f//SJ//llE.L .. PO lJ81\. r·1\''['/ 
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(U) Purpose 
((Heading 5. 
Block Lnbel)) 

SIGNALS INTELLIGENCE 
DIRECTORATE 

SID MANAGEMENT DIRECTIVE NUMBER 
432 

Issue Date: 5 May 20 I 0 
Revised Date: 
POC: S ID Policy Staff. S023 1 

(C/IREL) PROCEDURAL GUIDELINES FOR 
SIGINT PRODUCTION ON 

U.S.I !fiELD EXERCISES 

I to collection and disseminntion of SJCi INT 

l C purpose IS to en a lc clements of the S IGJNT pro uction chain to: 

• Understand the distinctive set of rc.~;ponsibilitics for these event~ . 
• Execute preparatory procedures in the right timeframc. 
• Ensure compliance with Jaw and policy. 
• Optimize reporting. 
• Disseminate product appropriately, and 

• I I · 
/ 

.·' 
(b) (1) 
( b l ( 3) - P . L . 8 6-3 6 
(b) (3)-18 usc 798 
(bl (3} -so usc 3024 (il 

EXHIBIT 

'"'I CR:rT.'-'C0~11ifl R I l TO { · c· } r' T'' "5 ., .... . I ' v I .. " ·) 3 1\.. c 1 I AfX 1'"6 

@\pmoved fo1· Release bv NSA on 09-19-2014. FOIA Case# 70809 (Litigation·) 
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(lJ) Scope 

~ECfti£Tr/CO!v11NT//RI~L TO USt\, FVCY 

These guidel ines pull together pertinent provisions from several separate U.S. 
SlGINT Directives (USSll.)s). policies, and directives, and define procedural 
steps for their practical application in a timely fashion. 

(U//JIOU.Q.~ Cautionary Note: These guidelines pertain to actual 
SIGJNT production responding to rcallnfonnation Needs (INs) in the 
National SLGINT Requirements Process (NSRP). These guidelines do 
not pertain to "Exercise SIGINT" which is simulated, serves the 
artificial exercise scenario, and has no validity as intelligence (see 
USSIDs ~roo I X. .\l\ \![X C. and ( R 122 I). 

/Is!/ 

WILLIAM M. CRUMM 
Signals Intelligence Director 

D ISTRIBUTION: 
Signals Intelligence Directorate (all organizations) 
SIGINT Enterprise. Field, (all organizations) 

SI:Cfl[T/.'C O?xli?~T; ·R[L TO USA. FVLY 
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(U) Background 

"(b}(ll 
(b) (3)-P.L. 86-36 
(b} (3)-18 usc 798 
(b ) (3 ) -50 usc 3024 (i) 

(U) Policy 
Sunnnary 

(U) BACKGROUND 

I. (S//S l/.'REL) U.S. I !exercises provide windows of 
opporturtjty for unique SIGINT production. Exercise rdatcd 
communic~tionsl 

··-.... 
2. •£> 'll">., r,... .- r , 

,oJI UOJ , _.._.._.._. , 

(U) POLICY 

I 

3. (U//FOUO) This pol icy is intended ro fac ilitate early anticipation and 
enable infortned -:xccution of each special preparatory step for 
SIGINT colkction for this type of exercise scenario. This guidance is 
intended for any U.S. SIGINT Sysrcm (USSS) clement involved-­
including Cryptologic representatives at U.S. Combatant Command. 
(COCOMs). Second Pany liaison offices. and Target Offices of 
Primary lnterest (TOP Is) --to enable them to work in time and in 
concert to navigate procedural requirements. 

Sf.CR[T/iCOPvll ~c: L'.'ftLL FO lJ£/\ . t::'\'EY 

I 
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SI :CRLT//COMINT/t!H2L TO tJSA. FVEY 

(lJ) Policy 
Guidance and 
flrocedun·s 

-(b ) (1) 

(b ) (3)-P . L. 86-36 
(b ) (3) -18 usc 798 
(b ) (3) -50 usc 3024 (i) 

(U) Procedures 

(U) 
I nformarion 
Needs (IN) 

4. (U) The following sections of relevant policy provide thl.! primary 
guidance and procedures that apply for conditions covered under this 
gu ida nee. 
• (U) LSSIJ> \PCJO I~- .\nne\ II. specifies approval channels for 

consensual collection and dissem ination of SIG INT on U.S. 
persons and provides "Consent Agrccmem" fonns for SIGINT 
coverage that include specifications on dissemination of derived 
reporting. 

• (UI!rOUO) Both US -If) SPOO I ~ . Section 7. and U<.;SID CR 1-100, 
s~clion ' ·address dissemination of the identities of u.s. persons . 

• {{"' !f<' t , ~ ,.. ' I - , • ..._~~J 

• lUII+'DU07 Thc Oversight and Compliance Manual --L· '- . 
IJcntll lC~ Ill ")I(JI~ 1 !L.. r provides additional guidance on 
dissemination orthc identities of U.S. and Second Party persons in 
SIGJ NT. 

(U) PROCEDURES 

I 

5. (U/lfOUO) This section lays out procedural steps to accomplish USSID 
or policy requisites to r collection and disscmjnation on a U.S.I ('b l ( 3 l j P . L. 86- 36 

field exercise of interest. namely: 
• documented customer rc4uircmcnts/nceds. 
• special autJ10rizations lor collection. 
• reporting on U.S. pcrsons,...,----------,1-and 
• dissemination constrai nts. 

6. (U//IlOUOtEnsuring a basis of lnfom1ation Nccd(s): The unique 
intelligence gathering opportllnity or a U.S.l !exercise is only 
SIGINT exploitable ifthere is an applicable lN(s) in the NS R.P. 
Cryptologic Services Groups (CSGs) arc positioned to both understand 
the particular exercise-related intelligence requirements of their 
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(b ) ( 3) -P. L. 86-36 

(U) Colh.·c1ion 

~PCRFT COf11t 'TIRft TOUS '' F31 I " 

customers and to help customers articulate any new requirements in the 
NSRP as INs. Follow the steps below to submit a Limited Focus IN to 
cover the specific exercise. Be sure to take note of the timeline 
applicable. 

• ( U//FOUO) As soon as the dates are established for the exercise. the 
customer. assisted by the nppropriate CSG should begin drafting a 
Limited Focus IN. The Limited Focus IN is meant to cover specific 
events and is. ucs. Obtaining SIGINT or~ ~xcrcises may 
require development/relocation of collection assets. 
establ ishment/improvement of dataflow and processing. and/or 
malipower adjustments. It may not be possible to address INs 
submitt~d close to the exercise start date. 

• (U//¥0YO) Research within NSRP the existing INs which already 
address the area/entities of concern for the specified exercise. If 
assistance is required on how to create queries in NSRP. email DL 
n!>rpte:tJn((/!1ha ~ ~ . g~) \· . Reference related IN number(s ) in the new 
Limited rocus IN. 

• (U/J.fOUO) The customer must pay at1cnt1on to the SIGINT priority 
assigned per their National Intelligence Priorities framework table 
choices. If the SIGINT priority is low and the customer cannot 
justify an upward change ofpriority, the SIGlNT sy~tem may not 
have the resourct!s to support the exercise. lt is the customer's 
responsibility to seeka higher priority. 

• (U//fOl!O) :fhe customer then submits the IN for validation. 
Customer. should plan that the validation process will typically 
re.quire at least 3 weeks before the IN is levied upon NSA. (Note: 
INs can be submitted months before the scheduled event). 

• (U/lfOUO)-·n,c customer should request a Level of E1Tort (LOE) 
statement with a suspense date that is no sooner than 14 days from 
the date of final National Validation for the lN. The LOE is 
intended to shape customer expectations and serve as a jumping off 
point for further discussion. 

• (U//FOUO) As the actual dates of the exercise approach or changes 
ro the customer need are recognized, a new version of the IN should 
be immediately cre.1ted and submirted to reflect thc ·e changes and 
give the SIGINT system the greatest opportunity to adjust to meet 
the revised need. 

7. (UI/£0tJOKollccrion- Step A. U.S. Consent fonns: The TOPI is 

>J ·('RFT 1 CO l\ 11' 1T IH l ·1 0 U' ' 1 f " l ' " • I , · R <I • .., \. 51\. C .. I 
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(b) (31-P.L . 86-36 

( b ) (1) 

(b) {3) - P.L. 86-36 
(b) (3) - 18 usc 798 
(b ) (3) -50 usc 3024 ( i) 

responsible for determining whether it may be necessary to collect U.S. 
communications to get adequate SIGINT on the applicable INs during 
t~el !exercise or interest. Follow the steps below for consent 
fonns to collect and disseminate on U.S. persons ' communications 
during the exercise. Again, for suc-.:essful planning. be ure to take note 
of the time required for each step. 

R. ( U//I'OUO) Individuals giving con cnt to NSA to collect and 
disseminate foreign communications about their activities must submit a 
signed conscntlom1 (see L!S~ID SPOOl!-~. ,\:'\:\1-.X 11). /\justification. 
drafted by either the individual giving consent or the person requesting 
consensual collection of a U.S. person, must accomp~:my the signed 
consent form and should address the following: 

• identity of and sufficient infom1ation about the person(s) giving 
consent, 

• miss.ion-relatcd purpose of the request. 
• location of activity in which pcrson(s) giving consent will be 

in volved, 
• time period for consensual collection, 
• TOPJ providing SIGLNT support for the activity, and 
• Organizations, agencies, individuals authorized to receive SIGINT 

reports related to consensual collection. 
(b) (3) -P. L. 86-36 

9. (U/IrOUO) The signed consent form and the justification must be 
submitted via secure email to DL CONSENSUAL or secure faxl~--,1 

I I SV drafts the documentation for coordination and approval. 
The process typically requires 30 days to complete. 0 /DIR is Lhe final 
approval authority for consensual collection. 

I I . ' r- ,,.. ,, .... ·..._._ 11 
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(b ) ( 1 ) 
(b ) (3 )-P.L. 8 6- 36 
(b ) (3)-18 usc 798 
(b) (3)-50 usc 3024 (i ) 

Sl :CRL r F8 ' II " I I~ I f TO u·.., • r' T" h rc; • 5t\ . " l 

I ? ,.., l<' l tf',.~ . 

- · \ '-' ' 'J II< • _'-"-'":;/.J" 

13 
,_... .. , ... , . 

-· '-" "'-'-1 1 

(C/IRLt )) 

REQUEST PROCEDURES AND SCHEDULE FOR COLLECTION 
60 days prior 30 days prior At lea st 14 

Action days prior 

for collection on U.S. 
par1icipants: TOPI 
submits email of signed 
consent forms and X justifications to DL 
CONSENSUAL 
(Oversight and 
Con1pl iancc) 

SLCRI:T/tCOM ltq F 1 Rl.l_, TO l ~ S J\ . f'VLY 
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(U) Analysis 
and Reporting 

{b) (3)-P.L . 86-36 

(b) (1) 
(b) (3 ) - P . L . 86-36 

....J'~"' EiE;,;:.;~ l~l. r·T··-rf.iFt:;;;+";:..~, ~t+~~"' yr,!of1· , ~~fF-"' t-~:;;&;;;FTt}"+l-ltliiQH.'I:--'f"'~· rt' fooi-1' .,_. ~~ b l (.3 l - 18 usc 7 9 a .r :: l\ .. u CbN Nt!K >- T 03/\, FV .', i (b) (3}-50 usc 3024( i ) 

(CNREL) 

14. (lJ/~OUO) Analysis and Reporting: SJGINT policy on handling U.S. 
identities in SIGINT reporting can be found in: 

• L'S lD ::-.1'110 I X. particu larly sections 4 through 7: 
• l 'SSID C R 1-100, ~~l'tion J (which also addresses handling of Second 

Party identities); and 
• ... U.S. ltknltttc~ 111 SKil:'\T'' manual. 

15. The l n !~1tT11<W.!-11l .~Jarini! Sl.'r\ ire" organization provides a collection of 
usc fiJI rcfcrcn...:c information on this topic in ' 'Tht.: U~S II) SPOO I X 
(\mlcr'' which includ~s guidance on Second Parry identities. These 
resources are applied and reinforced by knowledgeable SIGLNT 
reporters in many cmities across the SIGlNT emerprise who, in their 
daily tasks, observe protective processes and procedures for references 
10 U.S. persons in StGrNT report preparation. For issues in reporting on 
u.s~ ~xcrc i ses . the tirst approach for reso lution lies in direct 
urilization of these documentary and collegial resources. 

51-:.CitEYi/fOMir<iT RLL TO l SA . FVLY 
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(U) 
Dissemination 

(b) (3)-P.L. 86-36 

SI·.CRET//COMINT dlEL TO lJSA, FVEY 

16. (UI.'I'OUO) Dissemination: Consent tonns for collection of U.S. 
persons ' communications also include space for consent for 
dissemination to specifically listed entities. While there may be only 
one cxtcmal customer responsible for requesting the special SJGINT 
effort on a U.S.I . ~xcrcisc. SlGINT reporting policy does not 
pcnnitlimiting product dissemination to only one recipient. Once the 
consent form has been properly filled out, and a request for guidance 
has been submitted, Information Sharing Services. Pre-publication 
Services I lwill. in conjunction with the appropriate TOPls. 
provide exercise spccilic guidance for analysts and reporters. Unless 
otherwise limi ted, these reports will be addressed, at a minimum. to 
ODNI and DEPT of DEF, including the participating COCOM 
Commandcr(s). Any special handling instructions req uested by either 
the participants or the TOPI(s) can be incorporated into the guidan(;c, 
to insure consistency of coverage. The guidance will include at a 
minimum. the fo llowing infonnation: 

• Start and end dates of exercise 
• Start and c:nd dates of coverage (usually longer) 
• (nformation on the type or exercise being conducted 
• Terrorism/threat reporting guidance and distro instructions (if 

applicable) 
• General reporting guidance and distro suggestions 
• Pertinent INs 
• Scnsi-chcck guid,mcc (if applicable) 
• IPO caveat guidance (almost always, from now on) 
• Terms of the consensual collection/dissemination agreement 
• Points of Contact (TO Pis and RPG) 

(U) GLOSSARY 

SECRET,,C0?¥1 1'<1 F !R[L TO US/c FVrY 
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(li) Host 
~at ion 

(t;) ll ost 
Nation SiJ.!nals 

SLfR[T,'/fOPf;'ll~,rL R[L TO Uf3r\ , FV[\' 

17. tCIIREl.) l ;SSID SP0002, dated 22 Febmary 2006 defines ''Host 
Nation" as: 

"The United N;uions-rccognizcd foreign nation on whose territory 
(including soil, t~:rritoria! waters, or airspace) a U.S. SIG£NT 
operation has been established, to which a temporary or permanent 
mobile USSS asset may be deployed, or in which a U.S. SIGfNT 
activity is being conducted with the approval of that government. Th~..: 

specific U.S. SIOII\T mission may be declared or undeclared 
officially to the host government. For mobile operations. "host nation" 
is defined as the fo reign country in which a mobile SIGINT platfonn 
is eithl!r based or visiting either in a dcc;:Jarcd or undeclared status with 
the general knowledg~ and/or approval of that nation's government." 

I ~. (CdtU! t ) Within the SIGINT Community, the usage of the term ·'Hosr 
Nation" generally excludes Second Party countrie . to which l 1S':, ID 
!)POU09 docs not apply. Most Third Party SJGINT partner countries 
fa ll under the provisions of l ;. SID S P00()9. 

(b ) (1) 
(b) (3)-P.L. 86- 36 
(b) (3)-18 usc 798 
(b) (3) -50 usc 3024 (i ) 
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