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THE CLERK: Wki nedi a Foundation, et al
versus NSA/CSS, et al.

Gvil case nunber 1:15-cv-662.

THE COURT: Al right.

Wio is here on behal f of the various
plaintiffs in this case?

Wiy don't we begin with the counsel who is,
probably, by agreenent and designated to take the
|l eading role on this argunent on the standing issue, who
will that be?

ATTORNEY TOOMWVEY: That is ne, your Honor.

Good afternoon. M nanme is Patrick Tooney.
| anm here from ACLU representing the plaintiffs.

If you would like nme to introduce ny
col |l eagues, | can do that.

THE COURT: Yes, you may do so.

ATTORNEY TOOMEY: Also here with nme from the
ACLU are Janeel Jaffer, Al ex Abdo, and Ashl ey Gorski

ATTORNEY GORSKI: Good norning, your Honor.

ATTORNEY TOOMEY: And just so your Honor
knows, our colleagues from the ACLU, Maryl and, Deborah
Jeon and David Rocah, who are also -- have appeared in
the case are in the galley.

THE COURT: Al right. What about all the

other -- good norning to all of you or good afternoon
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NOW.
What about all the other plaintiffs?
ATTORNEY TOOVEY: W represent all the
plaintiffs, your Honor.
THE COURT: Al the plaintiffs.
ATTORNEY TOOMEY:  Yes.
THE COURT: (kay. Thank you.
Now, for the government?

ATTORNEY PATTON:. Good afternoon, your

Honor .

Rodney Patton. | represent the NSA and al
of the other defendants. | am from the Departnent of
Justi ce.

Also with me at counsel table is Janes
Glligan, from the Departnent of Justice; Julia Berman,
from the Departnent of Justice; and Caroline Anderson,
from the Departnent of Justice.

THE COURT: Al right.

Good afternoon to all of you.

And you are from the Prograns Branch?

ATTORNEY PATTON: That is correct, Your
Honor .

THE COURT: Al right.

Let ne ask M. Tooney. | just am serious.

It has nothing to do with the case. Do you have a nuch
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ol der relative that was a student in England about
40 years ago, 45 years ago?

ATTORNEY TOOVEY: Not that | know of, your
Honor .

THE COURT: Al right.

ATTORNEY TOOVEY: | was a student briefly
there, but | don't think that tinmefrane.

THE COURT: Well, | knew a student when
was a student there by the nanme of Dan Tooney, and
that's not a relation?

ATTORNEY TOOMEY: | have several relatives
nane Dan Tooney, but | don't believe any of them were
there with you.

THE COURT: Al right.

VWl |, having covered ny |ack of any conflict
on that side, let me point out that | think one of the
|l eading lights of the Progranms Branch is M. Jennifer
Ri cketts, who was ny second group of |aw clerks sone
30 years ago.

But that doesn't create a conflict, as far
as | amr concerned, but | disclosed it. | hope she is
doi ng wel | .

ATTORNEY PATTON:. She is doing very well,
your Honor. Thank you for asking.

THE COURT: In fact, | have had a parade of
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clerks go through the Progranms Branch. | don't even
know how many of them are still even there. But | think
nost of them have gone -- passed on that way.

| say "passed on" because | am eager to
share this. Recently a story appeared in a publication
expressi ng sone di sagreenment with an opinion | had
witten. That's not surprising.

But at published a picture of ne, purporting
to ne be with that story. The picture was of a person
knew, |iked, and admred, but it wasn't ne.

It was a picture of Ed Becker, a judge of
the Third Grcuit who past away in 2006.

Runors of ny passing are greatly exaggerated
as Twain said. But am delighted to be associated with
Ed Becker, even in death. He was a very interesting,
remar kabl e, and very funny man, always.

| recall once that he wote an opinion
entirely in verse. | didn't read it. But nmany people
did. Poetry was never one of ny |oves.

Al right. This is a -- you all have
filed -- forests have died for what you all have done.
It's a very interesting case.

Let me hear first from the defendant. |
have sonme questions to ask you. You are the novant in

this matter. And, so, it is your burden to persuade ne.
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This -- first of all, I want to thank every
one for agreeing this to hear this in Alexandria. This
case was, initially, filed in Maryland; and, for reasons
that | have disclosed to you, it was -- couldn't be
heard -- well, it could be heard there, but not by a
Maryl and j udge.

And when | was asked to take the case,
communi cated with counsel, and | amr pleased to say that
you agreed to have this notion heard here, which is

convenient for ne, and | hope not too inconvenient for

you.
Actual Iy, one of your clients, or one of the

parties lives close to where | live. | don't know the

man. But | live near Charlottesville, Virginia. And I

t hi nk Rutherford does as well.

But, in any event, | appreciate the
agreenment of counsel to do this here. And to the extent
that we do other things in this case, it will always be
here if by agreenent. |If not, then we wll go to
G eenbel t.

Any counsel can raise an objection at any
time, and 1'lIl go to Greenbelt. Rather not, but it
woul dn't be the first tine | had to do sonething I
didn't want to do.

Now, let me ask you a couple of initial
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guestions. First, this is a case that chall enges the
NSA's gathering of Internet data from comruni cati ons.

It strikes nme, in nmy occasional forays into
readi ng newspapers, other than the sports page, which
isn"t often, that there have been a | ot of these cases
around, and | am not so happy about doi ng over what
ot her peopl e are doing.

Now, | am famliar with the D.C. Grcuit
case, of course, and | am famliar with the Second
Crcuit case, and wth the C apper case, and the Suprene
Court, all of which you all have tal ked about at great
length in your briefs.

But aren't there sone other cases going on
in district courts around the country right now?

ATTORNEY PATTON: Your Honor, as an initial
matter, sonme of the cases that you referenced there
dealt with bul k tel ephony netadata progran

THE COURT: Oh, | know it's not the exact
sane case.

ATTORNEY PATTON: So, it's not the exact
same progranm; and that is, obviously, very inportant in
terns of standing.

THE COURT: Yes, | understand that.

ATTORNEY PATTON: But there are, in fact --

THE COURT: Al right.



N

g b~ W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

Let me narrow it down to this. Are there
any ongoi ng cases involving a challenge to the upstrearn
collection of Internet data by the NSA?

ATTORNEY PATTON: Yes, there are -- there
is, your Honor. At least one in the Northern District
of California. W were counsel in that case, too.

The case went to sunmary judgnent on a | ot
of the sane topics, and assunptions, and specul ati ons as
are here, and the judge found that there was
i nsufficient evidence to preserve even an issue for
trial.

As a matter, he dismssed --

THE COURT: Was there a standing dispute in
t hat case?

ATTORNEY PATTON:. Yes, there was, your
Honor. It was a standing dispute.

THE COURT: So, it nmust have gone beyond
st andi ng.

ATTORNEY PATTON. The standing and the
merits were dealt with at the sunmary judgnent stage.

It was a notion for summary judgnment -- partial notion
for summary judgnment by the Jewel plaintiffs on their
Fourth Amendnent clainm. And the United States, Connor,
cross-noved for summary judgnment on that.

THE COURT: And who were the plaintiffs in
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t hat case.

ATTORNEY PATTON. The plaintiffs or Jewel
was one plaintiff and another particular plaintiff --

THE COURT: So, these parties were not
parti es.

ATTORNEY PATTON:. These plaintiff were
parties to the case; that's correct.

THE COURT: They were.

ATTORNEY PATTON. Yes. So, they, basically,
and much the sane way as the plaintiffs in this case
said, there has been so nuch information out there in
t he public sphere since the Snowden --

THE COURT: Well, we will get to argunent
about standing. | just want to focus now, very sharply,
on -- | have asked you the question, are there any other
cases that are recent or ongoing, involving a challenge
to the NSA's collection upstreanm of this Internet data.

And you've told ne about one in California
that went to sunmary judgnent. WAs there a Ninth
Crcuit appeal ?

ATTORNEY PATTEN: So, there is a Ninth
Crcuit appeal currently ongoing on that issue, your
Honor. But there is also a notion to dism ss the appea
that is being heard later in Cctober, because it was a

Rul e 54(b).
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THE COURT: Al right.

And the plaintiffs here were plaintiffs
there as well.

ATTORNEY PATTON: No, that's not correct,
your Honor. None of the plaintiff there, to ny
know edge, were plaintiffs.

THE COURT: Am sorry. | thought you said
earlier, they were.

ATTORNEY PATTON: No. They are making the
same arguments.

THE COURT: Oh, naking the sane argunents.

ATTORNEY PATTON: Making the sanme argunents.

THE COURT: Al right.

ATTORNEY PATTON: The plaintiffs here.

THE COURT: Al right.

Apart from the California case, any other?

ATTORNEY PATTON: | amr not aware of any
others on the civil side. CObviously, on the crimnal
side, there is a Hasbarjram case that, | think, the
ACLU filed an am cus brief on that, in that particul ar
case, challenging both upstreamr and PRI SM.

So, but, as far as civil cases are
concerned, | amr not aware of any ot her upstrean
chal | enge other than this one and the one in the

Northern D strict of California.
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THE COURT: Al right.

ATTORNEY PATTON: And there are other civil
actions under Section 702, but those are all PRI SV cases
chal l enging a di fferent prograr.

THE COURT: Al right.

Now, the second question | want to ask you
is-- well, no, I'Il make it the third, because the
second question | am going to ask you is probably going
to take | onger.

So, I'll ask another question first. | take
it that at sonme point in tinme, or points in tine, the
data collection that the NSA is undertaking that is
being challenged in this case went to the FISC -- went
to the Foreign Intelligence Surveillance Court, and an
order issued.

ATTORNEY PATTON:. That's correct, your
Honor. The process works under Section 702.

THE COURT: Right.

ATTORNEY PATTON. The Attorney Ceneral and
the --

THE COURT: But there is, usually, an order
and an opinion sonetines with it. D d that occur? And
the reason | know that is that | have had a nunber of
classified informati on cases here. W get cases of that

sort here, and | have had to consider those orders and
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t hose opi ni ons.

Most of them have been -- nost of thenm,
there only have been two or three -- have been
classified.

Is there a public order or opinionin --
that relates to the data collection practices chall enged
her e?

ATTORNEY PATTON: | don't believe there is
an uncl assi fi ed opi ni on.

THE COURT: But there would have to be a
classified order and/or opinion; is that right?

ATTORNEY PATTON:. Certainly a classified
order because --

THE COURT: Al right.

ATTORNEY PATTON: -- FISC has to approve
both the certification comng from the Attorney Genera
and the Director of National Intelligence --

THE COURT: So --

ATTORNEY PATTON: -- plus their targeting
procedures and m nim zation procedures.

THE COURT: So, let nme continue for just a
nonent and ask you, what, if any effect, should the
exi stence of such an order have on the challenge by the
plaintiffs in this case?

ATTORNEY PATTON:. For purposes of then being



N

g b~ W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

able to prove their standing, | don't believe it has
any. For purposes of, if this case goes to the nerits,
| think it has a significant inpact on it because -

THE COURT: Al right.

ATTORNEY PATTON: -- the FISC has to prove
t he reasonabl eness of the program under the Fourth
Amendnent that's under the statute. And both the --

THE COURT: So, it would be akin to
sonething like the existence of a search warrant in a
case challenging the legality of the search.

The court would still have to assess whet her
the search was | egal, and defects in the search warrant,
or the affidavits, or whatever, would have to be
exam ned.

Al right. Let's go to the third question
which really leads into what's at issue today. The
first two questions | asked really don't have nuch to do
Wi th what's before the court today.

The Cl apper case is a case that you rely on
quite significantly. Now, what -- and that was upstrean
col l ection data, was it not?

ATTORNEY PATTON: That was Section 702,
whi ch aut hori zes upstrean sel ection and aut hori zes
PRISV. But it was a facial challenge brought, in fact,

by six of the nine plaintiffs here, a facial challenge
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to the statute that authorizes this very progran.

THE COURT: Now, what -- and, of course,

Cl apper held there was no standing in a divided court.

ATTORNEY PATTON: Well, divided in the sense
that it was five, four. But, yes, the ngjority ruled
that there were no standing for the sanme reason --

THE COURT:  Yes.

ATTORNEY PATTON: -- were pending in this
case.

THE COURT: Now, | want to know -- and | am
going to ask this of the -- of you, M. Tooney.

What is there in this second or anended
conplaint that is different from or in addition to the
facts that were alleged in C apper?

And | ask that for an obvious reason. And
that is, that if the facts in this case are exactly the
sanme as C apper, no different from C apper, then | don't
know that | have the authority to reach any different
concl usi on.

So, | want to know whether, chiefly from
you, M. Tooney, what is alleged in this case that is
different from or in addition to what was alleged in
C apper.

ATTORNEY PATTON:.  Your Honor, if | may

answer that question as quickly as | possible, because
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there are, obviously, a lot of things that are all eged.

But the bottomr line here is that in C apper
the Suprene Court ruled that the plaintiffs in that case
could only specul ate and make assunpti ons about who the
targets were.

Here the same ki nd of specul ati ons and
assunptions have to albeit, by these plaintiffs, as to
whet her or not their comuni cati ons were intercepted.
So, it's only sightly different, but it's the
specul ati on on the assunptions that's key.

And here, whether -- whether anyone that
these plaintiffs are talking to is a target, classified.
Whet her, what the scope of upstream collection is, how
it actually operates, classified.

So, the only things that the plaintiffs can
do, as set aside and throw agai nst the wall, as nuch
information as they can taken from this snippet or that
sni ppet, but the bottom line is, they have to say, you
must be collecting this. 1t's speculation. You' ve got
todo it inthis way in order to be effective.

And the D.C. Circuit through Judge Sentelle
and Judge WIllianms, just |ast nonth, |ooked at al beit
the bul k tel ephony netadata program in that case, and
said that's not enough

When you are | ooking at a program and
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saying, well, in order to be effective as a bulb

t el ephony netadata, you nust be collecting from Verizon
wireless. That's just one piece of speculation. And I
know that we are going to hear from the plaintiff about
a chain of speculation in Amesty and that there is not
as long a chain here. The point is, it's still
specul ati on.

And one case of specul ation was sufficient
for the B.C. Circuit to say, you' ve not shown standing
in that case. That was one of the cases that your Honor
alluded to earlier.

And the point is, the plaintiff in that case
could not say, follow ng Atmesty, that just because we
think the program would be effective, only if you had
Verizon wireless, that we can presune that Verizon is
part of the progran.

Here, plaintiffs nmake the sane argunents.

We presune it has to be substantially all because,
ot herwi se, how could you do this, or how could you do
t hat ?

And, of course, the point is how the progran
operates is classified. There are very few pieces of
information out there in the public. There is Privacy
and Civil Liberties Oversight Board. There are sone

FI SC opinions. | recomrend 2011 FI SC opi nion fron
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Cctober 3rd of that year by Judge Bates, which explains
a lot about this progran. But what it doesn't explain
is the scope of the progran, the operational details of
how it works. Those were classified, and they are stil
classified.

So, plaintiffs, they will tell you a |ot of
t hi ngs together, and their words would be, they nust be
doing this. To be effective, they nust do this. Those
are all specul ative words. They are all assunptions
that the plaintiff nmake.

So, notw thstandi ng the pieces of
i nformation that have cone out, official acknow edgenent
since the Snowden | eaks that occurred, nothing that has
come out as an official acknow edgenent has indicated in
anyway the scope of this program or how it works.

The plaintiff are left to speculate. That's
exactly what the Suprene Court said they can't do in
order to show standing on page 1148 of the O apper
versus Amesty opi nion

So, we submit this case is not that
difficult, notwithstanding the forest that we killed to
prove the point to you, is that plaintiffs, two years
| ater, cannot get any further than the -- six of the
sanme plaintiffs did in C apper versus Amesty

| nt er nati onal
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THE COURT: | take it you would not contest
standing if the plaintiffs adduced an e-mail of theirs
that they got from Snowden saying he got it from NSA.

ATTORNEY PATTON: That woul d be very fact
specific, your Honor. Cbviously --

THE COURT: And then it would be the
credibility of Snowden

ATTORNEY TOOVEY: Well, | amr certainly not
going to address that. But what | will address is
of ficial acknow edgnents, for exanple --

THE COURT: Well, | think, what mnmy question
really was is how in the world does the plaintiff in
this situation show standi ng other than by inference and
probabilities?

ATTORNEY PATTON: Well, your Honor, that
certainly a probler that the plaintiffs at Amesty
| nternational had. And, as | alluded earlier, the ACLU
on behalf of M. Hasbarjram , he received an official
notice, not specific to upstream collection or PRI SV
but a 702 notice that the parties have discussed in
their papers. And so they briefed that issue of the
legality of Section 702 upstreanmr and PRI SV, and so those
i ssues were briefed.

|f some plaintiff came forward with evidence

that they had, in fact, being -- their conmunications
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being intercepted, then certainly we would | ook at that
and the facts of that case.

THE COURT: How in the world would they get
t hat evi dence?

ATTORNEY PATTON: Well, that's -- that's one
of the features of a classified progran. 1It's not a bug
of a classified program that it's hard to prove
st andi ng.

THE COURT: Yes. And you couldn't and
shouldn't tell nme how they could get that because you
woul d be revealing, if you knew --

ATTORNEY PATTON: Right.

THE COURT: -- classified information.

ATTORNEY PATTON: That's correct.

THE COURT: | am just making the observation
that, | amr sure, was apparent to the Suprenme Court in
Cl apper that this is a significant, very difficult
burden for a plaintiff that they are setting.

And in one of -- life is full of ironies.
bel i eve Justice Breyer was an aut hor of either |qgbal or
Twonbly. | don't renenber which one.

Whi ch one was anti-trust case?

ATTORNEY PATTON: | think they were both
anti-trust case.

THE COURT: Well, one of the --
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ATTORNEY PATTON: Twonbly, | am sorry.
Twonbly was anti-trust case

THE COURT: | think Breyer authored Twonbly;
and, of course, he doesn't -- he is not happy with its
application, as the mgjority put it in this case. Just
an irony that I -- | amr increasingly amused by in life.
There are lots of them in everyone's |ives.

| think I understand the parties' argunents.
Let's do this. You'll have the last word. You are the
movant. But let ne ask M. Tooney to tell ne. And pay
attention to this because this is one of the things that
| do want you to respond to.

My first question to M. Tooney is the
obvi ous one. Wat has been alleged in this case that is
different from or in addition to what was found to be
insufficient in C apper?

ATTORNEY TOOMEY: O course, your Honor.

There are four reasons.

THE COURT: | am sure that's a question you
anti ci pat ed.

ATTORNEY TOOVEY: W had an idea you m ght
ask it, your Honor.

THE COURT: Al right.

ATTORNEY TOOMEY: There are four basic

reasons this case is not foreclosed by Amesty
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| nternational, your Honor.

And if | can just describe in each briefly
and then get into nore detail, if you you want to go
further. The first reason is that this surveillance is
fundanental |y different from the surveillance that was
at issue in O apper.

The surveillance at issue in C apper
concerns what the Suprene Court understood to be
targeted surveillance, surveillance that was directed at
t he comuni cations to or from the governnment's foreign
targets.

The surveillance that has been discl osed
now, and officially acknow edged by the governnent, is
far broader than that. It involves, in the first
i nstance, this screening, as the governnent calls it,
and as we refer to it, the copying and revi ew ng of,
essentially, everyone's comuni cations, targets and
non-targets alike, in search of certain terns that are
associ ated with the governnent's targets.

So, to put it nmaybe nore sinply, your Honor,
to put in terns of physical mail, for instance. |If the
government wanted to collect mail fromits -- from just
its targets, it could | ook at the outside of the
envel ope and say, |I'lIl take this letter and that letter.

| f the governnent wanted to find the letters
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containing the e-mail address or the nane of a target,
it would have to | ook at the content of every letter
com ng through, you know, the postal screening service
in order to find the communications that it was | ooking
for.

And that's very inportant to know about what
this surveillance entails. And it was not before the
Suprene Court in O apper, precisely, because, as others
have observed since, the governnment did not inform the
Suprenme Court that that was how sonme of the surveill ance
was bei ng conduct ed.

The second difference, your Honor, is that
far, far nore is known -- is now known about the
surveill ance than was known at the tinme of C apper.

And the PCLOB report makes this point
explicitly. And we, we identified that statenent in
paragraph 51 of our anmended conplaint, that at the tine
Cl apper was decided and, in fact, when the statute was
passed, no one in the public or the Suprene Court
understood the surveillance to operate in this way; that
is, to be this broad net |ooking at the content of al
the transiting conmunications, as opposed to nerely
bei ng focused on the comruni cations of targets.

And we have pointed to nunerous other

official disclosed -- disclosed docunents that showed
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this. W don't have the FISC order in the terns that,
per haps, you were asking before that authorizes this
surveil | ance.

But we certainly have FI SC opinions that you
can find on Westlaw, in fact, that describe the
surveillance at issue, that describe upstream
surveillance. And one of those opinions is an opinion
from Judge Bates from Cctober 2011, where he found
certain of the procedures that govern upstrearn
surveil |l ance unconstitutional.

And there are other opinions out there that
are al so touching surveill ance that have been rel eased
by the governnment. So, the record that the court has
before if today about how this surveillance operates,

t he governnent says everything about how this
surveillance operates is classified. WlIl, that's not
true.

The PCLOB report describes in a nunber of
ways how this surveillance operates.

THE COURT: \What report?

ATTORNEY TOOWVEY: The PCLOB report, your
Honor. That's the Privacy and G vil Liberties Oversight
Board report. It's a 196-page report that evaluates the
governnment's surveillance activities under Section 702.

It describes upstreamn surveillance in
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significant detail, and many of the key points are
identified, both in our briefs, and in our anended
conpl ai nt..

The third difference from Amesty is that
the plaintiff are different, not nerely in their nane,
your Honor, but in terms of how they conmunicate and the
vol ume and distribution of their conmunications.

W have pointed, specifically, to
W ki medi a's communi cations. It engages in nore than
trillion Internet comunications, international |nternet
comuni cati ons each year with individuals in every
country on earth.

No -- none of the plaintiffs in Amesty put
that record before the court. And we've also put before
the court a nenber of NACDL, M. Dratel, whose clients
received an FAA notice. |In other words, whose client
was told that the governnent used FAA surveillance to
i ntercept --

THE COURT: Say that |ast again, please.

ATTORNEY TOOMEY: Say which part again, the
| ast part?

ATTORNEY TOOVEY: M. Dratel's client
received a notice from the governnent, an official
notice, that his comunications were intercepted using

FAA surveill ance.
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And M. Dratel had a second client whose
i nvestigation involves a co-defendant, who al so
government officials have described in testinony using
FAA surveill ance.

THE COURT: That just shows that those
particul ar comuni cations were gathered. And for all we
know, those persons' clients were designated terrorists
overseas, right?

ATTORNEY TOOWVEY: The |l awyers' clients were
i ndividuals here in the U S

THE COURT: But were they -- certainly, if
they were people they were conmmunicating with were
terrorists, that wouldn't be a problen
Constitutionally, would it, if they were comunicating
overseas and there was a FISC court order that permtted
it.

ATTORNEY TOOMEY: Qur argunent here, your
Honor, is that the facts that --

THE COURT: Can you say yes or no and then

answer ny question, and then go to explainit. It's
frustrating when | ask a question, and I -- this isn't
politics. This isn't -- you are not on the stunp. |It's

better to give ne a direct answer.
| f the person who received these notices was

communi cati ng, or not the person receiving notice, but
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the client was conmunicating with sonmeone who was a
designated terrorist or something of that sort overseas,
then not hing constitutional -- unconstitutional about
that if there is a FISC order, is there?

ATTORNEY TOOMEY: W think there is
somet hi ng unconstitutional with that, your Honor.
That's not the issue here right now.

To be very clear about the type of FISC
orders that are involved in Section 702 surveill ance,
they are not individualized warrants or individualized
orders finding probable cause of the sane kind, as what
we refer to as a traditional FISC order.

They are the FISC orders that apply to this
surveillance part, general orders authorizing and
approvi ng the procedures that the governnent proposes to
fol | ow

The government never identifies through the
court its particular targets. And, in fact, those
targets do not need to be designated terrorists at all.
They could -- they can be any foreigner |ocated abroad,
any person who the governnent believes has -- is likely
to conmunicate information with foreign intelligence
value to it. It could be journalists. It could be
human rights activists. It could be academ cs. It

coul d be individuals who work at conpani es abroad.
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So, | just want to be very careful to
di sti ngui sh between what -- what the traditional FISC
process required, which was and had done an
i ndi vidualized order, and the surveillance at issue here
in which the governnment is able to identify 92,000
targets, foreign targets, under a single FISC order

And we do believe that there are grave
constitutional problens with the governnent's ability to
do that absent sone type of probable cause finding
requi red by the Fourth Amendnent.

Back to M. Dratel, your Honor, because --
and the | awer who has a client who received one of
these notices. Qur argunent is -- and the Supreme Court
made this point in Amesty itself, the five justices in
the majority.

The court observed that an attorney whose
client was subject to FAA's surveillance woul d be able
to make a stronger evidentiary show ng that his
communi cati ons had been intercepted, than the plaintiffs
who are before the court in Amesty.

And the reason that we believe we have nade
that this type of stronger showi ng here is because in
order to investigate a defense, in order to contact
wi t nesses abroad, when a defendant has received a

notice, the defendant's |awer nust reach out to
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i ndi vidual s abroad, contact key w tnesses, research the
all egations in the indictnent, and that that |awer is
likely to conmunicate with or about the sanme person who
was targeted through the FAA surveill ance.

So, that's why we believe the facts that M.
Dratel puts before court are very different from the
| awyers who were before the court in Amesty itself.

But the third point is nore generally that
W ki medi a's comruni cations are so widely distributed
across the gl obe and so i mmense i n nunber that they
transit all of the major Internet circuits that the
governnment is nonitoring.

So, whichever circuits the governnent is
nmonitoring, our argunents is, the governnment nust be
intercepting at |east sone of plaintiffs' Wkinedia's
conmuni cat i ons.

The fourth point, your Honor, is that the
| egal standard in this case is different from the | ega
standards in ammesty. W are here, of course, on a
motion to dismss. The governnent says the |egal
standard is plausibility.

In Amesty, the parties were before the
court on a notion for summary judgnment. And the Suprene
Court has enphasized in a nunber of different places and

a nunber of different ways that what a party is required
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to put forward at the pleading stage is different than
what a party nmust put forward at the sunmmary judgnent
st age.

So, those are the main four categories in
which we think this case is very different from Amesty.
You can also see this in concrete way by conparing the
facts of this case to contingencies that Justice Alito
identified on page 1148 of the court's opinion

First he said -- you know, he said that the
court was considering a set of contingencies that the
plaintiff was putting forward. The first of them was
that the governnent would target the plaintiffs
cont act s.

Now, the surveillance -- because the
surveillance here is different, because it involves
exam ning the content of, essentially, everyone's
targets and non-targets conmuni cations, the fact that
the surveillance inplicates plaintiff doesn't depend on
whet her the governnent is surveilling plaintiff's
i ndi vi dual context.

Second, the second contingencies that
Justice Alito identified was that governnment would
choose to use FAA surveill ance.

But, of course, the governnent has

officially disclosed that it is using upstrean
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surveillance; and the PCLOB, the Privacy and G vil
Li berti es Oversi ght Board, has described that
surveillance, and it has been described in another
nunber of other context by the governnent.

Third, justice Alito said that the
plaintiffs in that case could not know whet her the FI SC
had approved the surveillance. But, of course, here we
know that for a fact that the FISC had approved the
surveil |l ance.

The governnment just told you that and, of
course, it is reflected in the materials that we cited
in the paper and in the anended conpl aint.

And, fourth, the Court said that plaintiffs
wer e specul ati ng about whet her the surveill ance woul d
i nplicate their conmunications.

But we have put forward facts show ng that
this surveillance inplicates the plaintiffs
communi cations. W have alleged first that the
governnment is intercepting, it's copying, and review ng
substantially all international comunicati ons,

i ncluding those of plaintiffs; and second, even if that
were not enough, we have all eged facts showi ng that the
government is copying and reviewi ng at |east sone of the
plaintiffs' trillion or nore comruni cati ons each year.

And that showing, | want to enphasi ze, we
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are saying to a virtual certainty that the governnent,
in order to carry out upstreamn surveillance, nust be
copying and reviewi ng at | east sone of the plaintiffs
conmuni cat i ons.

W say that based on three factual prem ses,
your Honor. First, the facts that the governnent,
itself, has acknow edged about how upstrean surveill ance
oper at es.

The PCLOB has described -- the Privacy and
Cvil Liberties Board has described in anal yzing
precisely this type of surveillance, the use of
surveil |l ance devi ces that exani ne the content of al
comuni cations transiting that devi ce.

And it has put forward even nore detail ed
descripti on about how the government's review of the
contents of communications requires it to access, not
just the communi cations of targets, but the
communi cati ons of others.

Second, we have appointed to the vol une and
distribution of plaintiff WKkinedia s comunicati ons.
The fact that WKkimedia s communi cati ons are so numer ous
and spread across the globe that they transit every
maj or Internet circuit entering and | eaving the country.

And third, we have pointed to technol ogi ca

requirenments of -- for conducting this type of
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surveillance. And we have expl ai ned those technol ogi ca
requirenments and the structure of Internet
communi cations in great detail in our papers.

And those -- those technol ogi cal
requirenments are consistent with the anal ysis of
conmputer experts that are cited in the New York Tines
article that we also rely upon which says, based on
interviews with governnent officials, review of NSA
docunents, and conversations and -- conversations wth
conputer scientists that in order to carry out this type
of surveillance the governnment woul d have to be copying
and reassenbling, essentially, all the tiny packets that
are flowing in the streamr of data in order to review and
identify the comunications of its 92,000 individua
targets that are spread across the gl obe.

And we believe we can make this show ng,
your Honor, on the basis of information that's in the
public record. But, of course, we have also pointed the
court to materials that corroborate plaintiffs' show ng
on these points that show that the governnent is
conducting the surveillance at nany choke points and
that it has identified and pointed to plaintiff,

W ki medi a' s, own conmuni cations in connection with
upstreamn surveill ance.

THE COURT: Al right.
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Thank you.

ATTORNEY TOOMVEY: Do you have any further
guesti ons, your Honor?

THE COURT: No, thank you.

You will have the last word. But | want you
to respond, specifically, to what M. Tooney has said.
He went through -- he counted four. | counted five
di fferences between -- that he contends exi st between

this and the information available in O apper.

ATTORNEY PATTON: Yes, your Honor. | am
happy to wal k through thenm all. The first one that |
w ote down was that the -- what we have here, upstrean

collection, is "fundanentally different” than Section
702 that was at issue in O apper

First of all C apper versus Ammesty
I nternational involved 702. 702 has upstrean and PRI SN.
What wasn't public at the tine was that upstrean
collection includes to, from and about with regard to
| nt er net conmuni cati ons.

What does "about” nean? The plaintiffs used
this phrase as if tal king about Rodney Patton was a
target, that if they sent an e-nmail w th Rodney Patton
init, that that will show up and that's sonething that
woul d be captured. That's not correct.

"About" relates to the specific
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conmuni cations identifier, such as an e-nmil address.
So, in the context of an about conmuni cations, so the
about coul d appear in the header or appear in the body.

| f you want to know nore about naking a
bonb, contact following e-nmail. That is an about
conmuni cati on.

The nost critical point, | think, that the
plaintiffs make in their first point is, and they keep
repeating it throughout is that we are copying,
essentially, everyone's comuni cations, essentially
everyone's international communicati ons.

That's not well pled under Igbal at all.
That's their conclusion. Any factual enhancenent that
t hey have suggested to support that, doesn't.

M. Tooney refers to the PCLOB report, for
exanple, and there are plenty of facts about the
upstreamn collection in this progran.

VWhat there isn't is any discussion about its
scope and operational details. | want to give you one
exanple that they cite to denonstrate that is,
essentially, everyone's comuni cations. That's page
111, note 476.

"The NSA's upstreamr collection may require
access to a larger body of international comrunications

than those that contained a tasked selector.” My
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require access to a |arger body. How big, how small is
that? PCLOB doesn't say, nor does the FISC opinion that
both the plaintiffs and the defendants have cited and
referenced to you today.

And that the FISC opinion tal ks about nine
percent of the 702 collection being related to upstrean
and 91 percent being related to PRISV. That was in
2011.

That doesn't tell you anything about the
extent and scope of whether, essentially, everyone's
comruni cati ons were copied. The sane is true on the
CONI report.

The O fice of Director of National
Intelligence report, where it referenced there are over
92,000 targets for 702. How many are PRI SN? How many
are upstrean? You are left to guess.

There is the Charlie Savage article from the
New York Times in 2013. Again, nedia specul ati on about
the extent. There is no actual know edge in there.

In fact, the PCLOB report references this
particular article on page 119 and with reference to
about collection, says that that article m sunderstands
the nore conplex reality.

And that's the problenm with specul ation, of

course, is that you don't understand what is, actually,
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goi ng on.

capacity.

techni cal capacity to do sonet hing,

you are doi

There is reference to their technical

O course, under Igbal, if you have the

ng it. It is, consistency, as |Igba

and Twonbly pointed out, is not enough.

that doesn't nean

poi nt ed

There are a |limted nunber of choke points

they indicated. 49, | think, is the nunber they used.

But that number doesn't nean one thing or another with

regard to how nmuch of that the NSA is nonitoring.

| think, of

The purported slide that is on paragraph 68,

their conplaint, we can neither confirmnm nor

deny its authenticity. But even if it's correct doesn't

support the proposition that they want this court to

draw from i

t.

It indicates or purports to indicate that

there is coverage on sone, but that doesn't nean all

So, the bot

f undanent al

tom line there is, with regard to it being

ly different, it is not.

And then far -- their second point,

have, obviously, touched on here, is that far no

known about

whi ch |

reis

it. | have wal ked through the PCLOB report

and FISC opinion. And this | could talk a | ot about,

this next point, but I will spare you al

detail s.

The plaintiffs are different.

of the

Vel |,

ei ght
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out of the nine plaintiffs are not different. Eight out
of the nine plaintiffs are pretty nmuch the sane as the
plaintiffs in C apper versus Ammesty International.

The one that is different here, they say is,
WKki nedia. Wiy? They have a huge vol une of
comuni cations, they said, distributed throughout the
wor | d.

These comuni cations, of course, are sonmeone
like -- sonmeone fronm France | oggi ng on and | ooking up a
W ki medi a website. That's a communication here. They
have over a trillion of those, they say.

vell --

THE COURT: Their counting of the trillion
IS subject to sone dispute.

ATTORNEY PATTON:. It is subject to sone
di sput e.

THE COURT: Put it to one side, because it
is a large nunber, they are counting every little bit.

ATTORNEY PATTON. Well, what they are
counting are http requests. And, as our expert pointed
out, http request for a Wkinedia article is a |ot fewer
than, say, if you are going on FISC, both because http
requests would get nore, the nore conplicated the
graphics and the adds, and there are no adds on Wki

cites, and there are not as many graphics.
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So, even that one trillion nunber is
conparing apples to oranges in ternms of the website
visits that we've | ooked at and the web page vi ews.

So, if you look at WKki's web page views,

t hough, and you conpare just that for all the Wki cites
that they have -- | think it was 255 billion per year,

it actually amounts to, when you conbine just the
e-mails that traverse the world, and the top 50

websites -- top 50 out of 244 mllion active websites
out there. It's still 0.29 percent.

So, the terns of volune, the nunbers seen
staggering until you put it in context. They didn't put
it in context, and we have done that here.

Plaintiffs tal ked about M. Dratel and M.
Dratel's clients. M. Dratel's clients received a
notice of Section 702 surveillance, that their case
i nvol ved that.

What they didn't get was, is it an upstrean
case. So, he has to speculate, well, was it an upstrean
surveillance? Was it a PRISV surveillance? They are
not told.

So, what they do in those crimnal cases is
they brief the legality of both. But that's fine for
them to do in a crimnal case. But here they need to

show sonething nore than just a nmere possibility --
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coul d have been that, could have been this. You decide.
That's the nere possibility under |gbal standards.

Agai n, when tal king about this, he -- the
plaintiffs indicated that there is a virtual certainty
that we nust be intercepting, and those are those
specul ati ve words.

Once you are here you, nust be doing
sonmet hing. They nust be doing this to make it
effective. That's the words of specul ation from page
1140 of the C apper versus Ammesty International that
says, "Assunptions and specul ations are not enough.”

M. Tooney nentioned the | egal standard, and
we are here on the notion to dismss. W are here on an
notion to dismss. But we are here on an unusual sort
of framework because sonme of the all egations have been
attacked under the plausibility standard under I|gba
i ke the substantially all. There is no plausible
all egation in there supporting that.

But they are also -- the governnent has
attacked the factual underpinning of many of their
al l egations, including the key one that is a virtua
certainty that volune, for exanple, denonstrates that
W ki nedi a has standing or that if you are on one cable
you nust be collecting all of that. That's not true as

a matter of technol ogy, and our expert pointed that out.
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So, even if we are on one cable, that
doesn't mean that all comunications on that cable are
subject to interception. That's the takeaway.

But those kinds of factual disputes put the
factual burden on the plaintiffs to show, by a
preponder ance of the evidence, and your Honor can see
that in United States ex rel. Vuyyuru versus Jadhav.
And | probably have the cite here, 555 F.3d 337 at page
337. That's a Fourth G rcuit case from 2009.

So, from the perspective of the | ega
standard, yes, there is a little difference because it
was up on summary judgnent at that tinme in front of
Cl apper. But up on summary judgnent, the court find
there wasn't even a genuine issue of material fact to
t ake beyond summary judgnent fromr C apper.

In fact, there are cases that this argunent
started out tal king about Jewel versus NSA in the
Northern District of California. Sane result.

This is the O apper case versus Ammesty
I nternational both 702, this case and the Jewel case
i nvol ved 702, but upstreamr collection specifically.

THE COURT: d apper went on sumary
judgnent. | take it in -- at the dismssal stage in
Cl apper, there was an objection to the plaintiff's

st andi ng.
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ATTORNEY PATTON: | believe -- | believe it
went to -- M. Capilano, who was here earlier was --

handl ed that case on behalf of United States.

THE COURT: |'m sorry. Say that again
pl ease, sir.

ATTORNEY PATTON: | amr afraid | was not on
that case. | believe M. Jaffer was from ACLU. But ny

recol l ection of the procedural posture was that that
case went directly to merits briefing. That's correct.
And so it was sunmary judgnent brief. And there was no
opportunity, like there is here, for your Honor to
dismss this case without going forward to the nerits
and whatever coul d happen at the nerits stage.

THE COURT: Al right.

Thank you.

ATTORNEY PATTON: Thank you. | have nuch
nmore | could say, but there is a lot of information in
the briefs.

THE COURT: You don't get the | ast word.
You are not the novant.

ATTORNEY TOOVEY: | understand, your Honor.
| had hoped that we could say sonet hing about the
procedural posture of the case.

THE COURT: Al right. Go ahead. And then

"1l give you the |ast word, because you are the novant;
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and, otherwise, it's intermnable, and it's lunch tinme.

ATTORNEY TOOWEY: | understand, your Honor.
The governnent just explained that it now views its case
as both a facial attack on the conplaint and a factual
attack on the conpl ai nt.

And | want to explain and nake very cl ear,
hope, to the court why the governnent is trying to have
it both ways, and why that's inappropriate at this stage
of the case.

The governnent is trying to have the benefit
to prevail on a notion to dism ss, using evidence that
it's only entitled to the nerits. And there are three
reasons, if | can describe those for the court.

The first is that Fourth Circuit has made
very clear, including in a case the governnent just
cited to you that when the factual issue in dispute is
inextricably intertwned with the nerits, it can only be
resolved on the nmerits under Rule 56. And that's not
what the governnent is proposing to do here.

The fact of whether the governnent is
copying and reviewing the plaintiffs' comuni cations,
obviously, is closely related, if not an essenti al
el enent of plaintiffs showi ng that the governnent is
unl awful |y searching and seizing their comrunicati ons.

It would be like a plaintiff suing over an
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illegal house search, and the governnent saying, as a
jurisdictional matter, we want you to prove that your
house was searched and how it violated your privacy
under Rule 12(b)(1).

And the Fourth Circuit's decisions in
Kearns, in United States versus North Carolina, in
Vuyyuru, which is a case the governnment just cited, and
in Adans, all show to the contrary, that this factual
di spute can only be resolved on the nerits.

The second point is that the governnent
didn't present --

THE COURT: It isn't a factual dispute.
It's a dispute about whether the allegations in the
conpl ai nt, the anmended conpl aint, are sufficient to
rai se a plausible inference that your clients'
communi cati ons were seized and copied. That's what is
it at the threshold.

ATTORNEY TOOVEY: W entirely agree with
that, your Honor. And our --

THE COURT: |If we get into the facts and --
| think I -- you nmay be seat ed.

Let ne ask the governnment. You don't intend
to nmake it a factual determ nation, do you?

ATTORNEY TOOWVEY: There is a portion of the

nmotion to dismss that we filed, and M. Tooney
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mentioned that | just explained.

We expl ained this situation, what was
happening in our reply brief, as to what -- because they
not noved to strike, but indicated that it was inproper
for us to add docunents outside the pleadings, the two
expert declarations, for exanple.

But for the substantially all-allegation,
that is, clearly, unsupported by any well-pled
all egations in the conplaint. As your Honor nentioned,
it's an Igbal plausibility determ nation.

Wen we get to the part of, they nust -- the
NSA nust be conducting surveill ances, obviously, it's
specul ation the say way as it was in C apper versus
Amesty.

But if your Honor needs to get to any
factual issue on that, you can also resolve that short
of a nerits determnation to decide jurisdictiona
facts.

And | have heard the plaintiffs say, both in
their brief and here today, that the facts are
inextricably intertwined. But | have not heard how it
is. In every case you have to show standing, and in
every case --

THE COURT: Standing is a jurisdictional --

ATTORNEY PATTON: It's a jurisdictional
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nmatter.

THE COURT: Just a nonent. \Wen | start,
you need to stop.

ATTORNEY PATTON: Sorry.

THE COURT: He gets us only one at a tine
here, M. Rodriquez.

ATTORNEY PATTON: Too nuch coffee this
nor ni ng.

THE COURT: And it's a jurisdictional issue.
| have no power to decide the nerits until | decide the
jurisdictional issue.

Only if | find standing, do | have the power
to adjudicate. | am not a fan of mxing standing with
the nerits, and goi ng ahead.

| am surprised that the California suit,
once you get past the jurisdictional aspect then, of
course, you get discovery. | would be surprised if
everybody doesn't have to get sone kind of clearance to
| ook what discovery is sought.

And, so, | don't see this as a case
i nvolving a factual dispute, do you?

ATTORNEY PATTON: | don't believe so.

THE COURT: This standing issue, | don't
have to resolve a factual dispute, do I?

ATTORNEY PATTON. As the record exists right
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now, your Honor, | don't see -- | think we can resolve
this case on --

THE COURT: So, | don't have to | ook at your
decl arati ons.

ATTORNEY PATTON:. If you can decide this
wi thout the declarations, we are certainly --

THE COURT: Well, if | have to use the
decl arations to decide them isn't that inporting into
t he standi ng?

Let ne do this. M. Johnson, | am going to
take a recess before | hear your case, so that we can
have | unch.

ATTORNEY JOHNSON: Yes, sir.

THE COURT: So we woul dn't begin your case
until 1:30 at the earliest.

ATTORNEY JOHNSON: Yes, sir.

THE COURT: Now, your client, | think, is in
the custody of the marshals. |If you need to see hinm,
you need to discuss that with the court security officer
and the marshal s.

ATTORNEY JOHNSON:  Yes, sir, | will. That
is what | am trying to do. | appreciate that, your
Honor .

THE COURT: Thank you, M. Johnson.

Al right. So, | want to be clear, do you
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you believe -- is it the governnment's position that I
have to resolve factual disputes, other than inferences.
You are going to disagree about inferences.

But, do I have to get into the nmerits, facts
of this, that is seizing of actual things to decide the
case -- decide the standing issues.

ATTORNEY PATTON: You do not need to --
that's our point is that, contrary to what the plaintiff
say, you do not need to get into the nerits FISC facts
because the nerit FISC facts are not inextricably
i ntertw ned.

To the extent that at the end of all the
briefing you think that there are any jurisdictiona
factual disputes, you are entitled, as a matter of |aw,
in determning your jurisdiction, to resolve those.

THE COURT: Al right. A last question for
you. Oher than producing an e-mail of the plaintiffs
that they can show was trapped, and copi ed, and what ever
by the NSA, is there any other way to get standing?

ATTORNEY PATTON: Certainly, if there is an
of ficial acknow edgenment by the United States in a
crimnal case, if they said, we took this information
from you, from the upstream process, then | can envision
t hat .

THE COURT: But, in this context, you can't
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t hi nk of any?

ATTORNEY PATTON: | can't think of any --

THE COURT: O her than what the --

ATTORNEY PATTON: -- right here, but I wll
say that the Supreme Court -- this sane argunent was
made to the Suprene Court. And the response to the
Suprene Court was, just because you don't have standing,
and you can't think of anybody who does, there is no
reason to find standing in this case.

THE COURT: Yes, | think that's clear. But
no judge could decide this w thout thinking about that.
And you would not, | think, argunent on behal f of the
governnent that just because you all keep things secret
that the constitutionality of it can't be, at sone
poi nt, exam ned and judicially determ ned.

ATTORNEY PATTON. Well, two points, your
Honor. The constitutionality of this programis, at
| east, once a year exam ned by the Foreign Intelligence
Surveill ance Court that has --

THE COURT: That's the question | asked.
That's the point | raised at the outset. Where are the
opinions and the -- from the FISC court? And the answer
to that was, well, they only decide the mnimzation
efforts and so forth.

ATTORNEY PATTON: They decide -- they have
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to deci de whether the process that's in place, the
m nim zation procedures and targeting procedures, are
reasonably designed to conply both with the statute,
Section 702, and with the Fourth Amendnent, with ful
know edge of how, from the NSA and from the Nationa
Security Division, Departnent of Justice, how this
progranm wor ks, not sonething that we --

THE COURT: The only thing mssing from that
equation is anybody arguing that it's unconstitutional.

ATTORNEY PATTON. Well, your Honor, as you
know, the USA Freedomr Act was enacted just a few nonths
ago, and there are issues that are com ng fron that
about designing particular parties to argue those --

THE COURT: Yes.

ATTORNEY PATTON. -- those kinds of --

THE COURT: Yes.

ATTORNEY PATTON:. -- those kinds of things.

But the second point is, who can nmake these
argunents. In crimnal case, the ACLU is making these
very argunments and has nade then on behal f of M.
Dratel's clients that -- that upstream collection is
unconstitutional, that it violates the Fourth Anendnent
at the very |east.

So, whether these particular plaintiffs are

abl e to denonstrate to the court's satisfaction they
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have standi ng or not, these issues are being addressed
by article three judges.

THE COURT: Thank you.

ATTORNEY PATTON:. Thank you, your Honor.

THE COURT: (Qbviously, this is an issue of
sonme conplexity and inportance. | think the argunents
t oday have been hel pful, and | thank counsel for that.

The purpose of oral argunment is two-fold.
One is to focus matters sharply, and | think this has
focused it reasonably sharply on issues. And the other
is to expose ny ignorance so you could fill the enpty
bottle, as it were, and you all have done that in your
briefs and now in oral argunent, and | thank you.

Again, | thank counsel for your cooperation,
particularly, for your agreenent to have your argunent
here rather than at G eenbelt.

Court stands in recess.

(Court recessed at 1:03 p.n.)
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