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UNCLASSIFIEDIIFOR PUBLIC RELEASE 

MILITARY COMMISSIONS TRIAL JUDICIARY 
GUANT ANAMO BAY, CUBA 

UNITED STATES OF AMERICA 

v. 

KHALID SHAIKH MOHAMMAD, 
W ALID MUHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZI BINALSHlBH, 
ALI ABDUL AZIZ ALI, 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

AEOIJ 

Government Motion 
To Protect Against Disclosure of 

National Security Infonnation 

26 April 2012 

1. Timeliness. This motion is timely filed under Rule for Military Commissions (R.M.C.) 

90S(b) and Military Commissions Trial Judiciary Rule of Court 3.6.8. 

2. Relief Sought. The Government respectfully requests that the Military Judge issue the 

attached proposed Protective Order to protect classified infonnation in connection with this case. 

See IO U.S.C. § 949p-3; Military Commission Rule of Evidence (M.C.R.E.) 505(e). 

3. Overview. This military commission will involve classified infonnation that must be 

protected throughout all stages oftbe proceedings, including the upcoming arraignment of the 

Accused. As discussed in the attached declaration~ from the Central Intelligence Agency (CIA), 

the Department of Defense (DoD), and the Federal Bureau oflnvestigation (FBI), filed herewith 

under seal, the substance of the classified infonnation in this case deals with the sources, 

methods, and activities by which the United States defends against international terrorist 

organizations. Attachment A, Classified Declaration of David H. Petraeus, Director, Central 

lntelligence Agency, dated 7 April 2012 (Petraeus Oecl .); Attachment B, Classified Declaration 
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of Information Review Officer, Central Intelligence Agency. dated 12 April 2012 (CIA Decl.); 

Attachment C, Classified Declaration of General Douglas M. Fraser, United States Air Force, 

Commander, United States Southern Command, dated 24 October 2011 (SOUTHCOM Oecl.); 

Attachment D. Classified Declaration of Mark F. Giuliano, Assistant Director, Counterterrorism 

Division, Federal Bureau of Investigation, dated 7 September 201] (FBI Decl.). The Military 

Commissions Act, 10 U.S.c. § 948a, et seq. (M.C.A.), specifically protects classified information, 

the disclosure of which would be detrimental to national security. 10 U.S.c. § 949p-l. The 

Government moves the Military Judge, pursuant to the M.C.A. , to enter the attached proposed 

Protective Order to protect classified information in this case. See Attachment E. 

4. .Burden of Proof. As the moving party, the Government bears the burden of 

demonstrating by a preponderance of the evidence that the requested relief is warranted. R.M.C. 

905(c); M.C.R.E. 505(e) ("Upon motion of the trial counsel, the military judge shall issue an 

order to protect against the disclosure of any classified information that has been disclosed by the 

United States to any accused or counsel, regardless of the means by which the accused or counsel 

obtained the classified information, in any military commission (under the M.C.A.] or that has 

othetwise been provided to, or obtained by, any such accused in any such military commission"). 

5. Facts 

a. This case involves classified infonnation that deals with the sources, methods, and 

activities by which the Un ited States defends against international terrorist organizations, 

including al Qaeda and its affiliates. See, e.g. SOU'THC;OM Decl. ~ 12; 

FBI Decl. ~ 10. 

b. On J J September 2001 , a group of Al Qaeda operatives hijacked four civilian 

airliners in the United States. After the hijackers killed or incapacitated the airline pilots, a pilot-
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hijacker deliberately slammed American Airlines Flight II into the North Tower of the World 

Trade Center in New York. New York. A second pilot-hijacker intentionally flew United Airlines 

Flight 175 into the South Tower of the World Trade Center. Both towers collapsed soon 

thereafter. Hijackers also deliberately slammed a third airliner, American Airlines Flight 77, into 

the Pentagon in Northern Virginia. A fourth hijacked airliner, United Airlines Flight 93, crashed 

into a field in Shanksville, Pennsylvania, after passengers and crew resisted the h!jackers and 

fought to reclaim control of the aircraft. A total of2,976 people were murdered as a result of AI 

Qaeda's II September 2001 attacks on tbe United States. Numerous other civilians and military 

personnel were also injured. Al Qaeda leadership praised the attacks, vowing that the United 

States would not "enjoy security" until al Qaeda' s demands were met. The United States 

Congress responded on 18 September 2001 with an Authorization for Use of Military Force. 

c. On 31 May 2011 and 26 January 2012, pursuant to the Military Commissions Act 

of 2009, charges in connection with the II September 200 I attacks were sworn against Khalid 

Shaikh Mohammad (Mohammad), Walid Muhammad Salih Bin Attash (Bin Attash), Rarnzi 

Binalshibh (Binalshibh), Ali Abdul Aziz Ali (Ali), and Mustafa Ahmed Adam al Hawsawi 

(Hawsawi). These charges were referred jointly to tbis capital Military Commission on 4 April 

2012. The accused are each charged with Conspiracy, Attacking Civilians, Attacking Civilian 

Objects, Intentionally Causing Serious Bodily lnjury, Murder in Violation of the Law of War, 

Destruction of Property in Violation of the Law of War, Hijacking an Aircraft, and Terrorism. 

(1) More specifically, Mohammad is alleged, among other things, to be the 

architect of the 9/ 11 concept. Once Usama bin Laden approved his plan, Mohammad 

oversaw its development and logistical progress to fruition. Mohammad also is accused of 

providing personal training and guidance to the hijackers. He is further charged with 
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attending a meeting in late 2001, during which Osama bin Laden confirmed al Qaeda's 

involvement in the 9111 attacks in a videotaped message. 

(2) Bin Attash, in Part. is accused of being instrumental in establishing the 

means by which the al Qaeda hijackers ultimately were able to smuggle weapons onboard 

civilian airliners. Bin Attash also is alleged to have facilitated the transit of two hijackers 

into the United States, as well as provide tbem personal training in hand-to-hand combat. 

Bin Attash is further accused of attempting to apply for a visa that would allow him to 

travel to the United States. 

(3) After leaving Hamburg, Germany. Binalshibh is alleged to have traveled to 

Afghanistan to attend an al Qaeda training camp and attempted, on multiple occasions, to 

become a pilot-hijacker along with co-conspirators Mohammed Ana (Ana), Marwan al 

Shehhi (Shehhi), and Ziad Jarrah (Jarrah). Binalshibh, among other things, is also alleged 

to have ultimately become the primary coordinator and communications hub between 

Mohammad and Ana. 

(4) Ali, in part, is charged with having transferred more than $100,000 to 

hijackers located within the United States for their living expenses and flight training. Ali 

a lso is alleged to have attempted to obtain a United States visa in order to become a 

hijacker for the 9/ 11 operation. He further is accused of facilita ting travel to the United 

States for many of the hijackers as well as obtaining flight training materials for their use. 

(5) Hawsawi, among other things, is accused of having facilitated the travel of 

many of the hijackers into the United States, as well as handling financial transactions 

directly associated with the 9/ 11 attacks. 
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d. The overall 9/ 11 conspiracy is alleged to have begun in 1996 when Mohammad 

mct with Usama Bin Laden in Afghanistan and discussed the operational concept of hijacking 

commercial airliners and crashing them into bui ldings in the United States and elsewhere. This 

became known among al Qaeda leadership as the "Planes Operation." Surveillance of airline 

security, hand-to-hand combat training, and transit of hijackers to the United States began in 

earnest starting in 1999. Financial transactions and the creation of "martyr wills" relating to the 

"Planes Operation" continued in 2000. Flight training for the pilot-hijackers extended into 2001. 

Additional hijackers streamed into the United States during the summer of 2001 , and weapons 

and equipment for usc in the attacks were also purcbased during tbis time . In late August 2001 , a 

message to the conspirators allegedJy informed them that Atta had chosen II September 2001 as 

the date of the operation. After the attacks, a video featuring Usama bin Laden, Bioalshibh, 

Hawsawi, and other al Qaeda operatives allegedly documented a post-9/ 1! meeting, which was 

later released by al Qaeda for propaganda purposes. 

e. In response to the terrorist attacks on II September 200 I , the United States 

instituted a program run by the CIA to detain and interrogate a number of known or suspected 

high-value terrorists, or "high-value detainees" ("HVDs''). This CtA program involves 

infonnation that is classified TOP SECRET I SENSITIVE COMPARTMENTED 

INFORMATION (SCn, the disclosure of which would be detrimental to national security .• 

f. Mohammad and Hawsawi were captured on or about I March 2003; Bin Attash 

and Ali were captured on or about 29 April 2003; and Binalshibh was captured 00 or around II 

September 2002. After their captures, the Accused were detained and interrogated in the ClA 

program. 
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g. Because the Accused were detained and interrogated in the CIA program, they 

were exposed to classified sources, methods, and activities. Due to their exposure to classified 

information, the Accused are in a position to reveal this information publicly through their 

statements. Consequently, any and all statements by the Accused are presumptively classified 

until a classification review can be cOlmpleted. 

h. On 6 September 2006, President George W. Bush officially acknowledged the 

existence of this program and announced that a group ofHVDs had been transferred by the CIA 

to DoD custody at Joint Task Force - Guantanamo (JTF·GTMO). See President George W. 

Bush, President Discusses Creation of Military Commissions to Try Suspected Terrorists, 

Remarks from the East Room of the White House, Sep. 6, 2006, available at http://georgewbush-

whitehouse.archives.gov/newsireleasesl2OO6109I20060906-3.html . The five Accused were 

among the group of HVDs transferred to ITF-GTMO, and have remained in detention at ITF-

GTMO since that time. 

I. Since 6 September 2006, a limited amount of information relating to the CIA 

program has been declassified and officially acknowledged, often directly by the President. This 

information includes a general description of the program; descriptions of the various "enhanced 

interrogation techniques" that were approved for usc in the program; the fact that the so-called 

"waterboard" teChnique was used on three detainees; and the fac t that information learned from 

HVDs in this program helped to identify and locate al Qaeda members and disrupt planned 

terrorist attacks. See id.; see also CIA Inspector General, Special Review: Counterterrorism 

Detention and Inlerrogation Activities (September 2001 - OClOber 2003), May 7, 2004, availabJe 

at http://media.washingtonpost.comlwp-srv !nation/documents/cia _report. pdf. 
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J. Other information related to the program has not been declassified or officially 

acknowledged, and therefore remains classified. This c lassified information includes allegations 

involving (i) the location of its detention facilities, (ii) the identity of any cooperating foreign 

governments, (iii) the identity of personnel involved in the capture, detention, transfer, or 

interrogation of detainees, (iv) interrogation techniques as applied to specific detainees, and (v) 

conditions ofcolnfilnelnelnl disclosure of this c lassified information 

would be detrimental to national sel:urity. 

k. Information relating to DoD sources, methods, and activities at lTF-GTMO also 

remains classified. This classified infonnation includes (i) force protection information, (ii) 

foreign government information, (iii) intelligence sources and methods, (iv) military and 

intelligence operational information, (v) certain detainee information, and (vi) derivatively 

class ified information. SOUTHCOM Oed J 2-29. The disclosure of thi s classified 

information would be detrimental to national security. See id. 

1. Certain FBI documents involved in this case also contain classified information, 

the disclosure of which would be detrimental to national security. FBI Oed' 10. 

6. Discussion 

The M.C.A. mandates that tbe protection of classified information is paramount. See 10 

U.S.C. § 949p-l . Recognizing the equities at stake when balancing the need for a system to 

prosecute terrorism-related offenses and the need to conduct ongoing counterterrorism operations, 

the M.C.A. includes unambiguous protections for classified information, including the sources, 

methods, and activities by which the United States acquires information. See generally to U.S.C. 

§§ 949p-1 through 949p-7. The rules in this area provide that the protection of classified 

information "applies to all stages of the proceedings." M.C.R.E. 505(aXl). 
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The protections elaborated under the M.C.A. and M.C.R.E. establish well-defined pretrial, 

trial, and appellate procedures to govern tbe discovery, handling, and use of classified information 

in military commissions. Such protections and procedures include protective orders; ex parte, in 

camera presentations and proceedings; alternatives for disclosure of classified information; 

pretrial conferences and hearings; notice requirements; and protections for courtroom 

proceedings. See generally 10 U.S.c. §§ 949p-l through 949p-7; M.C.R.E. 505. In analyzing 

these rules, it is also helpful to examine case Jaw interpreting similar provisions under tbe 

Classified information Procedures Act, 18 U.S.C. App. 3 (CIPA), upon which tbe M.C.A.'s 

provisions are patterned. See 10 U.S.c. § 949p-l(d) (making the judicial construction ofCIPA 

authoritative under the M.C.A. where not inconsistent with specific M.C.A. provisions); 10 

U.s.C. §§ 949p-2(b), 949p-4(b)(2), 949p-7(c)(2)(providing that conferences, presentations, and 

proffers take place ex parLe as necessary, in accordance with federal court practice under CIPA); 

155 Congo Rec. S7947, 7987-89 (July 23, 2009) (Senate floor debate on M.C.A. amendments to 

adopt CIPA procedures). 

Due to the classified information involved with this case, and tbe harm to national security 

that its disclosure reasonably could be expected to cause, the M.C.A. allows for certain protective 

measures to be adopted in this military commission. To that end, the Government submits the 

attached proposed Protective Order (Attachment F) as a means of protecting the classified 

information involved in this case . 

a. CLASSIFIED INFORMATION RELATING TO THE SOURCES, 
METHODS, AND ACTIVITIES OF THE UNITED STATES MUST BE 
PROTECTED FROM DISCLOSURE IN THIS MILITARY COMMISSION. 

In support of this motion , the Government submits declarations from representatives of the 

CIA, DoD, and FBI invoking the classified information privilege and explaining bow disclosure 
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of the classified infonnation at issue would be detrimental to national security. 

mIO)M Decl. 10-29; FBI Decl. 10. Due to the 

extremely sensitive nature of the classified infonnatioD they contain, the Government files these 

declarations under seal, respectfully requests that they be considered by the Military Judge in 

camera, and further requests that the Petraeus Declaration and the ClA Declaration be considered 

ex parte. See 10 U.S.C. §§ 949p-2(b), 949p-4(b)(2), 949p-6(a)(3), 949p-6(d)(4); M.C.R.E. 

505(d)(2), 505(1)(2)(B), 505(h)(3)(A).' 

As these declarations describe, the classified infonnation involved in this case relates to 

the sources, methods, and activities by which the United States defends against international 

terrorism and terrorist organizations, and the disclosure of such information would be detrimental 

to national sec,uritv. IHIC()M Oed 12; FBI Deel. 10. This 

infonnation is therefore properly classified by the executive branch pursuant to Executive Order 

13526, as amended, or its predecessor Orders, and is subject to protection in connection with this 

military commission. 10 U.S.C. §§ 948a(2)(A), 949p- I(a); M.C.R.E. 505(aXI), (c) ; M.C.R.E. 

505(1), Discussion. See also Dep't of the Navy v. Egan, 484 U.S. 518, 527 ( 1988) ("[T]he 

protection of classified information must be committed to the broad discretion of the agency 

responsib le, and this must include broad discretion to detennine who may have access to it."); 

I In addition to being allowed under the military commission rules, u pa,.te, in camera inspection of 
national security infonnation is routinely conducted by federal courts under the similar CIPA provisions upon which 
the M.C.A.'s classified information provisions are modeled. &~, ~.g. , United States v. Mejia, 448 F.3d 436, 457 
(D.C. Cir. 20(6) (finding that when "the government is seeking to withhold classified infonnation from the 
defendant, an adversary hearing with defense knowledge would defeat the very purpose of the discovery rules") 
(quoting H.R. Rep. No. 96-831 . pt. I, at 27 n.22 (1980». cerl. denied, 549 U.S. 1137 (2007); Stillman v. CIA, 319 
F.3d 546, 548 (D.C. Cir. 2003) ("Precisely because it is olkn difficult for a court 10 review the classification of 
national security infonnation, we anticipate that in CI1I1/c,.a review of affidavits, followed if necessary by further 
judicial inquiry, will be the norm.") (internal quotation marks and citation omitted); Uniled Slales v. Klimavicius­
Vilo,.ia, 144 F.3d 1249, 1261 (9th eir. 1998) (recognizing that ·'u pa,.te. in came,.a hearings in which government 
counsel participates to the exclusion of defense counsel are part of the process that the district court may use," 
particularly " if the court has questions about the confidential nature of the infonnation or its relevancY'1. 
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Bismullah v. Gales, 501 F.3d 178, 187-88 (D.C. CiT. 2007) ("It is within the role of the executive 

to acquire and exercise the expertise of protecting national security.") (citations omitt~d). 

The protection of such sources, methods. and activities relating to counterterrorism and 

other intelligence operations predates the enactment of the M.C.A. and is finnly rooted in federal 

law. In United States v. Yunis, 867 F.2d 617 (D.C. CiT. 1989), for example, the Court of Appeals 

for the D.C. Circuit upheld a protective order that protected not only the contents of a defendant 

hijacker's recorded conversations, but also the intelligence-gathering methods used to collect 

them. Yunis, 867 F.2d at 623. The court recognized that in some instances the national security 

interest "lies not so much in the contents of the conversations, as in the time, place and nature of 

the government's ability to intercept the conversations at all." Jd. 

Even when classified information has been leaked to the public domain, it remains 

classified and cannot be further disclosed unless it bas been declassified or "officially 

acknowledged," which entails that it "must already have been made public through an official and 

documented disclosure." Wolfv. CIA, 473 F.3d 370, 378 (D.c. Cir. 2007) (internal quotations 

and citations omitted); see also Fitzgibbon v. CIA, 911 F.2d 755, 765 (D.C. Cir. 1990) ("[I]n the 

arena of intelligence and foreign relations, there can be a critical difference between official and 

unofficial disclosures."); United States v. Moussaoui, 65 Fed. Appx. 881, 887 n.5 (4th Cir. 2003) 

("[I]t is one thing for a reporter or author to speculate or guess that a thing may be so or even, 

quoting undisclosed sources, to say that it is so; it is quite another thing for one in a position to 

know of it officially to say that it is so.") (quoting Alfred A Knopf. Inc. v. Colby, 509 F.2d 1362, 

1370 (4th CiT. 1975». 

Indeed, even false allegations about classi fied information related to this case must be 

protected from disclosure because, otherwise, the Government would be in the untenable position 

Filed with TJ 
26 April 2012 

Appellate Exhibit 013· (KSM et al.) 
Page 10 of 130 

UNCLASSIFIEDIIFOR PUBLIC RELEASE 

APP. 10



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

of having to deny fa lse information and yet ignore true information. which would implicitly 

confirm the very information the Government seeks to p",te.:,t. 

disclosure of classified information-which the Defense and the Accused are in a particularly 

credible position to confirm or deny---can have a s ignificant impact on national security, even if 

that information is attributed to public sources. See Wolf, 473 F.3d at 378 (recognizing that "the 

fact that information exists in some form in the public domain does nol necessari ly mean that 

official disclosure will not cause (cognizable] harm" to government interests) ; Afshar v. Dep't of 

Siale, 702 F.2d 1125, 1130 (D.C. Cil. 1983) ("[EJven if a fact ... is the subject of widespread 

media attention and public speculation, its official acknowledgement by an authoritative source 

might well be new information that could cause damage to the national security."). 

Accordingly, the Government's proposed protective order precludes the Defense and the 

Accused from making public or private statements confinuing, contradicting, or otherwise 

commenting on classified information, including information obtained from the public domain. 

To allow the Defense or the Accused to comment on such infonnation would amount to an 

authoritative disclosure of classified information. Because the Government cannot predict 

whether the Accused intends to disclose classified information at arraignment or during 

subsequent public proceedings in this case, the Government requests that the Military Judge 

immediate ly implement the protective measures set forth in the proposed Protective Order. 

b. PURSUANT TO THE M.C.A., VARIOUS PROTECTIVE MEASURES 
SHOULD BE ADOPTED TO PROTECT CLASSIFIED INFORMA TlON 
FROM DISCLOSURE IN THIS CASE. 

The M.C.A. and M.C.R.E. authorize the Military Judge to issue protective orders 

governing the storage, use, and handling of classified information, however it was obtained. 10 

u.s.c. § 949p-3; M.C.R.E. 505(e). The attached proposed Protective Order therefore seeks to 
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protect 0/1 currently and properly classified information in this case, including classified 

infonnation that may be obtained in the public domain . See Attachment F. As discussed below. 

the Government requests that the Military Judge issue the proposed Protective Order and take 

such additional steps as it deems appropriate to protect against the improper disclosure of 

classified infonnation during this military commission, including arraignment, discovery, pretrial 

litigation, trial , and at al l other stages of the proceedings. 

(1) Commission Security Officer 

The Government requests that the Military Judge appoint a Commission Security Officer 

(eso), and authorize the eso to appoint Alternate Commission Security Officers (ACSOs) as 

necessary. to ensure the proper storage, handling. and usc of classified information by the parties 

in this case. This CSO will serve as the liaison between the owners of the classified information 

and those who are provided access to such infonnation, and will ensure that the classified 

information is handled and treated appropriately. 2 The CSO will be available to advise the 

Commission on issues regarding classified information, and will assist the Defense and the 

Government regarding the handling and use of classified information, including pleadings, filings , 

and documents produced during discovery. The CSO will also ass ist in enforcing and 

implementing various protections and procedures designed to avoid harm to national security, 

including during open proceedings. 

(2) Authorized Access to Oassified Information 

MCRE 505(a)(I), provides that "under no circumstances maya military j udge order the 

release of classified information to any person not authorized to receive such information." The 

l The eso will work in conjunction with representatives of the originating agencies to make dctenninations 
on the appropriate classifi cation status of particular materials; however, the eso does nol have classification 
authority and will nOI be in a position to interpret legal or procedural issues relating to the disclosure of such 
infonnation . 
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protections for classified information found in MeRE 505 are designed to ensure that at all stages 

of the proceedings the prosecution is able to weigh the risk of disclosing classified information 

and reflect the understanding that determining whether an individual is granted access to 

classified information is inherently an Executive Branch function. 

Authorized access to classified information involves several steps. First, an individual 

must obtain the necessary security clearance which simply allows tbat person to view classified 

material. It does not, however, entitle someone to access all classified information. U.S. v. Bin 

Laden, 126 F. Supp.2d 264, 287 0.27 (S.D.N.Y. 2000) (security clearances enable "attorneys to 

review classified documents, 'but do not entitle them to see all documents with that 

classification."') (citing United States v. Ott. 827 F.2d 473, 477 (9th Cir. 1987). Second, an 

individual must demonstrate a "need to know" the classified information in question. Exec. 

Order No. 13,292, § 6.1 (z), 68 Fed. Reg. 15,315, 15,332 (Mar. 28, 2003). See Badrawi v. Dep't of 

Homeland Security, 596 F. Supp. 2d 389, 2009 U.S. Dist. LEXlS 2245, 2009 WL 103361, '9 

(D.Conn.) (counsel without need to know properly denied access to classified information despite 

security clearance); United States v. Ott. 827 F.2d 473 at 477 (District Court unpersuaded that 

defense counsel 's security clearance entitled them to review FISA material, noting that Congress 

has a legitimate interest in ensuring that sensitive security information is not unnecessarily 

disseminated regardless of whether an individual holds the appropriate security clearance.) In 

the current case, the Accused clearly fall into the category of persons "not authorized to receive" 

classified information. See MCRE 505(a)(I). Similarly, counsel for other detainees do not have 

the requisite "need to know" that would enable them to view classified information that the 

Accused 's counsel may have in their possession. Nor would counsel representing the Accused in 
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a forum other than the current military commission have a "need to know" the classified 

infonnation at issue in this casc. 

Accordingly. the Government's proposed protective order precludes the Defense from 

providing any classified infonnation obtained during this case, outside the immediate parameters 

of these military commission proceedings. Further, the proposed protective order precludes the 

Defense from using classified infonnation obtained as a result of their participation in 

commission proceedings in any other forum, or in a military commission proceeding involving 

another detainee. 

(3) Clearances 

Because the statements of the Accused are presumptively classified as TOP SECRET / 

SCI, all personnel with whom the Accused have or will have substantive contact must have a TOP 

SECRET / SCI clearance and be briefed into the appropriate SCI component. Section 4.1 of 

Executive Order 13526 outlines the requirements that must be met in order to have access to 

classified information: (1) a favorable determination of eligibility for access by an agency head; 

(2) a signed, approved nondisclosure agreement; and (3) a need-to-know the infonnation. Under 

these rules, all members of the Defense, Government, and courtroom personnel, including the 

clerk, reporter, and CSO, must have the requisite clearances, as set forth in the proposed 

Protective Order limiting courtroom access to appropriately cleared personnel. The Government 

also requests that the Defense execute and file the Memorandum of Understanding attached to the 

Proposed Protective Order (Attachment E) as a precondition to receiving classified infonnation in 

connection with this case. 
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In addition to ensuring appointment of a CSO, the Government's proposed Protective 

Order details specific procedures that it requests the Commission to adopt for maintaining and 

operating secure areas in which to store and handle classified information. Approved Secure 

Compartmented information Facilities (SCIFs) are provided at GTMO and elsewhere for use by 

the Military Judge, the Defense, and the Government during pretrial and trial proceedings, in 

order to ensure the proper handling and storage of classified information. The Government's 

proposed Protective Order details the procedures for maintaining and operating such secure areas 

and otherwise properly handling classified information in connection with this case. Under the 

terms of the proposed Protective Order, if there are any questions regarding the treatment or 

handling of classified information, the parties must seek guidance from the CSO, who will consult 

as necessary witb the owners of the classified information at issue. 

(5) Notice Requirements for Introducing Classified Information During 
Proceedings 

The M.C.A. requires the Defense to give advance notice to the Government and the 

Military Judge whenever it reasonably expects to disclose classified information at a proceeding. 

M.C.R.E. 505(g)(I )(A). This rule allows both the Government and the Military Judge the 

opportunity to be fully apprised ahead of time of the classified information at issue, to ascertain 

the potential harm full disclosure could cause to national security, and to consider whether there 

are alternatives to disclosure that could minimize that harm. See United States v. Badia. 827 F.2d 

1458,1465 (11th Cir. 1987), eert. denied, 485 U.S. 937 (1988). 

This notice requirement has three critical steps. See M.e.R.E. 505(g)-(h). First, the 

Defense must provide a detailed, written description of the specific classified infonnalion it 

reasonably expects to disclose. M.C.R.E. 505(g)(1 )(A), Discussion. Courts interpreting the 

similar requirement under CIPA Section 5(a) have held that such descriptions "must be 
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particularized, setting forth specifically the classified information which the defendant reasonably 

believes to be necessary to his defense." United States v. Collins, 720 F.2d 1195, 1199-1200 

(11th CiT. 1983); see alsa United Siaies v. Smilh, 780 F.2d 1102, 1105 (4th Cir. 1985)(en bane). 

This notice requirement applies equally to information the Defense intends to introduce through 

documentary exhibits and to information it intends to elicit through testimony on direct or cross-

examination. See Collins, 720 F.2d at J 195; United States v. Wilson, 750 F.2d 7 (2d Cic. 1984), 

eerl. denied, 479 U.S. 839 (1986). 

Second, the Defense must provide its notice sufficiently in advance of the proceeding to 

provide the Government with a reasonable opportunity to (1) invoke tbe classified information 

privilege, (2) move for an in camera hearing to discuss the information-at-issue, (3) obtain a 

ruling on the issue from the Military Judge, (4) propose any alternatives to disclosure, and (5) 

determine whether to pursue an interlocutory appeal for any ruling allowing the disclosure of 

classified information. M.C.R.E. 505(g)(I), 505(h). Thus, this timing requirement, similar to tbe 

one imposed under CIPA Section 5(a), takes into account the lengthy process that can ensue 

between the initial notice from the Defense and the proceeding at which the disclosure of 

classified infonnation is expected to occur. 

Third, as stated above, once the Defense has provided notice of its intent to di sclose 

classified information in a proceeding, the Government may move for an in camera hearing to 

address the class ified information privilege and the use of any classified information. M.e.R.E. 

505 (h). In connection with this in camera hearing, the Military Judge must determine whether the 

classified information is "relevant and necessary to an element of the offense or a legally 

cognizable defense and is otherwise admissible." M.C.R.E. 505(h)(I)(C). If so, the Government 

can seek alternatives to full disclosure for the classified information, which must be used by the 
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Defense unless use of the classified infonnalion itself is necessary to afford the Accused a fair 

trial. M.e .R.E. SOS(h)(l), S05(h)(3)-(4); see a/sa United States v. North, 910 F.2d 843, 899 (D.c. 

CiT. 1990) (finding that under CIPA. tbe trial court must grant the Government's substitution "if it 

finds that the admission or summary would leave the defendant in substantially the same position 

as would disclosure"). 

Unless the Defense meets this notice requirement, and affords the Government a 

reasonable opportunity to seek the available protections discussed above, the Defense is 

prohibited from disclosing the classified infonnation. M.C.R.E. 505(g). This prohibition pertains 

to both the introduction of the classified information at issue and the examination of any witness 

with respect to that infaonation. M.e.R.E. 505(g}(2). 

(6) Disclosure of Classified lnformadon During Proceedings 

The Government's proposed protective order provides that the Government may seek to 

limit the direct or cross-examination of a witness to protect against the public disclosure of 

classified information. See M.C.R.E. 505(e). To that end, Trial Counsel may object to any line of 

questioning during witness testimony that may require disclosure of inadmissible classified 

information. See M.e.R.E. 505(i)(3). Following such an objection, the Military Judge should 

determine whether the witness' response is admissible and, if so, take additional steps as 

necessary to protect against the public disclosure of any class ified information. 

To prevent the disclosure of classified information through physical or documentary 

evidence, the Military Judge may admit a portion of a document, recording, or photograph into 

evidence, or proof of the contents thereof, without requ iring the introduction of the original 

classified item into evidence. M.C.R.E. 505(i)(2). The Military Judge also may permit the 

Government to introduce otherwise admissible evidence while protecting the classified sources, 
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methods, and activities by which the United States acquired the evidence, so long as the evidence 

is deemed reliable. M.C.R.E.505(h)(3). Regardless of the manner in which such evidence is 

introduced, however, the evidence remains classified at its original classification level. M.e.R.E. 

505(i)( I). 

Finally, to protect against disclosure of classified information, including intelligence or 

law enforcement sources, methods, or activities, the Military Judge may order that the public be 

excluded from any portion of a proceeding in which such infonnation will be disclosed, or take 

other lesser measures as necessary to protect against disclosure of information during open 

proceedings. See 10 U.S.C. § 949d(c); R.M.C. 806(b), Discussion. This express authorization to 

close proceedings to the public during the military commission process recognizes the national 

security interests at stake when handling or presenting classified information in connection with 

pretrial or trial proceedings. 

(7) Delayed Audio Feed to the Public Gallery 

In accordance with M.e.R.E. 505, certain safeguards have already been instituted in the 

courtroom used by this military commission, including a glass partition separating the public 

gallery from the courtroom itself, which is connected by an audio-video broadcast. 3 The 

Government requests a fortY-second delay in the broadcast to the gallery so that if classified 

infonnation is disclosed, inadvertently or otherwise, in open court, the Government will have the 

opportunity to prevent it from being publicly disclosed. If any of the Accused testify, for 

example, the delayed-broadcast mechanism is vital to the protection of classified information 

since the Accused's statements are presumed classified until a classification review is completed. 

Because the Government cannot predict what an Accused will say during open proceedings or 

] This broadcast may also connect the courtroom to a remote viewing area. 
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whether he wi ll comply with orders from the Military Judge, the time delay is the only effective 

means of preventing any intentional or inadvertent disclosure of classified information to the 

public. Additionally. the time delay will prevent the public disclosure of classified information 

by other witnesses, who may reveal such information inadvertently during the ir testimony in open 

proceedings. 

This measure, which is much less restrictive than closing the courtroom entirely, is 

necessary to protect classified information during open proceedings. In the event that classified 

information is di sclosed during open proceedings, the forty~second delay would allow the 

Military Judge, the CSO, or the Government to take action to suspend the broadcast before the 

information is publicly disclosed. The Government can then consult with the equity holder of the 

c lassi fied information to detennine what, if any, actions must be taken to limit its disclosure. See 

M.C.R.E. 505(i)(3). If classified information is disclosed during the proceeding, and the 

broadcast is suspended to prevent ilS public disclosure, then that portion of the proceeding will 

not be broadcast, but will remain part of the classified record of the proceeding. If the Military 

Judge determines, after consultation with the CSO, that the Government will not assert any 

privilege, or that classified information was not disclosed and is not at risk of disclosure, then the 

proceedings and the broadcast, with the time del ay, will resume upon the Commission's order. 

c. CONCLUSION 

In light of the classified information at issue in this case, and the harm to national security 

that its disclosure reasonably could be expected 10 cause, the Government requests that the 

Military Judge enter the proposed Protective Order (Attachment E) and the proposed Order 

placing classi fied Attachments A through D under seal (Attachment F). 
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7. Oral Argument. The Government does not request oral argument. The Government 

requests that the proposed Protective Order be issued prior to any commission proceeding. 

8. Certificate of Conference. The Defense has been notified oftbis motion and objects to 

the requested relief. 

9. Attachments 

A. Classified Declaration of David H. Petraeus, Director, Centrallntelligence 
Agency, dated 7 April 2012 (filed ex parle, in camera, and UNDER SEAL) 

B. Classified Declaration oflnfonnation Review Officer, Central Intelligence 
Agency, dated 12 April 2012 (filed ex parte, in camera, and UNDER SEAL) 

C. Classified Declaration of General Douglas M. Fraser, United States Air Force, 
Commander, United States Southern Command, dated 24 October 201 J (filed in 
camera and UNDER SEAL) 

D. Classified Declaration of Mark F. Giuliano, Assistant Director, Counterterrorism 
Division, Federal Bureau oflnvestigation, dated 7 September 2011 (filed in 
camera and UNDER SEAL) 

E. Proposed Protective Order and Memorandum of Understanding 

F. Proposed Order placing Attachments A through D under seal 

G. Certificate of Service 

Fifed with T J 
26 April 2012 

Respectfully submitted, 

Ilsll 
Joanna P. Baltes 
Deputy Trial Counsel 
Mark Martins 
Chief Prosecutor 
Office of the Chief Prosecutor 
Office of Military Commissions 
1610 Defense Pentagon 
Washington, D.C. 20301 
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MILITARY COMMISSIONS TRIAL JUDICIARY 
GUANT ANAMO BAY, CUBA 

UNITED STATES OF AMERICA 

v. 

KHALID SHEIKH MOHAMMAD, 
WALID MUHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZI BINALSHIBH, 
ALI ABDUL AZIZ ALI, 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

FILED EX PARTE 

FILED IN CAMERA 

FILED UNDER SEAL 

ATTACHMENT A - CLASSIFIED DECLARATION OF DAVID H. PETRAEUS, 
DIRECTOR, CENTRAL INTELLIGENCE AGENCY, DATED 7 APRIL 2012 

Aled with TJ 
26 April 2012 

Attachment A 
Page 1 of6 

Appellate Exhibit 013- (KSM at at) 
Page 21 of 130 

UNCLASSIFIEDIlFOR PUBLIC RELEASE 

APP. 21



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

MlLIT ARY COMMISSIONS TRIAL JUDICIARY 
GUANT ANAMO BAY, CUBA 

UNITED STATES OF AMERICA 

v. 

KHALID SHEIKH MOHAMMAD, 
WALID MUHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZI BINALSHlBH, 
ALI ABDUL AZIZ ALI, 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

FlLED EX PARTE 

FILED IN CAMERA 

FILED UNDER SEAL 

ATTACHMENT B - CLASSIFIED DECLARATION OF INFORMATION REVIEW 
OFFICER, CENTRAL INTELLIGENCE AGENCY, DATED 12 APRIL 2012 
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MILITARY COMMISSIONS TRIAL JUDICIARY 
GUANT ANAMO BAY, CUBA 

UNITED STATES OF AMERlCA 

v. 

KHALID SHEIKH MOHAMMAD, 
WALID MUHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZI BlNALSHlBH, 
ALI ABDUL AZIZ ALI, 

MUSTAF A AHMED ADAM AL 
HAWSAWI 

FILED IN CAMERA 

FILED UNDER SEAL 

A IT ACHMENT C - CLASSIFIED DECLARA nON OF GENERAL DOUGLAS M. FRASER, 
UNITED STATES AIR FORCE, COMMANDER, UNITED STATES SOUTHERN 

COMMAND, DATED 24 OCTOBER 20 11 
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MILITARY COMMISSIONS TRIAL J UDICIARY 
GUANT ANAMO BAY, CUBA 

UNlTED STATES OF AMERICA 

v. 

KHALID SHEIKH MOIIAMMAD, 
WALID M UHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZI BINALSHIBH, 
ALI ABDUL AZIZ ALI, 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

FILED IN CAMERA 

FILED UNDER SEAL 

ATTACHMENT 0 - CLASSIFIED DECLARATION OF MARK F. GnJLlANO, ASSISTANT 
DIRECfOR, COUNTERTERRORISM DIVISION, FEDERAL BUREAU OF 

INVESTIGATION, DATED 7 SEPTEMBER 2011 
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MlLIT ARY COMMISSIONS TRIAL JUDICIARY 
GUANTANAMO BAY, CUBA 

UNITED STATES OF AMERICA 

v. 

KHALID SHAIKH MOHAMMAD, 
W ALID MUHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZl BINALSHIBH, 
ALI ABDUL AZIZ ALI, 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

PROTECTIVE ORDER #1 

To Protect Against Disclosure of 
National Security Infonnation 

_____ 2012 

Upon consideration of the submissions regarding the Government's motion for a 

protective order to protect classified infonnation in this case, the Commission finds that this case 

involves classified national security infonnation, including TOP SECRET I SENSITTVE 

COMPARTMENTED fNFQRMATION (SCI). the disclosure of which would be detrimental to 

national security, the storage, handling, and control of which requires special security 

precautions, and access to which requires a security clearance and a need-ta-know. "Accordingly. 

pursuant to authority granted under 10 U.s.c. §§ 949p-l to 949p-7, Rules for Military 

Commissions (R.M.C.) 701 and 806, Military Commission Rule of Evidence (M.C.R.E.) 505, 

Regulation for Trial by Military Commissions (R.T.M.C.) 17·3, and the general supervisory 

authority of the Commission, in order to protect the national security, and for good cause shown, 

the following Protective Order is entered. 

I. SCOPE 

I. This Protective Order establishes procedures applicable to all persons who have access to 

or come into possess ion of classified documents or infonnation in connection with this case, 
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regardless of the means by which the persons obtained the classi fied infonnation. These 

procedures apply to all aspects of pretrial , trial, and post-trial stages in this case, including any 

appeals, subject to modification by further order of the Commission. 

2. This Protective Order applies to all infonnation, documents, testimony, and material 

associated with thi s case that contain classified information, including but not limited to any 

classified pleadings. written discovery, expert reports, transcripts, notes, summaries, or any other 

material that contains, describes, or reflects classified information. 

3. Counsel are responsible for advising their clients, translators, witnesses, experts, 

consultants, support staff, and al l others involved with the defense or prosecution oftbis case, 

respectively, of the contents of this Protective Order. 

II. DEFINITIONS 

4. As used in thi s Protective Order, the term "Defense" includes any counsel for the 

Accused in this case and any employees, contractors, investigators, paralegals, experts, 

translators, support staff or other persons working on the behalf of the Accused or his counsel in 

this case. 

5. The term "Government" includes any counsel for the United States in this case and any 

employees, contractors, investigators, paralegals, experts, translators, support staff or other 

persons working on the behalf of the United States or its counsel in this case. 

6. The words "documents" and "information" include, but are not limited to, all written or 

printed matter of any kind, formal or informal, including originals, conforming copies and oon-

conforming copies, whether different from the original by reason of notation made on such 

copics or otherwise, and further include, but are not limited to: 
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a. papers, correspondence, memoranda, notes, letters, cables, reports, summaries, 

photographs, maps, charts, graphs, inter-office and intra-office communications, notations of any 

sort concerning conversations, meetings, or other communications, bulletins, teletypes, 

telegrams, facsimiles, invoices, worksheets, and drafts, alterations, modifications, changes, and 

amendments of any kind to the foregoing; 

b. graphic or oral records or representations of any kind, including, but not limited 

to: photographs, charts, graphs, microfiche, microfilm, videotapes, and sound or motion picture 

recordings of any kind; 

c. electronic, mechanical, or electric records of any kind, including, but not limited 

to: tapes, cassettes, disks, recordings, electronic mail, instant messages, films, typewriter ribbons, 

word processing or other computer tapes, disks or portable storage devices, and all manner of 

electronic data processing storage; and 

d. infonnation acquired orally. 

7. The tenns "classified national security information and/or documents," "classified 

information," and "classified documents" include: 

a. any classified document or infonnation that was classified by any Executive 

Branch agency in the interests of national security or pursuant to Executive Order, including 

Executive Order 13526, as amended, or its predecessor Orders, as "CONFIDENTIAL," 

"SECRET," "TOP SECRET," or additionally controlled as "SENSITIVE COMPARTMENTED 

INFORMATION (SeI)" and specifically designated by the United States for limited or restricted 

dissemination or distribution; 

b. any document or infonnation, regardless of its physical fonn or characteristics, 

now or fonnerly in the possession of a private party that was derived from United States 
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Government information that was classified, regardless of whether such document or information 

has subsequently been classified by the Government pursuant to Executive Order, including 

Executive Order 13526, as amended, or its predecessor Orders, as "CONFIDENTIAL," 

"SECRET," "TOP SECRET," or additionally controlled as "SENSITIVE COMPARTMENTED 

INFORMATION (SCI)"; 

c. verbal or non-documentary classified infonnation known to the Accused or the 

Defense; 

d. any document or information as to which the Defense has been notified orally or 

in writing that such document or information contains classified information. including. but not 

limited to the following: 

(i) documents or information that would reveal or lend to reveal details 

surrounding the capture of the Accused otber than the location and date; 

(ii) documents or infonnation that would reveal or tend to reveal the locations 

in which: Khalid Shaikh Mohammad (Mohammad) and Mustafa Ahmed Adam al Hawsawi 

(Hawsawi) were detained from the time of their capture on or about I March 2003 through 6 

September 2006; Walid Muhammad Salih Bin Attash (Bin Attash) and Ali Abdu l Aziz Ali (Ali) 

were detained from the time of their capture on or about 29 April 2003 through 6 September 

2006; and Ramzi Binalshibh (Binalshibh) was detained from the time of hi s capture on or around 

II September 2002 through 6 September 2006. 

(iii) documents or infonnation that refer or relate to the names, identities, and 

descriptions of any persons involved with the capture, transfer, detention, or interrogation of the 

Accused or specifi c dates regarding the same, from on or around the aforementioned capture 

dates through 6 September 2006; 
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(iv) documents or information that refer or relate to classified sources, 

methods, or activities used by the United States to acquire evidence or information, including 

information describing any interrogation techniques as applied to the Accused from on or around 

the aforementioned capture dates through 6 September 2006; 

(v) documents or information that refer or relate to the conditions of 

confinement of the Accused from on or around the aforementioned capture dates through 6 

September 2006; 

(vi) statements made by the Accused, which, due to these individuals' 

exposure to classified sources, methods, or activities of the United States, are presumed to 

contain information classified as TOP SECRET I SCI; and 

e. any document or information obtained from or related to a foreign government or 

dealing with matters of U.S. foreign policy, intelligence, or military operations, which is known 

to be closely held and potentially damaging to the national security oftbe United States or its 

allies. 

8. "National Security" means the national defense and foreign relations of the United States. 

9. "Access to classified information" means having authorized access to review, read, learn, 

or otbetwise come to know classified information. 

10. "Secure area" means a physical faci lity accredited or approved for the storage, handling, 

and control of classified information. 

11. "Unauthorized disclosure of classi fied information" means any knowing, willful, or 

negligent action that could reasonably be expected to result in a communication or pbysical 

transfer of classified information to an unauthorized recipient. Confirming or denying 

information, including its very existence. constitutes disclosing that information. 
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1II. COMMISSION SECURITY OFFICER 

12. A Commission Security Officer (CSO) has been appointed by the Commission for the 

purpose of providing security arrangements necessary to protect against unauthorized disclosure 

of any classi fied documents or information in connecti on with this case. The CSO is authorized 

to appoint Alternate Commission Security Officers (ACSOs) as necessary. All references to the 

CSO herein shall be deemed to refer also to any ACSOs appointed to this case. 

13 . The parties shall seek guidance from the CSO with regard to the appropriate storage, 

handling, and use of class ified information. The CSO shall consult with the original 

classification authority (OCA) of classified documents or information, as necessary, to address 

classification decisions or other related issues. 

14. The eso shall not reveal to any person, including the Government, the content of any 

conversations the CSO hears by or among the Defense, nor reveal the nature of documents being 

reviewed by the Defense or the work generated by the Defense, except as necessary to report 

violations of this Protective Order to the Commission after appropriate consultation with the 

Defense or to carry out duties pursuant to thi s Protective Order. Additionally, the presence of the 

CSO shall not operate as a waiver of any applicable privilcge under the Military Commissions 

Act. 10 U.S.C. § 9480, el seq. (M.CA), R.M.C., or M.C.R.E. 

IV. ACCESS TO CLASSIFIED INFORMA nON 

J 5. Without authorization from the Government, no member of the Defense, including 

defense witnesses, shall have access to classified information in connection with this case unless 

that person has: 
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a. received the necessary security clearance from the appropriate Department of 

Defense (000) authorities and signed an appropriate non-disclosure agreement, as verified by 

the CSO; 

b. signed the Memorandum of Understanding Regarding Receipt of Classified 

lnfonnation (MOU), attached to this Protective Order, agreeing to comply with the terms of thi s 

Protective Order; and 

c. a need-ta-know the classified infonnation at issue, as detcnnined by the DCA of 

that information. 

16. In order to be provided access to classified information in connection with this case, each 

member of the Defense shall execute the attached MOU, file the executed originals of the MOU 

with the Commission, and submit copies to the CSO and counsel for the Government. The 

execution and submission of the MOU is a condition precedent to the Defense having access to 

class ified information for the purposes of these proceedings. 

17. The substitution, departure, or removal of any member of the Defense, including defense 

witnesses, from this case for any reason shall not release that person from the provisions of this 

Protective Ordcr or the MOU executed in connection with this Protective Order. 

IS . Once the CSO verifies that counsel for the Accused have executed and submitted the 

MOU, and are otherwise authorized to receive classified information in connection with this 

case, the Government may provide classified discovery to the Defense, either directly or via the 

CSD, who will assist as necessary in ensuring the material is delivered to the Defense. 

19. All classified documents or information provided or obtained in connection with this case 

remain classified at the level designated by the DCA, unless the documents bear a clear 

indication thai they have been declassified . The person receiving the classified documents or 
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information, together with all other members of the Defense or the Government, respectively, 

shall be responsible for protecting the classified information from disclosure and shall ensure 

that access to and storage of the classified infonnation is in accordance with applicable laws and 

regulations and the teons of this Protective Order. 

20. No member of the Defense. including any defense witness, is authorized to disclose any 

classified information obtained during this case, outside the immediate parameters of these 

military commission proceedings. If any member of the Defense, the Accused, or any defense 

witness receives any summons, subpoena, or court order, or the equivalent thereof, from any 

United States or foreign court or on behalf of any criminal or civil investigative entity within the 

United States or from any foreign entity, the Defense, including defense witnesses, sbaH 

immediately notify the Commission, the CSO, and the Government so that appropriate 

consideration can be given to the matter by the Commission and the OCA of the materials 

concerned. Absent authority from the Commission or tbe Government, tbe Defense, the 

Accused, and defense witnesses are not authorized to disseminate or disclose classified materials 

in response to such requests. The Defense, the Accused, and defense witnesses and experts are 

not authorized to use or refer to any classified infonnation obtained as a result of their 

participation in commission proceedings in any other forum, or in a military commission 

proceeding involving another detainee. 

V. USE, STORAGE, AND HANDLING PROCEDURES 

21 . The Office of the Chief Defense Counsel, Office of Military Commissions, has approved 

secure areas in which the Defense may use, store, handle, and otherwise work with classified 

infonnation. The CSO shall ensure that such secure areas are maintained and operated in a 
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manner consistent with this Protective Order and as otherwise reasonably necessary to protect 

against the disclosure of classified information. 

22. All class ified information provided to the Defense, and otherwise possessed or 

maintained by the Defense, shall be stored, maintained, and used only in secure areas. Classified 

information may only be removed from secure areas in accordance with thi s Protective Order 

and applicable laws and regulations governing the handling and use of classified information. 

23. Consistent with other provisions of this Protective Order, the Defense shall have access to 

the classified information made availab le to them and shall be allowed to take notes and prepare 

documents with respect to such classified information in secure areas. 

24. The Defense shall not copy or reproduce any classified infonnation in any Conn. except 

in secure areas and in accordance with this Protective Order and applicable laws and regulations 

governing the reproduction of classified infonnation. 

25. All documents prepared by the Defense that are known or believed to contain classified 

infonnation- including, without limitation, notes taken or memoranda prepared by counsel and 

pleadings or other documents intended for filing wi th the Commission-shall be transcribed, 

recorded, typed, duplicated, copied, or otherwise prepared only by persons possessing an 

appropriate approval for access to such classified infonnation. Such activities shall take place in 

secure areas, on approved word processing equipment, and in accordance with procedures 

approved by the CSO. All sucb documents and any associated materials containing classified 

infonnation- such as notes, memoranda, drafts, copies, typewriter ribbons, magnetic recordings, 

and exhibits-shall be maintained in secure areas unless and until the CSO advises that those 

documents or associated materials are unclassified in their entirety. None of these materials shall 
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be disclosed to the Government unless authorized by the Commission, by counsel for the 

Accused, or as otherwise provided in this Protective Order. 

26. The Defense may discuss classified information only within secure areas and shall not 

discuss, disclose, or disseminate classified infonnation over any non-secure communication 

system, such as standard commercial telephones, office intercommunication systems, or non-

secure electronic mail. 

27. The Defense shall not disclose any classified documents or information to any person, 

including counsel in related cases of Guantanamo Bay detainees in military commissions or 

other courts (including, but not limited to, habeas proceedings), except those persons authorized 

by this Protective Order, the Commission, and counsel for the Government with the appropriate 

clearances and the need-Io-know that information. 

28. To the extent that the Defense is not certain of the classification of information it wishes 

to disclose, the Defense shall consult with the CSO for a determination as to its classification. In 

any instance in which there is any doubt as to whether information is classified, the Defense 

must consider the infonnation classified unless and until it receives notice from the CSO that 

such infonnation is not classified. 

29. Until further order of this Commission, the Defense sha ll not disclose to the Accused any 

classified information not previously provided by the Accused to the Defense, except where such 

information has been approved for release to the Accused and marked accordingly. 

30. Except as otherwise stated in this paragraph, and to ensure the national security of the 

United States, at no time, including any period subsequent to the conclusion of these 

proceedings, shall the Defense make any public or private statements disclosing any classified 

information accessed pursuant to this Protective Order, or otherwise obtained in connection with 
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this case, including the fact that any such information or documents are classified. In the event 

classified information enters the public domain without first being properly declassified by the 

United States Government, counsel are reminded that tbey may not make public or private 

statements about the information if the information is classified. (See paragraph 7 of this 

Protective Order for specific examples of information which remains classified even if it is in the 

public domain.) In an abundance of caution and to help ensure clarity on this matter, the 

Commission emphasizes that counsel shall not be the source of any classified information 

entering the public domain, nor should counsel comment on information which has entered the 

public domain but which remains classified. 

VI. PROCEDURES FOR FILING DOCUMENTS 

3 1. Any pleading or other document filed with the Commission in this case, which counsel 

know, reasonably should know, or are uncertain of whether the filing contains c lassified 

infonnation, shall be filed under sea) in accordance with the provisions of the M.C.A., R.M.C., 

M.e.R.E., R.T.M.C., and the Military Commissions Trial Judiciary Rules of Court applicable to 

filing class ified documents or information. Documents containing classified infonnation that is 

not at the TS/CODEWORD level shall be filed pursuant to the procedures specified for classified 

infonnation contained in the Trial Judiciary Rules of Court 3(IO)(d) to the extent that the 

material can be transmitted via the Secret Internet Protocol Router Network (SIPR). Information 

that is classified at the TS/CODEWORD level, including presumptively classified statements of 

the Accused that have not yet been determined to be unclassified by the appropriate Government 

agency, cannot be transmitted via SIPR and must be provided in hard eopy to the Chief Clerk of 

the Trial Judiciary. 
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32. Classified fi lings must be marked with the appropriate classification markings on each 

page, including classification markings for each paragraph. If a party is uncertain as to the 

appropriate classification markings for a document, the party shall seek guidance from the eso, 

who wi ll consult with the OCA of the infonnation or other appropriate agency. as necessary, 

regarding the appropriate classification. 

33. When filing classified documents or information under seal, the parties shall file the 

papers conta ining classified information wi th the Military Commiss ions Trial Judiciary Staff 

("Judiciary Staff') and provide notice of the classified filing to the other party. Once a filing is 

properly fi led, the eso for tbe Judiciary Staff shall promptly review the filing, and in 

consultation with the appropriate Government agencies, detennine whether the filing contains 

classified information and is marked appropriately. The Judiciary Staff shall then ensure the 

classified filing is promptly served on the other party (unl ess filed ex parte) and reflected in the 

fil ings inventory with an unclassified entry Doting that it was filed under seal. 

34. The CSO and Judic iary Staff shall ensure any classifi ed information contained in such 

filings is maintained under seal and stored in an appropriate secure area consistent with the 

hi ghest leve l of class ified information contained in the fi ling. All portions of any filed papers 

that do not contain c lassified information will be unsealed (unless filed in camera or ex parte) for 

inclusion in the public record. 

35. Under no circumstances may classified infonnation be filed in an unsealed fil ing. In the 

event a party believes that an unsealed filing contains classified information, the party shall 

immediately notify the eso and Judiciary Staff, who shall take appropriate action to retrieve the 

documents or information at issue. The filing will then be treated as containing classified 

infonnation unl ess and until the eso detennines otherwise. Nothing herein limits the 
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Government 's authority to take other remedial action as necessary to ensure the protection of the 

classified infonnation. 

36. Nothing herein requires the Government to disclose classified infonnation. Additionally, 

nothing herein prevents the Government from submitting classified infonnation to the 

Commission in camera or ex parte in these proceedings or entitles the Defense access to such 

submissions or infonnation. Except for good cause shown in the fil ing, the Government shall 

prov ide the Defense with notice on the date of the filing. 

VII. PROCEDURES FOR MILITARY COMMISSION PROCEEDINGS 

37. Except as provided herein, and in accordance with M.C.R. E. 505, no party shall disclose 

or cause to be disclosed any infonnation known or be lieved to be classified in connection with 

any hearing or proceeding in this case. 

A. Notice Requirements 

38. The parties must comply with all notice requirements under M .e .R.E. 505 prior to 

disclosing or introducing any classified infonnation in this case. 

39. Because all statements of the Accused are presumed to contain information 

c lassi fied as TOP SECRET I SCI, the Defense must prov ide notice in accordance with 

thi s Protective Order and M.C.R.E. 505(g) if the Accused intends to make statements or 

offer testimony at any proceeding. 

8. Closed Proceedings 

40. While proceedings shall generally be publicly held, the Commission may exclude the 

public from any proceeding, sua sponte or upon motion by either party. in order to protect 

infonnation the disclosure of which could reasonably be expected to damage national security. 

If the Commission closes the COUItroom during any proceeding in order to protect classified 
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information from disclosure, no person may remain who is not authorized to access classified 

information in accordance with this Protective Order, which the CSO shall verify prior to the 

proceeding. 

41 . No participant in any proceeding, including the Government. Defense, Accused, 

witnesses, and courtroom personnel, may disclose classified information, or any information that 

tends to reveal classified information, to any person nol authorized to access such classified 

information in connection with this casco 

C. Delayed Broadcast of Open Proceedings 

42. Due to the nature and classification level of the classified information in this case, 

including the classification of the Accused's statements, the Commission finds that to protect 

against the unauthorized disclosure of classified information during proceedings open to the 

public, it will be necessary to employ a forty·sccond dclay in the broadcast of the proceedings 

from the courtroom to the public gaUery. Should classified infonnation be disclosed during any 

open proceeding. this delay will allow the Military Judge, CSO, or Government to take action to 

suspend the broadcast- including any broadcast of the proceedings to locations other than the 

public gallery of the courtroom (e.g., any c1osed·circuit broadcast of the proceedings to a remote 

location}--so that the classified information will not be disclosed to members of the public. 

43. The broadcast may be suspended whenever it is reasonably believed that any person in 

the courtroom has made or is about to make a statement or offer testimony disclosing classified 

information. 

44. The Commission shall be notified immediately if the broadcast is suspended. In that 

event, and otherwise if necessary, the Commission may stop the proceedings to evaluate whether 

the information disclosed, or about to be disclosed, is classified information as defined in this 

Filed wlih T J 
26 April 2012 

Anachment e Appellate Exhibit 013- (KSM et al.) 
Paga 1 of 17 Page 1220f13O 

UNCLASSIFIEDIIFOR PUBLIC RELEASE 

APP. 38



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

Protective Order. The Commission may also conduct an in camera hearing to address any such 

disclosure of classified info rmation. 

D. Other Protections 

45 . During the examination of any witness, the Government may object to any question or 

line of inquiry that may require the witness to disclose classified information not found 

previously to be admissible by the Commission. Following such an objection, the Commission 

will determine whether the witness's response is admissible and, i[ so, may take steps as 

necessary to protect against the public di sclosure of any classified information contained therein . 

46. Classified information offered or admitted into evidence will remain classified at the 

level designated by the DCA and will be handled accordingly. All classified evidence offered or 

accepted during trial will be kept under seal, even if such evidence was inadvertently disclosed 

during a proceeding. Exhibits containing classified infonnation may also be sealed after trial as 

necessary to prevent disclosure of such classified infonnation. 

E. Transcripts 

47. Transcripts of all proceedings shall be redacted as necessary to prevent public disclosure 

of classified infonnation. The Clerk of the Military Commission, in conjunction with the CSO, 

shall ensure the transcripts of all proceedings are reviewed and redacted as necessary to protect 

any classi fied infonnation from public disclosure. An unclassified transcript of each proceeding 

shall be made available for public release. 

48. The Clerk of the Military Commission, in conjunction with the CSO, shall ensure that 

rranscripts containing classified infonnation remain under seal and are properly segregated from 

the unclassified portion of the transcripts, properly marked with the appropriate security 

markings, stored in a secure area, and handled in accordance with this Protective Order. 
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VlU. UNAUTHORIZED DISCLOSURE 

49. Any unauthorized disclosure of classified information may constitute a violation of 

United States criminal laws. Additionally. any violation of the terms of this Protective Order 

shall immediately be brought to the attention oftbe Commission and may result in disciplinary 

action or other sanctions, including a charge of contempt oflhe Commission and possible 

referral for criminal prosecution. Any breach of this Protective Order may also result in the 

termination of access to classified information. Persons subject to this Protective Order are 

advised that unauthorized disclosure, retention, or negligent handling of classified documents or 

information could cause damage to the national security of the United States or may be used to 

the advantage of an adversary of the United States or against the interests of the United States. 

The purpose of this Protective Order is to ensure that those authorized to receive classified 

information in connection with this case will never divulge that information to anyone not 

authorized to receive it, without prior written authorization from the OCA and in conformity 

witb this Order. 

50. The Defense shall promptly notify the CSO upon becoming aware of any unauthorized 

access to or loss, theft, or other disclosure of classified information, and shall take all reasonably 

necessary steps to retrieve such classified information and protect it from further unauthorized 

disclosure or .dissemination . The eso shall notify the Government of any unauthorized 

di sclosures of classified information so that the Government may take additional remedial 

measures as necessary to prevent further unauthorized access or dissemination. 

IX. DISPOSITION OF CLASSIFIED INFORMATION 

51. All classified documents and infonnation to which the Defense has access in this case are 

the property of the United States. Upon demand of the eso or the Government, the Defense 
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shall return any documenlS containing classified information in its possession which were 

obtained in discovery from the Government, or for which the Defense is responsible because of 

its access to classified information in connection with this case. 

52. Unless otherwise ordered or agreed, within sixty days after the final termination ofthjs 

action, including any appeals, the Defense shall , at its option, return or properly destroy all 

classified information in its possession in connection with this case, including all notes, abstracts, 

compi lations, summaries. or any other form or reproduction of classified information. The 

Defense is responsible for reminding any expert wi tnesses, non-testifying consu ltants, and all 

other persons working with the Defense of its obligation to rctum or destroy c lassified 

infonnation related to this case. The Defense shall submit written certification to the CSO and 

the Government by the sixty-day deadline confirming that all classified infonnatioD has been 

returned or destroyed as set forth in this Protective Order. 

x. SURVIVAL OF ORDER 

53. The tenns of this Protective Order and any signed MOU shall survive and remain in 

effect a fte r the termination of this case. 

54. This Protective Order is entered without prejudice to the right of the parties to seek such 

additional protections, or exceptions to those stated hcrein, as they deem necessary. 

DATED: ____________ __ 
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MILITARY COMMISSIONS TRIAL JUDICIARY 
GUANTANAMO BAY, CUBA 

UNITED STATES OF AMERICA 

v. 

KHALlD SHAIKH MOHAMMAD; 
WALlD MUHAMMAD SALm 

MUBARAK BIN ATTASH; 
RAMZI BINALSHIBH; 
ALI ABDUL AZIZ ALI; 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Memorandum of Understanding 
Regarding the Receipt of Classified 

lnformation 

I, _______ ________ , [print or type full name] , have been provided 

a copy of and have read Protective Order # 1 relating to the protection of classified information in 

the above-captioned case, and agree to be bound by the terms arthat order. I understand that in 

connection with this case J will receive classi fied documents and information that are protected 

pursuant to both the terms of the Protective Order and the applicable laws and regulations 

governing the use, storage, and handling of classified information. I also understand that the 

classified documents and information are the property of the United States and refer or relate to 

the national security of the United States. 

I agree that I will not use or disclose any classified documents or information, except in 

strict compliance with the provisions of the Protective Order and the applicable laws and 

regulations governing the usc, storage, and handling of classi fied information. I have further 

familiarized myself with the statutes, regulations, and orders relating to the unauthorized 

disclosure of classified information, espionage, and other related criminal offenses, including but 
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not limited to 50 U.S.C. § 421 ; 18 U.s.C. § 641; 18 U.S.c. § 793; 50 U.S .C. § 783; and 

Executive Order 13526. 

I agree to take all reasonable precautions to prevent any unauthorized use or disclosure of 

any classified documents or information in my possession or control. I understand that failure to 

comply with this Memorandum of Understanding Regarding the Receipt of Classified 

[nformation (MOU) or any protective order entered in this case could result in sanctions or other 

consequences, including criminal consequences. I understand that the terms of this MOV shall 

survive and remain in effect after the termination of this case, and that any termination of my 

involvement in this case prior to its conclusion will not relieve me from the tenns of this MOV 

or any protective order entered in the case. 

I make the above statements under penalty of perjury. 

Signature 

Witness 

Witness 
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MILITARY COMMISSIONS TRlAL JUDICIARY 
GUANTANAMO BAY, CUBA 

UNITED STATES OF AMERlCA 

v. 

KHALID SHAIKH MOHAMMAD; 
WALID MUHAMMAD SALlH 

MUBARAK BIN ATTASH; 
RAMZI BINALSHlBH; 
ALI ABDUL AZIZ ALI; 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

ORDER 

_ _ _ April 2012 

Upon consideration of the Government's request to maintain UNDER SEAL the 

classified declarations of: David H. Petraeus, Director, Central Intelligence Agency, dated 7 

April 2012; Information Review Officer, Central Lntelligence Agency. dated 12 April 2012; 

General Douglas M. Fraser, United States Air Force, Commander, United States Southern 

Command, dated 24 October 2011; Mark F. Guiliano, Assistant Director, Counterterrori sm 

Division, Federal Bureau of Investigation, dated 7 September 2011 , (the «Declarations"), and 

pursuant to the Commission's authority under the Military Commissions Act 0[2009, 10 U.S.C. 

§ 948a, et. seq., Rule for Military Commissions 806, Military Commission Rules of Evidence 

104, 505-507, and the general supervisory authority of the Commission; 

IT IS HEREBY ORDERED that the Declarations contain classified and sensitive but 

unclassified infonnation that, if publicly released, could reasonably be expected to damage 
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national security and threaten the safety of individuals, and shall therefore be kept UNDER 

SEAL. 

SO ORDERED: 

DATED: ____________ __ 

Filed with T J 
26 April 2012 

James L. Pohl 
COL, lA, USA 
Military Judge 
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CERTIFICATE OF SERVICE 

I certify that on the 26 day of April 2012, I filed AE 013, the Government's Motion To Protect 
Against Disclosure of National Security Information with the Office of Military Commissions 
Trial Judiciary and I served a copy on counsel of record. 
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Joanna Baltes 
Deputy Trial Counsel 
Office of the Chief Prosecutor 
Office of Military Commissions 
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Military Commissions Trial Judiciary
Guantanamo Bay, Cuba

UNITED STATES OF AMERICA

v.

KHALID SHAIKH MOHAMMAD,
WALID MUHAMMAD SALIH MUBARAK

BIN ‘ATTASH,
RAMZI BINALSHIBH,
ALI ABDUL AZIZ ALI ,
MUSTAFA AHMED ADAM AL-HAWSAWI

Motion of the
American Civil Liberties Union

for Public Access to Proceedings and
Records

May 2, 2012

1. Timeliness. There is no established timeframe for the filing of this motion in the

Rules of Court (“RC”) or the 2011 Regulation for Trial by Military Commission

(“Regulation”).

2. Relief Sought. The American Civil Liberties Union and the American Civil Liberties

Union Foundation (together, the “ACLU”), respectfully request that this Military

Commission grant the public meaningful access to the proceedings against Khalid Shaikh

Mohammad, Walid Muhammad Salih Mubarak Bin ‘Attash, Ramzi Binalshibh, Ali

Abdul Aziz Ali, and Mustafa Ahmed Adam Al-Hawsawi, as required by the Constitution

and the Military Commissions Act. Specifically, the ACLU, on behalf of itself and its

members, challenges the portions of the U.S. government’s proposed protective order that

would permit the government to suppress defendants’ statements about their detention

and treatment, including torture and other abuse, in U.S. custody. The ACLU requests

that this Commission deny the government’s request: (1) to prevent the public, press, and

trial observers from hearing the defendants’ statements concerning their personal

knowledge of their detention and treatment in U.S. custody; and (2) for a 40-second delay
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in the audio feed of the commission proceedings to the public, press and trial observers.

If the Commission grants the government’s request for a 40-second audio delay, the

ACLU alternatively requests that the Commission order the public release of unredacted

transcripts containing the defendants’ statements on an expedited basis to minimize the

infringement on the public’s right of contemporaneous access to the proceedings.

3. Overview. Both the Constitution and the Military Commissions Act of 2009

(“MCA”) recognize the public’s presumptive right of access to all proceedings and

records of this historic military commission. That right of access may only be overcome

if there is a countervailing interest of “transcendent” importance, a standard that the

government’s extraordinary and draconian proposed restrictions cannot meet. The

government asks this Commission to suppress as presumptively classified the defendants’

every utterance concerning their personal knowledge of their detention and abuse in CIA

custody. It also asks the Commission to suppress as classified the defendants’ personal

knowledge of their detention and treatment by the Department of Defense. Based on

these improper classification claims, the government seeks a 40-second time delay for the

audio feed of these proceedings. That delay renders the proceedings presumptively

closed by withholding from the public, media, and observers, at the press of a button, any

access to detainees’ personal accounts of their detention and mistreatment.

In order to adjudicate whether the government’s proposed restrictions on the

public’s right to hear defendants’ statements satisfies the First Amendment’s strict

scrutiny standard, this court must determine whether the government may properly

classify defendants’ statements. The government cannot. It has no legal authority to

classify defendants’ statements containing their personal knowledge of the detention and

Filed with TJ 
2 May 2012

Appellate Exhibit 013A- (KSM et al.) 
Page 2 of 36

UNCLASSIFIED 
FOR PUBLIC RELEASE

UNCLASSIFIED 
FOR PUBLIC RELEASE

APP. 48



3

treatment, including torture, to which they were subjected in U.S. custodyinformation

that defendants acquired by virtue of the government forcing it upon them. In addition,

the President of the United States has banned the illegal CIA interrogation techniques to

which the defendants were subjected and closed the secret facilities at which they were

held. The government’s suppression of defendants’ statements about techniques and

detention that are banned and prohibited by lawand that, accordingly, cannot be

legitimately employed in the futureis not justified by the government’s interest in

protecting legitimate methods, and thus fails strict scrutiny as well. Finally, it is the very

antithesis of the narrow tailoring required by the First Amendment for the government to

categorically gag defendants when copious details about the CIA’s use of torture and

coercive techniques, including on the defendants, have been disclosed publicly in official

government documents and other reports and press accounts.

The eyes of the world are on this Military Commission, and the public has a

substantial interest in and concern about the fairness and transparency of these

proceedings. This Commission should rejectand not become complicit withthe

government’s improper proposals to suppress the defendants’ personal accounts of

government misconduct.

4. Burden of Proof. As the party advocating restrictions on the public’s right of access

to these proceedings, the government bears the burden of meeting the First Amendment’s

strict scrutiny test by showing that public access poses a direct threat to an overriding

governmental interest. See Press-Enterprise Co. v. Superior Court, 464 U.S. 501, 510

(1984) (“Press-Enterprise I”); Press-Enterprise Co. v. Superior Court, 478 U.S. 1, 15

(1986) (“Press-Enterprise II”); Lugosch v. Pyramid Co. of Onodaga, 435 F.3d 110,
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12324 (2d Cir. 2006); ABC, Inc. v. Stewart, 360 F.3d 90, 106 (2d Cir. 2004); Wash. Post

v. Robinson, 935 F.2d 282, 288 (D.C. Cir. 1991).

5. Statement of Facts. On May 5, 2012, five men accused of involvement in the

September 11th attacks will be arraigned before this Military Commission on capital

charges of murder, conspiracy, and other terrorism offenses. This Commission has

recognized that “due to the serious nature of the crimes alleged and the historic nature of

military commissions, there is significant public interest in the Commission

proceedings.” Order, Government Mot. for Public Access to Open Proceedings of this

Military Commission, Apr. 26, 2012 (AE 007B) at 1.

On April 26, 2011, the government filed with this Commission a Motion to

Protect Against Disclosure of National Security Information (AE 013). That motion has

not yet been made public, but the ACLU expects that it or another government motion to

be filed and/or made public on or before May 5 will apply to the May 5 arraignment and

all other proceedings, and is or will be similar in sum and substance to the government’s

motion for a protective order in United States v. Al-Nashiri, filed on October 28, 2011 as

AE 013 in that case (“Gov’t Al-Nashiri Mot.”).

Based on the government’s filing in the Al-Nashiri Commission and the positions

it has taken in its previous prosecution of these defendants,1 the government has asked or

1 On June 4, 2008, the day before defendants’ first arraignment, the government requested (AE 032B) and
the Commission judge granted (AE 032A) a protective order “treating” defendants’ statements as
presumptively classified based on the judge’s finding that the defendants had “been exposed to information
that the U.S. government continues to protect as properly classified.” AE 032A ¶¶ 24, 26. The protective
order permitted a 20-second audio feed delay. ¶¶ 2737. At the arraignment, the audio feed was cut off
and the arraignment transcript redacted when defendant Binalshibh began to discuss his detention at CIA
black sites and conditions at Guantanamo, and when defendant Mohammad mentioned waterboarding and
“actions” taken against him in 2005 (when he was in CIA custody). A full list of redactions of the
defendants’ statements at the 2008 arraignment is available at
http://www.mc.mil/CASES/MilitaryCommissions.aspx.
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will ask this Commission to issue a protective order accepting the government’s claim

that any statements made by the defendants concerning their “exposure” to the Central

Intelligence Agency’s (“CIA”) detention and interrogation program are presumptively

classified and must be kept from the public. The government has also asked or will ask

the Commission to accept its assertion that defendants’ statements concerning their

personal knowledge and experience of their imprisonment and treatment in Department

of Defense (“DOD”) custody are classified and must be suppressed. Based on these

claims, the government has requested or will request that the Commission order a 40-

second delay in the audio feed the government makes available to the public, media, and

representatives of non-governmental organizations who observe the tribunal either via

closed-circuit video or in a soundproof viewing room separated from the courtroom by a

panel of sound-proof glass. The 40-second delay will permit a courtroom security

official to cut off the audio feed whenever the defendants describe their detention and

interrogation in U.S. custody.

The ACLU files this motion constrained by the lack of a public government filing

that it can timely challenge before the May 5 arraignment and, therefore, the ACLU’s

legal arguments are based on the government’s motion for a protective order in the Al-

Nashiri case and filings in the previous Commission prosecution of these defendants.

The ACLU reserves the right to supplement its motion once the government’s motion for

a protective order in this prosecution is made public.

6. Legal Basis for Relief Requested. The public’s right of access to the proceedings of

this tribunal is mandated by the Constitution of the United States and expressly granted

by the MCA. The government has no legitimate basis under the First Amendment or the
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MCA to limit that access by presumptively and categorically designating the defendants’

speech, based on their personal knowledge of the government’s detention and

interrogation regime, as classified. The ACLU has standing to seek access to these court

proceedings under the Constitution and regulations promulgated by the Department of

Defense pursuant to the MCA.2

A. The First Amendment Protects the Public’s Right of Meaningful Access to
Proceedings and Records of Adjudicative Military Tribunals.

1. The First Amendment Right of Access Extends to Military Commissions.

The First Amendment “protects the public and the press from abridgement of their

rights of access to information about the operation of their government.” Richmond

Newspapers, Inc. v. Virginia, 448 U.S. 555, 584 (1980) (Stevens, J., concurring)

(recognizing First Amendment right of public access to criminal trials); Globe

Newspaper, 457 U.S. at 60406 (same); Press-Enterprise I, 464 U.S. at 50810, 513

(recognizing First Amendment right of public access to voir dire proceedings); Press-

Enterprise II, 478 U.S. at 10 (same as to preliminary hearings in a criminal prosecution).

The scope of this constitutional right was first defined by the U.S. Supreme Court in

Richmond Newspapers, a case involving access to a criminal trial that the State of

Virginia had conducted entirely in secret. Although a Virginia statute specifically granted

the trial judge discretion to conduct a secret trial, the Supreme Court held that the First

2 Globe Newspaper Co. v. Superior Court, 457 U.S. 596, 609 n.25 (1982) (“[R]epresentatives of the press
and general public ‘must be given an opportunity to be heard on the question of their exclusion.’”); Phoenix
Newspapers, Inc. v. U.S. Dist. Court, 156 F.3d 940, 949 (9th Cir. 1998) (requiring court to “provide
sufficient notice to the public and press to afford them the opportunity to object or offer alternatives. If
objections are made, a hearing on the objections must be held as soon as possible.”); see also Nixon v.
Warner Communications, Inc., 435 U.S. 589, 59798 (1978). Moreover, the ACLU has been recognized as
a “national organization” by the Office of the Secretary of Defense under the Rules for Military
Commissions 806(a), and has standing to assert its rights under statutory and constitutional law for access
to the proceedings. The 2011 Regulation for Trial by Military Commission specifically permits a third
party, like the ACLU, to challenge whether information presented in these proceedings “may be released to
the public.” Regulation 19-3(c) and (d).
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Amendment created an affirmative, enforceable constitutional right of access to certain

government proceedings, such as a criminal trial.3

The public’s right of access exists where government proceedings and

information historically have been available to the public, and public access plays a

“significant positive role” in the functioning of government. E.g., Globe Newspaper, 457

U.S. at 60507; Press-Enterprise II, 478 U.S. at 89; Wash. Post, 935 F.2d at 28792.

Under the “experience” and “logic” analysis applied by the Supreme Court, the right of

access “has special force” when it carries the “favorable judgment of experience,” but

what is “crucial” in deciding where an access right exists “is whether access to a

particular government process is important in terms of that very process.” Richmond

Newspapers, 448 U.S. at 589 (Brennan, J., concurring); see also Globe Newspaper, 457

U.S. at 60506; Press-Enterprise II, 478 U.S. at 89; United States v. Simone, 14 F.3d

833, 837 (3d Cir. 1994); Capital Cities Media, Inc. v. Chester, 797 F.2d 1164, 1173 (3d

Cir. 1986).4

Based upon the same experience and logic tests, a First Amendment right of

public access also attaches to proceedings of adjudicative military tribunals, including

military commissions. See, e.g., United States v. Anderson, 46 M.J. 728, 729 (A. Ct.

Crim. App. 1997) (per curiam) (absent adequate justification clearly set forth on the

record, “trials in the United States military justice system are to be open to the public”);

3 See Richmond Newspapers, 448 U.S. at 577 (Burger, J.) (the right of access is “assured by the
amalgam of the First Amendment guarantees of speech and press” and their “affinity to the right of
assembly”); id. at 585 (Brennan, J., concurring) (First Amendment secures “a public right of access.”).
4 While this right has most frequently been asserted to compel access to judicial proceedings and
documents, the right also applies to proceedings and information in the executive and legislative branches.
E.g., Detroit Free Press v. Ashcroft, 303 F.3d 681, 69596, 700 (6th Cir. 2002) (right of access to
executive branch deportation proceedings); Soc’y of Prof’l Journalists v. Sec’y of Labor, 616 F. Supp. 569,
57475 (D. Utah 1985) (administrative hearing), vacated as moot, 832 F.2d 1180 (10th Cir. 1987).
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see also ABC, Inc. v. Powell, 47 M.J. 363, 366 (C.A.A.F. 1997) (First Amendment right

of public access applies to investigations under Art. 32); United States v. Travers, 25 M.J.

61, 62 (C.M.A. 1987) (First Amendment right of public access extends to courts-martial);

United States v. Hershey, 20 M.J. 433, 436 & 438 n.6 (C.M.A. 1985) (same); United

States v. Scott, 48 M.J. 663, 665 (A. Ct. Crim. App. 1998) (same); United States v. Story,

35 M.J. 677, 677 (A. Ct. Crim. App. 1992) (per curiam) (same).

Historical Experience. Our nation has a well-established tradition of public

access to adjudicative military tribunals. William Winthrop, the “Blackstone of Military

Law” (Reid v. Covert, 354 U.S. 1, 19 n.38 (1957) (plurality opinion)), described in his

classic military law opus a history of open proceedings that dates back centuries.

William Winthrop, Military Law and Precedents 16162 (rev. 2d ed. 1920) (“Winthrop”)

(“Originally, (under the Carlovingian Kings,) courts-martial . . . were held in the open

air, and in the Code of Gustavus Adolphus . . . criminal cases before such courts were

required to be tried ‘under the blue skies.’ The modern practice has inherited a similar

publicity.”). Based on this long tradition of access, military courts recognized the right to

public access to trials even before the Supreme Court recognized the First Amendment

right of public access to criminal proceedings in Richmond Newspapers. United States v.

Brown, 22 C.M.R. 41, 48 (C.M.A. 1956), overruled, in part, on other grounds by United

States v. Grunden, 2 M.J. 116, 116 (C.M.A. 1977); see also Hamdan v. Rumsfeld, 548

U.S. 557, 617, 623 (2006) (“[T]he procedures governing trials by military commission

historically have been the same as those governing courts-martial.”).

History’s lesson is clear: almost without exception, the thousands of military

commissions held during wartime in our nation’s history have been conducted publicly.
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Ex. A (Decl. of David Glazier ¶ 4, Apr. 30, 2011) (“Evidence of the openness of military

commissions can be found in the publicly available descriptions of virtually every

historically significant military commission trial, including those of Lambden Milligan

[sic], John Y. Beall, and the Lincoln assassination conspirators in the Civil War; the

Dakota Sioux and Modoc Indian trials, and scores of war crimes trials in the aftermath of

World War II.”). It is also clear that secrecy in military commissions is the exception,

one that history judges harshly:

The one well-known historical anomaly, a closed military commission
trial, took place in the Quirin case. That case concerned eight Nazi
saboteurs who crossed the Atlantic in German U-boats [and landed in the
United States]. . . . Some commentators have noted it may have been
closed to avoid embarrassment to the U.S. government over its perceived
incompetence in preventing the landings and the subsequent interagency
bungling . . . . What is clear, however, is that the secrecy of the proceeding
contributed to what is widely acknowledged as the tarnished legacy of that
case.

Id. ¶ 5. 5

Policies Advanced by Public Access. The logic prong of the Supreme Court’s

test for public access is unquestionably met here because of the “historic nature” of the

proceedings against the defendants and the public’s interest in the fairness and

transparency of these proceedings. There is also substantial public and press interest in

the circumstances of the defendants’ capture and the legality of their detention and

interrogation in U.S. custody. See Richmond Newspapers, 448 U.S. at 56971 (the

interests advanced by open adjudicatory criminal proceedings include (1) ensuring that

5 It is now widely believed that the “real reason President Roosevelt authorized these military tribunals [in
Quirin] was to keep evidence of the FBI’s bungling of the case secret.” Department of Justice Oversight:
Preserving Our Freedoms While Defending Against Terrorism: Hearings Before the Senate Comm. on the
Judiciary, 107th Cong. 377 (2001) (statement of Neal Katyal, Visiting Professor, Yale Law School, and
Professor of Law, Georgetown University), available at
http://scholarship.law.georgetown.edu/cgi/viewcontent.cgi?article=1095&context=cong.
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proper procedures are being followed; (2) discouraging biased decisions; (3) providing an

outlet for community hostility and emotion; (4) ensuring public confidence in a trial’s

results through the appearance of fairness; and (5) inspiring confidence in government

through public education regarding the methods followed and remedies granted by

government). Our nation’s courts recognize that the truth, no matter how ugly, is better

aired than concealed, and that the legitimacy of adjudicatory tribunals is undermined by

secrecy.

Thus, just as with civilian judicial proceedings, military courts recognize that an

open military proceeding “reduces the chance of arbitrary or capricious decisions and

enhances public confidence,” which would “quickly erode” if proceedings are arbitrarily

closed. Scott, 48 M.J. at 665 (citations and internal quotation marks omitted); see also

Anderson, 46 M.J. at 731 (same). Indeed, even before the Supreme Court recognized the

right of access to criminal proceedings in Richmond Newspapers, the Court of Military

Appeals had identified the functional benefits of public proceedings: (1) improving the

quality of testimony; (2) curbing abuses of authority; and (3) fostering greater public

confidence in the proceedings. See Brown, 22 C.M.R. at 4548; Hershey, 20 M.J. at 436;

see also United States v. Hood, 46 M.J. 728, 731 n.2 (A. Ct. Crim. App. 1996). Whether

this adjudicative military commission is seen as legitimate and inspires public confidence

depends in part on the openness of the proceedings it holds.

2. The Presumption of Public Access Can Only Be Overcome by An
Overriding Interest That is Narrowly Tailored.

The public’s constitutional right of open access to these military commission

proceedings can be overcome only if there is a countervailing interest of “transcendent”

importance. Richmond Newspapers, 448 U.S. at 581; Press-Enterprise Co. II, 464 U.S.
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at 510. The adjudicatory tribunals of the military branches apply this same standard. As

explained in Hershey, “the party seeking closure must advance an overriding interest that

is likely to be prejudiced [by openness]; the closure must be narrowly tailored to protect

that interest; the trial court must consider reasonable alternatives to closure; and it must

make adequate findings supporting the closure to aid in review.” 20 M.J. at 436; see also

Anderson, 46 M.J. at 729 (“[T]he military judge placed no justification on the record for

her actions. Consequently, she abused her discretion in closing the court-martial.”);

Scott, 48 M.J. at 665. If access is to be denied, judicial findings on the need for closure

or sealing must be entered as written findings of fact, made with sufficient specificity to

allow appellate review. Press-Enterprise II, 478 U.S. at 910, 14.

B. The Military Commissions Act and its Implementing Regulations
Require Meaningful Public Access to All Commission Proceedings.

In adopting the Military Commissions Act in 2006 and again in 2009, Congress

recognized that it is critically important for these criminal proceedings to be conducted in

the open so their validity is accepted by the public. Pub. L. No. 109-366, 120 Stat. 2600

(2006) (codified as amended 10 U.S.C. §§ 949950 (2009)) (“MCA”). The MCA thus

expressly mandates access by “the public” to all “proceedings” of any military

commission, unless specifically delineated exceptions are found to apply. 10 U.S.C. §

949d(c)(1).

The statutory right of access is recognized and implemented in both the 2011

Regulation for Trial by Military Commissions and the 2010 Manual for Military

Commissions (“Manual”) containing the 2010 Rules for Military Commissions (“2010

RMC”). See Regulation 19-6 (“The proceedings of military commissions shall be public

to the maximum extent practicable.” (emphasis added)); 2010 RMC 806(a) (“[M]ilitary
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commissions shall be publicly held.” (emphasis added)). The MCA and its implementing

regulations make clear that the public’s right of access extends beyond the “trial” to all

aspects of the “proceeding” against an accused. 10 U.S.C. § 949d(c). Under the

Regulation, the right of access applies “from the swearing of charges until the completion

of trial and appellate proceedings or any final disposition of the case.” Reg. MC 19-2.

Motions, rulings, and summaries of Rule 802 conferences are all required to be part of

the Record of Trial, and thus expressly subject to the right of access. The 2010 Manual

also identifies pre-trial motions as being among the “proceedings” that a judge controls.

C. This Commission Must Adjudicate the Propriety of the Government’s
Proposed Categorical Classification of Defendants’ Statements.

This Commission must review the government’s proposed categorical

classification of defendants’ statements about their detention and mistreatment under the

First Amendment’s strict scrutiny standard, and make specific factual findings on the

record before permitting any national-security-related closure. Grunden, 2 M.J. at 121

(“The blanket exclusion of the spectators from all or most of a trial . . . has not been

approved . . . nor could it be absent a compelling showing that such was necessary to

prevent the disclosure of classified information.”); see also Richmond Newspapers, 448

U.S. at 581; Globe Newspaper, 457 U.S. at 60607; Press-Enterprise II, 478 U.S. at 13-

14. The MCA supports this demanding standard, permitting this Court to deny public

access to the proceedings “only upon making a specific finding that such closure is

necessary to — (A) protect information the disclosure of which could reasonably be

expected to cause damage to the national security, including intelligence or law

enforcement sources, methods, or activities; or (B) ensure the physical safety of

individuals.” 10 U.S.C. § 949d(c)(2) (emphases added).
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Only the Military Commission judge, and not the government, may make the

decision to limit public access to these commission proceedings. 10 U.S.C. § 949d(c)

(“The military judge may close to the public all or part of the proceedings of a military

commission under this chapter.” (emphasis added)). Part of the military judge’s

obligation in ruling on a government request to close proceedings is assessing whether

purportedly classified information is in fact properly classified. Grunden, 2 M.J. at 122–

23 & n.14 (“Before a trial judge can order the exclusion of the public on this basis, he

must be satisfied from all the evidence and circumstances that there is a reasonable

danger that presentation of these materials before the public will expose military matters

which in the interest of national security should not be divulged.”); 6 see also 10 U.S.C. §

949d(c)(2).

The government may argue that MCA Sections 949p-1(a) and (c) bar this

Commission from independently determining the propriety of the government’s decision

to classify the defendants’ personal knowledge of their detention and treatment. The

Commission should reject any such argument, and has three grounds on which to do so.

First, the Commission should find that Section 949p-1(a) permits it to determine

that only properly classified information may be withheld from the public, and thus that

the military judge has the authority to review the government’s classification decisions. 7

This is what the term “classified information” in the statute clearly requires; it is

6 Although Grunden was decided under the Sixth Amendment right to a public trial, the considerations and
procedures set forth in the opinion apply equally to First Amendment right-of-access challenges. See
Powell, 47 M.J. at 365 (“[W]hen an accused is entitled to a public hearing, the press enjoys the same right
and has standing to complain if access is denied.”).
7 MCA Section 949p-1(a) reads:

Classified information shall be protected and is privileged from disclosure if disclosure would be
detrimental to the national security. Under no circumstances may a military judge order the
release of classified information to any person not authorized to receive such information.
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elementary that in order to designate information as classified, the government must

properly adhere to the requirements of the relevant executive order. See Exec. Order No.

13,526, 75 Fed. Reg. 707 § 1.1(a) (Dec. 29, 2009). This reading would avoid conflict

with the military judge’s constitutional obligation to adjudicate whether the government’s

classification decisions constitute a “transcendent” interest that overrides the public’s

First Amendment right of access. See Gomez v. United States, 490 U.S. 858, 864 (1989)

(“It is our settled policy to avoid an interpretation of a federal statute that engenders

constitutional issues if a reasonable alternative interpretation poses no constitutional

question.”).

Second, the Commission should find that a plain text reading of Section 949p-1(c)

limits its application to evidence presented by the government. 8 The plain language of

Section 949p-1(c) constrains only the military judge’s power to review a decision not to

declassify evidence submitted by the prosecution at trial, not information presented by the

defense, including statements of the accused.9 Indeed, the provision makes no mention of

the defense or the accused. Thus, the military judge’s authority to scrutinize strictly the

government’s purported classification of information that is within the personal

knowledge of the defendants is unaffected by Section 949p-1(c). This plain text reading

also avoids any conflict with the military judge’s obligation to determine whether the

8 MCA Section 949p-1(c) reads:

Trial counsel shall work with the original classification authorities for evidence that may be used
at trial to ensure that such evidence is declassified to the maximum extent possible, consistent with
the requirements of national security. A decision not to declassify evidence under this section shall
not be subject to review by a military commission or upon appeal.

9 The ACLU does not concede that this reading of Section 949p-1(c) is a constitutionally permissible
restriction on the judge’s authority with respect to classified information the government seeks to offer at
trial, but this Commission need not reach this issue in order to decide the instant motion.
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government’s classification decisions may override the public’s First Amendment’s right

of access.

Third, and in the alternative, if this Commission were to find that Sections 949p-

1(a) and (c) bar it from reviewing the propriety of the government’s proposed

classification of defendants’ statements, it must find those provisions unconstitutional as

applied. That is because, read as a complete bar, the provisions would unconstitutionally

prevent the military judge from fulfilling his mandate to preserve the public’s First

Amendment right of access to proceedings and to close proceedings only when necessary

to protect properly classified national security information. The military judge has the

authority to strike down the provisions under well-established civilian and military

precedent.

It is a fundamental tenet of our constitutional system that federal statutes that are

inconsistent with the Constitution and the Bill of Rights are invalid, and that courts have

the power to hold statutes unconstitutional on their face or as applied. See Marbury v.

Madison, 5 U.S. (1 Cranch) 137 (1803). There is no question that a federal court faced

with provisions analogous to Sections 949p-1(a) and (c) would be empowered to find

them unconstitutional as applied. Federal courts routinely consider the impact of the First

Amendment on federal statutory and regulatory schemes dealing with control and release

of classified information. See, e.g., Wilson v. CIA, 586 F.3d 171, 183–84 (2009)

(evaluating constitutionality of government pre-publication review of book by former

CIA employee); Doe v. Gonzales, 500 F. Supp. 2d 379, 411 (S.D.N.Y. 2007), affirmed in

part and reversed in part sub nom John Doe, Inc. v. Mukasey, 549 F.3d 861 (2d Cir.

2008) (“Congress cannot legislate a constitutional standard of review that contradicts or
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supercedes what the courts have determined to be the standard applicable under the First

Amendment for that purpose.”).

Military courts, no less than civilian courts, have the power to invalidate federal

statutes or their specific provisions on constitutional grounds. In United States v.

Matthews, 16 M.J. 354 (C.M.A. 1983), the Court of Military Appeals (“CMA”) squarely

rejected the prosecution’s argument that, because it was a military court constituted under

Article I of the Constitution, it lacked authority to rule on the constitutionality of

provisions of the Uniform Code of Military Justice. The CMA noted that there is no

absolute bar on Article I courts adjudicating the constitutionality of statutes, and that

military courts’ exercise of their judicial power includes the power to declare statutes

unconstitutional. Id. at 364–66. It further explained that Congress is empowered by

Article I of the Constitution to establish military courts, “with judges who are sworn to

uphold the Constitution,” and it would be “anomalous” if Congress could not “authorize

those judges to refuse to enforce statutes which they determine are unconstitutional.” Id.

at 366. Indeed, the CMA held that precluding military judges from deciding

constitutional issues “would itself raise the constitutional question whether a judge—even

one appointed under Article I, rather than under Article III—could be required by oath to

support the Constitution of the United States, see U.S. Const. art. VI, but at the same time

be forced to make decisions and render judgments based on statutes which he concluded

were contrary to that Constitution.” Id.; see also U.S. Navy-Marine Corps. Court of

Military Review v. Carlucci, 26 M.J. 328, 332 (C.M.A. 1988); United States v. Graf, 35

M.J. 450, 461–66 (C.M.A. 1992).10 Military courts also routinely consider whether

10 Inferior military courts also have the power to review the constitutionality of statutes, and frequently do
so. See, e.g., United States v. Turner, 30 M.J. 1276, 1277–83 (N-M.C.M.R. 1990); United States v. Herd,
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federal statutes are unconstitutional as applied. See, e.g., United States v. Wilson, 66 M.J.

39, 50–51 (C.A.A.F. 2008) (“[T]his Court may decide to hold the statute unconstitutional

as applied in certain circumstances . . . .”); United States v. Gorski, 47 M.J. 370, 371

(C.A.A.F. 1997); United States v. Lumagui, 31 M.J. 789, 790 (A.F.C.M.R. 1990); United

States v. Stratton, 2012 WL 244062, at *1 (N-M. Ct. Crim. App. Jan. 26, 2012).

This Commission is empowered to declare Sections 949p-1(a) and (c)

unconstitutional as applied for the same reasons that judges presiding over other courts in

the military justice system could do so. Cf. Matthews, 16 M.J. at 366 (military judges are

judicial officers who are “required by oath to support the Constitution of the United

States”). Accordingly, if this Commission interprets Sections 949p-1(a) and (c) to

preclude it from reviewing the propriety of the government’s classification claims in

deciding whether to limit the public’s right to open commission proceedings, the

provisions are an unconstitutional infringement on the First Amendment and must be

ruled as such.

D. There is No Legitimate Basis for the Government’s Categorical Suppression
of Defendants’ Statements Concerning Abuse and Mistreatment

The government has invoked or will invoke Executive Order No. 13,526, or its

predecessor Orders, for its classification authority. Gov’t Al-Nashiri Mot. 7. Executive

Order No. 13,526 provides a comprehensive system for classifying national security

information, and contains four prerequisites: (1) the information must be classified by an

“original classification authority”; (2) the information must be “owned by” or “under the

control of” the government; (3) the information must fall within one of the authorized

withholding categories under this order; and (4) the original classification authority must

29 M.J. 702, 705–08 (A.C.M.R. 1989); United States v. Allen, 1999 WL 305093, at *2 (A.F. Ct. Crim. App.
Apr. 22, 1999).
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“determine[] that the unauthorized disclosure of the information reasonably could be

expected to result in damage to the national security” and must be “able to identify or

describe the damage.” Exec. Order No. 13,526, § 1.1(a). To be properly classified,

agency information must fall within an authorized withholding category set forth in the

Executive Order; the government has or will rely on two: “intelligence activities

(including covert action), intelligence sources or methods,” and “foreign activities of the

United States.” Id. § 1.4(c), (d); Gov’t Al-Nashiri Mot. 2, 5.

The government’s claims that defendants’ statements about their detention and

treatment in U.S. custody may be classified fail because: (1) the government has no

authority to classify information within the defendants’ personal knowledge and

experience, and which they acquired by virtue of having it involuntarily imposed on them

by the government; (2) the President of the United States has banned the “enhanced

interrogation techniques” to which defendants were subjected, and ordered permanently

closed the CIA sites at which they were held; and (3) the information the government

seeks to suppress has been declassified already and is publicly available. Moreover,

because “enhanced interrogation techniques” are banned, the CIA sites closed, and

information about the U.S. government’s detention and mistreatment of the defendants

public, defendants’ statements on these issues would not harm the national security. The

government’s classification claims are therefore not legitimate and do not override the

public’s right to hear defendants’ statements. Richmond Newspapers, 448 U.S. at 581;

Press-Enterprise Co. II, 464 U.S. at 510.
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1. The government may not classify information within the defendants’
personal knowledge.

The government seeks to censor defendants’ statements based on a chillingly

Orwellian claim: because a defendant was “detained and interrogated in the CIA

program” of secret detention, torture, and abuse, he was “exposed to classified sources,

methods, and activities” and must be gagged lest he reveal his knowledge of what the

government did to him. Gov’t Al-Nashiri Mot. 3. It makes a similar claim with respect

to defendants’ knowledge of DOD sources, methods, and activities at Guantanamo. Id. at

5. But the government has no legal authority to classify statements based on the

defendants’ personal knowledge and experience of government conduct. The Executive

Order’s threshold requirement for classification, that national security information be

“owned by . . . or [be] under the control of the United States Government,” simply may

not be categorically extended to human beings under the government’s control, let alone

to individuals who were “exposed” to classified information by virtue of having it

forcibly imposed on them by the government. Exec. Order 13,526, § 1.1(a)(2).

Although the government may enjoin the disclosure of information by a

government employee in ways that, if imposed on private individuals, would be unlawful,

“this principle implies a substantially voluntary assumption of special burdens in

exchange for special opportunities.” Wright v. F.B.I., 2006 WL 2587630, at *6 (D.D.C.

July 31, 2006) (emphasis added); see also McGehee v. Casey, 718 F.2d 1137, 1143 n.11

(D.C. Cir. 1983) (“One who enters the foreign intelligence service thereby occupies a

position of ‘special trust’ reached by few in government”); Stillman v. CIA, 517 F. Supp.

2d 32, 37 (D.D.C. 2007) (former CIA employee foreclosed from publicly discussing

information obtained after his termination under broad terms of non-disclosure
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agreements signed in consideration for offer of CIA employment). Unlike government

employees or others in privity with the government, who might be contractually obligated

to keep their knowledge and experiences secret, the defendants’ “exposure” to the CIA

torture and secret detention program and their detention and treatment in DOD custody

have obviously not been voluntary, nor based on a special relationship of trust. The

government has no legal authority to restrict information that comes from the defendants’

own personal knowledge and observations.

Similarly, the defendants’ statements about interrogation techniques and places or

conditions of confinement are not protectable “activities, sources and methods” or

“foreign activities” under the Executive Order because the government lacks the

authority to classify information that detainees know based on their personal observations

and experiences. There is no authority for the extraordinary proposition that the

government’s detention and interrogation of a prisoner somehow creates a new, unwritten

power to classify any and all utterances made by that prisoner concerning his own

knowledge of his whereabouts, incarceration, and treatment. Indeed, if the government

were correct that the defendants’ “exposure” to its “foreign activities” or “activities,

sources and methods” justified the enforcement of a gag on defendants’ statements about

their experience, then surely it would follow that whoever in government was responsible

for disclosing the classified information to terrorism suspects must have violated criminal

statutes prohibiting transmission of intelligence secrets to anyone unauthorized to receive

them. See, e.g., 18 U.S.C. § 793(d) and (f).11 That is an absurd proposition, to be sure,

11 “Whoever, lawfully having possession of . . . information relating to the national defense which
information the possessor has reason to believe could be used to the injury of the United States or to the
advantage of any foreign nation, willfully communicates, delivers, transmits or causes to be communicated,
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but no more so than the notion that when the government detains a person and applies

coercive interrogation techniques against him, that person’s statements or allegations of

government misconduct must be suppressed.

The reality is that the government’s practical authority – and ability – to suppress

the defendants’ descriptions of their own experiences of detention and mistreatment

derives solely from its decision to detain defendants and either keep them in detention

indefinitely or seek to impose the death penalty without permitting the knowledge they

have to be revealed. This Commission should not accept – and become complicit in – the

government’s improper classification of detainees’ statements based on their own

knowledge and experience of their detention and abuse in U.S. custody.

2. The President of the United States has Categorically Banned the
CIA’s Coercive Interrogation and Secret Detention program.

The government’s rationale for its proposed presumptive classification of

defendants’ statements about their “exposure” to the CIA’s detention and interrogation

program is that revelation would disclose the means by which the United States “defends

against international terrorism and terrorist organizations” and result in damage to the

national security. Gov’t Al-Nashiri Mot. 7. But the government can have no legitimate

interest, let alone a compelling one, in preserving its ability to use a “program” that the

President of the United States has banned and that is prohibited by law. A protective

order that permits the suppression of statements about clearly prohibited and illegal

activities is overbroad on its face.

delivered, or transmitted . . . to any person not entitled to receive it . . . Shall be fined under this title or
imprisoned not more than ten years, or both.” 18 U.S.C. § 793(d).

Filed with TJ 
2 May 2012

Appellate Exhibit 013A- (KSM et al.) 
Page 21 of 36

UNCLASSIFIED 
FOR PUBLIC RELEASE

UNCLASSIFIED 
FOR PUBLIC RELEASE

APP. 67



22

The seminal Supreme Court case interpreting the government’s authority to

classify “intelligence sources and methods” makes clear that the CIA may withhold

information about only those sources or methods that “fall within the Agency’s

mandate.” CIA v. Sims, 471 U.S. 159, 169 (1985). The CIA’s so-called “enhanced

interrogation techniques” have been categorically prohibited by the President, and its

overseas detention and interrogation facilities have been permanently closed. See Exec.

Order No. 13,491, 74 Fed. Reg. 4893 (Jan. 22, 2009). Thus, neither the illegal “enhanced

interrogation techniques,” nor secret overseas detention is within the Agency’s mandate.

Even assuming that they did at one point legitimately and lawfully fall within the CIA’s

mandate, no amount of disclosure about their use in the past could reveal details about

current “activities, sources and methods” that may be legitimately protected.

President Obama shares this view. In 2009, he ordered the release of the legal

memos upon which the CIA relied for its interrogation program. Upon release of the

memos, the President stated:

First, the interrogation techniques described in these memos have already been
widely reported. Second, the previous Administration publicly acknowledged
portions of the program – and some of the practices – associated with these
memos. Third, I have already ended the techniques described in the memos
through an Executive Order. Therefore, withholding these memos would only
serve to deny facts that have been in the public domain for some time.12

When the President himself has squarely rejected the argument that further

dissemination of details of interrogation techniques would cause harm to national

security, the CIA (as the “original classification authority”) has no basis to assert that

claim. The President’s determination is, in effect, a finding by the Chief Executive that

12 President Barack Obama, Statement on Release of OLC Memos (April 16, 2009), available at
http://www.whitehouse.gov/the_press_office/Statement-of-President-Barack-Obama-on-Release-of-OLC-
Memos.
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the predicate element of the Executive Order upon which the CIA relies no longer

applies. The government is now indisputably foreclosed from claiming that classification

of such information is authorized on the ground that it “could reasonably be expected to

result in damage to the national security.”

The use of illegal interrogation methods on prisoners is also expressly prohibited

by U.S. law, see 18 U.S.C. § 2340A (providing for prosecution of a U.S. national or

anyone present in the U.S. who, while outside the U.S., commits or attempts to commit

torture); 18 U.S.C. § 2441 (making it a criminal offense for U.S. military personnel and

U.S. nationals to commit grave breaches of Common Article 3 of the Geneva

Convention), and by international law, see Convention Against Torture and Other Cruel,

Inhuman or Degrading Treatment or Punishment, Dec. 10, 1984, 108 Stat. 382, 1465

U.N.T.S. 85. Neither the CIA nor DOD is exempt from these laws. Detainee Treatment

Act of 2005, Pub. L. No. 109-148, 119 Stat. 2680, § 1003 (2005) (“No individual in the

custody or under the physical control of the United States Government, regardless of

nationality or physical location, shall be subject to cruel, inhuman, or degrading treatment

or punishment.”); see also 109 Cong. Rec. S14257 (statement of Sen. Carl Levin) (stating

that with enactment into law of this provision, “the United States will put itself on record

as rejecting any effort to claim that these words have one meaning as they apply to the

Department of Defense and another meaning as they apply to the CIA”).

Similarly unlawful are the practices of extraordinary rendition and secret

detention. Extraordinary rendition contravenes the Foreign Affairs Reform and

Restructuring Act of 1998, Pub. L. No. 105-277, 112 Stat. 2681822 § 2242, which states

that the United States “[shall] not . . . expel, extradite, or otherwise effect the involuntary
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return of any person to a country in which there are substantial grounds for believing the

person would be in danger of being subjected to torture, regardless of whether the person

is physically present in the United States,” and Article 3 of the Convention Against

Torture, which includes a similar proscription. Secret detention is prohibited by both the

Geneva Conventions, see Third Geneva Convention Relative to the Treatment of

Prisoners of War, art. 12225, Aug. 12, 1949, 6 U.S.T. 3316, 75 U.N.T.S. 135; Fourth

Geneva Convention relative to the Protection of Civilian Persons in Time of War, art.

1364, Aug. 12, 1949, 6 U.S.T. 3516, 75 U.N.T.S. 287; and by the UN Standard

Minimum Rules for the Treatment of Prisoners and the UN Body of Principles for the

Protection of All Persons Under Any Form of Detention or Imprisonment. The

government does not have any legitimate interest in preserving the effectiveness of

interrogation and detention methods that it is not authorized to use in the first place.

Finally, the Executive Order explicitly forbids classification to “conceal violations

of law” or to “prevent embarrassment.” Exec. Order No. 13,526, § 1.7(a)(1)–(2). To the

extent that the government argues in any classified submission to this tribunal that

disclosure of the details of the CIA program would harm the national security on either of

these grounds, those arguments must be rejected.

3. The Defendants’ Allegations of Abuse are Already Substantially Declassified
and Public

The government cannot argue that the details of the CIA’s detention and

interrogation program remain categorically classified because numerous publicly

available documents – including official, declassified government records – set forth in

painstaking detail the types of interrogation techniques that were part of the CIA’s
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program, the CIA’s use of those techniques on prisoners, including defendants, and the

locations of the sites at which the CIA held the defendants.

On April 16, 2009, President Obama declassified four Department of Justice

memoranda (the “OLC Memos”) that purported to authorize, and described in concrete

and minute detail, the interrogation techniques that the CIA applied to so-called “High-

Value Detainees,” including defendants. For example, a memo issued on May 10, 2005,

contains nine pages of the CIA’s operational details of thirteen “enhanced interrogation

techniques,” and an additional fifteen pages of descriptions mixed with legal analysis.

See Memorandum from Steven G. Bradbury, Principal Deputy Assistant Attorney Gen.

to John A. Rizzo, Senior Deputy Gen. Counsel, CIA, Re: Application of 18 U.S.C.

§§ 2340–2340A to Certain Techniques That May Be Used in the Interrogation of a High

Value al Qaeda Detainee (May 10, 2005), available at http://bit.ly/JDphtn (“Techniques

Memo”).

The memo makes explicit how the CIA used and intended to use each of the

interrogation techniques, including: waterboarding, id. at 13, 42–44 (involving “a gurney

that is inclined at an angle of 10 to 15 degrees to the horizontal,” the pouring of water

“from a height of approximately 6 to 18 inches,” and applications of water for no more

than 40 seconds per “application” and describing the number of times the CIA may

waterboard a detainee per session, per day, and per month, and the protocol required for

the presence of medical personnel); “sleep deprivation,” id. at 1113 (describing

operational details); “water dousing,” id. at 910 (describing time limits based on water

temperature); and, three specific “stress positions,” id. at 9 (describing details of the

position and angles at which prisoners’ heads and limbs would be held).
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Significantly, the Techniques Memo also reviewed the CIA’s actual application

of the techniques and their impact. See, e.g., id. at 8 (“walling” “is not intended toand

based on experience you have informed us that it does notinflict any injury or cause

severe pain”); id. at 11 (“We understand from you that no detainee subjected to [sleep

deprivation] by the CIA has suffered any harm or injury, either by falling down and

forcing the handcuffs to bear his weight or in any other way.”); id. at 1112 n.15

(“Specifically, you have informed us that on three occasions early in the program, the

interrogation team and the attendant medical officers identified the potential for

unacceptable edema in the lower limbs of detainees undergoing standing sleep

deprivation, and in order to permit the limbs to recover without impairing interrogation

requirements, the subjects underwent horizontal sleep deprivation.”); id. at 12 (“You have

informed us that to date, more than a dozen detainees have been subjected to sleep

deprivation of more than 48 hours, and three detainees have been subjected to sleep

deprivation of more than 96 hours; the longest period of time for which any detainee has

been deprived of sleep by the CIA is 180 hours.”).

Another May 10, 2005 memo assesses the CIA’s combined use of the “enhanced

interrogation techniques” and describes the operational details of a full-scale “enhanced”

interrogation from beginning to end, based on information provided by the CIA. See

Memorandum from Steven G. Bradbury to John A. Rizzo, Re: Application of 18 U.S.C.

§§ 2340–2340A to the Combined Use of Certain Techniques in the Interrogation of High

Value al Qaeda Detainees (May 10, 2005), available at http://bit.ly/Iltguh. The memo

describes the phases of interrogation (from “Initial Conditions”, id. at 4, to the

“Transition to Interrogation” and interrogation itself, including establishing a “baseline,
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dependent state” and the use of “corrective” and “coercive” interrogation techniques, id.

at 46)). The memo includes the CIA’s description of a “prototypical interrogation,”

which contains detailed information about precisely how the CIA conducted

interrogations and employed “enhanced interrogation techniques.” Id. at 59.

A memo dated May 30, 2005 provides even greater detail about the CIA’s

application of specific torture and abusive techniques. See Memorandum from Steven G.

Bradbury to John A. Rizzo, Re: Application of United States Obligations Under Article

16 of the Convention Against Torture to Certain Techniques That May Be Used in the

Interrogation of High Value al Qaeda Detainees (May 30, 2005), available at

http://bit.ly/Iltguh. For example, it notes that the CIA “has employed enhanced

techniques to varying degrees in the interrogations of 28 of these detainees,” id. at 5, and

that “the CIA has used [waterboarding] in the interrogations of only three detainees to

date (KSM, Zubaydah, and ‘Abd Al-Rahim Al-Nashiri),” id. at 6. The memo reveals

granular details about the treatment of particular detainees, including that the CIA

waterboarded defendant Mohammad “183 times during March 2003.” Id. at 37.

On August 24, 2009, the CIA itself declassified large portions of a CIA Inspector

General’s report concerning the Agency’s detention and interrogation operations. CIA

Office of the Inspector General, Counterterrorism Detention and Interrogation Activities

(September 2001 – October 2003) (May 7, 2004), available at http://wapo.st/3JNHM

(“IG Report”). The IG Report describes actual applications of coercive techniques that

exceeded the authority purportedly conferred by the OLC Memos, recounting in detail

numerous instances in which CIA and contract interrogators engaged in unauthorized

coercive practices. The report includes multiple descriptions of the treatment of
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defendant Mohammed, id. ¶¶ 99100, and other unauthorized interrogation activities that

bear no relation to the techniques described in the OLC memos, including, for example,

that an “experienced Agency interrogator reported that . . . interrogators said to Khalid

Shaykh Muhammad that if anything else happens in the United States, ‘We’re going to

kill your children.’” Id. ¶ 95. The report also reveals that defendant al Hawsawi was

subject to interrogation. Id. ¶ 214.

A second CIA document declassified with the IG Report is a self-styled

“Background Paper” prepared by the CIA to describe the Agency’s “combined use of

interrogation techniques.” CIA, Background Paper on CIA’s Combined Use of

Interrogation Techniques (Dec. 30, 2009), available at http://bit.ly/3YJp0. The

document is intended to provide “additional background on how interrogation techniques

are used, in combination and separately, to achieve interrogation objectives.” Id. at 1

(emphasis added). The entire document makes clear that actual descriptions of detention

conditions and techniques have been declassified. Id. at 4 (summarizing “detention

conditions that are used in all CIA HVD facilities,” and describing in detail each of the

techniques actually applied, id. at 417).

Any statements defendants make during the Military Commission proceedings

about their experience while subject to CIA interrogation are likely to reveal little or

nothing that the government, at the direction of the President, has not already officially

disclosed.

Further, even if defendants were to describe information about their treatment

beyond what the government has itself disclosed, that information would cause no harm

to national security because a publicly available report by the International Committee of
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the Red Cross, based entirely on the firsthand accounts of former CIA prisoners held at

Guantanamo, describes their treatment in CIA custody. Int’l Comm. of the Red Cross,

Report on the Treatment of Fourteen “High Value” Detainees in CIA Custody (Feb.

2007), available at http://assets.nybooks.com/media/doc/2010/04/22/icrc-report.pdf

(“ICRC Report”). The ICRC Report is based on interviews with 14 detainees, including

all five defendants here. Id. at 5. Although the Report does not constitute an official

government disclosure, it contains much of the same information that defendants could

potentially provide in testimony before the commission. See, e.g., id. at 10 (Mr.

Mohammed: “A cloth would be placed over my face. Water was then poured onto the

cloth by one of the guards so that I could not breathe.”); id. at 11 (“Mr Ramzi Binalshib

alleged that he was shackled in this position for two to three days in Afghanistan his

second place of detention and for seven days in his fourth . . . .”); id. (“Mr Bin Attash

commented that during the two weeks he was shackled in the prolonged stress standing

position with his hands chained above his head, his artificial leg was sometimes removed

by the interrogators to increase the stress and fatigue of the position.”); id. at 3133 (full

account of statement of Mr. Bin Attash); id. at 3337 (full account of statement of Mr.

Mohammed).

Official investigations by United Nations and European human rights officials and

accounts in the press have made public the locations of the overseas CIA-operated

detention facilities at which defendants were held, including Afghanistan, Poland,

Romania, Lithuania, Morocco, and Thailand. A mere sampling of these reports reveals

the very information about detention by the CIA that the government seeks to classify

here. See, e.g., U.N. Human Rights Council, Joint Study on Global Practices in Relation
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to Secret Detention in the Context of Countering Terrorism, ¶ 114, U.N. Doc.

A/HRC/13/42 (May 20, 2010), available at http://bit.ly/cziSQc (Defendants Mohamed,

bin al-Shibh, and bin Attash held in the Polish village of Stare Kiejkut between 2003 and

2005); id. ¶ 108 (“The Washington Post also reported that the officials had stated that

Ramzi Binalshibh had been flown to Thailand after his capture.”); Memorandum from

Dick Marty, Switzerland Rapporteur to the Council of Europe, Secret Detentions and

Illegal Transfers of Detainees Involving Council of Europe Member States: Second

Report, ¶ 127 & n.85 (June 8, 2007), available at http://bbc.in/JMRLRM (same); see also

Alex Spillius, CIA ‘Used Romania Building as Prison for Khalid Sheikh Mohammed,’

Telegraph, Dec. 8, 2011, http://tgr.ph/u18pgx (“Among the prisoners on board a flight

from Poland to Bucharest in September 2003, according to former CIA officials, were

[Khalid Sheikh] Mohammed and Walid bin Attash . . . . Later, other senior al-Qaeda

suspect[] Ramzi Binalshibh . . . w[as] also moved to Romania.”); id. (“The prison [in

Romania] was part of a network of so-called ‘black sites’ that included prisons in Poland,

Lithuania, Thailand and Morocco operated by the CIA.”); Dana Priest, CIA Holds Terror

Suspects in Secret Prisons, Wash. Post, Nov. 2, 2005, http://wapo.st/Ud8UD (“Sept. 11

planner Ramzi Binalshibh was also captured in Pakistan and flown to Thailand.”);

Matthew Cole & Brian Ross, Exclusive: CIA Secret ‘Torture’ Prison Found at Fancy

Horseback Riding Academy, ABC News, Nov. 8, 2009, http://abcn.ws/IiByQk (“The CIA

built one of its secret European prisons inside an exclusive riding academy outside

Vilnius, Lithuania, a current Lithuanian government official and a former U.S.

intelligence official told ABC News this week.”).
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Given the vast amount of information that is already public concerning the CIA’s

coercive interrogation techniques and the sites at which those techniques were

administered, the government cannot meet its burden of demonstrating that the public

must be excluded from hearing statements from the defendants about their knowledge

and experiences in CIA custody. To the contrary, the government’s proposed categorical

suppression of defendants’ statements—irrespective of the truth of those statements and

whether their contents have been widely publicized—is the very antithesis of the narrow

tailoring required by the First Amendment.

E. There is no justification for the 40-second audio feed delay.

Because the government’s proposed classification of defendants’ statements based

on their personal knowledge of their detention and treatment in U.S. custody is improper,

there is no justification for the government’s proposed 40-second audio delay. The audio

delay is also improper because it turns the presumption of open public access to these

proceedings, subject only to narrowly-tailored exceptions, on its head by presumptively

closing them. Gov’t Al-Nashiri Mot. 15 (requesting audio delay “so that if classified

information is disclosed, inadvertently or otherwise,” the government may prevent it

from being heard) (emphasis added). If this Commission nevertheless grants the

government’s request for a 40-second delay, it should order the public release of

unredacted transcripts containing the defendants’ statements on an expedited basis to

minimize the infringement on the public’s right of contemporaneous access to the

proceedings. Lugosch, 435 F.3d at 12627 (“Our public access cases and those in other

circuits emphasize the importance of immediate access when a right of access is found.”

(emphasis added)); Wash. Post, 935 F.2d at 287 (recognizing “the critical importance of
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contemporaneous access . . . to the public’s role as overseer of the criminal justice

process”).

7. Oral Argument. The ACLU requests oral argument.

8. Attachment.

A. Declaration of David Glazier

Respectfully submitted,

Hina Shamsi
Nathan Freed Wessler
Zachary Katznelson
American Civil Liberties Union

Foundation
125 Broad St., 18th Fl.
New York, NY 10004
Tel.: (212) 549-2500
Fax: (212) 549-2654
hshamsi@aclu.org

Filed with TJ 
2 May 2012

Appellate Exhibit 013A- (KSM et al.) 
Page 32 of 36

UNCLASSIFIED 
FOR PUBLIC RELEASE

UNCLASSIFIED 
FOR PUBLIC RELEASE

APP. 78



Filed with TJ 
2 May 2012

Appellate Exhibit 013A- (KSM et al.) 
Page 33 of 36

UNCLASSIFIED 
FOR PUBLIC RELEASE

UNCLASSIFIED 
FOR PUBLIC RELEASE

DECLARA nON OF DAVID GLAZIER 

Pursuant t028 U.S.C. § 1746, I, David Glazier, do declare as follows: 

1. I am a Professor of Law at Loyola Law School in Los Angeles, California. After 

graduating with a B.A. in history from Amherst College in 1980, I attended Navy Officer 

Candidate School in Newport, Rhode Island. I was commissioned as an Ensign in 

September, 1980 and spent the next twenty-one years on active duty as a Surface Warfare 

Officer, culminating in command of USS George Philip (FFG 12). I retired from the 

Navy effective September 1,2001 in order to take advantage of the opportunity to attend 

law school at the University of Virginia. Following graduation from law school I 

remained in Charlottesville for two additional years as a research fellow at the Center for 

National Security Law. I have been employed by Loyola since July 2006 and was 

promoted to full professor and granted tenure in July 2009. 

2. I have been a scholar of military commissions and their historical use by the United 

States since my second semester of law school in the spring 0[2002. My first publication 

on the subject was my student note for the Virginia Law Review, Kangaroo Court or 

Competent Tribunal?: Judging the 21 st Century Military Commission (81 Va. L. Rev. 

2005(2003)). The original argument I made in that note that Article 36 of the UCMJ 

should be read to require uniformity between court-martial and military commission 

procedure was adopted by the District Court as one of its two grounds for overturning 

Salim Hamdan's trial. Hamdan v. Rumsfeld, 344 F. Sup.2d 152, 166-72 (D.D.C. 2004). 

I have continued to engage in extensive scholarship on the subject of military 

commissions along with the closely interrelated issues of the history ofV.S. military 
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justice and the law of war since that time, and have published three additional full-length 

law review articles on military commission history and law. I will be submitting a fourth 

article for publication in the very near future. 

3. In the course of this research I have personally examined the results of every U.S. 

military commission conducted during the Mexican War (more than 400 trials) and 

Philippine Insurrection (more than 800 trials) via the holdings of the National Archives 

and Library of Congress, and have reviewed a mixture of primary and secondary source 

materials from the Civil War, 19th century Indian Wars, World War I, and World War II 

eras. I have also done extensive original research on claimed military commission 

precedents from the Revolution, War of 1812, and Seminole Wars which pre-date their 

fonnal creation by General Winfield Scott during the Mexican War. 

4. As a practical matter the remote location of many military trials, both commissions and 

courts-martial, had the practical effect of limiting public attendance. But by rule they 

were open proceedings. This seems to have been so taken for granted that military justice 

commentators have found little reason to comment on it. Evidence of the openness of 

military commissions can be found in the publicly available descriptions of virtually 

every historically significant military commission trial, including those of Lambden 

Milligan, John Y. Beall, and the Lincoln assassination conspirators in the Civi l War; the 

Dakota Sioux and Modoc Indian trials, and scores of war crimes trials in the aftennath of 

World War II. William Winthrop specifically noted the requirement for public court 

martial sessions in his seminal treatise on U.S. military justice. William Winthrop, 

Military Law and Precedents + 234-36 .He further opined that it is preferable for court­

martial trial panels to retire for deliberations rather than clearing the courtroom to avoid 
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the significant "inconvenience and embarrassment caused to the accused, counsel, clerks 

and reporters, witnesses and the public." Winthrop,· 433 (emphasis added) . Although 

specifically addressing courts-martial, he cites with approval the practice of the Milligan 

military commission as an example of a military trial following this practice. And it is 

important to note that until the 1942 military commission trial of eight Nazi saboteurs 

conducted at the Department of Justice in Washington D.C., there was no difference 

between military commission and court-martial procedure at all. Indeed, in Senate 

testimony explaining the rational for a new Article 15 proposed for inclusion in the 

Army's Articles of War (subsequently carried over as UCMJ Article 21) Judge Advocate 

General Enoch Crowder testified explicitly that the court-martial and military 

commission "have the same procedure." Senate Report 64-582 at 40 (1916). So the 

history of open conduct of courts-martial is clearly equally applicable to military 

commissions. 

5. The one well -known historical anomaly, a closed mi litary commission trial, took place in 

the Quirin casco That case concerned eight Nazi saboteurs who crossed the Atlantic in 

German U-boats before successfully penetrating porous U.S. coastal defenses on eastern 

Long Island and in Florida just south of Jacksonville. Despite the fact that Long Island 

group was observed on the beach by an unarmed Coast Guard patrol, the saboteurs were 

only rounded up by the FBI after one turned himself in and provided the identification 

and probable locations for the others. All eight were questioned by the FBI under the 

constitutional criminal procedure standards of the day and freely admitted their mission. 

They also revealed the existence of a German sabotage school which they attended that 

was training additional individuals to conduct follow-on raids on the United States. The 
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Quirin case is controversial for a number of reasons, including that the trial was 

conducted in secret. Some commentators have noted it may have been closed to avoid 

embarrassment to the U.S. government over its perceived incompetence in preventing the 

landings and the subsequent interagency bungling, and I think this may well have been a 

factor. What is clear, however, is that the secrecy of the proceeding contributed to what 

is widely acknowledged as the tarnished legacy of that case. 

6. Based on my extensive study of the historical record, it is my conclusion that our nation 

has a strong tradition of opening military commissions to the public. 

I declare under penalty of perjury under the Jaws of the United States of America that the 

fo regoing is true and correct. 

Executed this 30th day of April, 20 12. 
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MILITARY COMMISSIONS TRIAL J UDICIARY 
GUANTANAMO BA Y, CUBA 

UNITED STATES OF AMERICA 

v. 

KHALID SHAIKH MOHAMMAD, 
WALID MUHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZI BINALSHIBH, 
ALI ABDUL AZIZ ALI, 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

1. Timeliness. 

AE013D 

Government's Response 
To the American Civil Li bert ies Union 

Mot ion fo r Public Access to Proceedings 
and Records 

16 May 20 12 

This response is fil ed time ly pursuant to Mili tary Commiss ions Trial Judic iary Rule of 

Court 3.7.c( I). 

2. Relief Sought. 

The government respectfu ll y requests that the Commiss ion deny the American Civ il 

Liberties Union' s (ACLU) mot ion challenging certa in provisions conta ined with in the 

government' s proposed order protect ing aga inst di sclosu re of nat ional security infonnat ion. 

Speci fically, the ACLU asserts that the Commission reject the fo llowing provisions: I) that 

statements of the accused are treated as classif ied until an Original Class ificat ion Authority 

("OCA") conducts a class ificat ion review; and 2) implementing a 40-second delay of the aud io 

feed of commiss ion proceedings to protect against the unauthorized di sclosure of class ified 

in fonnat ion during proceedings open to the public . 

3. Overview. 

The public has a statutory ri ght to access mili tary commission proceedings aga inst the 

five accused who have been charged with mult iple offenses related to the II September 200 I 
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terrorist attacks which resu lted in the deaths of 2,976 people, serious injury to others, and 

significant property damage. Th is right, like analogous const itut ional and common law rights of 

public access to proceedings in federal courts and courts-mart ial, is a qualified right. The 

govern ment has a strong interest in ensuring public access to these hi storic proceedings and has 

moved the Comm iss ion to authorize closed-c ircuit television (CCTV) transmiss ion of all 

commission proceed ings to remote viewing sites located in the continental United States. During 

the arraignment of the five accused on 5 May 20 12, the proceedings were viewed by individuals 

and media at seven different sites in the Uni ted States. See AE7B. Such a transmission has 

enab led and will continue to enable the public and vict im fam il y members (YFM) to access the 

trial of the accused. I 

1 The arraignment proceedings had widespread coverage by major media outlets and local news stations as reflected 
in the following news stories: hup:llwww.cnbc.co mlid/47317654 ("U.S. prosecutors say ready for long haul in 9111 
case"); hup://www.cnn .comI2012l05/06/justice/guantanamo-ksm-arraignmentl (",9/11 victim's brother to alleged 
mastermind: 1 came a long way to see you, eye to eye"'); 
hup://www.time.com/time!nation/artic1e!0.8599.21140 18.00.html ("911 I defendants disruptive at Guantanamo"); 
hup ://www .cbsnews.com/8301-201 _ 162-57428546/9-II-mastermind-others-back-before-guantanamo-judge! ("9/11 
"mastermind," others back before Guantanamo judge"); 
h up://abcnews.go.com/blo gslpo Ii ticsl20 12105/9 1 I-p louers-acc used -ref uses-to-ans wer -in -gu antan amo-bay­
arraignmentl ("9111 Plouers Defer Pleas at Guantanamo Bay Arraignment"); 
hup :l!worldnews.msnbc. msn.conll_newsl20 12/05105/1 I 548929-al leged-sept- l I-planners-disrupt-arrai gnment-at­
guantanamo-hearing?1i te ("Alleged Sept. II planners disrupt arraignment at Guantanamo 
hearing");hup://www .foxnews.conllusl20 I2I05/06/anger-sighs-as- II -families-watch-terror-hearing- 16825989211 
("'Anger, sighsas9l1 1 families watch Ie!Tl)"rearing',); hup://www.usatooay.conllnewslworldlstoryI2012-05-051911-
masterrnind-gitrno-defiant-courU54771 \0411 ("9'11 deferrlants fonmllycha"gtrl, i~ judgeathearing''); 
hup ://www.npr.org/20l2/05106I152129287/pleas-delayed-in-sept- 1 I-case (",Pleas deferred in Sept. II 
case");h up ://on line. wsj .conllartic1e!SB 1 000 14 24052 702304 752804 57 73861 0245 251 04 54 .ht ml ?KEYWORDS= gu an 
tanamo ("Guantanamo judge grapples with disruptive terror suspects") 
hup ://www .nydai lynews.conllnews/nationaVkhalid-sheikh -mohammed-co-defendents-court-arraignment-artic1e-
1.1 073016 ("Arraignment ends with accused terrorist, Ramzi Binal shibh, mocking 9111 family member with a 
th umbs up"); http ://www .baltimoresun .com/newslbreaki nglbs-md-91 I-arrai gn ments-20 120505. 0, 7 84 2454 .story 
("'9/1 1 defendants refuse to participate in arraignment'');http ://www.latimes .conllnewslnatiolllnationnowIla-na-nn­
gitmo-rnohanullad-arraignment-begins20120505.0.69523 15.story (",911 1 trial begins at Guantanamo with protest by 
def endan ts") ;hup://www .washingtonpost.com/worldlnational -secu ri t y/91 I-detai nees-seek -to-di srupt -open i ng-o f­
arraignment-at-guantanamo-bayI20 12105/05/gIQAnGzh3T_story.html?tid=pm_ world_pop ("'911 I detainees work to 
disrupt opening of arraign ment at Guantanamo Bay .. );hup://www.nytimes.comI2012l05/06/nyregiOlllfami lies­
watch-9- II -case-at-guantanamo-via-video.html ?_r=1 ("Via Video Feed, Families Watch 9/11 Case and 
Seethe") ;hup ://www.chicagotribune.co nllnewsln ationworldll a-na-n n-terror -tri al-20 120505.0.22 88 105.story ("'Sept. 
I I terrorism trial at Guantanamo gets off to a silent start");hup:/lbostonglobe .conllnewslworldI2Ol 2105105/five­
defelldants-auacks-disrupt-tribunal-guantanamo/gcHr48BuoS PadgetGFEcWJ/story.html ("Five defendants in 9/11 
attacks di srupt tri bun al");h up ://www.miamiherald .con1l2012105/05/2784620191 1-mastermi nd -back -bef ore-
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As in any prosecut ion involving nat ional security, the govern ment is responsible for 

protect ing in format ion that has been properl y class ified by the Execut ive Branch. Accord ingly, 

the govern ment has proposed narrowly tailored procedures to reduce the ri sk of unauthor ized 

disclosures of class ified infonnat ion- to wh ich there is no First Amend ment ri ght- where 

di sclosure could cause except ionally grave damage to nat ional security. The ACLU attempts to 

subst itu te its judgment for the intelligence profess ionals within the Execut ive Branch in 

determining whether and to what extent the sources and methods employed by the Uni ted States 

can be protected to safe guard nat ional security. The Supreme Court has cautioned aga inst even 

judic ial interference with the legitimate in terest and responsibili ties of the Execut ive Branch in 

assess ing whether the di sclosure of class ified informat ion may lead to an unacceptable ri sk of 

compromising nat ional security. The ACLU's requested relief wou ld force the gove rnment into 

the unenviable pos ition of having to pred ict the accused's possible future behavior knowing that 

the ir interests are clearly inconsistent with the in terests of the national security. As such , the 

ACLU's mot ion should be denied. 

4. Burden of Proof. 

As the mov ing party, the ACLU must demonstrate by a preponderance of the ev idence 

that the requested relief is warranted . R.M.C. 905(c)( 1)-(2). 

5. Facts. 

On 3 1 May 20 II and 26 January 20 12, pursuant to the Mili tary Commissions Act of 

2009, charges related to the II September 200 1 terrorist attacks were sworn aga inst Khalid 

guantanamo.html ("9111 defendants ignore judge at Guantanamo hearing"); 
http://www.nj.com/newslindex.ssfl2012l04/nLrnili tary_basc_one_oCsix_si.html ( .. N.J.military base one of six 
sites to broadcast alleged Sept. II mastermind's 
arraign ment") ;http ://www .n ypost.co rn/plne wsllocallf ami I ies_ outraged_auri bu nal_ farce_En auNo8n Ej Kh YL vkeKu 
wQO?utlll_ llledium=rss&ut1ll3ontent=Local ("Families outraged at tribunal's farce") 
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Sheikh Mohammad, Walid Muhammad Salih Bin Attash, Ramzi Binalshibh , Ali Abdu l Az iz Ali , 

and Mustafa Ahmed Adam a1 Hawsawi (collect ive ly referred to as the "accused"). These 

charges were referred jointly to this cap ital Mili tary Commiss ion on 4 Apr i1 20 12. The accused 

are charged with Conspiracy, Attacking Civ ilians, Attack ing C ivilian Objects, In tentionall y 

Caus ing Serious Bcxlily Injury, Murder in Violat ion of the Law of War, Destruct ion of Property 

in Vio lat ion of the Law of War , Hijack ing an Aircraft, and Terror ism . 

The arra ignment for th is Commiss ion was held on 5 May 20 12. Pursuant to an order 

signed by the Mili tary Judge on 26 April 20 12, the proceed ings were transmitted to multiple sites 

in the continental Uni ted States. See AE7B. 

On II September 200 1, a group of al Qaeda operat ives hijacked four c ivili an airliners in 

the United States. After the hijackers killed or incapac itated the a irline pilots, a pilot-h ijacker 

deliberately slammed American Airlines Flight II in to the North Tower of the World Trade 

Center in New York , New York. A second pilot-h ijacker intentionall y flew Uni ted Airlines 

Fl ight 175 in to the South Tower of the World Trade Center. Both towers collapsed soon 

thereafter. Hijackers also deliberately slammed a th ird airliner, American Airlines Flight 77, into 

the Pentagon in Northern Virg inia. A fourth hij acked a irliner, Uni ted Airlines Flight 93, crashed 

in to a field in Shanksv ille, Pennsylvania, after passengers and crew resisted the hijackers and 

fought to reclaim contro l of the aircraft. A total of 2,976 people were murdered as a resu lt of al 

Qaeda's II September 200 1 attacks on the United States. Numerous other c ivili ans and mili tary 

personnel also were injured. The al Qaeda leadersh ip pra ised the attacks, vowing that the Uni ted 

States wou ld not "enjoy security" until al Qaeda's demands were met. The Uni ted States 

Congress responded on 18 September 200 1 with an Authorizat ion for Use of Mili tary Force. 
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In response to the terrori st attacks on II September 200 I , the United States inst ituted a 

program run by the CIA to detain and interrogate a number of known or suspected high-va lue 

terrorists, or "h igh-value detainees" ("HVDs") . Th is CIA program involves information that is 

class ified TOP SECRET I SENSITIVE COMPARTMENTED INFORMATION (TS/SC I), the 

di sclosure of wh ich would cause except ionally grave damage to nat ional security. The accused 

are HYDs and, as such, they were part ic ipants in the CIA program . 

Because the accused were part ic ipants in the CIA program, they were exposed to 

class ified sources, methods, and activities . Due to the ir exposure to class ified in format ion, the 

accused are in a position to disclose class ified in format ion public ly through the ir statements . 

Consequently, any and all statements by the accused are presumpt ively c lass ified until a 

class ificat ion review can be completed . 

On 6 September 2006, Pres ident George W. Bush offic iall y acknowledged the ex istence 

of the CIA program and he announced that a group of HVDs had been transferred by the CIA to 

Department of Defense ("DoD") custody at Join t Task Force - Guantanamo (JTF-GTMO). See 

President George W. Bush, President Discusses Creatiol1 of Milita ry Commissiolls to Try 

Suspected Terrorists, Remarks from the East Room of the Wh ite House, Sep. 6, 2006, available 

at http://georgewbush-whitehouse.archives.gov/news/re leasesl2006l09120060906-3 .h tm l. The 

five accused were among the group of HVDs transferred to DoD custody, and they have 

remained in detention at JTF-GTMO since that time. 

Since 6 September 2006, a limi ted amou nt of informat ion relating to the CIA program 

has been declass ified and offic iall y ack nowledged, often directly by the President. Th is 

infonnat ion includes a general description of the program; descriptions of the various "enhanced 

in terrogat ion tech niq ues" that were approved for use in the program; the fact that the so-called 
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"waterboard" technique was used on three detainees; and the fact that informat ion learned from 

HVDs in th is program helped identify and locate a1 Qaeda members and di srupt planned terrorist 

attacks . See id.; see also CIA Inspector General, Special Review: COIlIlterterrorisIII Detentiol1 

alld IlIferrogatiol1 Activities (September 2001 - October 2003), May 7, 2004, available at 

hup:llm edi a. wash i ng ton post. com/wp-srv/n at i onl docu men ts/c i a_report. pdf. 

Other infonnat ion related to the CIA program has not been declassif ied or offic iall y 

acknowledged, and , therefore, such information remains class ified. This classified informat ion 

includes allegations in volving (i) the locat ion of detention fac ili ties, (i i) the identity of 

cooperating fore ign governments, (iii ) the identity of personnel in vo lved in the capture, 

detention , transfer, or interrogat ion of detainees, (iv) interrogation techniques as applied to 

spec ific detainees, and (v) conditions of confinement. The disclosure of th is class ified 

in fonnat ion wou ld cause except ionally grave damage to nat ional security. 

On 26 April 20 12, the govern ment filed its Mot ion to Protect Against Disclosu re of 

Nat ional Security Informat ion. See AE 0 13. The mot ion and accompanying declarat ions set 

forth the class ified informat ion at issue in the case, the harm to nat ional security that 

unauthorized disclosure of such informat ion would cause, and the narrowly ta ilored remedies 

that seek to protect nat ional security infonnat ion. The proposed order includes, in its definition 

of classified infonnat ion, statements made by the accused, wh ich, due to these individuals' 

exposure to classif ied sources, methods, or act ivities of the Uni ted States, are presumed to 

conta in informat ion classif ied as TOP SECRET I SCI. AE 013, Attachment E, Proposed Order 

at'll7(d)(v i). To protect against the unauthorized disclosure of class if ied informat ion during 

proceed ings open to the public, the proposed order institutes a 40-second delay in the 

transmiss ion of the proceedings from the courtroom to the public ga ll ery. AE 0 13, Attachment 
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E, Proposed Order at '1142. The proposed order also provides that an unoffic ial, unauthenticated, 

unclass ified transcript of each proceeding shall be made ava il able for public release. AE 0 13, 

Attachment E, Proposed Order at '1\ 47 . 

On 3 May 20 12, the govern ment fil ed its response to the defense Mot ion to End 

Presumpt ive Class ificat ion (AE 009A), which set forth the legal authority for the Execut ive 

Branch detennination that the statements of the accused are prope rl y presumpt ively classif ied 

until reviewed by an OCA . The ACLU's motion contains all egat ions that the govern ment has 

prev iously addressed in AE 009 and AE 0 13, and the government respectfully requests that those 

responses be incorporated in to thi s filing. 

6. Law and Argument. 

I. The Statutory Right Of Public Access To The Trial Of The Accused Is Not 
Abrogated By The Implementation Of A 40-Second Delay To The Proceedings. 

The Uni ted States Supreme Court has said, "[pJeople in an open soc iety do not demand 

infalli b ili ty from the ir inst itut ions, but it is difficult for them to accept what they are proh ibited 

from observing." Richmolld Newspapers, Ill c. v. Virginia, 448 U.S. 555, 572 ( 1980) . The best 

traditions of American jurisprudence call for providing an opportuni ty for the pub lic to witness 

the tr ial of the accused, to observe first-hand that the accused in a reformed m ilitary commission 

receives stron ger protect ions than an accused tried under the Lo ndon Charter at Nuremberg 

following World War II, and to see that the accused receives stron ger protect ions than an 

accused in many respected crim inal-just ice systems arou nd the world. The govern ment has a 

stron g in terest in ensu ring public access to these hi storic proceed ings and has moved the 

Commiss ion to author ize closed-c ircu it televis ion (CCTV) transmiss ion of all commission 

proceed ings to remote viewing sites located in the continental Uni ted States. 
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The M.C.A. and the Manual for M ili tary Commissions (M.M .C.) prov ide that tr ials by 

mili tary commiss ion shall generall y be open to the public . 10 U.S.C §§ 949d(c)(2), 949p-3; 

R.M .C. 806(b)(2)(B). Th is ri ght, like analogous constitutional and common law rights of public 

access to proceed ings in federal court and courts-mart ial, is a qualified ri ght. Due to the 

classified in format ion invo lved with th is case, and the hann to nat ional security that its 

di sclosure reasonably could be expected to cause, the M .C.A. allows for certa in protect ive 

measures to be adopted in th is mili tary commiss ion that apply at all stages of the proceed ings. 

M.CR.E. 505(a)(I); see generally 10 U.S .C §§ 949p- 1 through 949p-7. 

The government has requested a 40-second delay in the tra nsmission to the public 

viewing gallery (includ ing transmission to the cerv sites) so that if classified in format ion is 

di sclosed, inadvertently or otherwise, in open court, the government will have the opportunity to 

prevent it from be ing publicly di sclosed. The ACL U appears to all ege that a 40-second delay 

amou nts to a c losure of the courtroom, but neither case c ited by the ACL U stands for the 

propos ition that a 40-second delay could reasonably be considered a denial of public access 

because the transmiss ion is not immed iate or contemporaneous. 

Instead, th is narrowly tailored measure is necessary to protect classified infonnat ion 

during proceedings . If any of the accused test ify, for example, the delayed-transmiss ion 

mechanism is v ital to the protect ion of class ified in format ion s ince the accused's statements are 

presumed classified until a class ificat ion review is completed. Because the governme nt cannot 

pred ict what an accused will say during proceed ings or whether he will comply with orders from 

the M ili tary Judge, the time delay is the onl y effect ive means of preventing any in tentional or 

inadvertent di sc losure of classified infonnat ion to the public. Add itionall y, the time delay will 
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prevent the public disclosure of class ified informat ion by other witnesses, who may reveal such 

in fonnat ion inadvertently during the ir test imony in proceedings . 

If class ified in formation is disclosed during the proceed ing, and the transmiss ion is 

suspended to prevent its public di sclosure, then that jXJrt ion of the proceeding will not be 

transmitted, but will remain part of the classified record of the proceeding. If it is determined 

that class ified informat ion was not di sclosed the n the proceedings and the transmission, with the 

time delay, will resume. Addi tionall y, the transcripts released at the end of each sess ion will 

recapture any unclass ified informat ion that was not originall y transm itted to the public. 

During the arraignment of the f ive accused on 5 May 20 12, the proceedings were viewed 

on a delayed 40-second transmiss ion by individuals and med ia at seven different s ites in the 

United States, clearly sat isfy ing the public's ri ght of access . See e.g. , Nixon v. Wamer 

COlllllllll1icatiollS, Il1c., 435 U.S . 589, 610, 98 S.Ct. 1306, 55 L.Ed.2d 570 (1978) (public's ri ght 

of access is constitut ionall y sat isfied whe n some members of both the public and the med ia are 

able to "attend the trial and report what they have observed.") . The transmiss ion included 

statements made by one of the accused. Although the transm iss ion was briefly suspended for 

approximately 60 seconds during the more than 13 hours of the proceeding, the unoffic ial 

unauthenticated, transcript that was publicly released recaptured the informat ion once it was 

determined to be unclassified. The public access to these proceedings exceeds that wh ich was 

deemed constitut ionall y sufficient in the terrorist prosecutions of Zaccar ias Moussa iou and 

T imothy McVeigh. See, e.g., u.s. v. MOl/ssaol/i , 205 F.R.O. 183, 185 (E.O.Va. 2002); Un ited 

States v. McVeigh, No. 96-CR-68-M (W .O.Okla.) . And, the public access to these proceed ings 

fully sati sfies the statutory requirements for openness and access ibili ty . The closed-c ircu it 
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transmiss ion has enabled and will contin ue to enable the public and vict im family members 

(VFM) to access the tr ial of the accused . 

ll. The Executive Branch Is Legally Authorized To Classify Information That May 
Be Communicated Orally, And Such Practice Does Not Limit The Public Access To 
These Proceedings. 

In its mot ion2
, the ACLU alleges that the government has no legal authority to make a 

presumpt ive detennination that statements of the accused are class ified pending a review by an 

OCA. However, a determination whether to class ify infonnat ion, and the proper classification 

thereof, is a matter committed solely to the Executive Branch. See, e.g., Dep'f of Navy v. Ega/I, 

484 U.S. 5 18, 527 ( J988)(''The authority to protect such informat ion fa lls o n the Pres ident as 

head of the Execut ive Branch and as Commander in Ch ief.") . The Supreme Court has 

recognized th is broad deference to the Execut ive Branch in matters of nat ional security, holding 

that, " it is the responsibili ty of the Director of Central Intelligence, not that of the judic iary, to 

we igh the var iety of subtle and complex factors in determining whether di sclosu re of in fonnat ion 

may lead to an unacceptable ri sk of compromis ing the Agency's in telligence-gathering process ." 

CIA p. Sims, 47 1 U.S . 159, 180 (1985). 

Because the accused have been exposed to highly class ifi ed sources and methods, the 

public disclosure of wh ich reasonably could be expected to cause except ionall y grave damage to 

nat ional security, an OCA properl y decided that statements of the accused must be handled in a 

c lass ifi ed manner-thus the term presumpt ively c1ass ified-until an OCA conducts a 

c lass ificat ion review to determine what informat ion conta ined with in the statements are in fact 

class ifi ed. An OCA determined that the accused are in possess ion of classif ied material that fall s 

within one of the eight substantive categor ies of material pursuant to Sect ion 1.4 of Execut ive 

2 The government responded to many of the challenges mised by the ACLU in its response to AEOO9, incorporated 
here by reference. 
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Order 13526, and meets the conditions set forth in Sect ion 1.I (a).3 Th is determination prov ides 

a means to restrict the unauthorized disclosure of c lass ified informat ion that could cause 

except ionall y grave damage to the nat ional security from an individual accused who does not 

hold a security clearance and who owes no duty of loyalty to the Uni ted States. Without a 

process to protect class ified informat ion that may be contained within the statements of the 

accused, the gove rnment wou ld be in the unenviable pos ition of having to pred ict the accused's 

poss ible future behavior knowing that the ir in terests are clearly inconsistent with the interests of 

the national security. 

The ACL U's assert ions that presumpt ive class ificat ion of the statements of the accused 

prevents public access ignores the princ ipal that, "[t]here is no First Amendment ri ght to reveal 

properl y class ified infonnat ion." AE 009, p. 22 . See, e.g., Stillman v. C.I.A., 3 19 F.3d 546, 548 

3 Executive Order 13526 is the current presidential order governing the classification of national security 
information. Section 1.1 (a) provides that information may be originally classified under the terms of the Order only 
if the following conditions are met: 

(I) an original classification authority is classifying the information; 

(2) the information is owned by, produced by or for, or is under the control of the United 
States Government; 

(3) the information falls within one or more of the categories of information listed in 
section 1.4 of this order; and 

(4) the original classification authority determines that the unauthorized disclosure of the 
information reasonably cou ld be expected to resu lt in damage to the national security, 
which includes defense against transnational terrorism, and the original classification 
authority is able to identify or describe the damage. 

Section 1.4 of Executive Order 13526 requires that for information to be considered for classification , it must 
concern one of the eight substantive categories, which include: foreign government information; intelligence 
activities (including covert action), intelligence sources and methoos, or cryptology; and foreign relations or foreign 
activities of the United States, including confidential sources. Pursuant to Section 1.2 of Executive Order 13526, 
information may be classified as TOP SECRET, SECRET, OR CONFIDENTIAL based on the severity to the 
damage to the national security reasonably expected to result from the unauthorized disclosure of information. 
Thus, if an unauthorized disclosure of information reasonably cou ld be expected to cause damage to the national 
security, that information may be classified as CONFIDENTIAL. If an unauthorized disclosure of information 
reasonably could be expected to cause .ferioll.f damage to the national security, that information may be classified as 
SECRET. Finally, if an unauthorized disclosure of information reasonably could be expected to cause exceptionally 
grave damage to the national security, that information may be classified as TOP SECRET. 
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(D.c. Cir. 2003) (" If the Government c lass ified the informat ion properl y, then [appellant] simply 

has no first amend ment ri ght to publi sh it."); see also, SlIepp v. United States, 444 U.S. 507, 510 

n.3 (1980) (''The Government has a compelling in terest in protecting both the secrecy of 

informat ion important to our nat ional security and the appearance of confidentiali ty so essential 

to the effect ive operat ion of our forei gn intelligence service. "); see also, A CLU v. DOD, 584 

FSupp. 2d 19,25 (D.D.C. 2008)(,'There is obviously no First Amend ment ri ght to receive 

class ified in formation.") The protect ions that the government seeks in th is case are narrowly 

ta ilored to protect the unauthorized disclosure of classif ied in format ion, and do not amount to a 

suppress ion of any and all statements of the accused, as ev idenced by the public broadcast on 5 

May 20 12, wh ich included statements made by at least two of the accused in th is case. 

Although some detail s of the CIA's program have been declass ified, many detail s that 

relate to the capture, detention , and interrogat ion of the accused, for reasons of nat ional security, 

remain class ified . The ACLU appears to argue that the fact that many detail s have been 

declass ified undermines any just ificat ion for continuing to class ify any in format ion about the 

capture, detention , and in terrogat ion of the accused . However, the ACLU could not poss ibly be 

in a position to assess the ri sk to nat ional security inherent in declass ifying the remaining 

categories of in format ion. Indeed, the Supreme Court has repeatedly stressed that even courts 

should be "especiall y reluctant to in trude upon the authority of the Execut ive in ... nat ional 

security affairs." Egal1, 484 U.S . at 530; see also, CIA v. Sims, 47 1 U.S . 159, 168- 169 (1985) 

(the Director of Central Intelligence has broad authority to protect all sources of in telligence 

informat ion from disclosure); Haig v. Agee, 453 U.S . 280, 307 (198 1) (protecting the secrecy of 

the U.S . Govern ment's forei gn intelligence operat ions is a compelling interest) . 
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The ACLU's pos ition is further undermined by the pr inc iple that even when classif ied 

in fonnat ion has been leaked to the public domain, it remains c lass ified and cannot be further 

di sclosed unless it has been declass ified or "offic iall y acknowledged," wh ich entail s that it "must 

already have been made public through an offic ial and documented disclosu re." Wolf v. CIA, 

473 F.3d 370, 378 (D.C. C ir. 2007) (i nternal quotations and c itat ions omitted) (recogni zing that 

"the fact that informat ion ex ists in some form in the public domain does not necessaril y mean 

that offic ial di sclosure will not cause [cogni zable] hann" to govern ment in terests); see also 

Fitzgibbol1 v. CIA, 9 11 F.2d 755, 765 (O.c. C iL 1990) ("[J]n the arena of in telligence and 

forei gn relations, there can be a critical difference between offic ial and unofficial disclosures."); 

UI/ited States v. MOl/ssaol/i, 65 Fed. Appx. 88 1, 887 n.5 (4th Or. 2(03) ("[I]t is one thing for a 

reporter or author to speculate or guess that a th ing may be so or even, quoting undisclosed 

sources, to say that it is so; it is quite another th ing for one in a position to know of it offic iall y to 

say that it is so.") (quoting Alfred A Kllopf, Ill c. v. Colby, 509 F.2d 1362, 1370 (4th CiL 1975)); 

see also Af"har v. Dep't of State, 702 F.2d 11 25, 1 130 (OL C iL 1983) ("[E]ven if a fact ... IS 

the subject of widespread med ia attention and public speculation , its offic ial acknowledgement 

by an author itat ive source might we ll be new in format ion that could cause damage to the 

nat ional security.") . 

7. Conclusion. 

The ACLU's attempt to subst itute its judgment for that of the intelligence profess ionals 

with in the Execut ive Branch in determining whether and to what extent the sources and methods 

employed by the United States can be protected to safeguard nat ional security should be rejected. 

Instead, such deci sions should be left to the Execut ive Branch, wh ich has the leg itimate in terest 
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and responsib ili ty to assess whether the di sclosure of classifi ed in format ion may lead to an 

unacceptable ri sk of compromis ing nat ional security 

8. Oral Argument. 

The government waives oral argument; however , if the defense or ACLU has an 

opportuni ty to present oral argument, the government requests an opportuni ty to be heard. 

9. Witnesses and Evidence. 

The government will not rely on any witnesses or evidence in support of th is mot ion. 

10. Attachments. 

A. Cert ificate of Service dated 16 May 20 12. 
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Respectfully submitted , 

IIsll 
Joanna Baltes 
Deputy Trial Counsel 

Mark Mart ins 
Ch ief Prosecutor 

Office of the Ch ief Prosecutor 
Office of M ili tary Commissions 
1610 Defense Pentagon 
Washington, D.C. 2030 1 
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CERTIFICATE OF SERVICE 

I certify that on the 16th day of May 20 12, I tiled AE 0 130, the Government's Response to the 
ACLU Motion for Public Access with the Office of M ili tary Commissions Trial Judiciary and I 
served a copy on counsel of record and counsel for the ACLU. 
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Military Commissions Trial Judiciary
Guantanamo Bay, Cuba

UNITED STATES OF AMERICA

v.

KHALID SHAIKH MOHAMMAD,
WALID MUHAMMAD SALIH MUBARAK

BIN ‘ATTASH,
RAMZI BINALSHIBH,
ALI ABDUL AZIZ ALI ,
MUSTAFA AHMED ADAM AL-HAWSAWI

AE 013H

Reply of the
American Civil Liberties Union

to the Government’s Response to the
Motion for Public Access to

Proceedings and Records

May 23, 2012

1. Timeliness. This reply is timely filed pursuant to Military Commissions Trial

Judiciary Rule of Court 3.7.d(2).

2. Overview. The government’s response to the ACLU’s motion for public access is

remarkable both for what it leaves out and what it claims. The government fails to

address the constitutional basis for the ACLU’s motionthe public’s First Amendment

right to access these proceedingswhich this commission must adjudicate, and which

overrides any statutory provisions to the contrary in the Military Commissions Act of

2009. In order to adjudicate the public’s First Amendment right of access, this

commission must determine the propriety of the government’s classification of detainees’

own accounts of their experiences in government custody.

The classification authority the government continues to claim is legally

untenable and morally abhorrent. There is simply no basis in law (and the government

cites none) for the government to classify and suppress defendants’ own accounts of an

illegal government torture and detention program the whole purpose of which was to

“disclose” the torture and detention to the defendants by subjecting them to it.
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Even if this commission were nevertheless to find that the government’s

classification of some or all of defendants’ own statements about government

mistreatment is proper, it must still determine whether the government’s broad request

for presumptive closure of these proceedings meets the First Amendment right-of-access

test. The closure the government seeks is not narrowly tailored, and may not be used to

shield these crucially important proceedings from public view.

Courts’ recognition of the public’s First Amendment right of access to judicial

proceedings is predicated on the need to ensure legitimacy of those proceedings in the

eyes of the public. See ACLU Mot. 910. This commission is undoubtedly aware that

there is a long-running debate, both in the United States and abroad, about the legitimacy

and fairness of the entire commission system. That debate may not be ended or cured by

the commission’s decision on the government’s request to classify and suppress the

defendants’ accounts of government misconduct. But it is a certainty that the

commission will not be seen as legitimate if the proceedings have at their heart the

government’s judicially-approved censorship of the defendants’ accounts of their torture.

3. Legal Basis for Relief Requested.

A. The First Amendment Protects the Public’s Right of Meaningful Access to
These Proceedings.

The government’s reply does not addressand nor does it contestthe gravamen

of the ACLU’s motion: the public’s right of access to these military commission

proceedings is mandated by the First Amendment, and may only be overcome if the

government presents evidence of a substantial likelihood of harm to an overriding

government interest, and its requested closure of the proceedings is narrowly tailored.

ACLU Mot. 511 (discussing First Amendment right of access and standard); Press
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Objectors’ Mot. 1415. Although the government fails to grapple with the public’s First

Amendment rights at stake here, this military commission must.1 Once the First

Amendment right is raised and attaches, this commission must adjudicate it. Globe

Newspaper Co. v. Superior Court, 457 U.S. 596, 609 n.25 (1982) (“[R]epresentatives of

the press and general public ‘must be given an opportunity to be heard on the question of

their exclusion.’”).

In order to apply the First Amendment right-of-access test, this military

commission must determine whether the government’s classification of detainees’ own

accounts of their detention, torture and other mistreatment is proper. See ACLU Mot.

1217. For the reasons set forth in Section B below, it is not. Even if the military

commission were to find that the government has somehow properly classified some or

all of defendants’ statements concerning their personal knowledge of their detention and

mistreatment, it must still determine whether the government’s proposed blanket closure

of the public’s access to all of defendants’ testimony satisfies the First Amendment strict

1 The government bases its opposition to the ACLU’s motion on the right of access provisions in the
Military Commissions Act of 2009 (“MCA”) and the 2010 Manual for Military Commissions (“Manual”).
Gov’t Mot. 1114; Gov’t Resp. 710. When Congress enacted the MCA, it rightly recognized that
commission proceedings must be open to the public, subject to narrow exceptions. 10 U.S.C. § 949d(c);
see also ACLU Mot. 1112. But the MCA’s standard for closure has a lower threshold than the First
Amendment standard. 10 U.S.C. § 949d(c)(2) (requiring military judge to make a “specific finding” that
closure is necessary to protect information “which could reasonably be expected to cause damage to
national security” (emphasis added)). The Supreme Court has squarely held that a statutory “reasonable
likelihood” standard does not adequately protect the public’s constitutional rights, and that the First
Amendment requires a court to find that any harm asserted by the government meets a higher “substantial
likelihood” standard. Press-Enterprise Co. v. Superior Court, 478 U.S. 1, 1314 (1986) (“Press-Enterprise
II”); see also Doe v. Gonzales, 500 F. Supp. 2d 379, 411 (S.D.N.Y. 2007), aff’d in part and rev’d in part
sub nom, John Doe, Inc. v. Mukasey, 549 F.3d 861 (2d Cir. 2008). To the extent the government’s
proposed protective order is based on MCA provisions derived from the Classified Information Procedures
Act, Gov’t Mot. 1214, neither the MCA nor CIPA excuse this commission “from making the appropriate
constitutional inquiry” under the First Amendment because the commission “may not simply assume that
Congress has struck the correct constitutional balance.” In re Wash. Post Co., 807 F.2d 383, 393 (4th Cir.
1986).
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scrutiny test. For the reasons set forth in Section C, the government cannot satisfy the

First Amendment’s searching requirements.

B. The Government Fails to Justify its Classification and Suppression of
Defendants’ Personal Accounts of Their Abuse and Mistreatment in
Government Custody.

The ACLU has argued that the government lacks authority, under Executive

Order 13,526, to classify the defendants’ own accounts of their detention, torture and

abuse, which the government coercively and illegally imposed upon them. Indeed, the

government’s ability to suppress the defendants’ statements derives initially from the fact

that the CIA illegally detained them incommunicado. Cf. CIA Office of the Inspector

General, Counterterrorism Detention and Interrogation Activities (September 2001 –

October 2003) (May 7, 2004), available at http://wapo.st/3JNHM (“IG Report”) at 96

(finding, in a section entitled “Endgame,” that the CIA “has an interest in the disposition

of detainees and a particular interest in those who, if not kept in isolation, would likely

divulge information about the circumstances of their detention”). The government’s

continued suppression of defendants’ statements depends on its ability either to keep the

defendants in indefinite detention or to impose the death penalty without defendants’

accounts becoming public at their trialif this commission so permits.2

The government mischaracterizes the ACLU’s argument. The ACLU does not

allege “that the government has no legal authority to make a presumptive determination

that statements of the accused are classified pending review by an [Original Classification

Authority].” Gov’t Resp. 10. That characterization wrongly assumes the ACLU’s

2 Indeed, former prisoners who were subject to the CIA’s illegal detention and torture program and were
subsequently released have spoken publicly about their experience in CIA custody. The government could
not silence them under any colorable legal theory. See, e.g., Dana Priest, Wrongful Imprisonment: Anatomy
of a CIA Mistake, Wash. Post, Dec. 4, 2005, http://wapo.st/eaM1RS (providing former CIA prisoner
Khaled el-Masri’s own account of his experience).
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concern is only with the presumption of classification and not the classification itself.

Rather the ACLU contendsand asks this commission to findthat the government

does not have the legal authority to classify information that the government itself

disclosed to defendants, who the government acknowledges were not authorized to

receive classified information and would be under no obligation to keep silent about it.

Gov’t Resp. 11 (each defendant is an “accused who does not hold a security clearance

and who owes no duty of loyalty to the United States”).

The core argument the government makes in support of classification to this

commission and in response to the ACLU is legally untenable. According to the

government, “[b]ecause the Accused were detained and interrogated in the CIA program,

they were exposed to classified sources, methods, and activities. Due to their exposure to

classified information, the Accused are in a position to reveal this information publicly

through their statements.” Gov’t Mot. 6; Gov’t Resp. 10. The government fails utterly to

explain how it has a legitimate interest, let alone a compelling one, in suppressing

information about a CIA coercive interrogation and detention program that was illegal

and has been banned by the President. See ACLU Mot. 2124.

Even if the CIA program could properly be classified, the government cannot

justifiably argue that it can also classify and suppress defendants’ own accounts of their

experiences because the government itself disclosed the program to defendants. Put

another way, if the government is correct that the CIA’s detention and interrogation

program was properly classified, then it also follows that the very goal of the program

was to disclosedeliberately, purposefully, and with authorization from the highest

levels of governmentclassified information to individuals who the government
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concedes were not authorized to receive it. Worse, the government disclosed classified

information through coercion: it forced the defendants to acquire their knowledge of the

secret methods of torture, abuse and confinement to which the government subjected

them, the location of the secret foreign detention sites at which the government forcibly

held them, and (to the extent defendants are aware of these) the identities of foreign and

U.S. government agents who perpetrated abuses on the them.

The government’s claimed authority to gag defendants goes far beyond any that

the courts have found permissible under the First Amendment. Courts generally uphold

the suppression of properly classified information in the face of a First Amendment

challenge if there is a voluntary relationship of privity between the government and the

individual in possession of classified information. ACLU Mot. 1920 (citing cases).

That is primarily the context in which the government’s assertion that “[t]here is no First

Amendment right to reveal properly classified information” applies. Gov’t Resp. 11

(citing Stillman v. CIA, 319 F.3d 546, 548 (D.C. Cir. 2003) (former CIA employee could

not publicly discuss information covered by non-disclosure agreements with CIA); Snepp

v. United States, 444 U.S. 507 (1980) (CIA agent’s employment agreement with Agency

stipulated a relationship of trust, prohibiting him from publishing information about CIA

activities without CIA review); ACLU v. DOD, 584 F. Supp. 2d 19, 25 (D.D.C. 2008)

vacated, 664 F. Supp. 2d 72, 79 (D.D.C. 2009) (summary discussion finding no First

Amendment right in Freedom of Information Act case)). It goes without saying that there

has been no voluntary relationship, let alone a relationship of trust, between the

government and the defendants to whom it disclosed classified information.
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Indeed, even when properly classified national security information is leaked, the

Supreme Court has held that the government may not prevent its publication on the front

pages of this nation’s leading newspapers. United States v. N.Y. Times Co., 403 U.S. 713

(1971). Here, the government is seeking to suppress its own purposeful disclosure of

classified information to defendants in a judicial proceeding to which the American

public has a presumptive First Amendment right of access. It may not do so.

The government’s remaining arguments in support of classification are no more

persuasive. The government asserts the fact that the Executive Branch alone determines

whether to classify information, and that the Supreme Court has held that classification

decisions are due judicial deference. Gov’t Resp. 10 (citing Dep’t of Navy v. Egan, 484

U.S. 518 (1988) and CIA v. Sims, 471 U.S. 159, 169 (1985)). Neither Egan nor Sims

even remotely contemplates the use of classification authority in the radical manner the

government asserts in these proceedings, however. Egan concerns the Executive

Branch’s discretion to deny a security clearance to an individual who sought to access

information that was concededly properly classified; here, the propriety of the

government’s classification must be reviewed by this commission, and the government

itself acknowledges that it disclosed the information to prisoners who did not have (and

surely have never sought) a security clearance. Sims addressed the question of the scope

of National Security Act’s protection of an intelligence source from compelled

disclosure, and made clear that the CIA may withhold only information about sources or

methods that “fall within the Agency’s mandate.” 471 U.S. at 169. Because the CIA’s

so-called “enhanced interrogation techniques” are illegal and have been categorically

prohibited by the President, and its overseas detention and interrogation facilities have
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been permanently closed, neither is within the Agency’s mandate. Exec. Order No.

13,491, 74 Fed. Reg. 4893 (Jan. 22, 2009). Although Sims and Egan both acknowledge

that courts owe some deference to Executive Branch classification decisions, it is also

true, in a variety of contexts, that courtsincluding military courtsnevertheless review

the propriety of those decisions, as this commission must do. See United States v.

Grunden, 2 M.J. 116, 12123 & n.14 (C.M.A. 1977) (proceedings may be closed only

after court determines that information is properly classified and “determine[s] whether a

particular classification was done in an arbitrary and capricious manner, thereby

compelling its disclosure”); United States v. Lonetree, 31 M.J. 849, 854 (N-M.C.M.R.

1990), aff’d in part, 35 M.J. 396 (C.M.A. 1992) (military trial judge appropriately

“conducted [his] own analysis of the affidavits and the interests at stake” in assessing

whether the government had “set[] forth valid reasons for the classification of the

information and why it could not be revealed in public session”); see also, e.g., Wilson v.

CIA, 586 F.3d 171, 185–86 (2d Cir. 2009) (requiring courts “to ensure that the

information in question is, in fact, properly classified”).

It is a dark and shameful irony of the government’s own creation that even as it

tells this commission and the public that “the government has a strong interest in ensuring

public access to these historic proceedings” so it can demonstrate that “the accused

receives stronger protections than an accused in many respected criminal-justice systems

around the world,” Gov’t Resp. 7, it asks this commission to collude with it in an

unprecedented effort to classify improperly and suppress detainees’ accounts of

government torture and secret detention. This military commission should reject the
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government’s legally impermissible and morally abhorrent classification claim, and not

further undermine the already-contested legitimacy of this entire historic trial.

C. The Government Fails to Show that its Proposed Blanket Suppression of
Defendants’ Personal Accounts of Government Misconduct Satisfies the First
Amendment’s Searching Standards.

The government’s mere assertion that classified information mayor even

willbe disclosed during these proceedings does not satisfy the First Amendment strict

scrutiny standard. Gov’t Mot. 811; In re Wash. Post Co., 807 F.2d at 39192

(“[T]roubled as we are by the risk that disclosure of classified information could

endanger the lives of both Americans and their foreign informants, we are equally

troubled by the notion that the judiciary should abdicate its decision-making

responsibility to the executive branch whenever national security concerns are present.”);

see also N.Y. Times Co., 403 U.S. at 719 (Black, J., concurring) (“The word ‘security’ is

a broad, vague generality whose contours should not be invoked to abrogate the

fundamental law embodied in the First Amendment.”).

Even if this commission were to find that the government’s classification of all or

even some of defendants’ statements about their own treatment in government custody is

proper, the commission must determine whether the government has met its First

Amendment burden of showing, based on factual evidence, that (1) the disclosure of

specific information would result in a substantial likelihood of harm to a compelling

government interest, (2) no means other than closure can avoid the specific threatened

harm, (3) closure would effectively prevent the harm, and (4) closure is narrowly
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tailored.3 Richmond Newspapers, Inc. v. Virginia, 448 U.S. 555, 58284 (1980); Press-

Enterprise Co. v. Superior Court, 464 U.S. 501, 510 (1984) (“Press-Enterprise I”);

Press-Enterprise II, 478 U.S. 1 at 1314; Lugosch v. Pyramid Co. of Onodaga, 435 F.3d

110, 12324 (2d Cir. 2006); United States v. Hershey, 20 M.J. 433, 436 (C.M.A. 1985).

On its face, the government’s blanket request for the presumptive closure of the

proceedings in order to suppress detainees’ accounts of their detention and interrogation

does not meet the first three requirements of the First Amendment right-of-access test.

In addition, the government’s primary defense of its continued classification and

presumptive suppression of defendants’ statementsits assertion that “many details that

relate to the capture, detention, and interrogation of the accused” remain classified, Gov’t

Resp. 12is squarely refuted by the government’s own declassified disclosures, which

reveal in concrete and meticulous detail how the CIA applied so-called “enhanced

interrogation techniques” against defendants, and even how the CIA exceeded the

authority it was given to apply those techniques. ACLU Mot. 2431. It is also undercut

by the vast number of press accounts and reports of official U.N. and European

government investigations that further describe the government’s use of torture and abuse

against defendants, as well as the foreign detention sites in which it held defendants.

ACLU Mot. 2431; Press Objectors’ Mot. 2126. The government argues that to the

extent these press and other accounts are based on classified information that is leaked

into the public domain, that information is not automatically declassified and cannot be

further disclosed unless the government officially acknowledges it. Gov’t Resp. 13.

3 The government’s claim that the ACLU is attempting “to substitute its judgment” for that of the
government is disingenuous. Gov’t Resp. 12, 13. As the ACLU’s motion makes abundantly clear, it is this
commission which must subject the government’s proposed grounds for closing these proceedings to the
First Amendment strict scrutiny test.
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Although that is an accurate statement of the “official acknowledgement” doctrine, leaks

and other “unofficial disclosures,” either by the press or other sources, do lessen the harm

caused by further unofficial disclosure, a factor this Court must take into account in the

First Amendment right-of-access balancing test. Moreover, if any of defendants’

accounts of their treatment in government custody constitute new and uncorroborated

allegations, their discussion in open court would not require official confirmation of any

government program, intelligence method, or interrogation technique. Disclosure in open

court would be little or no different from the widespread public disclosure of the leaked

report of the International Committee of the Red Cross, detailing interviews with 14

former CIA detainees, including each of the defendants in this case. Int’l Comm. of the

Red Cross, Report on the Treatment of Fourteen “High Value” Detainees in CIA Custody

(Feb. 2007), available at http://assets.nybooks.com/media/doc/2010/04/22/icrc-

report.pdf. Finally, the government does not contestnor could itthat the CIA’s

detention and interrogation program has now been banned and is prohibited by law,

ACLU Mot. 2124, further undermining its claim that sources and methods the

government currently uses to defend against terrorism would be threatened if disclosed.

The fact that the automatic and presumptive 40-second audio delay is not a

narrowly tailored restriction on the public’s right of access is clear from the very first

hearing in these proceedings, defendants’ May 5, 2012 arraignment. According to the

government, the arraignment audio transmission “was briefly suspended for

approximately 60 seconds,” but the government later determined that the censored

information was not actually classified, and then released a full transcript. Gov’t Resp. 9.

Not only does the First Amendment require contemporaneous and timely access,
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Lugosch, 435 F.3d at 12627, but the government’s censorship was a classic prior

restraint of speechthe government restricted speech before it was made publicwhich

is “the most serious and the least tolerable infringement on First Amendment rights.”

Neb. Press Ass’n v. Stuart, 427 U.S. 539, 559 (1976). That the censorship turned out to

be unnecessary further demonstrates that presumptive classification, as implemented

through the 40-second audio delay, is the complete opposite of the case-by-case

determination, based on specific factual findings, that the First Amendment requires

before the public’s right of access to judicial proceedings may be suppressed.

Respectfully submitted,

Hina Shamsi
Nathan Freed Wessler
Zachary Katznelson
American Civil Liberties Union

Foundation
125 Broad St., 18th Fl.
New York, NY 10004
Tel.: (212) 549-2500
Fax: (212) 549-2654
hshamsi@aclu.org
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MILITARY COMMISSIONS TRIAL J UDICIARY 
GUANTANAMO BA Y, CUBA 

UNlTED STATES OF AMERICA 

v. 

KHALID SHAIKH MOHAMMAD, 
WALID MUHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZI BINALSHIBH, 
ALI ABDUL AZIZ ALI, 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

1. Timeliness 

AE013L 

Government's Supplemental Motion 
For Modified Order To Protect 

Aga inst Disclosure of 
Nat ional Security In format ion 

25 September 20 12 

This Mot ion is timely filed pursuant to Mili tary Comm iss ions Trial Judic iary Ru le of 

Court 3.7.b.(I) . 

2. Relief Sought 

The Government respectfully requests that the Mili tary Judge issue the proposed 

mod ified order to protect nat ional security in format ion from di sclosure, attached hereto. See 10 

U.S .c. § 949p-3; Mili tary Commission Rule of Evidence (M .C.R.E.) 505(e) . 

3. Overview 

Since 26 Apr il 20 12, the government has sought an order in this case to establi sh 

procedures applicable to all persons who have access to or come into possess ion of class ified 

documents or informat ion in connect ion with this case to protect against the unauthorized 

di sclosure of all currently and properl y c lass ified informat ion. See AE 013. This case involves 

infonnat ion that has been properly classified and that the defense has already accessed, in 

add ition to c lass ified discovery that the government expects to provide. The storage, handling 

and control of class ified mater ial, by law or regulation , requires special security precaut ions, and 

access to wh ich requires a security clearance and a "need-to-know." Exec. Order No. 13526 § 
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4 .1 (a), 75 Fed . Reg . 707 (Jan. 5, 20 10) . The government respectfu lly requests that the attached 

mod ified protect ive order be issued pursuant to statutorily mandated prov is ions. See 10 U.S .c. § 

949p-3; Mili tary Comm iss ion Ru le of Ev idence (M .CR.E.) 505(e). 

4. Burden of proof 

As the mov ing party, the government must demonstrate by a preponderance of the 

evidence that the requested relief is warranted . R.M .C. 905(c)(l)-(2). 

5. Facts 

This case all eges a consp iracy between the five accused and a1 Qaeda, an internat ional 

terrorist organi zat ion wh ich has been and continues to engage in hostilities aga inst the Uni ted 

States. On 3 1 May 20 11 and 25 January 20 12, pursuant to the Mili tary Commiss ions Act of 

2009, charges in connect ion with the II September 200 1 attacks were sworn aga inst Khalid 

Shaikh Mohammad (Mohammad), Walid Muhammad Salih Bin Attash (Bin Attash) , Ramzi 

Binalshibh (Binalshibh ), Ali Abdul Az iz Ali (Ali ), and Mustafa Ahmed Adam al Hawsawi 

(Hawsawi). These charges were referred jointly to thi s capital Mili tary Comm iss ion on 4 April 

20 12. The accused are each charged with Consp iracy, Attack ing Civ ilians, Attacking C ivilian 

O~jects, Intentionall y Causing Serious Booily Injury, Murder in Violat ion of the Law of War, 

Destruction of Property in Violat ion of the Law of War, Hijacking an Aircraft, and Terrorism. 

On 26 April , 20 12, the govern ment filed its Mot ion to Protect Aga inst Disclosure of 

Nat ional Security Informat ion. See AE 0 13. The 26 Apr il 20 12 proposed order set forth the 

storage and handling procedures for class ified informat ion, and included in its definition of 

class ified in format ion, material that cou ld be conveyed orall y. AE 0 13, Attachment E, Proposed 

Order at '116(d). Specificall y, the order sought to reduce the ri sk of disclos ing classified 

infonnation to those w ithout a "need to know" by requiring the part ies to treat the accused 

statements as class ified at the TOP SECRET I SCI level due to the ir exposure to c lass ified 

sources and methods, or act ivities of the Uni ted States. AE 0 13, Attachment E, Proposed Order 

at ~ 7(d)(vi). The defense filed a response on 18 May 20 12. (AE OI3G). The defense objected 
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to the proposed order, all eg ing that the order required defense counsel to treat all 

communications by the accused at the TSISCl level until and unless they were reviewed by an 

orig inal c lass ification author ity. Currentl y, there is no protect ive order in place . 

6. Law and Argument 

The government has requested the execut ion of a protect ive order in th is case that wou ld 

establi sh procedures for all persons who have access or come into possess ion of class ified 

documents or informat ion in th is case. Th is protective order is sought pursuant to M.C.R.E. 

505(e) , wh ich provides that, "Upon mot ion of the trial counsel, the mili tary judge shall issue an 

order to protect aga inst the di sclosu re of any classified infonnat ion that has been di sclosed by the 

United States to any accused or counsel, regardless of the means by wh ich the accused or 

counsel obtained the class ified informat ion, in any mili tary commiss ion [under the M.C.A.] or 

that has otherwise been prov ided to, or obta ined by, any such accused in any such mili tary 

commission." 10 U.S .C § 949p-3; M.CR.E. 505(e). 

The 26 April 20 12 proposed order sets forth the parties ob li gat ions with respect to 

handling class ified informat ion, includ ing: I) defining classif ied in fonnat ion; 2) explaining the 

role of the Court Security Officer (CSO); 3) access requirements; 4) the appropriate use, storage, 

and handling procedures; 5) the procedures for filing documents; 6) not ice requirement for use of 

class ified informat ion in proceedings; 7) implementat ion of security procedures to protect 

against unauthor ized di sclosures to individuals without a clearance and a "need to know"; 8) 

sanct ions and cr iminal penalties ava il able in the event of unauthorized di sclosu res; 9) the 

di sposition of class ified material upon conclusion of the case. 

Prior to accessing classified infonnat ion, an individual must first obtain a secur ity 

clearance. The ob ligations of the part ies to prope rl y handle c lass ified in format ion set forth in the 

proposed protect ive order are based upon the requirements for maintaining such a clearance. 

Other prov isions set forth in the protective order are statutorily mandated for criminal 

proceedings in wh ich class ified in formation is at issue and in fact are no different than the 
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provisions found in protective orders issued in Federal court terrorism cases in the earl y stages of 

a case to govern the part ies obligations with respect to class ified in format ion. See, Protective 

Order, United States v. Warsame, No. II CR 559 (S .D. N.Y. Sept. 9, 20 1l); Protect ive Order, 

United States v. Ghailani, No. 98 CR 1023 (S .D. N. Y. Jul. 2 1, 2009); United States v. Amawi, 

No. 06 CR 7 19 (N.D.OH. Jul. 17,2006); United States v. MOl/ssaol/i, No. 0 I CR 455 (ED.V A. 

Jan. 22, 2002); United States v. Bi" Laden, No. 98 CR 1023 (S D. N .Y . Jul. 29, 1999); Classified 

Informat ion Procedures Act, 18 U.S.C App. 3 (OPA); 10 U.S .C § 949p- l (d) (making the 

judic ial construct ion ofClPA authoritat ive under the M .C.A. where not inconsistent with 

specific M .C.A. provisions). 

The government has a leg itimate in terest in seeking a protective order at the initiat ion of 

a case that will involve classified informat ion to reduce or eliminate the ri sk that a criminal 

prosecut ion will prec ipitate the unauthorized disclosure of classified in format ion. Indeed, the 

c ircumstances prec ipitat ing CIPA's enactment make it abundantly c lear that it is eas ier and more 

effective to prevent the release of classif ied in format ion in advance than to attempt to undo the 

damage of unauthorized disclosures after the fact. See Snepp v. United States, 444 Us. 507, 512-

13,62 L. Ed. 2d 704, 100 S. Ct. 763 & nn. 7-8 (1980) (per cl/riam) (not ing that unless the 

Govern ment has adequate mechanisms to prevent unauthorized di sclosu res, potenti al sources of 

class ified informat ion may be unwilling to provide such in formation to the intelligence-gathering 

[**22] communi ty); id. at 514-15 (stat ing that unauthorized di sclosures might cause irreparable 

hann to the Government and that it may be pract icall y imposs ible to seek redress aga inst the 

di sclosing party); S. Rep . 96-823 ( 1980), repril1led i" 1980 U.S .CCA.N. 4294 (referring to a 

study performed by the Subcomm ittee on Secrecy and Disclosure of the Senate In telligence 

Committee and stat ing that the study'S "key findin g ... was that prosecut ion of a defendant for 

di sclosing nat ional security infonnat ion often requires the di sclosure in the course of tr ial of the 

very in format ion the laws seek to protect"); see also Exec. Order No. 12968,60 Fed. Reg. 

40,245, at preamble ( 1995). 
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The defense in th is case all hold the requi s ite clearance for informat ion that may be 

provided or that they will have access to during the course of the ir representation of the accused. 

In add ition , the defense have been provided w ith class ificat ion gu idance regarding the c lass ifi ed 

infoI111at ion that they are likely to encounter during the course of the ir representation. The 

defense have noted the ir object ion to requirement in the protect ive order "that statements made 

by the Accused, wh ich, due to these individuals' exposure to class ified sources, methods, or 

act ivities of the Uni ted States, are presumed to contain informat ion class ified as TOP SECRET I 

SCI." See Attachment E to AE 0 13, para. 7d. The defense mislead ing ly construes "presumptive 

class ificat ion" as a separate category of classif ied infonnat ion, imp lying that such infonnation 

can onl y be "born" as a result of act ion by an or iginal class ificat ion authority . As explained in 

the government's response to AEOO9, the defense fail s to ack nowledge that class ified 

infonnation may include mater ial that can be conveyed ora lly and is not limited to infonnat ion 

contained in a document that the government has the ab ili ty to physica lly mark. See, Exec. 

Order No. 13526 §6.1 (t) . When granting an indiv idual a security clearance, the government does 

not prov ide a wa iver for the protect ion of classifi ed informat ional that is conveyed in such a 

fashion. The form of the classified infonnat ion does not alter its c lass ifi cat ion, nor is the damage 

to nat ional security somehow dimini shed due to an unauthorized di sclosure. Accordingly, in a 

criminal prosecut ion, the government is entitl ed to seek an order to protect against the di sclosure 

of classified informat ion, regardless of its form. 

In th is case, like other cases in wh ich the accused or defendant have had access to 

c lass ified in formation, the government has a leg itimate nat ional security in terest in seekin g 

procedures for the handling and storage of such infonnation that reduces or elim inates the harm 

to nat ional security that unauthorized di sclosu res may cause. Accord ingly, the govern ment seeks 

to ensure that the part ies handle informat ion that can be conveyed orall y accordin g to the 

appropriate classificat ion levels to wh ich they have been so advised. See, Protect ive Order, 

VI/ited States v. Warsame, No. II CR 559 (S .D.N.Y. Sept. 9, 20 11 ); Protective Order, VI/ited 

States v. Ghailal1i, No. 98 CR 1023 (S .D.N.Y. Jul. 2 1, 2(09); Vnited States v. Amawi, No. 06 CR 
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7 19 (ND.OH. Jul. 17,2(06); Ullited States v. MOII.Haolli, No. 0 1 CR 455 (ED.V A. Jan. 22, 

2002); Ullited States v. Bill Ladell , No. 98 CR 1023 (SD.N .Y . Jul. 29, 1999). 

Contrary to the defense assert ions, it is the sole responsibili ty of an orig inal c lass ification 

authority , not the defense, to classify or declass ify infoI111at ion. As art icu lated in the 

government's 26 April 20 12 submission, the accused have been exposed to classified 

information at the TSISClievel. Although they are not prohibited from di scuss ing that 

information w ith the ir defense counsel, and although there are some statements by the accused 

that conta in noth ing even potentiall y c lass ified (i.e., "Thank you for com ing to speak with me 

today.") the government has the ri ght to seek protect ive measures to ensure that defense counsel, 

who are author ized to have access to the class ified infonnation known to their clients, will treat 

such informat ion in the appropriate manner. Because the govern ment has no interest in 

moni tor ing the priv il eged communicat ions between the accused and the ir defense to properl y 

determine the c lass ificat ion level of any notes taken during the meet ing, the proposed 

mechanism in the 26 April 20 12 protect ive order required the parties to treat all statements of the 

accused at the highest level of class ificat ion to wh ich the accused had prev iously been exposed. 

See, e.g ., Al Odah v. United States, 346 F.Supp. 2d 1, 8- 14 (D.D.C. 2004) (court determined that 

the govern ment's national security concerns were leg itimate and, therefore, the defense was 

required to have a security clearance and to treat all in fonnation obta ined during the course of 

the ir representat ion as class ified until a classif icat ion review was cond ucted). 

The 26 Apr il 20 12 order did not however, restrict the accused in any way from 

communicat ing with the ir counsel about any top ic. It simply requested that the defense counsel 

handle and store such pr ivil eged communicat ions as class ified until and unless they requested a 

c lass ificat ion review. Nor did the protect ive order restrict the abili ty of the defense to use the 

statements in li tigation. The order directed the defense to comply with the statutorily mandated 

procedures for using class ified information, conta ined in M.C.R.E 505 and modeled after CIP A. 

W ithout conceding that the proposed order placed unduly burdensome restrictions upon 

defense counse l but nevertheless seeking to prov ide convenient handling and storage opt ions 
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consistent with the protect ion of nat ional security information, the government hereby proposes 

that the protective order it moved the conun iss ion to sign on 26 April 20 12 be amended . The 

moo ified order prov ides that with respect to infonnat ion obta ined from the ir clients, defense 

counsel treat and handle as class ified onl y in format ion that that they know or have a reason to 

know is class ified, includ ing infonnation that relates to spec if ic aspects of the CIA ROt program 

that remain classified. Wh ile the 26 April 20 12 proposed order featured legitimate protect ions 

for handling classified informat ion, the order, as modif ied, seeks to all ev iate defense concerns 

that uncertainty may be caus ing them to unnecessarily treat ora Uy conveyed informat ion as 

class ified when it is clearl y unrelated to the classified sources, methods and activities of the 

Uni ted States that the accused have been previously exposed. The mod ified order will require 

that defense counsel scrupulously adhere to the classificat ion gu idance previous ly provided as a 

condi tion of the ir read-in to spec ial access programs in deteI111ining how to treat informat ion that 

has been ora ll y conveyed to them by the accused. The govern ment has not mod ified any other 

provisions of the 26 April 20 12 order. 

7. Conclusion 

The Government respectfull y requests that the Mili tary Judge issue the modified 

protect ive order to establi sh procedures applicable to all persons who have access to or come into 

possess ion of class ified documents or infoI111at ion in connect ion with this case to protect aga inst 

the unauthorized disclosure of all currently and properl y class ified infoI111at ion. 

8. Oral Argument 

The govern ment is willing to wa ive oral argument but requests an opportuni ty to be heard 

should the defense request oral argument. 

9. Witnesses and Evidence 

None 

10. Certificate of Conference 

The defense objects to the entry of the government' s modified order. 
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11. Additional Information 

None. 

12. Attachments 

A. Cert ificate of Service, dated 25 September 20 12. 

B. Modified 9/ 11 Proposed Order to Protect Aga inst Disclosure of National Secur ity 
Informat ion. 
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CERTIFICATE OF SERVICE 

I certify that on the 25th day of September 20 12, J fi led AEO 13L, the Government's 
Supplemental Motion for Modified Order To Protect Against Disclosure of National 
Security Information with the Office of Mili tary Commiss ions Trial Judiciary and I served a 
copy on counsel of record. 
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MILITARY COMMISSIONS TRIAL J UDICIARY 
GUANTANAMO BAY, CUBA 

UN ITED STATES OF AMERICA 

v. 

KHALID SHAIKH MOHAMMAD, 
W ALID MUHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZI BINALSHIBH, 
ALI ABDUL AZIZ ALI, 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

PROTECTIVE ORDER #1 

To Protect Against Disclosure of 
Nat ional Security Informat ion 

_____ 20 12 

Upon considerat ion of the submiss ions regarding the Govern ment's mot ion for a 

protect ive order to protect class ified informat ion in th is case, the Comm iss ion finds that th is case 

involves class ified nat ional security informat ion, including TOP SECRET I SENSITIVE 

COMPARTMENTED INFORMATIO N (SCI), the disclosure of wh ich would be detrimental to 

nat ional security, the storage, handling, and control of wh ich requires special security 

precaut ions, and access to which requires a security clearance and a need-lo-know. Accord ingly, 

pursuant to authority granted under 10 U.S.c. §§ 949p- l to 949p-7, Rules for Military 

Comm iss ions (R.M .C.) 701 and 806, Military Comm ission Rule of Ev idence (M.C.R.E.) 505, 

Regulat ion for Trial by Mili tary Commiss ions (RT.M .C.) 'JI 17-3, and the general supervisory 

authority of the Comm ission, in order to protect the nat ional security, and for good cause shown, 

the fo llowing Protective Order is entered. 

I. SCOPE 

I . This Protective Order estab li shes procedures applicable to all persons who have access to 

or come into possess ion of class ified documents or in fonnat ion in connect ion with th is case, 
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regardless of the means by wh ich the persons obta ined the classified informat ion. These 

procedures apply to all aspects of pretrial, tr ial, and post-trial stages in th is case, including any 

appeals, subject to modif icat ion by further order of the Commiss ion. 

2. This Protective Order app li es to all infoI111ation, documents, testimony, and material 

assoc iated with th is case that contain class ified informat ion, including but not li mited to any 

class ified pleadings, wr itten di scovery, expert reports, transcripts, notes, summaries, or any other 

material that conta ins, describes, or renects class ified in fonnation. 

3. Counsel are responsible for advising the ir clients, translators, witnesses, experts, 

consultants, support staff, and all others involved with the defense or prosecut ion of this case, 

respect ively, of the contents of th is Protect ive Order. 

II. DEFINITIONS 

4. As used in thi s Protective Order, the tenn "Defense" includes any counsel for the 

Accused in th is case and any employees, contractors, invest igators, paralega ls, experts, 

translators, support staff or other persons work ing on the behalf of the Accused or hi s counsel in 

this case. 

5. The term "Government" includes any counsel for the Uni ted States in thi s case and any 

employees, contractors, invest igators, paralegals, experts, translators, support staff or other 

persons working on the behalf of the Uni ted States or its counse l in th is case. 

6. The words "documents" and " in format ion" include, but are not limited to, all written or 

prin ted matter of any kind, formal or informal, including originals, conform ing copies and non-

conforming copies, whether different from the orig inal by reason of notat ion made on such 

copies or otherwise, and further include, but are not li m ited to: 
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a. papers, correspondence, memoranda, notes, letters, cables, reports, summaries, 

photographs, maps, charts, graphs, inter-office and in tra-office communicat ions, notat ions of any 

sort concerning conversat ions, meet ings, or other communicat ions, bu llet ins, teletypes, 

telegrams, facsimiles, invo ices, worksheets, and drafts, alterat ions, mod ificat ions, changes, and 

amendments of any kind to the foregoin g; 

b. graphic or oral records or representat ions of any kind, including, but not limited 

to: photographs, charts, graphs, microfiche, microfi lm, videotapes, and sound or mot ion picture 

recordings of any kind; 

c. electronic, mechanical , or electric records of any kind, includ ing, but not li mited 

to: tapes , cassettes, di sks, recordings, electronic mail , instant messages, films, typewriter ribbons, 

word process ing or other computer tapes, di sks or portable storage devices, and all manner of 

electronic data process ing storage; and 

d. informat ion acqu ired orall y. 

7. The tenns "class ified nat ional security infonnat ion and/or documents," "classified 

informat ion," and "class ified documents" include: 

a. any classified document or in format ion that was c lass ified by any Execut ive 

Branch agency in the in terests of nat ional security or pursuant to Execut ive Order , incl ud ing 

Execut ive Order 13526, as amended, or its predecessor Orders, as "CONFIDENTIAL," 

"SECRET," "TOP SECRET," or additionally controlled as "SENS ITIVE COMPARTMENTED 

rNFORMATION (SCI)" and specifically designated by the United States for li mited or restricted 

di sseminat ion or di stribution; 

b. any document or infonnat ion, regardless of its physical form or character istics, 

now or fonnerly in the possess ion of a private party that was der ived from Uni ted States 
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Government in fonnat ion that was classified, regardless of whether such document or in format ion 

has subsequently been class ified by the Government pursuant to Execut ive Order, including 

Execut ive Order 13526, as amended, or its predecessor Orders, as "CONFIDENTIAL," 

"SECRET," ''TOP SECRET," or additionally controlled as "SENS ITIVE COMPARTMENTED 

INFORMATION (SCI)"; 

C. verbal or non-documentary classified in format ion known to the Accused or the 

Defense; 

d. any document or infonnation as to wh ich the Defense has been notified orally or 

in wr iting that such document or informat ion contains class ified informat ion, including, but not 

limited to the following: 

(i) Informat ion that would reveal or tend to reveal detail s surrounding the 

capture of the Accused other than the locat ion and date ; 

(ii ) Informat ion that wou ld reveal or tend to reveal the fore ign countries in 

which: Khalid Shaikh Mohammad (Mohammad) and Mustafa Ahmed Adam al Hawsawi 

(Hawsawi) were detained from the time of the ir capture on or about I March 2003 through 6 

September 2006; Walid Muhammad Salih Bin Attash (Bin Attash) and Ali Abdul Az iz Ali (Ali ) 

were detained from the time of the ir capture on or about 29 April 2003 through 6 September 

2006; and Ramzi Binalshibh (Binalshibh) was detained from the time of hi s capture on or arou nd 

II September 2002 through 6 September 2006. 

(i ii ) The names, identities, and phys ical descriptions of any persons invo lved 

with the capture, transfer, detention, or interrogat ion of the Accused or spec ific dates rega rding 

the same, from on or around the aforementioned capture dates through 6 September 2006; 
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(iv) The enhanced in terrogat ion techniques that were applied to the Accused 

from on or arou nd the aforementioned capture dates through 6 September 2006, including 

descriptions of the tech niques as applied, the duration, frequency, sequenc ing, and limitat ions of 

those techniques; and 

(v) Descriptions of the conditions of confinement of the Accused from on or 

arou nd the aforementioned capture dates through 6 September 2006; 

e. In addi tion, the tenn " informat ion" shall include without li mitat ion observat ions 

and experiences of the Accused with respect to the matters set forth in subparagraphs 7(d)(i)-(v), 

above. 

f. any document or informat ion obtained from or related to a fore ign government or 

dealing with matters of U.S . forei gn po licy, intelli gence, or mili tary operat ions, wh ich is known 

to be closely held and potentiall y damaging to the nat ional security of the Uni ted States or its 

allies . 

8 . "Nat ional Security" means the nat ional defense and forei gn relations of the Uni ted States. 

9. "Access to classified informat ion" means having authorized access to review, read , learn , 

or otherwise come to know class ifi ed in format ion. 

10. "Secure area" means a phys ical fac ili ty accred ited or approved for the storage, handling, 

and control of classified informat ion. 

II. "Unauthor ized di sclosu re of class ified informat ion" means any knowing, will fu l, or 

negligent act ion that cou ld reasonably be expected to result in a communicat ion or phys ical 

transfer of classif ied in fonnat ion to an unauthorized recipient. Confirm ing or denying 

infonnat ion, including its very ex istence, const itutes di sclosing that informat ion. 
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12. A Commiss ion Secur ity Officer (CSO) has been appoin ted by the Comm ission for the 

purpose of prov iding security arrangements necessary to protect aga inst unauthorized di sclosure 

of any classified documents or in format ion in connection with th is case. The CSO is authorized 

to appo int Alternate Comm ission Securit y Officers (ACSOs) as necessary. All references to the 

CSO herein shall be deemed to refer also to any ACSOs appoin ted to th is case. 

13. The part ies shall seek gu idance from the CSO with regard to the appropriate storage, 

handling, and use of classified informat ion. The CSO shall consu lt with the original 

class ification authorit y (OCA) of classified documents or infonnat ion, as necessary, to address 

class ificat ion deci sions or other related issues. 

14 . The CSO shall not reveal to any person, includ ing the Govern ment, the content of any 

conversat ions the CSO hears by or among the Defense, nor reveal the nature of documents be ing 

reviewed by the Defense or the work generated by the Defense, except as necessary to report 

violat ions of thi s Protect ive Order to the Comm iss ion after appropriate consultation with the 

Defense or to carry out duties pursuant to this Protective Order. Additionall y, the presence of the 

CSO shall not operate as a wa iver of any applicable privil ege under the M ili tary Commiss ions 

Act, 10 U.S.c. § 948a, et seq. (M .C.A.), R.M.C., or M .C.R.E. 

IV. ACCESS TO CLASSIFIED INFORMATION 

15. Without authorizat ion from the Govern ment, no member of the Defense, including 

defense witnesses, shall have access to classified in format ion in connect ion with th is case unless 

that person has: 
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a. received the necessary security clearance from the appropriate Department of 

Defense (DoD) authorities and signed an appropriate non-di sclosu re agreement, as verified by 

the CSO; 

b. signed the Memorandu m of Understanding Regarding Receipt of Class ified 

Informat ion (MOU), attached to th is Protect ive Order, agree ing to comply with the terms of th is 

Protect ive Order; and 

c . a need-lo-know the classified in format ion at issue, as detennined by the OCA of 

that infonnat ion. 

16. In order to be prov ided access to classif ied informat ion in connect ion with thi s case, each 

member of the Defense shall execute the attached MOU, file the executed originals of the MOU 

with the Commiss ion, and submit copies to the CSO and counse l for the Government. The 

execut ion and subm iss ion of the MOU is a condi tion precedent to the Defense having access to 

class ified informat ion for the purposes of these proceedings . 

17. The substitution , departure, or removal of any member of the Defense, including defense 

witnesses, from this case for any reason shall not release that person from the provisions of th is 

Protect ive Order or the MOU executed in connect ion with thi s Protect ive Order. 

18 . Once the CSO verifies that counsel for the Accused have executed and submitted the 

MOU, and are otherwise authorized to receive class ified informat ion in connect ion with th is 

case, the Government may prov ide classified di scovery to the Defense, e ither directly or v ia the 

CSO, who will ass ist as necessary in ensuring the material is delivered to the Defense. 

19. All classified documents or informat ion provided or obtained in connect ion with thi s case 

remain class ified at the leve l designated by the OCA, unless the documents bear a clear 

indicat ion that they have been declass ified. The person receiving the class ified documents or 

Filed with T J 
25 September 2012 

7 

UNCLASSIFIEDIIFOR PUBLIC RELEASE 
Attachment B 
Page 7 of 17 

Appellate Exhibit 013L (KSM et al.) 
Page 16 of 26 

APP. 153



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

infonnat ion, together with all other members of the Defense or the Govern ment, respect ively, 

shall be responsible for protect ing the class ified in format ion from di sclosure and shall ensure 

that access to and storage of the class ified in format ion is in accordance with applicable laws and 

regulations and the terms of this Protective Order. 

20. No member of the Defense, including any defense witness, is authorized to di sclose any 

class ified in format ion obtained during thi s case, outs ide the immediate parameters of these 

mili tary commiss ion proceed ings . If any member of the Defense, the Accused, or any defense 

witness receives any summons, subpoena, or court order, or the equivalent thereof, from any 

Uni ted States or Foreign court or on behalF of any criminal or c ivil investigat ive entity with in the 

Uni ted States or From any fore ign entity, the DeFense, includ ing deFense witnesses, shall 

immediately not ify the Comm ission, the CSO, and the Government so that appropriate 

consideration can be given to the matter by the Comm ission and the OCA of the materials 

concerned. Absent authority From the Commiss ion or the Government, the DeFense, the 

Accused, and deFense witnesses are not authorized to di sseminate or di sclose class ified materials 

in response to such requests . The DeFense, the Accused, and deFense witnesses and experts are 

not author ized to use or refer to any class ified inFormat ion obtained as a result oFthe ir 

part ic ipat ion in commiss ion proceed ings in any other forum , or in a military commiss ion 

proceeding involving another detainee. 

V. USE, STORAGE, AND HANDLING PROCEDURES 

2 1. The Office of the Ch ief Defense Counsel, Office of Mili tary Comm iss ions, has approved 

secure areas in which the DeFense may use, store, handle, and otherwise work with class ified 

inFoI111at ion. The CSO shall ensure that such secure areas are mainta ined and operated in a 
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manner consistent with th is Protect ive Order and as otherwise reasonably necessary to protect 

aga inst the di sclosure of class ified in format ion. 

22. All classified infonnation prov ided to the Defense, and otherwise possessed or 

main tained by the Defense, shall be stored, maintained, and used onl y in secure areas . Class ified 

informat ion may onl y be removed from secure areas in accordance with th is Protective Order 

and applicable laws and regulat ions governing the handling and use of classif ied in fonnat ion. 

23 . Consistent with other prov isions of th is Protective Order, the Defense shall have access to 

the class ified in format ion made avail able to them and shall be allowed to take notes and prepare 

documents with respect to such class ified inFormat ion in secure areas. 

24 . The Defense shall not copy or reproduce any class ified informat ion in any form, except 

in secure areas and in accordance with th is Protective Order and applicable laws and regulations 

governing the reproduction of class ified infonnat ion. 

25 . All documents prepared by the DeFense that are known or beli eved to contain class ified 

inFonnation- including, without li mitation, notes taken or memoranda prepared by counsel and 

plead ings or other documents intended for fi ling with the Comm ission-shall be transcribed, 

recorded, typed , duplicated, copied, or otherwise prepared onl y by persons possess ing an 

appropriate approval for access to such class ified inFonnat ion. Such act iv ities shall take place in 

secure areas, on approved word process ing equ ipment, and in accordance with procedures 

approved by the CSO. All such documents and any assoc iated materials conta ining class ified 

inFonnation-such as notes, memoranda, drafts, copies, typewr iter ribbons, magnet ic recordings, 

and exhibits-shall be ma intained in secure areas unless and until the CSO advises that those 

documents or assoc iated materials are unclassiFied in the ir entirety. None of these materials shall 
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be disclosed to the Government unless authorized by the Comm ission, by counsel for the 

Accused, or as otherwise provided in th is Protective Order. 

26. The Defense may di scuss classified in format ion only with in secure areas and shall not 

di scuss, di sclose, or di ssem inate class ified informat ion over any non-secure communication 

system, such as standard commercial telephones, office intercommu nicat ion systems, or non-

secure electronic ma il. 

27 . The Defense shall not di sclose any class ified documents or infonnat ion to any person, 

including counsel in related cases of Guantanamo Bay detainees in mili tary conun iss ions or 

other courts (including, but not li mited to, habeas proceedings), except those persons authorized 

by this Protective Order, the Comm iss ion, and counsel for the Government with the appropr iate 

clearances and the need-to-know that informat ion. 

28 . To the extent that the Defense is not certa in of the class ificat ion of in format ion it wishes 

to di sclose, the Defense shall consult with the CSO for a determination as to its class ificat ion. In 

any instance in which there is any doubt as to whether informat ion is class ified, the Defense 

must consider the informat ion class ified unless and until it receives not ice from the CSO that 

such infoI111at ion is not class ified. 

29. Until further order of thi s Commiss ion, the Defense shall not disclose to the Accused any 

class ified in format ion not previously provided by the Accused to the Defense, except where such 

informat ion has been approved for release to the Accused and marked accordingly. 

30. Except as otherwise stated in th is paragraph, and to ensure the nat ional security of the 

Uni ted States, at no time, including any period subsequent to the conclus ion of these 

proceedings, shall the Defense make any public or pr ivate statements disclosing any c lass ified 

infoI111ation accessed pursuant to this Protect ive Order, or otherwise obta ined in connect ion with 
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th is case, includ ing the fact that any such informat ion or documents are class ified. In the event 

class ified in format ion enters the pub lic domain without first be ing properly declassif ied by the 

Un ited States Government, counsel are reminded that they may not make public or private 

statements about the informat ion if the in format ion is classif ied. (See paragraph 7 of th is 

Protective Order for spec ific examples of infonnat ion wh ich remains class if ied even if it is in the 

public domain.) In an abundance of caut ion and to help ensure clarity on th is matter, the 

Comm iss ion emphas izes that counsel shall not be the source of any class ified infonnation 

entering the public domain , nor should counsel comment on in formation wh ich has entered the 

public domain but which remains class ified. 

VI. PROCEDURES FOR FILING DOCUMENTS 

3 1. Any plead ing or other document filed with the Commiss ion in th is case, wh ich counse l 

know, reasonably should know, or are uncerta in of whether the filing contains class ified 

infonnat ion, shall be filed under seal in accordance with the prov is ions of the M.C.A. , R.M .C., 

M .C.R.E., R.T.M .C. , and the Mili tary Comm iss ions Trial Jud ic iary Rules of Court applicable to 

filing class if ied documents or informat ion. Documents conta ining class ified informat ion that is 

not at the TSICODEWORD leve l shall be filed pursuant to the procedures spec ified for class ified 

infonnat ion contained in the Trial Judic iary Ru les of Court 3( 1 O)(d) to the extent that the 

material can be transmitted v ia the Secret Internet Protocol Router Network (S IPR) . Informat ion 

that is class ified at the TSICODEWORD level, includ ing presumpt ively class ifi ed statements of 

the Accused that have not yet been determined to be unclass ified by the appropr iate Government 

agency, cannot be transm itted v ia S IPR and must be prov ided in hard copy to the Chief Clerk of 

the Trial Judic iary. 
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32. Class ified filin gs must be marked with the appropriate class ificat ion markings on each 

page, includ ing classificat ion mark ings for each paragraph. If a party is uncertain as to the 

appropriate classification markings for a document, the party shall seek gu idance from the CSQ, 

who will consult with the OCA of the informat ion or other appropriate agency, as necessary, 

regarding the appropriate class ificat ion. 

33 . When filing classified documents or informat ion under seal, the part ies shall f il e the 

papers conta ining classified infonnat ion with the M ili tary Comm iss ions Tr ial Jud ic iary Staff 

("Jud ic iary Staff') and provide notice of the class ified fi ling to the other party. Once a filin g is 

properl y filed, the CSO for the Judic iary Staff shall promptly review the filing, and in 

consultation with the appropriate Government agenc ies, determine whether the filin g contains 

class ified informat ion and is marked appropriate ly. The Judiciary Staff shall then ensure the 

class ified filin g is promptly served on the other party (unl ess f il ed ex parte) and reflected in the 

filings inventory with an unclass ified entry not ing that it was filed under sea l. 

34 . The CSO and Judic iary Staff shall ensure any classified informat ion conta ined in such 

filings is ma in ta ined under seal and stored in an appropriate secure area consistent with the 

highest leve l of classified infoI111at ion contained in the filin g. All port ions of any filed papers 

that do not conta in class ified informat ion will be unsealed (unless filed ill camera or ex parte) for 

inclusion in the public record. 

35. Under no c ircumstances may class ified in format ion be filed in an unsealed fi ling. In the 

event a party believes that an unsealed filing conta ins class ified informat ion, the party shall 

immed iately not ify the CSO and Jud ic iary Staff, who shall take appropriate act ion to retrieve the 

documents or infoI111at ion at issue. The tiling will then be treated as containing classified 

in foI111at ion unless and until the CSO determines otherwise. Nothing herein li mits the 

Filed with T J 
25 September 2012 

12 

UNCLASSIFIEDIIFOR PUBLIC RELEASE 
Attachment B 
Page 12 of 17 

Appellate Exhibit 013L (KSM et al.) 
Page 21 of 26 

APP. 158



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

Government's authority to take other remedial act ion as necessary to ensure the protect ion of the 

class ified in format ion. 

36. Nothing herein requires the Government to di sclose classified in fonnat ion. Add itionall y, 

noth ing herein prevents the Government from submitt ing class ified informat ion to the 

Comm ission ill camera or ex parte in these proceed ings or entitles the Defense access to such 

submiss ions or informat ion. Except for goocl cause shown in the filin g, the Government shall 

provide the Defense with not ice on the date of the filin g. 

VII. PROCEDURES FOR MILITARY COMMISSION PROCEEDINGS 

37. Except as prov ided herein , and in accordance with M.C.R.E. 505, no party shall disclose 

or cause to be di sclosed any informat ion known or beli eved to be class ifi ed in connect ion with 

any hearing or proceed ing in th is case. 

A. Notice Requirements 

38. The part ies must comply with all not ice requirements under M.C.R.E. 505 prior to 

di sclosing or intnxluc ing any class ified informat ion in this case. 

39. Because all statements of the Accused are presumed to conta in informat ion 

class ified as TOP SECRET I SCI, the Defense must prov ide not ice in accordance with 

th is Protect ive Order and M .C.R.E. 505(g) if the Accused in tends to make statements or 

offer test imony at any proceed ing. 

B. Closed Proceedings 

40. Wh ile proceed ings shall generall y be publicl y held , the Comm iss ion may exclude the 

pub lic from any proceeding, slIa spol1te or upon mot ion by either party, in order to protect 

infoI111at ion the di sclosure of which cou ld reasonably be expected to damage nat ional security. 

If the Commiss ion closes the courtroom during any proceeding in order to protect class ified 
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infonnat ion from di sclosure, no person may remain who is not authorized to access class ified 

infonnat ion in accordance with th is Protective Order, wh ich the CSO shall verify pr ior to the 

proceeding. 

4 1. No part ic ipant in any proceeding, including the Government, Defense, Accused, 

witnesses, and courtroom personnel, may di sclose class ified informat ion, or any informat ion that 

tends to reveal class ified in format ion, to any person not authorized to access such class ified 

infonnation in connect ion with th is case. 

c. Delayed Broadcast of Open Proceedings 

42. Due to the nature and class ificat ion leve l of the classified informat ion in th is case, 

including the classificat ion of the Accused's statements, the Comm iss ion finds that to protect 

aga inst the unauthorized di sclosure of classified informat ion during proceed ings open to the 

public, it will be necessary to employ a forty-second delay in the broadcast of the proceed ings 

from the courtroom to the public gallery. Should class ified informat ion be di sclosed during any 

open proceeding, this delay will allow the M ilitary Judge, CSO, or Govern ment to take act ion to 

suspend the broadcast- including any broadcast of the proceedings to locat ions other than the 

public gallery of the courtroom (e.g., any closed-c ircu it broadcast of the proceedings to a remote 

locat ion)-so that the class ified informat ion will not be di sclosed to members of the public. 

43 . The broadcast may be suspended whenever it is reasonably believed that any person in 

the courtroom has made or is about to make a statement or offer testimony di sclosing class ified 

infoI111ation. 

44 . The Comm ission shall be not ified immediately if the broadcast is suspended. In that 

event, and otherwise if necessary, the Commiss ion may stop the proceedings to eva luate whether 

the in fonnation di sclosed, or about to be di sclosed, is class ified infoI111ation as defined in thi s 
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Protect ive Order. The Comm iss ion may also conduct an ill camera hearing to address any such 

di sclosure of class ified in format ion. 

D. Other Protections 

45 . During the exam inat ion of any witness, the Government may object to any quest ion or 

line of inquiry that may require the witness to disclose class ified in fonnat ion not fou nd 

prev iously to be adm issible by the Commiss ion. Following such an object ion, the Comm ission 

will determine whether the witness's response is admiss ible and , if so, may take steps as 

necessary to protect against the public disclosure of any classif ied in format ion conta ined there in. 

46. Class ified informat ion offered or admitted in to ev idence will remain class ified at the 

level designated by the OCA and will be handled accordingly. All classif ied evidence offered or 

accepted during trial will be kept under seal, even if such evidence was inadvertently di sclosed 

during a proceeding. Exh ibits containing class ified infonnation may also be sealed after trial as 

necessary to prevent di sclosu re of such class ified informat ion. 

E. Transcripts 

47 . Transcripts of all proceedings shall be redacted as necessary to prevent public di sclosure 

of class ified informat ion. The Clerk of the Mili tary Commiss ion, in conjunct ion with the CSO, 

shall ensure the transcripts of all proceed ings are reviewed and redacted as necessary to protect 

any classified informat ion from public di sclosure. An unclass ified transcript of each proceed ing 

shall be made avail able for public release. 

48 . The Clerk of the Mili tary Comm ission, in conjunct ion with the CSO, shall ensure that 

transcripts containing classif ied in fonnat ion remain under seal and are properl y segregated from 

the unclass ified port ion of the transcripts, properl y marked with the appropriate security 

mark ings, stored in a secure area, and handled in accordance with th is Protective Order. 
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VIII. UNAUTHORIZED DISCLOSURE 

49. Any unauthor ized di sclosure of class ified infonnat ion may constitute a violat ion of 

Uni ted States criminal1aws. Add itionall y, any violation of the tenns of th is Protective Order 

shall immediately be brought to the attention of the Commiss ion and may resu lt in disciplinary 

act ion or other sanctions, includ ing a charge of contempt of the Commiss ion and poss ible 

referral for cr iminal prosecut ion. Any breach of thi s Protect ive Order may also result in the 

terminat ion of access to class ified infonnat ion. Persons subject to th is Protective Order are 

advised that unauthorized di sclosu re, retention, or negligent handling of class ified documents or 

infonnat ion could cause damage to the nat ional security of the Uni ted States or may be used to 

the advantage of an adversary of the Uni ted States or against the in terests of the Uni ted States. 

The purpose of th is Protect ive Order is to ensure that those authorized to receive class ified 

in fonnat ion in connect ion with th is case will never divulge that infonnation to anyone not 

authorized to receive it, without prior wr itten authorizat ion from the OCA and in conformity 

with th is Order. 

50. The Defense shall promptly not ify the CSO upon becom ing aware of any unauthorized 

access to or loss, theft, or other di sclosu re of class ified in format ion, and shall take all reasonably 

necessary steps to retrieve such class ified informat ion and protect it from further unauthorized 

di sclosure or di ssem inat ion. The CSO shall not ify the Government of any unauthorized 

disclosures of classified infonnation so that the Govern ment may take additional remedial 

measures as necessary to prevent further unauthorized access or di ssem inat ion. 

IX. DISPOSITION OF CLASSIFIED INFORMATION 

5 1. All classified documents and in fonnat ion to wh ich the Defense has access in thi s case are 

the property of the Uni ted States. Upon demand of the CSO or the Government, the Defense 
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shall return any documents containing class ifi ed in format ion in its possession which were 

obta ined in di scovery from the Government, or for which the Defense is responsible because of 

its access to class ified infonnation in connect ion with this case. 

52. Unless otherwise ordered or agreed, withi n sixty days after the final terminat ion of th is 

action , includ ing any appeals, the Defense shall , at its opt ion, return or properly destroy all 

class ified in format ion in its possession in connect ion with thi s case, including all notes, abstracts, 

compilat ions, summaries, or any other form or reproduction of class ified infonnat ion. The 

Defense is responsible for reminding any expert witnesses, non-testify ing consultants, and all 

other persons working with the Defense of its ob ligation to return or destroy classified 

informat ion rel ated to th is case. The Defense shall submit written cert ificat ion to the CSO and 

the Government by the sixty-day deadline confi I111 ing that all classified infoI111at ion has been 

returned or destroyed as set forth in th is Protect ive Order. 

x. SURVIVAL OF ORDER 

53 . The teI111S of thi s Protective Order and any signed MOU shall surv ive and remain in 

effect after the termination of th is case. 

54 . This Protective Order is entered without prejud ice to the ri ght of the part ies to seek such 

additional protect ions, or except ions to those stated herein , as they deem necessary. 

DATED: 
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MILITARY COMMISSIONS TRIAL JUDICIARY

GUANTANAMO BAY, CUBA

UNITED STATES OF AMERICA

v.

KHALID SHAIKH MOHAMMAD,
WALID MUHAMMAD SALIH MUBARAK

BIN ‘ATTASH,
RAMZI BINALSHIBH,
ALI ABDUL AZIZ ALI ,
MUSTAFA AHMED ADAM AL-HAWSAWI

Response of the
American Civil Liberties Union

to Government’s Supplemental Motion
for Modified Order to Protect Against

Disclosure of National Security
Information

October 12, 2012

1. Timeliness. This application is timely filed under the Military Commissions Trial

Judiciary Rules of Court (“RC”) and the 2011 Regulation for Trial by Military

Commission (“Regulation”).1

2. Overview and Relief Sought. In case there were any doubt, the government’s

modified proposed Protective Order for these proceedings makes clear that the

government is asking the military judge to impose a censorship regime that would

prevent the public from hearing any statements by defendants about their memories,

“observations[,] and experiences” of their torture and detention in U.S. custody. See AE

013L (“Supplemental Motion for Modified Order to Protect Against Disclosure of

National Security Information”) (Sept. 25, 2012) and “Protective Order #1,” Attachment

to AE 13L (“Mod. Prop. P.O. #1”), §§ I(7)(e) and I(7)(d)(i)–(v).

1 RC 3.7(c)(1) provides that, generally, “a response is due within 14 calendar days after a motion is
filed . . . .” Although the government’s supplemental motion was filed on September 25, 2012, it was not
made available to the public and the ACLU until October 4, 2012. The ACLU’s Response is being timely
filed within 14 days of the supplemental motion becoming public. See also AE 083 (ACLU motion
seeking timely access to sealed filings related to the public’s right of access to commission proceedings in
order to receive notice and an opportunity to be heard).
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The government’s modified proposed Protective Order fails to meet the First

Amendment’s strict scrutiny standard and the public access requirements of the Military

Commissions Act (“MCA”), Pub. L. No. 109-336, 120 Stat. 2600 (2006) (codified as

amended 10 U.S.C. §§ 949–950 (2009)), for the same reasons that the original proposed

Protective Order failed to meet that standard: The government has no compelling interest

in keeping from the public defendants’ testimony about their own knowledge of illegal

government conduct when the interrogation, rendition, and detention program is illegal,

has been banned by the U.S. President, and cannot be used in the future; copious details

about the program and how it was applied to defendants are widely known; and the

government purposefully and coercively disclosed its purportedly secret program to

defendants by subjecting them to it. The government’s proposed categorical restriction

on the public’s right to hear this testimony by imposing a 40-second broadcast delay of

the proceedings also fails as an alternative to closure under First Amendment scrutiny,

because it is not narrowly tailored. See also AE 013A (“Motion of the American Civil

Liberties Union for Public Access to Proceedings and Records” (“ACLU Mot.”)) (May 3,

2012); AE 013H (“Reply of the American Civil Liberties Union to the Government’s

Response to the Motion for Public Access to Proceedings and Records” (“ACLU

Reply”)) (May 24, 2012).

For these reasons and those set forth in the ACLU’s previous filings, the ACLU

respectfully requests that the military judge (1) deny the government’s motion to enter

Protective Order #1 as proposed; (2) revise the modified Protective Order to strike

subsection I(7)(e) and provide that Section I(7) does not apply to defendants’ personal

knowledge, observations, and experiences of their interrogation, detention and treatment
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in U.S. custody; (3) strike section VII(C) of the modified protective order, requiring

delayed broadcast of the commission proceedings, as unjustified; and (4) in the event that

the commission grants the government’s request for a 40-second delay, order the public

release of unredacted transcripts containing the defendants’ statements on an expedited

basis to minimize the infringement on the public’s right of contemporaneous access to the

proceedings.

3. Statement of Facts

(a) AE 013. On April 26, 2012, the government filed a “Motion to Protect

Against Disclosure of National Security Information” and an accompanying proposed

protective order. See AE 013 (Apr. 26, 2012); “[Proposed] Protective Order #1” (“Orig.

Prop. P.O. #1”), Attachment to AE 013 (Apr. 26, 2012). The ACLU opposed the

government’s motion, seeking to secure public access to these proceedings as required by

the Constitution and the MCA. See AE 013A (ACLU Mot.) (May 3, 2012); AE 013H

(ACLU Reply) (May 24, 2012). Counsel for Mr. al-Baluchi also filed a response to the

government’s motion, a filing that remains under seal, see AE 013G (May 18, 2012), as

did a group of fourteen media organizations, see AE 013F (May 16, 2012). On August

24, 2012, this commission issued an Amended Docketing Order setting the government’s

motion for argument during the next Commission session, beginning October 15, 2012.

See AE 05F (Aug. 24, 2012). On September 25, 2012, the government filed a

supplemental motion modifying its original application for a protective order—the

subject of this Response. See AE 013L (Sept. 25, 2012).
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(b) AE 083. On October 3, 2012, the ACLU filed a motion seeking access to

sealed commission filings relevant to its pending public-access challenge.2 See AE 083

(Oct. 3, 2012).

4. Legal Basis for the Relief Requested.

The ACLU’s previous filings in this case discuss in detail why the public has a

First Amendment right to these military commission proceedings. See generally ACLU

Mot.; ACLU Reply. The government does not address the public’s First Amendment

right of access in any of its filings, including 13L, but nor does it contest the ACLU’s

arguments (and evidence) that the public does indeed possess that right of access. ACLU

Mot. at 6–10; Decl. of David Glazer, Attachment to ACLU Mot. Indeed, it would be

extraordinary for the American government to take the position that the American public

does not have a constitutional right of access to the most important terrorism prosecution

of our time. See ACLU Mot. at 7–10 (demonstrating that the public’s constitutional

right of access applies in civilian and military proceedings). The government has not

taken that position, and there should be no question that the public’s constitutional right

of access attaches to these commission proceedings.

Once the public’s right of access attaches, as it does here, it may only be

overcome if the government meets its high burden of showing, and if the military judge

finds, both that there is a compelling interest justifying closure and that closure is

narrowly tailored. See, e.g., ACLU Reply at 9. The government’s modified proposed

protective order, like its original one, fails this constitutional test.

2 On October 1, 2012, a group of fourteen news organizations filed a separate but similar motion seeking
press and public access to sealed commission filings. See AE 081 (Oct. 1, 2012). Like the ACLU, these
organizations will argue before the commission during the October 15–19, 2012 session.
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According to the government, the modified proposed protective order allows

“defense counsel [to] treat and handle as classified only information that they know or

have a reason to know is classified.” AE 013L at 7. In the government’s view, the

modification operates to ease burdens on defense counsel related to their communications

with their clients in the course of representation. This modification does nothing,

however, to address the core problem with the government’s proposed censorship regime,

which still improperly seeks to suppress, as both classified and protected, defendants’

statements about their own knowledge of their abuse and detention in U.S. custody.

Indeed, other changes make pellucidly clear that the modified protective order

untenably infringes on the public’s First Amendment right of access to these proceedings.

The modified protective order specifically adds to the definition of “classified

information” the “observations and experiences of the Accused with respect to matters set

forth in subparagraphs 7(d)(i)–(v) above.” Mod. Prop. P.O. #1 § I(7)(e).3 The

specifically-referenced subparagraphs include such “matters” as the “enhanced

interrogation techniques that were applied to the Accused . . . , including descriptions of

the techniques as applied, the duration, frequency, sequencing, and limitations of those

techniques,” id. § I(7)(d)(iv), and “[d]escriptions of the conditions of confinement of the

Accused . . . ,” id. § I(7)(d)(v). Thus, the modified protective order seeks to do through

subsection I(7)(e) what the original proposed order did through subsection I(7)(d)(vi):

categorically suppress ex ante, and prevent the public from hearing, the memories,

3 To the extent that the military judge reads the MCA as barring this commission from independently
determining the propriety of the government’s decision to classify and suppress the defendants’ personal
knowledge of their detention and treatment, the commission should either (1) read the MCA to authorize
the withholding from the public of only properly classified information, which the defendants’ personal
knowledge is not; (2) read the MCA to apply only to evidence presented by the government, in line with
the MCA’s plain text; or (3) find the relevant provisions of the MCA unconstitutional as applied. See
ACLU Mot. at 13–17.
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thoughts, and experiences of the defendants about their illegal torture and detention at the

hands of the U.S. government.

None of the justifications the government has offered for this censorship regime

survive strict scrutiny. As the ACLU has previously shown, the government has no

legitimate interest in censoring defendants’ personal accounts of the CIA’s rendition,

detention, and interrogation program when that program was illegal and has been

terminated by the President of the United States. See ACLU Mot. at 21–24; ACLU

Reply at 7–8. Moreover, the government’s own disclosures, as well as countless reports

by the press, international organizations, and foreign governments, have already made

widely public the very information the government seeks to suppress. See ACLU Mot. at

24–31; ACLU Reply at 10–11.

Nor can the government prevent the public from hearing defendants’ statements

based on their personal knowledge by claiming that the information is classified. As an

initial matter, classification—whether proper or not—does not in itself determine the

First Amendment question of whether the government has met the compelling interest

requirement. See ACLU Mot. at 19–21; ACLU Reply at 4–9. Here, that requirement is

not met for the reasons set forth above, and because Executive Order 13,526, which

governs classification, simply does not extend to third parties who are not in a

relationship of privity and trust with the government. See ACLU Mot. at 17–18; see also

AE 013 at 13 (“[T]he Accused clearly fall into the category of persons ‘not authorized to

received’ classified information.”). Thus, even if information about the CIA’s rendition,

detention, and interrogation program were otherwise properly classified, the government

itself purposefully disclosed that information to defendants—who the government admits
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are not authorized to receive classified information—by forcibly subjecting them to the

program; it cannot now prevent the public from hearing defendants’ testimony. See

ACLU Mot. at 19–21; ACLU Reply at 6.

This commission should not and cannot judicially bless the government’s

proposed censorship regime.

Respectfully submitted,

Hina Shamsi
Brett Max Kaufman
Zachary Katznelson
AMERICAN CIVIL LIBERTIES UNION &

AMERICAN CIVIL LIBERTIES UNION

FOUNDATION

125 Broad Street—18th Floor
New York, NY 10004
Tel.: 212.549.2500
Fax: 212.549.2654
Email: hshamsi@aclu.org
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To make sure, we're done with 9, though.  

Ms. Baltes, on 13.  

ATC [MS. BALTES]:  Good morning, Your Honor.  

MJ [COL POHL]:  Good morning.  

ATC [MS. BALTES]:  This is the government's motion so I 

do want to actually get to the protective order, but I would 

like to respond to some of the argument that we heard from 

Mr. Schulz yesterday and from Ms. Shamsi yesterday and today.  

I heard the statement from Ms. Shamsi that no 

other court has ever ruled or allowed a protective order with 

the provisions that the ACLU is currently challenging.  I want 

to be clear, and Ms. Shamsi apparently had a copy of the 

Ghailani order; maybe they don't understand how the protective 

order worked in that case, but paragraph 2 in Ghailani 

specifically states that it applies to all stages of the 

proceeding.  It is the standard protective order that the 

government seeks in federal terrorism cases.  That protective 

order was issued on July 21, 2009, by Judge Kaplan in the 

Southern District of New York.  

MJ [COL POHL]:  Ms. Baltes, do you see, just to make 

sure, that this protective order applies to all stages but 

there's a different, for want of a better term, a different 

procedure about what's admitted at trial?  
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ATC [MS. BALTES]:  Absolutely.  The protective order 

doesn't -- I'll get there.  People always say that but I'm 

going to answer now.  

The protective order does not say that just 

because there's definitions in paragraph 7 about what's 

classified that there's an automatic closure.  If that was the 

case it would have been a shorter order.  It would have been 

paragraph 7, this is the definition of classified, therefore 

closure will occur.  That is absolutely not what the 

protective order says.  

The protective order goes through the different 

stages of the proceedings, of how proceedings will happen.  

There's obviously the discovery phase, access to classified 

information; there's the explanation of what a court security 

officer does; there's an explanation of how the parties file 

documents that may contain classified information; then 

there's the part of the protective order that explains if the 

defense wants to disclose classified information, that would 

be the 505(g) process.  In federal court, it is the Section 5 

notice.  

Then the protective order goes through what 

happens in an actual hearing, what happens for disclosure.  

That's what it does.  There is no, again, automatic closure, 
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and that's certainly not what the government's advocating.  

In fact, the closure provision for proceedings in 

this Commission are not even found in MCRE 505.  It's in a 

separate part of the statute and found in a separate rule.  

MJ [COL POHL]:  Just so we're clear on this, which I may 

be or may not be, the closure rules are governed by 806. 

ATC [MS. BALTES]:  Right.  And it is 949(d) in the 

statute. 

MJ [COL POHL]:  Okay.  And specifically there's a 

separate -- now -- the issue was if it's classified, that does 

not warrant automatic closure, but there's a separate inquiry 

that the judge must do to close the court and it would appear 

that's the reading of 806(b)(2)(B). 

ATC [MS. BALTES]:  That's absolutely correct.  

806(b)(2)(B) provides that there's a statutory right of access 

then there's provisions for closure of the courtroom.  Again, 

that's not an automatic.  The language is that the military 

judge may close the courtroom. 

MJ [COL POHL]:  The mere fact it is classified is not 

sufficient showing by government to close the proceeding. 

ATC [MS. BALTES]:  Right.  It is a justification that 

806 talks about, that is a justification for closing the 

courtroom, but it is not an automatic closure.  We agree that, 
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yes, you, the military judge, have discretion and you must 

make findings. 

MJ [COL POHL]:  If I make a finding that this 

information, although classified, must be discussed in open 

court, then that gives the government options. 

ATC [MS. BALTES]:  Correct.  

MJ [COL POHL]:  Just procedurally -- I think there are 

two separate issues being connected here of the pretrial 

discovery phase and what could come out in the course of the 

trial, both pretrial evidentiary hearings, trial of the merits 

and sentencing, if any.

DTC [MS. BALTES]:  Absolutely.  I want to respond to 

this because I think it's an inflammatory allegation for the 

ACLU to come in and claim they've never seen anything like 

this.  In Ghailani, again the exact definitions that we used 

in paragraph 7, which is what they are so upset about, are 

verbatim to what was used in paragraph 3 in the Ghailani 

protective order.  

Specifically, the observations and -- let me get 

the exact language.  The term in paragraph 3 in Ghailani 

specifically says that classified information will include, 

without limitations, observations and experiences of the 

defendants with respect to the matters set forth in the 
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several paragraphs above, which is the CIA RDI program.  That 

was classified in that case as well.  It's the same here.  

It's the same in this case.  

The fact that the ACLU chose not to challenge on 

First Amendment grounds in Ghailani, I don't have an answer 

for that, but for them to come into this court and somehow 

imply that because the government proposed a protective order 

in this case that somehow we're violating the First Amendment 

is disingenuous.  The same provisions are in Ghailani.  

In addition, although the protective order in 

Ghailani doesn't have the 40-second delay, no courtroom in the 

United States has the technology that we have.  There is a 

40-second delay that was built into this courtroom 

specifically because of the types of cases that would be tried 

down here.  These are international terrorism cases.  

And I would submit, and I believe Your Honor noted 

yesterday, that the 40-second delay actually minimizes the 

times that closure has to occur, and it provides a very 

appropriate balance between making sure that the proceedings 

can be opened without unnecessarily risking the disclosure of 

classified information from an inadvertent comment.

MJ [COL POHL]:  Ms. Baltes, how do you respond to the 

argument which I heard from a number of the press side, 
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including the press objectors, about the government 

voluntarily disclosing this information to the accused who in 

some cases involuntarily received it and then somehow it -- 

we're restricting their ability to talk about that?  

TC [MS. BALTES]:  There are a couple of points.  Number 

one, this protective order does not restrict or impose 

sanctions upon the accused.  It would be quite different if we 

were seeking a contractual obligation from the accused that 

they're never allowed to talk about this.  

MJ [COL POHL]:  But if you take the protective order as 

drafted, the accused says something that's covered by your 

paragraph 7 to their defense counsel, there's no problem with 

that, they got clearances.  Defense counsel wants to convey 

this information to a mitigation expert, an uncleared 

mitigation expert, they would not be permitted to do that 

under this order. 

TC [MS. BALTES]:  That is correct, but I -- 

MJ [COL POHL]:  I'm not saying -- just so we all 

understand, at this point what we're talking about is not 

communication between the accused and his counsel or, quite 

frankly, the accused to anybody other than his counsel, but 

the further dissemination of said information to uncleared 

people. 
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TC [MS. BALTES]:  That's correct. 

MJ [COL POHL]:  The protective order is designed at that 

step for the defense teams and not necessarily within the 

preparation between the accused and the defense. 

TC [MS. BALTES]:  Right.  The protective order does not 

purport to restrict any communication between -- I know the 

defense doesn't believe this.  I've heard this a number of 

times.  

Let me be clear.  The protective order does not 

purport to restrict communication between the accused and the 

attorneys.  They can talk about what -- regardless of whether 

it's in paragraph 7 or any other definition or anything that 

the attorneys have been told is classified, the accused can 

talk to them, to the attorneys, about it.  

Now, the attorneys holding security clearances are 

obviously restricted in talking about other classified 

information that they know back to the accused.  I think 

that -- I think there's clarity on that.  I don't think that's 

necessarily in dispute.  

But the protective order, again, is supposed to 

govern how parties handle classified information throughout 

the proceedings, which is why it goes stage by stage of the 

different parts that we're going to get to.  But certainly 
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when it comes to a trial stage or the disclosure of that 

information, there's other procedures in place.  

MCRE 505(g) provides a mechanism for the defense 

to provide notice to the government if it intends to disclose 

classified information during any stage of the proceeding.  

And then typically, as you've seen, the government 

will file a notice, a 505(h) notice, requesting an opportunity 

to be heard so that the military judge can determine the use, 

relevance, and necessity of the disclosure of that 

information.  That can happen at the pretrial stage, which 

we've seen and certainly most often, particularly in federal 

court, we see it in the trial stage where the defense believes 

there's classified information they seek to use at trial and 

therefore -- that's when we get to a hearing about it.  

MJ [COL POHL]:  Once we complete the 505(h) session, the 

hearing is kind of a misnomer because that implies it's with 

the accused, but I know that's how it's referred to.  Then the 

next session is, if necessary, relevant material to the 

defense, then you go to the 806 issue of how it comes out. 

TC [MS. BALTES]:  Right.  And as you have experienced 

already during a 505(h) hearing or session, I mean, the 

government proposes alternatives for ways to either minimize 

the exposure or come up with ways for the defense to present 
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their information in a way that may not lead to the harm to 

national security.  

Again, yes, if at that point you determine that 

the classified information must come in, for whatever reason, 

whatever your ruling is, then you would go to an 806 analysis 

of do I then close the courtroom.  You're absolutely justified 

in closing the courtroom because of classified information, 

but that doesn't mean that you obviously shouldn't make the 

necessary findings. 

MJ [COL POHL]:  But that's not the end of the inquiry.  

By that, I mean simply because it's classified, the way I read 

the rule, there's another inquiry that goes on.  It's not 

declassifying, it is whether or not it meets the test of 806 

to close the court. 

TC [MS. BALTES]:  Absolutely, and the test of 806 -- 

military courts applied the Press Enterprise factor as well as 

United States v. Grunden talks about Press Enterprise factors.  

8016 incorporates the four-part test the Supreme Court showed 

in Press Enterprise enterprise.  The four factors are whether 

there's a substantial probability of prejudice to a compelling 

interest, whether there is no alternative to adequately 

protecting the information, whether the restriction that is 

sought would be effective and whether it's narrowly tailored.  
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I'm sure you're familiar with 806.  It 

incorporates that language that it has to be tailored, have a 

compelling interest.  If we were ever to get to that stage, 

the parties would be able to articulate.  Again, it's not 

always the prosecution.  It typically is the defense that 

wants to put on the information.  But certainly there would be 

an ability to articulate those factors should Your Honor wish 

to close a portion of the courtroom.  That's not a foregone 

conclusion.  

The fact there's a provision in the protective 

order that talks about closure simply refers to closure is 

authorized by statute 949(d) and authorized in the rule, 

Rule 806.  So the fact we have paragraph 7, which includes 

definitions that apparently no one likes, that the statements 

of the accused about the RDI program are classified, and 

closure in the same document somehow means government is 

seeking closure of proceedings in this case, and that is 

absolutely not accurate.  

The other -- let me go back to Ghailani for a 

second.  Not to belabor the federal court, which I'm sure 

you're sick of hearing, but in Ghailani the protective order 

didn't have provision for closure of the courtroom.  But 

federal courts have inherent authority to close a courtroom as 
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well.  

In Ghailani, that's what happened on numerous 

occasions.  The courtroom was closed specifically when talking 

about capture information.  So it's again somewhat 

disingenuous for ACLU to come in and argue that for some 

reason what government's suggesting in this case is something 

courts have never done or never seen before with an accused 

similarly situated to the accused in this case.  

The other point I believe that the ACLU made was 

somehow if a third party gets hold of classified information 

that the government has no legitimate interest in keeping that 

information classified.  And that, as I know you understand, 

would lead to absolutely absurd results.  If for some reason 

there's a leak or unauthorized disclosure of classified 

information and then a non-government employee, someone in the 

public, learns of that information, the government still has 

an interest in keeping it classified.  

MJ [COL POHL]:  How is that?  Better?  

I don't believe there is much dispute, although 

I'm sure I'm probably wrong, about the unauthorized leak of 

classified information doesn't somehow declassify it.  Okay?  

I don't think that's what they're addressing.  

What they're addressing in this particular case, 
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maybe it is a distinction without difference in your mind, but 

I believe that's what the issue is.  When the government 

voluntarily discloses classified information to non-cleared 

people, that somehow that then the government cannot come back 

and say these non-cleared people, in this case the accused, 

are somehow bound by the classification restriction of 

discussing that information.  

So I don't think it's your scenario -- do you see 

a difference between ---- 

TC [MS. BALTES]:  I do see it differently.  Number one, 

again, I think certainly the government, you know, believes 

that there's a compelling interest in maintaining the 

integrity of classified information regardless of whether it's 

disclosed.  I think you're familiar with the line of cases 

that talks about the official confirmation versus speculation.  

The Supreme Court clearly established that it is not the same 

thing.  

Just because information -- that a reporter may 

speculate about some classified information is quite different 

from a government official actually confirming the existence 

of that, and that there is still a compelling government 

interest in maintaining the integrity of that classified 

information.  That is -- Afshar, Knopf, CIA v. Sims, Haig 
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v. Agee, all are cases that stand for that proposition.  

What I believe the ACLU is arguing is just because 

the government involuntarily exposed the accused to -- 

MJ [COL POHL]:  Their argument is the government 

voluntarily exposed accused to this information, they may have 

involuntarily received it, depending what we're talking about. 

TC [MS. BALTES]:  Right. 

MJ [COL POHL]:  Their argument, appears to me, is not an 

unauthorized leak going out to a media outlet.  The 

government, by using these techniques, voluntarily exposed 

this classified information, if you want to call it that, to 

these accused.  

TC [MS. BALTES]:  I understand their position, and I 

misspoke when I said "involuntary."  I agree, I understand 

that that's their position.  Again, if the government was 

seeking to exact some type of nondisclosure agreement on the 

accused at this point to say, "You were exposed to classified 

information, you're going to face sanctions just like someone 

with a security clearance if you disclose that," I agree that 

would be an absurd result.  That's not what government's 

seeking to do.  Again, the protective order applies to the 

parties in this case that hold security clearances that, 

because of their participation in this case, they are exposed 
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to classified information. 

MJ [COL POHL]:  I may have misunderstood the point but 

I'm not sure -- what the question becomes is by voluntarily 

supposing this to people who do not have a clearance, does 

that somehow waive the classification issue?  

ATC [MS. BALTES]:  No. 

MJ [COL POHL]:  You say no, but that's the way I kind of 

glean this thing.  We all agree that classified information 

has to be handled a certain way.  Their position appears to be 

that if the government releases this -- voluntarily releases 

it to somebody without a clearance in this case, in this 

case -- but, therefore, that relieves the defense of the 

burden of treating this information as classified.  

TC [MS. BALTES]:  No.  

MJ [COL POHL]:  I know you disagree.  I think that's 

what their position is. 

TC [MS. BALTES]:  I agree that is what their position 

is.  That would lead to absurd results if the government's 

unable to -- again, we're talking about information that the 

government still maintains control over at this point.  

Whether people like to believe it or not, the fact is the 

accused are held in a detention facility where they don't have 

access to people other than their attorneys so -- but it is 
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perfectly appropriate for the government, as an original 

classification authority did in this case, pursuant to the 

executive order, to look at information about the sources and 

methods that are at issue in this case and the RDI program and 

determine that that is currently and properly classified.  

The fact that they can communicate that 

information and orally convey that information to their 

attorneys is what's at issue.  So it's the attorneys' 

obligation who hold security clearances in this case to make 

sure that that information then is not further disclosed.  

You're looking at the time.  Do you want me 

to ---- 

MJ [COL POHL]:  I just -- how much more do you got?  

TC [MS. BALTES]:  Well, I -- my team won't like this 

either.  

MJ [COL POHL]:  My concern -- normally, I would not 

mind, but my concern is we do have a detainee who wanted to 

join us and we normally recess at 10:15.  What we'll do -- 

normally I would let you continue.  But because Mr. Mohammad 

apparently wants to join us, and whether he does or not, 

that's of course up to him, we'll go ahead and take a 

15-minute recess now.  

And then, Mr. Nevin, I'm sure you will tell me 
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whether -- if he doesn't come, indicates he doesn't wish to 

come, wishes to stay in the holding cell.  

Court is in recess until 1035. 

[The Military Commission recessed at 1018, 17 October 2012.]
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[The Commission was called to order at 1049, 17 October 2012.] 

MJ [COL POHL]:  The Commission is called to order.  All 

parties again are present that were present when the 

Commission recessed, and Mr. Mohammad has joined us.

Yes, General Martins.  Somebody not here?  

CP [BG MARTINS]:  No, Your Honor.  You may be going 

there as well, but the government would request that you 

inquire into Mr. Mohammad as to how he communicated to the 

guard that he wanted to be here, to make an appropriate record 

of this.  Given the court is looking at the presence and 

absence, we need to confirm that kind of detail.

MJ [COL POHL]:  Ms. Baltes, Mr. Nevin.  

DC [MR. NEVIN]:  Your Honor, Mr. Mohammad has a right to 

remain silent.  I understand the testimony regarding his 

waiver when he is not here, that the court wants it on the 

record that he has actually waived his right to be present and 

the questions have been asked and answered appropriately.

I object to the court questioning him now.  He is 

here, and it sounds to me as if the government wants in some 

way to make him a witness as to what he said or did to have 

him come here, and maybe I am misunderstanding the prosecutor.  

CP [BG MARTINS]:  We seek to confirm that he has changed 

his mind and that when he changes his mind he is communicating 
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that to the guards and making that a part of the record.  The 

court is looking at this, Your Honor, as you have read, make 

the changing of one's mind and how consistent they are about 

how they feel about being present is part of the analysis.  

When they then go to determine and entertain 

every, indulge every reasonable presumption against the waiver 

of a fundamental right for any part of a proceeding, that they 

will look to that, and the courts do look at when did they 

change, how frequently did they decide they wanted to be there 

or didn't, because it is all part of that context of a 

knowing, voluntary, intelligent waiver.

MJ [COL POHL]:  Okay.  I understand the government's 

position; however, since he is here, we are talking about his 

waiver, I don't believe further inquiry of him is required.

Now, if you for some reason want to put on 

evidence of how his waiver or his decision changed and came 

on, obviously there would be sources that you would have that 

are unrelated to Mr. Mohammad.  I'm not sure it's, quite 

frankly, necessary, but if you feel -- 

CP [BG MARTINS]:  I would seek to do that, then.

MJ [COL POHL]:  If you do want to do that, that's fine.  

Let's not do it now though.  What I am saying is I don't want 

to turn each of these into a one-hour hearing that the accused 
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changed his mind, when it is very obvious he is sitting here 

and he changed his mind.  You feel compelled to put on some 

evidence that that mind was changed, other than passing a note 

to the guard, which is part of the record, and requested to 

come in after the next recess and that he transported 

himself -- or, excuse me, was transported to the holding cells 

initially per his request and then we took a recess and now he 

is here, what other evidence would you want to put on the 

record?  

CP [BG MARTINS]:  Your Honor, it goes to that recess 

part, to confirm that he was satisfied that it was going to be 

the next recess and not immediately and that the recess wasn't 

some overlay based on communication and misunderstanding of 

what authority there was to bring him in.

MJ [COL POHL]:  Since his counsel represented that that 

was his desires, I don't believe further inquiry is required 

on that issue.  

CP [BG MARTINS]:  The counsel, though, was in court with 

us when this came in --

MJ [COL POHL]:  Okay.  Mr. Nevin, have you had an 

opportunity to discuss this with your client?  Do you have any 

issue about the time when he returned?  

DC [MR. NEVIN]:  No, Your Honor.  And secondarily, I 
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will just say if Mr. Mohammad has complaints about things, I 

will raise them with the court.  I am not reluctant or afraid 

to do that.

MJ [COL POHL]:  I expect you will.  I understand at the 

time it came out, General Martins, he was here, and Mr. Nevin 

was here.  All counsel, if they have an issue about their 

client, any issue, I am sure they are more than willing to 

raise it, and I don't believe any further inquiry on that is 

required at this time.  

CP [BG MARTINS]:  Your Honor, I am satisfied with that 

record now.  Thank you.

MJ [COL POHL]:  I was going to say that I have reviewed 

the actual AE 37, I forget what the letter designation of what 

the order is, in that sometimes when orders go through a 

number of iterations the line that I put in somehow didn't 

make it, and so a corrected copy, which was in the order I 

intended to go out, will be sent out, and that's the one that 

references the provision you are talking about.  

CP [BG MARTINS]:  Thank you, Your Honor.  

MJ [COL POHL]:  Ms. Baltes.

DTC [MS. BALTES]:  Let me go back to my last point about 

the position of the ACLU, about whether something can be 

classified and whether there can be harm to national security 
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and who actually makes that determination.  I believe the 

ACLU's position is that there is no compelling or legitimate 

interest for the government to classify the information that's 

contained in paragraph 7 in the protective order because there 

is already information out there about the accused's treatment 

and capture.  

The ACLU has previously made this assertion in 

other cases.  DOD v. ACLU in the D.C. Circuit where it was 

squarely rejected, that just because information may be out 

there doesn't mean that the government still cannot classify 

the information, and it certainly doesn't justify its 

disclosure.  That was also an intervenor motion.

MJ [COL POHL]:  Do you agree with -- well, let me ask 

you this:  There was an issue about previously classified 

information that's no longer classified and that parts of this 

order, at least some could read that it covers that 

information.  

DTC [MS. BALTES]:  The government has no intention of 

covering declassified information in the protective order.  

And again, the definition in paragraph 7(d) specifically talks 

about information that the defense have been notified either 

orally or through guidance that is classified, and then it 

goes through the separate subparagraphs about information 
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about capture, location, things of that nature.

So no, there is no -- this protective order 

certainly does not seek -- again, the protective order is 

merely a way to obviously explain to the parties what the 

obligations are and what the examples are of the classified 

information that's in this case.  So it is certainly not 

necessarily an exhaustive list.  Again, as we discussed 

yesterday, the defense counsel certainly have an obligation 

because of their security clearances to handle information 

that is classified if they know it is classified and if they 

have so been so advised.

MJ [COL POHL]:  The draft of the order only covers 

classified information.  Again, if one were to read it, at 

least some were reading it to cover information that's not 

classified, that's an incorrect interpretation, in your view, 

of what the order says?  

DTC [MS. BALTES]:  Absolutely.  Absolutely.

MJ [COL POHL]:  All right.  

DTC [MS. BALTES]:  The other case I wanted to raise was 

United States v. Moussaoui, which I believe the parties are 

well aware of, but in the oral argument stage the government 

sought in that case to seal certain portions of oral argument 

with the Fourth Circuit and the media groups filed an 
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intervenor motion in that case requesting that the court 

consider not closing and not sealing certain of the records.

Again in that case -- now, the court did go 

through kind of the analysis that in federal court CIPA alone 

does not justify a closure of the courtroom, which is 

consistent with the government's position here.  Other courts, 

United States v. Pelton, have also found that, and I believe 

that's what we were discussing before the break, that just 

because something is classified doesn't necessarily mean that 

there is a closure, and neither CIPA nor MCA 505 in Military 

Commissions contain that language.  

But what's important in the decision in Moussaoui 

is that they squarely rejected the intervenor -- the media's 

interpretation that the court should review the classified 

information to determine whether or not it was actually 

classified.  

Again, the court said, relying on United States v. 

Smith, which is a prior espionage case in the Fourth 

Circuit --

MJ [COL POHL]:  Ms. Baltes, I am going to ask you to 

slow down a little bit.  I am getting a lot of notes from the 

interpreters.  

DTC [MS. BALTES]:  The government may determine what 
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information is classified.  A defendant cannot challenge it, a 

court cannot question it.  Again, the Fourth Circuit 

reiterating the position that United States v. Smith held.

Another, it is one thing for a reporter or an 

author to speculate or guess that a thing may be so or even 

quoting from undisclosed sources to say that it is so, but it 

is quite another thing for one in a position to know of it to 

officially say that it is so, and this is from the Alfred 

Knopf v. Colby cases that I mentioned earlier.  

Also, United States v. Pelton again, there is a 

difference between speculation and confirmation, and that goes 

to the ACLU's assertion in this case that because there is 

some publicly available information about the treatment of the 

accused, that all of a sudden there is no justification for 

the government or no compelling interest for the government 

to, number one, have information that's classified or, number 

two, that that information could ever justify closure of the 

courtroom.  

And as to the second point, we are not there yet.  

No one is seeking to close the courtroom, so I don't even 

think that's an appropriate avenue for us to have to go down, 

other than there are certain provisions in place that --

MJ [COL POHL]:  Just so it is clear, I am simply 

APP. 194



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

694

addressing the protective order on the discovery -- quite 

frankly, mostly discovery issues.  Closure of the courtroom or 

the Commission is a different issue altogether that will be 

addressed in the normal course of business. 

DTC [MS. BALTES]:  I couldn't agree more.  I couldn't 

agree more.  

And just the last point on that, because I think 

that's one of the major concerns from the media, is that that 

you are, in the event that happens, for some reason you are 

not going to make findings.  And again, they have used this 

protective order as a vehicle to bring it up because there is 

a provision of closure of the courtroom in the protective 

order.  

But it's the government's interpretation of 

Rule 806, again, that in the event there is a proposed closure 

of the courtroom, that you would have to make findings and the 

government would certainly propose that the appropriate 

findings that should be made would be those as articulated by 

the Supreme Court in Press Enterprise factors.  

I know that's an issue for another day, but I 

believe that's one of the reasons that the media outlets have 

challenged the protective order, because they are concerned 

that the court would immediately go from a 505(h) hearing and 
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determine yes, something is classified, someone wants to 

disclose it, to an immediate closure of the courtroom.  That's 

certainly not the way that we believe Rule 806 should be read.  

And again, we can leave that for another day 

because I don't believe that that's what the protective order, 

says at all, but I understand that that is one of the concerns 

of the media outlets.

MJ [COL POHL]:  Why don't we just pull out that 

reference to closed proceedings from the protective order 

since that's covered by different rules altogether.  

DTC [MS. BALTES]:  That's fine.  Again, I don't think 

that -- that provision in the protective order certainly is 

not meant to imply that there is an automatic closure, and 

that's not what it says.  

So I think if you allow every outside party to 

decide that they think that something means what it means, we 

are going to be here for a long time with a protective order 

that has 51 paragraphs in it, but it is contained in another 

provision, and again it's in there to explain how things can 

happen throughout this case with respect to classified 

information.

MJ [COL POHL]:  But a lot of the protective order is -- 

maybe the confusion is, is the protective order, a lot of it 
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is redundant with other procedures in 505, 806.  

DTC [MS. BALTES]:  Right.

MJ [COL POHL]:  And, quite frankly, how the classified 

information is supposed to be handled by people that have it.  

DTC [MS. BALTES]:  Right.  And I think there is 

certainly no intention by the government to put -- to say that 

the protective order presumes obligations that the parties 

don't have.  I mean, again, the point of the protective order, 

and going back to the history of the protective order, is that 

typically in a national security case, where the defense 

counsel are receiving security clearances, it's likely to be 

their first foray into dealing with classified information.  

This is not something that attorneys typically do.

I heard Ms. Shamsi mention yesterday that there 

are hundreds of terrorism cases across the country that are 

tried and that this is somewhat normal.  But in fact there may 

be hundreds of terrorism cases that the government has brought 

since 9/11, but I don't believe there have been hundreds of 

trials.  And it is a relatively unique situation where an 

attorney has a security clearance by virtue of their 

participation in the case.

So the protective order, as envisioned under CIPA 

Section 3, was to again lay out the parties' obligations and 
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to explain that there is this procedural framework called CIPA 

in federal court that applies to the proceedings, so that's 

why it goes through.

Again, we are in a slightly different situation 

here, but still I'm sure many of the attorneys in this case, 

prior to their participation, had never dealt with classified 

information, so it's appropriate to lay that out in a 

protective order.

505(e), I think Congress' intent to make sure that 

this was squarely addressed in Military Commissions is obvious 

by the language that upon an order or a motion by the 

government, the military judge shall issue a protective order 

in the case.  That's 505(e), which is what the government has 

done here.

So let me finally get to the provisions in the 

protective order, and I know that there has been a lot of 

objections raised by the defense, so I am going to try and go 

through those, assuming I am not going to have an opportunity 

to respond after the defense makes their objections.  But I 

believe we have discussed that there is -- in the protective 

order there are certain stages of the proceedings, and that 

again it's intended to convey what happens in these types of 

cases and what other obligations the parties have either 
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through 505 or through their security clearance.  So it's a 

practical guide for the parties to go through when they are 

dealing with these types of cases.

I think one of the defense objections that came in 

in 13 Charlie, maybe, I have lost count, but the primary 

deference objection that I believe was filed by Mr. Connell, 

raised the issue of the government's use of a declaration in 

support of its motion for a protective order, and there is 

some insinuation that the government has to disclose that ex 

parte declaration that it filed in support in order to invoke 

a privilege.  

And I think it's been very confusing, but I would 

like to explain to the court that the ex parte declaration 

that was submitted in support of the government's motion for a 

protective order does not invoke a privilege over information 

that the government is seeking to keep from the defense.

Again, the protective order is supposed to lay out 

what the parties' obligations are.  We are not seeking to 

assert a privilege of information that we are telling the 

defense at this point that they can't have.  There may be a 

time throughout the discovery phase where the government does 

utilize that process, but that's not before it.  

And the case law that the defense has cited, is 
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completely inapposite.  Ellsberg v. Mitchell, United States 

v. Reynolds, which is in the defense brief, those are state 

secrets cases and this is not a state secrets case.  

State secret cases are civil cases in which the 

parties have brought suit or they are seeking evidence and the 

government asserts a privilege, and in common law rights it's 

always been called a states secrets privilege.  That has long 

been recognized as an evidentiary privilege for the government 

to decline to provide information that could cause damage to 

national security.  And so in a states secrets case the courts 

have been clear, in United States v. Reynolds and in Ellsberg, 

that if the United States is seeking to invoke such a 

privilege, yes, it should be done in an adversarial proceeding 

and it should be done on the record.  And again, that's 

because in a civil context when the government asserts that 

kind of a privilege, they are actually depriving the parties 

an opportunity to use that information.

That is absolutely not what goes on in a criminal 

prosecution.  And although there have been two cases in the 

criminal context that have cited the state secrets privilege 

when applying CIPA, even those cases, the United States 

v. Aref in the Second Circuit, United States v. 

Klimavicius-Viloria in the Ninth Circuit, which these are 
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cases that we previously cited in our briefs, those cases, 

although they maintain that the government media asserting a 

state's secrets case in a CIPA context and they wanted a 

declaration to come from the head of an agency, they have 

nevertheless followed the CIPA procedures in allowing ex parte 

declarations, and these have all been in the CIPA Section 4 

context, which is again the discovery phase, which is not 

before the court now.  

But that may be where the government in the past 

has utilized procedures where we take discovery to the court 

to make sure that the court is comfortable with any 

substitutions or summaries that we intend to use to provide to 

the defense in discovery.

MJ [COL POHL]:  Just to be clear, the declarations are 

designed to support the classification?  

DTC [MS. BALTES]:  There are two.

MJ [COL POHL]:  Not to invoke a privilege.  

DTC [MS. BALTES]:  Correct.  Correct.  There may be -- I 

mean, there may be, theoretically, yes, there is a possibility 

that you would invoke a privilege to preclude the disclosure 

of some information, but that would only be after a 

determination that it's, in fact, relevant.

I mean, typically when the government in a 
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criminal case is bringing forth classified information to the 

military judge or to a federal district court judge to 

determine whether summaries are appropriate, it's because the 

balance of the information that we are seeking to delete is 

not relevant.

MJ [COL POHL]:  I just want it clear what we are talking 

about, because we spend a lot of time talking about things 

that I am not sure we are talking about.  And what I'm saying 

is these declarations are not, this is not a 

privilege-invoking declaration that would trigger, for 

example, the 505 summary process.  

DTC [MS. BALTES]:  Right.  I mean, that's again if we 

are filing declarations, it is not necessarily that we are 

invoking any type of privilege.  But even if we were, there is 

nothing in 505 and there is nothing in CIPA that requires the 

invocation of a privilege to be made in an adversarial 

setting.

MJ [COL POHL]:  Just so I am clear, we are not talking 

about a privilege invocation, we are simply saying this 

negotiation is classified ----

DTC [MS. BALTES]:  Correct.  

MJ [COL POHL]:  ---- and must be handled in this manner.  

DTC [MS. BALTES]:  Correct.  And it may go into the 
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harms to national security should disclosure happen, which is 

something, again, not -- that information may be privileged, 

but that's not relevant to the extent the defense doesn't have 

a need to know, but certainly the declaration would provide, 

yes, the information is classified.  

And part of that, if you go back to the executive 

order, information could only be classified if there is some 

damage to national security.  So that's part and parcel of the 

determination of whether something is classified.  And then 

it's just secret, is it damage to national security; top 

secret, is there grave damage; and then SCI, compartment 

information, would be exceptionally grave damage to.  

But I wanted to address that because there seems 

to be some confusion in the defense filings that the 

declarations that we filed somehow are invoking some type of a 

privilege and that they would be entitled to some adversarial 

process with respect to that privilege and that those cases 

that are cited by the defense are again state secrets cases 

that are absolutely inconsistent with Rule 505 or CIPA.

In fact, the United States v. Rosen in the Fourth 

Circuit had an opportunity to address the Second Circuit's 

discussion of the state secrets privilege and specifically 

rejected it, that although it wasn't clear to the Fourth 
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Circuit, that the Aref court properly adopted and even applied 

state's secrets in the criminal context, but even absent that, 

Aref in the Second Circuit followed CIPA.  And in that case, 

it was a Section 4 like our 505(h) process in the discovery.

The defense security officer -- I know we covered 

that yesterday in the discussion about presumptive 

classification -- but the protective order that the defense 

has proposed in 13(m) has a couple of paragraphs about how -- 

their request for a defense security officer.  

In the colloquy you had with defense counsel 

yesterday there was a question of, well, how does this 

declassification challenge occur in federal court?  If the 

parties don't have their own security officer to advocate on 

their behalf, how does a court security officer do that?  

And let me be really clear that that doesn't 

happen in federal court.  There is no classification challenge 

by the defense in a federal criminal proceeding where 

classified information is at issue.

MJ [COL POHL]:  The government's position is that, and I 

am assuming this, is substantive classification issues are 

beyond the purview of challenge at court.  

DTC [MS. BALTES]:  Absolutely.

MJ [COL POHL]:  Now, procedural -- what I am saying, you 
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follow the proper procedural classification issues, would you 

consider that separate or is that the same?  

DTC [MS. BALTES]:  I guess I don't understand what you 

mean.

MJ [COL POHL]:  What I am saying is that there are 

certain procedures in executive orders in how a document is 

classified.  

DTC [MS. BALTES]:  Yes.

MJ [COL POHL]:  Okay.  Okay.  Okay.  But you would put 

that in the nonchallengeable category, too, that they are 

presumed to have been followed if a document is classified?  

DTC [MS. BALTES]:  Yes.  Yes.

MJ [COL POHL]:  I just want to make sure.  

DTC [MS. BALTES]:  Yes.  Absolutely.

MJ [COL POHL]:  So at the end of the day it's the 

government's position that if a piece of paper says "secret" 

on it, that's the end of the inquiry of its classification, 

why it's classified and everything else, that's all off the 

table, it's now treated as a secret document. 

DTC [MS. BALTES]:  Right.

MJ [COL POHL]:  Okay.  

DTC [MS. BALTES]:  I mentioned United States v. Smith, 

which is the Fourth Circuit case that says the government may 
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determine what information is classified, a defendant cannot 

challenge it, a court cannot question it.  

United States v. Aref, the Second Circuit case, 

also addressed this issue and specifically talked about that 

the Court's function in CIPA, which is our 505 analog, is not 

to hold mini-trials in which the judiciary, not the executive 

branch, becomes the arbiter of this country's national 

security.  There would be no way to move forward with a 

criminal prosecution involving classified information if the 

defense, who obviously are in an adversarial position with the 

government, challenges every single piece of paper that the 

government says is classified.  Sorry about that.

MJ [COL POHL]:  You have got to slow up, Ms. Baltes.  

DTC [MS. BALTES]:  Sorry about that.  

Again, the Moussaoui court also reiterated the 

Court's holding in Smith and Aref that it is not up to the 

defense to challenge the information. 

MJ [COL POHL]:  So there would be no need for a defense 

security officer to have the ability to sit down informally 

and discuss why something is classified with the OCA or an OCA 

representative.  

DTC [MS. BALTES]:  Right.  To the extent that the 

defense has a question about, look, I am looking at this 
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document, it says classified, and yet I see a New York Times 

article that mentions the same thing, can you let me know 

whether I should treat that New York Times article as 

classified based on my access to classified information?  

Again, am I allowed to repeat what The New York Times said and 

assume that it's then unclassified?  That's the type of 

question certainly that the OCA, that the court security 

officer, could advise; because if there is genuine confusion 

about I have got a document marked this and then I am seeing 

something out in the public, that's fine.

MJ [COL POHL]:  But your view is that -- and I used the 

term "Western Union" yesterday, which was perhaps 

inaccurate -- but to transport that request is what you 

envision the court security officer function and all he is 

doing is carrying the mail from the defense to the OCA, the 

OCA's response back to the defense, and having no role over 

and above a courier role.  

DTC [MS. BALTES]:  On that scenario.

MJ [COL POHL]:  On that scenario, right.  

DTC [MS. BALTES]:  I think it's helpful that a ----

MJ [COL POHL]:  Why couldn't a defense court security 

officer do the exact same thing?  

DTC [MS. BALTES]:  Number one, it's not appropriate, I 
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think, for the defense to have access to the original 

classification authority, for a whole host of other reasons, 

that -- they are a member of the intelligence community, they 

hold a clearance, they may not have an overt identity, they 

may have a covert status.  That's somewhat typical in the 

intelligence community.

MJ [COL POHL]:  So you believe this part of the role 

should not be a member of the defense office.  But what about 

other parts of the proposed defense court security officer 

advising them?  

DTC [MS. BALTES]:  To the extent that they, you know, 

they say that their defense security consultant can't perform 

those duties, I am not sure.  They have a security clearance.  

Do they want someone who has had a security clearance longer, 

that has more experience, that they can advise them?  I am not 

clear about what it is that they expect to get out of a 

security officer, but it's certainly not a function that a 

defense -- I think what they want to get is almost like an 

OCA, someone that can go through their material that's in a 

privileged setting and then advise them whether something is 

classified or not.  

But again, as we discussed yesterday, you can't 

have an original classification authority work for the defense 
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because they work for the owner of the information.  That's 

just not possible.  

So I don't know what they are trying to get that 

they wouldn't already have by virtue that they have a security 

clearance.  If they need additional training about their 

security clearance or about handling procedures, I believe 

that there are opportunities through the office to do that.

MJ [COL POHL]:  If you look at their proposed protective 

order, I know you have a stack of paper there, I believe it's 

attachment C to Appellate Exhibit 13(m), starting on page 8.  

DTC [MS. BALTES]:  Yes.

MJ [COL POHL]:  They list four functions of the defense 

security officer, and let's assume we are not talking about 

Charlie.  

DTC [MS. BALTES]:  Okay.  So assist the defense with 

applying classification guides, including reviewing pleadings 

and other papers prepared by the defense to ensure that they 

are unclassified or properly marked as classified. 

MJ [COL POHL]:  I am just trying to figure out, none of 

this other stuff -- the defense made some reference earlier 

that the government says yes, you should have that, should 

have something to assist you in the classification issues.  

DTC [MS. BALTES]:  I mean, I think that it's 
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appropriate.  If they have their own space, they have security 

clearances, they are in a SCIF, then typically organizations 

like that have a physical security officer who can advise, 

hey, you can't leave top secret information out, you need a 

cover sheet, here is the safe, here is how to store 

information in the safe.  That seems to be the role of the 

security officer.  

The roles here that are listed in A and B, that's 

what you are supposed to do if you have a security clearance.  

I mean, you are supposed to be able to look at classified 

material and determine, based on your classification guidance, 

whether or not it should be marked.  And again, if they have a 

question with that, that's more appropriately directed towards 

the CSO to the OCA, because who else is going to do that?  

It's just going to be what someone else with a security 

clearance says, well, I don't know, I think that's classified, 

do you?  That seems to me not ----

MJ [COL POHL]:  Basically what you are saying is except 

for the -- I am going to call it the courier function, which 

is something to clarify with the OCA whether something is 

classified, not properly classified, simply whether it's 

classified, because they got it from a source that it's 

unclear, that can be easily performed by the court security 
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officer who works for the judge.  

DTC [MS. BALTES]:  Correct.

MJ [COL POHL]:  Then there is advocacy or any role 

there, it's simply a matter of the defense provides 

information to them in a written form, it's then taken from 

the court security officer to the OCA, they provide a written 

response through the court security officer who then takes the 

envelope and hands it back to the defense?  

DTC [MS. BALTES]:  That's correct.

MJ [COL POHL]:  All this other stuff is just part of 

handling classified information that they should know to begin 

with.  

DTC [MS. BALTES]:  Yes.

MJ [COL POHL]:  And if they have questions about it, 

they need to talk to ---- 

DTC [MS. BALTES]:  There is nothing specific in here 

that anyone other than someone with a security clearance -- 

maybe it's someone who had a security clearance before that is 

more comfortable with material.  But absent that, I don't know 

what they think they will be getting with that.

The other piece that it appears that the defense 

wants is, you know, this defense security officer so they can 

perform declassification.  And let me be clear, it is not the 
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job of the defense to seek declassification.  That is 

completely inconsistent with the procedural framework of 505 

and CIPA.

If the defense wants to use classified information 

and it's marked "classified" or they know, based on their 

classification guidance, that it's classified, they have to go 

through a 505.  It's 505(g).  They file a notice of intent to 

use it.  

If for some reason the government gets that notice 

and looks at it and says it's classified, but for that limited 

purpose, or there is a way to declassify the portion of it 

they need for those proceedings, that's where that process 

happens.  It's not that the defense has a security officer or 

they themselves should be advocating to some other entity that 

information can be declassified.

MJ [COL POHL]:  This comes back to your point that once 

a document is classified, as I understand the government's 

position, that's the end of the inquiry as to whether it's 

classified or not.  

DTC [MS. BALTES]:  Absolutely.

MJ [COL POHL]:  Because when I say it means I understand 

your arguments, not that you agree with it.  

DTC [MS. BALTES]:  I would like it, you agree with 
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everything I say, but that might not be the case.

The government had an Exhibit, Defense Exhibit 30, 

for a Navy security officer that again seemed to incorporate 

some of the items that they wanted.  And again I want to 

distinguish, first of all, that's not necessarily a standard 

practice.  I think the Navy has used it in certain cases, but 

it's certainly not something that has ever been adopted in 

federal court.  

And I think the big distinction is this.  In Navy 

practice, in a court-martial practice, to the extent 

classified information comes up in a case, it is going to be 

an espionage or leak case, it is by virtue of the 

jurisdiction, that it is a service member who is being 

prosecuted for something.  That service member typically would 

have had access to classified information or had a security 

clearance.  

So in a certain context I understand that the Navy 

has determined that it's helpful if you are dealing with large 

volumes of information that someone may have had access to, 

and if that is part of the element of the charge, that they 

have a person that helps go through the actual classified 

information.

The reason why you have never seen it in federal 
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court, I believe, and in practice, particularly in terrorism 

trials, is that the accused don't have a security clearance.  

And I don't want to open another can of worms about the 

exposure of classified information, because certainly we 

concede that the accused in this case have access and have 

been exposed to classified information, but certainly not the 

type or the volume of information which justifies adding a 

defense security officer that the Navy has found to be 

appropriate in certain cases, and I'm not sure if they have 

used it in the Bradley Manning case, the Wikileaks, but that's 

the type of cases where those types of people may have been 

used.

MJ [COL POHL]:  That's an Army case.  

DTC [MS. BALTES]:  I know that's an Army case.  I don't 

know whether they have used it in the Army or not.  I have 

only heard of it in the Navy, but that would be an example of 

the case potentially where that may have been used.

Finally, I think we mentioned this yesterday, but 

federal law does anticipate that the government authorities 

are the ones that are going to be protecting classified 

information.  505(e) provides that the protective order that's 

issued to the defense may include that the Convening Authority 

authorizes the assignment of government personnel in the 
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provision of government storage facilities, which again is 

consistent with the security procedures issued pursuant to 

CIPA by the Chief Justice of the Supreme Court that lays out 

the roles and obligations of a court security officer that is 

a neutral body.  

And I understand many of the defense counsel are 

employees of the United States government, but 

notwithstanding, it is they are employees by virtue of their 

defense in this case.  And so it's appropriate again that it's 

a neutral body and that it is someone that doesn't necessarily 

have an allegiance to the defense in this case.

Mr. Connell also -- there are a number of other 

paragraphs in the proposed protective order.  For the most 

part, with the exceptions of four paragraphs in the proposed 

protective order that he submitted in 13(m), the government 

objects to all of those changes.

The only change is paragraph 3, that would be 

acceptable to the government, that the language is changed to 

people that would fall under the supervision of defense 

counsel, and that's an acceptable change to the government, 

and paragraph 4 about who is actually covered by the 

protective order, the government has no problem, I think as we 

discussed yesterday.  
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And I'm happy to take the ----

MJ [COL POHL]:  I thought you said there was four you 

agree with.  

DTC [MS. BALTES]:  I do.  I mean to say I didn't have 

access, I'm sorry, down here to the actual Word version of the 

protective order, but I am happy to go through and redline it 

and resubmit it to Your Honor.

MJ [COL POHL]:  That's okay.  Just tell me of their 

proposed protective order what you agree on.  

DTC [MS. BALTES]:  Paragraph 3, the change of paragraph 

4, and then paragraph 31 and 38, I would suggest a 

modification, not ones that the defense suggested, but based 

on our discussions yesterday, paragraph 31, the parties had an 

issue with because it used the term "presumptive 

classification."  That was the discussion we had yesterday.  

So I think it would be appropriate to use language 

that refers to information that is classified at the TS code 

level, including classified statements of the accused 

described in paragraph 7(d)(1)(G).  

MJ [COL POHL]:  Looking back to that definition.  

DTC [MS. BALTES]:  Right, so it is clear, and looking 

back to paragraph 38, there is some confusion about that 

paragraph, so we would propose that because some statements of 
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the accused are classified at TS code word, the defense must 

provide notice in accordance with the protective order and 

505(g) if the defenses intends to offer statements or offer 

testimony in any proceeding that relates to information 

contained in paragraph 7(d)(1)(G), which again refers 

back ----

MJ [COL POHL]:  Which paragraph would that be?  

DTC [MS. BALTES]:  That would be paragraph 38.  We would 

alter any other statement the defense counsel know or have 

reason to know was classified, because paragraph 38 mentioned 

because all statements of the accused are presumptively 

classified, so we would alter that language so it is clear 

that they would only have to file a notice in the event that 

it's information that they know is classified or that relates 

to something that goes back to the definitions section.

MJ [COL POHL]:  Now, yesterday we discussed language in 

your motion that says defense must treat as classified 

information, information that they know or have reason to know 

was classified.  

DTC [MS. BALTES]:  Uh-huh. 

MJ [COL POHL]:  Mr. Connell, as we have bled over into 

13 yesterday ----

DTC [MS. BALTES]:  Right.
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MJ [COL POHL]:  ---- believe the language should track 

more with the executive order.  Do you have any objection to 

that?  

DTC [MS. BALTES]:  I like know or reason to know because 

there is a certain element of trust involved in granting 

someone a security clearance and taking that information.  I 

think it's appropriate.

MJ [COL POHL]:  Ms. Baltes, you may like it, but I am 

saying is the standard in the executive order, what is the 

appropriate legal standard, but we may want to parse it, we 

may want to say if I wrote the executive order because I would 

write it definitively.  

DTC [MS. BALTES]:  I am not disagreeing with what the 

executive order says, but it is not written contemplating that 

this would be the only document that parties look to when they 

are involved in a criminal proceeding involving classified 

information.  That's not it.  So that legal, you know, 

justification is sound in the executive order, but that's not 

for the purpose that we are here today.  And I believe that 

that language in the executive order refers to the interim 

classification, and that's not what we are talking about here.

MJ [COL POHL]:  Okay.  

DTC [MS. BALTES]:  So, I mean, I can go paragraph by 
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paragraph or for all the reasons that we object to the other 

defense proposals.

MJ [COL POHL]:  Would it be fair to say what's in their 

protective order, except for the ones you just talked about 

that aren't in your protective order, you object to?  

DTC [MS. BALTES]:  We object to, and there are various 

reasons.  I don't want to take up any more time than I need 

to.  I can go through and specifically articulate why it is 

that we objected to those or I can wait and see if the defense 

still wants those.  I'm assuming they do. 

MJ [COL POHL]:  Just because this issue has been shown 

that we are on, M, is going back and forth and back and forth, 

what my proposal would be is that at the end of this 

discussion today I will make some decision and issue, probably 

issue -- because there may be an argument, I shouldn't issue 

any protective order, but you and the other side will get an 

order on this.  And if there is a protective order and you 

want to revisit the wording I have chosen, you can do it.  

But it seems to me as we speculate back and forth 

as to this provision versus that provision, we will be here 

forever because this is like a tennis match going back and 

forth.  

DTC [MS. BALTES]:  I agree.
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MJ [COL POHL]:  I have the position of the parties.  I 

am going to let the defense argue it, but I have the position 

of the parties.  I will send an order out which will be 

applicable, if I send one out, and again there may be an 

argument that there shouldn't be one, but if one should be 

sent out, that will be applicable until it is changed.  

But if there is something in there that either 

side objects to and wants me to revisit, I certainly will.  

But it just strikes to me if we wait for a complete discussion 

of changing positions -- rephrase that, revise positions, 

this, that, we are going to be here forever without any 

protective order, which, in my view, is going to slow down 

discovery in this case, which at least we can get started 

within the confines of what's ever issued, with the 

understanding that if defense or the government wishes to 

revisit it after you see what I actually issue -- again, I am 

going issue something -- it seems to me that would be a more 

disciplined process than to speculate back and forth of what 

an order you may or may not have seen, because the government 

has got their version, the defense has got their version, and 

now we are arguing against each other's version.  

But why don't you get my version and then argue 

against my version and it seems to me that's a more efficient 
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way to do this.

So I understand your position, Ms. Baltes, I 

certainly understand the defense position, and I am not 

limiting the argument at this time, but to go back and forth 

on each subparagraph or paragraph, I've got it; you disagree 

with what you disagree with, the defense disagrees with what 

they disagree with in their briefs, your rationalization for, 

but let's move the process along.  

DTC [MS. BALTES]:  I think that's an appropriate 

approach here.  And I just want to leave the court with this 

statement, then.  505, Congress clearly manifested an intent 

under 505 that the body of case law applying CIPA should be 

authoritative and interpretive, weren't to classification of 

information in proceedings, and in 505(e) the protective order 

we are seeking, it's the government motion that seeks the 

protective order that you sign, that we hope that you sign, 

that Congress says you shall sign.  We understand you have 

discretion to sign the order that you want.  

But I just -- I think it's really important to 

note that the government has the compelling interest in 

protecting the information, and that's not to say because of 

their security clearances the defense don't also understand 

the obligation.  

APP. 221



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

721

But, quite frankly, we are in an adversarial 

position and the entire reason why CIPA was enacted was to 

make sure that the government could prosecute individuals 

without compromising national security.  And again, there 

is -- it's not a substantive statute, it's a procedural 

statute, but there is an important policy in making sure the 

government can bring a case in a case like this, where almost 

3,000 people were murdered, and we are not compromising 

national security where we can no longer bring these cases.  

So the provisions in the government's protective 

order have again, these are tried and true provisions that 

have been used in federal courts, so I would submit to the 

court that that is consistent with the language that Congress 

has clearly manifested its intent that that is the body of 

federal case law we should be looking towards for the 

protective order, not necessarily the language that the 

defense is proposing in their protective order.

MJ [COL POHL]:  Thank you, Ms. Baltes.

Mr. Connell.  

DC [MR. CONNELL]:  Your Honor, I have previously shown 

our slide deck to the court security officers or the 

Commission security officer.  May I have permission to publish 

that?  
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MJ [COL POHL]:  Go ahead.  

DC [MR. CONNELL]:  Before we come to this document, 

Colonel, I want to be clear that I am going to focus, with one 

minor exception, exclusively on issues that we did not discuss 

yesterday regarding 13 and not 9.  I want to respond to the 

new arguments that the prosecution made about the defense 

security officer.  But other than that, I am going to focus 

exclusively on the issues in 13.  I am not going to do a 

paragraph-by-paragraph analysis, except for where it is useful 

to the court to see the two paragraphs side-by-side.

The fundamental problem with the protective order 

is that the government's position here suffers from a 

fundamental flaw, which is that what we need is a very basic, 

very redundant protective order that tells us no, no, no, do 

not release classified information, which we know, but at the 

same time does not allow us to address the nuances of what is 

actually classified that we struggle with every day at the 

Office of the Chief Defense Counsel.

That redundant primer becomes the law of the case. 

MJ [COL POHL]:  If it's redundant, what difference does 

it make?  

DC [MR. CONNELL]:  Because it has padding on it as I 

described yesterday.

APP. 223



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

723

MJ [COL POHL]:  It would seem to me if it is redundant 

with other provisions of law, then you are under those 

obligations and therefore saying it again wastes ink but 

doesn't waste intellectual energy.  So let's talk about what 

is not redundant.  

DC [MR. CONNELL]:  And that's exactly the point, Your 

Honor, and that's the position that I took yesterday, is we 

have an obligation to protect classified.  You know, this has 

come up several times today already, of when the government 

takes a protective order and rewords an existing obligation in 

a way that lowers its floor or raises the bar for the defense, 

then that's not the same as being redundant.

MJ [COL POHL]:  Exactly.  I agree with that.  

DC [MR. CONNELL]:  And the point that I want to make 

before I go to the slide show, and if we can have that page 

now, is the government said that the reason why this doesn't 

come up in federal court is that there are no classification 

challenges, typically defense counsel don't have security 

clearances.  Essentially, it doesn't come up.  

In fact, the executive order imposes a duty upon 

us to bring classification challenges.  And if we could 

highlight footnote 5 please.

MJ [COL POHL]:  Which exhibit is this from?  
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DC [MR. CONNELL]:  This is the government's brief 0009 A 

and it's paragraph 5.

MJ [COL POHL]:  009?  

DC [MR. CONNELL]:  009 A.  The government notes in its 

brief that Section 1.8 of Executive Order 13526 encourages 

authorized holders of classified information to challenge the 

classification status in accordance with established agency 

procedures if in good faith they believe that the 

classification status is improper.

The reason why I bring this up is to show how 

wrong it is for the government to argue this morning that as 

authorized holders of classified information we don't have any 

authority, any basis, any reason to challenge classification 

decisions.  We are required to challenge classification 

decisions.  And I went last night after the Court's question 

and looked up ---- 

MJ [COL POHL]:  Let me ask you this:  Do you think 

that's intended in this scenario or intended for members of an 

organization to challenge improper classifications?  

DC [MR. CONNELL]:  I am a member of an organization, 

Your Honor, the Department of Defense.

MJ [COL POHL]:  If you read the executive order in total 

context, do you think this is designed for a third-party, 
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nonmember of the organization to challenge it, or a member of 

the organization who believes it is being improperly 

classified?  

DC [MR. CONNELL]:  It is -- the phrase "authorized 

holder" in the executive order is a term of art.  That 

authorized holder is any person who is authorized to have 

access to particular classified information.  For example, an 

authorized holder is allowed to make a need-to-know 

determination.  An authorized holder of classified information 

has certain duties.  So it is not simply the originating 

agency, if that's the distinction that the court is drawing, 

it is any authorized holder of classified information.

The Obama administration has put out several 

policy statements, which we cited in our brief, on this 

statement explaining the importance of the duty of holders of 

authorized information to challenge the classification status 

if they disagree with it in good faith.

The regulation on this --

MJ [COL POHL]:  But it is your position that because you 

all have clearances and a need to know, that you have 

authority -- or, excuse me, maybe even an obligation ----

MS. COHEN :  Obligation.

MJ [COL POHL]:  ---- to go back to the OCA and say this 
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is improperly classified, why is this classified?  You believe 

that's your position?  

DC [MR. CONNELL]:  If we in good faith believe that the 

classification status is improper, we have an obligation to do 

so.  Let me tell the court how this comes up.  This generally 

does not come up with there is a new secret weapon X and we 

don't think it should be classified.  

It comes up when someone else has done a 

derivative marking, which is what happened in AE 52.  The 

government did a derivative marking of AE 52.  That's the only 

challenge that I ever brought, because when I read it I 

thought, there is nothing classified in this document; I have 

a duty to challenge it.  And so that's how I attempted to do 

my informal classification challenge.

MJ [COL POHL]:  You challenged it with who, the OCA or 

the government? 

DC [MR. CONNELL]:  Ultimately the OCA through an 

intermediary.  In fact, the regulation is that 32 CFR 2001 

.14, which is the regulation of the security oversight 

officers on classification challenges.

MJ [COL POHL]:  So if you are correct on that, then you 

already established a procedure to do it.  Why are you asking 

me to do something different?  
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DC [MR. CONNELL]:  Because it was an extraordinary 

effort on behalf of the security officer involved.  It was not 

part of her normal duties, and I very much appreciate her 

assistance.

MJ [COL POHL]:  Somebody else does extraordinary effort.  

DC [MR. CONNELL]:  A lot of us do extraordinary effort.

MJ [COL POHL]:  I am saying if you have somebody who can 

currently do it, why somebody else?  I am not disputing this.  

I am just trying to figure out, you say you did this once 

before, so you know how to do it.  You had somebody who could 

do it.  

DC [MR. CONNELL]:  No, Your Honor.  Do you remember what 

I said yesterday on this point?  I know a lot of people said 

everything ---- 

MJ [COL POHL]:  I remember some of what was said, yes.  

If you wish to refresh my memory, proceed.  

DC [MR. CONNELL]:  My classification challenge was 

rejected because it was not brought in the proper forum.  And 

when I asked what is the proper forum, I couldn't receive any 

answer about what is the proper forum.  There really does need 

to be a person in whose bailiwick this issue is.

MJ [COL POHL]:  That's simply a defense -- what you are 

asking, what it appears to me on that issue, you are asking 
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for procedures, how do I challenge.  You believe you have the 

right to challenge the classification of a document.  

DC [MR. CONNELL]:  Yes.

MJ [COL POHL]:  You have a document that is classified.  

DC [MR. CONNELL]:  Yes.

MJ [COL POHL]:  I am holding a piece of paper that's not 

classified.  But for the sake of discussion, you have a 

document that you believe is classified.  You believe it 

shouldn't be classified, for whatever reason.  You want to 

know how you challenge the classification.  

DC [MR. CONNELL]:  I have a piece of paper that is 

marked as classified ---- 

MJ [COL POHL]:  Exactly, I've got you.  It's marked as 

classified and you can't understand why it is classified.  

DC [MR. CONNELL]:  Right.

MJ [COL POHL]:  So you want to challenge that.  

DC [MR. CONNELL]:  Correct.

MJ [COL POHL]:  You believe you can.  I believe 

Ms. Baltes has a contrary view, but that's okay.  

DC [MR. CONNELL]:  It's not what they wrote in their 

brief.  

MJ [COL POHL]:  We will get there.  Now you want a 

mechanism for doing that.  There is nothing in place that 
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permits you to do that.  

DC [MR. CONNELL]:  In the attachments to 13 are e-mail 

after e-mail from me asking about how these processes work, 

how do I accomplish these processes.  

MJ [COL POHL]:  What's the answer you get?  

DC [MR. CONNELL]:  Silence.

MJ [COL POHL]:  Silence or no, you can't challenge it?  

DC [MR. CONNELL]:  Silence.

MJ [COL POHL]:  Who do you send these e-mails to?  

DC [MR. CONNELL]:  The Convening Authority.

MJ [COL POHL]:  Okay, I got you.  

DC [MR. CONNELL]:  I will move on unless the court has 

more questions about that.

MJ [COL POHL]:  No, I'm good.  

DC [MR. CONNELL]:  If we can move to the slides, please, 

Colonel.

Just as a refresher from yesterday, go to the next 

slide, please.  Thank you.  It strikes me that we are really 

trying to answer three questions here:  What role for the 

adversarial process; what information is actually classified; 

and how can we both protect national security and create a 

safe harbor?  

There has been bleed-over, but this is the second 
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of ten motions in this hearing that address this question.  So 

let's come to what I want to identify.  Here are the five 

problems at large that I see with the protective order that we 

haven't already discussed.  

The first is the procedure for the invocation of 

classified information privilege or ex parte filings.  

The second is the definition of classified 

information.  

The third is the procedure for a need-to-know 

determination.  

The fourth is the lack of meaningful guidance or 

any safe harbor for the defense.  

And the fifth is the procedure for closing 

hearings.

There has been a lot of discussion of does 

classification end the inquiry, what happens after that.  Most 

of that discussion has taken place in the context of closure 

of a hearing.  But there is another piece of it as well, which 

is the invocation of the classified information privilege.

Now, the government made a remarkable argument 

that Reynolds v. United States does not govern -- 

THE INTERPRETER:  Your Honor, the interpreter is not 

able to keep up.  
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DC [MR. CONNELL]:  Thank you.

MJ [COL POHL]:  We are going to move the buttons around, 

because I am seeing it and you're not.  

DC [MR. CONNELL]:  Your Honor, my screen is blank.

MJ [COL POHL]:  Okay.  

DC [MR. CONNELL]:  I have tried to tap it.  See, I tap 

it and nothing happens.

MJ [COL POHL]:  I'm not vouching for technology.  We 

will try to address that at the break, but mine apparently is 

working and that's why -- why, when I say "slow down," that's 

what I am saying.  

But go ahead, back to the government's remarkable 

assertion.  

DC [MR. CONNELL]:  The remarkable assertion is that 

Reynolds v. United States does not have anything to do with 

Rule 505.  I think the drafters of Military Rule of Evidence 

505 would be surprised to learn that because the discussion to 

Military Rule of Evidence 505 says this rule is drawn from 

Reynolds v. United States.  Now, that bit of the discussion 

did not make it into MCRE 505, it's in Military Rule of 

Evidence 505, but MCRE 505 is drawn in substantial part from 

Military Rule of Evidence 505.  We cited the specific language 

in our brief.
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Reynolds establishes, which is the fountainhead of 

all government information privilege, it became both 505 and 

506 in the Military Rules of Evidence, has four elements for a 

claim of privilege:  A formal claim lodged by the head of the 

department or agency after actual personal consideration of 

the matter and in a classified information privilege ascribing 

the danger to national security.  Slightly different for other 

government information privilege.

MJ [COL POHL]:  You have a variation of that theme in 

505(c), you would agree?  

DC [MR. CONNELL]:  Exactly right.  That language in 

505(c) is drawn from Reynolds.

MJ [COL POHL]:  Again, it's not the exact same language 

out of Reynolds, but one certainly could infer the Reynolds 

requirements, what that language is.  

DC [MR. CONNELL]:  There is a variation off it as well 

in 505(f)(1)(A).  There are two different places in 505 that 

this Reynolds language in, as you say, in slightly changed 

form has made it into 505.  One of those is the general 

invocation of classified information, in 505(c); and the other 

one is, as the court referred to earlier, the specific 

invocation of classified information, the privilege with 

respect to specific information which would trigger the 
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substitution.

MJ [COL POHL]:  Mr. Connell, why are we discussing the 

invocation of privilege when the government's position is that 

has got nothing to do with the protective order?  

DC [MR. CONNELL]:  Well, it is because they are 

mistaken.  That's the position they take today.  They didn't 

file a reply about it or anything.  They have invoked the 

classified information privilege for these two -- for 

declaration A and B, the attachment to their AE 13.  They have 

submitted ex parte declarations for which they have claimed 

the classified information privilege.  That's what we are here 

discussing.  We briefed it extensively in 13 Golf.

MJ [COL POHL]:  Is this a privilege question or simply a 

classified, how to handle classified information in the 

context of your pretrial preparation?  

DC [MR. CONNELL]:  Those two questions are the same 

question.  They are very much intertwined.

MJ [COL POHL]:  Do you believe that a document that's 

labeled with a security classification requires an additional 

invocation of some privilege before it would trigger any type 

of protective order?  

DC [MR. CONNELL]:  Absolutely it does.

MJ [COL POHL]:  So let me see, I want to make sure I 
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understand your position.  

DC [MR. CONNELL]:  Well, I am trying to explain it.

MJ [COL POHL]:  You seem to be taking -- you are saying 

that whenever a document that on its face is properly 

classified, excuse me, is classified ----

DC [MR. CONNELL]:  Is marked as classified.  

MJ [COL POHL]:  ---- marked as classified, that the 

government has the responsibility to go through the privileged 

invocation process on that document before it is properly 

what?  

DC [MR. CONNELL]:  No, that's not our position.  Our 

position is if a document is marked as classified, whether I 

believe it should be classified or not, whether it is marked 

as classified, that invokes all of the restrictions I am 

subject to as a government employee.

MJ [COL POHL]:  I got that.  I am trying to figure out 

where you believe the privileged part is.  

DC [MR. CONNELL]:  That is before the government can 

withhold information from the court or from the defense, they 

have to invoke classified information privilege.

MJ [COL POHL]:  Is that what we are talking about here?  

DC [MR. CONNELL]:  Yes, with declaration A and B.

MJ [COL POHL]:  No, but what I am saying is I don't 
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disagree that there is a procedure that the government can 

employ to prevent relevant, arguably relevant information to 

go to the defense by invoking a privilege.  Okay, I am being 

very generic here.  I got that.  Okay.  But that's not what we 

are talking about here today.  

What we are talking about here today is a proposed 

protective order of how, defining what is classified 

information and how it should be handled, regardless of the ex 

parte declarations.  Let's say they weren't even included.  

This is saying if you get a piece of paper that you know or 

have reason to believe is classified, here is how you handle 

it.  

DC [MR. CONNELL]:  Your Honor, and the reason why -- 

there are two reasons why this is the place for the argument.  

The first is that the government's entire argument is based on 

its attachments A and B to 13 and which are ex parte, which is 

seeking to invoke the privilege, the privilege that the 

defense don't get to see it.

But the second is, in paragraph 36 of our proposed 

protective order, we set forth a -- we propose the way that 

this should take place.  Colonel, could you skip to slide 15, 

please?  I will pull it up for you, Your Honor.  

MJ [COL POHL]:  I got it.  
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DC [MR. CONNELL]:  Can we go back to slide 10, please. 

[No audio.]  

MJ [COL POHL]:  I will tell you, it slides sometimes, so 

just tell me if you can't hear it.

My point is, the 505 procedures I don't believe 

are what is before me now.  Do you believe they are before me 

now?  

DC [MR. CONNELL]:  The government has language in its 

proposed protective order essentially modifying and restating 

the 505 procedure.  What we are trying to do, and so that's 

how they believe 505 procedure gets implemented and they want 

that to become the law of the case.  I have a different view 

of how 505 procedure gets implemented, and I am trying to have 

my version represented in the protective order.

MJ [COL POHL]:  Again, it is kind of what I said earlier 

about as we debate your two protective orders through exhibit 

after exhibit, if the protective order does not address the 

final version, if any, it doesn't address 505, because I have 

concluded that that's a separate issue altogether, then we 

don't really need to have this discussion.  

DC [MR. CONNELL]:  Correct.  If the court says -- if the 

court says, "Mr. Connell, I am not adopting the 505 paragraphs 

from the prosecution.  We are going to have a different 
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hearing on that a different day, so we can focus on that 

exclusively," then if you say that to me, we skip ahead.

MJ [COL POHL]:  I will tell you what, for now skip 

ahead.  If, in the order that comes out, you think I didn't do 

what I intend to do at this point in time, we will revisit it.  

But I don't think that's the issue before me; that's all I'm 

saying. 

DC [MR. CONNELL]:  So the only thing left to say about 

that topic, Your Honor, is -- and if you could skip to slide 

19, please -- whether the court is going to grant the relief 

that the government seeks in its AE 13 attachment Foxtrot, the 

government argues that the Military Commission should seal its 

two declarations, attachment A and B, and because it has 

successfully invoked classified information privilege.  

And our position, which we document at great 

length in 13 Golf, is that they have not successfully done so.  

That's where the Ellsberg compliance comes in, and that's our 

paragraph 36, which makes the situation Ellsberg-compliant.

Now, I do want to digress for a second and address 

a question the court asked yesterday.  The court asked 

yesterday, people are citing to me all kinds of things, all 

kinds of authorities all the time.  There are two federal 

courts that are in the chain of review for this court.  
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Obviously there is the CMCR first and then the D.C. Circuit 

and then the Supreme Court.  My position is that the Supreme 

Court of the United States and D.C. court are the most 

authoritative courts.  If they haven't addressed an issue, 

which is why we cited Ellsberg v. Mitchell, the D.C. case on 

the classification of information privilege, just like any 

other forum, if there is not binding authority, then other 

jurisdictions may be persuasive.  

MJ [COL POHL]:  Mr. Connell, I did not mean to minimize 

that.  If we are going strictly on black-letter law, as of 

yesterday three appellate decisions have addressed 

commissions, so it is not there is a whole library of 

decisions, so almost everything is going to be by analogy or 

interpretation.  I got that.  You were moving around so 

quickly from the Navy to some other court, but that's okay.  I 

understand, that's the nature of this procedure.  I got it.  

DC [MR. CONNELL]:  Okay.  So I will leave independent 

invocation of class information privilege now on the 

Commission's representation.  But I don't want to leave that 

point without saying that if the court grants attachment F, 

the relief that the prosecution seeks there, it is honoring an 

invocation of classified information privilege which we 

extensively briefed as to how the government has not done that 
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correctly.

Our brief itself is classified, so I am trying to 

dance around the specific arguments.

MJ [COL POHL]:  I got it. 

DC [MR. CONNELL]:  Just so it is specifically clear, I 

know there was a problem with the court getting its copy of 

13 Golf, because there is always a problem with transmitting 

information, but the court has its copy and if there are any 

problems with the issues, let me know. 

So let's move to the next slide, please.  This is 

the issue that got addressed by some of the parties earlier.  

And all of the problems with paragraph 7 can be solved by 

using the definition of classified information that Congress 

provided and the Secretary of Defense provided.  

In fact, it's my suggestion that the Military 

Commission is not really at liberty to come up -- to adopt the 

government's decision.  MCRA 505(b)(1) defines classified 

information as any information or material that has been 

determined by the United States Government pursuant to an 

executive order, statute, or regulation to require protection 

against unauthorized disclosure for reasons of national 

security and any restricted data, as defined in 42 U.S.C. 

2014(y).  This is the one definition which Congress provided 
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in the Military Commissions Act which is different from 

similarly defined terms in the executive order.  

It's our position, which we put in our protective 

order, that the Military Commission should use the definitions 

in the executive order except for where Congress has provided 

otherwise.  This is the one place that Congress has provided 

otherwise.  

The Secretary of Defense in MCRE in 505 B 1 is not 

the first to use this definition.  This is the same definition 

that appears in the Military Commissions Act at 949 -- excuse 

me, 948 Alpha (2).  It also appears in the Rule for Military 

Commission 103 sub 7.  It is the same definition in CIPA 

Section 1(a) and as well as appearing in the Military 

Commissions Rule of Evidence.

The government's proposed protective order, 

however, far exceeds this.  Now, at various times the court 

has asked could I solve this problem by just putting in the 

word "classified."  If what the court means is can the court 

solve the problem by limiting the information to actually 

classified information?  Yes.  But that means that our 

definition of classified information then would then say 

classified information is defined as the following classified 

information, which would become redundant and not very helpful 
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to the parties.

The starting point the court indicated earlier is 

whether something is marked classified or not, and I couldn't 

agree more, but the -- if the court adopts the definition that 

Congress provided and the Secretary of Defense provided, then 

it solves all of these problems.  It then moves the problem to 

how do we know what is classified, which is the problem of 

meaningful guidance and the problem of the defense security 

officer.

I do want to address a new argument that we have 

never heard before today, which is that the government argued 

yesterday and again today that the protective order places no 

restrictions on the accused themselves.  I found this to be a 

fascinating argument.  And if that's true, it certainly should 

be in the protective order.  I have a proposed language about 

that, but if that's true, if that's their position, it should 

be in the protective order.

But in that situation there would no longer be 

505(g) notice because if the defendants were going to testify, 

they could simply testify.  And if what they have to say isn't 

classified, then it can be broadcast, 40-second delay or no 

40-second delay, because the protective order doesn't put any 

restrictions on the accused, as I understand it.
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In that case, it makes the defense function very 

awkward because in fact what they really need is ----

MJ [COL POHL]:  That bell had nothing to do with us -- 

go ahead -- to my knowledge.  

DC [MR. CONNELL]:  I thought the translators had really 

gotten sick of me.

MJ [COL POHL]:  No.  They will turn the lights off, 

then.  

Go ahead.  I'm not sure that that's what she 

meant, but -- 

DC [MR. CONNELL]:  What did the Commission understand 

her to mean by that?  

MJ [COL POHL]:  She was talking about the -- the 

protective order covers what it covers, i.e., the attorneys, 

okay?  

DC [MR. CONNELL]:  Well, if Mr. al-Baluchi testifies, 

for example -- I'm not vouching for anything.  If he 

testifies, if the protective order doesn't cover him, then I 

don't really have to give 505(g) notice because nothing he has 

to say is classified.

MJ [COL POHL]:  That's not what she said.  Okay, I 

believe you're misunderstanding.  Go ahead with the current 

practice of the 505(g) notice and if it turns out it's not 
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classified, we will take care of it.  I don't think that's 

what she said and I would be very surprised that's what she 

meant, but I understand your position on that, but let's -- 

Let me ask you this:  In paragraph 7, assuming we 

add the word "classified" ahead of the word, after the word 

"any" in paragraph 7(f), isn't this just kind of a form of a 

classified guidance for you?  I'm saying you talk about the 

definition of classified here.  I have got that.  This is just 

simply saying this information is classified.  

DC [MR. CONNELL]:  That's the proper function of the 

classification guide, to tell us what is classified.

MJ [COL POHL]:  Isn't this a variation of that theme?  

DC [MR. CONNELL]:  It's a variation of that theme and I 

have said the same thing myself before, but it is not an 

effective or authorized variation of that theme.  Let me show 

you a couple of examples.  

So in subparagraph A, for example, it allows 

classification outside the scope of the executive order.  It 

says information classified in the interests of national 

security or of the executive order.

In subsection B it makes information classified if 

it is derived from classified information, regardless of 

whether that actual -- the information is actually classified.  
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Let me give you an example that affects my life enormously in 

this situation.  

There is a classified document that contains my 

client's date of birth.  Under this definition, if I were to 

refer to his date of birth in an unclassified setting, then 

that would be information derived from classified information, 

regardless of its actual classification.  

MJ [COL POHL]:  Does that strike you as a strange 

result?  

DC [MR. CONNELL]:  It does strike me as very strange.

MJ [COL POHL]:  So let me say I got your position.  Just 

so I understand it, a piece of information, date of birth, is 

classified.  

DC [MR. CONNELL]:  I am not saying it's classified.  I 

am saying it appears in a document marked.

MJ [COL POHL]:  This is an example.  When you put it in 

a brief it's now, you don't believe it should be classified, 

is that your -- I am trying to figure out what your position 

is here ---- 

DC [MR. CONNELL]:  My position is that, and this is not 

just my position ---- 

MJ [COL POHL]:  ---- if you start with a piece of 

classified information.  
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DC [MR. CONNELL]:  ---- it's not classified information.  

MJ [COL POHL]:  Then why are we talking about it?  

DC [MR. CONNELL]:  Because it appears in a document that 

is marked classified.  That doesn't mean that every piece of 

information in a document is actually classified.  That's what 

an original classification authority does and that's why we 

need classification guidance, which pieces of information in 

this document are classified and which are not.

MJ [COL POHL]:  Because they are labeled by paragraph.  

Okay, I got it.  

DC [MR. CONNELL]:  And lots of times -- we have had 

examples in this case.  For example, I sent a classified 

request for information to the prosecution.  They changed one 

word and sent it back to me unclassified.  Now, that's because 

I am sure they have a person in their office who can tell 

them, well, if you take out that word and you change it to a 

different word, then it's unclassified.  We don't have any 

equivalent of that.

MJ [COL POHL]:  But isn't that a governmental function, 

though?  

DC [MR. CONNELL]:  And I work for the government, sir.

MJ [COL POHL]:  I know you get paid by the government.  

I know you work for the government.  But what I am saying is 
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you are not the stakeholder in classified information.  

DC [MR. CONNELL]:  That's right.  That's why we need 

some access to the stakeholder.

MJ [COL POHL]:  My point is that if you had somebody 

working in your office who says take that word out, but nobody 

in your office is a stakeholder, whereas the government is the 

stakeholder, so therefore by them taking the word out they 

have either changed, clarified the classification issue, or in 

some ways -- I know this is not the right term, so don't jump 

down my throat on it, in essence declassified the document 

because the big G is the stakeholder.  

If you had somebody assigned to your office who 

did the exact same thing, okay, could you say with any 

confidence therefore the document now is no longer classified?  

And the answer is no.  That's a rhetorical question.  The 

answer is no, because you're not the stakeholder.  

DC [MR. CONNELL]:  The rhetorical question has an 

improper premise.  The OCA is the stakeholder.

MJ [COL POHL]:  I understand that.  

DC [MR. CONNELL]:  They have someone in the offices who 

can liaise with the OCA and say OCA, if we take this word out, 

will it be unclassified?  They say yes, and then they take it 

out and it can come back properly.  That's what I am asking 
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for, some way to liaise with the OCA.  The prosecution is not 

the OCA, whatever government agency is the OCA.  I am asking 

for some pipeline in the same way.

MJ [COL POHL]:  Okay.  

DC [MR. CONNELL]:  I know the court is going to produce 

sort of a draft document and we are going to comment on it, 

but let me propose --

MJ [COL POHL]:  Just to be clear.  What I propose is not 

a draft.  What I will produce will be the applicable document 

until changed.  

DC [MR. CONNELL]:  An interim document perhaps or 

tentative.

MJ [COL POHL]:  Might be, might not be.  No, it's a 

final document subject to amendment.  Just be clear, it's not 

going to be sent out, here is a draft you guys, comment and 

come back.  It will be here is my -- here is my protective 

order, but I will reconsider if counsel wish me to.  That's 

what it is.  

I just want to make sure it's not going to be a 

draft to be circulated and we come back two months from now 

and discuss what it is, because there will be a protective 

order.  If I issue one -- well, I will issue a protective 

order and that will govern the case until that protective 
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order is changed.  

DC [MR. CONNELL]:  Understood, sir.  And just so my 

position is clear, and I don't speak for anybody else on this, 

my position is we need a protective order, which is why I have 

proposed one and why it's important.

Here is what we propose as the definition of 

classified information.  And let me tell you, if I could 

direct the Commission to the bottom of the slide which is 

definition T out of 6. -- Section 6.2 out of executive 

order -- no, sorry, please go back one.  The definition, the 

executive order, and this is the bottom paragraph, T, defines 

information, and many of the problems that all the different 

parties have talked about have come from ignoring this 

executive definition of information.  And the information is 

any knowledge that can be communicated or documented material, 

regardless of its physical form or characteristics, that is 

owned by, is produced by or for, or is under the control of 

the United States Government.

The owned by, produced by, or under the control of 

the United States Government language is so integral to the 

executive order understanding of classification that it 

appears in the definition, not just the word "classified" but 

the word "information" itself.
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So if we -- we would solve a lot of problems with 

the protective order if the court were to adopt the definition 

of information that the precedent has provided.

MJ [COL POHL]:  If I adopt that, does it change 

anything?  

DC [MR. CONNELL]:  Yes.  If we could move on to slide 27 

I will show you what I mean.  The thing that it changes is the 

understanding of the accused's statements.  Now, the court 

told me that my understanding of the government's argument was 

not correct, but the government's argument, summarized here, 

this comes from their brief.

MJ [COL POHL]:  I didn't say it was necessarily not 

correct.  Well, if I said that, it is not what I meant.  What 

I said was I would be surprised if that was their argument.  

DC [MR. CONNELL]:  Fair enough.  Fundamentally, the 

government's argument is because the accused participated in 

the CIA program they were exposed to classified sources and 

activities due to their exposure, due to classified 

information, the accused are in a position to disclose 

classified information publicly through their statements.

This is the classification by euphemism that the 

definition of information addresses.  If we actually use the 

precedence definition of the word "information," it has to be 
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information owned by the government, and the government 

doesn't own people after the 13th Amendment.  It has to be 

produced by or for the government, which is not the case here.  

That brings us to control.  The argument that the 

government made was that it controls this information because 

it holds the defendants in a location and it restricts their 

access to people with -- they said restricts their access to 

their attorneys, which is not precisely correct because 

certainly there are people other than attorneys who visit from 

the defense.  

But one fundamental flaw with that reasoning is 

that it's not in fact true that the government restricts the 

communications of the defendants to people with security 

clearances because of the ICRC.  The government allows the 

detainees to communicate with their families, the ICRC through 

restricted means, and with the ICRC themselves.

MJ [COL POHL]:  Are they unfettered communications with 

no government agents listening to them?  

DC [MR. CONNELL]:  Can I answer that question in this 

form, Your Honor?  

MJ [COL POHL]:  Answer it in any form you feel 

comfortable in answering it, because I understand what you are 

saying, but it seems to me, it strikes to me is -- 
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DC [MR. CONNELL]:  The answer to that question is 

classified, to my understanding. 

MJ [COL POHL]:  Then don't answer it.  

DC [MR. CONNELL]:  That's what I was asking.

MJ [COL POHL]:  I understand.  When we go to this kind 

of colloquy and you think it may be a classified answer, just 

say that.  

DC [MR. CONNELL]:  All right. 

MJ [COL POHL]:  We don't need to be more opaque than 

that.  I got it.  Continue on with what you are saying and we 

will move on.  

DC [MR. CONNELL]:  As I understand it, communication 

with the ICRC itself is unfetterred.

MJ [COL POHL]:  Okay.  

DC [MR. CONNELL]:  It is not in fact true that -- 

assuming that is the kind of control that the executive order 

was talking about, which I dispute, but assuming -- because 

that's the kind of control that the Bureau of Prisons 

exercises over 200,000 people.  Simply holding someone in 

custody does not mean that you control their thoughts and 

their experiences and their observations.

The thoughts, observations, and experiences 

question, in my mind, is resolved by the definition of 
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information in the executive order because of the control, 

production or ownership requirement.

MJ [COL POHL]:  So at the end of the day, the issue is 

do they fit any of those four categories.  

DC [MR. CONNELL]:  Three categories, yes.  

MJ [COL POHL]:  Three categories.  And the government 

says we basically control them now and therefore we can 

restrict their communication of classified material.  

DC [MR. CONNELL]:  Yes.

MJ [COL POHL]:  And your position is?  

DC [MR. CONNELL]:  Our position is --

MJ [COL POHL]:  Not under control?  

DC [MR. CONNELL]:  The information is not under control, 

no, sir, because that's what we are talking about is 

information.  It is not whether the physical body of a person 

is under control.  The government can't stop me by sticking me 

in handcuffs and putting me in a room.

MJ [COL POHL]:  They can stop you from talking to who 

you are talking to, isn't that the position?  Someone can be 

in a cell and babble, talk anything they want, that's not the 

issue.  The issue is do they communicate that outside that 

cell.  

DC [MR. CONNELL]:  Which is the point that I was making 
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earlier, that even if that's the standard, that it's not ----

MJ [COL POHL]:  I'm not saying standard, just trying to 

figure out what "control the information" means.  

DC [MR. CONNELL]:  Let me give you an example of 

information that's controlled.  We know restricted data is 

restricted information, so a person who works on nuclear 

secrets is controlled by a nondisclosure agreement.

MJ [COL POHL]:  But as discussed earlier, that would be 

somebody in privity with the government.  Give me an example 

of somebody who doesn't fall in that category, privity with 

the government, who signed stuff, like I am sure you guys have 

had to, that would be in control of the government for these 

purposes.  

DC [MR. CONNELL]:  The Invention Secrets Act.  There is 

a third way that information can become classified.  One is by 

executive order, one is by restricted data, and the third is 

the Invention Secrets Act, and that is if I invent a widget 

and I can do anything I want with that widget.  I can post on 

the Internet how to make such a widget.  I can hand out and 

make the widgets and hand them out to all my friends.  

But if I apply for a patent, then the government 

gets to review my patent and say, "I'm taking your widget and 

now your widget is going to be classified."  It's only if I 
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applied for a patent.  I am not in privity with the government 

in any way.

MJ [COL POHL]:  But applying for a patent you become at 

least contractually related to the government.  You want the 

government to protect your invention.  

DC [MR. CONNELL]:  A patent is not a contractual 

relationship with the government because otherwise I could 

enforce my patent against the government as opposed to 

enforcing it against another.

MJ [COL POHL]:  You ask the government to perform an 

official function to protect your patent.  

DC [MR. CONNELL]:  A registry, yes.

MJ [COL POHL]:  I got that.  What I am saying is that 

you guys, a detainee or an individual who has access to 

classified information who is under the control of the United 

States Government, who can control who that detainee or 

individual communicates with is not under the control of the 

government. 

DC [MR. CONNELL]:  I am saying their attorneys are not 

under the control of the government.  Clearly Mr. al-Baluchi 

himself is under the control of the government.  I am not 

saying ---- 

MJ [COL POHL]:  You are saying the government has no 
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right to control what Mr. al-Baluchi communicates to any 

third-party who has no clearance.  

DC [MR. CONNELL]:  That's a law-of-war question.  The 

law-of-war question is whether they get to control whether he 

communicates with different people.  But I am saying they 

don't have any right to classify that information because the 

government's right to classify things comes exclusively from 

the Executive Order, the Registered Data, the Nuclear Secrets 

Act and the Inventions Secrecy Act.

MJ [COL POHL]:  I don't think we are talking about 

inventions here.  

DC [MR. CONNELL]:  You led me down that path before.

MJ [COL POHL]:  Well, you chose the invention path, but 

that's okay.  What I am saying is if Mr. al-Baluchi has access 

to classified information due to his experiences, whatever 

those be, you are saying that he does not meet this definition 

under control and therefore the information is not classified, 

or he is under no restriction as to his ability to disseminate 

said information?  

DC [MR. CONNELL]:  Well, physically he is clearly under 

restrictions.  It is that the information is not classified 

which is why we are talking about this in the context of a 

protective order.

APP. 256



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

756

MJ [COL POHL]:  The information itself you are saying is 

not classified.  Therefore, if he could talk to somebody he 

could tell it to them without -- 

DC [MR. CONNELL]:  Say the ICRC.  He could tell them.  

They could write a report.

MJ [COL POHL]:  But your basic premise is it's not 

classified.  

DC [MR. CONNELL]:  Correct.

MJ [COL POHL]:  I got it.  

DC [MR. CONNELL]:  Next slide, please.

There are two other -- in addition to the 

ownership, production and control, there are two other reasons 

why nongovernmental RDI information is not classified.  We 

talked about the first one a lot, but the second one is the 

authorized disclosure idea.  And that, in fact, refers to our 

AE 34, which is our request for the production of 

Mr. Rodriguez, who would testify that this information was 

provided to the detainees in an authorized fashion, that it 

wasn't unauthorized, that it was done -- this was an 

authorized disclosure of information to the detainees.  That's 

public source information.  He has written a book about it.  I 

just quoted from his book.

But these sort of third parties -- so let's talk 
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about a different type of third-party for a moment, because 

the court raised the question about third parties earlier.  

Let's talk about a farmer.  The government is operating flying 

classified vehicle X in country Y and classified vehicle X 

crashes in a field, right, and the farmer in country Y goes 

out and looks at it, sees what color it is, sees how long it 

is, sees what kind of fins and guns it has on it.  That farmer 

is not -- the observation, experiences of that farmer are not 

classified.

Now, they might have to be controlled in a certain 

way if a -- then a member of the United States Army goes out 

and talks to that farmer and gets the information; the notes 

that the U.S. Army representative wrote down can be controlled 

by the government because they are under a nondisclosure 

agreement.

MJ [COL POHL]:  Would he be considered under the control 

of the government?  

DC [MR. CONNELL]:  The farmer?  

MJ [COL POHL]:  Yes.  

DC [MR. CONNELL]:  No.

MJ [COL POHL]:  If a detainee is released from 

Guantanamo Bay and goes back to his home, wherever that may 

be, is he under the control of the United States 
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Government ---- 

DC [MR. CONNELL]:  No. 

MJ [COL POHL]:  ---- or covered by any protective order 

in their case?  

DC [MR. CONNELL]:  I don't know, Hamdan may be coming 

back and he has been released.

MJ [COL POHL]:  I have my suspicions that we won't see 

Mr. Hamdan again, but that's neither here nor there.  

DC [MR. CONNELL]:  You could see the case again.  

MJ [COL POHL]:  Let's say we have a detainee and some 

have just been released without strings and they may have been 

exposed to classified information, are they, does that make 

the information now not classified or they have no obligation 

not to disclose it?  It is a double negative but you 

understand my question I hope.  

DC [MR. CONNELL]:  I do.  And the distinction I want to 

come back to is, is the distinction between control of a 

person and control of observations, experiences and memories 

of a person, that in a free society we don't control people's 

memories, their thoughts, their observations, their 

experiences.  We control a number of people's physical bodies, 

not just in Guantanamo, but across the United States.  People 

are incarcerated under government control.
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MJ [COL POHL]:  Control of information, not bodies.  

DC [MR. CONNELL]:  Your question was people who have 

been released or the farmer in his field.  The operative 

distinction is that those people are not figures strictly 

under United States control, the operative distinction is 

their operations or experiences are not under government 

control.  My operations and experiences are under government 

control.

MJ [COL POHL]:  Is that because the information was 

disclosed voluntarily by the government?  

DC [MR. CONNELL]:  Not in a crash situation.

MJ [COL POHL]:  So what I am saying is if individuals 

stumble across a classified document -- for example, there 

have been examples of where classified documents have been 

found or a disk has been found by somebody, that doesn't make 

that information less classified, does it?  

DC [MR. CONNELL]:  In that person's hands it means that 

the information is unclassified with respect to them.  I am 

fully on board with the idea the information can be classified 

when I say it and not classified when a New York Times 

reporter says it.  I get that.

MJ [COL POHL]:  I'm sorry, I'm sorry, let me see if I 

got this straight and then we are going to take a recess for 
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lunch.

It is your position that a piece of classified 

information that comes in the hands of a member of the media, 

okay, loses its classification protection because he is not -- 

that's what you just said?  

DC [MR. CONNELL]:  It's the opposite.  It never acquires 

it in the first place.  Let me give you an example.  It -- 

MJ [COL POHL]:  I want to finish on this point.  I 

believe you may get a remarkable -- you just said a piece of 

information that comes into the hands of The New York Times is 

no longer classified.  That was a blanket statement you just 

said.  

DC [MR. CONNELL]:  Right.  Let me tell you what I mean, 

because I think you are talking about leaks and I am not.  The 

name of a country where a detainee was held under the 

classification guidance is classified when I say it.  Right?  

Country X, the identity of country X is classified if I say 

it.

If a politician from country X says it, if a 

reporter says it, if my second cousin says it, none of those 

people are under nondisclosure agreements.  When they say the 

name of country X, it is not classified to them.  It has been 

explained to us over and over and over again, in fact to me it 
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seems to be the government's number one concern, is that if I 

say the name of country X, it's classified; when somebody else 

in the public says it, it's not classified.

MJ [COL POHL]:  Isn't that part of the theme of 

verifying information in the public domain?  And that is the 

concern, if it comes from somebody in a position to know that, 

therefore it is inferred that the United States Government is 

verifying the information as opposed to a third-party who says 

there is a secret facility in country X?  You don't see a 

distinction between those two things?  

DC [MR. CONNELL]:  I do, and I put that in our 

protective order because if I endorse or verify the 

information, my client says that -- let me say country X has a 

black site and I know that to be true.

MJ [COL POHL]:  I know I was promising to quit, but I am 

curious about this point, but does that then make that 

information unclassified as opposed to there is no sanction 

against that third-party?  

DC [MR. CONNELL]:  The name of country X is unclassified 

and it is unclassified when somebody who is not under a 

nondisclosure agreement to the United States Government says 

it.  When I say it, it's classified. 

MJ [COL POHL]:  Okay.  I think I understand what you are 
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saying.

Let's go ahead and we will break for lunch and 

reconvene at 1330.  The Commission is in recess. 

[The Military Commission recessed at 1230, 17 October 2012.]
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[The Military Commission was called to order at 1335, 

17 October 2012.]  

MJ [COL POHL]:  Please be seated.  The Commission is 

called to order.  All parties again are present that were 

present when Commission recessed.  

Mr. Connell.  

LDC [MR. CONNELL]:  Thank you.  

TC [MR. SWANN]:  Housekeeping, you asked about 

Mr. Bin'Attash.  We went back to Mr. Bin'Attash at the camp.  

DC [CDR RUIZ]:  I cannot hear the prosecutor. 

TC [MR. SWANN]:  We went to the camp, asked 

Mr. Bin'Attash if he wanted to attend -- went to the camp, 

asked if Mr. Bin'Attash wanted to come.  He indicated that he 

did not want to come.  I have informed his counsel, offered 

them a copy of the document again.  Should you make any 

inquiry, that is all I have to offer at this time.

MJ [COL POHL]:  Does counsel for Mr. Bin'Attash take any 

issue about that?  

LDC [MS. BORMANN]:  No, Judge.  

MJ [COL POHL]:  It was kind of quiet on the record 

there.  The answer from the defense was "no."  

Mr. Connell.  

LDC [MR. CONNELL]:  Thank you.  One last observation to 
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make on this definition of information before I move on to 

another subject.  That's with the example that the court gave 

me as we were closing.  Is this on?  Okay.  This is me further 

away from it, can everyone hear?  

DC [CDR RUIZ]:  Not too well.

MJ [COL POHL]:  If you are looking at me for how to work 

the microphone, Mr. Connell, it will be a long look.  Try now.  

LDC [MR. CONNELL]:  Is that any better?  Okay.  The 

example the court gave me just before the break, the 

distinction between my naming country X as a host site, as a 

host of a black site the president of that country naming 

country X as a black site, is legal control, the third prong 

of definition of information.  Neither of us is in custody, 

neither the president of the country nor I is in custody I'm 

in privity with the government.  

Nobody seems to believe me, but I work for the 

government.  But he is not, or she is not.  But the thing I 

want to make clear is that if the Commission adopts the 

position that I, my position that I believe the executive 

order requires, after the -- if the court adopted that 

position, I could still not name country X, I'm still in 

privity with the government, still under legal control, still 

under the name country X.  
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But the difference is that I can't explain the 

fear, the humiliation, the pain my client was in as a result 

of the United States Government actions.  Those things are 

currently classified -- I don't know if they're currently 

classified or not.  There's an argument from the government 

they should be classified, but they cannot be under the 

executive order.  That is the same reason the fact people who 

are not owned, produced or controlled by United States, the 

same reason I'm not allowed to interview non-United States 

witnesses overseas or anyplace not inside of a SCIF.  It is 

what that person has to say is not information.  

Now, when I control the information I have to 

reduce it to, I have to take appropriate security measures.  I 

have to reduce it to the security procedures of the United 

States as fast as possible, as fast as reasonably possible, at 

least.  

The fact I interview someone in country X does not 

have to take place in a SCIF because what they have to say is 

not information as defined by the executive order.

MJ [COL POHL]:  Let me ask you one question, the way you 

started out, then go on to something else.  

LDC [MR. CONNELL]:  Yes.  

MJ [COL POHL]:  This may be a safe harbor argument, I 
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want to make sure.  You have access to information that is 

classified, that same information is released with no 

declassification ---- 

LDC [MR. CONNELL]:  Say that again, sir.  I want to make 

sure I follow. 

MJ [COL POHL]:  You have information that you know is 

classified.  That information appears in The Washington Post, 

the same information.  

LDC [MR. CONNELL]:  Yes.

MJ [COL POHL]:  Do you believe that as long as you cite 

The Washington Post as the source of the information, 

therefore you can disclose it at unclassified briefing?  

LDC [MR. CONNELL]:  This is a tricky situation.  If I 

endorse it or verify it or advocate for its truth in any way, 

then it is classified, because I am adding something. 

MJ [COL POHL]:  If it is in one of your pleadings with 

your name attached to it, since we are talking about it here, 

if your name is attached to it, you said, "According to The 

Washington Post, X occurred," can you do that under your -- 

again, I may be misinterpreting your safe harbor analysis.  

LDC [MR. CONNELL]:  If I'm implying that therefore it is 

true, no.  If I am stating it for the fact that it was said, 

it is almost like a hearsay question.  If I'm stating it for 
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the fact it was said, some sources have claimed that X, other 

sources have claimed that Y, in that situation, I'm not adding 

to or verifying or endorsing the information in any way and I 

can state it.

MJ [COL POHL]:  You believe that you can do it now?  

LDC [MR. CONNELL]:  I have never done it because I act 

out of an extreme abundance of caution ---- 

MJ [COL POHL]:  You believe as long as you apply your 

hearsay analysis to it, to show the statement appeared in The 

Washington Post, which is really what you are saying, that's 

okay, even though you know it is classified?  

LDC [MR. CONNELL]:  That is my understanding of 

classification law ----

MJ [COL POHL]:  Okay. 

LDC [MR. CONNELL]:  ---- that I cannot endorse, verify 

in any way.  But the fact that, it is the same reason that I 

can read The Washington Post on my unclassified system.  We 

know, 100 percent, that I cannot access classified information 

on my unclassified system.  But I can read The Washington Post 

on my unclassified system, I can read The Early Bird on my 

unclassified system, I can read Open Source Intelligence 

Center, I'm a subscriber, I can read their information on my 

unclassified system because I'm not endorsing or adding 
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anything to or verifying that information.  I'm simply 

accessing information that I know in another forum to be 

classified on an unclassified system because we are allowed to 

do that.  In fact, there is an example. 

MJ [COL POHL]:  That is not what I'm talking about, 

though.  I'm not talking about you reading classified 

information that has been released in unclassified context by 

a third party.  

LDC [MR. CONNELL]:  Okay. 

MJ [COL POHL]:  That's not the question.  The question 

is can you repeat it in pleadings and other legal documents 

when you know it is classified by simply attributing it to an 

unclassified source?  

LDC [MR. CONNELL]:  No.  And that is what I'm saying.  

If I'm simply attributing to an unclassified source is not the 

question.  The question is whether I endorse or verify it.  If 

I endorse or verify it, that makes unclassified -- I'm not if 

I simply know of it's existence, then I am not providing 

endorsement or verification.

MJ [COL POHL]:  Okay.  

LDC [MR. CONNELL]:  Moving on to slide 29, please.  The 

third protective order is the need-to-know provision that 

appears in the protective order.  This need-to-know provision 
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is also a legacy of the first round of Military Commissions.  

I know that it was in Protective Order Number 3 and it was 

wrong then and it is wrong now.  The paragraph 15(c), Charlie, 

of the government's proposed protective order, paragraph 15 

lists the three standard requirements for access to classified 

information.  Charlie paragraph is a need to know the 

classified information at issue, which is perfectly correct.  

It appends a sentence, as determined by the OCA of that 

information, which is not correct.  It has, the past 50 years 

it has not been the situation that OCA determines the need to 

know.  There are in fact specific provisions of the executive 

order on this topic.  

In this slide, the top paragraph is paragraph 

Z ---- 

MJ [COL POHL]:  Who do you believe determines the need 

to know?  

LDC [MR. CONNELL]:  An authorized holder of classified 

information. 

MJ [COL POHL]:  That could be an OCA?  

LDC [MR. CONNELL]:  Certainly could be OCA.  Or their 

superior.

MJ [COL POHL]:  So if this read "as determined by the 

OCA or their superior," you would be okay with it?  
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LDC [MR. CONNELL]:  No.

MJ [COL POHL]:  Okay. 

LDC [MR. CONNELL]:  It is much more expansive than that.  

OCA is a subset authorized holder of information.  Talked 

about authorized holder of information, a term of art, which 

is any person who has access to information in an authorized 

fashion.  OCA falls into that, I fall into it, my paralegal 

falls into it.

MJ [COL POHL]:  So it is your -- your position that need 

to know can be determined by your paralegal. 

LDC [MR. CONNELL]:  Can be determined by an authorized 

holder of information. 

MJ [COL POHL]:  Didn't you tell me your paralegal is an 

authorized holder of information?  

LDC [MR. CONNELL]:  Assuming they are, yes. 

MJ [COL POHL]:  Assuming they are, the paralegal can 

determine your need to know, then?  

LDC [MR. CONNELL]:  That's right, if we were to go 

within ---- 

MJ [COL POHL]:  I'm not saying that you are the one that 

wants to change it.  You say anybody with an authorized need 

to know can authorize a need to know by anybody else who meets 

A and B.  
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LDC [MR. CONNELL]:  Let's look at the authority for 

that.  The court sounds a little incredulous that's the law.  

That's been the law for 50 years. 

MJ [COL POHL]:  I'm just want to know what your position 

is.  

LDC [MR. CONNELL]:  Right.  That is why my paralegal -- 

if my paralegal does first draft of a classified brief, that 

is why they get to send it to me via classified e-mail as 

opposed to having to send it to an OCA who then has to 

determine whether I have the need to know and send it to me.  

That is what the current situation would require, because only 

OCA can determine need to know.  There are hundreds -- 

probably, in the country, millions -- of need-to-know 

determinations made each day not by OCAs but by authorized 

holders of information. 

MJ [COL POHL]:  I think I understand the distinction.  I 

got it.  

LDC [MR. CONNELL]:  The prior executive order, paragraph 

Zebra of Executive Order 13392 played that out explicitly and 

need to know as a determination made by authorized holder of 

classified information perspective recipient requires 

classified information -- 

MJ [COL POHL]:  You say on a particular piece of paper. 
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LDC [MR. CONNELL]:  Correct.

MJ [COL POHL]:  I was thinking more the generic.  

LDC [MR. CONNELL]:  Right.

MJ [COL POHL]:  Programs and things. 

LDC [MR. CONNELL]:  No, they determine that. 

MJ [COL POHL]:  I got you.  That was my confusion.  I 

got what you said, okay.  

LDC [MR. CONNELL]:  The one way to address this, I don't 

think it is necessary, but if the court wants to have a 

belt-and-suspenders approach, the way the habeas protective 

order addresses this problem is that explicitly puts in the 

habeas protective order the habeas counsel have a need to know 

information relevant to their client relating to issues in the 

case.  I'm sorry.  

So if the court wanted to be clear on it, it could 

import similar language to this.  I propose that in 17 Charlie 

of our proposed protective order defense has need-to-know 

related issues in the case.  That's the difference between the 

current executive order and president Bush's executive order.  

The current executive order says that not only 

authorized holders can determine need to know, but their 

superiors can also determine need to know.  The reason for 

that is because of the expansion of the classified systems, 
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SIPR -- for example, if I create an analysis, I put it on SIPR 

for anybody who, you know, wants to read it, I can't make an 

individualized need-to-know determination for each person who 

holds a SIPR account because I don't know who they are.  I 

don't know whether they actually need to know the information.  

So my superior can essentially make a blanket 

need-to-know determination to say, yes, you can put this up on 

SIPR, SIPR account holders as a group need to know this 

information.  That's the change that was made in the current 

Executive Order, but it really just reflected existing 

practice.  

Moving on to the fourth issue, that is the 

meaningful guidance issue.  This is where I started my 

argument with the question that protective order as drafted 

has a lot of redundant information but is actually short on 

meaningful guidance.  

I accepted paragraph 30 here, which says that we 

should not under any circumstances reveal classified 

information.  We know that.  We are, our livelihoods depend on 

it.  But there are a number of situations our actual 

day-to-day operations performing the defense function come 

into conflict with this.  And I could not exaggerate the 

number of times that we deal with the question of is this 
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information classified or not.  It comes up every day.  And it 

is one of the reasons why, regardless of other considerations, 

it may not be that practical to have the court staff handle 

these sorts of questions because there are just so many of 

them, they come up all the time.  

One of those I mentioned earlier is open source 

information, something that appears in The Washington Post, on 

Early Bird, or from the open source collection, how that 

information gets handled, whether it has been declassified or 

not, whether it is classified in the first place.  

You know, The Washington Post doesn't come stamped 

"classified" at the top.  Sometimes we know information is 

leaked.  It says according to, you know, a government unnamed 

government official, then we treat it accordingly because we 

know that is at some level some kind of a leak.  

But if it reports a foreign dignitary, human 

rights organization, those sorts of things, if it is reporting 

that third-party information, it is difficult for us to tell 

what rules to apply to it.  

I mentioned earlier the witness situation.  And I 

want to raise the specific question of leaked information now, 

because leaked information seems to be on everybody's mind 

because people keep asking us about it.  The reason that I, as 
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a -- as a security clearance holder cannot go to WikiLeaks.com 

or dot-org, whatever it is, and look at information there that 

is relevant to this case, even though someone else, you know, 

a lawyer in another situation could do so is not because of my 

security clearance.  My security clearance doesn't stop me 

from accessing that information.  

What stops me is the fact that it is on NIPRNET, 

right, it is in the unclassified internet.  So my orders from 

the Department of Defense are that I cannot access classified 

information on an unclassified system.  That's the reason why 

I can't do it.  It is an orders violation for me to review it, 

not a violation of the terms of my nondisclosure agreement or 

violation of the terms of my security clearance.  And various 

orders from the Department of Defense made this clear, we 

can't access that sort of information, leaked information on 

an unclassified system.  

There is an easy solution, there is an easy 

workaround to that, which is that -- I don't know this for a 

fact, but it would amaze me if somewhere on SIPRNET was not a 

collection of this leaked information that various analysts 

use to analyze, either analyze leaks or analyze the 

information themselves and the government could simply provide 

us a copy of it on SIPRNET and then we would be in a situation 
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where we would have the same access as the rest of the world 

to the information but we wouldn't violate our DoD orders.  

There are multiple, there is another, the fourth 

situation that we keep running into is possibly classified 

information.  We have been briefed -- I have issues with the 

quality of the briefing.  We have been briefed about 

rendition, detention, and interrogation information.  We run 

into other possibly classified information all the time 

relating to electronic communications monitoring capacities, 

relating to unmanned flying vehicles, relating to the sort of 

thing that permeates many books which have been written about 

the experiences of CIA agents and others in the 9/11 period.  

We didn't have any classification guidance on 

those.  There's a word that I don't know if I can say it in an 

unclassified situation. 

MJ [COL POHL]:  Then don't.  

LDC [MR. CONNELL]:  Right.  It comes up over and over, 

that there are, there is commonly available information which 

might be classified, we want to handle it properly, and we 

need guidance on how to do so.  

The last situation is declassification requests.  

It is different from a classification challenge.  A 

classification challenge, of course, is, I think this 
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information is improperly classified, it should be classified 

at a different level.  Declassification request is I have this 

piece of information, I know it is properly classified, I 

would like an OCA to review it with my request to declassify 

it.  

The regulation for trial by Military Commission 

and, in fact, Rule 505 itself both refer to the authority of 

the trial counsel to seek declassification for certain 

information, but provide no authority or mechanism for the 

defense to seek declassification of certain information.  

In fact, the Military Commissions Act requires 

the, that information that the government seeks to use against 

the accused be provided to them, that their -- they can't have 

any information which is secret from them used against them 

which, as I read the law, the only way to do that is to seek 

declassification.  

That's the sort of high-level problems that we 

need help with.  But there are a lot of other very basic 

things, like it's amazing this protective order does not tell 

us what cover sheet to use.

MJ [COL POHL]:  Do you want it to?  

LDC [MR. CONNELL]:  Yes, please.  I have been on an 

eight-month campaign to find out the proper cover sheet.  I 
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thought I was going to be on to something, Your Honor, because 

the government has been serving classified pleadings on us, I 

thought I will use whatever cover sheet they use, but they 

didn't put any cover sheet on it at all.  

So what I would like is a cover sheet.  That is 

what I mean by safe harbor, if you or somebody said to me if 

you use this cover sheet for this type of information, you're 

operating correctly.  If that were to occur, that is what I 

would like.  That's the kind of basic classification guidance 

we are seeking here in many situations. 

MJ [COL POHL]:  So what do you do now?  

LDC [MR. CONNELL]:  I do my best.

MJ [COL POHL]:  Has your best been good enough so far?  

LDC [MR. CONNELL]:  No one has attempted to put me in 

jail or anything. 

MJ [COL POHL]:  Well, then the answer is yes.  

LDC [MR. CONNELL]:  I shouldn't have to, I shouldn't -- 

MJ [COL POHL]:  -- cover sheet?  You want some order to 

cover every possible permutation of cover sheets?  

LDC [MR. CONNELL]:  No, Your Honor.  What I really want 

is the Classification Guide.  This document that I'm talking 

about already exists.  The executive order requires OCAs to 

produce classification guides that tell derivative 
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classifiers, that is me, I'm a derivative classifier, that 

tells derivative classifiers how to mark documents at what 

level, different types of information are classified. 

MJ [COL POHL]:  You have not gotten that guidance?  

LDC [MR. CONNELL]:  Correct. 

MJ [COL POHL]:  You asked for it, and the response?  

LDC [MR. CONNELL]:  In the attachments we moved for it, 

AE 54, we asked the prosecution for it, asked the Convening 

Authority for it, we filed a motion with the court about it.  

That would solve our problem.  The court doesn't have to put a 

spreadsheet in its protective order saying every possible 

cover sheet because that spreadsheet already exists, we are 

just asking for it. 

MJ [COL POHL]:  Okay.  You told me you asked for that in 

another motion. 

LDC [MR. CONNELL]:  Yes, that is 54.

MJ [COL POHL]:  Okay, go ahead.  

LDC [MR. CONNELL]:  I won't belabor the point but, you 

know, one of the problems with -- that Classification Guide 

would solve so many problems.  Like we don't know whether the 

tri graphs governing this program are classified or not.  

We've asked and asked and asked we don't know.  

We don't know what banner markings to use.  The 
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government use would different banner markings.  We are 

required derivative classifiers to mark every document we mark 

as classified to put a declassification date on it.  That is 

right there in executive order in fact we are sanctionable if 

we don't do it.  We have no idea what the declassification 

dates are, it is not our call we don't get to make up 

declassification dates. 

MJ [COL POHL]:  Would it be fair to say with all the 

handling issues you have done the best you can so far, you are 

not currently in jail and you want to make sure you don't go 

some future time?  

LDC [MR. CONNELL]:  Correct, you summarized my argument, 

Your Honor.  

MJ [COL POHL]:  Got it. 

LDC [MR. CONNELL]:  Because these things overlap I 

provided a paragraph in proposed order paragraph 21 that the 

court could order the prosecution to provide us with the 

existing written classification guidance.  I'm not asking for 

something new but to be provided existing information that 

should be provided to us.  And we can handle that in 54, we 

can handle it here.  But it is the same way either way.  

The other -- sounds like the court has read the 

other safe harbor provisions that I proposed.  I won't go 
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through them one by one, but if the court has any other 

question about those I am happy to answer them.  

Let's move to slide 41, please.  What I heard the 

court say earlier, and correct me, I speak under correction, 

is that one good way to solve the whole hearing closure debate 

is to take paragraphs 40 through 42 out of the protective 

order because those, if those -- those provisions -- take a 

look at 40 for a second.  

Paragraph 40 says while proceedings shall 

generally be publicly held, the Commission may exclude the 

public from any proceeding sua sponte upon motion by either 

party in order to protect information the disclosure of which 

could reasonably be expected to damage national security.  

As the intervenors have argued, if that were the 

standard, that would substantially lower the standard for 

closure below the First Amendment floor.  So that means one of 

two things:  Either this provision, the government argued this 

provision refers to Rule 806, which it doesn't, but the, it 

either means what 806 says, in which case it is redundant.  So 

it is at best useless, at worst changing violation of the law.

MJ [COL POHL]:  You don't believe 806 has that standard 

in it, for closure?  

LDC [MR. CONNELL]:  806 has a standard for closure, 
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certainly. 

MJ [COL POHL]:  The same as what is in the protective 

order?  

LDC [MR. CONNELL]:  No.  

MJ [COL POHL]:  I understand how you read it.  

LDC [MR. CONNELL]:  In fact, the standard has 

essentially three elements to it, one of which we haven't 

talked about here, one of them is notice and opportunity to be 

heard.  Before some -- the Supreme Court has not addressed 

this yet but the circuit has said before you close a hearing 

there has to be some kind of notice and opportunity to be 

heard.  Obviously we have intervenors here.  They had their 

opportunity to be heard. 

MJ [COL POHL]:  You heard my discussion of the closure 

issue, you think that is before me now?  

LDC [MR. CONNELL]:  Paragraphs 40 through 42 are before 

you.  If you take those out all together, which there is a 

suggestion you might.

MJ [COL POHL]:  I'm saying no matter what is in the 

proposed protective order, closure is determined by its own 

rules, right?  

LDC [MR. CONNELL]:  That is an interesting question.  If 

what the court is saying is that the protective order has no 
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force and doesn't supercede any other rules -- 

MJ [COL POHL]:  If there is a statute and a rule that 

says here is how you handle closure of the proceedings, then 

what is interesting is this language that I read in 40 appears 

to be identical to the language in 806, you don't say it is, 

but that's okay.  But my point is that there is a certain 

procedure to go through prior to closure.  Okay?  

LDC [MR. CONNELL]:  Yes.

MJ [COL POHL]:  Implicates 505, 505(g) notice, 505(h), 

Section 806 determination of whether anything needs to be 

closed.  

LDC [MR. CONNELL]:  Yes.

MJ [COL POHL]:  That is the procedure laid out.  

LDC [MR. CONNELL]:  We don't need 40 through 42. 

MJ [COL POHL]:  I'm saying that is the procedure laid 

out, that is the procedure I intend to follow.  If this 

language is in there again I don't think it necessarily needs 

to be in this order because that's the procedure that is laid 

out in the regulations of what to do in a closure.  

So all this discussion about closure is not the 

issue before me.  I understand what your position is and we 

may want to revisit the standard for closing because this 

standard in 806 appears to be virtually identical in language.  

APP. 284



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

784

What you are saying is constitutionally deficient, I got that.  

I'm simply saying it is the same language.  I suspect this was 

included in there -- well, I won't speculate.  

Anyway, at the end of the day, closure is a 

separate issue and I will address it at the time. 

LDC [MR. CONNELL]:  In that case, speaking of closure, I 

will close with slide 44, which is our proposal to lay out the 

procedure.  Essentially what the court just said, if the court 

wants to put this in the protective order, the only thing that 

this adds is there be unclassified notice of the intent to 

close to go to the public so that intervenors, if they choose 

to oppose closure, they can do so.  

The public has a right, the victims have a right, 

the general public, the world has a right to -- it is not an 

unqualified right -- they have the right to be heard on this 

topic, but they can't be heard if they don't have notice there 

is about to be a closure.  So that is what our proposal does, 

incorporate that procedure. 

MJ [COL POHL]:  I would have some questions about that 

procedure but since we are not going to talk about closure in 

this protective order, I understand your position Mr. Connell.  

LDC [MR. CONNELL]:  Thank you, sir.

MJ [COL POHL]:  Any other defense counsel wish to be 
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heard on AE 13?  Mr. Nevin?  

LDC [MR. NEVIN]:  Your Honor, thank you.  I want to say 

that, really just a few things.  And just so the record is 

unmistakably clear, in any way that I understand the word 

"participate," Mr. Mohammad did not participate in any 

classified programs.  

Everything that -- all of his observations were 

imposed on him against his will.  Everything that he saw or 

heard was done not by, at his request or at his demand or in 

exchange for, for giving anything on his behalf, such as a 

promise to keep materials secret, it was all imposed on him 

from the outside.  

And I think this connects to the questions that 

the court has heard, and I'm not going to repeat them because 

they have been said very well, but they connect to the 

questions the court's heard about whether this material may be 

classified at all in the first instance.  

Just a couple remarks on some points that the 

government made during its argument to you.  I heard counsel 

say that we are -- the only limitation that is imposed on 

counsel in our conversations with our clients is that we may 

not tell them classified information, that everything else is 

acceptable.  
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I just want to call the court's attention to the 

fact that that's not what the mail and communications order 

says.  We are going to argue this in 18 and 32 later, at some 

point.  Not going to get into it now, but I just wanted to 

flag it for the court, that is really not true.  

Counsel made the point that the government isn't 

attempting to sanction the accused for revealing classified 

information.  I think what she said was something to the 

effect that if we attempted to sanction them for revealing 

classified information, that would be absurd, we couldn't do 

that.  

I just want to point out to the court that we are, 

the government is sanctioning them for the revelation of 

classified information, for the revelation of their 

observations, because they are not allowed to speak out about 

what they observed.  They are not allowed to pass that 

information to other people.  They are not allowed, as a 

result of the concern that they would pass classified 

information, they are not allowed to have communications with 

anyone outside of the few limited exceptions that you heard 

about.  They are not allowed to, most important, they are not 

allowed to speak to their families about any subject.  So they 

very clearly are sanctioned.  
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I think counsel was talking about the idea of 

maybe prosecuting them for releasing classified information, 

something to that effect.  But that statement that was made 

was too broad.  

[Inaudible]. 

MJ [COL POHL]:  Okay, I think it is back on.  

Mr. Nevin, when she said that, I took it the same 

way.  At least I took it as criminal sanctions, not certain 

limits on their ability to communicate this time which 

certainly could fall within a sanction on their freedom to 

communicate, for want of a better term.  Go ahead.

LDC [MR. NEVIN]:  Yes, sir.  Thank you.  A couple of 

times the issue of redundancy came up.  For example, in 

arguing about the request for a defense security officer, 

counsel made the point that we're supposed to understand the 

rules, we have security clearances and what do we want, just 

someone around who has more experience with security 

classification to give us advice?  We probably already have 

someone like that, why do we need someone else?  

A little bit later or a little bit earlier in the 

arguments, we, we address the question of whether we need a 

protective order for classified information at all.  

So one might well say if what counsel says is 

APP. 288



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

788

true, if we are presumed to understand this, and if we have 

received the clearances, why do we need the additional 

elaboration that comes out of this protective order?  

The rule says the court shall issue a protective 

order but it doesn't say what it must contain.  It says it may 

contain a number of things, but it needn't contain anything.  

There is no requirement under the rule that it contain 

anything in particular.  

And the effect for us is that, you know, and I 

think Mr. Connell lays this out in some detail, this is more 

than maybe an academic consideration.  These, when rules 

appear in different ways in different places, and when we've 

been told we are subject to criminal prosecution if we do 

something that the rules forbid, and we read these rules 

carefully, as I know the court does as well, but when these 

rules appear in slightly different variations in different 

places, the effect is that one is frozen, one ends up not 

knowing what to do.  

And I raised this point with the court yesterday 

that at my read-on information was provided to me that what 

the court did with inquiring of these men in open court, 

whether they waived, was seeking the revelation of classified 

material.  I understand the government has filed 13 Lima in 
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which they step back from the idea of presumptive 

classification in various ways.  

And if the government -- if the lawyers for the 

United States who filed that pleading with you have the right 

to change what I take to be a representative of the OCA, what 

that person told me, okay, I am certainly willing to accept 

that.  That's not really how I understand the rules to work.  

The problem for us is that when these rules appear 

in different ways in different places, we end up not able 

to ---- 

MJ [COL POHL]:  You understand the government's 

position.  The term "presumptive classification" is not a 

classifying device.  It is simply a handling device, by that 

meaning is that some information you may get orally from your 

client may or may not be classified but to treat it as such 

until its status is determined.  It doesn't make the 

information classified, as I understand it.  

So therefore, I understand what you are saying.  

If you take the words to mean that you hear something brand 

new from your client and therefore it is classified until it 

is determined not to be, I understand.  I think that's where 

the confusion of the term is, that there is a classification 

process and the accused says, "I want a tuna sandwich today," 
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I understand the old rule would seem to imply you've got to 

treat that as classified until you know it is not classified; 

but that doesn't make it classified.  

That's my point.  That's where I'm not sure to run 

it all the way down to OCA.  I can understand your confusion, 

though, because the first time I heard it, I had some of those 

same concerns.

LDC [MR. NEVIN]:  And I think we made the point in 

briefing, in our moving papers, that it requires that there is 

no authority for treating material as being classified unless 

it is classified, and that's already been argued to you. 

MJ [COL POHL]:  Gone down to their current standard of 

know or should know it is classified.

LDC [MR. NEVIN]:  Yes.  Just my other point, Your Honor, 

when the court says the old rule, actually that is not the old 

rule.  The old rule was something like what we've gotten back 

to today.  There have been -- I've been around here since 

2008, and there have been a series of rules.  And we went 

through a long period of time where there were certain 

subjects that we couldn't communicate information from our 

clients about, but we could communicate everything else.  

So as I say ---- 

MJ [COL POHL]:  I understand the rules appear to be, 

APP. 291



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

791

like my scheduling order, somewhat of a living document, but 

go ahead.

LDC [MR. NEVIN]:  And then finally, Your Honor, I just 

want to make this point:  It has come up several times that 

because of the sensitivity of the information that the accused 

has, that many restrictions have to apply to who is permitted 

to talk to them and what they are allowed to say.  

My information is that that isn't a rule that is 

not uniformly honored by the government.  My understanding is 

that there are persons within the guard force who have contact 

with the accused, who don't possess TS/SCI clearances.  I'm 

advised, for example, when I meet with Mr. Mohammad, I do it 

in a facility that is not SCIFfed, that doesn't constitute a 

SCIF.  

I see variations in the way these matters are 

dealt with that lead me to think that for the most part the 

difficulties and the limitations, the barriers to going 

forward mostly apply to me.  But that when the government 

wants to have a, wants to approach a problem in a more 

flexible way it does so for its own reasons.  

There will be at a later time a more comprehensive 

discussion of the barriers to representation that are present 

in many of the things that we do in this capital case.  I 
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think they are inconsistent with delicacy and comprehension 

that is required for the defense of a capital case.  That is 

one of them; I flag it for the court's attention.  

That is what I have.  Thank you.

MJ [COL POHL]:  Ms. Bormann.  

LDC [MS. BORMANN]:  First, I want to adopt everything 

argued by learned counsel who preceded me.  I want to address 

a few issues that merit some passing comment.  One, we talked, 

you talked with Mr. Connell a little bit about ICRC, whether 

or not that was an unfettered communication between an accused 

and the ICRC.  

And without getting into classified information, I 

can tell you that I was a witness to that concept and it is 

indeed unfettered in a way, actually, that client-attorney 

communications are not.  Because when the ICRC visits with 

Mr. Bin'Attash, there is no video camera, there is no video 

monitoring and there is no monitoring whatsoever, so it is 

truly unfettered, unlike my communications with him.  So I 

want to put that on the record.  

Additionally, I want to talk a little bit about 

the concept of control.  We talked about the executive order 

that is the beginning of any analysis with respect to what 

classified material is.  And when President Obama came into 
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office they actually amended the executive order with respect 

to that, because the Obama administration said we want to do 

away with the overclassification of material.  So we are going 

to change the executive order and make provisions that allow 

for easier declassification or challenge of improperly 

classified material.  

Now, we talked about, Mr. Connell talked about the 

prong of control under the executive order.  And that's the 

prong that the government uses here, the government, with a 

small "g," to justify stopping everything that my client says, 

shutting down these hearings and barring me from telling the 

world what it is he suffered.  

The question is control.  What is control?  And 

what control, what product is controlled?  So this is a 

commonsense evaluation.  The government is not trying to 

prevent my client's body from being exhibited.  In fact, they 

argued earlier this week that my client must have his body 

exhibited, must come to court.  So they are not saying that it 

is my client's body that is classified.  What they have 

attempted to classify, and we believe improperly, are the 

thoughts, perceptions, ideas, sensations and thoughts of my 

client.  

Those things, that information, is what they've 
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sought to classify because that is the information that they 

believe that they are arguing will cause damage to national 

security.  That information they cannot and do not control.  

And that is why the term "information," as used in the 

executive order, is really a term of art.  Because it is only 

the information sought to be classified that needs to be 

controlled by the government.  And in this case they don't do 

that.

MJ [COL POHL]:  Okay.  Let me see if I have got this 

correct.  If your client is aware of information X, let's use 

the example that is a public thing that Mr. Muhammad was 

waterboarded 183 times.  For sake of this discussion, we're 

going to say that is classified.  Okay?  

LDC [MS. BORMANN]:  Okay.  

MJ [COL POHL]:  Is it your view that what -- is there a 

distinction between that and the thoughts, impressions and 

memories?  

LDC [MS. BORMANN]:  Absolutely.  

MJ [COL POHL]:  Under my example, the thought, 

impression and memories could not mention the 183 times, but 

could say -- I'm just trying to see; thoughts, impression, 

memories, you imply that is a separate category than the 

information that generated thoughts, impressions, memories.  
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LDC [MS. BORMANN]:  Two different concepts here.  

Discovery tendered by the government is one.  Discovery 

tendered by the government generally, unless they involve 

statements of my client reported by CIA agents or FBI agents, 

are not going to contain impressions, thoughts, sensations, 

experiences, delved into my client's brain.  Okay?  

So Mr. Muhammad being waterboarded 183 times is 

that type of classification material for purposes of this 

argument.  What I'm talking about is what Mr. Muhammad 

experienced during that 183 times of waterboarding; how he 

felt, what he saw, the experience of pain.

MJ [COL POHL]:  Do you think there would be a firm line 

between the fact and the thought, impression, and memories?  

That is where I'm having a tough time metaphysically 

approaching this, the thoughts, impressions, memories, how he 

felt, what he experienced, what he thought was going to happen 

to him.  Those can all be thoughts, impressions, memories but 

only in the context, for the sake of discussion, the 

classified information.  

So you seem to think that -- do you see there is a 

firm line between those two?  

LDC [MS. BORMANN]:  What I see is that the government 

cannot properly classify those thoughts, experiences because 
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they are not either owned by the government, produced for the 

government, or in any other way controlled by the government.  

So what Mr. Mohammad felt with respect to, let's 

say, waterboarding episode number 52 versus waterboarding 

episode number 150, the difference in those experiences and 

how he experienced those sensations and what he thought, those 

things cannot possibly be either owned by, produced for, or 

controlled by the United States Government.  And if they do 

not fit into one of those three categories, they cannot be 

properly classified, period.

MJ [COL POHL]:  I understand.  

LDC [MS. BORMANN]:  Now I want to address the need for a 

defense security officer, or whatever you want to call this 

person.  And Mr. Connell did a really good job of laying out 

some of the problems that we have.  

I am not military.  Mr. Connell is not military, 

Ms. Baltes is not military, and neither is Mr. Nevin.  But I'm 

sitting between two guys over here who are.  And I am here to 

tell you, because I have had to argue this issue before, that 

not only does the Navy in their Code 30 situation provide 

security officers to the defense, but the Air Force does it as 

well.  And they do it in every single case as a matter of 

course when you are dealing with classified information.
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MJ [COL POHL]:  What do they do?  

LDC [MS. BORMANN]:  They provide -- they provide 

information to the defense with respect to everything that 

surrounds us and they provide a conduit to a place, wherever 

the OCA is, because it depends on case to case, a conduit for 

determining questions surrounding classification guidance. 

MJ [COL POHL]:  You say "conduit," you mean a courier?  

LDC [MS. BORMANN]:  I mean a way to ask a question.  

Because unlike a situation where, let's say, we were talking 

about CIPA earlier, so my experience is civilian, right?  In 

CIPA very rarely are you in a situation where your clients' 

own words are sought to be classified by the government.  

So under a CIPA analysis, very rarely would you 

have to go to a court security officer with 20 pages of your 

client's version of events and say please tell me if these 

thoughts, experiences, ideas, sensations are classified; and, 

if they are classified, at what level?  

Now, in this case, however, that's exactly what we 

are asked to do if we want either to declassify them or if we 

want to subject them to a challenge for classification; two 

different issues.  We don't have the ability to do that.  

Mr. Connell was not flippant when he talked about how 

difficult this really is.  I have sent innumerable questions 
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on the SIPR side of things to the Office of Military 

Commissions in order to seek guidance about very difficult 

issues.  All of them, by the way, involving attorney-client 

work product, and I try, at least, try to take that concept 

out of it and make it as general as possible.  I have no place 

to go when I have a question that exposes privileged 

information, no place.  

My Bar rules under the Supreme Court of the State 

of Illinois don't allow me to ask those questions of somebody 

who doesn't fall within a privileged team.  So we are stymied 

when we have these issues.  And we want to follow the law.  I 

mean, nobody here, sitting here, wants to leak classified 

information that could cause damage to national security.  

None of us want to do that.  

But we want to make sure that it's properly 

classified, number one; and, number two, that we have a way of 

challenging that issue when it arises.  

Lastly, I want to talk a little bit about, and I 

know you are not going to address the 505 things, so I will 

skip that.  But counsel for the government, when she got up, 

said that their proposed protective order does not limit 

communication between, for counsel -- I'm sorry, doesn't limit 

communication between counsel and the accused and it doesn't 
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really limit counsel in doing their job.  

And it is clear to me that Ms. Baltes has never 

been a defense attorney because if she had, she would 

understand what it is that we are tasked with doing here.  

So let's just assume for argument sake that my 

client tells me something about something that happened to him 

over the time period between 2003 and 2006, the time period 

covered by the RDI.  And I am, as part of my duties as learned 

counsel, tasked with the, and obligated to, investigate what 

he says to me because it is relevant and necessary to his 

case.  

So I have to hire an investigator.  That 

investigator may not be somebody who is an American citizen 

because, of course, the investigation in this case spanned 

numerous continents.  And maybe the person that I need to hire 

speaks a language that may not be spoken regularly by 

investigators here in the United States who would be capable 

of getting a TS clearance.  

So now I have to somehow figure out a way to use 

an investigator who can't possibly get a TS clearance, inform 

him of the relevant information he needs to investigate 

without using classified information.  And as Mr. Connell 

correctly noted, the idea of classification is because I am a 
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classified holder, the very fact that I give a sense of 

imprimatur to -- let's say country X is actually a violation 

of the classification guidance we have been given.  

So I can't even tell an investigator to go to 

country X.  This is a huge issue.  

Then let's assume that I could.  Let's assume we 

took care of that issue, and I could tell an investigator to 

go to country X.  

Now that investigator comes back to me says, 

"Cheryl, this is what I learned in country X.  I want you to 

verify it with your client, and please let me know if there is 

any follow-up that needs to be done," and I learn some 

additional facts.  

Now, in a regular case where they haven't 

classified everything that comes out of my client's mouth, 

where they haven't classified actual locations of places, I 

can go in to my client and say this is what the defense 

investigator found and say, "I want to know whether or not 

this is accurate and, if it is not, I need you to let me know 

where it is not accurate because we need to follow up on it."  

I can't do that here, because simply mentioning 

any of the information regarding country X may be classified.  

And I am barred from telling my client anything that is 

APP. 301



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

UNOFFICIAL/UNAUTHENTICATED TRANSCRIPT

801

classified.  

I mean, I fastidiously stick to these rules but it 

really has made this case incredibly difficult.  And for 

counsel for the government to stand up and just flippantly 

claim that it doesn't affect our very ability to practice law 

here is incorrect.

MJ [COL POHL]:  On the proposed protective order they 

talk about, specifically about the RDI program, specific 

times, okay?  All obviously postdate the alleged offenses.  

Do you believe you have those difficulties on 

investigating the pre-capture time?  Are you with me on this?  

LDC [MS. BORMANN]:  Yes, I am. 

MJ [COL POHL]:  What I'm saying is that at the crux 

of -- a lot of the order deals with post-capture of the 

accused, which are unrelated to a degree, unrelated at least 

on its face to the charged offenses in terms of factual 

predicate.  That is all I'm saying.  

I'm not making any conclusion.  What I'm saying, 

that's that limitation.  But if you want to say you believe 

this limits your ability to investigate pre-capture --- 

LDC [MS. BORMANN]:  Let me give you an example of that 

if I might.  The government has not yet provided discovery, 

I'm assuming at some point they will.
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MJ [COL POHL]:  Probably because they are awaiting the 

protective order.  

LDC [MS. BORMANN]:  I understand, although I do have to 

note for the record, I am a holder of a TS clearance; and if 

the protective order is simply repeating the status of the 

law, I could have been provided discovery a long time ago.  

That notwithstanding, that issue is going to arise 

very quickly because I am going to assume that at some point 

I'm going to receive a report that says something happened 

somewhere else.  Pick a country.  And I'm going to have to 

hire an investigator to talk about, to investigate what 

happened in that country somewhere else.  

And if that investigator, in the process of 

investigating that comes across anything that is -- this will 

make me crazy, comes across anything that might possibly 

involve either, well, intelligence issues, and any of the 

issues there, we have a problem, right?  

So I can't go to him and say, well, the 

investigator determined that this was happening in this 

country at this time but I can't tell you about it, 

because ---- 

MJ [COL POHL]:  The "you" you are referring to is your 

client?  
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LDC [MS. BORMANN]:  To my client. 

MJ [COL POHL]:  Got it. 

LDC [MS. BORMANN]:  So really, there are blocks pretty 

much wherever you turn.  And the pre-capture stuff is one 

issue, the post-capture stuff is another issue.  The truth is 

both are essential in putting together both a defense to the 

guilt/innocence portion of this trial and to the sentencing 

issue of this trial, which, of course, as Your Honor knows or 

maybe is learning, and I certainly know over my past, the two 

certainly go hand-in-hand.  I can't ignore mitigation in hopes 

my client is acquitted, so I have to look towards that at 

every phase of this investigation. 

MJ [COL POHL]:  I understand that.  

LDC [MS. BORMANN]:  So what I'm asking you to do is one, 

don't just duplicate a protective order that tells me what the 

law is.  I already know what that is; I'm a practicing lawyer.  

If you are going to issue a protective order, then 

you ought to issue a protective order that requires the 

government do the things they need to do, too, which is 

provide existing guidance that is out there that we are sworn 

to uphold without -- that we promised to uphold when we signed 

the agreements on our read-on and we don't have access to, 

despite numerous attempts.  
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If you are going to issue a protective order, make 

sure the protective order covers what it needs to cover but 

doesn't make our jobs more difficult.  And the government's 

protective order, in all of the relevant ways that Mr. Connell 

has argued, does that.  

So I suggest to Your Honor, I argue to Your Honor, 

that you adopt the proposed protective order suggested by 

Mr. Connell.  Thank you.  

MJ [COL POHL]:  Thank you.  

DDC [LCDR BOGUCKI]:  Good afternoon, Your Honor. 

MJ [COL POHL]:  Good afternoon. 

DDC [LCDR BOGUCKI]:  Kevin Bogucki for Mr. Ramzi bin al 

Shibh.  

Your Honor, as a preliminary matter, I would like 

to adopt the argument ---- 

[The security button was pushed.] 

MJ [COL POHL]:  Hold on.  Is it coming through now?  

Just for the record, the reason that the red light 

went on was concern that the generic discussion from the 

defense counsel was a specific reference to a classified 

technique.  

DDC [LCDR BOGUCKI]:  I was trying to characterize 

hypothetical, sir.  
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MJ [COL POHL]:  Let me finish.  And what he indicated 

was the Commission does not find that it was such and it 

simply was a hypothetical of what potentially could happen.  

But, Counsel, I'm assuming you were given the briefing of 

which techniques -- you guys may disagree what is classified 

or not, I got it -- but you know which techniques have been 

still classified and which are not, correct?  

DDC [LCDR BOGUCKI]:  Yes, sir.

MJ [COL POHL]:  So don't get into any type of 

hypothetical that could be construed as that.  For the record, 

what he indicated -- you may begin where you were on the 

hypothesis, but that is the last time you do it. 

DDC [LCDR BOGUCKI]:  Understood. 

MJ [COL POHL]:  Just for the record, the public record, 

start your argument again exactly as you did before.  

DDC [LCDR BOGUCKI]:  Right now, sir?

MJ [COL POHL]:  Yes.  

DDC [LCDR BOGUCKI]:  Your Honor, if I beat you, I'm not 

providing you information.  If I chain you to the ceiling, I'm 

not providing you information.  I'm doing something to you.

MJ [COL POHL]:  The record shall reflect that that's 

actually what he said earlier when the red light went on.  

Proceed.  
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DDC [LCDR BOGUCKI]:  Thank you, Your Honor.  

When I do those things to you, I'm not providing 

you information.  At most, I'm providing you with a memory of 

my conduct and that conduct, your memory of my conduct cannot 

reasonably be classifiable.  

And if that memory cannot be classified, then I as 

defense counsel should not be required to treat that memory as 

classified simply because I hold a security clearance.  My 

holding a security clearance does not change the nature of 

that particular piece of information, my client's memory.  

As Mr. Nevin suggested, to characterize our 

clients as having been participants in the CIA program would 

be like characterizing an assassination victim as a 

participant in the assassination program.  It is ridiculous to 

suggest that somehow they've been afforded access to 

classified information and that therefore their memories need 

to be treated as classified information.  But that is 

precisely what the protective order will be doing, Your Honor.  

And that is why I come back to this point.  

We would ask that this Commission not execute a 

protective order that forces us to treat as classified 

information something that is not properly classifiable.  

And ---- 
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MJ [COL POHL]:  Let me ask you this:  If it is 

classified, am I to determine that it is not?  

DDC [LCDR BOGUCKI]:  Here's the problem, Your Honor, we 

come back to the issue of control.  Clearly -- 

MJ [COL POHL]:  Here is a very simple question. 

DDC [LCDR BOGUCKI]:  Right.

MJ [COL POHL]:  The government proffers that information 

known to your clients is classified.  Okay.  Okay.  The 

threshold inquiry is, is it classified?  Maybe it shouldn't 

be, I got that, maybe it is overclassified, maybe some other 

reason, okay.  But if it is classified, is it my role then to 

make it unclassified or declassified somehow?  

Yesterday you seemed to think I have this power, 

you still think I have this today.  

DDC [LCDR BOGUCKI]:  I do, Your Honor, for the reason 

that it all revolves around control.  Pursuant to the 

executive order ---- 

MJ [COL POHL]:  If the agency involved says this piece 

of information is classified, okay?  And then you tell me no, 

look at the executive order, it doesn't fall within the 

executive order, then I can say I make an independent 

decision, yeah, you are right, it is not in the order, 

Commander, you are exactly right, therefore it is not properly 
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classified, therefore you may treat it unclassified, that is 

what you are asking me to do?  

DDC [LCDR BOGUCKI]:  No, sir.  Sir, there could be a 

separate determination regarding the classification of this 

information and there might be some mechanism by which we can 

challenge that.  What I'm saying, for purposes of Appellate 

Exhibit 13 we would ask that this court essentially not define 

within the terms of the protective order a requirement that we 

treat this type of information as automatically classified.  

Paragraph 7 of the proposed protective order purports to 

define what is classified and what is not classified.  It 

doesn't reference other classification. 

MJ [COL POHL]:  Do you believe it defines it or labels 

it?  

DDC [LCDR BOGUCKI]:  I believe it defines it, sir. 

MJ [COL POHL]:  They can't define it.  Isn't, at this 

stage of the game, the government's role is simply to label 

information that has been classified?  

DDC [LCDR BOGUCKI]:  Sir, Section 2, where paragraph 7 

appears, labeled "Definitions," and paragraph Delta says any 

document or information as to which the defense has been 

notified orally or in writing that such document or 

information contains classified information including -- 
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MJ [COL POHL]:  That's defining the term "classified 

information," I don't dispute that.  But I'm saying it is 

not -- it says here is what classified information is and, oh, 

by the way, here it is, here are parts of the information that 

are classified.  That is what I'm referring to.  

DDC [LCDR BOGUCKI]:  Understood, sir. 

MJ [COL POHL]:  Go ahead. 

DDC [LCDR BOGUCKI]:  In paragraph 7 Echo, sir, they 

specifically say, "In addition, the term 'information' shall 

include, without limitation, observations and experiences of 

the accused, meaning observations and experiences of the 

accused relating to the other sections defined in paragraph 7, 

must be treated by us as classified in the context of this 

protective order.  

Now, whether some other requirement upon us 

imposes burdens, obviously ---- 

MJ [COL POHL]:  Let me ask you this.  Does it say treat 

it as classified or is classified?  Do you understand the 

distinction here?  

DDC [LCDR BOGUCKI]:  I understand the distinction, sir, 

but this is where we get back to -- I know you hate this, sir.  

We'll get back to the Lebron James problem.  If we have to 

treat something as classified, that means for two to three 
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months we cannot use that information.  And I'm not talking 

about a situation where I'm going to go out and put an 

official endorsement on a piece of classified information.  

But if, for example, my client were to tell me 

that he was ---- 

MJ [COL POHL]:  No, we don't need to go -- I'm simply 

saying that if a piece of information is classified, you may 

disagree with that.  I got that.  Okay.  But I come back to 

if -- I'm not faulting the logic of any of the defense counsel 

when you deal with this amorphous, you know, leaving it to the 

observation and experience of the accused with respect to what 

does that mean, okay.  

But I'm saying that if that information is 

classified, you think I have the authority under the 

protective order to say, no, it is not, or it is improperly 

classified, you shouldn't treat it as classified it doesn't 

meet the executive order.

What I'm trying to get here is, I heard this again 

and again, is that there is this category that should never 

have been classified to begin with, and I'm just saying 

sequentially then -- let's say I agree with you it doesn't 

fit, let's say for the sake of this discussion I agree that 

this does not meet the executive order, appears to be a 
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strained reading of control, or whatever term you want to use, 

okay.  

But isn't the clear case authority that I -- that 

a judge, federal judge, Commission judge, court-martial judge 

doesn't have authority to second-guess the classification 

determinations?  

DDC [LCDR BOGUCKI]:  Precisely, Your Honor, and that is 

not what we are asking.  What we are asking is that you not 

endorse it or create a category of classification that ---- 

MJ [COL POHL]:  Let's say I don't issue this out at all, 

I don't sign anything ----

DDC [LCDR BOGUCKI]:  Fantastic. 

MJ [COL POHL]:  ---- and you guys get the classification 

guidance absolutely consistent with paragraph 7, then what do 

you do?  

DDC [LCDR BOGUCKI]:  We have an obligation to obey those 

orders consistent with our security clearance.  What I'm 

asking is you not include this in the protective order there 

by number 1, judicially endorsing it; or, number 2, creating a 

category of classification that is not otherwise classified by 

some other source.  

MJ [COL POHL]:  So it is your view that they are 

creating classification, classes in this protective order that 
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aren't classified anywhere else.  

DDC [LCDR BOGUCKI]:  That very well could be, sir, this 

protective order will be binding upon us.

MJ [COL POHL]:  Just like no authority to declassify, 

how do I have authority to classify?  

DDC [LCDR BOGUCKI]:  You don't have authority to 

classify.  We are going to be bound by the terms of this 

order.  

MJ [COL POHL]:  What I'm saying is if this order is 

restricted only to classified information, that term, that 

adjective "classified" is determined by the OCA, not by me.  

DDC [LCDR BOGUCKI]:  Yes, sir.  As you said, there is a 

distinction of something being classified and obligation of 

defense counsel to treat it as classified.  The protective 

order would require us to treat it as clarified.  

MJ [COL POHL]:  You don't know standard of know or 

reasonably should know treat as classified is a reasonable 

standard to apply?  

DDC [LCDR BOGUCKI]:  Not when the guidance, not when the 

guidance, as it appears in paragraph 7, is so unclear, so 

all-encompassing.  

When you take together all the various categories 

under paragraph 7 Delta, then we are talking about everything 
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that happened to the accused since the time they came into 

United States' control; their apprehension, their detention, 

their interrogation, and the conditions of their confinement. 

MJ [COL POHL]:  Until 6 September 2006.  

DDC [LCDR BOGUCKI]:  Absolutely. 

MJ [COL POHL]:  You think this is an unreasonable 

burden?  

DDC [LCDR BOGUCKI]:  Yes, sir.  For the exact reasons I 

described yesterday, sir.  I'm not endorsing a piece of 

information if I go to a witness and I say my client says 

something happened to him in 2006 and that you were there.  Is 

that, in fact, the case?  I'm passing on what my client said.  

It clearly fits within the definitions of paragraph 7.  I'm 

not endorsing it.  I'm in no way using my privileged status as 

a holder of a Top Secret security clearance to give that some 

sort of, you know, aura of credibility.  What I'm doing is 

using it in a proper way as defense counsel to investigate 

potential defenses in my case.  

Therefore, Your Honor, we would ask that whether 

this information is purported to be classified elsewhere, we 

ask that it simply not -- that we not be required to treat it 

as classified pursuant to the terms of the protective order.  

MJ [COL POHL]:  But if the protective order is read to 
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only protect currently classified information, doesn't that 

meet your goal?  

DDC [LCDR BOGUCKI]:  Not within the broad definition as 

it exists under paragraph 7, Your Honor. 

MJ [COL POHL]:  Okay.  I understand your position.  

Thank you.  

DDC [LCDR BOGUCKI]:  Thank you, Your Honor.  

MJ [COL POHL]:  Mr. Nevin, your client has his hand up.  

I really don't -- I'm not sure why.  

DC [CDR RUIZ]:  If I may, in the meantime, on behalf of 

Mr. Hawsawi, we adopt all arguments and objections to 9 and 

13. 

MJ [COL POHL]:  Anything you wish to add separately?  

DC [CDR RUIZ]:  No, Your Honor.  I would just like to 

adopt all arguments and objections on behalf of Mr. Hawsawi.  

MJ [COL POHL]:  Mr. Nevin, don't we raise 505(h) issues 

right now if this were to occur?  I don't know what he is 

going to say.  I don't know whether you do or not.  Do you 

understand?  I'm not sure we can -- I will make it very clear.

I'm not restricting the accused's right to say 

things.  Given the nature of where we are at, we would have to 

have a 505(h) hearing before we can determine whether or not 

he can say it in open court, because you are telling me you 
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MILITARY COMMISSIONS TRIAL JUDICIARY 
GUANTANAMO BAY, CUBA 

UNITED STATES OF AMERICA AE0130 

v. RULING 

KHALID SHAIKH MOHAMMAD, Government Motion 
WALID MUHAMMAD SALIH 

MUBARAK BIN A IT ASH, 
RAMZI BINALSHIBH, 
ALI ABDUL-AZIZ ALI, 

To Protect Against Disclosure of 
National Security Information 

MUST AF A AHMED ADAM AL 
HAWSAWI 

6 December 2012 

1. The Government requested this Commission issue a Protective Order regulating the use and 

safeguarding of classified information during the pendency of United States v. Khalid Shaikh 

Mohammad, Walid Muhammad Salih Mubarak BinAttash, Ramz; Binalshibh, Ali Abdul Aziz Ali, 

and Mustafa Ahmed Adam al Hawsawi. 

2. The American Civil Liberties Union and the American Civil Liberties Union Foundation 

(ACLU) subsequently filed an amici motion regarding "'Public Access to Proceedings and 

Records" (AE 013A) challenging the portions of the Government's proposed protective order 

that, in their estimation, would pennit the government to suppress accuseds' statements about 

their detention and treatment. Each of the accused adopted and joined the ACLU motion. 

3. A response in opposition to the Government' s motion was collectively filed by The Miami 

Herald, ABC, Inc., Associated Press, Bloomberg News, CBS Broadcasting, Inc., Fox News 

Network, The McClatchy Company, National Public Radio, The New York Times, The New 

Yorker, Reuters, Tribune Company. Wall Street Journal, and the Washington Post 

requesting this Commission deny the Government's request to deny public access to all 

records and proceedings involving any classified information as being overly broad. 

UNCLASSIFIEDIIFOR PUBLIC RELEASE 
AppeUate Exhibi t 0130 (KSM el al) 
Page r of 5 

APP. 316



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

4. Military Commission Rule of Evidence (M.C.R.E.) 505(e) directs that upon a motion by the 

Government, the military judge shall issue an order to "protect against the disclosure of any 

classified infonnation that has been disclosed by the United States to any accused or counsel, 

regardless of the means by which the accused or counsel obtained the classified infonnation, in 

any military commission under the M.e.A. or that has otherwise been provided to, or obtained 

by. any such accused in any such military commission." 

5. An alliance between this Commission rule and that applied generally in Article III criminal 
proceedings is established by M.C.R.E. 505 (a)(4) directing: 

The judicial construction of the Classified Infonnation Procedures Act (18 

U.S.c. App.) shall be authoritative in the interpretation of this rule, except 

to the extent that such construction is inconsistent with the specific 

requirements of this rule. 

6. The language ofM.C.R.E. 505(e) closely parallels language from the Classified Information 

Procedures Act (C1PA) (18 U.S.C. App. (2000), enacted by P.L. 96-456 (Oct. 15, 1980), 94 Stat. 

2025-32) stating: 

§ 3. Protective Orders 

Upon motion of the United States, the court shall issue an order to protect 

against the disclosure of any classified information disclosed by the 

United States to any defendant in any criminal case in a district court of 

the United States. 

and is reinforced by the Security Procedures Establi shed Pursuant to PL 96-456, 94 Stat. 2025, 

by Chief Justice Burger: 

ParaS 
Except as otherwise authorized by a protective order, persons acting for 

the defendant will not be given custody of classified information 

provided by the government. They may, at the discretion of the court, be 
afforded access to classified infonnation .... 

2 
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7. Based upon CIPA and the guidance of the Chief Justice, the use of protective orders is 

evidenced in most, ifnot all, cases involving national security since the inception of the Act. 

u.s. v. Bin Laden, 2001 WL 66393 S.D.NY, 2001; u.s. v. Rezaq 156 F.R.D. 514 (D.D.C. 1994); 

U.S. v. Musa, 833 F.Supp. 752 (E.D.MO. 1993). Also see generally Reagan, Robert Timothy, 

Federal Judicial Center, National Security Case Management (2011). 

8. The Military Rules of Evidence (M.R. E.), used in courts-martial involving issues of national 

security. provide another reference point for the issuance of a protective order for classified 

information in a criminal trial. U s. v. Pruner 33 MJ. 272 (C.M.A. 1991); Schmidt v. Boone 59 

M.J. 841 (A.F.Cl.Crim.App. 2004). By its language and provisions, M.e.R.E. 505(e) is drawn 

directly in large part from M.R.E. 505 (g) and, while apparently used infrequently, a protective 

order can be used to frame classified discovery in courts-martial. 

FINDINGS 

I. A protective order directed by CIPA is a procedural predicate for providing discovery in cases 

concerning matters deemed of national security and has become de rigueur in Article m courts 

and courts-martial. (Protective Order United States v Hanssen,5 Mar 2001(E.0 . VA); Protective 

Order, United States v Moussaoui, 22 Jan 2002 (E.O. VA); Protective Order, United States v 

Ghailani, 2 1 Ju12009, (S.D. NY); and generally Reagan, Robert Timothy, Federal Judicial 

Center, National Security Case Management (20 11 ) )The protective order is to guard against the 

compromise of classified material and generally serves as the security procedural guide for the 

case. 

2. As a procedural guide, the protective order does not address the relevance, materiality, or 

admissibility of evidence. The propose protective order neither expands the traditional rules of 

discovery nor addresses what use, if any, can be made of the disclosed information during the course 

of a trial. Rather, it provides the framework for defense counsel to obtain and assess classified 

information whi le at the same instance permitting the Government to preserve information relevant 

to our national security. U.s. v. Pappas 94 F.3d 795 (E.D. NY), 1996; U.s. v. Are! 533 F.3d 72 

(N.D. NY),2008. 
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3. The draft protective order prov ided by the Government, whi le close ly mirroring that used in US v 

Ghailani and other federal cases, is not totally appropriate for use in the Commissions. In Article III 

courts, a court security officer (CSO). at the direction of the judge, is made avai lable to help the court 

address issues concerning the use of classified materia l during a trial. Many of the functions 

perfonned by the federal CSO are accomplished as part of the routine support miss ion of the Office 

of Mi litary Commissions (OMC); these include obtaining security clearances, maintaining storage 

facilities for classified documents, and prov iding secure communication technology. In light of the 

OMC support, most of the prov is ions in the draft pertaining to the eso are not applicable. In Article 

III courts, the eso prov ides support to defense counsel to help them navigate the maze of security 

regulations. The Defense has requested assistance in this regard. 

4, The Government's draft order does not specifically address the issue of defense counsel working 

together, to include sharing classified information, in preparing the presentation of a joint defense, As 

now styled the draft would seem to preclude counsel from free ly sharing info rmation as they deve lop 

joint trial strategy and tactics, 

5. As part of their motion, the Government requested the Commission to institutionalize a 

practice that has been in use for several years- the so called "40 second rule," Because of the 

security constraints at the Expeditionary Legal Center courtroom (Courtroom 2) there is a 40 

second delay between something said in the courtroom and when those viewing the trial in the 

gallery or at closed circuit television (CCTV) sites actually hear what was said , The ACLU and 

collective press, as well as the accused, object to this delay as an unwarranted closure of the 

court, The Commission is acutely aware of its twin responsibilities of insuring the transparency 

oftbe proceeding while at the same instance preserving the interests of national security, 

Commission finds the brief delay is the least intrusive and least disruptive method of meeting 

both responsibilities The delay pennits the Commission to assess and remedy any negligent or 

intentional disclosure of classified information without unduly impacting on the ability of the 

public and press to fully see and understand what is transpiring, u.s. v. Lonetree, 31 MJ. 849 

(N.M.C.M.R. 1990); Denver Post Corp. v. Us., 2005 WL 6519929 (Anny Ct.Crim.App. 2005). 

4 

UNCLASSIFIEDIlFOR PUBLIC RELEASE 
Appellate Exhibit 01]0 (KSM (I aI) 
Page <lofS 

APP. 319



UNCLASSIFIEDIIFOR PUBLIC RELEASE 

6. In support of its motion the Government submitted declarations, filed ex parte and under seal, 

from representatives of the CIA, 000, and FBI invoking the classified information privilege and 

explaining how disclosure of the classified information at issue would be detrimental to national 

security in that the information relates to the sources, methods, and activities by which the 

United States defends against international terrorism and terrorist organizations. This 

information is therefore properly classified by the executive branch pursuant to Executive Order 

13526, as amended, or its predecessor Orders, and is subject to protection in connection with this 

military commission. Us. v. Musa 833 F.Supp.752 

A Protective Order will be issued forthwith. 

So ORDERED this 6~ day of December, 2012, 

5 

JAMES L POHL 
COL, JA, USA 
Military Judge 
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MILITARY COMMISSIONS TRlAL JUDICIARY 
GUANTANAMO BAY, CUBA 

UNITED STATES OF AMERlCA 

v. 

KHALID SHAIKH MOHAMMAD, 
WALlO MUHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZI BINALSHIBH, 
ALI ABDUL AZIZ ALI, 

MUSTAFA AHMED ADAM 
ALHAWSAWI 

AE 013P 

PROTECTIVE ORDER #1 

To Protect Against Disclosure of 
National Security Information 

6 December 2012 

Upon consideration of the submissions regarding the Government's motion for a protective order 

to protect classified information in this case, the Commission finds this case involves classified 

national security information, including TOP SECRET I SENSITIVE COMPARTMENTED 

INFORM A nON (SCI), the disclosure of which would be detrimental to national security, the 

storage, handling, and control of which requires special security precautions, and the access to 

which requires a security clearance and a need-le-know. Accordingly, pursuant to authority 

granted under 10 U.S.C. § 949p-I to p-7, Rules for Military Commissions (R.M.C.) 701 and 806, 

Military Commissions Rule of Evidence (M.C.R.E.) 505, Department of Defense Regulation for 

Trial by Military Commissions (201 1) 17-3, and the general judicial authority of the 

Commission, in order to protect the national security, and for good cause shown, the following 

Protective Order is entered. 

I. SCOPE 

a. This Protective Order establishes procedures applicable to all persons who have access 

to or come into possession of classified documents or information in connection with this case, 

UNCLASSIFIEDIIFOR PUBLIC RELEASE 
Appellate Exhibit 013P (KSM et all 
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regardless of the means by which the persons obtained the classified information. These 

procedures apply to all aspects cfpre-trial , trial, and post-trial stages in this case, including any 

appeals, subject to modification by further order of the Commission or orders issued by a court 

of competent jurisdiction. 

h. This Protective Order applies to all information, documents, testimony, and material 

associated with this case that contain classi fied information, including but not limited to any 

classified pleadings, written discovery. expert reports, transcripts, notes, summaries, or any other 

material that contains, describes, or reflects classified information. 

c. Counsel are responsible for advising their clients, translators, witnesses, experts, 

consultants, support staff, and all others involved with the defense or prosecution of this case, 

respectively, of the contents of this Protective Order. 

2. DEFINITIONS 

a. As used in this Protective Order, the term "Court Security Officer (CSO)" and 

"Assistant Court Security Officer CAeSO)" refer to security officers, appointed by the Military 

Judge, to serve as the security advisor to the judge, to oversee security provisions pertaining to 

the filing of motions, responses, replies, and other documents with the Commission, and to 

manage security during sessions of the Commission. The CSO and ACSO will be administered 

an oath IA W Rule 10, Military Commissions Rules of Court. 

b. The tenn "Chief Security Manager, Office of MiJitary Commissions" refers to the 

official within the Office of Military Commission responsible for all security requirements and 

missions of the Office of Mi litary Commissions. 
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c. The term "Defense" includes any cOlUlsel for an accused in this case and any 

employees, contractors, investigators, paralegals, experts, translators, support staff, or other 

persons working on the behalf of an accused or his counsel in this case. 

d. The term "Defense Security Officer" (DSO) refers to a security officer, serving as 

security advisor to the Defense, who oversees security provisions pertaining to the filing of 

motions, response, replies, and other documents with the Commission. 

e. The term "Government" includes any counsel for the United States in this case and any 

employees, contractors, investigators, paralegals, experts, translators, support staff or other 

persons working on the behalf of the United States or its counsel in this case. 

f. The words "documents" and " information" include, but are not limited to, all written or 

printed matter of any kind, fonnal or informal, including originals, conforming and non-

conforming copies, whether different from the original by reason of notation made on such 

copies or otherwise, and further include, but are not limited to: 

( I) papers, correspondence, memoranda, notes, letters, cables, reports, sununaries, 

photographs, maps, charts, graphs, inter-office and intra-office communications, notations of any 

sort concerning conversations, meetings, or other communications, bulletins, teletypes, 

telegrams, facsimiles, invoices, worksheets, and drafts, alterations, modifications, changes, and 

amendments of any kind to the foregoing; 

(2) graphic or oral records or representations of any kind, including, hut not 

limited to: photographs, maps, charts, graphs, microfiche, microfilm, videotapes, and sound or 

motion picture recordings of any kind; 

(3) electronic, mechanical, or electric records of any kind, including, but not 

Limited to: tapes, cassettes, disks, recordings, electronic mail, instant messages, films, typewriter 
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ribbons, word processing or other computer tapes, disks or portable storage devices, and all 

manner of electronic data processing storage; and 

(4) information acquired orally, 

g. The terms "classified national security information andlor documents," "classified 

information," and "classified documents" include: 

(1) any classified document or information that was classified by any Executive 

Branch agency in the interests of national security or pursuant to Executive Order, including 

Executive Order 13526, as amended, or its predecessor Orders, as "CONFIDENTIAL," 

"SECRET," "TOP SECRET," or additionally controlled as "SENSITIVE COMPARTMENTED 

INFORMATION (SCl);" 

(2) any document or information, regardless of its physical fonn or 

characteristics, now or formerly in the possession of a private party that was derived from United 

States Government information that was classi fied, regardless of whether such document or 

information has subsequently been classified by the Government pursuant to Executive Order, 

including Executive Order 13526, as amended, or its predecessor Orders, as 

"CONFIDENTIAL," "SECRET," "TOP SECRET," or additionally controlled as "SENSITIVE 

COMPARTMENTED INFORMATION (SCI)"; 

(3) verbal or non-documentary classified information known to an accused or the 

Defense; 

(4) any document or information as to which the Defense has been notified orally 

or in writing that such document or information contains classified information, including, but 

not limited to the following: 
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(a) Information that would reveal or tend to reveal details surroWlding the 

capture of an accused other than the location and date ; 

(b) Information that would reveal or tend to reveal the foreign countries in 

which: Khalid Shaikh Mohammad and Mustafa Ahmed Adam al Hawsawi were detained from 

the time oftheir capture on or about I March 2003 through 6 September 2006; Walid 

Muhammad Salih Bin Anash and Ali Abdul Aziz Ali were detained from the time of their 

capture on or about 29 April 2003 through 6 September 2006; and Ramzi Binalshibh was 

detained from the time ofms capture on or around 11 September 2002 through 6 September 

2006. 

(c) The names, identities, and physical descriptions of any persons 

involved with the capture, transfer, detention, or interrogation of an accused or specific dates 

regarding the same, from on or around the aforementioned capture dates through 6 September 

2006; 

(d) The enhanced interrogation techniques that were applied to an accused 

from on or around the aforementioned capture dates through 6 September 2006, including 

descriptions of the techniques as applied, the duration, frequency, sequencing, and limitations of 

those techniques; and 

(e) Descriptions of the conditions of confmement of any of the accused 

from on or around the aforementioned capture dates through 6 September 2006; 

(5) In addition, the term "information" shall include, without limitation, 

observations and experiences of an accused with respect to the matters set forth in subparagraphs 

2g(4)(a)-(e), above. 
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(6) any document or information obtained from or related to a foreign government 

or dealing with matters of U.S. foreign policy, intelligence, or military operations, which is 

known to be closely held and potentially damaging to the national security of the United States 

or its allies. 

h. "National Security" means the national defense and foreign relations of the United 

States. 

i. "Access to classified information" means having authorized access to review, read, 

learn, or otherwise come to know classified information. 

j . "Secure area" means a physical faci lity accredited or approved for the storage, 

handling, and control of classified information. 

kj. " Unauthorized disclosure of classified information" means any knowing, willful, or 

negligent action that could reasonably be expected to result in a communication or physical 

transfer of classified infonnation to an unauthorized reci pient. Continning or denying 

infonnation, including its very existence, constitutes disclosing that infonnation. 

3. COURT SECURITY OFFICER 

a. A Court Security Officer (eSO) and Assistant Court Security Officer(s) (ACSO) for 

thi s case have been designated by the Military Judge. 

b. The CSO and any ACSO are officers of the court. Ex parle communication by a party 

in a case, to include the Office of Military Commissions, DoD General Counselor any 

intelligence or law enrorcement agency, with the CSO/ASCO is prohibited except as authorized 

by the M.C.A. or the M.M.C. This is to preclude any actual or perceived attempt to improperly 

influence the Commission in violation of 10 U.S.C. § 949b. This does not include administrative 
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matters necessary for the management of the security responsibilities of the Office of Trial 

Judiciary. 

c. The eSO/ACSO shall ensure that all classified or protected evidence and information 

is appropriately safeguarded at all times during Commission proceedings and that only personnel 

with the appropriate clearances and authorizations are present when classified or protected 

evidence is presented before Military Commissions. 

d. The eso shall consult with the original classification authority (OCA) of classified 

documents or information, as necessary, to address classification decisions or other related 

Issues. 

4. DEFENSE SECURITY OFFICER 

a. Upon request of defense counsel for an accused, the Convening Authority shall provide 

a Defense Security Officer for the defendant 

b. The Defense Security Officer is, for limited purposes associated with this case, a 

member of the defense team, and therefore shall not disclose to any person any information 

provided by the defense, other than information provided in a filing with the court. In 

accordance with MeRE 502, the Defense Security Officer shall not reveal to any person the 

content of any conversations he hears by or among the defense, nor reveal the nature of 

docwnents being reviewed by them or the work generated by them, except as necessary to report 

violations of classified handling or dissemination regulations or any Protective Order issued in 

this case, to the Military Judge. Additionally, the presence of the Defense Security Officer, who 
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has been appointed as a member of the defense team, shall not be construed to waive, limit, or 

otherwise render inapplicable the attorney-client privilege or work product protections. 

c. The Defense Security Officer shall perform the following duties: 

(1) Assist the defense with applying classification guides, including reviewing 

pleadings and other papers prepared by the defense to ensure they are unclassified or properly 

marked as classified. 

(2) Assist the defense in performing their duty to apply derivative classification 

markings pursuant to E.O. 13526 § 2.1(b). 

(3) Ensure compliance with the provisions of any Protective Order. 

d. Any eso or other security entity shall not disclose to any other entity any information 

provided by a Defense Security Officer, including any component of the Office of Military 

Commissions, except that the entity may inform the military judge of any information that 

presents a current threat to loss oflife or presents an immediate safety issue in the detention 

facility. This does not include administrative matters necessary for the management of the 

security responsibilities of the Office of Military Commissions. 

5. ACCESS TO CLASSIFIED INFORMATION 

a. Without authorization from the Government, no member of the Defense, including 

defense witnesses, shall have access to classified information in connection with this case unless 

that person has: 

(1) received the necessary security clearance from the appropriate Department of 

Defense (DoD) authorities and signed an appropriate non~disclosure agreement, as verified by 

the Chief Security Manager, Office of Military Commissions; 
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(2) signed the Memorandum of Understanding Regarding Receipt of Classified 

Information (MOU). attached to this Protective Order, agreeing to comply with the tenns of this 

Protective Order; and 

(3) a need-le-know for the classified information at issue, as determined by the 

Original Classification Authority (OCA) for that information. 

h. In order to be provided access to classified information in connection with this case, 

each member of the Defense shall execute the attached MOU, file the executed originals of the 

MOU with the Chief Security Manager, Office of Military Commissions, and submit copies to 

the eso and counsel for the Government. The execution and submission of the MOU is a 

condition precedent to the Defense having access to classified information for the purposes of 

these proceedings. 

c. The substitution, departure, or removal of any member of the Defense, including 

defense witnesses, from this case for any reason shall not release that person from the provisions 

of this Protective Order or the MOU executed in connection with this Protective Order. 

d. Once the Chief Security Manager, Office of Military Commissions verifies that 

counsel for the accused have executed and submitted the MOU, and are otherwise authorized to 

receive classified information in connection with this case, the Government may provide 

classified discovery to the Defense. 

e. All classified documents or information provided or obtained in connection with this 

case remain classified at the level designated by the OCA, unless the documents bear a clear 

indication that they have been declassified. The person receiving the classified documents or 

information, together with all other members of the Defense or the Government, respectively, 

shall be responsible for protecting the classified information from disclosure and shall ensure 
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that access to and storage of the classified infonnation is in accordance with applicable laws and 

regulations and the terms of this Protective Order. 

f. No member of the Defense, including any defense witness, is authorized to disclose 

any classified information obtained during thi s case, outside the immediate parameters of these 

military commission proceedings. If any member of the Defense, any accused, or any defense 

witness receives any summons, subpoena, or court order, or the equivalent thereof, from any 

United States or foreign court or on behalf of any criminal or civil investigative entity within the 

United States or from any foreign entity, the Defense, including defense witnesses, shall 

immediately notify the Commission, the Chief Security Manager, Office of Military 

Commissions, and the Government so that appropriate consideration can be given to the matter 

by the Commission and the OCA of the materials concerned. Absent authority from the 

Commission or the Government, the Defense, an accused, and defense witnesses are not 

authorized to disseminate or disclose classified materials in response to such requests. The 

Defense, an accused, and defense witnesses and experts are not authorized to use or refer to any 

classified infonnation obtained as a result of their participation in commission proceedings in 

any other forum, or in a military commission proceeding involving another detainee. 

6. USE, STORAGE, AND HANDLING PROCEDURES 

a. The Office of the Chief Defense Counsel, Office of Military Commissions, has 

approved secure areas in which the Defense may use, store, handle, and otherwise work with 

classified information. The Chief Security Manager, Office of Military Commissions, shall 

ensure that such secure areas are maintained and operated in a manner consistent with this 

Protective Order and as otherwise reasonably necessary to protect against the disclosure of 

classified information. 
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b. All classified information provided to the Defense, and otherwise possessed or 

maintained by the Defense, shall be stored, maintained, and used only in secure areas. Classified 

information may only be removed from secure areas in accordance with this Protective Order 

and applicable laws and regulations governing the handling and use of classi fied information. 

c. Consistent with other provisions of this Protective Order, the Defense shall have access 

to the classified information made available to them and shall be allowed to take nOles and 

prepare documents with respect to such classified information in secure areas. 

d. The Defense shall not copy or reproduce any classified information in any fonn, except 

in secure areas and in accordance with this Protective Order and applicable laws and regulations 

governing the reproduction of classified information. 

e. All documents prepared by the Defense that are known or believed to contain classified 

information- including, without limitation, notes taken or memoranda prepared by counsel and 

pleadings or other documents intended for filing with the Commission-shall be transcribed, 

recorded, typed, duplicated, copied, or otherwise prepared only by persons possessing an 

appropriate approval for access to such classified information. Such activities shall take place in 

secure areas, on approved word processing equipment, and in accordance with procedures 

approved by the Chief Security Manager, Office of Mi litary Commissions. All such documents 

and any associated materials containing classified information-such as notes, memoranda, 

drafts, copies, typewriter ribbons, magnetic recordings, and exhibits-shall be maintained in 

secure areas unless and until the Chief Security Officer, Office of Military Commissions, advises 

that those documents or associated materials are unclassified in their entirety. None of these 

materials shall be disclosed to the Government unless authorized by the Commission, by counsel 

for an accused, or as otherwise provided in this Protective Order. 
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f. The Defense may discuss classified infonnation only within secure areas and shall not 

discuss, disclose, or disseminate classified information over any nooMsecure communication 

system, such as standard commercial telephones, office intercommunication systems, or 000-

secure electronic mail. 

g. The Defense shall not disclose any classi fied documents or information to any person, 

including counsel in related cases of Guantanamo Bay detainees in military commissions or 

other courts (including, but not limited to, habeas proceedings), except those persons authorized 

by this Protective Order, the Commission, and counsel for the Government with the appropriate 

clearances and the need-ta-know that information. The Commission recognizes that the 

presentation of a joint defense may necessitate disclosure on a need to know basis to counsel for 

co-accused. 

h. To the extent the Defense is not certain of the classification of information it wishes to 

disclose, the Defense shall follow procedures established by the Office of Military Commissions 

for a determination as to its classification. In any instance in which there is any doubt as to 

whether information is classified, the Defense must consider the information classified unless 

and until it receives notice from the Chief Security Manager, Office of Military Commissions 

such information is not classified. 

i. Until further order of this Commission, the Defense shall not disclose to an accused any 

classified information not previously provided by an accused to the Defense, except where such 

information has been approved for release to an accused and marked accordingly. 

j. Except as otherwise stated in this paragraph, and to ensure the national security of the 

United States, at no time, including any period subsequent to the conclusion of these 

proceedings, shall the Defense make any public or private statements disclosing any classified 
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information accessed pursuant to this Protective Order, or otheIVlise obtained in connection with 

this case, including the fact that any such information or documents are classified. In the event 

classified information enters the public domain without first being properly declassified by the 

United States Government, counsel are reminded they may not make public or private statements 

about the information if the information is classified. (See paragraph 2 of this Protective Order 

for specific examples of information which remains classified even if it is in the public domain). 

In an abundance of caution and to help ensure clarity on this matter, the Commission emphasizes 

that counsel shall not be the source of any classified information entering the public domain, nor 

should counsel comment on information which has entered the public domain but which remains 

classified. 

7. PROCEDURES FOR FILING DOCUMENTS 

a. See Rule 3, Motion Practice, Military Commissions Trial Judiciary Rules of Court. 

b. For all filings, other than those filed pursuant to M.C.R E. 50S, in which counsel know, 

reasonably should know, or are uncertain as to whether the filing contains classified information 

or other information covered by Chapter 19-3(b), DoD Regulation for Trial By Military 

Commission, counsel shall submit the filing by secure means under seal with the Chief Clerk of 

the Trial Judiciary. 

c. Documents containing classified information or information the defense counsel 

believes to be classified shall be filed pursuant to the procedures specified for classified 

information. 

d. Classified filings must be marked with the appropriate classification markings on each 

page, including classification markings for each paragraph. If a party is uncertain as to the 

appropriate classification markings for a document, the party shall seek guidance from the Chief 
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Security Officer, Office of Military Commissions, who will consult with the OCA of the 

information or other appropriate agency, as necessary, regarding the appropriate classification. 

e All original filings will be maintained by the Director, Office of Court Administration, 

as part of the Record of Trial. The Office of Court Administration shall ensure any classified 

information contained in such filings is maintained under seal and stored in an appropriate secure 

area consistent with the highest level of classified information contained in the filing. 

f. Under no circumstances may classified information be filed in an otherwise 

unclassified filing except as a separate classified attachment. In the event a party believes an 

unsealed fi ling contains classified information, the party shall immediately notify the Chief 

Security Manager, Office of Military Commissions, and CSOIACSO, who shall take appropriate 

action to retrieve the documents or jnformation at issue. The filing will then be treated as 

containing classified information unless and until determined otherwise. Nothing herein limits 

the Government's authority to take other remedial action as necessary to ensure the protection of 

the classified information. 

g. Nothing herein requires the Government to disclose classified information. 

Additionally. nothing herein prevents the Government or Defense from submitting classified 

information to the Commission in camera or ex parte in these proceedings or accessing such 

submissions or information filed by the other party. Except as otherwise authorized by the 

Mi litary Judge, the filing party shall provide the other party with notice on the date of the filing. 

8. PROCEDURES FOR MILITARY COMMISSION PROCEEDINGS 
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a. Except as provided herein. and in accordance with M.e.R.E. 505, no party shall 

disclose or cause to be disclosed any information known or believed to be classified in 

connection with any hearing or proceeding in this case. 

(1) Notice Requirements 

(a) The parties must comply with all notice requirements under M.e.R.E. 

505 prior to disclosing or introducing any classified information in this case. 

(b) Because statements of an accused may contain infonnation 

classified as TOP SECRET/SCI, the Defense must provide notice in accordance with 

this Protective Order and M.e.R.E. 505(g) if an accused intends to make statements or 

offer testimony at any proceeding. 

(2) Closed Proceedings 

(a) While proceedings shall generally be publicly held, the Commission 

may exclude the public from any proceeding, sua sponte or upon motion by either pany, in order 

to protect information, the disclosure of which could reasonably be expected to damage national 

security. If the Commission closes the courtroom during any proceeding in order to protect 

classified information from disclosure, no person may remain who is not authorized to access 

classified information in accordance with this Protective Order, which the CSO shall verify prior 

to the proceeding. 

(b) No participant in any proceeding, including the Government, Defense, 

accused, witnesses, and courtroom personnel, may disclose classified information, or any 

information that tends to reveal classified information, to any person not authorized to access 

such classified information in connection with this case. 

(3) Delayed Broadcast of Open Proceedings 
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(a) Due to the nature and classification level of the classified information 

in this case, the Commission finds that to protect against the unauthorized disclosure of classified 

information during proceedings open to the public, it wi ll be necessary to employ a forty-second 

delay in the broadcast of the proceedings from the courtroom to the public gaJ lery. This is the 

least disruptive method of both insuring the continued protection of classified information while 

providing the maximum in public transparency. 

(b) Should classified infonnation be disclosed during any open 

proceeding, this delay wil l allow the Military Judge, CSO, or Government to take action to 

suspend the broadcast- including any broadcast of the proceedings to locations other than the 

public gallery of the courtroom (e.g., any closed-circuit broadcast of the proceedings to a remote 

locationj-so that the classified information will not be disclosed to members of the public. 

(c) The broadcast may be suspended whenever it is reasonably believed 

that any person in the courtroom has made or is about to make a statement or offer testimony 

disclosing classified informat ion. 

(d) The Commission shall be notified immediately if the broadcast is 

suspended. In that event, and otherwise if necessary, the Commission may stop the proceedings 

to evaluate whether the information disclosed, or about to be disclosed, is classified infonnation 

as defined in this Protective Order. The Commission may also conduct an in camera hearing to 

address any such disclosure of classified information. 

(4) Other Protections 

(a) During the examination of any witness, the Government may object to 

any question or line of inquiry that may require the witness to disclose classified information not 

found previously to be admissible by the Commission. Following such an objection, the 
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Commission will determine whether the witness's response is admissible and, ifso, may take 

steps as necessary to protect against the public disclosure of any classified information contained 

therein. 

(b) Classified information offered or admitted into evidence will remain 

classified at the level designated by the OCA and will be handled accordingly. All classified 

evidence offered or accepted during trial will be kept under seal, even if such evidence was 

inadvertently disclosed during a proceeding. Exhibits containing classified information may also 

be sealed after trial as necessary to prevent disclosure of such classified information. 

(5) Record of Trial 

(a) It is the responsibility of the Government, lAW 10 U.S.C § 9481(c) to 

control and prepare the Record of Trial. What is included in the Record of Trial is set out by 

R.M.C. 1103. The Director, Office of Court Administration, shall ensure that the Record of Trial 

is reviewed and redacted as necessary to protect any classified infonnation from public 

di sclosure. 

(b) The Director, Office of Court Administration, shall ensure portions of 

the Record of Trial containing classified infonnation remain under seal and are properly 

segregated from the unclassified portion of the transcripts, properly marked with the appropriate 

security markings, stored in a secure area, and handled in accordance with this Protective Order. 

9. UNAUTHORIZED DISCLOSURE 

a. Any unauthorized disclosure of classi fied information may constitute a violation of 

United States criminal laws. Additionally, any violation of the tenns of this Protective Order 

shall immediately be brought to the attention of the Commission and may result in disciplinary 

action or other sanctions, including a charge of contempt of the Commission and possible 
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referral for criminal prosecution. Any breach of thi s Protective Order may also result in the 

termination of access to classified information. Persons subject to thi s Protective Order are 

advised that unauthori zed disclosure, retention, or negligent handling of classified documents or 

information could cause damage to the national security of the United States or may be used to 

the advantage of an adversary of the United States or against the interests of the United States. 

The purpose of thi s Protective Order is to ensure those authorized to receive classified 

information in connection with this case will never divulge that information to anyone not 

authorized to receive it, without prior written authorization from the OCA and in conformity 

with thi s Order. 

b. The Defense shall promptly notify the Chief Security Officer, Office of Military 

Commissions, upon becoming aware of any unauthorized access to or loss, theft, or other 

disclosure of classified information, and shall take all reasonably necessary steps to retrieve such 

classified information and protect it from further unauthorized disclosure or dissemination. 

10. SURVIVAL OF ORDER 

a. The terms ofthis Protective Order and any signed MOU shall survive and remain in 

effect after the termination of this case unless otherwise determined by a court of competent 

j urisdiction. 

b. This Protective Order is entered without prejud ice to the ri ght of the parties to seek 

such additional protections or exceptions to those stated herein as they deem necessary. 

So ORDERED this 6ili day of December, 2012. 
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MILITARY COMMISSIONS TRIAL JUDICIARY 
GUANTANAMO BAY, CUBA 

UNITED STATES OF AMERICA 

v. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Memorandum of Understanding 
Regarding the Receipt of Classified 

Information 
KHALID SHAIKH MOHAMMAD; 

W ALID MUHAMMAD SALIH 
MUBARAK BIN ATTASH; 
RAMZI BINALSHIBH; 
ALI ABDUL AZIZ ALI; 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

I, _____________ ~. [print or type full name], have been provided 

a copy of and have read Protective Order #1 re lating to the protection of classified information in 

the above-captioned case, and agree to be bound by the terms of that order. I understand that in 

connection with thi s case I will receive classified documents and information that are protected 

pursuant to both the terms of the Protective Order and the applicable laws and regulations 

governing the use, storage, and handling of classified information. I also understand that the 

classified documents and information are the property of the United States and refer or relate to 

the national security of the United States. 

I agree that I wi ll not use or disclose any classified documents or infonnation, except in 

strict compliance with the provisions of the Protective Order and the applicable laws and 

regulations governing the use, storage, and handling of classified infonnation. I have further 

familiarized myself with the statutes, regulations, and orders relating to the unauthorized 

disclosure of class ified information, espionage, and other related criminal offenses, including but 
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not limited to 50 U.S.C. § 42 1; 18 U.S.C. § 641; 18 U.S.C. § 793; 50 U.S.C. §783; and 

Executive Order 13526. 

I agree to take all reasonable precautions to prevent any unauthorized use or disclosure of 

any classified documents or information in my possession or control. I understand that failure to 

comply with this Memorandum of Understanding Regarding the Receipt of Classified 

Information (MOU) or any protective order entered in th is case cou ld result in sanctions or other 

consequences, including criminal consequences. I understand that the terms of this MOU shall 

survive and remain in effect after the termination of th is case, and that any termination of my 

involvement in this case prior to its conclusion wil l not relieve me from the terms of this MOU 

or any protective order entered in the casco 

I make the above statemcnts under penalty of perjury. 

Signature Date 

Witness Date 

Witness Date 
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MILITARY COMMISSIONS TRIAL JUDICIARY 
GUANTANAMO BAY, CUBA 

UNITED STATES OF AMERICA 

v . 

KHALID SHAIKH MOHAMMAD, 
W ALID MUHAMMAD SALIH 

MUBARAK BIN ATTASH, 
RAMZI BINALSHIBH, 
ALI ABDUL-AZIZ ALI, 

MUSTAFA AHMED ADAM AL 
HAWSAWI 

AE013Z 

SUPPLEMENTAL RULING 

Government Motion 
To Protect Against Disclosure of 

National Security Information 

9 February 2013 

1. This Commission issued Protective Order #1 on 6 December 2013 (AE 013P) regulating the 

use and safeguarding of classified information during the pendency of United States v. Khalid 

Shaikh Mohammad, Walid Muhammad Salih Mubarak BinAttash, Ramzi Binalshibh, Ali Abdul 

Aziz Ali, and Mustafa Ahmed Adam al Hawsawi. 

2. Subsequently, and at the invitation of the Commission, the Defense filed four motions to 

amend Protective Order # I. 

a. A Motion to Reconsider Definition of"Unauthorized Disclosure" in AEO 13P 

Protective Order # 1 (AEO 13R) in which they ask the Commission to reconsider the definition of 

" unauthorized disclosure of classified information" in paragraph 2 (k) of the Order to eliminate 

the phrase "including its very existence." 

b. A Motion to Reconsider Need-to-Know Provision in Protective Order #1 (AE013S) in 

which they ask the Commission to reconsider the need-to-know provision in Paragraph 5(a)(3) 

of the Order to eliminate the requirement for determination by Original Classification Authority. 

c. A Motion to Amend Protective Order #1 Memorandum of Understanding and Related 

Language (AE013T) in which they ask the Commission to change paragraph 5(a)(2) by 
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substituting "acknowledging a duty" for the word "agreeing," as well as making a comparable 

change to the requisite Memorandum of Understanding, and, in the Memorandum changing 

recognition of the possible penalties for failure to comply with "any protective order" to specify 

"Protective Order # 1 

d. A Motion to Strike The Testimonial Notice Requirement of Protective Order # l 

(AEO 13U) in which they ask the Commission to delete the language of Paragraph 8 (I )(b) of the 

Order requiring the Accused to provide notice of all statements or testimony at any proceeding, 

regardless of classification. 

3. The Government filed a response to each of the Defense motions for amendment of 

Protective Order #I : 

a. As to the motion to redefine "Unauthorized Disclosure'' (AE013R) the Government 

took the stance (AEO I3R-I) that current language of paragraph 2(k) is proper as a matter of law 

and security policy and correctly describes the definition of'\mauthorized disclosme of 

classified information." Their rationale is that if the existence of a fact is classified, then 

acknowledging its very existence would constitute an unauthorized disclosure. 

b. As to the motion (AE 013S) to reconsider the need-to-know provision in Paragraph 

5(a)(3) of the Order to el iminate the requirement for determination by Original Classification 

Authority the Government's response (AE 013S-l) requested the Commission to deny the 

motion asserting paragraph 5(a)(3) is proper as a matter of law and security policy in that 

members of the defense team are not in a position to make a "need-to-know" detetmination 

regarding classified information and further Defense does not have a "need-to-know" for 

classified information and is not authorized to receive such classified information unless the 

information is discoverable. 

c. As to the motion to amend Protective Order # 1 (AE013T) the Government took the 

position (AE013T-l) that by agreeing to comply with the terms of the Order does not mean that 

Defense acquiesces in its propriety and that agreeing to comply with or be bound by any 
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protective orders in this case does not constitute waiver when Defense has made timely 

objections to the Memorandum of Understanding and Related Language. 

d. As to the motion to delete the notice requirement of the Protective Order #1 (AE013U) 

the Government response (AE013U-1), requesting denial, asserts the notice provision in 

paragraph 8(a)(l)(b) of the Order is consistent with the notice requirement found in Military 

Commissions Rule ofEvidence (M.C.R.E.) 505(g), which is modeled after Section 5 of the 

Classified Information Procedures Act 18 U.S.C. App. 3(CIPA). 

FINDINGS 

1. The Defense motion (AE 013 R) to amend paragraph 2(k) of the Order is granted in part with 

the agreement of the Government~ the language to be substituted is from the Government 

Response (AE 013R-1). Unofficial/Unauthenticated Transcript of the Khalid Shaikh 

Mohammad, et al. (2) Hearing Dated 1/28/2013 from I 0:49AM to 11:51 AM, p 1383. 

2. The Defense motion (AE 013S) to amend paragraph 5 (a) (3) of the Order is den ied predicated 

upon the representations of the Government that the provisions of the cited paragraph are an 

"overarching" caveat pertaining to individuals outside the defense team and do not address the 

sharing of inf01mation between members of a Defense "team" or, in the instance of a j oint 

defense, among the Defense "team~_.'' Unofficial/Unauthenticated T ranscript of the Khalid 

Shaikh Mohammad, et al. (2) Hearing Dated 1/28/2013 from 10:49 AM to 11:51 AM, pp 1405-

1406. 

3. The Defense motion (AE013T) to amend both the Order and the accompanying Memorandum 

of Understanding is granted in part. The Memorandum will be changed to reflect that is' 
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provision pertains only to the terms of Protective Order #1 thereby affording the Defense 

opportunity to offer comment for the record on any additional protective orders. As to changing 

the language of the Order the motion is denied; the Defense has noted for the record, through 

both oral argument and written response, their disagreement with the language of the Order. That 

being said the Defense must agree to the terms of the Order to facilitate discovery of classified 

materials. 

4. The Defense motion (AE 013 U) to amend the language of paragraph 8(a)(l)(b) of the Order 

is granted . The notice provisions of paragraph 505(g), Manual for Military Commissions and the 

40 second delay authorized by the Protective Order, used to buffer the unauthorized disclosure of 

classified information, provide necessary protections for the Government in that regard. 

Unofficial/Unauthenticated Transcript of the Khalid Shaikh Mohammad et a1. (2) Hearing Dated 

1/29/2013 from 9:09AM to 10:08 AM,pp 1499-1531. 

An Amended Protective Order and Memorandum of Agreement will be issued forthwith. 

So ORDERED this 91
h day of February, 2013. 

4 

//original signed// 
JAMES L. POHL 
COL,JA, USA 
Military Judge 
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MILITARY COMMISSIONS TRIAL JUDICIARY 
GUANTANAMO BAY, CUBA 

UNITED STATES OF AMERICA 

v . 

KHALID SHAIKH MOHAMMAD, 
WALID MUHAMMAD SALlli 

MUBARAK BIN ATTASH, 
RAMZI BINALSHIBH, 
ALI ABDUL AZIZ ALI, 

MUSTAFA AHMED ADAM 
ALHAWSAWI 

AE013AA 

Amended 
PROTECTIVE ORDER #1 

To Protect Against Disclosure of 
National Security Information 

9 February 2013 

Upon consideration of the submissions regarding the Government's motion for a protective order 

to p rotect classified information in this case, the Commission finds this case involves classified 

national security information, including TOP SECRET I SENSITIVE COMPARTMENTED 

INFORMATION (SCI), the disclosure of which would be detrimental to national security, the 

storage, handling, and control of which requires special security precautions, and the access to 

which requires a secur ity clearance and a need-to-know. Accordingly, pursuant to authority 

granted under 10 U.S.C. § 949p-l to p-7, Rules for Military Commissions (R.M.C.) 701 and 806, 

Militaty Commissions Rule of Evidence (M.C.R.E.) 505, Department of Defense Regulation for 

Trial by M ilita1y Commissions (2011) <JI 17-3, and the general judicial authority of the 

Commission, in order to protect the national security, and for good cause shown, the following 

Protective Order is entered. 

1. SCOPE 

a. This Protective Order establishes procedures applicable to all persons who have access 

to or come into possession of classified documents or information in connection with this case, 
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regardless of the means by which the persons obtained the classified information. These 

procedures apply to all aspects of pre-trial , trial, and post-trial stages in this case, including any 

appeals, subject to modification by fUither order of the Commission or orders issued by a coUit 

of competent jurisdiction. 

b. This Protective Order applies to all information, docwnents, testimony, and material 

associated with this case that contain classified information, including but not limited to any 

classified pleadings, written discovery, expert repo1ts, transcripts, notes, summaries, or any other 

material that contains, describes, or reflects classified information. 

c. Counsel are responsible for advising their cl ients, translators, witnesses, experts, 

consultants, support staff, and all others involved with the defense or prosecution of this case, 

respectively, of the contents of this Protective Order. 

2. DEFINITIONS 

a. As used in this Protective Order, the term "Court Security Officer (CSO)" and 

"Assistant Court Security Officer (ACSO)" refer to security officers, appointed by the Military 

Judge, to serve as the security advisor to the judge, to oversee security provisions pertaining to 

the filing of motions, responses, repl ies, and other documents with the Commission, and to 

manage security during sessions of the Commission. The CSO and ACSO will be administered 

an oath IA W Rule 10, Military Commissions Rules of CoUit. 

b. The term "Chief Security Manager, Office of Militruy Commissions" refers to the 

official within the Offtee of Military Commission responsible for a11 security requirements and 

missions of the Office ofMilitruy Commissions. 
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c. The term "Defense" includes any counsel for an accused in this case and any 

employees, contractors, investigators, paralegals, expetts, translators, supp01t staff, or other 

persons working on the behalf of an accused or his counsel in this case. 

d. The term "Defense Security Officer" (DSO) refers to a security officer, serving as 

security advisor to the Defense, who oversees security provisions pertaining to the filing of 

motions, response, replies, and other documents with the Commission. 

e. The term "Government" includes any counsel for the United States .in this case and any 

employees, contractors, investigators, paralegals, experts, translators, supp01t staff or other 

persons working on the behalf of the United States or its counsel in this case. 

f. The words "docwnents" and "information" include, but are not limited to, aU written or 

printed matter of any kind, formal or informal, including originals, conforming and non-

conforming copies, whether different from the original by reason of notation made on such 

copies or othe1wise, and fu1ther include, but are not limited to: 

(I) papers, correspondence, memoranda, notes, letters, cables, reports, summaries, 

photographs, maps, charts, graphs, inter-office and intra-office communications, notations of any 

so1t concerning conversations, meetings, or other communications, bulletins, teletypes, 

telegrams, facsimiles, invoices, worksheets, and drafts, alterations, modifications, changes, and 

amendments of any kind to the foregoing; 

(2) graphic or oral records or representations of any kind, including, but not 

limited to: photographs, maps, charts, graphs, microfiche, microfilm, videotapes, and sound or 

motion picture recordings of any kind; 

(3) electronic, mechanical, or electric records of any kind, including, but not 

limited to: tapes, cassettes, disks, recordings, electronic mail, instant messages, films, typewriter 
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ribbons, word processing or other computer tapes, disks or portable storage devices, and all 

manner of electronic data processing storage; and 

(4) information acquired orally. 

g. The terms "classified national secmity information and/or documents," "classified 

information," and "classified documents" include: 

(1) any classified document or information that was classified by any Executive 

Branch agency in the interests of national security or pursuant to Executive Order, including 

Executive Order 13526, as amended, or its predecessor Orders, as "CONFIDENTIAL," 

"SECRET," "TOP SECRET," or additionally controlled as "SENSITIVE COMPARTMENTED 

INFORMATION (SCI);" 

(2) any document or information, regardless of its physical form or 

characteristics, now or formerly in the possession of a private party that was derived from United 

States Govemment information that was classified, regardless of whether such document or 

inf01mation has subsequently been classified by the Government pursuant to Executive Order, 

including Executive Order 13526, as amended, or its predecessor Orders, as 

"CONFIDENTIAL," "SECRET," "TOP SECRET," or additionally controlled as "SENSITIVE 

COMPARTMENTED INFORMATION (SCI)"; 

(3) verbal or non-documentary classified information known to an accused or the 

Defense; 

(4) any document or information as to which the Defense has been notified orally 

or in writing that such document or information contains classified information, including, but 

not l imited to the following: 
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(a) Information that would reveal or tend to reveal details sunounding the 

capture of an accused other than the location and date; 

(b) Information that would reveal or tend to reveal the foreign countries in 

which: Khalid Shaikh Mohammad and Mustafa Ahmed Adam al Hawsawi were detained from 

the time of their capture on or about 1 March 2003 through 6 September 2006; Walid 

Muhammad Salih Bin Attash and Ali Abdul Aziz Ali were detained f rom the time of their 

capture on or about 29 April2003 through 6 September 2006; and Ramzi Binalshibh was 

detained from the time of his capture on or around 11 September 2002 through 6 September 

2006. 

(c) The names, identities, and physical descriptions of any persons 

involved with the capture, transfer, detention, or intenogation of an accused or specific dates 

regarding the same, from on or around the aforementioned capture dates through 6 September 

2006; 

(d) The enhanced intenogation techniques that were applied to an accused 

from on or around the aforementioned capture dates through 6 September 2006, including 

descriptions of the techniques as applied, the dw·ation, frequency, sequencing, and limitations of 

those techniques; and 

(e) Descriptions of the conditions of confinement of any of the accused 

from on or around the aforementioned capture dates through 6 September 2006; 

(5) In addition, the term "information" shall include, without limitation, 

observations and experiences of an accused with respect to the matters set f01th in subparagraphs 

2g(4)(a)-(e), above. 
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(6) any document or information obtained from or related to a foreign government 

or dealing with matters of U.S. foreign policy, intelligence, or military operations, which is 

known to be closely held and potentially damaging to the national security of the United States 

or its allies. 

h. "National Secw-ity" means the national defense and foreign relations of the United 

States. 

i. "Access to classified infOJmation" means having authorized access to review, read, 

learn, or othetwise come to know classified information. 

j. "Secure area" means a physical facility accredited or approved for the storage, 

handling, and control of classified information. 

k. "Unauthorized disclosure of classifted information" means any knowing, willful, or 

negligent action that could reasonably be expected to result in a communication or physical 

transfer of classified information to an unauthorized recipient. Confirming or denying 

infOimation, where the very existence of the information is class~fied, constitutes disclosing that 

information. 

3. COURT SECURITY OFFICER 

a. A Comt Secw-ity Officer (CSO) and Assistant Court Security Officer(s) (ACSO) for 

this case have been designated by the Military Judge. 

b. The CSO and any ACSO are officers of the court. Ex parte communication by a patty 

in a case, to include the Office of Militat)' Commissions, DoD General Counsel or any 

intelligence or law enforcement agency, with the CSO/ASCO is prohibited except as authorized 

by the M.C.A. or the M.M.C. This is to preclude any actual or perceived attempt to improperly 

influence the Commission in violation of 10 U.S.C. § 949b. This does not include administrative 
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matters necessary for the management of the security responsibilities of the Office of Trial 

Jud iciary. 

c. The CSO/ACSO shall ensure that all classified or protected evidence and information 

is appropriately safeguarded at all times during Commission proceedings and that only personnel 

with the appropriate clearances and authorizations are present when classified or protected 

evidence is presented before Military Commissions. 

d. The CSO shall consult with the original classification authority (OCA) of classified 

documents or information, as necessary, to address classification decisions or other related 

issues. 

4. DEFENSE SECURITY OFFICER 

a. Upon request of defense counsel for an accused, the Convening Authority shall provide 

a Defense Security Offtcer for the defendant 

b. The Defense Security Officer is, for limited purposes associated with this case, a 

member of the defense team, and therefore shall not disclose to any person any information 

provided by the defense, other than information provided in a filing with the comt. In 

accordance with MCRE 502, the Defense Security Officer shaH not reveal to any person the 

content of any conversations he hears by or among the defense, nor reveal the nature of 

documents being reviewed by them or the work generated by them, except as necessary to report 

violations of classified handling or dissemination regulations or any Protective Order issued in 

this case, to the Military Judge. Additionally, the presence of the Defense Security Officer, who 
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has been appointed as a member of the defense team, shall not be construed to waive, limit, or 

otherwise render inapplicable the attorney-client privilege or work product protections. 

c. The Defense Security Officer shall perform the following duties: 

(I) Assist the defense with applying classification guides, including reviewing 

pleadings and other papers prepared by the defense to ensure they are unclassified or properly 

marked as classified. 

(2) Assist the defense in performing their duty to apply derivative classification 

markings pursuant to E.O. 13526 § 2.1(b). 

(3) Ensw-e compliance with the provisions of any Protective Order. 

d. Any CSO or other security entity shall not disclose to any other entity any information 

provided by a Defense Security Offteer, including any component of the Office of Military 

Commissions, except that the entity may infOJm the military judge of any infOJmation that 

presents a cuiTent threat to loss of life or presents an immediate safety issue in the detention 

facility. This does not include administrative matters necessary for the management of the 

security responsibilities of the Office of Military Commissions. 

5. ACCESS TO CLASSIFIED INFORMATION 

a. Without authorization from the Government, no member of the Defense, including 

defense witnesses, shall have access to classified information in connection with this case unless 

that person has: 

(1) received the necessary security clearance from the appropriate Department of 

Defense (DoD) authorities and signed an appropriate non-disclosure agreement, as verified by 

the Chief Security Manager, Office of Military Commissions~ 
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(2) signed the Memorandum of Understanding Regarding Receipt of Classified 

Information (MOU), attached to this Protective Order, agreeing to comply with the terms of this 

Protective Order; and 

(3) a need-to-know for the classified infmmation at issue, as detetmined by the 

Original Classification Authority (OCA) for that information. 

b. In order to be provided access to classified information in connection with this case, 

each member of the Defense shall execute the attached MOD, file the executed originals of the 

MOU with the Chief Security Manager, Office of Military Commissions, and submit copies to 

the CSO and counsel for the Government. The execution and submission of the MOU is a 

condition precedent to the Defense having access to classified information for the purposes of 

these proceedings. 

c. The substitution, departure, or removal of any member of the Defense, including 

defense witnesses, from this case for any reason shall not release that person from the provisions 

of this Protective Order or the MOD executed in connection with this Protective Order. 

d. Once the Chief Security Manager, Office of Military Commissions verifies that 

counsel for the accused have executed and submitted the MOD, and are otherwise authorized to 

receive classified information in connection with this case, the Government may provide 

classified discovery to the Defense. 

e. All classified documents or information provided or obtained in connection with this 

case remain classified at the level designated by the OCA, unless the documents bear a clear 

indication that they have been declassified. The person receiving the classified documents or 

infmmation, together with all other members of the Defense or the Government, respectively, 

shall be responsible for protecting the classified information from disclosure and shaH ensure 
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that access to and storage of the classified information is in accordance with applicable laws and 

regulations and the terms of this Protective Order. 

f. No member of the Defense, including any defense witness, is authorized to disclose 

any classified information obtained during this case, outside the immediate parameters of these 

military commission proceedings. If any member of the Defense, any accused, or any defense 

witness receives any summons, subpoena, or coutt order, or the equivalent thereof, from any 

United States or foreign court or on behalf of any criminal or civil investigative entity within the 

United States or from any foreign entity, the Defense, including defense witnesses, shall 

immediately notify the Commission, the Chief Security Manager, Office of Military 

Commissions, and the Government so that appropriate consideration can be given to the matter 

by the Commission and the OCA of the materials concemed. Absent authority from the 

Commission or the Government, the Defense, an accused, and defense witnesses are not 

authorized to disseminate or disclose classified materials in response to such requests. The 

Defense, an accused, and defense witnesses and expetts are not authorized to use or refer to any 

classified information obtained as a result of their pruticipation in commission proceedings in 

any other forum, or in a militruy commission proceeding involving another detainee. 

6. USE, STORAGE, AND HANDLING PROCEDURES 

a. The Office of the Chief Defense Counsel, Office of Militruy Commissions, has 

approved secure areas in which the Defense may use, store, handle, and otherwise work with 

classified information. The Chief Security Manager, Office of Militru·y Commissions, shall 

ensure that such secme areas are maintained and operated in a manner consistent with this 

Protective Order and as othetwise reasonably necessary to protect against the disclosure of 

classified information. 
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b. AU classified information provided to the Defense, and othetwise possessed or 

maintained by the Defense, shall be stored , maintained, and used only in secme areas. Classified 

information may only be removed from secure areas in accordance with this Protective Order 

and appLicable laws and regulations governing the handling and use of classified information. 

c. Consistent with other provisions of this Protective Order, the Defense shall have access 

to the classified information made available to them and shall be allowed to take notes and 

prepare documents with respect to such classified inf01mation in secure areas. 

d. The Defense shall not copy or reproduce any classified information in any form, except 

in secure areas and in accordance with this Protective Order and appl icable laws and regulations 

governing the reproduction of classified information. 

e. All documents prepared by the Defense that are known or believed to contain classified 

.information-including, without limitation, notes taken or memoranda prepared by counsel and 

pleadings or other documents intended for filing with the Commission- shall be transcribed, 

recorded, typed, duplicated, copied, or otherwise prepared only by persons possessing an 

appropriate approval for access to such classified information. Such activities shall take place in 

secure areas, on approved word processing equipment, and in accordance with procedw·es 

approved by the Chief Security Manager, Office of Military Commissions. All such documents 

and any associated materials contain ing classified information- such as notes, memoranda, 

drafts, copies, typewriter ribbons, magnetic recordings, and exhibits- shall be maintained in 

secure areas unless and until the Chief Security Officer, Office of Military Commissions, advises 

that those documents or associated materials are unclassified in their entirety. None of these 

materials shall be disclosed to the Government unless authorized by the Commission, by counsel 

for an accused, or as othetwise provided in this Protective Order. 
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f. The Defense may discuss Classified information only within secure areas and shall not 

discuss, disclose, or disseminate Classified information over any non-secure communication 

system, such as standard commercial telephones, office intercommunication systems, or non-

secure electronic mail. 

g. The Defense shall not disclose any classified documents or information to any person, 

including counsel in related cases of Guantanamo Bay detainees in military commissions or 

other courts (including, but not limited to, habeas proceedings), except those persons authorized 

by this Protective Order, the Commission, and counsel for the Government with the appropriate 

clearances and the need-to-know that information. The Commission recognizes that the 

presentation of a joint defense may necessitate disclosure on a need to know basis to counsel for 

co-accused. 

h. To the extent the Defense is not cettain of the classification of information it wishes to 

disclose, the Defense shall follow procedures established by the Office of Military Commissions 

for a determination as to its classification. In any instance in which there is any doubt as to 

whether information is classified, the Defense must consider the information classified unless 

and until it receives notice from the Chief Security Manager, Office of Military Commissions 

such information is not Classified. 

i. Until fmther order of this Commission, the Defense shall not disclose to an accused any 

classified information not previously provided by an accused to the Defense, except where such 

inf01mation has been approved for release to an accused and marked accordingly. 

j. Except as otherwise stated in this paragraph, and to ensw-e the national security of the 

United States, at no time, including any period subsequent to the conclusion of these 

proceedings, shaH the Defense make any public or private statements disclosing any classified 
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information accessed pmsuant to this Protective Order, or otherwise obtained in connection with 

this case, including the fact that any such information or documents are classified. In the event 

classified information enters the public domain without first being properly declassified by the 

United States Government, counsel are reminded they may not make public or private statements 

about the information if the information is classified. (See paragraph 2 of this Protective Order 

for specific examples of information which remains classified even if it is in the public domain). 

In an abundance of caution and to help ensure clarity on this matter, the Commission emphasizes 

that counsel shall not be the source of any classified information entering the public domain, nor 

should counsel comment on information which has entered the public domain but which remains 

classified. 

7. PROCEDURES FOR FILING DOCUMENTS 

a. See Rule 3, Motion Practice, Military Commissions Trial Judiciary Rules of Court. 

b. For all filings, other than those filed pursuant to M.C.R E. 505, in which counsel know, 

reasonably should know, or are uncettain as to whether the filing contains classified information 

or other information covered by Chapter 19-3(b), DoD Regulation for Trial By Military 

Commission, counsel shall submit the filing by secure means under seal with the Chief Clerk of 

the Trial Judiciary. 

c. Documents containing classified information or information the defense counsel 

believes to be classified shall be filed pursuant to the procedures specified for classified 

information. 

d. Classified fLlings must be marked with the appropriate classification markings on each 

page, including classification markings for each paragraph. If a patty is unce1tain as to the 

appropriate classification markings for a document, the patty shall seek guidance from the Chief 
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Security Officer, Office of Military Commissions, who will consult with the OCA of the 

information or other appropriate agency, as necessary, regarding the appropriate classification. 

e All original filings will be maintained by the Director, Office of Court Administration, 

as patt of the Record of Trial. The Office of Court Administration shall ensure any classified 

.information contained in such filings is maintained under seal and stored in an appropriate secure 

area consistent with the highest level of classified information contained in the f iling. 

f. Under no circumstances may classified information be filed in an otherwise 

unclassified filing except as a separate classified attachment. In the event a party believes an 

unsealed filing contains classified information, the patty shall immediately notify the Chief 

Security Manager, Office ofMilitruy Commissions, and CSO/ACSO, who shall take appropriate 

action to retrieve the documents or information at issue. The filing will then be treated as 

containing classified information unless and until determined otherwise. Nothing herein limits 

the Government's authority to take other remedial action as necessru·y to ensure the protection of 

the classified information. 

g. Nothing herein requires the Government to disclose classified information. 

Additionally, nothing herein prevents the Government or Defense from submitting classified 

information to the Commission in camera or ex parte in these proceedings or accessing such 

submissions or information filed by the other patty. Except as otherwise authorized by the 

Military Judge, the filing party shall provide the other party with notice on the date of the filing. 

8. PROCEDURES FOR MILITARY COMMISSION PROCEEDINGS 
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a. Except as provided herein, and in accordance with M.C.R.E. 505, no party shall 

disclose or cause to be disclosed any information known or believed to be classified in 

connection with any hearing or proceeding in this case. 

(I) Notice Requirements: The parties must comply with all notice requirements 

under M .C.R.E. 505 prior to disclosing or introducing any classified information in this case 

including testimony offered by an Accused. 

(2) Closed Proceedings 

(a) While proceedings shall generally be publicly held, the Commission 

may exclude the public from any proceeding, su.a sponte or upon motion by either party, in order 

to protect information, the disclosure of which could reasonably be expected to damage national 

security. If the Commission closes the cou1troom during any proceeding in order to protect 

classified information f rom disclosure, no person may remain who is not authorized to access 

classified information in accordance with this Protective Order, which the CSO shall verify prior 

to the proceeding. 

(b) No participant in any proceeding, including the Government, Defense, 

accused, witnesses, and cowtroom personnel, may disclose classifLed information, or any 

information that tends to reveal classified information, to any person not authorized to access 

such classified information in connection with this case. 

(3) Delayed Broadcast of Open Proceedings 

(a) Due to the nature and classification level of the classified information 

in this case, the Commission finds that to protect against the unauthorized disclosure of classified 

information during proceedings open to the public, it will be necessary to employ a forty-second 

delay in the broadcast of the proceedings from the comtroom to the public gallery. This is the 
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least disruptive method of both insuring the continued protection of classified information while 

providing the maximum in public transparency. 

(b) Should classified information be disclosed during any open 

proceeding, this delay wi11 allow the Military Judge, CSO, or Govemment to take action to 

suspend the broadcast-including any broadcast of the proceedings to locations other than the 

public gallery of the courtroom (e.g., any closed-circuit broadcast of the proceedings to a remote 

location)-so that the classified information will not be disclosed to members of the public. 

(c) The broadcast may be suspended whenever it is reasonably believed 

that any person in the courtroom has made or is about to make a statement or offer testimony 

disclosing classified information. 

(d) The Commission shall be notified immediately if the broadcast is 

suspended. In that event, and otherwise if necessary, the Commission may stop the proceedings 

to evaluate whether the information disclosed, or about to be disclosed, is classified information 

as defined in this Protective Order. The Commission may also conduct an in camera hearing to 

add1·ess any such disclosure of classified information. 

(4) Other Protections 

(a) During the examination of any witness, the Govemment may object to 

any question or line of inquiry that may require the witness to disclose classified information not 

found previously to be admissible by the Commission. Following such an objection, the 

Commission will determine whether the witness's response is admissible and, if so, may take 

steps as necessary to protect against the public disclosure of any classified information contained 

therein. 
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(b) Classified information offered or admitted into evidence will remain 

classified at the level designated by the OCA and wi11 be handled accordingly. A11 classified 

evidence offered or accepted during trial will be kept under seal, even if such evidence was 

inadvertently disclosed during a proceeding. Exhibits containing classified information may also 

be sealed after trial as necessary to prevent disclosure of such classified information. 

(5) Record ofTrial 

(a) It .is the responsibility of the Government, lAW 10 U.S.C § 9481(c) to 

control and prepare the Record of Trial. What is included in the Record of Trial is set out by 

R.M.C. 1103. The Director, Office of Comt Administration, shall ensure that the Record of Trial 

is reviewed and redacted as necessary to protect any classified information from public 

disclosure. 

(b) The Director, Office of Court Administration, shaH ensure portions of 

the Record of Trial containing classified information remain under seal and are properly 

segregated from the unclassified portion of the transcripts, properly marked with the appropriate 

security markings, stored in a secure area, and handled in accordance with this Protective Order. 

9. UNAUTHORIZED DISCLOSURE 

a. Any unauthorized disclosme of classified information may constitute a violation of 

United States criminal laws. Additionally, any violation of the terms of this Protective Order 

shall immediately be brought to the attention of the Commission and may result in disciplinary 

action or other sanctions, including a charge of contempt of the Commission and possible 

refenal for criminal prosecution. Any breach of this Protective Order may also result in the 

termination of access to classified information. Persons subject to this Protective Order are 

advised that unauthorized disclosure, retention, or negligent handling of classified documents or 
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information could cause damage to the national security of the United States or may be used to 

the advantage of an adversary of the United States or against the interests of the United States. 

The purpose of this Protective Order is to ensure those authorized to receive classified 

inf01mation in connection with th is case will never divulge that inf01mation to anyone not 

authorized to receive it, without prior written authorization from the OCA and in conformity 

with this Order. 

b. The Defense shall promptly notify the Chief Secmity Officer, Office of Mi litary 

Commissions, upon becoming aware of any unauthorized access to or loss, theft, or other 

disclosure of classified information, and shall take all reasonably necessary steps to retrieve such 

classified information and protect it from fUither unauthorized disclosure or dissemination. 

10. SURVIVAL OF ORDER 

a. The terms of this Protective Order and any signed MOU shall survive and remain in 

effect after the termination of this case unless othetwise determined by a cowt of competent 

jmisdiction. 

b. This Protective Order is entered without prejudice to the right of the parties to seek 

such additional protections or exceptions to those stated herein as they deem necessary. 

So ORDERED th.is 91
h day of February, 2013. 
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UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORK 

- - - - - - - - - - - X 

UNITED STATES OF AMERICA 

- v. -

AHMED KHALFAN GHAILANI, 

Defendant. 

- - - - - X 

l• cc "t:SDNY~,.··"··~"c·--~"· 

I. DOCUMENT 

. ELECTRONICALLY FILED 

,! DOC#: ----r:-;t-::;:;;­

:i~D~A;_IE~F~I~LE~D~#:~~~;;;::!l 

(S10) 98 Cr. 1023 (LAK) 

MODIFIED PROTECTIVE ORDER 
PERTAINING TO CLASSIFIED INFORMATION 

This matter comes before the Court upon the Government's 

Motion for a Modified Protective Order pursuant to Section 3 of 

the Classified Information Procedures Act ("CIPA"), 18 U.S.C. 

App. 3 § 3, to protect against the disclosure in this case of any 

classified information disclosed by the Government to, or 

otherwise in the possession of, the Defendant or the Defense. 

Pursuant to the authority granted under Sections 3 and 9 of 

CIPA, the Security Procedures Established Pursuant to Pub. L. No. 

96-456, 94 Stat. 2025, by the Chief Justice of the United States 

for the Protection of Classified Information (reprinted following 

CIPA § 9), Rules 16(d) and 57 of the Federal Rules of Criminal 

Procedure, and the general supervisory authority of the Court, 

and to protect the national security, the following Modified 

Protective Order is entered. 

General Provisions 

1. The Court finds that this case will involve information 

that has been currently in the interest of national security of 
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the United States pursuant to Executive Order 12958, as amended. 1 

The storage, handling and control of this information will 

require special security precautions mandated by statute, 

executive order, and regulation, and access to which requires the 

appropriate security clearances, and a "need to know" 

determination pursuant to Executive Order 12958. 

2. The purpose of this Order is to establish procedures 

that must be followed by the Defense and the Government, and any 

other person who comes into possession of classified information 

as a result of their participation in this case. These 

procedures will apply to all pretrial, trial, post-trial, and 

appellate matters concerning classified information, and may be 

modified from time to time by further order of the Court acting 

under its inherent supervisory authority to ensure a fair and 

expeditious trial. 

Definitions 

3. The following definitions shall apply to this Order: 

a. The term "Defense" shall mean any counsel for the 

defendant, employees or contractors of counsel for the Defendant 

(including, without limitation, investigators, paralegals, 

'Executive Order 12958 was amended by Executive Order 13292. 
See E.O. No. 13292, 68 Fed. Reg. 15315 (Mar., 28, 2003). All 
citations to E.O. 12958 are to that Executive Order as amended by 
E.O. 13292. See E.O. 12958, 3 C.F.R. 333 (1995), reprinted as 
amended in 50 U.S.C.A. § 435, note at 180 (Supp. 2007). 
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experts and translators), and any witnesses for the Defendant so 

authorized by the Court. 

b. The term "classified information" shall include: 

(i) Any document or information contained therein, 

which has been classified by any executive agency in the 

interests of national security pursuant to Executive Order 12958, 

as amended, or its predecessor orders, as "CONFIDENTIAL," 

"SECRET," "TOP SECRET," or additionally controlled as "SENSITIVE 

COMPARTMENTED INFORMATION" ("SCI") ; 

) Any document or information that is currently 

properly classified, as set forth in (i), and that has been 

approved by the Government or the Court for release to the 

Defendant. All classified information that is approved for 

release to the Defendant will contain an appropriate 

classification marking and will be marked "Releasable to 

Ghailani"; 

(iii) Any document or information now or formerly 

in the possession of a private party which (A) has been derived 

from information from the United States Government that was 

classified, and (B) has subsequently been classified by the 

united States pursuant to executive order as "CONFIDENTIAL," 

"SECRET," "TOP SECRET," or additionally controlled as SCI; 

(iv) Any document or information that the Defense 

knows or reasonably should know contains classified information, 
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including information acquired or conveyed orally; 

(v) Any information, regardless of place of 

origin, to include nforeign government information# as that term 

in defined in Executive Order 12958, that could reasonably be 

believed to contain classified information, or that refers or 

relates to national security or intelligence matters; and 

(vi) Any document or information as to which the 

Defense has been notified orally or in writing contains 

classified information, including but not limited to the 

following four areas of classified information, which may be at 

issue in this case, and for which the Defense has received notice 

of its classified nature: 

(a) Information that would reveal or tend to 

reveal the foreign countries in which the Defendant was held from 

on or about July 25, 2004 through September 6, 2006; 

(b) The names, identities, and physical 

descriptions of any officers responsible for the capture, 

transfer, detention, or interrogation of the Defendant from on or 

about July 25, 2004 through June 9, 2009; 

(c) The Enhanced Interrogation Techniques 

that were applied to the Defendant from on or about July 25, 2004 

through September 6, 2006, including descriptions of the 

techniques as applied, the duration, frequency, sequencing, and 

limitations of those techniques; and 
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{d) Descriptions of the Defendant's 

conditions of confinement from on or about July 25, 2004 through 

June 9, 2009. 

c. The terms "document" and "information" shall 

include, but are not limited to, all written, printed, visual or 

audible matter of any kind, formal or informal, including 

originals, conforming copies, and non-conforming copies (whether 

different from the original by reason of notation made on such 

copies or otherwise) . The terms "document" and "information" 

shall also include without limitation, notes (handwritten, oral, 

or electronic); letters; correspondence; memoranda; reports; 

summaries; photographs; maps; charts; graphs; inter-office 

communications; notations of any sort concerning conversations, 

meetings or other communications; bulletins; teletypes; 

telecopies; telegrams; telexes; cables; facsimiles; invoices; 

worksheets and drafts; microfiche; microfilm; videotapes; sound 

recordings of any kind; motion pictures; electronic, mechanical 

or electric records of any kind, including but not limited to 

tapes, cassettes, disks, recordings, films, typewriter ribbons, 

word processing or other computer tapes, disks, or thumb drives 

and all manner of electronic data processing storage; and 

alterations, modifications, changes and amendments of any kind to 

the foregoing. In addition, the term "information" shall include 

without limitation observations and experiences of the Defendant 
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with respect to matters set forth in subparagraphs (3) (b) (vi) (a)­

{d), above. 

d. The term "access to classified information" shall 

mean having access to, reviewing, reading, learning, or otherwise 

coming to know in any manner classified information. 

e. The term "Secure Area" shall mean a sensitive 

compartmented information facility ("SCIF") accredited by a court 

Security Officer for the storage, handling, and control of 

classified information. 

Classified Information, General Provisions 

4. All classified documents, and information contained 

therein, shall remain classified unless the documents bear a 

clear indication that they have been "declassifiedn by the agency 

or department that originated the document or information 

contained therein {"originating agency") . 

5. Any classified information provided to the Defense by 

the Government is to be used solely by the Defense and solely for 

the purpose of preparing the defense. The Defense may not 

disclose or cause to be disclosed in connection with this case 

any information known or reasonably believed to be classified 

information except as otherwise provided herein. 

a. The Defense may not disclose classified 

information to the Defendant unless that same information has 

been previously provided to the Defense by the Defendant. The 
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Defense may not confirm or deny to the Defendant the assertions 

made by the Defendant based on knowledge the Defense may have 

obtained from classified information, except where that 

classified information has been provided to the Defendant. 

b. The Defense shall not disclose classified 

information to any person, except to the Court, Government 

personnel who hold appropriate security clearances and have been 

determined to have a need to know that information, and those 

authorized pursuant to this Order. 

c. Information that is classified that also appears in 

the public domain is not thereby automatically declassified 

unless it appears in the public domain as the result of an 

official statement by a u.s. Government Executive Branch official 

who is authorized to declassify the information. Individuals who 

by virtue of this Order or any other court order are granted 

access to classified information may not confirm or deny 

classified information that appears in the public domain. Prior 

to any attempt by the Defense to have such information confirmed 

or denied at trial or in any public proceeding in this case, the 

Defense must comply with the notification requirements of Section 

5 of CIPA and all provisions of this Order. 

d. In the event that classified information enters 

the public domain, the Defense is precluded from making private 

or public statements where the statements would reveal personal 
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knowledge from non-public sources regarding the classified status 

of the information, or would disclose that the Defense had 

personal access to classified information confirming, 

contradicting, or otherwise relating to the information already 

in the public domain. The Defense is not precluded from citing 

or repeating information in the public domain that counsel does 

not know or have reason to believe to be classified information, 

or derived from classified information. 

Security Procedures 

6. In accordance with the provisions of CIPA and the 

security procedures promulgated by the Chief Justice of the 

United States pursuant to that Act, this Court designates Michael 

P. Macisso as Court Security Officer("CSO") and Joan B. Kennedy, 

Christine E. Gunning, James P. Londergan, Barbara J. Russell, 

Nathaniel Johnson, Miguel Ferrer, Jennifer H. Campbell, Daniel o. 

Hartenstine, Charline Dasilva, and Erin Hogarty as alternate csos 

for this case, for the purpose of providing security arrangements 

necessary to protect against unauthorized disclosure any 

classified information that has been made available to the 

Defense in connection with this case. The Defense shall seek 

guidance from the CSO with regard to appropriate storage, 

handling, transmittal, and use of classified information. 

7. The Court has been advised, through the cso, that the 

Assistant United States Attorneys David Raskin, Leslie C. Brown, 

-8-

APP. 370



Case 1:98-cr-01023-LAK   Document 765    Filed 07/21/09   Page 9 of 21

and Nicholas J. Lewin (collectively, "Counsel for the 

Government"), as well as certain other Department of Justice 

employees, have the requisite security clearances allowing them 

to have access to the classified information that relates to this 

case. 

8. No Defendant or representative of the Defense shall 

have access to classified information at issue in this case 

unless the person shall first have: 

a. Received from the cso the appropriate security 

clearance for the level of the classified information involved in 

this case; 

b. A "need to know" the classified information at 

issue in this proceeding; and 

c. Signed the Memorandum of Understanding in the form 

attached hereto agreeing to comply with the terms of this Order. 

The signed Memorandum of Understanding shall be filed with the 

Court. The substitution, departure, or removal for any reason 

from this case, of counsel for the Defendant or any other member 

of the Defense, shall not release that individual from the 

provisions of this Order or the Memorandum of Understanding 

executed in connection with this Order. 2 

2 The sole exception to the requirements set forth in this 
paragraph is that, pending receipt of the necessary security 
clearances, defense counsel Gregory E. Cooper, Esq., Peter 
Enrique Quijano, Esq., and Michael K. Bachrach, Esq., shall be 
permitted access to classified information known to the Defendant 
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9. Pursuant to Section 4 of the security procedures 

promulgated pursuant to CIPA, no court personnel (except for the 

Judge) required by this Court for its assistance shall have 

access to classified information involved in this case unless 

that person shall first has received the necessary security 

clearance as determined by the cso. 

10. Standard Form 86, "Questionnaire for National Security 

Positions," attached releases, and full fingerprints shall be 

completed and submitted to the CSO forthwith by all defense 

counsel not otherwise already cleared, all persons whose 

assistance the defense reasonably requires, and by such courtroom 

personnel as the court requires for its assistance. The cso 

shall undertake all reasonable steps to process all security 

clearance applications in accordance with applicable regulations. 

11. Prior security clearance and a "need to know" as 

determined by any government entity as applying to one person 

does not automatically give that person the authority to disclose 

any classified information to any other individual, even if that 

individual also has a security clearance. By way of example, but 

not limitation, defense counsel with appropriate clearances and a 

by virtue of his observations and experiences, as described in 
subparagraphs (3) (b) (vi) (a)-(d). The Government agrees to this 
exception based on counsel's commitment to abide by the Special 
Administrative Measures; the Government's expectation that 
counsel will soon receive security clearances; and to promote 
effective representation of the Defendant. 
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need to know, as determined by the government, are not authorized 

to discuss or otherwise disclose such classified information with 

an uncleared defendant absent approval of the Court or written 

permission of the Government. 

12. Secure Area for the Defense. The CSO shall arrange for 

an approved Secure Area for use by the Defense. The CSO shall 

establish procedures to assure that the Secure Area is accessible 

during business hours to the Defense, and at other times upon 

reasonable request as approved by the CSO. The Secure Area shall 

contain a separate working area for the Defense and will be 

outfitted with any secure office equipment requested by the 

Defense that is reasonable and necessary to the preparation of 

the defense. The CSO, in consultation with counsel for the 

Defendant, shall establish procedures to assure that the Secure 

Area may be maintained and operated in the most efficient manner 

consistent with the protection of classified information. No 

classified documents may be removed from the Secure Area unless 

so authorized by the cso with notice provided to the Court. The 

CSO shall not reveal to the Government the content of any 

conversations he may hear among the Defense, nor reveal the 

nature of the documents being reviewed, or the work being 

generated. The presence of the cso shall not operate to render 

inapplicable the attorney-client privilege. 

13. Filing of Papers by the Defense. Any pleading or other 
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document filed by the Defense that counsel for the Defendant 

knows or reasonably should know contains classified information 

as defined in paragraph 3(b), shall be filed under seal with the 

Court Security Officer or a designee and shall be marked, nFiled 

in Camera and Under Seal with the Court Security Officer." The 

time of physical submission to the cso (or alternate cso 

designated by the CSO) shall be considered the date and time of 

filing. The cso shall promptly examine the pleading or document 

and, in consultation with representatives of the appropriate 

departments or agencies, determine whether the pleading or 

document contains classified information. If it is determined 

that the pleading or document contains classified information, 

the cso shall ensure that the relevant portion of the document, 

and only that portion, is marked with the appropriate 

classification marking and remains under seal. All portions of 

all paper filed by the Defense that do not contain classified 

information shall be immediately unsealed by the CSO and placed 

in the public record. The cso shall immediately deliver under 

seal to the Court and Counsel for the Government any pleading or 

document to be filed by the Defense that contains classified 

information, unless the pleading or document is an ex parte 

filing. The Court shall then direct the clerk to enter on the 

docket sheet the title of the pleading or document, if the title 

itself would not tend to reveal classified information, the date 
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it was filed, and the fact that it has been filed under seal with 

the cso. 

14. Filing of Papers by the Government. Only the portions 

of pleadings or documents filed by the Government that contain 

classified information shall be filed under seal with the Court 

through the cso. Such pleadings and documents shall be marked, 

"Filed In Camera and Under Seal with the Court Security Officer." 

The time of physical submission to the cso (or designee) shall be 

considered the date and time of filing. The CSO shall 

immediately deliver under seal to the Court and counsel for the 

Defendant any pleading or document to be filed by the Government 

that contains classified information, unless the pleading or 

document is an ex parte filing. The court shall then direct the 

clerk to enter on the docket sheet the title of the pleading or 

document, if the title itself would not tend to reveal classified 

information, the date it was filed, and the fact that it has been 

filed under seal with the cso. 

15. Record and Maintenance of Classified Filings. The CSO 

shall maintain a separate sealed record for those materials which 

are classified. The cso shall be responsible for the maintaining 

of the secured records for purposes of later proceedings or 

appeal. 

16. The Classified Information Procedures Act. Procedures 

for public disclosure of classified information in this case 
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shall be those established by CIPA. The Defense shall comply 

with the requirements of CIPA Section 5 prior to any disclosure 

of classified information during any proceeding in this case. As 

set forth in Section 5, the Defense shall not disclose any 

information known or believed to be classified in connection with 

any proceeding until notice has been given to counsel for the 

Government and until the Government has been afforded a 

reasonable opportunity to seek a determination pursuant to the 

procedures set forth in CIPA Section 6, and until the time for 

the Government to appeal such determination under CIPA Section 7 

has expired or any appeal under Section 7 by the Government is 

decided. Pretrial conferences involving classified information 

shall be conducted in camera in the interest of national 

security, be attended only by persons with access to classified 

information and a need to know, and the transcripts of such 

proceedings shall be maintained under seal. 

17. Access to Classified Information. In the interest of 

the national security, representatives of the Defense granted 

access to classified information shall have access to classified 

information only as follows: 

a. All classified information produced by the 

Government to counsel for the Defendant in discovery or 

otherwise, and all classified information possessed, created or 

maintained by the Defense, including notes and any other work 
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product, shall be stored, maintained and used only in the Secure 

Area established by the CSO. 

b. The Defense shall have free access to the 

classified information made available to them in the Secure Area 

established by the CSO and shall be allowed to take notes and 

prepare documents with respect to those materials. 

c. No representative of the Defense (including, but 

not limited to, counsel, investigators, paralegals, translators, 

experts and witnesses) shall copy or reproduce any classified 

information in any manner or form, except with the approval of 

the CSO or in accordance with the procedures established by the 

CSO for the operation of the Secure Area. 

d. All documents prepared by the Defense (including, 

without limitation, pleadings or other documents intended for 

filing with the Court) that do or may contain classified 

information must be prepared in the Secure Area on word 

processing equipment approved by the CSO. All such documents and 

any associated materials (such as notes, drafts, copies, 

typewriter ribbons, magnetic recordings, exhibits) containing 

classified information shall be maintained in the Secure Area 

unless and until the CSO determines that those documents or 

associated materials are unclassified in their entirety. None of 

these materials shall be disclosed to counsel for the Government 

or any other party. 
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e. The Defense shall discuss classified information 

only within the Secure Area or in an area authorized by the cso. 

f. The Defense shall not disclose, without prior 

approval of the Court, classified information to any person not 

named in this Order except the court, Court personnel, and 

Government personnel identified by the CSO as having the 

appropriate clearances and the need to know. Counsel for the 

Government shall be given an opportunity to be heard in response 

to any Defense request for disclosure to a person not identified 

in this Order. Any person approved by the Court for access to 

classified information under this paragraph shall be required to 

obtain the appropriate security clearance, to sign and submit to 

the Court the Memorandum of Understanding appended to the Order, 

and to comply with all the terms and conditions of the Order. If 

preparation of the defense requires that classified information 

be disclosed to persons not identified in this Order, the 

Department of Justice shall promptly seek to obtain security 

clearances for them at the request of counsel for the Defendant. 

g. The Defense shall not discuss classified 

information over any standard commercial telephone instrument or 

office intercommunication systems, including but not limited to 

the Internet, or in the presence of any person who has not been 

granted access to classified information by the Court. 

h. Any documents written by the Defense that do or 
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may contain classified information shall be transcribed, 

recorded, typed, duplicated, copied, or otherwise prepared only 

by persons who have received an appropriate approval for access 

to classified information. 

i. The Defense shall not disclose classified 

information to the Defendant -- other than materials marked 

"Releasable to Ghailani" - absent leave of this Court or written 

permission of the Government. Counsel for the Government shall 

be given an opportunity to be heard in response to any Defense 

request for disclosure to the Defendant of such classified 

information. 

18. Any unauthorized disclosure of classified information 

may constitute violations of United States criminal laws. In 

addition, any violation of the terms of this Order shall be 

brought immediately to the attention of the Court and may result 

in a charge of contempt of Court and possible referral for 

criminal prosecution. Any breach of this Order may also result 

in termination of an individual's access to classified 

information. Persons subject to this Order are advised that 

direct or indirect unauthorized disclosure, retention or 

negligent handling of classified documents or information could 

cause serious damage, and in some cases exceptionally grave 

damage to the national security of the United States or may be 

used to the advantage of a foreign nation against the interests 
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of the United States. The purpose of this Order is to ensure 

that those authorized to receive classified information in 

connection with this case will never divulge that information to 

anyone not authorized to receive it, without prior written 

authorization from the originating agency and in conformance with 

this Order. 

19. All classified documents and information to which the 

Defense has access in this case are now and will remain the 

property of the United States. Upon demand of the cso, these 

persons shall return to the cso all classified information in 

their possession obtained through discovery from the Government 

in this case, or for which they are responsible because of access 

to classified information. The notes, summaries and other 

documents prepared by the Defense that do or may contain 

classified information shall remain at all times in the custody 

of the cso for the duration of the case. At the conclusion of 

this case, all such notes, summaries, and other documents are to 

be destroyed by the cso in the presence of counsel for the 

Defendant. 

20. Nothing contained in this Order shall be construed as a 

waiver of any right of the Defendant. No admission made by the 

Defendant or his counsel during pretrial conferences may be used 

against the Defendant unless it is in writing and signed by the 

Defendant. See CIPA § 2. 
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21. A copy of this Order shall be issued forthwith to 

counsel for the Defendant who shall be responsible for advising 

the Defendant and representatives of the Defense of this Order. 

Counsel for the Defendant, and any other representatives of the 

Defense who will be provided access to the classified 

information, shall execute the Memorandum of Understanding 

described in paragraph 8 of this Order, and counsel for the 

Defendant shall file executed originals of such documents with 

the Court and the CSO and serve an executed original upon the 

Government. The execution and filing of the Memorandum of 

Understanding is a condition precedent for counsel for the 

Defendant and any other representative of the Defense to have 

access to classified information. 

Dated: New York, New York 
July~\, 2009 

SO QRDEREp· 

L 
United States District Judge 
Southern District of New York 
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UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORK 
- - - - - - - - - - - - - X 

UNITED STATES OF AMERICA 

- v. -

AHMED KHALFAN GHAILANI, 

Defendant. 

- - - - - - - - - - - - - - - X 

(SlO) 98 Cr. 1023 (LAK) 

MEMORANDUM OF UNDERSTANDING REGARDING RECEIPT OF 
CLASSIFIED INFORMATION 

Having familiarized myself with the applicable statutes, 

regulations, and orders, related to, but not limited to, Title 18 

United States Code, including unauthorized disclosure of 

classified information, espionage and related offenses; The 

Intelligence Agents Identities Protection Act, Title 50 u.s.c. 

Section 421;; Title 18 U.S.C. Section 641; Title 50 U.S.C. 

Section 783; 28 C.F.R. 17 et seq., and Executive Order 12356; I 

understand that I may be the recipient of information and 

documents that concern the present and future security of the 

United States and belong to the United States, and that such 

documents and information together with the methods and sources 

of collecting it are classified by the United States Government. 

In consideration for the disclosure of class ied information and 

documents: 

(1) I agree that I shall never divulge, publish, or 

reveal either by word, conduct or any other means, such 

classified documents and information unless specifically 
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authorized in writing to do so by an authorized representative of 

the United States Government; or as expressly authorized by the 

Court pursuant to the Classified Information Procedures Act and 

the Protective Order entered in the case of United States v. 

Ahmed Khalfan Ghailani, (S10) 98 Cr. 1023 (LAK), Southern 

District of New York. 

( 2) I agree that this Memorandum and any other non-

disclosure agreement signed by me will remain forever binding on 

me. 

( 3) I have received, read, and understand the 

Protective Order entered by the United States District Court for 

the Southern District of New York on , 2009, in the 

case of United States v. Ahmed Khalfan Ghailani, (S10) 98 Cr. 

1023 (LAK) , relating to classified information, and I agree to 

comply with the provisions thereof. 

Court Security Officer 

Gregory E. Cooper, Esq. 
counsel for Ahmed Khalfan Ghailani 

Peter Enrique Quijano, Esq. 
Counsel for Ahmed Khalfan Ghailani 

Date 

Date 

Date 
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Federal Register Presidential Documents 
Vol. 75, No. 2 

Tuesday, January 5, 2010 

Title 3— 


The President 


Executive Order 13526 of December 29, 2009 

Classified National Security Information 

This order prescribes a uniform system for classifying, safeguarding, and 
declassifying national security information, including information relating 
to defense against transnational terrorism. Our democratic principles require 
that the American people be informed of the activities of their Government. 
Also, our Nation’s progress depends on the free flow of information both 
within the Government and to the American people. Nevertheless, throughout 
our history, the national defense has required that certain information be 
maintained in confidence in order to protect our citizens, our democratic 
institutions, our homeland security, and our interactions with foreign nations. 
Protecting information critical to our Nation’s security and demonstrating 
our commitment to open Government through accurate and accountable 
application of classification standards and routine, secure, and effective 
declassification are equally important priorities. 

NOW, THEREFORE, I, BARACK OBAMA, by the authority vested in me 
as President by the Constitution and the laws of the United States of America, 
it is hereby ordered as follows: 

PART 1—ORIGINAL CLASSIFICATION 

Section 1.1. Classification Standards. (a) Information may be originally classi­
fied under the terms of this order only if all of the following conditions 
are met: 

(1) an original classification authority is classifying the information; 

(2) the information is owned by, produced by or for, or is under the 
control of the United States Government; 

(3) the information falls within one or more of the categories of information 
listed in section 1.4 of this order; and 

(4) the original classification authority determines that the unauthorized 
disclosure of the information reasonably could be expected to result in 
damage to the national security, which includes defense against 
transnational terrorism, and the original classification authority is able 
to identify or describe the damage. 
(b) If there is significant doubt about the need to classify information, 

it shall not be classified. This provision does not: 
(1) amplify or modify the substantive criteria or procedures for classifica­
tion; or 

(2) create any substantive or procedural rights subject to judicial review. 
(c) Classified information shall not be declassified automatically as a result 

of any unauthorized disclosure of identical or similar information. 

(d) The unauthorized disclosure of foreign government information is pre­
sumed to cause damage to the national security. 
Sec. 1.2. Classification Levels. (a) Information may be classified at one of 
the following three levels: 

(1) ‘‘Top Secret’’ shall be applied to information, the unauthorized disclo­
sure of which reasonably could be expected to cause exceptionally grave 
damage to the national security that the original classification authority 
is able to identify or describe. 

(2) ‘‘Secret’’ shall be applied to information, the unauthorized disclosure 
of which reasonably could be expected to cause serious damage to the 
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national security that the original classification authority is able to identify 
or describe. 

(3) ‘‘Confidential’’ shall be applied to information, the unauthorized disclo­
sure of which reasonably could be expected to cause damage to the national 
security that the original classification authority is able to identify or 
describe. 
(b) Except as otherwise provided by statute, no other terms shall be 

used to identify United States classified information. 

(c) If there is significant doubt about the appropriate level of classification, 
it shall be classified at the lower level. 

Sec. 1.3. Classification Authority. (a) The authority to classify information 

originally may be exercised only by: 


(1) the President and the Vice President; 

(2) agency heads and officials designated by the President; and 

(3) United States Government officials delegated this authority pursuant 
to paragraph (c) of this section. 
(b) Officials authorized to classify information at a specified level are 

also authorized to classify information at a lower level. 

(c) Delegation of original classification authority. 
(1) Delegations of original classification authority shall be limited to the 
minimum required to administer this order. Agency heads are responsible 
for ensuring that designated subordinate officials have a demonstrable 
and continuing need to exercise this authority. 

(2) ‘‘Top Secret’’ original classification authority may be delegated only 
by the President, the Vice President, or an agency head or official des­
ignated pursuant to paragraph (a)(2) of this section. 

(3) ‘‘Secret’’ or ‘‘Confidential’’ original classification authority may be 
delegated only by the President, the Vice President, an agency head or 
official designated pursuant to paragraph (a)(2) of this section, or the 
senior agency official designated under section 5.4(d) of this order, pro­
vided that official has been delegated ‘‘Top Secret’’ original classification 
authority by the agency head. 

(4) Each delegation of original classification authority shall be in writing 
and the authority shall not be redelegated except as provided in this 
order. Each delegation shall identify the official by name or position. 

(5) Delegations of original classification authority shall be reported or 
made available by name or position to the Director of the Information 
Security Oversight Office. 
(d) All original classification authorities must receive training in proper 

classification (including the avoidance of over-classification) and declassifica­
tion as provided in this order and its implementing directives at least 
once a calendar year. Such training must include instruction on the proper 
safeguarding of classified information and on the sanctions in section 5.5 
of this order that may be brought against an individual who fails to classify 
information properly or protect classified information from unauthorized 
disclosure. Original classification authorities who do not receive such manda­
tory training at least once within a calendar year shall have their classification 
authority suspended by the agency head or the senior agency official des­
ignated under section 5.4(d) of this order until such training has taken 
place. A waiver may be granted by the agency head, the deputy agency 
head, or the senior agency official if an individual is unable to receive 
such training due to unavoidable circumstances. Whenever a waiver is grant­
ed, the individual shall receive such training as soon as practicable. 

(e) Exceptional cases. When an employee, government contractor, licensee, 
certificate holder, or grantee of an agency who does not have original classi­
fication authority originates information believed by that person to require 
classification, the information shall be protected in a manner consistent 
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with this order and its implementing directives. The information shall be 
transmitted promptly as provided under this order or its implementing direc­
tives to the agency that has appropriate subject matter interest and classifica­
tion authority with respect to this information. That agency shall decide 
within 30 days whether to classify this information. 
Sec. 1.4. Classification Categories. Information shall not be considered for 
classification unless its unauthorized disclosure could reasonably be expected 
to cause identifiable or describable damage to the national security in accord­
ance with section 1.2 of this order, and it pertains to one or more of 
the following: 

(a) military plans, weapons systems, or operations; 

(b) foreign government information; 

(c) intelligence activities (including covert action), intelligence sources 
or methods, or cryptology; 

(d) foreign relations or foreign activities of the United States, including 
confidential sources; 

(e) scientific, technological, or economic matters relating to the national 
security; 

(f) United States Government programs for safeguarding nuclear materials 
or facilities; 

(g) vulnerabilities or capabilities of systems, installations, infrastructures, 
projects, plans, or protection services relating to the national security; or 
(h) the development, production, or use of weapons of mass destruction. 
Sec. 1.5. Duration of Classification. (a) At the time of original classification, 
the original classification authority shall establish a specific date or event 
for declassification based on the duration of the national security sensitivity 
of the information. Upon reaching the date or event, the information shall 
be automatically declassified. Except for information that should clearly 
and demonstrably be expected to reveal the identity of a confidential human 
source or a human intelligence source or key design concepts of weapons 
of mass destruction, the date or event shall not exceed the time frame 
established in paragraph (b) of this section. 

(b) If the original classification authority cannot determine an earlier spe­
cific date or event for declassification, information shall be marked for 
declassification 10 years from the date of the original decision, unless the 
original classification authority otherwise determines that the sensitivity 
of the information requires that it be marked for declassification for up 
to 25 years from the date of the original decision. 

(c) An original classification authority may extend the duration of classi­
fication up to 25 years from the date of origin of the document, change 
the level of classification, or reclassify specific information only when the 
standards and procedures for classifying information under this order are 
followed. 

(d) No information may remain classified indefinitely. Information marked 
for an indefinite duration of classification under predecessor orders, for 
example, marked as ‘‘Originating Agency’s Determination Required,’’ or clas­
sified information that contains incomplete declassification instructions or 
lacks declassification instructions shall be declassified in accordance with 
part 3 of this order. 
Sec. 1.6. Identification and Markings. (a) At the time of original classification, 
the following shall be indicated in a manner that is immediately apparent: 

(1) one of the three classification levels defined in section 1.2 of this 
order; 

(2) the identity, by name and position, or by personal identifier, of the 
original classification authority; 

(3) the agency and office of origin, if not otherwise evident; 

(4) declassification instructions, which shall indicate one of the following: 
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(A) the date or event for declassification, as prescribed in section 1.5(a); 

(B) the date that is 10 years from the date of original classification, 
as prescribed in section 1.5(b); 

(C) the date that is up to 25 years from the date of original classification, 
as prescribed in section 1.5(b); or 

(D) in the case of information that should clearly and demonstrably 
be expected to reveal the identity of a confidential human source or 
a human intelligence source or key design concepts of weapons of mass 
destruction, the marking prescribed in implementing directives issued pur­
suant to this order; and 

(5) a concise reason for classification that, at a minimum, cites the applica­
ble classification categories in section 1.4 of this order. 
(b) Specific information required in paragraph (a) of this section may 

be excluded if it would reveal additional classified information. 

(c) With respect to each classified document, the agency originating the 
document shall, by marking or other means, indicate which portions are 
classified, with the applicable classification level, and which portions are 
unclassified. In accordance with standards prescribed in directives issued 
under this order, the Director of the Information Security Oversight Office 
may grant and revoke temporary waivers of this requirement. The Director 
shall revoke any waiver upon a finding of abuse. 

(d) Markings or other indicia implementing the provisions of this order, 
including abbreviations and requirements to safeguard classified working 
papers, shall conform to the standards prescribed in implementing directives 
issued pursuant to this order. 

(e) Foreign government information shall retain its original classification 
markings or shall be assigned a U.S. classification that provides a degree 
of protection at least equivalent to that required by the entity that furnished 
the information. Foreign government information retaining its original classi­
fication markings need not be assigned a U.S. classification marking provided 
that the responsible agency determines that the foreign government markings 
are adequate to meet the purposes served by U.S. classification markings. 

(f) Information assigned a level of classification under this or predecessor 
orders shall be considered as classified at that level of classification despite 
the omission of other required markings. Whenever such information is 
used in the derivative classification process or is reviewed for possible 
declassification, holders of such information shall coordinate with an appro­
priate classification authority for the application of omitted markings. 

(g) The classification authority shall, whenever practicable, use a classified 
addendum whenever classified information constitutes a small portion of 
an otherwise unclassified document or prepare a product to allow for dissemi­
nation at the lowest level of classification possible or in unclassified form. 

(h) Prior to public release, all declassified records shall be appropriately 
marked to reflect their declassification. 

Sec. 1.7. Classification Prohibitions and Limitations. (a) In no case shall 

information be classified, continue to be maintained as classified, or fail 

to be declassified in order to: 


(1) conceal violations of law, inefficiency, or administrative error; 

(2) prevent embarrassment to a person, organization, or agency; 

(3) restrain competition; or 

(4) prevent or delay the release of information that does not require 
protection in the interest of the national security. 
(b) Basic scientific research information not clearly related to the national 

security shall not be classified. 

(c) Information may not be reclassified after declassification and release 
to the public under proper authority unless: 
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(1) the reclassification is personally approved in writing by the agency 
head based on a document-by-document determination by the agency that 
reclassification is required to prevent significant and demonstrable damage 
to the national security; 

(2) the information may be reasonably recovered without bringing undue 
attention to the information; 

(3) the reclassification action is reported promptly to the Assistant to 
the President for National Security Affairs (National Security Advisor) 
and the Director of the Information Security Oversight Office; and 

(4) for documents in the physical and legal custody of the National Ar­
chives and Records Administration (National Archives) that have been 
available for public use, the agency head has, after making the determina­
tions required by this paragraph, notified the Archivist of the United 
States (Archivist), who shall suspend public access pending approval of 
the reclassification action by the Director of the Information Security 
Oversight Office. Any such decision by the Director may be appealed 
by the agency head to the President through the National Security Advisor. 
Public access shall remain suspended pending a prompt decision on the 
appeal. 
(d) Information that has not previously been disclosed to the public under 

proper authority may be classified or reclassified after an agency has received 
a request for it under the Freedom of Information Act (5 U.S.C. 552), the 
Presidential Records Act, 44 U.S.C. 2204(c)(1), the Privacy Act of 1974 
(5 U.S.C. 552a), or the mandatory review provisions of section 3.5 of this 
order only if such classification meets the requirements of this order and 
is accomplished on a document-by-document basis with the personal partici­
pation or under the direction of the agency head, the deputy agency head, 
or the senior agency official designated under section 5.4 of this order. 
The requirements in this paragraph also apply to those situations in which 
information has been declassified in accordance with a specific date or 
event determined by an original classification authority in accordance with 
section 1.5 of this order. 

(e) Compilations of items of information that are individually unclassified 
may be classified if the compiled information reveals an additional associa­
tion or relationship that: 

(1) meets the standards for classification under this order; and 

(2) is not otherwise revealed in the individual items of information. 
Sec. 1.8. Classification Challenges. (a) Authorized holders of information 
who, in good faith, believe that its classification status is improper are 
encouraged and expected to challenge the classification status of the informa­
tion in accordance with agency procedures established under paragraph 
(b) of this section. 

(b) In accordance with implementing directives issued pursuant to this 
order, an agency head or senior agency official shall establish procedures 
under which authorized holders of information, including authorized holders 
outside the classifying agency, are encouraged and expected to challenge 
the classification of information that they believe is improperly classified 
or unclassified. These procedures shall ensure that: 

(1) individuals are not subject to retribution for bringing such actions; 

(2) an opportunity is provided for review by an impartial official or 
panel; and 

(3) individuals are advised of their right to appeal agency decisions to 
the Interagency Security Classification Appeals Panel (Panel) established 
by section 5.3 of this order. 
(c) Documents required to be submitted for prepublication review or other 

administrative process pursuant to an approved nondisclosure agreement 
are not covered by this section. 
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Sec. 1.9. Fundamental Classification Guidance Review. (a) Agency heads 
shall complete on a periodic basis a comprehensive review of the agency’s 
classification guidance, particularly classification guides, to ensure the guid­
ance reflects current circumstances and to identify classified information 
that no longer requires protection and can be declassified. The initial funda­
mental classification guidance review shall be completed within 2 years 
of the effective date of this order. 

(b) The classification guidance review shall include an evaluation of classi­
fied information to determine if it meets the standards for classification 
under section 1.4 of this order, taking into account an up-to-date assessment 
of likely damage as described under section 1.2 of this order. 

(c) The classification guidance review shall include original classification 
authorities and agency subject matter experts to ensure a broad range of 
perspectives. 

(d) Agency heads shall provide a report summarizing the results of the 
classification guidance review to the Director of the Information Security 
Oversight Office and shall release an unclassified version of this report 
to the public. 
PART 2—DERIVATIVE CLASSIFICATION 

Sec. 2.1. Use of Derivative Classification. (a) Persons who reproduce, extract, 
or summarize classified information, or who apply classification markings 
derived from source material or as directed by a classification guide, need 
not possess original classification authority. 

(b) Persons who apply derivative classification markings shall: 
(1) be identified by name and position, or by personal identifier, in a 
manner that is immediately apparent for each derivative classification 
action; 

(2) observe and respect original classification decisions; and 

(3) carry forward to any newly created documents the pertinent classifica­
tion markings. For information derivatively classified based on multiple 
sources, the derivative classifier shall carry forward: 

(A) the date or event for declassification that corresponds to the longest 
period of classification among the sources, or the marking established 
pursuant to section 1.6(a)(4)(D) of this order; and 

(B) a listing of the source materials. 
(c) Derivative classifiers shall, whenever practicable, use a classified adden­

dum whenever classified information constitutes a small portion of an other­
wise unclassified document or prepare a product to allow for dissemination 
at the lowest level of classification possible or in unclassified form. 

(d) Persons who apply derivative classification markings shall receive 
training in the proper application of the derivative classification principles 
of the order, with an emphasis on avoiding over-classification, at least once 
every 2 years. Derivative classifiers who do not receive such training at 
least once every 2 years shall have their authority to apply derivative classi­
fication markings suspended until they have received such training. A waiver 
may be granted by the agency head, the deputy agency head, or the senior 
agency official if an individual is unable to receive such training due to 
unavoidable circumstances. Whenever a waiver is granted, the individual 
shall receive such training as soon as practicable. 
Sec. 2.2. Classification Guides. (a) Agencies with original classification au­
thority shall prepare classification guides to facilitate the proper and uniform 
derivative classification of information. These guides shall conform to stand­
ards contained in directives issued under this order. 

(b) Each guide shall be approved personally and in writing by an official 
who: 

(1) has program or supervisory responsibility over the information or 
is the senior agency official; and 

APP. 390



VerDate Nov<24>2008 17:28 Jan 04, 2010 Jkt 220001 PO 00000 Frm 00009 Fmt 4705 Sfmt 4790 E:\FR\FM\05JAE0.SGM 05JAE0sr
ob

in
so

n 
on

 D
S

K
H

W
C

L6
B

1P
R

O
D

 w
ith

 M
IS

C
E

LL
A

N
E

O
U

S

713 Federal Register / Vol. 75, No. 2 / Tuesday, January 5, 2010 / Presidential Documents 

(2) is authorized to classify information originally at the highest level 
of classification prescribed in the guide. 
(c) Agencies shall establish procedures to ensure that classification guides 

are reviewed and updated as provided in directives issued under this order. 

(d) Agencies shall incorporate original classification decisions into classi­
fication guides on a timely basis and in accordance with directives issued 
under this order. 

(e) Agencies may incorporate exemptions from automatic declassification 
approved pursuant to section 3.3(j) of this order into classification guides, 
provided that the Panel is notified of the intent to take such action for 
specific information in advance of approval and the information remains 
in active use. 

(f) The duration of classification of a document classified by a derivative 
classifier using a classification guide shall not exceed 25 years from the 
date of the origin of the document, except for: 

(1) information that should clearly and demonstrably be expected to reveal 
the identity of a confidential human source or a human intelligence source 
or key design concepts of weapons of mass destruction; and 

(2) specific information incorporated into classification guides in accord­
ance with section 2.2(e) of this order. 

PART 3—DECLASSIFICATION AND DOWNGRADING 

Sec. 3.1. Authority for Declassification. (a) Information shall be declassified 
as soon as it no longer meets the standards for classification under this 
order. 

(b) Information shall be declassified or downgraded by: 
(1) the official who authorized the original classification, if that official 
is still serving in the same position and has original classification authority; 

(2) the originator’s current successor in function, if that individual has 
original classification authority; 

(3) a supervisory official of either the originator or his or her successor 
in function, if the supervisory official has original classification authority; 
or (4) officials delegated declassification authority in writing by the agency 
head or the senior agency official of the originating agency. 
(c) The Director of National Intelligence (or, if delegated by the Director 

of National Intelligence, the Principal Deputy Director of National Intel­
ligence) may, with respect to the Intelligence Community, after consultation 
with the head of the originating Intelligence Community element or depart­
ment, declassify, downgrade, or direct the declassification or downgrading 
of information or intelligence relating to intelligence sources, methods, or 
activities. 

(d) It is presumed that information that continues to meet the classification 
requirements under this order requires continued protection. In some excep­
tional cases, however, the need to protect such information may be out­
weighed by the public interest in disclosure of the information, and in 
these cases the information should be declassified. When such questions 
arise, they shall be referred to the agency head or the senior agency official. 
That official will determine, as an exercise of discretion, whether the public 
interest in disclosure outweighs the damage to the national security that 
might reasonably be expected from disclosure. This provision does not: 

(1) amplify or modify the substantive criteria or procedures for classifica­
tion; or 

(2) create any substantive or procedural rights subject to judicial review. 
(e) If the Director of the Information Security Oversight Office determines 

that information is classified in violation of this order, the Director may 
require the information to be declassified by the agency that originated 
the classification. Any such decision by the Director may be appealed to 
the President through the National Security Advisor. The information shall 
remain classified pending a prompt decision on the appeal. 
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(f) The provisions of this section shall also apply to agencies that, under 
the terms of this order, do not have original classification authority, but 
had such authority under predecessor orders. 

(g) No information may be excluded from declassification under section 
3.3 of this order based solely on the type of document or record in which 
it is found. Rather, the classified information must be considered on the 
basis of its content. 

(h) Classified nonrecord materials, including artifacts, shall be declassified 
as soon as they no longer meet the standards for classification under this 
order. 

(i) When making decisions under sections 3.3, 3.4, and 3.5 of this order, 
agencies shall consider the final decisions of the Panel. 
Sec. 3.2. Transferred Records. 

(a) In the case of classified records transferred in conjunction with a 
transfer of functions, and not merely for storage purposes, the receiving 
agency shall be deemed to be the originating agency for purposes of this 
order. 

(b) In the case of classified records that are not officially transferred 
as described in paragraph (a) of this section, but that originated in an 
agency that has ceased to exist and for which there is no successor agency, 
each agency in possession of such records shall be deemed to be the origi­
nating agency for purposes of this order. Such records may be declassified 
or downgraded by the agency in possession of the records after consultation 
with any other agency that has an interest in the subject matter of the 
records. 

(c) Classified records accessioned into the National Archives shall be 
declassified or downgraded by the Archivist in accordance with this order, 
the directives issued pursuant to this order, agency declassification guides, 
and any existing procedural agreement between the Archivist and the relevant 
agency head. 

(d) The originating agency shall take all reasonable steps to declassify 
classified information contained in records determined to have permanent 
historical value before they are accessioned into the National Archives. 
However, the Archivist may require that classified records be accessioned 
into the National Archives when necessary to comply with the provisions 
of the Federal Records Act. This provision does not apply to records trans­
ferred to the Archivist pursuant to section 2203 of title 44, United States 
Code, or records for which the National Archives serves as the custodian 
of the records of an agency or organization that has gone out of existence. 

(e) To the extent practicable, agencies shall adopt a system of records 
management that will facilitate the public release of documents at the time 
such documents are declassified pursuant to the provisions for automatic 
declassification in section 3.3 of this order. 
Sec. 3.3 Automatic Declassification. 

(a) Subject to paragraphs (b)–(d) and (g)–(j) of this section, all classified 
records that (1) are more than 25 years old and (2) have been determined 
to have permanent historical value under title 44, United States Code, shall 
be automatically declassified whether or not the records have been reviewed. 
All classified records shall be automatically declassified on December 31 
of the year that is 25 years from the date of origin, except as provided 
in paragraphs (b)–(d) and (g)–(j) of this section. If the date of origin of 
an individual record cannot be readily determined, the date of original 
classification shall be used instead. 

(b) An agency head may exempt from automatic declassification under 
paragraph (a) of this section specific information, the release of which should 
clearly and demonstrably be expected to: 

(1) reveal the identity of a confidential human source, a human intelligence 
source, a relationship with an intelligence or security service of a foreign 
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government or international organization, or a nonhuman intelligence 
source; or impair the effectiveness of an intelligence method currently 
in use, available for use, or under development; 

(2) reveal information that would assist in the development, production, 
or use of weapons of mass destruction; 

(3) reveal information that would impair U.S. cryptologic systems or activi­
ties; 

(4) reveal information that would impair the application of state-of-the-
art technology within a U.S. weapon system; 

(5) reveal formally named or numbered U.S. military war plans that remain 
in effect, or reveal operational or tactical elements of prior plans that 
are contained in such active plans; 

(6) reveal information, including foreign government information, that 
would cause serious harm to relations between the United States and 
a foreign government, or to ongoing diplomatic activities of the United 
States; 

(7) reveal information that would impair the current ability of United 
States Government officials to protect the President, Vice President, and 
other protectees for whom protection services, in the interest of the national 
security, are authorized; 

(8) reveal information that would seriously impair current national security 
emergency preparedness plans or reveal current vulnerabilities of systems, 
installations, or infrastructures relating to the national security; or 

(9) violate a statute, treaty, or international agreement that does not permit 
the automatic or unilateral declassification of information at 25 years. 
(c)(1) An agency head shall notify the Panel of any specific file series 

of records for which a review or assessment has determined that the informa­
tion within that file series almost invariably falls within one or more of 
the exemption categories listed in paragraph (b) of this section and that 
the agency proposes to exempt from automatic declassification at 25 years. 

(2) The notification shall include: 

(A) a description of the file series; 

(B) an explanation of why the information within the file series is 
almost invariably exempt from automatic declassification and why the 
information must remain classified for a longer period of time; and 

(C) except when the information within the file series almost invariably 
identifies a confidential human source or a human intelligence source 
or key design concepts of weapons of mass destruction, a specific date 
or event for declassification of the information, not to exceed December 
31 of the year that is 50 years from the date of origin of the records. 

(3) The Panel may direct the agency not to exempt a designated file 
series or to declassify the information within that series at an earlier 
date than recommended. The agency head may appeal such a decision 
to the President through the National Security Advisor. 

(4) File series exemptions approved by the President prior to December 
31, 2008, shall remain valid without any additional agency action pending 
Panel review by the later of December 31, 2010, or December 31 of 
the year that is 10 years from the date of previous approval. 
(d) The following provisions shall apply to the onset of automatic declas­

sification: 
(1) Classified records within an integral file block, as defined in this 
order, that are otherwise subject to automatic declassification under this 
section shall not be automatically declassified until December 31 of the 
year that is 25 years from the date of the most recent record within 
the file block. 
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(2) After consultation with the Director of the National Declassification 
Center (the Center) established by section 3.7 of this order and before 
the records are subject to automatic declassification, an agency head or 
senior agency official may delay automatic declassification for up to five 
additional years for classified information contained in media that make 
a review for possible declassification exemptions more difficult or costly. 

(3) Other than for records that are properly exempted from automatic 
declassification, records containing classified information that originated 
with other agencies or the disclosure of which would affect the interests 
or activities of other agencies with respect to the classified information 
and could reasonably be expected to fall under one or more of the exemp­
tions in paragraph (b) of this section shall be identified prior to the 
onset of automatic declassification for later referral to those agencies. 

(A) The information of concern shall be referred by the Center established 
by section 3.7 of this order, or by the centralized facilities referred to 
in section 3.7(e) of this order, in a prioritized and scheduled manner 
determined by the Center. 

(B) If an agency fails to provide a final determination on a referral 
made by the Center within 1 year of referral, or by the centralized facilities 
referred to in section 3.7(e) of this order within 3 years of referral, its 
equities in the referred records shall be automatically declassified. 

(C) If any disagreement arises between affected agencies and the Center 
regarding the referral review period, the Director of the Information Secu­
rity Oversight Office shall determine the appropriate period of review 
of referred records. 

(D) Referrals identified prior to the establishment of the Center by section 
3.7 of this order shall be subject to automatic declassification only in 
accordance with subparagraphs (d)(3)(A)–(C) of this section. 

(4) After consultation with the Director of the Information Security Over­
sight Office, an agency head may delay automatic declassification for 
up to 3 years from the date of discovery of classified records that were 
inadvertently not reviewed prior to the effective date of automatic declas­
sification. 
(e) Information exempted from automatic declassification under this section 

shall remain subject to the mandatory and systematic declassification review 
provisions of this order. 

(f) The Secretary of State shall determine when the United States should 
commence negotiations with the appropriate officials of a foreign government 
or international organization of governments to modify any treaty or inter­
national agreement that requires the classification of information contained 
in records affected by this section for a period longer than 25 years from 
the date of its creation, unless the treaty or international agreement pertains 
to information that may otherwise remain classified beyond 25 years under 
this section. 

(g) The Secretary of Energy shall determine when information concerning 
foreign nuclear programs that was removed from the Restricted Data category 
in order to carry out provisions of the National Security Act of 1947, as 
amended, may be declassified. Unless otherwise determined, such informa­
tion shall be declassified when comparable information concerning the 
United States nuclear program is declassified. 

(h) Not later than 3 years from the effective date of this order, all records 
exempted from automatic declassification under paragraphs (b) and (c) of 
this section shall be automatically declassified on December 31 of a year 
that is no more than 50 years from the date of origin, subject to the following: 

(1) Records that contain information the release of which should clearly 
and demonstrably be expected to reveal the following are exempt from 
automatic declassification at 50 years: 
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(A) the identity of a confidential human source or a human intelligence 
source; or 

(B) key design concepts of weapons of mass destruction. 

(2) In extraordinary cases, agency heads may, within 5 years of the onset 
of automatic declassification, propose to exempt additional specific infor­
mation from declassification at 50 years. 

(3) Records exempted from automatic declassification under this paragraph 
shall be automatically declassified on December 31 of a year that is no 
more than 75 years from the date of origin unless an agency head, within 
5 years of that date, proposes to exempt specific information from declas­
sification at 75 years and the proposal is formally approved by the Panel. 
(i) Specific records exempted from automatic declassification prior to the 

establishment of the Center described in section 3.7 of this order shall 
be subject to the provisions of paragraph (h) of this section in a scheduled 
and prioritized manner determined by the Center. 

(j) At least 1 year before information is subject to automatic declassification 
under this section, an agency head or senior agency official shall notify 
the Director of the Information Security Oversight Office, serving as Executive 
Secretary of the Panel, of any specific information that the agency proposes 
to exempt from automatic declassification under paragraphs (b) and (h) 
of this section. 

(1) The notification shall include: 

(A) a detailed description of the information, either by reference to 
information in specific records or in the form of a declassification guide; 

(B) an explanation of why the information should be exempt from 
automatic declassification and must remain classified for a longer period 
of time; and 

(C) a specific date or a specific and independently verifiable event 
for automatic declassification of specific records that contain the informa­
tion proposed for exemption. 

(2) The Panel may direct the agency not to exempt the information or 
to declassify it at an earlier date than recommended. An agency head 
may appeal such a decision to the President through the National Security 
Advisor. The information will remain classified while such an appeal 
is pending. 
(k) For information in a file series of records determined not to have 

permanent historical value, the duration of classification beyond 25 years 
shall be the same as the disposition (destruction) date of those records 
in each Agency Records Control Schedule or General Records Schedule, 
although the duration of classification shall be extended if the record has 
been retained for business reasons beyond the scheduled disposition date. 
Sec. 3.4. Systematic Declassification Review. 

(a) Each agency that has originated classified information under this order 
or its predecessors shall establish and conduct a program for systematic 
declassification review for records of permanent historical value exempted 
from automatic declassification under section 3.3 of this order. Agencies 
shall prioritize their review of such records in accordance with priorities 
established by the Center. 

(b) The Archivist shall conduct a systematic declassification review pro­
gram for classified records: 

(1) accessioned into the National Archives; (2) transferred to the Archivist 
pursuant to 44 U.S.C. 2203; and (3) for which the National Archives 
serves as the custodian for an agency or organization that has gone out 
of existence. 

Sec. 3.5. Mandatory Declassification Review. 
(a) Except as provided in paragraph (b) of this section, all information 

classified under this order or predecessor orders shall be subject to a review 
for declassification by the originating agency if: 
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(1) the request for a review describes the document or material containing 
the information with sufficient specificity to enable the agency to locate 
it with a reasonable amount of effort; 

(2) the document or material containing the information responsive to 
the request is not contained within an operational file exempted from 
search and review, publication, and disclosure under 5 U.S.C. 552 in 
accordance with law; and 

(3) the information is not the subject of pending litigation. 
(b) Information originated by the incumbent President or the incumbent 

Vice President; the incumbent President’s White House Staff or the incumbent 
Vice President’s Staff; committees, commissions, or boards appointed by 
the incumbent President; or other entities within the Executive Office of 
the President that solely advise and assist the incumbent President is exempt­
ed from the provisions of paragraph (a) of this section. However, the Archivist 
shall have the authority to review, downgrade, and declassify papers or 
records of former Presidents and Vice Presidents under the control of the 
Archivist pursuant to 44 U.S.C. 2107, 2111, 2111 note, or 2203. Review 
procedures developed by the Archivist shall provide for consultation with 
agencies having primary subject matter interest and shall be consistent with 
the provisions of applicable laws or lawful agreements that pertain to the 
respective Presidential papers or records. Agencies with primary subject 
matter interest shall be notified promptly of the Archivist’s decision. Any 
final decision by the Archivist may be appealed by the requester or an 
agency to the Panel. The information shall remain classified pending a 
prompt decision on the appeal. 

(c) Agencies conducting a mandatory review for declassification shall de­
classify information that no longer meets the standards for classification 
under this order. They shall release this information unless withholding 
is otherwise authorized and warranted under applicable law. 

(d) If an agency has reviewed the requested information for declassification 
within the past 2 years, the agency need not conduct another review and 
may instead inform the requester of this fact and the prior review decision 
and advise the requester of appeal rights provided under subsection (e) 
of this section. 

(e) In accordance with directives issued pursuant to this order, agency 
heads shall develop procedures to process requests for the mandatory review 
of classified information. These procedures shall apply to information classi­
fied under this or predecessor orders. They also shall provide a means 
for administratively appealing a denial of a mandatory review request, and 
for notifying the requester of the right to appeal a final agency decision 
to the Panel. 

(f) After consultation with affected agencies, the Secretary of Defense 
shall develop special procedures for the review of cryptologic information; 
the Director of National Intelligence shall develop special procedures for 
the review of information pertaining to intelligence sources, methods, and 
activities; and the Archivist shall develop special procedures for the review 
of information accessioned into the National Archives. 

(g) Documents required to be submitted for prepublication review or other 
administrative process pursuant to an approved nondisclosure agreement 
are not covered by this section. 

(h) This section shall not apply to any request for a review made to 
an element of the Intelligence Community that is made by a person other 
than an individual as that term is defined by 5 U.S.C. 552a(a)(2), or by 
a foreign government entity or any representative thereof. 
Sec. 3.6. Processing Requests and Reviews. Notwithstanding section 4.1(i) 
of this order, in response to a request for information under the Freedom 
of Information Act, the Presidential Records Act, the Privacy Act of 1974, 
or the mandatory review provisions of this order: 
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(a) An agency may refuse to confirm or deny the existence or nonexistence 
of requested records whenever the fact of their existence or nonexistence 
is itself classified under this order or its predecessors. 

(b) When an agency receives any request for documents in its custody 
that contain classified information that originated with other agencies or 
the disclosure of which would affect the interests or activities of other 
agencies with respect to the classified information, or identifies such docu­
ments in the process of implementing sections 3.3 or 3.4 of this order, 
it shall refer copies of any request and the pertinent documents to the 
originating agency for processing and may, after consultation with the origi­
nating agency, inform any requester of the referral unless such association 
is itself classified under this order or its predecessors. In cases in which 
the originating agency determines in writing that a response under paragraph 
(a) of this section is required, the referring agency shall respond to the 
requester in accordance with that paragraph. 

(c) Agencies may extend the classification of information in records deter­
mined not to have permanent historical value or nonrecord materials, includ­
ing artifacts, beyond the time frames established in sections 1.5(b) and 
2.2(f) of this order, provided: 

(1) the specific information has been approved pursuant to section 3.3(j) 
of this order for exemption from automatic declassification; and 

(2) the extension does not exceed the date established in section 3.3(j) 
of this order. 

Sec. 3.7. National Declassification Center. (a) There is established within 
the National Archives a National Declassification Center to streamline declas­
sification processes, facilitate quality-assurance measures, and implement 
standardized training regarding the declassification of records determined 
to have permanent historical value. There shall be a Director of the Center 
who shall be appointed or removed by the Archivist in consultation with 
the Secretaries of State, Defense, Energy, and Homeland Security, the Attor­
ney General, and the Director of National Intelligence. 

(b) Under the administration of the Director, the Center shall coordinate: 
(1) timely and appropriate processing of referrals in accordance with sec­
tion 3.3(d)(3) of this order for accessioned Federal records and transferred 
presidential records. 

(2) general interagency declassification activities necessary to fulfill the 
requirements of sections 3.3 and 3.4 of this order; 

(3) the exchange among agencies of detailed declassification guidance 
to enable the referral of records in accordance with section 3.3(d)(3) of 
this order; 

(4) the development of effective, transparent, and standard declassification 
work processes, training, and quality assurance measures; 

(5) the development of solutions to declassification challenges posed by 
electronic records, special media, and emerging technologies; 

(6) the linkage and effective utilization of existing agency databases and 
the use of new technologies to document and make public declassification 
review decisions and support declassification activities under the purview 
of the Center; and 

(7) storage and related services, on a reimbursable basis, for Federal records 
containing classified national security information. 
(c) Agency heads shall fully cooperate with the Archivist in the activities 

of the Center and shall: 
(1) provide the Director with adequate and current declassification guid­
ance to enable the referral of records in accordance with section 3.3(d)(3) 
of this order; and 

(2) upon request of the Archivist, assign agency personnel to the Center 
who shall be delegated authority by the agency head to review and exempt 
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or declassify information originated by their agency contained in records 
accessioned into the National Archives, after consultation with subject-
matter experts as necessary. 
(d) The Archivist, in consultation with representatives of the participants 

in the Center and after input from the general public, shall develop priorities 
for declassification activities under the purview of the Center that take 
into account the degree of researcher interest and the likelihood of declas­
sification. 

(e) Agency heads may establish such centralized facilities and internal 
operations to conduct internal declassification reviews as appropriate to 
achieve optimized records management and declassification business proc­
esses. Once established, all referral processing of accessioned records shall 
take place at the Center, and such agency facilities and operations shall 
be coordinated with the Center to ensure the maximum degree of consistency 
in policies and procedures that relate to records determined to have perma­
nent historical value. 

(f) Agency heads may exempt from automatic declassification or continue 
the classification of their own originally classified information under section 
3.3(a) of this order except that in the case of the Director of National 
Intelligence, the Director shall also retain such authority with respect to 
the Intelligence Community. 

(g) The Archivist shall, in consultation with the Secretaries of State, De­
fense, Energy, and Homeland Security, the Attorney General, the Director 
of National Intelligence, the Director of the Central Intelligence Agency, 
and the Director of the Information Security Oversight Office, provide the 
National Security Advisor with a detailed concept of operations for the 
Center and a proposed implementing directive under section 5.1 of this 
order that reflects the coordinated views of the aforementioned agencies. 
PART 4—SAFEGUARDING 

Sec. 4.1. General Restrictions on Access. 
(a) A person may have access to classified information provided that: 
(1) a favorable determination of eligibility for access has been made by 
an agency head or the agency head’s designee; 

(2) the person has signed an approved nondisclosure agreement; and 

(3) the person has a need-to-know the information. 
(b) Every person who has met the standards for access to classified informa­

tion in paragraph (a) of this section shall receive contemporaneous training 
on the proper safeguarding of classified information and on the criminal, 
civil, and administrative sanctions that may be imposed on an individual 
who fails to protect classified information from unauthorized disclosure. 

(c) An official or employee leaving agency service may not remove classi­
fied information from the agency’s control or direct that information be 
declassified in order to remove it from agency control. 

(d) Classified information may not be removed from official premises 
without proper authorization. 

(e) Persons authorized to disseminate classified information outside the 
executive branch shall ensure the protection of the information in a manner 
equivalent to that provided within the executive branch. 

(f) Consistent with law, executive orders, directives, and regulations, an 
agency head or senior agency official or, with respect to the Intelligence 
Community, the Director of National Intelligence, shall establish uniform 
procedures to ensure that automated information systems, including networks 
and telecommunications systems, that collect, create, communicate, compute, 
disseminate, process, or store classified information: 

(1) prevent access by unauthorized persons; 

(2) ensure the integrity of the information; and 
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(3) to the maximum extent practicable, use: 

(A) common information technology standards, protocols, and interfaces 
that maximize the availability of, and access to, the information in a 
form and manner that facilitates its authorized use; and 

(B) standardized electronic formats to maximize the accessibility of infor­
mation to persons who meet the criteria set forth in section 4.1(a) of 
this order. 
(g) Consistent with law, executive orders, directives, and regulations, each 

agency head or senior agency official, or with respect to the Intelligence 
Community, the Director of National Intelligence, shall establish controls 
to ensure that classified information is used, processed, stored, reproduced, 
transmitted, and destroyed under conditions that provide adequate protection 
and prevent access by unauthorized persons. 

(h) Consistent with directives issued pursuant to this order, an agency 
shall safeguard foreign government information under standards that provide 
a degree of protection at least equivalent to that required by the government 
or international organization of governments that furnished the information. 
When adequate to achieve equivalency, these standards may be less restrictive 
than the safeguarding standards that ordinarily apply to U.S. ‘‘Confidential’’ 
information, including modified handling and transmission and allowing 
access to individuals with a need-to-know who have not otherwise been 
cleared for access to classified information or executed an approved non­
disclosure agreement. 

(i)(1) Classified information originating in one agency may be disseminated 
to another agency or U.S. entity by any agency to which it has been made 
available without the consent of the originating agency, as long as the 
criteria for access under section 4.1(a) of this order are met, unless the 
originating agency has determined that prior authorization is required for 
such dissemination and has marked or indicated such requirement on the 
medium containing the classified information in accordance with imple­
menting directives issued pursuant to this order. 

(2) Classified information originating in one agency may be disseminated 
by any other agency to which it has been made available to a foreign 
government in accordance with statute, this order, directives implementing 
this order, direction of the President, or with the consent of the originating 
agency. For the purposes of this section, ‘‘foreign government’’ includes 
any element of a foreign government, or an international organization 
of governments, or any element thereof. 

(3) Documents created prior to the effective date of this order shall not 
be disseminated outside any other agency to which they have been made 
available without the consent of the originating agency. An agency head 
or senior agency official may waive this requirement for specific informa­
tion that originated within that agency. 

(4) For purposes of this section, the Department of Defense shall be consid­
ered one agency, except that any dissemination of information regarding 
intelligence sources, methods, or activities shall be consistent with direc­
tives issued pursuant tosection 6.2(b) of this order. 

(5) Prior consent of the originating agency is not required when referring 
records for declassification review that contain information originating 
in more than one agency. 

Sec. 4.2 Distribution Controls. 
(a) The head of each agency shall establish procedures in accordance 

with applicable law and consistent with directives issued pursuant to this 
order to ensure that classified information is accessible to the maximum 
extent possible by individuals who meet the criteria set forth in section 
4.1(a) of this order. 

(b) In an emergency, when necessary to respond to an imminent threat 
to life or in defense of the homeland, the agency head or any designee 
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may authorize the disclosure of classified information (including information 
marked pursuant to section 4.1(i)(1) of this order) to an individual or individ­
uals who are otherwise not eligible for access. Such actions shall be taken 
only in accordance with directives implementing this order and any proce­
dure issued by agencies governing the classified information, which shall 
be designed to minimize the classified information that is disclosed under 
these circumstances and the number of individuals who receive it. Informa­
tion disclosed under this provision or implementing directives and proce­
dures shall not be deemed declassified as a result of such disclosure or 
subsequent use by a recipient. Such disclosures shall be reported promptly 
to the originator of the classified information. For purposes of this section, 
the Director of National Intelligence may issue an implementing directive 
governing the emergency disclosure of classified intelligence information. 

(c) Each agency shall update, at least annually, the automatic, routine, 
or recurring distribution mechanism for classified information that it distrib­
utes. Recipients shall cooperate fully with distributors who are updating 
distribution lists and shall notify distributors whenever a relevant change 
in status occurs. 
Sec. 4.3. Special Access Programs. (a) Establishment of special access pro­
grams. Unless otherwise authorized by the President, only the Secretaries 
of State, Defense, Energy, and Homeland Security, the Attorney General, 
and the Director of National Intelligence, or the principal deputy of each, 
may create a special access program. For special access programs pertaining 
to intelligence sources, methods, and activities (but not including military 
operational, strategic, and tactical programs), this function shall be exercised 
by the Director of National Intelligence. These officials shall keep the number 
of these programs at an absolute minimum, and shall establish them only 
when the program is required by statute or upon a specific finding that: 

(1) the vulnerability of, or threat to, specific information is exceptional; 
and 

(2) the normal criteria for determining eligibility for access applicable 
to information classified at the same level are not deemed sufficient to 
protect the information from unauthorized disclosure. 
(b) Requirements and limitations. 
(1) Special access programs shall be limited to programs in which the 
number of persons who ordinarily will have access will be reasonably 
small and commensurate with the objective of providing enhanced protec­
tion for the information involved. 

(2) Each agency head shall establish and maintain a system of accounting 
for special access programs consistent with directives issued pursuant 
to this order. 

(3) Special access programs shall be subject to the oversight program 
established under section 5.4(d) of this order. In addition, the Director 
of the Information Security Oversight Office shall be afforded access to 
these programs, in accordance with the security requirements of each 
program, in order to perform the functions assigned to the Information 
Security Oversight Office under this order. An agency head may limit 
access to a special access program to the Director of the Information 
Security Oversight Office and no more than one other employee of the 
Information Security Oversight Office or, for special access programs that 
are extraordinarily sensitive and vulnerable, to the Director only. 

(4) The agency head or principal deputy shall review annually each special 
access program to determine whether it continues to meet the requirements 
of this order. 

(5) Upon request, an agency head shall brief the National Security Advisor, 
or a designee, on any or all of the agency’s special access programs. 

(6) For the purposes of this section, the term ‘‘agency head’’ refers only 
to the Secretaries of State, Defense, Energy, and Homeland Security, the 
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Attorney General, and the Director of National Intelligence, or the principal 
deputy of each. 
(c) Nothing in this order shall supersede any requirement made by or 

under 10 U.S.C. 119. 
Sec. 4.4. Access by Historical Researchers and Certain Former Government 
Personnel. 

(a) The requirement in section 4.1(a)(3) of this order that access to classified 
information may be granted only to individuals who have a need-to-know 
the information may be waived for persons who: 

(1) are engaged in historical research projects; 

(2) previously have occupied senior policy-making positions to which 
they were appointed or designated by the President or the Vice President; 
or 

(3) served as President or Vice President. 
(b) Waivers under this section may be granted only if the agency head 

or senior agency official of the originating agency: 
(1) determines in writing that access is consistent with the interest of 
the national security; 

(2) takes appropriate steps to protect classified information from unauthor­
ized disclosure or compromise, and ensures that the information is safe­
guarded in a manner consistent with this order; and 

(3) limits the access granted to former Presidential appointees or designees 
and Vice Presidential appointees or designees to items that the person 
originated, reviewed, signed, or received while serving as a Presidential 
or Vice Presidential appointee or designee. 

PART 5—IMPLEMENTATION AND REVIEW 

Sec. 5.1. Program Direction. (a) The Director of the Information Security 
Oversight Office, under the direction of the Archivist and in consultation 
with the National Security Advisor, shall issue such directives as are nec­
essary to implement this order. These directives shall be binding on the 
agencies. Directives issued by the Director of the Information Security Over­
sight Office shall establish standards for: 

(1) classification, declassification, and marking principles; 
(2) safeguarding classified information, which shall pertain to the handling, 
storage, distribution, transmittal, and destruction of and accounting for 
classified information; 

(3) agency security education and training programs; 

(4) agency self-inspection programs; and 

(5) classification and declassification guides. 
(b) The Archivist shall delegate the implementation and monitoring func­

tions of this program to the Director of the Information Security Oversight 
Office. 

(c) The Director of National Intelligence, after consultation with the heads 
of affected agencies and the Director of the Information Security Oversight 
Office, may issue directives to implement this order with respect to the 
protection of intelligence sources, methods, and activities. Such directives 
shall be consistent with this order and directives issued under paragraph 
(a) of this section. 
Sec. 5.2. Information Security Oversight Office. (a) There is established within 
the National Archives an Information Security Oversight Office. The Archivist 
shall appoint the Director of the Information Security Oversight Office, sub­
ject to the approval of the President. 

(b) Under the direction of the Archivist, acting in consultation with the 
National Security Advisor, the Director of the Information Security Oversight 
Office shall: 

(1) develop directives for the implementation of this order; 
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(2) oversee agency actions to ensure compliance with this order and its 
implementing directives; 

(3) review and approve agency implementing regulations prior to their 
issuance to ensure their consistency with this order and directives issued 
under section 5.1(a) of this order; 

(4) have the authority to conduct on-site reviews of each agency’s program 
established under this order, and to require of each agency those reports 
and information and other cooperation that may be necessary to fulfill 
its responsibilities. If granting access to specific categories of classified 
information would pose an exceptional national security risk, the affected 
agency head or the senior agency official shall submit a written justification 
recommending the denial of access to the President through the National 
Security Advisor within 60 days of the request for access. Access shall 
be denied pending the response; 

(5) review requests for original classification authority from agencies or 
officials not granted original classification authority and, if deemed appro­
priate, recommend Presidential approval through the National Security 
Advisor; 

(6) consider and take action on complaints and suggestions from persons 
within or outside the Government with respect to the administration of 
the program established under this order; 

(7) have the authority to prescribe, after consultation with affected agencies, 
standardization of forms or procedures that will promote the implementa­
tion of the program established under this order; 

(8) report at least annually to the President on the implementation of 
this order; and 

(9) convene and chair interagency meetings to discuss matters pertaining 
to the program established by this order. 

Sec. 5.3. Interagency Security Classification Appeals Panel. 
(a) Establishment and administration. 
(1) There is established an Interagency Security Classification Appeals 
Panel. The Departments of State, Defense, and Justice, the National Ar­
chives, the Office of the Director of National Intelligence, and the National 
Security Advisor shall each be represented by a senior-level representative 
who is a full-time or permanent part-time Federal officer or employee 
designated to serve as a member of the Panel by the respective agency 
head. The President shall designate a Chair from among the members 
of the Panel. 

(2) Additionally, the Director of the Central Intelligence Agency may ap­
point a temporary representative who meets the criteria in paragraph 
(a)(1) of this section to participate as a voting member in all Panel delibera­
tions and associated support activities concerning classified information 
originated by the Central Intelligence Agency. 

(3) A vacancy on the Panel shall be filled as quickly as possible as 
provided in paragraph (a)(1) of this section. 

(4) The Director of the Information Security Oversight Office shall serve 
as the Executive Secretary of the Panel. The staff of the Information 
Security Oversight Office shall provide program and administrative support 
for the Panel. 

(5) The members and staff of the Panel shall be required to meet eligibility 
for access standards in order to fulfill the Panel’s functions. 

(6) The Panel shall meet at the call of the Chair. The Chair shall schedule 
meetings as may be necessary for the Panel to fulfill its functions in 
a timely manner. 

(7) The Information Security Oversight Office shall include in its reports 
to the President a summary of the Panel’s activities. 
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(b) Functions. The Panel shall: 
(1) decide on appeals by persons who have filed classification challenges 
under section 1.8 of this order; 

(2) approve, deny, or amend agency exemptions from automatic declas­
sification as provided in section 3.3 of this order; 

(3) decide on appeals by persons or entities who have filed requests 
for mandatory declassification review under section 3.5 of this order; 
and 

(4) appropriately inform senior agency officials and the public of final 
Panel decisions on appeals under sections 1.8 and 3.5 of this order. 
(c) Rules and procedures. The Panel shall issue bylaws, which shall be 

published in the Federal Register. The bylaws shall establish the rules and 
procedures that the Panel will follow in accepting, considering, and issuing 
decisions on appeals. The rules and procedures of the Panel shall provide 
that the Panel will consider appeals only on actions in which: 

(1) the appellant has exhausted his or her administrative remedies within 
the responsible agency; 

(2) there is no current action pending on the issue within the Federal 
courts; and 

(3) the information has not been the subject of review by the Federal 
courts or the Panel within the past 2 years. 
(d) Agency heads shall cooperate fully with the Panel so that it can 

fulfill its functions in a timely and fully informed manner. The Panel shall 
report to the President through the National Security Advisor any instance 
in which it believes that an agency head is not cooperating fully with 
the Panel. 

(e) The Panel is established for the sole purpose of advising and assisting 
the President in the discharge of his constitutional and discretionary authority 
to protect the national security of the United States. Panel decisions are 
committed to the discretion of the Panel, unless changed by the President. 

(f) An agency head may appeal a decision of the Panel to the President 
through the National Security Advisor. The information shall remain classi­
fied pending a decision on the appeal. 
Sec. 5.4. General Responsibilities. Heads of agencies that originate or handle 
classified information shall: 

(a) demonstrate personal commitment and commit senior management 
to the successful implementation of the program established under this 
order; 

(b) commit necessary resources to the effective implementation of the 
program established under this order; 

(c) ensure that agency records systems are designed and maintained to 
optimize the appropriate sharing and safeguarding of classified information, 
and to facilitate its declassification under the terms of this order when 
it no longer meets the standards for continued classification; and 

(d) designate a senior agency official to direct and administer the program, 
whose responsibilities shall include: 

(1) overseeing the agency’s program established under this order, provided 
an agency head may designate a separate official to oversee special access 
programs authorized under this order. This official shall provide a full 
accounting of the agency’s special access programs at least annually; 

(2) promulgating implementing regulations, which shall be published in 
the Federal Register to the extent that they affect members of the public; 

(3) establishing and maintaining security education and training programs; 

(4) establishing and maintaining an ongoing self-inspection program, which 
shall include the regular reviews of representative samples of the agency’s 
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original and derivative classification actions, and shall authorize appro­
priate agency officials to correct misclassification actions not covered by 
sections 1.7(c) and 1.7(d) of this order; and reporting annually to the 
Director of the Information Security Oversight Office on the agency’s self-
inspection program; 

(5) establishing procedures consistent with directives issued pursuant to 
this order to prevent unnecessary access to classified information, including 
procedures that: 

(A) require that a need for access to classified information be established 
before initiating administrative clearance procedures; and 

(B) ensure that the number of persons granted access to classified infor­
mation meets the mission needs of the agency while also satisfying oper­
ational and security requirements and needs; 

(6) developing special contingency plans for the safeguarding of classified 
information used in or near hostile or potentially hostile areas; 

(7) ensuring that the performance contract or other system used to rate 
civilian or military personnel performance includes the designation and 
management of classified information as a critical element or item to 
be evaluated in the rating of: 

(A) original classification authorities; 

(B) security managers or security specialists; and 

(C) all other personnel whose duties significantly involve the creation 
or handling of classified information, including personnel who regularly 
apply derivative classification markings; 

(8) accounting for the costs associated with the implementation of this 
order, which shall be reported to the Director of the Information Security 
Oversight Office for publication; 

(9) assigning in a prompt manner agency personnel to respond to any 
request, appeal, challenge, complaint, or suggestion arising out of this 
order that pertains to classified information that originated in a component 
of the agency that no longer exists and for which there is no clear successor 
in function; and 

(10) establishing a secure capability to receive information, allegations, 
or complaints regarding over-classification or incorrect classification within 
the agency and to provide guidance to personnel on proper classification 
as needed. 

Sec. 5.5. Sanctions. (a) If the Director of the Information Security Oversight 
Office finds that a violation of this order or its implementing directives 
has occurred, the Director shall make a report to the head of the agency 
or to the senior agency official so that corrective steps, if appropriate, may 
be taken. 

(b) Officers and employees of the United States Government, and its 
contractors, licensees, certificate holders, and grantees shall be subject to 
appropriate sanctions if they knowingly, willfully, or negligently: 

(1) disclose to unauthorized persons information properly classified under 
this order or predecessor orders; 

(2) classify or continue the classification of information in violation of 
this order or any implementing directive; 

(3) create or continue a special access program contrary to the requirements 
of this order; or 

(4) contravene any other provision of this order or its implementing direc­
tives. 
(c) Sanctions may include reprimand, suspension without pay, removal, 

termination of classification authority, loss or denial of access to classified 
information, or other sanctions in accordance with applicable law and agency 
regulation. 
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(d) The agency head, senior agency official, or other supervisory official 
shall, at a minimum, promptly remove the classification authority of any 
individual who demonstrates reckless disregard or a pattern of error in 
applying the classification standards of this order. 

(e) The agency head or senior agency official shall: 
(1) take appropriate and prompt corrective action when a violation or 
infraction under paragraph (b) of this section occurs; and 

(2) notify the Director of the Information Security Oversight Office when 
a violation under paragraph (b)(1), (2), or (3) of this section occurs. 

PART 6—GENERAL PROVISIONS 

Sec. 6.1. Definitions. For purposes of this order: 
(a) ‘‘Access’’ means the ability or opportunity to gain knowledge of classi­

fied information. 

(b) ‘‘Agency’’ means any ‘‘Executive agency,’’ as defined in 5 U.S.C. 105; 
any ‘‘Military department’’ as defined in 5 U.S.C. 102; and any other entity 
within the executive branch that comes into the possession of classified 
information. 

(c) ‘‘Authorized holder’’ of classified information means anyone who satis­
fies the conditions for access stated in section 4.1(a) of this order. 

(d) ‘‘Automated information system’’ means an assembly of computer hard­
ware, software, or firmware configured to collect, create, communicate, com­
pute, disseminate, process, store, or control data or information. 

(e) ‘‘Automatic declassification’’ means the declassification of information 
based solely upon: 

(1) the occurrence of a specific date or event as determined by the original 
classification authority; or 

(2) the expiration of a maximum time frame for duration of classification 
established under this order. 
(f) ‘‘Classification’’ means the act or process by which information is 

determined to be classified information. 

(g) ‘‘Classification guidance’’ means any instruction or source that pre­
scribes the classification of specific information. 

(h) ‘‘Classification guide’’ means a documentary form of classification 
guidance issued by an original classification authority that identifies the 
elements of information regarding a specific subject that must be classified 
and establishes the level and duration of classification for each such element. 

(i) ‘‘Classified national security information’’ or ‘‘classified information’’ 
means information that has been determined pursuant to this order or any 
predecessor order to require protection against unauthorized disclosure and 
is marked to indicate its classified status when in documentary form. 

(j) ‘‘Compilation’’ means an aggregation of preexisting unclassified items 
of information. 

(k) ‘‘Confidential source’’ means any individual or organization that has 
provided, or that may reasonably be expected to provide, information to 
the United States on matters pertaining to the national security with the 
expectation that the information or relationship, or both, are to be held 
in confidence. 

(l) ‘‘Damage to the national security’’ means harm to the national defense 
or foreign relations of the United States from the unauthorized disclosure 
of information, taking into consideration such aspects of the information 
as the sensitivity, value, utility, and provenance of that information. 

(m) ‘‘Declassification’’ means the authorized change in the status of infor­
mation from classified information to unclassified information. 

(n) ‘‘Declassification guide’’ means written instructions issued by a declas­
sification authority that describes the elements of information regarding 
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a specific subject that may be declassified and the elements that must 
remain classified. 

(o) ‘‘Derivative classification’’ means the incorporating, paraphrasing, re­
stating, or generating in new form information that is already classified, 
and marking the newly developed material consistent with the classification 
markings that apply to the source information. Derivative classification in­
cludes the classification of information based on classification guidance. 
The duplication or reproduction of existing classified information is not 
derivative classification. 

(p) ‘‘Document’’ means any recorded information, regardless of the nature 
of the medium or the method or circumstances of recording. 

(q) ‘‘Downgrading’’ means a determination by a declassification authority 
that information classified and safeguarded at a specified level shall be 
classified and safeguarded at a lower level. 

(r) ‘‘File series’’ means file units or documents arranged according to 
a filing system or kept together because they relate to a particular subject 
or function, result from the same activity, document a specific kind of 
transaction, take a particular physical form, or have some other relationship 
arising out of their creation, receipt, or use, such as restrictions on access 
or use. 

(s) ‘‘Foreign government information’’ means: 
(1) information provided to the United States Government by a foreign 
government or governments, an international organization of governments, 
or any element thereof, with the expectation that the information, the 
source of the information, or both, are to be held in confidence; 

(2) information produced by the United States Government pursuant to 
or as a result of a joint arrangement with a foreign government or govern­
ments, or an international organization of governments, or any element 
thereof, requiring that the information, the arrangement, or both, are to 
be held in confidence; or 

(3) information received and treated as ‘‘foreign government information’’ 
under the terms of a predecessor order. 
(t) ‘‘Information’’ means any knowledge that can be communicated or 

documentary material, regardless of its physical form or characteristics, that 
is owned by, is produced by or for, or is under the control of the United 
States Government. 

(u) ‘‘Infraction’’ means any knowing, willful, or negligent action contrary 
to the requirements of this order or its implementing directives that does 
not constitute a ‘‘violation,’’ as defined below. 

(v) ‘‘Integral file block’’ means a distinct component of a file series, as 
defined in this section, that should be maintained as a separate unit in 
order to ensure the integrity of the records. An integral file block may 
consist of a set of records covering either a specific topic or a range of 
time, such as a Presidential administration or a 5-year retirement schedule 
within a specific file series that is retired from active use as a group. 
For purposes of automatic declassification, integral file blocks shall contain 
only records dated within 10 years of the oldest record in the file block. 

(w) ‘‘Integrity’’ means the state that exists when information is unchanged 
from its source and has not been accidentally or intentionally modified, 
altered, or destroyed. 

(x) ‘‘Intelligence’’ includes foreign intelligence and counterintelligence as 
defined by Executive Order 12333 of December 4, 1981, as amended, or 
by a successor order. 

(y) ‘‘Intelligence activities’’ means all activities that elements of the Intel­
ligence Community are authorized to conduct pursuant to law or Executive 
Order 12333, as amended, or a successor order. 
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(z) ‘‘Intelligence Community’’ means an element or agency of the U.S. 
Government identified in or designated pursuant to section 3(4) of the Na­
tional Security Act of 1947, as amended, or section 3.5(h) of Executive 
Order 12333, as amended. 

(aa) ‘‘Mandatory declassification review’’ means the review for declassifica­
tion of classified information in response to a request for declassification 
that meets the requirements under section 3.5 of this order. 

(bb) ‘‘Multiple sources’’ means two or more source documents, classifica­
tion guides, or a combination of both. 

(cc) ‘‘National security’’ means the national defense or foreign relations 
of the United States. 

(dd) ‘‘Need-to-know’’ means a determination within the executive branch 
in accordance with directives issued pursuant to this order that a prospective 
recipient requires access to specific classified information in order to perform 
or assist in a lawful and authorized governmental function. 

(ee) ‘‘Network’’ means a system of two or more computers that can ex­
change data or information. 

(ff) ‘‘Original classification’’ means an initial determination that informa­
tion requires, in the interest of the national security, protection against 
unauthorized disclosure. 

(gg) ‘‘Original classification authority’’ means an individual authorized 
in writing, either by the President, the Vice President, or by agency heads 
or other officials designated by the President, to classify information in 
the first instance. 

(hh) ‘‘Records’’ means the records of an agency and Presidential papers 
or Presidential records, as those terms are defined in title 44, United States 
Code, including those created or maintained by a government contractor, 
licensee, certificate holder, or grantee that are subject to the sponsoring 
agency’s control under the terms of the contract, license, certificate, or 
grant. 

(ii) ‘‘Records having permanent historical value’’ means Presidential papers 
or Presidential records and the records of an agency that the Archivist 
has determined should be maintained permanently in accordance with title 
44, United States Code. 

(jj) ‘‘Records management’’ means the planning, controlling, directing, orga­
nizing, training, promoting, and other managerial activities involved with 
respect to records creation, records maintenance and use, and records disposi­
tion in order to achieve adequate and proper documentation of the policies 
and transactions of the Federal Government and effective and economical 
management of agency operations. 

(kk) ‘‘Safeguarding’’ means measures and controls that are prescribed to 
protect classified information. 

(ll) ‘‘Self-inspection’’ means the internal review and evaluation of indi­
vidual agency activities and the agency as a whole with respect to the 
implementation of the program established under this order and its imple­
menting directives. 

(mm) ‘‘Senior agency official’’ means the official designated by the agency 
head under section 5.4(d) of this order to direct and administer the agency’s 
program under which information is classified, safeguarded, and declassified. 

(nn) ‘‘Source document’’ means an existing document that contains classi­
fied information that is incorporated, paraphrased, restated, or generated 
in new form into a new document. 

(oo) ‘‘Special access program’’ means a program established for a specific 
class of classified information that imposes safeguarding and access require­
ments that exceed those normally required for information at the same 
classification level. 
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(pp) ‘‘Systematic declassification review’’ means the review for declassifica­
tion of classified information contained in records that have been determined 
by the Archivist to have permanent historical value in accordance with 
title 44, United States Code. 

(qq) ‘‘Telecommunications’’ means the preparation, transmission, or com­
munication of information by electronic means. 

(rr) ‘‘Unauthorized disclosure’’ means a communication or physical transfer 
of classified information to an unauthorized recipient. 

(ss) ‘‘U.S. entity’’ includes: 
(1) State, local, or tribal governments; 

(2) State, local, and tribal law enforcement and firefighting entities; 

(3) public health and medical entities; 

(4) regional, state, local, and tribal emergency management entities, includ­
ing State Adjutants General and other appropriate public safety entities; 
or 

(5) private sector entities serving as part of the nation’s Critical Infrastruc­
ture/Key Resources. 

(tt) ‘‘Violation’’ means: 

(1) any knowing, willful, or negligent action that could reasonably be 
expected to result in an unauthorized disclosure of classified information; 

(2) any knowing, willful, or negligent action to classify or continue the 
classification of information contrary to the requirements of this order 
or its implementing directives; or 

(3) any knowing, willful, or negligent action to create or continue a special 
access program contrary to the requirements of this order. 
(uu) ‘‘Weapons of mass destruction’’ means any weapon of mass destruction 

as defined in 50 U.S.C. 1801(p). 
Sec. 6.2. General Provisions. (a) Nothing in this order shall supersede any 
requirement made by or under the Atomic Energy Act of 1954, as amended, 
or the National Security Act of 1947, as amended. ‘‘Restricted Data’’ and 
‘‘Formerly Restricted Data’’ shall be handled, protected, classified, down­
graded, and declassified in conformity with the provisions of the Atomic 
Energy Act of 1954, as amended, and regulations issued under that Act. 

(b) The Director of National Intelligence may, with respect to the Intel­
ligence Community and after consultation with the heads of affected depart­
ments and agencies, issue such policy directives and guidelines as the 
Director of National Intelligence deems necessary to implement this order 
with respect to the classification and declassification of all intelligence 
and intelligence-related information, and for access to and dissemination 
of all intelligence and intelligence-related information, both in its final form 
and in the form when initially gathered. Procedures or other guidance issued 
by Intelligence Community element heads shall be in accordance with such 
policy directives or guidelines issued by the Director of National Intelligence. 
Any such policy directives or guidelines issued by the Director of National 
Intelligence shall be in accordance with directives issued by the Director 
of the Information Security Oversight Office under section 5.1(a) of this 
order. 

(c) The Attorney General, upon request by the head of an agency or 
the Director of the Information Security Oversight Office, shall render an 
interpretation of this order with respect to any question arising in the 
course of its administration. 

(d) Nothing in this order limits the protection afforded any information 
by other provisions of law, including the Constitution, Freedom of Informa­
tion Act exemptions, the Privacy Act of 1974, and the National Security 
Act of 1947, as amended. This order is not intended to and does not 
create any right or benefit, substantive or procedural, enforceable at law 

APP. 408



VerDate Nov<24>2008 17:28 Jan 04, 2010 Jkt 220001 PO 00000 Frm 00027 Fmt 4705 Sfmt 4790 E:\FR\FM\05JAE0.SGM 05JAE0 O
B

#1
.E

P
S

<
/G

P
H

>

sr
ob

in
so

n 
on

 D
S

K
H

W
C

L6
B

1P
R

O
D

 w
ith

 M
IS

C
E

LL
A

N
E

O
U

S

731 Federal Register / Vol. 75, No. 2 / Tuesday, January 5, 2010 / Presidential Documents 

by a party against the United States, its departments, agencies, or entities, 
its officers, employees, or agents, or any other person. The foregoing is 
in addition to the specific provisos set forth in sections 1.1(b), 3.1(c) and 
5.3(e) of this order. 

(e) Nothing in this order shall be construed to obligate action or otherwise 
affect functions by the Director of the Office of Management and Budget 
relating to budgetary, administrative, or legislative proposals. 

(f) This order shall be implemented subject to the availability of appropria­
tions. 

(g) Executive Order 12958 of April 17, 1995, and amendments thereto, 
including Executive Order 13292 of March 25, 2003, are hereby revoked 
as of the effective date of this order. 
Sec. 6.3. Effective Date. This order is effective 180 days from the date 
of this order, except for sections 1.7, 3.3, and 3.7, which are effective 
immediately. 

Sec. 6.4. Publication. The Archivist of the United States shall publish this 
Executive Order in the Federal Register. 

THE WHITE HOUSE, 
December 29, 2010. 

[FR Doc. E9–31418 

Filed 1–4–10; 11:15 am] 
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