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April 22, 2009

By Fax

Hon. John G. Koeltl
U.S. District Court
for the Southern District of New York
500 Pearl St., Room 1030
New York, NY 10007-1312

Re: Ammnesty Int’l v. Blair, No. 08-cv-6259

Dear Judge Koeltl,

We write to draw the Court’s attention to a recent news report discussing
the government’s implementation of the statute that plaintiffs have challenged in
this case. See Eric Lichtblau & James Risen, Officials Say U.S. Wiretaps
Exceeded Law, N.Y. Times, Apr. 15, 2009. (A copy of the article is attached.)
The article reveals, based on interviews with high government officials, that,
pursuant to the statutory provisions challenged in this case, the government has
engaged in “significant and systemic” “over-collection” of Americans’ purely
domestic communications. According to the report, the government has

“inadvertently ‘target[ed}’ groups of Americans and collect[ed] their domestlc
communications without proper court authority.”

The parties in this case have cross-moved for summary judgment, and
accordingly it is common ground that there are no material facts in dispute.
Plaintiffs bring the Court’s attention to the New York Times report because it
underscores that the government’s characterization of the challenged statute is
inaccurate. For example, the government has argued that the FAA does not have
substantial implications for the privacy of Americans’ domestic communications.
See, e.g., Gov’t Br. at 45 (arguing that FAA “acquisitions project the
Government’s surveillance power outward, not inward —a fact that by itself
attenuates any risk to U.S. persons’ civil liberties and makes a warrant
requirement inappropriate.”). The New York Times report, however, confirms
what is apparent from the face of the statute — that, as plaintiffs have stated, “[t]he
FAA is likely to have dramatic implications for the privacy of Americans purely
domestic communications.” Pls’ Br. at 44,

The government has also disputed plaintiffs’ use of the phrase “dragnet
surveillance™ to describe the kind of surveillance that the FAA permits. See, e.g.,
Gov’t Reply at 1 (“No matter how many times plaintiffs say otherwise, § 1881a
was not intended to provide, and in fact does not provide, any kind of unfettered
authority for ‘dragnet’ surveillance of American citizens™). The New York Times



report, however, states that the government has in fact instituted searches
designed to vacuum up huge numbers of undifferentiated communications.

Again, the parties are in agreement that there are no material facts in
dispute and that the issues before the Court are purely legal. The New York Times
report simply confirms what is evident from the face of the statute.

Plaintiffs ask that this letter be docketed as part of the record in this case.

fully submitted,

AMERICAN CIVIL LIBERTIES Encl.
UNION FOUNDATION .
cc: David Jones
Assistant United States Attorney, S.D.N.Y.
86 Chambers St,

New York, NY 10007
Fax: 212 637 2702

Anthony J. Coppolino

Justice Department, Civil Division
Federal Programs Branch, Room 6102
20 Massachusetts Ave., N.W.
Washington, D.C, 20530

Fax: 202 616 8460
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April 16, 2009

Officials Say U.S. Wiretaps Exceeded Law

By ERICLICHTBILAU and JAMES RISEN

WASHINGTON — The National Security Agency intercepted private e-mail messages and phone calls of
Americans in recent months on a scale that went beyond the broad legal limits established by Congress last
year, government officials said in recent interviews.

Several intelligence officials, as well as lawyers briefed about the matter, said the N.S.A. had been engaged in
“overcollection” of domestic communications of Americans. They described the practice as significant and
systemic, although one official said it was believed to have been unintentional,

The legal and operational problems surrounding the N.S.A.’s surveillance activities have come under scrutiny
from the Obama administration, Congressional intelligence committees and a secret national security court,
said the intelligence officials, who spoke only on the condition of anonymity because N.S.A. activities are
classified. Classified government briefings have been held in recent weeks in response to a brewing
controversy that some officials worry could damage the credibility of legitimate intelligence-gathering efforts.

The Justice Department, in response to inquiries from The New York Times, acknowledged Wednesday night
that there had been problems with the N.S.A. surveillance operation, but said they had been resolved.

As part of a periodic review of the agency’s activities, the department “detected issues that raised concerns,”
it said. Justice Department officials then “took comprehensive steps to correct the situation and bring the
program into compliance” with the law and court orders, the statement said. It added that Attorney Genera}
Eric H. Holder Jr, went to the national security court to seek a renewal of the surveillance program only after
new safeguards were put in place,

In a statement on Wednesday night, the N.S.A. said that its “intelligence operations, intluding programs for
collection and analysis, are in strict accordance with U.S. laws and regulations.” The Office of the Director of
National Intelligence, which oversees the intelligence community, did not address specific aspects of the
surveillance problems but said in a statement that “when inadvertent mistakes are made, we take it very
seriously and work immediately to correct them.”

The questions may not be settled yet. Intelligence officials say they are still examining the scope of the N.S.A.
practices, and Congressional investigators say they hope to determine if any violations of Americans’ privacy
occurred. It is not clear to what extent the agency may have actively listened in on conversations or read e-
mail messages of Americans without proper court authority, rather than simply obtained access to them.

The intelligence officials said the problems had grown out of changes enacted by Congress last July in the law
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that regulates the government’s wiretapping powers, and the challenges posed by enacting a new framework
for collecting intelligence on terrorism and spying suspects.

While the N.S.A.’s operations in recent months have come under examination, new details are also emerging
about earlier domestic-surveillance activities, including the agency’s attempt to wiretap a member of
Congress, without court approval, on an overseas trip, current and former intelligence officials said.

After a contentious three-year debate that was set off by the disclosure in 2005 of the program of wiretapping
without warrants that President George W. Bush approved after the Sept. 11 attacks, Congress gave the '
N.S.A. broad new authority to collect, without court-approved warrants, vast streams of international phone
and e-mail traffic as it passed through American telecommunications gateways. The targets of the
eavesdropping had to be “reasonably believed” to be outside the United States. Under the new legislation,
however, the N.S.A, still needed court approval to monitor the purely domestic communications of
Americans who came under suspicion.

In recent weeks, the eavesdropping agency notified members of the Congressional intelligence committees
that it had encountered operational and legal problems in complying with the new wiretapping law,
Congressional officials said.

Officials would not discuss details of the overcollection problem because it involves classified intelligence-
gathering techniques. But the issue appears focused in part on technical problems in the N.S.A.’s ability at
times to distinguish between communications inside the United States and those overseas as it uses its access
to American telecommunications companies’ fiber-optic lines and its own spy satellites to intercept millions
of calls and e-mail messages.

One official said that led the agency to inadvertently “target” groups of Americans and collect their domestic
communications without proper court authority. Officials are still trying to determine how many violations
may have occurred.

The overcollection problems appear to have been uncovered as part of a twice-annual certification that the
Justice Department and the director of national intelligence are required to give to the Foreign Intelligence
Surveillance Court on the protocols that the N.S.A. is using in wiretapping. That review, officials said, began
in the waning days of the Bush administration and was continued by the Obama administration. It led
intelligence officials to realize that the N.S.A. was improperly capturing information involving significant
amounts of American traffic.

Notified of the problems by the N.S.A., officials with both the House and Senate intelligence committees said
they had concerns that the agency had ignored civil liberties safeguards built into last year’s wiretapping law.
“We have received notice of a serious issue involving the N.S.A., and we've begun inquiries into it,” a
Congressional staff member said.

Separate from the new inquiries, the Justice Department has for more than two years been investigating
aspects of the N.S.A.’s wiretapping program.

As part of that investigation, a senior F.B.L. agent recently came forward with what the inspector general’s
office described as accusations of “significant misconduct” in the surveillance program, people with
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knowledge of the investigation said. Those aceusations are said to involve whether the N.S.A. made
Americans targets in eavesdropping operations based on insufficient evidence tying them to terrorism.

And in one previously undisclosed episode, the N.S.A. tried to wiretap a member of Congress without a
warrant, an intelligence official with direct knowledge of the matter said.

The agency believed that the congressman, whose identity could not be determined, was in contact — as part
of a Congressional delegation to the Middle East in 2005 or 2006 — with an extremist who had possible
terrorist ties and was already under surveillance, the official said. The agency then sought to eavesdrop on
the congressman’s conversations, the official said.

The official said the plan was ultimately blocked because of concerns from some intelligence officials about

using the N.S.A,, without court oversight, to spy on a member of Congress.
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