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INTRODUCTION

1. This complaint challenges a widespread domestic surveillance program that
targets constitutionally protected conduct and encourages racial and religious profiling.

Plaintiffs are five United States citizens — two photographers, one white man who is a devout
Muslim, and two men of Middle Eastern and South Asian descent. They engaged in innocuous,
lawful, and in some cases First Amendment protected activity. Two were photographing sites of
aesthetic interest, one was likely viewing a website about video games inside his home, one was
buying computers at Best Buy, and another was standing outside a restroom at a train station
while waiting for his mother. Due to the standards issued by Defendants that govern the
reporting of information about people supposedly involved in terrorism, Plaintiffs were reported
as having engaged in “suspicious activities,” reports about them were entered into
counterterrorism databases, and they were subjected to unwelcome and unwarranted law
enforcement scrutiny and interrogation. Defendants’ unlawful standards for maintaining a
federal law enforcement database regarding such supposedly “suspicious” activities have not
yielded any demonstrable benefit in the fight against terrorism, but they have swept up innocent
Americans in violation of federal law.

2. Through the National Suspicious Activity Reporting Initiative (“NSI’*), the federal
government encourages state and local law enforcement agencies as well as private actors to
collect and report information that has a potential nexus to terrorism in the form of so-called
Suspicious Activity Reports (“SARs”). SARs are collected and maintained in various
counterterrorism databases and disseminated to law enforcement agencies across the country.
An individual who is reported in a SAR is flagged as a person with a potential nexus to terrorism
and automatically falls under law enforcement scrutiny, which may include intrusive questioning
by local or federal law enforcement agents. Even when the Federal Bureau of Investigation
concludes that the person did not have any nexus to terrorism, a SAR can haunt that individual
for decades, as SARs remain in federal databases for up to 30 years.

3. Defendants Department of Justice (*DOJ”) and Program Manager of the

Information Sharing Environment (“PM-ISE”) have issued standards governing the types of
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information that should be reported in a SAR. Both standards authorize the collection,
maintenance, and dissemination of information, in the absence of any reasonable suspicion of
criminal activity. Defendants have also identified specific categories of behavior that they claim
satisfy each agency’s standard and should be reported as suspicious. These behavioral categories
range from the constitutionally protected (photographing infrastructure) to the absurd (*acting
suspiciously”).

4, Defendants’ standards conflict with a duly promulgated regulation of Defendant
DOJ that prohibits the collection, maintenance, and dissemination of criminal intelligence
information, unless there is reasonable suspicion of criminal activity. See 28 C.F.R. § 23 (1993).
The regulation’s reasonable suspicion requirement reflects the constitutional principle that law
enforcement should not take action against someone, unless there is good reason to believe
criminal activity is afoot. Neither of Defendants’ standards for reporting suspicious activity was
promulgated in accordance with the notice and comment requirements of the Administrative
Procedure Act (“APA”), 5 U.S.C. § 551 et seq. (2012). As a result, Defendants’ issuance and
implementation of standards for suspicious activity reporting violate federal statutory
requirements that agencies not act in an arbitrary and capricious manner and observe the
procedures required by law. Through this action for declaratory and injunctive relief, Plaintiffs
seek to set aside as unlawful Defendants’ standards for suspicious activity reporting.

PARTIES

5. Plaintiff Wiley Gill is a United States citizen and a custodian at California State
University, Chico (“Chico State”). Mr. Gill converted to Islam while he was a student at Chico
State. He resides in Chico, California. He is the subject of a SAR, attached as Appendix A to
this Complaint. The SAR was uploaded to eGuardian, a law enforcement database maintained
by the FBI. The SAR identifies Mr. Gill as a “Suspicious Male Subject in Possession of Flight
Simulator Game.” Mr. Gill was likely viewing a website about video games on his computer at
home, when two officers of the Chico Police Department entered and searched his home without

voluntary consent or a warrant based on probable cause.
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6. Plaintiff James Prigoff is a United States citizen and an internationally renowned
photographer of public art. Mr. Prigoff resides in Sacramento, California. Private security
guards warned Mr. Prigoff not to photograph a piece of public art called the “Rainbow Swash” in
Boston, Massachusetts. As a result of that encounter, an agent of the Federal Bureau of
Investigation (“FBI””) went to Mr. Prigoff’s home in Sacramento several months later and
questioned at least one neighbor about him. Upon information and belief, Mr. Prigoff is the
subject of a SAR or SAR precursor report.

7. Plaintiff Khaled Ibrahim is a United States citizen of Egyptian descent who works
as an accountant for Nordix Computer Corporation, a computer network consulting and service
company. He formerly worked as a purchasing agent for Nordix. Mr. lbrahim resides in San
Jose, California. Mr. Ibrahim is the subject of a SAR, attached as Appendix B to the Complaint.
The SAR describes a “[s]uspicious attempt to purchase large number of computers.” Mr.
Ibrahim attempted to make a bulk purchase of computers from a Best Buy retail store in Dublin,
California, in his capacity as a purchasing agent for Nordix. The SAR was uploaded to
eGuardian, a law enforcement database maintained by the FBI. Dublin is located in Alameda
County, California.

8. Plaintiff Tariqg Razak is a United States citizen of Pakistani descent. A graduate
of the University of California at Irvine, he works in the bio-tech industry. Mr. Razak resides in
Placentia, California. Mr. Razak is the subject of a SAR, attached as Appendix C to this
Complaint. The SAR identifies Mr. Razak as a “Male of Middle Eastern decent [sic] observed
surveying entry/exit points” at the Santa Ana Train Depot and describes him as exiting the
facility with “a female wearing a white burka head dress.” Mr. Razak had never been to the
Depot before and was finding his way to the county employment resource center, which is
located inside the Depot and where he had an appointment. The woman accompanying him was
his mother.

9. Plaintiff Aaron Conklin is a graphic design student and amateur photographer.
He resides in Vallejo, California. Private security guards have twice prevented Mr. Conklin

from taking photographs of industrial architecture from public locations. One such incident
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occurred outside the Shell refinery in Martinez, California, and resulted in Mr. Conklin being
detained and having his camera and car searched by Contra Costa County Sheriff’s Deputies,
who told Mr. Conklin that he would be placed on an “NSA watchlist.” Upon information and
belief, Mr. Conklin is the subject of a SAR. Martinez is located in Contra Costa County,
California.

10. Defendant DOJ is a federal agency within the meaning of the APA, 5 U.S.C. §
551(1). DOJ, through its components, has issued a standard governing SAR reporting, conducts
trainings on that standard, and plays a major role in implementing the NSI.

11. The FBI is a component of DOJ with both intelligence and law enforcement
responsibilities. The FBI has issued a standard governing the reporting of SARs, and trains law
enforcement and private sector personnel on its SAR reporting standard. The FBI oversees and
maintains the eGuardian system, which serves as a repository for SARs and allows thousands of
law enforcement personnel and analysts across the country to access SARs in the eGuardian
system. The FBI is one of the primary entities responsible for the NSI.

12. The Office of Justice Programs (“OJP”’) was created pursuant to 42 U.S.C. § 3711
(2012) and is a component of Defendant DOJ. OJP administers grants to state and local law
enforcement entities. Upon information and belief, OJP funding supports, among other things,
entities that engage in the collection, maintenance, and dissemination of SARs, and systems that
collect, maintain, and disseminate SARSs.

13. The Bureau of Justice Assistance (“BJA”), within OJP, provides assistance to
local criminal justice programs through policy, programming, and planning. BJA served as the
executive agent of the NSI until October 2013. BJA has issued a standard governing the
reporting of SARS, and conducts trainings on its SAR reporting standard.

14, The Program Management Office (“PMQ”), also a component of DOJ, has played
a key role in implementing the NSI. On December 17, 2009, DOJ was named the executive
agent to establish and operate the PMO for the NSI. In March 2010, DOJ established the NSI

PMO within BJA to support nationwide implementation of the SAR process.
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15. Defendant Eric Holder is the Attorney General of the United States and as the
head of DOJ is responsible for the regulations, guidelines, and standards adopted by DOJ. He is
sued in his official capacity.

16. Defendant PM-ISE is a federal agency within the meaning of the APA, 5 U.S.C. 8
551(1) (2012). Pursuant to the Intelligence Reform and Terrorism Prevention Act of 2004
(“IRTPA”), PM-ISE is charged with issuing uniform standards for sharing terrorism and
homeland security information across federal, state, and local governments. 6 U.S.C. § 485
(2012). PM-ISE has issued a standard governing SAR reporting and conducts trainings on that
standard. PM-ISE’s standard for SAR reporting is set forth in “Information Sharing
Environment (ISE) - Functional Standard (FS) - Suspicious Activity Reporting (SAR) Version
1.5” (*“Functional Standard 1.5”), which the agency issued in May 2009. Functional Standard
1.5 is attached as Appendix D to this Complaint.

17. Defendant Kshemendra Paul occupies the office of the PM-ISE, is the head of
PM-ISE, and is responsible for the regulations, guidelines, and standards adopted by PM-ISE.
He is sued in his official capacity.

JURISDICTION AND VENUE

18. This is an action under the APA, to set aside agency actions because they are
arbitrary and capricious, an abuse of discretion, and not in accordance with law, and because
they are without observance of procedure required by law. See 5 U.S.C. § 706 (2)(A), (D)
(2012). This Court has subject matter jurisdiction pursuant to 28 U.S.C. 8 1331 and § 1349
(2012).

19. The Court has authority to grant declaratory relief pursuant to the Declaratory
Judgment Act, 28 U.S.C. § 2201 and § 2202 (2012).

20. Venue is proper in this district pursuant to 28 U.S.C. 8 1391(e) (2012) because
Defendants are agencies of the United States and officers of the United States sued in their
official capacities, a substantial part of the events or omissions giving rise to this action occurred
in this district, including Alameda and Contra Costa Counties, and one or more plaintiffs reside

in this district.
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INTRADISTRICT ASSIGNMENT

21. Pursuant to Local Rule 3-2(c) and (d), assignment to the San Francisco-Oakland
Division is proper because a substantial part of the events giving rise to this action occurred in
Alameda and Contra Costa Counties.

FACTUAL ALLEGATIONS

A. The Nationwide Suspicious Activity Reporting Initiative

22.  The federal government created the NSI to facilitate the sharing of information
potentially related to terrorism across federal, state, local, and tribal law enforcement agencies.
In particular, the NSI creates the capability to share reports of information with a potential nexus
to terrorism, which have been dubbed Suspicious Activity Reports.

23. Fusion centers are focal points of the system for sharing SARs. There are
currently 78 fusion centers nationwide. They are generally, though not always, owned and
operated by state or local government entities. Fusion centers receive federal financial support,
including from OJP.

24. Defendants PM-ISE and DQOJ train state, local, and tribal law enforcement
agencies as well as private entities to collect information about activities with a potential nexus
to terrorism based on the standard each agency has adopted, and to submit the information in the
form of a SAR, either to a fusion center or the FBI.

25. Fusion centers gather, receive, store, analyze, and share terrorism and other
threat-related information, including SARs. On information and belief, fusion centers collect,
maintain, and disseminate SARs through databases that receive financial support from OJP.

26. Defendants train fusion center analysts in their respective standards for SAR
reporting. Fusion center analysts review submitted SARs. If a SAR meets Defendants’
standards, it is uploaded to one or more national databases, such as the FBI’s eGuardian system,
where it can be accessed by the FBI and law enforcement agencies across the country. The
federal government maintains SARs sent to the FBI’s eGuardian system for 30 years. This is
done even when the FBI determines that the SAR has no nexus to terrorism. See Functional

Standard 1.5 at 34, 53; United States Government Accountability Office, “Information Sharing:
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Additional Actions Could Help Ensure That Efforts to Share Terrorism-Related Suspicious

Activity Reports Are Effective” at 7 (March 2013) (“GAO SAR Report™).

27.

Pursuant to the process created by Defendants PM-ISE and DOJ for suspicious

activity reporting, individuals who are the subject of a SAR are automatically subjected to law

enforcement scrutiny at multiple levels of government. That scrutiny may include, but is not

limited to, follow-up interviews and other forms of investigation by law enforcement. For

example:

(a) Atthe initial response and investigation stage, and even before a SAR is
submitted to a fusion center or the FBI, Defendant PM-ISE instructs the federal,
state, local, or tribal law enforcement agency with jurisdiction to respond to the
reported observation by “gather[ing] additional facts through personal
observations, interviews, and other investigative activities. This may, at the
discretion of the [responding] official, require further observation or engaging the
suspect in conversation.” Functional Standard 1.5 at 32.

(b) Fusion center personnel “tak[e] steps to investigate SARs — such as
interviewing the individual engaged in suspicious activity or who witnessed
suspicious activity — before providing the SARs to the FBI.” GAO SAR Report at
16. Officials from fusion centers do investigative work as part of their vetting
process. Id. at 17.

(c) The FBI reviews all SARs that it receives from fusion centers for follow-up.
That follow-up can take the form of an interview with the subject of the SAR, and
includes, but is not limited to, engaging in a threat assessment of or opening an
investigation into the subject.

(d) FBI agents have admitted that they are required to follow-up on SARs, even
when they know the individual does not pose a threat. For example, a
professional freelance photographer in Los Angeles, California who specializes in
industrial photography, has twice been interviewed by the FBI after

photographing industrial sites. After security guards instructed him not to
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photograph certain industrial sites in the area of the Port of Long Beach in April
2008, FBI agents visited him at his home to question him about the incident. The
FBI contacted him again, after Los Angeles Sheriff’s Department personnel
interfered with his efforts to photograph another industrial site in approximately
December 2009. The FBI agent told the photographer that he knew the
photographer did not pose a threat but that because a report had been opened, he
was required to follow-up on it.
(e) As explained above, SARs that have been uploaded to a national database can
be accessed by law enforcement agencies nationwide. Once uploaded to a
national database, the subject of a SAR faces scrutiny and potential investigation
by one or more of the law enforcement agencies across the country that has access
to the database. That scrutiny is only increasing, as queries of national SAR
databases have dramatically jumped in recent years. The number of queries of
national SAR databases such as eGuardian has risen from about 2,800 queries as
of July 2010 to more than 71,000 queries as of February 2013. See GAO SAR
Report at 36.
28.  This surveillance program has not proven effective in the fight against terrorism.
The United States Government Accountability Office (“GAQ”) has faulted the program for
failing to demonstrate any results-oriented outcomes, such as arrests, convictions, or thwarted
threats, even though tens of thousands of SARs had been deemed sufficiently significant to be
uploaded to national SAR databases as of October 2012. See GAO SAR Report at 33, 36-38. In
2012, a Senate Subcommittee reviewed a year of similar intelligence reporting from state and
local authorities, and identified “dozens of problematic or useless” reports “potentially violating
civil liberties protections.” United States Senate, Permanent Subcommittee on Investigations,
Committee on Homeland Security and Governmental Affairs, “Federal Support for and
Involvement in State and Local Fusion Centers,” October 3, 2012 at 27. Another report, co-
authored by Los Angeles Police Department Deputy Chief Michael Downing, found that SARS

have “flooded fusion centers, law enforcement, and other security entities with white noise.”
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The George Washington University Homeland Security Policy Institute, “Counterterrorism

Intelligence: Fusion Center Perspectives,” June 26, 2012 at 31.

29.

While the SARs process has not proven effective in combating terrorism, it has

been extremely effective in sweeping up innocent Americans and recording their lawful activity

in federal counterterrorism databases. Over 1,800 SARs from fusion centers in California show

that the program targets First Amendment protected activity such as photography and encourages

racial and religious profiling. Examples of SARs that met Defendants’ standards for SAR

reporting and have been uploaded to the FBI’s eGuardian database include:

“Suspicious ME [Middle Eastern] Males Buy Several Large Pallets of Water”

A sergeant from the ElIk Grove Police Department reported “on a suspicious
individual in his neighborhood”; the sergeant had “long been concerned about a
residence in his neighborhood occupied by a Middle Eastern male adult physician
who is very unfriendly”

“Female Subject taking photos of Folsom Post Office”

“an identified subject was reported to be taking photographs of a bridge crossing
the American River Bike trail”

“I was called out to the above address regarding a male who was taking
photographs of the [name of facility blacked out] [in Commerce, California]. The
male stated, he is an artist and enjoys photographing building[s] in industrial
areas ... [and] stated he is a professor at San Diego State private college, and
takes the photos for his art class.”

“l observed a male nonchalantly taking numerous pictures inside a purple line
train [in Los Angeles County] ... The male said he was taking pictures because
they were going to film the television show ‘24’ on the train next week.”

“two middle eastern looking males taking photographs of Folsom Dam. One of
the ME males appeared to be in his 50°s”

“Suspicious photography of the Federal Courthouse in Sacramento”: an “AUSA

[Assistant United States Attorney] reported to the Court Security Officer (CSO) a

COMPLAINT FOR DECLARATORY AND INJUNCTIVE RELIEF 10
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suspicious vehicle occupied by what [name blacked out] described as two Middle
Eastern males, the passenger being between 40-50 years of age.”

e “Suspicious photography of Folsom Dam by Chinese Nationals”: “a Sac County
Sheriff's Deputy contacted 3 adult Asian males who were taking photos of
Folsom Dam. They were evasive when the deputy asked them for identification
and said their passports were in their vehicle.”

B. Conflicting Federal Rules for Collection of Intelligence Information

30. Defendants have issued three separate rules governing the collection of
intelligence information, in particular, suspicious activity reports. Only one of these rules,
however, requires reasonable suspicion of criminal activity for the information to be collected,
maintained, and disseminated, and only that rule was duly promulgated under the APA.

1. 28 C.F.R. Part 23

31. On June 19, 1968, President Lyndon B. Johnson signed into law the Omnibus
Crime Control and Safe Streets Act of 1968 (“Omnibus Act”). The Act created the Law
Enforcement Administration Agency (“LEAA”), a forerunner to OJP and a component of DOJ,
and authorized it to oversee the distribution of federal grants to state and local law enforcement
programs.

32. In 1978, after observing the notice and comment process set forth in the APA,
Defendant DOJ, through its component the LEAA, published a final rule establishing operating
principles for “Criminal Intelligence Systems.” See 28 C.F.R. 8 23 (1993). The regulation was
promulgated pursuant to the LEAA’s statutory mandate to ensure that criminal intelligence is not
collected, maintained, or disseminated *“in violation of the privacy and constitutional rights of
individuals.” 42 U.S.C. 8 3789g(c) (2012).

33. Several commenters on the then-proposed regulation “were concerned that the
collection and maintenance of intelligence information should only be triggered by a reasonable
suspicion that an individual is involved in criminal activity.” See 43 Fed. Reg. 28,572 (June 30,
1978). The agency concurred, and the proposed operating principles were “revised to require

this criteria as a basis for collection and maintenance of intelligence information.” 1d.
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34.  Among other requirements, the final rule provides that a “project shall collect and
maintain criminal intelligence information concerning an individual only if there is reasonable
suspicion that the individual is involved in criminal conduct or activity and the information is
relevant to that criminal conduct or activity.” 28 CFR § 23.20(a).

35. In addition, the regulation states that while “pooling of information about” various
kinds of criminal activities such as drug trafficking, smuggling, and public corruption can be
helpful in “expos[ing] ... ongoing networks of criminal activity,” “the collection and exchange
of intelligence data necessary to support control of serious criminal activity may represent
potential threats to the privacy of individuals to whom such data relates,” and the privacy
guidelines set forth in 28 CFR Part 23 are therefore necessary. 28 CFR § 23.2.

36. In 1980, DOJ amended the rule, following the public notice and comment process
set forth in the APA, to extend the reach of 28 C.F.R. Part 23 to criminal intelligence systems
funded by both discretionary and formula grants. 45 Fed. Reg. 61,612 (Sep. 17, 1980).

37. DOJ amended the rule again in 1993 to include a definition of “reasonable
suspicion”:

Reasonable Suspicion . . . is established when information exists which establishes

sufficient facts to give a trained law enforcement or criminal investigative agency officer,

investigator, or employee a basis to believe that there is a reasonable possibility that an
individual or organization is involved in a definable criminal activity or enterprise.

See 28 C.F.R. § 23.20.

38. “Reasonable suspicion” is the time-tested, constitutional standard that limits law
enforcement from taking action against someone, unless there is good reason to believe criminal
activity is afoot.

39. One commenter argued that “reasonable suspicion . . . is not necessary to the
protection of individual privacy and Constitutional rights, [and suggested] instead that
information in a funded intelligence system need only be ‘necessary and relevant to an agency’s

lawful purposes.”” 58 Fed. Reg. 178, 48451 (Sept. 16, 1993). The agency disagreed, replying:

the potential for national dissemination of information in intelligence information
systems, coupled with the lack of access by subjects to challenge the information,
justifies the reasonable suspicion standard as well as other operating principle restrictions
set forth in this regulation. Also, the quality and utility of “hits’ in an information system

COMPLAINT FOR DECLARATORY AND INJUNCTIVE RELIEF 12
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is enhanced by the reasonable suspicion requirement. Scarce resources are not wasted by
agencies in coordinating information on subjects for whom information is vague,
incomplete and conjectural.

40. DOJ made an attempt in 2008 to amend the regulation to weaken its privacy
protections. In particular, the proposed rule would have (1) permitted information to be stored
regarding organizations as well as individuals; (2) allowed information to be stored based on
reasonable suspicion related to “domestic and international terrorism, including material support
thereof,” and (3) eliminated the requirement that law enforcement agencies receiving information
from a Criminal Intelligence System agree to comply with 28 C.F.R. Part 23, so that recipients
would merely need to have procedures “consistent with” Section 23. See 73 Fed. Reg. 44,674
(July 31, 2008). This attempted rulemaking, however, met with criticism and DOJ withdrew its
proposed rule. The regulation has remained unchanged since its last amendment in 1993.

41. In short, in initially adopting the regulation, DOJ emphasized the importance of
the reasonable suspicion requirement and since then has expanded the scope of the regulation,
reiterated the importance of the reasonable suspicion requirement, and withdrawn efforts to
weaken the regulation’s privacy protections.

2. PM-ISE Standard for Suspicious Activity Reporting

42. Defendant PM-ISE subsequently issued a standard for SAR reporting that —
unlike 28 CFR Part 23 — does not require reasonable suspicion of criminal activity before a
suspicious activity report is collected, maintained, or disseminated and was not issued through
the notice and comment procedure required by the APA, thus dodging public review.

43. Pursuant to the exercise of its statutory authority to “exercise governmentwide
authority over the sharing of [terrorism and homeland security] information,” 6 U.S.C. 8§
485(f) (1) (2012), PM-ISE has issued “Functional Standards” governing suspicious activity
reporting.

44, In or about May 2009, PM-ISE released Information Sharing Environment (ISE) -
Functional Standard (FS) - Suspicious Activity Reporting (SAR) Version 1.5 (“Functional

Standard 1.5”), which remains currently in effect. It sets forth the following standard for
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suspicious activity reporting: “[o]bserved behavior reasonably indicative of pre-operational
planning related to terrorism or other criminal activity.” Functional Standard 1.5 at 2 (emphasis
added).

45, The agency has expressly acknowledged that Functional Standard 1.5 requires

“less than the ‘reasonable suspicion’ standard.” PM-ISE, Privacy, Civil Rights, and Civil

Liberties Analysis and Recommendations—Nationwide Suspicious Activity Reporting Initiative

at 12 (draft May 2010).

46.  The document also identifies sixteen categories of activity that fall under the
standard and provide a guide to law enforcement in determining what amounts to a suspicious
activity. These categories include photography, observation/surveillance, and acquisition of
materials or expertise. Functional Standard 1.5 at 29-30.

47. Functional Standard 1.5 applies to, inter alia, “all departments or agencies that
possess or use terrorism or homeland security information.” Functional Standard 1.5 at 1.
Functional Standard 1.5 applies to state, local, and tribal law enforcement agencies and fusion
centers that participate in the NSI. Agencies participating in the NSI follow Functional Standard
1.5 in reporting suspicious activity.

48. Functional Standard 1.5 purports to define the scope of suspicious activity that
should be reported for agencies participating in the NSI. The purpose of Functional Standard 1.5
is to standardize SAR reporting at the federal, state, and local levels.

49. PM-ISE trains participants in the NSI about, among other things, how to follow
Functional Standard 1.5.

50. In promulgating Functional Standard 1.5, PM-ISE expressly cited its legislative
authority under, inter alia, the IRTPA over governmentwide standards for information sharing.
Functional Standard 1.5 at 1.

51. Functional Standard 1.5 constitutes final agency action and a legislative rule

within the meaning of the APA.
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52. PM-ISE issued Functional Standard 1.5 without observing the process set forth in
the APA for public notice and comment. Functional Standard 1.5 went into immediate effect
upon its publication on May 1, 2009 and remains currently in effect.

3. DOJ Standard for Suspicious Activity Reporting

53. Defendant DOJ, through its components, has issued a standard for SAR reporting
(“DOJ’s SAR Standard”) that — unlike 28 CFR 8 23 — does not require reasonable suspicion of
criminal activity before a suspicious activity report is collected, maintained, or disseminated and
was not issued through the notice and comment procedure required by the APA, thus dodging
public review.

54. DOJ, through its component the FBI, has set forth the following standard for
suspicious activity reporting: “observed behavior that may be indicative of intelligence gathering
or pre-operational planning related to terrorism, criminal or other illicit intention.” FBI, Privacy
Impact Assessment for the eGuardian Threat Tracking System at § 1.1 (emphasis added). This
standard is set forth in the FBI’s 2008 eGuardian Privacy Impact Assessment (“2008 eGuardian
PIA”), which is attached as Appendix E to this Complaint. “[T]he FBI uses the criteria in the
eGuardian Privacy Impact Assessment (dated November 25, 2008) ... to determine if SARs have
a potential nexus to terrorism.” GAO SAR Report at 6 n.10.

55. DOJ’s “may be indicative” SAR Standard is even broader than PM-ISE’s
“reasonably indicative” Functional Standard 1.5. See GAO SAR Report at 15-16. But like
Functional Standard 1.5, DOJ’s SAR Standard encourages reporting even in the absence of
reasonable suspicion of criminal activity.

56.  Just as Defendant PM-ISE has enumerated categories of behavior that fall under
its “reasonably indicative” reporting standard, DOJ through its components has also enumerated
categories of behavior that fall under its “may be indicative” reporting standard. These
categories of behavior are broader than the categories set forth in Functional Standard 1.5 and

include but are not limited to:

COMPLAINT FOR DECLARATORY AND INJUNCTIVE RELIEF 15




© 00 ~N o o b~ w N

N T N B N N S T N T N T N e N e e e e =
©® N o g B~ W N P O © ©® N o o~ W N L O

Case3:14-cv-03120 Documentl Filed07/10/14 Pagel6 of 133

(a) *“Possible indicators of terrorist behaviors at hotels:...” FBI and United States
Department of Homeland Security, “Roll Call Release,” July 26, 2010, attached as
Appendix F to this Complaint.

(1) “Using payphones for outgoing calls or making front desk requests in

person to avoid using the room telephone.” Id.

(2) “Interest in using Internet cafes, despite hotel Internet availability....”

(3) “Requests for specific rooms, floors, or other locations in the
hotel....” I1d.
(4) “Multiple visitors or deliveries to one individual or room.” Id.

(b) “No obvious signs of employment.” FBI, “Quick Reference Terrorism Card,”
attached as Appendix G to this Complaint.

(c) *“Possess student visa but not English Proficient.” Id.

(d) “Persons not fitting into the surrounding environment, such as wearing
improper attire for the location.” Id.

(e) “Persons exhibiting unusual behavior such as staring or quickly looking away
from individuals or vehicles as they enter or leave designated facilities or
parking areas.” Id.

(F) *“A blank facial expression in an individual may be indicative of someone
concentrating on something not related to what they appear to be doing.” Id.

(9) “[P]eople in places where they do not belong.” Bureau of Justice Assistance,
“Communities Against Terrorism: Potential Indicators of Terrorist Activities
Related to the General Public,” attached as Appendix H to this Complaint.

57. One category of behavior identified by DOJ as “suspicious” activity that should
be reported is a “catch-all”:
(@) “[P]eople acting suspiciously.” Id.
58. DOJ through its components has also issued “Potential Indicators of Terrorist

Activities Related to Electronic Stores” (attached as Appendix I to this Complaint) and
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“Potential Indicators of Terrorist Activities Related to Mass Transportation” (attached as
Appendix J to this Complaint). Activities identified as suspicious in connection with mass
transportation include “[a]cting nervous or suspicious,” and “[u]nusual or prolonged interest in
... entry points and access controls.”

59. DOJ through its components trains participants in the NSI about DOJ’s SAR
Standard. For example, as of 2013, the PMO had provided training for 290,000 line officers (law
enforcement officers whose routine duties put them in a position to observe “suspicious”
activity), 2,000 analytical personnel, and executives from 77 fusion centers. See GAO SAR
Report at 29. DOJ components teach participants in the NSI, including frontline officers and
fusion center analysts to submit to the FBI “all potentially terrorism-related information and not
just ISE-SARs that met the [PM-ISE’s] Functional Standard [1.5].” GAO SAR Report at 16.

60. DOJ’s SAR Standard applies to state, local, and tribal law enforcement agencies
and fusion centers that participate in the NSI. Agencies participating in the NSI follow DOJ’s
SAR Standard in reporting suspicious activity.

61. DOJ’s SAR Standard purports to define the scope of suspicious activity that
should be reported for agencies participating in the NSI. The purpose of DOJ’s SAR Standard is
to standardize SAR reporting at the federal, state, and local levels.

62. Because DOJ’s SAR Standard is broader than PM-ISE’s Functional Standard 1.5
and DOJ’s behavioral categories include the catch-all “people acting suspiciously,” any activity
that falls under PM-ISE’s Functional Standard also falls under DOJ’s SAR Standard.

63. Fusion centers that follow DOJ’s SAR Standard instead of PM-ISE’s Functional
Standard 1.5 send many SARs to the FBI for review. For example, of the SARs uploaded by one
state’s fusion center to a national SAR database from June 2011 to October 2012, only 10% met
PM-ISE’s Functional Standard 1.5. See GAO SAR Report at 16.

64. DOJ establishes an even broader standard than the already overbroad Functional
Standard 1.5, and the DOJ reinforces its broader standard through the trainings it provides to NSI
participants and through other mechanisms. For example, when fusion center personnel are

uncertain whether to share a SAR, DOJ encourages them to err on the side of overreporting. See
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GAO SAR Report at 16. In addition, the only feedback mechanism participants in the NSI
currently receive on whether they are reporting SARs appropriately is provided by the FBI
through its eGuardian system. See GAO SAR Report at 13-14. The feedback the FBI provides
reinforces the DOJ SAR Standard to NSI participants.

65. DOJ’s 2008 eGuardian PIA, which sets forth the agency’s standard for reporting
suspicious activity, was signed by four “Responsible Officials,” two “Reviewing Officials,” and
one “Approving Official.” It reflects the consummation of the agency’s decision making
process.

66. DOJ’s 2008 eGuardian PIA contains a set of mandatory, non-discretionary rules
and obligations. It lays out clear instructions for the use of the eGuardian system to collect and
share SARs and the standard for defining “suspicious activity.” For example, the 2008
eGuardian PIA states that the eGuardian system will “ensure consistency of process and of
handling protocols” and mandates that all users “will be required to complete robust system
training that will incorporate eGuardian policies and procedures.” 2008 eGuardian PIA at 4. In
addition, the eGuardian User Agreement, attached to the 2008 eGuardian PIA, states that
“[i]ncidents not meeting the criteria of suspicious activity or with a potential nexus to terrorism
and that, further, do not comply with the above-stated rules, will be immediately deleted from
eGuardian.” 2008 eGuardian PIA at 25.

67. DOJ has consistently reinforced its standard for SAR reporting, set forth in the
2008 eGuardian PIA, through training materials and other publications that identify categories of
behavior that the agency contends are suspicious and should be reported.

68. In promulgating DOJ’s SAR Standard, DOJ expressly invoked its statutory
“mandate” under IRTPA and “other statutes ... to share terrorism information with other federal,
and state, local and tribal (SLT) law enforcement partners.” 2008 eGuardian PIA at 2.

69. DOJ’s SAR Standard constitutes final agency action and a legislative rule within

the meaning of the APA.

COMPLAINT FOR DECLARATORY AND INJUNCTIVE RELIEF 18




© 00 ~N o o b~ w N

N T N B N N S T N T N T N e N e e e e =
©® N o g B~ W N P O © ©® N o o~ W N L O

Case3:14-cv-03120 Documentl Filed07/10/14 Pagel9 of 133

70. Defendant DOJ issued the DOJ SAR Standard without observing the process set
forth in the APA for public notice and comment. It is the DOJ Standard for SAR reporting
currently in effect.

4. PM-ISE’s Functional Standard 1.5 and DOJ’s SAR Standard Conflict with

28 CFR Part 23

71.  Asareport of “[o]bserved behavior reasonably indicative of pre-operational
planning related to terrorism or other criminal activity” (Functional Standard 1.5) or a report of
“observed behavior that may be indicative of intelligence gathering or pre-operational planning
related to terrorism, criminal or other illicit intention” (DOJ’s SAR Standard), a SAR contains
data relevant to the identification of an individual who is suspected in some fashion of being
involved in criminal, in particular, terrorist activity.

72. A SAR constitutes “criminal intelligence” within the meaning of 28 CFR Part 23.

73. State, local, and tribal law enforcement agencies and fusion centers that
participate in the NSI and observe PM-ISE’s Functional Standard 1.5 and/or DOJ’s SAR
Standard collect, review, analyze, and disseminate SARs. These entities operate arrangements,
equipment, facilities, and procedures, used for the receipt, storage, interagency exchange or
dissemination, and analysis of SARs. Upon information and belief, these entities and the
systems they operate for receiving, storing, exchanging, disseminating, and analyzing SARs
operate through support from Defendant DOJ’s component OJP.

74. State, local, and tribal law enforcement agencies and fusion centers that
participate in the NSI and observe PM-ISE’s Functional Standard 1.5 and/or DOJ’s SAR
Standard are “projects” within the meaning of 28 CFR Part 23. The systems or databases on
which SARs are maintained and through which they are collected and disseminated are “criminal
intelligence systems” within the meaning of 28 CFR Part 23.

75. PM-ISE’s Functional Standard 1.5 and DOJ’s SAR Standard set forth operating
principles for the collection, maintenance, and dissemination of data relevant to the identification
of an individual who is suspected in some fashion of being involved in criminal, in particular,

terrorist activity. Both standards, however, encourage or purport to authorize collection,
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maintenance, and dissemination of such data even in the absence of reasonable suspicion of
criminal activity. Both standards encourage or purport to authorize collection, maintenance, and
dissemination of much more data than that permitted under 28 CFR Part 23. Both standards
therefore conflict with 28 CFR Part 23.

76.  Through PM-ISE’s promulgation of Functional Standard 1.5 and DOJ’s
promulgation of its SAR Standard, and through each agency’s training of entities participating in
the NSI in their respective standards for reporting suspicious activity, Defendants PM-ISE, Paul,
DOJ, and Holder have undermined and thereby violated 28 CFR Part 23.

77. Neither DOJ nor PM-ISE has offered any reasoned basis for departing from the
reasonable suspicion standard set forth in 28 CFR Part 23 for the collection, maintenance, and
dissemination of SARs.

78. DOJ could rescind its SAR reporting standard. If DOJ rescinded its SAR
reporting standard, participants in the NSI would cease collecting, maintaining, reviewing,
analyzing and disseminating SARs based on DOJ’s SAR Standard, and it would be clear that the
governing standard for suspicious activity reporting is 28 CFR Part 23. As a result, individuals
who are currently the subject of SARs but whose conduct did not give rise to a reasonable
suspicion of criminal activity would no longer have their information collected, maintained, and
disseminated in SAR databases. DOJ could cease collecting, maintaining, reviewing, analyzing,
and disseminating SARs about individuals whose conduct did not give rise to a reasonable
suspicion of criminal activity.

79. PM-ISE could rescind Functional Standard 1.5. If PM-ISE rescinded Functional
Standard 1.5, participants in the NSI would cease collecting, maintaining, reviewing, analyzing
and disseminating SARs based on Functional Standard 1.5, and it would be clear that the
governing standard for suspicious activity reporting is 28 CFR Part 23. As a result, individuals
who are currently the subject of SARs but whose conduct did not give rise to a reasonable
suspicion of criminal activity would no longer have their information collected, maintained, and

disseminated in SAR databases.
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C. Plaintiff’s Allegations

1 Wiley Gill

80.  Wiley Gill is a United States citizen living in Chico, California. He works as a
custodian at Chico State, which he attended as an undergraduate. Mr. Gill converted to Islam in
2009, after learning about the religion in a course he took while a student at Chico State.

81. Mr. Gill is the subject of a SAR that identifies him as a “Suspicious Male Subject
in Possession of Flight Simulator Game.” This SAR falls into one or more of the behavioral
categories identified in Functional Standard 1.5, in particular, “[a]cquisition of [e]xpertise” and
potentially “[a]viation [a]ctivity.” Functional Standard 1.5 at 29-30. It also falls under one or
more behavioral categories identified by Defendant DOJ, such as the catch-all behavioral
category of “acting suspiciously.”

82. Mr. Gill’s SAR was collected, maintained, and disseminated through a fusion
center SAR database, and uploaded to eGuardian and/or another national SAR database. As a
result, the FBI has scrutinized Mr. Gill, conducted extensive background checks on him, and
created a file about him.

83. The SAR was created on or about May 23, 2012, and purports to document an
encounter between Mr. Gill and the Chico Police Department (“CPD”) on or about May 20,
2012. The SAR states that a CPD officer was investigating a domestic violence incident and
believed the suspect may have fled into Mr. Gill’s residence. The SAR states that this was later
discovered to be unfounded. It acknowledges that the CPD officer searched Mr. Gill’s home.
The SAR asserts that Mr. Gill’s computer displayed a screen titled something to the effect of
“Games that fly under the radar,” which appeared to be a “flight simulator type of game.” The
SAR concludes by describing Mr. Gill’s “full conversion to Islam as a young WMA [white, male
adult],” “pious demeanor,” and “potential access to flight simulators via the internet” as “worthy
of note.”

84.  CPD’s search of Mr. Gill’s residence on or about May 20, 2012 did in fact occur.
But the SAR contains numerous misstatements and omits several crucial facts, including that two

CPD officers banged on Mr. Gill’s door and after when he went to open it, they came around the
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corner of the house with their guns drawn and pointed at Mr. Gill. Mr. Gill was thrown off
guard. The officers eventually lowered their guns, and then asked to search Mr. Gill’s home,
based on the alleged domestic violence incident involving two individuals that they claimed to
have received. Mr. Gill informed the officers that he was home alone. Despite that, the officers
continued to ask to search his home. Mr. Gill was reluctant to grant permission, but felt that he
had no choice under the circumstances. One officer remained with Mr. Gill outside, while the
other searched his home. Mr. Gill did not feel free to leave. Mr. Gill cooperated with the
officers’ request for identification. Mr. Gill believes that he was likely viewing a website about
video games at the time of the May 20, 2012, incident.

85. On information and belief, the officers’ contention that they were investigating a
domestic violence call was a pretext for searching Mr. Gill’s home because CPD had already
decided to investigate Mr. Gill because of his religion.

86.  The SAR also describes two earlier encounters between CPD and Mr. Gill, one at
the Mosque that Mr. Gill attends and another while Mr. Gill was walking through downtown
Chico “with elders.” The SAR describes Mr. Gill in these instances as “avoid[ing] eye contact”
and “hesitant to answer questions.”

87. Mr. Gill recalls CPD officers visiting the Mosque he attends, paying what they
described as a courtesy visit in an attempt to build good relations with the Muslim community.
Mr. Gill listened to the presentation. When it was over, CPD officers asked Mr. Gill his name,
whether he went to school, and if he was employed. Mr. Gill answered all of their questions.
His understanding is that the officers did not question anyone else in this manner.

88. Mr. Gill also recalls encountering CPD officers while he was walking through
downtown Chico with two older Muslim men who are friends from the Mosque. A CPD officer
called out Mr. Gill’s name and asked Mr. Gill if he had found a job yet. Mr. Gill answered the
question, but was caught off guard by the encounter because he did not recognize the officer and
was surprised that the officer knew his name and employment status.

89. At no point during any of the encounters with CPD recounted in the SAR did Mr.

Gill engage in conduct that gave rise to a reasonable suspicion of criminal activity.

COMPLAINT FOR DECLARATORY AND INJUNCTIVE RELIEF 22




© 00 ~N o o b~ w N

N T N B N N S T N T N T N e N e e e e =
©® N o g B~ W N P O © ©® N o o~ W N L O

Case3:14-cv-03120 Documentl Filed07/10/14 Page23 of 133

90. The CPD also targeted Mr. Gill in two other encounters that are not described in
the SAR, and that do not involve any conduct by Mr. Gill that gave rise to a reasonable suspicion
of criminal activity, but instead reflect CPD’s suspicion of Mr. Gill because of his religion. One
of the incidents occurred before CPD filed the SAR about Mr. Gill on or about May 23, 2012;
the other occurred after. This religious harassment is attributable to the training of local law
enforcement on the SARs standards and process.

91. In approximately September 2010, after Mr. Gill had converted to Islam, two
CPD officers visited him at his apartment and requested to speak to him about supposedly “anti-
American statements” that he had made. One of the officers referred to having a file on Mr. Gill,
refused to explain what “anti-American statements” Mr. Gill had purportedly made or the source
of the information, and stated that he wished to ensure Mr. Gill would not turn into another
Mohammed Atta, one of the individuals identified as a September 11 hijacker. Mr. Gill still does
not know how he came to the attention of the CPD.

92.  Around or after July 2012, Mr. Gill also received a telephone call from a CPD
officer. Over the phone, the CPD officer said Mr. Gill should shut down his Facebook page
because of the video games Mr. Gill played. At the time, Mr. Gill had a picture of the Shahada,
the Muslim statement of faith, on his Facebook page. Mr. Gill told the CPD officer he would not
take down his Facebook page and Mr. Gill also told the CPD officer that he believed the CPD
wanted Mr. Gill to take down his Facebook page because of its references to Islam. The CPD
officer refused to comment on Mr. Gill’s observation, but stated that he had a report on Mr. Gill
and indicated that Mr. Gill was on some kind of watch list.

93. By describing Mr. Gill’s conversion to Islam and “pious demeanor” in the SAR as
“worthy of note,” CPD implicitly acknowledges that it found him “suspicious” because he is a
devout Muslim.

94, Defendants’ issuance of overly broad definitions of “suspicious activity”” and the
categories of behavior they have identified as “suspicious” include, among other things,
“[a]cquisition of expertise” (PM-ISE) and “[n]o obvious signs of employment” (DOJ). On

information and belief, CPD officers are trained in Defendants’ standards for SAR reporting.
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95. Defendants’ overly broad standards for reporting suspicious activity opens the
door to and encourages religious profiling. These standards opened the door to and encouraged
the religious profiling of Mr. Gill by CPD, CPD’s repeated questioning and ongoing scrutiny of
Mr. Gill, and CPD’s identification of Mr. Gill in a SAR as someone engaged in activity with a
potential nexus to terrorism.

96. In addition, Functional Standard 1.5 instructs law enforcement agencies at the
“[i]nitial [r]lesponse and [i]nvestigation stage” to respond to the observation reported in a SAR,
and “gather[] additional facts,” by, inter alia, “engaging the suspect in conversation” and “other
investigative activities.” Functional Standard 1.5 at 32. The CPD was implementing the
protocols set forth in Functional Standard 1.5 when it harassed Mr. Gill on or about May 2012,
before, and after.

97. Because Mr. Gill is the subject of a SAR that falls under Defendants’ standards
for suspicious activity reporting, Mr. Gill has been automatically subjected to law enforcement
scrutiny. That scrutiny has included, among other things, CPD’s telephone call to him around or
after July 2012 and the FBI’s creation of a file about and investigation of Mr. Gill.

98. Given the repeated harassment Mr. Gill has already suffered by CPD, he fears
further action may be taken against him by CPD and other investigative agencies as the result of
this SAR. He also fears further investigative harassment at the hands of the CPD and other
agencies caused by the existence of the SAR.

99.  Mr. Gill also has experienced frustration and stress resulting from the creation of
the SAR based on innocent conduct. He is also deeply troubled by what may result from the
collection, maintenance, and dissemination in a national database of a report describing him as
engaging in suspicious activity with a potential nexus to terrorism.

100. The SAR about Mr. Gill is maintained and will continue to be maintained in one
or more national SAR databases, where it can be accessed by law enforcement agencies across

the country.
Il
Il
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2. James Prigoff

101. James Prigoff is a United States citizen who resides in Sacramento, California.

He is an internationally renowned photographer. The focus of his work is public art, such as
murals and graffiti art. He has amassed over 80,000 photographic slides and published several
books containing his photography. Mr. Prigoff is also a former business executive, having
served as a Senior Vice President of the Sara Lee Corporation and a President of a division of
Levi Strauss.

102. Inor around the spring of 2004, Mr. Prigoff was in Boston, Massachusetts. While
there, he sought to photograph a famous piece of public art known as the “Rainbow Swash,”
located in the Dorchester neighborhood of Boston. The artwork is painted on a natural gas
storage tank, which is surrounded by a chain link fence. It is highly visible to commuters from
the local expressway.

103. Mr. Prigoff drove a rental car to a public area outside the fence surrounding the
Rainbow Swash, and set up to take photographs. He chose the location in part because of
favorable lighting conditions. From this location, the sun was behind him and casting its light on
the Rainbow Swash. Before Mr. Prigoff could take any photographs, two private security guards
came out from inside the fenced area and told him that he was not allowed to photograph,
claiming the area was private property. Mr. Prigoff pointed out to the security guards that he
was not, in fact, on private property. The guards still insisted that Mr. Prigoff could not
photograph.

104. To avoid a confrontation with the guards, Mr. Prigoff departed. He left without
giving the security guards any identifying information.

105. He drove further down the road to another public location outside the fenced
perimeter and attempted to take photographs from this second location. But the guards began to
follow him.

106. To avoid further harassment by the guards, he drove to a third location on the
other side of the Rainbow Swash. The guards did not follow him to this third location, and he

was finally able to take photographs of the Rainbow Swash unmolested. But the lighting
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conditions were significantly inferior to those at the first two locations; from this third location,
he had to photograph into the sunlight.

107. At no point while he was attempting to photograph the Rainbow Swash did Mr.
Prigoff engage in conduct that gave rise to a reasonable suspicion of criminal activity.

108.  Mr. Prigoff subsequently discovered photographs online, including on the
Rainbow Swash’s Wikipedia webpage. These widely available photographs were taken from
vantage points closer than the three locations from which Mr. Prigoff attempted to and actually
took photographs.

109.  Mr. Prigoff returned to his home in Sacramento, California after his trip to
Boston. A few months later, on or about August 19, 2004, he came home one day to find a
business card affixed to his door from Agent A. Ayaz of the Joint Terrorism Task Force, which,
as noted above, is a partnership between the FBI and other law enforcement agencies. On the
back was a handwritten note stating, “Mr. Prigoff, please call me. Thanks.” Mr. Prigoff later
learned from a neighbor across the street that two agents had knocked on her door and asked for
information about Mr. Prigoff.

110.  Mr. Prigoff called Mr. Ayaz, who asked if Mr. Prigoff had been to Boston.
Realizing that Mr. Ayaz was referring to his efforts to photograph a piece of public art, Mr.
Prigoff explained what had occurred. On information and belief, security guards at the site of the
Rainbow Swash had submitted a SAR or SAR precursor report regarding Mr. Prigoff that
included his rental car information, after which authorities traced him from Boston,
Massachusetts, to his home in Sacramento, California.

111.  Mr. Prigoff is very upset that he was tracked cross-country from Boston to
Sacramento, and contacted by law enforcement agents at his home over his effort to engage in
photography from a public location. Mr. Prigoff is also very upset that law enforcement agents
questioned at least one of his neighbors about him, as such questioning casts the negative and
strong implication that Mr. Prigoff had somehow engaged in misconduct.

112.  Taking photographs of infrastructure falls under one or more of the behavioral

categories identified by Defendant PM-ISE under Functional Standard 1.5 as “suspicious,” and
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also falls under one or more behavioral categories identified by Defendant DOJ, such as the
catch-all behavioral category of “acting suspiciously.” After attempting to photograph a piece of
public art painted on a natural gas storage tank in Boston, Mr. Prigoff was tracked to his home in
Sacramento and questioned about his trip to Boston, even though he never provided the security
guards with identifying information. On information and belief, Mr. Prigoff is the subject of a
SAR or SAR precursor report, which was filed by security guards at the Rainbow Swash. On
information and belief, the report about him was collected, maintained, and disseminated through
a fusion center database, and uploaded to eGuardian and/or another national SAR or similar
counterrorism database. On information and belief, the report about him was collected,
maintained, and disseminated under standards that authorized collection, maintenance and
dissemination of information even in the absence of reasonable suspicion of criminal activity;
Defendants’ standards for SAR reporting ratify that conduct.

113.  Oninformation and belief, security guards at the Rainbow Swash were trained in
standards that encourage reporting of activity deemed connected to terrorism, even in the
absence of reasonable suspicion of criminal activity; Defendants’ standards for SAR reporting
ratify that conduct. Because of that training, they interfered with Mr. Prigoff’s lawful efforts to
take photographs of the Rainbow Swash.

114. Because Mr. Prigoff is the subject of a report that falls under Defendants’
standards for suspicious activity reporting, Mr. Prigoff has been automatically subjected to law
enforcement scrutiny. That scrutiny has included but may not be limited to a follow-up visit by
an agent of the Joint Terrorism Task Force to his home, a telephone call with that agent, and
inquiries by that agent of at least one of his neighbors about him.

115.  Upon information and belief, the report about Mr. Prigoff is maintained and will
continue to be maintained in one or more national SAR or similar counterterrorism databases,
where it can be accessed by law enforcement agencies across the country.

116. Mr. Prigoff continues to be an active photographer and often takes pictures of
architectural structures and post offices, among other sites that could be described as

“infrastructure.” Because taking photographs of infrastructure falls under one or more of the
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behavioral categories identified by Defendant PM-ISE under Functional Standard 1.5 as
“suspicious,” and also falls under one or more behavioral categories identified by Defendant
DOJ, such as the catch-all behavioral category of “acting suspiciously,” he is likely to be the
subject of another SAR in the future. He fears that his efforts to take photographs of such areas
will be hindered again in the future.

117.  Mr. Prigoff is also deeply troubled by what may result from the collection,
maintenance, and dissemination in a national database of a report describing him as engaging in
suspicious activity with a potential nexus to terrorism.

3. Khaled Ibrahim

118. Khaled Ibrahim is a United States citizen of Egyptian descent living in San Jose,
California. He works in accounting for Nordix Computer Corporation, a computer network
consulting and service company. He formerly worked as a purchasing agent for Nordix. As part
of his job as purchasing agent, Mr. Ibrahim bought computers in bulk from retail stores, where
the stores allowed such transactions.

119. On several occasions in 2011, Mr. Ibrahim went to the Best Buy in Dublin,
California in order to attempt to purchase computers in bulk for Nordix. On one such occasion,
he was told that management did not allow such bulk purchases and, with that, Mr. lbrahim left.

120. At no point while he was attempting to purchase computers from Best Buy did
Mr. Ibrahim engage in conduct that gave rise to a reasonable suspicion of criminal activity.

121.  Mr. Ibrahim is the subject of a SAR, created on November 14, 2011, regarding
Mr. Ibrahim’s attempts to purchase “a large amount of computers.” The SAR about him was
collected, maintained, and disseminated through a fusion center SAR database, and uploaded to
the FBI’s eGuardian database. Upon information and belief, the personnel at the fusion center
who uploaded Mr. Ibrahim’s SAR to eGuardian were trained in Defendants’ standards for SAR
reporting.

122. The SAR pertaining to Mr. Ibrahim falls into one or more of the behavioral
categories identified in Functional Standard 1.5, in particular, “[a]cquisition ... of unusual

quantities of materials.” Functional Standard 1.5 at 30. It also falls under one or more
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behavioral categories identified by Defendant DOJ, such as the catch-all behavioral category of
*acting suspiciously” and DOJ’s “Potential Indicators of Terrorist Activities Related to
Electronic Stores.”

123.  Because Mr. Ibrahim is the subject of a SAR that falls under Defendants’
standards for suspicious activity reporting, Mr. lbrahim has been automatically subjected to law
enforcement scrutiny. That scrutiny may include but is not limited to scrutiny or interviews by
any of the law enforcement agencies across the country that have access to the FBI’s eGuardian
system, to which his SAR was uploaded.

124.  Mr. Ibrahim is particularly disturbed that trained law enforcement personnel at a
fusion center uploaded the SAR about him to eGuardian, thereby flagging him as an individual
with a potential nexus to terrorism. He is also troubled by what may result from the collection,
maintenance, and dissemination in a national database of a report describing him as engaging in
suspicious activity with a potential nexus to terrorism. Mr. lIbrahim is upset that a SAR was
entered about him potentially because of his Middle Eastern descent, and believes that this
system of racial profiling diminishes the rights of Middle Eastern communities.

125. The SAR about Mr. Ibrahim is maintained and will continue to be maintained in
one or more national SAR databases, where it can be accessed by law enforcement agencies
across the country.

4. Tarig Razak

126. Tariq Razak is a United States citizen of Pakistani descent. He resides in
Placentia, California. A graduate of the University of California at Irvine, he works in the bio-
tech industry.

127. Mr. Razak is the subject of a SAR pertaining to a “Male of Middle Eastern decent
[sic] observed surveying entry/exit points” at the Santa Ana Train Depot.

128. On May 16, 2011, Santa Ana Police Officer J. Gallardo filed a SAR regarding Mr.
Razak. According to the SAR, Officer Gallardo responded to a call at the Santa Ana Train
Depot from Security Officer Karina De La Rosa. Ms. De La Rosa explained that her “suspicion

became aroused because the male appeared to be observant of his surroundings and was
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constantly surveying all areas of the facility. The male’s appearance was neat and clean with a
closely cropped beard, short hair wearing blue jeans and a blue plaid shirt.” The SAR goes on to
describe how Mr. Razak, after studying entry/exit points moved to a part of the train station
where the restrooms are located and eventually departed the train station with “a female wearing
a white burka head dress” who had emerged from the restrooms. Office Gallardo concludes the
SAR by requesting that it be forwarded to the fusion center in Orange County “for review and
possible follow-up.”

129.  According to the SAR, Security Officer De La Rosa stated that “she received
‘suspicious activity as related to terrorism training’” and that “the behavior depicted by the male
was similar to examples shown in her training raising her suspicion and making the decision to
notify the police.” Mr. Razak is the subject of the SAR because of Defendants’ trainings on their
SAR reporting standards to state and local law enforcement and the private sector.

130. Mr. Razak was, indeed, at the Santa Ana Train Depot on May 16, 2011. The
woman he was with was his mother. He had an appointment at the county employment resource
center, which is located in the station building. He had not been to the station before and spent
some time locating the office before meeting up with his mother by the restrooms and leaving.
His mother was wearing a hijab (head scarf), and not a burka.

131. Mr. Razak did not talk to any security officers at the Santa Ana Train Depot that
day. The SAR notes the make and model of Mr. Razak’s vehicle, and his license plate number.
On information and belief, Security Officer De La Rosa followed Mr. Razak to his vehicle and
wrote down his license plate number to identify him.

132. At no point while he was waiting in the Train Depot did Mr. Razak engage in
conduct that gave rise to a reasonable suspicion of criminal activity.

133. This SAR falls into one or more of the behavioral categories identified in
Functional Standard 1.5, in particular, “Observation/Surveillance.” Functional Standard 1.5 at
30. It also falls under DOJ’s “Potential Indicators of Terrorist Activities Related to Mass
Transportation,” which includes, among other things, “[u]nusual or prolonged interest in ...

[e]ntry points and access controls.” It also falls under one or more behavioral categories
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identified by Defendant DOJ, such as the catch-all behavioral category of “acting suspiciously.”
The SAR about Mr. Razak was collected, maintained, and disseminated through a fusion center
SAR database, and on information and belief has been uploaded to eGuardian and/or another
national SAR database.

134. Because Mr. Razak is the subject of a SAR that falls under Defendants’ standards
for suspicious activity reporting, Mr. Razak has been automatically subjected to law enforcement
scrutiny. That scrutiny may include but is not limited to scrutiny or interviews by any of the law
enforcement agencies across the country that have access to the SAR about him.

135. Mr. Razak is deeply troubled by what may result from the collection,
maintenance, and dissemination in a national database of a report describing him as engaging in
suspicious activity with a potential nexus to terrorism.

136. Upon information and belief, the SAR about Mr. Razak is maintained and will
continue to be maintained in one or more national SAR databases, where it can be accessed by
law enforcement agencies across the country.

5. Aaron Conklin

137.  Aaron Conklin resides in Vallejo, California. Mr. Conklin is a student at Diablo
Valley College, studying graphic design. He is also an amateur photographer who posts his
work online. Mr. Conklin has a strong aesthetic interest in photographing industrial architecture,
including refineries.

138. Ineither 2011 or 2012, Mr. Conklin was photographing the Valero Refinery
located in Benicia, California at around 10:00 p.m. He chose to photograph at night for aesthetic
reasons, to capture the refinery illuminated against the dark night sky. Mr. Conklin set up in an
empty lot where a food truck parks during the day, near a publicly accessible sidewalk and a bus
stop. Mr. Conklin was positioned outside the refinery’s fenced perimeter.

139. Despite Mr. Conklin’s location outside the refinery’s perimeter in a publicly
accessible location, a private security guard from the refinery came out to tell Mr. Conklin that
he could not photograph the refinery and issued stern warnings. Mr. Conklin felt threatened and

feared that the situation would escalate if he remained, so he left. Because he fears further
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harassment, he has not returned to photograph the refinery, despite his desire to develop his
portfolio with photographs of industrial sites.

140.  Mr. Conklin later discovered that images of the refinery, taken from a similar
location, were viewable on the internet through Google Maps, using the site’s “street view”
feature.

141. In or about November 2013, Mr. Conklin was attempting to photograph the Shell
Refinery located in Martinez, California at approximately 9:30 or 10:00 pm. He wished to
photograph the refinery at night for artistic reasons.

142.  Mr. Conklin set up in the parking lot of a strip mall containing a smog testing
center and a dance studio, across the street from the Shell Refinery’s fenced perimeter.

143. As Mr. Conklin was preparing to photograph, a private security guard came out
from the refinery and stopped him. At least one other guard from the refinery soon joined the
first security guard. The security guards told Mr. Conklin that he was prohibited from
photographing the refinery and that photographing the refinery was illegal and somehow
connected to terrorism.

144.  Despite Mr. Conklin’s complete cooperation with the security guards, they called
the Contra Costa County Sheriff’s department, and at least two deputies arrived on the scene.
The deputies searched through the pictures on Mr. Conklin’s camera and searched his car. They
also took pictures of Mr. Conklin, his camera equipment, and his vehicle. Mr. Conklin was
afraid and felt as though he did not have the option to object to the searches without making
matters worse for himself.

145.  The deputies concluded by telling Mr. Conklin that he would have to be placed on
an “NSA watch list.” Only then was Mr. Conklin allowed to leave. The entire encounter lasted
between forty-five minutes and an hour.

146. At no point while he was attempting to photograph the Valero or Shell refineries
did Mr. Conklin engage in conduct that gave rise to a reasonable suspicion of criminal activity.

147.  Taking photographs of infrastructure falls under one or more of the behavioral

categories identified by Defendant PM-ISE as “suspicious,” and also falls under one or more
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behavioral categories identified by Defendant DOJ, such as the catch-all behavioral category of
*acting suspiciously.” A Contra Costa deputy sheriff expressly told Mr. Conklin that he had to
be put on an “NSA watchlist.” On information and belief, Mr. Conklin is the subject of a SAR,
which was collected, maintained, and disseminated through a fusion center SAR database, and
uploaded to eGuardian and/or another national SAR database.

148.  On information and belief, security guards at oil refineries are trained in
Defendants’ standards for SAR reporting. As a result, security guards at the Valero and Shell oil
refineries prevented Mr. Conklin from taking photographs of sites of aesthetic interest to him.
On information and belief, the Contra Costa deputy sheriffs are trained in Defendants’ standards
for SAR reporting. As a result, they detained and searched Mr. Conklin for doing nothing more
than attempting to photograph a site of aesthetic interest from a public location, told Mr. Conklin
that he had to be placed on a watchlist, and reported Mr. Conklin in a SAR.

149. Because Mr. Conklin is the subject of a SAR that falls under Defendants’
standards for suspicious activity reporting, Mr. Conklin has been automatically subjected to law
enforcement scrutiny. That scrutiny may include but is not limited to scrutiny or interviews by
any of the law enforcement agencies across the country that have access to the SAR about him.

150.  Mr. Conklin was very upset by the encounter with private security and Contra
Costa deputy sheriffs at the Shell refinery. He wants to continue taking photographs of
industrial architecture in the future. But because of this event and the earlier incident at the
Valero refinery, he is afraid to continue photographing industrial sites for fear of being stopped
and questioned or, worse, arrested. Mr. Conklin has been chilled and has refrained from
engaging in certain forms of photography, despite his desire to develop his photography
portfolio. His inability to develop his photography portfolio limits his ability to apply
successfully for jobs in his chosen field.

151.  Mr. Conklin is also deeply troubled by what may result from the collection,
maintenance, and dissemination in a national database of a report describing him as engaging in

suspicious activity with a potential nexus to terrorism.
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152.  Mr. Conklin currently worries about being on a watchlist because he fears it will
adversely impact him in the future. For example, he is concerned about his employment
prospects if employers conduct background checks and he is flagged as someone with a potential
connection to terrorism. Mr. Conklin also currently worries about being on a watchlist because
he fears it will adversely impact his family. His father has worked and is seeking employment in
the aviation industry and as a result must undergo rigorous background checks; Mr. Conklin is
afraid about jeopardizing his father’s career based on his own innocent efforts to take

photographs of aesthetically interesting sites.
FIRST CLAIM FOR RELIEF

Violation of APA by Defendants DOJ and Eric Holder for
Agency Action that is Arbitrary and Capricious and Not in Accordance with Law
5U.S.C. 8§ 702, 706(2)(A)

153.  Plaintiffs incorporate by reference all preceding paragraphs as if fully set forth
herein.

154. DOJ’s promulgation of DOJ’s SAR Standard constitutes final agency action.

155. DOJ and Eric Holder have issued a SAR Standard that sets forth operating
principles for the collection, maintenance, and dissemination of “criminal intelligence
information” within the meaning of 28 CFR Part 23. It applies to entities that operate
arrangements, equipment, facilities, and procedures used for the receipt, storage, interagency
exchange or dissemination and analysis of criminal intelligence information. These entities and
the systems they operate receive support from OJP and constitute “projects” and “criminal
intelligence systems” within the meaning of 28 CFR Part 23.

156. Because DOJ’s SAR standard is broader than 28 CFR Part 23 and authorizes the
collection, maintenance, and dissemination of information even in the absence of reasonable
suspicion of criminal activity, it conflicts with 28 CFR Part 23. DOJ has also undermined 28
CFR Part 23 by training participants in the NSI on DOJ’s SAR Standard.

157. Defendants DOJ and Eric Holder have not provided a reasoned basis for adopting
a conflicting standard.

158. Defendants’ actions described herein were and are arbitrary, capricious, an
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abuse of discretion, and otherwise not in accordance with law, and should be set aside as
unlawful pursuant to 5 U.S.C. § 706 (2012).
SECOND CLAIM FOR RELIEF

Violation of APA by Defendants PM-ISE and Kshemendra Paul for
Agency Action that is Arbitrary and Capricious and Not in Accordance with Law
5U.S.C. 8§ 702, 706(2)(A)

159. Plaintiffs incorporate by reference all preceding paragraphs as if fully set forth
herein.

160. PM-ISE’s promulgation of Functional Standard 1.5 constitutes final agency
action.

161. PM-ISE and Kshemendra Paul have issued a SAR Standard that sets forth
operating principles for the collection, maintenance, and dissemination of “criminal intelligence
information” within the meaning of 28 CFR Part 23. It applies to entities that operate
arrangements, equipment, facilities, and procedures used for the receipt, storage, interagency
exchange or dissemination and analysis of criminal intelligence information. These entities and
the systems they operate receive support from OJP and constitute “projects” and “criminal
intelligence systems” within the meaning of 28 CFR Part 23.

162. Because Functional Standard 1.5 is broader than 28 CFR Part 23 and authorizes
the collection, maintenance, and dissemination of information even in the absence of reasonable
suspicion of criminal activity, it conflicts with 28 CFR Part 23. PM-ISE has also undermined 28
CFR Part 23 by training participants in the NSI on Functional Standard 1.5.

163. Defendants PM-ISE and Kshemendra Paul have not provided a reasoned basis for
adopting a conflicting standard.

164. Defendants’ actions described herein were and are arbitrary, capricious, an
abuse of discretion, otherwise not in accordance with law and should be set aside as unlawful
pursuant to 5 U.S.C. § 706 (2012).

Il
Il
Il
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THIRD CLAIM FOR RELIEF

Violation of APA by Defendants DOJ and Eric Holder
for Issuance of a Legislative Rule Without Notice and Comment
5 U.S.C. 8§ 553, 706(2)(A), (D)

165. Plaintiffs incorporate by reference all preceding paragraphs as if fully set forth
herein.

166. DOJ’s SAR’s Standard is a legislative rule but was adopted without observing the
notice and comment procedure required under 5 U.S.C. 8§ 553 (2012). Because DOJ’s SAR
Standard was adopted without observing the required notice and comment procedure,
Defendants’ actions described herein were and are also arbitrary, capricious, an abuse of
discretion, otherwise not in accordance with law, and without observance of procedure required
by law. Defendants’ actions should be set aside as unlawful pursuant to 5 U.S.C. § 706 (2012).

FOURTH CLAIM FOR RELIEF

Violation of APA by Defendants PM-ISE and Kshemendra Paul
for Issuance of a Legislative Rule Without Notice and Comment
5 U.S.C. 8§ 553, 706(2)(A), (D)

167. Plaintiffs incorporate by reference all preceding paragraphs as if fully set forth
herein.

168. PM-ISE’s Functional Standard 1.5 is a legislative rule but was adopted without
observing the notice and comment procedure required under 5 U.S.C. 8 553 (2012). Because
PM-ISE’s Functional Standard 1.5 was adopted without observing the required notice and
comment procedure, Defendants’ actions described herein were and are also arbitrary,
capricious, an abuse of discretion, otherwise not in accordance with law, and without observance
of procedure required by law. Defendants’ actions should be set aside as unlawful pursuant to 5
U.S.C. § 706 (2012).

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs pray that the Court:
1. Enter a declaratory judgment that DOJ’s standard for SAR reporting is invalid and
issue a permanent injunction requiring Defendants DOJ and Eric Holder to rescind DOJ’s SAR

Standard and cease and desist from training participants in the NSI in DOJ’s SAR Standard.
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2. Enter a declaratory judgment that Functional Standard 1.5 is invalid and issue a
permanent injunction requiring Defendants PM-ISE and KSHEMENDRA PAUL to rescind
Functional Standard 1.5 and cease and desist from training participants in the NSI in Functional
Standard 1.5.

3. Enter a declaratory judgment that 28 CFR Part 23 sets forth the standard for SAR
reporting.

4, Enter a permanent injunction requiring Defendants to use 28 CFR Part 23 as the
standard for SAR reporting.

5. Award Plaintiffs their costs and expenses, including reasonable attorneys’ fees
and expert witness fees; and

6. Award such further and additional relief as is just and proper.

Respectfully submitted,

DATED: July 10, 2014 BINGHAM MCCUTCHEN LLP
Jonathan Loeb (SBN 162758)
jon.loeb@bingham.com
Jeffrey Rosenfeld (SBN 221625)
jeffrey.rosenfeld@bingham.com
Edward Andrews (SBN 268479)
edward.andrews@bingham.com
The Water Garden
Suite 2050 North
1601 Cloverfield Boulevard
Santa Monica, CA 90404-4082
Telephone: 310-907-1000
Facsimile: 310-907-2000

BINGHAM MCCUTCHEN LLP

Stephen Scotch-Marmo (pro hac vice pending)
stephen.scotch-marmo@bingham.com
Michael James Ableson (pro hac vice pending)
michael.ableson@bingham.com

399 Park Avenue

New York, NY 10022-4689

Telephone: 212-705-7000

Facsimile: 212-752-5378
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AMERICAN CIVIL LIBERTIES UNION
FOUNDATION OF NORTHERN CALIFORNIA
Linda Lye (SBN 215584)

llye@aclunc.org

Julia Harumi Mass (SBN 189649)
jmass@aclunc.org

39 Drumm Street

San Francisco, CA 94111

Telephone: 415-621-2493

Facsimile: 415-255-8437

ASIAN AMERICANS ADVANCING
JUSTICE - ASIAN LAW CAUCUS
Nasrina Bargzie (SBN 238917)
nasrinab@advancingjustice-alc.org
Yaman Salahi (SBN 288752)
yamans@advancingjustice-alc.org

55 Columbus Avenue

San Francisco, CA 94111

Telephone: 415-848-7711

Facsimile: 415-896-1702

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION

Hina Shamsi (pro hac vice pending)
hshamsi@aclu.org

Hugh Handeyside (pro hac vice pending)
hhandeyside@aclu.org

125 Broad Street

New York, NY 10004

Telephone: 212-549-2500

Facsimile: 212-549-2654

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION OF SAN DIEGO AND IMPERIAL
COUNTIES

Mitra Ebadolahi (SBN 275157)
mebadolahi@aclusandiego.org

P.O. Box 87131

San Diego, CA 92138

Telephone: (619) 232-2121

Facsimile: (619) 232-0036

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION OF SOUTHERN CALIFORNIA
Peter Bibring (SBN 223981)
pbibring@aclusocal.org

1313 West 8th Street

Los Angeles, CA 90017

Telephone: (213) 977-9500

Facsimile: (213) 977-5299
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By: /s/ Jonathan Loeb

Jonathan Loeb

BINGHAM MCCUTCHEN LLP

By: /s/ Linda Lye

Linda Lye

AMERICAN CIVIL LIBERTIES UNION
FOUNDATION OF NORTHERN CALIFORNIA

By: /s/ Nasrina Bargzie

Nasrina Bargzie

ASIAN AMERICANS ADVANCING JUSTICE -
ASIAN LAW CAUCUS

Attorneys for Plaintiffs Wiley Gill, James Prigoff,
Tariq Razak, Khaled Ibrahim, and Aaron Conklin
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DECLARATION PURSUANT TO LOCAL RULE 5-1(i)(3)
Pursuant to Local Rule 5-1(i)(3), the undersigned filer declares that concurrence in the
filing of this document has been obtained from the other signatories to this document.
I declare under penalty of perjury under the laws of the United States that the foregoing is

true and correct. Executed this 10th day of July 2013.

/s/ Jonathan Loeb

Jonathan Loeb
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www.sacrtac.org ¢ (916) 808-8383 or (B88) 884-8383 ¢ Fax (316) 874-6180

January 3, 2014

Mr. Yaman Salahi

Staff Attorney

Asian Americans Advancing Justice
Asian Law Caucus

55 Columbus Ave.

San Francisco, CA 94111

{415) 896-1701

Dear Mr. Salahi:

This letter is in response to the Public Records Act request received from the Asian Law Caucus
dated December 3, 2013.

After reviewing your Public Records Act request it appears the request is for additional SAR
data, from the timeframes of June 2010 to June 2012, stored in the CCIC databases and
previously submitted to the ACLU in August 2012. You have specifically requested the
following:

“This letter constitutes a request under the Caiifornia Public Records Act, Cal. Gov. Code 6250,
et seq., and Article | s 3(b) of the California Constitution on behalf of Mr. Wiley Wayne Gill for all
records, including but not limited to Suspicious Activity Reports, pertaining to or referencing Mr.
Gill.”

The CCIC/RTAC has located only one (1) Suspicious Activity Report (SAR) related to Mr. Gill.
Please see the attached redacted SAR (enclosure 1). After a thorough review of our records,
there is no further information available regarding Mr. Wiley VWayne Gill.

Respectfully,

e

Ve - -

Herb Brown, Executive Director
Central California Intelligence Center

(916) 874-1287

Enclosures (1)

Page 1 of 1
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www.sacrizc.org ¢ (916) 808-8383 or (388) 884-8383 ¢ Fax (91) 874-6180

February 25, 2014

Mr. Yaman Salahi

Staff Attorney

Asian Americans Advancing Justice
Asian Law Caucus

55 Celumbus Ave.

San Francisco, CA 94111

(415) 896-1701

Dear Mr. Salahi:

This letter is in response to the Public Recards Act request received from the Asian Law Caucus
dated January 22, 2014,

After reviewing your Public Records Act request it appears you have specifically requested the
following:

“This letter constitutes a request under the California Public Records Act, Cal. Gov. Code 6250,
et seq., and Article | s 3(b) of the California Constitution on behalf of Mr. Khaled {brahim for all
records, including but not limited to Suspicious Activity Reports, pertaining to or referencing Mr.
Ibrahim.”

The CCIC/RTAC has located only one (1) Suspicious Activity Report (SAR) related to Mr.

Ibrahim. Please see the attached redacted SAR (enclosure 1). After a thorough review of our
records, there is no further information available regarding Mr. Khaled Ibrahim.

Respectfully,

/r. E/;%
/I{ rb Brown Executlve or

Central California Intelligence Center
{916) 874-1287

Enclosures {1)

Page 1 of 1
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Santa Ana PD 2011-15770: Suspicious Activity Report by #3203 Pagelofl
Close Cropped Beard.

GenderRace: Male f Arab

Address: Location associatlon: Resides
B

Description: Physical; 511" wall, 175 lbs., medium build, shori black straight hair,
brown eves, beard,

Person: Unknown

Involvements Mentioned

Person Note: Ukrown information abour female.

Gender/Rsce: Female / Arah

Vehicle: Passenger Car

Invedvement: Involved / Retained by Owner

Deseripiinn: 2007 Honda Accord, 4 Door Sedan or Hatchback, WhiteWhite

License Plafe: CA, Reg 07/2011

Reglstered owner:

Legnl owner:

tive:
On 5-16-11 at about 1220 hours, 1 responded to The Santa Ana Train Depot at 1000 E Santa Ana Blvd,

I contacted Security Officer Karina De La Rosa who told me the following:

At approximately 1020 hours, Karina took the elevator from the second floor to the first floor, In the
elevator with Karina was a male between male of who Karina believed was of Middle Eastern

descent. Karina's suspicion became aroused because the male appeared 1o be observant of his
surroundings and was constantly surveying all areas of the facility, The malce’s appearance was neat and
clean with & closely cropped beard, short hair wearing blue jeans and a blue plaid shirt.

Upon exiting the elevator, Karina ohserved the male meticulously study the eniry/exit points, different
lobby areas of the train station where large groups of passengers gather. The male then went o the north
end of station whére male und female restrooms are locaied and stood by outside the restrooms. Minutes
later, & female wearitg & white burks head dress, black pants and a blue shirt exited the restroom.

The two individuals then both exited the rain station out of the north doors, entered a white 2007 Honda
Accord (Ca Li fand left the Train Station in an unknown direction.

Karina continued to say that she received "suspicious activity as related to terrorism training” by a local
police agency. Karina said the behavior depicted by the male was similar 10 examples shown in her
ralning raising her suspicion and making the decision to potify police. Attached to this report is &
phowecopy of Karina's incident report.

Request this report be forwarded to SAPD Homeland Security Division and to the Ozange Couniy
lonelligence Assessment Center (OCLAC) for review and possible follow-up,

hitp:fir2stg/Report aspxTRecord Type =Narative&Record|D_=10004& Action_=Edit&Fe... 3162011
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Santa Ana PD 201 1-15770; Suspicicus Activity Report by #3203 Page 3 of 3

Ofer. J. Gallardo # 3203
Terrorism Linison Officer (T
Sania Ana Police Department

i

15

hitp:/ir2stg/ReportaspxTRecordType_~Narrative&Record]D_=10004& Action_=Edit&Fe... 5/1672011

Exhibit C - Page 51



Case3:14-cv-03120 Documentl Filed07/10/14 Page52 of 133

Exhibit D

Exhibit D - Page 52



Case3:14-cv-03120 Documentl Filed07/10/14 Page53 of 133
UNCLASSIFIED
ISE-FS-200

INFORMATION SHARING ENVIRONMENT (ISE)
FUNCTIONAL STANDARD (FS)
SUSPICIOUS ACTIVITY REPORTING (SAR)
VERSION 1.5

1. Authority. Homeland Security Act of 2002, as amended; The Intelligence Reform and
Terrorism Prevention Act of 2004 (IRTPA), as amended; Presidential Memorandum dated
April 10, 2007 (Assignment of Functions Relating to the Information Sharing Environment);
Presidential Memorandum dated December 16, 2005 (Guidelines and Requirements in Support
of the Information Sharing Environment); DNI memorandum dated May 2, 2007 (Program
Manager’s Responsibilities); Executive Order 13388; and other applicable provisions of law,
regulation, or policy.

2. Purpose. This issuance serves as the updated Functional Standard for ISE-SARs, and one of a
series of Common Terrorism Information Sharing Standards (CTISS) issued by the PM-ISE.
While limited to describing the ISE-SAR process and associated information exchanges,
information from this process may support other ISE processes to include alerts, warnings, and
notifications, situational awareness reporting, and terrorist watchlisting.

3. Applicability. This ISE-FS applies to all departments or agencies that possess or use terrorism
or homeland security information, operate systems that support or interface with the ISE, or
otherwise participate (or expect to participate) in the ISE, as specified in Section 1016(i) of the
IRTPA.

4. References. ISE Implementation Plan, November 2006; ISE Enterprise Architecture
Framework (EAF), Version 2.0, September 2008; Initial Privacy and Civil Liberties Analysis for
the Information Sharing Environment, Version 1.0, September 2008; ISE-AM-300: Common
Terrorism Information Standards Program, October 31, 2007; Common Terrorism Information
Sharing Standards Program Manual, Version 1.0, October 2007; National Information Exchange
Model, Concept of Operations, Version 0.5, January 9, 2007; 28 Code of Federal Regulations
(CFR) Part 23; Executive Order 13292 (Further Amendment to Executive Order 12958, as
Amended, Classified National Security Information); Nationwide Suspicious Activity Reporting
Concept of Operations, December 2008; ISE Suspicious Activity Reporting Evaluation
Environment (EE) Segment Architecture, December 2008.

5. Definitions.

a. Artifact: Detailed mission product documentation addressing information exchanges and
data elements for ISE-SAR (data models, schemas, structures, etc.).
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CTISS: Business process-driven, performance-based “common standards” for preparing
terrorism information for maximum distribution and access, to enable the acquisition,
access, retention, production, use, management, and sharing of terrorism information
within the ISE. CTISS, such as this ISE-SAR Functional Standard, are implemented in
ISE participant infrastructures that include ISE Shared Spaces as described in the ISE
EAF. Two categories of common standards are formally identified under CTISS:

(1) Functional Standards — set forth rules, conditions, guidelines, and characteristics of
data and mission products supporting ISE business process areas.

(2) Technical Standards — document specific technical methodologies and practices to
design and implement information sharing capability into ISE systems.

Information Exchange: The transfer of information from one organization to another
organization, in accordance with CTISS defined processes.

ISE-Suspicious Activity Report (ISE-SAR): An ISE-SAR is a SAR (as defined below in
5i) that has been determined, pursuant to a two-part process, to have a potential terrorism
nexus (i.e., to be reasonably indicative of criminal activity associated with terrorism).
ISE-SAR business, privacy, and civil liberties rules will serve as a unified process to
support the reporting, tracking, processing, storage, and retrieval of terrorism-related
suspicious activity reports across the ISE.

National Information Exchange Model (NIEM): A joint technical and functional
standards program initiated by the Department of Homeland Security (DHS) and the
Department of Justice (DOJ) that supports national-level interoperable information
sharing.

Personal Information: Information that may be used to identify an individual (i.e., data
elements in the identified “privacy fields” of this ISE-SAR Functional Standard).

Privacy Field: A data element that may be used to identify an individual and, therefore,
may be subject to privacy protection.

. Suspicious Activity: Observed behavior reasonably indicative of pre-operational planning
related to terrorism or other criminal activity.

Suspicious Activity Report (SAR): Official documentation of observed behavior
reasonably indicative of pre-operational planning related to terrorism or other criminal
activity.

Universal Core (UCore): An interagency information exchange specification and
implementation profile. It provides a framework for sharing the most commonly used
data concepts of “who, what when, and where”. UCore serves as a starting point for data
level integration and permits the development of richer domain specific exchanges.
UCore was developed in concert with NIEM program office, and is a collaborative effort
between Department of Defense (DOD), DOJ, DHS and the Intelligence Community.

2
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6. Guidance. This Functional Standard is hereby established as the nationwide ISE Functional
Standard for ISE-SARs. It is based on documented information exchanges and business
requirements, and describes the structure, content, and products associated with processing,
integrating, and retrieving ISE-SARs by ISE participants.

7. Responsibilities.

a. The PM-ISE, in consultation with the Information Sharing Council (ISC), will:
(1) Maintain and administer this ISE-SAR Functional Standard, to include:
(a) Updating the business process and information flows for ISE-SAR.
(b) Updating data elements and product definitions for ISE-SAR.

(2) Publish and maintain configuration management of this ISE-SAR Functional
Standard.

(3) Assist with the development of ISE-SAR implementation guidance and governance
structure, as appropriate, to address privacy, civil rights, and civil liberties, policy,
architecture, and legal issues.

(4) Work with ISE participants, through the CTISS Committee, to develop a new or
modified ISE-SAR Functional Standard, as needed.

(5) Coordinate, publish, and monitor implementation and use of this ISE-SAR Functional
Standard, and coordinate with the White House Office of Science and Technology
Policy and with the National Institute of Standards and Technology (in the
Department of Commerce) for broader publication, as appropriate.

b. Each ISC member and other affected organizations shall:
(1) Propose modifications to the PM-ISE for this Functional Standard, as appropriate.

(2) As appropriate, incorporate this ISE-SAR Functional Standard, and any subsequent
implementation guidance, into budget activities associated with relevant current
(operational) mission specific programs, systems, or initiatives (e.g. operations and
maintenance {O&M} or enhancements).

(3) As appropriate, incorporate this ISE-SAR Functional Standard, and any subsequent
implementation guidance, into budget activities associated with future or new
development efforts for relevant mission specific programs, systems, or initiatives
(e.g. development, modernization, or enhancement {DME}).

(4) Ensure incorporation of this ISE-SAR Functional Standard, as set forth in 7.b (2) or
7.b (3) above, is done in compliance with ISE Privacy Guidelines and any additional
guidance provided by the ISE Privacy Guidelines Committee.

3
Exhibit D - Page 55



Case3:14-cv-03120 Documentl Filed07/10/14 Page56 of 133

UNCLASSIFIED
ISE-FS-200

8. Effective Date and Expiration. This ISE-FS is effective immediately and will remain in effect
as the updated ISE-SAR Functional Standard until further updated, superseded, or cancelled.

Program Manager for the
Information Sharing Environment

Date: May 21, 2009

4
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PART A -ISE-SAR FUNCTIONAL STANDARD ELEMENTS

SECTION | - DOCUMENT OVERVIEW

A. List of ISE-SAR Functional Standard Technical Artifacts

The full ISE-SAR information exchange contains five types of supporting technical artifacts.
This documentation provides details of implementation processes and other relevant reference
materials. A synopsis of the ISE-SAR Functional Standard technical artifacts is contained in

Table 1 below.

Table 1 - Functional Standard Technical Artifacts*

Artifact Type

Artifact

Artifact Description

Development and
Implementation Tools

Component Mapping
Template (CMT)
(SAR-to-NIEM/UCore)

This spreadsheet captures the ISE-SAR information
exchange class and data element (source) definitions
and relates each data element to corresponding
National Information Exchange Model (NIEM)
Extensible Mark-Up Language (XML) elements and
UCore elements, as appropriate.

NIEM Wantlist

The Wantlist is an XML file that lists the elements
selected from the NIEM data model for inclusion in the
Schema Subset. The Schema Subset is a compliant
version to both programs that has been reduced to only
those elements actually used in the ISE-SAR document
schema.

XML Schemas

The XML Schema provides a technical representation
of the business data requirements. They are a machine
readable definition of the structure of an ISE-SAR-
based XML Message.

XML Sample Instance

The XML Sample Instance is a sample document that
has been formatted to comply with the structures
defined in the XML Schema. It provides the developer
with an example of how the ISE-SAR schema is
intended to be used.

. Codified Data Field Values

Listings, descriptions, and sources as prescribed by
data fields in the ISE-SAR Functional Standard.

Development and implementation tools may be accessible through www.ise.gov. Additionally, updated versions of this
Functional Standard will incorporate the CTISS Universal Core which harmonizes the NIEM Universal Core with the DoD/IC

UCore.

5
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SECTION Il - SUSPICIOUS ACTIVITY REPORTING EXCHANGES

A. ISE-SAR Purpose

This ISE-SAR Functional Standard is designed to support the sharing, throughout the
Information Sharing Environment (ISE), of information about suspicious activity, incidents, or
behavior (hereafter collectively referred to as suspicious activity or activities) that have a
potential terrorism nexus. The ISE includes State and major urban area fusion centers and their
law enforcement,> homeland security,® or other information sharing partners at the Federal, State,
local, and tribal levels to the full extent permitted by law. In addition to providing specific
indications about possible terrorism-related crimes, ISE-SARs can be used to look for patterns
and trends by analyzing information at a broader level than would typically be recognized within
a single jurisdiction, State, or territory. Standardized and consistent sharing of suspicious activity
information regarding criminal activity among State and major urban area fusion centers and
Federal agencies is vital to assessing, deterring, preventing, or prosecuting those involved in
criminal activities associated with terrorism. This ISE-SAR Functional Standard has been
designed to incorporate key elements that describe potential criminal activity associated with
terrorism and may be used by other communities to address other types of criminal activities
where appropriate.

B. ISE-SAR Scope

Suspicious activity is defined as observed behavior reasonably indicative of pre-operational
planning related to terrorism or other criminal activity. A determination that such suspicious
activity constitutes an ISE-SAR is made as part of a two-part process by trained analysts using
explicit criteria. Some examples of the criteria for identifying those SARs, with defined
relationships to criminal activity that also have a potential terrorism nexus, are listed below. Part
B (ISE-SAR Criteria Guidance) provides a more thorough explanation of ISE-SAR criteria,
highlighting the importance of context in interpreting such behaviors;

» Expressed or implied threat
* Theft/loss/diversion
* Site breach or physical intrusion

* Cyber attacks
* Probing of security response

All references to Federal, State, local and tribal law enforcement are intended to encompass civilian law enforcement, military
police, and other security professionals.

All references to homeland security are intended to encompass public safety, emergency management, and other officials who
routinely participate in the State or major urban area’s homeland security preparedness activities.

6
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It is important to stress that this behavior-focused approach to identifying suspicious activity
requires that factors such as race, ethnicity, national origin, or religious affiliation should not be
considered as factors that create suspicion (except if used as part of a specific suspect
description). It is also important to recognize that many terrorism activities are now being funded
via local or regional criminal organizations whose direct association with terrorism may be
tenuous. This places law enforcement and homeland security professionals in the unique, yet
demanding, position of identifying suspicious activities or materials as a byproduct or secondary
element in a criminal enforcement or investigation activity. This means that, while some ISE-
SARs may document activities or incidents to which local agencies have already responded,
there is value in sharing them more broadly to facilitate aggregate trending or analysis.

Suspicious Activity Reports are not intended to be used to track or record ongoing enforcement,
intelligence, or investigatory operations although they can provide information to these activities.
The ISE-SAR effort offers a standardized means for sharing information regarding behavior
potentially related to terrorism-related criminal activity and applying data analysis tools to the
information. Any patterns identified during ISE-SAR data analysis may be investigated in
cooperation with the reporting agency, Joint Terrorism Task Force (JTTF), or the State or major
urban area fusion center in accordance with departmental policies and procedures. Moreover, the
same constitutional standards that apply when conducting ordinary criminal investigations also
apply to local law enforcement and homeland security officers conducting SAR inquiries. This
means, for example, that constitutional protections and agency policies and procedures that apply
to a law enforcement officer’s authority to stop, stop and frisk (“Terry Stop™)*, request
identification, or detain and question an individual would apply in the same measure whether or
not the observed behavior related to terrorism or any other criminal activity.

C. Overview of Nationwide SAR Cycle

As defined in the Nationwide Suspicious Activity Reporting Initiative (NSI) Concept of
Operations (CONOPS®) and shown in Figure 1, the nationwide SAR process involves a total of
12 discrete steps that are grouped under five standardized business process activities — Planning,
Gathering and Processing, Analysis and Production, Dissemination, and Reevaluation. The top-
level ISE-SAR business process described in this section has been revised to be consistent with
the description in the NSI CONOPS. Consequently, the numbered steps in Figure 1 are the only
ones that map directly to the nine-steps of the detailed information flow for nationwide SAR
information sharing documented in Part C of this version of the ISE-SAR Functional Standard.
For further detail on the 12 NSI steps, please refer to the NSI CONOPS.

“Terry Stop” refers to law enforcement circumstances related to Supreme Court of the United States ruling on “Terry v. Ohio
(No. 67)" argued on December 12, 1967 and decided on June 10, 1968. This case allows a law enforcement officer to
articulate reasonable suspicion as a result of a totality of circumstances (to include training and experience) and take action to
frisk an individual for weapons that may endanger the officer. The Opinion of the Supreme Court regarding this case may be
found at Internet site http://www.law.cornell.edu/supct/html/historics/USSC CR 0392 0001 ZO.html.

PM-ISE, Nationwide SAR Initiative Concept of Operations (Washington: PM-ISE, 2008), available from www.ise.gov.

7
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Figure 1. Overview of Nationwide SAR Process

D. ISE-SAR Top-Level Business Process

1. Planning

The activities in the planning phase of the NSI cycle, while integral to the overall NSI, are
not discussed further in this Functional Standard. See the NSI CONOPS for more details.®

2. Gathering and Processing

Local law enforcement agencies or field elements of Federal agencies gather and document
suspicious activity information in support of their responsibilities to investigate potential
criminal activity, protect citizens, apprehend and prosecute criminals, and prevent crime.
Information acquisition begins with an observation or report of unusual or suspicious
behavior that may be indicative of criminal activity associated with terrorism. Such activities
include, but are not limited to, theft, loss, or diversion, site breach or physical intrusion,
cyber attacks, possible testing of physical response, or other unusual behavior or sector
specific incidents. It is important to emphasize that context is an essential element of
interpreting the relevance of such behaviors to criminal activity associated with terrorism.
(See Part B for more details.)

6

Ibid., 17-18.
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Regardless of whether the initial observer is a private citizen, a representative of a private
sector partner, a government official, or a law enforcement officer, suspicious activity is
eventually reported to either a local law enforcement agency or a local, regional, or national
office of a Federal agency. When the initial investigation or fact gathering is completed, the
investigating official documents the event in accordance with agency policy, local
ordinances, and State and Federal laws and regulations.

The information is reviewed within a local or Federal agency by appropriately designated
officials for linkages to other suspicious or criminal activity in accordance with departmental
policy and procedures.” Although there is always some level of local review, the degree
varies from agency to agency. Smaller agencies may forward most SARs directly to the State
or major urban area fusion center or JTTF with minimal local processing. Major cities, on the
other hand, may have trained counterterrorism experts on staff that apply a more rigorous
analytic review of the initial reports and filter out those that can be determined not to have a
potential terrorism nexus.

After appropriate local processing, agencies make SARs available to the relevant State or
major urban area fusion center. Field components of Federal agencies forward their reports to
the appropriate regional, district, or headquarters office employing processes that vary from
agency to agency. Depending on the nature of the activity, the information could cross the
threshold of “suspicious” and move immediately into law enforcement operations channels
for follow-on action against the identified terrorist activity. In those cases where the local
agency can determine that an activity has a direct connection to criminal activity associated
with terrorism, it will provide the information directly to the responsible JTTF for use as the
basis for an assessment or investigation of a terrorism-related crime as appropriate.

3. Analysis and Production

The fusion center or Federal agency enters the SAR into its local information system and
then performs an additional analytic review to establish or discount a potential terrorism
nexus. First, an analyst or law enforcement officer reviews the newly reported information
against ISE-SAR criteria outlined in Part B of this ISE-SAR Functional Standard. Second,
the Terrorist Screening Center (TSC) should be contacted to determine if there is valuable
information in the Terrorist Screening Database. Third, he or she will review the input
against all available knowledge and information for linkages to other suspicious or criminal
activity.

Based on this review, the officer or analyst will apply his or her professional judgment to
determine whether the information has a potential nexus to terrorism. If the officer or analyst
cannot make this explicit determination, the report will not be accessible by the ISE, although

If appropriate, the agency may consult with a Joint Terrorism Task Force, Field Intelligence Group, or fusion center.

9
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it may be retained in local fusion center or Federal agency files in accordance with
established retention policies and business rules.®

4. Dissemination

Once the determination of a potential terrorism nexus is made, the information becomes an
ISE-SAR and is formatted in accordance with the ISE-SAR Information Exchange Package
Document (IEPD) format described in Sections 111 and V. This ISE-SAR is then stored in
the fusion center, JTTF, or other Federal agency’s ISE Shared Space® where it can be
accessed by authorized law enforcement and homeland security personnel in the State or
major urban area fusion center’s area of responsibility as well as other ISE participants,
including JTTFs. This allows the fusion center to be cognizant of all terrorist-related
suspicious activity in its area of responsibility, consistent with the information flow
description in Part C. Although the information in ISE Shared Spaces is accessible by other
ISE participants, it remains under the control of the submitting organization, i.e., the fusion
center or Federal agency that made the initial determination that the activity constituted an
ISE-SAR.

By this stage of the process, all initially reported SARs have been through multiple levels of
review by trained personnel and, to the maximum extent possible, those reports without a
potential terrorism nexus have been filtered out. Those reports posted in ISE Shared Spaces,
therefore, can be presumed by Federal, State, and local analytic personnel to be terrorism-
related and information derived from them can be used along with other sources to support
counterterrorism operations or develop counterterrorism analytic products. As in any analytic
process, however, all information is subject to further review and validation, and analysts
must coordinate with the submitting organization to ensure that the information is still valid
and obtain any available relevant supplementary material before incorporating it into an
analytic product.

Once ISE-SARs are accessible, they can be used to support a range of counterterrorism
analytic and operational activities. This step involves the actions necessary to integrate ISE-
SAR information into existing counterterrorism analytic and operational processes, including
efforts to “connect the dots,” identify information gaps, and develop formal analytic
products. Depending on privacy policy and procedures established for the NSI as a whole or
by agencies responsible for individual ISE Shared Spaces, requestors may only be able to
view reports in the Summary ISE-SAR Information format, i.e., without privacy fields. In
these cases, requestors should contact the submitting organization directly to discuss the
particular report more fully and obtain access, where appropriate, to the information in the
privacy fields.

As was already noted in the discussion of processing by local agencies, where the fusion center or Federal agency can
determine that an activity has a direct connection to a possible terrorism-related crime, it will provide the information directly to
the responsible JTTF for use as the basis for an assessment or investigation.

o PM-ISE, ISE Enterprise Architecture Framework, Version 2.0, (Washington: PM-ISE, 2008), 61-63
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5. Reevaluation®™

Operational feedback on the status of ISE-SARSs is an essential element of an effective NSI
process with important implications for privacy and civil liberties. First of all, it is important
to notify source organizations when information they provide is designated as an ISE-SAR
by a submitting organization and made available for sharing—a form of positive feedback
that lets organizations know that their initial suspicions have some validity. Moreover, the
process must support notification of all ISE participants when further evidence determines
that an ISE-SAR was designated incorrectly so that the original information does not
continue to be used as the basis for analysis or action. This type of feedback can support
organizational redress processes and procedures where appropriate.

E. Broader ISE-SAR Applicability

Consistent with the ISE Privacy Guidelines and Presidential Guideline 2, and to the full extent
permitted by law, this ISE-SAR Functional Standard is designed to support the sharing of
unclassified information or sensitive but unclassified (SBU)/controlled unclassified information
(CUI) within the ISE. There is also a provision for using a data element indicator for designating
classified national security information as part of the ISE-SAR record, as necessary. This
condition could be required under special circumstances for protecting the context of the event,
or specifics or organizational associations of affected locations. The State or major urban area
fusion center shall act as the key conduit between the State, local, and tribal (SLT) agencies and
other ISE participants. It is also important to note that the ISE Shared Spaces implementation
concept is focused exclusively on terrorism-related information. However many SAR originators
and consumers have responsibilities beyond terrorist activities. Of special note, there is no
intention to modify or otherwise affect, through this ISE-SAR Functional Standard, the currently
supported or mandated direct interactions between State, local, and tribal law enforcement and
investigatory personnel and the Joint Terrorism Task Forces (JTTFs) or Field Intelligence
Groups (FIGs).

This ISE-SAR Functional Standard will be used as the ISE-SAR information exchange standard
for all ISE participants. Although the extensibility of this ISE-SAR Functional Standard does
support customization for unique communities, jurisdictions planning to modify this ISE-SAR
Functional Standard must carefully consider the consequences of customization. The PM-ISE
requests that modification follow a formal change request process through the ISE-SAR Steering
Committee and CTISS Committee under the Information Sharing Council, for both community
coordination and consideration. Furthermore, messages that do not conform to this Functional
Standard may not be consumable by the receiving organization and may require modifications by
the nonconforming organizations.

10 ) . . L )
The Reevaluation Phase also encompasses the establishment of an integrated counterterrorism information needs process, a

process that does not relate directly to information exchanges through this standard. See page 23 of the NSI CONOPS for
more details.
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F. Protecting Privacy

Laws that prohibit or otherwise limit the sharing of personal information vary considerably
between the Federal, State, local, and tribal levels. The Privacy Act of 1974 (5 USC 8552a) as
amended, other statutes such as the E-Government Act, and many government-wide or
departmental regulations establish a framework and criteria for protecting information privacy in
the Federal Government. The ISE must facilitate the sharing of information in a lawful manner,
which by its nature must recognize, in addition to Federal statutes and regulations, different
State, local or tribal laws, regulations, or policies that affect privacy. One method for protecting
privacy while enabling the broadest possible sharing is to anonymize ISE-SAR reports by
excluding data elements that contain personal information. Accordingly, two different formats
are available for ISE-SAR information. The Detailed ISE-SAR IEPD format includes personal
information contained in the data fields set forth in Section IV of this ISE-SAR Functional
Standard (“ISE-SAR Exchange Data Model”), including “privacy fields” denoted as containing
personal information. If an ISE participant is not authorized to disseminate personal information
from an ISE Shared Space (e.g., the requester site does not have a compliant privacy policy) or
the SAR does not evidence the necessary nexus to terrorism-related crime (as required by this
ISE-SAR Functional Standard), information from the privacy fields will not be loaded into the
responsive document (search results) from the ISE Shared Space. This personal information will
not be passed to the ISE participant. The Summary ISE-SAR Information format excludes
privacy fields or data elements identified in Section IV of this ISE-SAR Functional Standard as
containing personal information. Each ISE participant can exclude additional data elements from
the Summary ISE-SAR Information format in accordance with its own legal and policy
requirements. It is believed the data contained within a Summary ISE-SAR Information format
will support sufficient trending and pattern recognition to trigger further analysis and/or
investigation where additional information can be requested from the sending organization.
Because of variances of data expected within ISE-SAR exchanges, only the minimum elements
are considered mandatory. These are enumerated in the READ ME document in the technical
artifacts folder that is part of this ISE-SAR Functional Standard.

Currently, the privacy fields identified in the ISE-SAR exchange data model (Section 1V, below)
are the minimum fields that should be removed from a Detailed ISE-SAR IEPD.

SECTION Il - INFORMATION EXCHANGE DEVELOPMENT

This ISE-SAR Functional Standard is a collection of artifacts that support an implementer’s
creation of ISE-SAR information exchanges, whether Detailed ISE-SAR IEPD or Summary
ISE-SAR Information. The basic ISE-SAR information exchange is documented using five
unique artifacts giving implementers tangible products that can be leveraged for local
implementation. A domain model provides a graphical depiction of those data elements required
for implementing an exchange and the cardinality between those data elements. Second, a
Component Mapping Template is a spreadsheet that associates each required data element with
its corresponding XML data element. Third, information exchanges include the schemas which
consist of a document, extension, and constraint schema. Fourth, at least one sample XML
Instance and associated style-sheet is included to help practitioners validate the model, mapping,
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and schemas in a more intuitive way. Fifth, a codified data field values listing provides listings,
descriptions, and sources as prescribed by the data fields.

SECTION IV - ISE-SAR EXCHANGE DATA MODEL

A. Summary of Elements

This section contains a full inventory of all ISE-SAR information exchange data classes,
elements, and definitions. Items and definitions contained in cells with a light purple background
are data classes, while items and definition contained in cells with a white background are data
elements. A wider representation of data class and element mappings to source (ISE-SAR
information exchange) and target is contained in the Component Mapping Template located in
the technical artifacts folder.

Cardinality between objects in the model is indicated on the line in the domain model (see
Section 5A). Cardinality indicates how many times an entity can occur in the model. For
example, Vehicle, Vessel, and Aircraft all have cardinality of 0..n. This means that they are
optional, but may occur multiple times if multiple suspect vehicles are identified.

Clarification of Organizations used in the exchange:

» The Source Organization is the agency or entity that originates the SAR report (examples
include a local police department, a private security firm handling security for a power
plant, and a security force at a military installation). The Source Organization will not
change throughout the life of the SAR.

» The Submitting Organization is the organization providing the ISE-SAR to the
community through their ISE Shared Space. The Submitting Organization and the Source
Organization may be the same.

» The Owning Organization is the organization that owns the target associated with the
suspicious activity.

Table 2 — ISE-SAR Information Exchange Data Classes, Elements, and Definitions

Privacy

Field Source Class/Element Source Definition
Aircraft
Aircraft Engine Quantity The number of engines on an observed aircraft.
Aircraft Fuselage Color A code identifying a color of a fuselage of an aircraft.
Aircraft Wing Color A code identifying a color of a wing of an aircraft.
A unique identifier assigned to the aircraft by the observing
. organization—used for referencing. *If this identifier can be used to
X Aircraft ID . . o . ) ; ;
identify a specific aircraft, for instance, by using the aircraft tail
number, then this element is a privacy field. [free text field]
Aircraft Make Code A code identifying a manufacturer of an aircratft.
. A code identifying a specific design or type of aircraft made by a
Aircraft Model Code manufacturer.
13
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Privacy

Source Class/Element Source Definition

Field

Aircraft Style Code

A code identifying a style of an aircraft.

Aircraft Tail Number

An aircraft identification number prominently displayed at various
locations on an aircraft, such as on the tail and along the fuselage.
[free text field]

Attachment

Attachment Type Text

Describes the type of attachment (e.g., surveillance video, mug
shot, evidence). [free text field]

Binary Image

Binary encoding of the attachment.

Capture Date

The date that the attachment was created.

Description Text

Text description of the attachment. [free text field]

Format Type Text

Format of attachment (e.g., mpeg, jpg, avi). [free text field]

Attachment URI

Uniform Resource Identifier (URI) for the attachment. Used to
match the attachment link to the attachment itself. Standard
representation type that can be used for Uniform Resource
Locators (URLs) and Uniform Resource Names (URNS).

Attachment Privacy Field
Indicator

Identifies whether the binary attachment contains information that
may be used to identify an individual.

Contact Information

Person First Name

Person to contact at the organization.

Person Last Name

Person to contact at the organization.

E-Mail Address

An email address of a person or organization. [free text field]

Full Telephone Number

A full length telephone identifier representing the digits to be dialed
to reach a specific telephone instrument. [free text field]

Driver License

Expiration Date

The month, date, and year that the document expires.

Expiration Year

The year the document expires.

Issuing Authority Text

Code identifying the organization that issued the driver license
assigned to the person. Examples include Department of Motor
Vehicles, Department of Public Safety and Department of Highway
Safety and Motor Vehicles. [free text field]

Driver License Number

A driver license identifier or driver license permit identifier of the
observer or observed person of interest involved with the
suspicious activity. [free text field]

Follow-Up Action

Activity Date

Date that the follow-up activity started.

Activity Time

Time that the follow up activity started.

Assigned By Text

Organizational identifier that describes the organization performing
a follow-up activity. This is designed to keep all parties interested
in a particular ISE-SAR informed of concurrent investigations. [free
text field]

Assigned To Text

Text describing the person or sub-organization that will be
performing the designated action. [free text field]

Disposition Text

Description of disposition of suspicious activity investigation. [free
text field]

Status Text

Description of the state of follow-up activity. [free text field]

Location
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Source Definition

Field

A description of a location where the suspicious activity occurred. If
the location is an address that is not broken into its component

X Location Description parts (e.g., 1234 Main Street), this field may be used to store the
compound address. [free text field]
Location Address
Building Description A complete reference that identifies a building. [free text field]
County Name A name of a county, parish, or vicinage. [free text field]
Country Name A country name or other identifier. [free text field]
Cross Street Description A description of an intersecting street. [free text field]
- A reference that identifies an actual level within a building. [free
Floor Identifier )
text field]
ICAO Airfield Code for An Internat_lon_al Civil Awatlon Organization (ICAQ) airfield code for
departure, indicates aircraft, crew, passengers, and cargo-on
Departure O . -
conveyance location information. [free text field]
ICAO Airfield Code for An airfield code for planned destination, |nd|(_:ate_s alrcraf_t, crew,
S passengers, and cargo on conveyance location information [free
Planned Destination )
text field]
An airfield code for actual destination. Indicates aircraft, crew,
ICAO for Actual Destination passengers, and cargo on conveyance location information. [free
text field]
ICAO Airfield for Alternate An airfield code for Alternate. In_dlcates alrc_raft, crew, passengers,
and cargo on conveyance location information. [free text field]
Identifies the sequentially numbered marker on a roadside that is
Mile Marker Text closest to the intended location. Also known as milepost, or mile
post. [free text field]
Municipality Name The name of the city or town. [free text field]
Postal Code The zip code or postal code. [free text field]
State Name Code identifying the state.
Street Name A name that identifies a particular street. [free text field]
A number that identifies a particular unit or location within a street.
X Street Number )
[free text field]
Street Post Directional A direction that appears after a street name. [free text field]
Street Pre Directional A direction that appears before a street name. [free text field]
Street Type A type of street, e.g., Street, Boulevard, Avenue, Highway. [free
text field]
X Unit ID A particular unit within the location. [free text field]
Location Coordinates
Altitude Height above or below sea-level of a location.

Coordinate Datum

Coordinate system used for plotting location.

Latitude Degree

A value that specifies the degree of a latitude. The value comes
from a restricted range between -90 (inclusive) and +90 (inclusive).

Latitude Minute

A value that specifies a minute of a degree. The value comes from
a restricted range of O (inclusive) to 60 (exclusive).

Latitude Second

A value that specifies a second of a minute. The value comes from
a restricted range of O (inclusive) to 60 (exclusive).
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P'r:|i\(/;|;1gy Source Class/Element Source Definition
A value that specifies the degree of a longitude. The value comes
Longitude Degree from a restricted range between -180 (inclusive) and +180
(exclusive).
. . A value that specifies a minute of a degree. The value comes from
Longitude Minute ) ) . .
a restricted range of O (inclusive) to 60 (exclusive).
. A value that specifies a second of a minute. The value comes from
Longitude Second . ) . .
a restricted range of 0 (inclusive) to 60 (exclusive).
) A direction by heading and speed or enroute route and/or waypoint
Conveyance track/intent of conveyance [free text field]
Observer
Indicates the relative expertise of an observer to the suspicious
Observer Type Text act|V|t'y (e.q., professpnal observer versus Iaym.an). Examp[e: a
security guard at a utility plant recording the activity, or a citizen
driving by viewing suspicious activity. [free text field]
Number assigned by an employer for a person such as badge
X Person Employer 1D number. [free text field]
Owning Organization
Organization Item A name of an organization that owns the target. [free text field]
A text description of organization that owns the target. The
Organization Description description may indicate the type of organization such as State
Bureau of Investigation, Highway Patrol, etc. [free text field]
A federal tax identifier assigned to an organization. Sometimes
X Organization ID referred to as a Federal Employer Identification Number (FEIN), or
an Employer Identification Number (EIN). [free text field]
Organization Local ID ﬁglé(]ientlfler assigned on a local level to an organization. [free text
Other Identifier
Person Identification Number | An identifying number assigned to the person, e.g., military serial
X -
(PID) numbers. [free text field]
X PID Effective Date The month, date, and year that the PID number became active or
accurate.
PID Effective Year The year that the PID number became active or accurate.
X PID Expiration Date The month, date, and year that the PID number expires.
PID Expiration Year The year that the PID number expires.
PID Issuing Authority Text The issuing authority of the identifier. This may be a State, military
organization, etc.
PID Type Code Codg identifying the type of identifier assigned to the person. [free
text field]
Passport
X Passport ID Document Unique Identifier. [free text field]
X Expiration Date The month, date, and year that the document expires.
Expiration Year The year the document expires.
Issuing Country Code Code identifying the issuing country. [free text field]
Person
A number issued by the FBI's Automated Fingerprint Identification
X AFIS FBI Number System (AFIS) based on submitted fingerprints. [free text field]
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Privacy

Source Class/Element Source Definition

Field

Age

A precise measurement of the age of a person.

Age Unit Code

Code that identifies the unit of measure of an age of a person (e.g.,
years, months). [free text field]

X Date of Birth The month, date, and year that a person was born.
Year of Birth The year a person was born.
Ethnicity Code Code that identifies the person’s cultural lineage.
Maximum Age The maximum age measurement in an estimated range.
Minimum Age The minimum age measurement in an estimated range.
X State Identifier Number assigned by the State based on biometric identifiers or
other matching algorithms. [free text field]
A 9-digit numeric identifier assigned to a living person by the U.S.
X Tax Identifier Number Social Security Administration. A social security number of the
person. [free text field]
Person Name
X First Name A first name or given name of the person. [free text field]
X Last Name A last name or family name of the person. [free text field]
X Middle Name A middle name of a person. [free text field]
Used to designate the compound name of a person that includes
all name parts. This field should only be used when the name
X Full Name o .
cannot be broken down into its component parts or if the
information is not available in its component parts. [free text field]
X Moniker Alternative, or gang name for a person. [free text field]
A component that is appended after the family name that
Name Suffix distinguishes members of a family with the same given, middle,
and last name, or otherwise qualifies the name. [free text field]
Name Type Text identifying the type of name for the person. For example,

maiden name, professional name, nick name.

Physical Descriptors

Build Description

Text describing the physique or shape of a person. [free text field]

Eye Color Code

Code identifying the color of the person’s eyes.

Eye Color Text

Text describing the color of a person’s eyes. [free text field]

Hair Color Code

Code identifying the color of the person’s hair.

Hair Color Text

Text describing the color of a person’s hair. [free text field]

Person Eyewear Text

A description of glasses or other eyewear a person wears. [free
text field]

Person Facial Hair Text

A kind of facial hair of a person. [free text field]

Person Height

A measurement of the height of a person.

Person Height Unit Code

Code that identifies the unit of measure of a height of a person.
[free text field]

Person Maximum Height

The maximum measure value on an estimated range of the height
of the person.

Person Minimum Height

The minimum measure value on an estimated range of the height
of the person.

Person Maximum Weight

The maximum measure value on an estimated range of the weight
of the person.
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Source Definition

Field

Person Minimum Weight

The minimum measure value on an estimated range of the weight
of the person.

Person Sex Code

A code identifying the gender or sex of a person (e.g., Male or
Female).

Person Weight

A measurement of the weight of a person.

Person Weight Unit Code

Code that identifies the unit of measure of a weight of a person.
[free text field)]

Race Code

Code that identifies the race of the person.

Skin Tone Code

Code identifying the color or tone of a person’s skin.

Clothing Description Text

A description of an article of clothing. [free text field]

Physical Feature

Feature Description

A text description of a physical feature of the person. [free text
field]

Feature Type Code

A special kind of physical feature or any distinguishing feature.
Examples include scars, marks, tattoos, or a missing ear. [free text
field]

Location Description

A description of a location. If the location is an address that is not
broken into its component parts (e.g., 1234 Main Street), this field
may be used to store the compound address. [free text field]

Registration

Registration Authority Code

Text describing the organization or entity authorizing the issuance
of a registration for the vehicle involved with the suspicious activity.
[free text field]

Registration Number

The number on a metal plate fixed to/assigned to a vehicle. The
purpose of the registration number is to uniquely identify each
vehicle within a state. [free text field]

Registration Type

Code that identifies the type of registration plate or license plate of
a vehicle. [free text field]

Registration Year

A 4-digit year as shown on the registration decal issued for the
vehicle.

ISE-SAR Submission

Additional Details Indicator

Identifies whether more ISE-SAR details are available at the
authoring/originating agency than what has been provided in the
information exchange.

Data Entry Date

Date the data was entered into the reporting system (e.g., the
Records Management System).

Dissemination Code

Generally established locally, this code describes the authorized
recipients of the data. Examples include Law Enforcement Use, Do
Not Disseminate, etc.

Fusion Center Contact First
Name

Identifies the first name of the person to contact at the fusion
center. [free text field]

Fusion Center Contact Last
Name

Identifies the last name of the person to contact at the fusion
center. [free text field]

Fusion Center Contact E-Mail
Address

Identifies the email address of the person to contact at the fusion
center. [free text field]

Fusion Center Contact
Telephone Number

The full phone number of the person at the fusion center that is
familiar with the record (e.g., law enforcement officer).
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Source Definition

Field

Message Type Indicator

e.g., Add, Update, Purge.

Privacy Purge Date

The date by which the privacy information will be purged from the
record system; general observation data is retained.

Privacy Purge Review Date

Date of review to determine the disposition of the privacy fields in a
Detailed ISE-SAR IEPD record.

Submitting ISE-SAR Record
ID

Identifies the Fusion Center ISE-SAR Record identifier for reports
that are possibly related to the current report. [free text field]

ISE-SAR Submission Date

Date of submission for the ISE-SAR Record.

ISE-SAR Title

Plain language title (e.g., Bomb threat at the “X” Hotel). [free text
field]

ISE-SAR Version

Indicates the specific version of the ISE-SAR that the XML
Instance corresponds. [free text field]

Source Agency Case ID

The case identifier for the agency that originated the SAR. Often,
this will be a local law enforcement agency. [free text field]

Source Agency Record
Reference Name

The case identifier that is commonly used by the source agency—
may be the same as the System ID. [free text field]

Source Agency Record
Status Code

The current status of the record within the source agency system.

Privacy Information Exists
Indicator

Indicates whether privacy information is available from the source
fusion center. This indicator may be used to guide people who only
have access to the summary information exchange as to whether
or not they can follow-up with the originating fusion center to obtain
more information.

Sensitive Information
Details

Classification Label

A classification of information. Includes Confidential, Secret, Top
Secret, no markings. [free text field]

Classification Reason Text

A reason why the classification was made as such. [free text field]

Sensitivity Level

Local information security categorization level (Controlled
Unclassified Information-CUI, including Sensitive But Unclassified
or Law Enforcement Sensitive). [free text field]

Tearlined Indicator

Identifies whether a report is free of classified information.

Source Organization

Organization Name

The name used to refer to the agency originating the SAR. [free
text field]

Organization ORI

Originating Agency ldentification (ORI) used to refer to the agency.

System ID

The system that the case identifier (e.g., Records Management
System, Computer Aided Dispatch) relates to within or the
organization that originated the Suspicious Activity Report. [free
text field]

Fusion Center Submission
Date

Date of submission to the Fusion Center.

Source Agency Contact First
Name

The first name of the person at the agency that is familiar with the
record (e.g., law enforcement officer). [free text field]

Source Agency Contact Last
Name

The last name of the person at the agency that is familiar with the
record (e.g., law enforcement officer). [free text field]

Source Agency Contact
Email Address

The email address of the person at the agency that is familiar with
the record (e.g., law enforcement officer). [free text field]
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Source Definition

Field

Source Agency Contact
Phone Number

The full phone number of the person at the agency that is familiar
with the record (e.g., law enforcement officer).

Suspicious Activity Report

Community Description

Describes the intended audience of the document. [free text field]

Community URI

The URL to resolve the ISE-SAR information exchange payload
namespace.

LEXS Version

Identifies the version of Department of Justice LEISP Exchange
Specification (LEXS) used to publish this document. ISE-FS-200
has been built using LEXS version 3.1. The schema was
developed by starting with the basic LEXS schema and extending
that definition by adding those elements not included in LEXS.
[free text field]

Message Date/Time

A timestamp identifying when this message was received.

Sequence Number

A number that uniquely identifies this message.

Source Reliability Code

Reliability of the source, in the assessment of the reporting
organization: could be one of ‘reliable’, ‘unreliable’, or ‘unknown’

Content Validity Code

Validity of the content, in the assessment of the reporting
organization: could be one of ‘confirmed’, ‘doubtful’, or ‘cannot be
judged’

Nature of Source-Code

Nature of the source: Could be one of ‘anonymous tip’,
‘confidential source’, trained interviewer’, ‘written statement —
victim, witness, other’, private sector’, or ‘other source’

Nature of Source-Text

Optional information of ‘other source’ is selected above. [free text
field]

Submitting Organization

Organization Name

Common Name of the fusion center or ISE participant that
submitted the ISE-SAR record to the ISE. [free text field]

Organization ID

Fusion center or ISE participant’s alpha-numeric identifier. [free
text field]

Organization ORI

ORI for the submitting fusion center or ISE participant. [free text
field]

System ID

Identifies the system within the fusion center or ISE participant that
is submitting the ISE-SAR. [free text field]

Suspicious Activity

Activity End Date

The end or completion date in Greenwich Mean Time (GMT) of an
incident that occurs over a duration of time.

Activity End Time

The end or completion time in GMT of day of an incident that
occurs over a duration of time.

Activity Start Date

The date in GMT when the incident occurred or the start date if the
incident occurs over a period of time.

Activity Start Time

The time of day in GMT that the incident occurred or started.

Observation Description Text

Description of the activity including rational for potential terrorism
nexus. [free text field]

Observation End Date

The end or completion date in GMT of the observation of an
activity that occurs over a duration of time.

Observation End Time

The end or completion time of day in GMT of the observation of an
activity that occurred over a period of time.
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Privacy

Source Class/Element Source Definition

Field

Observation Start Date

The date in GMT when the observation of an activity occurred or
the start date if the observation of the activity occurred over a
period of time.

Observation Start Time

The time of day in GMT that the observation of an activity occurred
or started.

Threat Type Code

Broad category of threat to which the tip or lead pertains. Includes
Financial Incident, Suspicious Activity, and Cyber Crime.

Threat Type Detail Text

Breakdown of the Tip Type, it indicates the type of threat to which
the tip or lead pertains. The subtype is often dependent on the Tip
Type. For example, the subtypes for a nuclear/radiological tip class
might be Nuclear Explosive or a Radiological Dispersal Device.
[free text field]

Suspicious Activity Code

Indicates the type of threat to which the tip or lead pertains.
Examples include a biological or chemical threat.

Weather Condition Details

The weather at the time of the suspicious activity. The weather
may be described using codified lists or text.

Target

Critical Infrastructure
Indicator

Critical infrastructure, as defined by 42 USC Sec. 5195c¢, means
systems and assets, whether physical or virtual, so vital to the
United States that the incapacity or destruction of such systems
and assets would have a debilitating impact on security, national
economic security, national public health or safety, or any
combination of those matters.

Infrastructure Sector Code

The broad categorization of the infrastructure type. These include
telecommunications, electrical power systems, gas and oil storage
and transportation, banking and finance, transportation, water
supply systems, emergency services (including medical, police,
fire, and rescue), and continuity of government.

Infrastructure Tier Text

Provides additional detail that enhances the Target Sector Code.
For example, if the target sector is Utilities, this field would indicate
the type of utility that has been targeted such as power station or
power transmission. [free text field]

Structure Type Code

National Data Exchange (N-DEXx) Code that identifies the type of
Structure that was involved in the incident.

Target Type Text

Describes the target type if an appropriate sector code is not
available. [free text field]

Structure Type Text

Text for use when the Structure Type Code does not afford
necessary code. [free text field]

Target Description Text

Text describing the target (e.g., Lincoln Bridge). [free text field]

Vehicle

Color Code Codg 'ghat ider!tifies the primary color of a vehicle involved in the
suspicious activity.

Description Text description of the entity. [free text field]

Make Name Code that identifies the manufacturer of the vehicle.

Model Name Code that identifies the _specific design or type of v_ehicle made by
a manufacturer—sometimes referred to as the series model.

Style Code Code that identifies the style of a vehicle. [free text field]

Vehicle Year A 4-digit year that is assigned to a vehicle by the manufacturer.
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Source Definition

Used to uniquely identify motor vehicles. [free text field]

US DOT Number

An assigned number sequence required by Federal Motor Carrier
Safety Administration (FMCSA) for all interstate carriers. The
identification number (found on the power unit, and assigned by
the U.S. Department of Transportation or by a State) is a key
element in the FMCSA databases for both carrier safety and
regulatory purposes. [free text field]

Vehicle Description

A text description of a vehicle. Can capture unique identifying
information about a vehicle such as damage, custom paint, etc.
[free text field]

Related ISE-SAR

Fusion Center ID

Identifies the fusion center that is the source of the ISE-SAR. [free
text field]

Fusion Center ISE-SAR
Record ID

Identifies the fusion center ISE-SAR record identifier for reports
that are possibly related to the current report.

Relationship Description Text

Describes how this ISE-SAR is related to another ISE-SAR. [free
text field]

Vessel

Vessel Official Coast Guard
Number Identification

An identification for the Official (U.S. Coast Guard Number of a
vessel). Number is encompassed within valid marine documents
and permanently marked on the main beam of a documented
vessel. [free text field]

Vessel ID

A unique identifier assigned to the boat record by the agency—
used for referencing. [free text field]

Vessel ID Issuing Authority

Identifies the organization authorization over the issuance of a
vessel identifier. Examples of this organization include the State
Parks Department and the Fish and Wildlife department. [free text
field]

Vessel IMO Number
Identification

An identification for an International Maritime Organization Number
(IMO number) of a vessel [free text field]

Vessel MMSI Identification

An identification for the Maritime Mobile Service Identity (MMSI) or
a vessel [free text field]

Vessel Make

Code that identifies the manufacturer of the boat.

Vessel Model

Model name that identifies the specific design or type of boat made
by a manufacturer—sometimes referred to as the series model.

Vessel Model Year

A 4-digit year that is assigned to a boat by the manufacturer.

Vessel Name

Complete boat name and any numerics. [free text field]

Vessel Hailing Port

The identifying attributes of the hailing port of a vessel [free text
field]

Vessel National Flag

A data concept for a country under which a vessel sails. [free text
field]

Vessel Overall Length

The length measurement of the boat, bow to stern.

Vessel Overall Length
Measure

Code that identifies the measurement unit used to determine the
boat length. [free text field]

Vessel Serial Number

The identification number of a boat involved in an incident. [free
text field]

Vessel Type Code

Code that identifies the type of boat.
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Privacy

Field Source Class/Element Source Definition

Text for use when the Boat Propulsion Code does not afford

Vessel Propulsion Text necessary code. [free text field]

B. Association Descriptions

This section defines specific data associations contained in the ISE-SAR data model structure.
Reference Figure 2 (UML-based model) for the graphical depiction and detailed elements.

Table 3 — ISE-SAR Data Model Structure Associations

Link Between Associated

Components Target Element

Link From Suspicious Activity

Report to Attachment lexs:Digest/lexsdigest:Associations/lexsdigest:EntityAttachmentLinkAssociation

Link From Suspicious Activity
Report to Sensitive Hierarchical Association
Information Details

Link From Suspicious Activity
Report to ISE-SAR Hierarchical Association
Submission

Link From Suspicious Activity

to Vehicle lexs:Digest/lexsdigest:Associations/lexsdigest:IncidentinvolvedltemAssociation

Link From Vehicle to

Registration Hierarchical Association

Link From Suspicious Activity

to Vessel lexs:Digest/lexsdigest:Associations/lexsdigest:IncidentinvolvedltemAssociation

Link From Suspicious Activity

; lexs:Digest/lexsdigest:Associations/lexsdigest:IncidentinvolvedltemAssociation
to Aircraft

Link From Suspicious Activity

to Location lexs:Digest/lexsdigest:Associations/lexsdigest:ActivityLocationAssociation

Link From Suspicious Activity

Hierarchical Association
to Target

Link From Location to Location

. Hierarchical Association
Coordinates

Link From Location to Location
Address

Link From Suspicious Activity
Report to Related ISE-SAR

Link From Person to Location | lexs:Digest/lexsdigest:Associations/lexsdigest:PersonLocationAssociation

Hierarchical Association

Hierarchical Association

Link From Person to Contact | lexs:Digest/lexsdigest:Associations/lexsdigest:EntityEmailAssociation or
Information lexs:Digest/lexsdigest:Associations/lexsdigest:EntityTelephoneNumberAssociation

Link From Person to Driver

. Hierarchical Association
License

Link From Person to Passport | Hierarchical Association

Link From Person to Other

o Hierarchical Association
Identifier
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Link Between Associated
Components

Target Element

Link From Person to Physical
Descriptors

Hierarchical Association

Link From Person to Physical
Feature

Hierarchical Association

Link From Person to Person
Name

Hierarchical Association

Link From Suspicious Activity
Report to Follow-Up Action

Hierarchical Association

Link From Target to Location

lexs:Digest/lexsdigest:Associations/lexsdigest:ltemLocationAssociation

Link From Suspicious Activity
Report to Organization

Hierarchical Association

Link From Suspicious Activity
to Person [Witness]

lexs:Digest/lexsdigest:Associations/lexsdigest:IncidentWitnessAssociation

Link From Suspicious Activity
to Person [Person Of Interest]

lexs:Digest/lexsdigest:Associations/lexsdigest:PersonOfinterestAssociation

Link From Organization to
Target

ext:SuspiciousActivityReport/nc:OrganizationltemAssociation

Link from ISE-SAR
Submission to Submitting
Organization

Hierarchical Association

Link From Submitting
Organization to Contact
Information

Hierarchical Association

(Note that the mapping indicates context and we are not reusing Contact
Information components)

C. Extended XML Elements

Additional data elements are also identified as new elements outside of NIEM, Version 2.0.
These elements are listed below:

AdditionalDetailsIndicator: Identifies whether more ISE-SAR details are available at the
authoring/originating agency than what has been provided in the information exchange.

AssignedByText: Organizational identifier that describes the organization performing a
follow-up activity. This is designed to keep all parties interested in a particular ISE-SAR
informed of concurrent investigations.

AssignedToText: Text describing the person or sub-organization that will be performing the
designated follow-up action.

ClassificationReasonText: A reason why the classification was made as such.

ContentValidityCode: Validity of the content, in the assessment of the reporting
organization: could be one of ‘confirmed’, “doubtful’, or “‘cannot be judged’.
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Conveyancetrack/intent: A direction by heading and speed or enroute route and/or
waypoint of conveyance.

Criticallnfrastructurelndicator: Critical infrastructure, as defined by 42 USC Sec. 5195c,
means systems and assets, whether physical or virtual, so vital to the United States that the
incapacity or destruction of such systems and assets would have a debilitating impact on
security, national economic security, national public health or safety, or any combination of
those matters.

ICAOAIrfieldCodeforDeparture: An International Civil Aviation Organization (ICAO)
airfield code for departure, indicates aircraft, crew, passengers, and cargo-on conveyance
location information.

ICAOAIrfieldCodeforPlannedDestination: An airfield code for planned destination,
indicates aircraft, crew, passengers, and cargo on conveyance location information.

ICAOforActualDestination: An airfield code for actual destination. Indicates aircraft, crew,
passengers, and cargo on conveyance location information.

ICAOAIrfieldforAlternate: An airfield code for Alternate. Indicates aircraft, crew,
passengers, and cargo on conveyance location information.

NatureofSource-Code: Nature of the source: Could be one of ‘anonymous tip’, “‘confidential
source’, trained interviewer’, ‘written statement — victim, witness, other’, private sector’, or
‘other source’.

PrivacyFieldIndicator: Data element that may be used to identify an individual and
therefore is subject to protection from disclosure under applicable privacy rules. Removal of
privacy fields from a detailed report will result in a summary report. This privacy field
informs users of the summary information exchange that additional information may be
available from the originator of the report.

ReportPurgeDate: The date by which the privacy fields will be purged from the record
system; general observation data is retained. Purge policies vary from jurisdiction to
jurisdiction and should be indicated as part of the guidelines.

ReportPurgeReviewDate: Date of review to determine the disposition of the privacy fields
in a Detailed ISE-SAR IEPD record.

SourceReliabilityCode: Reliability of the source, in the assessment of the reporting
organization: could be one of ‘reliable’, ‘unreliable’, or ‘unknown’.

VesselHailingPort: The identifying attributes of the hailing port of a vessel.

VesselNationalFlag: A data concept for a country under which a vessel sails.
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SECTION V — INFORMATION EXCHANGE IMPLEMENTATION ARTIFACTS
A. Domain Model

1. General Domain Model Overview

The domain model provides a visual representation of the business data requirements and
relationships (Figure 2). This Unified Modeling Language (UML)-based Model represents
the Exchange Model artifact required in the information exchange development
methodology. The model is designed to demonstrate the organization of data elements and
illustrate how these elements are grouped together into Classes. Furthermore, it describes
relationships between these Classes. A key consideration in the development of a Domain
Model is that it must be independent of the mechanism intended to implement the model. The
domain model is actually a representation of how data is structured from a business context.
As the technology changes and new Functional Standards emerge, developers can create new
standards mapping documents and schema tied to a new standard without having to re-
address business process requirements.

Figure 2 — UML-based Model
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B. General Mapping Overview

The detailed component mapping template provides a mechanism to cross-reference the business
data requirements documented in the Domain Model to their corresponding XML Element in the
XML Schema. It includes a number of items to help establish equivalency including the business
definition and the corresponding XML Element Definition.

C. ISE-SAR Mapping Overview

The Mapping Spreadsheet contains seven unique items for each ISE-SAR data class and element.
The Mapping Spreadsheet columns are described in this section.

Table 4 — Mapping Spreadsheet Column Descriptions

Slplesels e Description

Name & Row P
Privacy Field This field indicates that the information may be used to identify an individual.
Indicator

Source Class/
Element

Content in this column is either the data class (grouping of data elements) or the actual data
elements. Classes are highlighted and denoted with cells that contain blue background while
elements have a white background. The word “Source” is referring to the ISE-SAR information
exchange.

Source Definition

The content in this column is the class or element definition defined for this ISE-SAR
information exchange. The word “Source” is referring to the ISE-SAR information exchange
definition.

Target Element

The content in this column is the actual namespace path deemed equal to the related ISE-
SAR information exchange element.

Target Element
Definition

The content in this column provides the definition of the target or NIEM element located at the
aforementioned source path. “Target” is referring to the NIEM definition.

Target Element
Base

Indicates the data type of the terminal element. Data types of niem-xsd:String or nc:TextType
indicate free-form text fields.

Mapping Provides technical implementation information for developers and implementers of the
Comments information exchange.
D. Schemas

The ISE-SAR Functional Standard contains the following compliant schemas;

» Subset Schema

» Exchange Schema

* Extension Schema

o Wantlist
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E. Examples

The ISE-SAR Functional Standard contains two samples that illustrate exchange content as listed
below.

1. XSL Style Sheet
This information exchange artifact provides an implementer and users with a communication

tool which captures the look and feel of a familiar form, screen, or like peripheral medium
for schema translation testing and user validation of business rules.

2. XML Instance

This information exchange artifact provides an actual payload of information with data
content defined by the schemags).
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Category ‘ Description
DEFINED CRIMINAL ACTIVITY AND POTENTIAL TERRORISM NEXUS ACTIVITY

Breach/Attempted Unauthorized personnel attempting to or actually entering a

Intrusion restricted area or protected site. Impersonation of authorized
personnel (e.g. police/security, janitor).

Misrepresentation Presenting false or misusing insignia, documents, and/or
identification, to misrepresent one’s affiliation to cover possible illicit
activity.

Theft/Loss/Diversion Stealing or diverting something associated with a
facility/infrastructure (e.g., badges, uniforms, identification,
emergency vehicles, technology or documents {classified or
unclassified}, which are proprietary to the facility).

Sabotage/Tampering/ Damaging, manipulating, or defacing part of a facility/infrastructure

Vandalism or protected site.

Cyber Attack Compromising, or attempting to compromise or disrupt an
organization’s information technology infrastructure.

Expressed or Implied Communicating a spoken or written threat to damage or

Threat compromise a facility/infrastructure.

Aviation Activity Operation of an aircraft in a manner that reasonably may be

interpreted as suspicious, or posing a threat to people or property.
Such operation may or may not be a violation of Federal Aviation
Regulations.

POTENTIAL CRIMINAL OR NON-CRIMINAL ACTIVITY REQUIRING ADDITIONAL
FACT INFORMATION DURING INVESTIGATION™

Eliciting Information Questioning individuals at a level beyond mere curiosity about
particular facets of a facility’s or building’s purpose, operations,
security procedures, etc., that would arouse suspicion in a
reasonable person.

Testing or Probing of Deliberate interactions with, or challenges to, installations,
Security personnel, or systems that reveal physical, personnel or cyber
security capabilities.

Recruiting Building of operations teams and contacts, personnel data, banking
data or travel data

Photography Taking pictures or video of facilities, buildings, or infrastructure in a
manner that would arouse suspicion in a reasonable person.
Examples include taking pictures or video of infrequently used
access points, personnel performing security functions (patrols,
badge/vehicle checking), security-related equipment (perimeter
fencing, security cameras), etc.

Note: These activities are generally First Amendment-protected activities and should not be reported in a SAR or ISE-SAR
absent articulable facts and circumstances that support the source agency’s suspicion that the behavior observed is not
innocent, but rather reasonably indicative of criminal activity associated with terrorism, including evidence of pre-operational
planning related to terrorism. Race, ethnicity, national origin, or religious affiliation should not be considered as factors that
create suspicion (although these factors may used as specific suspect descriptions).
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Category Description

Observation/Surveillance | Demonstrating unusual interest in facilities, buildings, or
infrastructure beyond mere casual or professional (e.g. engineers)
interest such that a reasonable person would consider the activity
suspicious. Examples include observation through binoculars,
taking notes, attempting to measure distances, etc.

Materials Acquisition and/or storage of unusual quantities of materials such as
Acquisition/Storage cell phones, pagers, fuel, chemicals, toxic materials, and timers,
such that a reasonable person would suspect possible criminal
activity.

Acquisition of Expertise Attempts to obtain or conduct training in security concepts; military
weapons or tactics; or other unusual capabilities that would arouse
suspicion in a reasonable person.

Weapons Discovery Discovery of unusual amounts of weapons or explosives that would
arouse suspicion in a reasonable person.

Sector-Specific Incident Actions associated with a characteristic of unique concern to
specific sectors (such as the public health sector), with regard to
their personnel, facilities, systems or functions.
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PART C -ISE-SAR INFORMATION FLOW DESCRIPTION

Step Activity

Process

Notes

1 Observation

The information flow begins when a person
observes behavior or activities that would appear
suspicious to a reasonable person. Such activities
could include, but are not limited to, expressed or
implied threats, probing of security responses, site
breach or physical intrusion, cyber attacks,
indications of unusual public health sector activity,
unauthorized attempts to obtain precursor
chemical/agents or toxic materials, or other usual
behavior or sector-specific incidents.™

The observer may be a
private citizen, a government
official, or a law enforcement
officer.

12

Suspicious activity reporting (SAR) is official documentation of observed behavior that may be reasonably indicative of
intelligence gathering and/or pre-operational planning related to terrorism or other criminal activity. ISE-SARs are a subset of
all SARs that have been determined by an appropriate authority to have a potential nexus to terrorism nexus (i.e., to be
reasonably indicative of criminal activity associated with terrorism).
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Step

Activity

Process

Notes

2 Initial Response and

Investigation

An official of a Federal, State, local, or tribal agency
with jurisdiction responds to the reported
observation.*® This official gathers additional facts
through personal observations, interviews, and
other investigative activities. This may, at the
discretion of the official, require further observation
or engaging the subject in conversation. Additional
information acquired from such limited investigative
activity could then be used to determine whether to
dismiss the activity as innocent or escalate to the
next step of the process. In the context of priority
information requirements, as provided by State and
major urban area fusion centers, the officer/agent
may use a number of information systems to
continue the investigation. These systems provide
the officer/agent with a more complete picture of
the activity being investigated. Some examples of
such systems and the information they may provide
include:

Department of Motor Vehicles provides drivers
license and vehicle registration information;

National Crime Information Center provides wants
and warrants information, criminal history
information and access to the Terrorist Screening
Center and the terrorist watch list, Violent
Gang/Terrorism Organization File (VGTOF), and
Regional Information Sharing System (RISS);

Other Federal, State, local, and tribal systems can
provide criminal checks within the immediate and
surrounding jurisdictions.

When the initial investigation is complete, the
official documents the event. The report becomes
the initial record for the law enforcement or Federal
agency’s records management system (RMS).

The event may be
documented using a variety
of reporting mechanisms and
processes, including but not
limited to, reports of
investigation, event histories,
field interviews (Fl), citations,
incident reports, and arrest
reports.

The record may be hard
and/or soft copy and does
not yet constitute an ISE-
SAR.

13

If a suspicious activity has a direct connection to terrorist activity the flow moves along an operational path. Depending upon
urgency, the information could move immediately into law enforcement operations and lead to action against the identified
terrorist activity. In this case, the suspicious activity would travel from the initial law enforcement contact directly to the law
enforcement agency with enforcement responsibility.
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Step

Activity

Process

Notes

Local/Regional
Processing

The agency processes and stores the information
in the RMS following agency policies and
procedures. The flow will vary depending on
whether the reporting organization is a State or
local agency or a field element of a Federal
agency.

State, local, and tribal: Based on specific criteria or
the nature of the activity observed, the State, local,
and tribal law enforcement components forward the
information to the State or major urban area fusion
center for further analysis.

Federal: Federal field components collecting
suspicious activity would forward their reports to
the appropriate resident, district, or division office.
This information would be reported to field
intelligence groups or headquarters elements
through processes that vary from agency to
agency.

In addition to providing the information to its
headquarters, the Federal field component would
provide an information copy to the State or major
urban area fusion center in its geographic region.
This information contributes to the assessment of
all suspicious activity in the State or major urban
area fusion center’s area of responsibility.

The State or major urban
area fusion center should
have access to all suspicious
activity reporting in its
geographic region whether
collected by State, local, or
tribal entities, or Federal field
components.

Creation of an ISE-
SAR

The determination of an ISE-SAR is a two-part
process. First, at the State or major urban area
fusion center or Federal agency, an analyst or law
enforcement officer reviews the newly reported
information against ISE-SAR behavior criteria.
Second, based on available knowledge and
information, the analyst or law enforcement officer
determines whether the information meeting the
criteria has a potential nexus to terrorism.

Once this determination is made, the information
becomes an “ISE-SAR” and is formatted in
accordance with ISE-FS-200 (ISE-SAR Functional
Standard). The ISE-SAR would then be shared with
appropriate law enforcement and homeland
security personnel in the State or major urban area
fusion center’s area of responsibility.

Some of this information may
be used to develop criminal
intelligence information or
intelligence products which
identifies trends and other
terrorism related information
and is derived from Federal
agencies such as NCTC,
DHS, and the FBI.

For State, local, and tribal
law enforcement, the ISE-
SAR information may or may
not meet the reasonable
suspicion standard for
criminal intelligence
information. If it does, the
information may also be
submitted to a criminal
intelligence information
database and handled in
accordance with 28 CFR Part
23.
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Step Activity Process Notes
5 ISE-SAR Sharing and | In a State or major urban area fusion center, the

Dissemination

ISE-SAR is shared with the appropriate FBI field
components and the DHS representative and
placed in the State or major urban area fusion
center’s ISE Shared Space or otherwise made
available to members of the ISE.

The FBI field component enters the ISE-SAR
information into the FBI system and sends the
information to FBI Headquarters.

The DHS representative enters the ISE-SAR
information into the DHS system and sends the
information to DHS, Office of Intelligence Analysis.

Federal Headquarters
(HQ) Processing

At the Federal headquarters level, ISE-SAR
information is combined with information from other
State or major urban area fusion centers and
Federal field components and incorporated into an
agency-specific national threat assessment that is
shared with ISE members.

The ISE-SAR information may be provided to
NCTC in the form of an agency-specific strategic
threat assessment (e.g., strategic intelligence
product).

NCTC Analysis

When product(s) containing the ISE-SAR
information are made available to NCTC, they are
processed, collated, and analyzed with terrorism
information from across the five communities—
intelligence, defense, law enforcement, homeland
security, and foreign affairs—and open sources.
NCTC has the primary responsibility within the
Federal government for analysis of terrorism
information. NCTC produces federally coordinated
analytic products that are shared through NCTC
Online, the NCTC secure web site.

The Interagency Threat Assessment and
Coordinating Group (ITACG), housed at NCTC,
facilitates the production of coordinated terrorism-
related products that are focused on issues and
needs of State, local, and tribal entities and when
appropriate private sector entities. ITACG is the
mechanism that facilitates the sharing of
counterterrorism information with State, local, and
tribal entities.
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Step

Activity

Process

Notes

NCTC Alerts,
Warnings,
Notifications

NCTC products“, informed by the ITACG as
appropriate, are shared with all appropriate Federal
departments and agencies and with State, local,
and tribal entities through the State or major urban
area fusion centers. The sharing with State, local,
and tribal entities and private sector occurs through
the Federal departments or agencies that have
been assigned the responsibility and have
connectivity with the State or major urban area
fusion centers. Some State or major urban area
fusion centers, with secure connectivity and an
NCTC Online account, can access NCTC products
directly. State or major urban area fusion centers
will use NCTC and ITACG informed products to
help develop geographic-specific risk assessments
(GSRA) to facilitate regional counterterrorism
efforts. The GSRA are shared with State, local, and
tribal entities and the private sector as appropriate.
The recipient of the GSRA may use the GSRA to
develop information gathering priorities or
requirements.

NCTC products form the
foundation of informational
needs and guide collection of
additional information.

NCTC products should be
responsive to informational
needs of State, local, and
tribal entities.

Focused Collection

The information has come full circle and the
process begins again, informed by an NCTC or
other Federal organization’s product and the
identified information needs of State, local and
tribal entities and Federal field components.

14

NCTC product include: Alerts, warnings, and notifications—identifying time sensitive or strategic threats; Situational awareness

reports; and Strategic and foundational assessments of terrorist risks and threats to the United States and related intelligence
information.
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Figure 3 — SAR Information Flow Diagram
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Qverview
The National Threat Center Section (NTCS) in the FBI's Counterterrorism

Division is the focal point for all threat information, preliminary analysis, and assignment
for imediste action-of 41l emerging Interbational Teriorisny-4nd Domestis Terorsm
threats incoming to the FBI, Within NTCS, the Threat Monitoring nit ({3UY has the

" primary responsibifity for supporting tho FBY's tole in defending the Utifed States
againsttértorism threats. Thmugh coordinatton with FBI Field Offices, Legal Aita.ches,
and othgr government agencies, TMU collects, AsSesses, disgeminates,and meémorializes
2li thréat information-cellected:or recéived by the FBL: A-commpanionunit-to TMU, the

Threat Review Unit (‘TRU}, analyzes.the threat information thatis collected. in orderto
identify trends-and préparés informational produets-thiat sanbe. shared.

Tohélp itaceomplish its work, in 2003; TMU developed the Guardian Prograrh!
Guardjan is:ap information: technuiugy system miaintained et the Secret Jevelthat llows
—_— TV to-colient suspiofonsactivity Teporty(SARS) made to theEBIanﬁremqw heSARS:
in, mntgamzed\wa},r todetermine which.ones warrant additiongk: mvmhgahve follnw-up.
‘Guardian’s primdry u_:pusefxs bt tqmanageczses,burm Sacilitate the-repprting,
“tracking, and management of thieais4o:determine wittitn a:sliort tinespan @Gdawor
less) whetter d pamct;lapmatter shoultbe closad o referred foran invessigation.
Giiartianalyo fcilities: e TRUS wotk i pecforming its s.nalyhca} functions beciuse:

] @ 'the reports are available for pattem and trend analysis,

| Begense ofthe irandafe, expressed dn the Intellizence Reform ‘and Tesrorisix

‘ g ; Prévention Agtas wellas in other stafutes:and Bxecufive Orders aind inthe Natiowal
St:ategy for Combaﬁng"[’bzmmm, to shave terrorisny information with otherfederal, and’

-$tife, local exd:iritial (SI-T) 1w enforcement partiiers, the FBI fidw: pmposesmcrmaan
S ;unclassified version of it Guasdian Program —oslled eGuardian.~ that willprovide

' : pa,mcipatmgparmcrs Wit aééess to a regorting systeri. hc»hehosﬁed’on;weamhut
“uhglassified Totetnet network that will be-acesssed thiongh Last: Eufbrcement@ﬁﬁne
(LEQ). "The SaRshat are contributed to 6Guardian, afterinifial dppcoval; wille
deeessibileto specially-vetted mprwentahves of oﬁam‘féﬂeral Taw enforcemetit parfaers
-and SLT law enforcement partners. These SARe should help facilitate sitnafional
awareness with respect to potentisl- terorism thireals. ‘Sharijig these feports ghould
elininiate ﬂw,nmsdmﬁonal: dnd Inireaviciatic rmpednncms that-otheriwise-delay
ornmunication of £4is {tnportant information thit § is necessary t0.enhincs ot national

i [séeurity postnre..
Information Snurces
The,thmat infor

2.8
g
E
Fha
%
i
=
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- SRR
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' : ' ThieGuaxdian Progeam was the subjectaf a Privacy Impact Assessment dated April 13 2005,
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Department of Homeland Security’ and 1aw enforcement investigative-services within the
Departmetit of Deferise;” and{3) SARs contributed by SLT law enforcement,

Unelassified information from the Guardian system that appesrsdo have a
potentiaf nexus to terrorism will be passed down to éGueardian, where it will:beé available
for-viewini by the participants-of eGudrdian, intluding those mentbers-of SLT law
enforcement and representatives of other federal law enforcement agencies thathave
been given penmission to:access the eGuardian system,

For thg information. comma g from other federal agencies with lavr.enforeemient
Tusictions, mcludmg HB1 unclassified: :epomng?asscdﬂnmgh Guardian Express; TMU
will condugt the initial sereening of federal Suspicious activity reports, otliet fhan reports
by law-enforcement investigativeservices within Dol -Suspicicut dctivity xeports-from.
Jaw enforcemeutmvcshgahva services within BoD will be adalyzed ira DoD) fusion:
center-like. orfmpization for 4 foither détermination. whether: the infornation WATTHNS.

cont:ihutmn to eGnardian. (ebeled:as the Shared Data Repository (SDR} ondiagram 1:3).
“and theri on intd Guardidn,

Suspicidus Aetisity Reports from SLT partriers will be sutiniited o the
appropriate State or Loca! Fusion Ceter for asinjilar enafysisthece, Ifthe Fusion Certer.
-A00Epts & fepoit as démonstrating & poteitial-nxvs to terrorism, I will be-sibimitted to.
the:SDR. andthen on into Guardizn for the FBIto analyzeﬁnﬂler to determine it
‘ivestipative-action ab-the Feﬂl:tal levelis wartanxed Adﬁltwnally,, ouce;’tharepoﬁmm
- the SDR, it Wil be available forviewing by thé participants of eGunsdizn.

From each; ofﬁmese_sourcm, those.reports’ thatappesr 0. Have spatentialnerusto
tefrorism will:be added to the Guardisn: s;,'stefnﬁci:ﬁuthcr eiaa'lys;sn Incidetsand threats
thai are found to wanant investigation wiltbe assigned, via Guardian; to a-member: ofone.
'of e FBI's Joint Tetitsr Thsk Forved (TTEs): ‘Natiohiide; 411,56 FBL:feld divisions:
‘Mpinitain dt feast oiec TTTR. The JTTPS are comprised of SLTTaw enfordemertotiicers
who are deputized-as fedetal-agents; s well:as law enforcement azentssfrom.other federal
‘agéncies, ineligitg the Depaitinenraf Hoiieland-Seciiity andhg Deparimentiof
Defense. Thed TTES have thie primary respouS’blhtyfurmvestlgafmg terrorist threats; -
-events, and sigpicious agHvities with & potentil-nexds to-teoriati,

TheeGuardis: system willbe Aised ¥o:recond; reviéw;, soit, dnd privritize these
counterterrofisip threats anl-suspicious actmty Hicidents and:present: the fnforinationto
law enforcetient parthers Who Wil iecese the.eGuardiin SPR throtgla SpecialTnterest
Group accessed firough LEO. Law enforcementagencies thathave contributed
-fnformation willhave read and write décese to theitvéports-in s SDR inoider to update
theim-as riecessary, Oftier Tav enforéénent pariners il have réad-only aceess to the

& ThmwcfudetbeEederalAuMmkal;Smoe,Immmn and Crsgoms Eeforeement,
- Ciustouns aud Border Prolection, and the Uiited Stales Coast Guard,

. These include the Avmy Criminal Tavestigation Coramard {GID), e Nayal Criutinal
Inveshgahvzﬂewme,md the Ak Farce Offive.of Special favessizations, ‘Qther DOD-componenewith

Torea pmtecﬁon Taw enfroement arest mnhoﬂtymya!so particigate in ¢Guardian, suchas the Pmmgoa
ForcaProteition Agency:

[ ]
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SDR to ensute appropriate dissemination of thﬁcmuntm'terronsmth:ea!s and sospicious
activity incidents,
Review Process

Throughout the irfitial. fhreat reporting process, regardless of where therreport
originates, ifa determination is-made of “no nexus to-terrorism,” the information will not
be added to the eGuardian SDR. Additionaily, at the Fusion Center Jevel, the information.
will bé deleted. Ifaclear ditermifiation is made of “ahexis o terforism;™ the
information wilt be passed wlony to tie.¢Guardjsn’ SDR for firsther disseminationand
thien on.to Giugrdian for analysis, o deferfifiation:can bemadé regarding “a Aexusto’

terotism,” but neither cap the nexushe discounted; the information will'be added {0 the
eGuardian SDR for patiern-and trend analysis,

Jn keeping with thafetenhonpmod cun-entlymeﬁ‘aét forstats ctimmal _
intelligence, systems ynder28 CRR. Part 23, snspicins:acivity veportsdn:this third
caxegory (repo:ts far wlud: a’detenni’naﬁqn ca!inot be made Whathen or not & 1SKUS ta

systern'to He' the property ofthe submxtungagmcy; therefate, shioutd as!sbmithng agmcy
desire-thata report e rerioved from ttie system prdortoithe ﬁvs—ytarmaﬂ’c, fhig:report

wﬂall beremoved, ﬁthermse{hesereports also-caribe available for frend sd othier”
‘amilyses. -

User Access/Security

The eGﬁEIdlﬁfllSYSf,Em wiil-énsire consistency ofgtopess and of handting
protocols by wsing a-voifort user agreement for sach-agoncy-or law: epforcement enfity-
thit conniertsto. wuard;an«ﬂ:mgh LEO By signing e ser agrecmant. fhepa:ﬁaa Wwilk
agree ta the Pusion Cénter or TMU ‘policies, whichi refléet the-conditions ofusé and.
‘privacy-gnd security requivetients ofeGudrdian, Al peetywill be requiredte dsseitto
‘thaesesules af behivior cach fivie ey oon tothe sysfem. Adqun,a.lly albisers will.
be reguired:to-comglete robugtsysfem training:that will incorporate eGuandion: pa!zmx

and. pmeeﬂrm:g dvigerning: pmacyﬁud Sivil Hbettivy, Auditcontinly-willbe cmplowﬁ' b3
‘eiisiice: thiat the-use of elivsirdian 1§ coniistent with its intended purpose.

The faﬂpwmg diagmm fbmgmu Ia) providesior- gverview ofithe Tl ystei. d’emibéd T iy
“Privacy Impuct. Assessmént. - Deita 15 tripar at-qui ditial fem‘ bt revieied. qe - Eusion !Genmmr,s}mﬂar-
entity.hefore being passed o eGuardian if the information gpyedis o-be fiked toterrories. The 4,
Dald-Tapuc Zons." vepraionts Jov' Creement contitbiiry of Susploions ‘Qetivily ripovts \vifii & patertial
nzxus. soervorism, “The Fusion Center Mariggemgns Zone eprasenis diie velting that must-docur-bifore.
‘tiesa ropors;are shared with eGuardian peticipants. The. eGiardicn-Exchange Zgne iswhere- this.
Auformatlen .simrmg wil] acrtmii‘y LT, ONCE & Jdminaﬂon hasbeen made that the rédorthas apotential
Texus & lereovisnt.  The. FEI's mole §5 10 seorve-as botly «acanrdﬂm'ur of ugbmaﬁoar - from. s Guardian.
syotem andz recipient of elGrtardims reports that: warranraddiiona! bvesigationas fHaFedergl evel!
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Section 1.0

‘The System and the Information Collected and Stoved
within the System

1.1 What information is fo big collected?
eGuardiin will sollect terroriéis threat iforination and/er suspicious activity
information having a. potential nexus to ferrorism. “Suspicious activity” is defined as
bserved heha\northatmaybemdiwﬁve afmttalhgence gaﬂmmg o::pte-operaﬁonal
 plannidgrelated totemotism, crinting) or other tllicit ntedtion: This definitionis.
consistent with thie defraifion milized by fhe Program Miriager/information Shasing
Brivirarimsat (PMASE). Suspiciousactivities mayinciude su:velﬂanc&, cyber altacks,
probing.of seeurity and:photograpley of ey infrasruchuce:facilities, Personally
identifiayte informiation (P10 to be cottected will invlnde all:availuble-identifiers
Rgm*dm« thie subject-of aseport or iricidént, sich #: ‘Tiafme,. daterand ylacs of bitth,. umque
‘1dentifying nusibers, physical:desetiption, aud) sipiildr atidbutes..

1.2  Eroim whiom is fhe-information colleeted?

Suspicious. acu\nty Teports and: threats thathawe apotential nexusto terorism
‘may be reported 1t lavr-enforcemert &oma;nvate cifizens- O Ay corie dirently:fromlaw-
cemeiit personinef ‘whio-ohsezve of: rivestigate: activities:

1.3 Peivaoy linpact Analysis: Givénthe amountand ype-of
data collected, discussthe privacy risks.identified and how
they were mltjgated.

'Wilﬂia"ﬂ?eeﬂamlm&mtlﬂﬂﬂﬁm o deteciiiing whiethid suff et facts exishto’

: Wmantplanementot‘ the infemation into’ thmystem. Suspmouscamm repoﬁafrom

-SLT law enforgement and otherfe:deral agen\cms*wilLbe édftiired:to-pass thioughin,

+ Puisfori Centr bitsimilar analyiival consiuetprior tobeing pristed to.sCriatian, faall
‘casegof data ingest, frained analystsor law enforoement persormel wilkmake the:

_,,]udgmeht ‘fhat the Triformution fises sufﬁcmntlyin the levelthata repdrt shonld bs:added
to.eGiardian.

. eGuardian usets w:llbaadmsedm an onllnedutorial:that: ﬁ'equenteheukmgnfﬂhe
database-for: updates Wil be nécessiity; atintervalina Tessthan 80-dags, andwilt be:
encouraged.to-ensure that information they have entéretl initfally s sugplemgntgd,
wheever hew facts aie uhcovered. Tithewoik How thitis-cieated for éGuardizh,
contributors willbe able to-add notes-thal help clarify the cortributéd fnformation.

2Guardjan has:developed a sef of gugdelmes forthe types of information that
catiriot bie-enterdd-into the Systemby: any participetinig enfity, fclodingthé FBL: ‘Fot
sxample, nv-enrymay bemadednto eGpardianbased solely pnie: ethyficits, xace.or
teliglon of en fndividual &g golely on the: exerciso of rights guatantedd by the Fitg

Amendmestor the lawful exercise of: any other xights secared by the: ‘Constitution or the.
laws of the United Statés, These restrictions will e promingntly: dxspiayedwhen .

. (AGLUEGONONS?
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indivTual accssses ¢ Goardins-and hé orshe will Have to-affitmatively indicite agreement
to-ehide by theseralesbefore beingpemitted to procsed 1o view répoms:

" Inaddition, Hie following specific categories of information will notbe fietmitied
% be-entered into ¢Guardian: classified information; information that divulges sefisitive
methods and J:echmqucs FiSA-derived information; giand jury information; feterdl
taxpayerinformation; §ealed indichments; sealed conryprdesedings; confidential humat,
sounesand wittiess information: Title B subject apd intercept information;: and ofher-
information that is subjeql foleeat resttiction. The eGuardian Program Matdger- will
have:personne] asstgred tomonitor the-system to: ensurethat these citépories of
information are-not inchuded, ieGuardian reports.

- Allinformation wilh besubjectto threshold sereening by fhesubmitting Jaw
enforcement-offices; befombemgpiaced ify hersystem-and then will be subraitted-o-a
PusionCéntet, 1 TMU or totheDOD fusion: center-];keugganmahan[ﬂtha&er
collectively yéferred: to-asi2:responsible erfity” witfin the Fusion:Center Mansgerterit
Zone, (s Diggram 14) fora; dmmregarﬁmgaﬁdmgﬂwrepmw’eﬁuard:m This
Setecning will-ensure that trained Taw enforcemenﬁpefsonnei ‘nd/ot énalysts iakethe
initial dioision that aireport warrants furtherxeviess. Furthenmore, the eGpardian.
workflow acchitecture i desiphed to restriet i ability to-view substitted reptrts fohe.
reportér, the reporter”s supervisor, and the: approvingresponsitile cntity. Tncidents
subimiltted:tq eGuatd:mwi!lmtbpwewablbm thie eGuaidian vigers ontside this workow:
whtiltherepartis apprbvcd 4t the responsible éntlt;y Tevel. :

Section 2:0
The Purpose of the: System apd the Information
Collected and Stored within the Systeim:

24, Why is thie Information being collécted?

Tho Naffonal Strategy forCombiitiag Temorigmrecognizes thab thewar o teror
Teguires gréatise. ﬂg‘.:u'blhty anisesilierice focornfron threats ficing burngtion froma
‘ransnational ferrozism: muvamentﬂesxgaed to-destroy onewayof life. The collection of
iTfyEmAtioh Ine ands Consistent with ig rtional sivate sy &ﬁﬂ,ﬂﬁtﬂ“ﬁlﬁlﬁ‘?
‘eniphasisplaced by thePresident and the Cangress on shiaring tetiorism inforinbtion frifk
our lawenforcerientpartners. 1t also recogizes th police otficer;onthe: siveetis
-oftenih theegt osition s’ ohserve Suspicions: 'beha ﬁ_lmt Hayhave ‘fiational: SeTuiity
implica’ﬁons e@uardmn and Bua:dnan prowde & dynama tpoLto ammplisiﬂhxs sharmg-

marmer s that theyr carl. hammgated appmpna’;e],y Itasalso vm:y mpnxtanim aotethat
eGuardian is atits-very-essenve, simply s platfornity standardize i disparate SAR
systetns Girreatly utilized by agercits ta colleet infarmation, which sl erhancs
-communication aimong law enforeement éntities ag wéll es. situational awarensess:

ACLUEGO00053

Exhibit E - Page 96



Case3:14-cv-03120 Documentl Filed07/10/14 Page97 of 133

2.2 What specific legal authoritiés, arrangements; and /or
agrearents authorizé the collettion of information?

The FRDs. ganeralmvesﬁgahva authonty in 28°7.8:C. 533. end its pénesil
anthority to ollect records $a 28 1.8/C. 5§34 provide the statutoiy basis for the astivities
aséribed to ¢Guatdian, TheFBI s alto assigned the leadvole: mmmhgaung tertorisi
and4n the coliestion ofterrorism threatinformation withinthe United Statesby 28 CER.
§ 085 and Annek I 1o National Security Presidential Directive 46, naddifion; ie
Intelligence: Rsﬁormdeemﬁsm,Prevenhon»ﬁctﬂqukes the Presidentitotesteblish d.
Titforindtion: sharing: Mmentfcr sharing: oS, :ﬁformatmﬁm gnanney that:s

civil liberties,. Euzﬂ,m the Pres:danﬁs Natxonal Strategy for Informathn Shanng
SUppots he: eGua:dzan initintive;, xtzdgahﬁ&h Sspieions activity-reportinzas one'ofthe
key infotmiation axchanges ‘between the Federal Govenmment and State andlocal partaeis,

23 PrvaeyImpact Analysis: Giventheamenntandtype of

inforination collested, as wellasthe purpose, discusy
‘what privacy riskswere identified and how theywere
mitigated.

'Themusi s.:gmﬁcant pnvmynskls !hatmﬁcnnatinn whmhﬁts}: appearstcabe
" ot

ii?ss v GFE nzil:mfotmanon
w:ilba uvﬁiybroadnnd mumcludeﬂgeﬁcyofﬁmals whphavenoneaatohow the
informiation, Bothrisks. ate mitigated inseveral Ways.

First, a standard-definition nf‘whatconsthﬂos 2 suspiciius; achvtlgsv will e used:
by all participating agerities. As Taentiohed; ppmuuslsg Thesispicions. gcnmydeﬁmtwq‘
will be-the definltion cutrently developed by thePMASE, The PNJ/ISE: suspicious
aptmty definition-willbie:angmentet by deseritiing the indsof information thiit:oantiol;
‘bé édteted info-ihé systen, “The daﬁnﬁmmﬂ:fhméquahﬁ&swﬂl’bamcg orated
this User. Agfecmemﬂlat Appears onthe LEQ. eGuar&aanpectaI Interest: Grauppage
whiete eCuardiandineidenty will e placed andindividuals.ateessiag theagsten Wil uve:

Tifn that the}rtaverreaﬁ -and-upderstand ﬂieAg:ee:ﬁent andagresito’be boimd,by :
ﬁteconstrs,mts arhcm d therein.

Second, cGua:dmn igintended to funttion s analen; 1edixding and repditng:
system-and-notas 4 Jongstenm'datasepository, As.gresalty dqmsmns ahont SARs willlie
madepropplyso thiatths datgcanviove qtﬂcklyihroﬁgh mi: AWSLRaad
fedgsal law-enforcerfient agencies withmissionsthat gcrtam o homgland secunty will be-
encoaraged.to-efiter terrorisni-related threais:and suspiciousactivity incidentsinto

 eGuardian foran appratsal Dy thie sppropriste Fusion Ceater, e FBIS TR of fire DOD-
eqmvalent.

In.general, Fusion Center§ are beeémg the foeal fojints formfomatmnshanng
and will fitction asmnddmonallayﬂ' ofreviewto.confirny that e incident wartanis
ireniment as saspicious of poteatially cormedted to tertotism, With the:proper fraining-of

- personnel who peiforin systet. anageitierit and analytical fuitciions {as. distusied
elsewhere in this assessment), thewuse of Fasion. Centers as-an fitermediary shold Tead to
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an effectweandstandardized vefting process'fhiat moves teports guickly through the
eGuandian systed, There will be vigorots fforts t6 police gGuardian and: eliminate
fmrelevant; efronecus-or otherwise dinproper réporting. ‘Suspicions activify, incidents:snd
threatsthat ate-foimd-to warrant investigation due fo's likelihood of having a potential

teroristinexus will e assigned to a meaibtr of the FBPs.Joint Terrorisin Task Forces
(JTTFs).

Within the-eGuardian system, suspicious:aetivity repoits:that appearito have.a
potential nexus. to tertorism will be entered by the FBLora. lawenforcemént partiérinto,
the £Guardiansystem wherea-record will be created to-summarize the natyre-of the
‘fricident for subseuett analytical assessiment, The assessment s iitérded fo:take:place:
within no'more thaw 30-days and resultin one of the ihilowmgdlspasmons

1. ‘PRAFT— threatar report of susﬁcious actmtyis reptmad to: the AZENCY
réporfing space (seel':)lagmlafonufomahon fow fiomAgency. Dati

Input Zoneto Busion Gentc:ManagementZone) eGnardiansystenchy an
authmzed wsets

L REFERRBD»— aﬂnmiozmyortofxugpmons actmtyha&beenrefefmdto

Hie SDR; of eGuardiin {se¢ Dingram Taor information fow ool Psiore

——  ‘Ceniter Managesent Zoné to £Guardisn Fxchange Zone) gid: ploadedto
Guardtan fuir fucther assesemieny by aFBINTTF investigaton;-or

3.. ‘CLOSED.—athiveil:or report bPSuspicious acliviey fias’ beenmewed’an&.'
_foumd:to: havenomexus toterrorism.

The eGuardiarrsystem handles Diaft reposts i itve ways: dcpen&ng oryhere it
Hid eGuardian-workfiow the deag exists-and how the apency lias cotfigated théir g "_cy
:eGhuagdizn workdfow, Wheivan ageicy cresies (efets) sashiclous dctivity feport ia the
eGuardid system; the rcporns only vidiblé to the-eGuardian scecimt-hplders fromhatt
‘agengy. At this point-thexeportis considered: mheatagency-levei control (seeDiagram
14, Agénicy Dats. IuputZoue). This tepiit catnotYa seéf by fie Fosion Ceitey
xésponsible for e agency nor.canitheseenby the FBI orany othér Tai- eftfreaiént
ageney- (LEO.cGuardian Special Triterest Gronp).. This desien enhrices prvasy:
protection by résiricing docess fo PXI 16 the apeiicy that*creaic&ﬁueport This design
ﬁmchoq also affows the agency complete:control over information:they enterinto

_ At,the. - Agéncy Dita. Iﬁpnt Zone, the Agehiy répoties of the Affercy sipesvisos (i
applicahie) iy glect to vétain the-riformation withi the eGuiardiai systempurmant 10°
theiragerncy policy, tut-fot rio miore than: ﬁveyears. The sgeoeymakes the
determindtiviwhethero:share the reporthy silbmitting it to: :hexrresponsibre Pusion:
Center o tis TNMU, i thig ageacy: does avt: parhc:patemaFusitm Center. Thgtagéndy

gy also.decide 1o closé the: repiott: AF the agency closésihis iéport at.he apeticyrlevel;
-meitierthe Fusion, Ceriter nor the RBI norany otligi ageney viill gver see e report, Ifﬂte

-daendy ele.sts 40 subm!t the incident tethie Affpropiiate Fusmug:cnfer‘tlmmpott continves

10 vemaindn. draﬁ*sm and-becomes viewsble only by thexesponsible Fusion Center and
the FBY. TheDiaf reportis: fiot yet viewsble Ta otherTawrenforoemeatpaitiers, Atdle
Fusiof: Center MahagementZohe (séaPlzgtam 18), thedraft report will-be anelyzedin.
an-aftempt in- ldmﬁfy a potentiplnexus totefrorigin.

- 9
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As nofed-above; if the Draft repoit s determined to haveno nexusto ferfofist,
the Draft report will be closed by the Fusion Cénterand will fot be made available for
iewingby:any otkerdaw eoforcémentparteer, Furthetmors, closed Dinfireiorts that are
determined 4o haye nonexus to termnsm will bedeleted from:the eGuardian system.

Digfr réportsirrwhich a thréat or report of suspicious activity-is indeed found by
theapprognatel?usmn Cunter, mcluﬂmg the: PRI THT or DAD eqiitvalent, 16 havs
potentidl nexusto temorista ate passed to-ths eGuardian. SDR fnthe eGixardisn Exchuange
Zone-and loaded irtto Guartian. The cogyof the yeporifetained in eGardian will have
its:status changed from DBraft to Referred. Atthispointthereport wilkbeviewatleto
othier Yav edforcement:pariners that arg meibers of the LEO eGuardian Special Interest.

- ‘Group. Also, asmoted: ahove, ifa:nexusto termnsmcanne:thefb&su‘bstanuated tlor
_dJSc:ounIed,ﬁe Referred reportis detefmiined tohie inconclusive, tharked:as sueh, and

. then refeired fo Guardian for furthier sssessmentby the FTTF. Agaln, abihispaint, the
Referred mpo:t wdl’be viewable to other Taw: mﬁ)roement agencms thh, eGuardmu

furiier analyﬁc roulew .‘I‘heh.mﬂmnaﬁun' itithese; réjiitis — whe:e.a‘nexamfo ﬁem:mié

';neawncluwaomnexus togertorismbas been substantiated = will b mmﬁﬁrﬁvc
“éars

.’I'hxsﬂlustrates ihas:_ 1 iardian work{Taws: heamryre.smctm’fbmlahmwhﬂem
Stage. Reportsare only: a):cessible 1the eCuardianiser dofmmitnityaféra
putenﬁal fortoristt naxus isidentited of the: repomsfﬁuudzia b isconciisive:in which
' c“aseﬂ:ekegortmnmnszﬁeémrdmn 4 isreleired to Guardian focadditipaal
‘asséssment and/or investigation. Likeswisg; Incondlisivaséports may;ia;e‘iv e closedand:

deleted i, 4fter subsequent: agal ti tvalu&hon o thep@ssage of timey ﬂm«mport:ts
foundtobe: moneous, 12 it s toiterforism

; e ity :,th sty fe;%acoessml.ﬁ@'&nﬁwho
-hie Spefé;ﬁcallygranfed Aigessits the Gialian SIG By TML:

Oitierwaysthat the privacy nskgresentedhy tHis system s mitigated mfhrangh
-the useiof technalogy, sGuatdigivyillhave he ahility to Sonduct d:ffao;:tmnzan
whiieh will iderstify and élimitiate diuglicate data:objects.. This will improve thie quatity of
-thedatg, The systerh will aisoheable-to providle ddte sepmentation. spthat disparate:
Yeles oF ST iz aifordemepband: fedemal: AgEnGiS: FF mitini: colledtion and acoess can -
‘bedmplemented. Inofher wards; d&&renmlesmgaxﬂmg retention-and-use tliat are
“ péguired by stat&lawsmn‘be; eotpoteted 48 afiibutes.af the c‘mtﬂhuteﬂ dats. FmallY,:
‘asmoted abbve; théis iy pidiod For eGuardiat: tepotts gherally will! ai‘efahvely
* short (5 years} inan-efort:to balance the rieed: o retsi infoiiation langendughito *
: d!,sc;efnpotenﬁaltemnm planﬂmg*ax:ﬁ,nhes it shoit enouglitto protectabie:privacyof
individuals whoseinformation s nigintiined.

6 .
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Section 3.0 |
Uses ofihie System.and the Information

3.1 Deserlbgdll uses.of the information.

e@Guardian is firsb-and foremost-a: sepoiting system that standardizes existing.
-regotiing: Reporswill beplacediito cGuardianto-assist in assessmgterronsm-reiated.
ihteats and:stispicious activities. "ﬁladamnn, the mibrmghon, detived: from thé reports,
that ave placed ineCiuardian.may show links, telationships, and matches among.daiz. .
elenients, whickwill: providethe dpportisity for anglysis.and Interprgtation. The nse: of
-the taols in eGuardian-will enable analysts; officers, detectives, agents, untl:otber lab
etiforeement investigators to-dévelop [eads and {dentify potential stuspegts mors. quickiy.
‘Onée vetted by armpous:bie entity, tiis information Yill-be skiared with Taw-enforcement

-at-all levels in order to more cffecuvelyzdenufythrcats and threat patiernyand:take
‘aghony'to mitigite:such ABreats.

3.2 Doesthesystemanalyzedatatoassist usersin fdentifying
previously unknown:aréas of iots; coriceris, of pattern?
(Somaetiniies. veferred fo.as data mming )

The eitsitdisn sysfem will.contiinan dnilydoal functicnalify fofind flotétitial
lmks and:paitemy betwesnterorisu syspects: snd:sus.piqmlg evetits, Baﬂler han
ﬁumhfats.ng meamhfos’momakes Based onipetieras, Hotweyer, the'point.of the systeriiis
- L& shout. ieg: terrori dittienio refer the:
oy fnl 1t for: pafehhammkages‘

pmmtahwachoh. There:s g capab;hty tm:se a(hmrd;ali 4 ?&ﬁe;‘ﬂ basad ﬁata.
“niinitigas. -se¢tion:204 oF e Tmplemeriting Reod oftlie oL
Lo '”'ssmanntat’ 200‘7. Shouid:that. capa’ﬁ;lﬁy&eadﬂed andraxplmtgd“foxpattan«
B&eddahmmﬁg, thits adsessiment willbe npdateéd and the:activity will besepprted to

- Cotigress a8 rcqmredby thie Act.

‘3,3, How will theintormation. collested fromdndividuals: g
detived from the system, neluding the:-systeny 1tse[f he
checked for accuracy?

Thedata wﬂi bezollected in-acrordanee with procedmm ﬁtablishedhy e,
“Tespective agenciey’ pphéies for collecting datarelated iasusgimm actvitieg tﬁatmay
Peitaiii to tetrorsm. Thein{ormation: mﬂ,ﬂleaheexamned.hy Arained: dnvestigatorsfar
ACLUTHCY: ar{dautﬁent:cxty Theisystém itgelf willbe ablefo ientify duplicate data items
and afltecord§-vill e datirand Hime-stamiped. Tnformatict-that 15 forwarded fo Fusion.
Centers from SLT 1hw .enforcementpartuers will'bie:subject toa&ditmﬁal checksdor
acgumcyand the thiégtatedidata avall'ahmatihe Fisior.Centers wilk benﬁhwﬁn help
determing Infdriationihat is-accurate or: thatis-suspect.

1L
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3.4 What is the retention perigd for theé data in the system?
Hagthe applicable fefention scheduied beeh appioved by

the National Archives aiid Records Aditinistration
(NARA)?

e-Guardian has coordinated records tetention palicies with the FBI's Records
‘Miansgement Division, A determinationhasbeenmade thatqnfonnatmn cont::“outed.by
8LT and other federal ‘agency. partmxs remainssonder the-control of thosw agencies. The'
-reports that arg maintained o theeGaardian SDR are Hlso nploadeﬂ to:the ¥BP'S
‘Guardian systendl. The retentionschedile for Guaddian recordswillthersforebe applied
tothis information; Which will e retainéd in that system.

As noted:arlier; information entered into-eGuardian-wiil be chardeterizedsin orie
ofthiren ways: initially, the reportad: fnigident willrernain i “DRAFT™ stgtus gntil such
time as.the incident is approved, nbrmatty: by the responsible entity. Whilein draft form,
the incident is only vicwable by the: originaing agehicy reporter, and the reporter’s.
Supervisorif dpplicable. Ifthe-agenty téporier’s sujtrviso decidey to share fie repoit.
:outside the oﬂginnﬁng agency, thesypervisor sumils dhie-reportto.the tefponsible Busivi

‘Center, At this point, he: reporr i only; viewatilebythe repoiter the seporter’s:

: supemsor(s), {ieresponsible FusiotiCefiter Adniinistrators:and T (B’Bumn Centery
-'petsonnel When théincident appedrstohave a potential nexusito. termx}sm, upon.
appiovalithé:c vwill chanige 10 “REFEERRED.” Referred ifidteates ifie

" incident has.been electronicaliy forwarded, orreféired, A FBLFTTE/Guardiat squad
for turtherinvestipative dssbesmiient Ifanéxust&'terronslﬁ can neither bo substantisted.
ok dfseointed, thainhcident rmatig a3 *R EDy amht L:tay: m‘thas;vsbem for
tiaeking: anxlanal}mc Teview. Ifnono:ms te texmnsm 1sestabhshed fora; pa:rtmﬂa:
mcxdfnt> it willilbs\deleted fom the eGuardin: >

in acéardance with thi Sbove described uses.

Aacmme(iuardmn xiedlbe avaifable through 4 gechreiterface toLaw
Briforcernent Oufiné(LED) . LEO, whictids #setsitive butainclussified and-Far
atithorized: usﬁmjly seoute-webbased network-containing.only authorized. meﬁibmﬁip,
il provide authéntication services for eGuardizn users.. Each individial LEO uset is
159!105 and required to.usea lognandﬁasswmdﬁwtm Ainfque to that (e Passwioids
ustbe-chanped:every 90-days: eGuardianwill s accessed. tirousH a Specialdnterest

,Group/(S1G)y en LBO, Wembership in the: 51635 by applicetion only and will'be-drawn.
ey fromi-dgencies; that heve:atl oiginat _"rngency identifier (ORY) dnd thus-are
'racogmzed law. enﬁoreement entities, yamust-also? beappmved By TV T4
the event an agency with ai operational ﬁped to:shere/tecaive information doesothave
‘2RI, ot wills be-created:for:that agency by the. eGuéxdmndevelope:slprogrmmers
_promdcd apptopriate critéraare inet, Thense of an:ORI designation will ielp to-ensure
that oxilythose Taw: enforcement pmonnel ‘who have heen clested for nccéssdotually

," Infonnmn ihabsuggests pc’ss‘bl& ccu;nmal aotivity niay. hanmfer:ed to lheappropmtg«dmlsm inthe
FBI ‘See stction 42 belaw,
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have it. Fuithermore, membersof the:SIG will Have to-agiee fo & User Agreemerit each:
Hine they loginto eGuardisn that dictates hotrinformation inithe systein istobe
ingosted, fuaintained and dissemindted. The User.Agtaersnt wilt couisel:thet pecorded
-information should ba-dcopiate to the extent possible, timely-aud Televant 4o a.suspicious.
activity with a-potentisl nexus to terrorism, Users willbecavtionsd not to-enter
-information that describés First Auténdment protectéd sctivities-or pérsonel infonnation
‘based-solely-on ethnicity, race-orreligion. SIGnsers’ aefivitieswhile orling-willhe
tracked and available foraudit so thattheserules ¢an-be enforced.

Othér safeghardsto ensure epmipliance with praperuse rales include thestintited
exposure sndnon-retentionfor fgidents that do ot clear Fusion:Center veiting e
“retention and deletioh contrals enfqrcedhy the: eGua‘d:ansXsz adminisiaton; and:fig
-ahility to-audit-and4raes-user identification: 1 improperuse is discovered:

Bection 4
Internal Sharing and-Disclosure.of Infornvation within
- 1he System.

44 With-which internal cbmponenis of the Depattment is the
infe“rnnaﬁon shared?

Other DOY- ‘components, maudingbut oot limited o the cnmmal components af
‘the Diepartinent of Susioewill Beprovided accessdocGuardian ifthey have ags
Qpemhonalmsedto !mowiha pofentxaﬁetmnsnmfonnahﬂnthﬂ thesysiem,conﬁams “To.
the extentthaty Eb oﬁmrmve&bymwﬂxaﬁpeﬁamm;potanhal ity
Gffensés: wmmappafenf Héxws to tertorjsm, sudsthus it is ot dppropriste foy 'mhy ity
eGuardiany itmaybesharsd qrforwardeditosthie; appm,pnatstdw;sionmthmfhi g
withia: the 13 et jbeifor ﬁzttharhmdlxﬂg. thiggnformationwillnot.
Aeside in eGuacdia,: ‘refsitrat of information sbod iotentialcrimimalioffenses is consistent
thh icurrent FBL.

4.2 Foredch ree!pienfcampaaentur oifice, Whitinformansn is
sharadiand for whatp

Tnformation with: apﬁténhalmmsm xer:ansmwdl e sharel With-othee DOT
- oomlmnents that: EaVe A operaﬁonzl nead w recetvfe themfonnauan.

' cond;uct, bu}.not eonﬂnctfzm; qmoun;s ta termnsm Thatmfanqauan wﬂl e forwardeﬂ
16the FRTs Critnfnal’ mveshgahﬁebmslmoruﬁmr responsiblalaw enfoxcmentagemy
o appropriate dmpps:ﬁon. "This 1§ notnlike the current situation in-whi¢h tnémbers.of

the publie or law enforvement persorinel report incidénts that ate susglmoﬁs or oﬂmmsq
“tos: mEBIF:el&@ﬂiwquheled Offite tikes action to mitigate the iy
either byfoxwaxdmg it-10 the appropriite office: For disposition, ising; m:s t‘,’he’b‘asza ﬁ}r
additional investizmtive dctiviey, brclosing it 88 reflsdting ny violition of Taw.

13

ACLUEGO00D59

Exhibit E - Page 102




Case3:14-cv-03120 Documentl Filed07/10/14 Pagel03 of 133

e e

43 How lsthe information iransmitted or-disclosed?
Inifotmaion will be made availdble slectronically: through the: eGuardiannetwork
or through sectre electrohic media.

4.4 Privacyimpact:Anal Anafysis: ‘Given the internal shating,
discuss what privacy Tisks wers identifisd-and how they
were mitigated,

‘Sharing personally identifable information-carries withit a-risk ofimiproper
access and/or fmproper-iise. '.Ehe Privacy Act governs fhe disseiination.ofiaformation
internally withinafuagendys itis appropsiate whed. thersis anpsd to know, Begause
othier DOJ Taw: enforcement comppp.ents are. ex]gecfndio be; the’pmnemmplents .of afy:
détathatis sha:eﬂhutéma]ly, the Titerial. sharing thatds: cfml:emi:lated Wilkmiedtthe
Brivacy ‘Act tequirement. ‘Cookies; whith.drepieces oftext stored: on'a&ageﬁcynsa’ §
cotputerhard: disk, Will beused; imbeddgdm e program; fo track ascessto-specifie
inférmation, Also,n’nly after theindident is approved apd REFERRED to-Gussdisniby
theBusion Cpnﬁer’i : wsible,to anyotebeyond the, origmal xser, the nsedsimmediate
Supeivisar(s); the Rision Center; ind TMU Thefeis alse s dk‘-‘ ofidatd: bresich.froni e
SI1G; but the secuﬂyfﬁamresnfmo coupled withthe ability o audits;yste::::tusersgl
Shouldheipmﬁgaw thigdsk,

External Sharing.and Disclosure

54 With which; extemal (nan-B@J) tec;plentts) isihe:
mfarmai on ed?”

!

L ittty ; ms&megyﬁrmformaﬂmshmng, veﬁadeﬁuafdign
mfonnahomsintehd. ¢ sharid with-othier Péderdl, State; Toxal and iribal 13
enf&rcelnentageqmes,,",ncludfng task force members:and: anaiyhcal supgork«pmscmc]

B2 Whatinformation 1€ ehared aid forwhat: Purpose?

: Suspimmﬂactmt;g o thieat informatiohiving s po&énﬁnlne};p ity tetops wills
‘be;shared with the soak-of crenting-an-cfficiont; near realet forlaw
erforcetientrat the Stabe, 166l tribaland-federal [5veltd shive: aﬂaxcppﬂifetronstthreai
fite andt suspicious activity. and to dmceman)ro’thermse unknown relationshipsantong; -
frqpbrted dincidents,

53 How is the Information’ transm:ﬂed or diselosed?

Inforiationdsmade aecessible ciflice ﬁimugh aGuardian, whichwill e in a SIG
ot T EQ or'hard ¢opy inforrnation may be prinfed.and dissendinated. Sedtion3: '5;
~deseribes how information willbe acwsseﬂ in greaterdetng 'I‘Ile pofential also axtsis for
‘Wwireleds accessito tiie. Sk User agreements it require that: mfolmahoa ghtaived
through. eGuardIan shall riot be re-dissetminated ithiont approval.of 4 tespotisible exitity
-orthe originating. entity.

14
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54 Arethere any agreements concerning the sécurity and

privacy of the data.once.itis shared?

By logging.onta the SIG, an-eGuardianuser will begtovided 4 setof behaviorsl
Tulés, in addifion to the staiidard login disclaitet ghaut the sensitivity of tire-iformation;
‘which will déscribe expectations for use of the information (se¢ attachment 1), In
addition; although law enforcement pemonnel with-access-to-eGuardian ate trained
Officials apd wriderstandAhe riles concerning dissemination-of: information, 4dditional .
Wweb-based training of users oithe sedurity and pﬁvacy requiremierts of the systen ds
well as systefit functionality will be provided by LEO. A caveat identifying eGuardian
Tnforation asSensitive-but Unclassified gnd Por Official Yse' Oily Wil beincloded-m
any: dlssemaﬁom Hds: anticipated that: theselabels will hemptaced ‘by auniform-

designatmn a§ gmdittes. of federal pohcy whaii thatpolicy is-fullyimplemerited, the
caveatin £Guardian-will beameaded asvequired. _

58 What ypeiof ‘traimng is: requerd for users from agencies
auiteide BOJ.priorio reveivingaccess to thedrformation?

Asnotedin the: premaus answer, Web-baged training for.allusers will Be. mqmred
asjsatt.of the eGuirdian; Systeitis

56 Are therg: any;proyisiens inplacefor auﬂiting the
regipignts’ ise of fhe] information? '

Allsers will haye to.agiee to the ﬂsarﬂgr@mentheforebemg ‘graited gocess;
andcaveats about uss-of BGiattian information willbe: ity the Aréendent. _
Additionally, the required training for all eGhrardian usert will cwarsubseguentusezof,_
thiinfontation. sGhatdian-will havethe capability 1o Getérniiig Who hias a¢cessed the:
systafand what data théy(have crested or modified and; thershy, will beable toidentify
thie fesponsiblenisersifincidents of inappropriatonss or disclonire are reparted, T
addition; petiodic authtlogrew;ews willbe uedto discover atoess patternsias well as:
indications: of Ineppropriate:aceess; which-will lead to: fmmcontrols overusers, and can
al$0; generite Jeadyto inguits 1to: the;mse oftheidata.

6.7 PBrivacylmpactAnalysis: Given theexternal; shar:;{gzwhaj'
pr{var:y riskswere: iﬂe&hﬁeﬂ and: déseribie hiow they werg
mitigated,

 Actess 0 eGuiardian via LB Is-controlled by the TEO networkcilself Uses
obtaitraccess 1 LEG&:W applymgfor ant receivinga LEO. ﬁetwaﬂclogm andipassword,
wiiich is only grinted t suthorized Yaw eiforcetient dgencies. - Passwords must ba
changed every 90 days-and anyinformation thatistiansntitied will meet-current security
standards, eGuardianwillibe: agiessible thiough &Spacml Taterest: G,mﬁp (SIG)
Membership¥o the eGiardian SIG §5'by application.only: ufitholders:will beveftéd
by:the.applicant’s agency, ‘The agency fwsthave.an.ORT sl_gmﬁangthat itisa
recogrized law-etiforeement:entify. Finally, agénciesinust apply-for imembérship-ditie-
SIG-and be-approved: by TMU: Inthe eventan agency with a6 operational nepessity to
share/receive information doss not have an ORY, one'will s created for that ageacy by

is
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the eGnardian. developersfprogﬁammem Thik. seourty contfok stiould help mitigate the
privacy tiskAbiat arises flom:inappropiateiaccessdo: the:datg, Infurthermitigation,andit
logs ofsearch transachons wilkbereviewedicvény 180 daysito: check for ahnmaluus
activity. TMU will-have-iieability to.defetenser-aébonnis af fie fndividual of agency
lével, Finally, Fainifg on: usmgeGuardlammllrbapmwdeiand {his fraifing willhelp
ensmre that ysers fillyudderstandhe User A grécisint conoginitg, dlssexmnatlmbf
mfcnnaiwn. Fven the anhmgated Jarge' pumberofextemalysers, the risk-oFmisuse of
theinfarmation-or uhatthorized desess and: disseiination pftig mfgrmaﬁ‘onbyesfﬁn B
trainedsuser alvaysiexists, Thatrskis: wiitignted: signitficantly b{both,ﬂie gestrictiofis:on
acpess to-andidisseminatiin. of-um(ettedinfmahun, s described ahove, a5 well by
firer adit Féatirey noted-in Seetion 5.6:abiove,

Anptherprivagy. rigle ig:that {he s of the-datg enfered:i
greafer tHanits corapo ment pars, wi iﬁ mﬂlﬁhat Lz
insidénts dnd peaplealiceiditobas

into.eGuardian may be:
% d1ﬁ’ermb1n‘format_i0n about

Pﬂrt,ﬁiepmposeuf'lhﬁﬁsﬁteni,ilmi yigreatesa prvEby sk, ssadellAs a1l
publicim{sparecptispiantpossible. e_rsitmﬂ i, The pvacy risleis: -fseermng;y
isolateddincidénts orobscx sy tedd To.mog Wiscovery.ofpérsonilinfornuition’
atiottidividuals lna ARt e\féfupmeiau s (e, “Conpect thie dgte")betieen
ihiese and:ohekineidents add; tofis. THisisk iSiiigatedin o

ﬂiaihh,q:eﬁt,
natuieofithe prostasidie, ivitip End vnly sisaningful platioships il Al
scenntywllr‘wdbve’iop,,_ incidentsoriobsen
persoral: mfarmannn tha}tmmn ed orihwelahonshpszamo, 5 Jrick : 18 -thatdq nat
develpp: m&m}qgain{a L ke i vollbesataing

‘Eigardian for 1R iftibed: Gojrig verigand analyica)
protesses: shonldmiisivg ik andinanpropriate dissemination:-of
trelevant pirsonal mfmmahah

Section 80

- Notice.

6.1 Wasanyform:of notice: prﬂmded fothedndividuglpriorta:
-coll‘ectlgp AT aimath gpjgaaeprbmd@asbpy éf
| 2pp Inde = posted

R e OIS, OF '

{66 pi *T" Wil the Federal Register.) W
BFOY whyha?ﬁ?
etlon, s w}flm,aintenane;oﬁaw

ﬁesmhes fltp fat:fthﬁt "é‘t‘
extracted from itsownfiles o thosemﬁoﬁier meﬁﬁeﬂtalsdﬁ'mas B&cgﬂsg‘the

16
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goilection:of eGuasdiain: mfonnaupnmay badone in-connection with Jawtenforeethent
activities, no mﬁmdual notice: willbe given.

6.2 Doindividudlshiaye anﬂpportumtyaudlar rightie:deeline

to-provideinformation?

eGudidiafisuspicions activityrefiofts, inniany-cases, will-gfiginate-frofi
observations made by-lawenforgement-officers and fom information reoeived from.the
general public, Inthose situations; o:oppofurity oxHight deelifie: mﬁmnauou 13
provided, The repiofisthararasibmitfed arensverthsless. wetted by traftied Tag
enforcement pexserinel and:funneled Through 2 sscond review at a-Rusian Centeror
romipanble entity before béingadded 1o fesystem..

63 Do indmdga]s Have:an op orfunity to.consent tosparficular
/ s ; _:adure by

| Betauseof &&namr&offthe teoor&[samssue, fire: oppormmty forceiisenbto
_piicticnlar usesiof thedntbriation ;s siotprovided.

i wiighgipimg m“ii;ééieﬂ bythe
EBLis shidred. 'mwemﬁce&, ﬁlexéfare, mitigate the privacy-risk. Nodndividualnoticeis
provided, however, because the‘uifofnmﬁnmmthsssysm:& vallegted bydaw
enfireesment and pessonal ratice-isnat feasiblc;

Section 7.0
individuatAe

Rene Vs protis Rthes seos ar s Wiy

sessanid Rediess

. 7  What drefiie firocatires which allow individuals the
e Hpportunityte seek: atcessioorretiioss of theirown
mfesnnatmﬂ?

Aplicablegeantations fowid in 98 CER Rared6, Sripars A andiD, Whichhive:

those pmcessesmlt iy , th}a a}ei’onnaﬁcnmnm sie-agendies, As enhzmi
into: ﬂGua:dmu willmoskofteitbe thatle by state arid-fordl law-enforeenent officess; the

o
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information may be refained in state:and local agency recoids-as well. Accessta. and
opportunity o seck fedress for thosetecords is conttolled’by state law and.procedures.

72 How areindiviguals notifiedof the procedres:for seekmg
accessto.oramendinent of thelr information?
28-C.ER. 16.:41 and 16.46 provide {nfoimation-on individial-eccess and.

~ ameiidient of FBEréedrds: Ariendinents oFFBI reeorisis a-matter qfﬂ:screhon a5 ﬂ:a
records aréex‘empt fronuthe. anacy Attamendment prqvxsmps

7.3 Ifno.opportunity 10 seek:amendment is provided, are:any
other radress alternatives avallable to the' individual.
'8&e previous:résponse,

.. Brivacy Impact Analysist Diseuss'any-opporiunities o
procedureés by Which-an individual cah fontestinformat fon
‘Cantained i Srissystein ot aetions fakends aresultiot
‘agency: rehance oninformationinie:system.
Ré '_ '_.?mtuvaﬂaﬁle emeptto theegten g mbt;dms‘gequomﬁ,
, bif-a-dynaiiit syste-where
] short pracess of

asoettmnmg whether arhmﬂ_' gation
: forterror] 0:nexyst ;texmnsmm found,;ﬂae SAR:will e defeted fromitie

Aﬁ i generabmﬂter, alttigigh BT repovds wfe xennpt frbtPrivcy Act achsy
: FBL, mantaingcoizate fiformation-and will, fi.

s discheion, Wwdermdménwéqf.f"'_'_';.:i"" "

Soctionan o

‘84 Which uger group(s)will have ackess tathé sysiem?

eGhjardinn 4ecess will: hspmdéd forStats;locak and fribal: Taisie enfotcemeut
-officers.and agencies:that have 4 Jaw enfomementmissionneed for suspicious-activity
‘repoits: Othier federallaw, eaforcsment sntitiss, neliding I}epartmeni: ofsusm
components; DHS and: BbB-eutmes with law enforbement missions, meludmg oree
protection, wﬂlbe'pl‘m'xded access.

82 WIII mntractars‘to‘ tha ﬁepartmént have dgcess tothe
: Base ! :opy of thecentract
desorihing-: Fols with this PIA.

| Coteactérswill have acdess o the: ‘systafiuiit order to pe:fqrm systetn.
.mmnfananca and-adinifiisteation. Inaddifion, f thie extent co,utmctors argassigned-io-any

18
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A A w e m m o T e e A em e e ——————

8.2 Doesthesystemiise “roles™ 6 assign privileges to users
of the system?

Yes. eGuardianwill have the following usér roles:

1. Palice Gfﬁcerflnvesugatorfmmlhgence Analyst/Support Contractor. These
‘roléd.are-génerally reseived foindividugls who create eGuardian ficidents-and are
responsible foritivestigating andior conduwngqﬂélysm ofterrorist-relgted:threats.and
suspicious activity reports entéredinto the system. ThisFoleniay inglude; at the
discretion-of the agency; an-agency-eGuardian supervisor who-will-control. all-eGrdrdigi
_ report dissefmiruition: frofr their agency: Afl such-work will be elemomcalj;rsubmtted to

#'coordinatcrat aresgo;isihie entityfor review.and aithorization to-be subniitted-into
Glmﬂlan

2. Coordinator/Administrator ' The individual(s) sssigneds 4o thiswale works
-within: thexaspons:ble enhtyto evaluate-the informationfacGuardian and performs othes

adminisirative functons with respectto'the systend. tdividualewith ts Foleheve the:
ability to tefeF Incidehts to-Ghardian.

3. MU wfthavq overall administrative avarsight ofenardian andithe, capac;t.y
to-sionitof usér mles nssigneditoita _hparhclpahng‘aganay. : j&tponsib?e,mmhss Will:alio
: Ve .oversightofusérs ai ilisitdocations. With-¢achpaticipating
ageno?, hmvavar, the determination ofroles: v.‘rill ‘bemads tocally:

8 4 Wha,t pragadure&are’ln placa to: detenmngwh:ﬂh HSErs

eGuafdla;i mll“ﬁavarasttmed eSS aﬁ& willfollow:a;pﬂ;pcess regulaied by ML
antby LEO, ipspective, USErS ST 1iEs clearmeevemngmemu%emeﬁtsm@smytha
L’E&.ﬁetwork, whchmlud&dam_ dstrating tha ! :

- _ms,.iﬁayprnpmm revaildatmltusm agens:y
aﬁ“iliatmnmiee ayeéar. Additionaily, dotess to:the sGardibi 16 wili e controlled by
TV, whichmust: :approve all users: “The. progedures for system-access are-documented:
m:polmy dnd-procedure dociments developsd by TMU-for thic: eGuardL?.u systeni.

8.5 Howarethie actualassignmenis.of rofes and tulés:verified,
aceordingto-astubiishiad securityantd duditing.
procedures?

Individuslmeinber agencies\mll be able tostructeusér ioles-and dustontize the
otk How 0t their owri tigeds, The réspoiisible entities, hiowever, will exercise

adridnistrative bversisht ofithe syst&ﬁ,whzch mllmx:ludaaud:hn, g Tot- apprognai&systmi-
acgessand-use

10
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8.6 Whatauditing meéasures and fechinical safeguards:are-in

placetoprevent: whisuse of data?
_ Each user willthave 3 individual ascounitthat requites 2 logii did pasgword for
LE®, . These accounts will be auditeble. Bachresponsible entity, mreaver, will have the:
'Iesponsxbllttyto aidit theit isers and will be a‘ohgéted JHoraport suspécted misuss: gad
security compromise. Rules of Behavior and training will covér the-appropriate use of
data and the péngltivg:for misusing the information;

87 Descrbewhatprivacy tainlngds providedio users: elther
genera‘liy ‘or speciiically relévant to the functionality of the
Jrogram of systam?

Asindicated ptevmusly, welh-based training willbé available to thenser fo.assist

‘with syster:aceess and:procedure; Inaddifi eGuardian administrators from

sible enGHES Willbie provided-cla fraininefhat will gmphasize theiryoles
and.responsibiliies, A tviicy:staterent WAl also'be contaiiiedin thie user agregment
slecronically sigrsd by ehpérﬁcmahngjagmcy,

8.8 lsihedata Secufed lh gocordance with FISHA
requh‘ements’? TFyes, when:was:Certification aid
Agcreditation last.complersd?

Thes Gextlﬁcatlon and: Agéredltgﬂon ofithe Bystenyiy eXpeefed-to:be Cotijletedin.
eatly-Jisly.and & AuthioritytoOperate will bedtsusdst thar time,.

B9 PrivacynipactAnalysis: Given access.and ‘Sesurity
cgm'rqis 5 What Privasy risks weredentified did. hﬂwxverfe
They:mitigated?

i anaoyné[qs ;[‘mm Aliis: t:.gm»bf sgastem sleni. ftom impropecacesss: ;n& iﬂadequatef
secmqr mcsensksham heeﬁ mxhgated:m sfcveral ways: @ﬁiuardian access lstbased on.

he mﬁxoup Wb‘ﬁ baSeﬂ SEImtie:
wﬂl be avﬁﬂablé to:the ug ot adsist Witk A9stent abgeR aharobediaves nd s issioPil:
Iformation-contaitieddtisicin, with empBasis o privacy-<gntrols: Olice-arindividual s
yetied and auﬂaéﬁhca;eﬂ {hrough LEO, andift erbgiantéd ateesefoithe e@i: pidian S1G; the
ndividual's web-‘based sesslonis confrolled-with computersoftware, and-hardware
conifionents seguredbehind aeeredifed: FBL: sacmt}émfrast’mcttua Placing: SGuardisn,
behind the FRE firewall andiunder'the ‘avetsight-af TR will Srpidve te. séoitity
posture: ofthe. system. )

" ACLIEGODOOEE - -
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- b

Section 9.0
Technology

91  Were competing technologles avaluated to assess and
compare thelr ability to-effectively-achieve system: goals?

Yes. Several systems were reéviewéd and: évaluated m&udmgm Jishouse-
solition. Final system desig-was based on opetational imperatives and:privacy-and
seduntyaﬂnbutes

9.2 Deseribs how data mtegﬂty, prlvaov, and security were
analyzed as part of-the decisions made-fpf your system.

Data intepity; privacy dod sediitity were: lmpowcf)hﬂ:demtmnsmth&

development of this.systeni: The task-wasto dévelop atobastinformation'shating;
-Bystem that would: setve thenestls af userst_‘ or: t:me{y, relevant and-aceurate information

: adidl ensuving datacinitegrity and secutity,
"I’he s:ystém is. dﬂmgnb&.-m htﬂp mvﬁshgatom‘become'awabfan&make sonnectinhs’
ibetweeen repotts dfsuspicius. aeuwnesand tetrorism fhredts i orderto improve fiie
' secmt&rpostn;e ofthal]mted States.-Operationally the.goal isto either close.oryefer for
‘enhanced investigationrall Ieadswﬁmn mshmtpmod of time:

o eﬁuardtan i8-built apon itd incorporates thie Jessoris learned fmmathe Guardiag
Systernatid is:des toseamlessly interfige with it. ‘To. enhanc&pn\fac gfoteehcms
Forinformation isﬁdeySLT lawenforcementpersonnel, a decisfori wasmadeto
n3e FPusion Cariters a8 nitial ves -poirie, 4 ‘45 theds gionps cinibring to beat ealianded
‘informatioavatlabillty-to-ensure thatsuspicions activityreporis-and repotts ofincidénts.
thathayve. apotgnhal nexusioterroris meetareqniredthréshold foigystern it clusiﬁﬂ.

TMU 20 4 DOD fosion-like cater witl pmfomthamurpeof“ﬁmm" Tok: Tepoits
‘fram federa] entitics,  System funofionality-{ dmgned tppedtinit contributors to:aotify
Theiteitries as s mfom:aﬂomsrecmeﬁ, and themeed 10 Ghﬂd; tha systemt fixapdites.
wﬂl.bemcorporated agpart ofﬂlereqmreﬂ trmnmg foratlusers:

"ThieeGuaidian systers was placed ot ain FBEserversto eafianco secusity and.
einbetsiip ins  Special Tnterest Qo betandisd neerd will 52 ﬁaemﬂInghLEmv

which performs: this fumofioi for a:variety-of other Jiw erforoement entities, User: acqess."
“wilkalso be mldxte&byTMU}:emmeL

43 Whatdeslgn nhefca!s weremadeto entiance privacy?

The eGuardisn systainis setup 5o Lhar,liarhmpahx;g agencmscan réshiictthe,
-ftiformation: ihe? conteibitedi oidetto ‘deiy-aceess 1 cextain gtoups orindividuals. This:
_ chivios takes into-acoount various:state laws whichhave mﬁ“ermg privacy: requmements
forsharing informafion and alsg allows contributors-stiore coritrol aver el own
information. A decision-was also.madeto-control aceess to-reports in eGuardian to-sworn
Jaw enforcement and: analyticat support personnelin order it ensuie thatiliose with.
-tmmmgmhmdlmg sensitiveldw etiforcemert andtesonismrelated iforination are the
-only ones who:carr docess thesysten: The decision wasmade to use BEQas the osling
organizaiionbecanse it is-un BBI-ovined, web-based, sensitive it uhelassified: neiwf:ﬂ':

2
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that provides controlled acoess to fagilitate information sharng, Placement ofeGuaidian.
<on the Intemet.allows for ease.of use but potentiaily-exposcs personally identifidbie
informatioirto outside-attack, LEO provides atestiicted andrinore seenrg gecess to-lils
“iiforfation; Which will enhands both: privacyand-security,

Thework flow was created withprivacy intuind sosfhat contributors can essily
update their information or niark it with & (imeiitary to Jet other viewers kiowsef
partioylarissugs: peitaining to. dat&mtegng orprivacy; Any.re-dissemination.of
inforfation Wﬂl be:siibject to peimission confiols of the responsible or originating entity.

Canelusion

‘The eGitardian threat rackingsystem-supposs the I‘BI Anission to prevent
“terrorist attacks onhe Usited:States; Hds. designed to-mitigate-and vet-lt threats.and
suspiciois activities with a potential nevs:to-téfrorist and assure: they areprop erly
addressedand availsble fortrand analysis. Bstablishing et electeanic systern thit will
allow SLT and federa) Taw-enforcement paithers-to.emter teriorist thicat iformation: and;
- supicious ativity réports witti-apossible nesusodetrorisinang: share jt-wiflreach other

- will facititate: thetype: ofiuf’on‘uahpn sﬁunngenws:oned in: the Na.tnonal Strategy fbr
Infquna&an Shms,\

-eGuardianhas been:dési gued»m consultation: with-legal, privicy and seéurity.
-persomnelmtheFBLmd%laW!iqmmﬂrdqsmmmﬂﬁtmmypmtechonsmd
secmtyoonmolsmmtegmtéd Tiito-systé. deve]bpm:ent m,ﬁmcnennhty Thie pﬁxz‘raqsr
unpaotass&esmentm,partm progessofie
Wﬂ@ﬂﬁs Whﬁ@ﬂéahg@ﬂlf lectionicieivito

¥y
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o AR bt - ————— ey o Lk = e LR kb e B e Ak e 1 aarn L. S g s e e

RBesponsible Dfficials:

(252008

H'ate F

_/
FRIProgeam Manager
Theeat Monitering Unit (TML)

e

FBYSystem Developer: f oA o

ﬁarexgn Termnst‘rxaehng‘z‘ask Force:

et Privady and Civil Liberties Offiger
Fedaral Bureay; aﬁhveshgnhon '

>l aﬁm@iﬁaer """
Depamenmflmca
. 11‘&3!2008
Date

ARG UhEl Fovacy and CivikLibeities Officer
‘Department of Justice

2
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Attachment 1

eGpardian User Agreement

Coiitabt ot logal Joing Teirotisc Task Eome{mmmmediateiy by pliomefor any
urgeribrisiters Vithd potenﬁai figkiis tHitetroristn.

eGuardian is.a sensitive birtintlassified
classified CONRIDENTIAL and above:cannot be plaved:isitoeGuardianander any:
chitimstinoss. Thisdicindes alldnformation iat i SECRET, TOPSRERETOR,
G@MPAR’IMBNTEB Meither FISA-desiyed: mfonﬂaﬂonuoern&me‘E@ m&fenal
sior,any-otherinformation: thit{s fegally vestrinted may beplacedinto s

in:for officialpse only. Iﬂfﬁrmahon

o .; =3

The siigpicious: acli‘vxtm contaitiediin eBuardian may Gealy sadivivetied dat.
“Suspmmus activity iy defined by the Program Managerof the Taformarion SHaring,
Envitositaert CEMIISE) bserved befieviol ijaaﬁnay’ﬁamamahva of intelligenes.
gathenng orpre-operational planmngreiated foterrorism, ¢ fior other illicit
ittention; Susplciou’s ‘activities may nclude, but are nutlnﬂted*to, Surveillanos; cyber,
attacks; probifg of security andphotogmphy ofkeyinfrastractores and factlities, Do nots
condact any uhilateral-fnvestigition with any reported ineident ithouthe cyordination:
ofthe, otiginafifte agenoy/authior, ‘Do fiot afrest ay individinal-baged solely-or the-

information in eGuardian unless there is evidence-of a violation of State; Local.or Federdl
stanfes;

Bysigning theuser agredment, the parties will agre&tothe Fus;tm Cénternd 'IMU
poliey thiit sets forth.the tission; Poals; Rinctions; smanagemeds; @xmmglcs, siemtiership,

staffing, qurmatmnsharmg policies antzprototnls and privacy and:security:atrihutes of
the eGuardian systeim,

%
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Mermbership in the SIG.is’by application: ofily and will be dtawn only froni-agencies that

. Have an-originafing agency identifier (ORT).and thius atbrecigrized favrenforcement
entifies.

No-entry {nto- eGaardtmmaybemade based solely onthe-éthmivity, race orreligion of an
-fidividtal orsalelyon+he exeisise of fights guarariteed:by:tieFitst Amendmentor the-

lawful exercise of any other fights secured: by the Constitution or laws of the United
States.

If you-determine that information youliave previously submitted 35 erroneous; yoware
tesponsible-for updatingior correctiig the information-in eGnardian. If you discover
information fhat has'been contributed that ynu‘lmow is etrotieons, you should notify the
subsnitter so that the-information.can becomscted,

Pmceedmg»ta e eGuzrrdmn_Threat Tracking System indieates you have been informed
-OF agresto, &r )y thesetestrictions: Tncidents notmiesting theweriteria of
suspxmn“us actmtx with-aipotentitl nexus to; ‘terroristr-and that; ficther, do.rot
comply with:the above-stated;tnfes, will be immedistely-deleted. from eGuardian,
Fufﬁiennore,‘by clickingionthe User Apceetentichisck: Yok yon: 2510 flra‘p‘cihéias that
governitie eGuardiansistem. Forfurtherinfotmation dbont-theeGuakiian policy; pleasg
“Feftinn'to the policy inkonfhe LRO:€Gusrdian membet drea page.

Tnformation cbta;nedﬂxrongheﬁuardxanshﬂlnotb&re-dmsemin&tedmthﬁutthe
approval of a responiible entify-or e o -

Theﬁmu wilkcordist: peﬂodm and;tsmfth&" sterit Snsgre fhat M@m&fdﬂow&d.

Failiite:to ¢ommply with this dgreedient will zesult ot tertnination of your elindndian
membership.

25
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UNCLASSIFIED//FOR OFFICIAL USE ONLY

ROLL CALL RELEASE

In Collaboration with the ITACG
26 July 2010

(U//FOUO) Indicators of Suspicious Behaviors at Hotels

(U//FOUO) Known or possible terrorists have displayed suspicious behaviors while staying at
hotels overseas—including avoiding questions typically asked of hotel registrants; showing
unusual interest in hotel security; attempting access to restricted areas; and evading hotel staff.
These behaviors also could be observed in U.S. hotels, and security and law enforcement
personnel should be aware of the potential indicators of terrorist activity.

(U//FOUOQ) Possible indicators of terrorist behaviors at hotels: The observation of multiple
indicators may represent—based on the specific facts or circumstances—possible terrorist behaviors at
hotels:

— (U//[FOUO) Not providing professional or personal details on hotel registrations—such as
place of employment, contact information, or place of residence.

— (U/I[FOUO) Using payphones for outgoing calls or making front desk requests in person to
avoid using the room telephone.

— (U//[FOUO) Interest in using Internet cafes, despite hotel Internet availability.

— (U//[FOUO) Non-VIPs who request that their presence at a hotel not be divulged.

— (U//[FOUO) Extending departure dates one day at a time for prolonged periods.

— (U//[FOUO) Refusal of housekeeping services for extended periods.

— (U//[FOUO) Extended stays with little baggage or unpacked luggage.

— (U//[FOUO) Access or attempted access to areas of the hotel normally restricted to staff.

— (U//[FOUO) Use of cash for large transactions or a credit card in someone else’s name.

— (U//[FOUO) Requests for specific rooms, floors, or other locations in the hotel.

— (U//[FOUOQO) Use of a third party to register.

— (U//[FOUO) Multiple visitors or deliveries to one individual or room.

— (U//[FOUO) Unusual interest in hotel access, including main and alternate entrances,
emergency exits, and surrounding routes.

— (U/IFOUO) Use of entrances and exits that avoid the lobby or other areas with cameras and
hotel personnel.

— (U/I[FOUO) Attempting to access restricted parking areas with a vehicle or leaving unattended
vehicles near the hotel building.

— (U//[FOUO) Unusual interest in hotel staff operating procedures, shift changes,
closed-circuit TV systems, fire alarms, and security systems.

— (U//[FOUO) Leaving the property for several days and then returning.

— (U//[FOUO) Abandoning a room and leaving behind clothing, toiletries, or other items.

— (U//[FOUO) Noncompliance with other hotel policies.

IA-0395-10

(U) Prepared by the DHS/I&A Homeland Counterterrorism Division, the DHS/I&A Cyber, Infrastructure, and Science Division, the FBI/Directorate of Intelligence,
and the Interagency Threat Assessment and Coordination Group. This product is intended to assist federal, state, local, and private sector first responders so they
may effectively deter, prevent, preempt, or respond to terrorist attacks against the United States. This product was coordinated with the DHS/Office of Infrastructure
Protection.

(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt from public release under the
Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to
FOUO information and is not to be released to the public, the media, or other personnel who do not have a valid need to know without prior approval of an
authorized DHS official. State and local homeland security officials may share this document with critical infrastructure and key resource personnel and private
sector security officials without further approval from DHS.

(U) The FBI regional phone numbers can be found online at http://www.fbi.gov/contact/fo/fo.htm and the DHS National Operations Center (NOC) can be reached
by telephone at (202) 282-9685 or by e-mail at NOC.Fusion@dhs.gov. For information affecting the private sector and critical infrastructure, contact the National
Infrastructure Coordinating Center (NICC), a sub-element of the NOC. The NICC can be reached by telephone at (202) 282-9201 or by e-mail at NICC@dhs.gov.

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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Bureau of Justice Assistance

FBIFederal Bureau of Investigation’

Communities Against Terrorism
Potential Indicators of Terrorist Activities
Related to Electronic Stores

What Should I Consider Suspicious?

What Should I Do?

People Who:

Purchasers showing unusual interest through questions related to:

Significantly alters appearance from visit to visit (shaving beard, changing hair
color, style of dress, etc)

Missing hand/fingers, chemical burns, strange odors or bright colored stains on
clothing

Fills a “shopping list” of components lacking knowledge about specifications
and uses

Purchases quantities of prepaid or disposable cell phones
Insists prepaid phones not be activated or programmed upon purchase

Pays cash for large purchases; uses credit card(s) in different name(s), uses
suspicious identification

Travels illogical distance to purchase items or asks where similar stores are
located

Radio frequencies (used/not used) by law enforcement

Voice or data encryption, VOIP, satellite phones, voice privacy

Use of anonymizers, portals, or other means to shield IP address
Swapping SIM cards in cell phones or how phone location can be tracked
Rewiring cell phone’s ringer or backlight

Products/components related to military-style equipment

Unusual comments regarding radical theology, vague/cryptic warnings, or
anti-U.S. sentiments that appear to be out-of-place and provocative

Purchases including unusual combinations of:

- Electronic timer or timing devices - Phone or “bug” detection devices

- 2-way radios - Batteries

- GPS - Switches

- Digital Voice Changers - Wire and soldering tools
- Infra-Red Devices - Night Vision

- Police scanners - Flashlight Bulbs

1t is important to remember that just because someone’s speech,
actions, beliefs, appearance, or way of life is different; it does not
mean that he or she is suspicious.

=

e part of the solution.

Require valid ID from all new
customers.

Keep records of purchases.

Talk to customers, ask questions,
and listen to and observe their
responses.

Watch for people and actions that
are out of place.

Make note of suspicious statements,
people, and/or vehicles.

If something seems wrong, notify
law enforcement authorities.

AN NN

Do not jeopardize your safety or the
safety of others.

Preventing terrorism is a community
effort. By learning what to look for, you
can make a positive contribution in the
fight against terrorism. The partnership
between the community and law
enforcement is essential to the success
of anti-terrorism efforts.

Some of the activities, taken
individually, could be innocent and must
be examined by law enforcement
professionals in a larger context to
determine whether there is a basis to
investigate. The activities outlined on

Joint Regional Intelligence
Center (JRIC)
wWww.jric.org

“Tripwire”

This project was supported by Grant Number 2007-MU-BX-K002, awarded by the Bureau of Justice Assistance, Office of Justice Programs, U.S. Department of Justice. Each indictor listed above, is by
itself, lawful conduct or behavior and may also constitute the exercise of rights guaranteed by the U.S. Constitution. In addition, there may be a wholly innocent explanation for conduct or behavior that
appears suspicious in nature. For this reason, no single indicator should be the sole basis for law enforcement action. The totality of behavioral indicators and other relevant circumstances should be
evaluated when considering anv law enforcement resnonse or action.
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Bureau of Justice Assistance

FBIFederal Bureau of Investigation’

Communities Against Terrorism
Potential Indicators of Terrorist Activities
Related to Mass Transportation

What Should I Consider Suspicious?

Related to Individual Appearance, General Behavior, and Communications:

®  Significantly alters appearance from visit to visit (shaving beard, changing hair color,
style of dress, etc)

®  Burns on body, missing finger(s) or hand, bloody clothing, bleached body hair or bright
colored stains on clothing; switch or wires concealed in hand, clothing or backpack

®  Passing anonymous threats (telephone/e-mail) to facilities in conjunction with suspected
surveillance incidents

Acting nervous or suspicious, possibly mumbling to themselves, heavy sweating
Monitoring personnel or vehicles entering/leaving facilities or parking areas

Behaving as if using a hidden camera (panning a briefcase/bag over a particular area or
constantly adjusting angle or height of an item)

Discreetly using cameras, video recorders, binoculars, or note taking and sketching

Unusual comments made regarding anti-U.S., radical theology, vague or cryptic
warnings

®  Questioning security/facility personnel through personal contact, telephone, mail, or e-
mail

Related to Passenger Activities or Interests in Security:

®  Multiple people arriving together, splitting up; may continue to communicate via cell
phone

®  Unusual or prolonged interest in the following:
- Security measures or personnel
- Security cameras
- Entry points and access controls
- Perimeter barriers (fences/walls)
- Unattended train or bus

®  Parking vehicles in restricted zones or purposely placing objects in sensitive or
vulnerable areas to observe security responses

®  Attempting to acquire official vehicles, uniforms, badges, access cards, or identification
credentials for key facilities (report such losses and deactivate access cards immediately)

®  Observing security reaction drills or procedures (may leave an unattended package to
probe)

It is important to remember that just because someone’s speech,
actions, beliefs, appearance, or way of life is different, it does not
mean that he or she is suspicious.

Joint Regional Intelligence Center (JRIC)
WWW.jric.org
(888) 705-JRIC (5742) mention “Tripwire”

What Should I Do?

Be part of the solution.

v’ Require valid ID from all customers.

v Keep records of purchases.

v’ Talk to customers, ask questions, and
listen to and observe their responses.

v" Watch for people and actions that are
out of place.

v" Make note of suspicious statements,
people, and/or vehicles.

v If something seems wrong, notify law

enforcement authorities.

Do not jeopardize your safety or the
safety of others.

Preventing terrorism is a community effort.
By learning what to look for, you can make
a positive contribution in the fight against
terrorism. The partnership between the
community and law enforcement is
essential to the success of anti-terrorism
efforts.

Some of the activities, taken individually,
could be innocent and must be examined by
law enforcement professionals in a larger
context to determine whether there is a basis
to investigate. The activities outlined on
this handout are by no means

all-inclusive but have been compiled from a
review of terrorist events over several years.

This project was supported by Grant Number 2007-MU-BX-K002, awarded by the Bureau of Justice Assistance, Office of Justice Programs, U.S. Department of Justice. Each indictor listed above, is by
itself, lawful conduct or behavior and may also constitute the exercise of rights guaranteed by the U.S. Constitution. In addition, there may be a wholly innocent explanation for conduct or behavior that
appears suspicious in nature. For this reason, no single indicator should be the sole basis for law enforcement action. The totality of behavioral indicators and other relevant circumstances should be

evaluated when considering anv law enforcement resnonse or action.
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